WO 2006/031547 PCT/US2005/031797 SYSTEM AND METHOD FOR A
WIRELESS MESH NETWORK FIELD OF THE INVENTION [0001] This
invention eneraIIy pertains to wireless communications and, more
Wﬁ’a’f?gcﬁquh to a system, method, and apparatus for meshrn%tgfﬁé%\‘/]\%r <
wireless deV|ces BACKGROUND OF THE INVENTION [0002] The
monitoring and controlling of devices located remotely from a central
location ha§ SEAE AP AMEJSIORROBAANARES-E ¥ MERE: Mideteeoik
condition at a remotely located position or to exercise control over a
system (such as turning a device off and on from a central location has
oftentimes been limited by tREEdZt4AE ' &Bntrol location from

rooth§ device thagis mn&m&ar%«éﬂazgngr@ums E@r@@m@@;m@@m@m@ﬁaﬂd more
controllrﬁg devices within amanu{gﬁ) ur|n facrl aééz)ower Iant ma ek
ork of

accom BREAEFH HErdwiiTigEn ™S nﬁpg Pgl £ FR MBnftore™
and contreltgesiévides. central control room that may be only a few hundred
feet away. However, hardwired monitoring and controlling of devices in
areas wherein the remotely Iocated Sensors and controllers are
positioned miles away fipft s PRyt : )

[00 B%Comes 'mpffi]ﬂ&ﬁ%%'ﬂﬁ %B%Hl%iﬂﬁfgf%mﬁb‘éﬁ&%{@d%ﬁlﬂs@' €ORIEOLentral

nals betwee e cenfral control room and the remotel %y located sensor

or conttetionobe3 s ArREX aprREl iRy et vegsiecticitpbPRg dmdietect 2

- water |ggaashatireridpntialhomassisRal sedin@oregrRbICAlaes e such
historically collected data lgcally. Buté o collect th tdata utrky poersonnel
fl

have h&sl T BRgsTcARY E 08 @5 ABh HAy hrisrth iBERItGu R oitentimes been
geograahiﬁddlsnefﬁal@s‘rmeéedss tﬁwbﬂﬁl@a%ﬂt@@diébﬁsmﬁi%ﬁl dedadd0004hat is
However, in recen ear ts have been made to d vel%l?uto atic hin
otor TR SRR iy S e TR e e oD P e

meters aﬂmhaﬁamdrmmfemmﬁdmggoer@qviaﬂi physicallyomspeutingydachwiring the
individugl eIer AR g 4600t AR 6 ALMEIRLR AWML control room

systems Incorporate low powere F transcelvers in the meters that

broadc#stayayerm i miatopunstien st eyasuriptiGHadardrfite wenitoring and

broadcagharasmay hewush thabmaterfeadingnPetsanes! MRKISHIVRARA and
the location of the individual meter to collect any data 1
controllers are positioned miles away from the central control area instead of feet

becomes impractical due to the inability to communicate electrical control signals
between the central control room and the remotely located sensor or controller.

[0003] As an example, utility meters for electricity, gas and water located at
residential homes dispersed in a geographical area have historically collected data
locally. But to collect that data, utility personnel have had to physically travel to
each utility meter throughout the geographic dispersal of meters to physically
read the meters’ dafa.

[0004] However, in recent years, efforts have been made to develop automatic
meter reading systemé for utility meters such as electricity, gas and water meters
that avoid meter reading personnel physically inspecting each individual meter
within the geographic area of meters. Some such systems incorporate low
powered RF transceivers in the meters that broadcast system information, such as
consumption data. Thus, the broadcast area may be such that meter reading

personnel may drive near the location of the individual meter to collect any data



WO 2006/031547 PCT/US2005/031797 stored in the meter. As a
nonlimiting example, meter reading personnel may drive along a street of
houses with meters equipped with such RF transceivers that

WEM{tHite with transceivers in the personnel's vehicle. THe tHOBIE =177

transceivers collect and store consumption information and other data
received from the broadcasting utility meters. [0005] However, a problem
with thistshtig tratiovss tHst daenissmecesa i arshanHnIHstEnR may

the gegganhis 2ea.REmetasssuhentha il parsRanekComE RWithinsdetrers
broadcast range of the individual meters at each location. hile thc'? IS an bile
improvBh eievERGH R By SHRTETRENIY t%‘i)ﬁ%%?(?&ﬂfl?iﬁsﬁ %nd f5a g

each ipgidguabetsecthaprabliervaiithisicanfigonatitmisiiaititestikretimsived
on a human for data collection. Stated another way, the data collection

procesS Y8 A LerlAdS L AT Etep. [0006] In an effort to move
[00gBpter readingdaerapmplebids auithniztechpiipresin Severatisppisoativeted from

have been SYANTCC Qe ROROSALINCIER B ALBAAGHE L MiYRICBersonnel

commORidatiSH With, Tor exam ctric meters, Is carried out using the
power ¢ramsmission fieetroadsie tonkre Mdbed individide Asdest éb rlgggtion.

locatiogqln £hisne %ﬂ%ﬁ}g@ﬁ%&&%@%‘@%&%ﬁﬁa 12keSPIReRAIAISS inspect

the power line, and the central location polls the remotely located mete

; r., ..
periodieadlysarisubyise el mesintbe RRIFR A o HAEHALRTSE fat it stl

same lipg that, camigshieh vpitagaslastricikRdssneetnigrechendaty collection
difficulties, thereby making this ap]fProach less practical. Plus, in this

nonlimRIAGEEKERRHIS 20T WHEeBrFhE8rs, such as water and gas
[oopagters, are nat gouftad 4o e aehvarkieddiegoithe fantiietd ytheserated process,

separate systems. So this solution is limited-at best. [0007] Additional t
attempfg‘h% eaﬁ%ﬂfla%ﬁ%asvt%#ﬁ%%l ot ecrﬁfag%eoﬁ%%%&c%gmlmunicatiqn a“‘?emjm
devicesriniielremutelyitatateditheforSxhmploupiettis phFs. linegragiiout using
other ¢ o DO t'f.%@nl{&'éﬁ)ﬁ‘ﬂl}@ IGSIHENES @k QQWQ'%§%EQ%r%ﬁmercial
nonlimiting'example, such a modem may connect to the homeowner's

telephdieatiin® tdpdrodicaliypitomeAmEite CERBERICHHCHNE5thalace across the
informagign.pyar a-aublicksuitsbachielenbeneraabiarkdearmasienpatsdeally.

central monitorin and control location. However, the problem Wi& {;[Q{%t carries
proposalq¥eNaE TSRS I ARBHBUHASEDE (Bf %aaafé‘i’gf)%gnsél% mpany,
for implpmentinggtheisystem ardkatsansuifensdgndifiladieof frostty. iRddng this
examplg}agi(ga%% EQS% E%rcnaec%i"”lﬁ{ls'? 1%%?19 rggr%limiting example, other types of meters,
such as water and gas meters, are not coupled to the network, due to the fact that
these are separate systems. So this solution is limited, at best.
[0007] | Additional attempts have included installing modems and other
communication devices in the remotely located meters that couple to phone lines
.and other communication links in the residence or commercial location. As a
noniimiting example, such a modem may connect to the homsowner’s telephone
line to periodically communicate usage data and other information over a
publicly switched telephone network to a modem at the central monitoring and
control location. However, the problem with this proposal is that it involves
other parties, such as a telephone company, for implementing the system and also
suffers from a lack of priority. For example, when the homeowner is using the

telephone line, the modem in the meter cannot acquisition the line. Requiring



telephone line, the modem in the meter cannot acquisition the line.
Requiring 2 WO 2006/031547 PCT/US2005/031797 utility consumers to

woosure e ond telephone lines for meter communication i%@%@ﬁﬂg@%‘%
2nd Sl Stiffers from the fact that reliance on other parties is requwe(f.

[0008] Various types of wireless proposals have been advanced as

solutions to this problem. One such proposal involves providing each .. .
utility WHEHS TSR IARS 43 PR WRFE%@%O%%H%&?&%%W%B& Ljpation 15
utility pgtees wisfin.ad pradetermingchcatrfanicationdiimge. ddowbueparties is

these wireless communication proposals suffer from several drawbacks
and inBHHRS. For example, while a number of meters may communicate

[00owjth each otieneluetjadhefretativetyrcigsealsrbximibper tlenorsdpectgtions to
locations, getting the data ba MtQringLAnd coRIER: with th
Iocatiotﬂnlﬁﬁsogir%%énst%ebsgcﬁe}%?a %é@%ﬁgé}gﬂc e@golu lons _ha\;gﬁncluégg , ’
locatingiptitial o vtndessipecomtamigHing g RS nElitapgters within 2

indivichghmeler-ac Sommualcaling dalarkack @, tiegenalmoniiatingication

and control location. This limitation has E)reviously eant that a dat

gathernepaselicatisn i 1evat dRAIRRTER &%h IR Ca S ARISy S S 2

each witeless  aREseiNas Qithalsenarats rephaitie Mustdhesaditoely close

repeat the data from the remotely located meters tq the portals sp.t tral
each rAERSIREh EbANFEARRESTHE RS S’[h%e%cthnﬁn%tw glas %c?%oﬁn *

o the central
[0009] Ehessiypasicbachitionsihatesgisn beanlplaguatthyr obstacle. Solutions
communication problems, includi d.breakdowns inthe b
chain. é{ﬁéFﬁ%%%dor%{éam%f ggﬁ%@r@%& (raé%l% sogrffél)cgirebr%ote|y doate df‘ll .ar each
metersidaddessibieetwere bymrasiiigindateybiehh i rbrecaNtirle tRrBINHH 20d

a given geographieal area.cannatpe includeddasthencommusicatian gathering
networ&%%@lg?% g@%eq%%ntly, the inabilitﬁo,netf/qurk the variou

geograpivicalpudidirdotagdvetsis htosBAriMmegiater ey ieitnh 8%&?16861‘%3“}3“

can beymonitared angl.alsg.cantrgieskiomua cenikatilocatipnhie dausédm the
some of the inferior solutions dlscuss%g above to b%lm lemented, such

as requfiRfSetRTERSIRIE H Lt LBR REF RS 5ﬂv¥g%%ﬁ (ster can comnuriicate its

reas where
meters pEe @oppRdvithivited toatieast capabiliies. Moreover, the

008 repeatifé n GAGEh 85 WAL ba A SF ety pmuniaton
problems, including bottlenecks and breakdowns in the chain, Baitery and
| memory concerns render some remotely located meters inaccessible, thereby
resulting in a system where all meters within a given geo graphical area cannot be

included in the communication network.

[0010] Counsequently, the inability to network the various geographically
distributed meters into an integrated system wherein data can be monitored and
also controlled from a central location has caused some of the inferior solutions
discussed above to be implemented, such as requiring meter reading personnel to
drivé through areas where meters are equipped with limited broadcast
capabilities. Moreover, the prohibitive costs associated with installing a great
number of portals and/or repeaters in an area so that each individual utility meter

can be networked has stymied the development of wireless automatic meter

reading networks.



can be networked has stymied the development of wireless automatic

meter reading networks. 3 [0011] As a result, a heretofore unaddressed

need exists to overcome the deficiencies and shortcomings described

above. [001 Ia] in a first aspect of the invention, there is provided a system
jooforjan access Nagdairoup|Rei@ RROMPIIEEISWIrRIesshkBaMmumieaentithhe
def?c folur.al|t2‘/”8fs¥]ad|o nodes Pl %oa%gled to a sensor, comprising: a first

enci TLCOMINgs c. Ly . .
oglcale?ayer oPone or %nore ra(f_io nodes WI'[hIIj a communlcatlon range of
[00tHelaccessihedidrdreshfigiheihisdirsctijccommimicgtea withethdacireaecess

nodIOHKIANE BrMBIERdditionaldpaicaldayarseach Raving,neIRy MOFRIadiSdes

nodes that are outside the comrmug,lgat'on. ragge of tEe access node dand q
CaQortirEd " ATRECHy BBRIMEN A WK the HXtess AEU8T MIEreii Balh®e®
wittddio svodeunicthierone wr oM e adslitiodalalod icalll gyed isaleets naadipunicate

withafe RoaJogicallayer that isilagisallYo 5088 h {0 the AoeRIRd e IRR A adio

repeater radio node for wireless transmissions, the selection of the
nodeh e Fiads SR e SRIRCHHRE JAdiFy 36 the Togiasrediermismidiedrry t
inddewer cewhesiciieachivanioanade avaduathcras apbtential nepeatenitadioe or
maore %Sdﬁ‘fg)g}g{\/\ﬁ%e{ & ltz%%rp .I %éﬁelclztt)é %f L3010 n%%%egncg%gﬂgfcl%é%dﬁ{ﬁ t}% tllagically

access node corresponding to signals received froni the sénsors coupled
cloggtrie ﬁ}eraﬁ%%ffrra@got@]dﬁeg. TOOLIH] YR KN EPRIPEesT HRESAVERIdN, the
seltRars isrprevigdesia methaddodadirsihdadienadg; i ehaebyerk lawin@@ber and

luralit of_ragio nlgdeg.and an accfes}fgcpoder to gomrpu_nicatte wigﬁ the de: and

PORELAMITIEHE BIRbAaING e staps 3 monitofig Tor wireless 'adie node: an
wheorimtuhidatidits bfradarbydeadionrodeisaradkindotitee rieasbiynediicoreiesnding

to E@g&@&i?&éf% fthe meuitarad wislessearpMuRItationsdata-arsordered list
of radio nodes acco}lrddlng to th@llo ical relation tq the access no%e
t

[0QfdfadrminindAArSHRRC AP ol FAHIS Hiiste ARREY PRREAR REnSHRRTdanR (st
radiannsdevénas acepaatenradioanpteslitansMitiihg datksvinslesslhatoetherode to

colGRIRYIadigMoge ranked J%{E’é,i%nx%x(i’{ﬁl\%r‘?geli§fe%§"@f:”§1%§9%fﬁx§@&°@?reless

ranked first in the ordered list can serve as the repeater radio node; an

d fil ) | ode; and
COREHEHSAIAR datdsiieeadiy RPdshottEn He ey FAHY P TRdfeidiridled from
thdistdhtheadearycradiomaaesankedsfirstinctider«ar dered hsticanie: asecusiag to

thegigeﬁg %"é‘f%&é:??é‘%h@f&% W %%E‘*i;”dé'i‘éeé%ei SRR EACe pode, (ﬁtﬁ% B NS niked
ata received from the first radio node to the access node rectfy or
firfdirrtlgrdencortifingan BHE G secalde e imrnsseBresratish e sV oY to
th€hbardythird pspectaldernventianoihace issprovidedaoneibechiaadiadd firs
n E&%{%%%g(? lltgt aca?;estg}(\% lésh%\él ?e%gapelzy {%g}/nqd’ea;‘%gdg%%grsn@'trillgg%tgc\:%?e %ssly to
another nearby radio node in the ordered list if the nearby radio node ranked first in the
ordered list cannot serve as the repeater radio node, wherein the repeater radio node
retransmits the data received from the first radio node to the access node directly or
indirectly according to one or more additional repeater radio nodes.

[0011c} In a third aspect of the invention, there is provided a method for a first
radio node in a network having a plurality of radio nodes and an access node to

communicate with the access node, comprising the steps of: selecting one of the plurality

of radio nodes as a repeater radio node if the first radio node cannot establish a direct



communicate with the access node, comprising the steps of. selecting one
of the plurality of radio nodes as a repeater radio node if the first radio
node cannot establish a direct 4 bidirectional communication link with the
access node; transmitting a registration request message to the repeater
bidredipmodemrheiein sheirkpeaiahnacde fonvacds dthaemetigtratigivtregueast uest
medRROR SHSREIIG AaeoRnadh A IHERY 040 ARARAn A ration
actording to"one or more additional repeater radio nodes; evaluating the
- reqpstliStestitEs edst hissagrestaea OB ShHE e ehreFiret PadforreRyding to
ond @gislatianireanastisaccepirdRuderiagduayitiehaceeiss Aodeeaneht message
. {ommunic tﬁrﬂg re?[r)ons? fron& thecag[:c%ss ngd% tf?i%%% Cfﬁi_:rstt 5aq‘i86r{1l%%eb the
O ESHTRIRMIY SR dSAHER B Scteptarte O denidl 6t the fegistration 4
accpsguedt; [OO1cioiinaifetnth amssporsf flomitheatenss thaketis theolisieddo node
coftagihRdfana diistnadiedeadsdo & firpineverkhaing & phylty of radio

nodes and a first access node to align.to a second access node o
100dddbnd neth@rieREYiATPESh Ity DI AbHEdS T %ﬁ§ﬁ§ﬁ@ﬁf&°§1§%§%ﬁm

radmom@diering farswikeltess mmmgtmtﬂat_hjm byradarbydadiodhedes incesicindt to
au%ﬁ%'zsts@&q@%e&@ RehYQIks: fanking dhe nearky fadionedas breas abdes,

e first and second networks |dentified from the monitored wireless
copBHECatiBNs Ihte AR IOTaErEN LT Yot BN AR RIIRGAS FHadio nodes
in agical layai-numbecefrbchneddysadie nedeisbonadd theifiyshaach of the
fir %%Snd ALqFRRN ?Es‘? ?de"ﬁ’ﬁﬁéﬁ'ﬁ n%?ig%r(%]qjtorgg %?e@%wi&gntnq ngggﬁg% into an

ogicalfayer number are ran ed ighest in the or ered list; a justing the
ordesakitiel of meirbypiasieraodenitochie wheak ST AMnSecohgasbtirsiky radio

nod@MNG e sgrlowesicdogicalday e imbeEaGCaEdINY tadRRAWEN having the
ue, wherein the near i

number v radio nodes having.the highest power .
o BEF A SEDAE< R o P B it el e
of neathyreddioindces eudhe Stanéitgvedt deggiodl tagerthafrbendeidrngree lowest
ioé%&%y&oﬁ‘(@ﬁ%‘r‘%%Eﬂ%&@ﬁé%ﬂ%%ﬂﬂﬂ&'%%ﬁ@tﬂ?n@%%ﬁﬁﬂ%éeg

node in the second network that is ranked first in the ordered list, Whergiq
hayH ifist PAEfEShBE BetBHIS Pard OF RS d8E6Hd fefifoHk/ahgumber are ranked
highemitwnieaties with thelsecanteacoesionedel 004! lelyin afiftteaspect af lower

polli§ wu%%ﬂéi%?;an BIRJ3Rravided 3 supiem for g plurallty ofidispgrsed#adiond

nodes coupled to sensors to communicate with an access node in a
neheidhil dorApkRInsiogite shfigredto st B EonfAlincaaditsomes part
of HiRNBEVHEdbY dhearTeaamunide or wite vt iroradadiestodes, wherein a
o5t 9r°“p(§’£_5]aﬁi% %%gﬁec pITe iREn il [QRIZa0N; e%gésgss%mraa” urality

access node; logic in‘the first group o radio nodes configured to transmit
of dlipgisechtivhaegdestcafteledeitelistsithe syemeni2EiohassaeRssiogs In 2
nethRCeospNGHe, Whereintbe-fush greHRPfrRdonades Amaceapiaddoby the

the network; , _ : .
access node or one or more radio nodes, wherein a first group of radio nodes receive a
synchronization message from an access node; logic in the first group of radio nodes
configured to transmit a registration request afier receipt of the synchronization message
from the access node, wherein the first group of radio nodes are accepted to the network;
logic in one or more radio nodes outside of the communication range of the access node

configured to detect transmissions from one or more of the first group of radio nodes:

4a



logic in one or more radio nodes outside of the communication range of
the access node configured to detect transmissions from one or more of
the first group of radio nodes; 4a logic in each of the one or more radio
nodes outside of the communication range of the access node configured
logto asnsmiifatregisirationre quisniaies radiddaodetin therfirstigedup reigadiothe
accDURROLMINELIRPIESIOR 96 AGERA009E ANRTASERP!Che firs aroup
transmissions from the one or more first group of radio nodes, wherein ™
of gpicopedss MbETFheTABTRES BN JE ORI THRIN BRREHSRHRRAGE BFtRiEsions
froRCERSSMOdE /IR aneepiednio thednehwask; 1ogigein ddditional Frgioradidasdes
outbigiantly positioned.from the access,node C‘?{JL%“%%%J% Geiehe nemork: logic
ranSMISSIons from anotherradio no e.sfdb(i & e sixin aspec? of the™  ©
in gadiitivh ralieraddesridedyapeystenddran Becrossshadeccnsledred tp detect
raSOINBIRY tRWikRlesSI-Comipanicate with a plurality of radio nodes each
coupled to_a actuator, comprising: a first logical layer of one or mare radio
1003wtk BOnRISICATOR PLITE R HETB e BLe AU B Bheirees
node dirgdtly comenumicaietowithrdiesshccesmnodeiondlor mbmiasdifioadh nodes
cado Qs RS GRERBAIDA ARG AL DAL 1K1 nadasInGan: iNdRH S odes

communication range of the access node and configured to indirectly

Wit ik eREMECRHE e Sceb LS AbRTSS Drverie eafieriaiohodect tRRgHaicate
withrha m&@_&idiﬁ@midqgi&&iﬁaa@t‘sisﬁﬁhigimraﬁijem oslth dxa\anlggigﬁad)dazy@te radio
nodBak '%J%%C@Hééi&é%%Sfégﬁ%%ggﬁéﬁ Pa%g%%% %%E%&%%é%&é%qa'g POASIRLd 1o

wireless transmissions, the selection of the repeater radio no
indifsealmmEEnaBESHEiNG b e aersivarflfe MHSHS B E2HAT bV BP HuRTbEICOPNE OF
mcPachdrdiinedeceravatedasa poieitaldepeater Indiainede; and is logically

I whetrei{l the radio n(g)d S gommunicate ddata co refs(jpondiq itotta r§,i%ri1almns the

¢ Ot}%néjml]?fseacﬁ%sr% TRE® a8cBe< nolE S aTadid' Node (lzowugFe 0 an actuator
selfoticonfrdiingpoperatioiy obdsaicinmtet :DEBORIPTIO N OFITIREr number and
poREAMING S I00L2] Maeyrarestsiolithednventionsanbshetteldio node; and

understood, with reference to th foIIowing dr Wings. The comg%ne tg in "
WHTETRRARUE BPHSSGORIEHRSAH S R SOTE  PMALiE MBS he

acapomaotieardy dllustiatingltheoppiedipal srofatheapre sentcdnrelition ooreavert the
actitihe drawings, like reference numerals designate corresponding parts
throughout the several views. [0013] FIG. 1 is a diagram of the mesh
network with an access node and a plurality of radio nodes. 4b
DESCRIPTION OF THE DRAWINGS

[6012] Many aspects of the invention can be better understood with reference to

the following drawings. The components in the drawings are not necessarily to scale,
emphasis instead being placed upon clearly iliustrating the principals of the present
invention. Moreover, in the drawings, like reference numerals designate corresponding
parts throughout the several views.

[0013] FIG. 1 is a diagram of the mesh network with an access node and a

plurality of radio nodes.

4b



[0014] FIG. 2 is a diagram of the mesh network of FIG. | with the

bidirectional links for all the radio nodes shown. [0015] FIG. 3 is a

diagram of the mesh network of FIG. 1 with a single radio node on layer 3

highlighted to illustrate the repeater selection process implemented by
[Oraidio nodésGl0D 163 Ei@rﬂﬁ&)ﬁ flewneblaediagtant Bidhe prakeks whichtional

| l@? raaqf nodes of ¢ vagplement for selecting a repeater for
mcommu?ipcatigng W%’t access node of FIG. 1. [0017] FIGS. 5A and 5B

100 Snprise dHew éhadiagygramh Bemesfeistianiol Plocesgirfptaaenadippypde

on 3akadio pREe Ok @ ﬂklt{ﬁﬁlﬂs@]ﬂ'r_dG@eﬁ&@ﬁ@f&;ﬁ“ﬁﬂf@@&@fp@eﬂ?@ﬁ@d by radio
getwork like the network of FIG. I with all radio nodes in an unregistered

"Site. [0019] FIG. 7 is a diagram of two mesh networks (both similar to the
[00hash netvibirk afiFiGieywihereihiassiactodadio podess mayjchethsteadivithodes of

Fl@'th%gﬁ'&ﬁﬁ&ﬂﬁﬁ"é@f%cu[%o@@p%&%r %)ksc@n%ﬂﬂ{ a?ataﬁngr W?h@@%@%?ggﬁ)&ﬁe@ 1.
sho e dynamic reconfiguratjon of the networks

VYT a dlagﬁlq hf.ﬁ‘e ?ﬂgrg%éf\’/mﬂéeof* 7Rt Hf@grémo oﬁ‘@sr%‘smtm
pratyramidgathesidilisyedradd teedd-Wafancéd. [0022] FIG. 10 is a chart
fodpgresentingdhe gisibytion of me HU:Qh FAWHM “ffé@%’é‘&%%%ﬂ?@ﬁ??@

access node and various radio nodes of the mesh network of FIG. 1
wityeh Sebe ATsies Hyap HRISRIPB AL 797 [0023] FIG. 11 is a diagram of a
[00helsh netwpik. simitas t@ii@&meﬁhm@t\mﬁh afdtkorik iﬂlbmﬂaéinglmessagemesh
net%?oqrcédﬂﬁg?q LQQ&%% nFelgl;'ec%‘ oanf(l) ¥ Chaa "t g%bsga "!16 mrgess aa%%work
consolidation‘process, as s JOWn in Eﬁ&l 11 3153 dlagram
[0 e procEks: f%ﬁ%éﬁ%@ﬂr@mlﬁ@tbﬁﬂﬁéﬁh@w@é@gégl%@@wwa iherdmamic
re@hﬁ@@&ﬁ]lﬁla& Ad4Av@and 14B comprise a flowchart diagram of the steps

i0 node cute to com cate arm conditj t the a cess node
o L B I A Bt B R e LBl Rces
dymeshaﬁéwdom@faﬁd@@m&lgmmg the alarm reporting process of FIGS.
jodeA and 148:[0028]F16 S 10A-gRds 168 comprige Hiewshardiagrans Qf for

the process for
communication between the access node and various radio nodes of the mesh network of

FIG. 1.

dc



communicating large scale broadcasts throughout the mesh network of
FIG. 1. [0029] FIG. 17 is a diagram of a mesh network that is an

alternative embodiment of the mesh network of FIG. 1. [OO3O]FFIG. 18 isa
W&’i&&?@(ﬂ%léf'fmultiple mesh networks similar to the mesh netiorof P& 17
coupled to a back and computer via a wide end network. [0031] FIG. 19 is

a diagram of an exemplayy radio node as shown and _de_scri%ed in_this Kof
[0 closure. [G8G2] ENs 225388 ShifnTtfih B SHP U gPaieaRss network o
accessmgde i@ssshanmanagesaitbidativthis disclosure. DETAILED
DESCRIPTI [0Q33] In,addition to the drawings discussed above, this
1908 eription dEREribd O HATe BB IR & 5 e e s, o
above-gaterehcBiGdidwings. However, there is no intent to limit this

[Oeg'ﬁclosure to[{:}éirtig%l% ean&%%%%e&tt%g@p&g' ﬁi‘ %?ﬁséﬂ%ﬁﬁ@ gf-ﬁﬁb%ﬂqnessages,

ein. On the contrary, th& intent is t0 cover all alternatives,
modificatoskyenihddiivelents included within the spirit and scope of this

roodksclosure ang@s defingg hythe ApRended wiainslRealoAsysien fafidhodes

access node coupled to a computer to wirelessly communicate with a
pluralitf¥SCHIg farareREcate f FaRicRoHessdadhesapR A &1 Hkfel or

joother sensor is@royided dihieandio nedes wathisithesitmmouicatiah network of
range of the access.node orient onto a first logical layer to dire
cormmub o R e RE RAGTS Ao FOBIG ol B B the

[0028MMunicati®hGangeA5wA0! 8B06431E4 TIBE TohiB2didara3s 79 7the thecess for
access node indirectly com icate with.th '
commuiRERE RS T i%cng;bégaoﬁ¥¥égv3/tépo %%%55%{%% t %%tg%% c (grs% rqt'ql'

_ [00888 access o Hhis selisging afradisshonevstiibad etestalivaditynsadgdiment

to be a tepeater node, Jhe priegted repeater node has available memory
capacity and a suitable power level to qualify as a repeater, which ma

[0088tiodically cRERgeS Semstacamn o andbnl gnmbirstipEsniiiiic Rethfomesh
the accgss/pads faiurhnmicemmuaitasion tnadeacke Ad Gampdiattwork.
(%3035] FIG. 1.is a diagram of mesE network 10 cogléorisé{%%cgess no&j hed
[0083]and a nuribler S Bt HEHB SR PSP ABG IS ThePadidhodes™oe
may beirafttaiiioglaced but logically grouped around access node 12
[OO\%HCh acts aSP?Cf%r%”a? Elg)%'iimiting exemplary diagram of an access node as shown

and described in this disclosure.

DETAILED DESCRIPTION

[0033] In addition to the drawings discussed above, this description describes one

or more embodiments as illustrated in the above-referenced drawings. However,
there is no intent to limit this disclosure to a single embodiment or embodiments
that are disclosed herein. On the contrary, the intent is to cover al! alternatives,
modifications, and equivalents included within the spirit and scope of this
disclosure and as defined by the appended claims.

[0034] A system for an access node coupled to a computer to wirelessly
communicate with a plurality of disparately located radio nodes each coupled to a
meter or other sensor is provided. The radio nodes within the communication
range of the access node orient onto a first logical layer to directly communicate

with the access node. Additional radio nodes beyond the communication range



the group and also as a gateway to aback end system (see FIG. 18).
Access node 12 may be coupled by a wide area network 359 (FIG. 18),
such as the Internet, to the back end system 360 (FIG. 18) that may be
W MHGY coupled to a central data monitoring, collectior’, %WH?&P%SIOS 1797
control area (such as units 362 and 364 of FIG. 18). [0036] Each radio

node (such as radio node 14) can communicate with access node 12 i
either difetify B tirattyRAFEHGR BRABRTAGRTHBHESIR HhEhaRfimitingetecting

examplesdtiguiagiadiedrsradlegicatly giauped ibdeyersyis that are closer to the
correspondence to the nymber of links to communicate with access node

12, THEESSH SR ORATIRG BRI SRS, © FRigstids 4:0rB0de o be 2
and 19 sreasa taver Checdusedhgsaikadiodeddesiviskla dieectry capacity and a

bidirectional Jink with access node 12. [0037] Each,ef,nodes 14, 16, 18,
and 19 i b aE e A el DL T o) change
commubBiratiddandadseetlyknonditer thieccorhritideddnfibeipsdets node for further

commupgicate hwaways é’iﬁéﬁgnﬁ%%ﬁﬁe?.”e of ordinary skill in the art

would know. Furthermore, each radio node includes an RF modem and

{00Ré or more EplitatinAiausenelemestrvethdl SOmaispgfceeisneden 2 and a

38 tflle f@ﬂ@iﬁmfmﬂm@rﬁhag mm@iﬁai?qmaeam Ui&iéifﬂléuimﬁc?ﬂéba&iégﬁ be randomly
ISpiay, power un, etc us, as ano Imiting exa e, radio nodes, suc

g e P e b M

meter, diicofhermohiiBung demoessuch thak daiathkiat $smrdritoreR). andceass node
collected.may be co nicated by the radi ess hode 12 for

o B R R R, IO TR R Bl e, 1o

be coupledbasicendrefieehtdticEIGudh) tstanpnye, fwitichmmzychepleéd/MOa central

20061034547, ETIS20ASAT S 30K LAY APGIR00 0 354 of

upon an instruction communicated by the access node 12. [0038] As
indicatedl&bd¥k, radio nodes 14, 16, 18, and 19 are located on layer 0

[0 may commupicate disastivivithacs@ssdyde: 12 oI ablgashibige with access

nonlimiting example, as.shown in FIG. 1, these radio nodes 14, 16, 18; .

and 19 BPEth& 0P FadicP Rt in1EHEs Dthir Y BBy this

with acegesimatie: 12xhasausteacediss Aoge 12ds Withullthesrouped in layers in

comMURICAIOBIENIE & NI BRIk 0 QmBidlsle Yith access node 12.
Thus, in this nonlimiting example in FIG. 1, radio nodes 14, 16, 18, and 19 are on
layer 0 because those radio nodes have a direct bidirectional link with access
node 12.

[0037] Each of nodes 14, 16, 18, and 19 may wirelessly communicate via an RF
modem (or other communication means, as known in the ar() that is configured to
communicate two Wéys via RF links, as one of ordinary skill in the art would
know. Furthermore, each radio node includes an RF modem and one or more
application dependent devices that perform functions such as the following
nonlimiting examples: data acquisition, information display, power up, ete. Thus,
as a nonlimiting example, radio nodes, such as radio node 14, may be coupled to
an electric meter, gas meter, water meter, or other monitoring device such that
data that is monitored and collected may be communicated by the radio node to

access node 12 for communication to the back end system. Likewise, the radio

nodes may be coupled to controlled devices, such as a pump, which may be



[0039] The remaining radio nodes in mesh network 10 are positioned such
that their respective transmissions cannot be received by access node

12. Similarly, transmissions from access node 12 cannot be received k%y
WARUSIRR-ihg radio nodes. Therefore, not only do radio noB&S Y E Y%7

and 19 serve as devices for forwarding information that is collected at that
logical location, but those radio nodes also repeat wireless transmjssion

receivetieshPihadiRer Padhs metiesfenibeh AR HRSEKEEGORETIN R by the

nonlimifiag.example, mesh network 10 contains five layers, which include

layer O, layer 1, layer 2, layer 3, and layer 4, The varioys fadio,nodes ar
{Ooﬁ%ically Iocaf%ﬂ%%‘%%am}'ﬁe@ﬁ}éoé@e]r@ ¢! s?ﬂgi&étaé'g 516:8%? sty 0

radio nedesatdcckEmbiBicanrditO-haveith dicess histeelZiohaktitdasvithiancelmiting

node 12, as they reside o ical Jayer 0. [004 e other radj e

use a n%ﬁfﬁ?j?a |o§rl1% e18%ﬁ0%(%?¥3§%rzé]g?§e]s E%%g’tgg ﬂw%%lgga%% the only

node 12afoe cerin Liniddglwitht theraceesswadae Zirdbiowibdumsesn node 12

layer 1 communigate withadio RoAeR-QRIaReH IR ARLIL ORI 14,

with the access node 12. Radio nodes on layer 2 communicate with radio
nodes dA:14§et &F communicate with the access node 12. Layer 3 radio

fog3gfles communicate with Javsl2nRioinaaes andRrerradiosiREes such that
communicate with layer 3 radio nodes. [0042] A\segsgonlimitir??%(??pl s il
radio ng%férZQSB?ﬂaﬁf‘e‘F@%BﬁﬁH%ﬁ%\%‘é T (e e dig Ay,
node 19whicksisarvasmssctepaater orasmambaicatbrd betiveemaboegsradio
node 12 and radio node 22. To communicate, radj de and 19.are
placed V\ﬁaé%ﬁﬂ gf‘ e%i‘f%’é%"g%@gl munica i%%%gr%é?%ﬁgﬁa E%rrsu ar fas ?(‘)]hc,es for
one or foverdidipinfitestom ey bgcssrae tigtdompeédeentontfwirduies radio
nodes qn 2. F , ' r ! . .
é%%%ésgﬁg%g%%}’&% #2010, 0A6S AJAVE oA bMPradio nodes in

2006/031 031.797 serve as repeaters for the radio
nodes arefyegtBorddlly, the radio nodes on layer 3 may serve as

[odgpeaters for ﬁﬁ%%}ﬁfﬁiﬂhg@iéﬂ%&@ﬁé&@ﬁ&M&yﬁﬁc&%ﬁd Heheyes, which

be noted that the various layers of the mesh network 10 do not .
necessaf}deiREspBnady An'wisiidiErhodd lsthfcd oratiusdedinggdes are
12 or, apy@iherdasia peda:Hnsterts alayeyds dantadiaddagicabspagdest radio

ﬁgglil ;{%&%&;ﬁi@rﬁlga%@lﬁ Iﬁe?&eggoéf%&gogi{gcq{gngpﬂglg vﬁ\&z %ccess node 12, as
they reside on logical layer 0.
[0041] The other radio nodes use a nearby radio node on a Jogical layer that is
closer to the access node 12 for communicating with the access node 12. Radio
. podes on layer 1 communicate with radio nodes on layer 0 in order to
communicate with the access node 12, Radio nodes on layer 2 communicate with
radio nodes on layer 1 to communicate with the access node 12. Layer 3 radio
nodes communicate with layer 2 radio nodes, and layer 4 radio nodes
communicate with layer 3 radio nodes. .

(00421 As a nonlimiting example, radio node 22 on layer 1 communicates with
access node 12 via radio node 19, which serves as a repeater for communications
between access node 12 and radio node 22. To communicate, radio nodes 22 and
19 are placed within each other’s communication range.

[0043} In similar fashion, one or more radio nodes on layer 1 may serve as a

repeater for the radio nodes on layer 2. Furthermore, radio nodes on layer 2 may



nodes on the same layer can actually be located at varying physical
distances from the access node and may not necessarily be grouped
together, but may still have the same number of hops or repeats to the

W tWsQHsHe 12. Nevertheless, a communication bidirectloﬁglT Y bE
established between any radio node and the access node 12 of the mesh
network 10. [0045) As a nonlimiting example, communication path 20 ma

be estamwedemmmfdmhn@@réqmdvmhlw%rﬁJ@Wmaté%é%%gélﬂ%%?ém){aw

12. In §y5.0 %@P&B'ém%@a@fm@oﬁ@%lﬁm@%fim&%mhmammhm.o
node 27 on layer 3 ich also communicates with radio nqde 24 o
(4] g@%(} not

[004#]Radio nodé P heyarted e reians Wit SGiBHBIR2L bYeF
wtr)nch gg%gmdmg?g,@tﬁﬁ%tan radioineded®andispecd fAs disctsssedie 12 or
above, radio node 19 co nica irec th 12 .
that bidFEEBRATHHR 26 rﬁée%‘%tgbfgﬁe #%%g%cezﬁ)r%ggz%gacﬁgps iy not

ltransrm;%smmﬂbr@p@fsraﬁ@mm C_iiﬁﬁm mrﬁeandxszwmrmmﬁidmaamm radio
s R T RS 0051 0 g

scussed i more detail below, a radio node

attemptto iiricaize isdaisthney namserssyribydie giAUPSAIPEShon g fay sl
longer auteg. there %&%‘f'%&t&eyr 350RICAINCINRR RS PRS S eNGvertheless, a

access node 12 in terms of the number of repeats or hops for

commuislestiEcRion didizaciond éuﬂgmwmqseml@}ls@séwm?@ 1yisdioneds and

of meS&@Q&%&%&@ﬁ@MﬁeM@%&ifﬁmmked with access node 12

through the radio nodes |qgically located on a lower | I b
[00fvd mesh nefWdtk PBIBHERE. el‘%@%?fﬁ@?ﬁ%agoﬁia%g%%m o(?jnrt](f%ll %r%a%a%gsmd

nhetWOY&é& ef R Godawith #igcibidisactioaad linksdasatlidbie Y&dlhzrtbde@rdzmiting
this mesh nefwork.sho S stated. bove ea of th

the hlgﬁ’é?rl"éa!ﬁcé? yg?\gaﬁtleﬁn o %}ﬁ?rﬁ?zvéu B |§?£r?iieﬂ%%gf§s%sr%ﬂ %h also
12 by seanchingdas repéatedsonmod cldsely leyitally pislioredacicensigyer 2

node 12, In foc radio.node 19, it servesias & deReate LB "
2006/0§i% F/%\gg%OS/OfBl?W]zfor elgy\/en otheﬁrEL radio nodes nﬁﬁi?eg e

nonlimitasioexedapl8. mtkoayR- cérmmistiessioAthR 2o Hadafieddy paup icates

dESC“b@ﬁ&ﬁ?%ﬁ%&ﬁ%@3?%@/&{&%&9@@&@3@@{@5 withsadie aaslgished
24, which usés radio node 22 on layer 1 as a repea er g comm%lcﬁlnﬁ;4 and

with radBaveleeorepHasiSePT i G SRS IR adio nodes

57 This bidirectional link 20 enables data to be commumicated between radio

node 17 and access node 12.

10046} As discussed in more detail below, a radio node attempts to minimize its
distance number by preferring shorter routes to longer rouies, thereby placing
itself as logically close as possible to access node 12 in terms of the number of
repeats or hops for communicating with access node 12. In this way, each of the
radio nodes of mesh network 10 may be bidirectionally linked with access node
12 through the radio nodes logically located on a lower level, thereby creating the
mesh network 10 of FIG. 1.

[0047] FIG. 2 is a diagram of the mesh network 10 of FIG. 1 with the
bidirectional links for all the radio nodes in this mesh network shown. As stated
above, each of the radio nodes on the higher logical layer attempt to minimize
their distance to access node 12 by searching for repeaters more closely logically

positioned to access node 12. In focusing on radio node 19, it serves as a repeater



3 communicates with radio node 36 on layer 2, which itself communicates
with radio node 22. And, as discussed above, radio node 22
communicates with radio node 19, as described above. [0048] Radio

Wb 1Stipports an additional bidirectional link branched dtft TtHPeGH31797
radio nodes 39 on layer 1, 43 on layer 2, and 44 on layer 3 to radio node
46 on layer 4. Consequently, access node 12 may maintain bidirectional
links \fith altivenretibedlyradiimitedenurinbehisf raetimiides fogiealy  Although

Grouneg ARG ASCREP AVAE LR RIPWUECiliahe: uicletIh: 06 Ui loye

radio nodes may serve as repeaters for nodes positioned on logically

lower AuthbeRERivaiRs ¥ Tooubp OelolAhichamesTatiosPris Shark liver 1 as 2
same $pRGHIC 18y ShHRHMBELSOMen Mdy Rednose Buitahe, hafh aliwy s§omn layer

serving as a repeater for radjo nodes on logically hjgher nymbered layers. .
S0 a5 1 ETGRAALS OH GRS do0Rs Haoen o e HgaB BraRT it
to serveds adepeEateineashitadigdote v, mesh nodt\lokotnoaimprtes: hrradio

determin%s #}s rgo;gver ugg&r. EI:n at least one nonlimiting example, radio
nodes Wi g & PO rithhiber.values are generally deemed to be
[00#8Dre suitablRadioepeiicr? twapaddiennadEtouith diteciovebrlinurhtseehed out

Va'Uesﬁééu%'&??k@é%%é@g@@eﬁﬁgéﬂ' 0eIPYs Bach Jadia hede ﬁ?@@%?%aﬁ&)fnode

own power number and periodically informs ifs neighboring radio nodes of
its detéfneindaypoteGnnssaernthhapeseasier domy tmainmy Bidifrstpnal links
given sgme, GRRsIAeatof, 3001 ASAR I BHP heXAMMRINE BOWRE around

number may be in the range of O to 1_and may be computed based on the

followir§RFRans BaPzoxEsdEi « RETREHI IS Oh iRiTRcatiTRay serve as

Xbattertds-Recorifligian: iR ranoe BERAD thatr aomespdrigste the

battery status, A value of O corresponds to a discharged battery, while a
[9932Iue of 1 Co??ggg@%g%fsdﬁaﬁ?%%at baééiﬁé?t 1y 6r %osr?gfzéir?% % e noet, some

source nj@P%E] ihikewisesbXbibferdbacbeflicimnidreshe rangerof@ todio nodes on

corresponding tp.the. messa ffer stat i £ MemMAAAqdi d
value (I;]Pél%?c{)???’egﬁoﬁﬁé“%‘&lsﬁ?éggg%%%m?%%%A%%Lc@%luszoos/o%l%l? Po%e
notion theatdhenbibffetemenryblithdorselicerasde Tspeftcinagnl eiatmogstie mesh

radio node cannet sENRAS JrepsatalHve;le hafactihabis MeMeryikst one

full. In serving _ o
nonlimiting example, radio nodes with higher power number values are generally

deemed to be more suitable as repeaters than radio nodes with lower power
number values. As discussed in more detail below, each radio node computes its
own power number and periodically informs its neighboring radio nodes of its
determined power number. The process of doing this may be worth given some
consideration:

[0050] As a nonlimiting example, the power number may be in the range of 0 to 1
and may be computed based on the following formula:

PN = Xpatery * Kouster

In this nonlimiting example, Xpanery is @ coefficient in the range of 0 to 1 that
corresponds to the battery status. A value of 0 corresponds to a discharged
battery, while a value of 1 corresponds to a fully charged battery or constant
power source, '

[0051] Likewise, Xouge: is a coefficient in the range of 0 to 1 corresponding to the

message buffer status, or available memory. A vaiue of 0 corresponds to the



as a repeater, instances may occur such that the radio node stores
messages received from nodes on higher layers, thereby utilizing a
certain amount of memory in the radio node. Thus, if the radio node has
WRPUG4FATAE memory for storing such messages, it cannot AeF 48 5/031797
repeater. Likewise, a value of 1 for the buffer status means that the
message buffer memory is empty and can store messages in transit.

[0052] Esich Sraibe Raférrpgesnr higTHiaRede 1oihls it ditHeistyhe radio

and copBYRiERPLL INtherBehver kioROIRgYa P thte thanether wagl e i serving
radio node is logically aware of its nearest ne{l%\hbors,t which it m_%%,/
o stabli8h &GRS RIFER CEBh RREHTCHB A UESEH A ova oy BFs2ees
a radiorpage:prepatesoir sendidsime tsage thacbessifiate 12 cthminadioount of
node makes an i slantaneoys cisio?tﬁbou . which of its near

. me Oi‘ﬁ m e radio node., us, 1 & radlo Nnoae af T aV&iFB. LE memgg for
neighbors 10 use as a repeater for rélaying a message to the access no

12. Likeigise mehrarmmdeitthamtgete_?@tede@saéerepi_éh@@rimwmlﬁ@nxﬁxwor the
the Safﬂﬁg%@&ﬁﬁ?s and.ahansesong.ofis '%ﬁ?fé?shi%ﬁ@ﬂb?sf%&&h? IWeLan store

numbered layer for serving as a repeater to reach access node 12. In this
way, a feireetishEFeBmmunication link, such as link 20 in FIG. 1, is

[ooesfablished bgtwesnnodesdhalmayrnatdirgstyeormmumaaigithisibitity and
access node 12. Nevertheless, each of the radio(spodes in mesh netvgork

10 makEEHBGAP YLRHA LGB HS RBUME THIRS AR R e adio node is
repeatgbowhichaway: peindiealtyt abighberdasediuh fowey astablisisaandnaintain
other cgterita, as described b!gl%w.(g Oggbg{p.w% a %ﬁ?gamdof }Qe rre'lef':,ohSen da
network 10 ot ErE 1 iR Fadid o de on ?ayer 3 ﬁlg |gﬁ(t)e8 RS

the repemtsisetiectiorspnodeds, te delscrbéd nadioven Raticaiedes 38dhsisraabout

commupicalion (316,49 Wil 1520802t 'R0 NOReS Ll u e o the

24, and 36 are within range irect bic 0 communications from
radio neceERNadreisd; ke tiss, ibnlindiarepdsdhapls, selgetsbriddiersaigedn twm

17, 27, 38042 %4 a0 3G BaNeANARIRISSIN JARGS: thal: (esianssaid a lower

includes radio node 33. (The transmission ranges of these respective

nodes AMIRETShiGWAH f8F S4AYIRE BL TARFRSTOHTARIRG SRaRTSR  thelip this way,

transmisgipi-fRNGE S QasaBamPags radio aodB3 IntiFstnonlimitigblished
example of mesh network 10 in FIG. dio node 33 must.determin

3, r e
which ofFH8! 90 PB0aRs 1847 BETRISTOUBIBETFo 7 HBdgE 7, B%° 1+
38, 42, Réveriibds seleht af theepeitenddescommaesticativglith0 makes its own

determination as to which radio node to use as a repeater, which may pericdically
change based on power numbers and other criteria, as described below.

[6053] " FIG. 3 is a diagram of the mesh network 10 of FIG. ’1 with radio node 33
on layer 3 highlighted to illustrate the repeater selection process, as described
above. Radio node 33 has a communication range 49, which means that radio
nodes 17, 27, 38, 42, 24, and 36 are within range of direct bidirectional
communications from radio node 33, Likewise, in this nonlimiting example,
each of radic nodes 17, 27, 38, 42, 24, and 36 have a transmission range that
overlaps and includes radio pode 33. (The transmission ranges of these
respective nodes are not shown for clarity, but in this nonlimiting example, their
transmission ranges each encompass radio node 33.) In this nonlimiting example

of mesh network 10 in FIG. 3, radio node 33 must determine which of radio

10



access node 12. [0054] FIG. 4 is a flow chart diagram 51 of the process in

which radio node 33 (or any other radio node in mesh network 10)

executes for selecting a repeater for communicating with access node 12.
W98 E8thencing the process for selecting a repeater, radiototh808431797

monitors for communications by other nearby radio nodes, as shown in

step 54. This monitoring process is performed periodically by the radio_ )

nodes, Beigsid At 3adBore: ionRmine sxleripie anmpeatenifs i prBRsadng with

executed canstanty. Radio node 33 engages in this listening mode

because other nearby radio hodes may include both the layer number

(00344 power ndittbet imarB8gHiSPRIIrSHEPMISEHE RRARFSSIBHGB Gl node 33 (or

receiving $hase traismigkiansmeslig-nade 38)asiahlishes adistineathyater for
nodes from the monitored communiﬁsati S, shown in step 57, In at

least o FHHAAIRR SMEmPIecThidd il%ontihiBuSaRtista, Boe praeess for
list maysélatitea agjestedradioandiad ionanytpretletesmimed qaériogd basthaensarby
of ordinary skill in the art would alsg kapw. 5 he listis -

establis’ﬁg%) , 7Y |%S’ngée5§§“§lngg§gégqn%g:'eg %989 v’%‘rlw)%ﬁo?? g) Ij(Jg%rtglge%rirl\sg g?rformejd
the list petediedlriby rdgicadodasdsasenion tieltage prumbdiritseenaingic, this

as primapy.criteria, ARd.on e BOWA RHBRRIT,JeSCRACINGGR SECONAREY in this

criteria. The following table represents the ordered list of nearby nodes for
radio nBHENTE (PRIE FCHESEAPET LU iRt Gt Mo SRGiR both the layer

COMMURBEAKIONFRAINESwEO (itBeSn NodeaN R beink aves MY MRRROVMIi nuously

Number 2421 3620.75 27.31 3§30.5 174 Q.?ﬁ,%g 2 O'ﬁ \T/\%gle L

Ordered®F Y BE N RITHES FF-RAUD 60 35 BF EItSSS a5 pearby nodes

2006/034b4 ARG TR0 WOR IV a[0R5E6 R adiavaoie S afiianestdeast one

step 61, which directs radio.node 33 to move %'%’tg(%l%%tgp@u?ftgg fiat all
an T

radio nglﬁ’glsmvléltfﬁga%ngr\lrgf hhhrlr%bésrt tﬁactol‘%t a5t 1St may also be
adjusted according to any predetermined period, as one of ordinary skill in the art

would also know.
[0055] Once the list is established, radio node 33 engages in step 58, which is the
ordering of the list of the nearby radio nodes based on the layer number,
ascending, as primary criteria, and on the power number, descending, a secondary

criteria. The following table represents the ordered list of nearby nodes for radio

node 33 (FIG. 3) based on its surrounding neighbors within communication range

49 (FIG. 3).
Node Number Layer Number Power Number
24 2 1
36 2 0.75
27 3 1
38 3 0.5
17 4 0.9
42 2 0.2

Table 1. Ordered List of Nearby Nodes for Radio Node 33 of FIG. 3

11



configurable threshold. As a nonlimiting example, if radio node 33 is
configured such that any power number less than 0.5 is deemed to be
unusable as a repeater, radio node 42 would be moved to the bottom of

Wﬂ%{)ﬁ@t‘%‘é&rding to step 61, even though it is on a lower nﬂ%gﬁé%]?@%?”
2. As discussed above, radio node 42 may have a power number of 0.2
due to its low battery or memory status. Thus, because of this low

[0056himber, radRadiogedrS b adiarardpiEa s rpichdiean atR PaCe Irdif gy Ve

elimingted, fram, furthenGonaideiRianms anePeainr-f0RRIbATEE: is less than 2
reorganizing the list of radio nodes, radio node 33 thereafter d%eﬁrmine% g
whethEPHE BRRIRFRHIr OF tha FLR SRR topOPtEdetid: SBUE™

the copfigiahlmthpeshelditfaptesmeaning ihasdhedrowennumblersisa repeater,
below 0.5 in this nonlimiting example, - radio node 33 resorts back t

o0 and GG ERCLE FO TR GF FOm e R By o B O even
nodes dosuigieit puopadevesrdetebting fyetliersadiscnogd thavensadivarodedsl may
a repeater. [0058] In this nonlimiing exa i blek Th
radio n%lgg £ %Iérs Iﬁ‘ﬁlae%rd%a@g g%o%e%iusrﬁt%t%?aﬁqg%%ﬁggﬁhan 0.5, _u_s’
Table beamoshbikis et nehshogicomiads nyedesiaberof ZemRagip and 18

node 38 in this NONIMILNG £3AMRIERISHRaSaHay el Almbesof 2;

however, its power number is 0.75, which is lower than the power number

[00gF radio node’iar Aeeispamang, Fagicitiotle B6R Pafsd HaMK PTD nodBgaaler
as a petartigikansaiel-fonsasiaaotendd: [I0beFRasliaedeBE fagsod the list is
layer number of 3, which_ is hjgher than the layer number of both radio .
nodes %‘29&?1%690}3\@8%}?9}!}953&%8%%5% @&%%86%%? fﬁlg 5 higher- ber 15
power Belabersthathiadiaihode e dtsthighartivadode Jayesansrbidr tcstgped and
it to be placed third in the list of.potential repeater.n [ ikawis
radio n&?é%ﬁ%ﬂlﬁ%ggsd %8?%%"%3 e% ist 8?%%%%‘8%%?8@3’ atg’?a@r? d%éag\g for the
behindpagissnolids2dnS6nether 278 duents thet fagy theiteivisaoareaer 3 and

[e{}??j a power @“ﬁﬂ?%f?ﬂc‘ Rnl/bichi5 atihemMuninym tusshold.&inadle 24 does

radio node 17 is placed laston the list of nodes that may be used as a

repeaténdefebpsctiv e rHobaritatis ety diantd the Tadleth atlpadip s that

node 17 resides-on ipgicalilayerdn{fQ6di Afterradionnade83hasis nonlimiting
executed steps 54, 57, 58, and 61 of FIG. 4, radio, node 33 selects

t .
node aBXRERSHATOURESIAIRYTHRAIASHR ROt ExEmBie B/ & s, which
2006/0%1 A% RE=h/ WS 30Ra/ Q7 of radio node 24. Accordingty, radio node 36 is

rated below radio node 24 as a potential repeater for radio node 33,

[0059] Radio node 27 has a layer number of 3, which is higher than the layer
number of both radio nodes 24 and 36. Accordingly, even though radio node 27
has a higher power number than radio node 36, its higher-valued layer number
causes it to be placed third in the st of potential repeater nodes. -

[0060] Likewise, radio node 38 is placed fourth in the list of potential repeater

' nodes behind radio nodes 24, 36, and 27 due to the fact that it is on layer 3 and
has a power number of 0.5, which is at the minimum threshold. Finally, radio
node 17 is placed last on the list of nodes that may be used as a repeater
(irrespective of disqualified node 42) due to the fact that radio node 17 resides on
logical layer 4.

[0061] After radio node 33 has executed steps 54, 57, 58, and 61 of FIG. 4, radio

node 33 selects the node at the top of the list, which in this nonlimiting example
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is radio node 24. Radio node 33 selects radio node 24 as a repeater for
communicating with access node 12, thereby forming a bidirectional link

as shown in FIG. 2. Because each radio node of mesh network 10
WOHIMEIHis series of steps independently, the repeating FSRESHIE/131797

constructed and modified dynamically and continuously by the mesh
network 10 itself based on the actual conditions in the field, [0062]

Accesshidadq 24ecotdingadithrofo iRy e xadipidonssiloanpudtieater for
prograrssingeieaonireiingatiessepaiting, reuies nsshoun inbidasbtional link as
network.10 of. FIG. 2, In time, radio,nodes of mesh nefwork 1 y ‘
Change BXTGh HGha: nBRHORE i AL g SR P o gutes his
radio neeleeisaiositie maitmndentiyatimyrdesdtesusticasa bouoyrtirdgdmodesodified

in and &%%%;ﬁ%?%&%%ﬁ%e%gﬁ Yarous r]%di%e@f) g?s%h on fthe actual

thereb ulting’ xecution of these series of steps for
selectirpitiorspediietdutes to access node 12. Accordingly, the list of

[odeagles as showndg, TRRIE th MRYREHEGIC R Changhy: fISLelYRASING, input in

that each individual radio node has a list of potential candidates for

serving RSATFEHEE R ot i the CsRFTHE e asbaw i TotbIichkesh 10 of
additionatnanlimitingeexampledadld aede 33wk G0 3naavbees fRden in the

that is newly introduced to the mesh network 10, or a radio node that has
eappoBrUEARAT Factht POMEP A EBtE ey (A RSy Rgacaad on a

is confifisésktéenivelemient a bagisthation proteasiwiihdeoassinadaid? ranges of

after initi&ll Ipower or gfter téa in%lo%t communication with,all known ..
. O ? Various raclo noades £re g’ resu tu%% n eoperzodlc {e~ex Cl%tl?n Of these
neighbors 1o transter from ar unregistered state into"a registered State.

[0064] FeGesGK itcpsffonschetingdiagranp8itd thetretistatiomploddssiotardingly,
radio n@lgque She ARsessnede Al itz %‘rﬁsﬁ' BQ%&@Q@%&E@W t&?é}e%y ellllsuring

i
node is initially powered up or has grewo_us y lost communication with al
known HEthPRSSIRGIViaERb RS M BIndbhefarBtdedsdsinay dgisiming as a
with the-gpesh: netwank10i063b ateps AddH72.58, and 61 in FIG. 5A are

executed, as described abaove in. regard to FIG. 4. After determining that
[0 power nuAHER GHIHCRYROHTNELS S¥BFIHE Fatie Aps & RE F1G- 5 may be 2
configurigle threshelal pfistem2d whith mdtisetentinitngrexamipl@dge that has

radio.node 24 for radio node 33 in FIG. 3, radio no . thereaft rsengs .
i UUFPEH B o SR STHE A BUSEE i T2 38 SRom A doge > '
69 of Flénbaurkiore isgeeificsl by reguiioanod @:38ess refdis shcesmoiignl Casésrainitial
][(‘;"?is”aﬂé}’{%e&e&“ SRL MGSRROR P ANNARAR A NG REIVES BRSPS B nster
' from an unregistered state into a registered state.

[0064] FIG. 5A is a flow chart diagram 68 of the registration process of a radio
node to the access node of FIG. 1. As indicated above, when a node is initially
powered up or has previously lost communication with all known ne:;ghbéring
radio nodes, the radio node proceeds to re-register with the mesh network 10.

[0065] Steps 54, 57, 58, and 61 in FIG. 5A are executed, as described above in
regard to FIG. 4. After determining that the power number of the node at the top
of the list is above the configurable threshold of step 62, which in this
nonlimiting example is radio node 24 for radio node 33 in FIG. 3, radio node 33
thereafter sends a registration request message to the access node 12, as shown in
step 69 of FIG. 5A. More specifically, radio node 33 wirelessly communicates a

registration request message to radio node 24, which serves as a repeater for
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13 WO 2006/031547 PCT/US2005/031797 communicating the message

to radio nodes 22 and 19, and then on to access node 12, as shown in

steps 72 and 74 of FIG. 5B. As radio nodes 24, 22, and 19 implement,
W&éﬂ%@?él&ﬁd 74 of FIG. 513, each of these nodes inserts itg Sﬁﬂs%&%/ﬂéé%‘”

into the data section of the message communicated from radio node 33,

as shown in step 74. [0066] Eventually, the message reaches access

node 1®wantyiitgtingitbeimesssaetionadifenrsise 2arigdd Gt BGH PRI eRcasE node

message travglad, Motespesifically, therregisisatian reayesidnessade, and 19
would include in its data section the sequence of re]featers 24, 22, and

19. AcHERERGEE FoPthetediter abeE HHis TOuedha uERSS IRIFEVEFEE IS own

commupigatingfituecimessagas dotadienade a3niR06M Rt Bl node 33,
step 77 provides that %gcess node 12 may choose to accept or deny the
registr@iGATEGREEMessage from radio node 33 based on the DNA

[ooB6Mber of refuestinigynibelexdssaEhechbilgs neovtseriddd denifieirtiatdata section

Indicales, ASs SREGGIGUNAHAN, SHEHAS LN ABALE spocifically, the
capabilities, appﬂ ation 1D, owner ID, etc., as nonlimiting examp?gs.
[0068] retstiondenimassisgToniglradivd adedpt direjedivldbsesgrence of

DNA numbers /45,3 nonlimiting exanaale; AAcessHRPUS, d2IMA%RE and uses it in

configuréd to support several different types of applications on the same

infrastrifteis; for FRmBECARBE REELANSIREST 18 REaR45sthe to one or a
roolewy select applications; Asyay Fuiheadankimitngexavplenagcaspodeaddpt or
may be configured to accept DNA numbers co%(]eds’raon%in c?%%ggtrical DNA
meter &5BHCR oL HAL N IS oRESt S ST WA IR Y ea%)él & e
some fuith@econfigueation tbaeesd, [T06IPAscassrode didetifimites indicates
whether, to. accept or reject the registration _request from radi de 33 . ..
e S DR R TR rerd B AU RIS Shpiicaton
registralivrvequ@st fioprsadidinotes3Baradis.node 33 resorts to step 54

rod&gf>- 5A) aﬂ%@%%g"? %%git@ariegn%&g@m%%msr ¥ReMRYs of DNA
nodes in an attempt to find another access node for establishin
commupiicahish. Hevieverlimitiessmanie 1Eeseamdtte ré@&%&i@wﬁgmd to

requestS[{ﬁSBrf dig-nogerdsn: f‘gﬁ%%scﬁ“ @ﬁﬂ%ﬁ@o%ﬁ%ﬁ&ﬁ@ QRPN HOMIR, or may
,as sho

(via radio nodes 24, 22, and wn in step 79. Furtherrr%cgie, X
access POV SAIRRIIRGIR S HEHR HEERE DAL IR STIBU SRR SRR A5 @
same rquigebubinxevesse:.Mple speskiaaly, thenay be configured to accept DNA

numbers corresponding to electrical meter applications, gas meter applications,
water meter applications, or some further configuration thereof.

{00691 Access node 12 determines whether o accept or reject the registration .
request from radic node 33 based on its DNA number in step 77. I access node
12 denies the registration request from radio node 33, radio node 33 resorts to
step 54 (FIG. 5A) and again begins monitoring for communications by nearby
nodes in an attempt to find another access node for establishing communication.
However, if aceess node 12 accepts the registration request from radio node 33,
access node 12 stores the repeating route (via radio nodes 24, 22, and 19), as
shown in step 79. Furthermore, access node 12 communicates acceptance back
to radio node 33 via the same route, but in reverse. More specifically, the
commﬁnicated acceptance travels from access node 12, 10 ra_dio node 19, to radio

node 22, to radio node 24, and finally to destination radio node 33.
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communicated acceptance travels from access node 12, to radio node 19,
to radio node 22, to radio node 24, and finally to destination radio node
33. 14 WO 2006/031547 PCT/US2005/031797 [0070] As a nonlimitin

WA StHstead of a newly installed radio node initially res%?ﬁﬂ@sfgog%”g?
monitoring mode to detect communications from nearby neighboring

radio nodes, the radio node may instead begin transmitting an . .
[007ltialization 4igaalowirsting gy Pabt i der iR dosRigbHRy R gritially
nodes . withindhe,transmpissionarandl the nRwy instaliadiadisnnodemayearby

be configured” to thereafter respond to the initialization sjgpal.with a r%gll%ig an

transrrng%hqwcﬁa@@pwwﬁﬁs%w Rag SRR RE DS A

as well@s dimgicsy Rehsprizatigndrformatiaio Hha=seWhei nsigliadinadiadio nodes
node may thereafter select a repeater radia n ,.as described above )
oG B RGBS T B WAV o0 [o0s Tres Oe Canfigured
Additiopaihersheregiptadion tbé ratioliretden38ged shivariplFlGuGnaeles Each
descrit%gdlin IterGs.Sn'aigsAi‘o%ngngB’ %ﬁa&ccg&% Be?etéf&%fk&so \w&ﬁreas time
other 14810 NodEs are alreagy registered and mesh network 10 is an
operatisipeietrrtioHovievestiarcubstaseds insipladseadinerratesty thereafter
network 10,ig 0566 05,400%; ynregisiencd Ladio-Rodes RIBURE access node

access node 12. In this situation, none of the radio nodes transmit a
registrafiédke ragtieastedause the radio nodes do not proceed beyond step

[00?f of FIG. SAndugitediie fackibatensh saidinadad ep)ainsitmannefidiessind as
loop of monijtoring for. communications from other radi%nodes. S

fe
AR b O e A e S R or e SFRM a7 o
commuaitiatied:butchteadsesatnadf the radionrodes afeisegisigretngoetwork.

commupication is. initiated from any. radip node. Accordingly., FIGS. 6A- o
e R FBERe B TR e e N bt B 8 BF100%
that all uradigsteoste sidire midesastomitadycassamodarsliste réds stqretifo0 pepg of the

initiate {he re @ég%{%ﬁ%’é%@&ﬁ&iﬁﬁﬁ 1%&&%@&5%?%J‘ﬁ&ﬂ’&rﬁcﬁ&ﬂﬁoceed

2l
FIG. GAE, access node 12 broadcasts a Synchronization message which

extendbetoistoticasiobilie 84 BredachetinehJeteehsaiihaededsagiss in an
nodes 82488 fag &aRnievetOoRasdianeaesiSs S5mandB faacaivadhe Stated

synchronization message from access node 12. Because each of these, .
radio nSHE et Fath AL thEy FdlP BPety EEMrthicate MRhde mitate a
access apglauticdihey |egicalypEentdhemsetes radic nodes are registered, no

communication is initiated from any radio node. Accordingly, FIGS. 6A-6F are
diagrams of a portion of the mesh network of FIG. 1 configured such that all
radio nodes are at least initially in an unregi.stered state.

[0072] To initiate the registration process of the radio nodes in mesh network 30
of FIG.V 6A, access node 12 broadcasts a synchronization message which extends
to broadcast range 81. Broadcast range 81 encompasses radio nodes 82, 85, and
87 on level 0. Radio nodes 82, 85, and 87 receive the synchrontzation message
from access node 12. Because each of these radio nodes determine that they may
directly communicate With the access node 12, they logically orient themselves
on layer 0 in mes:h network 80. The synchronization message broadcast by
access node 12 is broadcast periodically by access node 12, as access node 12
may be unaware of any power outage causing all radio nodes to resort to an

unregistered state.
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on layer 0 in mesh network 80. The synchronization message broadcast
by access node 12 is broadcast periodically by access node 12, as
access node 12 may be unaware of any power outage causing all radio
WEHHEY R FE5ort to an unregistered state. 15 WO 2006/031F4A7U52005/031797
PCT/US2005/031797 [0073] Nevertheless, -upon broadcasting the
synchronization message, radio nodes 82; 85, and 87 register with access

[00Tide 12, as Neswthitereurendtarsitesmantim SERONILS FesTHEaH A0 nodes

these radigsnoges-jogically-Qrent-hemsrives aniaver A aad sstablishoan FIG.
direct bidirectional link with access node 12. [0074 On_(:er\tltﬁse odes 8

85, and87 Merrcradits Bt 8pchLSRRERISSBITE T fiyer 0

nhode 1z2.aredelertedikyradienodesifik 93h Abcand i that are within

the communigation yange of radig ngdes 82, 85, and 87,.as shown. in FIG. ..
(0068, These ra@%%o%%%eﬁ?éei ég ai%?d e %reg ?)ogll‘ﬁorr]%%s[:?é?/%n fhe respectrve

broadcastsangend atbessaodedt 2but deteb@ddndrtde codun 0hiGatidh, and 97

range Qf the no f layer 0. Accordingly, - Of radio,RO 3

05, And B S AT i S R R LRI LR 7 b show

the nodesF82, 86, afitle87ratidaydeo for eanfthunicalingiminpsitenes hryqad the

12, as ghown. i FIG. 6P ,I0075LAS furhermers.shavdnSiGmERHA range of

wireless communications ranges of radio nodes 91, 93, 95, and 97 on

logical thyerofareldéndt sepiitingbuezadin o 1o nsies vd-18%. &y and o7
likewisg gisaus 984 ADRUE adhBaes @difnalas 01 ad@2:1H 00 1RNGIAR2, 85, and

logically orient themselves on layer 2 and utilize the radio nodes

L o S e T e T ARG D B8 N DL
[0ty mesh nepyoflsiBBrabid 6hobln Is FEEstED|idhediadal totdesinthermestges of

e e pdteclonal e are SRABIRher I ACESE o1,

node 1% IoN request message receive access

node 12@ﬂ(ﬁnﬁé@?eﬁedﬂwimﬁépﬁascémmpl&ldmE&@.O@E@@ 101, 103, 105,
reg's.”aéh‘g{‘ IEAUESLIMES 306 SEILRYS [RAIQNOSE AR EANIANGAD RIAIR tayer
section of the meSsade the sequence pertaining to radio node 95 and

radio ndde8Sayeedbses ropgeist? Storemmisicnitee withiasesangdsskd it Thus, the

when agcess node 12, sengs amessadshaddatn radionads OB R ork are

Each time radio node 105 chooses to use a different repeater to send a
messagdegisssehimg dimsisnrhimreeiirplstad rath gaesdisgsrson

[0de¥e! | as an gach registration request message received by access node 12 contains the
repeating route. For example, in FIG. 6E, a registration request message sent by
radio node 105 contains in the data section of the message the sequence
pertaining to radio node 95 and radio node 85. Access node 12 stores this route
in a table and uses it when access node 12 sends a message back to radio node
105. ‘

(00771 - Each time radio node 105 chooses to use a different repeater to send a
message (assuming as 4 noniimiting example that a node appears on level 1 as an
alternate to node 95, which is not shown in FIG. 6E), the new repeater inserts its
address into the message, thereby informing access nods 12 of the change. This
rule is repeated by all repeaters on the path between radio node 105 and access
node 12 so that afl changes in the route are captured in the message, thereby
informing access node 12 of the latest repeated route to radio node 105. Thus, as

a nonlimiting example, if radio node 105 had an alternate route through radio
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alternate to node 95, which is not shown in FIG. 6E), the new repeater
inserts its address into the message, thereby informing access node 12 of

the chanb%ée. This rule is repeated by all repeaters on the path between
WRNBHI3HE 05 and access node 12 so that all changes in fife FOHEAR 7

captured in the message, thereby informing access node 12 of the latest
repeated route to radio node 105. Thus, as a nonlimiting example, if radio

node 10%in8d an kieidatedioutedhifagrrddise s wiorobegegh 1aiy node 57 or

PCT/U§200%/03:4 91648 0derd comiduattindipmadesi o qould iseritiag upon
route through radio node 97 or through radio node 95 far co unicati
#gone of

with actBEEYRIdeU2 Vs pRAtS GRe M osh ﬁ%&%&wa?a%%{a@fa
most degirediat theidime. Wewevendionaitfbibeor oatrs faded @f, walsonmode 105

longer available to radiQ.no 05, radiao node 105 would selegt the. other
that 19, BCLEn TG A (RLE A BT b 0 e e LAt
accesstimodle Bighig infornectof théeldfest mleraddilbedaftst rowdated fhsreafter
routing Jpfarteation Jegar igiadinnatadtndorfullie, e YLt urure
back to radio node 105. Previous routes are not deleted, but are smplgl

used asUMBHAERESPESE tamdithaednd (HrefBiTEa b IRBleY AL aSE dsiffed, but are

does né?fn?l%?é@ lys WiRkk JOAL8] AR AR ieNAeRIRRAIRRRL §RNatest route does

informing the access node 12 of a position change in the radio nodes of
the me8RtHERTGIRILY %Epecific route change messages may be issued by

[odhg radio nodgs gaghctitar aEEFaTMURIGaE DM@ ithealiREeenAd A2 of a position
nonlimiting example, radio node 105 could he configured to notify the
ccess U LB HER KA SaHESc Rl Ets, Lom Ao Hha o viaaehanes
97, as iiﬁssggeﬁt&ai}fdmd@mmwmhﬂ nadivitotiee Mmed@ﬂxﬁmuﬁpﬁﬁm route is
receipt gfinis Me3SAdR tﬂ%%%%%% 1@01:%81%%8&“%(1?‘80%?%1{%(?Lér%%éeﬁré@\{& notify
this new routing “information t similar manner, as describe a%o .

[0079] Teerdlissussior iohhidt peihidiratcihvorrededisingle. sedess egenadend’, as
ogically,posiiageduadinRrdra@ip iR SRR ARERSPNOBRSUERAR of this

access node 12 in FIG. 1 of mesh network 10. However, a situation may

exist wisSagiu s e2aeessaodedbs e iRy SORHERIHE Alop FBXFTII th R R Uting

other sughthat one: QRMArRLAHS HOERs TRy Mypamically align from one
access node to angther, depending upon the, relati%\/(}? IB? ical layered
e'1o

[0/88itions thatthe FRABSHERES Ui AEHIEVETESS8LHE Tothe adtesy node with
nodes avgidahiepéstmentutitng éxampley] the single access node, such as access

node 12 in FIG. 1 of mesh network 10. However, a situation may exist where
multiple access nodes exist in geographical proximity to each other such that one
or more radio nodes maf dynamically align from one access node to another,
depending upon the relative logical layered positions that the radio nodes can
achieve respective io the access nodes available. As a nonlimiting example, the
access nodes from a plurality of different networks may be in proximity to each
other where the radio nodes may be able to communicate with 1ﬁu§tiple access
nodes, even though the applications associated with each access node may be
different. Nevertheless, even in this situation, as long as the access nodes do not
deny registration to the various radio nodes dispersed in the mesh network 10,
then the various radio nodes may register iﬁ each of the networks at different

times.
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access nodes from a plurality of different networks may be in proximity to
each other where the radio nodes may be able to communicate with
multiple access nodes, even though the applications associated with
WERN4EEEEs node may be different. Nevertheless, even in B4/ SiPafGH 797
as long as the access nodes do not deny registration to the various radio

nodes dispersed in the mesh network 10, then the various radio nodes
[0080ay registerfiiCeddh ofidusanealbiosnsshinfireerkstihsssin hpaocess nodes enable

2006/ O&%&%Zﬁﬁl{}y&@g{p@ é@fg U RQBRF G 1 £df A-HRGIANNE6 MV Rerein. In

mesh networks wherein the access nodes enable select radio nodes to

registeF i €T orerefeaivoidtvbiR Sanemptiterend. a fph @etyoffel 14 around

méshegcs%%%ﬁgszlédgﬁa %Eémiﬁﬂ%ﬁfeﬂnfdﬁ&i pméyﬁgéﬁla%éraﬁmﬁnode 119. In
access node 116 and a secon esh network 11 se 0o, access.
node 1% miﬁﬁxgtﬂjén?mﬁ‘a»é&é%&%wtgﬁnﬁé S P ed dadio nodes

udes a
pluralityigfdadionadesedispeisdetl Hvar [y eveib:@yslihek? natvebti3] VBhereasses a
mesh network 118 comprises.a_pluralit radig nodes.disper, oyer

three VTR A s T T S S o R ERE RN 1.1, and
radio nb@esAk28 amdiRinaresinittdlyrativanpdés rhesamehRéried iujtidly a part of

reside %Ag\ﬁ%&m&? sRegifically, rrdie pedetad gommunicales withue 123

access node 116 via a repeated route that includes radio nodes 126, 128,

and 12901SRANiANET Aib meerssL 2adsohi fhiircatE Bietraetisn AR} Wighides radio
accessyade 3@ inmeshpetwork 114viadhe repertedsgiite thatommunicates

includes radio nodes 125, 128 and 129. [0081] In this nonlimjting example

a situattARTH SRR eI RdANIRTEB IE Wb dudetiab o fpeated Toute

accesspgdechiRsqahthaddadie nogdesdlBband 136 create a
communication link to access node 119. Upon.introduction, the two mesh
]‘g gﬂﬁ éxslzgwork

[008&dworks 1147145 BOGHTIE BRI et THUPAHVRAHE® HO82]
a diagrans af the @hicaf meshl networkedf F1G.sécihiatingdibenaliasalbic and 136

reconfiguralion LiGAENN:R WS DSIEneR, EAOSTIBENRAANIA % oo
node 1 4e Which may comprise communications with radio node 136, are
also monitbrachwmiidetéctéd bagrabidaathesheiaresmactivg lopfiesh network

[oot’:;%bﬁ- As discygged ?sbg\ﬂ?algrxéﬂi%f'%eﬁaﬁeﬁo&i@ﬁ”}{e?\%iﬁ BeHEEPeaBting the

e, as shown in Table T"above, for determining the shortest path to an

access HEEEI{0CSS)AB R FEh WA Reip el dBio Hetecrprigsmissions from
establishag, a5 & |ayer3nday comprise communications with radio node 136, are

also monitored and detected by radio nodes 123 and 124 of mesh network 114,
As discussed above, radio nodes periodically adjust their repeater table, as shown
in Table 1 above, for determining the shortest path to an access node.

[00831 As a nonlimiting example, radio node 123 is established as a layer 3 node
that communicates with radio node 126, which is a layer 2 node for ultimately
communicating with access node 116. Likewise, radio node 124 is a layer 3 node
that maintains bidirectional communication with radio node 125, which is a layer
2 node.

[0084] Upon detecting communications from radio node 134 of mesh network
118, it is determined that radio node 134 is a layer 1 node and therefore closer to
an access node than -either of radio nodes 125 or 126. Assuming in this
nonlimiting example that the power number of radio node 134 is above the

minimum threshold of acceptable power numbers, as discussed above, radio node
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that communicates with radio node 126, which is a layer 2 node for

ultimately communicating with access node 116. Likewise, radio node

124 is a layer 3 node that maintains bidirectional communication with
WRAHBHE 125, which is a layer 2 node. [0084] Upon detedtfntfUS2005/031797

communications from radio node 134 of mesh network 118, itis

determined that radio node 134 is a layer 1 node and therefore closer to

an accé34 nilibaRkavsiticr HehstrprbaR DS sP13ie BB ARGAReedes 125
nonlimifinoiexampiaihabiae pavar nusbahetiacip Mg ¥3Adpebaventheer of

minimum threshold of acceptable power numpbers, as, discyss boy .
oo G TG S0 PR S RI O Fenier o i BB 126, adio
placed @ideshighenpasitielintilieptefie atéto ablé: aver radicpatesii®t dndloser

126 for radio nodes 124 and 123, r. ectively. Even if the power ber
of aiBRBREES It i TRe ST R o Be o kN A access
126, radioe motiesld, 23 egiarieh it still pibifes eadiotadde d3driwdabove.

{Opﬁeater d uef‘ﬁ}r@ %Q%?c%%%? 'HP {HQ LI ALACGHRS ?@9? FN?V/e, rl;ﬁ?!ﬁﬁ% the radio

ore moving to a different access node network, a registration process

will be exéeidetamirdbsafiveghins Labossles. 1o 1scaehiziamde trde 134 as
mesh n@%@ﬁ%@- 1L0:afcF 'c@egyeg%%fjtmgﬂ earadigodofes dynatsalibidirectional

adjusted and load balanced. In recognizing radio node 134 as a preferred
repeateFSvEHRHEAR IO 4atarh Stlkokes edpdinginds BitiFSARar RIS to
with radiQaedpdb3d avhishiisdinkeditonalio noea-bRehisr comimumieatifigk with

to access node 119 Similarly, radio nqde 124 establishes a hidjrectiona

link Witﬁa%;?d?c? 0 41%’%%%@%5& rﬁaag iééé) f %b“r Ir“ﬁes%gﬁteﬁtg\j/é‘brinﬁ%. case.
In eachredisenotrdid 7odes 123 and kdmowicamiihicateswittvdecdd§sof mesh
node 149, cf meshh neluerk L8 nstead ofa6eessnode. b Ofmgeusiing tis

n making this dynamic adjustment, radio no es'12 _
124 imphoweriheidinsspectiveday eodssirhbe pfrdrdyiemsoee|4yer 2erpecsioln layer

nstance, (0GB s e AP exeale: raci node 141, which

may communicate with access node 116 via a repeater route comprisin
[048io nodes, 442 145thesd IEDiMRESIRTERS dyiadiicalRadjlisbitgvhich may

repeatefauie. ke A8 ess 00681l 16 daacsessRRe ot viadaslia: nage nodes-
123. As a nonlimiting _example, if the power number of radio node 123 is

[ . 23
higher thih rddiodtgdb2 Y 8B HEHe AT B AUEFd iSRS rEtitE from
so as taasiablishealhigliteciional ake 119 via radio node 123. As a nonlimiting

example, if the power number of radio node 123 is higher than radio node 144,
radio node 141 may adjust its repéate: route so as to establish a bidirectional link
with radio node 123 for communicating with access node 119. In this case, radio
node 141 remains a layer 3 node, as it would be one layer higher than radio node
123—a layer 2 node. Thus, this instance is one wherein the dynamic adjustment
of repeater routes is based on power number, which may be in regard to battery
statué and/or memory availability in the respective radic nodes 123 and 144. As
the power number of each of these nodes adjusts over time, radio node 141 may
oscillate back and forth between the repeated routes in mesh networks 114 of the
aforementioned repeater routes in mesh networks 114 and 118,

{0087] As indicated above, mesh networks 114 and 118 may actuaily be
networked for unrelated applications; however, radio nodes 123 and 124 may

select communication routes through either mesh network 114 or 118 due to the
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with radio node 123 for communicating with access node 119. In this
case, radio node 141 remains a layer 3 node, as it would be one layer

higher than radio node 123-a layer 2 node. Thus, this inst iS.0
W\ﬁﬁg?%"ﬂ? ]t?]4e7 dynamic adjustment of repeater routes is baszpdé o%ﬁ{%%)({l/%%(r}sﬂw

number, which may be in regard to battery status and/or memory

availability in the respective radio nodes 123 and 144. As the power ,
i BN 4R GBS U fSvET TS, Voo e DAL fagret i

oscillatgshagivane sl hetwesn thierepeateddiditttrip exesiplagtadioksode 123

114 of the aforementioned repeater routes in mesh networks 114
116, (0887 K FRNEtba AbbvE Bsh At Gt (F And P18ty Aoty
be netweankedifatnneiatidmpplicatiption howesrdralizetidasetdes 12Beaviee. mesh

124 may, sele jcati r eit S I
o 118 B 110 1D B ey

the mesimprotisingfasatinatietwelitst Wriades ks HeHE STEEBHIPRIr
[00%@;pe0tive raguasIR AL e ISR A ADORMN NG EXMPRIS 1 63ONAER: (as a

3 may be coupled to a power utility meter and may be configured for

comm INTEEmHIRS|SEES) JOR SARBIRFCRS L RS AT B RSOk tsh 285k gde 119
mesh pgiwork-liddnay alse-ermprisaradinmedesativpldddaistestrccess node
meters for communjcating application related data for electricit _
consumption'§ Wegﬁeﬁe@%l%ﬁ f%‘éen%lgg"%“g% prse rat iéaglo(y ades that relay
couple¢chtorgagdnetdss (adifiemaonlimithgatixamplé)efor commmunicatingigas  and
consumption to access 119, that i d ' the samg Ok »4
anothe?gclen %1?%%05%%%%3 %egggglégnogé%ﬁ%g%}gvgﬁ%egg even _ ©
thoughdiresemictieorker cothprisssmdiswiokics! thax ddhyrrmseisgion the specific

diff eren%ﬁﬁ?&#@@%@%&%ﬁm& constiuctionand,sammynicabiibrof thanould

networkS enables radio nodes 123 and 124 to communicate over either

mesh ridswdrk uadesyiaad thaispadivel orerl S5BEMES abilicitort b tRgriodically

individygl radia prdesthabermRisaiiha RRINGId shalddb@isa beeted from the

understood that each of mesh networks 1%1% and 118 peg'odi all
rearrarERE &R A< h RETRE TR 58 YHlRD THIRTSE a0 8?1%%6%% deleted

[odgom the netwpikscandrsrtiapowasigimearsodf thiaespestiveanddsent mesh

change. [0089] This rearrangement or realignment af radio nodes to a
differerfSyey; Iﬂ@f\ﬁg&%%lﬁg ég%l I A a0 ?nsg gxample, the

gGCBSS.PO ! 1
CCUT if an access node falils.

nonlimitigijoenadaple theshradientdest ohmyeshligtio ke setagriedligriftgecess

mesh 5o eoﬁliél %a811isf. aGEeRIs nonlimiting example, the radio nodes of mesh network

118 will migrate towards other nearby mesh networks, such as mesh network
118, as described above. This self-healing provides network redundancy in the
event of an access nede failure.

[0090] Returning to FIG. 2, from a timing perspective, communication Is
organized among the various radio nodes and access node 12 in periodic cycles,
each cycle having an outbound and an inbound period. The outbound period is
used to indicate the flow of messages sent from the access node 12 to the various
radio nodes, such as radio node 17 on layer 4. The inbound period is used to
indicate the flow of messages from the radio nodes, such as from radio node 17 to
access node 12, Each layer of the mesh network 10 is configured with its own
communication time period and sleep period during both the inbound and

outbound periods of the cycle.
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node 116 fails. In this nonlimiting example, the radio nodes of mesh
network 118 will migrate towards other nearby mesh networks, such as

mesh network 118, as described above. This self-healing provides
WIS R dundancy in the event of an access node failure? fdd8e 0>/ 0317°7
Returning to FIG. 2, from a timing perspective, communication is

organized among the various radio nodes and access node 12 in periodic

[00%ycles, eacKEyclOhiavinghar otbdGRTSRENE b GiNTRPBRAR P THES slots for

outboynd Rekied ds  useddainklicatectheniow of mgssages setiofmeshef mesh
access node 12 to the various, radio nodes, such.as.radio node 3‘1%8@ ‘ato an

layer AFHErn bBurts pRAREESR Y Fo IR AICRIB YRS HISH 6 MieSsages from
the radigipedgispatich as3fram radiotvadé pErted déSessWitde IR Beibhund and

layer of the mesh network, 10 is configured.with i icati :
(e A ot oL Nt et S8 U EATbS radi
periodaafdthbagycleleg@nale 200610364 PDT U $2005 @3 Trercpign fjme 157

FIG. 10 isa ch 5&?}5@@?&%9&@@&@%@@%@&% slQis{@ications from

7

communication between the-access node 12 and various radio nodes of

mesh hewérkotles EECHdE kY ABGvel i BBhTETHBAMIEIGRCIE jesignated for

diVide%&%ﬁi@%ﬁ%&ﬂ% REEIQE:E53ARGAMIRBaLN (RAMHOGLBES Wthis Txr).
the outbound and inbound times 153, 155, res ectiv]reé : tﬂeI access (rfode ina
and eaPHIEEP SRR RYYEE ﬁ%%%ﬁ&f&‘é%‘?&ﬁ%ﬂ%w@o %ﬂﬁ iéation fime. °° ™"

. ation time:

Within goetminissiion tinenth 7rdprapeesomanmitdia fiistepdttion is that way,
dedicated to receiving communications from_layer,0 nogdes ¢shown in FlG..¢
10 25 EC) A1 4600 BOHON T LK BTed 6 APty Srobing”
messagesdailayeestapades|{sholvnadds IGritg ds TXprmoerturiag eemunication

ansmit porign oLQEIRUYEAIARAINE T, RkIEVEL M4SN BiedNaL where N

receiving portion of their respective communication time 159. In that way,

accessintuehigheralsaies Borsmnreesh g steridys ovRohas Reash network

thereaftgy rensmiisinessasas dalay anlneen oing daetatieyaarion dhciude
communication transmit time 159 to layer 1 nodes, zﬁr&d SO fri)rth. For

nodes GriksyEFRIMIIRIEIN 15 78 i PESRES el OPHE MRESHTSEVEH R nodes
would hgdeyer 4 irthemesiiaetwerssii: of fl@gd)dthiescarhmonicatiomst outer
time 162 for nodes on this Iager would include a first receiving portion to

receive AVEESAHESHINTTHE Haxt lower layer of nodes and then a transmit
foggaftion to transimitgressagesitoptréiaodesonftihe niostaitation time 162 for the

second fo last layer of nodes, nodes on the outer layer are in the receive portion of
their communication time 165. Thus, at the end of the receiving time of
communication time 1635, all outgoing messages have been propagated
throughout the mesh network 10 of FIG. 2.

[0093] During the latter portion of communication time 165, the most outer layer
nodes begin inbound transmissions back toward access node 12 in reverse
fashion, as described above. Communication time 164 for layer N-1 nodes
includes a receiving portion Trec that coincides with the transmit portion Txmr of
ccﬂmmunication time 165 for layer N nodes. Thus, the outer layers continue to
transmit toward the access node 12 such that nodes on layer 0 have a
commurication time 167 that includes a receive and transmit portion, wherein the

{ransmit portion overlaps with communication time 169 for access node 12.
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layer of the mesh network. [0092] During the transmit portion TXMT of the
communication time 162 for the second to last layer of nodes, nodes on
the outer layer are in the receive portion of their communication time 165.
WEhit86/8¢ 18 end of the receiving time of communication tinfé 18524031797
outgoing messages have been propagated throughout the mesh network
10 of FIG. 2. [0093] During the latter portion of communication time 165,
[0094E most outBrthyardifodesideln ifbokivy tPaRlsmikeioMiade giRifgented as

accesspnodert2.in reverse fashioncradgsciiRedaboygslE;ommunigatiopower
time 164 tor layer N-1 nodes _includes a recejvin portio%:é%RlE?

) ( that .. .
COINCIORTHITINE HafiSHEorioH RRMITP S St GHERtISRE iR {}g%a%? nodes

layer Nipodes vdius, ibeseteriayéssenatinueliny tatismictonanthitiention time
access node 12 sugrh that nodes o%l er Olhave.a ( municatiertim

167 thaMEUdEE aTecBiAERA (FARsmit portion, Whereth ecﬁ%nsmi%n%mased’
portionisderapsitijtti-conemuaictiton Threat88ifid K@é(ﬁé@@%‘@@@ﬂ@tm e can
2006105 addcafed 1Y 2 B3¢ Hinl ML EAGR ACURBARE HARAAMY node to

cycle that may be represented as TcoMM/TcoMM+TsLEEp BX deqreasingi1
the dutiepsasiéhatracasaraiiet jowrsrivshsinisao Shae ceasean igkingpde bas a
possible ta.extenekHag life ok ragianodesnthakate batteyy Raweretid® transmit

decrease the duty cycle, the communication time TCOMM can %?? .
decrea¥édBraER %’Ie%ﬁlﬂﬂli’éfT@L@@Blﬁa‘i}?%é]ma S, FhEpRALpat the
from ongeangtherelficcanpd iiatdbe wammMusisainvfiineesad begth utilize a
decreased is related to the minjmum a(f(!:%effteld capabilif\x of the radio node

-1 a Oréover

 to repdAtAE rABYSRYe SHEPEYERA e te6°XWbther way, S4ch radi sed of

node haspammiitatioi prefetesmninde aheomotefitrbmsiniddiontimelso dstepmine

be able to transmit the message in apnetd $urethehighestleyel

of probg%ﬁ%/ufﬁcé% the 1%?agsag\;%e ?gnr)é%g?vedqﬁyf%gqnte_nded node. :
[00MFdssages of Neoretsdudetgtiiasnliime Toremtef HhoariPebmtiARISIGHd access

time TcolM; Morequen JRespeaehoh: GOmNBHAICaERR Aol SKaMRIBLH Bower

modem bandwidth, mag also determine communication time of the

variousceadisTGaB < ah daetHesh REEhB et e rEgss NalEtERas Ahe battery-

sleep tipgydskERR.Old0e asiousrasiongeasntdasceessinnode 2 carhe radio
be increased without restrictio

g0 doin ti& Y A9E POVEL: realized in the
consunfofish &h #5558 d??%?@%?%%%%ﬁl g aﬁ% Batteryiite'df any
batterydecreased overall speed of the network. Accordingly, for each practical
application for mesh network 10, a reasonable compromise is generally achieved
between the battery life and the acceptable network speed. As discussed above
the communication time is comprised of two components, the transmit and
receive times. During the transmit time, the radio nede’s main function is to
transmit messages. Likewise, during the receive time, the radio node’s main
function is to receive messages, either from the access node or from one of the
other radio nodes.

[0096] ~ As a nonlimiting example, each transmission between radio nodes and the
access node may include an ACK and a NACK response. Even during the
transmit period, a radio node may receive an ACK/NACK message as a response
to transmissions. Likewise, radio nodes, even in the receive communication

period, may also transmit the ACK/NACK messages as a response {0 receive

messages.
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powered radio node. However, by increasing the sleep time TSLEEP of
the radio nodes and access node of mesh network 10, the side effect is
realized in the decreased overall speed of the network. Accordingly, for
W%Q%éﬁ?:al application for mesh network 10, a reasonalﬂETéH?% friide’
is generally achieved between the battery life and the acceptable network
~ speed. As discussed above the communication time is compyised of two |
[00¥BmponentsMAE tFapriFfit B FARECERASTHTRD BORNhg TREYrARLM? Arnthengadio
radio node'sdnain fupetienisde fansmaipaessages. AkRNseduting theessage
receive time, the radio node's main function is te receive.messages, ... ..
either ORI SHEL Y n8ife GFHEREORE ST fe t ?hE‘F?ﬁf&fglﬂ%d%Zg%[ooB%f link
As a no@iinting Examples aagteisansthissioipbeativegneraciot nodésagradtirat to
access node may inclu j and.a NACK re |
i e SR SR S A O
responkista FEASANESiomssdgikewiséndladiotho gewervamhetiis desefired above.

commugjcatign. perid, May.aise rapsm e ARKANACK MEtSges B ically
response to receive messages. 22 WO 2006/031547

PCT/USZODSIGSHPS7PIT00 TIRbRE Spermtany (@ deh peiEbRi ot dignpades as
radio nggle, {0saiotba£a4ie:pRMaan AL GEBSARe idoliewesiby @fdes, which

ACK/NACK type message, communicated by the receiving party to the
ansIGH pFoRE R RN TS G e SR e ocio o

recipienbstagresmenimicd isagreainaitiocrafiSsm e:regp on SiIOTRNIGE Rurteesages

retransmitting and/or processing.the messa i

may inceﬂj%’ge ?haer?()gé%%%cﬁ& H‘I é}l,gta%%gggrigz%%gb%%g ﬁi?tﬁ%éé'\&%%gc 5 aEGve.
[00BRplementatiBn ithatt basvomendhlimiting xamprifsts pesivigizalipdio nodes on

Commua{y%%g&tq&%\rm&{; roaBMQ&FA@IQ&%%{%@%%@%@@%;E.‘RB@%:; the

as opppsl,e to regular dcasting this information between radio

nodes, Kl AW Eomsssnes aifcRitima s et is SeveoHEsg BtitRg access

radio ngges  coptipkiouslymmeRitos crmmunication.taffiensamaseipidler logical
/ACK/NACK messages enables a radio node to adjust iﬁs list of n

. . b
radio nEEES LR 2088 BIOST (658 SRR DD IR PRSI HAch date and
TPEO pgriedsheteeer [adie todessah adjacenidaelseté synbhriniet, either

ot 8 AU S PSR 1 SR e
and time value of the access node gets propagated throughout the network
regularly using regular RF traffic, particularly the link ACK/NACK messages
transmitted on the outbound path in this nonlimiting example. Therefore, all
radio nodes in the network have a date and time value synchronized with the
access node. ,

[0095] As discussed above and shown in FIG. 10, during the outbound
transmission period, a radio node is configured to communicate with radio nodes
on the higher ordered layer. Similarly, during the inbound transmission period
155, a radio node communicates with radio nodes on the lower order layer. Thus,
communications flow from the access node to the radio nodes on the outermost
layer, ;smd then back to the access node.

[00100] As another nonlimiting example, the ratio of transmission time to receive

time may be adjusted so as to allocate more or less bandwidth for inbound traffic

as compared to outbound traffic. Thus, as a nonlimiting example, an application
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node. More specifically, ACK/NACK messages sent from a lower logical
layered radio node to a higher logical layered radio node may include a
date and time value of the lower layer radio node, which is itself

W HIRIBATZEd to either another lower logical layered radio ASde'SH b tHE™7
access node. Thus, the date and time value of the access node gets
propagated throughout the network regularly using regular RF traffic
particutarigrthiegidRiAGRIMHIOK TS g s aRsTATAB ACTRAHE TSRl ss than
path in thig,nonlimiting sxamplesdheseierelonadionadasn thesnatiakn to

have a date and time value synchronized with the access node. [0099] As
et ek Ay e R P T RR e S R

periodiia rasiembael isueanfiguretfitarcsrbmenifigtesdidhctadic tredesisonission to

the higher ordered layer, Similarly,.during the 39 d transmission period
155, a FAGIOHEHR %gg?ﬁ%nilcgvtﬁelg With 1?5%%&%5 e'gfg?n the lower order

[0016ayer. Thus, lnaminunicationizdIBW fraffcthedacdess srisaosthervadiothe various
nodes gpihe outerpogt. Iayey, Jdien hackiadhs aecess nade J2ANRNA 1o

radl . .
As another nonlimiting example, the ratio of ransmission time to receive

time mespb@idajutietnssamadalibehinbosrd spfeestbramdviativormisusage of

traffic as compaied 10 Qubaund JraflitedhibtcatanQRiniine MAlRer level
an application 23 WO 2006/031547 PCT/US2005/031797 _perf_ormi%g

data adeiASHISH PRAFHEVEE frERTSTSRTBINGS TAEER TR BR LU fiaft Own

while apyapplicationgiresteelie.ge icawesirof oy hayg-dsransirission dower
receive ratio greater than 1. Likewise, an e u.alé)éo?%!%ng:&g _network in

terms OFYAREHAIERE AU FURB SLHATIHE AT 6 EBhfigt%ed such that
{00102 transmisgio. to 1 réceivdiaatioisExactysil, whicikis!ghodapiniimGronsolidated
[00101} 1 order to minimize, RE; tg@éf'%%@sreﬂweem"L%&%n&%%fa%ous
various radio nodes oPt e messllﬁ1 hetwork, t%e radio nodes may be
configuretiotoodorsalidate: théwaeastyes4or both inbound and outbound

[OOlH%fﬁc' In the gasg.of, labound affic 448 ¢8AME Y BhHRUAIAIRIEE 4 and 3 to
m

ssages from the higher level layer radio nodes.during a receive period

of its cohngpreatINairhE 48T8ROMR IHMETG2IDS into brdothsHifdtseEraees are

messagg,JNig.ReIRAaR isdansiaidan lowerdayeesepeatingfodrhus, for a
during the transmit period of that node. [0010,;8] FIG. 11 is dia]%r%% %{e%mge s

 mesh BRI FPBICRIBIEATRY KBRSEdaRage 1 /8 to access node

communicated to radio nodes 181, 182, and 184, However, if at the same time
radio node 186 is communicating an inbound message as well, it is
communicated to radio node 188 and then to radic node 184. At this juncture,
radio node 184 may consolidate the message contents into one single message
that is thereafter communicaied to radio node 191.
[00104] At the same time in this nonlimiting example, radio nodes 194 and 196
| may communicate inbound messages to radio node 199, which consolidates the
two separately received messages into a single message that is communicated to
and repeated by radio nodes 201 and 204 until reaching radio node 191. Radio
node 191 consolidates the message from radio node 204 and the message from
radio node 184 into one single message that is thereafter communicated to access
node 176. By consolidating messages, each radio node sends fewer messages

and is able to fully communicate its payload within its designated transmit time

because the length of the consolidated message is not significantly longer than a
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inbound and outbound messages. Access node 176 communicates with
various radio nodes over layer 0 through layer 4. [00103] As messages

are communicated from nodes on the outer layers 4 and 3 to_the access
WRAEATE Heross the inner layers 2, 1, and 0, the messageé) GIEUS2005/031797

consolidated by the various nodes in route to access node 176. Thus, for
a message communicated from radio node 178 to access node 176, the

messalBsie BERTANGNICRICH TRSHSME RBtiasPraten BFIaRFI8A ST SSEoR BY
at the sgRasiiMR e AR R0ER, 186 isammuicatingdRdnbortibndessagien and

as well, it is communi%ated ti%é i rlgge 188 and then toog%gil% Qé)n?% 1c8e41h the
At this AR ISP G B 4 NSOIaREE M 18R TG contents
into ongxsingle cnestaigedthatisghereafter communicated to radio node

1. [00104] At.the same, time, in. thi lipgiti I ' eSS
oo OO e e S0 R e o

which sbrwolidads thé. tio SeipafRictyciostiie dtfe ssirgarnersierismdie receive
messaﬁ&é%@ﬁéﬁﬁ%}gﬁﬁ@é@é@@vb@r@fé@eﬁ%@@;@& Rynfaslip nedesd0l Bng, the
r

204 until reaching radio node 191. Radio, node 191 consolidates the

messaffsif SR PaRRE RS H 224 h FHh S Ay o iR SR R B AL PO

one single nessageathalisdaerepfigr-eommunicated o agcess. NeIRWAVA, if a
By consolidating messages, each radi nod?ﬁsendg fe(yver messae%es ar,gid .
is able RERAES CBnfHRTE S Trep BB AHAN AT Gt ARSI GHERS FPhASH timee:

becausgdbsiengtheiihe conaalidated snessdge a8 nbilsignificadtiydoager from

than a 24 WO 2006/031547 PCT/US2005/Q3179¢ _single Q?E’%ﬁjﬁtd
messag® I 3rh%‘éeé§rosg%t%n%%‘g1§%g%§ ggéioqé %/qgc%)ﬁqgg ?l at?ngbn eree
messagesyatie redaltiogmessdereivet chasdi driedhagsiess ér tivnngiidlagiered node

data seglions }6’%1&1% e ACKINAGK GieSRONANGRS qulﬁsuif, SANLERCA S, the

in the case of a consolidated message. [00105] FIG. 12 is a tflow chart

diagrarpeasalidaind saetsacesrrdiva st AcproceRE ad ol rticptester B4 AFICG. 11)

step 20Q.&ach 1RAARIIRHCIRANINESHUEATLIE NEpeivaiserMhetgraanyy its
messages were received from a higher layer node. If not, the .radio ode_d h
perform&&ten 914 5%%%@?5@%@%8%@% }?@W&FFSWSF Féﬁ;e&‘h% grvarcs the

and/or terthaiaseassnede, if indeath dernessapeisitebensprbddideter rfessage

e
[0010Essages fraks a result of consolidating messages, the time for initializing
| communication between radio nodes one layer apart is significantly reduced due
to the fact that the higher layer radio node is only transmitting a single packet
preamble instead of a Ipacket preamble for every message that it itself received.
Because the initialization time is constant for messages sent between radio nodes
regardless of the message size, a reduction of the number of messages sent
resulting from message consolidation furthermore results in a reduction of the
overall radio frequency traffic. Consequently, the likelihood of message
collisions is significantly reduced.
[00107] Message consolidation méy also be implemented for outbound traffic from
| access node 176 of mesh network 175 as well. In the case of outbound traffic,
the access node 176 may group outbound messages togéther that share a common

sequence in the initial portion of the respective routes.
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the higher level nodes, as shown in step 214. Once the message is
constructed, the radio node communicates that consolidated message to
the next layered node and/or to the access node, as shown in step 216.
‘étep 218, the consolidated message reaches the’ 5&‘&@%@8&97
Thus, if radio node 184 (FIG. 11) receives messages from radio nodes
188 and 182 (both of FIG. 11) during its_receive time, radio node 184

[001@dnsolidateFihbst3niess e 4R AR apeReese Tebregralitatne outbound

1001

messageiadadipfodeokAlinviich itself mayegomsplidatenecesessaigedetermines
received from radio node 204 in its communication time to.access nodel. i
176. [OVATRT AT AR O SR G a8 R S B8, Tl Sim& tor thitianzing e
commugigaiienbeivwaeni¢adio nagekonsilaydaaidrds signifigaritly radio nodes
reduced.due. o th that the higher layer 0. no -SIHQJ i that i
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every messagdthatinitsdiproedtdd s Bodank 2t invtidpzardirtiadeigdl. The
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message size, a reduction of the number of messages sent resulting from .
messagtlcafsoithich fiRerfBrEYaSONE i ATEHRERIDSrAfResHYaRgL /0: the
radio freguengatrafficpfoenseruaniyothalikeliiicad eimessagrdaalisigeso its
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PCT/USRR05408E 705500 108Gy 41348 theciaesraps ot dratd Peorasg pgrroute
CnSOIgRAN,AHINRLNTLINEREAOBERISO SN IR Forl Lol SIGR222. 1Rt

a. ¥
access node determines r any outbound messages contain a

commar bt eI AR ERE. [RaAIE sk Ss S RBA LA RTafPT radio
determipadhatit bas A MEEETIRHAAHANAIES0364uiR6Beanbeabihdik and the

this nonlimiting example, the message route that is common betwee
radio nBBEE IR T B A FRIAE e ROAE AL TR oRh e Todes.

[oo1ayte betweenyadigerode:2 82 andctasonndeel 26 Ginntudesatadithnosesolidated

241 20,0 0 0 SRS TG MAPRAN e
unconsiiiiatedmmessageddeits ldebiiratibn rostegtHserbve thinctiiiof the common
non"mi}‘i(ﬂge?xaasqug l%tef)om,oﬂléo%%g HCthe end of the common route splits the
consolidated message into its original messages, as in step 233. Thus, radio node
241 separates the message component for radio node 258 from the remaining
consolidated message for radio nodes 261 and 266. So according to step 235,
radio node 241 separately communicates the original message to radio node 258

and a still consolidated message along a common path to radic nodes 261 and

266.

[00111] In this nonlimiting example, the message communicated to radio nodes

261 and 266 remains consolidated because the route is common for each radio
node 261 and 266. Thus, as required in step 229, a consolidated message is
commuﬁioated along this common route and in step 231 reaches radio node 259.
At this point, radio node 259 splits the consolidated message into two individual

messages according to step 233, which is thereafter communicaied to radio node



determined to exist between the destination nodes 258, 261, and 266.

[00109] Access node 176 performs step 226, which includes constructing

a consolidated message containing all of the messages that travel the
WQHHEHTEUte along with the remaining portions of the routé&foFE4eH031797

message. In this nonlimiting example, access node 176 constructs a

single message for radio nodes 258, 251 and 266 comprising the

commah ronfesed 8 sevipbendp avdianertetindietv aras ajffjthe message

remaining roytesforegach gfdhe, indidduaddadiadrdes 1A D0 AFaned. By
step 229, access node 176 communicates the con O?H%%g message
Slong 7% GURTHER PSR ER AT (5N EBRRHICH SR plEcuced o
includes iustiradiaande adbsWhenftheraensdge 16 sahesiivevene aitigired to
common route, as in step 231, th(ﬁf%oqe at the end,of the common rcgéjte

&0 Tl YOules.

splits tREPUHGHIE eI IHEa8R 4% AIBNS BHgial el ot step

[001283. Thus, rathe meden@dbrke paratysttheomfessadswdniporibatidioaides may
node 258 from the remainin | I radi .
e IR SRR RS
commuhightesiphatorifinaladiestedseitorbiriie isirstzmg wagl v stipommunication

consoligated messade Al serMeR PRtk radignadends kanthe28bssage

[00111] In this nonlimiting example, the message communicated to rac(j}'ﬁ @
CI1 €

nodes 128¥deR DG EHEFREMEEoTSHIdAREE B8 cauSP TR e R BEHIm
for eachiaehigiineaRIRGbanthA66: phrusiias requiredimeiepc22d,and execute the
consolidated message is Communicatedﬂalllon this common route and in ‘
step 23T AEH O BRY S5 TR SO A RO B SR e route
[oo1gansolidated messagéritngwodndilddifain héSsddescaesondiiy dbstepsmits an
233, which is thereafter conununicate radi :
7006/0 LA B O ORI as i%é%oﬁo%%gr?g %alﬁg%{g%t%y%dgié Sode
264. Raditenoaen2@tibattdtrcsiesshpons raiia wolien28® secrayapds 176,

as requjrer in SIGRS 235 AYART 014153 BaePRBRUGRANG QU GLaly <o
as IOn?(g

messages In this ottlenecks can be reduced or even eliminated,

as oppdsethriohAedisaolsd2S376HASRY BthErfide BeRfgiedsable to detect and

commupicate 9aeMessA0e&h dHBatad adioRadesNaeg L eRamende 255 will
routes. [00112] The mesh network 10 may be cq fig%red such that th
h

radio nEERSEMEY SREMHERTARSFEBLIINESRANRE WHIEH TR That 1rn§ iged for

node as-aiteREQIETSAN AT nipalieipient tHhasmaidipnderisabie toddetdtt radio

and recr?(lz\é% %é:So rrg%lérnl{ggst 't it is the intended recipient for the communication.
Thus, rather than waiting to receive the communication a second time from
repeating radio node 253, radio node 255 instead proceeds to execute the subsect
of the communication. Thus, radio node 255 essentially elevates its logical
position to logical layer 2.

[00114] In similar fashion, if radio node intercepts the communication from radio
node 247 but instead recognizes that the intended recipient is, as another
nonlimiting example, radio node 258 on logical layer 4, radio node 255 may still
intercept the communication. In this instance, radio node 255 may intercept the
communication and forward the message to the intended recipient rather than
waiting to receive the transmission from radic node 253, which is according to a

previous communication pathway. This process shortens the communication

time of the transmission from the access node to the final destination. So by
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from a radio node two or more layers closer to the access node, and the

message includes the intercepting radio node as a repeater or recipient,

then the intercepting radio node may be permitted to immediately receive
WA BEEHtE the message rather than waiting to receive th& HAsE4gy031797

according to a previous route. [00113] As a nonlimiting example, if in FIG.

11 access node 176 transmits an outbound message addressed for radio

node 2B855iviogi el Jayermictireyisibis B malrp Fadierinden iR dnprove the

messagg@eﬁeg}gpg{&i%g{jng%ﬁje access node 176, to radio node 241,
to radio node 247, to radio node 253, and then finaﬁéo destin%tion r%dio

[001 ke 253. HAWRVaTiarPadEs ADAPSE BRI 10 Hbtel ahdnfe s entigured to
transmissipnE£ramiragiornade R4 7o gieaditdyey;, Jutadic mode2ohtudls, fire

receive the communication from radio Qode %fl? that is cithec{wis%&ntegud .
arms, € 1011 an arm COfllqdl on atiecis. several 14dio. noge é 1CES
for radio'node 253. Upon receiving the transmission from radio node 247,

radio rodpl&bE nedimgmglesmmt,immf@mpiéﬁtsﬁﬁdtﬁe &jlal‘l?l message
commuBiRaliat: dkURGRRCTR0 NG IBABRRN 5 YEatioRftially

second time from repeating radio node 253, radio node 255 instead

proceedloto lexgesammine e cechradioqnden thrcatisrotausashaimptié send
255 esgentially.elauaiesitsiaaicalaeaitiontovedicakiayghd [Wddhithion of

similar fashion, if radio node intercepts the communication from radio

node 23Rl NrdraHaRlLEThAR RN TRETABHEIEY PR ERLISP S htHRrsa8e
nonlimigislg exarBpiectadiamate 288 anitegishtiayesdds radio node 255
may still intercept the communicatign. |n this instance,.ragi 25

[001 y intercepfl‘t‘f'fé’rcilgﬁh‘n%ﬂgﬁgﬁcgnedai%l}r\?v fd the %ﬁgslgzlgjeg %ﬁ%%‘ a"ng 14B sets
intendefbmicipientaather widrh Weaitingito redesvexivaty afosnsissonfieing alarm

radio node,2a3 Whigh 1% A6C0IGiRg 10 VU CQTHAICAIBR ccss 240, each

pathwaf/?%ls process shortens the communication time of t

transmigsiornfrénrfhieestcessarbde &f IHE fihdmmeneaiidhe Sdlpyingsphof steps
2006/031p47 RETIYS2Q0RIOZ LA L Monitesingoall eoMmMURICaLONS RIS node

manner, the radio nodes may improve the efficiency of the mesh network.

[00115]THal kaavsersadieclamastPretivsrand in 158 A thdleoadiomrgs igreatier

to recogRizg-and KeRaryANQUSAIRIMERHIONS cBdeRB o WelulAgeSof the
fire alarms, etc. When an alarm condition affects several radio nodes or

deviceSEBUMBHHBYERS nodes at once, they may each attempt to send
[oo@n@larm message 246, the radio node waits for its next receive period Trac (FIG. 11)

of its communication time Teon for possible receipt of alarm messages from
higher layered radic nodes that communicate with that particular radio node. in
step 249, the radio node receives such alarm messages from higher layered nodes
(in this nonlimiting example). Once all of the alarm messages are received, the
radio node, in step 251, filters all of the received alarm messages with the same
alarm code and same time stamp as the message prepared in step 241. It should
be noted that a configurable time deviation is allowed to accommodate for
differences iﬁ the clock synchronization between the various radio nodes of the
rﬁesh network 10 in FIG. 1. In step 254, the radio node extracts the sender
addresses from all of the received messages filtered in step 251 and then includes
the extracted addresses in the prepared alarm message that the radio node

constructed in step 244.
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indicating the condition. Since an alarm condition may happen at or
substantially close to the same time for each radio node, the radio nodes
each attempt to send the alarm messages simultaneously. However, the

WiRaZeeEskiunication of virtually identical alarm condition nh&SEaHES Rly*7

create bottlenecks and message collisions between common radio nodes
and the access node. [00116] Accordingly, the large scale alarm process

[001 1810 in FIGS Onea sl 4be saddresion e StRprnidnmias tie Fti8taoyes alam
executg Jon commuicasingspiarmaocanditions i .theasaesandse keedled alarm
FIG. 1. As set forth in proc s(sl\}i240, glac radio node %t @a%ggdnewlo%&}% node
of FIG.“F??F&%?T’F&‘?%W&F&ES S8 B S B B C&Rding an Alarm
messagertaecastnbdeht el stapi kothenatiatiooderiedtifiyadsdéssky for
the alaym condition, and in st 44, [ f r .
an alar@naﬁgéiga%%g?h &t ua?ﬁséjrt?ﬂl%%}grﬁﬁgfg(? (g ’;%r%ﬂf%%e {#%eége@gssé?gég%)% ';ﬁ%maﬂe}
reportingnswiic hedeogitinEL rekisp pnesage fadishodd hits ke irppleal the
receive E&Q&gs@?ﬁ&}{@% & A@Q%WH%@@Q@&H@? ald BN dRIon,

possible receipt of alarm messages from é\ég er l%gred radio nodes that

[001 g8nmunicatehwiamt phicErcrasidtAotrsiemis dpifp Suss At Absoryng of the

receives,suehala i Masseoss Fomhighanlayesedapdest @etbise time. This
nonlimiting e,xamplgg_. QOnce allgﬁilf the alarm me%lsg%?s are re.cet'k\l/edEi the 2 laroe
radio nERfsOlifeliep FHRIRIRS SOAHS Feroa, ST SAHR OSSERES Yorth th are
same glarn gede, ardisametimaistare amthe nessade prepereth ingtept to
241. 1t should be noted that a configurable timg deviagion is all .
accomﬁ?w&te&ﬁ‘%reesr?c%estflr?%eg%letﬁzaﬁs%}hg%?onﬁ}rznat%r? %ﬁ%v%ﬁ%%ﬁ%ﬂsmmed
variousbrattio mddesdéthe tmeshesretwdrk 2 Gsis @t cantin weysably fhaying each

radio node extacts A AENHFLAANERSES fam.alof e 18eeiuethe radio nodes

me,ssagesﬁiﬁere In step 251 and then includes "the extracted addresses
in the prajigest arderiarTRssieigemat1E PalSHIdEY BBARH RiEIRemper alarm

244. 28 W@, 2006603154748 GTAUS2095/031 7494 n 09t 18] nceealk et radio

addresses have been included in the prepared alarm mesi‘g(ﬁ of sgtlep ¢ of
254, stOpEShgt e PAIS) DAL IHOSPAIOTOATET RN HidBsAgeaent of 2

from the;highendayated node devices are discarded. The radio node
ol e o PSSO B P El v
can thesedftesorted radio nodes on layers 0 through 4. In this nonlimiting example,
radio nodes 278, 279, 283, 285, 287, 289, 291, 295, 266, 298, 299, and 301
experience alarm conditions in substantially the same period of time (within the
predetermined deviation of time mentioned above). In this case, radio nodes 298
and 299 transmit alarm messages o radio node 296. Radio node 296 generates
its own alarm message and includes in it information from radio nodes 298 and
299 that also transmit alarm messages. At that point, radio node 296 discards
messages received from radio nodes 298 and 299 and transmits an alarm message
to radio node 285. Radic node 285 receives the alarm message and listens for
any other alarm message during its communication receive time. Upon receiving
no other alarm messages, radio node 285 communicates its alarm message to
radio node 279 after including its own information, which communicates an

alarm message to radio node 278, after including its own information as well.
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transmit the consolidated alarm message in step 264 that has each of the

addresses of the higher layered nodes having the identical alarm

condition. [00119] As a result of this process 240, order is introduced into
Wi &YIMGOf the transmission so that not all of the transmidSdAS HERIEH?7

at the same time. This consolidation eliminates collisions that may

otherwise occur in the case of a large scale alarm, which may otherwise

001241156 the radib tbticERFali@ifptify EWnARHIRES: tatdime iR, ppde 301
additiogethaumnke nebinessagescl ansadidathdayr e vagin Rodesdadbes radio
access nqd is significantly, reduged by having e radio node
e oRE A el A A L A A o B SR g larm
higher ordetiday érsiingdtonensingieaigusteciew imen bercofinme ssagasipeitessage
alarm gonditign. Proc 40. also,results in increasing.the averal
P eroon i Ak pORETES A R DAL N BRI R Be 201, Thus,
node 1&dhotneds\&fh eframiargatsciies glarm cfoviide] miedibreds didgdanng the
of mesk,petwark PiRCamPLsad fREERSSINRARLHE AR A5SQKR5AGIR0 node

nodes on layers 0 through 4. In this nonlimiting example, radio nodes
278, 2798283, 285, 287, 289, 291, 295, 296, 298, 299, and 301
[oo1eXperience atapon cenaitignslimsubstantiatiy thensrmedeeriod afdimse, radio node
(within % predetermined deviation of time mentioned above). In thi )
Case. v ARHE OB A5 AR PAT AT B 6 25 o dhe T
296. RaditznadeRO6gsnetaieshisnevsngaldim indssegeandrnaltidesdntd radio
informatio radig nodes, 298 .and 29, t alsqQ transmit alarm_ .
messagtt A ot e s e e e 280 AU E A ecgived fom
from rathidiooddes 298 aindi 236 Radh drarantinitbeaminglarainrmessagpectiy readiess node

node 2.8.55.quaﬁqﬁ)%@ﬁ%fw?éc@%ﬁé%@ messageand RS {9%om radio

any other alarm message during its communication receive time. Upon
receivif§dac: GthEPcaRIHFEiEss Hifedlart ROMOHEID BoACHREMBifiCatEgTResensed or

alarm rpegsage.Q.EadipMedRIR alier icuminggts sysnagforpation, 295, 206,
which communicates an alarm message to radio node 278, after including
its ownRformatieit 28lwell. 29 WO 2006/031547 PCT/US2005/031797

[001690121] At the same dimeotizshia nbisliditngexamplebsaciaMpaiel 301 cfficiently
comm S Jo nesesdeio e ade 288 MIEH IO con
other alBms, hessages thdkngids comytahyuricatidn sadeivditimeddfs firmware or
receiveg,om %@Bﬁlﬂdﬂﬁﬁﬁ&gﬁarameter tébles. A large size data block may be split into

several messages of a maximum allowed size which may then be reassembled by
the radio nodes. The layering scheme and communication timing schemes
described above may be implemented to broadcast these messages.

100124] FIGS. 16A and 16B comprise flow chart illustrations of the process for

communicating large scale broadcasts throughout the mesh network shown in
FIG. 11. In step 307, the access node 175 (FIG. 11) may be configured to
generate & list of messages umiquely identified and having a type broadcast.
Thereafter, in step 309, the access node 175 waits until its transmit
communication time for communicating with radio nodes on layer 0 (such as
radio node 241 in FIG. 11). At that point, as in step 312, the access node 175
transmits the first message in this list, Aidentifying the broadcast type in the

message header. Radio node 241 on layer 0 receives the broadeast and performs
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from radio node 289 that includes an alarm condition for radio node 291.
Thus, radio node 283 communicates this alarm condition to radio node
278 during the same period that radio node 279 communicates its alarm
W SUEAHEST radio node 278. [00122] Upon receiving alarmFh&E4E3[EEI31797
from radio nodes 279 and 283, radio node 278 generates its own alarm
messaéi;g and includes in it the address of all the radip nodes mentioned

above RetRRPHISESRGEIFEL &tk SFEERISA BN ASUITRISRIY tTEaRE St dBeRgssase

At (tjh atRgink: AiKnotetifisc A the bessagesiassivedei s, radio node
" nodes 279 and 283 and transmits the single alarm message to access
ode. 39 oA e DTS TABAPFG CBT T APBIaRR: RER BNty eeted ol 5o

hdition Message
from rabéorariodec?? @4tedagnikedhdhatsagealarster G dition fakes lasgigioaia@ction.

alarm sensed ected at of t i

287, 22%,5%5 1%(1;93%5%?02‘5@ 3%% %fln%%éég 1% %o%%%%% %%%é%%s%%r%(ﬁg%? has

this disstobese 1ereyvbe configured to efficiently broadcast large sized data
[OOl%‘?CkS to all Eilﬁeﬁas%% A9ges Afithe MesbHBNKatHbe AlBenBER88Ss executed,

nodes may remotely upgrade each radio node's firmware or some .
communBamadha dRYEhR YIS IGE B% FHSFHRSEHERF bEapIfTAYEs for
severalspgasagesf it admusialleuedsizaivhielaay thardeof FIG. 11) on
reassembled by .the radig nqdes. The layering scheme and .

commEBtoR G S RSB A0 My BB adie AR 211 o0
broadchstthegamessagbthd 00L2dkFriE et GRcanctdbs comprse flothe past X
chart illustrations of.the process,f icat] n
proad A DS AL Bl oo e S Y et g showe
the acdesgenddé FAS(F6B).11) may be configured to generate a list of

[0012%25339‘95 uniguely jdentified anehavingmiyne BLoRdCastiayh ey QIR uifkil the

p 309, the access node 175 waits until its transmit communication time

for conipiirikeaami it agTish odls tha s Ppds Y A deeitiosidastsa st »
FIG. 11)eAbthatRainhe G Sie Brad 2,1 ReoteRe S6RONR0ES D 70 BBEMNIFANS node

e SN T TR T -

30 WO3006/0EaA hbYs TihiS2005/ @3l 10dssthe afplidation sPecificlésknessage

boon GBS A HOAE IR L ThAL. I LS T A gant ictsages wee
received by the particular radio node (241 in FIG. 11) on layer 0 and thereafter
broadcast to radio nodes on higher numbered layers.

[00127] In steps 329 and 331, the process is repeated for nodes on layers higher
than layer 1, wherein the broadcast message is propagated throughout the mesh
network to radio nodes on the outermost layers. As the message propagates
throughout the mesh ﬁetwork, each radio node forwards an ACK message back fo
the access node indicating to the access node that the broadcast message was
received by that particular radio node. This process is again repeated until the
access node 176 receives ACK messages from each of the radio nodes in its mesh
networlk 175. )

[00128] As indicated above, one of the factors that affects the power number of a
particular radio node is its battery status. As discussed above, a discharged
battery results in a power number of 0, while a fully charged battery or constant

power source results in at least a battery coefficient of 1.
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241 on layer Odetermines whether or not the message has been received.
If so, the radio node 241 discards the message in step 316 and takes no
further action. In step 318, the radio node 241 on layer 0 performs the
WA 3R A thessage has not been received. [00125] After st&pr3T804H43487
if the action indicated by the message is executed, radio node 241 on
layer O waits until the transmission time TXMT arrives for communicating
[00139ith radio nodesibekissadt iadiesii o 2stean dipaifoPE Gy RITGEfef e vices

1, as igstepRl 9, Wihen thedmnsmikime A wyives radiomade 246017 is a
layer O that received the message and has been used as g repeater }.nﬁhe n
past XHEEHS @HRrE R EBhTr AE1E], B AIESTHHE FrERBAGT AR ! the mes

broacé%@fﬁ;@; §h9!dm HZ;&{Q@TBQ he(tﬁi@k@@ﬁ,)afﬂ@%ﬂﬁ)]déﬁeﬁ ﬁ‘mm_lptfs@}mcxfarious

step radio node on layer ts until the, next transmit :

period AP SRy eﬁé’agaf%ég t}ggﬂ’ WS nlﬂ‘étepl)1 ]3%5. fh eé’i%]%zeé?%(’ndélém’

the trapsimitiinieCTOMIraf théiaccdss ndiich 176 Segmsysrddiclatdel@ad nodes,

on layeruc tg%ngg%t 3 ad@?g&,?%% Qﬁl&!\(f@t@ t@%gﬁgf?%yg%%ajt&g a‘a}é%@ owered
§the radio hode’indi e ACK™

messaae cating the message identifier. T

messageiconirrisicites mlih aclectE aoaect Themenbarenatsand construct

broadcast MassagRs Wik Jbecqivsdaihgnatipylar sadie. node (241 in
FIG. 11) on layer O and thereafter broadcast to radio nodes on hi %

: . ! ghe :
[0013@inbered lajfetsiqoburrfil srapaduperaheshanPEruEd IR Feptiteas m2dio

for nodgsaendayara hiohes-dhaedayasdes) s pinilierbd qadsastviigssag@eaters.
is propagated throughout the mesh network to radio nodes on the the batiery-
outermBs iSO NS DS i% ﬁé}%@%w‘fﬁ%ﬂﬁ%%igﬁqe“ of the battery

€ mes

networko @36/ radio aaite, fanieddsdin AGK BIessagetback to Othénabaessse, the
node indigating t ?e access.node that the broadcast message was, .. In
received (f/’f'ﬁg? %é e ésﬁ}lgﬁd%c{g% e ﬁ?&mﬁgégs@%a%éﬁl rep%ated %r?t\ifle'
the actesmmegettrmbeivddAlBKatiossalpesfrom sarh wigneaigeiend do not

nodes PLIRdPAR-NENR 100 2814 IBAIGRIPHLABONRHIRS A1 iR de 344,

ects the power humber of a particular radio node is its

[001Baitery statudiask brgerssenapbiadia wdenadets Bairerpdedinsirgniigured to

power numberefQ. whilaa fully shasgeshbatieryArsenshan RAWEEuch as radio
source results in at least a battery coefficient of 1. 31 WO 2006/031547 .
PCT/USo8 33 irepprdingly and In this nonlimiting example, battery-powered radio

nodes 346, 347, and 348 communicate with AC powered node 344 on logical
layer 2. So even though radio node 346 does not serve as a repeater, it is still
able to communicate with access node 342 via a repeater route comprising radio
nodes 344, 349, and 351. In this way, battery-powered radio nodes 346, 347, and
348 act as satellites for AC powered radio node 344.

[00132] Also in this nonlimiting example, the Aé powered radio nodes may
maintain receiving mode even during sleep time, as described above and as
shown in FIG. 10, since power consumption is not an issue for these nodes.
Consequently, the battery powered radio nodes, such as radio node 346, wake up
periodica11§* and initiate communication with their respective AC powered radio
node repeater, which in this case is radio node 344. As stated above, radio node
repeater 344 receives the message transmitted from the battery-powered radio

node 344 and forwards the message to access node 34Z.
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[00129] Nevertheless, it is possible to extend the life of battery-powered
devices when they are used in conjunction with AC powered radio nodes.
FIG. 17 is a diagram of mesh network 340 which is an alternative

WOHISEHMAt of the mesh network of FIG. 1. In mesh netwdrk S48 &gddd’

node 342 is coupled to various AC powered nodes on layers LO, LI, and

L2. In this alternative embodiment, only the AC powered radiq nodes,
[00133hich are shoibis 4T E5 RBBRGBEH oo WH R E@rﬂo%%%%%ﬁ'j 15, gf the

allowegh @ {upstien assencaiersssHdid Gopotescaassigratg e sudedhs Thus,
radio node 344) arrange themselves on layers and construct repeati
outos 5 FERUBES AL 13-4 e B BORDE, TOOL T ey o
alterna&pa@mmwmhmmummpowereq _nodes, such as radio node
(001372 (@nd a”ﬂ??"f'?”%eﬁe%af‘?%ﬁs)faﬁmgﬁQ'%%%%fﬁ%&&ﬁ%ﬁ%ﬁ% to the mesh
nlimiting example, t

repeaters. In"af leastone n ple, the power number for
each ofetivertiatient Péivéraauaigibincibacisgen aeiemisinddeidaeriadyptwork.

be setip.Q, Inihaicase. the radinnede.346 s disoualifieehtram seRINGworks

as a repeater, as described above. In having a power number of 0 tlﬁﬁ? same

radio ribefesaabheeeEARbise b prsrald dFye Ptﬁﬁé?ﬁéﬁttﬁé’ﬂgé’

on I?]ygﬁu@ﬁctb&yﬁ&lgewg@dae@d@%@uh@hm ragigsneodie 3k4. (OSLIR B39, such
Each battery-powered radio ngde, such as radio e 346, i nfigured

o cortMIF R AT ARG BHE A POETRAdI Nane Sheh no%
as radig.d1@dsh34éiyAcLordinghpdusdvihithisarmrtichitingeizdripless a nonlimiting
battery-powered radio nodes 346, 34 4 i
e S T gL AR MIA: v
does neirservgtias arbpRRBRIItIE Shiar daticachearererimiedsdvipshdebygrk 352.
node SAZXIQGICRRACLIAHIREANRISRAANIA, Hodes SitficAndsablo the

In this way, battery-powered radio nodes 346, 347, and 348 act as

satellitesckos AGIp oW aredhrasiE b it 34whieh 13 3heR 6T HARINDA AL Of 2

examplg, {e ACBRNRASELRAINRNAdes A% HRIRaN Jendiying modeuld know,
even during sleep time, as described above aﬁd as shozv(ri} in Flg. 1Oh etwork
since JOWEATBHERABIRIE Aot iSh REstRY fSr R R CyREEG HEhl

the battery paweresksagioinodes, Guaiascrae] by deeadeBs wakeimesh network

periodically and initiate communication with their respective AC powered

radio nbde repeater, which in this case is radio node 344. As stated _
[001aBpve, radio ndel€. e eatsr v odcaiesahanisssdbel mbpiemhtadpeed with

the batery-povered A0, lF BRI HOBE IS AIRISHFIRIBACSH may

node 342.
include an access node with a plurality of radio nodes coupled to gas meters in a

different geographical area. Furthermore, mesh network 357 may include an
access node with a plurality of radic nodes wherein some radio nodes are coupled
to gas meters, some coupled to electric meters, and others coupled to water
meters, but vet all a part of mesh network 357, ‘

[00136] The radio nodes of FIG. 18 therefore may be coupled to any type of sensor
or other device that provides a signal to the radio node for communicating data
back to an access node for ultimate transmission to the server 360 across wide
area network 359. As an alternate embodiment, one or more of the radio nodes as
shown in FIG. 18 may also be coupled to an actuator such as a pump or other
device to be controlled. Thus, a signal communicated from the computer server

360 and across wide area network 359 may be commumicated to an access node
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WO 2006/031547 PCT/US2005/031797 [00133] In this alternative
embodiment, as shown in FIG. 17, the battery life of the battery-powered
nodes, such as radio node 346, may be greatly extended. Thus, this

WEHBERMt may extend the time for battery replacement, \}\’/ﬁ?ﬁfﬁsﬁ{’g?/‘gé””
expensive in a large mesh network. [00134] FIG. 18 is a diagram of
multiple mesh networks similar to the mesh network 10 of F|G. 1 ¢ ,upleg .
to a baerbentiByrshAARvarl e dRELHERIEAE WRSh e B Esagades i
and 35/ mayrepresent three separate mesh networks that may be

eographically separated from each athey but yet a part of the s .
1001 twork comHAaRBEAIRG K 15 SBRILPIRRE TSR e e 9B A g e

such asdhelrsInstwildessepeaificatiy;dingsh netwdto36Rinhaydn bkidentigured
access nade, 200 8 Rl oLiadia nadesiIGh 818 SRAIGaHDIH oAt ar
a nonliffiiting %xamp?e, a power utl?ﬁy meter. Thus, the power utility o

metersvsend&powe At orsumipiiite ararepm i Aleate e dufsde granunication

accessligﬁg eic! NJRgs %gt‘ﬁ’&%ﬁg’%Sﬁﬁﬁb {ﬁg\%m& ReRReicalYcommunication

communicates power consumption data to the access node of mes

mesh .
networkcBBRe wiigh i$themITARIEd BY dAYBne’6P a MImBEfe & wireless

commugicatiencinks pam e enohardinasiskithiasihecarbwasid know, to

wide area network 359. Server 360 is likewise cou Iedtto V}é:&e LA+ also be
[0013%kwork 359"RRAHRSY 18 ENEHR HAE Brimilhi AR By thaadkess S oas

in mesboewors 3&=e[0IBTbinakdisids imeat netlicotloB5ehalys amd control

described abave, be associated with radio nodes coupled to power utility

meters PREINER* mesh network 354 may include an access node with a

[oo1pRyrality of radiG-nofles eodilgenio Fas o erersdinmplatifferdin gedyripRieam and

area. .Fc‘i'égp‘&f; I8 1se8%ﬁ@§§&¥9.rk§§3 ﬁ@dﬁ%%%dﬁﬁ”i@ﬁfeeﬁ*ﬁ RRABIVIER® that
plurality of radio nodes w

erein some radio nodes are coupled to gas
metersméﬁp@mﬁ@dd@é%ﬁi@?ﬁ@@@%ﬁ%ﬁ@%@ﬁé?%"éé‘@éfédn@’\ﬁ)é%é?e’ and that
meters shutyetall:a PRk MeshRawANn 3241001 3] Jesadiamsideshiion,

FIG. 18 therefore may be coupled to any type of sepsor or other devicg £ th
that proWies 3 sigRatigies BRG0P ARih uMicalidy d5L BRiRES ©F te

an accesscade o1 ulimatediansaussion e dhensefver SB0vEdrosawiges75. An
area network 359. As an embodiment,

modes S BHERTTEIC! L&A LIGOIOR EEGPHG TS A St daioP ot ped i
pump omethes siEvicEtoabglicatitropebifhssassighitl tommdnitated frompre of

the ComRe! %%gc%esg\ése Hescribed above and shown in the figures.
[00140] As indicated above, a radio node may receive a signal input from another
| device, such as an electric, gas, or water meter, o1 can send control signals to an
actuﬁtor, which may be represented as device 379 of FIG. 19. Accordingly, a
signal is communicated from device 379 to the interface 380 for processing by
ijl*ocessor 371. Radio node 370 also includes RF transceiver 382 which may
receive and transmit communications with other radio nodes and/or an access

node of the mesh network via antenna 384,

[00141] FIG. 20 is a nonlimiting exemplary diagram of an access node 12 as shown
and described in this disclosure. Access node 12 is comprised of the processor
395 that communicates by a local interface 397 with memory 398, which may

include an operating system 401 and application specific software 403. Access

node 12 includes an RF transceiver 393 that communicates via antenna 391 with
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360 and across wide area network 359 may be communicated to an

access node 33 WO 2006/031547 PCT/US2005/031797 such as in

mesh network 352 for controlling one or more of the radio nodes in mesh
WRAWHR 382 [00137] Mesh network 354, as a nonlimiting eﬁgi’%{Bﬁé??ﬂ%‘”"

be coupled to wide area network 359 by wireless means according to

tower 366, which may be configured accordi\il,% to one or more wireless

standartsommeneadiongiR SRIPTHEEIR- WOUIIKRBWOAS B ibiimivdgs 2

example. i) Aress Whess Wikecea i wuniCaiiaNaltaksteanids areahnatearknore
359 are unavailable, a wireless communi &ﬁ%‘on scheme such as

implerfigYitss BYChAnSPI8B Ghss shsEe elss communication path to
1001401 access noda@fineshdgnrkeashA0MHa8Tveadditichab serveti®gos and
one or mqre computers 362, 364 may alsqQ be couple I
assistiﬁ‘é‘ﬁﬁ“‘ﬂﬂ?& 85@@1?%&5%%%’@ it S?:bg%t% q%%ic%ﬁ%ﬁ?’fgétlﬁggfgglggely
19 is aselisfgrant@76 clan exiemplatingadiotino deigmeowincdiigd deseriped/iany

in this disclosure arlinary,skil i Jhe @k waniddmae et amkiaiR ()

.On %t
. I 1 * :
conflgﬁ%hoﬁs aaﬁlc(iplmglementatlons of radio nodes may suffice, and that .

this illsiationisitine ayempisalivilag cenprectdseifly fom the spirit and
implementalion ; THksdasAROMIMIioe Syamplaoradiel nare370 mayibeded to
comprised of the glroqessqr 371 that commugicaéées by a Iocal int%rf g($ by the
373 wilts rReHIERy BPEIn M IEIR i CeYE e s WP A EAt T L ecttic Y
softwagg;348dpamig contained in memory 375. The application specific
software 378 may include one or more of the processes described above

and shown in the'figures. [00140] As indicated above, a radio node may
receive a signal input from another device, such as an electric, gas, or

water meter, or can send control signals to an actuator, which may be
represented as device 379 of FIG. 19. Accordingly, a signal is

communicated from device 379 to the interface 380 for processing by
processor 371. Radio node 370 also includes RF transceiver 382 which

may receive and transmit communications with other radio nodes and/or

an access node of the mesh network via antenna 384. [00141] FIG. 20 is

a nonlimiting exemplary diagram of an access node 12 as shown and
described in this disclosure. Access node 12 is comprised of the

processor
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395 that communicates by a local interface 397 with memory 398, which
may include an operating system 401 and application specific software
403. Access node 12 includes an RF transceiver 393 that communicates
WRZUMEF 391 with 34 WO 2006/031547 PCT/US2005/081 797 28re 8177
more radio nodes, as shown in FIG. 19. Access node 12 also includes an
interface 404 for communicating over a wide area network 359 with one or
more devices, such as server 360 delshe® in FIG. 18. [00142] It should
beywmphasized that the above-described embodiments and nonlimiting
examples are merely possible examples of implementations, merely set
forth for a clear understanding of the principles disclosed herein. Many
variations and modificatiofts maydesnadéctathplabove:desepised to wirelessly

embodiment(s) and nonlimiti amples. witho rti | .
ORI S DA REIIoe B abn v CRPLEEe gt Setiette:
variations are imdheiddgisablesisichidad trarsive wagiredesseBpi afogignunication

disclosure and protectgd by the fgllowing.claimg 32WQAMRIRALSA7 directly
PCT/US2005/031797 CLAIMS We claim: 1 1 A system for an access :

node coupled to a confSEIEBCHFEEdRe seesimitficate with a plurality

of radio nodes eagh£aHBIe dd0iRSaNScEPIpRssiBgs3Airg! togical dayrerradio
of one or more radio nodes ithin‘a comégﬁgication 4.ran§e of the cti:ess coss
node and configured t& Féglflt B P IS ORI THE B LR 8B5S et 6 2°°°°

one or more additionalled cakilayefeeadhdiading by ecormuaieatadigh The access

nodes that are outside the communication range .of the;ac 8.09d€ 14+ nal
and configured to indiree y g(])r%rr%lan%%étem{/éf% ﬁ%aa%%z%%é gge?%lde, ond

wherein each radio notiezioal tieyomesdrrsoreradiditiodal onCaldggiel1agess that is
selects a radio node Ol 1&?13}; %lg@é/re{otﬂﬁt é%cé}slﬂgjﬁaﬂy @Oas?ép'&t%}eradio node

access node to be a rep€ater radio node 12 for wireless transmissions, .
the selection of the rep@ateieies eBsHOsoaBt R e i Gfcihg teppaesr radio

logical layer number andae determined according to the logical layer number and
power number of each radio node evaluated as a potential
repeater radio node; and
wherein the plurality of radio nodes communicate data to the access
node corresponding to signals received from the sensors

coupled to the plurality of radio nodes.

2. The system of claim 1, further comprising: ‘
logic in the access node and each radio node on the first logical layer to
synchronize a transmission time and a receive time for
communications between the access node and each radio node
on the first logical layer; and
logic in each radio node fo synchronize the transmission time and the
receive time for commumications between the radio nodes on

adjacent layers.
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14 power number of each radio node evaluated as a potential 15 repeater
radio node; and 16 wherein the plurality of radio nodes communicate data

to the access 17 node corresponding to signals received from the
WO 1M coupled to the plurality of radio nodes. 1 2. The §GEtEM87/0317%7
claim 1, further comprising: 2 logic in the access node and each radio
node on the first logical layer to 3 synchronize a transmission time and a
receive tine forldecostrmutickiiis ERREAREess node and each

radio node 5 op,fhe Usigaical layesiach legicdneath saieadsio time,

synchronize the transmission time and the 7 recejve % for e ode 1o
communications betw&Sf ik PEHE%70 FEs GRS UHFAEEnT Ty ers. BEWo'

200 6/0 3 1 54 7 PCTAIS2008/03d4,3Rd1 3. The system of claim 1, further
comprising: 2 lagic,configuited {0 SSiaRISh AR UbeNR COMMUAIGRHE Wherein
time, 3 wherein THESSAYES are communicateg from the access node to 4
each radio node, and Bisgiges anfigonsduassed dlist di¢ ipfoomepore radio nodes

communication time, wherein, 6 messages are communicated from the
one or more radio nodes 7 to the access node. 1 4. The system of claim
3, wherein the one or more radio nodes on the 2 first logical layer are in a

receive CQF“”“”’T‘H@%%&B%%%”@, QuibeuUNehe3 SRrBMMBicAiai ibges on the
while the access node is in a transmit communication mods. 1g5. The tbound
sy&isin brdtaimlaysyhdieitforfe 8F55ISFe FATTPRBEEL SN TP BnEBI"S MG ™
adgifionahlesicallayermareninaackas eivi: communisatiocommaeichtitngnode.
outbound 3 communication time while a radio node on a logical layer that

is one logical layer 4 closer to the access node is in a transmit
communigation Fieds stk .oT hinisydienhatizlaine 87 whareiditheodereoprthe one or

Mo radaf.{i %I'nOd on 8, &di'st I%gi éé%rc%%ﬁct&ﬁ&?'ﬂgde during outbound
cor‘ﬁlﬁfanlcéggﬁamg ¥ E?'r%si%gpund? 3 comrnimication time while thge_
accessmodaimintmevdile vominusidansrenesieal layer Helsifsram lggical layer

clajm 8, whereip.one, o5 moreradiepedss andha:eReide.

6. The system of claim 3, wherein the one or more radio nodes on the
first logical layer are in a iransmit communication mode during inbound

communication time while the access node is in a receive communication mode.

7. The system of claim 6, wherein one or more radio nodes on the one or
‘more additional logical layers are in a transmit communication mode during inbound
communication fime while a radio node on a logical layer that is one logical layer

closer to the access node is in a receive communication mode.

8. The system of claim 1, wherein the selected repeater radio node of
each radio node evaluated as a potential repeater radio node has a logical layer
number that is the closest logical layer to the access node of each radio node
evaluated as a potential repeater radio node and a power number that is above a

predetermined minimum value.
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2 more additional logical layers are in a transmit communication mode
during inbound 3 communication time while a radio node on a logical
layer that is one logical layer 4 closer to the access node is in a receive

WEA{lHR4tion mode. 1 S. The system of claim 1, wherein T SSRE&RE&4! 77

repeater radio node of 2 each radio node evaluated as a potential
repeater radio node has a logical Iager 3 number that is the closest logic

|
layer to tie accdLs FEHEB L AATadio MEHER 415 SHACET Psaishaadimode of
repgater adiadiede andtaipewe biwatae répeitis altivenads predebérhetgebwer

minimum V%;]Je. §7W . 2006/031547 PCT/ 8%9101%/(5)9%'07 Z:&'Cgé -&l‘_ﬁg
sy TP @R ,al}vf?g’& S AL FELOHEH 5 Nota BF S 88k

radio node evaluated as a potential repeater radio node has a highest

power 3 numbeg,value of allradio po, ical.| a
Pocess nadle. 1 10 T e B B e ne e of

thecprtiitietioioaresrondifigitrvednide pemeing tepasiti ableatrshtorydepabiajed as
of q"?o@géﬁl'}@g@a@i’%%%m% potentialirepeatesdadionaderanshAstatus of

coefficient corresponding to the battery status of 4 the radio node
evahsardipae e sstraial s iaiePREaE P 2offie system of claim

10, wherein the coefficient corresponding to 2 available memory capacity

of the radiq node evaluated ?f 1pot%a tial egeat%r radi f3. nrgdceorer éjalrs1 l ‘o
when & mEmory BHHEFSRHE (SAB L RHERTEr PREIS RO crRB P T s
Thawsysigaméstaiymncighevh efeliiethelicosfficientloetréd spenpingntialthepeater radio
battery statys of the radio nod aluated as a potential re te &Qgg "
node eeqedqa ssngtgfgveﬁeanr?ﬁ@%% & r;k/(3 Xpé’\fvtg}?r%%%%ggqo% r?tlaelrrxg ggatér rad(%%n PLy:
node is fully charged. 1 13. The system of claim 10, wherein the

CoefﬁCiemlE,orre%%;kﬂ)g&ﬁoamaﬁlb@}%ﬂeﬂﬁmﬁ@Eé@ﬁi%e@ﬁﬁ%}onding to the

evaluated as a pote repeater radio node equals 1 3 when the

potesitiay retpeatef frliedioaeds pelveietiasyarreidoirsstesgaiipnode equals 1
2006403 BRATL RS Hdw 2005031191 1nokspesbrchine asfitsty aliep@de in

a network having a plurality of radio 2 nodes and an access node to
communicate with the access node, comprising the steps 3 of: 4
monitoring for witglessseamatynitatidnsvhyra@aity cadiceodesrSpanking to the

thebré%%;}tj) %tra%gsloo%] t qeersa ?{)e QHR? gvfa{&g][t;[ %sn%"p”&é’ﬂﬁgl \{*\éllg%g%esrs radio node eguals 1

when the potential repeater radio node is powered by an AC source.
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6 communications into an ordered list of radio nodes according to 7 the

logical relation to the access node; 8 determining whether the nearby

radio node ranked first in the ordered 9 list can serve as a repeater radio
W84 ansmitting data wirelessly to the nearby radio no%@ﬁﬁ%@é/ it

in the 11 ordered list if the nearby radio node ranked first in the ordered

12 list can serve as the repeater radio node; and 13 transmitting data

wirelessito anbteinddrsy: fiisadisdets ihe sriupsk MG AiPITE 3 S dio
ragipinod rankeestirstde heoprdrEashlistilib manbaiss ot as theivpediesieps

radio node, wherein the repeater 16 radio node retransmits the data
re€€ived from the first radio 17 node to the access node directly or
indirectly accorgdingifsriap€orl Sisslemorenarliicniainepenterbavidinooiss; 1

15. The method ol claity & Jdhercomprisig e pieR pine 0GOS Mifkiess

ordered list accof |hnqto he power number associated 3 with eac .
nearby radio node identifietfionticheiniopitordercd birefegdio nodes according o

communications. 1 16, The,Bahasch 63 &Seheiein the power

number comprises a 2 product of a coefficient corresponding to the

battery status ofitismiaiie yhsdher ibaaesbintrdicsefrdamicdorstpohwingiered
to the available memoryQf:the Rearhy-tpdienede dokZ. The method of

claim 15, further comprising the step of. 2 configuring the power number. .
to a value of zeF’é?]PS%\‘}éigﬁg‘ Pﬁﬁ?&esgl%@d%?@gﬁlé%?\?ﬁa 12% &%a?é%ggg%étr in. the
radio node. 39 WO 20061834 5471 PGT HoS52 005034 7-ankes. fikeimibthodered

of claim 15, further comprising the step of: 2 demeti earby radio
m 1o, an.?e ﬁP demeting gach pearby
node identified from th B:rr%"onl o]?vweth'dzi & v?nl?e S%S%lgn%mun(?catlons that has a

power number helounitidgntedetemebdvanathdomwartiyaskdereds [istthe ordered
19. A method for a firsiadiofode i@ AERaage AW AIR! sl tis

2 nodes and an access node to communicate with the access node,
comprising the steps 3asiat sefexindheieRsEEPeTplivaNby o f FAGIEIA dhgepaater

as a repeater radio noqlgdit) node retransmits the data received from the first radio
node to the access node directly or indirectly according to one

or more additional repeater radio nodes.

15, The method of claim 14, further comprising the step of:
adjusting the ordered list according to the power number associated
with each nearby radio mode identified from the monitored

wireless communications,

16.  The method of claim 15, wherein the power number comprises a
product of a coefficient corresponding to the battery status of the nearby radio node

and a coefficient corresponding to the available memory of the nearby radio node.
17.  The method of claim 185, further comprising the step of:

configuring the power number to a value of zero to prevent a radio

node from serving as the repeater radio node.
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5 the first radio node cannot establish a direct bidirectional 6
communication link with the access node; 7 transmitting a registration
request message to the repeater radio node, 8 wherein the repeater node
WA e registration request 9 message directly to the %%'Eé@go%&s&m'
or indirectly to the access 10 node according to one or more additional
repeater radio nodes; 11 evaluating the registration request message to
determin@wheﬁﬂ@rﬁﬁ@@?fi?ﬁlfﬁdg FothsrearistiohtPestiRls accepted
or denied by thg.ldiRcceasnodaihanendid casdmuaiodtiad airasptirsenfrorivred
the access node to the first radio node 15 containing an indicatio
acceptance or denial SFHES1 & FREEHE %ﬁl Sr’e%ll%e%t?%BZB?}Fﬁlé rﬁuéﬂit‘ﬁ%fdbg%ow *
claim 19, further compiisiagithinsieplof ®wochptindethé lisigistration
request message' if the registration request 3 message contains a
predetermined identifier code. 1 21. The method of claim 20, further ,
comprising.the Atepbhdldenfiintradoreyletaacfakdsying sslgebityef radic
reqgistrat] S, ' idrNtifigneoeie. the steps
R s e e tentires coge 37
incilides data corresponding to a specific application type. 40 WO -

2006/031547 PE%M&%@QQ@&%;?&&@%FF@@@H@@Q of ClaiFea® radio node §
|

wherein the predetermined identifjer code 2 includ owner ID. .1 24. ..
The method of claim 28¢ WHEr i iReT 8 SRYRE o ?Sbl?ﬁlcaate r%l?mbﬁ(w%e%mnai
access node to the firghragighadertukesith thedficssradiznode along the

same route 3 as the registration reguest mess 2c§tiw§ ] ethod af, ode,
claim 19, furthe}r%% 6‘ fﬁ%lsst%p%norﬁqél%%rﬁ%ﬁ?i%eg the ac%%%_ss node th)1
periodically communicateszi8 tenctweniizatiote nfessuge therdqmshaties request

within the 4 Communi%%égggga&g&@; theiRcESINR ANElBrERagivingdnBcess
r

synchronization message from the access node. 1 26. The method of
claim 19, further com pm'gging‘p@cgf@g gre or more additional repeater radio nodes;

evaluating the registration request message to determine whether the
first radio node registration request is accepted or denied by the
access node; and

communicating a response from the access node to the first radio node
containing an indication of acceptance or denial of the

registration request.

20.  The method of claim 19, further comprising the step of:
" accepting the registration request message'if the registration request

message contains a predetermined identifier code.
21.  The method of claim 20, further comprising the step of!
denying the registration request message if the registration request

message lacks a predetermined identifier code.

77, The method of claim 20, wherein the predetermined identifier code

includes data corresponding to a specific application type.
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2 transmitting an initialization signal to one or more of the plurality of 3

radio nodes that are nearby to request a response message; and 4

receiving a response from the one or more of the plurality of radio 5
WY HAE Gre nearby, the response containing data 6 corr%%H&ﬁé‘fﬂ?j“?&m

whether the responding radio node may be 7 used as a repeater radio

node for communicating with the 8 access node. 41 WO 2006/03 54} d

PCT/US2805/038y gethod oA chsth o fGYAs il PR HGHE g Fifggntthier code

neiwark-hayipg:piprality of 2 radio nodes and a first access node to

align to a second access node of a second 3 network having a plurality of

radio nodes, comprising the steps of: 4 monitoring for wireless

communzations ey mehodyfathinmdeieshieraadhe Sgictre fiestmneicteofgm the

neoksisannahe neabyadia nadend heRehel Hadislandosaabdou

netWSTRS °7 idenitified from the monitore erefless communications into an

8 asdbreddistaloadiqussidessstzording to the logical layer 9 number of

each nearby radio node to one of the first or second 10 access nodes,

wherein nearby radio nodes having the lowest 11 lpgical layer number

are ranketf high&se Fﬁ%ﬁ@%ﬁ’gé}%@ﬁs{‘h sl TR 8 %’iﬁ%’é Bf nearby

radio nodes in eqgingldhe fitst andcds sacand petweorikdibaiyngethersaete a

lowest logical layer number 14 according to a power nal.gmber{o\é%lsuemmm the

wherein the nearby radi?HE AL haliig ke higheSPOwer Rumber on

the same lowest 16 logigahilayertiourinee afehramioess highertidan nearby

radio nodes 17 on the same lowest.logical | ' wer

power 18 numbrgﬁegﬁ%g%et%%%?ﬁ}ﬁ% 8%%%%%%%%&?5 ;a({)e:h%ewn;egfr%y radio

node in the second 20 network that is ranked first in the ordered list,

wherein the first21 radi I gang. ork and

22 comm%ﬁicate{:l\21 wit %1851 %%%%%?ﬁo%%ﬁﬁ %81%& The mBegtIi“gd of

claim 27, where thesfirstinacio Wedrimtgnstissalyiferits 02 MERRdH theplnrality of

first network to commugigtesaithihesfisst-ansess:aade: i tagneamyssage; and

receiving a response from the one or more of the plurality of radio
nodes that are nearby, the response containing data
corresponding to whether the responding radio node may be
used‘as a repeater radio node for communicating with the

access node,
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3 radio node ranked first in the ordered list is part of the first network. 1

29. The method of claim 27, further comprising the steps of: 2 forwarding

a registration request message to the second access node 3 that is

Wr‘éﬁ@%‘f%ﬂw the nearby radio node in the second network 4 tHAtieYaReE’
first in the ordered list, wherein the registration 5 request message

contains an identification number. 42 WO 2006/031547 . .
PCT/USZI05/021 mofhor £er. ar fissthiditorras ernisyFos e ip Ay ality of

the. siePs R s2.aaCeRingdheegistrationisaue st saresage secabimddiyatiecond
second 3 access node from the first radio node if tge ecor?fgl access node

4 i STBIRHG RS R RUEHEHE AR BRESHST BB ! L ‘denying the
registration requeshinesgagewierivethiynthécasoontyaceess rélnodeifeomeach
the first radio node if thec% 585900, access Q%gWgr%ot 7 configured to

accept the identification num er 1 31 Alsystem or a plurality of

dispersed radio nolieg toupled toasénsodsstin srebairierficstangispeand networks
access node in a netwgrk, camprsing;: 319ie,SANIIMERM dOMARHOLSs into an
communications transmitted by the 4 access node or one or more radio,
nodes, wherein a first GFdeRsds st rafisrhidd B8 teceRre T B thrdmZlamwl laver
message from an 6 acggssenedeadh lpgitinthiefiisi@rowpobragidinadesecond
configured to transmit a 8 registration re%usest egterr ceiptdof We. the lowest
synchronization messai§&°% 8Tty XHEERs 2R de e AR ha¥TeE
groupof-radio nodes arpgikRlaspeptedtea the nekwdHighdt ogibendpedlist;
more radio nodes outside of the communication.tange 12 0 S

node com‘iguredei(é%g ’fé@cf}%Farr?‘é%rﬁP 1Ons | r1cob 'r(%%le @%ﬁ* }%ogréecrkgft gﬁir%%.s?t and
group of radio nodes; 1#dagimisveath ofting thresemmbreaddigialdisser number
OUtSIde. of the 15 .Com@gc%&%ﬁkg% rQ%@u&H‘iﬁﬁlW@ﬁ%@%&?@tﬂﬂé’ 5%9:%! radio
transmit 16 a registration request to a radio node in the first group of radio

17 nodes for further tranetpishioingothsehighest PAVER BRBPF OB HheisasRe lowest

transmissions from the gpe 1 MR KELAU AR ERIBher than nearby radio nodes

on the same lowest logical layer number having a lower power

number; and

transmitting data wirelessly to the nearby radio node in the second
network that is ranked first in the ordered list, wherein the first
radio node becomes part of the second network and

communicates with the second access node.

98 The method of claim 27, where the first radio node may subsequently
realign to the first network to communicate with the first access node if the nearby

radio node ranked first in the ordered list is part of the first network.

29,  The method of claim 27, further comprising the steps of:
forwarding a registration request message to the second access node
that is repeated by the nearby radio node in the second network
that is ranked first in the ordered list, wherein the registration

request message contains an identification number.
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19 nodes, wherein the one or more radio nodes outside of the 20
communication range of the access node are accepted to the 21 network;
22 Iogic in additional radio nodes distantly positioned from the access

23
@amﬁured to detect transmissions from another radio® 2% Tsd& 437
WO 20061031547 PCT/US2005/031797 1 32. A system for an access

node coupled to a computer to wirelessly 2 communicate with a plurality
of radio nddles e@%f’é‘%ig?ﬂ‘éé Pt RGP BN SING: Be SRS Y gical

layer of one or rgyg:fadiHIOHREWItIA AcqaBMuRicatDredbiargeofiteesecond
access node and configured to directly’ 5. communicate.with the access
node; 6 one or more aAGRASTAYR G %@éégé%‘r? ﬁgagllt?nlévt §ﬁ§e§9 Irlﬁcroarcemss node
radio 7 nodes that areipuisfiiethietcamapiiiedtionifangencfithbacoess 8
node and config re% rEO {'Qdirectl commun&g%%

ith
e d
wherein each radibHBHE oR the one of more aadaig%%}%%%%ﬁﬁo}?iggl %%/geﬁrs a.ccess
selects a radio node omaitolivaltteybrsthadie npdagibalipededaptestiode is not
access node to be a repealar,Ladio,node w2 deryrEaiResIRRSMIssions,

the selection of the repeater radio 13 node determined according to the
logical layer number and 14 power number of each radio node evaluated

as a potentjal 13 repeatatradinRgdesArdpkesvhemimiiRy a6ipIBOESSensors to
communicate data corresponding to %t%ivgn?l 17 transmitted from the
acCEEEHBHEAS Wi AN ERTCEE SetintE 2o 1 8°HEIER for controlling

operation of the relidatonfigdel Thersysientaf ctammBRcanherciartheitted by the
actuator provides a feedback 2.signal that is co ni Q..
dtfhgr one or n%o%eo%g?glq%?%%%&r@g £aﬁi[l& group

node coupled to the acfiator 18 the access he system of
claim 33, wherein the feédbdick midemirssvpeatarnblronaationr nrspegadion an
nodes prior to receipt by the, asgess node. 44
logic in the first group of radio nodes configured to transmit a
registration request after receipt of the synchronization message
from the access node, wherein the first group-of radio nodes are
accepted 1o the network;
logic in one or more radio nodes outside of the communication range
of the access node configured to detect transmissions from’ one
.ot more of the first group of radio nodes;
logic in each of the one or more radio nodes outside of the
communication range of the access node configured to transmit
a registration request to a radio node in the first group of radio
nodes for further transmission to the access node after receipt
of transmissions from the one or more first group of radio
nodes, wherein the one or more radio nodes outside of the
communication range of the access node are accepted to the
networl;
logic in additional radio nodes distantly positioned from the access
node configured to detect transmissions from another radio

node
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32. A system for an access node coupled to a computer to wirelessly
communicate with a plurality of radio nodes each coupled to a actuator, comprising:

a first logical layer of one or more radio nodes within a communication
range of the access node and configured to directly’
communicate with the access node;

one or more additional logical layers each having one or more radio
nodes that are outside the communication range of the access
node and configured to indirectly communicate with the access
node, wherein each radio node on the one or more additional
logical layers selects a radio node on a logical layer that is
logically closer to the access node to be a repeater radio node
for wireless transmissiéns, the selection of the repeater radio
node determined according to the logical layer number and
power number of each radio node evaluated as a ‘potential
repeater radio node; and

wherein the radio nodes communicate data corresponding to a signal
transmitted from the access node to a radio node coupled to an

actuator for controlling operation of the actuator,
33, The system of claim 32, wherein the actuator provides a feedback
signal that is communicated by the radio node coupled to the actuator to the access

node.

34, The system of claim 33, wherein the feedback signal is repeated by one

or more radio nodes prior to receipt by the access node.
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