[DESCRIPTION]
[Invention Title] =~ CYBER THREAT INFORMATION PROCESSING

APPARATUS, CYBER THREAT INFORMATION PROCESSING METHOD, AND
STORAGE MEDIUM STORING CYBER THREAT INFORMATION
PROCESSING PROGRAM

[Technical Field]

[0001] The disclosed embodiments relate to a cyber threat information processing
apparatus, a cyber threat information processing method, and a storage medium storing a

cyber threat information processing program.

[Background Art]

[0002] The damage from cybersecurity threats, which are gradually becoming more
sophisticated, centering on new or variant malware, has been increasing. In order to reduce
such damage even a little and to respond at an early stage, countermeasure technology has
been advancing through multi-dimensional pattern composition, various types of complex
analysis, etc. However, recent cyber-attacks tend to increase day by day rather than being
adequately responded to within a control range. These cyberattacks threaten finance,
transportation, environment, health, etc. that directly affect lives of people beyond the
existing information and communication technology (ICT) infrastructure.

[0003] One of basic technologies to detect and respond to most existing
cybersecurity threats is to create a database of patterns for cyberattacks or malware in
advance, and utilize appropriate monitoring technologies where data flow is required.
Existing technology has evolved based on a method of identifying and responding to threats
when a data flow or code matching a monitored pattern is detected. Such conventional
technology has an advantage of being able to rapidly and accurately perform detection when
a data flow or code matches a previously secured pattern. However, the technology has a
problem in that, in the case of a new or mutant threat for which a pattern is not secured or is
bypassed, detection is impossible or it takes a significantly long time for analysis.

[0004] The related art is focused on a method of advancing technology to detect
and analyze malware itself even when artificial intelligence (Al) analysis is used. However,

there is no fundamental technology to counter cybersecurity threats, and thus there is a



problem in that it is difficult to address new malware or new variants of malware with this
method alone, and there is a limitation.

[0005]  For example, there is a problem in that only the technology for detecting and
analyzing previously discovered malware itself cannot address decoy information or fake
information for deceiving a detection or analysis system thereof, and confusion occurs.

[0006] In the case of mass-produced malware having enough data to be learned,
characteristic information thereof can be sufficiently secured, and thus it is possible to
distinguish whether code is malicious or a type of malware. However, in the case of
advanced persistent threat (APT) attacks, which are made in relatively small numbers and
attack precisely, since training data does not match in many cases, and targeted attacks
make up the majority, even when the existing technology is advanced, there are limitations.

[0007] In addition, conventionally, methods and expression techniques for
describing malware, attack code, or cyber threats have differed depending on the position or
analysis perspective of an analyst. For example, a method of describing malware and attack
activity has not been standardized worldwide, and thus there has been a problem in that,
even when the same incident or the same malware is detected, explanations of experts in the
field are different, and thus confusion had occurred. Even a malware detection name has
not been unified, and thus, for the same malicious file, it has been impossible to identify an
attack performed correctly, or attacks have been differently organized. Therefore, there has
been a problem in that identified attack techniques cannot be described in a normalized and
standardized manner.

[0008] A conventional malware detection and analysis method focuses on detection
of malware itself, and thus has a problem in that, in the case of malware performing
significantly similar malicious activity, when generating attackers are different, the
attackers cannot be identified.

[0009] In connection with the above problems, the conventional method has a
problem in that it is difficult to predict a type of cyber threat attack occurring in the near

future by such an individual case-focused detection method.

[Disclosure]
[ Technical Problem]

[0010] The present disclosure is to address at least the above-mentioned problems

and/or disadvantages and to provide at least the advantages described below. Accordingly,



an aspect of the present disclosure is to provide a cyber threat information processing
apparatus, a cyber threat information processing method, and a storage medium storing a
cyber threat information processing program capable of detecting and addressing malware
not exactly matching data learned by Al and addressing a variant of malware.

[0011] Another aspect of the present disclosure is to provide a cyber threat
information processing apparatus, a cyber threat information processing method, and a
storage medium storing a cyber threat information processing program capable of
identifying malware, an attack technique, an attacker, and an attack prediction method in a
significantly short time even for a variant of malware.

[0012] Another aspect of the present disclosure is to provide a cyber threat
information processing apparatus, a cyber threat information processing method, and a
storage medium storing a cyber threat information processing program capable of providing
information about malware, for which a malware detection name, etc. is not unified or a
cyberattack technique cannot be accurately described, in a normalized and standardized
scheme.

[0013]  Another aspect of the present disclosure is to provide a cyber threat
information processing apparatus, a cyber threat information processing method, and a
storage medium storing a cyber threat information processing program capable of
identifying different attackers creating malware that performs significantly similar
malicious activity and predicting a cyber threat attack occurring in the future.

[Technical Solution]

[0014] According to the present disclosure, a cybersecurity threat information
processing apparatus includes a database configured to store classified malware, and a
processor configured to process an input executable file, in which the processor executes a
disassembly module for disassembling the input executable file through an application
programming interface (API) to obtain disassembled code, and reconstructing the
disassembled code to obtain reconstructed disassembled code, a data conversion module for
processing the reconstructed disassembled code to convert the reconstructed disassembled
code into a hash function, and converting the hash function into N-gram data, and a
profiling module for performing ensemble machine learning on block-unit code of the

converted N-gram data to profile the block-unit code by an identifier of an attack technique



performed by the block-unit code and an identifier of an attacker generating the block-unit
code.

[0015] The disassembled code includes opcode corresponding to a function
included in the executable file and assembly code, which is an operand of the function.

[0016]  The profiling includes finding a similar pattern between the block-unit code
and stored malware; and classifying an identifier of the attack technique and an identifier of
an attacker using a decision tree having at least one node with respect to block-unit code,
which is the similar pattern.

[0017]  The converting the hash function into N-gram data includes converting the
hash function into byte data; and converting the byte data into 2-gram data.

[0018] Upon determining, for block-unit code of the converted N-gram data,
whether the block-unit code is code including cyberattack activity, the cybersecurity threat
information processing method further includes determining similarity of the block-unit
code to malware stored according to a natural language processing method.

[0019] According to the present disclosure, a cybersecurity threat information
processing apparatus, comprising: a database configured to store classified malware; and a
processor configured to process an input executable file, wherein the processor executes: a
disassembly module for disassembling the input executable file through an application
programming interface (API) to obtain disassembled code, and reconstructing the
disassembled code to obtain reconstructed disassembled code; a data conversion module for
processing the reconstructed disassembled code to convert the reconstructed disassembled
code into a hash function, and converting the hash function into N-gram data; and a
profiling module for performing ensemble machine learning on block-unit code of the
converted N-gram data to profile the block-unit code by an identifier of an attack technique
performed by the block-unit code and an identifier of an attacker generating the block-unit
code.

[0020]  According to the present disclosure, a storage medium stores a program for
processing cybersecurity threat information, the program being configured to disassemble
an input executable file to obtain disassembled code, and reconstruct the disassembled code
to obtain reconstructed disassembled code, process the reconstructed disassembled code to
convert the reconstructed disassembled code into a hash function, and convert the hash
function into N-gram data, and perform ensemble machine learning on block-unit code of

the converted N-gram data to profile the block-unit code by an identifier of an attack



technique performed by the block-unit code and an identifier of an attacker generating the
block-unit code.

[0021] According to the present disclosure, a cybersecurity threat information
processing method includes disassembling an input executable file to obtain disassembled
code, and reconstructing the disassembled code to obtain reconstructed disassembled code,
converting the reconstructed disassembled code into a data set in a certain format, and
determining similarity to pre-stored malware based on the converted data set in the specific
format and classifying the converted data set in the specific format into at least one
standardized attack identifier according to the determination.

[0022] According to the present disclosure, a cybersecurity threat information
processing apparatus includes a database configured to store classified malware, and a
processor configured to process an input executable file, in which the processor executes a
module for disassembling the input executable file through an API to obtain disassembled
code, and reconstructing the disassembled code to obtain reconstructed disassembled code,
executes a code processing module for converting the reconstructed disassembled code into
a data set in a certain format, and a classification module for determining similarity to the
stored malware based on the converted data set in the specific format and classifying the
converted data set in the specific format into at least one standardized attack identifier

according to the determination.

[ Advantageous Effects]



[0023]  According to the disclosed embodiments, it is possible to detect and address
malware not exactly matching data learned by machine learning and address a variant of
malware.

[0024]  According to the embodiments, it is possible to identify malware, an attack
technique, and an attacker in a significantly short time even for a variant of malware, and
furthermore predict an attack technique of a specific attacker in the future.

[0025] According to the embodiments, it is possible to accurately identify a
cyberattack implementation method based on whether such malware exists, an attack
technique, an attack identifier, and an attacker, and provide the cyberattack implementation
method as a standardized model. According to the embodiments, it is possible to provide
information about malware, for which a malware detection name, etc. is not unified or a
cyberattack technique cannot be accurately described, in a normalized and standardized
scheme.

[0026] In addition, it is possible to provide a means capable of predicting a
possibility of generating previously unknown malware and attackers who can develop the

malware, and predicting a cyber threat attack occurring in the future.

BRIEF DESCRIPTION OF THE DRAWINGS
[0027] FIG. 1is a diagram illustrating an embodiment of a cyber threat information

processing method;

[0028] FIG. 2 is a diagram illustrating an example of obtaining static analysis
information in a process of generating analysis information according to a disclosed
embodiment;

[0029] FIG. 3 is a diagram illustrating an example of obtaining dynamic analysis
information in a process of generating analysis information according to a disclosed
embodiment;

[0030] FIG. 4 is a diagram illustrating an example of obtaining in-depth analysis
information in a process of generating analysis information according to a disclosed
embodiment;

[0031] FIG. 5 is a diagram illustrating an example of disassembling malware to

determine that a file includes malicious activity as an example of in-depth analysis;



[0032] FIG. 6 is a diagram illustrating an example of calculating correlation
analysis information in a process of generating analysis information according to a
disclosed embodiment;

[0033] FIG. 7 is a diagram illustrating an example of a process of obtaining
correlation analysis information according to a disclosed embodiment;

[0034] FIG. 8 is a diagram illustrating an example of generating prediction
information of cyber threat information according to an embodiment;

[0035] FIG. 9 is a diagram illustrating examples of malware queries for providing
cyber threat information according to an embodiment;

[0036] FIG. 10 is a diagram illustrating an embodiment of a cyber threat
information processing apparatus;

[0037] FIG. 11 is a diagram illustrating an example for describing in detail a
function of a static analysis module in an analysis framework according to a disclosed
embodiment;

[0038] FIG. 12 is a diagram illustrating an example for describing in detail a
function of a dynamic analysis module in the analysis framework according to a disclosed
embodiment;

[0039] FIG. 13 is a diagram illustrating an example for describing in detail a
function of an in-depth analysis module in the analysis framework according to a disclosed
embodiment;

[0040] FIG. 14 is a diagram illustrating an example for describing in detail a
function of a correlation analysis module in the analysis framework according to a disclosed
embodiment;

[0041] FIG. 15 is a diagram illustrating an example for describing in detail a
function of a prediction information generation module of a prediction framework
according to a disclosed embodiment;

[0042] FIG. 16 is a diagram illustrating an example of performing static analysis
according to a disclosed embodiment;

[0043] FIG. 17 is a diagram illustrating an example of performing dynamic analysis
according to a disclosed embodiment;

[0044] FIG. 18 is a diagram illustrating an example of performing in-depth analysis
according to a disclosed embodiment;

[0045] FIG. 19 is a diagram illustrating an example of matching an attack technique

with code extracted from binary code according to a disclosed embodiment;



[0046]  FIG. 20 is a diagram illustrating an example of matching an attack technique
with a code set including opcode according to a disclosed embodiment;

[0047] FIG. 21 is a diagram illustrating a flow of processing cyber threat
information according to a disclosed embodiment;

[0048] FIG. 22 is a diagram illustrating values obtained by converting opcode and
ASM code into normalized code according to a disclosed embodiment;

[0049]  FIG. 23 is a diagram illustrating vectorized values of opcode and ASM code
according to a disclosed embodiment;

[0050] FIG. 24 is a diagram illustrating an example of converting a block unit of
code into a hash value according to a disclosed embodiment;

[0051] FIG. 25 is a diagram illustrating an example of an ensemble machine
learning model according to a disclosed embodiment;

[0052] FIG. 26 is a diagram illustrating a flow of learning and classifying data by
machine learning according to a disclosed embodiment;

[0053] FIG. 27 is a diagram illustrating an example of performing labeling by
identifying an attack identifier and an attacker using training data according to a disclosed
embodiment;

[0054] FIG. 28 is a diagram illustrating a result of identifying an attack identifier
according to an embodiment;

[0055]  FIG. 29 is a diagram illustrating a gram data pattern according to an attack
identifier according to an embodiment;

[0056] FIG. 30 is a diagram illustrating performance of an embodiment of
processing disclosed cyber threat information;

[0057] FIG. 31 is a diagram illustrating an example of providing detection names
using detection engines that detect cyber threat information;

[0058] FIG. 32 is a diagram illustrating an example of new malware and a tactic
according to an embodiment;

[0059] FIG. 33 is a diagram illustrating another embodiment of a cyber threat
information processing method;

[0060] FIG. 34 is a diagram illustrating another embodiment of a cyber threat
information processing apparatus;

[0061] FIG. 35 is a diagram illustrating another embodiment of a cyber threat

information processing method; and



[0062] FIG. 36 is a diagram illustrating another embodiment of a cyber threat

information processing apparatus.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0063] Hereinafter, embodiments will be described in detail with reference to the

accompanying drawings. In the embodiments, a framework, a module, an application
program interface, etc. may be implemented as a device coupled with a physical device or
may be implemented as software.

[0064] When an embodiment is implemented as software, the software may be stored
in a storage medium, installed in a computer, etc., and executed by a processor.

[0065] Embodiments of a cyber threat information processing apparatus and a cyber
threat information processing method are disclosed in detail as follows.

[0066] FIG. 1 is a diagram illustrating an embodiment of a cyber threat information
processing method. The embodiment of the cyber threat information processing method is
described as follows.

[0067] A file input to a cyber threat information processing apparatus is preprocessed
(S1000).

[0068] Identification information capable of identifying a file may be obtained
through preprocessing of the file. An example of performing preprocessing of a file is as
follows.

[0069] Various types of meta information may be obtained from a received file,
including source information of the file, collection information for obtaining the file, and user
information of the file. For example, when the file includes a uniform resource locator (URL)
or is included in an e-mail, it is possible to obtain collection information for the file. The user
information may include information about a user generating, uploading, or finally saving the
file, etc. In a preprocessing process, as meta information of the file, it is possible to obtain
internet protocol (IP) information, country information based thereon, API key information,
for example, API information of a user requesting analysis, etc.

[0070] It is possible to extract a hash value of the file in the preprocessing process.
When the hash value is previously known to the cyber threat information processing
apparatus, a type of file or a degree of risk may be identified based on the hash value.

[0071]  When the file is not previously known, analysis information for identifying
the file type may be obtained by inquiring about pre-stored information or, if necessary, the

hash value and file information on an external reference website. For example, information



according to file type may be obtained from a site such as cyber threats analysis system (C-
TAS) operated by Korea Internet & Security Agency, cyber threat alliance (CTA) operating
system (OS), or Virus Total as the external reference website.

[0072]  For example, it is possible to search for the file from the site by using a hash
value of a hash function such as Message-Digest algorithm 5 (MD5), Secure Hash Algorithm
1 (SHA1), or SHA 256 of the file. In addition, the file may be identified using a search result.

[0073] As an example of performing file analysis, when an input file is transmitted
through a mobile network, network transmission packet recombination technology, etc. is
used for packets transmitted through network traffic, so that, when the input file is suspicious
mobile malware, the file may be saved. The packet recombination technology recombines a
series of packets corresponding to one piece of executable code in the collected network
traffic, and when a file transmitted by the recombined packets is suspicious mobile malware,
this file is saved.

[0074]  When the suspicious mobile malware is not extracted from the transmitted file
in this step, it is possible to directly access a download URL in the file to download and save
the suspicious mobile malware.

[0075]  Malicious activity analysis information related to the input file is generated
(S2000).

[0076] The malicious activity analysis information related to the input file may
include static analysis information for analyzing information about the file itself or dynamic
analysis information for determining whether malicious activity is performed by executing
information obtained from the input file.

[0077] The analysis information in this step may include in-depth analysis
information that uses information processed from an executable file related to the input file or
performs memory analysis related to the file.

[0078] In-depth analysis may include Al analysis to accurately identify malicious
activity.

[0079] The analysis information in this step may include correlation analysis
information capable of estimating a correlation for attack activity or an attacker by
correlating analysis information previously stored in relation to the file or generated analysis
information with each other.

[0080] In this step, a plurality of pieces of analysis information may be aggregated to
provide an overall analysis result.

[0081] For example, static analysis information, dynamic analysis information, in-
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depth analysis information, correlation analysis information, etc. for a single file may be
integrated and analyzed for accurate attack technique and attacker identification. Integrated
analysis removes an overlap between pieces of analysis information, and common
information between pieces of analysis information may be used to increase accuracy.

[0082]  For example, cyber threat infringement information (indicator of compromise,
IoC) collected through several analyses and pathways may be standardized through
normalization or enrichment of information.

[0083] In the embodiment of acquiring the analysis information, it is unnecessary to
calculate all the analysis information described above in order. For example, any one of
acquisition of the static analysis information and acquisition of the dynamic analysis
information may be performed, and the dynamic analysis information may be acquired before
the static analysis information.

[0084] The in-depth analysis information does not have to proceed after static
analysis or dynamic analysis is performed, and correlation analysis may be performed
without the in-depth analysis information.

[0085]  Accordingly, the processing order for acquiring the analysis information may
be changed, or acquisition may be selectively performed. In addition, the process of
acquiring the analysis information and the process of generating the prediction information
described above may be performed in parallel based on the information acquired from the file.
For example, even when dynamic analysis is not completed, correlation analysis information
may be generated. Similarly, dynamic analysis or in-depth analysis may be performed
simultaneously.

[0086] In this case, the preprocessing process (S1000) exemplified above is for
obtaining or identifying the information of the file, and thus, when static analysis, dynamic
analysis, in-depth analysis, or correlation analysis is performed individually or in parallel,
each preprocessing process may be performed as a part of each analysis step.

[0087] A detailed embodiment of this step will be described below.

[0088]  Prediction information of malicious activity related to the input file may be
generated (S3000).

[0089] In order to increase analysis accuracy, a data set of the various types of
information analyzed above may be used to generate prediction information for whether
malicious activity occurs, attack technique, an attacker group, etc.

[0090] The prediction information may be generated through Al analysis of a

previously analyzed data set. The generation of the prediction information is not an essential
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step, and when an appropriately analyzed data set is prepared for Al analysis and a condition
is satisfied, prediction information for malicious attack activity may be generated in the
future.

[0091] An embodiment performs machine learning based on Al based on various
types of analysis information. An embodiment may generate prediction information based on
a data set for the analyzed information. For example, additional analysis information may be
generated based on data learned by Al, and the regenerated analysis information may be used
again as input data of Al as new training data.

[0092] Here, the prediction information may include malware creator information,
malware tactic information, malware attack group prediction, malware similarity prediction
information, and malware spread degree prediction information.

[0093] The generated prediction information may include first prediction information
for predicting a risk level of the malware itself and second prediction information for
predicting the attacker, attack group, similarity, spread degree, etc. of the malware.

[0094] Predictive analysis information including the first prediction information and
the second prediction information may be stored in a server or a database.

[0095] A detailed embodiment thereof will be described below.

[0096]  After post-processing of the analysis information or prediction information,
cyber threat information related to the input file is provided (S4000).

[0097] The embodiment determines a type of malware and a risk level of the
malware based on the analysis information or the prediction information. In addition, the
embodiment creates profiling information for the malware. Therefore, it is possible to save a
result of performing self-analysis on the file or a result of performing additional and
predictive analysis through file analysis. The generated profiling information includes an
attack technique for malware or labeling for an attacker.

[0098] The cyber threat information may include information on which
preprocessing is performed, generated or identified analysis information, generated prediction
information, aggregate information of these pieces of information, or information determined
based on these pieces of information.

[0099] As for the provided cyber threat information, analysis information stored in a
database in relation to the input file may be used, or the analyzed or predicted information
may be included.

[00100]  According to an embodiment, when a user inquires about not only malicious

activity for an input file but also cyber threat information for a previously stored file or
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malicious activity, information thereon may be provided.

[00101] Such integrated analysis information may be stored in a standardized format
in a server or database in response to the corresponding file. Such integrated analysis
information may be stored in a standardized format and used for searching for or inquiring
about cyber threat information.

[00102] An additional example of inquiring about the cyber threat information by the
user will be described in detail below.

[00103] FIG. 2 is a diagram illustrating an example of obtaining static analysis
information in a process of generating analysis information according to a disclosed
embodiment.

[00104] A step of acquiring the static analysis information according to the disclosed
embodiment may include obtaining and analyzing structure information of the input file
(S2110).

[00105] The embodiment may analyze basic structure information of a file identified
first in an environment in which the file is not executed. In this step, for example, even when
the file type is different, such as executable and linkable format (ELF), portable executable
(PE), android application package (APK), etc., the file structure of the file or information that
can be extracted from the structure is acquired or analyzed.

[00106] In the static analysis exemplified for reference, the file may be identified in
the disclosed preprocessing step. In this case, an analysis step of step S210 may be
performed together with the preprocessing step.

[00107]  Then, pattern analysis of the input file may be performed (S2120).

[00108] Here, in the case of analyzing the file pattern for the identified file, the file
pattern may be obtained by checking several strings that can be extracted by opening the file
itself without taking any action on the file.

[00109] Information related to production of the input file may be obtained and
analyzed (S2130).

[00110] The embodiment may obtain unique information or meta information of a file,
for example, file creator information, and code signing information in the case of an
executable file.

[00111]  Further, it is possible to analyze environment information of the input file
(S2140).

[00112] Here, it is possible to obtain information such as system environmental

component information that needs to be assigned to a target file.
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[00113] Then, various types of other information related to the input file are analyzed
and stored (S2150). It is possible to store static information of the file itself in a specific file
format, for example, in a data format such as JavaScript Object Notation (JSON), without
executing such a file.

[00114] An example of static analysis is to analyze the file itself, and it is possible to
obtain information about whether there is a weak item based on coding, a problem with a call
structure of an interface or function, or a binary structure of a file.

[00115] An example of analyzing the static information disclosed above is illustrated
as a flowchart for convenience. However, the above steps do not have to be performed in the
order described above or illustrated in the drawings. In addition, it is unnecessary to perform
all the steps disclosed in this drawing according to the file, and some steps, for example,
structural information analysis, production-related information analysis, and environmental
information analysis, may be selectively performed to obtain static analysis information.
That is, the order of implementation and selection of implementation steps therefor may vary
according to selection of those skilled in the art.

[00116] Examples of acquiring static analysis information according to the disclosed
embodiment will be briefly described as follows.

[00117] As an example of performing static analysis, when a hash value of an input
file is extracted in the preprocessing process, a hash value of an extracted file may be
compared with a hash value previously stored for malware to analyze whether the input file
has malware. Based on the analysis, it is possible to detect the presence of malware in the
file.

[00118] When the input file is mobile data, code information of suspicious mobile
malware is extracted from the input file. Here, the code information refers to information
that can be extracted from the code itself without executing the suspicious mobile malware,
and may include, for example, hash information, code size information, file header
information, identifiable string information and operating platform information included in
the code, etc.

[00119] As described above, the static analysis information acquired in this way may
be stored to correspond to the file.

[00120] FIG. 3 illustrates an example of obtaining dynamic analysis information in a
process of generating analysis information according to a disclosed embodiment.

[00121] It is possible to acquire dynamic analysis information according to a result

data executed in an execution environment of an identified file based on at least one of file
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information or static analysis information identified from preprocessing.

[00122] A step of acquiring dynamic analysis information according to the disclosed
embodiment is a step of analyzing various input/output data in an environment in which a file
is running or analyzing a change in interaction with the execution environment when the file
is executed to detect a weak or dangerous anomaly. In general, the file is directly executed in
a virtualization environment to analyze whether abnormality is present.

[00123] In order to perform dynamic analysis, the embodiment creates and prepares a
dynamic analysis environment for executing the input file (§52210). When the type of the
input file is identified, it is possible to know a required execution environment according to
the type of each file. For example, depending on the file, it is possible to identify whether the
file is running on a Windows OS, a Linux OS, or a mobile device OS.

[00124] In the prepared analysis environment, the acquired file is executed to
determine whether malware is present (52220).

[00125] In order to acquire dynamic analysis information, an event occurring in the
corresponding system may be collected by executing a file in such an execution environment
(S2230). For example, it is possible to collect an event related to a file, a process, a memory,
a registry, and a network system, or an event that changes setting of each system. Then, the
collected events are analyzed individually or by aggregating the events.

[00126]  After aggregating the collected results, an environment for dynamic analysis
is restored again (S2240).

[00127] A result acquired in this way may be stored as dynamic analysis information
corresponding to the file.

[00128] Hereinafter, an example of collecting and analyzing dynamic analysis
information according to an embodiment of acquiring such dynamic analysis information will
be briefly described.

[00129] As an embodiment of the dynamic analysis, when an input file is identified as
a file operating in a mobile device OS, the file is directly executed in a mobile terminal or an
emulator or virtualization environment configured to be the same as a mobile terminal
environment. Further, after the suspicious mobile malware is executed in the file, all changes
occurring in the terminal, that is, activity information, are extracted and recorded. The
activity information differs depending on the OS environment of the terminal, and may
generally include event information such as a process, a file, a memory, and network
information.

[00130] As another embodiment of the dynamic analysis, even when the hash value of
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the input file is not extracted in the preprocessing process and the hash value is extracted
from the user terminal, the hash value of the file extracted from the terminal may be received
through an intelligence platform.

[00131] When the hash value of the file is not previously stored in the database, the
received file may be executed in a virtual or real OS, activity occurring during execution may
be collected in real time, and collected dynamic analysis information may be compared with
information previously stored in the database.

[00132] As a result of the comparison, when a predefined risk level is exceeded, it
may be determined that the input file includes malware, and the hash value of the file may be
stored in a database and used for static analysis later.

[00133] Depending on the malware, a first process, which is a subject of activity, may
generate dangerous activity in a system. However, depending on the case, the activity of the
first process may additionally create a second process, which is a child process, and the
second process may perform malicious activity on the system.

[00134] In this case, an embodiment of the dynamic analysis may store events
occurring due to activity of the initial first process in the execution system, and additionally
extract or check the second process, which is a child process, to store an event of malicious
activity according to the second process. As such, in this example, the dynamic analysis may
determine whether an identified file includes malware by comprehensively analyzing event
information of the initial first process and the second and third processes to be connected
thereto.

[00135] Depending on the execution result of the input file, when there is no unknown
malware characteristic, detection is difficult even when characteristics of malware are
included. In this case, another embodiment of the dynamic analysis may detect malicious
activity of the running process by monitoring and analyzing a network process that
communicates with the outside when the identified file is executed.

[00136] For example, when the identified file is executed, it is possible to monitor a
network event that communicates with the outside. According to file execution, a process 1D
(Process IDentifier, PID) creating a local address object is stored. In addition, when a
network event related to file execution occurs, local address object information may be
extracted from interior router protocol (IRP) information of the corresponding network event.

[00137]  The dynamic analysis may be performed to determine malicious activity by
comparing a local address object generated by the process ID with local address objects

related to the network event. For example, it is possible to determine whether malicious
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activity is performed by checking a pattern of packets transmitted and received according to
the network event or a command and control (C&C) server that triggers packet transmission.

[00138] As another embodiment of the dynamic analysis, it is possible to monitor the
address resolution protocol (ARP) information to prevent an ARP spoofing attack. In general,
ARP or neighbor discovery protocol (NDP) may be used for correspondence between an IP
address and a media access control (MAC) address of a device on a local area network.

[00139] When an attacker transmits an IP packet, an ARP spoofing attack is achieved
by transmitting an ARP message corresponding to a MAC address thereof, not a MAC
address of a receiving network device. A network device receiving the transmitted message
transmits a transmission packet to the attacker instead of a normal IP address.

[00140] An embodiment determines whether an ARP spoofing attack occurs by
comparing ARP information directly collected from network devices to respond to such an
attack with ARP information in simple network management protocol (SNMP) information
of network devices included in a virtual network.

[00141] That is, in an embodiment of the dynamic analysis, first ARP information
included in an ARP response message returned by transmitting an ARP information request
message to devices connected to a network by a host may be compared with second ARP
information included in SNMP information of devices connected to a virtual network,
thereby determining that an ARP spoofing attack occurs when the first ARP information and
the second ARP information are different from each other.

[00142] This embodiment may detect an ARP spoofing attack by using such a
dynamic analysis method and prevent leakage of confidential information to be stored in a
host device.

[00143]  Another embodiment of the dynamic analysis method is a method capable of
analyzing malware that avoids a virtual environment. Here, a terminal connected to a
management server through a network may perform booting using a first OS image stored in
the management server. After the terminal is booted and after analyzing the malware based
on the first OS, the terminal receives a second OS image from the management server, and
performs initialization using the received second OS image. Then, the terminal transmits a
signature on which analysis of the malware is completed to the management server.
Therefore, even when there is malicious activity issued after analyzing the malware based on
the first OS, the management server causes the terminal to delete the first OS from the
terminal and allows the terminal to boot based on the second OS identical to the original OS

image, so that malicious activity may be prevented from occurring in the terminal.
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[00144] The malware may communicate with an external server, issue an additional
command, and receive a file.

[00145] However, when the server capable of performing dynamic analysis is stopped,
the dynamic analysis may take a significantly long time, and even when the corresponding
activity is blocked in advance, the dynamic analysis cannot be performed in some cases.

[00146] In order to analyze network activity through the dynamic analysis,
information about a command and control server (C&C server) used by malware, a download
server for downloading additional malware, a communication packet for exchanging
information between malware or exchanging information with a hacker, etc. needs to be
extracted and analyzed. However, such information cannot be extracted when a relevant
server is not operating in this way.

[00147]  Another embodiment of the dynamic analysis method disclosed herein may
perform dynamic analysis even when the server is stopped.

[00148] For example, the dynamic analysis may be performed by allowing a network
access inducing device to process a terminal access request between a client terminal infected
with the malware and a management server. The network access inducing device may
receive an access request from a terminal and transmit the access request to a C&C server
that triggers malware activity. Further, when the network access inducing device does not
receive a response packet from the C&C server within a predetermined time, the network
access inducing device transmits a separate virtual response packet and an access request
together to the terminal.

[00149] Thereafter, data related to analysis of the malware received from the terminal
may be extracted.

[00150] For an example of using the virtual response packet, a packet format for
creating a virtual response packet TCP session is sufficient. General transmission control
protocol (TCP) used by malware may generate a data packet transmitted by the client
terminal to create only a TCP session. In addition, important information necessary for
dynamic analysis of malware may be extracted from the data packet. In this way, even when
the management server does not operate, dynamic analysis may be performed using the
operation of the network access inducing device.

[00151] In this way, the embodiment may analyze the event issued by executing the
received file and store the dynamic analysis information in the database.

[00152] FIG. 4 is a diagram illustrating an example of obtaining in-depth analysis

information in a process of generating analysis information according to a disclosed
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embodiment.

[00153] A step of acquiring the in-depth analysis information according to the
disclosed embodiment has a characteristic in that an executable file including a received file
is disassembled and analyzed at a machine language level to identify an attacker or attack
technique causing malicious activity.

[00154] The in-depth analysis information may be obtained using a result of the
described static analysis or dynamic analysis, and an executable file may be analyzed as a file
causing malicious activity according to an analysis criterion of an analyst.

[00155] In addition, the in-depth analysis information may include analysis
information of the file itself or information obtained by processing the file several times, and
may be performed based on previously stored information.

[00156] The in-depth analysis may include a step of performing disassembly,
extracting disassembled machine language level code, identifying attack activity (Terrorist
Tactics, Techniques, and Procedures, hereinafter TTP), identifying an attacker, and taint
analysis.

[00157] Details are exemplified with reference to the drawings as follows.

[00158] When the input file includes an executable file, the executable file is
dissembled in in-depth analysis (S2410).

[00159]  The disassembled assembly code may include operation code (opcode) and an
operand. Opcode indicates a machine language command that may be referred to as
command code, and an operand indicates information necessary for an execution operation,
that is, target data or a memory location of a machine language command.

[00160] Hereinafter, for convenience, a part of disassembled assembly code excluding
the opcode will be referred to as ASM code. Therefore, hereinafter, the ASM code may
include an operand part.

[00161] Through disassembly, an executable file in an object code format is converted
into code in a specific format, for example, assembly language format or disassembled code.
Opcode and ASM code having a predetermined format may be extracted from the
disassembled code (S2420).

[00162] The extracted disassembled code may be converted into a certain data format.
An example of conversion of a certain type of data format is disclosed below.

[00163] The in-depth analysis may identify attack activity based on the extracted
disassembled code or the data format converted into the predetermined format (S2430).

[00164] In the disassembled code, the opcode is a part of a machine language
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command that specifies an operation to be performed. In terms of cybersecurity, the opcode
that causes attack activity or attack technique (TTP) may have a significantly similar value or
format for each attack activity. Therefore, by analyzing the opcode and the ASM code,
specific attack activity may be distinguished.

[00165] Disassembled code may be extracted from an executable file, and the
extracted disassembled code may be separated according to an executable function.

[00166] For example, the opcode and ASM code extracted from the disassembled
code or the recombined code of the disassembled code is a hash value of a fuzzy hashing
method, a context triggered piecewise hashing (CTPH) method, etc., and may be converted
into a certain type of code.

[00167] An embodiment may identify the attack activity by converting the
disassembled code of the executable file into a certain format and matching the converted
certain format with attack activity details commonly recognized by cybersecurity expert
groups.

[00168] In addition, it is possible to identify the attack activity (TTP) based on the
database storing the previously extracted disassembled code and the matching relation for
each attack activity (TTP). In this case, it is possible to perform similarity matching for each
attack activity (TTP) with a fuzzy hash value according to a CTPH algorithm of the extracted
disassembled code or data obtained by converting the fuzzy hash value into a certain format
at high speed.

[00169] As an example of a database storing the attack activity of such a security
expert group, a database storing information of MITRE ATT&CK, etc. may be exemplified.
MITRE ATT&CK is a database on an actual security attack technique or activity, and by
displaying specific security attack techniques or activities as components in a matrix format,
attack techniques and activities may be identified in a specific data set format.

[00170] MITRE ATT&CK classifies content of attack techniques of hackers or
malware for each attack stage and expresses the content as a matrix of common
vulnerabilities and exposures (CVE) code.

[00171] The embodiment identifies specific attack activity among various attack
activities by analyzing the disassembled code, and allows an identified type of attack activity
to be matched with attack code recognized by expert groups and actually performed, so that
attack activity identification may be expressed by professional and commonly recognized
elements.

[00172]  Since the opcode in the disassembled code is a machine language command
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that causes specific activity, opcode of files causing the same attack activity may be
significantly similar to each other. However, since the same attack activity and the opcode
included in the file causing the attack activity are not exactly the same, the embodiment may
perform Al-based machine learning on the disassembled code including the opcode. When
machine learning is performed, whether attack code having a similarity greater than or equal
to a threshold value is included and an attack technique of the attack code may be identified.

[00173]  Accordingly, even when the disassembled code of the files causing the same
malicious activity is not completely the same, the file performing the malicious activity may
be identified based on the disassembled code.

[00174]  Algorithms such as perceptron, logistic regression, support vector machines,
and multilayer perceptron may be used as machine learning algorithms.

[00175] By matching the similarity of the fuzzy hash values of the disassembled code
with the attack code of the attack technique such as MITRE ATT&CK previously learned
using an Al algorithm, it is possible to finally detect malware.

[00176] In addition, in the embodiment, when a result of Al machine learning is used,
it is possible to more accurately and rapidly identify attack activity corresponding to the
disassembled code or vulnerable elements of the attack activity.

[00177]  Specific embodiments thereof will be described in detail below with reference
to the drawings.

[00178] An embodiment of the in-depth analysis may include a step of identifying an
attacker causing similar attack activity using the disassembled code and the Al-based
machine learning result (S2440). Similarly, a specific example of attacker identification will
be described later.

[00179] In addition, an embodiment of the in-depth analysis may include taint analysis
capable of determining whether there is attack activity through memory analysis of the
system at a specific point in time even in the case of fileless malware. (S2450).

[00180] The in-depth analysis is based on processing the disassembled code of the
executable file, and identification of the attack technique or attacker, or taint analysis
accordingly may be selectively performed.

[00181]  The final in-depth analysis information performed in this way may be stored
in the database as in-depth analysis information corresponding to the file.

[00182] FIG. 5 illustrates an example of disassembling malware to determine that a
file includes malicious activity as an example of the in-depth analysis.

[00183] As described above, when the executable file is disassembled, opcode and
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ASM code, which are assembly language code types, may be obtained.

[00184] For example, a specific function A in an EXE executable file may be
converted into disassembled code including opcode or disassembled code through a
disassembler.

[00185] When the EXE executable file is malware causing malicious activity,
disassembled code set causing the malicious activity may be obtained by disassembling a
function or code segment that causes such activity.

[00186] The disassembled code set may include opcode set or a set combining opcode
and ASM code corresponding to the malicious activity or malware.

[00187] Even when the malicious activity is the same, since a disassembly result of
the executable file or an algorithm of the malware causing the activity to be performed is not
exactly the same, whether the input malware corresponds to a specific disassembled code set
may be identified through Al-based similarity analysis.

[00188]  This malicious activity corresponding to a specific disassembled code set may
be used to identify an attack technique (TTP) by being matched with a professional and
public tactic or attack technique such as MITRE ATT&CK.

[00189]  Alternatively, an opcode set or a set combining opcode and ASM code in a
specific disassembled code may be used to determine an attack technique by being matched
with the attack technique elements defined in MITRE ATT&CK.

[00190] This figure illustrates an example in which the executable file, the
disassembled code set of the executable file, and the attack technique corresponding to the
attack technique elements in the MITRE ATT&CK correspond to each other.

[00191] FIG. 6 illustrates an example of calculating correlation analysis information in
a process of generating analysis information according to a disclosed embodiment.

[00192] The various types of analysis information obtained above may be used as
cyber threat infringement information, and correlation analysis information indicating a
relationship of an attacker or an attack technique is generated based on the cyber threat
infringement information.

[00193] The cyber threat infringement information (IoC) refers to various pieces of
information that identify an actual or potential cybersecurity threat, attack activity, or
malicious activity occurring on a system or network. For example, the cyber threat
infringement information (1oC) represents a file indicating these activities, various traces
appearing in log information, the file itself, a path, or information for inferring these activities.

[00194] Using the previously analyzed static, dynamic, and in-depth analysis
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information, etc., and identified files, it is possible to obtain a correlation of IP information
between analysis information and attack activity (S2510), a correlation of a host name
included in an e-mail or a host name included in a website (S2520), a correlation of a URL
(S2530), and a correlation of a code sign of a file (52540).

[00195] The process of acquiring the correlation analysis information exemplified
here is an example, and it may be unnecessary to follow the illustrated order or analyze all
correlations. For example, by using only the correlation of IP and URL between the analysis
information and the attack activity, it is possible to obtain the correlation for the related file.
Such correlation analysis information may be used to accurately infer an attack technique or
an attacker.

[00196] Even when the attack activity or the attacker is not identified through static
analysis, dynamic analysis, or in-depth analysis, information for estimating the attack activity
and the attacker may be obtained using a correlation between pieces of the analyzed
information. A detailed description thereof will be given below with reference to the
drawings.

[00197]  Such correlation analysis information may be continuously and cumulatively
stored for a received file, and the stored correlation analysis information may be updated
again whenever a new file is received in the future.

[00198] Based on the various types of analysis information analyzed above, cyber
threat infringement information is obtained.

[00199] In addition, various types of correlation information for identifying attack
activity or an attacker may be obtained using the cyber threat infringement information (1oC)
(S2550).

[00200] Such cyber threat infringement information (IoC) may be used to obtain
correlation analysis information for inferring an attack technique later. The correlation
analysis and an example in which an attacker may be tracked or attack activity may be
inferred by using the correlation analysis will be described in detail below.

[00201]  Further, the obtained correlation analysis information may be stored in the
server or database again to correspond to the file.

[00202] As described above, the analyzed information may be aggregated and
standardized through de-duplication, standardization, and enrichment processes. For example,
static analysis information, dynamic analysis information, in-depth analysis information, and
correlation analysis information may be provided to a user or stored in a standardized format

to update or reproduce cyber threat information later.
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[00203] Here, for overlapping or common analysis information of each piece of
analysis information, an overlap may be removed, and an enrichment operation for an
insufficient part of the data may be performed.

[00204] In addition, the information may be provided as cyber threat information
according to an inquiry of a user or according to a service policy. Provision of cyber threat
information will be described in detail below.

[00205]  Such cyber threat information may be directly provided to the user or may be
generated as cyber threat prediction information described below and then provided
according to a request of the user or a service.

[00206] FIG. 7 is a diagram illustrating an example of a process of obtaining
correlation analysis information according to a disclosed embodiment.

[00207]  In this figure, files A-1 10, A-2 20, and B-1 30 refer to files that may cause
malicious activity, and a server A 110 and a server B 120 refer to C&C servers that cause
malicious activity.

[00208]  According to the disclosed embodiment, when a file of the file A-1 10 is
received and dynamic analysis is performed, it is assumed that accessing the server A 110 is
confirmed during execution of the file A-1 10.

[00209] In the embodiment, stored analysis information of the file A-2 20 similar to
the file A-1 10 may be obtained from a database storing various types of analysis information
on the malware. From the analysis information of file A-2 20, it may be understood that the
same server, server A 110, utilizes the file A-1 10 and the file A-2 20, and from this
information, it may be assumed that the server A 110 is a hacker using the same attack
technique or the same server.

[00210]  According to the embodiment, when the file A-2 20, which is a previously
analyzed file, accesses not only the server A 110 but also the server B 120, information of the
server B 120 may be stored as a correlation of the file A-2 20.

[00211]  When the file A-1 10 and the file A-2 20 are completely different files, and
analysis information of the file B-1 30 stores a record of accessing the server B 120, even
though file formats are different, the server A 110 and the server B 120 may be the same
attacker group or attacker groups using the same technique.

[00212] Therefore, when a correlation of various types of analysis information related
to a file is analyzed in this way, it is possible to obtain grouping information related to an
attacker, an attack technique, etc. causing malicious activity, and such correlation analysis

information may be used to identify an attacker or an attacker group.
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[00213] Hereinafter, an example of describing cyber threat prediction information will
be disclosed.

[00214]  Cyber threat prediction information may be generated using at least one piece
of information among pieces of obtained analysis information and identification information
of a file or based on an aggregated data set.

[00215] FIG. 8 illustrates an example of generating prediction information of cyber
threat information according to an embodiment. An example of generating prediction
information of cyber threat information will be described as follows with reference to the
drawings.

[00216] When a data set for analysis information is ensured, prediction information
related to attack activity occurring in the future may be generated based on the data set.

[00217]  When the data set according to the analysis information extracted in this way
is processed into an Al-based training data set, and Al analysis is performed based on the
processed training data set, it is possible to generate various types of prediction information
related to attack activity.

[00218] The data set of the prediction information generated in this way may be
repeatedly generated or processed into a new training data set.

[00219] An embodiment of this figure discloses an example of generating prediction
information of malware creator (S3110), prediction information of malware tactic (S3120),
prediction information of a malware attack group (S3130), malware similarity prediction
information (S3140), malware spread degree prediction information (S3150), etc. through Al
learning of the data set of the analysis information.

[00220]  Here, the order of the prediction information is an example, and the order of
obtaining the prediction information may be changed. For example, the order of the malware
similarity prediction information S3140 and the malware spread degree prediction
information S3150 may be changed, and generation of the remaining prediction information
does not have to follow the illustrated order.

[00221]  In addition to the exemplified similarity prediction information, it is possible
to generate additional prediction information related to cyber threat information.

[00222] The prediction information of the malware generated in this way may be
divided into risk level prediction information for predicting a risk level thereof, and
prediction information for predicting each of an attacker, an attack group, a similarity, a
spread degree, etc. or comprehensive prediction information of malware comprehensively

indicating the prediction information, and stored in a database.
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[00223] When the analysis information and the prediction information of the cyber
threat information described above are used, it is possible to identify a type of malware
related to an input file and determine a risk level therefor.

[00224]  In addition, profiling information including a record of malware related to the
input file may be created and stored, and analysis information, prediction information, a risk
level, or profiling information related to the stored malware may be further processed so that
the user may easily refer to the information.

[00225]  An example of providing cyber threat information to a user is disclosed as
follows.

[00226] Since various types of correlation analysis information may be generated
based on a specific file, a very large amount of data communication may be required for
cyber threat infringement information (1oC). An embodiment may share, store, refer to, and
update such information within a short time in order to rapidly respond to cybersecurity
threats.

[00227] Based on the analysis information, in an embodiment, when a security event
occurs, inquiry about the cyber threat infringement information (1oC) related to the generated
security event may be requested using P2P socket communication from a cyber threat
infringement information (loC) storage server or other user terminals through encrypted
socket communication.  In addition, information rapidly receiving the cyber threat
infringement information (loC) from the cyber threat infringement information (1oC) storage
server or other user terminals may be used as the cyber threat infringement information (1oC).

[00228]  As another example of providing cyber threat information, when information
on the malware analyzed as described above is referred to from a terminal used by a user, the
referred information may be provided as follows.

[00229] For example, when the terminal used by the user calculates a hash value of a
file, a query may be transmitted to a server to inquire about whether malware is present in
text format with respect to the calculated hash value. The server receiving the hash value and
the query transmits the hash value to the database in which malware information is stored in
this way, and receives an inquiry result. The server receiving the inquiry result may return a
result thereof back to the user terminal as a text value corresponding to the hash value.

[00230]  Another example of providing cyber threat information according to a request
of the user based on stored malware information will be described with reference to the
drawings.

[00231] FIG. 9 illustrates examples of malware queries for providing cyber threat
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information according to an embodiment.

[00232] In an embodiment of processing cyber threat information, the malware
identified based on the analysis information and prediction information calculated as above
may be stored together with various types of meta information.

[00233] As described above, a user may request an inquiry exemplified above from
the database in which malware information is stored.

[00234] Referring to Query (A), the user may query a database, in which the cyber
threat information according to the embodiment is stored, about malware using categories
such as a period related to the malware, the number of specific malware, a detection name, a
file type, a distribution site, a code sign, and a file size as in Query (A).

[00235] Then, the database in which the cyber threat information is stored returns
cyber threat information or malware information corresponding to the query through the
server.

[00236] As another example, as illustrated in Query (B) of this figure, the user may
inquire about a specific date related to malware, the number of specific malware, a file type,
whether a distribution site is present, whether to create a child process, etc.

[00237]  As illustrated in Query (C), the user may inquire about information about
malware using information about a period related to the malware, the number of specific
malware, a file type, distribution site information, file name information, attack activity
according to malware execution, and a file size.

[00238] In an example of Query (D), it is possible to inquire about information about
malware using a period related to the malware, the number of specific malware, a file type, a
distribution site address, and statistical information of the malware.

[00239] As described above, in the embodiment of the cyber threat information
processing method, as the analysis information and the prediction information, information
meeting the above conditions is stored together with the malware in the database in order to
provide malware information corresponding to inquiry of the user.

[00240]  Therefore, the server may obtain information about the malware meeting the
query condition from the database and transmit the information to the user.

[00241]  As illustrated, the user may inquire about the malware information using
various types of meta information of the file. The user may obtain, in advance, information
indicating that information or a system to be protected may be damaged or threatened by
malware.

[00242] FIG. 10 is a diagram illustrating an embodiment of a cyber threat information
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processing apparatus. The embodiment of this figure conceptually illustrates the cyber threat
information processing apparatus, and the embodiment of the cyber threat information
processing apparatus will be described below with reference to this figure.

[00243] The disclosed cyber threat information processing apparatus includes a server
2100 and a database 2200, which are physical devices 2000, and a platform 10000 including
an API running on the physical devices 2000. Hereinafter, the platform 10000 is referred to
as a cyber threat intelligence platform (CTIP) or simply an intelligence platform 10000.

[00244]  The server 2100 may include an arithmetic unit such as a central processing
unit (CPU) or a processor, and may store or read data in the database 2200.

[00245] The server 2100 calculates and processes input security-related data, and
executes a file to generate various security events and process related data. In addition, the
server 2100 may control input/output of various cybersecurity-related data and store data
processed by the intelligence platform 10000 in the database 2200.

[00246] The server 2100 may include a network device for data input or a network
security device. The central processing unit, processor, or arithmetic unit of the server 2100
may execute a framework illustrated in the following drawings or a module within the
framework.

[00247]  The intelligence platform 10000 according to an embodiment provides an API
for processing cyber threat information. For example, the intelligence platform 10000 may
receive a file or data input from a network security device connected to a network or cyber
malicious activity prevention programming software that scans for and detects malicious
activity.

[00248] For example, the intelligence platform 10000 according to the embodiment
may provide functions such as a security information and event management (SIEM) API
that provides a security event, an environmental data retrieval (EDR) API that provides data
about an execution environment, and a firewall APl that monitors and controls network
traffic according to a defined security policy. In addition, the intelligence platform 10000
may provide a function of an API of intrusion prevention systems (IPS) that perform a
function similar to that of a firewall between internal and external networks.

[00249] An API 1100 of the intelligence platform 10000 according to an embodiment
may receive files including malware that perform cybersecurity attack activities from various
client devices 1010, 1020, and 1030.

[00250] The intelligence platform 10000 according to an embodiment may include a

preprocessor (not illustrated), an analysis framework 1210, a prediction framework 1220, an
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Al engine 1230, and a postprocessor (not illustrated).

[00251]  The preprocessor of the intelligence platform 10000 performs preprocessing
to analyze cyber threat information on various files received from the client devices 1010,
1020, and 1030.

[00252] For example, the preprocessor may process a received file to obtain various
types of meta information from the received file, including source information of the file,
collection information for obtaining the file, and user information of the file. For example,
when the file includes a URL or is included in an e-mail, it is possible to obtain collection
information for the file. The user information may include information about a user
generating, uploading, or finally saving the file, etc. In a preprocessing process, as meta
information of the file, it is possible to obtain IP information, country information based
thereon, API key information, etc.

[00253] The preprocessor (not illustrated) of the intelligence platform 10000 may
extract a hash value of the input file. When the hash value is previously known to the cyber
threat information processing apparatus, the file type may be identified based thereon.

[00254]  When the file is not previously known, analysis information for identifying
the file type may be obtained by inquiring about the hash value and file information from
reference Internet sites for cyber threat information such as operating C-TAS, an operating
system of CTA, and Virus Total.

[00255]  As described above, the hash value of the input file may be a hash value of a
hash function such as MD5, SHAL, or SHA 256.

[00256] The analysis framework 1210 may generate analysis information on the
malware from the input file.

[00257]  The analysis framework 1210 may include an analysis module according to
various analysis methods, such as a static analysis module 1211, a dynamic analysis module
1213, an in-depth analysis module 1215, and a correlation analysis module 1217.

[00258]  The static analysis module 1211 may analyze malware-related information on
the file itself for the analysis information of the malicious activity related to the input file.

[00259]  The dynamic analysis module 1213 may analyze malware-related information
by performing various activities based on various types of information obtained from the
input file.

[00260]  The in-depth analysis module 1215 may analyze malware-related information
by using information obtained by processing an executable file related to the input file or by

performing memory analysis related to an executable file. The in-depth analysis module
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1215 may include Al analysis to accurately identify malicious activity.

[00261] The correlation analysis module 1217 may include correlation analysis
information capable of estimating a correlation with attack activity or an attacker by
correlating the previously stored analysis information or the generated analysis information in
relation to the input file.

[00262] The analysis framework 1210 may mutually combine the information
analyzed from the static analysis module 1211, the dynamic analysis module 1213, the in-
depth analysis module 1215, and the correlation analysis module 1217 with analysis results
for the characteristics and activities of the malware, and provide the combined final
information to the user.

[00263] For example, the analysis framework 1210 may perform integrated analysis of
static analysis information, dynamic analysis information, in-depth analysis information,
correlation analysis information, etc. for a single file to accurately identify the attack
technique and attacker. The analysis framework 1210 removes an overlap between pieces of
analysis information and uses information common to pieces of analysis information to
increase accuracy.

[00264]  The analysis framework 1210 may standardize the information provided, for
example, by normalizing or enriching cyber threat infringement information (l1oC) collected
through various analyses and paths. In addition, it is possible to generate analysis
information on the final standardized malware or malicious activity.

[00265]  The static analysis module 1211, the dynamic analysis module 1213, the in-
depth analysis module 1215, and the correlation analysis module 1217 of the analysis
framework 1210 may perform machine learning or deep learning techniques according to Al
analysis on analysis target data to increase accuracy of the analyzed data.

[00266] The Al engine 1230 may perform an Al analysis algorithm to generate
analysis information of the analysis framework 1210.

[00267]  Such information may be stored in the database 2200, and the server 2100
may provide analysis information on malware or malicious activity stored in the database
2200 as cyber threat intelligence information according to a user or client request.

[00268] The prediction framework 1220 may include a plurality of prediction
information generation modules according to prediction information, such as a first prediction
information generation module 1221 and a second prediction information generation module
1223. The prediction framework 1220 may generate prediction information about whether

malicious activity occurs, an attack technique, an attacker group, etc. by using the data set of
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the various types of information analyzed above in order to increase analysis accuracy.

[00269] The prediction framework 1220 may generate prediction information for
malicious activity related to the input file by performing an Al analysis algorithm using the
Al engine 1230 based on the data set for the analysis information analyzed by the analysis
framework 1210.

[00270] The Al engine 1230 generates additional analysis information by learning the
data set for the analysis information through Al-based machine learning, and the additionally
generated analysis information may be used again as Al input data as new training data.

[00271]  The prediction information generated by the prediction framework 1220 may
include malware creator information, malware tactic information, malware attack group
prediction, malware similarity prediction information, and malware spread degree prediction
information.

[00272] As described above, the prediction framework 1220 generating prediction
information related to various malware or attack activities may store the generated prediction
information in the database 2200. In addition, the generated predicted information may be
provided to the user according to a user request or attack symptom.

[00273]  As described above, the server 2100 may provide the cyber threat information
related to the input file after post-processing the analysis information or prediction
information stored in the database 2200.

[00274]  The processor of the server 2100 determines the type of malware and the risk
level of the malware based on the generated analysis information or prediction information.

[00275]  The processor of the server 2100 may generate profiling information about
the malware. The database 2200 may store a result of performing self-analysis on a file
through file analysis or a result of performing additional and predictive analysis.

[00276] The cyber threat information provided to the user by the server 2100 may
include information on which the preprocessing is performed, generated or identified analysis
information, generated prediction information, aggregate information of these pieces of
information, or information determined based on these pieces of information.

[00277]  As for the provided cyber threat information, analysis information stored in a
database in relation to the input file may be used, or the analyzed or predicted information
may be included.

[00278]  According to an embodiment, when a user inquires about not only malicious
activity for an input file but also cyber threat information for a previously stored file or

malicious activity, information thereon may be provided.
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[00279]  Such integrated analysis information may be stored in a standardized format
in a server or database in response to the corresponding file. Such integrated analysis
information may be stored in a standardized format and used for searching for or inquiring
about cyber threat information.

[00280] FIG. 11 illustrates an example for describing in detail a function of the static
analysis module in the analysis framework according to a disclosed embodiment. An
example of an execution process of the static analysis module is illustrated as follows with
reference to this figure.

[00281] As disclosed, the analysis framework 15000 of the intelligence platform 100
may include a static analysis module 15100.

[00282]  The static analysis module 15100 may analyze the file itself, and it is possible
to obtain information that may be related to malicious activity in relation to the file, such as
information about whether there is a weak item based on coding, a problem with a call
structure of an interface or function, or a binary structure of a file, based on the file or meta
information of the file.

[00283] The static analysis module 15100 includes a file structure analysis module
15101, a file pattern analysis module 15103, a file production information analysis module
15105, a file environment analysis module 15107, and a file-related analysis module 151009.

[00284]  The file structure analysis module 15101 in the static analysis module 15100
may analyze basic structure information of the identified file in an environment in which the
file is not executed.

[00285] For example, even when the file type is different, such as ELF, PE, APK, etc.,
the file structure analysis module 15101 acquires or analyzes the file structure of the file or
information that can be extracted from the structure.

[00286] The file pattern analysis module 15103 may perform pattern analysis of the
file, and may open the file itself to check several strings, etc. that can be extracted, thereby
obtaining a file pattern without taking any action on the identified file.

[00287] The file production information analysis module 15105 may obtain and
analyze information related to production of the input file. The file production information
analysis module 15105 may obtain unique information or meta information of the file, for
example, file creator information, and code signing information in the case of an executable
file.

[00288] The file environment analysis module 15107 may analyze environment

information of the input file. The file environment analysis module 15107 may obtain
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information such as system environmental component information that needs to be assigned
to a target file.

[00289]  The file-related analysis module 15109 may analyze various types of other
meta information related to the input file.

[00290] The static analysis module 15100 may convert the static information of the
file itself obtained and analyzed as disclosed into a data format such as JSON without
executing the input file and store the information in the database 2200.

[00291]  The server 2100 may provide static analysis information on a file stored in the
database 2200 to the user.

[00292] The static analysis module 15100 of the analysis framework 15000 may
compare the hash value of the input file with a hash value previously stored for the malware
in the database 2200 to determine whether the input file is malware. In addition, the analyzed
information on the malware of the input file may be stored in the database 2200.

[00293] When the input file is mobile data, the static analysis module 15100 of the
analysis framework 15000 may extract code information of the suspicious mobile malware
from the input file. The code information of the suspicious malware may include hash
information, code size information, file header information, identifiable string information
included in the code, operating platform information, etc.

[00294]  The static analysis module 15100 of the analysis framework 15000 may
detect whether there is malware in the file based on the analyzed analysis information. In
addition, static analysis information related to the detected malware may be stored in the
database 2200.

[00295] FIG. 12 illustrates an example for describing in detail a function of the
dynamic analysis module in the analysis framework according to a disclosed embodiment.
An example of an execution process of the dynamic analysis module is illustrated as follows
with reference to this figure.

[00296] The analysis framework 15000 of the illustrated intelligence platform 10000
may include a dynamic analysis module 15200. The dynamic analysis module 15200 may
acquire dynamic analysis information according to result data executed in an execution
environment of a file identified based on at least one of preprocessed file information or static
analysis information.

[00297] The dynamic analysis module 15200 may detect a weak or dangerous
anomaly by analyzing various input/output data in the environment in which the file is being

executed or by analyzing a change in interaction with the execution environment when the
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file is executed. The dynamic analysis module 15200 may analyze whether there is an
abnormality by creating a virtual environment, etc. and directly executing a file in the created
virtual environment.

[00298] The dynamic analysis module 15200 of the analysis framework 15000 may
include an environment preparation module 15201, a file execution module 15203, an activity
collection module 15205, an analysis result aggregation module 15207, and an analysis
environment recovery module 15209.

[00299]  The environment preparation module 15201 creates and prepares a dynamic
analysis environment for executing an executable file related to an input file. When the type
of the execution file is identified, the environment preparation module 15201 may identify a
required execution environment according to the type of each file. For example, depending
on the file, it is possible to identify whether the file is running on a Windows operating
system, a Linux operating system, or a mobile device operating system. The environment
preparation module 15201 may prepare the identified environment to execute the executable
file.

[00300] The file execution module 15203 executes the file to determine whether the
executable file includes malware in an analysis environment prepared by the environment
preparation module 15201.

[00301] The activity collection module 15205 may collect events occurring in the
system during execution of a file executed in the execution environment in order to acquire
dynamic analysis information. For example, the activity collection module 15205 may
collect an event for a file itself, a process, a memory, a registry, and a system of a network, or
an event for changing setting of each system.

[00302] The analysis result aggregation module 15207 analyzes the events collected
by the activity collection module 15205 individually or by aggregating the events.

[00303] The analysis environment recovery module 15209 restores the environment
for dynamic analysis after aggregating the collected results.

[00304] The dynamic analysis module 15200 may store the obtained result in the
database 2200 as dynamic analysis information corresponding to the corresponding file or
malware of the file.

[00305] An example in which the dynamic analysis module 15200 collects and
analyzes dynamic analysis information according to the embodiment is briefly described as
follows.

[00306] As an embodiment of the dynamic analysis, when the input file is identified as
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a file operating in the mobile device operating system, the dynamic analysis module 15200
may create an emulator or virtualization environment configured to be the same as a mobile
terminal or mobile terminal environment. In addition, the dynamic analysis module 15200
may directly execute the file in the created emulator or virtualized environment. The
dynamic analysis module 15200 may extract and record all changes that occur in the terminal
after the suspicious mobile malware is executed in the file, that is, activity information. The
activity information may include event information such as process, file, memory, and
network information even when the OS environment of the terminal is different.

[00307]  As another embodiment of the dynamic analysis, even when the hash value of
the input file is not extracted in the preprocessing process and is extracted from the user
terminal, the dynamic analysis module 15200 may receive the hash value of the file extracted
from the terminal through the intelligence platform 10000.

[00308] When the hash value of the file is not previously stored in the database 2200,
the dynamic analysis module 15200 may execute the received file in a virtual or real
operating system, collect activities that occur during execution in real time, and compare
collected dynamic analysis information with information previously stored in the database
2200.

[00309] When a predefined risk level is exceeded as a result of comparison, it may be
determined that the input file includes malware, and the dynamic analysis module 15200 may
store a hash value of the file corresponding to the malware in the database 2200. The stored
malicious hash value can be used for static analysis later.

[00310] The malware may communicate with an external server, issue additional
commands, and receive files.

[00311] However, when the platform and server capable of performing dynamic
analysis are suspended, such dynamic analysis may take a significantly long time, and when
the corresponding activity is blocked in advance, dynamic analysis cannot be performed in
some cases.

[00312] When analyzing network activity, the dynamic analysis module 15200
according to an embodiment may extract and analyze information about a C&C server used
by the malware, a download server for downloading additional malware, or a communication
packet for exchanging information between malware or exchanging information with a
hacker.

[00313] The dynamic analysis module 15200 disclosed herein may perform dynamic

analysis even when operation of the server 2100 is suspended.
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[00314] For example, a network access inducing device (not illustrated) may process a
terminal access request between a client terminal infected with malware and the intelligence
platform 10000 or the server 2100 to perform dynamic analysis.

[00315] The network access inducing device (not illustrated) may receive an access
request from the terminal and transmit the request to a C&C server that causes malware
activity.

[00316]  Further, when the network access inducing device fails to receive a response
packet from the C&C server within a predetermined time, the network access inducing device
transmits a separate virtual response packet and an access request together to the terminal.

[00317]  Thereafter, data related to analysis of the malware received from the terminal
may be extracted.

[00318] For an example of using the virtual response packet, a packet format for
creating a virtual response packet TCP session is sufficient. General TCP used by malware
may generate a data packet transmitted by the client terminal to create only a TCP session. In
addition, important information necessary for dynamic analysis of the malware may be
extracted from the data packet. In this way, even when the management server does not
operate, dynamic analysis may be performed using the operation of the network connection
inducing device.

[00319] FIG. 13 illustrates an example for describing in detail a function of the in-
depth analysis module in the analysis framework according to a disclosed embodiment. An
example of an execution process of the in-depth analysis module is illustrated as follows with
reference to this figure.

[00320] The analysis framework 15000 of the intelligence platform 10000 may
include an in-depth analysis module 15300. The in-depth analysis module 15300 may
disassemble an executable file including a received file to analyze the file at a machine
language level, thereby identifying an attack technique or attacker that causes malicious
activity.

[00321]  The in-depth analysis module 15300 may obtain in-depth analysis information
based on the described static analysis or dynamic analysis, or may analyze an executable file
using a file that causes malicious activity according to an analysis criterion of an analyst.

[00322]  The in-depth analysis module 15300 may include analysis information of the
file itself or information obtained by processing the file several times, and may generate in-
depth analysis information based on previously stored information.

[00323] In addition, the in-depth analysis module 15300 may include a disassembly
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module 15301, a machine language code extraction module 15303, an attack activity (TTP)
identification module 15305, an attacker identification module 15307, and a taint analysis
module 153009.

[00324] In the analysis framework 15000, the in-depth analysis module 15300 may
use the Al engine 1230 to perform an Al-based machine learning algorithm, and obtain in-
depth analysis information as a result.

[00325] The disassembly module 15301 disassembles an executable file when the
input file includes the executable file.

[00326] When the executable file is disassembled, the executable file is converted into
code in a specific format such as an object code format, for example, assembly language
format.

[00327] The machine language code extraction module 15303 may extract
disassembled code including opcode and ASM code having a certain format. The opcode
having the certain format refers to an opcode segment related to the malware, and the
disassembled code including the extracted opcode refers to a segment related to the malware
or malicious activity.

[00328] The machine language code extraction module 15303 may convert the
disassembled code into a data format having a certain format. An example of conversion into
the data format having the certain format is disclosed below.

[00329] The attack activity may be identified by matching the disassembled code of
the executable file with attack activity details commonly recognized by cybersecurity expert
groups.

[00330] The attack activity (TTP) identification module 15305 may identify attack
activity, an attack technique, and an attack process based on the extracted disassembled code
or data of a format converted into a certain format.

[00331] The attack activity (TTP) identification module 15305 may identify attack
activity by matching a fuzzy hash value based on the disassembled code of the executable file
with attack activity details commonly recognized by cybersecurity expert groups.

[00332] The attack activity (TTP) identification module 15305 may identify the attack
activity (TTP) based on the database 2200 or an external reference database that stores a
matching relationship for each attack activity (TTP) with previously extracted disassembled
code. The attack activity (TTP) identification module 15305 may use machine learning of
the Al engine 1230 to perform similarity matching for each attack activity (TTP) with a fuzzy

hash value of a CTPH algorithm, etc. of the extracted disassembled code at high speed,
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thereby classifying attack activity or attack technique.

[00333] The opcode in the disassembled code is part of the machine language
command that specifies an operation to be performed, and the disassembled code including
the opcode that causes an attack technique or attack activity (TTP) in terms of cybersecurity
may have a significantly similar value or format for each attack activity. Therefore, by
analyzing the disassembled code, which is a combination of the opcode and the ASM code, a
specific type of attack activity may be distinguished.

[00334] For example, the attack activity (TTP) identification module 15305 may
convert disassembled code extracted from an executable file into a hash value of a fuzzy
hashing method or a CTPH method.

[00335]  Algorithms such as perceptron, logistic regression, support vector machines,
multilayer perceptron, etc. may be used as machine learning algorithms of the Al engine 1230
performed together with the attack activity (TTP) identification module 15305. In addition,
an ensemble machine learning algorithm or a natural language processing algorithm may be
used as the Al engine 1230. Examples thereof are disclosed in detail below.

[00336] As an example of a database that stores attack activity of a group of security
experts, MITRE ATT&CK is a database for actual security attack technique or activity. The
attack activity (TTP) identification module 15305 may identify a hash value converted from
the disassembled code including the extracted opcode in a certain data set format or identifier
on a MITRE ATT&CK database.

[00337] MITRE ATT&CK expresses vulnerable factors for the attack technique of the
malware or the hacker as a matrix of CVE code.

[00338] The embodiment identifies specific attack activity among various attack
activities by analyzing the disassembled code, and allows an identified type of attack activity
to be matched with attack activity elements recognized by expert groups, so that attack
activity identification may be expressed by professional and commonly recognized elements.

[00339] As described above, since the opcode is a machine language command that
causes specific activity, disassembled code of files causing the same attack activity may be
significantly similar. However, since the attack activity and the disassembled code of the file
that causes the attack activity do not exactly match, there may be some differences in the
code.

[00340] The attack activity (TTP) identification module 15305 allows the Al engine
1230 to perform machine learning on code converted from the extracted disassembled code

into a certain format. Therefore, even when the opcode of the files that cause the same
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malicious activity are not exactly the same, the attack activity (TTP) identification module
15305 may identify attack activity, etc. by matching the fuzzy hash value based on machine
learning and the extracted opcode and an attack element corresponding thereto.

[00341] The attack activity (TTP) identification module 15305 may match the
similarity of disassembled code to an attack technique such as MITRE ATT&CK using an Al
algorithm to finally detect that the file is malware.

[00342] A specific example thereof will be described later.

[00343] The attacker identification module 15307 may include a step of identifying an
attacker causing similar attack activity using the extracted disassembled code and an Al-
based machine learning result. Similarly, a specific example of attacker identification will be
described later.

[00344] The taint analysis module 15309 may determine whether there is attack
activity through memory analysis of the system at a specific point in time even in the case of
fileless malware.

[00345]  The in-depth analysis module 15300 may store in-depth analysis information
corresponding to a corresponding file or malware identified from the file in the database 2200.

[00346] FIG. 14 illustrates an example for describing in detail a function of the
correlation analysis module in the analysis framework according to a disclosed embodiment.
An example of an execution process of the correlation analysis module is illustrated as
follows with reference to this figure.

[00347] The analysis framework 15000 of the intelligence platform 10000 may
include a correlation analysis module 15400. The correlation analysis module 15400
generates correlation analysis information so that various types of analysis information
analyzed by the analysis framework 15000 are expressed as correlations between the
information and an attacker or attack technique based on cyber threat infringement
information (1oC).

[00348] The correlation analysis module 15400 may include a first correlation analysis
module 15401 that analyzes a correlation of IP information between analysis information and
attack activity, a second correlation analysis module 15403 that analyzes a correlation of host
names included in an e-mail or included in a website, a third correlation analysis module
15405 that analyzes a correlation of URLs, a fourth correlation analysis module 15407 that
analyzes a correlation of code signs of a file, a fifth correlation analysis module 15407 that
analyzes a correlation between attack techniques, etc.

[00349] The modules illustrated in this figure are only examples, and even when not
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illustrated in this figure, the correlation analysis module 15400 may include modules that
may analyze various correlations between pieces of information analyzed to determine an
attack technique and an attacker. For example, the correlation analysis module 15400 may
include an integrated analysis module that aggregates or integrates the generated correlation
information.

[00350] The correlation analysis module 15400 may generate correlation analysis
information used to accurately infer an attack technique or an attacker.

[00351] The correlation analysis module 15400 continuously and accumulatively
stores analysis information for a received file or malware, updates related correlation analysis
information again whenever a new file or malware is analyzed later, and stores the
correlation analysis information in the database 2220.

[00352]  The correlation analysis module 15400 may obtain cyber threat infringement
information based on various types of analysis information (static analysis information,
dynamic analysis information, in-depth analysis information, etc.) analyzed above.

[00353] The correlation analysis module 15400 may obtain various types of
correlation information capable of identifying attack activity or an attacker using cyber threat
infringement information (1oC), and store the analyzed correlation analysis information in the
database 2200.

[00354] As disclosed above, the analysis framework 15000 of the intelligence
platform 10000 may synthesize the analyzed information, and store, in the database 2220,
standardized information through de-duplication, standardization, and enrichment processes.

[00355] The intelligence platform 10000 may store static analysis information,
dynamic analysis information, in-depth analysis information, and correlation analysis
information in the database 2200 in a standardized format to update or reproduce cyber threat
information.

[00356] Here, the intelligence platform 10000 may remove an overlap of duplicate or
common analysis information of each piece of analysis information, and may perform an
enrichment operation of an insufficient part of the data.

[00357] The intelligence platform 10000 may store standardized information through
post-processing in a format such as STIX or TAXII, which are standards designed to prevent
cyberattacks.

[00358] The server 2100 may provide standardized cyber threat information such as
analysis information generated by the analysis framework 15000 according to an inquiry of

the user or a service policy. A method of providing cyber threat information will be
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described in detail below.

[00359]  Such cyber threat information may be provided according to a request of the
USer or a service.

[00360] FIG. 15 illustrates an example for describing in detail a function of a
prediction information generation module of a prediction framework according to a disclosed
embodiment. An example of an execution process of the prediction framework is illustrated
as follows with reference to this figure.

[00361] A prediction framework 17000 of the illustrated intelligence platform 10000
may include a prediction information generation module 17100. The prediction information
generation module 17100 may include a plurality of information prediction modules
according to the generated prediction information. In this example, an example in which the
prediction information generation module 17100 includes a first information prediction
module 1711, a second information prediction module 1713, a third information prediction
module 1715, a fourth information prediction module 1717, and a fifth information prediction
module 1719 is illustrated.

[00362] The prediction framework 17000 may use analysis information generated by
the previously exemplified analysis framework (not illustrated). The prediction framework
17000 may process a data set according to various types of analysis information into an Al-
based training data set, and the Al engine 1230 may perform Al analysis based on the
processed training data set.

[00363] Through execution of the prediction framework 17000 and the Al engine
1230, various types of prediction information related to the attack activity may be generated.

[00364] In this example, the first information prediction module 1711 may generate
prediction information of a malware creator through Al learning. The second information
prediction module 1713 may generate prediction information of malware tactic, and the third
information prediction module 1715 may generate prediction information of a malware attack
group. Further, an example in which the fourth information prediction module 1717
generates malware similarity prediction information, and the fifth information prediction
module 1719 generates malware spread degree prediction information is illustrated.

[00365] An example of generation of specific prediction information will be described
later.

[00366] The prediction framework 17000 may store the generated prediction
information in the database 2200.

[00367] For example, the prediction framework 17000 may generate malware risk
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level prediction information that predicts a risk of specific malware, and store the generated
information in the database 2200.

[00368] In addition, the prediction framework 17000 may store prediction information
of a producer, a tactic, an attack group, similarity, and a spread degree of specific malware in
the database 2200.

[00369]  As disclosed, the intelligence platform 1000 may generate malware type and a
risk level of the malware based on analysis information or prediction information. In
addition, the intelligence platform 10000 may generate profiling information for the malware.

[00370]  The intelligence platform 10000 may store, in the database 2200, a result of
performing self-analysis on a file through file analysis or a result of performing additional
and predictive analysis.

[00371]  The cyber threat information provided by the intelligence platform 10000 may
include information obtained by preprocessing the information, generated analysis
information, generated prediction information, aggregated information of these pieces of
information, or information processed after being added based on these pieces of information.

[00372]  Therefore, the provided cyber threat information may include integrated
analysis information related to the input file.

[00373] The integrated analysis information provided by the exemplified intelligence
platform 10000 may be stored in a standardized format in the database 2200 by the server
2100 in response to an input file. Such integrated analysis information may be stored in a
standardized format and used for searching or inquiring about cyber threat information.

[00374] Hereinafter, detailed embodiments according to each processing step or
module are disclosed.

[00375] FIG. 16 illustrates an example of performing static analysis according to a
disclosed embodiment. An example of a static analysis method according to an embodiment
will be described with reference to the drawings.

[00376]  As described, the type of file may be identified in a preprocessing step before
performing static analysis or in an initial step of static analysis. This figure illustrates the
case in which ELF, EXE, and ARK files are identified as types of files for convenience.
However, application of the embodiment is not limited thereto.

[00377]  Static analysis or detection of malware may be performed based on a process
of comparing the characteristics of the file itself with a previously identified pattern database.

[00378] A static information extractor may obtain structure information by parsing a

structure of the input file.
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[00379] A pattern in the structure of the parsed file may be compared with a pattern of
malware previously stored in the database (DB) 2200.

[00380] The structure characteristics and patterns of the parsed file may be meta
information of the parsed file.

[00381]  Although not illustrated in the example disclosed above, a machine learning
engine may be used in the static analysis of the disclosed embodiment. The database 2200
may store a data set including the learned characteristics of the previously stored malware.

[00382] The Al engine may learn meta information obtained from the parsed file
through machine learning, and compare the meta information with a data set previously
stored in the database 2200 to determine whether the file is malware.

[00383]  Structural characteristics of a file analyzed as malware through static analysis
may be saved again as a data set related to the malware.

[00384] FIG. 17 illustrates an example of performing dynamic analysis according to a
disclosed embodiment. An example of a dynamic analysis method according to an
embodiment will be described with reference to the drawings.

[00385]  As described, the type of file may be identified in a preprocessing step before
performing dynamic analysis or in an initial step of the dynamic analysis. Similarly, in this
example, the case where ELF, EXE, and ARK files are identified as types of files is
illustrated for convenience.

[00386] Through preprocessing, a type of file subjected to dynamic analysis may be
identified. The identified file may be executed in a virtual environment according to a sort
and type of each file.

[00387] For example, when the identified file is an ELF file, the file may be executed
in an operating system of a Linux virtual environment (virtual machine, VM) through a queue.

[00388] An event that occurs when the ELF file is executed may be recorded in an
activity log.

[00389] In this way, Windows, Linux, and mobile operating systems are virtually built
for each type of identification file, and then an execution event of a virtual system is recorded.

[00390] In addition, execution events of the malware previously stored in the database
2200 may be compared with recorded execution events. Although not illustrated above, in
the case of dynamic analysis, execution events recorded through machine learning may be
learned, and it may be determined whether the learned data is similar to execution events of
previously stored malware.

[00391] In the case of dynamic analysis, a virtual environment needs to be constructed
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according to the file, which can increase the size of the analysis and detection system.

[00392] FIG. 18 illustrates an example of performing in-depth analysis according to a
disclosed embodiment. An example of an in-depth analysis method according to an
embodiment will be described as follows with reference to the drawings.

[00393] As described, the type of file may be identified in a preprocessing step before
performing in-depth analysis or in an initial step of the in-depth analysis. The disclosed
example illustrates that identified files are executable binary files of ELF, EXE, and ARK.

[00394]  When the executable binary file is disassembled, a structure of functions in an
instruction set of the CPU may be analyzed.

[00395] Unlike dynamic analysis, in-depth analysis operates based on the code
extracted by disassembling the binary file, and thus it is possible to analyze the system scale
relatively simply. In addition, in-depth analysis may perform Al analysis based on data
created through a process of normalizing extracted code without a separate engine.

[00396] In this figure, the disassembled code is expressed as a combination of the
opcode and the ASM code.

[00397] The embodiment may combine two code based on the opcode and the ASM
code, and extract a meaningful code block from the combined code.

[00398] The code block of the disassembled code, including the opcode and the ASM
code, may convert a certain format to identify whether the code is related to malware, a type
of malware, or an attacker developing the code.

[00399]  There are several processes for a data conversion method of the code block to
perform determination thereon. The data conversion process of the disassembled code may
be selectively applied according to the data processing speed and accuracy. However, only a
normalization process and a vectorization process are illustrated in this figure.

[00400] The normalization process and the vectorization process may be performed on
the extracted code block of the combined code of the opcode and the ASM code.

[00401] In other words, after extracting a code block using a combination of the
opcode and the ASM code of the binary code, and vectorizing characteristic information of
this code block, attack activity, etc. is identified through comparison with data learned
through various types of characteristic information.

[00402] Since the code blocks extracted as described above may all be different even
for the same executable file, the embodiment may use machine learning or an Al method
such that the extracted code block is determined and classified as malware.

[00403] Further, in the embodiment, final data on which the normalization and
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vectorization processes are performed is learned through Al. The learned data may be
compared with data of an attack technique (TTP), an attacker, or an attack group previously
stored in the database 2200 to obtain information such as whether or not there is malware.

[00404] The embodiment may classify and distinguish a component, which is a core
part of malware, based on an MITRE ATT&CK model.

[00405] A specific embodiment thereof is disclosed in more detail below.

[00406] FIG. 19 illustrates an example of matching an attack technique with code
extracted from binary code according to a disclosed embodiment. Here, an example of using
a standardized model as an example of matching an attack technique is disclosed.

[00407] Here, MITRE ATT&CK® Framework is exemplified as a standardized model.

[00408] For example, in terms of cybersecurity, "malicious activity" is interpreted
differently depending on the analyst, and is interpreted differently depending on the insight of
each person in many cases.

[00409] Internationally, many efforts are being made among experts to standardize
"malicious activity" that occurs on the system and to ensure that everyone makes the same
interpretation.  MITRE (https://attack.mitre.org), a non-profit R&D organization that
performs national security-related tasks with support from the US federal government,
studied the definition of "malicious activity" and created and announced the ATT&CK®
Framework. This framework was defined so that everyone can define the same "malicious
activity" for cyber threats or malware.

[00410] MITRE ATT&CK® Framework (hereinafter referred to as MITRE
ATT&CK®) is an abbreviation of Adversarial Tactics, Techniques, and Common Knowledge,
which summarizes latest attack technology information of attackers. MITRE ATT&CK® is
standardized data obtained by analyzing tactics and techniques of adversary behaviors of an
attacker after observing actual cyberattack cases to classify and list information on the attack
techniques of various attack groups.

[00411] MITRE ATT&CK® is a systematization (patterning) of threatening tactics
and techniques to improve detection of advanced attacks with a slightly different point of
view from the concept of the traditional Cyber Kill Chain. Originally, ATT&CK started by
documenting TTP, which are methods (Tactics), techniques, and procedures, for hacking
attacks used in corporate environments using Windows operating systems in MITRE. Since
then, ATT&CK has developed into a framework that may identify activity of the attacker by
mapping TTP information based on analysis of a consistent attack activity pattern generated

by the attacker.
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[00412] The malicious activity mentioned in the disclosed embodiment may be
expressed by matching the malware to the attack technique based on a standardized model
such as MITRE ATT&CK®, and the malware may be identified and classified for each
element and matched to an attack identifier regardless of the standardized model.

[00413] The example of this figure conceptually illustrates a scheme of matching the
malicious activity of the malware to the attack technique based on the MITRE ATT&CK
model.

[00414]  An executable file EXE may include various functions (Function A, B, C, D,
E, ..., N, ..., Z) executed when the file is executed. A function group including at least one
of the functions may perform one tactic.

[00415] In the example of this figure, functions A, B, and C correspond to tactic A,
and functions D, B, and F correspond to tactic B. Similarly, functions Z, R and C correspond
to tactic C, and functions K and F correspond to tactic D.

[00416] The embodiment may match a set of functions corresponding to each tactic
and a specific disassembled code segment. The database stores attack identifiers (T-1Ds) of
tactics, techniques, and procedures (TTP) that can correspond to disassembled code
previously learned by Al.

[00417]  Attack identifiers (T-1Ds) of tactics, techniques, and procedures (TTP) follow
a standardized model, and the example in this figure illustrates MITRE ATT&CK® as a
standardized model of cyber threat information.

[00418]  Accordingly, the embodiment may match result data extracted from the
disassembled code in the binary file with the standardized attack identifier. A more specific
scheme of matching an attack identifier is disclosed below.

[00419] FIG. 20 is a diagram illustrating an example of matching an attack technique
with a code set including opcode according to a disclosed embodiment.

[00420] Most Al engines use a data set learned based on various characteristic
information of malware to identify the malware. Then, whether the malware is malicious is
determined. However, in this way, it is difficult to describe a reason why the malware is
malware. However, as illustrated, when the standardized tactic (TTP) identifier is matched, it
is possible to identify a type of threat included in the malware. Accordingly, the embodiment
may accurately deliver cyber threat information to a security administrator and enable the
security administrator to systematically manage cyber threat information over the long term.

[00421] When generating a dataset for Al learning to identify a tactic (TTP) based on

the disassembled code, the embodiment not only distinguishes only the identifier or labeling
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of the tactic (TTP), but also can reflect characteristics of a scheme of implementing the tactic
(TTP) as an important factor.

[00422] Even malware that implements the same tactic (TTP) is impossible to
generate with the same code depending on the developer. That is, even though the tactic
(TTP) is described in the form of human oral language, an implementation method and a code
writing method are not the same depending on the developer.

[00423]  Such a difference in coding depends on the ability of the developer or scheme
or habit of implementing the program logic, and this difference is expressed as a difference
between binary code or opcode and ASM code obtained by disassembling the binary code.

[00424]  Therefore, when an attack identifier is simply assigned or matched according
to the type of the resulting tactic (TTP), it is difficult to accurately identify an attacker or a
group of attackers generating the malware.

[00425]  Conversely, when modeling is performed by reflecting the characteristics of
the disassembled opcode and ASM code as important variables, it is possible to identify a
developer developing specific malware or a specific attack tool, or even an automatically
created tool itself.

[00426] The disclosed embodiment may generate threat intelligence, which is
significantly important in modern cyber warfare, according to the unique characteristics of
the disassembled opcode and ASM code combined code. That is, based on these unique
characteristics, the embodiment may identify a scheme of operating the attack code or
malware, a person developing the attack code or malware, and the development purpose.

[00427]  In the future, based on characteristic information about continuous attacks by
the attacker, it will be possible to supplement a vulnerable system and to enable an active and
preemptive response to cybersecurity threats.

[00428] Based on this concept, the embodiment provides a completely different result
from that in the method and performance of simply identifying an attack technique according
to an attack result based on the opcode.

[00429] The embodiment may generate a data set of disassembled code based on the
characteristics of the combination of the disassembled opcode and ASM code to accurately
identify and classify the coding technique used to implement the tactic (TTP). When
modeling is performed to identify unique characteristics from this generated data set, it is
possible to identify not only the tactic (TTP) but also characteristic information of the
developer, that is, the developer (or automated creation tool).

[00430]  This figure illustrates an example of matching an opcode data set modeled in
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the manner described above to an attack identifier.

[00431] This example illustrates that a first opcode set (opcode set #1) matches an
attack technique identifier T1011, and a second opcode set (opcode set #2) matches an attack
technique identifier T2013. Further, a third opcode set (opcode set #3) may match an attack
technique identifier T1488, and an Nth opcode set (opcode set #N) matches an arbitrary
attack technique identifier TIXXX. While the standardized model, MITRE ATT&CK®,
expresses the identifier of the attack technique in a matrix format for each element, the
embodiment may additionally identify an attacker or an attack tool in addition to the
identifier of the attack technique.

[00432] This figure is illustrated as an opcode data set for convenience. However,
when an attack technique is identified by a data set of disassembled code including opcode
and ASM code, it is possible to identify a more subdivided attack technique comparing to
identifying an attack technique only by an opcode data set.

[00433] According to an embodiment, by analyzing a combination of disassembled
code data sets, it is possible to identify not only the attack technique identifier but also the
attacker or the attack group.

[00434]  Accordingly, the embodiment may provide a more advanced technology in
terms of acquiring intelligence information when compared to the conventional technology,
and solve problems that have not been solved in the conventional security area.

[00435] Fast data processing and algorithms are required to ensure accurate
intelligence information in the complex environment as described above. Hereinafter,
additional embodiments related thereto and performance thereof will be disclosed.

[00436] FIG. 21 is a diagram illustrating a flow of processing cyber threat information
according to a disclosed embodiment.

[00437] A case where the file identified in this figure is an executable binary file of
ELF, EXE, and ARK will be described as an example. The processing of this step is related
to the in-depth analysis described above.

[00438] First, a detailed example of a process of extracting the disassembled code
including the opcode code as a first step will be described as follows.

[00439] When source code is complied, an executable file is created.

[00440] The raw source code is generated as new data in a form suitable for
processing by a machine by a compiler in each executable OS environment. The newly
constructed binary data is in a form that is not suitable for human reading, and thus it is

impossible for a human to understand the internal logic by interpreting the file created in the
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form of an executable file.

[00441] However, a reverse process is performed for vulnerability analysis of the
security system and for various purposes to perform interpretation or analysis of machine
language, which is referred to as a disassembly process as described above. The disassembly
process may be performed according to a CPU of a specific operating system and the number
of processing bits (32-bit, 64-bit, etc.).

[00442] Disassembled assembly code may be obtained by disassembling each of the
illustrated ELF, EXE, and ARK executable files.

[00443] The disassembled code may include code in which opcode and ASM code are
combined.

[00444]  The embodiment may extract the opcode and ASM code from an executable
file by analyzing the executable file based on a disassembly tool.

[00445]  The disclosed embodiment does not use the extracted opcode and ASM code
without change, and reconstructs the opcode array by reconstruction for each function. When
the opcode array is rearranged, the data may be reconstructed so that the data may be
sufficiently interpreted by including the original binary data. Through this rearrangement, the
new combination of the opcode and the ASM code provides basic data that can identify the
attacker as well as the attack technique.

[00446] A process (ASM) of processing assembly data as a second step will be
described in detail as follows.

[00447]  Assembly data processing is a process of analyzing similarity and extracting
information based on data reconstructed in a human or computer-readable form after
separating only the opcode and the necessary ASM code.

[00448] In this step, the disassembled assembly data may be converted into a certain
data format.

[00449] Such conversion of the data format may be selectively applied without
needing to apply all of the conversion methods described below to increase data processing
speed and accurately analyze data.

[00450] Various functions may be extracted from the assembly data of the rearranged
opcode and ASM code combination.

[00451] When one executable file is dissembled, it is possible to include, on average,
about 7,000 to 12,000 functions, depending on the size of the program. Some of these
functions are implemented by a programmer as needed, and some of the functions are

provided by default in the operating system.
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[00452] When the actual ASM code is analyzed, about 87% to 91% of the functions
are basically provided by the operating system (OS supported), and the ASM code actually
implemented by the programmer for the program logic is about 10%. The functions provided
by the operating system are functions included in various DLL and SO files basically
installed when the operating system is installed along with function names (default functions).
These operating system-provided functions may be previously analyzed and stored to be
filtered from analysis target data. By separating only code to be analyzed in this way,
processing speed and performance may be increased.

[00453] In the embodiment, in order to accurately perform functional analysis of a
program, the opcode may be processed by being separated into function units. The
embodiment may perform the minimum unit of all semantic analysis based on a function
included in assembly code.

[00454] In order to increase analysis performance and processing speed, the
embodiment may filter out operator-level functions having inaccurate meaning, and remove
functions having the information amount smaller than a threshold value from analysis.
Whether or not to filter the functions and a degree of filtering may be set differently
depending on the embodiment.

[00455] The embodiment may remove annotation data provided by the disassembler
during output from the opcode organized according to the function. In addition, the
embodiment may rearrange the disassembled code.

[00456]  For example, the disassembled code output by the disassembler may have the
order of [ASM code, opcode, and parameter].

[00457] The embodiment may remove parameter data from the assembly data and
rearrange or reconstruct the disassembled code of the above order in the order of [opcode and
ASM code]. The reassembled disassembled code is easy to process by being normalized or
vectorized. In addition, the processing speed may be significantly increased.

[00458] In particular, in disassembled code having a combination of [opcode and
ASM code], an ASM code segment has different data lengths, making comparison difficult.
Therefore, in order to check uniqueness of the corresponding assembly data, the data may be
normalized into a data format of a specific size. For example, in order to check uniqueness of
the disassembled code of the [opcode and ASM code] combination, the embodiment may
convert a data part into a data set of a specific length that is easy to normalize, for example,
cyclic redundancy check (CRC) data.

[00459] As an example, in the disassembled code of the [opcode and ASM code]
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combination, it is possible to convert an opcode segment into CRC data of a first length and
an ASM code segment into CRC data of a second length, respectively.

[00460] Normalized data converted from the opcode and the ASM code may maintain
uniqueness of each code before the corresponding conversion, respectively. Vectorization
may be performed on the normalized data in order to increase similarity determination speed
of the normalized data converted with uniqueness.

[00461] As described above, normalization or vectorization processes as a data
conversion process may increase data processing speed and selectively apply accurate data
analysis.

[00462] Detailed examples of the normalization process and the vectorization process
are again described in detail below.

[00463] As a third step, a process of analyzing data for analyzing the disassembled
code will be described in detail as follows.

[00464] In this process, conversion of various data formats may be used to increase
data processing speed and to accurately analyze data. Some of the conversion methods
described below may be selectively applied without the need to apply all the methods.

[00465]  This step is a step of analyzing the malware and similarity based on a data set
for each function in converted disassembled code based on the converted data.

[00466] The embodiment may convert vectorized opcode and ASM code data sets
back into byte data in order to perform code-to-code similarity operation.

[00467] Based on the byte data converted again, a block-unit hash value may be
extracted, and a hash value of the entire data may be generated based on the block-unit
unique value.

[00468] The hash value may be compared by extracting a hash value of a unit
designated to extract a unique value of each block unit in order to efficiently perform block-
unit comparison, which is a part of byte data.

[00469] A fuzzy hashing technique may be used to extract the hash value of the
designated unit and compare similarity of two or more pieces of data. For example, the
embodiment may determine similarity by comparing a hash value extracted in block units
with a hash value in some units in a pre-stored malware using the CTPH method in fuzzy
hashing.

[00470]  In summary, the embodiment generates a unique value of disassembled code
of the opcode and the ASM code in order to confirm uniqueness of each specific function

based on the fact that the combination code of the opcode and the ASM code implements
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specific functions in units of functions. In addition, it is possible to perform a similarity
operation by extracting a unique value in block units in the opcode and the ASM code of the
disassembled code based on this unique value.

[00471] A detailed example of extracting a block-unit hash value will be disclosed
with reference to the drawings below.

[00472]  As described above, the embodiment may use a block-unit hash value when
performing a similarity operation.

[00473] The extracted block-unit hash value includes String Data (Byte Data), and
String Data (Byte Data) is numerical values enabling comparison of similarity between codes.
When comparing bytes of billions of disassembled code data sets, a significantly long time
may be consumed to obtain a single similarity result.

[00474]  Therefore, according to the embodiment, String Data (Byte Data) may be
converted into a numerical value. Based on the numerical value, similarity analysis can be
rapidly performed using Al technology.

[00475]  The embodiment may vectorize String Data (Byte Data) of the hash value of
the extracted block unit based on N-gram data. The embodiment of this figure illustrates the
case in which a block-unit hash value is vectorized into 2-gram data in order to increase the
operation speed. However, in the embodiment, it may be unnecessary to convert the block-
unit hash value into 2-gram data, and the block-unit hash value may be vectorized and
converted into 3-gram, 4-gram, ... , N-gram data. In N-gram data, as N increases, the
characteristics of the data may be accurately reflected. However, the data processing time
increases.

[00476]  As described above, in order to increase the data processing speed and to
accurately analyze data, byte conversion, hash conversion, and N-gram conversion below
may be selectively applied.

[00477]  The illustrated 2-gram conversion data has a maximum of 65,536 dimensions.
As the dimension of the training data increases, a distribution of the data becomes sparse,
which may adversely affect classification performance. In addition, as the dimension of the
training data increases, temporal complexity and spatial complexity for learning the data
increase.

[00478] The embodiment may address this problem by various natural language
processing algorithms based on various text expressions. In this embodiment, Term
Frequency-Inverse Document Frequency (TF-IDF) technique will be described as an example

of such an algorithm.
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[00479]  As an example for processing the similarity of the training data in this step,
when determining an attack identifier or class (T-ID) from high-dimensional data, the TF-
IDF technique may be used to select a meaningful feature (pattern). In general, the TF-IDF
technique is used to find documents having high similarity in a search engine, and equations
for calculating this value are as follows.

[00480] [Equation 1]

f+ d

tft.d)=——
2ifa
[00481] t =d
[00482] Here, tf (t.d) denotes a frequency of a specific word t in a specific

document d , and has a higher value as the word repeatedly appears.
[00483] [Equation 2]
N
{deD: ted}l

idf (t. D) = log

[00484]

idf (t.D) d

[00485] denotes a reciprocal value of a proportion of the document

t

including the specific word “ , and has a lower value as the word appears more frequently in

several documents.
[00486] [Equation 3]

tf—idf(t.d.D)=tf(t.d) <idf(t.D)
tf —idf(t.d. D)

[00487]

[00488] tf(t.d) |

idf(t.D)

is a value obtained by multiplying y

, and may quantify which word is more suitable for which document.

[00489] The TF-IDF method is a method of using a word frequency according to
Equation 1 and an inverse document frequency (inverse number specific to the frequency of
the document) according to Equation 2 to reflect a weight according to an importance of a
word in a document word matrix as in Equation 3.

[00490] In an embodiment, a document including a corresponding word may be
inferred as an attack identifier (T-1D) based on a characteristic or pattern of a word in block-
unit code. Therefore, when the TF-IDF is calculated with respect to a pattern extracted from

the block-unit code, a pattern that appears frequently within a specific attack identifier (T-1D)
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may be extracted, or code having a pattern unrelated to the specific attack identifier (T-ID)
may be removed.

[00491] For example, assuming that a specific pattern A is a pattern expressed in all
attack identifiers (T-IDs), a TF-IDF value for the specific pattern A may be measured low. In
addition, it may be determined that such a pattern is an unnecessary pattern to distinguish an
actual attack identifier (T-1D). An algorithm for determining similarity of natural language,
such as TF-IDF, may be performed through learning of a machine learning algorithm.

[00492] The embodiment may reduce unnecessary calculations and shorten inference
time by removing such an unnecessary pattern.

[00493] In detail, the embodiment may perform a similarity algorithm based on text
representation of various types of natural language processing on the converted block-unit
code data. Through the similarity algorithm, by removing the code of the pattern unrelated to
the attack identifier, execution of the algorithm performed below and execution of the
classification process according to machine learning may be greatly shortened.

[00494]  The embodiment may perform classification modeling to classify a pattern of
an attack identifier based on a feature or pattern on block-unit code. The embodiment may
learn whether a vectorized block-unit code feature or pattern is a pattern of a known attack
identifier, and classify the code feature or pattern by an accurate attack technique or
implementation method. The embodiment uses various ensemble machine learning models to
categorize an accurate attack implementation method, that is, an attack identifier and an
attacker, for code determined to have a code pattern similar to that of malware.

[00495] The ensemble machine learning models are techniques that generate several
classification nodes from prepared data, and combine node predictions for each classification
node, thereby performing accurate prediction. As described above, the ensemble machine
learning models that classify the attack implementation method of the word feature or pattern
in the block-unit code, that is, the attack identifier or the attacker, are performed.

[00496] When applying the ensemble machine learning models, a threshold value for
classification of prepared data may be set to prevent excessive detection and erroneous
detection. Only data above the set detection threshold value may be classified, and data that
does not reach the set detection threshold value may not be classified.

[00497]  As described, conversion of several data formats may be used to increase the
data processing speed and to accurately analyze the data. A specific embodiment in which
the above-described data conversion method is applied to ensemble machine learning models

will be described in detail below.
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[00498] As a fourth step, a profiling process for identifying and labeling an attack
technique (TTP) will be described as follows.

[00499] An example of vectorizing through extraction of a feature of disassembled
code including opcode and ASM code of input binary data based on an previously analyzed
attack code or malware has been described above.

[00500] The vectorized data is classified as a specific attack technique after being
learned through machine learning modeling, and the classified data is labeled in a profiling
process for classified code.

[00501] Labeling may be largely performed in two parts. One is to attach a unique
index to an attack identifier defined in a standardized model, and the other is to write
information about a user creating attack code.

[00502] Labeling is assigned according to an attack identifier (T-1D) reflected in a
standardized model, for example, MITRE ATT&CK, so that accurate information may be
delivered to the user without additional work.

[00503] In addition, labeling is assigned to distinguish not only an attack identifier but
also an attacker implementing the attack identifier. Therefore, labeling may be provided so
that it is possible to identify not only an attack identifier, but also an attacker and an
implementation method accordingly.

[00504] In an embodiment, advanced profiling is possible based on data learned from
a data set of disassembled code (opcode, ASM code, or a combination thereof) previously
classified. In an embodiment, data of the static analysis, dynamic analysis, or correlation
analysis disclosed above may be utilized as reference data for performing labeling. Therefore,
even when a data set has not been previously analyzed, profiling data may be obtained
significantly rapidly and efficiently by considering results of static, dynamic, and correlation
analysis together.

[00505] The process of learning code having a pattern similar to that of the malware
and classifying the learned data in the third step and the profiling process of the classified
data in the fourth step may be performed together by an algorithm in machine learning.

[00506] A detailed example thereof is disclosed below. In addition, an actual example
of the profiled data set is illustrated with reference to the drawings below.

[00507] FIG. 22 is a diagram illustrating values obtained by converting opcode and
ASM code of disassembled code into normalized code according to a disclosed embodiment.

[00508] As described above, when the executable file is disassembled, data, in which

opcode and ASM code are combined, is output.
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[00509] The embodiment may remove annotation data output for each function from
the disassembled data and change the arrangement order of the opcode, ASM code, and
corresponding parameter to facilitate processing.

[00510] The reconstructed opcode and ASM code are changed to normalized code
data, and the example of this figure illustrates CRC data as normalized code data.

[00511] For example, the opcode may be converted into CRC-16 and the ASM code
may be converted into CRC-32.

[00512] In a first row of an illustrated table, a push function of the opcode is changed
to CRC-16 data of Ox45E9, and 55 of the ASM code is changed to CRC-32 data of
O0xC9034AF6.

[00513] In asecond row, a mov function of the opcode is changed to CRC-16 data of
0x10E3, and 8B EC of the ASM code is changed to CRC-32 data of 0x3012FD2C. In a third
row, a lea function of the opcode is changed to CRC-16 data of OXAACE, and 8D 45 0C of
the ASM code is changed to CRC-32 data of 0x9214A6AA.

[00514] In a fourth row, a push function of the opcode is changed to CRC-16 data of
0x45E9, and 50 of the ASM code is changed to CRC-32 data of 0XB969BE79.

[00515]  Unlike this example, it is possible to use normalized code data different from
CRC data or code data having a different length.

[00516] When the disassembled code is changed to a normalized code in this way, it is
possible to easily and rapidly perform subsequent calculation, similarity calculation, and
vectorization while ensuring uniqueness of each code.

[00517] FIG. 23 is a diagram illustrating vectorized values of opcode and ASM code
of disassembled code as an example of data conversion of a disclosed embodiment.

[00518] This figure illustrates results of vectorizing code of a normalized opcode
(CRC-16 according to the example) and a normalized ASM code (CRC-32 according to the
example), respectively.

[00519] A vectorized value of the code of the normalized opcode (opcode Vector) and
a vectorized value of the code of the normalized ASM code (ASM code Vector) are
illustrated in a table format in this figure.

[00520] The opcode vector value and the ASM code vector value of each row of this
figure correspond to the normalized value of the opcode and the normalized value of the
ASM code of each row of FIG. 22, respectively.

[00521] For example, vectorized values of CRC data 0x45E9 and OxB969BE79 in the
fourth row of the table of FIG. 22 are 17897 and 185 105 121 44 in a fourth row of the table
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of this figure, respectively.

[00522] When vectorization is performed on the normalized data in this way, the
disassembled opcode function and ASM code are changed to vectorized values while each
including unique features.

[00523] FIG. 24 is a diagram illustrating an example of converting a block unit of
code into a hash value as an example of data conversion of a disclosed embodiment.

[00524]  In order to perform similarity analysis, the vectorized data set of each of the
opcode and the ASM code is reconverted into a byte data format. The reconverted byte data
may be converted into a block-unit hash value. Further, based on the hash values in the block
unit, a hash value of the entire reconverted byte data is generated again.

[00525] In an embodiment, to calculate the reconverted hash value, hash values such
as MD5 (Message-Digest algorithm 5), SHA1 (Secure Hash Algorithm 1), and SHA 256 may
be used, and a fuzzy hash function for determining similarity between pieces of data may be
used.

[00526]  The first row of the table in this figure represents human-readable characters
that may be included in the data. In the reconverted byte data, a value included in a block
unit may include such readable characters.

[00527]  The characters may each correspond to 97, 98, 99, 100, ..., 48, 49, which are
ASCII values (ascii val) in a second row.

[00528] Data including character values in a first row may be segmented and
separated into blocks in which ASCII values can be summed.

[00529] A third row of the table shows the sum of ASCII values corresponding to
respective character values within a block unit having 4 characters.

[00530] The first block may have a value of 394, which is the sum (ascii sum) of
ASCII values (ascii val) 97, 98, 99, and 100 corresponding to the characters in the block.

[00531] In addition, the last row shows the case where the sum of ASCII values in
block units is converted into base-64 expression. The letter K is the sum of the first block.

[00532] In this way, a signature referred to as Kag6KaU may be obtained for the
corresponding data.

[00533] Based on such a signature, it is possible to calculate similarity of two pieces
of block-unit data.

[00534] In this embodiment, a hash value may be calculated using a fuzzy hash
function for determining similarity for block units included in code in reconverted byte data,

and similarity may be determined based on the calculated hash value. Even though context
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triggered piecewise hashing (CTPH) is illustrated as a fuzzy hash function for determining
similarity, it is possible to use other fuzzy hash functions that can calculate similarity of data.

[00535] FIG. 25 is a diagram illustrating an example of an ensemble machine learning
model according to a disclosed embodiment.

[00536] An embodiment may accurately classify an attack identifier (T-ID) of a file
determined to be malware by using an ensemble machine learning model.

[00537]  The hash value of the block unit including String Data (Byte Data) may be
digitized based on N-gram characteristic information, and then similarity may be calculated
using a technique such as TF-IDF to determine whether the value is an attack identifier (T-1D)
or a class to be classified.

[00538] In order to increase performance of identifying an attack technique by
reducing unnecessary operations, the embodiment may remove unnecessary patterns based on
similarity among the hash values.

[00539] In addition, attack identifiers may be classified by modeling data, from which
unnecessary patterns are removed, through ensemble machine learning.

[00540] There are methods such as voting, bagging, and boosting as a method of
combining learning results of several classification nodes of an ensemble machine learning
model. An ensemble machine learning model that properly combines these methods may
contribute to increasing classification accuracy of training data.

[00541] Here, a method of more accurately classifying an attack identifier will be
described by taking the case of applying the random forest method of the bagging method as
an example.

[00542] The random forest method is a method of generating a large number of
decision trees to reduce classification errors due to a single decision tree and obtaining a
generalized classification result. An embodiment may apply a random forest learning
algorithm using at least one decision tree for prepared data. Here, the prepared data refers to
data from which unnecessary patterns are removed from the fuzzy hash value in block units.

[00543] A decision tree model having at least one node is performed to determine
similarity of a block-unit hash value. It is possible to optimize a comparison condition for a
feature value (here, the number of expressions of classification patterns based on block-unit
hash values) capable of distinguishing one or more classes (attack identifier; T-ID) according
to a degree of information gain of a decision tree.

[00544] To this end, a decision tree illustrated in the figure may be generated.

[00545] In this figure, upper quadrilaterals 2510, 2520, 2530, and 2540 are terminal
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nodes indicating conditions for classifying classes, and the lower quadrants 2610, 2620, and
2630 indicate classes classified as terminal nodes.

[00546] For example, when a random forest model is applied as an ensemble machine
learning model, the model is a classification model that uses an ensemble technique using one
or more decision trees. Various decision trees are constructed by varying characteristics of
input data of a decision tree included in the random forest model. Classification is performed
on several generated decision tree models, and a final classification class is determined using
a majority vote technique. A test of each node may be performed in parallel, resulting in high
computational efficiency.

[00547] When classifying a class, threshold values are set to prevent excessive
detection and erroneous detection, a value less than a lower threshold value is discarded, and
classification may be performed for data of a detection threshold value or more.

[00548] FIG. 26 is a diagram illustrating a flow of learning and classifying data by
machine learning according to a disclosed embodiment.

[00549]  Profiling of input data may include a classification step (S2610) and a
learning step (S2620).

[00550] In an embodiment, the learning step (S2620) may include (a) a hash value
extraction process, (b) an N-gram pattern extraction process, (c) a natural language
processing analysis (TF-IDF analysis) process, (d) a pattern selection process, (e) a model
learning process, etc.

[00551]  Further, in an embodiment, the classification step (S2610) may include (a) a
hash value extraction process, (b) an N-gram pattern extraction process, (f) a pattern selection
process, (g) a classification process by vectorization, etc.

[00552] The classification step (S2610) in a profiling step according to the
embodiment will be first described as follows.

[00553] Input data is received from an executable file set or processed files.

[00554]  Input data is received from executable file sets stored in the database, or input
data including an executable file delivered from the processing process illustrated above is
received. The input data may be data obtained by converting disassembled code including
opcode and ASM code, and may be vectorized data.

[00555] A fuzzy hash value is extracted from the disassembled code, which is the
input data, (a), and N-gram pattern data for a specific function is extracted (b). In this case,
2-gram pattern data including patterns determined to be similar to malware among the

existing semantic pattern sets may be selected (f).
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[00556] The N-gram data of the selected pattern may be converted into vectorized data,
and the vectorized data may be classified as a function, a semantic pattern of which is
determined, (Q).

[00557]  The learning step (S2620) in the profiling step according to the embodiment is
performed as follows.

[00558] When input data is a new file, a fuzzy hash value is extracted from
disassembled code that is the input data (a).

[00559]  The extracted fuzzy hash value is vectorized into N-gram data (2-gram in this
example) (b).

[00560] Natural language processing analysis such as TF-IDF is performed on an
extracted specific pattern (c).

[00561] A data set having high similarity is selected among data sets having patterns
related to an existing attack identifier (T-1D), and the remaining data sets are filtered (d). In
this instance, it is possible to select sample data sets including some or all features of the data
sets having patterns related to the attack identifier (T-1D) by comparing with data sets stored
in an existing semantic pattern set.

[00562] It is possible to learn vectorized N-gram data based on the extracted sample
data set (e).

[00563] A probability is obtained for each attack identifier (T-ID) by inputting the
vectorized N-gram data into the classification model. For example, it is possible to obtain A%
as a probability that vectorized data of an N-gram structure is a specific attack identifier (T-
ID) T1027, and obtain (100-A)% as a probability that vectorized data of an N-gram structure
is an attack identifier T1055.

[00564]  An ensemble machine learning model such as a random forest including at
least one decision tree may be used as the classification model.

[00565] Here, it is possible to determine an attack technique or attacker of the
vectorized N-gram data based on the classification model.

[00566] Labeling is performed by classifying input data according to a classification
result of the classification model (e) or a selection (f) result of the existing stored pattern (g).

[00567] A result of final labeling is illustrated with reference to the following
drawings.

[00568] FIG. 27 is a diagram illustrating an example in which an attack identifier and
an attacker are labeled by learning and classifying input data according to a disclosed

embodiment.
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[00569]  This figure is a diagram illustrating each of an attack identifier, an attacker or
an attack group, a fuzzy hash value corresponding to assembly code, and an N-gram
corresponding thereto (indicated as 2-gram data here) in tabular form as a result of the
profiler.

[00570]  According to an embodiment, when profiling is completed, it is possible to
obtain classified data in relation to implementation of the following tactic.

[00571]  According to profiling according to the embodiment, it is possible to perform
labeling with an attack identifier (T-ID) and an attacker or an attacker group (Attacker or
Group).

[00572] Here, the attack identifier (T-ID) may follow the standardized model as
described. In this example, a result of assigning the attack identifier (T-ID) provided by
MITRE ATT&CK® is exemplified.

[00573] Labeling may be added to the identified attacker or attacker group (Attacker
or Group) as described above. This figure illustrates an example in which the attacker TA504
is identified by labeling of the attacker or attacker group (Attacker or Group).

[00574] SHA-256 (size) indicates a fuzzy hash value and data size of malware
corresponding to each attack identifier (T-ID) or attacker group (Attacker or Group). As
described above, such malware may correspond to the rearrangement and combination of
opcode and ASM code.

[00575]  In addition, a value of a section marked with N-gram is N-gram pattern data
corresponding to the attack identifier (T-ID) or the attacker group and a fuzzy hash value of
malware, and is displayed as a part of 2-gram data in this example.

[00576]  As illustrated in this figure, fuzzy hash values of malware (opcode and ASM
code) and attack identifiers (T-1Ds) or attacker groups corresponding to N-gram pattern data
may be labeled and stored.

[00577] The illustrated labeled data may be used as reference data for ensemble
machine learning, and may be used as reference data for a classification model.

[00578]  Performance results of the disclosed embodiments are illustrated below.

[00579] FIG. 28 is a diagram illustrating a result of identifying an attack identifier
according to an embodiment.

[00580] This figure illustrates a Euclidean distance matrix, which may represent
similarity between two data sets.

[00581] In this figure, a bright part indicates that the similarity between the two data

sets is low, and the dark part indicates that the similarity between the two data sets is high.
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[00582] In this figure, T10XX denotes an attack identifier (T-1D), and characters T, K,
and L in parentheses denote an attacker group creating an attack technique according to the
corresponding attack identifier (T-1D).

[00583] That is, the row and column indicate attack identifiers (T-1Ds) generated by
respective attacker groups (T, K, and L), and row and column have the same meaning. For
example, T1055(K) indicates an attack T1055 created by the attacker group L, and T1055(K)
indicates the same tactic T1055 created by the attacker group K.

[00584]  Since samples of each data set include the samples, when distances from other
samples are calculated respectively, a distribution, in which uniformity is high in a diagonal
direction from the top left to the bottom right, is obtained.

[00585] Referring to this figure, it can be seen that the same attack identifier (T-1D)
exhibits similar characteristics even when the attacker groups are different. For example,
even when the attack group is T or K, the attack identifier of T1027 may have high similarity
when the attack technique is similar.

[00586]  Therefore, when learning is carried out based on the extracted data set as in
the above embodiment, it can be found that the characteristics of the same attack technique
(T-1D) implemented by the same attacker are clearly identified (darkest part), and similarity
of the same attack technique (T-1D) implemented by other attackers is high (middle dark part).

[00587]  Therefore, when the attack technique is classified by extracting and applying
the sample data based on the combination of the opcode and the ASM code in this way, even
if the attacker is different, a specific attack technique or identifier (T-ID) may be reliably
classified. Conversely, by the combination of the opcode and the ASM code, it is possible to
clearly identify specific code implemented inside malware, as well as identify an attack
implementation method including an attacker and an attack identifier.

[00588] FIG. 29 is a diagram illustrating a gram data pattern according to an attack
identifier according to an embodiment.

[00589] This figure is a diagram illustrating a pattern of gram data when attack
identifiers (T-IDs) are different. For example, when each of malware including attack
identifiers T1027 and T1055 is converted into 2-gram pattern data and classified according to
the embodiment, different gram patterns are obtained for the attack identifiers (T-IDs).

[00590] That is, according to an embodiment of identifying attack techniques in
malware based on the combination of the opcode and the ASM code, a pattern of gram data
may be divided for each attack identifier (T-ID).

[00591]  This result means that, according to the present embodiment, even when the
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attacker is the same, various attack identifiers (T-1Ds) hidden in the malware may be clearly
identified.

[00592] FIG. 30 is a diagram illustrating performance of an embodiment of processing
the disclosed cyber threat information.

[00593]  This figure illustrates performance for an operation speed of classifying an
attack identifier or an attacker in implementation of the disclosed embodiment.

[00594]  The horizontal axis indicates the amount of data stored in the database, and
the vertical axis indicates a time consumed to classify an attack identifier.

[00595] When common samples are compared N : 1 (N vs. 1), respectively, while
increasing the number of pieces of data of fuzzy hash data stored in the database, a
processing time may exponentially increase depending on the number of pieces of data. For
example, when only similarity of hash values or fuzzy hash values is compared (expressed as
ssdeep), a time required increases significantly depending on the amount of data to be
compared.

[00596] However, when the decision tree model of the ensemble machine learning
model of the embodiment is used, an inference time for classifying an attack identifier, etc.
does not increase even when the number of pieces of data increases.

[00597] In other words, the decision tree model that generates the optimized
comparison tree has the advantage that the calculation speed is not significantly affected even
when the number of pieces of data increases since the nodes can be processed in parallel.

[00598] FIG. 31 is a diagram illustrating an example of providing detection names
using detection engines that detect cyber threat information.

[00599] Various engines in the field of malware detection have been developed to
detect cyber threat information. Even when the ability to detect malware increases with the
increase in Al analysis, effectiveness of such detection ability is significantly low if the
detected malware is not properly described and information thereof is not provided.

[00600]  This figure illustrates famous overseas detection engines 3210 (left) provided
by the site Virus Total and detection names (right) of the same malware provided by the
respective detection engines.

[00601]  Since identification and delivery of the same malware are not performed
accurately, it is difficult to identify a reason for detecting the corresponding malware.
Therefore, it has been difficult for the security officer to find an object on which a
countermeasure needs to be taken based on the information, and it has been difficult to

address the risk of security threats.
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[00602] However, the disclosed embodiment may improve versatility and efficiency
by providing cyber threat information with a matrix element of an attack identifier provided
by a standardized model, such as MITER ATT&CK, and a combination thereof, and
providing information on malware as a standardized identifier (T-ID).

[00603] Hereinafter, an example, in which an attacker may be tracked and a new
attack may be predicted based on the disclosed embodiment, will be described in detail.

[00604] FIG. 32 is a diagram illustrating an example of new malware and a tactic
according to an embodiment.

[00605] To generate code, code developers are highly prone to use unique habits such
as variable name declaration, function call structure, and parameter call method. Since
development of programs is based on a flow of logic and experience, it is significantly
difficult to completely change these habits.

[00606]  On this basis, the embodiment may track the attacker by using these results in
the code as the fingerprint of the developer.

[00607]  When the training data is configured based on the attack identifier (T-ID) of
the malware, the developer may be specified using the above characteristic information. The
disassembled code of the malware reflects the unique characteristics or habits of the
developer.

[00608] In order to implement a specific attack technique, a specific hacker may use
unique techniques of the hacker, which is not recognized by the hacker, and as complexity of
the code increases, a possibility of designating a specific developer increases.

[00609] In addition, by combining the code blocks of opcode and ASM code for each
attack identifier (T-1D), the combination may be used to detect new or variant malware not
previously known.

[00610]  This figure discloses an example of creating a new TTP combination that does
not exist through combination of the disassembled opcode and ASM code according to an
embodiment below.

[00611] In this example, T1044, T1039, T1211,... , T-N respectively illustrate attack
identifiers (T-1Ds).

[00612] A set of opcode 1 to opcode N corresponding to the respective attack
identifiers refer to code sets included in malware of each attack identifier.

[00613] As illustrated here, it is presumed that malware is malware including a
combination of opcode 1 of the previously known attack identifier T1044, opcode 2 of the

previously known attack identifier T1039, opcode 3 of the previously known attack identifier
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T1211, and opcode 1 of the previously known attack identifier T-N. The malware including
a set of combinations of these opcode may be known code or unknown code.

[00614] In a similar manner, it is possible to find a new attack technique including
opcode 3 of T1044, opcode N of T1039, opcode 4 of T1211, opcode 2 of T-N, etc.

[00615]  Alternatively, it is possible to find new and unknown attack techniques
including opcode 4 of T1044, opcode 4 of T1039, opcode 2 of T1211, and opcode 3 of T-N.

[00616] In the above description, for convenience, an example of finding an attack
technique using only a combination of opcode has been disclosed. However, when the
disassembled code is generated by combining the opcode and ASM code, not only may the
attack technique be found, but also the attacker or attack group may be identified.

[00617]  Similarly, a new code set may be generated through recombination of
disassembled code including the opcode and ASM code. In addition to the opcode
corresponding to the function of the executable file, the ASM code indicating a target or
storage location of the executable file may be reconstructed or recombined disassembled code
may be generated.

[00618] By learning this reconstructed disassembled code through machine learning
and comparing the code with previously analyzed malware, it is possible to predict future
attacks beyond identifying a new segmented attack technique and an attacker creating the
attack technique.

[00619]  This new TTP combination and attack path combination may create a new
tactic of cyber threats or malware not existing before, and the embodiment may verify
whether code that can be attacked is generated by combining the existing disassembled code
sets in this way. Whether the code can be attacked may be verified through a test such as
dynamic analysis.

[00620]  Accordingly, the embodiment may provide information capable of responding
to future security threats through the combination of disassembled code sets, thereby enabling
a preemptive response thereto.

[00621] For example, based on the combined code, it is possible to generate code that
reflects a value such as a frequency of use for each attack technique (TTP) or a probability of
success when used.

[00622]  Alternatively, by Al learning, it is possible to generate in advance attack code
or malware of a new code block combination having a high probability of success. In
addition, by reflecting this information, it is possible to create a pattern to which existing

security products may respond, or provide information that may strengthen security of a
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vulnerable part of an internal system.

[00623] FIG. 33 is a diagram illustrating another embodiment of a cyber threat
information processing method.

[00624] Disassembled code is obtained by disassembling an input executable file, and
reconstructed disassembled code is obtained by reconstructing the disassembled code (S3110).

[00625] An example of obtaining and reconstructing the disassembled code has been
described with reference to FIGs. 18, 21, etc.

[00626]  The reconstructed disassembled code is converted into a data set in a certain
format (S3120).

[00627] Examples of converting the reconstructed disassembled code into a data set of
a certain format are illustrated in FIGs. 18, 21, 22, 23, 24, etc.

[00628]  Similarity is determined based on the converted data set in the certain format,
and the cyber threat attack technique included in the executable file is classified into at least
one standardized attack identifier according to the determination (S3130).

[00629] Examples of similarity determination and classification of attack identifiers in
this step have been described with reference to FIGs. 19, 20, 21, 25, 26, 27, etc.

[00630] FIG. 34 is a diagram illustrating another embodiment of a cyber threat
information processing apparatus.

[00631] Another embodiment of the cyber threat information processing apparatus
may include a server 2100 including a processor, a database 2200, and an intelligence
platform 10000.

[00632] The intelligence platform 10000 may include an APl 1100, a framework
18000, an analysis and prediction module 18100 that executes various algorithms and
execution modules, and an Al engine 1230.

[00633] The database 2200 may store previously classified malware or pattern code of
malware.

[00634] The processor of the server 2100 may perform a first module 18101 that
disassembles an executable file received from the API 1100 to acquire disassembled code,
and reconstructs the disassembled code to obtain reconstructed disassembled code.

[00635] Examples of an execution process of the first module 18101 are illustrated in
FIGs. 18, 21, 22, 23, 24, etc.

[00636] In addition, the processor of the server 2100 may execute a second module
18103 for performing a code processing module that converts the reconstructed disassembled

code into a data set of a specific format.
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[00637] Examples of an execution process of the second module 18103 are illustrated
in FIGs. 18, 21, 22, 23, 24, etc.

[00638] The processor of the server 2100 may perform a third module 18105 that
determines similarity to the stored malware based on the converted data set in the specific
format, and classifies the converted data set in the specific format into at least one
standardized attack identifier according to the determination.

[00639] Examples of an execution process of the third module 18105 have been
described with reference to FIGs. 19, 20, 21, 25, 26, 27, etc.

[00640] FIG. 35 is a diagram illustrating another embodiment of a cyber threat
information processing method.

[00641] Disassembled code is obtained by disassembling an input executable file, and
reconstructed disassembled code is obtained by reconstructing the disassembled code (S3110).

[00642] An example of obtaining and reconstructing the disassembled code has been
described with reference to FIGs. 18, 21, etc.

[00643] The reconstructed disassembled code is processed and converted into a hash
function, and the hash function is converted into N-gram data (S3120).

[00644] Examples of converting the reconstructed disassembled code into a data set in
a certain format are illustrated in FIGs. 21, 24, etc.

[00645] Ensemble machine learning is performed on block-unit code of the converted
N-gram data to profile the block-unit code by an identifier of an attack technique performed
by the block-unit code and an identifier of an attacker generating the block-unit code (S3130).

[00646] Examples of profiling the identifier of the attack technique and the identifier
of the attacker in this step have been described with reference to FIGs. 19, 20, 21, 25, 26, 27,
etc.

[00647] FIG. 36 is a diagram illustrating another embodiment of a cyber threat
information processing apparatus.

[00648]  Another embodiment of the cyber threat information processing apparatus
may include a server 2100 including a processor, a database 2200, and an intelligence
platform 10000.

[00649] The intelligence platform 10000 may include an API 1100, a framework
18000, an analysis and prediction module 18100 that executes various algorithms and
execution modules, and an Al engine 1230.

[00650] The database 2200 may store previously classified malware or a pattern code

of malware.
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[00651] The processor of the server 2100 may perform a first module 18101 that
disassembles an executable file received from the API 1100 to acquire disassembled code,
and reconstructs the disassembled code to obtain reconstructed disassembled code.

[00652] Examples of an execution process of the first module 18101 are illustrated in
FIGs. 18, 21, etc.

[00653] In addition, the processor of the server 2100 may perform a second module
18103 that processes the reconstructed disassembled code to convert the code into a hash
function, and converts the hash function into N-gram data.

[00654] Examples of an execution process of the second module 18103 are illustrated
in FIGs. 21, 24, etc.

[00655] The processor of the server 2100 may perform a third module 18105 that
performs ensemble machine learning on block-unit code of the converted N-gram data to
profile the block-unit code by an identifier of an attack technique performed by the block-unit
code and an identifier of an attacker generating the block-unit code.

[00656] Examples of an execution process of the third module 18105 have been
described with reference to FIGs. 19, 20, 21, 25, 26, 27, etc.

[00657]

[00658]  Therefore, according to the disclosed embodiments, it is possible to detect and
address malware not exactly matching data learned by machine learning and address a variant
of malware.

[00659]  According to the embodiments, it is possible to identify malware, an attack
technique, and an attacker in a significantly short time even for a variant of malware, and
furthermore predict an attack technique of a specific attacker in the future.

[00660] According to the embodiments, it is possible to accurately identify a
cyberattack implementation method based on whether such malware exists, an attack
technique, an attack identifier, and an attacker, and provide the cyberattack implementation
method as a standardized model. According to the embodiments, it is possible to provide
information about malware, for which a malware detection name, etc. is not unified or a
cyberattack technique cannot be accurately described, in a normalized and standardized
scheme.

[00661] In addition, it is possible to provide a means capable of predicting a
possibility of generating previously unknown malware and attackers who can develop the

malware, and predicting a cyber threat attack occurring in the future.
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[Mode for Invention]
[00662]  The mode for the invention has been described along with the best mode for
the invention.
[Industrial Applicability]
[00663] The disclosed embodiments can detect malicious code, identify malicious
code, attack techniques, and attackers even if they are variants of malicious code in a very

short time, and can implement functions repeatedly, so they have industrial applicability.

69



WHAT IS CLAIMED IS:

1. The cybersecurity threat information processing method comprising:

disassembling an input executable file to obtain disassembled code, and
reconstructing the disassembled code to obtain reconstructed disassembled code;

processing the reconstructed disassembled code to convert the reconstructed
disassembled code into a hash function, and converting the hash function into N-gram data
(N being a natural number); and

performing ensemble machine learning on block-unit code of the converted N-gram
data to profile the block-unit code by an identifier of an attack technique performed by the

block-unit code and an identifier of an attacker generating the block-unit code.

2. The cybersecurity threat information processing method according to claim 1,
wherein the disassembled code includes opcode corresponding to a function included in the

executable file and assembly code, which is an operand of the function.

3. The cybersecurity threat information processing method according to claim 1,
wherein the profiling includes:

finding a similar pattern between the block-unit code and stored malware; and

classifying an identifier of the attack technique and an identifier of an attacker using
a decision tree having at least one node with respect to block-unit code, which is the similar

pattern.

4. The cybersecurity threat information processing method according to claim 1,
wherein the converting the hash function into N-gram data includes:
converting the hash function into byte data; and

converting the byte data into 2-gram data.

5. The cybersecurity threat information processing method according to claim 1,
wherein, upon determining, for block-unit code of the converted N-gram data, whether the
block-unit code is code including cyberattack activity, the cybersecurity threat information
processing method further includes determining similarity of the block-unit code to

malware stored according to a natural language processing method.
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6. A cybersecurity threat information processing apparatus, comprising:

a database configured to store classified malware; and

a processor configured to process an input executable file, wherein the processor
executes:

a disassembly module for disassembling the input executable file through an
application programming interface (API) to obtain disassembled code, and reconstructing
the disassembled code to obtain reconstructed disassembled code;

a data conversion module for processing the reconstructed disassembled code to
convert the reconstructed disassembled code into a hash function, and converting the hash
function into N-gram data; and

a profiling module for performing ensemble machine learning on block-unit code of
the converted N-gram data to profile the block-unit code by an identifier of an attack
technique performed by the block-unit code and an identifier of an attacker generating the

block-unit code.

7. The cybersecurity threat information processing apparatus according to claim
6, wherein the disassembled code includes opcode corresponding to a function included in

the executable file and assembly code, which is an operand of the function.

8. The cybersecurity threat information processing apparatus according to claim
6, wherein the profiling module:

finds a similar pattern between the block-unit code and stored malware; and

classifies an identifier of the attack technique and an identifier of an attacker using a
decision tree having at least one node with respect to block-unit code, which is the similar

pattern.

9. The cybersecurity threat information processing apparatus according to claim
6, wherein the data conversion module converts the hash function into byte data, and

converts the byte data into 2-gram data.
10.  The cybersecurity threat information processing apparatus according to claim

6, wherein, upon determining, for block-unit code of the converted N-gram data, whether

the block-unit code is code including cyberattack activity, the profiling module determines
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similarity of the block-unit code to malware stored according to a natural language

processing method.

11. A storage medium storing a cybersecurity threat information processing
program, the program being configured to:

disassemble an input executable file to obtain disassembled code, and reconstruct
the disassembled code to obtain reconstructed disassembled code;

process the reconstructed disassembled code to convert the reconstructed
disassembled code into a hash function, and convert the hash function into N-gram data;
and

perform ensemble machine learning on block-unit code of the converted N-gram
data to profile the block-unit code by an identifier of an attack technique performed by the

block-unit code and an identifier of an attacker generating the block-unit code.
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