1 Septenber 2006 CONTENT USI NG SYSTEM TECHNI CAL FI ELD 5 The present
‘invention relates to a systemfor using digital contents, such_as imges,
vi deo and audio, that have been distributed via comuhiSenicdsr 2800
broadcast, etc., and in particular relates to control over the use of
contents when contents are witten onto an external storage nmedium 10
BACKGROUND ART In recent years, systenms. in which digital contents, such as
musi ¢, video, inmges, and ganes, are distributed via the Internet or a

di gital broadcast and then used have reached the inplenentation 15 stage.

As can be understood fromt docunents #1 to #3 listed below, in a
conventional content using g@&@ﬁ%ﬁﬂgLE§H€@n$Y%¥Eﬁﬁ1 has been distributed via
a broadcast is bound to a network so that the content can be shared wthin

the network and used. Here, the 20 "binding" of a content to a network
refers t SECHNEALFIRIIe only authorized terminals on the network are
ableo use t 0 Putting this another way, if_a content is bound
to tRe netvvorWhév@hggépta'n(Yieﬂté‘?@n'ft?lsar‘F@ﬁ g?lt‘i‘noﬂf t @Using; digdahect ed
to the nedmbekts, ssgbht ergn imhges! | vigeoPeanlll & d@icus e ke

Additional ly, if a 25 content _tghagf has been Eoun%&toé ghrr?gtv\or éi ;HerFDQ/ed to
anot her disdTipited Mpncompuaicating, og Haroadcast,kebd., lanbtinbpaaticelap use

th that has b d and
hen ai Strebarey ORI GndER Br BN Res b BnreiR AP WL k)
the cont@nto @aw ebetepnahdtbeaybaneativgnk by having terminals on the network

‘use.the encrypted content wi thout conversion and by converting the
encﬂbption of the encryption key 5 1 1 Septenber 2006 for the content.

Her e, "BWACKEROURND ﬁi’ryption" refers to a

In recent years, systems.in which digifal contents, such as
music, video, images, and games, are distributed via the Internet or
a digital broadcast and then used have reached the implementation

15 = stage. _ _
As can be understood from the patent documents #1 to #3
- listed below, in a conventional content using system, a content that
has been distributed via a broadcast is bound to a network so that
the content can be shared within the network and used. Here, the
20 “binding” of a content to a network refers to é condition where only
~authorized terminals on the network are able to use the content.
Putting this another way, if a content is bound to the network, even
if a different, non-authorized terminal is connected to the network,
-such terminal will not be able to use the content. Additionally, if a
25 content that has been bound to a network is moved to ahother
network, terminals on this other network will not be able to use the

content. | _ |

As one example, when a content that has been encrypted and
then distributed is imported 'into a network (such as a home
'30  network), the content can be bound to the network by having
terminals on the network use the encrypted content without
co_nvers-.i-c_mj and by converting the encryption of the encryptioh' key
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process where the encryption key for the content is re-encrypted using an
encryption key (hereinafter called a "network key") that has been shared
on the network in advance. 5 Wen a content that has béssPisBthsa29% t he
network is used, an appliance on the network that stores the network key
can use the shared network key to decrypt the content encryption key that
has been re-encrypted and then use the decrypted content encryption key
to decrypt the encrypted content. 10 On the other hand, an appliance that
does notfost dhe tdontemdt woHleriesy " camvetrtidver rfhe  ¢erygabivafit refiers/ ol @n key

and so is__unable to decrypt the.enc ted ntent, Wth the content, using
syst ens RIRETHINERE ﬁﬁ-l%'r‘/tpet'ﬂﬂc[fﬁ&nﬁ%r iﬁet gontent dstetneiypted

i m tat i | 95hc = IdARGSSFion | e P i h&y&n a
content has gE‘een bouﬁlﬁ{o a%t%‘?rké,i t_he'gecr?gfrég{ i%gnﬁgﬁ’é)ﬁg es of) a content
and t he hastheen shviethonothegyebwoskomgdvaediea, such as hard di sk drives,

on the netwonk,l nli.m data in state ere the data is
bound to.t ne WEETLACORIEL that R4S hedh bahd B i€ Nl Prkdsifed. ' 20
may use dr @p ExaTDE on teeretvesyk the tostarestthieSnetwirkaéky RalreieRaeunent
#1 Japanese Lai d-Open Patent Application No. 11-331805 at ent Docunent #2

25 The sharad natwariokeysto siemmypisShereaniantosoarvptiorskeyetipbdias cat i on
30 possitrei & i yPLedCaRETEAER Beglths S SLTRIER KBt eRn ERshytbh n. "

st at e whiane tohdecoypethei enoopptedrcbitterithe network. In spite of this,
there are_dengggs fromusers owshtogwite ("

. nmove" or 2
SRS 1 B 1 S¥pt EiePtRnd1andx pdpt BPRIiaeR iat aeshaRobestPilhe to the
- network féh@drk key cannot decrypt the content encryption key and so is

unable to decrypt the encrypted content.
| With the content using systems described in the patent
documents #1 to #3 listed below, limitations are imposed on the
15 = usage of contents as follows. Once a content has been bound to a
. network, the generation of copies of a content and the content
- encryption key on storage media, such as hard disk drives, on'the
network is unlimited for such data in a state where the data is bound
to the network. However, the number of network appliances that
20 may use (for example, reproduce) the content is limited.

Patent Document #1
Japanese Laid-Open Patent Application No. 11-331805
Patent Document #2 '
25 ~ The specification of USP 5,878,135
Patent Document #3
The specification of USP 6,016,348

With the background art listed above, in reality it is not
30 possible to write a content outside the network with the content in a
- state where the content is not bound to the network. In spite of .

1

this, there are demands from users who wish to write ("move” or.
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external storage nedium such as a DVD-RAM D-VHS, an SD (Secure Digital)
Card, etc., and then use the content. In this - way, there is the problem
.that conventional content - s using systenms do not consil deptember 96t i ng of
unbound contents, so are unable to satisfy the user demands descri bed
above. Wth such conventional systens, even if it were possible to wite a
content in an unbound state, there would be the risk of it being possible
to make an unlimted nunber of copies of the content 10 onto storage nedia.
This | ealXPRIproBl eohteagatbintghaspbaarhtbopndt ot the nmtwdrk dongent. The

present | | concei ved i view.Qf.t bav r obl ith the
backgr ouéﬁ %}Eélo%ﬁggﬁgs%&&%ﬁe%q&aﬁsﬁ Q}{[arﬁg‘@ Bégﬂgn?ntggsr{g\n%teem t hat
provi desDiditalx Catrentstd hahdernenpeee i Rewmtdnto a network, a favorable
bal ance between the conflicting, ainms of satisfying the above user denands

and provi di ng oplis §raY, pherecis she preblem that convestiona), contant an

o bviae U SPRESRIY dd YT ARiddY PhENLERifY b ERaUIRY b e shnas of
users rey® dinablehe waitisfyotivé wset eirmandsi dasbeavadedinpveound to a

network, onto,g. torac?.e medi um,_ ' DI SCLOSURE OF THE_I NVENTI ON 25: Accor di ng
to a first asa@ sHUL EopvedHienal ayatesns, evan if 4t pveve jeessible det ent

| uSing Sygied! aTcatiteilt fn A GAbouhd! SRAeN cAePE! Wllfd! BeMPhE Hidu ! 1 Y
of apparatuses are connected, conprising. "a brnding unit that s provided
“in at’ | ds@ingopessiblet® makalan yrdimipgrhnatmbes ofndopies ofthatdantentbi nd '

the, content to the network by, putting the coptent in 30 a state where only
tnetEppsiitha, storadie MEdia wof b1 deatts tonero regarding; sQBYRGNini t
~that ispgHoRectRmh For #hel €3akeARe of the plurality of apparatuses and is

- operable to issue a content ID that 3 1 Septenber 2006 corresponds to the
content that Ah&e presepduinventidre wasdcogceived imm iemd ofetbei abovai t t hat

s provigdedibh&with e BARKYrdultd A &hd fhas an object of providing a

content using system that provides, for contents that have been

15 bound to a network, a favorable b.a!ance between the conflicting

aims of satisfying the above user demands and providing copyright
protection. , _

Putting this another way, it is an object of the present

invention to provide a content using system that can provide

20 sufficient copyright protection while satisfying the demands of users

. 'regarding the writing of contents, which have been bound to a

network, onto a storage medium.

'DISCLOSURE OF THE INVENTION

25 According to a first aspect of the present invehtion, there is provided a
content using system in which a content is used on a network to which a plurality of
, apparatuses_are ‘connected, Compr’is’ing: a binding unit that is
provided in at least one of the plurality of apparatuses and is
| operable to bind the content to the network by putting the content:in
30 - a state where only the apparatuses on the network can use the
_content; an ID issuing unit that is provided in at least one of the

. plurality of appgaratuses and is operable to issue a content ID that
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of apparatuses and is operable to put the content that has been bound by
the binding unit in an unbound state; a witing unit that is,5 provided in
at | east one of the plurality of apparatuses and is ob§F1§5‘InBert??90 ite the
content that has been put in the unbound state by the bind renoving unit
onto a storage nedium a table unit that 1is provided in at |east one of
the plurality of apparatuses and is operable to store a table showi ng the
content ID of the content 10 witten by the witing unit; and a suppressing
unit t hacorregpawvdsiéd then canteedsthainieasbadre bplundlbyt yhetbiadpagainises and

I s operaple. t obtain the ntent: 1D . of the content to be witten by the
wri o ng Siiind ceRadhg, bt 3L previded HE Al Rastons QhEtGalrAtni
based onpf &Pt a ' b S tH.an, h
content that is Fffot(r;‘'Itusr‘i:'(c%jc taf)'{wtiﬁear%tr\?o%wdsrba%ﬂgﬁggegbg'tggﬁtéefﬁlﬁlwgn S

- managed DeUAg bydhabinding teptdnfan wdmendsstate jtaatriting unit thakis

writizng { S I ti nit . my,.pe spppressed. That i,s, the
o Png BfoRIEE I at™ebsE, Uhe o rte, mulBiRe SE BpBoRatusEtrantois ne
net wor k @Penalylebto WirTté athe £6nEEARL EHANMS bbbn"BYt b8 thesahbolidd®state
sufficient lt)('qeng'mt ect the copyright of a content while satisfying the

" demands BY ind dganoviRaUDROntea storage angedium et table unitsthaken

0o g1 1 eaprOf A Ah e PA0C v L IHE, AEMATy 3 PRparehuSE §8PE%s ©
- regardi ngperablensd stererd fblehghowivig ahie kemtent fer of the soREIMSSi ng

unit _may bi& 0 %rbzlgl_'e to_obtain the content ID of the content to be witten
by tHe W F%ﬁ the Wiidng unit; ped apulpPERsSYHE it thakds pravidesn

al ready ;reg@r i he et he.. copt ' I ' t
Suppr ead ety et nkn8r At ity BE bt ahised i dids Brtralif e,
suppr esobtainihia captehnttlfieof thet eontdyt thbevnritten by thé whtingpuaitned
content ID,is gresent ble. 4 1 Septenber 2006 W_th the above

in . the t a9 .
Const r uddit0 SUPBRESE JNFIEiRG a5 The antenf by dhewitkintanishased pa
suppr es R@nitBht dPRYh&UWyYiess the witing of the content by
15 With the above construction, each content that is bound to
_the network is assigned a content ID, and is managed using the
- writing table for contents, so that the unlimited writing of contents

by the writing unit may be suppressed. That is, the writing of
contents in a state where the contents are not bound to the network

20 may be limited. As one example, it may be possible to sufficiently
protect the copyright of a content while satisfying the demands of
individual users who wish to write a content that has been bound to a

home network onto a storage medium, so that it may be possible to

. sitrike a favorable balance between the cbn'flicting aims of users

25 regarding personal use and of the copyright holder. |

N Here, the suppressing unit may be operable to obtain the content
ID of the content to be written by the writing unit, to add, if the

- obtained content ID has not been already recorded in the table, the

content ID to the table without suppressing the writing of the

30 = content by the writing uriit, and to suppréss the writing of the

- content by the writing unit if the obtained cohtent-.ID is present in
the table. . ' | o B




t he witing unit, so that the witing of each content by the witing unit
may be permtted once and then prohibited for the second tine onwards.
Here, the suppressing unit may be operable to obtain t heeptewheetlod) D of the

content to N¥itMthit &bovy domstructibhndf el tontent 1805 alrbatipepreiseat med cont ent
IDis not present in the table, the obtained content IDto the table and

- "1" as the fables thefsuppressingyunit enay isuppgessithe writing ob the genéert BPye writing
by th it it if the obtaijned t 1D, i t jn. the tabl d
Che' nutie it ite sorttiat o MG, of SRR Fantant & B RS UNEPEY Wi th t he
- ! X . _ e ey h
arit i noRRe e Onos BRHRR ST Ritifed R B e onafadr | L "0 OV 00

~of wites haHeépactied @ﬁﬁxéﬁum@mnrmaﬁapbréﬁ@rpe_r\aﬁlbittngaﬁhetrwi ting
unit may be permitted within a range of the maxi mum nunber for each
cont entcamiemtr 6bi loift thiewaentehd h(Ja?E{ﬁE weittexchypdbdue wndingl usitaald be set in

advance { maxj mum nunber, or.the nmaxi num nunbe be set for each
- content@f?‘io't{]ﬁ&? oblai %@@%‘h\&ﬂot ﬁ@?%ﬁf'ﬂ%?itﬁékg% %‘?talﬁ%‘is and t he
. copyright k4-£xi Pefol! ' be

oper abl r}tgag'[ggf)ttﬁ%n@gﬁ?%ﬁd_tt é%? HHﬁ%fgf Wy}ﬁ%lﬁjc%%@%ﬁg{gcgﬁ ent key
Tor deainplo Bpbiess Anbaiitikg 1Bt wWHINg UkitiPIhé fititairfect Bangsh ID advance

w th the pl uraplty of apparatuses. Wth the above construction, it may not
be necdssprgseant iir- ther tgble tind dhet etmbesedf wdtesy hase restohedk &ey, so

that the processing load of binding a content may be reduced. Here, the
pl ur al iRrgdeteraiped apaxiByMdaUmMBer.ude one content inporting apparatus and

t | t t gnt ' yalh { ' ' t ' _
"ncl ude o OV B alpbeSAALAIAN, the Sunbrihaid dilt ey ResPRER"CCn ent
usi : ' heakhe 0 | § | t he bind
lrjzlmr;\g/i %Q%ﬁﬁ'ﬁém%é ‘?’fﬁﬁgﬁgﬁﬂmgﬁﬁ ,heg%gsuppr !a%gi?’ngreuéf]?g. Iﬁwﬂﬁhq? he :boi/g
const r tablecand tthe murabes of ngritesr has eebthdd ray nediximumanmireber,asol that

generation of a content I D nmay be concentrated in
writing by the writing unit may be permitted within a range of the
maximum number for each content and prohibited when the range is
“exceeded.  One value may be set in advance as the maximum
number, or the maximum number may be set for each content, so that
- the balance between the conflicting aims of users and the copyright.
holder can be set flexibly.
Here, the binding unit'may be operable to bind the content to the
network by encrypting a content key for decrypting the content using a
network key that is shared in advance with the plurality of apparatuses.
With the above construction, it may not be necessary to re-encrypt
the content itself using the network key, so that the processing load of
~ binding a content may be reduced.
Here, the plurality of apparatuses may  include one content
o -importiﬁg apparatus and at _!easf one content using apparatl-js, the
content importing apparatus may include the binding unit and the 1D

_.-:issuing u_nit, and each of the content using appara_tuses may include .the »




the content inporting apparatus, only one of which is present on the
network. Here, the content using apparatuses may further_ include; a
notifying unit operable to notify, when a wite has beéﬁkwgmﬂwf%@%i by the
witing unit, other content using apparatuses of at |east the content |D

and artabpslatuniy untie opéidibremovingdaigita thapb! wrilrmg ednity anide thebl e uni t
when a notification is received fromanother content wusing apparatus. Wth
t he amgprassingudriton; the content of the table may be easily nade to

hi | i f ' k. Here,
The. cont ent WHEh e Jo8Ye: S FHelite (oA PIESRSSIR BhJBPLTAG A @rht e and
he _ _ B
appar o o ay S RHh SERERTRRTER EanieREIR' M BERRIERINATR I T,

unit  agise tashtewe Arseriting apparafid oRBCbnef of Mehiehnisepresenhonathr at uses
may include the bind renoving unit, and the witing unit. Wth the above
const r netwonk. t he processing for the binding of a content, the generation

.of a content |ID, the nanaging of the table, and the suppressing of,
writing BB edhEontGOERt | uSinge ARRATAHISES ripgHt (THENERPINARGS, Bniy one
of whi e S: t t e : h . ' may only -
need '« BOSEPRS TRIFIorRE QERMHE veivificn PRIE DaB e e T
‘contenpyl RO Fifiig ﬁﬁﬁ?rﬁh‘é‘i’céﬁtéﬁlahslﬁg?%ﬁ@rét@%etsabkfat”@eﬂrﬂ%e no | oad
for individual cOntent inporting appara

- cont encon$ény | Pr agychanoipdatingevnitpd e mitediorapdate sy éableestened in
construction, operation and effects as those described above. 6 1

Sept entite table Uﬂﬂcwmrhcji t'@tlsflcs’aétQihdSaE%Qib’le frofa ﬁﬂﬁﬁﬁﬁ conkent i on,
there is.praovided.a content using systemincluding a content inporting
appar aF%Hpg SRR t\’ﬁast one content using apparatus that share a network

key, "‘her eVRithOtHS Hbdvie RUHEriGidn NShEOEENRYNEBE thE! talleC B E e key
easily made to match in a plurality of content using apparatuses on
the network. | |
Here, the content using system may include one content
importing apparatus and at least one content using apparatus,
Whereih the content importing apparatus may include the binding
unit, the D issuing unit; the table unit and the suppressing unit, and |
each of the content using apparatuses may include the bind
removing unit,'and the writing unit. |
| With the above construction, the processing for the binding of a
content, the generation of a content 1D, the managing of the table, and
the suppressing of writing may be concehtrated in the content
‘importing apparatus, only one of which is present on the network.
Each content using apparatus may only need to perform writes in
accordance with the suppressing unit in the content importing
. apparatus, so that managing the table .ma_y create no load for
individual con_tent importing apparatuses. _
The content using method and content using program of the
example enibod_iments'have the same (':onstrUCtEo.n, operation -and-

effects as thdse described above.

uses. The content using method and




“information, which includes a content key required to decrypt the content,
using the network key, the content inporting apparatus including: an
obtaining unit operable to obtain a content and encrypl 8dpteabar key

i nformati on, which includes the content key for the content, fromthe

out si de; an Ade@refing dbi aGetvrid eppethlof the peesent nvention] eénérd i for
identifying the content obtained by the obtaining unit; and an encryption

conver proyided ta epotent| using systarsrincluding gt cartedy impedingappgrakiss encr ypt ed
content key .informati on obtained by the obtaiping unit dding the content
D to GRS dideqst Rne FRtentising Appakaly ihah siere. BriehiRINEeYhe cont ent
key in i ' £.h r d t ' ar at us
includ&ﬁé: azf?¥§?bﬂg€%r$%¥ﬁﬁgwﬁnéth%%%?@%lgﬁﬁgngggﬁﬁﬁfcfﬂgbﬁg-e crypt ed

cont enfnfgRbhatiod, OMEhOThéiateE bheditbrnPr ke e quiiré® cCRN @t Pthaég uni t
operable to decrypt the content using the content key in the content key

i nf or meoind@nt]e arsjipy ethdy nehwofk rkey ddivey ptomigntnimpoating i GppRratus
oper abl e to_wwjte,tge_cpntenl decrypt ed b% t he seconq deg;;gtin Jnit onto
a st or MEREUSRGUAN abtaining Yol opRy ttooplataim & coptasiian GHPEED | n which

the co Lhc | he, .c.ont I {f or ' e by the
first %@iﬂéﬂk Hﬁ%yuw?&@tgjsio&@@@dqahtﬁés nmﬁ)e%fte?ﬁi %gy %fﬁé Snt ent
corr espeieRy, #ron Aecaninak; ldA rﬂgémfratiwglaﬁiﬁap%maeto hérdig ani t; and
a suppressing unit operable to obtdin the Conten I'D of The content to be
wr i t t ecobyenthEDviart identifying, the cefient obtdaihed bybthe abdairingnuniier of
times the content corresponding to the content ID has been witten, and to
suppr egfiduan iengryplionecorverting unjt wperaple itagconvertwaearyptiomdber of

“times s _reache a_predet er mi ned i mum.nunber of . tinmes, Accarding to a
thita SBSckE08E° the *sREEMEY FoliEnE Ry BiEHAGTtom orthlfige HF e, 1 e na
_ t Yo METaf ant ui Y] 0 d at
P oss TobEaininG anf, SUIRG MMt 1570 thePieERiied ConigRbXay us and
~cont eninfgrniatiod, e direasnornyptityg dher gohtenst kegrinéotmeeiopn obingritie on, whi ch

I ncludes a content key required to decrypt the content, using the network
-~ key, tnetwork ekeyi rﬁm%/t eagh content using apparatus including: a first
decrypting unit operable to decrypt the re-encrypted content key
information using the network key; a second decrypting unit operable
rto decrypt the content using the content key in the:content key
information decrypted by the first decrypting unit; a writing unit
operable to write the content decrypted by the second decrypting unit
onto a storage medium; a table storing unit operablé to store a table
in which the content ID included in the content key information decrypted
by the first decrypting unit is associated with a number of times the
content corresponding to the content ID has been written by .the
writing unit; and a suppressing unit operable to obtain the content
‘ID of the content to be written by the writing unit, to refer, in the
table, to the number of times the content corresponding to the
content |D has been written, and to 'suppress writing of the
content by the writing unit when the number of times “has reached
.a predetermined maximum number of times.
According to a third a'spect of the present invention, there is

: .provided a content using system including a content importing :
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apparatus including;: an obtaining unit operable to obtain a content and
encrypted content key information, which includes a content key for the
content, fromthe outside; an ID generating unit operé@leétembebépér ate a
content ID for identifying the obtained content; an encryption converting
uni t opppAratus cagdnytrieastrong ptowienty udavy yappatuse tleat rghared acont ent
key information obtained by the obtaining unit, adding the content IDto

the deetwerkdkepnwharekaycontening ikoundrie aenetworlpthn@naiyptivgt ent  key
2"t abl Eomant el ntrRatEBn whiich ifchides o canteis Ken 2B S i Pron” ©

t ' ; t ' ; b [ it
oper aniSe 4P InECEReY doi 1R8] ndbhBR. WA He Kot lfindTARgI N0 ur!
recei vepgdaranus in@Meiig: uahngbeiipii glusit dgerabilettioeobtaindgeontetither

witing of a content is pernmtted and to ‘update the table based on a
j udgemamd eswnyptedrepbnrtardnkeyt informaiienyiwbiemiinclipdeabaecentericei ve t he

wite permgssi judgenent_request fromthe confent using.apparatus and to
Lt anonKEYt HOT, (gerRaIterte roraniar nathIdRs (b (130 0SMRITI SGuN G ¢, - and
the co [ r SES L nghudi ng; fel C ! uni t
operabpi)%tr}%bgéc;@pggﬂ%égi%gngﬁlﬁggg cﬁ%nf%ﬂgdﬁgxtllffwrrﬁ# oﬁ%té%ﬁgihg@ng t he

net wor kolp¥nt;2 aANt eRkryBibhansshiveriigunishit coperEbR: t Qot r 8bATert to the
content inporting apparatus a wite pernssion judgenent request including

t he coenenyptioni byl uheatypiting hd ed ezn grypete dc wordentk &gyi mhtomaation and to

receive the judgenent result; a second decrypting unit erabl.e to decrypt
the coRbéatned; Ry ithe H@dRinkeynitscPeHAg; ﬁﬁeh@%ﬁﬁmnﬁBkép tf\ﬁr or mat i on

ecul  O8ReVBedaRonteH KF7 HOHRI, A FelReriafnaclRESdffedod e

Wit ngelyny iAgMH OREGN ithepepaiorRd

decryptgfakn*girﬁﬁ?ﬁpégm%aélggg“a%?éégﬁ?%ﬂégb?oﬁrbgﬂ%éﬁ?gmadjpguﬁ:tPl aspect of the

pr esento istgrnta tablet theitareicordpribe dedteniclihioéra content theadtiess beelnudi ng a
content inporting . )

- written onto a storage medium by a content using apparatus; a table

managing unit operable to use, when a write permission judgement
request has been received from a content using apparatus, the
table to judge whether writing of a content is permitted and to
update the table based on a judgement resuli; and a content |ID |
receiving unit operable to receive the write permission
judgement request from the content using apbaratus and fto
transmit the judgement result obtained from the {able managing
unit, and the content using apparatuses each including: a first
decrypting unit operable to dedrypt the re-encrypted content key
information using the network key; a content ID transmitting unit
operable to transmit to the content import.ing apparatus a write
permission judgement request includihg the content ID included
in the decrypted content key informaiion and to receive the
judgement result; a second decrypting unit_operabie to decrypt
the content using the - content key included in the content key
information decrypted ' by the first decrypting - unit only when the

..recéived ‘ju_d_'g_em_ent result shows that the Writing...is permit_te_d_; and
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apparatus and at |east one content using apparatus that share a network
key, where a content is bound to the network by encrypfin content key

i nformati on, which includes a content key required to fé@%@?ﬁ?gpﬁg cont ent,
usi ng the network key, the content inporting apparatus including: an

~ obtai ngngritirig updeoperable towete theccon@nit dacrypted bytibé seobndt key

- information, which includes a content key for the content, fromthe

out si-ddecaypiipggenidrening staragsperediun. t o generate a content |ID for
identifying the gbtained gcontent; a ryption .converting,unit.operable
to convert Mﬁtﬂ%rﬁow f y%?‘??é Pﬁgﬁgngf?iﬁ@d*%\@ﬂtm’ &S I or mat i on
obt ain L i i i rypted
contenﬁgﬁgyehﬁfcoc?ﬁn{aﬁgrgg% éryes-@ﬂrgg‘f!}drﬁltgr@e% ?ynqﬂeér?gf Eg{ﬁ%lﬁlﬁgnation
usi ng apparathyoskdkayleasti6né teptentsusingoappatateethbat sharestore a
table that records the content ID of a content that has been witten onto
a st onedearkdieyy whedecaraantenids oo und doathe nedwadk Ry renerypbiigiduni t
erm.ss request has been

P ok e bsRalon, S BT, ot TR 68 e
BB BBl BTG S, BB M Conete eRasce

synchr @rﬁgﬂdtea iinra'learf?q:i an dbRAiAgaailt epkratien® ebtz af benwimd drd transmit
the tabl'e to the content using apparatus, and each content using apparatus

| i ncl udiengryptedst o dteEmly (ke yr dnform adigar,abhd choinlelerdgss a heontente keyy pt ed
cont ent ke%ﬁinnformation using an encryption key that has,, been shared in

-ad'yancéobr{bl sondenbr krandthe euiside; @ [Boaesirraiiyg U‘%ﬂtt%ﬁﬁam@clei Vi Rg'
"ol udid rﬁ?ﬂ?étalg% f%%‘@ﬁ{e@ﬁ?ﬁgﬁ‘?ﬁ%é@ﬂﬁﬁ@ﬂ_ﬁ@ PRiafbd, Sngi. Enfj o
{able. SHCHpHBR SeofvERRITT UrRE, DAErablEY T condPR Seher/ilic oM. "S00s

tabl e dedrpptiserohe &nblhgptsdraorttenti keysinfgrinaticradietained bydtfe om t he
content inporting apparatus and to juﬂge whether witing of a content is
- per ni t pbdaiming gunite adding; the seententdd? rimptthegdesrypigse camtent keecr ypt

the engiopt st ensRal 8y b RS BhntSHY 8Y YntdHiflfoh H8RE°HHe

network key; a first table storing unit operable to store a table that

records the content ID of a content that has been written onto a
storage medium by a content using apparatus; a table managing unit
operable to use, when a write permission judgement request has been
received from a content using apparatus, the table to judge whether
-writing_ of a content is permitted and to update the table based on a
~judgement result; and a table transmitting unit operable to receive
- synchronization information from:a content using apparatus. and to
transmit the table to the content using apparatus, and each content-
... using apparatus including: first decrypting unit operable to decrypt the
- re-encrypted content key information usihg an encryption key that:has:
- been shared in advance on the network and to output the content-key;-
~ a table receiving unit operable-to transmit synchronization information:
.. ~for the ta.ble that includes at least a content ID to the content:
.- importing apparatus and to receive the table; a second table:-st_oringf_-u_nit:ff:

- operable to store the table; a table managing unit operable to update the..
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- - .cont enttablepir thengeappar tahle stanimgaunitassingothe tablecreceaivéd drampthent us t hat

result of the table managing unit shows that witing is permtted; and a
witing unit operable to wite the content decrypted by the second

decrypting unit onto a storage nmedium According to a flisf@PFPn&eﬁg@Qé of the
present invention, there is provided a content using systemincluding a

rk ke and al so a content witing apparatf::s that i s connected

share a net | ]
- toat IC&I&F\'Q?HHBO ng @pparaius,and dadudgs: whethen wiltiggpah ateEsNhi wites a

cont ent . : I ent | t twor k by
encr yptplér?g% '@8%@ 'ﬁ bi@f# W&' %éﬁ@ﬁhsmﬁ?%ﬁiﬁgl Hh@s‘p‘g&%&%&n@%@ﬁ equired
to deCftMéteh&%/p‘f@cﬂ't(%ﬁterﬂsL'zéﬁﬁg,tﬂ%r@ih’t@hi( 1onlyhﬁh6ﬂnh?ﬁfd dment | N9
apparatus including: an obtaifing unit operable to obtai content and
encr yptredult @ftthattabdy managimpuinihshohiscthatnetitidgsist permittednandiey for the
~content, . fromthe outside, an_|D generating unit operable to generate a
cont enWiilting ownit g@perablen &0« weite pthe rantephtdeerypied By the rsasarsh
-convertj Al e I 0 nver ncryption by decrypting the -encrypted
contentd%g%w Hﬁﬂacgri?tgnggg‘?@%%e%%ﬁ@"%he obtaining unit, adding the content
D to the doeeoriiffh MLtk HspebORHO restifl IrvehliBhy Piidtg fdhe cont ent
key information usi'hg the networ key, each content using apparatus

- i'ncl udiprgvidedf a rcinteént ugivlg sgstem inclagiegad |l sortendimpaitingt Appaeaticr ypt ed

content key information using the network key; and a second decrypting
uni t ogdichigt deast mne yaantentcusiogt sppanstug) thaé staneeat nebyorkdkeyied in the
decrypted ontent Kk I nfqQrmati on nd t,he cont ent 1ti.ng ar at us
ol uarls aSAes GontEnt Wrihs aneardiUn et S daensiash s af TEasF age
medi u tab SLPr uRi AP e I aefcqrding a

' cont e%"%’o dch I”t?%eégcgﬁt%%rt\_t Bi\}vtr;'\i tepgl?\éﬁ%qféf{ggst%?rp%g%tﬁggg laégpt\’\{ann%gr %rZOQG

- medi umcontéht ontot angtorade mediant, aphereaaagontedtiis Beandbte the | udge
vvhether'vvrltlng of a content is permtted using the table and to control

t he w inetwrknby encagptingasostant hkey jinfoemation,ewhich hecloddisng to a
sixth asp?ct f the presept dl nven%iﬁn, there is

. - content key required to decrypt the content, using the network key,

the content importing apparatus including: an obtaining unit
‘operable to obtain a content and encrypted content key

'inform'ation, which includes the content key for the content,

- from the outside; an ID generating unit operable to generate a

content ID for identifying the obtained content; and an encryption

converting unit operable to convert encryption by decrypting the
Encrypted content key information obtained by the obtaining unit,
- adding the content ID to the decrypted content key information,
and re-encrypting the conte-nt'key information using the network
key, each content using apparatus including: a first decrypting unit
operable to decrypt the re-encrypted content key information using
the network key; and a second decrypting unit operable to decrypt
the content using the content key included in the decrypted
content key information, and the content writing apparatus
' including: a writing unit operable to write a content onto a
- .storage medium; a table stb'ring_ unit operable to-store a table for

_.-,_r.ecord_ingl 'a" content ID of the content _written ‘on the storage
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provi ded a content using systemin which a content inporting apparatus and
at | east one content using apparatus are connected to a_network, the
content inporting apparatus including: an encryption t Sertembend0bni t
operable to convert encryption by decrypting encrypted content key

- i nformpyé@rumobypethad wndtingecuait; i avi@radabie rhanaiging uati¢iomgerablediat ent  key,
‘and re-encrypting the content key information using an encryption key that
i's shajedgerwhetbatavitinghef mecadtenbisl permidtad atsingriher idlleoandand an

out put ,request, processi ng upit operable to.jreceiv a _cont ent. out put
requesiof’%ﬁ{%l @%anaimgl%maag%m{ alﬂ-@%%ep?a{e?é‘ifuest response
I ncl udi ng at .t h e ' t 4 t Héﬂen appar at us
i-ncl udi ng: éﬁ&%a?%ﬂp ﬁ%ghﬁggbi%EBEQFgﬁo%g$§ggggpénﬁ¥§ﬁgﬁﬁﬂ %n oug%ut
requestprovidéd andotfient akingasysBmouhPykhidhstd nedbhhtofimpartimgent, to
the content inporting apparatus, to receive the request response, and to
obt ai napparats and ahleastanecontent usingdappamtusgatenconogetesbi® & o decr ypt
the re-encrypted content key information ushgglgﬂ encr ption[ﬁﬁy‘shared in
advanc 8&WOTKs e thet fepkenindmpastingc ApParatus nRciudinda 3BnePETYRIKIN oper abl e

uni - 50veB 0 G SPHBIE P CBlvarlisPE TR GE B ety erddyBef oot Lnd
usi ng bBﬁteﬁPRé?ﬁhfdfﬁﬁatién,sgbﬁ%?éﬁ'ﬂg WHdrePRRfAPhALIDA fH Afflueddingt put

destination of the content based on the content output control

i nf or-mat conferihkey; anshee-enmeryptingthe tontepekeylinfarmnatiopwsingt@n cont ent .
According to a seventh aspect of the present invention, there is  provided
n

- a cont éncryiiieq keypthaliissshared sadvanesrer tbetnpiwarkandéne sesial to a
rey e B A Bt SIS et LS8 i cbroblg S FRBeRf D ™
using apRyrkbHE 64 t'bl?éaﬁ'es? 1’(rb|‘n$tat ﬁSnténf using " apparateCRifdbgy 2006

Qecryptlng unit operable.to decrypt e re-encrypted content key
i nf or metapsmidi 29 tdguestwekpm@yseainetwdingeatypeasd thet sepeghble to

decrypt the content using the content key in the
: - information, and the content using apparatus including: an output
- requesting unit operable to fransmit an output request, which includes
at least an output destination of a content, to the content importing
apparatus, to receive the request response, and to obtain the secret
-information; a first decrypting unit operable to decrypt the re-encrypted
content key information using an encryption key shared in advance on
the network and the secret information; a control ‘unit operable to
-output content output control information for controiling a selecting
unit; a second decrypting unit operable to decrypt the encrypted
- content using the content key; a selecting_unit operable to select
-én outpUt'destination of the content based on the content output |
control information; and at least one output unit operable to output:
the conient. | |
According to a seventh. aspect of thé present invention, thereis
- .. provided a content using apparatus that uses a content that has been-
~ bound to -.a nétwo_rk by encrypting content key information;  which:.
“includes a content key reduire_d to decrypt the content, using a:

- network k_ey',_. the content using apparatus'.-comprising; a'-fi_rstn

Ge




content key information decrypted by the first decrypting unit; a witing

unit operable to wite the content decrypted by the secaond c@crxé)ti ng unit

onto a storage medium a table storing unit operable toBtEHET 0%l e in

whi ch the content ID included in the content key information decrypted by

t he firdrcrygdingtumiy operabke tasdecryptdhei ré-encnypted obntentkeyne content

correspopdi n% to the copntent |D has been witten by the witing unit; and
I

b .
a  suppPERENAHON YSKh K1 eNEEVEFK aKeYh@ 3REeRt IdSEYRIIRD cotiknt to be

 es NSRS ST, thendditedire Usdnbeivbl BefuehBksy ITHRN, “ana o
suppr e et REyOofnfbPm AREH %Gﬁypt@&p H%ithbnﬁ §f‘id<-.?c Rihg Nenfturper of

. : r .
ti mes has reached a predeterm ne maxi rfum numnber o imes. According to an

. ei ght hvedtingt unit operabks dotwriteetite contehérdedcrypipdobydé: secomdnt

I mportipg apparatus, that binds a content to a network to which a plurality
of app&p%qupQB'J‘Q hePils RN aanstorrde kgyedutm; candéhied eramer Wit ng

Che: conitabIE AR o, ELERr BEEC I SRR, ARl B AHIR o
cont onCoe ) RPE FIToNRat B PG LAY (RGO Ga o DRI Uit
from t essoniatediwitha hOngeereohtinegs thiet coptartbt orres ppemeired ¢oatheont ent |1 D

for identifyi n&)the content obtained by the obtaining unit; and an
encr ypCosHesdnvid? t ias uheedpewsittent by orther t waikingpt uait; byandied ypt i ng

e oS L0 SRl 6B HBISIBTob0A ThE: SRfeay 1D°p ABECRBRRE
{he cotd & tiftah GEThErii LRICSTHQER. 17 e atlE, BT tHE fufer 1T e "
InboUNg. State. Aasora T e P et "y ber bn ther 6
is  prwritden, andrivesuppsesg weithgl off thisi contentobyethe omritingetmot k t o
when the humber of times has reached a predetermined
maximum number of times. '
| According to an eighth aspect of the present invention, there is
provided a content importing apparatus that binds a content to a
network to which a plurality of apparatuses that share a network key‘
are connected by éncrypting content key information, which
includes a content key required to decrypt the co'ntent, using the
network key, the content importing apparatus including: an obtaining
unit operable to obtain a content and encrypted content key
: inf'ormation; which includes a ‘content key for the content, from the
~outside; an ID generating unit operable to generate a content-ID for-
identifying the content obtained by the obtaining unit; and an-
~encryption - converting unit ‘operable' to convert encryption- by
decrypting the encrypted content key information obtained by the
- obtaining uhit, adding the 'content ID to the decrypted content key:
.~ “infermation, _a_rid re—encrypting' the content key infermation using. .

the network key, wherein the rC_ontent ID is used to manage writing




which a plurality of apparatuses are connected, the nethod conprising: a
bi nding step which is perforned in at |east one of the pl urglit of
apparatuses and in which a content is bound to the n Vzﬂééti ng the
content in a state where only apparatuses on the network can use the

cont enpf tre | &ontent,ngvlsickp has dheen erdndntal then reetweslst am® & t he
plurality of apparatuses and in which a content ID that corresponds to the
cont enBl@Fage Haeddannpdy bosinchstatet work in the binding step is issued;

a judgi ng st whi-ch s _perfor A e e, p |ty of

appar at uses é‘ﬁ%"ﬁdﬂﬂ%‘i"cﬁ‘ i'%‘g‘ng‘%ﬂte‘%tﬁ%#heasﬁéﬁﬁ?ﬂn&f‘%ﬁﬁ@h hﬁ%r%bééén bound
to the ; KaadGhieht! @si MR of | tisi ShRlL nea t g4 ned, a
- table Pﬁ@@mllhwi%?hacontﬂeez}t l?%s%orﬁécont gr]:tu?]'f\ﬁa? ave eJ{I (?Iga%ynébtgvedr?kw&iltten i's
recor devhich r&f gslueslityo oh apparatuses amtea ¢ongectsd, othevhenéthrodwiting

the content is permtted is nmade; a bind renoving step which is perforned
in at comprisings afbinding stepiwhich pparieuved indat deast hnenel cont ent

15 8 BRSSP LR o
b ur ai ESWERR ERilg 88 ERRRANNGD SHREHERE Ty RiralfeRt Ao lna state

i n theneitwérk edamyiude thercomtent| HrelDoiysuiag stepaghichegi perfofomsd ding to a
tenth aspect of the gresent invention, there is provided a content using
et hodimpatfleast e neyohthe pharality oftappanatuses arsbint witich icontentiédn bound

to a network by encrypting content ey information, which ingcludes a
contenﬁ"‘%ﬁ?o'frﬁ’époﬂgsr@’qbi‘g&?r! nqo‘éﬁﬁyﬁﬁs%%egg?]?'éﬁﬁ,t%émﬂ&% Wetfwor k key,
the co j rrgtﬁ#o r Li.StNg.: kLSt i of ~decrypting
t he eng‘& 3@)@%(@@% %e'f%?'%pd)rasn’a{fn@%'m%?%%Wﬁ@ﬂlg\?oe?%@ga @ ggcond
decrypiaaét of@ of HeiarRAItyd08pparatusds ¢erd PWHisht deditengnD géi ng the
content key in the content™ key Information decrypted in the first

decr ypai agnierl; whighutigisnigeendpount! tohtlwé metwoarkcand dstta beowriiteront ent

whi ch has been bound to the network and BF to b ,Vﬁittep i.n Bn uPbound
~ state, Inc@Rrunhgung statsy is obtained, a table in which content IDs o

contents that have already been written is recorded is referred to in a
memory, and a judgement of whether writing the content is
‘permit‘ted is made; a bind removing step which is performed in at least
one of the plurality of apparatuses and in which the content that
~ has been bound to the network by the binding unit is put in an
unbound state when the judgement in the judging stép is that writing
is permitted; and a writing step which is performed in at least one
of the plurality of apparatuses and in which the content put in the
unbound state in the bind remdving step is written onto a storage
medium. '
‘According to a tenth aspect of the present invention, there is
~ provided a content using method.performed by an apparatus that uses
a content that has been bound to a netw'orkr by encrypting content
- key information, which includes a content key that is required to
- decrypt thé content, using a network key, the content using method
.comprising:. a first d'ecryptihg step of decrypting the ~encrypted

. content key "inf_orr_nation using the network key; a second d_ecrypting- |

6g




In which content IDs of contents that have al ready been witten is
recorded, in a nenory, and judging whether witing the content IS
permtted; and a witing step of putting the bound contletfbt 52880 unbound
state and witing the content in the unbound state onto a storage nedi um
when t lstepudbidegrygpiing the codbent ubirg thetcogterst kegrim thedcomterdr ding to
an el'eventh aspect of the present invention, there 1s provided a content
usi ng prgidermadion deghyeied irithg fiksltdesrypiing sten;wi¢udgine stent
_inporti ratus_and at,least one content, ysin appar at hat share a
net wor PT}E%@%@H@ & ﬁgeg‘?ﬁtem qafia tﬁﬂ]ﬁ&"?t)w?ﬂ‘éh WB?%#?Q/E‘P?W cont ent
key | NrRétiRdrkCand 8! t8Moe Wil itdehirP anc@RbBOhdkSihteidififlg'® Algapnt the -
content, using a network. key, e content using program’includ’ng a first

progr anmt which scantentitlBs  dfycohteriisntieatt havposireadyappenaiwritteindsa second
programthat is executed by a content using apparatus, the first program
~havi ng reCordegbuirera raemaryn and judgiiig aviethgruwritingdéhebicententisai n a

oy 1 opettimel ol & wABRE R S L MG, ine Hoiad ctonBiniNo 3R abl ¢ 1o

gener aymbdurgételd At 'Fitingeie 'odridnt 1 RN Ao ABRE dito! 4

e
obt ai ni ng uni pﬁ on converting unit opera Fég to convert

encrypistorady nmieiuimpiaiign t thie §oegiy aste omgn?uagddl tHatr Witirg). igbt ai ned by

the obtaining unit, adding the content |ID to the decrypted content key

i nf ormperonttednd re-encrypting the content key information using the '

net wor k key,, and .t he,secon proBr am haviipgla conput er funct itﬁn as, a first
F ,

‘decrypting lﬁ'ﬁ;qorgmg ipan elevrnthyaspedi-ol the present Mvestiom thReg is

I nfor ' LN | Kk X n Ls i le to
decr yperpPedSarSob sk o Eital, FRES"E o NERDY Rhoie SVktg M T8 mat i on
decrypj ' ﬁl@;a ' hiu hit | (Qgﬂ h R wite

t he Gh@ug&gﬁ g?bdceqté%(lm crgﬁpeﬁFpgg?frufptare]gf%y%et@%on Sggrlﬁ)qq)ng uni t
on a sappagatusethainshare taabictworkrkey where apeasaitent tis Isoune to thable in
which the content ID included in the content key infaornation decrypted by
" the finetwaskr Dyt eRgryRiing ronterlbdiay dafeinatiannuwbish omalugdes tae cont ent

CQ”@B%?HEH? key required to decrypt the content, using a network. key,
the content using program including a first program that is executed
by the content importing apparatus and a second program that is

- executed by a content using apparatus, the first program having a'

computer function as: an obtaining unit operable to obtain a content and

~encrypted content key information, which includes a content key for

fhe content, from the outside; an ID generating unit operable to generate

a content ID for identifying the content obtained by the obtaining. unit;
~and an encryption converting unit operable to:convert encryption by

: decryptihg the encrypted content key information obtained by: the.

. obtaining unit, adding the content ID to the decrypted content key.
information, and re-encrypting the con{ent key information using the

network key, and the second ‘program having a computer function as: a

- first decrypting unit operable to decrypt the re-encrypted content key
e information using the network key; a second decrypting unit operable:to--
. decrypt the content using the content key in the content key information-
e -:decrypted._by the first decrypting unit; a writing unit operable to -wri_té the: .
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to the content ID has been witten by the witing unit; and a suppressing
unit operable to obtain the content ID of the content to be witten by the
witing unit, to refer, in the table, to the nunber of Sepigaber HWocont ent

corresponding to the content ID has been witten, and to suppress witing

by t he gahtéhhdetRiptedhsy tihd sectvibledecybting@sit Brsa 'storitRsnfediuatied er m ned
maxi mum nunber of times. According to a twelfth aspect of the present

i nvent itable tsteriegi wnitpoperakle 4o cstorena tablegimprwhichmtlee econtemt b an
appar atus that, uses a,  content .that, has,K been bound . to_a network.b

e Ty piRGIHIEaince cRalET IO IRIPTBRIOAHETTyPES Aretien ) RV RINE t hat i s
requiregd. C | Y, havi ng a
conput Gt BaBRERHted Wit Achiftinen Bt Bihe ik SRR cob BSAMIE" e
encrypigdils@ntenteley|D nhas™dan Waithent Bg RBEWVHLIKGY urit; aeepPr _
decrypting unit operable to decrypt the content using the content key in
t he cosupprassingntinitmepierabde doy ptddirbtheheohitent |IDdef rthet contentt; a
witin nit gperable to wite the content £ decrypted by the second

decr ypg'pﬂ@e WiiftepnbY theswgiting uditi tenfefer, indhe el 49 the BuBMReEDbl e to
store t I ;. whi e included, | e§o n

I nfor n&fi ﬂﬁ{%%c%tém ﬁ%ﬂ%ﬁg‘%ndh&.r@ptth%g%ﬂﬂt?h?s"gs@égi g’teégyvm th a-
number mttéh%ﬁdtwﬁgiﬁn RS Wit BYOHE Merifidg L isit WREANth Rubdisepeen

witten by the witi and a“suppressing unit operable to obtain the

cont enofititnet hadecachednd predetesminagd mayirhen wurhbeg oftimest o refer, in
~the table, to the nunber of tines the content corresponding to the content
I D has beef\Gaardingh toaadtwelftbupppest ofrthe myesent naventien.niners 4S when the

e geS BBt SRl BB LA A B P 4TS, .

oy ELEAPREAL af P Begty B (8/8\ASMIGACR Backaphilg BSRREBIEILS o
usi ng Kest emforesatidn)owhichiachited aecoatont kesy phasestrdquiesti .
decrypt the content, using a network key, the program having a
computer function as: a first decrypting unit operable to decrypt
- the encrypted content key information using the network key; a
second decrypting unit operable to decrypt the content using the
content key in the content key information decrypted by the first
- decrypting unit; a writing unit operable to wr_ite the content
decrypted by the second decrypting unit onto a storage medium; a
: table storing unit operable to store a table .in which the content
ID included in the content key information decrypted by the first
-decrypting unit is associated with a number of times the content
corresponding to the content ID has been written by the writing
* unit; and a suppressing unit operable to obtain the content ID of
the content to be written by the writing unit, to refer, in the table, to
the number of times the content correspbnding to the content 1D
-~ has been written, and to _sUppress writing by the writing unit when
. the number of times has reached a ..predetermined maximum
number of times. | o |
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FIG 3 is a functional block diagram showi ng the constructions of a
content inporting apparatus and a content using apparatus 10 according to
the first enbodiment. FIG 4 shows the conposition of tIHerEoMesded on and
the ECM according to the first enbodinent. FIG 5 shows the conposition of
the noved content list according to the first enbodinent. 15 FIG 6 is a
flowchart showi ng the content inporting process of the content inporting
apparatus according to the first enbodinment. FIG 7 is a flowhart show ng
the content witing process of the content using apparatus according to the
first embodinment. FIG 8 is a flowhart show ng the content reproducing
process 20 of the content using apparatus according to the first

enbodi "ERRIEE DESCRIPTION OF THEOYRAWINEGS eration of scranble |Ds

and the recording process in the content witing process of the content
usi ng appar at ISlG@ccbrghaws dhenovenadl eobstiivation 6f G dontent Gsbvghart

 accorar iy s thiaCep FUNE fBuRiE B Bogtatents E We RresFohanTBRBIN G agr am
showi ng the @IG! racshews thel losserent Qf&ngfmmttdrmgoﬁp@aé@ﬁt@n@rﬂsm}f
content using apparatus accordi ngoto the second enbodinent. FIG 1Zis a

f 1. owcharRY SBSNi dgCeFdind e dhepnehodimantssof $hechresentinvansianess

Brbodi ment - Fat § 18 AT b ndl WGk BRI BT BT ETEEAE Siristr bREdRE s -
1 Septenffea 200ferft istpartiigndpparatugprantabugontent diging apparaasond |

enbodi nent . H_G 14 sho t he conposition of the noved content |ist of a
~ secdfd @GN 'nGsF‘Plgt?‘@ng$5ﬁJr§b§§|éWrr\g to the second enbodinent. 5 FIG

caon k"G SN R BI TEARE eS| e s
according to the first embodiment.
FIG. 5 shows the composition of the moved content list
according to the first embodiment. |
15 ' FIG. 6 is a flowchart showing the content importing process of
- the content importing apparatus according to the first embodiment.
. FIG. 7 is a flowchart showing the content writing proceSs of
the content using apparatus according to the first embodiment.
FIG. 8 is a flowchart showing the content reproducing process
20 of the content using apparatus according to the first embodiment.

’ FIG. 9 is a flowchart showing the generation of scramble IDs
and the recording process in the content writing process of the
content using apparatus according to the first embodiment.

FIG. 10 is a flowchart showing the write resume process of the
- 25 content using apparatus according to the first embodiment. |
| FIG. 11 is a functional block 'diagram showing the
constructions of the content importing apparatus andthe content
using apparatus according to the second embodiment.
FIG. 12 is a flowchart showing the moved content fist
30 . synchronization process performed between the content. using.
| ,apparatuSes according to the second embodiment. |
FIG. 1_3 shows the composition of the moved content list of a




constructions of the content inporting apparatus and the content using
apparatus according to the third enbodinent. 10 FIG 17 shows the
conpositions of the PMI and of the content _id_descri pSeptemberddish t he
content IDis witten according to the third enbodinent. FIG 18 is a

fl omchart showi ng the content inporting process of the content inporting
apparatus according to the third i5 enbodinent. FIG 19 shows the
‘conposition of the noved content list according to the third enbodi nent.
FI G 20 fisstacohbenharginghappagatbs acvrelingwro thegsecondsentbodirhentont ent

usi ng appar at ceqrding to the third enbodipent. 20 FIG 21 .is -
functional bl ﬁlﬁdigg?dlaﬂg’sgn%ﬁrﬁ?’?m%gﬁ’ﬁ 985[:('%0@50‘6# G &It ek O?I'?porti ng
appar at Use@psidt h nt i n S ' Qo t t hi

enbodi ment. FI G eageggea lf‘fﬁ\%h%??%ﬁ%ﬁ%g ?ﬁ(g&f:djh entt%wr iriflieng S%(régggss of

t he cont@mbagingnépparatus according to the fourth enbodinent. 25 FIG 23

is a.flowhart oW t he npved content |ist nchroni zatio rocess
perf8rmed bet \Egﬂ tI]rreE’gc('):’ NP i %rtWﬁge aﬁﬁQnglBQ'ZﬁHOf‘he“E@Ht%éﬁf'oﬁ'si ng
~appar at Uscanlihgi tg the seeohduehibogifesitent. FIG 24 is a functional

bl ock di agram showi ng the 30 constructions of the content inporting

apparatus and Rlfe cd®ehd asifigpcippaaht Wogkcodinampno tshowirfg h the

S RSBl e SURRERE o, AR s P BN A "T S
enbodi mugingFaBparatus acddradipiptd tHovhind eRsbeanhemtc.witing process of

t he content uﬁ g_g zipyoaratus according to the fifth enmbodinment. 5 FIG 27 is
a flBctional Blbck It aghawsSsHA® ngoHROSIENS rottthmsPYT 1 padc aft dhe

port KorRAR! e scP i ERTICRHiLA' e cOREERILTs WAREER B EIHiAL 8
the third embodiment. A
FIG. 18 is a flowchart showing the content importing process
of the content importing apparatus according to the third
15 embodiment. :
FIG. 19 shows the composition of the moved content list
-according to the third embodiment. '
FIG. 20 is a flowchart showing the content writing process of
- the content using apparatus according to the third embodiment.
20 FIG. 21 is a functional block diagram showing the
constructions of the content importing apparatus and the content
using apparatus according to the third embodiment.
FIG. 22 is a flowchart showing the content writing process of
the content using_apparatus arccording to the fourth embodiment.
25 FIG. 23 is a flowchart showing the moved content list
synchronization process performed between the content importing
- apparatus and the content using apparatus according to the fourth
embodiment. - , '
| FIG. 24 is a functional block diagram showing ‘the
30  constructions of the content importing apparatus and the content
using apparatus according to the fifth embodiment.
| FIG. _25 is a ﬂdwchart_ showing the'co_n_tent importing process
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enbodiment. FIG 28 is a flowhart showi ng the content wite process of 10
the content using apparatus and the recordi ng apparatus accordin to the
si xth enbodi ment. BEST MODE FOR CARRYI NG OUT THE PRESENPEPIUDRIT? First
Enbodi rent 15 The foll owi ng describes a first enbodi ment of the present
invention in detail with reference to the attached drawings. FIG 1 shows
the overall construction of a content using system 1l according to the
first enbodi nent of the present invention. 1In this content using system
cont ent sof h&hear cootenti impdriing 2@ppalajiusal abcoedicast tar etheedfifth
appl i anc t _are connected to a network. This content using system1l is
corrposedg'i"fts(g&%%{]ght | nporting apparatus 100 that inports contents, a

storage appar 1. 280is 8 RdWcHartysWOwiRGHUEIY cHAtEAL wmiggé HroTeksbi

110-2, 110-3, &etc., that use. contents, "and a network 1 that connects

these ZJdhegentendadsinthappatadus aspording tapghwe fifth arodadipoens. a cont ent

fro a broad d bi nt,ent_  t o twonk 120by
' decm‘?pti ng enﬁy%p't \é\,??gon ené) L@@‘Fﬂ?ﬁ%ﬁat%ﬁﬁ hgwfﬁhdéy%'q%as € an

- encrypticonsiudtiong b€ thententehbdneporfing’aspataidid, thé conitent dsinkey”)
and re-encréptl ng the content keg, I nf ormati on using an encr¥pt|on Key _
(her ei naARRRM3MIT.e PNGeth@crasPKkding " apPRsatussageerdingiatedthe sixthnce on
t he net &&I?ﬂ isis to say, the content 9 1 Septenber 2006 inporting
appar atus 100 "converts the encryption of" the content key information. As
one exanpl e, #&Gh28nis a flb@cRart showirigthe goatéhtovritepprategss I8X0 is an
STB_ ( Set TOE B(%x?_l for. receivi ng dirﬁgital 5 broadcasts and perforréﬁ a
pr ot8ss HRLFONTENE HiNgeaPRAEBRYE AN (e FeCOS NG BRP AT ARHER CERIINGi ng to
CAS (Congj thenakthdbodigyshem and an encrypted ECM (Entitlement Control
Message) that 1 ncludes the content key as access key information, (ii)
reconstructs

'‘BEST MODE FOR CARRYING OUT THE PRESENT INVENTION
First Embodiment
15 The following d_escribes a first embodiment of the present
invention in detail with reference to the attached drawings.
FIG. 1 shows the overall construction of a content uéing
system 1 according to the first embodiment of the present invention.
In this content using system, contents that are distributed via
20 a digital broadcast are used by appliances that are connected to a
~network. This content using system 1 is composed of a content
importing apparatus 100 that imports contents, a storage apparatus
90, a plurality of content using apparatuses 110-1, 110-2, 110-3,
_ etc., that use contents, and a network 120 that connects these
25 appliances. |
The content importing apparatus 100 imports a content from
a broadcast wave and binds the content to the network 120 by
- decrypting encrypted content key information that includes at least
o an encryption key for the content (hereinafter called the “content
.30 . key”) and re-encrypting the content key information using an
encryption key (hereinafter called the “network key”) that has 'been
-shared in advance on the network 120. This is to say, the cohtent
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the ECM section, (iii) decrypts the encrypted ECM (iv) re-encrypts 10 the
ECM usi ng the network key, and (v) outputs the content_and the
re-encrypted ECMto the network 120. It shoul d be not ed Sepgmbe is
realized using a "private" section defined according to the MPEG 2

Systens, and has a construction like that shown in FIG 4. It should be
noted that MPEG 2 Systens is defined according to the 15 international
standard 1SO' | EC 13818-1. The ECM section shown in FIG 4 is constructed so
as to iwopotting sqparatuseddd " comVEehs pehe eantryption sEcthencontérr _(for
error co rectigaﬁi As one exanple of the content of the ECM payl oad, the
ECM sect ‘BN 'Eﬁ qtﬁof'hi s drawi ng has a version 20 nunber, copy control

i nformation, 8A§Qfﬁ@réxé§ﬁVple\{aé§%H&Nheﬂgtf*lr%p%i ViHE GtRn 3 po?ERY | N9

detection data. The version nunber shows t version. The copy “contr ol
informat@pRasabws 1Kkt ifer aboyThRg (Setpekap t Bed )( "fooPYerRibAENg " HFITERK

COPY'y, ' etc. t t.,. T tent. key | so_call ed
25 tFe BISREFRY wapd' Delrrbling & PERLER VIV (T aRuER A it
cont ent . siybjeqy itvatarcédisa dareiretiescadyding el -CASS QT sldRid At Acceds
variable_| ength. The tanpering detection data is set for detectin any

.t anperi ngYSkem) Ardemenerypird &GY Gﬁiﬁ@bletrnanttcaenémirM@tsgagqaa%atof t he

o RS R PR, oA BT FRSA  eB ol L o)
. The copythen BCMI sectionpyiiprd elersgrtisbive @y pteds ECMY (Ve reléndrgset enber
2006  copyri hql der, or the content prqvider/service provider, etc. Here
o cob® Né%é’«’t%é{%nﬂhme B PEK KeYn N B éviautRinthe rantend ardihent can
R R SRS BRSO P SHABE QaR A
net wor k,is\Metaiizdtia ustmg ent pbisiate “seatio b dlefimed ratomrding' €&0HYe NREEG-2eans
to the RISISTRS aRiHobGS d manstyieionaiksstiat Shown in”FlG ‘e "™ o
| should be noted that MPEG-2 Systems is defined according to the
15 international standard ISO/IEC 13818-1.
The ECM section shown in FIG. 4 is constructed so as to
- include a section header, an ECM payleoad, and a section taiier;(for
error correction). As one example of the content of the ECM
payload, the ECM section shown in this drawing has a version
20 number, copy control information, a conteht key, variable-length
~private data, and tampering detection data. The version number
shows the ECM version. The copy control information shows
whether copying is permitted ("COPY FREE”, "NETWORK COPY”,
“COPY NEVER” etc.) for the content. The content key is also called
25 the scrambling key, and is used for encrypting and decrypting the
-content. The private data includes any fkeely-chosen data that is of
- variable length. The tampering detection data is set*for detecting
-any tampering with the ECM. It should be noted that'the encrypted -
part of the ECM is the entire ECM payload, which is encrypted using
30 a work key or the like that is distributed via an EMM (Entitlement
| Management Message). o )
The copy control information described above is set by the

10




In the present enbodi ment, the content provider/service 10 provider can
set the maxi num nunber of wites(copies), the wite(output) destination,
and the wite(output) path, etc., in the private dataldsBErbeedd!%pove.
Such information is used as conditions for controlling the witing and
reproduction/di splaying of contents that have been bound to the network.
15 The storage apparatus 90 stores the content that has been inported by
the content inporting apparatus 100 and the content key information whose
encr ypt i cdp¥bighieboldenwer thel cofitanti provider/sepviRgepappiiat utcOHesiteor es

th t ' t.e wh h tent .is bound to.t twork. 20 As
one exangrOPY, NEVER 2 5l SRt i iheabmenBiten agibmaliihg o 2,
i ncl udesc@ntah € cainsen Ay b@re@%&@éﬂ?ﬁriﬂ%ﬁ?@qq@l}t ﬁ%%ﬁ_%\ﬁ%eﬁoﬁﬂdttgﬁt ain

networ k. The cont ent usi n a(EEarat uses 110-1, efc.,
the contdig nelwenk. coNERWQBK GORBY femeanswibsd copienaarpthefraéaky been

S0, decr O39S REERSIbGE briGREheRRofRaNRL the CRetkarbaiby RadRaE ™
al ready tiremethtaiined“"COPERREE! rhbaneoth&bicofids s DPFrdd1g gRdENt
usi ng.the_i_ﬁr_ltent key, and then use the content. Al so, in the gresent

content W&t beingspessibie; e bind, the wpnferdote dive nsitwe rkpaithoughs
110- 1, lﬂﬂs%a%&g%%%ﬁgr can connect to the network 120. As one exanpl e.,

"as shown In € cantent using 11 1 Septenber 2006 apparatuses

'110-1, 110-2, InlGhe presentregmimodipnbnanodre soehtest aprevididrabefvicklo-1, a
E}VHB 110-2,. a DVD recogdgé 110-3, and a PC 110-4, etc., that display a
conttfnt RERYIGES: €aheSEbntRAL MBAKITAM, dimbhiRre G dWIHeS(6RPIRS R S

Lo of JTYERLOlto08Y QUSSR TBE Eu AU Ky BT G 01 70,
‘net wor k prdgate aata wdekcriidd caboeet.s t Sectonirdiormatiper tisnquseganmat us 100
and th-e'ccoonnéﬁpéng iop oar?tq'%rlﬁttwast%se%v]i?fi%’g and reproduction/displaying of
contents that have been bound to the network.
15 The storage apparatus 90 stores the content that has been
imported by the content importing apparatus 100 and the content
- key information whose encryption has been converted. That s, the
storage apparatus 90 stores the content in a state where the content
is bound to the network, |
20 As one example, the storage apparatus 90 is the home server
~shown in FIG. 2, includes a hard disk drive, and can be accessed by
appliances on the network.
" The content using apparatuses 110-1, 110-2, 110-3, etc.,
obtain the content and the content key information whose
25 encryption has been converted from the content. impbrting
apparatus 100 or the storage apparatus 90, decrypt the encrypted
content kéy using the network key that has already been obtained to
extract the content key, decrypt the content using the content key,
and then use the content. Also, in the present content using
30 - system 1, the plurality of content using apparatuses 110-1, 110-2,
110-3, etc., can connect to the network 120. |
As one e_xamp'le, ‘as shown in FIG. 2, the content using
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110-2, 110-3, etc. to one another, and is realized for exanple by an 10

| EEE 1394 bus, |EEE 802.3 (10/100 Base-T), or Bluetooth. FIG 3 is a
functional bl ock di agram showi ng the constructions oflﬁﬁgm@bﬁﬁgﬁﬁ

| nporting apparatus 100 and a content using apparatus 110 shown in FIG 1.
This content using systemis constructed so that contents that have been
bound to the network 15 can be identified individually and limtations are
i nposed on the witing of contents in a state where the contents are not
bound t capph&abes@srklO+l, dAO+29 bEOAB] edct,haay beRiiplidncebessinalsea

appar at SEIR T LGt 2o B -2 o BRI Bard 80o8) o id 6 on.
The st orage-appeta ueh & disgidfica NEdNRE ke 1l Aidredkie EfAREnt Noftda 3. The

content inporting apparatus 100 includes an input unit a separating
uni t 10X eraoy@Ehienmediumnsucheds on Rnérppotape, aOWBrRAM, amd atdSD a

. . . . L
oot S0 SRSRY. CarBi Rl vy the Flaitent Mo o iatatises T adoas:
~as an inpay bl eppliditees thatpwthbiAkr AN b tHEBEFUHELEENEY

acket-nultiplexing a content, an ECM an EMM PSI (Program Specific
- I|Onf or rration)?ﬁ?%.%ﬁﬁwod’gnl@i@erﬁiﬂeﬁwosb bhat heomnests Pdvkecontent of the

head - . rating
ni ¢ 108MuB8rehd 3ppdraRaB S0 MAG R EBHEENT (N ARbE Skuae T EBrTed by
the i nputl@n2j 1]]([1—3,nebc.th:eocmFl)a?othﬁrhgnﬂgﬂpﬁl?ﬁ%ﬂf?gm@mwm dTlgg?,lél)ashang he
[MaTe [ 2 C
obt iPns THEF o 3od dEusy 1BFB.80R0 Ue%é@esﬁﬁ@“a:][ BERIURTOOR R hi 5, ¢ ne.
[ [ j b I t e
header parts of s 1 fungoRaP phoek diadr sV ke coT HEtIohA on
and t he cfCNiheaet contant c ompartingy aippfarataisi oh0@n@mndt Ao oriRver uSiRguNi t

: ' t CM kets received from

_103 reca%}?érra%ctfss H?S E%V\?l‘?cltl’ll Oﬁé'm{r] h‘Fth C r?tcent using system is
constructed so that contents that have been bound to the network

15 - can be identified individually and limitations are imposed on the

writing of contents in a state where the contents are not bound to
the network. It should be noted that in FIG. 3, the single content
using apparatus 110 is used to represent the content using
apparatuses 110-1, 110-2, 110-3, etc. that have the same
20 construction. The storage apparatus 90 and the network 120 are
also shown in FIG. 3.
| The content importing apparatus 100 includes an input unit
101, a separating unit 102, a content key information encryption
conversion unit 103, a cohtent ID generating unit 104, and a
25 multiplexing unit 105. '
' The input unit 101 imports an MPEG-2 transport stream
- ("TS") of a digital broadcast as an input stream. The transport
stream is constructed by packet-multiplexing a content, an ECM; an
. EMM, PSI (Program Specific Information), etc. and can be identified
30 ~ by the PIDs (Packet IDs) of the header parts of the transport stream
| packets (TS packets). | _'
| | The _separating unit 102 separates. the transport ‘stream
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the separating unit. 102, extracts the ECM and converts the 1o encryption
of the ECM That is, the content key information encryption_conversion
unit 103 decrypts the encrypted ECM and uses the net rSEPie gﬂ"eﬁ%@(@rl bed.
above to re-encrypt the decrypted ECM More specifically, the ECMis
distributed in a state where the 15 ECM has been encrypted using the work
key of the CAS and then nultiplexed in the broadcast wave. The content key
i nformati on encryption conversion unit 103 decrypts the encrypted ECM
‘using tinepastad ey the inputcasit dilidate tthe comtent th® BEMy etgng unit

gener at ed by MG EGHSICPHVp IR SEPRTaHNG Urth 102 Aekorud cpegﬁnqqfeqh.s
request g ipMY { Pm@mmaﬁmt)aéﬁldtB%air%%@@é%ﬁ:éﬁt%r?%& Sty t he

network key. It should be noted fhat th ey Is usually ut ed
vi a an ENRES tlaefﬁxreamexédtentbrs,hﬂ'nensewattng uae 10X execittes a

di stg t e nt en tion

encr ppt s SeF ST to s Rlins JBrUiE AeileroPh gt TR 5 aREkets n (hi s
way, by am@epagaﬁdsetherﬁa&m@ofm 2o nkEeMttawd thienECMeetEhe content key
which is the y tion Key for a content, the content and the content |D

can be securel entekay inferpration encsyptinh gesivgrshgnotindodlent | Ds

1 5 ke, FEOTAL O B SSRELPLLAR D fo 00 i 2

case trlthe lsaepawnngnhﬂnltzaaﬁz centmrtt:*ebhe NEQMEtand eotHwdtitsorthe
conv8r5| on_unit 103 Egntl event b% obt ai ni ng event information
suchl as ENFTHREIRD; @ff BT @'éntSn ther rantentTde ) inferimatign

(Serviced ti8h! e8hvklsfon %nltaggﬂr gtg’]é'ugﬁgﬁl%st el rr"lecrrghltgﬁt ‘EkCIﬁo%?lm I Bs

I n such event units. 5 Based on t romt

i nf or matusms thacngpwiosk key\desiribednabol@Btotriee epany mttHéDcmn@rpettedng uni t
104 is a unique content ID. Mre specifically, the content ID

gener at ﬁ@ﬁumt 104 has an internal counter and on receiving a

More specifically, the ECM is distributed in a state where the

- 15  ECM has been encrypted using the work key of the CAS and then

multiplexed in the broadcast wave. The content key information

- encryption conversion unit 103 decrypts the encrypted ECM using

the work key of the CAS, requests the content ID generating unit

104 to issue a content ID, inserts the content ID, which has been

20 generated by the content ID generating unit 104 in accordance with

this request, into the decrypted ECM, and then re-encrypts the ECM.

using the network key. It should be noted that the work key is

usually distributed via an EMM that is multiplexed into the broadcast

wave before the d,istribution- of a content, so that the content key

25 information encryption conversion unit 103 can obtain the work key
in advance. |

In this way, by inserting the content ID into an ECM that

includes the content key which is the entryption key for a content,

the content and the content ID can be securely bound. Here, the

30 units for-the assigning of content IDs . may be events that are

| : identified by the separating unit 102. Here, an “event” is a content

that corresponds to one broadcast program. In this case, the
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request for the issuing of a content ID fromthe content key 10 information
encryption conversion unit 103, perforns a process that assigns the
present counter value as a content ID and increnents { rertewhpt 106 The
mul tiplexing unit 105 perforns a process that nultiplexes the content
received fromthe separating unit 102 and the encrypted 15 ECM received
fromthe content key information encryption conversion unit 103 to -
reconstruct a transport stream The storage apparatus 90 stores the

t r ansporcotephkeyutfprmatdohrenctyetion coplersion unit 1085dentifibs an her

hand, th t,ent I 110 i.ncl ud 20 i it 111,
cont ent SUSTE Y A BINGE TRt 1RGO TRALIGR SUC, A a8uevBitald TOS aMnag! ng
uni t 113rTP (ERAST BOreRAtibnStaBbled) iMBhe WY tSdAdicel HVMheatioYtipUs Tepnt rol

unit 115, a content decrypting unit 116, a content output sel’ecting "uni t
117, and@Rdceqeastsitbpl agnenation of contentcbisdin suchtévwgntininitsl9 as

cont ent out putgi unjts 5T parati uni.t 111 operates as_follows.
wnenZa cont entBoREdLR, thé eddeSERAR dhe lrontedt rESY cLifuilabin, ™
recei vedemorypeiorresheersiat dhitAB3E athe ddRtdmiolDt §enbssting DRiSQWRT ati ng
unit 111 separates the content and the re-encrypted ECM from a transport

st ream dB6HESed f HBIAYBeCEBREBRt IPrpoMoOFRy spepeiftaally,1tbeocarientadDst or age

appar at ] e Kk ' r ' d ' nj j ves the
el aner Jeddrailfy AT Bas BT AREHR 16G0HRG g Tbb, eI

Sept enbare9@st far ahe VissathdgChfusi ne it thdDwfrio rieyheVWeentdeoitnkeso, i f
the _user _has e a content witing reques the content key information

dectPpt -@Iﬁ@guma”taigmze@%}f&tﬁenscqméeeré@manérqtlQamr@ﬁfomgs apyagesscHmient
[ ot e A, hECRRgdntiteldernoaIte Ak ICBRTCRY 1t TRUEERFERSY (e
cont ent they confriberat i on decrypting unit 112 decrypts the re-encrypted ECM
usi ng the netwnrk key.and .transfe the. content ID included jn the ECMto
t he moved con\tA@?@ mpittlppexmg Unit 105 performs a process that multiplexes
‘the content received from the separating unit 102 and the encrypted
15 ECM received from the content key information encryption
conversion unit 103 to reconstruct a trénsport‘ stream.
- The storage apparatus 90 stores the transport str'eam
outputted from the multiplexing unit 105. _
On the other hand, the content using apparatus 110 includes |
- 20 aseparating unit 111, a content key information decrypting unit 112,
- a moved content list managing unit 113, a moved content list storing
unit 114, a content output control unit 115, a-content decrypting
N unit 116, a content output selecting unit 117, and a content display
unit 118 and a content writi'ng unit 119 as content outputting units.
25 _ : The separating unit 111 operates as follows. When a content
- display request or a content writing request has been received in the
content IJsing apparatus 110 from the user, the separating unit 111
separates the content and the re-encrypted ECM from a transport
- stream obtained from the content importing apparatus 100 or the
30 storage apparatus 90. | - o
| | The content key information decrypting unit 112 receivé_s the
re-encrypted ECM from the separating unit 111 and decrypts the
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managi ng unit 113. The content key information decrypting unit 10 112 then
receives a judgenent result fromthe noved content |ist nanaging unit 113
showi ng whether the writing of the content with that daspisaber

permtted or prohibited, and when the judgenent result is "permtted",
transfers the decrypted content key to the content decrypting unit 116. In
this way, the noved content |ist 15 managing unit 113 judges whet her
witing is permtted or prohibited for individual contents, so that it is
not possietenerynied HEMdLsinguthhat netwoekt keyn aMhembaioidgssal efttthe he

t si de. | spl t..h b ved f h T,
The” pr ocuSer it P8R0 o oM FEIIARS . JR s prthey GRNEENSG ke &
the saneirformietion deohepting Lhith 1ReERErePathReGACHRSEIY eBntERANNSf . the

judgenment result received fromthe noved content list” managing unit 113 is

a j udgen¥hthecsemteniegacayR§ingainit bt o anlyi wive sphag Iaeenhje:dcb_mmm and
pronto (S TERvelthent ASCTARGAME TS 243 shaR the RERL S Serfitted.

j udgenenlore speuificdity, the ocohpeht ikey ohfermatientdécryisingt ar ar2
prohi bi ted based on a noved coatent list (hereinafter "MCC') that is

stored i FEERPIROIRG resenekYy Pted EGM Ushiag thie netwarkikepan@dransfendcL.

Her e, thgdMdoy lfirst e t t :

content gt%t hat ,ﬂt%g?/lzt aq[?eg%mtgeéedﬂln 'ﬁﬁ?@eﬁécﬁgﬁ u@é{n@meed;scégfe%e]?%er t he

- - out put t im@nEgiognuerit s113. peFine t centemc kede infolgaativs decryiptimgeuhitr the

Wié\hng iz content .i s per.ﬁﬂ[ted and éud epents,. 15 1 Septenber 2006 as

(o et bt 2CHER dECBivEs B alAasIngRore sl foan: the Tpeved comtens:list

speci fi Galy i : i @ﬁfé}. TRV I

control Q?iarr%éuqlﬂ@iizl,rﬁﬁ %g@rr%\ljte) Ic nt@@nt | sgﬁ%\ggﬂ}% Oﬁmﬁé E%Pgé}‘@dg{etg

whet her Wiad e@ntemiglbfisapeomittad ios peohibited, andowdiery the jud gpemeesses

Pldges” RWRTE tREPELERYctlanTERe tor: G8TVEked SonlSReikal te the oL
and  wheritehicdecePptiry hasitnet eheerh hgs ShgyednaaddsvinecsRBEARR D to
15 'managing unit 113 judges whether writing is permitted or prohibited

for individual contents, so that it is not possible to unlimitedly
- ‘output contents in an unbound state to the outside.

When a content-display request has been received from the

user, the processing of the content key information decrypting unit

20 112is the same as when a content writing request has been received.

~However, the judgement result received from the moved content list
managing unit 113 is a judgement result regarding the
reprbduction/display of the content and not a judgement result
regarding whether writing is permitted or prohibited.

25 The moved content list managing unit 113 perfofms a
judgement as to whether the outputting of a content is permitted or
prohibited based on a moved content list (hereinafter "MCL") that is
stored in the moved content list storing unit 114 and updates the

| - MCL. Here, the MCL is a list that includes at least the content IDs of
30 . contents that have already been written. The judgements as to
whether the outputting of contents is permitted include judgerhen-ts
as to whether the writing of a content is permitted and judgements
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10 the MCL and permits the witing. Wien the content has already been
regi stered, the noved content |ist managing unit 113 prohibits the
witing. Inthis case, it is possible to pernmit the wl Beptgmbér 2006 cont ent
only once, with the second and subsequent witings of the content being
prohibited. In this case, the MCL is a content ID list 15 of contents that
- have already been witten once. The non-registration of a content IDin
‘the MCL is the condition (witing condition) for witing a content. (B)
The noveais tonwdrathiarsthemepgioniatioh/displpydgka tdatentls tfwrmpgedyed

ontent 1D h | r ead istered in th ... \When th tent I'D

has. not been MATE GGG, NG BoRPBEENE 1 NakRegMGecRIed feom

[ 20l St erghd Bt PBONLRT Birkift YOL th@nthd Vil edncbhel U midifadfld L oF the
d bite n predet

content is_permtted or prohi ed "’ i accordance wth a m ned
wri ting Ebadindass avhebkenmthe esitingnof Reconberbis If2rmittbdeacceiniger ed,

" the % List , managkn nj 13 judges whether the witing of the
- conteéent eﬁ%sg?gég%?§e%"%m %gﬁbtﬁ?éo@%%’ﬁiﬁ! rdance with the witing

condition corresponding to the content ID. Here, the witing conditions,

may be a pernmitted_nunber of wites for a content, a wite destination 30

(the kind of 4Pdragdhedmanedr contenti tisy, maneginggupdt hlt3njudges

- ! dj. @ ‘ | j ' ' - the witi f
cach cont aater eticel¥ett coffint BJs #Frane! Sy ReERET ndg Mekahs * 16 1
Sept enbewh260the eaciteatii®hias H0E buabeegitared)idd@s thel d@std iy 1P teontent

may _ be he er of content using apparatuses 110 that share the network
keylfn ttﬁi‘@ ﬂfﬂgwdm@rmi&ﬁ %ﬁﬁr%!nghe Whead tbencentent haswalsgady unit

pront bi Lo ephe o TR R LSE T gbifa P T3 i ofihBsgn Such

j udgenerthe writimgde Brdthislicaget, dtdenpesdibleoopeeimiorthd spliting efrfet i ons,

not content, w.iti conditions, The noved content |ist managing unit 113
al so seGHURPL 05 with the s8c08dbpNthsubseatantewnitingscofbhied
- content ddritent being prohibited. In this case, the MCL is a content ID list
15 of contents that have already been written once. The

non-registration of a content ID in fhe MCL is the condition (writing |
‘condition) for writing a content. |

(B) The moved content list managing unit 113 judges that
20 the received content ID has already been registered in the MCL.
| When the content ID has not been registered, the moved content list
~managing unit 113 registers the content ID in the MCL, and judges
- whether the writing of the content is permitted or prohibited in
accordance with a predetérmined writing  condition or the MCL.
25 When the content ID has been registered, the moved content list
' managing unit 113 judges whether the writing of the content is
- permitted or prohibited in accordance with the writing- condition
corresponding to the content ID. Here, the writing conditions:may
| -be a permitted number of writes for a content, a write destination
30 (the kind of storage medium for the write), a writing path:(analog
output/digital output, etc.) and the like. 1In this case, th'e'lwr-it'ing of
each content is Iimité'd in accordance with the writing -conditio'ns- for

16




storing unit 114. This is used to detect whether or not the MCL has been
tanpered with and so ensures the authenticity of the MCL in a case where
the MCL is stored in a non-secure region of a hard di sk Segtempsr 800G he | i ke.
Accordi ngly, whenever the content of the MCL is 15 updated, the noved
content |ist managing unit 113 cal cul ates the hash value for the MCL and
manages the calculation result. As one exanple of a nethod for securely
managi ng the hash value, the hash value may be stored inside a security
nodul e, @hicbhcontentanpEherrsivhenof permitted Woites fadd tbobent maydyed

content },jist managing.unit 11 manages t he maxi nmu I ze of the and/ or
a threshg-l'% Pé\f'g&%ﬁg%ft GOREN N faEBﬁf%WSQ%sﬂaﬁ ttﬁ'@tsiszrbarcﬁw%h‘% MCL.
Here, inpat@TR k&Pahetive tHueebpkdr 30! beeeimaﬁiprmm number of content 1Ds or
a maxi mum number of bytes that can be witten'in the MCL is provided 25

and this threshdednpyed: eentent listroaciagingoonitr bl 3ijadged ehetharthalel et e

the pnfo | . I t_c nt, LDs in the M. r.e. specifically,
the Rovett R tdstBh/UERAVEET A G EH I hertgbté StariubiaBiings 1
next wrigante pagiyian the procddseand Aheandn (BYPRABoVE M thé@ght euddL. is
reached, the pointer is returned to the 30 start of the MCL, 3o that it is
possi bl dudgderients ateomadieod aaiidingg tor comtent tepreductiornyistisp@y:

Al ternatiyehioR¥ Wdttéﬁlgtélﬁlfvwi .@@P@ﬁ@&%en a content 17 1 Septenber

2006 was accessell as I nT or ma content in the ML,
- del etion (overThmét magyedaoobteptr ligtmedanagindg nanit o 8heisonkeenpéjyon with
the | owest access fre uengl}lléoélstéﬁr natively, instead of automatical]l

del &0i ndNaYERA GRS Va EpkilassoEedinethe movgd (ﬁﬁ)ftt@me”%/lél et ed
fromt h%ﬂmﬂgﬁ)’ni@qdlé?l ef‘hti§qﬁﬁg%é@ecouaéfe&nglﬁé}%%rgﬁ)ﬁggﬁlﬁé'e Nm%:‘{r?d -

operation. The noved content storirng unit
real i zechégnadmperddskitly avel so ehsureésdheThativentieitty ofitthiet Minfme@l unit

115 out Rl e SORLEI RO 1 05 QM 10 hOROLIE N or COpLT Pl gl
drive or the like. Accordingly, whenever the content of the MCL is
15  updated, the moved content list managing unit 113 calculates the
hash value for the MCL and manages the calcuiation result. As one
‘example of a method for securely managing the hash value, the
hash value may be stored inside a security module, which is
tamper-resistant hardware.
20 In addition, the moved content list managing unit 113
'manages the maximum size of the MCL and/or a threshold relating
to the number of content IDs or the size of the MCL. Here, in a case
where a threshold for the maximum number of content IDs or a
maximum number of bytes that can be written in the MCL is provided
25 and this threshold for the MCL is reached, control is performed to-
-delete the information for the oldest content IDs in the MCL. More
_ specifica!ly, the moved content list managing unit 113 manages a
pointer that shows the next writing position for the MCL and when an
| upper limit for the MCL is reached, the pointer is returned to the
- 30 start of the MCL, so that it is possible to delete information starting
from the oldest content ID. _ -
. ‘Alternatively, by writing the time and date when a content
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content output selecting unit 117. Mre specifically, based on a content
di splay request or a content wite request fromthe user, the content

out put .control unit 115 generates content output contrdlSeptertbst ARG on

i ndicating an outputting of the content to the content 15 display unit 118
or an outputting of the content to the content witing unit 119 and
transmts the content output control information to the content output
selecting unit 117. The content decrypting unit 116 decrypts the, encrypted
- cont ent .whBr actessield @ [the timfocomddon deer gpchngomtentlif tRe PECEorns a

process that.uses,the content key ohtained fromthe content key infornmation

decrypti‘iﬁ'aq}f’ﬁ"f' 1(1%"?'3"’5'55'&22& Iytih‘:écr%'fforw(é)ac‘kt&@'r@ﬁ té@ﬁorﬁ"@nt t hat

have beqRfepfiatibRlwIH Ble!Idtve SO Bictlssfequllifont ent output sel ecting
est i natq on oOf

unit 117 controls the tran.sfer the content based on the
cont ent out putAl¢ennativelyningtead of anttoan atid al iyode tetién gamife nm atiopas

_ t Lol Lt .11, 5, M I.fi L1y, t t { Qut ti It
197 Bor it onoll: BnRIRRo Hifdiptiee RS sRra e fiamaghe’o
i nf or midedacteowp thd aBeRYEnd ither AEIRREd! By [ 8 seprdgBationR! ay unit 118

and 30 transm_ts, when the content output control informtion shows a
wite to a storhgénagaduesnient bstttering unit Idehstereswthe MEluaind is119. 18

.1 Septe zt?é)&) h ept .di spl ay, bt 118 reconstructs an MPEG 2

el ement arﬁéghs reg)rx Erﬁﬁf‘?@ggsdgié’éﬁ'ﬁgé’?sth:@' € content, decodes the MPEG 2
el-enentary st damcortémubpupattdentwlt @At 13 R olRPiiter contéAt CAURRIT

writing umtgHQ perfornms _the processing 5 required to wite the content

andl@ picsrse! iREermatian fergordrpling the subputidnggel reepnkenibe dhe
cpectrL SRlfient BRIERLSEIAIAN DRI LiTRRE NI B85 B Aoy i
and conwcariterntheispdayatequeist oFaGoohtehbwritneeguagplfeoat thbaiskat, ahe
constructign of the MCL 10 that is, stored by the noved content i st
'st ori ng Gt @UiRYT; control unit 115 genera%/es content output control
information indicating an outputting of the content to the content
15 display unit 118 or an outputting of the content to the content
| writing unit 119 and transmits the content output control
~information to the content output selecting unit 117. |
The content decrypting unit 116 decrypts the encrypted
content.  More specifically, the content decrypting unit 116
20 performs a process that uses the content 'key obtained from the
~content key information decrypting unit 112 to successively decrypt
TS packets of the content that have been encrypted using the
content key. | |
The content output selecting unit 117 controls the transfer
25 destination of the content based on the content output control
information obtained from the content output control unit 115.
‘More specifically, the content output selécting unit 117 performs a
process that transmits, when the content output control information
. shows “display”, the content to the content display unit 118 and
.30 : transmits, when the.content‘-Out'put control information shows a
| ‘write to a storage medium, the content to the content -writing_ unit
119. - o _ _ _
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managed by the noved content |ist managing unit 113. This MCLis a list in
whi ch contents that have been witten by the content witing unit 119 and
contents subjected to reproduction/display by the contle®ptetnbspPp unit 118
~are witten. As shown in the drawing, the 15 MCL includes a nunber of
wites, wite destinations, and a wite path corresponding to each content
| D. The nunmber of wites shows the nunber of tines witing on a storage
medi um has been performed for each content by the content witing unit

119. The writEhdestontendn dibpiwy t hgist drigge reedingfrustehaas ARG RAM 20
'D- VHS, anij an SD card, for_which witing is permtted. The wite ath
shows thE& anﬁSiu i@ré’t%‘Er&a’?u@'ﬁ”ﬁst%lﬁoaaﬁﬁﬁﬁﬁﬂf thejicomtent; gecodes the

-conpr es n t ' ' {

bor 1 i 11 DGR RerhEnealy ShCat) Bl bERBGI 8] Lontentled BMitonn « 11

may obtain i nfbhentc¢antenthvadting: Bt Wil gesformls otise apdtosessmgat hs

fromthe privatge,data..in the ECE\/I sho in FIG 4 and set the information

in the VESAUITEHLE0 WP LEenthe RanTentor Rt 2 diTGGaSS FRABAKEIESNESGRALERE t he

content, oRtdla avdra§el inBdiurAc! LMS?e's‘Pae?ciﬁ't%mﬁa}ﬂe E’P\‘\Qeﬁ?%ﬁffnrdeﬂﬁit .
the MCL, or a stored in

"~ obtained information in y even’$et values that a
- 30 advanddSi perfarmees ocass that aonvegréy thenenErgptiom MElthe tbntdwet above

arreany teding: the SAREIOLS Rl Soae0 Valts thE Tataltotitent i st
~_ managi ng unit A3, 5ahows dnkhexamiglersr tHy g;%tgg%t&ﬁ&ru@t‘i&ﬁ%ﬁh@ -

- stipulated by a maxi mum nunber of ‘wites fo single content. The
operldk i othaf s netrgdt iy the nposiedt erantenti fiistt seoribge amdt rlit4i anddisscri bed

515 a TEEdbl et EontEne i RiBA g i Dok a1k This Mk i
impor ti ng lisgpanahich tohtelte thatuhaveibedd it B§EtiFe ConteReMritingtam
froma '&r?itbrlolaéjcggh 'Vt\:%\ﬁete(nsttsegu%?g%géd to reproduction/display by the
content display unit 118 are written. As shown in the drawing, the
15 MCL includes a number of writes, write destinations, and a write
path corresponding to each content ID. The number of writes
- shows the number of times writing on a storage medium has been
performed for each content by the content writing unit 119. The
write destination shows the storage medium, such as a DVD-RAM,
20 D-VHS, and an SD card, for which writing is permitted. The write
~ path shows the output state, such as analog output, digital output
(compressed/uncompressed), and output image  quality
(SD(Standard Definition)/HD(High Definition)). The moved
content list managing unit 113 may obtain information such as the
25 write destinations and write paths from the private data in the ECM
- shown in FIG. 4 and set the information in the MCL or may obtain-
such information from information (such as the content, ECM, and
PSI/SI) included in a broadcast wave and set the obtained -
- information in the MCL, or may even set values that are stored in
30 advance in the present content uSing system.
_ From an MCL with the above construction, it is possible to
- know the number of times a content has already been written, so
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The separating unit. 102 obtains the transport streamfromthe input unit
101, refers to the PIDs of the TS packets, and separates the TS(Packets of
a content and the TS packets of an ECM and the |ike (3t56ptembgp3006The P| Ds
showi ng the TS packets of the content 15 and the ECM are witten in the
PMI, so that by referring to the PMI, the separating unit 102 separates
these TS packets. The content key information encryption conversion unit
103 obtains the TS packets of the ECM reconstructs the ECM section, and

decrypt s that thecnypved &oMenst tigt trhanagikgkanit 1t1€P cSA0RBMit 2Ael Wraddiyt i on,
t is "COPY N R",

when the copy control information of, the decrypted ECM

the cont Qﬁtgk%?/r%%'f’gr%tﬁ]'ﬂnaeﬁ@'ﬁgﬁt$Hﬁuiﬁﬁ@érgﬁoﬂ MaxiMyos ifyedaroofbi nd
the cont @ifitd® FoPAeh VEIhkiathritertoes not  performthe processing bel ow
(t hough reproduction/di sgl ay of the content is permtted). Wen the copy

control i nformkhieor0perabonNBETACHe CoPMtenthaisingt esystieey iinfwitint tiea

encrypti n e} it, 103 performs the processing described bel ow
When §t hgaé‘égﬁu%@hﬁo?‘#&r’ﬁ? ti%?qu‘:s' "I8op§X E”e,éi tb‘%ﬁ’)w ndtsiBg ne@ssary
to bind floevcloatgnshioavh e FEGBOI anidigugh the content key information
encryption conversion unit 103 }/ﬁ bind the content to 30 the network with

I ma
“the nunber of WPt &sisatiewchantis arg the«carennimpeytingf proeesoof

encrypti c‘#gy | ' ntent 1D generation request to
t he cont gﬁ? _ ﬁ@e%ﬁ&ﬁnéﬁp%%g%ﬂggﬁm% unit 104. The content 1D
generating uniThéO4npedeimsit 05 Fecriotls ANErHeHS6AL eftraamNEasth |9 (step

5404) . TBe cant eEt | D gfnerati ng unit 104 sends the generated content ID
to thte cBRPRHEAREWANMEOKTHER &F ryption conversion unit 5 103. The

Comem 15, REBAARR URh.02 RO B, YAl SRR R A,
gener at i Mpuinunitldd hemefetseso theoPIBBtof kReUFBNpathetsoBRUCsepARhLES
"t or mat i Ten G G O ASRaN e e TEbPacieas S oh asm EUNyanatherat | on
- encrypti pRe q@ep’ SUOR YN rhkdPIDs showing the TS packets of the content

15 and the ECM are written in the PMT, so that by referring to the PMT,

' the separating unit 102 separates these TS packets.

- The content key information encryption conversion unit. 103
obtains the TS packets of the ECM, reconstructs the ECM section,
and decrypts the encrypted ECM using the work key (step S403).

- 20 In addition, when the copy control information of the decrypted ECM
~ is "COPY NEVER”, the content key information encryption conversion
unit 103 does not bind the content to the network and so does not
perform the processing below (though reproduction/display of the

_ content is permitted). When the copy controi information is
25 “NETWORK COPY”, the content key information encryption
- conversion unit 103 performs the processing described below. When

the copy control information is "COPY FREE”, it may not be necessary:
to bind the content to the network, though the content - key-
information encryption conversion unit 103 may bind the content to

30 the network with the number of writes set at "‘unlimited’:.’;

The content key information encryption' conversionrunif 103

sends a content ID generation request to the content ID genérating
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sets the received content IDin a specified field in the ECM As one
exanpl e, a nethod where the content IDis inserted into the private data
part of the ECMshown in FIG 4 may be used. The cont ehtSeRERHRENat i on
encryption conversion unit 103 i5 re-encrypts the ECM usi ng the network
key (step 5406). More specifically, the content key information encryption
conversion unit 103 internally stores an encryption key that has been
shared in advance on the network and uses this encryption key to

re- encr yphit 104, ECthencohteit Ibegepnarating Dnfles Ceeeaceivesdesd. rddquéegdi tion,
20 the content ke% i nf ormati on ﬂcr\g&t_“i on _conversion unit 103 converts the
- encr ypt RNEGRNEIBLES & coRdent IRy (BEaRsP4P4 ) hese TS packets to the

mul ti pl exi ng j e |t ' I+ | tipl.exe ackets
of the cont emﬂéeégmgﬁbfg%g?h%'?g%a atﬁ:ﬁr'lg ]}Jﬁ?'t @%Msgr@ét %eé%aﬁgc ets of
- 25 the EIMtemibbl tentheoointentdse pasomoation edcryptieinvedntepsiorhantiont ent

k Lnf ti ti ' it 103 t S407). Aft
it ¢ Pl Ry, e bt kelaiBmnsbon sncvitiehdonvaisigh wpats 0.
Al ternaldmplads e QDEANeRRGTEEHAID 1OHEPEEM i BhOSHIRS LONkiYe USi ng

apparatus 110 at the same time as the content and are stored 1n the

- storage SIfeifigally, dhe contens Ixgeneratirg aonitehb4i gpnetates apmmiEnts 100,
the 21 k¢ tion.of the FECM i ted. fhereb
 gorer ot ith, TR TRl Sh¥BLs S8t e e i Era RS SR 1 o

is set icoritemt HOVovthe konteRt Ikdypirroeth dtioh éh@r%ﬁﬂbﬁ”&on@réiﬁﬁ@hﬂer
hand F%ﬁi37 i.s a flowhart showi ng the content writing process of the
t X

coni@n ng ldp&atentikey inforpeatieparacrygtion conversior woitt 208 and -
cont ent SSe e PEERIFCd cdtRefiliS i SHEAESS (g BTN REM Rald8BF ead
from t hexarpge aappettes d wieré shercsivdnt Ibbiseirpateliintblthe pPRate
SeParati s Bart or the £ Shown T FIG. 4 may be used. o 0> Mt
The content key information encryption conversion unit 103
15 re-encrypts the ECM using the network key (step S406). More
- specifically, the content key information enéryption conversion unit
103 internally stores an encryption key that has been shared in
advance on the network and uses this encryption key to re-encrypt
the ECM in which the content ID has been embedded. In addition, |
20 the content key information encryption conversion unit 103 converts
the encrypted ECM into TS packets and transfers these TS packets to
the multiplexing unit 105. _
The multiplexing unit 105 multipiexes the TS packets of the
content received from the separating unit 102 and the TS packets of
25 the ECM, whose encryption has been converted, received from the
content key information encryption conversion unit 103 (step
S407). . SR |
| After multiplexing, the content and ECM are stored in-the
. storage apparatus 90. . Alternatively, the content and ECMare
30. inputted into the content..USing:apparatus 110 at the same time as -
the content and ECM are stored in the storage' apparatus 90. |
~In this way, in the content importing apparatus 100, the
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are in the header parts of the TS packets in the transport stream and
separates the TS packets corresponding to the respective PIDs. The content
key information decrypting unit 112 receives the TS pheraeebegr2Q0fe ECM
fromthe separating unit 111, reconstructs 15 the ECM section, and obtains
the re-encrypted ECM The content key information decrypting unit 112 then
decrypts the encrypted part of the ECM using the network key that is
obtained in advance (step S502). The content key information decrypting
uni t 112enesggstioine of 2the ECHNis Iddivettdihstihersbe deddesting bheodesnypt ed
ECM (ste, SB%%) I n prder ﬁ:o onfirmwhether witing is permtted for the
present ' bega O e NGy aEKi aRdiacepieiy IDnis setdn theannsters

the readeepieRicH %?ﬁu]ﬂ?ﬁlé@@ﬂvﬁﬁnfﬁgt%ﬁﬁnﬂanagi ng unit 113. 25 The

noved content list managing unit 113 rea e MCL from the noved content
list storing danttha otherdpasdpHLG . THe snaidowchamt eiowirsg thenaghbentini t

113 first qbtai di_ti h th ite. d I pnat i d the wit
pat hoot VAT RAees oh i sPREErErs i abraraths Lol enc. the EOM and the
PSI/SI) i ncl udefl th [9epaAHAGNERRE L1 511 CBRR kol tI RAHATERET EChhalralr e set

in advance in the -systemand then confirnms whether the wite destination
and t he Sepatatgshfromegitharca thanspe rissiream irsiogivéd feomlithieooantaniep

. SB05). 22 s t | th
s bat dETPRIGHG. apparALus, FOR' SRACrAQRPORE stEaE BBL had iten Al har
~is provifgedh itheagvarage i dppa Fet eo e IELEHT HF0ANPaMbHE spékifiealiy, e . the
content can be_ witten to D-VHS, but when the wite destination that is

pro¥PdeFERPEIGAGMBE 14 1 Rertuinem RIsGaRssaphat sefersito the PEDscthat, such
b "SR R tisadeh RS e T8 RabRePL IR 3R ER SR st BE S
wite padparabdsitideiTs gibekels cortdsponaiggitouthadeaprattalePIHS, the
content CannOLrhbee cvéﬁgttetn%q(é)&]tir?fc?rr%ta%gggedengr(yputrirr]\g unit 112 receives the
TS packets of the ECM from the separating unit 111, reconstructs
15 the ECM section, and obtains the re-encrypted ECM. The content
| key information decrypting unit 112 then decrypts the encrypted
- part of the ECM using the network key that is obtained in advance
(step S502).
The content key information decrypting unit 112 reads the
- 20 content ID that has been embedded in thé decrypted ECM (step
- $503). In order to confirm whether writing is permitted for the
present content, the content key information decrypting unit 112
transfers the read content ID to the moved content list managing
unit-113. : | |
25 - The moved content list managing unit 113 reads the MCL from
the moved content list storing unit 114 (step S504). The moved
content list managing unit 113 first obtains conditions such as the
write destination and the write path of the content from information
(such as the content, the ECM and the PSI/SI) included in the
30 transport stream or from-parameters that are set in advance in the
- system and then confirms whether the write destination and the
-- _'write path indicated by the user satisfy the .c_onditions {step S505).
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10 In addition, the noved content |ist managi ng unit 113 judges whether
the content ID received fromthe content key information decrygtl ng unit
112 is present in the MCL (step 5506). It should be ndtesptanthet 20en t here
is no MCL in the noved content list storing unit 114 (a pre-initialization
state), an MCL is generated 15 (initialization is perforned). Wen the
judgenent in step S506 is "NO', which is to say, when a content ID is not
present in the MCL, the noved content |ist managing unit 113 perforns a

process Adadnapaxaesplidie whknatte siseresndiatdsl “DviHs”mayeehe ot | i st
storing uynit 114(step 20 S507). In this case, it is judged that witing
is. perdesidaatian.,;apd prwsda d&ﬁ#i@tlom ﬁh@tdérpﬂbvhciﬁbﬂﬂ adréamﬁetnrhg of

t he cont otrh:% sy gi ont ent
t he nurrtgg'?etg \Md{?ie{'gﬂﬁ'? QB\ERK%%Ebée |na |o[5|n£V t%@m pat%ﬁﬁ} gjet he
MCL, 25 watbemabaDeVI-t&,ebhasmheh the white dastintoiors thhe idgrovidedeinoved
cont ent dnSt stori in addition to replacin g;_!the hash val ue

storad. 84V qrﬂﬁenﬁ]/%eccﬁé% ntl?%‘ﬂ%ﬁf&ﬁ Uumikl91 wal £AEd ) s¥i&hcul at ed
hash valwqtimy tbs-WHS jhdtc 6§§fﬁleke§|a‘{j§andgf§d ?HFers %Wﬂe“ﬂl'rtte&éz

extracts the ™ 30 content key fromthe rans he cont en
the comadf, sethgbuimgssrtihe write pathdhdicated blyctheU%rCSHﬂlRﬁIEsdhEput

Sopt e b sith bRol GBALE abNBrERRHT Rhe: Cobbnt Wb gradharafts dhdk n”°
((step S3AB) condeRpMIY bel hrigent emooaltw«ag@nm@a.um't 115 control s the

content output selecti S\g uni t to wite the content on the indicated
wit@ destindbijagdigien heemmteﬂ contratdish managmgpiniibd Whijudges

e ot A L EBheohl U BRIREE. Bl SR kA, RrRPRRRbER o
decrypt k:lmzrvmtlng}lmw (st Z2ps iﬁ@%)entThetW@M@Dt(sQébp95089| ectti sKo W bell?
transfers ccordin
note%l that wfg\en there is no MCL in the moved content list storing
unit 114 (a pre-initialization state), an MCL is generated
15 (initialization is performed). |
When the judgement in step S506 is “NO”, which is to say,
when a content ID is not present in the MCL, the moved contentr list
managing unit 113 performs a process that updates the MCL and
stores the MCL in the moved content list storing unit 114 (step
20 5507). In this case, it is judged that writing is. pef'mitted for the
present content.
~In order to record the writing of the content, the moved
- content list managing unit 113 adds the content ID, the number of
writes, the write destination, and the write path to the MCL,
25 recalculates the hash of the MCL, and stores the MCL in the-rhoved
content list storing unit 114, in addition to replacing the hash value
stored in the moved content. list managing unit 113 with the
recalculated hash value for the MCL.
The content key information decrypting unit 112 extracts the
30 content key from the ECM and transfers the content_key\tq--the
content decrypting unit 116, and also instructs the content output
':con-trol_ unit 115 to transfer the content to the content writing unit
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10 control by the content output control unit 115, the content to the
content witing unit 119 using the indicated wite destination and wite
path. The content writing unit 119 wites the content &feptcmbet H09ge

medi um (step 5510). Mre specifically, the content witing unit 15 119
encrypts the content in a suitable manner, changes the format, etc., in
accordance with the storage nedium such as a DVD-RAM or D-VHS, and then
wites the content onto the storage nmedium \Wen the judgenent in step
S506 is 1Y¥Bsvia theaonfirmed ayritevdustihetiornsaadtwiRel path §stap $508he MCL,
t he rmvgg conf,ent Iiﬁt 20 naai ng unit 113 j_udaes whet her writing'is
per m 1 GACEP BTyt DE OIS NGO LRBUE asttral st LA 5 entralsttng copteat at ed
“to this I ihat @R ) ; L [ 06 :
wites, SUpareelGting aRICE Yt Wike MRLONEERE b AETAARALE Hrifk noo
for eachdestimasinn lamd wwgtegvath.content 1ist managing unit 113 refers to

this. 25 infor i onfir whet he Lting is permtted. As one

exar‘rgl e, when fﬁ%%%}&t @(?Cﬁﬁﬂgﬁw &"%ﬁ&d%ﬁpfe&a&a%smgﬁﬂaﬂt@, i f

Lhe contPBipaékets bbeaned o ehcsdparatifig anit PRATELT Phblddhtent FI G

5, the nunmber of wites is "1", nmeaning that two nore. ites are

" possi bl &e¥®htainedntrorpvidie swrdentekey! informatighndeany ptintBuniddd t hat
t he vvritgst'bﬁ B%%)?d | e.  When doing so, the content of the MCL relating to

the wit estination and the wite path is which is to say, that there

are 24 1 SeptEwbennzedt outpli Eieﬂ@ét'iﬂ@suﬁwafl117h€ré’H§Fe?59%'i:td§ﬂﬂtihﬁ“ccﬁ”d t he
~wWwite path, l%:itha witing can be performed for the wite destination and
t hellr i (MO DY {ihe: s08dehy PUEPUEGONtedUnitel Ebntthe cobtient to the

" CONTENT=d d¥d2 adritiadd i ht e l.nat | _indi cat.ed the .5 user,is
- " DVD- Rgrl\rﬁdr% n tﬁ‘é'@ Fﬁg@ﬂlﬁfﬂ%etfs@n?&hgt Q‘g&{&gtea..wght@ pbf%t'WF'PQ and
dest i natwbiiei gatlvD- RAM', so that the nobved content list nmanaging unit 113

j udges that t vvritgei permtted. If, at this point, the wite
desti nation i ndl%¢SPB B?Wﬂ@ﬂ%@nlt 4 19swrigrthe sontepdmnte asst@rageough

- the maxife@iamM&tep’ SY1dFS MordYpd&titally, the content writing unit
15 119 encrypts the content in a suitable manner, changes the format,
etc., in accordance with the storage medium, such as a DVD-RAM or

- D-VHS, and then writes the content onto the storage medium.
When the judgement in step S506 is “YES”, which is to say,
when the content ID is present in the MCL, the moved content list
20 managing unit 113 judges whether writing is'permitted or prohibited
using the information in the MCL that is related to this content ID
(step S511). More specifically, since a number of writes, a write
destination, a write path, etc., are recorded in the MCL for each
content ID, the moved content list managing unit 113 refers to this

25 information and confirms whether writing is permitted.

As_one example, Wh.en the permitted nhumber of writes for
.each content is "3", if the content ID of the content to be writte:n-.is
“"CONTENT-ID-11111" in FIG. 5, the number of writes is “17,
- meaning that two more writes are possible, so that the: moved
30 content list managing unit 113 j'Udges that'-f'.the write is: possible,
When doing so, the content of the MCL-irélating to. the write
d._estinat'i_or;n and the write path is *-", which is to say, that there are
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10 reached, the limtation over the wite destination |hs not satlsfiefl SO
the noved content |ist managing unit 113 judges that the wite I.S__no
permitted. In the same way, when the content IDis " coNeRigmhep28@Bss” and
the wite path indicated by the user is "Digital (SD", the limtations on
the nunber of wites and the wite 15 path are both satisfied, so that the
noved content |ist managing unit 113 judges that the wite is permt_ted,
but when the wite path indicated by the user is "Digital (HD", the

limtati no bmitations beerrtdh@wrﬂhmdeit@ﬁaﬁb{neéndsmét lmim% fﬁﬁt’gﬁ@? rt]ﬁgg; Ietnlt o
I i st nit, 113 judges at the wite is not per
wlnzn Fﬁg 88#%%'35? Berto f%ed#mrt hewrite destimatignnad thie writcepatias

3 t t d t | t u
?LéSZ‘Syt [fcared > by>p g aelTPVed SR thE, oBRReRE, T op el 1
"YES', WEONTENToIDa2222e amdebl"leomret{iih dm"ﬁ“?ﬁ{'g‘ﬁ{‘@?‘?i‘% ﬁngngz?ng
h S r , e ve N
Lﬁ??%éﬂg%ﬁé?gﬁgﬁ&%%?elnttﬁ‘@ w&}-e‘g}(’e 2y ofrueritrs is I'ed andckhei ng
from st eqritebeSinatitn s aE)\)’ESRﬂ%‘” 's%e‘i'h%lﬁoi’ﬁe E@cﬁ@&t cﬂﬁ%&h'tv\j]bg” of

such has been onitted. Wien the judgément 1n step his
to say, HRNagNGoiR l&;BtBﬂﬁgesstharhrtﬁl@ wyiteiis pdddmiitted.udpedat ithis t he

vay, i n PRlGCR s dEs GBHEH Mg '%%yoﬁﬁéﬁwéébﬁseégﬁaéém ? 006
i 5" assi gmednipley @@@h@ﬁoddw&hbamé%ﬁ?ﬁuh@wﬂﬂn%rt@ﬁmﬂ%%'ésaﬁg

content is |tt the witing is confirmed using the sot S
posdPbl £qaf %oggel||”Fﬁ*E%RIDBrQV©Ihthﬁewwtﬂﬂﬁgtlnﬁtmusmmt sasmsﬂecwmd e FIG

1ot v o THAYerE EOHARA IS, AR bl 1 AT GEE AL s
reproducmmbnp(ed‘mxtted) priecetlse |garnleC wiy, t W?héhoc’éﬁé' EBn't@n%}:qlPﬁ @6020'[0
that des&OBTENT- U ahBRBansetheomitemath indicated by the user is
“Digital {(SD)”, the limitations on the number of writes and the write
15 path are both satisfied, so that the moved content list managing unit
113 judges that the write is permitted, but when the write path
indicated by the user is “Digital (HD)”, the fimitation on the write
path is not satisfied, so that the moved content list managing unit
113 judges that the write is not permitted. In addition when the
- 20 content ID is “CONTENT-ID-77777", the number of writes has
- already reached “3”, so that the moved content list managing unit
113 judges that the write is not permitted.
When the judgement in step S511 is “YES”, which is to say,
the moved content list managing unit 113 has judged that the write
.25 is permitted, the moved content list managing unit 113 updates and
stores the MCL (step S507). The detailed processing from:step
.S507 onwards is as was descrlbed above so that description.of such -
has been omitted. _
When the ;udgement in. s'tep 5511 is "NO”, which is to say, the
.30 _moved content list managlng unit 113 has ]udged that the write-is
prohlblted the content wrltmg process is terminated.
' In this way, in the content using system 1, when a c_on-tent.ID
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10 When the judgenment of the noved content [ist managing unit 113 in step
S606 is "NO', which is to say, when the present content IDis not present
in the MCL, t he present content has not been witten, 1 Septerher 2609 noved
.content list managing unit 113 judges that the reproductlon process is
permtted, so that the content key 15 information decrypting unit 112
perforns a process that extracts the content key fromthe ECM and
transfers the ,content key to the content decrypting unit 116 (step S608).

The contmwasdmwtor@comténtmatehaxméehdﬁﬁm@rfblt@iﬁ nte’ﬁ\/orT(Sa RACHEL S
he separating unjt 111 using the content 20 key obtail ned

19 ?gﬁ{ tn ﬁSCEBE@eﬁﬂS REJLEGR oF @WK RE Sy pRnHigMad using tl‘(&i"é@LSSﬁnghat The
t ent
G ol ay ThPReSIEE & iifisodd I micdtihansn e WIBE BE YoriBntst oy "t he

. content outputAlsmmtwblileuRiG. A 5s 23“]6'\Weh‘a¢nb¢mwﬁ193IQhQYCQﬁténﬁerQHigOUt3

h T he like (ste Wen the jud t of
he Hovelr eReann TEConian ho1ng APPIatin L1y Risnos: &s orElowChATh | s

to say, $HEWIRGSETS coRitbpRird déucf’ib‘?tsﬁafsdlggmﬁ g the noved content

| i st managing unit 113 30 confirns whet Ction is permtted or
pr ohi bi t edusi gy Fhe. §,nthe mocesalngtlm\esms 66 0t t0g5606tthtﬁe fthessamecont ent

ID (ste | I noved t na uni t

115 264 B3k et RTR B B0 sh ahni iné TRurbero Shalk deea 1RO cached
t he rram@ﬂguglhuh‘ggrb@énvwmtig@d_and Judges that reproduction is permtted
when the maxi mum nunber of wites has not been reached and that

reptBduction |W"tﬂ"’th%ljtJQ@amémttQﬁthﬁmmdﬁmhbenbiiSNmtamammg uBitbeen -
eproquct Tanh SPERISHES T NG FrBRECE fe Py, diBst thvptestatiea et """
execut edD Visemdthpresdgenenthien MEep. &0 prcsedOcontBheNhag hotSB¥en
'written, so that the moved content list managing unit 113 judges
that the reproduction process is permitted, so that the content key
15 information decrypting unit 112 performs a process that extracts the
content key from the ECM and transfers the content key to the
‘content decrypting unit 116 (step S608).
The content decrypting unit 116 decrypts (descrambles) the
TS packets obtained from the separating unit 111 using the content
20 key obtained from the content key information decrypting unit 112
~ (step S609).
| The content output selecting unit 117 transfers the content to
the content display unit 118 for disptaying the content, based on
control by the content output controf unit 115. ,
25 . The content display unit 118 outputs the content to a TV set-
or the like (step S610).
-When the judgement of the moved content list managing unit
113 in step S606 is “YES”, which is to say, the present content ID is
present in the MCL, the moved content list managing unit 113
30 confirmswhether reproduction is ‘permitted or prohibited using the
‘information in the MCL relating to the present content ID (step
5607). More specifically, the moved content list managing unit 113
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i 0o when reproduction is prohibited, the content reproduction process is
termnated. In this way, in the present content using system1l, even for a
content that has been witten on a storage nedium t het Septembhe2006
possibility that a copy of the content is present on the network, so 15
that during the display (reproduction) process for a witten content also,
~the MCL is used to confirm whether reproduction of the content s
permtted, thereby inposing limtations on the usage of the content.

Hovever , confirms avhéthenthe noenberhef wiitéohay eeashed thaOmiatienappt ed
(fails) due to t wer bei.n (ﬁgt off or the user canceling the process

-~ for exarpHEbgpo thrg:erSeaQBq epihathrepreduetionuis merepiitedh when
- desi gneg o r‘h%%lﬁ"n@ﬁl EH)Uﬁl & r(ﬂSWﬁtégeha‘é‘” h*)'tnBe%r 09’%31%hé\4)raend t

specifically, in FIG 3, e content or mat1 on decryptin '{ 112
assi gns newqmwteonastmolnmmed adheo ﬂ”ﬁemaXmmntthmtEBf‘ bflvmrzsesafré}i e

uni t the units in which the content key included in the ECM
i's uSd %?ﬁxr%?qb%%e content decrypting unit 116 receiving the content

key and this sghaipkRel fad ﬁ-.@ﬁprihng:é,tp @%y\hgt“pﬁsﬂt vgmechcpgttgnga?as been

transferred to the content witing uni't s to say,
poi nt t W@ theRyostiaionhds cperemtted; othe spooagssimgli mnmsusseeded

‘When th |l ed, and the witing process is resunmed, the
-cont ent %%@é?§§ﬁ§n ﬁﬂp‘SQIG transfers the stored scranble IDto the

content 27 1V@hphetherjd@6mdsel ihnsBspes 607 %GGW'%MH'?S td%sHp that

the processing can be Tesumed fromthe scramble ID. ‘'This process i5
des@:gl bé@hﬁelwrwuﬁleﬁésmmmmé, thewontentmeggoductidn ro®esm s 9 is
a flowct,}% %@éﬂdng the process for witing a content onto a storage
medi um raw ng shows the processing from the start of a wite up to

an interrupti &n ttds"wayg éh ther peesd@atisehtendngsinkesyste i1l ke for gNce the
Wit "9 Bonte Ststrfué){ hasC neeerrlltwlnsttccegm(;lreln%egto;ahgee medium, there is the
possibility that a copy of the content is present on the network, so
15 = that during the display (reproduction) process for a written content
also, the MCL is used to confirm whether reproduction of the content.
- is permitted, thereby imposing limitations on the usage of‘ the
content, ' , |
However, there can be cases where the writing process is
- 20 interrupted (fails) due to the power beihg cut off or the user
~canceling the process, for example. For this reason, the present
content using system 1 is designed so as to be able to resume the
writing process. More specifically, in FIG. 3, the content key
information decrypting unit 112 assigns IDs {hereinafter referred to
25 = as"scramble IDs”) in scramble units (for example, the unifs in.which
- the content key included in the ECM is up'dated), with the content
decrypting unit 116 receiving the content key and this scramble ID
and storing up to what point the content has been transferred to the
_ - content writing unit 119, which'is to say, up to what point the writing -
. 30 . of the content onto a storage medium has succeeded. When the. .
L process is cancelled, and the writing process is resumed, the cohtent
~decrypting unit 116 transfers the stored scramble 1D to the content -
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10 noved content list managing unit 113 provisionally registers the

content I D of the content being witten (step S701). The content Kkey
~information decrypting unit 112 checks whether a wi t! Segptpnbercg6

i nterruption (cancel) cause has occurred (step S702). Wen the process has
not been interrupted, the 15 content key information decrypting unit 112
executes step 5703, while when the process has been interrupted, the
content witing process is termnated. Wien the power is cut off, the

processi kgy biformastipredécrylptissg amiS7082 $6 that YHeegrobheiding ¢4A Bent ent
has been 20 ou(; ﬁutte in an er&iﬁ;}f scranble unit. When the content has not
been out FEFYRIY Aram Lhe serag Q- unit, step S704 is executed, while

when the cont ephishapobees j8de FiS@di%%%ih@f’tﬁ&?ﬁ@kﬁﬂ@é‘%ﬁwﬁﬁﬁ 702
by

I S execut ed. e content key information decrypting uni sSi g a 25
scr anbl eFIGS, ® @iah 1dbr anbl e unit (step 5704). Mre specifically,

uni fermy assignin .IDs&jo each,. scranbl e unit, the content decrypting unit
116 ahd/ or t he'g](%hge'ﬁta QWFﬁ&rEﬁﬁz‘P“ﬂf@ the Rraceshiewrging @ F_@E‘ggﬁtz_e how
far the wnhtbiagtorager aseapsrfl. Thes 'd%wipggﬁgge@g&spt{% tg[j}ol&fésgﬁ%qggﬂé s

- stored inside the content key 30 informat unit
last trabieistast ofca awbite UD toTae inbermmtieay (anfarmeel’ oor detpgpsely unit

112 read t Y, omthe ECM and transfers the content key and
fnfiothe S50 e

28 1 Sep S 'e"1D to the content decrypting unit 116 (step
S705). Here, (Onceotisedarating procassarst Wheldghtdifc Y& ddm9nBheegsSSEefor a

plurality of contents are interrupted, the content 1D of the cohtenf to be

wr i f0en W% Geneittedista oapegivg Wwiith 1 provdisbowallp. registersdient
Coe) ™ VRS IOIBLARRLRRSH T %0 R (800 9833 2TTL° LD (317
using the contine keptent ikeyerimdbltnation esiddiyprehgmymt! P120fcHedes anbl e
unit forwmz-ltﬁgrvg' IV\tnli?l ghe;‘)srotz:eeesg icnotré?'LS;t)tGi%n(%E:g%cei) cause has occurred
(step S702). When the process has not been interrupted, the
15" content key information decrypting unit 112 executes step 5703,
' while when the process has been interrupted, the content writing
process is terminated. When the power is cut off, the proceésing
obviously ends. .
In step S703, it is judged whether the content has been
20 outputted in an entire scramble unit. When the content has not
~been outputted in an entire scramble unit, step S704 is executed,
while when the content has been outputted in an entire scramble
unit, step S709 is executed.
_ The content key information decrypting unit 112 assigns a
- 25 scramble ID to each scramble unit (step S704). More specifically,

. by uniformly assigning IDs to each scrambie unit, the content
decrypt_in:g unit 116 and/or the content writing unit 119 can use
these IDs to recognize how far the writing has progressed. The last

o scramble ID to be assigned is stored inside the content key:
. 30 information decrypting unit 112 as the last transmitted scramble ID.
The content key information decrypting unit 112 reads the

‘content .key from the ECM and transfers the content-k_éy- and
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. to tﬁe cont en

10 S707). The content witing unit 119 wites the content (step S708).

When it has been judged in step S703 that an. entire scranble wunit has
been outputted, the noved content |ist managi ng unit 11 8eptpmbedQ0p

regi sters the content 1D of the content being witten in the 15 MCL (step
S709). It should be noted that while the scranble IDis described as being
internally stored when the content that has been encrypted is decrypted by
‘the content decrypting unit 116, the scranble ID may be internally stored

when notsdrarnbilerD hottHdeoreaheedHiRENUAR Mbtccsgg[pgsédss)_.w%?é fully

S
stored in the storage nediumis received “fromthe nt w’iting uhit
'119. FI dn €@n§ tiap of 8 cass whenathesyridsing prosssses)farhe plyrakibss

then a COmiaftETe AteAierrIpBEH. M oI Rt S Lofe: Brbbehn e T o
di scoverwdittehemay betramsficrnadstogethiecevitAdtHe atrbhsbeseD, etc. In this

drawi_ng, the ntent decrypting unit 116 transmts the stored scranble ID
ﬁc}k%fqn%}tn%&?w&aegryam hd ureeeivemthe contepdikey agdrhe

cont ent ' Fen Q}Pe? ' unit 112 receives the scranble ID (step

S802) . Tﬁﬁ??g%gﬁ%@? ‘n r?gqégﬂ decrypting unit 112 conpares 29 1

- Septenber 2008 heheohéentt dexsyptireyl anianblé Id2diyastsi Thet aseeryptiel t he

nbl ' f h ' ' 16 5803) .
Voo s prarGHRIG the CoRESRT e Shd itaiauly Seersp thRgsdrmmbladt: | nas
he diff hR-3 O
the di fih enageraphbRenuhle fop” WHILA WRERfEINEd beam tqbgpﬁg%%d&gty(s%ﬁdgi g

decrypting unit 116 and the last tra scranbl e
thalOt h&d@7Derence is equal to or below a threshold value set in advance,

I AT T P ST R et
threshol d val W&heiit has been judged in step S703 that an entire scramble
“unit has been outputted, the moved content list managing unit 113
properly registers the content ID of the content being written in the
15 MCL (step S709).. | |
It should be noted that while the scramble ID is described as
‘being internally stored when the content that has been encrypted is
decrypted by the content decrypting unit 116, the scramble ID may
be internally stored when notification that the content has been |
20 written and is successfully stored in the storage medium is received
~ from the content writing unit 119.
FIG. 10 shows the processing that restarts (resumes) the
process a'_fter the process has been interrupted.
The processing.in FIG. 10 commences when a content ID that
25 has been provisionally registered in the MCL is discovered, when a
resume request is received from the user, etc.
In this drawing, the content decrypting unit 116 transmits the
stored scramble ID to the content key information decrypting unit
112 (step S801). | -
30 The content key information decryptin‘g'unit 112 receives the
'scramble ID (step S802). | '
~The content key information decrypting unit 112 compares
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10 resunption of the witing process is permtted and the content witing
process is resunmed (step S804). It should be noted that the operation

foll owing the resunption of the content witing_procesd Septesntee20¢4 bed with
reference to FIG 9, and so description of such is omtted here. 15 Wen
the judgenent in step S803 is "NO', which is to say, the difference is
above the threshold value, the content witing process 1is cancelled (step
5805). In this way, in the present content using system1l, when a content

: i _ : cooos o in

wite o lastaFahemited StrabRISP, ot 1 5EaT Y WiEn s REPgiiRe fb '

i nt er rupt@éceiveduirom theecontent achegpiaelinit Qimdt%y\/iSBQBl). thgopecurity
escri bes a second

bei ng coupr.ord. . cond Enbodi nent .25 The foll ow n

onbodi meapegficfly, EBEoRontEREkaY dhrformations deenating: tnet dii 2 finds

dr awi ngsthé&l! ' TETolt | [ ont ent
15 g Syh€ diffdrence DewReln URISRTRTNENC 1 FaCeRRIE HUF (R, fhntent
dnvelti oﬂecrvpglmmlbef hotaundt the lastFtransimijttednstrawtblenIB) sh@rppt s

that are; : i.n content using systeml1l of th first enbodi nent
shown 1 9IS Tl InebirbESREs I8 ectEal th BV HAIRW adihriehaldBlueseb. oo
that sucim adhatrice! peaveh ; Fﬁ)refﬁ 06 given the
sane ‘ref'erence une'r) lS.agﬁﬁﬂééﬁgygtgﬁgﬂgﬁéﬁrégﬁfgﬁ?o gﬁgh has been
onitted. The cWit@&nithgsjudgeyeaiin steS8a3FSC' YES”) whidh astter sagg  as
. foll ows.; [ ntent, J. nporti ng,_a r at 100 _has th 5, sane

constr ucttr?@onhgfsfblpﬁnteﬁe '%o%tde utté)l ngrsggﬁl%m L1Jt ﬂﬁr@?ﬁ?qléf YAl e of
~thelpr essgunvptéoni ofl, treclritmg eplroussByifnParmitted bHR e té@ﬁﬁwr i ses

a noved content list synchronizing unit 901 ‘and comuni cates wth ot her

cont ent WEItHII B RGESSUSILSHIDE G Cep S804 bnnticshauld hennotedvitvat the t hat

| ;BSJ’%Q&S[Z%%Q%QT PONE R g 1th &SRR ftidh U6 thtY cSht &8PV RtAS Pbcess
was described with reference to FIG. 9, and so description of such is
omitted here.
_15--7 When the judgement in step 5803 is "NO”, which is to say, the
~ difference is above the threshold value, the content writing process
~is cancelled (step S805).
In this way, in the present content using system 1, when a
_ content is written, scramble IDs are assigned to indicate the
20 progress of the write, so that if the power is cut off during a write or
_the user interrupts the write, the write can be safely resumed

without the security being compromised.

Second Embodiment ,

25 The following describes a second embodiment of the present
invention, with reference to the attached drawings.

- FIG. 11 is a block diagram showing the construction- of a
content using system 2 accbrding to the second embodiment of the
| present invention. It should be noted that in FIG. 11, construction
30 _elements*that are the same as in the content using system.1:of the:
first embodiment shown in FIG. 3 have already'b_een described with-
_refgrence to FIG. 3, so that such construction elements have been
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The noved content list synchronizing unit 901 synchronizes the MCL by
transmtting and receiving synchroni zation information for the MCL to and
from ot her content using apparatuses 110a and notifi e$ Sepiembey2#6cont ent
list managing unit 113 of the result. 15 More specifically, at the timng
when a content is witten and the MCL is updated, the noved content i st
managi ng unit 113 transfers synchronization information for the updated
content IDto the noved content list synchronizing unit 901. The noved

content lgisen syacnel Fhrsratitd ritherbRISE i R S3oupahaeRLARtIAN of

information to 20 the other content using apparatuses 1I0a con
net wor k. SUtRehasviegesoamittedi st synchronizing unit 901 of each of the

Chfor mat on ¢ r 3 EP0PERRBIHERHEIR 2 bR Efod £ i FRernaterzedont ent
|ist managi figllowd. 1V8hiied the cehtenti apditd rﬁﬁgaﬁéw@ i@oZHF%{‘E%%iS”

the noved content list storing unit 114, 'the ‘Synchronization o
in di¥fefBMEcEANERHIVCHPAgagpParthe entanvsingesystet Rsobrihesfinspl e,

t he sync b4t t) ization information) _is _information
that - bas ShooadiaRrtioR AR piiked ENERARKE AR catutrimisiRd pBbaratis
content lifa fhasthereaoflpriscst®modedoasnesRtMist & ndh FENTE ATt ZRG § on

met hod, s%nchroni zatign i nf.ormati on may be broadcast on the network. FIG

12 shows3HUsEQTUMHN IRERS W hBYRET Caiant Lsig APRasptsamdd Omobat |
Synch b "SoHdct 8Bl oV AR ey \Bhatt LTIy SR S

synchroni zing units 901 of ot her conten app
to tie nbetween enplinvaityr aficoy teriteusing afpparstegeze 1a04.he MCL (the

content using apparatus, 110a thaf. 5 updates the MCL and broadcasts the
The jrentlisg siach
~synchroni zat i oh"EnFEIYRY i Bhtent lisks FRNZINGt UBEN OOt SYnshignizesr at us
-110a whi t u i ' j : 4 Ng: 110a t hat
recei '\/estﬁeme!b_r ggg’%@%@?ﬁi’?} gﬁr??dzlgﬁcgllbﬁjrﬁgyn'ﬁ i%ﬁ'gﬁgiﬁggrﬁﬁﬁ%) S
set as tprstiiemMClobe émd fsdony odbparconbe i USingt appavatudes not@e dridt 10

| ‘there naﬁoﬁ?ieas '%lh r%ioVéGcho% rétn%nfisysrin%gnéa&onagr at}rlljisfei 1%1%% %Qé‘t result.
15° More specifically, at the timing when a content is written and the
 MCLis updated, the moved content list managing unit 113 transfers
'sync,hrdnizaticn_ information for the updated content ID to the
-moved content list synchronizing unit 901. The moved content list
synchronizing unit 901 transmits this synchronization information to

20 the other content using apparatuses 110a connected to the network.
- The moved content list synchronizing unit 901 of each of the other
content using apparatuses 110a that receive this synchronization
~information transfers the synchronization information to the moved
content list managing unit 113 and by reflecting this information in

25 the MCL in the moved content list storing unit 114, the
._synchron_ization of the MCLs in different content using apparatuses
110a.is ensured. As one example, the synchronizing information
(synchronization information) is information that has been recorded

. in the MCL and includes the content ID of the content that has been
30 written. As one example of the ;syhchronization - method,

- synchronization information may be broadcast on the network. |
: FIG.\,_'IZ shows a sequence when the moved content list

31




correspond to the updating destination for the MCL, with the second
content using apparatus 110(3 being used to represent these content using
apparatuses 110a in the fol |l owi ng expl anati on. Wien wriltSeptpmbesd0@ent , the
noved content |ist managing unit 15 113 of the first content using
apparatus 110a obtains the content ID fromthe content key information
decrypting unit 112 and updates the MCL read fromthe noved content |i st
.storing unit 114 (step $S1001). More specifically, when the content with

the cont gghchPon SN EMhjt B@d2348/n ¢ ] SMENORid
i nf or matign 20 (Cont'ent I D, nunb rndol?rdv\ﬁlizietesg,rbhe CM?Lr\éwgltl?ng{gonﬁ %egontent
|D " coNgentend- 1igi45synshaanizingo unétCROst onéd obherhecdntent cusingt

N Uhe” SBBbAHTyRREn L0h HAbPEteR o 3P s tiuark.o Thabits diswiGathe ™ ne
writing apdadténgsu@nie oftthe MRCICQthenéohReRP u: @Bal'&ds?:i‘igj'e# gﬁatthe

first content usi ngMz?EEarat us 110a, so that therg i's no recor
" CONPENTU PAatesdre ML mnd birpadaastsdiiaispachooaizatian informatith)shown in

FIG 13, f | t f
witesy Sehas it e e BE i, AR 1A bRRe HER RdRTIRG: 0
nurmber ofiestinatsona(the econttatt assinke dppara@id an 08! Biangdceivas tHanber
of wites of  a cgntent. Accor di nglé5 when the reproduction of a content is

‘cont r ol 1 REPALRASE SYHNIQNZation IREOHRtion and wdatesphenMéil)2toset

Ranber o o spEBRdEohBEn D LRGPl ds 1 thier thRNCARE e EhAt "
r eadRed, thare molay eper pdunalitys ofagdnteprtobishhg spparsewsesiuci pantRhet he

content. The nunber of wites.is recorded as 5 the nunber of wites that
have bediPFESPEINGAO HIf uPdating desEnation far therMGlyenith therseadns

cvery e e oo SRS T1OpBernlh bed B0 YeRIEREN: 15N, GSfteRe
repr odudisiong afp paradeisest 1 blaoire ther fdlidwing evplardgonunber of writes

reaches zero. i eGiiNg a CONERRE, the moved contant list managing unit

15 113 of the first content using apparatus 110a obtains the content ID

- from the content key information decryptihg unit 112 and updates

* the MCL read from the moved content list storing unit 114 (step

51001). More specifically, when the content with the content ID

“CONTENT-ID-12345" is written, as shown in FIG. 13, information

- 20 (Content ID, number of writes, etc.) relating to the content ID

- "CONTENT-ID-12345" is added to the MCL stored in the first content

using apparatus 110a. At this point, as shown in FIG. 14, the MCL

stored in the second content using apparatus 110B has not been

notified of the writing of the content with the content ID

25 < “CONTENT-ID-12345" by the first content using apparatus 110q, so
that there is no record for "CONTENT-ID-12345" in this MCL.

It should be noted that in the MCL shown in FIG. 13, the

number of writes that have been performed (the number of--w-rifes)

- .and the maximum number of -eri_tes that are permitted (maximum

.30 number of writes) are recorded és- the information relating to the

number of writes of a content. Accordingly, when the reproduction

of a content is controlléd,' the reproductidn of the content ‘is
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usi ng apparatus 110a notifies the noved content |ist synchronizing unit
901 of information relating to the updated content ID (step (S1002). More
specifically, the noved content |ist managing unit 11 Sgptepber 34005t
content using apparatus 110a notifies the noved 15 content |i st

synchroni zing unit 901 of the entire record with the content ID
"CONTENT- 1 D-12345" in the MCL of the first content wusing apparatus 110a
shown in FIG 13. The noved content |ist synchronizing unit 901 of the

first cperAfitted! 86 FORQT ASUThel By ABRAT dretyrifes SKNGRICPLZALAER thE
information fromthe information relating to the conteéent
" CONTENTMaximum nugveeraf wirthes;, Hhomykdroeatthe nazimumnagimgeroft 113

(5, 405 B, RERSLGOLFR, T T ret s R i e * 7
~i.nfor mat reprddiition ofntiss ebitient2d THE hOhobERIAOR RS 'P@@opﬂbﬂ‘%sme

session | D (SESSION-ID) is set for each content using apparatus a every
ti me X heth§ keHndigrzaf writestbakhave been garfoamet, butdt sppoissibe kg, t he

. ; . ; o T e 2 ided
overy ti afberBatlualf ¥ELGH ke feiRRIG o ML B BRrhiisted ritgne With us: ng
appar at ushisDn(iTEREr NAein d)d ey dasie’] ealdry tivher §dwiritet e pepfd@iledisi 19

appar at .110a and s an | D for 83 1 Septenber 2006 identifying the
content WY¥PngasfrardttisWigng andnsepradmciion weén a weorkentnbecome

appar at U{Eﬁ%lﬂ?@ds\hﬁ'é'r# RAEONE Y &F btfgvygig&%ggég%e%gﬂ,ot he sane content ID

and synchroni zatiron rntornmation I's cont ent usi ng
appdat uses 110ae mbewd content IBtuniathgiprpuRitd 1P 2he fisdceatent

informati on for distinguishing,. between the two content using apparatuses
110a. TH&‘@&Pé’rﬂaﬁﬁSu&%@ﬂxﬁﬂ%mﬁ gﬁﬁhﬁ"%%@'eqﬂnﬁ@tohst B¥ NEHTOSEING hat

path ar e ML D of M RE ) refatine ol thiel bt cohRh B teis 1oy
| t $1002). More specifically, the moved content list managing unit
113 of the first content using apparatus 110a notifies the moved
15 content list synchroniz-ing unit 901 of the entire record with the
-~ content ID “CONTENT-ID-12345" in the MCL of the first content
'using apparatus 110a shown in FIG. 13.

The moved content list synchronizing unit 901 of the first

content using apparatus 110a generates the synchronization
20 information from the information relatihg to the content ID
. "CONTENT-ID-12345" received from the moved content list
managing unit 113 (step S1003). The synchronization information
1301 shown in FIG. 15 is one example of this synchronization
information. The synchronization informétion 1301 is composed of -

25 the information described below. _ _

The session ID (SESSION-ID) is set for each content using
apparatus 110a every time -the Sy'nchronization information is
generated. More specifically, the session ID is an ID which ‘is
realized by a counter to which “1” is added every time

30 synchronization information is gehei'ated. - .

The content using apparatus ID (TERMINAL-ID) is internally

stored in . the content using apparatus 1-10a and is an ID for
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‘shoul d be noted that the MCL itself may be used as the synchronization

I nformati on, though the synchronization information 1301 shown in FIG 15
is used as the synchronization information in the expl&pteinder Béow. 15
Next, the noved content |ist synchronizing unit 901 of the first content
usi ng apparatus 110a transmts the generated synchronization information
1301 (step S1004). More speC|f|caIIy the noved content |ist synchronizing
unit 901 of the flrst content using apparatus 110a broadcasts the

synchr onjaitipg tgféméc%rme-hntz%s]iﬁﬁda dhRuEE. TR gy é‘ﬁ@@&@“t li st

ynchron|2|ng un| e seco ontent using apparatus réceives
t he broawdwn twymdnmiaiizatsing apparatuses 130h amhuleaueeuw heritevad

Cond' 11 ofP bEENPRVRH 8 Pame coteededl Ao d fy Nk GhHoMa RETRHeB BNt
li st mangebadcast tbyl ot dd?ﬁte?ﬁc%%ﬁoé‘bﬁﬁﬁ'at ¢§91[f99artﬁg§%e Wté

cal cul ates the hash of the MCL, conpafes atell v
val u® stesirg b@PplaéaﬁﬁﬁeaDSOratrentusetitasm‘é@mgtm tfoﬂiinsturxgmt;hmgt he

aut hent i I!Wh 0 t nsf rs t eco t of the MCL to the
“noved coﬁ%é‘&?g g@g c%@gﬂq% H @BiaE %%‘Cp It should be noted
that when L2 chmmit mqmmmuﬂmrweﬁe%ﬂt@ﬁtm%f tfhté)bbﬁ@ehﬁlt

114, the T Sept'enber 2006 noved content |1 st

nmanagi ngtl'lﬁ'ﬁ hasibeganwirites. initi aI izes) the MCL. The noved content |ist

 The sessi on 13 T dinbetof REIGRE s uf ¥ BRLRIR AT IINE gy a8l
- contient @if furdaflentlby idk faaomet be vk jafsematiostinmeAagMEL UnifE 113

with the S%“] hroni zati on information 1301, and judges whet her the
synchr or3Q¥ ithn bent Botadi othatzothen M bid'sedt | se2kd he tsed/es (thep

,5_10‘07)- PRI GR! | Vinfottn ARG COPhBUGH | Stthe  synchronization
information 1301 shown in FIG. 15 is used as the synchronlzatlon

| information in the explanation below ‘
15 Next, the moved content list synchronizing unit 901 of the
first content using apparatus 110a transmits the generated
' 'synchronization information 1301 (step 51004). More specifically,
the moved content list synchronizing unit 901 of the first content
using apparatus 110a broadcasts the synchronization information

20 1301 on the network. |
| The moved content list synchronizing unit 901 of the second
content | using apparatus 110B receives the broadcast
synchronization information 1301 and requests the moved content
~list managing unit 113 to read the MCL (step S1005).

25 The MCL is read from the moved content list storing unit 114
-and the moved conteht list managing unit 113 of the second content
using apparatus 1108 calculates the hash of the MCL, compares the
calculated value with the value stored by the moved content’ list
| managing unit 113 to confirm the authenticity of the MCL, and
30 transfers the content of" the MCL to the moved content :list
- synchronizing unit 901 (step $S1006). It should be noted that when
an'MCL is not present in the moved content list storing unit 114, the

.34




1o synchronizing unit 901 judges whether the content of the

synchroni zation informati on 1301 is not included in the content of the MCL
or whether the content of the MCL has not been updat edl Sepiemberd006ydgenment
in step S1007 is "YES', which is to say,- when the noved content |i st
synchroni zing unit 901 judges that it is 15 necessary to update the MCL,
‘the noved content |ist synchronizing unit 901 notifies the noved content

| i'st managing unit 113 of the <content of the synchronization information

1301 and [ iRRN{GHi PO i af LSy i ng
the cont g%@@ﬁ?@gﬂiﬁ%??gﬁ'o ?ﬁ#'grlrrgtgi gﬁ}'ﬁgal@gs{lg‘gt'gﬁg&g?_tﬁré 20
) specificaﬂﬂy, the content of the MCL stored by the second content using
apparatus 110 |0y El .S, synchroni.zed so .as tch the content
oFPihe Ve ot orH WPyt Sotet list SYPTHeRREMn iRl ool S sbnd Fi
13. The oomtentonsamy épphrmgglnﬂlﬂlr&dnﬁﬂi%smttht#"esl\;ea%‘?@ﬂdIDz%er’“Er?é‘t
e

usin%bap aratus 110(3 recal cul ates the hash of , internally stores
the RashtcQBieRt usingveppasatus L etar, ccampanesetheccontant pf dhesMdEl ng

it 11 ; t | ' . S1007..0 5, -NO". i ch
{0 say, Tonenechi ol R kAt ¢40ReRE llsr BrfbRBE Mg 1T Suspdida: T
~is 30 neynokeesizatyoho uyfdrheation MI301 e ari@sepidgaHcwRRLRal Ofher Ocess
is termnated. Mire.s ec*flcaILy, it is possible Tor_the synchronization

i nf or mat$YRCHERNIZALIQRINfOsmRERN, 13Qhrheuld bagefleriad ibetheobEL

pluralit fy L oth pr : er Larme r & o

sessi on %%? f E¥§§2§throﬁﬁgg?i0%B§§§%$%%.ﬁogﬂféo?négghthggigépgntﬁgﬁsing
appafat wynchodniziegsyankr ofi0zat ijodgiest owfedtiner t thasniestamt sfurgg and
di scards_unnecessary synchronizati information 1301 5 when the sane
synchr ori A NN AR RAfTRTRIAN. £401hke MatektVaed i diNg LONtErSof | nes,

| porelithe oot atuiaindnmeniyt St MCPIRETRObRbPupBRILET
apparat us 1. 10dhemthetjeidgemant irestepuS10aY ps SYES”, which is to say,
whenthernovedcontentHstsynchnnﬂﬂngluﬁt901judgesthatkis
- 15 necessary to update the MCL, the moved content list synchronizing
unit 901 notifies the moved content list managing unit 113 of the
_content of the synchronization information 1301 and the moved
content list managing unit 113 updates the MCL using the content of _
the synchronization. information 1301 (step S51008). More
20 specifically, the content of the MCL stored.'by the second content
- using apparatus 1108 shown in FIG. 14 is synchronized so as to
‘match the content of the MCL stored by the first content using
apparatus 110a shown in FIG. 13.
_ The moved content list managing unit 113 of the second
25 content using apparatus 110B recalculates the hash of the: MCL,
. internally stores the hash value, and writes the MCL into the:moved
content list storing unit 114 (lstep $1009).
When the judgement in step $1007 is “NO”, which:is to say,
whenthernovedcon&n&lBtsynchﬂnﬁﬂngiuﬂt901judgesthatnis
30 not necessary to update the MCL, the present synchronization
~process is terminated. More specifically, it is possible for the
- synchronization information 1301 to the repeatedly broadcast a
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10 of the content using apparatus 110a are the sane as in the first

enbodi ment, and since these processes have already been descri bed,
description of such is onmitted here. In this way, w thlSkptembes¥¥6 cont ent
using system 2, the MCL is synchronized between a plurality of content
usi ng apparatuses 15 110a on a network. This nmeans that while in the
content using system 1 shown in the first enbodi nent of the present
invention, limtations such as the permtted nunber of content wites are

| nposed I ; orhe i I at v+ H n t
usi ng s'ygﬁgﬁn?gﬁflq\frglgg?igb%? @g%t’%eﬁﬁ%g%és’%‘éégg ﬁ%&&%@iﬁﬂeﬂz%&%’r tﬁgv\hi ch
is to sapessivnllD of thekynahropninatiooninfotrmistion 130d2aaldutes cbh®antThird

Enbodi ment_.The fol |l ow ng.descri bes a third enbodi ment of the present 25
nvent | oNSIRgERRRET R ATt §T e 8Y nebrenIZzatianHg ormationgragsmissien

di agr am saeicadahéed iseardsught | @ﬂ% 7 - jng to
the third enbodi ment of thethgségr?P§¥n entlﬁﬁq}%ﬁgﬂgﬁﬁé@ﬁlﬁgﬁgﬁ% hat in
FIG 46 vhenthe same syaahnonizationinforheatiame 1391 hastizeenreerivedi ng

system 1.0 30 _first enbodi nent shown in FIG 3 have al ready been
descri bec‘i'I E/)V!L['{%ﬁ't%r%f !@r?(,sé to FIG 3, so that such construction el enents

have been gi VEnshbeldave nefed aher tHere sin | ER@L i on
of 36 1 Septenber 2006 such has been ogﬁttée .Idegﬁ.ggﬁegd%trgetgﬁgq%%m%nt

“using sy§PBkeRt IMRGELINDrappasabiesil@htthe comiepteseiting precessmof the
. cont ent ' : - [ Is.characterized as follows. The
 Content LOREEnEYEiET apoabatls 1303, ed iR RRAE vEPEAGL o BEREEFs o
-~ managi ngofirthie cbMtentausingdappatratis !l B0asShpéi tie WHhel4Q2imRfeafiggnt ent
- ID receiving.,unit 1403, while a content using apparatus 110b i ncludes the
‘separ at i ﬁ&’-'?ﬁgglm‘:’ﬂf; tHed coHNER:  KR§SE nfioRasses déawsmt aleeady t beere, the

Con e BUsPHREEESrioh, oF Syoh' GRIIGRLHEGED! L0 U1} 10 1o e
In this way, with the present content using system 2, the MCL
is synchronized between a plurality of content using apparatuses
15. 110a on a network. This means that while in the content using
system 1 shown in the. first embodiment of the present invention,
~limitations such as the permitted number of content writes are
imposed separately for content using apparatuses 110a, in the
content using system 2, limitations can be imposed on the entire
20 network, which is to say, on all of a plurality of content using

apparatuses 110a.

Third Embodiment _

The foliowing describes a third embodiment of the present

25 invention with reference to the attached drawings.
FIG. 16 is a block diagram showing the construction-of a
- .content using system 3 according to the third embodiment. of the.
present invention. It should be noted that in FIG. 16 construction.
_ elements that are the same as in the content using system:1 of-the
30 first embodiment shown in"‘FIG. 3 have already been describ‘edWit-h\
reference to FIG. 3, so that such construction elements have been
given the s_ame reference numerals as in FIG. 3 and desc_ri-pfion of
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118 and the content witing unit 119 as content output units, and a
content ID transmtting unit 1404. The content inporting apparatus 100
manages the MCL, so that when the content using appar&aSestehbob2@iéi t es a
content or displays (reproduces) a content, 15 the content using apparatus
110b inquires to the content inporting apparatus 100 whether the witing
is permtted or prohibited and the witing and display of the content is
controll ed based on the result of a judgenment by the content inporting

appar at usyt&¢BOhas beenbaiikesdthe witing is permtted or prohibited. 20 All
of the content | Ds that have been assigned to contents that have been

i nported i nto ERENPaRednttasthy spntent3 using r syisteny ed iof t tiee MEirstanaged

by th d. l.y th tent | Ds_of
cont ent SEHESU IS o risePinyhtiBRy s Sheento Gsd S¥RtesBnBent 1D
~ gener at i sigown in HéE. 215695rd‘.¢feﬂ‘fa‘t$eﬁ!z‘é@b§rﬁolld%%e"méeﬁoﬁtéﬁ@‘iﬁfqoﬂt?nﬁew y

I nported and that #s necessary to informthe noved content
“nmanagi ngaBF?Ptratﬂﬁollogf yntherdpclisdesm moverheombead lisinmamadginsg umiiagi ng

he. mover Ot 2nABY5T cortBhE ek SaRRG YR gL Ay 1 SeqipreRbnfs” "
‘perf or meregeividgt enr b€ whilet becohtent Myiagsapphiaad 1106 e cIEyes
performs processing that receives a

ESEEEEE ‘%r@tﬁ’ n%&b@&mgtlﬂl}o&l% Sodendigkay dpfarmatian desnyphitng pnit
O o PV SOHcSren, b Ry AL 1ol R kB, Lk
‘wri ifen 136, rtb@ecomuentcnutmlm selacting usinitgl appahat cenddb dis prayrenad

proni bi tok8'hd T EobdeifovEing i Tngs senventiautiit Sobicocanda  he
o Thal ent | 10 St%hMI%% tll?l-@.t& t%adp Lo ‘Mc)bnc mergf’ﬁgﬁﬁﬂﬁ% hash

initialized. It should be note e rrethods al cul
of the NMRPamtyedRe nmanages riha H‘I-daChasm) Thataimkeermithet bonsent asirigiose

- describeds L2408 1168 WTROS L BN et bF Qisplays (reproduces) a content,
15 the content using apparatus 110b inquires to the content importing
' apparatus 100 whether the writing is permifted or prohibited and
- the writing and display of the content is controlled based on the
result of a judgement by the content importing apparatus 100 as to
whether the writing is permitted or prohibited.
20 All of the content IDs that have been assigned to contents
~that have been imported into the content using system 3 are
.registered in the MCL managed by the content using system 3, and
~in the MCL, only the content IDs of contents that have been written
_ are marked. -This means that the content ID generating unit 104
25 generates a content ID whenever a content is newly irﬁported and
that it is necessary to inform the moved content list managing unit
1401 of the new content ID.
The moved content list managing unit 1401 of the.content
importing apparatus 100 reads the MCL stored in the moved content:
' 30 list storing unit 1402, refers to the MCL, and performs-an- update
- process and the lik_é. More specifically, the moved content  list
_'m,anag_ing unit 1401 p‘erfo:rm_s processing that receives a content ID
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present invention, so that description of such is omtted here. The noved
content |list storing unit 1402 in the content inporting apparatus 100 is
the part that stores the MCL and is realized by a harél%ﬂpt@mbéﬂqpé or the

| i ke. 15 The content ID receiving unit 1403 in the content inporting
apparatus 100 performs a process that receives the content ID of a content
to be witten or reproduced fromthe content ID transmtting unit 1404 of
a content using apparatus 110b, transfers the content ID to the noved
content ¢4 NS ' i eh NgH 20 ik t,

whi ch shto(\b/vs%? hat tgﬁg&v\?llr‘tnlt r%@;c%er m'tt Itf[(?dz’olélrnte?ﬁc?trtic}‘r:r;gJ bﬁ%ﬁ%@?\r/@ romthe
moved co@®@BEeNt I geaesgting wnit 1040andoredistensitiéve cobtendridviinttibey uni t

1404 of t ' ratu Ob.. The cqntent, ID transmtting unit
Taoa in Wk kan WisRotn 8 ARaRY, (07508 Sartni t o cREiteRals
recei vesrdédwiveenfrom thie ebntehe woinkeapphPahiss ‘Mlidl?,eﬂ'lérmb@lérdoé’&ﬁ%f rom

the content key information decrypting unit 112, transmts the content ID
to the Wohtragnaghgesditti hgOuniju whether canweiite iisppermittebpar at us

100, ' ; ' [ h h it ' 0

er i ¢ ot aeitelt; BHECGRd PR ks’ Misy, Bk Mishitt o Bt eont ent

- key i nf dnmethieormaaerd/ ptomenti list 18torThg eeit enaousi ih smetlensl riwkyhe

- first enbodi ment %Imihe_ . 38 1 Septenper 2006 resent invention and’the
cont ent '%@Pﬁ@?gﬁg migjalizedsecdnshoulth b Rekeddthathéhprmashodsniasmt i on

are exanplRuIaRGethBChaSANbE the MCL SR SBABBIFMardGHAN b WAlch

enbodi nent the conten s Sef Iininformatio

- - (cohfentviiere 8ré therseanieoas thas eraspribedin thiefirgtf onbyé dioneasiofahier om t he

ECM a nethod where .the content IDis set in the PMI or a nethod where
" the contRFRSET [VERH0Re %Pgh#aggs‘é@@tt\%OﬁrfdJthésc‘bm'E‘?ﬂd iNErgei nted to

DT e P T SHRAICBRCURE ks ing AT £482 °F 410 oo
i s defirapevtingagpparattusntl G sathkepart that stores the MCL and is
realized by a hard disk drive or the like. - |
15 The content ID receiving unit 1403 in the content importing
' apparatus 100 performs a process that receives the content 1D of a
‘content to be written or reproduced from the content ID transmitting
unit 1404 of a content using apparatus 110b, transfers the content
ID to the moved content list managing unit 1401, and transmits the
20 judgement result, which shows that the writing is permitted or
~ prohibited, received from the moved content list managing unit
1401 to the content ID transmitting unit 1404 of the content using
apparatus 110b.

The content ID transmitting unit 1404 in the content using

25 ~ apparatus 110b performs a process that receives the content ID of
the content to be written or reproduced from the content key
information decrypting unit 112, transmits the content ID to the
content ID receiving unit 1403 of the content importing épparatus

| ~ 100, receives the judgement result, which shows that the writing is

30 permitted or prohibited, and tranéfers the judgement result to the
content key information deci'ypting unit 112, |

The content using system 1 of the first embodiment of the
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set, is inserted in a first loop part of a descriptor part of the PMI. Any
deS| red descriptor that can be defined on a systemby-system basis can be
set in the descriptor part of the PMI, and a digital cbé?l?te@hﬁtmﬁ
descriptor in which information relating to digital copying is 15 witten
and a CA descriptor or the like may be. inserted in this PMI descriptor
part. In the present content using system a content_id_descriptor is
newy defined in this descriptor part, and the content IDis set in a
content ipgekbRkdir At Ccyl r [ et her
this descr:)?lg tor |s\n3ﬁlhgg]t I n ttﬁfel:‘t fqﬁéﬁo%% or m?rﬁ? g@c?\d&?%% part
can be nefMbeodbvignt iof ddvh pyesent bulemﬂlend@'cerprxamplsesnomhal“éytlset in
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The fol | oDi g deskr ibednforgigtiohe adjeee fH&ﬁ‘nCOEH@”tE(’EIW ' Jteew% in
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of |inking, the.net ke n he 5 content IDis used as the encryption
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cont ent u Fn hash
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15  written and a CA descriptor or the like may be inserted in this PMT

| descriptor part. In the present content using system, a

“content_id_descriptor is newly defined in this descriptor part, and

the content ID is set in a content_id field in this

content_id_descriptor. The decision as to whether this descriptor is

20 setin the first loop part or in the second loop part can be made freely

~ in each system, but the descriptor is normally set in the first loop

part when there are parameters for each program, and in the second

loop part‘ when there are parameters for each elementary stream.

. The following describes an example where the content ID is inserted
25 in the PMT.

However, when the content ID is inserted somewhere aside

from the ECM as described above, there is the risk of the content ID

being illegally replaced or tampered with, so ‘that it is necessary to

~ securely bind the content and the content ID. This means. that

30  when the content key mformatlon encryption conversion unit 103 in

 the content importing apparatus 100 converts the encryption of the

- ECM, the conve_rsion of the en_cryption is performed with the -cont_ent
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network key and the content ID and the result is used as an encryption key
for re-encrypting the ECM The operation of the content usin stem3 with
the construction described above is described bel ow wiltS¢pie é? to 15
FIGS. 18 and 20. FIG 18 is a flowhart show ng the content inporting
process of the content inporting apparatus 100. The input unit 101
receives a transport streamfroma broadcast wave (step 51501). 20 The
separating unit 102 receives the transport streamfrom the input unit 101,

refers topthavihdPheént H8sdSigraek S t f the
content and t\r{e QSb a'(-:lketg of theeésEtg\?'Esi%hg %%ﬁé Eh%@ E%Drg'ashgwﬁ?\é) t'he
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i nf or ma ryption nver sends a conten enerati on
request g?ﬁi Ef‘cﬂ‘g %’Et% F(lﬁﬁg '3?\9 tth}M i8] erncmcn’cecétttsmgtm gﬂﬁEG%Een
distrib t t
- Toa Wt %@ﬁiegﬁlﬁﬁ?wﬁ%fgﬁn‘éﬁﬁ Ehe: nebwidli K. Fibw bepieent Tie Mo

. and nOequﬁzitowmg geserthemgﬁia euampte I\Dhesrtee[arﬁlxw lsHeaEena£oprt¢1e

exanpl e, ont ent neratin 104 generates the content ID;, from
t he serWEVé(org yt@en% gﬁﬁnﬁoﬂ'@g‘ﬁrgé’erﬂnq ej fesHlE ToTuUSed @% @ntase,

cont ent éﬁbrﬂjﬁoﬁS[iégnﬁﬂ- |—@ élﬁtlt-ﬁ)gf, tin®e.gtm. addition, if at this 10 point
the content 1D is generated in associ atlon W th a unique ID that

The operation of the content using system 3 with the
construction described above is described below with reference to

15  FIGS. 18 and 20. R
FIG. 18 is a flowchart showing the content importing process

of the content importing apparatus 100.
The input unit 101 receives a transport stream from a

broadcast wave (step $S1501).
- 20 The separating unit 102 receives the transport stream from
_the input unit 101, refers to the PIDs of the TS packets, and
separates the TS packets of the content and the TS packets of the
ECM (step_ S1502). The PIDs showing the TS packets of the content
_ and the ECM are written in the PMT, so that the separating unit 102
25. refers to the PMT when separating the TS packets. Also, in order to
generate the content ID, the separating unit 102 separates the SI
information. As one example, this information is an EIT (Event
Information Table) in which event information is written and a TOT
| (Time Offset Table) in which the present time is written.

30 The content key information encryptlon conversion-unit 103
receives the TS packets of the ECM, reconstructs the ECM section,
_ and decrypj:s the encrypted ECM using the work key (step 51503).
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Is internally stored in the content inporting apparatus 100, it is
possible to generate a content ID that is globally unique. The content ID
that is generated in this way is transferred to the nmoVé&gpteabatr 2006 | i st
managi ng unit 1401 in order to update the MCL and is 15 transferred to the
mul tiplexing unit 105 in order to generate a content_id_descriptor in

- which the content IDis witten. Also, in order to securely bind the
content and the content ID, the content ID is transferred to the content

key informati ' £} QR | . 20 e Vi t
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an MCL is generated and initialTzed. He , S conposed as shown in
- FI G 519.9eReratingoluniéhdit i receigingothishdnfanbatioh enid aedgusestegirsd er ed

as the of  Li h wrj,tten _onto a storage di um so
far 30 Aneqarife,s CBArEnf AbRteBer 1 5Pk e SeAtne eRABTR fud i
times/ pecontgnt 4D germrading "wenall 0¥ BGOSR ' .g—@i\zr . SO
that the vvri_t? ngiq 019 'contne%t S proh?%iqéggtég(ﬂge%@gdg‘eWo ' 1'EH1e

Sept enbeteRHE6— 4 &n e k4 ltardyihe prgsentitime imttbe: T@Td dnt this sasej ng

e wo RGO dhB BRI T R STl ne G ullienD P AE TR 1

" CONDENpo ibtitHel ¢ontehe INOs gonesatédtinassotiatRhastheceankeettomsd and |
t'he maxi.mum nurrnt[%i{ of wites per unit tine is set at "2/Day so that it is
possi bl d5t Ntarinadly ptogsd: Imithey cntant njpordnggappasptusdl O, sitctmt ent .

 Uhat comasiiBle o8 gehbrate aFontofic RSCEhRY REGIBHAS, iitighs. ndhH " he™"
cont ent amtendt D dhedeisigemedabediin thishiviaiyt sdtfanisfereetiaer thelmewer t he
previ C’usco\'rv1rt'etnet }i'sgemariaging unit 1401 in order to update the MCL and is
- 15 transferred to the multiplexing unit 105 in order to generate a
' content_id_.descriptor in which the content ID is written. Also, in
- order to securely bind the content and the content ID, the content ID
is transferred to the content key information encryption conversion
unit 103, _ |
20 On receiving the content ID, etc., from the content ID
- generating unit 104, the moved content list managing unit 1401
reads the MCL from the moved content list storing unit'1402 (step
S1505) and registers the content ID received from the content ID
. generating unit 104 (step S1506). It should be noted thatwhen the
25 MCL is not present in the moved content list storing unit 1402, an
MCL is generated and initialized. _
‘Here, the MCL is composed as shown in FIG. 19. In the MCL
shown in FIG. 19, the number of writes is registered as the number
N of times a content has been wi'itten onto a storage medium so far.
30 .. In addition, a maximum number of writes pér unit time (maximum
' times/period), an interval (“penalty period”) fdr- performing control
so that the_ writing of a content is prohibited for a fixed period
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"22:22:22", which is to say, until "23:22:22". It should be noted that in
the present enbodi nent, the maxi num nunber of wites per unit tine and the
penal ty period are set separately for each content, th&gpmber 3®0possi bl e
to set such paraneters in each MCL and to set 15 conmon restrictions for
all of the contents on an MCL basis. In the present enbodi nent, the nunber
of wites is incremented (with the nunber of wites of contents that have
not been witten renmaining at zero) as the process for marking contents

that havey) peRMnY theCRri N i Opdi St | |+ en 20
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unit time and the penalty period are set separately for each content,
though it is possible to set such parameters in each MCL and to set

15 common restrictions for all of the contents on an MCL basis.
| In the present embodiment, the number of writes s
incremented (with the number of writes of contents that have not
been written remaining at zero) as the process for marking contents
that have been written, so that it is possible to distinguish between
20 contents that have been written and contents that have never been

, ‘written.

_ The moved content list managing - unit 1401 writes the
updated MCL in the moved content list storing unit 1402 (step
S1507).

25 The content key information encryption conversion unit 103
uses the content ID and the network key received from the content
ID - generating unit 104 to re-enctypt the decrypted ECM (step
'S$1508). More specifically, the content key information encryption
conversion unit 103 takes an XOR for the content ID and an
30 encryption key that is internally stored and has been shared in
' advance on the network, and re-encrypts the ECM using the result of
the XOR. In addition, the content key information encryption
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In this way, in the content inporting apparatus 100, the encryption of the
ECMis converted so as to generate a content that is bound to the network,
the content IDis set in the PMI, and the re-encrypt el Sertgmber 2400t i pl exed
with the content. The content ID 15 of the inported content is also
registered in the MCL. On the other hand, FIG 20 is a flowhart show ng

‘the content witing process perfornmed by the content using apparatus 110b.

Since a process that enquires to the content inporting apparatus 100 to
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The content ID receiving unit 1403 of The content |nr$orti ng

| i stost qistep 61309302 (step 51704). The noved content |ist nanaging unit
1401 j udges whet h?{; the external witing of the content is permtted or
prohi bi ted baddd thig Wy, cBhtldif ¢onbaat: wmepetiings Pt 1085 he
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is bound to the network, the content ID is set in the PMT, and the
re-encrypted ECM is multiplexed with the content. The content ID

15 of the imported content is also registered in the MCL.
' On the other hand, FIG. 20 is a flowchart showing the content
".writing process performed by the content using apparatus 110b.
Since a process that enquires to the content importing apparatus
100 to see whether the writing of the content is permitted or
20 prohibited is also performed, the processing of the content
. importing apparatus 100 is also shown in the drawing.
In‘the separaﬁng unit 111, the content and the ECM are
separated from the transport stream received from the content
. importing apparatus 100. The separating unit 111 also separates
- 25 the PMT, obtains the contént ID from the content_id_descriptor of
the descriptor part in the PMT, and notifies the content key
information decrypting unit 112 (stép S1701).
_ The content key infoi‘mation decr‘ypti‘ng unit 112 transfers the
.- .content ID received from the éeparating unit 111 to the content ID
30 transmitting unit 1404 and the content ID transmitting unit 1404
" transmits the content ID to the content importing apparatus 100
~ (step $1702). R o o
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refers to the maxi mum nunber of wites per unit time and the penalty tine
for the content ID that are registered in the MCL and _j.u er the
~limtations are satisfied. Wen the judgenent in step éf?@’gnﬁigw(i% whi ch
is to say, 15 the judgenent result is that the wite is permtted, the

moved content |ist managing unit 1401 adds one to the nunber of wites in
the MCL, updates the MCL, and stores the MCL in the noved content i st

storing unit 1402 (step S1706). The noved content list nmanaging unit 1401
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judges whether the Itmltatlons are satisfied.

When the judgement in step S1705 is “YES”, which is to say,

15  the judgement result is that the write is permitted, the moved
contertt list managing unit 1401 adds one to the number of writes in
" the MCL, updates the MCL, and stores the MCL in the moved content
list storing unit 1402 (step S1706). The moved content list
managing unit 1401 also transmits the judgement result to the

20 content ID receiving unit 1403. | '

When the judgement in step S1705 is *NO”, which is to say,
the judgement result is that the write is prohibited, the moved
content list managing unit 1401 transmits the judgement result to
the content ID receiving unit 1403, | | ‘

25 The content ID receiving unit 1403 of the content importing

- apparatus 100 transmits the judgement result about the writing that

has been received from the moved content list managing unit 1401

to the content using apparatus 110b (step S1707).

The content ID transm|ttlng unit 1404 .of the content using

30 apparatus 110b receives the judgement resuit showing whether the
~writing is permitted from the content using-apparatus 110b. and -
_transfers the 3udgement result. to the content key mformatlon
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the ECM (step S1710). The content key information decrypting unit 112
obtains the content key fromthe ECM and transfers the content key to the
content decrypting unit 116, in addition to instructingSemenes?08at 15
output control unit 115 to transfer the content in question to the content
witing unit 119 (step S1711). By doing so, the content output control
unit 115 controls the content output selecting unit 117 so as to wite the
content. The content decrypting unit 116 decrypts (descranbles) the 20 TS

packets efic/perhd rmmti@zmw?gm??jt 111 using the content key

obtai ned fromthe content key I'n on decrypting unit 112 (step
S1712). Based ®heconntent kkey linfeomiation deqauptiogtunit 41X detbriiihes

~ content £ it 117 transfers the content to the 25 content
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Mor e spegifical_lg, the content "witing uni crypts the con in a
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, content key from the ECM and transfers the content key to the
content decryptingr unit 116, in addition to instrUcting the content
15 output control unit 115 to transfer the content in questio.n to the
' contentr-'writing unit 119 (step S1711). By doing so, the content
| output control unit 115 controls the content output selecting unit
117 so as to write the content.
The content decrypting unit 116 decrypts (descrambles) the
20 TS packets obtained from the separating unit 111 using the content
- key obtained from the content key information decrypting unit 112
(step 51712).
Based on control by the content output control unit 115, the
_ content output selecting unit 117 transfers the content to the
25 content writing unit 119 in order to write the content (step S1713).
The content writing unit 119 writes the content onto a storage
medium (step S1714). 'More-speci‘fically, the content writing - unit
119 encrypts the content in a suitable method for a storage medium,
such as a DVD-RAM or D-VHS, converts the format, and writes the
30 content onto the storage mediurri. | ‘
When the judgement in step $1709 is ®*NO”, which is to say,
when the judgement result shows that the writing is prohibited, the
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limtations on the witing of contents. The content reproduction (display)
process in the content wusing apparatus 110b is perfornmed with the sane
processing flow as was shown in FIG 20, and so descrilplaptambsf 28Qch i s
omtted. 15 However, it is necessary to anmend the procedure so that the
processing in step S1706 is never performed and the processing in step
S1712 has the content output selecting unit 117 transfer, in accordance
with an instruction fromthe content output control unit 115, the content
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..Conpar edcontéhe gsnigend raty 10m i ' @JW%H ] 1
' prrer_spg:];a Fn\?ent i olgrtl,g gﬁe %gﬁ:‘gﬁlﬁﬁﬁ?gﬁ‘ gy’s ue%ég E(g'hﬂ(‘)lg% I n g‘?g.;lp%'ﬁae
char act efPPEIaLYS 1 HPP a8 toTMeheths glne Whttn @i isgperayptediorspraigibited a

d [ ) ' | 18Q1 | I f, t tent,| D
Tebel vi nanghthe, SanteAtebbrbhd Hindfathe A08, 468s the diclots “Hides
contiént Whathescehei ngitinigt i480&rinittielder pebhibRebNtRaFeb fhpBSHGL i NY

unit 1404 aEd al so includes_ a noved content |ist managing unit 1803  and a
moved conPURRLIONS: of the Writtha Mt cantentsthe content i nporting appar at us

of the ML 1romtranEeRt oAl ehon ThPRY Fdfsndi BREr sBtenl ©°
wri ting using apparatus 110b is performed with the same processing flow as
was shown in FIG. 20, and so description of such is omitted.
15 However, it is necesSary to amend the pi‘ocedure so that ‘the-
processing in step S1706 is never performed and the processing in
step S1712 has the content output selecting unit 117 transfer, in
~accordance with an instruction from the content output control unit
115, the content to the content display unit 118 so that the content

20 is reproduced.

Fourth Embodiment ,
The following describes a fourth embodiment of the present
25 _invention with reference to the attached drawings.
FIG. 21 is a block diagram showing the construction of a
content using system 4 according to the fourth embodiment of the
_present invention. It should be noted that in FIG. 21 construction
elements that are the same as in the content using system:3 of the
.30 third embodiment shown in FIG. 16 have already been described
‘with reference to FIG. 16, so that such constrdction elements 'haVe '
been given the same reference numerals.as in FIG. 16 and
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and di spl ayi ng of contents based on the received MCL. When the MCL stored
-in the noved content list storing unit 5 1402 has been_ u dated t he noved
content list transmtting unit 1801 in the content ir’rp‘o$qP e& B%at us 100
transmts the MCL to the content using apparatus 110c. More specifically,
the MCL is transmitted to every content using apparatus 110c when (1) a
content I D has been registered in the MCL due to the content 20 inporting
apparatus 100 newly inporting a content or (2) when a content has been

written besgriptivanof ssiag haigpbeatrueniitded.the content 1D of the witten
content has be rece| Ve fr m the content _using apparatus 110c and
mar ki ng has be Af&d et W@nt@d’rﬁ eWsin®d pHste@st Bowfi theetiMed t o

{Pihiﬁti??‘?ﬁ%?"%“ S SR R e LA

list resBOWmMgNUHIG. 2$0ﬁ Gh‘ana‘rcé:ewcz&céms icslasngsappawtbﬁtéh@qwsbmh@s a
t tent, | D e witten content to

Sontent PhparetRy” TBb kN B confent I hransmittiosrune dst 6o i n

the cont phicé rafothengo BEOTE iIDJfF'eé@%lrngﬁﬁ|Yef4h§eaﬂﬁ%h%%§d§% on

nunber has been updated. The noved co | T st "managrng un t he
content: aQPaIaSHfét]eh%@haa)aﬂ’nONdegoapﬁatdtatS‘etHimngimQB&80123nh/@la'cé t he

d t 4. f | t ent

as beerc! SE: raAtepRaBr AR AR i ST B glintiuales somovad a

toatent dist hgen t h moved

(F:)(r)gggss I |Esltié§ce| vfmgnugl tg?ggg:n 1?3(%?%/%2 ? I)ﬂe‘)‘rd dgt Oqﬁréh nhsgce)selln&?% ei v\éd
e

Nl Eg ﬁ‘ten? reu%@nk@a*éwmmgrtmgtanaazatmdommml ageshtheBICLN the
d T d t ent t rin nit
Moo oAl ey i bpbpls IDRORVESRARE 8 Lokl e SHEL WG, it
and i s rfealn e ltmrﬁenmmpbdtldigﬁla;ﬂtfar\aﬁtu@ 1bfaﬁaln'd<eonfhﬂsf§%§§)0’r{tﬁx
, e

descri bes, ,with reference to the flowharts in GS. 22 an

pr ocessi Hyd tHEPIY NG AUnrortentE bagsed ernbe received MCL.
When the MCL stored in the moved content list storing unit

15 1402 has been updated, the moved content list transmitting unit

1801 in Vt'he content importing apparatus 100 transmits the MCL. to

- the content using apparatus 110c. More specifically, the MCL is

transmitted to every content using apparatus 110c when (1) a

- content ID has been registered in the MCL due to the content

20 =~ importing apparatus 100 newly importi'ng a content or (2) when a

~content has been written by a content using apparatus 110c, the

content ID of the written content has been received from the content

using apparatus 110c and marking has been perfbrmed for the

‘ content ID in question in the MCL to indicate the write: Here, the

25 MCL may be broadcast as one example of the transmission method.

When a content has been written, the moved content list

receiving unit 1802 in the content using apparatus 110c performs a

process that transmits the content ID of the written content to the

_ _content importing apparatus 100 and, when the MCL has been

30 . updated in the content importing 'apparatus' 100, receives the new
~ MCL whose version number has been updated.-' _

The moved content list managing unit 1803 in the content
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the content inporting apparatus 100 and the content using apparatus 110c

I n the content using system4 constructed as 15 described abgve. It shoul d
be noted that the processing performed when a content1ﬁ§PFﬁﬁﬁ¥?gﬁsby t he
content inporting apparatus 100 is the sanme as the operation shown in FIG
18 and described in the third enbodi nent, and so description of such is
omtted here. FIG 22 is a flowhart showing the content witing process of
20 the content using apparatus 110c. The separating unit 111 separates the

content asihghappakhtis ol 0O emaiges’ thetMERM T ehel sl éd0BbhREnE QIytent
| mportin aratiblzsllé 0., The separating unit 111 al so separates the PM,

app .
obt ai ns gwl e 4. omMeEe coREEifiCallydewbenptaorcaitante tess deseni pt or
part of GAetBW. d L C e . 1 nf [ dec ting unit
112 (stepSlQOf)Fﬁghgﬁggﬁ§e§§nﬁgﬁtfﬁggrﬁg?$§é”h£€$@ﬁ?hﬁgﬂanp?réﬁgn§rgnsfers
the conpeacesd Watatransfershhceorammiinlbnof thiet whittehocbRteABVRAtheont ent

i st _managing . unit. 1803 and the. noved content |list 30 nmanagi nhg unit 1803
T eadd LB CARreRE il Uiaraluinginit JB02: secalyamtheiNaiL. (hiphaso0s).

| At this ekt rekki [ | LS orj uni t
1804, the rmvgg cngItrgt%%é§ EQSttgﬁgeﬁggggégﬂ’%ﬁgg‘mE U%Ié 18 g ’
gener at edpdatesi thaMChonethe snoeetd lacsiterankist storinigt uhBOA 8®4r ches t he

i f i ved f h , key inf i
~ decrypti g uni TheTsE Pholent T4 poThi 6 T aRdnn Hie] SRRESRINUSTAG of op
'S1903 i sappEhatubi £10k Istihes anit tﬂ%%ﬂsf&?escggg%tu QnHS@f%aQ?‘éﬁeBg/té]n the

MCL, the noved content |ist managing unit 3 tenporari ores e
cont@nt hard gtisk: deivenpedhenlike. t he content inporting apparatus 100 (step

*packets for ¢ NS RICEIABS, PRGN RerSfaice ot flnders mow
B T 2B e Ly Ty T St EMCL B o
the content importing apparatus 100 and the content - using
apparatus 110c in the content using system 4 constructed as
15 = described above. It should be noted that the processing performed
when a content is imported by the content importing apparatus 100
is the same as the operation shown in FIG. 18 and described in the
third embodiment, and so description of such is omitted here.
FIG. 22 is a flowchart showing the content writing process of
20 the content using apparatus 110c.
The separating unit 111 separates the content and the ECM
from the transport stream received from the content importing
. apparatus 100. The separating unit 111 also separates the PMT,
| . obtains the content ID from the conténtjd_de’scriptor of the
. 25 descriptor part of the PMT, and notifies the content key information
decrypting unit 112 (step S1901).
-The content key information de'crypt.ing unit 112 transfers the
‘content ID obtained from the separating unit 111 to the moved
| content list managing unit 1803 and the moved content list
30 _-_'m_ana_gin'g unit 1803 reads the MCL from the mm)ed content list
. storing unit 1804 (step S$1902). At this point, if no MCL is stored in
._'the mov‘ed‘_ content list storing unit 1804, the moved content list
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and the content ID and decrypts the encrypted part of the ECM using the
result of the XOR (step 51905). 15 The content key information decrypting
unit 112 extracts the content key fromthe ECM transf Septemyer 2t ent key
to the content decrypting unit 116, and also instructs the content output
control unit 115 to transfer the content in question to the content
witing unit 119 (step S1906). Accordingly, the content output control
unit 20 115 controls the content output selecting unit 117 to wite the

-cont ent . NnTdaagingennitde80BPyenerates dAtMeecrypts (descranbles) the TS
"packet s obtai nﬁ_gl fromthe separating unit 111 using the content key
obt ai ned from tRE BN COREGNtHISK M@ naging cmiptlid0p seiarches ties MGLep

S1907) . LA ' transfer based on .the
control g‘?%t%qggﬁt%eﬁgh%%ﬁ ggtﬁﬁﬁ?ayﬁl}){&ﬁ? Csﬂze%m%ﬁtmﬁrmﬁt'm&ontent
writing deicrypting mrdt der2 is pragent ljeteprs poD3(st ep S1908). The cont ent
witing unit 1 wriqtl;&s.t e content onto a storage 30 nedium (step 51909).
Mor e %speci fi caliREN e Ydgementiin siepns19031is cNAhgewhial isotorsaypr

encrypts P&l it o] r..the staor

medi um %Hg“ﬁn are BOhteRLID 150t 55%?”&@253%?1' SR bYRe ERDREE | o

the contdat BraRaging suoitagB 0Bditem pdkanily hstorakyerant contehepIS1eeR i s
| udgenent result is that the content IDis

 "YES', which. is. t. t h
o eoent e bt ABrof xhel (ot L TRTP D Hif At RRR P IS0, (SESPHEL 80R0ent | D
| Ll | PRI A he! t |
 steto)” Mor o Thetecntelify key InforMatioRdEErPBiig Lt 11 2iRalbese 5t o0
~uni 10 t i packets fordhe E&%fﬂ@m the separatimeonit D1iln tdeoEtrudihketimved

wnetner ThH1 FHREh S pbid i (F FRiseribfcdintint Theoraptend ity < -~ ves
o eh SormosiondecrypOn i Sk XIS 5 6 e BHERL AP, 1 1
1803  and the content ID and decrypts the encrypted part of the ECM using

the result of the XOR (step S$1905).

15 The content key information decrypting unit 112 extracts the
.c__ontent_k'ey from the ECM, transfers the content key to the content
‘decrypting unit 116, and also instructs the content output control

unit 115 to transfer the content in question to the content writing
unit 119 (step S1906). Accordingly, the content output control unit

20 115 controls the content output selecting unit 117 to write the

~ content.
- The content decrypting unit 116 decrypts (descrambles) the
TS packets obtained from the separating unit 111 using the content
; key obtained from the content key information decrypting unit 112
25  (step $1907). o o
The content output selecting unit 117 transfers, based on the
control of the content output .control unit 115, the content to the
| content writing unit 119 in order to write the content (step $1908).
B The content writing unit 119 writes the content onto a storage
- 30 medium (step S1909). More spe'cifically, the content writing unit
119 changes the format or encrypts the co‘ntent, etc., using a
st_.iitab_le method for the storage medium, such as a DVD-RAM or
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(step 51904). The processing in step S1904 onwards is the same as the
processi ng descri bed above and so descrl ption of such has mi)ﬁbeen omtted.
Wien the judgement in step S1910 is "NO', which is to $a¢PtembEe29q0dgenent
‘result is that the wite is prohibited, the content witing process is
cancel led (step S1911). FIG 23 is a flowchart showi ng the process that
transmts the 20 content ID, which has been tenporarily stored in the
nmoved content |ist managing unit 1803 of the content using apparatus 110c
“as showPMHEe.@ndtben writassthe2contenbentontienistoraget imgdapaar atus 100

d h t t t 100
and the- cont entVERHE N EpRiERE 5.5tk SROGR s TS nuthian atoisavrl & 23
the cont the judgurmepraesuls 13 4Rt R cdfEent bl HtRRATFE I APPRSSeN S 2

pluralit f coptent usin appar at uses thHe ot h usi ng
appar at ugOrmationyjnsgh Belgmd# ﬁewlagpﬁ‘mthescammmr EDeisvesednic spnfirheni zes

Storea | W Eg it 1o BRI RR o PP tegb Esia Lééei‘eat“‘;'rﬁgréi. g

appar at uspetffically, sirecs ftére Q?d,]m(bdrh@frm}lﬂé c ni t
1802 and..i.s trinsmtted wa the network to tshgﬂtgggltnedmsbgdf%:gﬁ gr 2006

N np?r'tléggo"?ﬂf pfhﬁtruérQG'ché' gf tpeach tnatentdd mrtﬂmMﬂ:L,sltEErmm{ed :I ln%
uni n cei ves the conte
(step szooﬁz?%e Q190 thaRR gih BRI CASTEPHBLS (st elrBEmation a

managl NgCQM lrm$vwmm|erThbermv¢d: mopeehiittég! managl ng unit 1401 reads the

p t he Bt ent,list storing unit 1402 step S2003), adds the -
'recé ved conté mer!}'r’%ﬂﬁpe§19ﬂ@¢$l "WES orwhintls isdwt say, | D,

%28025’“1?%%?2‘*%%% Peslf (Rt EAQ WPite'isbobiel (0 LoaleBu DR moved
cont ent neqrgporrfaﬁdgw@naﬁ inldoa troved erentditt lighodizith Mg tonfthegayed
- content ddegt, B3y ttRd 5?(')(t:essmg in step S1904 onwards is the same
as the processing described above and so description of such has
15 been omitted. _ '

When the judgement in step 51916 Is "NO”", which is to say,
the judgement result is that the write is prohibited, the content
writing process is cancelled (step 51911).

.‘ FIG. 23 is a flowchart showing the process that transmits the

20 content ID, which has been temporarily stored in the moved content

- list managing unit 1803 of the content using apparatus 110c¢ as

shown by step S1904 in FIG. 22, to the content importing apparatus

100 and so synchronizes the MCI. between the content importing

..~ . apparatus 100 and the content using apparatus 110c. It shouid be
25 noted that in FIG. 23 the content using apparatus 110c¢ that has-

‘written the content represents a pluka!ity of content using

apparatuses 110c¢, with the other content using apparatuses 110c¢

also performing a process that receives and synchronizes the MCL.

o The content ID of the content that has been written, which is

30 -_stored in the moved content list. managing umt 1803 of the content

using apparatus 110c, is transferred to the moved content list

. receiving ulnit 1802 and is transmitted via the network to the content
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The noved content list transmitting unit 1801 transfers the updated MCL to
the content using apparatuses 110c (step S2005). 15 As one % qP t he
moved content list transmitting unit 1801 may br oadcad SepRBORIZ006,’ every
content using apparatus 110c. The noved content list receiving unit 1802 of
the content using apparatus 110c receives the updated MCL (step S2006) and
transfers the received MCL to the noved content |ist managing unit 20
1803. The noved content |ist managing unit 1803 refers to the version

~ nunber oﬁmpm’tlilegedppdraﬂselrabqgmﬁrggom )3 with the version nunber of
When t udgerrent in step S2007 is "YES",

t he stored MCL %stggosz 07‘%3'2
which is to sa}- E&%bsmangmazttimumterzsa h,0ft thee morgentont ent

Sori ng. RGN dpARRUS IR TckiVed the BohbEnE {sERB1 §aP020An ot e
that whefransfians thescontent D e theethewad evdntést IRtOMaWag H'ﬂ_?turi-ﬁo“
W |

t he rg; (1 ntent |ist managing unit 1803 30 unconditionally es the
recei into the noved content |ist storing unit 1804. Wen the

i udgerrent in stRR $RAId icontdMy’ !lsf"‘ﬁhéhab?rﬁé%ﬁﬁy149§ﬁ{%ﬁﬁgl%§[npﬁ#aﬁ gi ng -

t he rece| ved MCL is not a newer version noved
uni t 1808hai Bred toetentdistestoting iumithl40Baystép SROOB LSsdtscEnG ent

Lo IR YR EAVE A cBRTBRRI b &l BROL M naSeSs B SnEry for 5B?§ggﬁ§8n?ﬁ“?ﬂe
MCL thattn)sammwa@@tavee e MaDtignthé fmeobuf\%igc & %t%t%?%%ﬂﬂl JT'YF&;S ‘o

transmtéﬂ: to_the content using apparatus when a
be W03 tt E¥EER H22RBH )t hafti Ehist podbt; theastersomn enunobiengof agiparMCls ig10c i s

posi not PERERY? T oRe shee KhRekRs i Tnaraeing Unif nefh Erimastanmines
fol | ow rngpdaSedl Me eofuh‘é eveadcaRBENPTistNG afi<?Afting unit 1801.
The moved content list transmitting unit 1801 transfers the
updated MCL to the content using apparatuses 110c (step 52005).
15 As one example, the moved content list transmlttlng unit 1801 may
' broadcast the MCL to every content using apparatus 110c. _
|  The moved content list receiving unit 1802 of the content
using apparatus 110c receives the updated MCL (step S2006) and
: transfers the received MCL to the moved content list managing unit
- 20 1803.

The moved content list managing unit 1803 refers to the
version number of the received MCL and compares this with the
version n‘umber of the stored MCL (step $2007).

When the judgement in step S2007 is “YES”, which is to say,

25 the received MCL is a newer version, the moved content list
managing unit 1803 replaces the MCL in the moved content list
storing unit 1804 with the received MCL (step S2008). It should be
noted that when no MCL is stored in the moved content list storing
unit 1804, the moved content list managing unit 1803

| - 30 unconditionally writes the received MCL into the mO\;ed content list
 storing unit 1804. o
‘When the judgement in step S2007 is ®NO”, which is 'to'.'say,
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i nvention with reference to the attached drawings. 15 FIG 24 is a bl ock
di agram showi ng the construction of a content using systemb5 according to
the fifth enbodi ment of the present invention. It shohlSgPEEILEHEYS t hat in
FIG 24 construction elenents that are the same as in the content using
system 1l of the first enbodinent shown in FIG 3 have already been
described with 20 reference to FIG 3, so that such construction el enents
have been given the sanme reference nunerals as in FIG 3 and description

of suchthes reeeivedi MGid.isI not e mewesniveysidly, $Het AGvEd é@ﬁ\tﬂ%ﬁf%ﬁ o
fourth ?ﬁ"ﬁﬁ%' ment s ol]t‘ glb%;g{iesen I nventi on described above, en tshe' 25
cont ent NG Ha 4 P LBE: reaprad MChppar at us 100, the
content key infigr [ | Sl [ v _a yptiaon .Kkey that
has been_shar ed i_ﬂ;lmgd‘eg%gnoﬁﬁf eeﬁgﬁgggﬁtggtt a{ﬁg' &ﬁlﬁé Rp%@rbqeé'}/tto use
the cont 8Rtis assignediteeaaantantutieat as beiernboafricto thie AbtneAw §hag t he

connent eftofh €S0 RIE Hing th 28hEaRE faR RrGistared SortnsMCL that tisn
li mitati pmsnagededni ltrnese_érﬁemthﬁnwdﬁt'{ﬁgs'aﬁg%%t g%gf@; SFhis ﬁﬁﬁg’?%er

.~ 2006 On the other hand, in the conten Sys hown 1 ifth
- enbodi neHi@aRsMitkediedbe contemt Using wmmardi s bdOerdndivihenta eo nappar at us

100 i npo n seci gt piAf 0 ion i.s_ qgenerated, the content key

i nf or nat-lréoflto?s&?e{@m%a%t g‘égbwﬁakﬁﬂ%{ 55, SE05EU; N s€ERr EPNERNEr M&INGN, ~ and
~when a cappamatus WMOttgnusedets AR whefSe F PHEL Writts|i %’W’H 110d
i ndi %at es tEet? oat ph;,t dest | natigg and obtains the g{artl:';éz'gélg)n or?rtratt%?jgﬁrfrom.__
t he 1% onPERRIRIREEy tRgeRYpHRROSINGJOMitations bactresvriting of comtards.
(reproduce) the content. This is to say, a node is provided for 10

I ndi cating the output destination of the content fromthe content wusing

appar at usiftii domtbeodimeenbnt ent i nporting apparatus 100 and, in accordance

with the outp destination, then witing the content onto the storage
medi um i n reaﬁ??n&lkﬁwl‘%ﬂr Qaﬁél’*ﬂ?@& 53 ftfght e@mbodiment of the present

invention with reference to the attached drawings.
15 FIG. 24 is a block diagram showing the cohstruction' of a
' content_'using system 5 according to the'f-i.fth embodiment of the
‘present invention. It should be noted that in FIG. 24 construction
elements that are the same as in the content using system 1 of the
first embodiment shown in FIG. 3 have already been described with
20 reference to FIG. 3, so that such construction elements have been
given the same reference numerals as in FIG. 3 and description of
such has been omitted. |
In the content using systems of the first to fourth
_ embodiments of the present invention described above, when the
25 content that is imported by the content importing apparatus- 100,
the content key information is re—encrypted using only an encryption
key that has been shared in advance on the network, so that it is
possible to use the content in real time and to use the content after
~ first recording the content onto a storage unit, such as a hard disk
30 . drive, that is connected on the network. This means that when: the
content is written, limitations can be imposed-o‘n the .-writing:-usin-g
‘the MCL. | o
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Here, when an output request has been received fromthe content 15 using
apparatus 110d, the content inporting apparatus 100 confir the wite,
thereby inposing a linmtation over the witing of con? Aplgm ®ont ent
using system5 shown in FIG 24 is characterized as follows. The content

I mporting apparatus 100 includes the input 20 unit 101, the separating
unit 102, the content key information encryption conversion unit 103, the
mul ti pl exing unit 105, and an output request processing unit 2101, and the

content usi ng Ompiiee attherlHoddi, m'tﬁ@éoﬁf@nﬁﬁﬁﬁ?téﬁgwiéSljlégvo fhengont ent

key inforpmation decrypting unit 112, the conten confrol "unit 115,
25 the cﬁﬁﬂgnﬁnageayﬁégﬁb 8EiEh@1$we§ﬁ@tcdnvem¢hmm;puﬂusmlébeingnuaht 117,
the cont gRipoH | d; ent fing unit 119 as. cqntent

outputti RRPOATTR) Aparands EAUBOLE S S9nERt tnfanatias) TS

i.nf or mat genesated ptthen comteatskey infornifBoaf ig Fé-eﬁ@ﬁ&ﬁfédrib’@%hkﬂﬂ% g

mng an

apparat u 0Q generates secret information with 30 an arbitrary ti
uses sgn @ﬁ%r?f’& %ﬁhs k%?/cﬁ%t'\'/'\ﬁ?km@;??n:tﬁald wWhenpbeencantentl isn warivtere on

t he net L S t col B t ont ent, key
o mat o e R o€ sgonteRETHIAG hisaRANE | IR ARG tthe o1
~uni t. 2100uEpUt estinadhonusind cipfeingt whel Bedret ansforngation FebBYtH@quest -

he i i for th
wi ting SonEeht (HRRb G, AP G, e A St bacom as.akle $ooWRE ng
unit 210(repfrodireiothenicorepitt i TBhAPRAI @ :%;g éoﬂwéaé“fé“ﬁ]rﬁ\}@%g;ﬁg# o

information as the request response. ut’ reques
condnt INGicRtiAgrAher eytpudddestingtiant 6f thec ten temftofrorhi ohef contd e

t t t,ent k i nf, ti. d ti it 112
oot ypt SR aRBarARs, LE 0L POHh ciRtabl i PREting: aBParReyS 80 ands ccr et
i nf or matincacéerdavicd e Pt et Bet FOP Y NS BS tt}?‘?er?.%lti?mr%-lfﬁéi“?@q%ﬂed from

the content Eey i nformation. The content out put sel ect
swi t chePR%e tBE: ptArage thedivm dnt real dmer danceprodhicirie thet pohtent.

Here, when an output request has been received from the content
15 using apparatus 110d, the content importing apparatus 100
confirms the write, thereby im'posing a limitation over the writing of

- contents,
The content using system 5 shown in FIG. 24 is characterized
as follows. The content importing apparatus 100 includes the input
20 unit 101, the separating unit 102, the content key information
. encryption conversion unit 103, the multiplexing unit 105, and an
output request processing unit 2101, and the content using
apparatus 110d includes the separating unit 111, the content key
information decrypting unit 112, the content dutput control unit 115,
25 the content decrypting unit 116, the content output selecting unit
117, the content display unit 118 and the content writing unit 119 as
content outputting units, and an oUtput request unit 2102. The
content key information -encryption conversion unit 103 of the-
.. ..content importing apparatus 100 generates secret information with:
: .30 .___an arbitrary timing and uses an encryption key (network key) that
has been .shared in advance on the network and the secret
in_fqrm_ati_onr,to encrypt the content key information. The .oUtput
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destination. In the-first enbodi nent of the present invention, the content

15 key information encryption conversion unit 103 of t cont.en | nporting
apparatus 100 converts the encryption of the ECNIusingq%% gmﬂﬁ?gﬂgi key,

but in the present enbodi nent, when a content is inported, secret
information is generated at arbitrary timng and the ECMis re-encrypted
using the network key and the secret 20 information. As the timng for
generating the secret information, as exanples the secret information nmay

be_gener aeqaeSiru i ORrofthendomeniy usitfy Bbrateach10pnkaHs AN ghen new

secret information is geperated, the previous secret Informationis
del et ed. OULRULHIEGYRSE te§ngscogtentimparting @pparaitsel 00nd s @moiudpui s
stored 2 Ls i ' the secret information is valid,
the —conradrerhact, e UM o Meb I FEURA of BB hrERE AR e qulelt
processi hgquest prddessdingheimion2 ot oifnmétdmmahﬁé@ﬁiﬂgoabb%%mﬁ& as
t he tp b rﬁ.uest.fO{ a _content fromthe content using apparatus 0d,

t he dut pE 03 }’db‘sé!.‘i"}% he segietdnigrmationms shemaqueseresponse. usee f or
aut hent i gathge, t 8Ri o] 0 hal l.enge, . and., tr yts the
response an%l_ thgggg%gtgml?o%?rg?i gr:\fettfc])ét h@gﬂggn(&eﬂﬂﬁ§4%fp%&d?tté’ﬁbaﬁs%06

usi ng. .applFaings themseeret nfareqation fesmothe. rdieestirdporRtieshduridé 2102
of the c 8ﬁ§%ﬁt Spq aratus 110d transm.ts, to the content inporting
appar at u‘g ,. g%‘l Oupﬁtﬁ[{)ma AR dEETREING ¥Rdbrldbd e pisibBenee nteat |
content kevtigfbermdtibhe I _ q@ﬂp a ‘ t 1 s used
for.'authen‘gt(ilcation.l Thgsﬁh gﬁ#ppgﬁnggﬁgunlt%gTBEHFegépeéé?ﬁﬁgTbgg%Htse_and
thel@ecrafd daecypia fhe coarent tusing then comtenni@yt obtainédngompieat us

100 , out t and aut hentjcates t he .

oty ok R InF@eitioy e b cChBEenE ey Bok b ae lesting ekt arit 2109

per f or mqwitcees thet batpuit a9 thes chAte RO R ccoPHINEY WARK! A d 63 ent
t gﬁoulg g@ P the :3

- key information decrypting unit 112. | e not hat ails
of the tigag@n-esponse

In the first embodiment of the present invention, the content

15 key information encryption conversion unit 103 of the content

| .importing apparatus 100 converts the encryption of the ECM using

- the network key, but-in the present embodiment, when a content is

imported, secret information is generated at arbitrary timing and

the ECM is re-encrypted using the network key and the secret

20 information. As the timing for generating the secret information,

~as examples the secret information may be generated for each

program '(event) and/or for each content and when new secret

information is generated, the previous secret information is deleted.

In this way, by using a method whether secret information is stored

25 for only a period during which the secret infbrmation_ is valid, the
content that is outputted can .be identified. ,

The output request processihg unit 2101 of the- content

importing apparatus 1_00.t'ransmits, as the output request for: a

. .. content from the content uéing apparatus 110d, the output

30 destination for a content and a chalien-ge that is- used- for

' authentication, generates a response from the challenge, and

transmits the response and the secret information to the con'tent
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aut hentication are not described in this enbodi nent, though the

~aut hentication process may be perforned using the sane thod as i 5 the
chal | enge-response that is used in CHAP (Chall enge Handsnﬁeé’kﬁém eriObg)

Aut hentication Protocol) or SSL (Secure Socket Layer). The operation of the
content using systemb5 constructed as described above is described bel ow
using the flowharts showmn in FIGS. 25 and 26. 20 FIG 25 is a flowchart
showi ng the processing when a content is inported by the content inporting

appar at usisliog.afparatysitl 10d tasl 0h er Gl 86 rashbddeRor t stream fromthe
br oadcast wave EsteB S2201). The separating unit 102 receives the transport

stream from 25NEnUERBEIreqUestignit 2402 oftthe nenﬁen& uﬁin@kapﬁSrahuket s,
nd 5 : TS t t ECM
and sepanyEsrd r|’1‘§n](1§s,Pi‘6 Kl icgm:[eﬁf 1%@%?@@&6‘%{%@@5 i ﬁ‘?@r eﬁ@fpﬁ};pu‘?e

(step S2202). To make 1t posS or
encrypt i deseimakoni imacoordanget withdevineflyeprhevedhtehhes toepanditfn uni t

102 pa s.the EIT packets, and transfers the EIT 30 packets to the

cont éht ﬁgﬁ R?Jmﬂcﬁ'ﬁc%‘ﬁ@r%@i BhaBSﬂ\Q@rEhéh@uMSﬁd fos authendicatdan. key

i nf or mat The €aepyPty Let ' 06 receives
the TS packets Igf t@“ﬁ”“ﬁéﬁ%ﬁ&%ﬁ%&g}?ﬁ% t@%\/ﬂ%é@?bgggﬁgﬁ@’%éﬁ}ﬂﬁfs t he
encrypt gmfeowaﬁgpﬁgtltamswtuf&éycln(mtha GRASHL imehmgﬁp?ak@w% nfgg mat | 03
encrypti % | [ al s reconstructs the romthe receive
TS packe g gﬁet ﬁ@ﬁ%%d& 59%& éﬁlﬁgqthé'eél}@ﬁt iandr athentiodiess dihent key
i nf or mat fegpEmse y OOy AHeEtH ehtidki LA QESEE i on in
event uniE'stp(step _5229/4 . h}grt?é)ggggibhtg%%l?/ﬁ%%&%%éﬁzﬁfé{@? é’ﬁ#o tion
enclPpt i ALY i Bito L2 t pertE meprogessingothatctranafers sieer sbcret

ey nr arp@rfiattoh S S B et kY it o deB IBCERPENG BoweAdia Dot o
‘i nfor matshouizhdbiehenoeedorthdeythe details of the challenge-response
authentication are not described in this embodiment, though the
authentication process may be performed using the same method as
15 . the challenge-response that is used in CHAP (Chalienge Handshake
Authentication Protocol) or SSL (Secure Socket Layer).
| - The operation of the content using system 5 constructed as
described above is described below using the flowcharts shown in
FIGS. 25 and 26. .
20 FIG. 25 is a flowchart showing the processing when a content
~is imported by the content importing apparatus 100.
The input unit 101 receives a transport stream from the
broadcast wave (step 52201).
| The separating unit 102 receives the transport stream from"
25 the input unit 101, refers to the PIDs of the TS packets, and
separates the TS packets of the content and the TS packets of the
ECM (step S52202). To 'ma_ke it ‘DOSSib|e for the content key
information encryption conversion unit 103 to identify an event, the
separating unit 102 separates the EIT packéts and transfers the EIT

30 packets to the content key information encryption conversion- unit
- 103. |

The content key information encryption conversion un.it'103
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re-encrypt the ECM (step 52205). More specifically, the content key

I nformati on encryption conversion unit 103 uses a certaln 15 encryption

al gorithm such as AES (Advanced Encryption Standard), ner at ed
secret information to encrypt the content key part. of the ECM In
addition, the content key information encryption conversion unit 103
encrypts the entire ECM using the network key. The content key information
encryption conversion 20 unit 103 converts the re-encrypted ECMinto TS

acket s amdeiveandfeeTS phe 0
Irorul ti pfe%H\cge;fm t 105 rrEI t |M§F§>l?g¥s%tllg gggﬁegtg?gt%&g%ﬁgen?ﬂfggt&-ﬂ)gk/e ‘been

recei ved 4y Pdspdiaena yited ECMwisimg Tise paokktlsepf(step S@P03N0se

encrypti ver ave been recejived fromthe content

key i nf o?rba%?cg)nrh’geﬁ{(}r yp |onf&q‘nﬁ%ﬂﬁi'%ﬁcwif'oﬁfoﬁopé’teé'ﬁ'@?%@)t 103 tals9 way,

t he cont eeconsioutisnghepBET dfiresm 16 aenligbasTSSBaLREts b O HHR! E¢F @ﬂel USES
p

t he vvorg ke nd this s cret _information to convert the encryption of
the EoM OPLalfe| ﬁ]& ?Hef"ﬁén OrEWHien: being processed so that the content

t b AWt t f i
8? RQ? haﬁduslezl Ewezgemenff'{%ﬂ t?g" %s??'ﬁgocté‘gﬂtéﬂi‘%g%%‘og%%w@gr 2006
“writing ge@@'@ieSnseoeehhcmnfmnnammguramm mmuﬁéoq;fgwd@mb'@ )OutMite
r eguest t he ont.ent usi appar at us i rect wites a
- 'coﬂtent #ﬁg% ﬁ‘;'g%)"o[é PE&V fﬂ#@gmaﬁgé %Uf:bmtlﬂéqq@wanéian 200p
o t
-gener at e303 ealdiengs, (f%‘#céaéﬁeévér{ta eréuiﬂ%%r mgggﬁ.ag '8 Sf”;i%g Blte

aut hentication process with cont i Trpor €1
tr addni tlengih mng@gamm namiben out put destination of the content

(ot . pe Sl KBS, Ao st o Bl

acei ves The. ohal PonaatadoEetret ittt on SRR Rev et

from t he & E@MPtusnagEedpdstens S2205). More specifically, the content
key wﬁonnanon encryption conversion unit 103 uses a certain

15 encryption aigorithm, such as AES (Advanced Encryption Standard),

' and the ‘generated_ secret information to encrypt the content key
‘part. of the ECM. In addition, the content key information
encryption conversion unit 103 encrypts the entire ECM using the
network key. The content key information encryption conversion

20 . unit 103 converts the re-encrypted ECM into TS packets and

 transfers the packets to the multiplexing unit 105.

The multiplexing unit 105 multiplexes TS packets of the

content that have been received from the separating unit 102 with

. TS packets of the ECM, whose encryption-'has been converted, that

25 have been received from the content key information encryption

conversion unit 103 (step $2206). |

-In this way, the content impbrting apparatus 100 generates

secret information and uses the network :key and this secret

information to convert the enéryption of fhe ‘ECM, resulting in the

30 . content being processed so that the content cannot be used without
first obtaining the secret information. _ ' :

Oon the other h_a nd, FIG. 26 is a flowchart showing the content
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110d (step 52302). The output request processing unit 2101 judges whet her
the 15 outputting of the content is permtted or prohjhited 52303).
More specifically, the output request processing unit 129611 ‘@B?(ﬁ#ﬂ?)ﬁs t he
out put destination (the wite destination) in the output request, conpares
the output destination with the [imtations on the wite destination that
.are defined for the systemor by copy control 20 information witten in the
broadcast wave, and determ nes whether the wite is permtted or

prohi bi t g¢tiMg ﬁr@céé?'nhet'i*&e’cb‘?ﬁ@?ﬂsﬁswg Q‘bﬁﬁFa%uss 1Red.ormed with a

certain content using apparatus 110d tion can be inposed on the
witing of a cétantt outphavraguesheunm Ri02eqgfietheprontentngsingt 2101

netvor k apBEfetiSddd BN UREE PhBRbrhEhe 1S BRI e 1100
only unghé euppet mre@eolmitnizqro.@fgéhelrh@é@eé Eﬁéll@?@e '@ ths \Wen the
judgenent in step S2303 is "YES', which is to say, whenl the OUtﬁt request

pr oc8ssi ANYAM mba&h&qrﬁgéﬁnwmgtafeautbeomwuonngrmeesewmt e the

t put t f [
and ser SHIEDL HARFIAD R LoD 1 A ERE (R RE OIS THA RO I  fe st
- responseafidt @n @Itﬂuﬁe@ESﬁh@tI@iﬁiO@f ﬁﬁéoébnt&\htn(wrﬁchudﬁ@ln@é‘@es nthd ep
request processing unit

S2303 is " whi.ch is toohf when t he out put

2101 -hascPRy W WIHENG Mot % @&tcn)y tPstive diHiandd Imprthg RPPa ERfMSs t

pr ocessi t ssage showi ng that the

out puttlgg :Jgé aprfé%t?cg@tteg g g&?gfg@?ﬁsggmﬁg message as a request response.
Thel6ut put re@(ieestoptpubssquesml pratessingnamit s210d ofediestcostnnse to

210201 IRAPE bAIDENE LI o R LSCaB 21 Ger SihalRBaen e Al o wsonse
(s sesmrergnysn SO Py i B
- 110d (step 52302).
The output request processing unit 2101 judges whether the
15 outputting of the content is permitted or prohibited (step 52303).
| -"More specifically, the output request processing unit 2101 confirms
~ the output destination (the write destination) in the output request,
compares the output destination with the limitations on the write
destination that are defined for the system or by copy control
20 information written in the broadcast wave, and determines whether
- the write is permitted or prohibited. When a challenge/response
procedure is performed with a certain content using apparatus 110d,
a limitation can be imposed on the writing of a content by not having
the output request processing -unit 2101 receive a challenge from
25 . other content using apparatuses 110d on the network or by
' receiving challenges from the content using apparatuses 110d only
- until a predetermined number of chellenges has been reached.
When the judgement in step S2303 is “YES”, which is to say,
_ when the output request processing unit 2101 has judged that the
30 outputting is permitted, the output request processing unit 2101
generates a response from the challenge and sets the response and-
the secret information in'_a_ message as a request response (step
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when the authentication process has succeeded, the output request wunit
2102 obtains the secret information and transfers the secret 15 information
to the content key information decrypting unit 112 (stelpse%m)zp()%en t he
judgenent in step S2307 is "NO', which is to say, when the authentication
process has failed, the output request unit 2102 does not obtain the
secret information and the content witing 20 process is term nated. The
content key information decrypting unit 112 decrypts the re-encrypted ECM
using thexmypprk key and al so uses the secret information to decrypt the
encrypted part” of the content key (step 52309). The content key

i nformati on deWhgnithe judgemendl isoseépi 82BOS ks “N@”, wiHiehdigstd nrfyi,on and
the wit e or_the , content .to th tept output control unit
115, “The B AR RBS P HsdiE st P BCERS R f i Gnt 011 has udgedsthakthe
decrypt eduepOtEn ' 0 .ﬁ?wy‘ i | %é{g - ). 30
The content pdecr ?p?%\%ﬁda]r:ib?ﬁbﬁ%r&ggpyp S tt_ﬁéqu%gg%ﬁoe c'g'?: g'm't r%%%?ved

f'r omX heGSBEAREES n@unkerran 1 message hshowingntthaty thecewiguttiog tise

i j | i1 112 (step 58 1 Septenber 2006
o). RENIARRLT G RTEART I P S 08 nd X BPques ke RiSRR | e
~content to theTheniottputr i tdq@esti prdtBssihqCapidang It’“'hiéﬂaSﬁ&‘ﬁité:ofﬁﬂt

output control information (the wite destination an wite path,
etc., forCHESEhRERARSEtEIQ €@ Ttedth usingapparatustbldd (steprS23056)t 115

(step 52312). &WB L Ni QULP he cantent to_fhe

st orage nedi unﬁ?gt ep égg[l%%e%q?ﬂﬂsbg&g%grﬁ§%p$é§E%?€ébsdpgn?p8§irﬂ ystem
-5 i 40pr ot/ Bddrecdiverst the reqdestare spt psé isbep S ZI069MnH B nticABes 0 a
storage _ nmedium (or reproducing.the content) and by re-encrypting the
content §N§ resp (%E?R@%%O deret information, which is

When the judgement in step $2307 is “YES”, which is to say,
when the authentication process has succeeded, the output request
“unit 2102 obtains the secret information and transfers the secret

15 information to the content key information decrypting unit 112 (step
. $2308). | |
| - When the judgement in step S2307 is “NO”, which is to say,
-when the authentication process has failed, the output request unit
| 2102 does not obtain the secret information and the content writing
20 process is terminated. |

The content key information decrypting unit 112 decrypts the
re-encrypted ECM using the network key and also uses the secret
Jinformation to decrypt the encrypted part of the content key (step

-.§2309). The content key information decrypting unit 112 also
25 indicates the write destination and the write path, etc., for the
content to the content output control unit 115,

The content key information détrypting unit 112 transfers the
decrypted content key to the‘ contentldec,rypting unit 116 (step
$2310). - ,

30 . The content decrypting unit 116 decrypts the encrypted
content received from.the separating unit 111 using the content key
received from the content key information decrypting unit 112 (step
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generated when the content is inported, and a network key, only content
usi ng apparatuses 110d that have been able to obtain the 15 secret

i nformati on can use the content. This is to say, if thésﬁﬁﬁ‘{“gﬁgﬁzooﬁnporti ng
apparatus 100 performs control so as to transfer the secret information to
only a limted nunber of content using apparatuses 110d, there is no need
~.to store or manage the MCL, which has the advantages of high security and
of making it possible 20 to sinplify the construction. As one exanple, if
copying £23danly, allowed once for a content (such as when the copy control
information is "NETWORK COPY"), when the content is inported, it is

possi bl e to i npdgecantent ieutut selectinggunit kbatselectsor outgutadyar at us

100 refe c [ t] vert 5 cryntign of the
- content %@Pellll;"l gcrcfra .%ﬁh@'ﬁ s\nmﬁg‘? gﬁﬁ: tfgﬂsmrawﬁ'ﬁ%%g e‘fVY' f@?%tion
- to only ooetenhtontputicuontrppdnfid unatidy, (the Whkk aakyinafR i aRYd Cdie be
generated from ;Ee net mr k...It should be noted that the present enbodi ment
descri be¥THg PaxAnRie.wilor &hansopdanthrecepved frpmpthe somfentoepul pt s

. the 30 NtukaY 11 g%f@ﬁig)zgfﬁpng the secret information, which is

gener at ed en the content 1s rnpofted, and the network key, which is an
encryption keyfh&acorndesitamadtiog turetndddorautpuesivine econféntl tSerttrarber

2006 thqugh praovided that t yption key for encrypting the content

key infaot ?9&”?%8% ﬁ}:%@rﬁgrgist the content inporting apparatus 100

and the conte ' t _ e | | imted
Th tRI\HAPPINR! Heeddr cb?ﬁe%eagg}%ﬁe}%% @qg_%,somted i

to the above exanpl e. i Xt h" El ment descri'bes a sixth
enbd@i neithofa trnede degntoutiputting an contemefier eesd time heo @ tstorede

cont ent 0saigm ot nr o adifiie, THE SRt tl AafBa fenensryBHEY Fhesen
i nvent | afonteintsReld Paferhetidmaluding”! Socrdt CORRFHALICH, RIAERNfs that
are the sane as in the content using System 1l of the
generated when the content is imported, and a network key, only
content using apparatuses 110d that have been able to obtain the
15 secretinformation can use the content. This is to say, if the content
importing apparatus 100 performs control so as to transfer the
‘secret information to only a limited number of content using
apparatuses 110d, there is no need to store or manage the MCL,
which has the advantages of high security and of making it possible
20 to simplify the construction. As one example; if copying is only
- allowed once for a content (such as when the copy control
informati‘on is "NETWORK COPY"), when the content is imported, it
is possible to impose a limitation by having the content importing
apparatus 100 refer to the copy control information, convert the
25 encryption of the content key information in this mode, and transfer
the secret information to only one content using apparatus 110d, so
~ that only one copy can be generated from the network.

It should be noted that the present embodiment describes an
| example where the content irhpo_rting apparatus 100 encrypts the
~.30. content key information -using the secret -information,' w-hi:ch is
‘generated when the content is imported, and the network key, which
-is an encryption key that is shared on the:network in advance,

59




first enbodi ment shown in FIG 3 have al ready been described with
reference to FIG 3, so that such construction el enents have been 15 given
the sane reference nunerals as in FIG 3 and descri ptidrﬁeﬁem'%eagﬂoﬁas been
omtted. Conpared to the content using system1 of the first enbodi nent of
the present invention, the content using system6 shown in FIG 27 is
characterized as follows. The content using 20 system 6 further includes a
recordi ng apparatus 2401 for recording a content onto a recordi ng nmedi um

While th ' i ' ) | ame
asI t hat g?étg%y @gg?gﬁ@aﬁhﬁp@ﬁ?%@ éﬂgﬁﬁgéﬁg@g.%@?ﬁﬁés@%ﬁééﬁgnf of
tEe _pz)geskﬁtyd liﬂf@fh‘té’lt}ﬂp Eilse shanesht bqu[atj].lsiﬁwt haithB t(ﬂj)@ﬂ:ed?esmmt I _rtgnngl ude
the movead conte ) nagl ng uni ) e ve ncen IS

stor i ng aRperethsoihd pHld SHEROREY hsing abRacatine fEcdhd RseS8pbar at us
2401 i ncbuqies dameaitt Bh ot fiifiifed Wy thé%veaeﬁaﬁﬁﬂfocontent l'i st managing

unit 2403, and a noved content |ist storing unit 2404. The recording
appardat us 2401 manages the MCL, and 30 when a content and a content |ID

recei ved f-rLcHn rh e using apparatus 110e are to be witten on a
storage %%‘I‘U‘Iﬁ_pﬁe_nﬁé‘@% rdi ng apparatus 2401 uses the MCL to judge whet her
‘the witing 60he-foHowing describes a sixth -efhbBiiieReroLeAa EFeééﬁt
content js er_mtt.e_g and controls the witing of the content ased on the

resul t ofvendonuwdthdefereneertashei akt Srawing®l can be an appar at us,

such as 2 VORI SO0 et o S0 RPN %) 1RECEbnbRICHAN BF £ 2,
O et pstem sty he s bostienest e

2404 i s PFRS$AFANVRRALIONO IF GhavilchBevnoteddEhas indilsed? boRsIAIGHIN sk
drive orefdifieritshat§raRrResaE ¥ ih ithle EBRAGHLUSIAL sy dEn B0 t e

first embodiment shown in FIG. 3 have already been described with
reference to FIG. 3, so that such construction elements have been
15 given the same reference numerals as in FIG. 3 and description of

~ such has‘been omitted. .
| Compared to the content using system 1 of the first
embodiment of the present invention, the content using system 6
shown in FIG. 27 is characterized as follows.  The content using
- 20 .system 6 further includes a recording apparatus 2401 for recording
~ a content onto a recording medium. While the construction of the
content importing apparatus 100 is the same as that of the content
importing apparatus 100 in the first embodiment of the present
invention, the content using apparatus 110e does not inciude the
.25, moved content list managing unit 113, the moved content list
- storing unit 114 and the content writing unit 119. The recording
apparatus 2401 includes a content writing unit 2402,. a- moved
content list managing unit' 2403, and a moved content. list'storing
unit 2404. The recording apﬁaratus 2401' manages the MCL, and .
30 when a content and a content ID received'fro_m the content using
L | apparatus 110e are to be written on a storage médium, the
- recording apparatus 2401 uses the MCL to judge whether the:writing
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stored in the noved content liststoring unit 2404. Mre specifically, the
noved content |ist managi ng unit 2403 perforns a read/wite _process for
the MCL that reads the MCL fromthe noved content IistlPeptemBe; H¥Youni t
2404, updates the MCL, and wites the MCL back into the noved content I|i st
storing unit 2404, and also receives a content ID of a content to be

 written onto a storage nediumfromthe content witing unit 2402 and uses

the MCL to judge whether to allowthe witing of the MCL onto the storage

medi um | i ;20 ' | filenence, & hgef shown
T E G 9D P Ot oD AR an Gt e e Bl ng 6 S Edfitent s e
descri beblasbdven the sesult ofdhistjeigdmtenthe content inporting process

f d by t t ' ti t 00 is th ' 25 th
Pt ombod nohieGo AR BCRRRE A S R Goh Gt DR RRRAT) o C@SA  bod.
so that DVDARAM | pééOIeY SUGIn| SONTINRY Dfiter/FbSdefd thatawdipnghar t

showi ng the content witing process of the content using apparatus 110e
and Bhe €enbtent mntappastarage mediuBp The separating unit 111 separates the

content and t t.he: n Lt am recei ved fromthe content
© inporting apggpgﬁzésoﬂ%{q SQE%EQQSWt b‘—%iq S«ﬂﬁrgﬂﬁas 2'6'6% PHRECSSHI@nt key
i nfor mat requited Yot wiriteuai toAte@ntaneio/ es stbeade meckiahs MidiweitEsMiaom t he

. separating unit 111, reconstructs the ECM section, and so obtains the
“re-encr ygRREEREANtAHEN@ StOEAGE MSdiltier nati on decrypting unit 112 decrypts

 obtained i n advasedioyed ccobbEnb Metrneetifo SR 2R s M dBRcER b ng

| . uni 10112storesatiie ML andnisereéakegdf bgna tHerdE@iblanitive asystheslikée cont ent

key to the caqutent de%{%‘gti n,g ?_nit 116 (step 52503), The content key 10
i nformati on det?§IPONGALHPRLEAD ligtdpanading vait AéUhmanagesthaitiClas the

write degfdradf irPBhafoVRe Y6htEnPRSE stBridy uriPLats.cUMle specifically,
the moved content list managing unit 2403 performs a read/write
process for the MCL that reads the MCL from the moved content list
15 storing unit 2404, updates the MCL, and writes the MCL back into the
' moved cbntent list storing unit 2404, and aiso receives a content ID
‘of a content to be written onto a storage medium from the content
writing unit 2402 and uses the MCL to judge whether to allow the
writing of the MCL onto the storage medium.
20 The following describes, with reference to the ﬂdwchart
- shown in FIG. 28, the operation of the content using system 6
constructed as described above.
It should be noted that the content importing process
_ performed by the.content importing appafatus 100 is the same'as in
25  the first embodiment of the present invention and has already been
described, so that the description of such is omitted here.

- FIG. 28 is a flowchart showing the content writing process of
the content using apparétus 110e and the recording. apparatus
2401. o "

| 30 The separating un_it' 111 separates the':_content and the ECM
- from the transport stream received from the content importing
apparatus 100 (step S2501). o o
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control unit 115 so that the content output control unit 115 can control
the content output selecting unit 117 to output to the recordi ng apparatus
2401. In addition, the recording apparatus 15 2401 reaH§?Ptf51’|nh¢ﬁ9cQ%§ ECM the
content IDthat is used to judge whether the witing of a content is
permtted or prohibited and transfers the content ID to the content out put
control unit 115. The content output control unit 115 transfers the
content ID, the wite destination, and the wite path to the content

out put sel ecti | 7 .ent . €O [ | The
clcj)nltognt Sdecr y:oﬂaﬁﬁﬁﬁ%@qlfé%dg@%%@i?@egggg 'Q@) HbLtgh%F%é%&eétsgﬂB%t ai ned
fromt heTSepacfeitag)ﬁJMhedEﬂ:M fsony the sretpﬁllzramtng Kﬂﬁggg%%i), n&atSdryrfF]m‘utbg
t ent e or L1 on ecr tin uni. t ste . e content
oot ST B0, ancCss RtaIned haufg anemipLacb e, | dd GpRgent
at i ARG ent oyt i o | t he
content o §ﬁ$°ﬁom o ey R h O eyt ehel e P B ' ang
“the &ontehtheuEpM usingralnetwbok rkey dhatshap RB2EV@)btaAbethen aivamte

witing C’-'met 9 the recordi ng apparatus 2401 receives the content and
t he cont R ~¢ontrol information fromthe content using apparatus -

110e (step 525fH¢.-corftdnt @9$iﬁ%?m&qgﬁhggb%§@§§i NAR £97 8Rtr&tisPite

control information is tranSferred to t ve contentlzltlst managl ng unit

2403. TheoRtRil keyifsem the RGthgand transfersstheadentestikey -toorha he |
write | Cotnt; BbaPuPtindf HBIL £ 16! SEE 375030 O g ol eR "W et her
thelor i tinfosnmmdbnbdéedyprinpenAit 120 ako PRINONIBAtHE iRGoFRfatsgABs U@} hod as
described in the first - enbodi nent, and so description of such is omtted
here. W% thé"j”ﬂﬁl@jéi’@ﬁmaﬁl@l GNdAe weiteveath tWhitbe contendagutpub when
e, 1 EoRFRICER A0S LR FLGERY o MEpERd et Bhie 1P L
control the content output selecting unit 117 to output to the
recording apparatus 2401. In addition, the recording'apparatus
15 2401 reads, from the ECM, the content ID that is used to judge
- whether the writing of a content is permitted or prohibi'ted and
: ‘transfers the content ID to the content output control unit 115. The
content output control unit 115 transfers the content ID, the write
destination, and the write path to the content output selecting unit
20 117 as content output control information.
The content decrypting unit 116 decrypts (descrambles)'-the
TS packets obtained from the separating unit 111 using the content
key obtained from the content key information decrypting unit 112
(step S$2504). -
25 The content output selecting unit 117 switches to outputting
- to the recording apparatus 2401 based on the content output control
information from the content output control unit 115 (step-52505)
and transmits the content and the content output control
| information (step S2506). |
30 'The content writing unit 2402 of the recording app_a-ratus
2401 receives the content and the content output control
information_from the content using apparatus 110e (step 52'5'.0.7)..

62




52510). The content. witing unit 2402 is also instructed to . commence the
content witing process. The content witing unit 2402 wites the content
onto the 15 storage medium (step 52511). It shoul d bel AeRte@ben?0when t he
judgenent in step S2509 is "NO', which is to say, when the wite has been
judged to be prohibited, the content witing process is termnated. In
this way, in the present content using system6, the MCL is 20 managed in
t he recordi ng apparatus 2401 and the MCL is used when witing a content to

j udge ' ' L bt : Lhi L.iqg jons
can be%cg)gfeedé %ﬁe}%géﬁ}éﬁ ﬁét t @?\%rllt'@@%%5@%%@%%”?91@%% "be
not ed t hatovédtdmmeentslist gaaeagingnuwit 240®t 25 uniformy increases or
“uniformy decrf_sses the ,content I D, the generat ion net hod of the content

IDis not Iim B8 MPYEd GROHRE HdeSR2NBBINGNUNHe 2403 raass shva MGhd
i Xt h engogh i | h t I
SLXUN eohefhenesnibvedccohesiliist RIBRHG Mg 248N YERkp! BIBYEPEng

gener at sing a unique random nunber. : e asSsi gned
i n -s&ranjldgesi whefthbert thee wiibedst proRibikedadirviebsmitteat éstep B266P oe
assigned.in uni,ts in_.whigch button erations (user, .actions) faor )
r'eprodugrb%Jléﬂﬂer%gni %eﬁ? %‘Eh%bg e WEHE: ﬁ?h@'g‘?q ofr ReRMEteY 1Ssers.
As speciphbefgPraBdl essind/ChhdNish Y& Hi erinl Nl ca t he
‘start ofﬁrecor_di ng unltnifi':rI ' vvher? tmgtiuser hldnd(;im(éz‘g?gdsbétﬁbgﬁd I(r)]f ng*eécotrfg‘lgﬁg or

" from t heeRdhredimentofand sehdeseripijonhef sseh ismomitted heateacti on of anot her

-ch . 5 Th ' . h I,xt h I, f th t
Fhvent i-on_showVHE SPESNGE Tk Re8 s TS SR ais  whCh s EEaavent 10
gengpat iwgetmthewitefhame@@n%@@geawb@ pargneidi e MOD s Wppggtedt is

possible to omt the content |I'D generating unit 104 and to use Information
‘that is aRdi fh&torgdadnabhe mpvepuconkent1bst sstowing daita 2404 Estepetc.)

-;B:tci }?‘C%{zﬁtlyrd)?ﬁtt eéggg@*%gﬁt;%ﬂtﬁ{be ufi?0t 5405 &R HIEoCIREEAF tdbr e
commence the content writing process.
The content writing unit 2402 writes the content onto the
15 storage medium (step $2511). _
| It should be noted that when the judgement in step S2509 is
“NO”, which is to say, when the write has been judged to be
- prohibited, the content writing process is terminated.
In this way, in the present content using system 6, the MCL is
20 . managed in the recording apparatus 2401 and the MCL is used when
‘ Writing a content to judge whether the write is permitted or
~ prohibited, so that limitations can be imposed on the writing of
contents by each recorder. '
It should be noted that if there is a generation unit that
25 -'uniformly increases or uniforimly decreases the content ID, the
~.generation method of the content ID is not limited to the methods
.described in the first to fourth-and sfxth embodiments of the present
invention. The content ID may be'generated using a-unique
random number. | | | o
.30 The content IDs may be asSigned in scramblre units for the
. contents. Alternatively, content IDs may be assigned -in ‘units in
: which' but_tbn opera_tions “(user . actions) for reproduction and
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“control unit

- construcq

digital broadcast, the service id and the event id that are set inthe EIT
~may be used w thout anendnent as the content IDs. Alternatively, when
content |Ds have been assigned to contents on 15 the }Pepiembersi®9n side,
such content I Ds may be used. The enbodi ments descri be exanpl es where a
content is associated with the content key information using the
‘multiplexing wunit 105, though such associating is not limted to this

met hod. Instead of separating and nultipl exing, the content and content
key 20 ¢ad@FdiRlg OftdTRArBEnazROp! Y [
enbodi nent s, dl;ig‘:%een t he "content y|al§|rr§§)l;g[t9| ng&ysé%%gﬁg?ﬁ)s(b%%*%d t Eucnc;ir"-\tent

usi ng apperathe from weemedheausgruradicagest thestart ofiregoagdiag auntiés 110,
and between t content .. using,apparatys 110,and the recordi ar at us
201t HETEh P8R TSA Titicates S BRCOH Eagorall okdo it EPaaIRsE BN r m « ne
MCL,  SYAGHSMheRbyobhbNiSEMitAntRe st ofSahbENSHchiagthand recei ved,
the content is transmtted and received, and content output control

i nf oBmat i on i sTReafisat ttedoarthr adel \&i¥tht roulgadementst ofntheayppesent

o b naABAGEE R BAAPLGw RS S RUE Y B SFRTaRE B0, ¥
conver siginteint Hm@ér@ﬁttﬂg. Reint B0 dPthenesatend inipérting apphbgtepnt ent
-------------- 1 Septenber 2006 jnporting apparatus 100 and .t he content

| Eiy i m;'] ok 08+ theugr it [t PR§SIRIGI to eIt the copteatdéheemernating warbdiOdy unit
113, - i ng uni - _
of QY64 uSeHntBlniagonctinat 19 Hedlarted i ainfltfc 0 FibupaRte . (o,

- 5 puoceqsuth vds alateel(thesEIT ekclyr thut isodidtibhtes eograthemayithethe
realized b rmgul es, such as security nodules, wth tagper-free
! f

3o Ehen&Oontest Haa- f prR sRB6HiGRHYs 181 thacCasasehid

e e NP BLAEE) 0135851 THRNE e ek IR 1R e
EIT may be used without amendment as the content IDs.
Alternatively, when content IDs have been assigned to contents on

15 the transmission side, such content IDs may be used.

The embodiments describe examples where a content is
“associated with the content key information using the multiplexing
unit 105, though such associating is not limited to this method.

- Instead of separating and multiplexing, the content and content key
20 information may be associated by any method. -

In the above embodiments, between the content importing
apparatus 100 and the content using apparatus 110, between a
- plurality bf content using apparatuses 110, and between the content
-using apparatus 110 and the recording ap'paratus 2401, the content

- 25 ID is transmitted and received in order to confirm the MCL,
synchronization information for the MCL is transmitted and received,

~the content is transmitted and received, and content output control
information is transmitted and received, though encryption may-be
performed for such conimunii_:ation to stbp..such data froma.b'eing

30 ~ replaced or being tamperéd with. |

_ At least the content 'key information encryption con_v.er-sio,n

unit 103 and the content ID generating unit 104 in _the--Co’n_tent
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t hough the content using apparatus 110 does not need to include both of
these units, and the content using apparatus 110 may jnclude only a
“content display unit 118 or the content using appar at LSea¥0bEdP%Pncl ude
only a content witing unit 119. In this 15 case, one or both of the
content output control unit 115 and the content output selecting unit 117
can also be omtted. The first to sixth enbodi nents of the present

i nvention are exanples where an MPEG content, which has been nultipl exed

di t :
Focor 3 MinrtFRCaRpRHSEDI 00 THAEL S ANy Bl HatBRUEATONIE |
obvi ous uhdt 12, pth@sarnovenlvmnt@mtchstbmam)gu@ unitalddsethberrovednt ent s
f f ted f. t t
nt or net CORFRnEl Sy sTBEMG Lyt I AR O Cabtant sitelfee R MR A8 T n ¢ he
above enmgpditARNt Son@YATPLSIGN dpp@ﬁét%e 119 aPet RIEENGHAC OPEAYrm 2 .

di splay unit for reproduci ng”and displaying a content on a nonitor and a

writisng pRecessinguwhicty relakest o fpcunityi sm Bhat ddwse beaitst nwgrbe he

Po a ai of PAZBCBy odica "shehed shORPRE Mol HRR' ARREIR AN Lcc 2

constructoastmbetiienst is judged whether the outputting of the content to
the digital bus is pernmtted or prohibited in the same way as for the

writing units Mso,edhe sHpsenpad 2tmeth remimdenembsdiaferthe pres@attion,
cont ont HVEgHsRIuPRERANIBR WHERS 0 cOffenfiYiodRRAIAER Rud e

wWr i t1iong nfcladeenaeminuehtadss;altae/ andberks tared gorbeaé nit swnidind aumit 1139; he -

net wor k, the ﬁlser be able to select a witing of the content_in a
bound stHi@ug ent Pﬁéngbépé’aéﬁﬁ%llr%ﬂtgoﬁﬁynﬁé rReAdtfudped® that

{mger "aRBLACOR S IEhSESSHEP (HRE COMMTINIEG AhaRRTITE1d Thsy
det er m niextiadeorahilyy @ ocantantodisplderunit 118 or the content using
apparatus 110 may include only a content writing unit 119. In this
15 case, one or both of the content output control unit 115 and the
content butput selecting unit 117 can also be omitted.
| The first to sixth embodiments of the present invention are
- examples where an MPEG content, which has been multiplexed
according to MPEG—ZSystems, is imported from a digital broadcast,
20 though this is not a limitation for the present invention and it should
- be obvious that the present invention can be applied to a case where
contents of any format are imported from a communication medium,
such as the Internet and/or a recording rnedlunl such as a
packagedlnedunn
25 ‘In the above embodiments, examples that include, for
outputting a content, a display unit for reproducing and displaying a
content on a monitor and a writing'unit for writing on a storage
medium are described, thoughthe;nesentlnvenUOn|snothnutedto
these and the content may be outputted to a-digital bus such-.as-an
30 IEEE 1394 bus. Here, it is possibie to use a construction where it is
judged whether the outputting of the content to the digital bus is.
'permitted -or p_rohibitéd in the same way as for the writing;uhits in
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Additionally, in each of the above enbodi nents, the maxi num nunber of
writes, the wite destination, and the wite path can be set as the wite
conditions in the ECM but it is possible to use a codsiPisEtbend0her e

i nformati on that shows whether witing 15 is permtted or prohibited is set
somewhere aside fromthe ECMin the transport stream Finally, the content
inmporting apparatuses in each of the above enbodi nents may be physically
integrated with any of the content using apparatuses. 20 | NDUSTRI AL

APPLI CABM%E\B&RI;@ éﬂ'ﬁtdpdﬁnléfﬂtgg system of the present invention is
of a

conposed content” T nporting apparatus that is connected to a network
and at |east dreaddition, isithe aprdaeatussint @ ppataniseXd in rqaut iofdhe
apparatus, i ncludes a,content I D issuing unit that issues a content |ID and
a cont enfPRYE i‘?’n'f”ﬁ?%'cm@ﬁ‘ mcrgﬁiﬁﬂng At e WHIEPQnUNIts hdPayoRaves & he

encrypt i g9n8fr ke SWhiep i'r[‘rfr'cla‘ard’[ﬁbinofb YRl G HtinBeb MY thfénf hjta GBatghar ed

i n advance on the netvvork_. e content using apparatus includes a content
~key isnf owinetriectheleonfenitig moat bodhd batheasetiwosks lthecoseemakbde able

i nf tion, ti h beer: ted ' th t k key,
moved cobt SEERY BTWEPERGF e EonteRE T T RPUPdialZ:ont ont 11 st (ML) i n-
which the contgiglo EBeh B8 theSalidyd emBaMMREINIEOME]P Se dbHsthartedeR)

witten onto a storage mediumare witten, and a nbved content |Ist
managi ngthat wheat thedgdgzewedt tee MCle n@achey ieamaxinaninisizpeamid ted or

Content ConERETORCHR it onafPbd ik, tRESEOLERgh It bETHelded o s,
~and 1@ cofroentthesMQL iBrdeterminet acddmiingced i rhnidbracaansieaice with the
above judgenent of whether the witing is permtted or prohibited. 67 1
Sept enber 200hdditipnelly, in each of "the above embodiments, the
~maximum number of writes, the write destination, and the write
path can be set as the write conditions in the ECM, but itis possible
to use a construction where information that shows whether writing
15 is permitted or prohibited is set somewhere aside from the ECM in
 the transport stream.
| - Finally, the content importing apparatuses in each of the
above embodiments may be physically integrated with any of the
content using apparatuses.
20 -
. INDUSTRIAL APPLICABILITY
The content using system of the present invention is
composed of a content importing apparatus that is connected to a
network and at least one content using apparatus. The content
25 importing apparatus includes a content 1D issuing unit thatissues a
content ID and a content key information encryption converting unit
- that converts the encryption of content key information using a
network key that is shared in advance on the network. The content
_ using apparatus inciudes a‘:con‘tent key information decrypting unit
. 30 that decrypts the content key information,.-e-whose encryption has
| been converted, using the network key, a moved content list storing
tjrjit for storing a mo\/ed _coh'tent list (MCL) in which the content IDs
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1. A content using systemin which a content is used on a 5 network to
which a plurality of apparatuses are connected, conprising:_a binding unit
that is provided in at |east one of the plurality of h§ﬁ§@@?ﬁ§%¥mand is
operable to bind the content to the network by putting the content in a
state where only the apparatuses on the 10 network can use the content; an
IDissuing unit that is provided in at |east one of the plurality of
apparatuses and is operable to issue a content ID that corresponds to the

cont ent t e o] .ading it |n t hat
is pr ovi‘%f]%orﬁ%z}tg gﬁg? gﬁg’%ﬁ)é%‘? R}fg'qsplur%c’t ya g? gara u}sﬁesH‘a é

oper abl extiet@n} ahltea anoivad cohdénbdist heeradin dnhythmjlmlgldss lv@hather | n an
unbound state; a witing unit that is rOV|d%§:|n at, | eas

pl ural i ttheoWritipgphacatentis pesputied orRrohinited ha pBrihe %‘{:Ehas
been put ge 20
medi um Th%@bﬁ%gg&#pb t a'éhggg'}@@?%agnflérlagtnrt gig‘éj{é]ﬂf%%té?ﬂé p ura ?y of
appagat u;asmgarrdeitbodpelatdmttmtsummga amthImvmang taeconmlehtussllng of the
content witten the wiiting unit; essin nit,,that

o ovi decPiasiam dhat ondits ' rontsng i pepobAanasa with ctidngbve
operabl g, quémteﬁ‘-itnof'&ﬂwéméefthé Rffing! i&ePé‘Pﬁ‘iﬁt‘édtcﬂ' Eeomméan by the
writing unit and to suppress witing f the content by the witing unit
based on a content of the table. 2. A content using systemaccording to
Claim1, 30 wherein the suppressing unit is operable to obtain the content
ID of the content to be witten by the witing unit, to add, if the

obt ai ned content ID has not been already recorded in the table, the 68 1
Sept ember 2006 content ID to the table w thout suppressing the witing of
the content by the witing unit, and to suppress the witing of the
content by the witing unit if the obtained content IDis present in the

t abl e.
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5 3. A content using systemaccording to Claim1, wherein the suppressing
unit is operable to obtain the content ID of the content ' to be witten by
the witing unit, to add, if the obtained content |D ilScpsmbsF2&¥nt in the
table, the obtained content 10 IDto the table and "1" as a nunber of
wites by the witing unit, and to suppress the witing by the witing
~unit if the obtained content ID is present in the table and the nunber of
writes has reached a predeterm ned maxi mum nunber. 15 4. A content using
system according to Claim3, wherein the binding unit is operable to bind
the content to the network by encrypting a content key for decrypting the
content using a network key that IGLATMSI in advance with the plurality
of apparatuses. 20 5. A content using system according to Caim4, wherein
the plurality of apparatuses include one content inporting apparatus and

~at leastjone CR”SSHEeH%i Gglﬁ@pé‘ggf%ﬁe |f1h’9vi?ﬁ’i‘1t eé‘tcélﬂ?é’ﬁ%inigg u@@%arfﬁ -

|ncludes the binding unit an D I'ssul ng un each o

cont &nt wetwerkppar awdsieh i aclpidealitite dfabhpparatusesheard ndonemetedg unit,
the witing unit, and the suppressing unit. 6. A content using system
accor di "iPTWIEPUI 5, 30 wherein the content using apparatuses further

e PonCta BihGsng A OBRARN Briidel i at BeRcTNE dE@DIBPELY o

perforned by the witing unit content usi ng apparat use
--------of apparatuses am$eﬁmﬁrableam5blméahe contenbterthel metwodkdyy:

ot WihaCBFE LD b RSB St SR LR G R, b aPlges B ehEn ©
10 network can use the content; '
an -ID issuing unit that is provided in at least one of the
plurality of apparatuses and is operable to issue a content ID that
corresponds to the content that has been bound by the binding unit;
a bind removing unit that is provided in at least one of the
15  plurality of'appératUses and is operable to put the content that has
| _been bouAnd by the binding unit in an unbound state;
- a writing unit that is provided in at least one of the plurality of
apparatuses and is operable to write the content that has been put
in the unbound state by the bind removing unit onto a storage
20 medium;
| a table unit that is provided in at least one of the plurality of
apparatuses and is operable to store a table showing the content ID
of the content written by the writing unit; and
a suppressing unit that is providedfin at least one of the
25 plurality of apparatuses and is operable to obtain the content ID of
the content to be written by the writing unit and to suppress writing
of the content by the writing unit bésed on a content of the table.

2. A content using syst_em éccording to Claim 1,
30 -~ wherein the suppressing unit is operable to obtain the content
. ID of the content to be written by the writing unit, to add,___i.f the
o obtained content ID has n'ot been aiready recorded in the ta'blé, ,thé
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7. A content using systemaccording to Caim4, including one content

i mporting apparatus and at |east one content using apparatus, wherein the
content inporting apparatus includes the binding 10 uhiSeptember 2486 ssui ng

unit, the table unit and the suppressing - unit, and each of the content

usi ng apparatuses includes the. bind renoving unit; and the witing unit.
8. A content using systemaccording to Caim4, 15 including one content

i nporting apparatus and at |east one content using apparatus, wherein the

oot anbOlRERE S BB ERE  SahRE Wi bl MelbBrE Sdnd X, WBfHinG, REHHEY

i ncl ude8c©h5ehtn|ﬂy Bife r arridihgg usit) | aﬁbetwsm%faﬁeyﬁltheawhtthg S PEHEsSi ng
unit. 9. A content usi ng._.sy stem accordi n aim 8, wherein each content

usi ng apﬁ@ﬂb@ﬂ% hsunthﬁewr!trheguaest ¥ t@@c@%ﬂiﬂm §0tﬁ|ﬁ€ﬂtd@r|§blp@e$@%trbr e a
copy of %3 %e by obtaining 25 a content of the table stored. in the
tabl e un|t 0 e content inporting apparatus, and the suppressing unit
suppiesses the witing of the content based on the copy of the table. 30

10. A coptent RSi ng system according to 3a| m4,  wherein the IDissuing
unit is gne of (%r&ﬁfy t ¥sing SystemiIceyding 0 1Gad@ndrat e and i ssue the
~content |D usinBeréth %h@%ﬁ@@ﬁﬁ%@@m@;#%%ﬁble ‘:@o&#ﬂ'tthé)%ﬁf‘@llr)? to

- generate and i ssue the cont'ent I NCr enen or unrformy
- decrenmentDnof the) cantent twpdreabvritten denetee evidticng smie, ttbeaddr;tlénlthe D

. usin rand v | u hat ner at e ni ni t erable ‘
“to ggner%ﬁraa MFQQ Eﬂb Hggrﬂ qﬁ?%a’s‘bgh gﬁ‘%& Sﬁﬁl%é'?‘% &ﬁ‘ﬁﬁ FB% §her .

| Y“HPE) fr;]elmatmﬁ taBah®) “ 8 4R & MARLEY 6f m.&!&tﬁwr@%ﬁﬁﬁ@%ﬁhe dpptent
: to suppress the writing by the writing unit if the obtained content ID
-is present in the table and the number of writes has reached a

predetermined maximum number.

15 4. A content using system according to Ciaim 3,
| | | w_herein the binding unit is operab'lé to bind the content to the
network by encrypting a content key for decrypting the content
using a network key that is shared in advance with the plurality of
apparatuses.
20
. 5. A content using system according to Claim 4,
wherein the plurality of apparatuses include one content
importing apparatus and at least one content using apparatus,
. the content importing apparatus includes the binding unit and
| 25 the ID issuing unit, and |
“each of the content using apparatuSes includes the table unit,
the bind removing unit,-the' writing 'unit_, and the suppressing unit.

6. A content using system 'according tb Claim 5,
| 30 wherein the content using apparatuses'further includes
a notifying unit op'erabl.e o notify, when a write has been
pe_rformed_-by the writing unit, other content using apparatuses'.of--at .
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data distributed together wth the content. 10 11. A content using system
according to Claim4, wherein the IDissuing unit is operable to generate a
content IDthat is associated with an ID for identify §5ptpqr}ger&9,9 ent

i nporting apparatus. 15 12. A content using system according to O aim 4,
wherein the IDissuing unit is operable to generate the <content ID for
each content that corresponds to a broadcast program 20 13. A content

usi ng system according to Claim4, wherein the table includes information

showi ng @AM dife saldntet orh|?(§ a content for each content ID, and the
suppressing unit s operabfe to suppress the witing when 25 the wite

destinati on stammpdatihg unftooperable to fpdstd adabdevstiored ideldié bableon i nto
whi ch the it nﬁ uni t i.@ tE. wite the, cocgtfent. 14. ﬁ content using system
accor di n'énﬁ(r)"ﬁ‘% mPa NORREREION HE TREEV GG Mrodasanothgr nhPNEENENBRING a
wite pajhpapQt@é, a content for each content 1D, and the suppressing unit
IS operable to suppress the witing when the wite path shown by the

i nfobmation differs froma wite path in 71 1 Septenber 2006 which the

- owiting ynit is to wite the content. 15...A cpntent using system according
- to Clainfg, VW@IC&Q‘F%U?M éyisﬁglnﬁo%‘écqrﬁkﬂgngq i(ﬁﬁ“g‘h wing a permitted 5
- nunber. of writiggl@@ing'Wie leoMdmt ik FortPNgeapparabds Hied SAPRESSE ighe uni t

I's operable to suppress the witing when a nunber of wites of a content

per uni tCent@Nbysing apParaklsnit exceeds the permitted nunber of wites
per unit tine.

[ ' C ysi m r.di 4 wherein
" the table i nc|‘ﬂh§£éﬁh?:@?n§®%ﬂ;tsﬂi‘\ﬁ%ﬁ‘&ﬁ@%‘%@a&%ﬁ“@“ag&% Birfaind) |
- 10 unit, the ID issuing unit, the table unit and the suppressing unit, and |
each of the content using apparatuses includes the. bind-

“removing unit, and the writing unit.

8. A content using system according to Claim 4,
15 including one content importing apparatus and at least one
~content ijsing apparatus, , ,
wherein the content importing apparatus includes the binding
unit, the ID issuing unit, and the tabie unit, and '
each of the content using apparatuses includes the bind
20 removing unit, the writing'unit, and the suppressing unit.

9. A content using system according to Claim 8,
wherein each content using apparatus further includes a
second table unit operable to store a copy of the table by obtaining
25 a content of the table stored in the table unit of the content
- importing apparatus, and
" the suppressing unit suppresses the writing of the content:
based on the copy of the table. |

30 10. A content using system according to Claim 4,
wherein the ID issuing unit is one of (a) to (e):
(a) a unit operable to generate and issue the content ID usi_ng
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interval froma witing of a content until a next permtted witing of the
content, and thesuppressing unit is operable to suppress the wjiting by the
15 witing unit when an interval for wites by the ‘V\/ritlisﬁﬁteﬁlrt?f?’fié(%é]shorter
than the time interval. 17. A content using system according to C aim4,
wherein a hash value of the table is securely nanaged by the 20 table
.unit. 18. A content using systemaccording to Caim4, wherein the table
unit stores a threshold value for deleting content |IDs that have been
recorded;if, b Rgef 2Pl € and del etes, when 25 a nunber of content IDs that
have been fecorded in the table has reached the threshold value, at |east
~one content | Q) @muriit dpdtable §6.génesaterdndidsoge sited eorfes tDnigyt o

Cl ai m 18, v¥_here' n.the table further, re&grd{iﬁti ne and date information 30
showi ng YNGR BHINEERDENRTINA; @R WHEArRUK ¢aEramapdingegi stered, and when
t he nunber of it | Resdt rs [ 2006
the tabl e has fﬂiém'tt ee%ef?tgsﬁgp% val uee’rgﬁﬁelg?gglﬂ;euéﬁpjcgﬁggmﬁ%gig a

- cont é&nt & rarddom veleecthdtagederatebea tumiguandatiage i nformation. -20. A

t ent [ t di to Cl ai 18 .wh ' t he tab furt
el udes  acoasil] AU Fetn A B 0 gEREIALE and dSake Theomemer Ddatett en
| Ds thatohadst@Qﬁgtfigméaesbd;@thénhwiftﬁgérf% @Hggﬁcwthe t hreshol d val ue,

the table unit determ nes a content ID ) éted based on the access
“information. 1(EYa unitenpa@mblestapiiaineand: ssul nhet codtenin U3, framer ei n

t he tabl i . t m. punber en.,the nunber of content |IDs
t hat hav aﬁ%éfsgggg{tggs??&eﬂﬂ%’d;‘)’yﬁﬁel‘rﬁ%scoq ed the threshold val ue and
det qpm nes a content IDto be 15 del eted based on the random nunber.

11. A content using system according to Claim 4,
_ wherein the ID issuing unit is operable to generate a content
ID that is associated with an ID for identifying the content importing

apparatus.
15
| 12, A ‘content using system according to Claim 4,
wherein the ID issuing unit is operable to generate the
content ID for each content that corresponds to a broadcast
program.
20

13. A content using system according to Claim 4,
wherein the table includes information showing a write
destination of a content for each content ID, and
the suppressing unit is operable to suppress the writing when
- 25  the write destination shown by the information differs from a:write
-destination into which the writing unit is to write the content..

14, _A content using system‘according to Claim 4,
_ wherein the table includes information showing a write path
30 of a content for each content ID, and | , .
the suppressing unit is operable to suppress the writing when
. ft_h_e wri'te path shown by the -i:nf_oi'mation differs from a write path' in--
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22. A content using systemincluding a content inporting apparatus and at

| east one content using apparatus that share a netmnrﬁ ey, mh&@&ia
content is bound to a network by encrypting 20 content S i on,

whi ch i ncludes a content key required to decrypt the content, using the
network key, the content inporting apparatus including: an obtaining unit
operable to obtain a. content and encrypted content key information, which
i ncludes the content key for the 25 content, fromthe outside; an ID

gener at i@g}iEHithé)E’gﬁ?ﬁ{éfgwt geng’ Wﬁt?_tﬁ%ﬂgsmeﬁe for identifying the

cont ent al ne ai ning uni an-encryption converting unit
operable to convert encryption by decrypting the encrypted content key

i nformat j gn oQéained qi 30 the obtainin unit,daddina the content IDto

t he decrij_gted Q‘Fﬂ'%'l'fﬁn Ey IR SYSERM ACCardingte el frng t he content key
information “\ﬁl'hré@'etiﬁetm?tt%féf‘.ih%l’ugé% ﬂnf%%ﬁgﬁﬁﬁrsﬁgaﬁnga%dp‘é?@lﬂitﬁé’@t ent
usi ng apparatus including: a tirst decrypting unit operable to decrypt the
r e- ebcr ypumb et @ft wiritadseper nfrit nim e rforsthy comtkendét, wank key; a second
decrypting unit,_operable to decrypt the content 5 usi t he, content key in
the tont ont ke REhteSslto kY5 e tabi h Sunrtesa oS pti TN Ten 5

writing AMbndber Y writedvofts ¢oRtEARtSEE Lgﬁermm@%thbhwriﬁwn it :
decrypting unit onto a storage nmedium 'a table storing unit operable to
store a @¥geedsnthdiparmitted uadreeaf woitescpedathitfime content key

I nformati on decrypted by the first decrypting unit is associated with a
~nunber of tines the content corresponding to the content I D has been

wri gpen bg. t heawditgit usitid systeng SeEPrfding @ ClRih gperable to obtain the
content ID of the 15 content to be witten by the witing unit, to refer,

in the table, Whergtn fhabdabde tinctddere indatmatianr sBOWWIE ng tEMmeie

content ;1 PaP3SI from a writing of a content until a next permitted writing of.
the content, and )

_ | the suppressing unit is 6perab|e to suppress the writing by the-

15 writing unit when an interval for writes by the writing unit:is shorter:

_than the time interval.

17. A content using system according to Claim 4,
A wherein a hash value of the table is securely managed by the
20 table unit.

18. A content using system according to Claim 4,
wherein the table unit stores a threshold value for deleting
- content IDs that have been recorded in the 'ta‘bie and deletes, when
25 a number of content IDs that have been recorded in the table has
reached the threshold value, at least one content ID from:the table.

19. A content using system according to Claim 18,
_ wherein the table'furthér records time and date information
.30 showing a ti_r'ne_and date at which each content ID was registered,
and | o o -
" when the number of content IDs that:;haVe been recordéd._-in
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been witten, and to suppress witing of the content by the witing wunit
when the nunber of tines has reached a predeterm ned nmaxi mum nunber of
times. 20 23. A content using systemaccording to d ai iooptemBRton at

| east one content using apparatus further includes a reproducing unit
operabl e to reproduce the content that has been decrypted by the second
decrypting unit, and 25 the suppressing unit is operable to obtain the
content IDOf the content to be witten by the witing unit, to refer, in

the, Labl e tabid e svebeneflerid FRPoLHBIASPIGEL Al FARAHI ot arifes ot ont

| D has een witten, 0 Ssuppress reproduct n-unit

when t hea moritemtol D ttionbe deketrethdiaakdiopr edettéria aed dwtenmforatationber of
times. 24. A content using systemaccording to Claim?22, 74 1 Septenber

2006 wherein each content using apparatus further includes a table

synchr om 1 N9 AlRioh 1@t dbirfy <y SRR M A8 Kini 6o [l Wi t abl es of ot her

content using appar at uses, when t is updatéd, the table
synchroni zi ng wiheteirs thenkables fayrtbbromdatdes acdessrdnfonmatibndifog at

| east the content_ D to table synchronizing units of other content using
appar at u%%'fentrf’noaﬂﬂen synchroni zation information is received froma table

synchroni zi ng wiReh tHe aPhiBEr SF¢SRte NSNS @fﬁ)ﬁﬁﬂ"ﬁé\*@ bedl® rTe.%}E)'rEeg' in
a 1 . A

synchroni zing unit updates the table in the t e storing unit.

cont ent Wg hebly/ basmeathedithe thieshels vahpe, thadabdppmidtdatemdings | east
hound t & SoRtERAL BE RAISIGRL URRHE ot cRE ACHSs todRetRen T hel udes a

conggnt key required to 15 decrypt the content, using the network key, the
content inporting apparatus including: an obtaining unit operable to obtain

a cont erdland AefBPEENEMSING system according to Claim 18,
wherein the table unit generates a random number when the

number of content IDs that have been recorded in the table has
reached the threshold value and determines a content ID to be
15 -deleted based on the random number.

- 22. - A content using system including a content imborting
apparatus and at least one content using apparatus that share a
network key, where a content is bound to a network by encrypting

20 content key information, which includes a content key required to
~decrypt the content, using the network key,
the content importing apparatus including:
an obtaining unit operable to obtain a.content and encrypted
. content key information, which includes the content key:for the
25 content, from the outside; ' |
an ID generating unit operable to generate a content 1D for
‘identifying the content obtained by the obtaining unit; and
an encryption converting unit opérable to convert encryption
by decrypting the encryptéd content key_'information obtained by
.30 the obtaining unit, adding the content ID to the decrypted content
| key information, and re-‘encrypti'ng the content key information
using the network key, | | | |
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content key information, which includes a content key for the content,
fromthe outside; 20 an ID generating unit operable to generate a content
ID for identifying the obtained content; an encryptioﬁ%%BWV@Ptmﬂé uni t
operable to convert encryption by decrypting the encrypted content key

I nformati on obtained by the obtaining unit, adding the content IDto the
decrypted. content 25 key information, and re-encrypting the content key

i nformation using the network key; a table storing unit operable to store

a table that rgg nteHY 68} né%ﬁa?aﬁ?é‘ﬁﬁ@{udlﬂ@% has been written
en

onto a storage ne y a cont appar atus; “30 a tabl e managi ng
unit operable a cfmsstedewhpptmgmume operarbtesmondjeudvgptr&hte regemctyhizd been

received froma,conte the table to judge whet her
writing 9fh @r‘ﬁeé’nf Po; §§'°f9§§g’tq "‘ﬁf%o”f) rttedJ ang to update the
table based o as¢coRaMeRicryptig 1uAltd ch&RiiieNtol BecPiptViig Ebhtenperable

to receive the wite permSsion judgement request frofmthe content using
appabat ussinghdheocensestikey fin thelgentent keyl infornutien deoryptadtnble 5

managi n n usi ng apparatuses each including: a first
i decryptl fhslta(g%%}ygglf éat lEjﬁi}}ecrypt the re-encrypted content key
~information us m:tnh%rﬂm;wd@we B wite€thd Bohtans dddrypednby gier abl e

to transmt to the content inporting. apparatus a wite perm Ssion
j udgenerieGaRddecryMingdupit eRsocdRtenageDmediuraed in the decrypted

“decrypting unid BPRLRFErAY il (GREEIE 45 BHPPEENaPIEN wunfl A
i nchodeccamterieI DAnictot eklein thé oritiernkeySndeemeatied ducryipteld bytthe
decryptlﬁnlgS uni t onlé when the received _judgenent result shows that the

wri ting iSteaiYRERg WAl is wswa@edﬁmtmgm@m@en of times theccentamint
‘decrypt eheshidhding to the content ID has been written by the- writing:

unit; and
a suppressing unit operable to obtain the content ID of the
15 content to be written by the writing unit, to refer, in the table, to the
- number of times the content -corresponding.to the content ID has
| 'beenwritten, and to suppress writing of the content by the writing
unit when the number of times has reached a predetermined
maximum number of times.

20
. 23. A content using system according to Claim 22,
wherein at least one content using apparatus further includes
a reproducing unit operable to reproduce the content that has been
decrypted by the second decrypting unit, and |
25 - the suppressing unit is operable to obtain the content ID of

“the content to be written by the writing unit, to refer, in the table; to
-the number of times the content corré'sponding to the content ID has
been written, and to suppréss reproduction by the reproduction unit
when the number of times has reached a predetermined maximum

30 number of times. - |

2,47‘. A content using system according to Claim 22,
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second decrypting unit onto a storage nmedium 20 26. A content using system
I ncluding a content inporting apparatus and at | east one content using :
apparatus that share a network key, where a content i &Sopamiict2006he

network by encrypting content key information, which includes a content

key required to decrypt the content, using the network key, 25 the content
inporting apparatus including: an obtaining unit operable to obtain a
content and encrypted content key information, which includes a content

key for the f t sdide; | I4t, <O eto
goner ate a corther ol heAsHTe Rt RAG aBPak St OEPE eyl R TgBR ©
encr ypt i synchneaizinggunili ©pegrartdel 0 sy nabmrosite drhns Yablewithytalelasypfi ng
the encr a’_t'ed C?’&T@ent Kmi nformati on obtained by 76 1 Septenber 2006 the
obt ai ni né UAf CONIEITHSING aRATAIUSES, t3N€he decrypted content key

information, agfere-tHE! yaBidGst N ERFEENttHEYid BYeOr &l%nrﬁhggut £

network key; a first table storing unit ‘operable to store a tab
recobds trengreitsosyrakromizgtiancimfoematioatinichsd breg atveast dheocpnt@ntt or age

di ' ' tus: g tabl ing_.uni t ble t ,
wnen a vip g LBy HELTErBARE tts o afer cORIEDs Vol bedarelhsascont on
usi ng appatdaiwitent BoncaRbRizatiorddnrabRidieon 4 tFekidkd fref ea! thBie-0

- permtted and to update the table based on a judgenent resu and a table
- transm t3YRghtenizipge At 4Nt @nadbry sonfaokr vaingitapparatysy thei bable om a

appar at O NEABARAE SAICAP ek ME Tabie 1B i€ tebibtotihd i, ' ™

decngpting unit operable to decrypt the re-encrypted content key :
information using an encryption key that has been shared in advance on the
network @Rd t d* oGORIENERIRINNG eBYSkem  inelawlingr eaeicam@nini tmppstiaag e to

transm ta SYaFSEeS Al ' & least one content using apparatus that share a
-network key, where a content is bound to a network by encrypting
content key information, which includes a content key required to
15 decrypt the content, using the network key, |
| thé_content importing apparatus including: ‘
an obtaining unit operable to obtain a content and encrypted
content key information, which includes a content key for the
content, from the outside; | '
20 an ID generating unit operable to generate a content ID for
_ identifying the obtained content;
anrencryption converting unit operable to convert encryption
by decrypting the encrypted content key information obtained by
the obtaining unit, adding the content ID to the decrypted content
25  key in'formation, and re-encrypting the content key: information
using the network key;

- a table storing unit operable to store a table that records-the
content ID of a content that has been written onto a storage medium
by a content using appa»ratus;'

30 - a table mana_gingd unit 6perab|e to use, when: a ‘write
- permission judgeme_nt request has been recéived from a content
using 'app_aratus, t_he'ta_ble to judge whether writing of a content is
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information for the table that includes at |east a content IDto the 20
content inporting apparatus and to receive the table; a second table
storing unit operable to store the table; a table nanabﬁﬁ@BEWPEmﬁﬁerable to
update the table in the second table storing unit using the table received
fromthe content inporting apparatus and to judge whether witing of a
content is 25 permtted using the table; a second decrypting unit operable
to decrypt the encrypted content using the content key only when a

j udgenen ' | | L] I,

J|oer ?n tt e%?llgﬁﬁéad \%frrl é?ﬁé" %ﬁ%@gﬁ%ﬁ%:@%%&% icﬁﬂg\tﬁ"eaggﬁ}%ﬁ P%glg'rtya%% by
the 30 secondadeentent AP ureteiving airdt oopgeabhsli tonrebkivaé thet entitaisi ng
systemincluding a.content inportin 77 1 Septenber 2006 apparatus and at
Téast  oneSERNESIN JUd4sRERt KeabiastaframatBeacoREEns, KSKG APBRERLLS A

- content MpgtitRg tﬁé’ﬁéfrﬁf:UEhéhjhd?%lﬁ%rr‘ﬂe?&Eﬂltt t&o@éin'e%fsﬁro%etﬁ& EQpiéﬂ
at ases wilites a content on_to a Storage

| east one content using appa and
- medi 6m maEnaglgomignanids bound to 5 the network by encrypting content key

i nformati on, i ch incl %ldes a content key required to decrypt the content,
" using the net cRBYENt YRING, APRAY Hﬁ@?t‘?ﬁﬁhéﬁﬁgﬁ’g{rﬁ&' i ncl udi ng: an

bt ai ni it i j .
~obtai ning uni aqn%ta@éfnggtsmg]@mtaoﬁ@m@gy t@(r}gie@ﬁgﬁtyﬁh%drew&%té&ey

i nformation, which includes the content i 0 content romthe
out si de; cemntent keyeindfoirmatisin uspeg dite neswpakekeye a content 1D for

._ide_r._lt_ifyingte i nede.c seand an .encryptipn .converting uni
~-oper abl eto c%\@iéﬁcfgp?%ﬁgh&;%%ﬁ ﬂBXFﬂéPeerH %?@ﬁﬂ'gntj%r#'q(ey
i nf gpmatéomtebt dinpratting aifpd Retpdbaivirited peRhiissshlij e de1h et teiliedD to
t he decrypted. content keél nformation, and re-encrypting the content key
i nf or matiNGAUdIRg nthe heomeenbr KD kicIusiech ibothendadnvitethontant ikey udi ng:
e first decryPItion 40 ko PELaRNE the ASE¥Rlent RebraNCT P ed -
a second decrypting unit operable to decrypt the content
using the content key included in the content key information
15 -decrypted' by the first decrypting unit only when the received
ljudgement result shows that the writing is permitted; and
a writing unit operable to write the content decrypted by the

second decrypting unit onto a storage medium.

20 26. A content using system including a content importing
. apparatus and at least one content using apparatus that share a
network key, where a content is bound to the network by encrypting
content key information, which includes a content key required to
decrypt the content, using the network kéy;
25 the content importing apparatus inciuding:
an obtainjing unit operable to obtain a content and encrypted
- content key information, which includes a content key' for- the
content, from the outside; |
| an ID generating ‘unit -o'per_able to'generate a content ID for -
.. 30 identifying the obtained content; | '
' an encryption converting unit operableto convert encryption
by decfypting the encrypted content key information obta-ined by
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20 content key information using the network key; and a second decrypting
unit operable to decrypt the content using the content key included in the
decrypted content key information, and the content wr i SERfgmApRAI0At us
including: 25 a witing unit operable to wite a content onto a storage
medium a table storing unit operable to store a table for recording a
content I D of the content witten on the storage nmediumby the witing
unit; and 30 a table managi ng unit operable to judge whether witing of a

 aocor dant e PR EIAE Al ab AEug M BRTebE 178 Mol PhorBBci e ooy "
usi ng sykegmiafmandiitn | cafarer@acrypiing thehedntieit deoy VipifoRrtation i s

operable to generate an | by uniformy increnenting or uniformy
- decr enentSHY dhgangéwark Ke¥ssired units and to transmit the IDto the

The recetved 1B skdanie SRRBNIN SRS o BEbFa . raRfe el rbPoldtn 2

wite ptoeessnient dCbofr asoontlendrihathhaki beendeeriydmn nontoid storggees t he
received IDwth a nost 10 recent%a/ngener ated I D and permts a resunption

of the wMEdWPRESR COd’P'ﬁeWW«?H’%_ '@rté%%e_ between the IDs is a certain:
value or bel ovg tﬁ%leArﬁa'ﬂlta?’lh[dmﬂﬁ&-?dﬁé%fé‘ PO (k& CRplefNta! rﬂ?ﬂfé'-ng
onte ted to

apparatus and at [east one nt usi ng apparatus ar€ connecte 15 a
net wor k, penmissiareriudggoranihgeqpastahas beelnudiecgived &ramypt content

content RO AR R, e aBlE 1 SAER LR thes Wttt Bh A EarFeab e ng o
- _content . kaymiere hﬁrrdeﬂ@rwm@hgg_thbecaaﬂeq%%@d'fork%ij@ehﬁ@ﬁt P@sﬁﬁ:i;%@n o

encryption key that is shared in advance on the netWwork and the secret
i-nformation; amdable transmitting unit operable to receive synchronization

information from a content using apparatus and to transmit the
table to the content using apparatus, '
and each content using apparatus including:
15 ~a first decrypting unit operable to decrypt the re-encrypted
7 content-key information using an encryption key that has been
shared in advance on the network and to output the content key;
a table receiving unit operable to transmit synchronization
information for the table that includes at least a content ID to the
20 content importing apparatus and to receive the table;
a second table storing unit operable to store the table;
a table managing unit operablé to update the table in the
second table storing unit using the table received from the content
| importing apparatus and to judge whether-Writing of a content is
25 permitted using the table;
| ~a second decrypting unit operable to decrypt the encrypted
content using the content key onIyVWhen a judgement result of the
table managing unit shows that writing is perrﬁitted; and
a writing unit operable fo write the 'content.decr{/pted by the
30 second decrypting unit onto a storage medium.

- 27. A :content'usi_ng system including a content importing
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an out put request processing unit operable to receive a content out put
request froma content using apparatus and to transmt a request response
including at least the secret 25 information, and thel Seple@her 2{Mong
apparatus including: an- output requesting unit operable to transmt an

out put request, which includes at |east an output destination of a
content, to the content inporting apparatus, to receive the request
response, 30 and to obtain the secret information, a first decrypting unit

oper abl r nezepc t tent key infarnatjo ing an
ener ypt RPRESEL Bk 16R5R 0" G8n1EBE FEina Bondis i thAE $ielErR ana
the secrregtworkrikey izl adso enicopitemt WrithRhabh BaF LIP3 LRHL i§ YV PREcEI put
control information for controlling a selecting unit; a second decrypting

unit opdfaBitelaastyedeypf e alnleagh ane sadwndnusing mppadEes@nkey; a

sel ecti et n : Lhat i nt
based N[ GREERtEA® SEteragk rRiitth, PSR AR PR BanERT b
uni t 5opaéshabhetwm rkubpwndryptingtcoriteiPka. infoeonitéth, Wiich iarPatasus t hat
uses a content f(hat has. been £lbound t?_la_network by encrypting content key
i nf or matGBHE W KEY rq%lmﬁe"so eWPEfn& epntent; usingSheeaefmorthkeyont ent
using a netwg r@_p&t | sconmprising: 15 a first
decrypting u\rllvi(tﬁéoggrg%lltjg?t deﬁﬁ?p?ﬁpﬁga?ggghgw?ﬁﬁ content key
~information usimghbthénimg wik dparablestr alitadea yontegtuand apengied t o

| decrypt th ntent . wsing.the coptent. k i n e conten ey information
decrypt SRS WEY iptSr RGN, MBI incikges SRE: CRptERt: KeyeFabitha o
wiig tRerReHEfrodethePbatisiet he second decrypting unit onto a storage
medi um a tabl & storing unit operable to stofe a table in which the

an ID generating unit operable to generate a content ID for-
identifying the obtained content; and
an encryption converting unit operable to convert encryption -
by decrypting the encrypted content key information 'ob.tained by
15 the obtai_ning unit, adding the content ID to the decrypted content
| key information, and re-encrypting the content kéy information
~ using the network key,
each content using apparatus including:
| a first decrypting unit operable to decrypt the re-encrypted
20 content key information using the network key; and
a second decrypting unit operable to decrypt the content
using the content key included in the decrypted content key
information, and | | |
the content writing apparatus including:
.25 a writing unit operable to write a content onto a storage
medium;
‘a table storing unit operable ‘to store a table for recording a
content ID of the content written on the storage medium by the
| writing unit; and o _ |
30 a table managing unit operable to j'udge. whether writing.of a
| content is permitted using the table and to control the writing-unit in-
acc_:orda-nc:e with a judgement result. | o
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15, the obtaining unit, a

content ID included in the content key information decrypted by the first
decrypting unit is associated with a nunber of tines the content 25
corresponding to the content ID has been witten by thkSeptemper200@nit; and
a suppressing unit operable to obtain the content ID of the content to be
witten by the witing unit, torefer, in the table, to the nunber of
times the content corresponding to the content ID has 30 been witten, and
to suppress witing of the content by the witing wunit when the nunber of
times has reached a predeterm ned maxi num nunber of tinmes. 80 1 Septenber
2006 31. A content inporting apparatus that binds a content to a network

to whi ch28, pl uAataritemtf usipgrsatstesn ddedrding eo Tiagv@k key are connected
by encrypting content Eey_i nformati on, which 5 inc]udes a content keB/
required to de¢PEpein fRedirteAecryRLing tRdt is:epasakiaEg gemneraieark

I mporti a I | Qg t gl ai nj =g LN;
content ShaiaNGty, [RELSMARKing] B TORIY UEcRERIARIE 3 JHBEHT
key Bor désiretbuadta and, té toemsmeitotheild®;toathd Begeme! aldorypiimd wmiey abl e

to generate a  content 1D, for Ldentif}v{i.ng t he content obtained b

/ . t .th
obt ai ni ng uni ttNGARECARGABFYYPFIRT Ldtib dpiqRRraRle toperabt hepreséveer_
encryptifD afd BRfisihie thd 1D eBCEIE! PsEOREpUAY LRTCTWRENO Qties ned by

! I ng the conten ecrypted content key
- i nf or matpERGcesHds te-lasegimeg,tdndcont ent key information using the

, in Lh D | d j £ fth
Content, i citeArBREERREY b eoTabas e elvetimgithge mash um i «
- an m_obomeﬁitﬂyﬁq]e@é’ratfécpmtm pErAGdBIRRA AptieT BE tRcCAMIRNprofess .

network to which a plurality of apparatuses are connected, the nethod.
conpri si@@ty when a difference between the IDs is a certain value or below.

29. A content using system in which a content importing.
apparatus and at least one content using apparatus are connected to
15 a network, , '
| the content importing apparatus including:

-~ an encryption converting unit operable to convert encryption
by decrypting encrypted content key information, generating secret
information for influencing a content key, and re-encrypting the

20 content key information using an encryption key that is shared in
- advance on the network and the secret information; and
an output request processing unit operable to receive a
content output request from a content using apparatus and to
transmit a request response including -at least the secret
25 information, |
and the content using apparatus including:
| “an output requesting unit o'perable to transmit an output
request, which includes at least an oufput destination of a content,
to the content importing -apparétus, to receive the request response,
30 and to obtain the secret information; | |
a first decrypting unit operable to deCi‘ypt the re—enc'rypted
c_o_ntent; key informatfon using an encryption key shared in ad\)ance
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25 a binding step which is perforned in at |east one of the plurality of
apparatuses and in which a content is bound to the network by putting the
content in a state where only apparatuses on the netwbﬁk@@@hﬂﬁg@ﬁthe
content; an ID issuing step which is perforned in at | east one of the 30
plurality of apparatuses and in which a content ID that corresponds to the
content that has been bound to the network in the binding step is issued,
81 1 Septenber 2006 a judging step which is perfornmed in at | east one of

the pl ugﬁﬁlbmg @étmﬂﬁﬁﬁﬁﬁe?%ﬁ?ﬂﬁ&maﬁ ntent 1D of a content,

whi ch ha een bound is 1o e witten in an unbound

state, is obtaanednteok abhik iopavable dantantpUutDcaritervnteontpud thatrolave

al ready been writtep is r%co[ded is referred toin a nenory, and a

j udgenenth FORLIORL FOR,£0M relling @ salestinGUpdini tted is rmade; a bind

renovi ng step ' | hhigt 0 laU Rl -t :

appar at uses an§h$§?3$§cﬁé§ﬁgp§gﬁ{éﬂyef%%§ﬁﬂg§ Egéﬁécﬁgg%gﬁgﬁbﬁgkgﬁgaaetmnrk

by tHe broditegtwsding theuwonterdhkaeyjound state when the judgenent-in the

judging step is that, .witi IS rmtted;, .and a witjng.step whigh is

~ berforned in af SagctlgehdfopBsBBiFsiadlest 5 afpabh et afln B Bk ch 1 ne
. content pahteitBesdiptfHe ddntéatDuthut@oRtiYl ITEPMAEioT;CangS Witten

onto a storage nmedium 33. A content using nethod perfornmed 'by an appar at us
that: uses a cahieast oRg Ohl&@uieléﬁlﬂoowaglﬁ doneutpuk the enatepti ng content
key information, which includes a content key that is required to 20

- decrypt the content, using a network key, the content using nethod

- cono si BG. a AicoitetfcuyMdg Eppacates thae ussd B0coAteRBThAL BEs uEent -
key information using the network key, a second decrypting step of

~decrypt i RgUNE teoat RAEWAEK MYt @BCrYBlivkhcomtensykey irforovation; wbjch
-1 nformatjon 4Ry Wiehteht! Rey rkYuired to decrypt the content, using a
“network key,
_ the content using apparatus comprising:
15. a first decrypting unit operable to decrypt the re-encrypted
~ -content key information using the network key’j _
| a second decrypting unit operable to decrypt the content
using the content key in the content key information decrypted by
the first decrypting unit;
20 a writing unit operable to write the content decrypted by the
second decrypting unit onto a storage medium;

a table storing unit operable to store a table in which the
content ID included in the content key information decrypted by the
first decrypting unit is associated with a number of times.the content

- 25 corresponding to the content ID has been written by:the writing
unit; and .

" a suppressing unit operable to obtain the content ID of the
content to be written by the writing unit, to refer, in the table, to the
number of times the co-ntenticor_responding-e—to the content ID-has

30 been written, and to suppress writing of the content by:the-writing
- unit when the number of times has reached a predetermined
‘maximum number of times. | N
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decrypting step; a judging step of obtaining a content 1D of a content,

whi ch has been bound to the network and is to be witten in an unbound
state, referring to a table, in which content |1Ds of cdriieptember B6 have 30
al ready been witten is recorded, in a nenory, and judging whether witing
the content is permtted; and a witing step of putting the bound content

i nto an unbound 82 - ------ - - 1 Septenber 2006 state and witing
the content in the unbound state onto a storage mnedi um when the judging
step has judged that witing is permtted. 34. A content using programfor
a content using systemthat 5 includes a content inporting apparatus and at
| east onzlcontAncontenhgimpeatbtgisapparathsr that netnds ka keyntemert® a

ontent is b tQ.t t K b ti tent k | nf tion,
wni ch iGraaeR to whitER PRAAIS.AY PP Arstusd ik Fhore @ aRfwOrkikey &
network ey, coha@RienbyUstRErsBAANESABEHET & fﬁffof‘rgw@fiew a%ﬁfg}ﬁapat g °

executed by the content inporting apparatus and secon program t
execht edngjudesont epntert keyvapeautirad, ta rdediyplt theogoabentyusing emut er

functionh 'oﬁgﬁ%&tai ning unit operable to obtain a content and encrypted
cont ent k%@”l I on, which includes a content key for the 15 content,

from the outsittes canteRtdempoAtingdappairaeasriaRligdimggenerate a content 1D
for identifying the_content obtained by the obtaining unit; and an

. encryption corfEChtaiN{ng unipangablecte ehtain asontentandmneamtast i ng

‘the .encr n L pf ' t e (oht aj ni unit,
addi ng G ERE AR I Bo.CHARD WNAEE & AR e
r e- eocr yuntent, iroenrthenioutsidenf ormati on  using the network key, and the
second program having a conputer_function as: a first decrypti uni t

~ operabl e to dédt B ganenatingypil eperable dex QW%@ei%f@MﬂggDumrng t he
- network j§@ntifying the content obtained by the obtaining unit; and:
| an encryption converting unit operable to convert encryption
by decrypting the encrypted content key information obtained by
15. the obtaining unit, adding the content ID to the decrypted cd-ntent
-~ key infofmatioh, and re-encrypting the content key information
using the network key,
wherein the content ID is used to manage writing of the
content, which has been bound to the network, onto a storage
20 medium in an unbound state. |

32. A content using method of using a content on a network to
which a prlurality of apparatuses are connected,
the method comprising: '
25 a binding step which is performed in at least one of the
plurality of apparatuses and in which a content is bound to the
- network by putting the content:in a state where only apparatuseson
“the network can use the content; ‘
| an ID issuing step which is performed in at least one-of the
. 30 . plurality of apparatuses and in wh'ich a content ID that corresponds
. to the content that has been bound to the network in the binding
. step is issued; ' L '
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a second decrypting unit operable to decrypt the content wusing the content
key in the content key information decrypted by the first- decrypting unit;
a witing unit operable to wite the content decryptedlBgpteaber 2¢06second
decrypting unit on a storage nmediunm a table storing unit operable to store
a table in which the content ID included in the content key infornmation
decrypted by the 83 1 Septenber 2006 first decrypting unit is associated
with a nunmber of tines the content corresponding to the content |ID has

obtaim the’ ot ltgd (s Which ROhERYRREESR 1 YBbE BRENRECHNE,

L0 [ eferplimlitye dabhparoouste andrier wifichi aecohbent A el = workwrad 0G|
t t he cont, y R L

it e CHIER NS BeEN, PAURE L, ADY sialieerle THAUS: B2 bo et RSP Amber |

of tinmegnpbbymPstdt&On 8pta Hfé a0 2PEAIFAIR RIRCH &gnPé/n@TD%PBﬁEBHté pwat

uses a content that ‘has been a network by encryptrng content key
i nf oBmat {heat hatviecireadyudesnawcidttieanis texordeat is sefleegedrtadin @ mdenoypt t he
cont ent, ing.a,network key..15 the praqram having a,conputer function as:
2F1 roc aliE §oaRAGEMBRE HE whrEnE] WBHREE Thes Contepy: BIPeShILR ity

i nf or matgqielsi ng the network key; a second decrypting unit operable to
.decrypt the content wusing the content key in the content key information

. decrypted by 2binddgempyingsieppowhighusiperfarmediingtuldastopeeadiithe o

wite t nt. .d .second, decrypt i Lt .onto st orage
et um SR or FPREPHETeSS PG, FEICR e o afitat g iR
- content béuhactadhe natwbekaonthe! bidin Ueiews pet feahyPhBeunhd khgte 25
first decrypting unit is associated with a nunber of tines the content
-~ . when the judgement in the judging step is that writing is permitted;
‘and
a writing step which is performed in at least one of the
plurality of apparatuses and in which the content put in the unbound

15 state in the bind removing step is written onto a storage medium.

'33. . A content using method performed by an apparatus that uses
a content that has been bound to a network by encrypting content
key information, which includes a content key that is required to
20 decrypt the content, using a network key,
the content using method comprising:
~a first decrypting step of decrypting the encrypted content
key information using the network key;
. a second decrypting step of decrypting the content using the
25 content key in the content key information:decrypted in the first
- decrypting step; _ ,
" -a judging step of obtaining a content ID of a content, which
_ has been bound to the network and is to be written in an unbound
 state, referring to a table, in _whic:h content IDs of contents that-have
- 30 already been written is recorded, in a memory, and judging whether
. writing the content is permitted; and |
~ a writing step bf putting the bound content into an .un_b'ound_

82




corresponding to the content ID has been witten by the witing wunit; and
-a suppressing unit operable to obtain the content ID of the content to be
witten by the witing unit, to refer, in the table, tad Septemt®020nber of
times the content corresponding to the content I D has been witten, and to
suppress witing by the witing unit when the nunber of tinmes has reached
a predeterm ned maxi mum nunber of 84 -------------- 1 Septenber 2006
times. 85

state and writing the content in the unbound state onto a storagé
medium when the judging step has judged that writing is permitted.

34. A content using program for a content using system that
5 includes a content importing apparatus and at least one content
using apparatus that share a network key, where a content is bound
to the network by encrypting content key information, which
includes a content key required to decrypt the content, using a
_ netwoi’k key, the content using program including a first program
10 . that is executed by the content importing apparatus and a second
program that is executed by a content using apparatus,
the first program having a computer function as:
an obtaining unit operable to obtain a content and encrypted
content key information, which includes a content key for the
15 content, from the outside; ‘
o an 1D generating uni‘t operable to generate a content ID for
~ identifying the content obtained by the obtaining unit; and
an encryption convérting unit operable to convert encryption
by decrypting the encrypted content key information obtained by
20 the obtaining unit, adding the content ID to the decrypted content
_ key information, and re-encrypting the content key information
using the network key,
and the second program having a computer function as:
_ ~ a first decrypting unit operable to 'decrypt the re-encrypted
25 content key information using the network key; |
_ a second decrypting unit operable to decrypt the content
- using the content key in the content key information decrypted by
the first decrypting unit; '
| a writing unit operable to write the content decrypted by the
30 . second decrypting unit on a storage medium; _
a table storing unit operable to store_--.-é table in which the
content ID included in the content key infor_mat_io_h decrypted by the
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first decrypting unit is associated with a nhumber of times the content
corresponding to the content ID has been written by the writing
unit; and |

a suppressing unit operable to obtain the content ID of the

- content to be written by the writing unit, to refer, in the table, to the

number of times the content corresponding to the content ID has

been written, and to suppress writing by the writing unit- when:the

number of times has reached a predetermined maximum number of
times.

35. A content using program executed by an apparatus that uses

~ a content that has been bound to a network by encrypting content:

key information, which includes a content key that is required to
decrypt the content, using a network key, |

the program having a computer function as:

a first decrypting unit operable to decrypt the encrypted.

-content key information using the network key;

a second decrypting unit operable to decrypt the content
using the content key in the content key information decrypted by
the first decrypting unit; '

a writing unit operable to write the content decrypted by the
second decrypting unit onto a storage medium;

a table storing unit operable to store a table in which the

‘content ID included in the content key information decrypted by the

first decrypting unit is associated with a number of times the content
corresponding to the content ID has been written by the writing
unit; and |

a suppressing unit operable to obtain the content ID ‘of:the
content to be written by the wr.itinlg unit, to refer, in the table, to the

-number of times the content corresponding :to the content ID has
- been written, and to suppress writing by the ‘writing unit when the
_'number of times has reached a predetermined maximum numb'e,r of

84
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times.

g5




