-1- RADI O FREQUENCY | DENTI FI CATI ON DEVI CE FI ELD OF THE | NVENTI ON 100011
The present invention relates to radio frequency technique, and in
particular relates 5to a radio frequency identification apparatus and a
radi o frequency identification nethod. BACKGROUND OF THE | NVENTI ON 100021
Currently, Radio Frequency ldentification (RFID) technique is w dely used:
it may be used in electronic purses arjvarious tickets for security and
conveni ence; may be used in 10 identifying identity of an object for the
pur pose of anti-faking;, or nay be a substitute for trademark to provide
various informtion lb‘gDUHé*“RE HENGX IRENTHIEARHONRE}E i Fles t he trademark.
The prior radio frequency identification technique needs a radi o frequency
tag and a radi o frequency reader to be inplenented, where the radio

frequeQﬁ¥uﬁf6HﬁfHEgmhﬁﬁvfﬂ5ﬁiSts of a RFID reading chip, an antenna, a
a display,

m cr oprocessor, a nenory, button(s), a shell, 15 a power supply

and t hgobotfe, ThawebdhesnthGbn eQsits td AElEhefiRnk] técﬁniqﬁé,edﬁdQ§§Jaﬁmﬂdl-Qalatési n
enterprises or special organizations but not be popularized in nost

or df narty a ¢ehe vewrwcy wind Acgeavapnergtushad popdib dreuretcy odendifigatippinedati on of
the radio frequency identification technique. 100031 For further
popul ari zati on and application of the radio frequency identification
techni que, a conbination of the radio frequency identification technique
and t h3AOKIGRORNIDIIHEHENNVENSION v t he communi cation function has been

r opos j.n sqQme techni.c sol utions.. Base t he high popularizing rate
b “Fhe AT cCFae: RASE 67 G IP RO B ed 10y corgn At R 24 TR 1 ag
and ragieQistd GAMEARIIE ?éﬂ@sr oL R iR Os A8y LQuMty éddzﬁ)nt.f@ﬁeﬁée?%ary% GseBYhSES

and various tickets at anytime and anywhere, verify the authenticity of the
pr dfuctigsntifigag ndqutityd ot an rableat dok thef prpesci @hgntofakinge ok inkey. b@ 5[ QDM teTher e

t i | uti. f i | enent | th i fl f.th I D
Fechni GEBOHR PhEHE PeiBoEaa 31 T JAOFERR o Py e REHE e Bhone
to be ¢apahh. 0he pAGH Qdfy BAMERASYidertemlatibh @@ethhg@ﬂhe&fsté QB0 FQuchXPARl8a @

SIMcard radio frequency antenria device for nobile communication term nal
i s di selradiedrdgner@N reatee te bhNonpl200620.18854 4heoradishirefvctevicaderi whichdessistsr adi o

frequen enn radi o frequency antenna acgessor an fl exible
connectt itdPaRatbe Bhad SuPER P OUToRCy erdris 5% ccueart Puforitit s o
beas t hepdvag glpﬁryeq#ﬂ& RRY 1&B! aRRdRRANkgh i obst NBeleRAE Qt i QAUENMYIARRE €N iat the
outer side of the battery of

enterprises or special organizations but not be popularized in most ordinary consumers, which

prevents the popularization and application of the radio frequency identification technigue.

[0063] For further popularization and application of the radio frequency identification
technique, a combination of the radio frequency identification technigue and the mobile
20 phone that has only the communication function has been proposed in some technical
solutions, Based on the high popularizing rate of the mobile phone, most ordinary consumers
are enabled to carry RFID tag and radio frequency reader around, so as to utilize the
electronic purses and various tickets at anytime and anywhere, verify the authenticity of the

products, learn product-related information, or the like.

25 {0004] There are two prior solutions for implementing the combination of the RFID
technique and the mobile phone. One solution is to modify the mobile phone to be capable of
radio frequency identification function. For example, a SIM card radio frequency antenna
device for mobile communication terminal is disclosed in CN Patent No. 200620133544.6,
which device includes a radio frequency antenna, a radio frequency antenna accessory, and a

30 flexible connection element. The radio frequency antenna accessory is adapted to bear the

radio frequency antenna and fix the radio frequency antenna at the outer side of the battery of



- 2 - the nobile termnal. The flexible connection elenent is adapted to
connect the radio frequency antenna to the SIMcard | ocated at the inner
side of the battery of the nobile conmunication termnal. Uilizing this,
whi | e mai ntaining the tel ecommuni cation function, non-tel ecomunication
function may be inplenented in the nobile communication termnal 5 for
sone users, with only sone extra cost and w thout purchasing a new nobile
phone or custom zing a speci al nobile_ﬁﬁone back cover. The techni que

sol utign pr sed in.this patent requires, reformatjon of the nobile .
cormunt B M GRE SRk Th8 A B b ETHZAtT HoGFC e HREE AL SO he
f1 exi blfeqaanyiesittan @ @eeniv tald thseaoRithe iRhenRIohr BRCHMSEL! HOWRWAE, the
enbeddi ng of the radi o frequency antenna and the flexible ™0 connection

el enentcommuyicdtion rteimiha. Chimring bt ivdnlet weivtaisihg ithe cdepmroatiedidnnfupridoess,
difficult .i,n inplementation and high in cost, ich.wll affect the.rapid
popul al PhAt PP RHECESH 1eabr bty e tipl G iR FEDI peaiinep ap it

Fur s hertsbi@ne ks, wh Whiyofbh$ ek®$ tbdt Gn@dw o HRrdHAREE oSAEWEIdHIR fHont Re
nobi | e phone to a great extent, and thus does not have universality. 100051

The ot lestomaring jsosperigl tepbélebring haglli wver ldweisclynigusd sdlatipmpoordsed $n ghiage
card. E 15 exanpl a.storage card, enmbedded with a radio frequenc

modul e 71§k REFBSea T ERB00S 00 790K HRTPRFICT , OBy HEAITE Ry be
a radi QuitbRgieing YofrB@defennObndr@k HExiBld @finectioneab@BgY fok aBe midbile SHRhytdron
needs no reformation of the existing nobile phone, thus the probl ens of

hi gh c&3th awer pdoveimi Wer saibiedding nokt Wee gedioi Gaguesey wantomanayd Bhe oediblone.
Houwgver,, sj the function that may be.inteqrated in the.card.is |imted,
ont'5 oxe 57 et PRL PO A DN, SRtmiBiPERERNEH EnedPRiEE ey ey
can be difksie e tnpRiRniatioh had fragt i bad, WhRhtwwol AfRIciBh AR PEmBXhSkioRtant he
sane tinme, it is not possible to achieve the two functions with one storage

card, anRliqaHen of dhie appoaghhio g geat seeas Mvstheomry, hiresalefinet isorstgttet e thadi o
frequengy.. t sQ {:he i f e radio.fre ncy reader, the user
s Et?\gcn?l% of the 180151?5 &ﬁa(_jglg(&%: %é Clégca? %ttg d%ﬁ% go%sr{lg)ltlgavn A t

has t o possess another s e u ul e of
e o oBEB SERES e 23R SRS e B Skl ST
e it S T b S R R AR s iR
have t k20060 1IENE6DK. Hihghadiodtequendyf modhleynmisnbpe padiarfigatiognreadd, or may
appli C%g iaor%dioa{sr'gqlfeplgy lta{gi.(e,\[hisg)golu %%e%Yds% r-g o%mla 101'1E '?)quthcc]e\lexi:stinsg- mobile phone,
thus the problems of high cost and poor universality in the previous solution may be
overcome. However, since the function that may be integrated in the card is limited, only one
20 form of the radio frequency reader or the radio frequency tag can be selected; due to the fact
that the two forms can not exist at the same time, it is not possible to achieve the two
functions with one storage card, and therefore, if the user needs not only the function of the
radio frequency tag but also the function of the radio frequency reader, the user has to possess
another storage card embedded with the function moduie of the radio frequency reader or the

25 function module of the radio frequency tag as well. It is not convenient for the user, and not

favorable for the popularization and the application.

[0006] It can be seen that the prior technical solutions of combining the RFID technigue
and the mobile phone have the problems of high cost, difficulty in popularization and

application, and the like.
30

SUMMARY OF THE INVENTION



[0007] In view of this, the major object of the present invention is to
provide a radio frequency identification apparatus and a radi o frequency

i dentification method, which integrate both the functions of the radio
fi-equency tag and the radio frequency reader, and facilitate the
incorporation with existing portable term nal devices. 5[0008] To achieve
t he above objects, the present invention proposes the follow ng sol utions.
100091 A radio frequency identificatiofd-apparatus, including a radio

freque i.nterface .core cantrol uniit. and a universal stora i nterface,
theqragﬁ%pﬁreghéﬁéybfﬂP%r SéﬁmaﬁﬂgFﬁ%0&ﬁ@%8?§§ﬁ @F8ﬁ5§emi%&B?ngeaﬁﬁﬁﬂg
connectRGubRsPefhtineinonVapttriiie £ar 8 LN Rlquiityt idMBERIR POl whie core

control unit is adapted to receive a radio frequency identification

i nst r udtliesrate bh@hftho frmtionhef theadile frrggnendas putktite filvaféqrnep padat, wsd
within_a. determ ned. range ar.a portable term nal device through the
univerggpﬁéﬁaggﬁgoﬁﬁ¥ Fat §WBQ%%&¥§%ﬁUEW?@ﬁUg%E§&interface, to performa
corresq& ingEraq%gffre uency, identification processing according to the
radro f entAGRYEEN§ FRONE OBIFCI N MIRSERORVEgn renpseeiie fojreriae seintiensat us
of the apparatus, and to switch the operation status of the apparatus if
the i n§9'5) t i dradie Trquenseridenttfivatiomepparassvintlotinag fadit freptenop intewigreein t he

operati IS radi.o frequency t status.or. a radi o, frequenc

r eader Cgl%a? %@%Olll[%ﬁ'btﬂrfd ¢ ﬁlen “Feéfgﬁid; I?%%@ﬁ%%ce’r b Fdig J_reiqgel}féfa‘&eégac? oang rf%?erre nt
i nf or mahivesal fibekastbhtncheinyennidhal &@%&ﬁ@@lgt\;ﬁm thdRble RAFoL S, aRREMEr radio
frequency identification apparatus within the predeterm ned range; and

20[ 001%potope MBEMRISrolSRl i@ggaﬂt&i R fa56e %?ad%l ﬂ@éﬂ 1 g%/ %fgﬂﬁkﬁﬁﬁqgsﬁ ction

information interaction between the portable ter vice an e core
conér olfrommianothpO@AB) fRgetmrvableyiificdtioncaperatentrithin anpredétaaiinetsagestronage

F0014y PoEE; sPae’ BaMEr dffolef the Sl ctioReS BEMRGS O HB® rHtoo TR SREENGy
i dent i fil16@hdeORy p&Forts tcBH@ﬂoﬁH'in% gLt u'éﬁ‘é}y Rlch@icaba r}fi‘&%séiﬁ‘% eLiRGS g tbo

parse a radio frequency control “instructiori and send the parsed radro

f r equetiyradonfre@lenpnstentititon ingridhien raadiaccuiteatjupamatyorcgatus off thinapgpaidtug, he
radi o frequency, identification instruction i.s the radio. frequency control
| st 1 uBET o VA % PR PGS A6 GREI et ISRETH. ik PRI Hnspes 5
radi o EwREMERGYstSREM INeréidend bhéaadd oudsNSbi4eh P& RRrsud Bearafdh o
frequency security identification instruction and perform 30security

pr oces SicAdens Tedder paused radi o frequency security identification

instruction, and to
[0011] the radio frequency interface is adapted to implement information interaction

between the core control unit and the another radio frequency identification apparatus within

the predetermined range; and

20 [0012] the universal storage interface is adapted to implement information interaction

between the portable terminal device and the core control unit.

[0013] Preferably, the core control unit includes a storage control unit, a storage unit and a

radio frequency control unit; wherein:

[0014] the storage control unit is adapted to receive the radio frequency identification
25  instruction from the universal storage interface, to parse a radio frequency control instruction
and send the parsed radio frequency control instruction to the radio frequency control unit if
the radio frequency identification instruction is the radio frequency control instruction, and if
the radio frequency identification instruction is a radio frequency security identification
instruction, to parse the radio frequency security identification instruction and perform

30 security processing on the parsed radio frequency security identification instruction, and to



- 4 - send the result of the security processing to the radio frequency
control unit or the storage unit or to send the result of the security
processing to the portable term nal device through the universal storage
interface; and is adapted to receive a radio frequency security
identification instruction fromthe radio frequency control unit, to parse
the radio frequency security 5 identification instruction and perform
security processing on the parsed radrdrfrequency security identification

t t d.th f t to th di
1 ecuoRty. BSAERDIOTah o7 er ST yBeatit SonorsY SRR FERUNOo8 Uehe

securi toy tprses® et Agull @ftﬂlfeeqd@gﬁiyaﬁﬂo@estsﬁa@,%nﬁé péﬁme%ﬁthgémehﬁrdﬁ%hvtﬁé sal
storage interface; [0015i the radio frequency control unit is adapted to

execut @ngigesaf a‘rameflmteq“m @yd corlapel to 1@eiviest radot fr@{uesem secluytyc identgtoatiage

controllSIU{ ?HV\}‘ ﬁ? dofr(e%q &cx ontrol str(al on is the .
operatl% SHQR JER WP JATRGIFHERTY) B g’ei’a‘tgﬁ DEEMAt TEHCBEACHIHY the
appar atigmtigesdiRgubod BEd PMbENR RAuHRShiEIn@Non 18e AR addlo by RS

the radio frequency security identification instruction, which is sen from

t he radFoity esnbhiefionrinsnkction saddo senddhp gisnkitoé thef seownity lpeo cnonh & the aafio

frequec i dentificat aratus w.thi redeterm ned ran

15° ot or b Topp i ¢ nERERR T e e Bl BR BT Pod e e 1y
pr oces pbighlt edmbag Keliye theuGitAE g efaNdt6@be drtack0 the another radio
frequency identification apparatus within the pr edet er ni ned range

cor r es peodi NGht Qa&lg%erqﬁéwy co?iftrOE lﬂﬁlt Si? %ﬁé’gﬁté&/ tdP E)?&ﬁﬁisﬂh@ Ga8iBr d&% SortRfi O

frequency |nterface storage unit Is a to provide
t héo st msmgetl@omat oy thsn:mtdn age ¢dmt1td>ht1mt r@q uf thedadio lfreaﬁmmg rahirannofuctie isshor age

cont r ol Un .t or to store.a correspondjn eratlon sult. 0017
Pr of er ABFIOF HANSCEREHRE SHEFAM. dhre: 1S OrGri T Hrap e dPpEa SErUEng Qlat 2

access tuenmaﬁﬁ% e BN tlg‘%déﬁlbd/% $@hsiok WhAGRId e gﬁérﬁ,’érese@ﬁﬁ‘i‘tgelé%ﬁfc%n&be

data access instruction; to receive a security processing instruction from
t he uninsgiustadn, svbichge sent éofade, rado gegheray seatacktandpisocegsitng fom tthe

parsed _se ur|t ocessi n struction, and to feed the result of th
25secufity*© %%%s%iqﬁﬁmtyo C?GHEBB%}OE%BP@W%? i THER %8\,}??& SR By AAEe P er sal

st @f ag@tohdﬁe@feﬁlﬁrﬁﬁumt [2@L8Ladn&s & ablidthe H&@It%@rt}?e §R0LF roH@s‘sfn 'f@@ hhdesy a

storage control unit, a storage unit, a radio frequency cont Fol - unit ‘and a
secur i the gpveeswinhgl unit tto thehenether rE[dﬂﬁ)f@]:lucmw 1§tﬂrfag€on@ppmaﬂus umthlmthe

e un PR By ST sc e Ao o P el A Featry pRegineyrah pofde

i nstr ugkh@mc3dandagen t he par sed rad| o frequency control instruction to
the radio frequency control unit if the radio frequency identification

i nstrugggrel itRe gt adi1qs hGAUERCY oG RIRLAO ol 438t bHEST Q% wRSalaf required for

20 operation of the storage control unit or to store a corresponding operation result.

[0017] Preferably, the storage control unit is further adapted to receive a data access
mnstruction from the universal storage interface and execute the data access instruction; to
receive a security processing instruction from the universal storage interface, to perform
security processing on the parsed security processing instruction, and to feed the result of the

25 security processing to the portable terminal device through the universal storage interface.

[0018] Preferably, the core control unit includes a storage contrel unit, a storage unit, a

radio frequency control unit and a security processing unit, wherein:

10019} the storage control unit is adapted to receive the radio frequency identification
instruction from the universal storage interface, to parse a radio frequency control instruction
30 and send the parsed radio frequency control instruction to the radio frequency control unit if

the radio frequency identification instruction is the radio frequency control instruction, and if



- 5- the radio frequency identification instruction is a radio frequency
security identification instruction, to parse the radio frequency security
identification instruction and send the parsed radi o frequency security
identification instruction to the security processing unit for security
processing, and to send the result of the security processing to the radio
frequency control unit 5 or the storage unit or to send the result of the
security processing to the portable term nal device through the universal
storage_interface: and is-.adapted tq.receive.a radio freqguenc Ly
dent | T AT er R R PR e iaot B R e et B TR RERE L se
the raghdrulli@guepare §RGUILIquERIY dob @R i d@ filcAfdn Wekiceitn and sekNlic itepar sed
radi o frequency security identification instruction to the security

pr oces $idig figanency gecw iy ndgntijicpiiaciusBidign tadbe sesusbnprocasnghmity 98 §peurigy t he
securi rocessing t he radre fr ne ontrol unit.or the.s uni t
or to Sl PiE Rl b B Db P SO A P Bl e L IR e
devi ce of i bghge i tusl Mesesal ths t@uRas thetsedirag erode@iZdlo thepdratiotdmaguency
control unit is adapted to execute the radi o frequency contraol instruction
sent byetike tlyrsghde eresd| steirpe intarere and he adapidotor reegye meipdivo Aiegusmey

i nstructi.Qn., i - . 15. ipn. status Sw i i ruct | t . the
oper at oty dfertiBSdhinSREREN. BB hE oM T ME R B B BB

i s adapieqdercy dccatiymdentd fetivadharfctienumdcyend abdl patyd irddivt fréquzaty sacurity
instruction, which is sent fromthe radio frequency interface and is

ori gi nad®HlEatEm REIENBtIRdRe YTl PIOSEREIRCYNIT B PPty DEOEHSIAD pHidae RN t hi n

t he,pr i . o) nit.:. i lapt o]
R T e A )

cont r okerdntht résalttdiehaottigrproadiiag s aguenayieitglaiihilfdeert itlapugipfhanatwssaM t hi n
the predeterm ned range corresponding to the result of the security

pr oces$ioMEetiRtedagh the radi o frequency interface; [ 0021] the security
processing unit is adapted to performthe security processing on an

i nst rud®)20h shatradiy freqeenpyoronge! vokitis efanied to exagutcahe sadiotirguergurantivhck to

the storage.control .,25unit: and.[0022]..the stor.age unit s .adapt.ed.t
or ovi oL EREI TS B 1E et oot bOPERYALPE RUE FRMGA sho b PARRERT 1 Be e
stesag @E@r@ﬂéﬂi Otatuld Rk tcBihg LI SLOSIE (@ s@ARE gﬁmﬂﬁﬂ euOPEMBlabPitafue St drding 39 23]
Preferably, the core control unit includes a storage control unit, a

st or agéiufiviiching instinetian: deaemigd somensnit dhe radin dreguensy erentypiderialiosting
unit, %g’[{lgtll@n, whicR 5 sent from the radio frequency interface and is originated from the
another radio frequency identification apparatus within the predetermined range, to the
storage control unit; and is adapted to send the result of the security processing fed back by
20  the storage control unit to the another radio frequency identification apparatus within the

predetermined range corresponding to the result of the security processing through the radio

frequency interface;

[0021] the security processing unit is adapted to perform the security processing on an
instruction sent by the storage control unit and to feed the result back to the storage control

25 unit; and

[0022] the storage unit is adapted to provide the storage control unit with data required for

operation of the storage control unit or to store a corresponding operation result.

[0023] Preferably, the core control unit includes a storage control unit, a storage unit, a

radio frequency control unit and a security processing unit, wherein:

30 [0024] the storage control unit is adapted to receive the radio frequency identification

instruction from the universal storage interface, to parse a radio frequency control instruction



and send the parsed radio frequency control instruction to the security
processing unit if the radio frequency identification instruction is the
radi o frequency control instruction, and if the radio frequency
identification instruction is a radio frequency security identification
instruction, to parse the radio frequency security identification
instruction and send the parsed 5 radio frequency security identification
instruction to the security processiﬁé*hnit for security processing, and to
send the.r t of , i r ing: frami ; b e55H09
ni¢ t A RERE s Blach M SEHLLAY BRASPRRDGIGH O VAP B BEERARET

t o t he rapdio thalencyadamtifiahti @embieectionrie tghratiloeireguener Salkrod iztragson, ah@ifftace;

[ 0025] the radio frequency control  unit is adapted to execute the radio

f r equededio cBREYHEY  ifigntificatipn cIPBRCHWY WardldadiBy THepBensy c ey pileiEiaiag

unit, if; Lo Lk oy et ¢St '

svat us e hpd 26 phATI S AN APk 10T o P SO SORCAETRAM s
accor diragjo theqgureysstdrahiidgtitostionuakirofioni (6 thda@bady hoctssagsumit for Becuragi o
frequency security identification instruction, which is sent fromthe radio
f r equeMESFEPTRE P d SaRdhs EesBit O tiiratestri BrIIATHBS A105t HiSrscrudy Presesteiey

i dent i ) Gal LR BRRAT G ddSseli i ReshienPHELELAIY] i ¢ 46 td¥Rinal
security processing ﬂh@t$%g&%£?§ a&épte§ totg?ﬁgg?%%gr%2%£?0%# %hé gg%urity
pr oces slenge sentghyic theeselctwragyinperdeessi ng unit to the another radio
frequency identification apparatus within the predeteinlined range

cor r es poeoud| NGht Qadib €rdg@&idyt codtrol Bt S€@BETtEY tPEQRaRSThBGadibr Pét@lndheontadi o
frequency interface; [0026] the security processing unit is adapted to
pertf or msSwetien dyrvisresdedysthly semrithareesiios vag, prédldiyededmapescy control

| dent | Eﬂs?r%%ﬁ id Set(gue%ﬁo%nsg Qtswl%% E h'fein%{rgcl:’tl €§ &t h%l Q %ﬁonogtatlﬁx otfhlﬁe.r adi o
frequency contro unh t N s seng e resul't of the Security processing

t o theappantagacedingab thbiteHing estaddg i negueney taonti dhe thdid frequdcl s
adapted to forward the radio frequency control instruction sent by the

st or ag&cBivY idAntifisationt BsEmEionaginaclt isediné fegm domiadr fiparencyarderface and 09271
the staqr. . : Vi : 0 ontr.ol j . at a
requi r Ser ks U ARRRY B0 AL e bR SRR R B Prchoithbed

cons espoipdi By thpeealitpprésdihd .unitDQA8]is Ridapred aal sendt the sbwit agahesadurnl, uni t
is further adapted to receive a data access instruction fromthe universal
st or ag8TIaTERRg aene byTle esElt BrocRBiRmhRt i Hissanothrs radie regnengyolderitiénayien a
securt Lt REACCRAhRI N BHIUEH 0 FORL! G JPINEISAL SLOKAGR LALEL 1B (O
send the parsed security processing-instructiomto e security proce§5|ng
uni t f eroceetny thtgughribeedsi fgueddpndetecf eed the result of the security
processing to the portable term nal device through the universal storage

interf g6 -thd seduPi@2BlocdRirpUmit s addptddn® fea@inf Lb@AYaR6Neskide i thi ¢atibon
apparat us provided by the present invention, by utilizing the radio _

f r éQueiicguasitseeiritynilentifisattoninshctidresana piy dhe wioragsi spgtiobtwé on byhibe radiv o
frequency reader, st atus d t radi o fr.equency tag statu t he functions
of ¢ ho PAATE0 Rty TeEB sl oh BSh RS B A h LY s 1Tt AR

i nt egr ah dr ki @dRMEegudttyocdntr8lUEIRCIAd is adapted to forward the radio frequency control

instruction sent by the storage control unit to the radio frequency control unit; and

[0027] the storage unit is adapted to provide the storage control unit with data required for

25  operation of the storage control unit or to store a corresponding operation result.

[0028] Preferably, the storage control unit is further adapted to receive a data access
instruction from the universal storage interface and execute the data access instruction; to
receive a security processing instruction from the universal storage interface, to send the
parsed security processing instruction to the security processing unit for security processing,
30 and to feed the result of the security processing to the portable terminal device through the

universal storage interface.



5 identification apparatus, so that no nodification to the hardware
structure of the portable termnal is needed when incorporating the radio
frequency identification apparatus into the portable term nal device, which
is beneficial for decreasing the cost for conbining the radio frequency
identification technique with the existing portable tenninal device, and
facilitates popul arization and application of the RFID technique. 10 BRI EF
DESCRI PTI ON OF THE DRAW NGS [ 0030] To frake the above and other features and

advant e apparent to.those skilled.in the ar the illustrativ
ombodi 19l "oF AR R, BB RUERERY efiiosBobdBeRhius S ek by RIS e
f ol | owli@nbiyn, M8l @11IZiMpGhE Padid et @tl REStroll hivvicoRirollhd O3d dwhtighs Betdveks a

schematic structural diagram of the(gresent invention; [0032] Figure 2 is a
schemattheragior fiequgney readedgtams ofd e ridie freandroditaisietupfthe fenchpeselhe radio

i nvent i:Qn; 033 .gure;. 3 chemat i c.st.ructural .di agram,of .a second
enbodié%ﬁ?aégt?ﬁéng#g%é%loﬁﬁz3%F§8ﬁgﬂgﬁ%gfﬁﬁb8§%¥wﬁédﬂ?e ?gmhﬁgiﬁgﬁﬁtic

st rsict Gdeankifiditagr afpaciina sohthadnerbedfieRh f thkNewrdrasafttuciviy entth©RortdET Al LED
DESCRI PTI ON_OF THE | NVENTI ON [ 0035] The core concept of the present
i nvent @MY 1§ gerdsAt Wi Rerrepdingttherade dragyensty idprtificagon agpasatup éefachey
identif] i rat.us._h | Q. .. fr NGy. cont.rol i.t; thus
the r adtSafE SnBRE AL N AR 06 SREL Rl RELRLRY: SRR Elcie e
radi o firegaeieRGyedtdgassmtdshniqne viithethe adtistinf reauBiBaymiigadesvic] ahdiSaclRtates
required, and the integration of both functions of the radio frequency tag
and t h&@oPaiiztion aad apelicatianabihciRRID teefidspar at us is achieved. -8- details
in reference to the drawings and in conjunction with the enbodi nents.
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BRIEF DESCRIPTION OF THE DRAWINGS
{0030] To make the above and other features and advantages more apparent to those skilled
in the art, the illustrative embodiments of the present invention will be described in details in

the following by referring to the drawings, in which:
15 [0031] Figure 1 is a schematic structural diagram of the present invention;

[0032] Figure 2 is a schematic structural diagram of a first embodiment of the present

invention;

f0033] Figure 3 is a schematic structural diagram of a second embodiment of the present

invention; and

20 {0034] Figure 4 1s a schematic structural diagram of a third embodiment of the present

invention.

DETAILED DESCRIPTION OF THE INVENTION

f0035] The core concept of the present invention is to control the operation status of the
25  radio frequency identification apparatus by setting the radio frequency control unit, thus the

radio frequency identification apparatus may be switched between the radio frequency tag

status and the radio frequency reader status as required, and the integration of both functions

of the radio frequency tag and the radio frequency reader into one apparatus is achieved.

[0036] To make the objects, the technical solutions and the advantages of the present

30 invention more clearly to be understood, the present invention will be further described in



[0037] Figure 1 is a schematic structural diagram of the present invention.
As shown in Figure 1, the radio frequency identification apparatus of the
present invention mainly includes a universal storage interface 101, a core
control unit 102, and a radio frequency interface 103; 5the universal
storage interface 101 and the radio frequency interface 103 are connected
with the core control unit 102. [0038] The core control unit 102 is adapted
to receive a radio frequency identifi¢ation instruction from another radio

freque q.dentification. apparatus within a eterm.ned. range or a

por tabr ey B G RLoTRARE She By e Da o S SR L T ace 20 or ¢ e
radi o requency.interface 103, to performa corresponding,radio .

{1 equen@l 7l QERENE Lt Foroosr e LaicHyr BB W HeoPeHE: SRgPHoT T AHaBHLy o

i denti T GRE I OffcirB) HUGhdRY @R fRatH pHatRRETRL HRBerd tRlHB 0P aldI@ iRARIRE at us,
and to switch the operation status of the apparatus if the instruction is
an operatiamsas statags istaifaohi (g aicnistqontdl ani 1@hendpendt ifequetcatinsriae B3k adi o

frequency tag status or radio frequency reader statu 15[ 0039] .The radio
Fr equendey gt Rt isifichabt tof IBRHES YeplRry By B 42w st bency
cont r okpd 9t EMGEIIQRItQH2a radi o frequency security identification
instruction. The radio frequency control instruction is an instruction from

the U“uéfﬁ al it P&@%nitﬂaf Qi 3aR. isf é%fagfygrtfocfécéﬁvgoa“}z{d% 'f}egﬁerg: € dEA Ation

frequency control unit to performra requency contr eration such as
st at us isnutidi fgym esbdbbl rsdib NBequackso idane fuaivay agenatec twidiy zapedetermined

di sconnecti ng radi 20 freguency copnection. Specific y to performthe
radi o f'ﬁ‘%d&rn‘wo’é’éﬁ? FW’%&%{N‘?&%YQU@ KR®WATVEBat pigEgesRIer a@falprvrtt{a% r%dg% and
wi Lk net A [ al I : j : Jo b

P b e R e e e B A S e e

i nt er f acardingtid eherradib drdgueguedentificatier fnagegtiontindla airdeht oprdatee stany eSthendi ng

securit rocessing after being parsed, and the processing result w.ll be
retur netP iyt reduRrYaFs e %’%%tgflé&é‘l% 1B fRRAEB? If{‘fﬁfé ISHHPET I 88 P8R O
i nterfaggs {OMM IREORPERS %?éraii&ﬁ’ eRlisQ9 .2 YIS %ﬁﬁ&ﬁrttgf_sﬁwsr@rnﬁ radio

f
operation status of the apparatus wth the core control unit 102, the
appar afigguerey rewick statuder t he radi o frequency tag status to perfoon the
function of the radio frequency tag, and nay al so work under the radio

f r egue @)l eatied ragloafrétfuch®y RRAfif¢atoh hestfudnied hRR specifibaly Bdi eadid Gayemey
reader. Here, the specific way to 30perform correspondi ng radi o _frequency
i dent i PPN BWUBERIeS| Agradic JFYRpRFYt SCWisY ridantfication instruction. The radio

frequency control instruction is an instruction from the universal storage interface, for directly
controlling the radio frequency control unit to perform radio frequency control operation such
as status switching, establishing radio frequency connection, and disconnecting radio
20  frequency connection. Specific way to perform the radio frequency control operation is
known to those skilled in the art and will not be described in details herein. The radio
frequency security identification instruction is an instruction from the universal storage
interface or the radio frequency interface, which will induce comresponding security
processing after being parsed, and the processing result will be returned to the universal

25  storage interface or the radio frequency interface.

[0040] In the present invention, by setting the current operation status of the apparatus with
the core control unit 102, the apparatus may work under the radio frequency tag status to
perform the function of the radio frequency tag, and may also work under the radio frequency
reader status to perform the function of the radio frequency reader. Here, the specific way to
30 perform corresponding radio frequency identification processing according to the radio

frequency identification instruction under a certain operation status is known to those skilled



frequency identification instruction under a certain operation status is
known to those skilled - 9.- in the art and wll not be described in
details herein. [0041] The radio frequency interface 103 is adapted to

i npl ement information interaction between the core control unit 102 and
anot her radi o frequency identification apparatus within the predeterm ned
range; that is to say, the radio freqyﬁncy interface 103 will forward 5
instructions to the core control unit 102 upon receiving the instructions

from anot;her ency cat.ion apparatus, and will forward
i Mt¥lxpﬁ ﬁ%gﬁ“?lfé <£?P d§tilicy identification apparatus upon

i nstructions

receivi |nstru tions fromthe_core control uni In
practid @‘9413 ST FEHiIERE HEfcel alé@%ﬁ%fﬁd b 1zt fmélq(%%@wad’é&w%
ultra We%eﬁ%é %U%Qﬁt}‘ol'd?ﬁtelr(fzaa(h@ anBﬁ\Qf"@a]:h ?délﬁl:y ﬁfeﬁﬁhcaﬁfoﬁraﬁgﬁafu@t\ﬁfﬁlﬁce
101 is adapted to inplenent the information (nteraction between

portabnb:mawnmnahmdewmge ﬁmﬂ1$h@sngrémcuﬂkrﬁhqmnwy1ﬁ&3&cth@ﬁ wdiﬁmv&ay t he
uni versal storage,interface,6 101 %h f orward |Hstruct|ons to t
KRt d

contr ol MSIHEEORED TESHTG %‘B’é]i%“ﬁlj RASEr O Pons ‘W%ﬁﬁl?nﬁeﬁ%rﬁnélﬁ’leé“lcg? ni nal

devi ce fr@ichopt {denfiREdR abﬁh%&tﬁ@cﬁh@ NSl Gordkd elnE’[PJéti%Hé &ot BlcMidhcdemise
upon receiving the instructions fromthe core control unit 102. [0044] In

pract i dequertve idetifertan agpaoatagepémteseivagethe snamciiotefroat therate @méntanit
contac% ?ntegrated circuit card (1507816) interface, a nultinedia card
(MVO) ] erface, a secure digital nenory card (SD) interface, a conpact
flash card (CF) interface, a smart nedja ca hﬂ nterface or a universal
seri al B! (UsBradticeethedeec fauaneynpieshce H’é‘yé’ﬁoa\/é 44ﬁtléF"’Ff&€‘é§r ap Hiragpehdi o

fregueny dkfd gation apparatus of the present invention nmay be
|nplene§%gdgg ﬂe formof a storage card or an USB disk

[0043] The universal storage interface 101 is adapted to implement the information
interaction between the portable terminal device and the core control unit 103; that is to say,
the universal storage interface 101 will forward instructions to the core control unit 102 upon
receiving the instructions from the portable terminal device, and will forward instructions to

15 the portable terminal device upon receiving the instructions from the core control unit 102.

[0044] In practice, the universal storage interface is an international standard contact
integrated circuit card (IS07816) interface, a multimedia card (MMC) interface, a secure
digital memory card (SD) interface, a compact flash card (CF) interface, a smart media card
(SM) interface or a universal serial bus (USB) interface. With any of the above interfaces, the
20 radio frequency identification apparatus of the present invention may be implemented in the

form of a storage card or an USB disk.

[0045] With the above technical solution, the functions of the radio frequency tag and the

radio frequency reader may both be integrated into a same apparatus in the present invention.

[0046] Figure 2 is a schematic structural diagram of a first embodiment of the present
25  invention. As shown in Figure 2, in this embodiment, the apparatus includes a universal
storage interface 101, a core control unit 102 and a radio frequency interface 103. The
functions of the universal storage interface 101 and the core control unit 102 are the same as
mentioned above and will not be described in details. The core control unit 101 includes a

storage control unit 201, a storage unit 203 and a radio frequency control unit 202.

30 {0047} The storage control unit 201 is adapted to receive the radio frequency identification



[ 0045] Wth the above technical solution, the functions of the radio
frequency tag and the radi o frequency reader may both be integrated into a
sanme apparatus in the present invention. [0046] Figure 2 is a schematic
structural diagramof a first enbodi nent of the present 25 invention. As
shown in Figure 2, in this enbodi nent, the apparatus includes a universal
storage interface 101, a core control unit 102 and a radi o frequency
interface 103. The functions of the untYersal storage interface 101 and the
core Cclar?st ru(c):JaorllJ r}‘ifotm 1[962 ar\feez‘é[a SiraE ir%srfa%%ns(it)loned a%*bé) Ve g{lod ﬁ\"g | éncnoct:onl?l%l
descri BEF PRGN 118 RS E PRT ST BT Wni T 161P TR IFulEY 4 g?orgge control
uni t 2Qdstrudtist Qh@gendifid pA9& ailth FrchaeicO doh8@EUAREUIEAN Blc fdBio fréfncy - 10
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security 5 identification instruction, to parse the radi o frequency
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or the stfrggeaget 2031 dr 18 Q&ndthe k@uiieidhd dteud §bdesahye tdithe poatble tarmpHciesiseng to
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and i s thiough die vaivesaksiveass niggfase fl0dgaehdy adapied de upsdyE B deA FrEERANEYN

i NSErugtl radl o, e t it . -adi o
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processieqgeraly deberitpadsgtticadon onduetioie aay pegons istyuritd@nddetdig@bnh ahe parsed
instruction, and to send the result of the security processinq to the radio
f r equeriedjo BRY SRAUEItRadengficetin srsBpes. wift toogydotheigsWb Rl thaseq BNl t  of

t he se j p i: t.all gyt erqm i G
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pr ocessi e cacurhe prachseing reqthe neyrtadbec tarintinal | deidel fireghi e wmisérsalcitoage t he
security of the radio frequency identification apparatus in this enbodi nent
may be WHRBRGAA- si gnificantly. In this enbodi ment, the security processing
performed within the storage control unit 201 may be sinple security
procesddHG] s Udreashy 2@erfeeimg vaseyriti ppoessdeg acenbwey pedion fehdensec syptritvn, or

identity i.dentification, ,and the cifi.c securjt: rocessi_ng nethod .may be
ot or midaPERtn SRR, PRI, SPRF A ARG HsMREERS AR g Pl

requi r emBlimeMigdy e linpietedbggigisattiypad thiz dabadilnsnf)eheisBeur{tPG4desding
radi o frequency control unit 202 is adapted to execute the radi o frequency
cont r oPeifpigradywithisntheetieragy copigolsent 20k tedhbe cimpiaisec@oy, Pragrising suple afadi o
freque .contr I ructiangli ; eratijon. t swit chi .
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SW t chisa@iritn ptocGinOmiettiod Meapt elbtdrMidadas Moke thigied aglitge kit equeaiy wehurity
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i nt er f Arastied seqpgpmest. syhigh Wil aef erdsasriied imdefalehertiddi o frequency
identification apparatus within the predeterm ned range, to the storage
cont r oll00491 t B@1rademdreiigeragapmed] toits¥Rdist idaptedlstol txaphitet he wdmufieqyenc80

pr ocessi f.ed back b he storage contral it to t.he. another radio
T equerty i dBRERTPEAETohy Jppaipieseofiteniht HE HEHepErAIHar Bhigecontn
cons espandbieh 1O0tHchSpdr BT btaR SNRhERCIHIrbNiRL @5 QS IR0 IMIRatub e T @di O
frequency interface 103.
apparatus according to the switching instruction; is adapted to transmit the radio frequency
security identification instruction, which is sent from the radio frequency interface 103 and is
originated from the another radio frequency identification apparatus within the predetermined
range, to the storage control unit 201; and is adapted to send the result of the security
30  processing fed back by the storage control unit 201 to the another radio frequency

identification apparatus within the predetermined range corresponding to the result of the

security processing through the radio frequency interface 103.



- 11 - [0050] The storage unit 203 is adapted to provide the storage
control unit 201 with data required for operation of the storage control
unit 201 or to store a corresponding operation result. In practice, the
storage unit may be inplenented as the comonly used storage nedia, such as
EEPROM FLASH or the like. 5[0051] To enable the apparatus of the first
enbodi nent to provide the function of g?ta access for the portable term nal
devi ce connected therewith, the storage'control unit 201 is further adapted

f
P LCO ey R M A e I

proces Srbdilglddnf@)i’ op&htion of HMbRAee Wohvansa 261t 6F a0&otd ebfrépendi@d optRtiper f orm
security processing on the parsed security 10proce33|n% |nstruct|on and to
Ay

feed t HesWieSuPtECTHe, fisstaagaumit Jiap be seBlemegtcl 46 kha ewrunenlyasehipege sradimal

devi ce h&ggy@§P§BE4§@J hﬁﬁ&grage interface 101. [0052] Here, performng
of the a access |ns ruc ron may specifically include: storing the

instru om t.he uni versal tor rface 101 into the storage unit
2035 ort0PEllai i DS o i i o® SR G el S oamaviche B ithigiorng St et o
the unia¢edssabr &%Cﬁoﬁiﬁgle' t@ﬁrﬁhfila@@zléeoéonn\@&@cﬁ ehdral 18, flatstor cct?@ro'l 'ﬁBQert ikon to
be stored by the portable term nal device, such ‘as tra rel ated

i nf or ndbitlosr, adeptepdo senstde pdite ateess msgiupten nm {hROB3Terfil gtm&eslnmfaae 101
schenatl str hrnﬁ‘ dla ram of econd enbodi nent of. the

 nvent 136 X e AR BT CtoRe X GROTT BBt pRiceaTrg arehriat Bpeghe

i nterfage Al saidsd RAedRde 100Nty ?Jeerf}htse@Qﬁtyaf)?ocE%gs JAEHRS pAREY IsenRdy
above, which will not be described in detail's 20 herein. Re second

errﬁ@dl pepressing disfrietrenend to feadrbe frq:S:ul;toféhb@@hummpmcnssurkwbg}cktthethc pegatdont r ol
embodi HRRE feT Gt B Bt e AEEELHERRY MHTEeaBE, “2 et orage unit 303, A radi o
fr eq”erfﬁé'sz(iorﬁ%%,' pelf" ()Ir';[n1r§g0§f t%g %a‘% ascg'\ecslsJ rnllstt:%c crn? &%g%bgcgﬁgarﬂy ingigﬁé: storing the
instruction from the universal storage interface 101 into the storage unit 203; or reading data
out of the storage unit 203 and returning the data to the universal storage interface 101, where

15 the data may be information to be stored by the portable terminal device, such as trade related

information, or personal private information.

[0053] Figure 3 is a schematic structural diagram of a second embodiment of the present
invention. In this embodiment, the functions of the universal storage interface 101 and the
core control unit 102 are the same as mentioned above, which will not be described in details
20 herein. The second embodiment is different from the first embodiment in that, the core control
unit 103 of the radio frequency identification apparatus in the second embodiment includes a
storage control unit 301, a storage unit 303, a radio frequency control unit 303 and a security

processing unit 304,

[0054] The storage control unit 301 is adapted to receive the radio frequency identification
25  instruction from the universal storage interface 101, to parse a radio frequency control
instruction and send the parsed radio frequency control instruction to the radio frequency
control unit 302 if the radio frequency identification instruction is the radio frequency control
instruction, and if the radio frequency identification instruction is a radio frequency security
identification instruction, to parse the radio frequency security identification instruction and
30  send the parsed radio frequency security identification instruction to the security processing

unit 304 for security processing, and to send the result of the security processing to the radio



[ 0054] The storage control unit 301 is adapted to receive the radio
frequency identification 25 instruction fromthe universal storage
interface 101, to parse a radio frequency control instruction and send the
parsed radi o frequency control instruction to the radio frequency contr ol
unit 302 if the radio frequency identification instruction is the radio
frequency control instruction, and if the radio frequency identification
instruction is a radio frequency sechﬂ@? identification instruction, to

parse the radi o frequengcy, securi identificatjon instruction and 30send
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result of the security processing to the radio - 1 2 - frequency control
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parse the radio frequency security identification instruction and 5 send
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securit 0ocessi. ng .uni 04 for. securi. rocessing,, and to.send th
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or t he psdREggeioUnt bodil3e Bimidl d@Aek thidighabéilitiverdsal dheragemudifay 191.0Cc€s8i Ng to
the portable term nal device through the universal storage interface 101.
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[6056] The security processing unit 304 is adapted to perform security processing on an
20 instruction sent by the storage control unit 301 and feed the result back to the storage control

unit 301.

[0057] 1In this embodiment, by replacing the storage control unit 201 in the second
embodiment for performing the internal security processing with the security processing unit
304 specialized in security processing, which is capable of relatively advanced security
25  processing operations, such as relatively complicated encryption and decryption, identity
identification, digital signature and the like, improved security may be provided when the
radio frequency identification apparatus in this embodiment is conducting information
interaction with the surroundings. Specifically, the security processing method may be
implemented in any security manner by those skilled in the art according to the practical

30 requirement, which will not be described in details herein.

[0058] The storage unit 303 is adapted to provide the storage controi unit 301 with data



enbodi nent for performng the internal security processing wth the
security processing unit 304 specialized in security processing, which is
capabl e of relatively advanced security 25 processing operations, such as
relatively conplicated encryption and decryption, identity identification,
digital signature and the like, inproved security may be provi ded when the
radi o frequency identification apparatus in this enbodi nent is conducting
infornation interaction with the surrohﬁdings Specifically, the security
proces enented.in urlt manne

ki 1ot B R 8F g BEE PR TP B ien PR e B fen
be dese&mhed in details herein. -13 - reqU|red for operation of the
storage control unit 301 or to store a correspondi ng operation result.
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function data access for the portable term nal device connected
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e sut die RS Hocuete O GRFOMsHRON L BRI e QSR Sy BALEr g1

i nStrughl Qﬂeéu'fé)fﬂetd?&@a %eyselrn&%cﬁ%hoi’oa&@mb@taes'é&ﬁﬁ? prQkssih® 1r§sﬁ'ﬂ€h&nhﬁozﬂath§ ed
security processing instruction to the security processing unit 304 f
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functions of 'the unlversal storage interface 101 and the core control unit

1020 ar enteifeces)@e as menti oned above, which will not be described in details
herein. The third enmbodinent is different fromthe above enbodi nents in
t hat t 0apr eigort4 @ alsbandtic S2udtural Begtdm rod sethhademesdimienicbiidesp@satt or age

control_unit 401, a storage uni 03, a.radio frequency. control unit 402
and a SBEHHPT: ﬁnpthﬁc@gé?%%%%ﬂ %&tlor[so et Gfoige BGRTKsI L 0arind 1 i s
adapt edofeQoh86LINME1 N EreRE LN E Eseﬂ’éﬁtﬂﬁbéd'ag%, o @BEAIPAot be described in details

herein. The third embodiment is different from the above embodiments in that the core control

not

15 unit 102 in the third embodiment includes a storage control unit 401, a storage unit 403, a

radio frequency control unit 402 and a security processing unit 404,

[0061] The storage control unit 401 is adapted to receive the radio frequency identification
instruction from the universal storage interface 101, to parse a radio frequency control
instruction and send the parsed radio frequency control instruction to the security processing
20 unit 404 if the radio frequency identification instruction is the radio frequency control
instruction, and if the radio frequency identification instruction is a radio frequency security
identification instruction, to parse the radio frequency security identification instruction and
send the parsed radio frequency security identification instruction to the security processing
unit 404 for security processing, and to send the result of the security processing from the
25  security processing unit 404 to the storage unit 403 or to send the result of the security

processing to the portable terminal device through the universal storage interface 101.

[0062] The radio frequency control unit 402 is adapted to execute the radio frequency
confrol instruction forwarded by the security processing unit 404, and if the radio frequency
control instruction is the operation status switching instruction, to set the operation status of
30  the apparatus according to the switching instruction; is adapted to transmit the radio

frequency security identification instruction, which is sent from the radio frequency interface



instruction fromthe universal storage interface 101, to parse a radio
frequency control instruction and send the parsed radi o frequency control
instruction to the security processing 20 unit 404 if the radio frequency
identification instruction is the radio frequency control instruction, and
if the radio frequency identification instruction is a radio frequency
security identification instruction, to_parse the radi o frequency security
identification instruction and send tHe parsed radi o frequency security
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f or war ecurity processing unit e radi o frequency
contr olsedunsy practdsony theuihehcopéndriqpastiateuscsi@l.chi ng i nstruction, to set
the operation status of 30the apparatus according to the smﬁtching

I nstrugoeasn; Tie adaptyestot@sinbansdds tsheiaprdito derfogyanReytity gRkdsiiMg on the
identification instruction, which is sent fromthe radi o frequen
i nt er f &do ﬁemuencwsmaﬁm iflentificrgamHsErctmoInt Al tihgoriee CP&@?lou’fi"r éﬁﬁ@rnbx/

or oceseaCi e AIRE EAN LD bRE PLARTERILIH haRME Bk OSnlhithy
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frequen i dentification apparatus within the predeternined range

corlfes pseff;@ fiisguansy cRereldgeiction seHdyshesigrage poprralcEdist Holotth? sdéh Tesreneudi o

frequepgyldq&ﬁuogce 103. [0063] The security processing unit 404 is adapted
ormsecurity processing on the radio frequency security

ent a9 A, D eSO T ML B
processidig fequdt® hRbREE G0Nt JoOhatfhle tsedBiky Phodebng agit a0k rs@AUEAE YheCaRE T Ol
unit 402; and is adapted to formard t he
module for security control, which is in direct charge of data access of the radio frequency
15 control unit 402, and at meanwhile performs the security processing on the data. When the
apparatus works under the radio frequency tag status, upon receiving the operation instruction
from the radio frequency interface 103, the security processing unit 404 may directly parse
the received operation instruction, and return, through the radio frequency control unit 402 via
the radio frequency interface 103, the data corresponding to the operation instruction back to
20  the surrounding radio frequency reader device that sends this operation instruction. Under the
radio frequency reader status, the apparatus may perform information interaction with the
radio frequency identification apparatus on other terminal devices through the radio frequency
interface 103, and the interacted information may be mutually authenticated, encrypted or
decrypted directly in the security processing unit 404. Therefore, by directly connecting the
25  security processing unit 404 with the radio frequency control unit 402, the apparatus

implemented in this embodiment may be provided with better controllability and higher data

processing speed.

[0065] In this embodiment, the security processing method is the same as that in the second

embodiment, which will not be described in details herein.

30 [0066] The storage unit is adapted to provide the storage control unit with data required for

operation of the storage control unit or to store a corresponding operation result.



10radi o frequency control instruction sent by the storage control unit 401
to the radio frequency control unit 402. [0064] In this enbodi nent, the
security processing unit 404 is connected directly with the radio frequency
control unit 402, so that the security processing unit 404 serves as the
core nodule for security control, which is in direct charge of data access
of the radio frequency 15 control units402, and at neanwhile perforns the
security processing on the data. Wen the apparatus works under the radio
freque a b 4 i LDSt.r .on. fr e
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the radi o trequency reader status, e apparatus may perform i nfornmation
i nt er achiversalMstdnagehterfde ol flr equend thé gentd fscaaity gno@pgag dahatsicton ad hbe
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directly co%ﬁgcf%ﬁagp%e f% se%ur?ﬁy process?ﬁg uﬁptg40£ Qf?ﬁr%ies?a ?o
f r equenatyrie@ntOiol unit 402, the apparatus inplenented in this enbodi nent
may be provided with better controllability and hi gher data processing

speed. [Q4¥§S] THe rhdibs freqRody NRRhiifiédidnS afliddt Ympleatass By WELAOthe sadibie
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enbodi : [QOVA funct ] . ; a f m nal
dovi ce onnE R ARETG MR HRRIED B P RERRG MG BE Pl S B o
to recembedandatod the passnt INSEAtLAL 408 trxanpiehey uniy enstadr ilhoragehd piesant ace
101 and execute the data access instruction; to receive a security
processt¥g§iPhst ruction fromthe 5 universal storage interface 101, to send
the parsed security processing instruction to the security processing unit
404 f ol0%& f ofhrei regics drsguéncy idewtfesstipmgindainthet opeirgima sthws rafsuallio GEquehey

secyurit rqcessi ng _back to. the portabl.e term nal device through the
unﬁger§§ﬁ%%§€PaaE¥&ﬁ€@PfﬁE@“?Q%ﬂ%F@6§§Tn%ﬁ§”Fﬁﬂio frequency identification
nmet hod | engnt ed usin he radi,o 10 frequency identification
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i npl enented by the secon nbodi ment o e present invention as an

exanpl Tﬂﬂﬁ? afl 301]:3.55 tcgl?ijfoii lllI{l{J§6f %En%cg Bl% (%e?zﬁ%rﬂt St!itﬁy %Qf‘itlcﬁ)lgg instruction and

notifies the radio frequency control unit 302 to switch the operation status.

20 [0072] When the operation status is the radio frequency reader status, the radio frequency
control unit 302 inquires, in the form of broadcasting, whether there is another radio
frequency identification apparatus, which is under the tag status, within the predetermined
range from the current position. If there is, the inquired radio frequency identification
apparatus(s) returns response information through the radio frequency interface 103, where

25  the response information includes at least the identification number of the inquired radio
frequency identification apparatus(s). The radio frequency interface 103 sends the response
information to the storage control unit 301. The storage control unit 301 stores the response
information into the storage unit 303 and establishes, in the manner of polling according to
the response information, a data connection with each inguired radio frequency identification

30 apparatus.



[ 00691 The radio frequency identification under the operation status of
radi o frequency 15reader status may be inplenented by the foll ow ng
process. 10070] The portable term nal device sends the operation status
switching instruction to the storage control unit 301 through the universal
storage interface 101. [0071] The storage control unit 301 parses the
operation status switching instruction_and notifies the radio frequency
control unit 302 to switch the operatlba status. 20[ 00721 When the

oper at I{B{)‘? ta%ﬁgm Ly rtogees ng mf%m%%it? ulesrilg ]steg%eom fcl;[e rahlw ﬁe({;ﬁ [ a%ent%fgglca?lguency
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interface 103 sends the response information to the storage control unit
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response | fOI’I’TB. a connec requency
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is requested fromthe radio frequency identification apparatus under the

tag st AFREMHRAJUEH thiermapie Ferréq@bﬁévw Hrarghade uogrsa siprage Birsee 18hd
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301 transm't e security proteSS|ng I'ntormation

proces sslogrhem'aﬂmaeétmfe@@ @eatfod tift B trbnsprdtsrtls paodiofi mmemtytpyoqa:sm@msuhag
The security processing unit 304 sends the result of the security

pr oces$iHg F@lueny giceawgg%w@o?ﬁnatﬂwwﬁ@er 3be g SBEH Hgous Preatdic Q]Oquency
requirepent.. jf3e storage control unit 301 transmits the result of the
security processing to the storage unit 303 for storage. The result of the

securit o} af t st or.ed t.he s

© T anerV R CFRIE G pahbRHRSE MR RbaN e hrdls e BERAP SIS rif mebirey)
st gk ageddntifiesdacaphftus JlcAEROnhdishust @ 1Rikaditdogateioaduli@MNent a6l dhh@s
transmtted to the radio frequency control unit 302. The radi o frequency

cont r oltadipifreqgeeyt ntmBet t193tthadhe sardip treghendyeidseitfigatioy appoewssindgr the tehe
radi o f{ gquency identification apparatus under the tag status through the
radi o frequency interface 103. [0074] Followi ng conpletion of the security

proces operation with the r fre uency 15 i.dentification apparatus
Cinder - T agSEfne osotss) et BRkisebfioRos dguisst 15 Sosbyid” Birodun e
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apparatus under the tag status.

20 103, the radio ﬁequency control unit 402 performs the link-disconnection operation with the

radio frequency identification apparatus which is under the tag status.

[0076] In receipt of operation status switching instruction sent by the mobile terminal
device through the universal storage interface 101, the storage control unit 401 parses the
switching instruction and then notifies the radio frequency control unit 402 to switch the
25  operation status to the radio frequency tag status, waiting for inquiry from radio frequency

identification apparatus under the tag status within the predetermined range.

[06077] The radio frequency identification under the operation status of radio frequency tag

status may be implemented by the following process.

[0078] After being plugged into the mobile terminal device, the radio frequency
30 identification apparatus is powered on and initialized. At this time, the radio frequency

identification apparatus is operated under a default operation status, and the default operation



[0075] After a response to the |ink-disconnection request is received from
the radio frequency identification apparatus under the tag status through
the radio frequency interface 20103, the radio frequency control unit 402
perfornms the |ink-disconnection operation with the radi o frequency

i dentification apparatus which is under the tag status. 10076] In receipt
of operation status switching instruction sent by the nobile term nal

devi ce through the universal storage Thterface 101, the storage contro

unit 40Q es t nstruction and then notifies the radio
frequen%?gé8ﬁlsmpgﬂ%iengﬁgh?%ﬂghﬁ(Eﬁn%%ggfggleratlon status to the radio

freque a ., Wait for fronlradlo fre
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of radio frequency tadg status may be 1 nplenmented by the foll ow ng process.

[ 0078] iddntifcatboai mopapdtuggederi theoratliveftagplentye reaienistems Mwlmé}e phedetenadined

frequen 3 dentljlcatlon” aratus I,S powere initialize t this
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def aul tapefraddealy Sttagt Hﬁtusaﬁ%dﬁrﬂg‘a idefauliicARsr auh®R: © e radio frequency
identification apparatus under the radio frequency reader status. The radio frequency
identification apparatus under the radio frequency tag status waits for the radio frequency

identification apparatus under the radio frequency reader status to establish connection with it.

10 [0080] After the connection between the radio frequency identification apparatus under the
radio frequency tag status and the radio frequency identification apparatus under the radio
frequency reader status is established, the radio frequency identification apparatus under the
radio frequency tag status sends the security processing information to the radio frequency
identification apparatus under the radio frequency reader status, and receives the result of the

15  security processing sent by the radio frequency identification apparatus under the radio
frequency reader status. The radio frequency identification apparatus under the radio

frequency tag status storages the received result of the security processing.

[0081] Afier the security processing operation has been accomplished, the radio frequency
identification apparatus under the radio frequency tag status waits for the radio frequency
20 identification apparatus under the radio frequency reader status to send the disconnection
request, and disconnects the connection according to the request. Meanwhile, the radio
frequency identification apparatus under the radio frequency tag status waits for the inguiry
instruction from other radio frequency identification apparatuses under the radio frequency

reader status.

25 ]0082] In the above technical solutions, by utilizing the radio frequency control unit to
control the rapid switching between the radio frequency reader status and the radio frequency
tag status, the functions of the radio frequency tag and the radio frequency reader are both
integrated into one radio frequency identification apparatus, so that no modification to the
hardware structure of the portable terminal is needed when incorporating the radio frequency

30 identification apparatus into the portable terminal device, which is beneficial for decreasing

the cost for combining the radio frequency identification technique with the existing portable



status in this enbodinent is the radio frequency tag status. [0079] Under
the radio frequency tag status, the radio frequency identification
apparatus responds to the inquiry instruction sent in the manner of
broadcast by the radio frequency identification apparatus under the radio
frequency reader status within the predetermined 5 range. The term
"respondi ng" refers to the radio frequency identification apparatus under
the radio frequency tag status sendingdts identification nunber to the

radi o frequency.identi f.ication apparatus under .the radi o f ency..reader
Stat us. T S 1l SRR T ARl AT 61T appdieatals Stntter REME PRl

f r equemreythéathre Bk Whirdles et @kinkhndradinQitiple ARl hAe ithd gatd a8qappar at us
under the radio frequency reader status to establish connection with it.

10[ 0080fenaficeion wasdwhaeyi oninhdemertpd bhtedr aiths preeapt enesptipdetheraforedhe on
apparat%%eqﬂggélghe ga@ig &fﬁggencx tag status and the radi o frequency

i denti £ ¢ation 585§? t'08 %n of T radi o frequency reader status is

establ i , the radio frequency identification apparatus under the radio
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and receives the résult of the 15 security processing sént by the radio

f r equenoyravelmatt fridcéieilte aitparbt sisritake thet préncidiod the pgsmncyventad ehowd at us.
The radi.p. frequency identification apparatus under the radio frequency tag
statusq@f@#&&@?pFﬁipFﬁ%%VWéﬁ%F@§ﬁ$?tE@myﬁg"security processi ng. 10081]
After the security processing operation has been acconplished, the radio
frequency identification apparatus under the radio frequency tag status
waits for the radio frequency 20 identification apparatus under the radio
frequency reader status to send the di sconnection request, and di sconnects
the connection according to the request. Meanwhile, the radi o frequency

i dentification apparatus under the radio frequency tag status waits for the
inquiry instruction fromother radio frequency identification apparatuses
under the radio frequency reader status. 2510082] In the above techni cal
solutions, by utilizing the radio frequency control unit to control the
rapid switching between the radi o frequency reader status and the radio
frequency tag status, the functions of the radio frequency tag and the
radi o frequency reader are both integrated into one radi o frequency
identification apparatus, so that no nodification to the hardware structure
of the portable termnal is needed when incorporating the radio frequency
30identification apparatus into the portable term nal device, which is
beneficial for decreasing the cost for conbining the radio frequency
identification technique with the existing portable



-18- termnal device, and facilitates popul arization and application of the
RFI D techni que. Furthernore, the wireless networking anong nmultiple
termnals having this radio frequency identification apparatus nay be

i npl enent ed based on the present invention, therefore the present invention
may found w der usages. 510083] The above are only preferred enbodi nents of
the present invention, but not neant tpgpdimt the scope of protection of
the present invention. Any nodification, equivalent alternative,

i nprovenent and the like within the Lrit and the principle of the present
invention should fall in the scope %E%Mﬁ ection of the present invention.
-1 9 - A MIM@tigi s clainmed is: 1. Aradio frequency identification
appar at us, conpr|5|ng a radio frequency interface, a core control unit and
a uni ver sal Astdivageuentyeideat Bcativheppadiu, toepusng y xiadﬂbeﬁécpxeecyahmerfdme a
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i dentification apparatus w t |napre termne range or a portable
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f requency | nt er m a correspon

i dent i fahottd oidi reGESSY Iii@en@@'@:@ﬂi(ﬁ'i Bgpataud hrethrna@llp@adeﬂe@mfﬂeeqﬁﬁgmm a portable
identification instruction and a current operation status of the apparatus,
and t o 'gWedHlevie thpaghtthe pnserel storeetinEiaph ar éhmsadm feaeencH drterfaes da i s

an oneraii A SLAluRoRIE ST AR AR ICHBLODE,ABRIAL hOMSTARYS, | S

a radi 6 requency us or ara reque Peadar

radbo fffeqqu&lyClyiemtl‘ﬁcﬁtlf)ﬁG@stm%tlé\ad apd edcodreent rmpézeﬁ&mtstamf of tatippar altlnst endad i on
bet ween t he 1500r e control unit and the another radio frequency

i dent i Pretsh it @no%&naa{cq}gs of theijappanaiss if the mnstruction is an operation status switching

instruction, wherein the operation status is a radio frequency tag status or a radio frequency

reader status;

the radio frequency interface is adapted to implement information interaction between the
15 core control unit and the another radio frequency identification apparatus within the

predetermined range; and

the universal storage interface is adapted to implement information interaction between

the portable terminal device and the core control unit.

20 2. The apparatus according to claim 1, wherein the core control unit comprises a storage

control unit, a storage unit and a radio frequency contro! unit; wherein:

the storage control unit is adapted to receive the radio frequency identification instruction

from the universal storage interface, to parse a radio frequency control instruction and send

the parsed radio frequency control instruction to the radio frequency control unit if the radio

25  frequency identification instruction is the radio frequency confrol instruction, and if the radio
frequency identification instruction 1s a radio frequency security identification instruction, to
parse the radio frequency security identification instruction and perform security processing

on the parsed radio frequency security identification instruction, and to send a result of the
security processing to the radio frequency control unit or the storage unit or to send the result

30 of the security processing to the portable terminal device through the universal storage



predet erm ned range; and the universal storage interface is adapted to

i npl ement information interaction between the portable term nal device and
the core control unit. 202. The apparatus according to claiml, wherein the
core control unit conprises a storage control unit, a storage unit and a
radi o frequency control unit; wherein: the storage control unit is
adapted to receive the radio frequency identification instruction fromthe
uni versal storage interface, to parse 4Ptadio frequency control instruction
and sen .pansed,radio freguenc ontrol instrueti.an to the radig
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storage unjt or to send the result 30of the security processing to the

por t ablPertelie eraanal device rpwgholhig Hiversalipipes serfaccorage - 2 0 -- interface;
and is adapted to receive a radio frequency security identification
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frequency securi i.dentification instructio nd perform.security.
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storage control unit; and is adapted to send the result of the security
procesiﬁﬁgﬂﬁédn%éé%xﬁydthe storage control unit to the another radio
frequency identification apparatus within the 15predeterm ned range
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operation of the storage control unit or to store a corresponding operation result.

20 3. The apparatus according to claim 2, wherein

the storage control unit is further adapted to receive a data access instruction from the
universal storage interface and exccute the data access instruction; to receive a security
processing instruction from the universal storage interface, to perform security processing on
the parsed security processing instruction, and to feed the result of the security processing to

25  the portable terminal device through the universal storage interface.

4. The apparatus according to claim 1, wherein the core control unit comprises a storage
control unit, a storage unit, a radio frequency control unit and a security processing unit;

wherein:

30 the storage control unit is adapted to receive the radio frequency identification instruction



frequency interface; and the storage unit is adapted to provide the
storage control unit with data required for operation of the storage
control unit or to store a corresponding operation result. 203. The
apparatus according to claim2, wherein the storage control unit is
further adapted to receive a data access instruction fromthe universal
storage interface and execute the data, access instruction; to receive a
security processing instruction from fA& uni ver sal storage interface, to
per for it o] ' on..t r . i CEeSSI.NG: | r ion,
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processing, and to send the résult of the security processing to the radio
f r equenend themesudt ofithé secorityt frecstiog agtheynirtablertetnuinglededideibropgls tHeturafersdie
securit groces ing to the portable term nal device through the universal
154 or éé’é gt et eSCe; the radio frequency control unit is adapted to
execute the radiog frequency control instruction sent by the storage control
uni t, andhefradive fegueneyt caiigd eyt comdiripd itpsexcgele b radia Heeaspeyatowip!
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the storage control unit to the another radio frequency identification apparatus within the
predetermined range corresponding to the result of the security processing through the radio

25  frequency interface;

the security processing unit is adapted to perform the security processing on an instruction

sent by the storage control unit and to feed the result back to the storage control unit; and

the storage unit is adapted to provide the storage control unit with data required for

operation of the storage control unit or to store a corresponding operation result.
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5. The apparatus according to claim 1, wherein the core control unit comprises a storage



the security processing unit is adapted to performthe security processing
on an instruction sent by the storage control unit and to feed the result

back to the storage control unit; and the storage unit is adapted to
provi de the storage control unit with data required for operation of the
storage control unit or to store a corresponding operation result. 30 - 2

2 - control unit, a storage unit, a rgg;f,g frequency control unit and a
security processing unit; wherein: "the storage control unit is adapted
to recaiohfol i, AdoPadel @AUGNGMIJ HEMIdnE) CBRIONuAIPSh YCLd-RR f}%l%H%SEiB% unit;
uni versal storage interface, to parse a radio frequency cgn rol 1nstruction
and sendhergnt he parsed radi o frequency control instruction to the security
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identifjcation . instruction is a radio frequency security identification
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processing unit; and is adapted to send the result of the security 20
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frequency identification apparatus within the predeternined range
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unit to ther regquency con
range, to the security processing unit; and is adapted to send the result of the security

20 processing sent by the security processing unit to the another radio frequency identification
apparatus within the predetermined range corresponding to the result of the security

processing through the radio frequency interface;

the security processing unit is adapted to perform security processing on the radio
frequency security identification instruction sent by the storage control unit or by the radio

25 frequency control unit, and to send the result of the security processing to the storage control
unit or the radio frequency control unit; and is adapted to forward the radio frequency control

instruction sent by the storage control unit to the radio frequency control unit; and

the storage unit is adapted to provide the storage control unit with data required for

operation of the storage control unit or to store a corresponding operation result.

30



the storage unit is adapted to provide the storage control unit with data
required for operation of the storage control unit or to store a
correspondi ng operation result. -23- 6. The apparatus accordi ng
to claim4 or 5, wherein: the storage control unit is further adapted to
receive a data access instruction fromthe universal storage interface and
execute the data access instruction; te;receive a security processing
instruction fromthe universal storage interface, to send the parsed

security 6ﬁwwgﬁms%céraﬁlgt%ram&ctrcs Waereggcurity processing unit for
security processing, and to feed the fesult of the security proce55|ng to

the port aﬁllc%t&%%énc&g}olqﬁl\ﬁ' ﬁefu;tﬁéroﬁ&g v%lrglﬂ% Ilé@éi‘\\{*ﬁr Sa% %c%gsaﬁx% {1& & hBGChe
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interface, a multinedia card (MVC) interface, a secure digital nenory card
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appar at us accoraing to alm ere e ra uenc Intertface 1s a
14443 1&ultdrthassudry procedsingao hhghotabdeeemnmal deties ﬂﬁ@ﬁgh the universal storage

interface.

7. The apparatus according to claim 1, wherein the universal storage interface is a
10 international standard contact integrated circuit card (IS07816) interface, a multimedia card
(MMC) interface, a secure digital memory card (SD) interface, a compact flash card (CF)

interface, a smart media card (SM) interface or a universal serial bus (USB) interface.

8. The apparatus according to claim 1, wherein the radio frequency interface is a 14443

15 interface or an ultra high frequency interface.



