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FIG. 2A

RECEIVE DYNAMIC HUMAN FACE AUTHENTICATION PROMPT INFORMATION SENT BY A
SERVER DURING IDENTITY AUTHENTICATION OF A USER

OBTAIN GESTURE RECOGNITION INFORMATION OF THE DYNAMIC HUMAN FACE
AUTHENTICATION PROMPT INFORMATION BY RECOGNIZING A FACIAL GESTURE

PRESENTED BY THE USER

201

202

SEND THE GESTURE RECOGNITION INFORMATION TO THE SERVER TO ENABLE THE SERVER
TO CONFIRM THAT THE IDENTITY AUTHENTICATION IS SUCCESSFUL FOR THE USER, UPON

VERIFYING THAT THE GESTURE RECOGNITION INFORMATION IS CONSISTENT WITH THE
DYNAMIC HUMAN FACE AUTHENTICATION PROMPT INFORMATION

203
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FIG. 2B

SEND DYNAMIC HUMAN FACE AUTHENTICATION PROMPT INFORMATION TO A TERMINAL
WHEN AN IDENTITY AUTHENTICATION OF A USER IS PERFORMED

RECEIVE GESTURE RECOGNITION INFORMATION SENT BY THE TERMINAL, THE GESTURE
RECOGNITION INFORMATION BEING GESTURE RECOGNITION INFORMATION OBTAINED BY
THE TERMINAL THROUGH RECOGNIZING A HUMAN FACIAL GESTURE THAT IS PRESENTED

BY THE USER ACCORDING TO THE DYNAMIC HUMAN FACE AUTHENTICATION PROMPT
INFORMATION

211

212

DETERMINE THAT THE IDENTITY AUTHENTICATION OF THE USER IS SUCCESSFUL UPON
VERIFYING THAT THE GESTURE RECOGNITION INFORMATION IS CONSISTENT WITH THE

DYNAMIC HUMAN FACE AUTHENTICATION PROMPT INFORMATION

213
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FIG. 3A

A USER REGISTERS WITH A SERVER THROUGH A TERMINAL

THE TERMINAL TRACKS THE HUMAN FACE OF THE USER WHEN THE
HUMAN FACE OF THE USER IS DETECTED

301

302

THE TERMINAL ACQUIRES A FACE IMAGE ACCORDING TO A PRESET
TIME INTERVAL DURING FACE TRACKING

303

DETERMINE WHETHER
A RESOLUTION OF THE FACE IMAGE MEETS A PRESET

RESOLUTION THRESHOLD

THE TERMINAL EXTRACTS INFORMATION OF FACIAL FEATURE(S) OF
THE USER FROM THE FACE IMAGE

THE TERMINAL SENDS THE INFORMATION OF THE FACIAL FEATURE(S)
TO THE SERVER

THE SERVER STORES CORRESPONDENCE RELATIONSHIP(S) BETWEEN
A USER NAME OF THE REGISTERED USER AND THE FACIAL FEATURE(S)

THE TERMINAL EXTRACTS HEAD GESTURE INFORMATION FROM THE
FACE IMAGE

DETERMINE WHETHER
EACH ANGLE INCLUDED IN THE HEAD

GESTURE INFORMATION FALLS WITHIN A RESPECTIVE
PRESET ANGLE RANGE

PROCESS IS ENDED

304

305

306

307

308

NO

NO

YES

YES

309
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FIG. 4A

IDENTITY AUTHENTICATION OF A USER IS STARTED

A TERMINAL ACQUIRES FIRST FACIAL FEATURE INFORMATION OF THE
USER

401

402

THE TERMINAL SENDS THE FIRST FACIAL FEATURE INFORMATION OF
THE USER TO A SERVER

403

THE SERVER VERIFIES
WHETHER THE FIRST FACIAL FEATURE INFORMATION

MATCHES SECOND FACIAL FEATURE INFORMATION OF
THE USER THAT IS STORED

THE TERMINAL OBTAINS FACE TRACKING INFORMATION BY TRACKING
A FACE OF THE USER

THE TERMINAL ANALYZES THE FACE TRACKING INFORMATION TO
OBTAIN GESTURE RECOGNITION INFORMATION OF THE USER

THE TERMINAL SENDS THE GESTURE RECOGNITION INFORMATION TO
THE SERVER

THE SERVER SENDS DYNAMIC FACE AUTHENTICATION PROMPT
INFORMATION TO THE TERMINAL

THE SERVER VERIFIES
WHETHER THE GESTURE RECOGNITION INFORMATION IS
CONSISTENT WITH THE DYNAMIC FACE AUTHENTICATION

PROMPT INFORMATION

PROCESS IS ENDED

404

405

406

407

409

NO

NO

YES

YES

408

THE SERVER DETERMINES THAT THE IDENTITY AUTHENTICATION FOR
THE USER IS SUCCESSFUL

410
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