WHAT IS CLAIMED IS :

1. A system, comprising a plurality of computing devices configured to:

determine, at a first metering component on a host of a provider network comprising a
plurality of hosts, networking metadata comprising (a) endpoint agddress
information and (b) a traffic metric, wherein the networking mefadata is
associated with one or more network transmissions for which # least one
endpoint comprises a virtualized resource instantiated at the ho

provide, by the first metering component to a second metering compOnent on the host,
at least a subset of the networking metadata determined/at the first metering
component;

aggregate at least the subset of the networking metadgta from at least the first
metering component at the second metering comdponent in accordance with an
on-host aggregation policy;

transmit, from the second metering component 14 a traffic classification node of the
provider network, aggregated networkirg metadata;

generate, at the traffic classification node, & set of categorized usage records based at

least in part on aggregated netwgrking metadata obtained from at least a subset
of the plurality of hosts and/based at least in part on a representation of a
network topology associatéd with the provider network, wherein a particular
usage record of the sef of categorized usage records indicates a particular

billable usage categbry to be associated with the one or more network

transmissions;
provide the set of catggorized usage records from the traffic classification node to a
billing nod¢’of the provider network;
the set of categorized usage records, a billing amount to be charged
one or more network transmissions at the billing node; and

transmit tife billing amount to a client device.

The system as recited in claim 1, wherein the first metering component
compriSes a kemel-mode component of a management software stack at the host, and
whefein the second metering component comprises a user-mode component of the

anagement software stack.
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3. The system as recited in claim 1, wherein the one or more network
transmissions comprise a set of network packets for which one endpoint comprises the
virtualized resource instantiated at the host, wherein a second endpoint of the set hay a
particular Internet Protocol (IP) address, wherein the address endpoint information co
the particular IP address, wherein the traffic metric comprises a number of bytes trafismitted
in the set of network packets, and wherein the networking metadata includes igentification
information of the virtualized resource distinguishing the virtualized resource ffom a different

virtualized resource instantiated on the host.

4. The system as recited in claim 1, wherein the onjHost aggregation policy
comprises one or more of (a) a chunk size determination poli€y usable to determine an

amount of aggregated networking metadata to be transmitted }4 the classification node, (b) a

chunk scheduling policy usable to determine a schedulg’ in accordance with which the

aggregated networking metadata is to be transmitte¢ to the classification node, (c) a
classification node selection policy, (d) a comprgsion policy for transmission of the
aggregated networking metadata, () a groupipg policy usable to combine networking
metadata for a set of IP addresses prior to traggmitting the aggregated networking metadata,
or (f) a sampling policy usable to select a sy¥set of the aggregated networking metadata to be

transmitted to the classification node.

5. The system as recitgd in claim 1, wherein the plurality of computing devices
are configured to:
collect, at one or mefe topology observer nodes of the provider network, network
configuratjén information comprising routing information associated with at

least a pOrtion of the provider network; and
transmit thg/network configuration information and an associated timestamp to a
ology authority node configured to , generate the representation of the
network topology based at least in part on the routing information and the

associated timestamp.

The system as recited in claim 1, wherein the particular billable usage
gory comprises at least one of: (a) a local-provider-network category, (b) an inter-region-
rovider-network category (c) an extra-provider-network category, (d) a category associated

with a particular multi-tenant service implemented at the provider network, (e) a category
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associated with a private network established within the provider network on behalf of a
client, or (f) a category associated with a direct physical network link established at an edge

node of the provider network to connect a client network with the provider network.

7. A method, comprising:

determining, at a first metering component on a host of a providgf network

comprising a plurality of hosts, networking metadata comprising (a) endpoint

address information and (b) a traffic metric, wherein the netyforking metadata

is associated with one or more network transmissions foy which at least one

endpoint comprises a virtualized resource instantiated at'the host;

aggregating networking metadata from at least the first metering component at a
second metering component in accordance with af aggregation policy;

generating, at a traffic classification node of the ptovider network, one or more
categorized usage records corresponding to the one or more network
transmissions, based at least in part On aggregated networking metadata
obtained from at least the second métering component and based at least in
part on a representation of a netyfork topology associated with the provider
network;

determining, using the one or morg/Categorized usage records, a billing amount to be
charged for the one or mgfe network transmissions; and

transmitting the billing amoupt to a client device.
8. The method ag/recited in claim 7, wherein the first metering component

comprises a kernel-mode Zomponent of a management software stack at the host, and

wherein the second mpétering component comprises a user-mode component of the
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9. The method as recited in claim 7, wherein the one or more network
transmissions comprise a set of network packets for which one endpoint comprises the
virtualized resource instantiated at the host, wherein a second endpoint of the set has/a
particular Internet Protocol (IP) address, wherein the address endpoint information compfises

the particular IP address, wherein the traffic metric comprises a number of bytes trayémitted

virtualized resource instantiated on the host.

10.  The method as recited in claim 7, wherein the aggregation policy comprises
one or more of (a) a chunk size determination policy usable t¢/ determine an amount of
aggregated networking metadata to be transmitted to the clagSification node, (b) a chunk
scheduling policy usable to determine a schedule in accorgdnce with which the aggregated
networking metadata is to be transmitted to the classification node, (c) a classification node
selection policy, (d) a cbmpression policy for transpfission of the aggregated networking
metadata, (€) a grouping policy usable to combjfie networking metadata for a set of IP
addresses prior to transmitting the aggregated nétworking metadata, or (f) a sampling policy
usable to select a subset of the aggregated/networking metadata to be transmitted to the

classification node.

11". - The method as recited in claim 7, further comprising;

collecting, at one or mpfore topology observer nodes of the provider network,
networking cogffiguration information associated with at least a portion of the
provider nefvork; and

transmitting the fietworking configuration information and an associated timestamp to
a topglogy authority node configured to generate the representation of the
network topology based at least in part on the networking configuration

nformation and the associated timestamp.

The method as recited in claim 7, wherein the one or more categorized usage
recq@ffs include a particular usage record indicating a billable usage category of the one or
mgre network transmissions, wherein the billable usage category comprises at least one of:

a) a local-provider-network category, (b) an inter-region-provider-network category, (c) an

extra-provider-network category, (d) a category associated with a particular multi-tenant
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service implemented at the provider network, (e} a category associated with a private network
established within the provider network on behalf of a client, or (f) a category associated with
a direct physical network link established at an edge node of the provider network to conngtt

a client network with the provider network.

13. A non-transitory computer-accessible storage medium storing program
instructions that when executed on one or more processors:
generate a plurality of networking metadata records at a host of a pgrovider network,
wherein a particular networking metadata record of the plyrality of networking
metadata records corresponds to one or more network/transmissions detected
at the host, wherein the particular networking metZdata record comprises (a)
endpoint address information of the one or moge network transmissions and
(b) a traffic metric;
aggregate the plurality of networking metadata at the host based at least in part on the
endpoint address information; ﬂ
transmit aggregated networking metadata 4 the host to a traffic classification node
of the provider network, wherein # e traffic classification node is configured to
generate a categorized usage corresponding to the one or more network
transmissions based at part on a representation of a network topology
associated with the prov, /-‘” network; and

transmit a billing amount ba séd on the categorized usage record to a client device.

14.  The non-transitéry computer-accessible storage medium as recited in claim 13,
wherein the program instryétions when executed on the one or more processors communicate
with a kernel-mode comfponent executing at the host to generate the particular networking
metadata record.

15. he non-transitory computer-accessible storage medium as recited in claim 13,
wherein the/one or more network transmissions comprise a set of network packets for which
one endpbint comprises a virtualized resource instantiated at the host, wherein a second
endpoint of the set has a particular Internet Protocol (IP) address, wherein the address
fpoint information comprises the particular IP address, wherein the traffic metric
omprises a number of bytes transmitted in the set of network packets, and wherein the

particular networking metadata record includes identification information of the virtualized
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resource distinguishing the virtualized resource from a different virtualized resource

instantiated on the host.

16.  The non-transitory computer-accessible storage medium as recited in claim/13,

amount of aggregated networking metadata to be transmitted to the classificaion node, (b) a
chunk scheduling policy usable to determine a schedule in accordancé with which the
aggregated networking metadata is to be transmitted to the classification node, (¢) a
classification node selection policy, (d) a compression policy fér transmission of the
aggregated networking metadata, (¢) a grouping policy usablé to combine networking
metadata for a set of IP addresses prior to transmitting the aggfegated networking metadata,
or (f) a sampling policy usable to select a subset of the aggrggated networking metadata to be

transmitted to the classification node.

17.  The non-transitory computer-accessipfle storage medium as recited in claim 13,
wherein the program instructions when executed 6n the one or more processors:

determine whether networking metadga records are to be collected corresponding to
each network transmission during a particular time period, based at least in
part on a count of a nusber of distinct endpoint addresses associated with
network transmissions/detected during another time period; and

in response to a determindtion that networking metadata records corresponding to
each network pfansmission are not to be collected, utilize a sampling
methodology fo generate one or more networking metadata records during the

particular {{fme period.
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18. A non-transitory computer-accessible storage medium storing program
instructions that when executed on one or more processors:

obtain a representation of a network topology corresponding to at least a portion of,
provider network, wherein the representation is generated by a topology
authority of the provider network and is based at least in part on petwork
configuration information collected by one or more topology obsepter nodes
of the provider network;

receive, from metering components at one or more virtualization hostg of the provider
network, a plurality of networking metadata records assocfated with network
transmissions detected at the one or more virtualizajfon hosts, wherein a
particular networking metadata record of the plurality’of networking metadata
records comprises endpoint address information and a traffic metric;

generate a set of categorized usage records based at l€ast in part on the plurality of
networking metadata records and based at least in part on the representation of
the network topology, wherein the set of/categorized usage records is usable
for determining billing amounts assofiated with the network transmissions
detected at the one or more virtualizdtion hosts; and

transmit the billing amounts based on the set of categorized usage records to a client

device,

19.  The non-transitory compfliter-accessible storage medium as recited in claim 18,
wherein the network configuration iiformation comprises one or more timestamps associated
with a routing change, and whgerein the representation of the network topology is time-

indexed.

20.  The non-ffansitory computer-accessible storage medium as recited in claim 18,
wherein a particular gategorized usage record of the set comprises an indication of a billable
usage category copiprising at least one of: (a) a local-provider-network category, (b) an inter-
region-providernetwork category, (c) an extra-provider-network category, (d) a category
associated with a particular multi-tenant service implemented at the provider network, (e) a
category Associated with a private network established within the provider network on behalf
of a cltent, or (f) a category associated with a direct physical network link established at an

node of the provider network to connect a client network with the provider network.
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CLAIMS

L. A system, comprising a plurality of computing devices configured to:

determine, at a first metering component on a host of a provider network comprising a
plurality of hosts, networking metadata comprising (a) endpoint address
information and (b) a traffic metric, wherein the networking metadata is
associated with one or more network transmissions for which at least one
endpoint comprises a virtualized resource instantiated at the host;

provide, by the first metering component to a second metering component on the host, at
least a subset of the networking metadata determined at the first metering
component;

aggregate at least the subset of the networking metadata from at least the first metering
component at the second metering component in accordance with an on-host
aggregation policy;

transmit, from the second metering component to a traffic classification node of the
provider network, aggregated networking metadata based on the aggregation of at
least the subset of the networking metadata;

generate, at the traffic classification node, a set of categorized usage records based at
least in part on aggregated networking metadata obtained from at least a subset of
the plurality of hosts and based at least in part on a representation of a network
topology associated with the provider network, wherein the representation of the
network topology indicates different networking configurations of the provider
network that correspond to different time periods, and wherein a particular usage
record of the set of categorized usage records indicates a particular billable usage
category to be associated with the one or more network transmissions;

provide the set of categorized usage records from the traffic classification node to a
billing node of the provider network;

determine, using the set of categorized usage records, a billing amount to be charged for
the one or more network transmissions at the billing node; and

transmit the billing amount to a client device.
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2. The system as recited in claim 1, wherein the first metering component comprises
a kernel-mode component of a management software stack at the host, and wherein the second

metering component comprises a user-mode component of the management software stack.

3. The system as recited in claim 1, wherein the one or more network transmissions
comprise a set of network packets for which one endpoint comprises the virtualized resource
instantiated at the host, wherein a second endpoint of the set has a particular Internet Protocol
(IP) address, wherein the address endpoint information comprises the particular IP address,
wherein the traffic metric comprises a number of bytes transmitted in the set of network packets,
and wherein the networking metadata includes identification information of the virtualized
resource distinguishing the virtualized resource from a different virtualized resource instantiated

on the host.

4. The system as recited in claim 1, wherein the on-host aggregation policy
comprises one or more of (a) a chunk size determination policy usable to determine an amount of
aggregated networking metadata to be transmitted to the classification node, (b) a chunk
scheduling policy usable to determine a schedule in accordance with which the aggregated
networking metadata is to be transmitted to the classification node, (c) a classification node
selection policy, (d) a compression policy for transmission of the aggregated networking
metadata, () a grouping policy usable to combine networking metadata for a set of IP addresses
prior to transmitting the aggregated networking metadata, or (f) a sampling policy usable to
select a subset of the aggregated networking metadata to be transmitted to the classification

node.

5. The system as recited in claim 1, wherein the plurality of computing devices are

configured to:
collect, at one or more topology observer nodes of the provider network, network
configuration information comprising routing information associated with at least

a portion of the provider network; and
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transmit the network configuration information and an associated timestamp to a
topology authority node configured to , generate the representation of the network
topology based at least in part on the routing information and the associated

timestamp.

6. The system as recited in claim 1, wherein the particular billable usage category
comprises at least one of: (a) a local-provider-network category, (b) an inter-region-provider-
network category (c) an extra-provider-network category, (d) a category associated with a
particular multi-tenant service implemented at the provider network, (e) a category associated
with a private network established within the provider network on behalf of a client, or (f) a
category associated with a direct physical network link established at an edge node of the

provider network to connect a client network with the provider network.

7. A method, comprising:

determining, at a first metering component on a host of a provider network comprising a
plurality of hosts, networking metadata comprising (a) endpoint address
information and (b) a traffic metric, wherein the networking metadata is
associated with one or more network transmissions for which at least one
endpoint comprises a virtualized resource instantiated at the host;

providing, by the first metering component to a second metering component on the host,
at least a subset of the networking metadata determined at the first metering
component;

aggregating at least the subset of networking metadata from at least the first metering
component at the second metering component in accordance with an on-host
aggregation policy;

transmitting, from the second metering component to a traffic classification node of the
provider network, aggregated networking metadata based on the aggregation of at
least the subset of the networking metadata;

generating, at the traffic classification node of the provider network, one or more
categorized usage records corresponding to the one or more network

transmissions, based at least in part on the aggregated networking metadata

37



obtained from at least the second metering component and based at least in part
on a representation of a network topology associated with the provider network,
wherein the representation of the network topology indicates different networking
configurations of the provider network that correspond to different time periods;

providing the one or more categorized usage records from the traffic classification node
to a billing node of the provider network;

determining, using the one or more categorized usage records, a billing amount to be
charged for the one or more network transmissions at the billing node; and

transmitting the billing amount to a client device.

8. The method as recited in claim 7, wherein the first metering component comprises
a kernel-mode component of a management software stack at the host, and wherein the second

metering component comprises a user-mode component of the management software stack.

9. The method as recited in claim 7, wherein the one or more network transmissions
comprise a set of network packets for which one endpoint comprises the virtualized resource
instantiated at the host, wherein a second endpoint of the set has a particular Internet Protocol
(IP) address, wherein the address endpoint information comprises the particular IP address,
wherein the traffic metric comprises a number of bytes transmitted in the set of network packets,
and wherein the networking metadata includes identification information of the virtualized
resource distinguishing the virtualized resource from a different virtualized resource instantiated

on the host.

10.  The method as recited in claim 7, wherein the aggregation policy comprises one
or more of (a) a chunk size determination policy usable to determine an amount of aggregated
networking metadata to be transmitted to the classification node, (b) a chunk scheduling policy
usable to determine a schedule in accordance with which the aggregated networking metadata is
to be transmitted to the classification node, (¢) a classification node selection policy, (d) a
compression policy for transmission of the aggregated networking metadata, (e) a grouping

policy usable to combine networking metadata for a set of IP addresses prior to transmitting the
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aggregated networking metadata, or (f) a sampling policy usable to select a subset of the

aggregated networking metadata to be transmitted to the classification node.

11.  The method as recited in claim 7, further comprising:

collecting, at one or more topology observer nodes of the provider network, networking
configuration information associated with at least a portion of the provider
network; and

transmitting the networking configuration information and an associated timestamp to a
topology authority node configured to generate the representation of the network
topology based at least in part on the networking configuration information and

the associated timestamp.

12.  The method as recited in claim 7, wherein the one or more categorized usage
records include a particular usage record indicating a billable usage category of the one or more
network transmissions, wherein the billable usage category comprises at least one of: (a) a local-
provider-network category, (b) an inter-region-provider-network category, (c) an extra-provider-
network category, (d) a category associated with a particular multi-tenant service implemented at
the provider network, (e) a category associated with a private network established within the
provider network on behalf of a client, or (f) a category associated with a direct physical network
link established at an edge node of the provider network to connect a client network with the

provider network.

13.  The method as recited in claim 7, further comprising:

determining whether networking metadata records are to be collected corresponding to
each network transmission during a particular time period, based at least in part
on a count of a number of distinct endpoint addresses associated with network

transmissions detected during another time period; and

in response to a determination that networking metadata records corresponding to each

network transmission are not to be collected, utilizing a sampling methodology to
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generate one or more networking metadata records during the particular time

period.

14.  The method as recited in claim 7, wherein the representation of the network
topology is time-indexed and is based at least in part on network configuration information, and
wherein the network configuration information comprises one or more timestamps associated

with a routing change.

15.  The system as recited in claim 1, wherein the plurality of computing devices are

configured to:

determine whether networking metadata records are to be collected corresponding to each
network transmission during a particular time period, based at least in part on a
count of a number of distinct endpoint addresses associated with network

transmissions detected during another time period; and

in response to a determination that networking metadata records corresponding to each
network transmission are not to be collected, utilize a sampling methodology to
generate one or more networking metadata records during the particular time

period.

16.  The system as recited in claim 1, wherein the representation of the network
topology is time-indexed and is based at least in part on network configuration information, and
wherein the network configuration information comprises one or more timestamps associated

with a routing change.

40



