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BACKGROUND OF THE | NVENTI ON [ 001] The present
invention relates generally to electronic systens for
renotely controlling and for renotely nonitoring a
plurality of electrical apparatuses, and which
provides for internet- based two-way communi cation,
nmonitoring and control . More particul arl re
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provide for automatic registration of system components or for automatic time synchronization
among the system components.

[003] Another known system for remotely controlling electrical apparatus is shown and
described in U.S. Patent No. 5,936,362, which is also assigned to the assignee of this invention.
The system disclosed in this patent .has wide application to a vatiety of different remotely located
apparatus, including the lighting of signs, climate control, irrigation control, traffic control and
so forth. However, this system operates through the one-way wireless transmission of radio

signals from the host computer. Thus, the remote site is generally limited to a location within the
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SUMMARY OF THE INVENTION

[007] The present invention provides a microprocessor-based system for éontrolling and
monitoring a plurality of remotely located electrical devices. A network operating center (NOC)
communicates with the plurality of remotely located devices to provide control commands, to
monitor current status and to receive alert conditions. Customers may connect to the NOC from
their personal computers (PCs) via an Internet connection, or via a direct connection such as a
dedicated line, to monitor the present status of the remote devices and/or to reprogram the

control conditions. Communication from the NOC to the remote site is preferably via a



WD 2004/ 019217 PCT/ US2003/ 026027 worl dwi de data
communi cations service to provide comuni cation wth
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[009] Accordingly, it is a general object of the present invention to provide a system for
remotely controlling and monitoring electrical apparatus via internet-based two-way
communications.

[0010] Another object of the present invention is to provide such a system that is easily and
inexpensively expandable or scalable, such as by the addition of multiple new devices.

[0011] Yet another object of the present invention is to provide a system for remotely controlling
and monitoring a plurality of devices that provides for automatic registration of the system

components, including the devices.



3 WO 2004/019217 PCT/ US2003/ 026027 [0012] A further

obj ect of the present invention is to enable custoners
wo oomemiel y access such a control and nonit oP€TIYS2003/026027

systemto determ ne the present status of any renotely

| ocated devices and to reprogramany contro
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DESCRI PTI ON OF THE DRAW NGS [0014] The features of the

the NOC. present invention which are believed to be novel are
set forth wwth particularity in the appended cl ai ns.

[0013] An&ﬂ@r (')Hjcyc%rbtf'tﬁ’é‘pretsé?ﬂ et RefioMst d prbeidé dert peefodiabdyech®niation of all
a vantages t hereof, may best be understood by

system corﬁg i Gfe1h&n v\}é QE %ﬂh&tgly 13888 I Vichd, | bgfn plBdeRN nhﬁa’uon of a time
unét;on € ﬁorpﬁnylng drawi ngs, in the
ever J ures in iC i ke reference nunerals
ﬂmdnomz@ﬂ@h?% QPUke el ements, and in which: [0015] FIG 1 is
a sinplified block diagramof the control and
nmoni toring systemof the present invention show ng
t he conmuni cation |inks between the network operating
BRIEF DESERIETION [(F THETHBWINGInd t he control and nonitoring
units at renote sites; [0016] FIG 2 is a sinplified
[0014] Thd EsaeireDoRthelrowkt mvag[cﬂnwhfchtdmabelmyﬁdlt@ ipegfovehare set forth with
control and nonitoring systemthat is |ocated at the

particulaﬂtgefﬁoﬁfé ShgeBddd C1afhd alTHGinkBiRichO WBRUMcE kit rthe ifakBer objects and
tween ‘master, renpte and renote slave units to

advantages, &ICI'GO? mgy %e{{%' Irrsfbol By Rkdrbteb the MRiRhidg laescplen taken in

conjunction with the accompanying drawings, in the several figures in which like reference
numerals identify like elements, and in which:

[0015] FIG. 1 is a simplified block diagram of the control and monitoring system of the present
invention showing the communication links between the network operating center, the customer,
and the control and monitoring units at remote sites;

[0016] FIG. 2 is a simplified functional block diagram of that portion of the control and
monitoring system that is located at the remote site illustrating the communication links between
master, remote and remote slave units to control and monitor a plurality of remotely located

devices;
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sinplified flowhart of the operation of the network
wep@raisny center shown in FIG 1; [0018] Fl GCHUS®OR026027

plan view illustrating various internal conponents of

one of the master units shown in FIG 2; [0019] FIG

i.s a.simplified fl h : [ . .

[0017] FI Jp &snﬁﬂﬁedsdﬂngla{t H?%%@%réiﬁu%% gg%d]%gﬁrgtdpg&iugfg g&% rasrlllown in

view illustrating various internal conponents of one
FIG.1;  of the renote units shown in FIG 2; [0021] FIG 7 is

a sinplified flowhart of the operation of the renote
[0018] FIGuri is asplenvvicivnillEstGiting; varipo® fgrndl| @mmnewds of pheaf (leapaster units

illustrating various internal conponents of one of the
shown in Ri@n@t e slave units shown in FIG 2; [0023] FIG 9 is

a sinplified flowhart illustrating the operation of

[0019] FId. %8s h &IIRSIEI Rl fRMR-hti lof thp@atioh Bf fle@nastsr uhfQBWn B BG. 19
is a plan view of one of the typical devices to be

[0020] FIdgf]Bgfrségélgrq V%Qpilﬁgtg%gtfngb}caﬁggse g%t%rgé%gﬁ)gh%%gg]ehé?ghe f?[mi()tse units

erirstics

. simplified flowhart illustrating the operation of
Shownm]ﬁﬁeb’t ypi cal renote device shown i% FI G 20». DETAI LED
DESCRI PTI ON OF THE | NVENTI ON [ 0026] Referring to
[0021] FIGriTga essnpliieg fnavahpg of Hie qperatign of thegemotepih Shg‘éfﬁé? Erq?-f?
desi gnated by reference nuneral 20, controls and
[0022] FIGrshistaoplsn viemoiilebtyatingatieds iéarnd @ompThents 9E ormeDihe remote slave
utilizes two-way comuni cations in accordance with
units showhheFiGvention. FIG 1 shows the data comuni cations
i nks between a network operating center (NOC) 22,
[0023] FICE Uk & fmpliAd ﬂ@w@ha%@mhstrétﬁlg%@ ofdrh®or26f Bk réh6teRIABeMit shown
I nvention. Each custonmer 24 is capabl e of
in FIG. 8 communi cating with the

[0024] FIG. 10 is a plan view of one of the typical devices to be monitored and controlled,
illustrating typical characteristics of such devices; and
[0025] FIG. 11 is a simplified flowchart illustrating the operation of the typical remote device

shown in FIG. 10.

DETAILED DESCRIPTION OF THE INVENTION

[0026] Referring to the Figures, and particularly FIG. 1, a system, generally designated by
reference numeral 20, controls a‘nd monitors remotely located devices. The system 20 utilizes
two-way communications in accordance with the invention. FIG. 1 shows the data
communications links between a network operating center (NOC) 22, customers 24, and each

remote site 26 of the present invention. Each customer 24 is capable of communicating with the
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Internet 28 or by direct connection 30. Such custoner
w@oeowmonm2eat i on may include, but is not |imtepCT/US2083/026027
personal conputer (PC), direct dial-up telephone |ine,
facsimle, paging, email, data networks or even

hu -t 0-hu cqnt act 0027 ust o

Noc 22 i Gt S st ropa Y S & e Bl Rion may

particul ar application. For_ex I

include, bqt At RefdEmited s g@yrsmlcwp}% @@ag}fﬁﬁ é&)tp 163??@1 106y ge%smle
air conditioning (HVAC), street and/or parking | ot

paging, emlailgdatd nefywodisgpm ewngthxrmwgt,o-mmammomaau- freezers and
refrigerators, traffic flow, utilities, storage tanks,

[0027] Typiedlyt hastoidess. wilhihavgiavess coisbhwaresthade sk bdgpted ontench particular
and al so permts near real-tinme nonitoring of

licatiorC FMlek AR litABns tifcl8dd RirotdPrh@nitsrin Ph&kR a@n‘ﬁlat on and
apprcation rans?mt edﬁ)tgeltv\egn%ggéh custor?eéri)?s PC an%) theg ]

air cond1t1gﬁ1ﬁ% NAC) gerelrt] e{{'@/t%r ? &Sﬁfé] tﬁ%k@ﬂg%ﬂ:gal freezers
mm%m%ME%NW%&%W&%%MWMWP

22. \Wen data is sent fromthe custoner to the

control anq jglsoRErRItS Heat AHUME Aomitosiag \Pércoaéﬁla%éfetf@ﬂem% Siifttq Data is
nessages 36 from custoners may al so be routed throu%

preferably drangmgted rietwéent exch awstogat'e Ry and thehNQE 32 daa selephone lines and
processor 38. Processor 38 processes the data

modems, siECE bicldgFing oh@ tha RitarnErsite dssavidtedevittofie NOC 22scans t he
data for commands. [0029] Each renpte site 26

[0028] A SR ﬁﬁé&&e%ﬁt@w&}h 82N6Lendid Ml dipiex Voneh@Sisatfs BethRen the
gateway 40. |nbound nessages 44 received fromthe

customer ah§ 't]i{%{ﬁo?:' FE SR afl g%&g@g%{%ﬁ@é@? tu; tﬁgwﬁ e MQY@Yred in

ess service ne DFOCGSSOF
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| ocated devices is the Mobitex data service, whic

customer igjsatage eateBipy Chigurar ALY BreEsEor B8t hErq9ﬁ$89éé8sPr&P%S§eS the data
. Eri ccson of Plano, TX nakes and sells radios for

received frivinli ¢ussonsy 2t @ng perfadicallyscansftoy deda faygombruds.Mobi t ex may

be found at the websites www eri csson. com network
[0029] Eadhpemateodite/260dhingusicaddstyiai theWNOC I vietheovigelodiisetviar gateway 40.
Inbound messages 44 received from the remote sites may also be transmitted through a two-way
wireless service network 42 (FIG.2) to data processor 46 and then to NOC 22. For example, one
wireless data service that enables worldwide coverage of remotely located devices is the Mobitex
data service, which is operated by Cingular Wireless in the United States. Ericcson of Plano, TX

makes and sells radios for Mobitex systems. Further information about Mobitex may be found at

the websites www.ericsson.com/network operators/mobitex/ and at www.mobitex.org which are

incorporated by reference herein in their entireties.
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wa@\bdoeonatf vel y, the wirel ess service network 4PCTYHF2003/026027
utilize one of the digital cellular telephone
standards such as GSM TDMA or CDVA. [0031] Data

rocessor, 46 ocesses data.r 0

[0030] Algequag clyg tl%len &/11%%:'5]9, SEEVER B wg gf %n%@ﬁ guf 43 gﬁ% %‘f’ tﬂ &Lt%l cellular
nessages fromthe renpte sites for processing. NOC 22

telephone gfaagaripsugh @s G, 1M A%CQWODFI ate end rece| vers and
provides a notification routine, which may

[0031] Datopudaessert6 pracessesrlatamsrtived fowithe feanoinsitssig aﬁémﬁq’égaﬂy scans
text enbedded devices, human to human, or the I|ike.

the data fdrQfigatind Me¥Ss2s fonatheeano|sitzetbr @mﬂessblhg. aNOh2hiteonélags data to
facility that provides international access to renpote

the approp#it€Sen@NEtaVedAMdCHDvidel d RotdicBok §6MEne, WAGikh Ghay@bé conducted
renote sites, all control and nonitoring equi pnent

through eﬁlgﬁt sififfe 2}&%‘%12%] \ﬁgle %i&'eﬁ‘l%écldeﬂ% di%laé hqﬁx\éh ?@ﬁu&ﬁ?tor the like.

are eln nmoni t or el at’ "t he renot

o0 N@ﬁéﬁaaa?oni@iﬁ# S S @gﬁwoeﬁdesawaﬂonal

in the event of a power failure. Prefera

to remoteN@@sz@qf%r devaisat olf isnalgo JeeTh B2k (of rilk é@%ﬁt%ﬂé}f | @ﬁ control and
facility that has access to auxiliary power.

monitoring eduipugnt instaidgl 2xhemgmetk sieh ené afd (doyiees thek @péqem gpnjrplled and
a geographical area that is served by a different

monitoredehteibit remate ditek.| iNQCa2ilidoyn dineli fuhe rontindoablgpodiéncludes auxiliary
conmpany. NOC 22 activates and deactivates the

power uni‘%éJﬁirQﬁBK uﬁgﬁkve@ 3pAPsn 1t Slefof NPowdt Rilure. nPfleérh]Slg’;\t NOC 22 is
signals and forwards the alert notifications,

located 1nnae§:e%ﬁ%a%%rr1]1 & c;%gl%rof;% %agllf(f)?'ﬂtaﬁ sdgtgclggsg t‘gl e{ugﬁélpag% B?WF\‘{] €R @dundant
voc 2 G5 SRR ATER i A 6 LRy g
to the devjices | ocated at _each renote

clectrical GEIINDE 1224 O {RFEMGFIePRRHR SAPPRAEor RN o g FRT dpgetivates the

devices | ocated at each renote site 26, and. can pol
customer appdicationsi stquesrtee [ dlertihnetifisptiomsigndls end foswardsshe alsrt notlflcatlons
generated, or if any other performance problens are
as necessdiy e et nbtifi¢dniens ysieeally 0doGr @Remb sensed @ansditionl apomceSthe slevices
new commands and conmuni cat es
92-94 falls outside of a programmed range, or above or below a programmed threshold, for
example. NOC 22 also sends commands to the devices located at each remote site 26. NOC 22
further regularly communicates with the devices located at each remote site 26, and.can poll .
them to inquire if an alert notification has been generated, or if any other performance problems

are present in the system. NOC 22 also scans and processes new commands and communicates

with the devices at the remote sites 26 through the wireless data network 42, for example.
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W rel ess data network 42, for exanple. 7 WO
wQo@4/09217 PCT/ US2003/ 026027 [ 0033] The come@mESENE026027
preferably sent in a protocol consisting of serially
transmtted franes. Two different protocols may be
used for sendi_ng and receiving inf.ormation, . each .
[0033] The, SMAERGSA5° DICSEPLY SO A ExyiaroticonsiRipte ofeftay Snbmitted frames.
i ndependent and defines the type of interaction .
Two diffetsat pestoroliarhy beaied dprsandingad @eR YR8 RFmRERN, 2ach having two
the application |level. The second | ayer of protocol is
layers. Ompplyecat apphicatiepeindependen dind elfefinessthadype pbinigraction between each
i nformati on. The protocol is structured so that many
remotely IbYR&Pd&ficd MONOE DDAt dRMeppBcARAtlevel. tThe ssaoml ageked profocol is
data. Each frane contains different information such

applicatiox??gﬁetﬁ?l%rﬁ”aﬁfd Hé%ﬁ{% I flgdhiioRrdinthgen. PrgdUsHtocol is structured so that

fcation bits, renote unit identification bits,

any o TR AR5 hESA USRS e g acn

information stsbgPhaEIOTSE TG GERT 4B, TedgerideB gl e reife uni
determ nes at bl ock 50 whether it needs to performa
identificatiparbifs cemate dayivetiflentificaiien Yitshand Balik® be perforned can
be, for exanple, transmitting a conmand signal to a
[0034] Refeiig aby tb U6t 8d thdenfiecation f NDC\22% '8 showdendiawches format. The
associ ated apparatus. Wi le making this determ nation
operation 8t NOCOEKb&hs ANKartddodis4d. T ISOSRXLabh eetermineparbledkn50 whether
node. [0035] If NOC 22 needs to performa function, it

it needs t(ggglff%rﬁpa%ﬂwugaﬁ‘i;fgﬁ&iﬁn drhdRfhctiSt W BS pbioih&d t4H Be, fBPEgample,

e start 48. For exanple, one of the

transnﬁttiriﬁl; Efct:éxﬁgxgr}ég?gt&apﬁ% atb ?% ogtragfo Hﬁgd aae\?cle? g&é aéavat!a Sort feactivate its

termne | master unit

is synchronized to &reenwi ¢ch Mean. . Ti Whi ch
associaed; DG I BHE BB EAH R 0 1Sk rrcy 2000 23 T so-called

perfornmed at decision block 50, NOC determ nes at
comparisodgnddsi on bl ock 54 whether it has received a nessage

froman external source. If not, NOC returns to its
[0035] Tf NOIG222metels td persam & FiencNG it damsisoes bidek SRemddlyen returns to its idle

processes it
mode at the start block 48. For example, one of the functions that may be performed at block 52
is to poll the master unit to determine if the master unit is synchronized to Greenwich Mean
Time (GMT), which is also used by NOC 22. If no function is to be performed at decision block
50, NOC determines at decision block 54 whether it has received a message from an external
source. If not, NOC returns to its idle mode. If so, the NOC receives the message, processes it

and stores it in memory as indicated at execution block 56, so that the data can be accessed at a

future time.
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bl ock 56, so that the data can be accessed at a
wo paodoe217T me. 8 WO 2004/ 019217 PCT/ US2003/ 02602@T/pSD85H26027
Thereafter, NOC 22 determ nes at decision block 58
whet her the nmessage was sent by a custoner or froma

differ rce,. such, as, fr evice or fr

[0036] Thergaftsr clggg;eég g‘ﬁﬁ%ﬁ“ﬂ%& at qeﬁ’élqnetﬁ%(ike 51 Strh CdEEE N el by 2
sent the received nessage, no alert notifjcation

customer aifipra @t differcRietansos; suchns T PAIRMOH ditice: dfelraiBEeT e RgRonnel at
toits idle node. However, if a custoner did not send

the remotetsite. Ifreeawionssdt S%Sh@@eeiwmmem,dl@taéﬁfhﬂ%ﬁ@aﬁ@n sldwpuingmeeds to
bl ock 60 whether it needs to performan alert

be perforni¥at drfdi (68 NOO rstubisoidtitsnidle bdd. hEloNeXEr éfesl sudtompreditiatomsend the
the alert notification subroutine, it does so at

received nﬁh&%@ fé N d@t@ﬁﬁnE@St‘He@&(ﬁl(bl&dk%O #h&nhsoi @eedsfto Fi@ﬂf@r% an alert

NOC i nmedi ately returns to its idle node.

notlflcatm? 8\11 erg)gtﬁgteeﬁ >(ile| 196?( rzegds$ {of feir%ogrﬁqgé ?ﬂe{t%oﬁﬁé &wﬁastu%ijoukﬁ}{e it does so

nuner a e con moni t

R v AR TR O IR T

network 42, which is described above. Renote site 66
mode. jncludes a collection of one or nore master units 68
and 70. The renote site 66 can be scaled up to include
[0037] The rexaatelyylocatéd sitd, ezenermip deignateds bie refenenes n@8erah 66,eefcthe control
with a unique address or identity. The actual nunber
and monit@fingREtedd 20 Hmstidted irCHIG. e Rembte el 66icomnimidatesi witdthe NOC
in practice by the available nmenory of the NOC 22 or

22 via the ol @ﬂgfegﬁsﬁcg%ﬂ@@@ aphibh id &ScRbed HRVAORAte S 66 includes a

I men I'ity provides unusual near real-time

collection é? (glitl [ orl rflgrrédm er}lutnﬁg Fggnc? 0. ! ?%%%xlfbgg%ge][ %&(ﬂt lgiees\é'alféﬁ%g 3b include

ity o remnote si unit
dio frequ

a nearly it BTerol BoRE i e 0 coe it Ao %md%w The

wirel ess network 42. These master units and

actual nunghsieé meastgr byitaihat Fambeemplonedrat be émsgﬁétleri%acﬂstéy 6]Pe available
Merrillville, I N under part nunber P1810.
memory of the NOC 22 or by the addressing capabilities of the NOC 22. This immense

scalability provides unusual near real-time control and monitoring of large numbers of devices at
a plurality of remote sites 66.

[0038] Master units 68-70 are each provided with a radio frequency (RF) transceiver to send and
receive information from the wireless network 42. These master units 68 and 70 are
commercially available from Profile Systems, LLC of Merrillville, IN under part number P1810.
The P1810 master unit is also shown in FIG. 4. Further information about its functionality is

presented in the flowchart of FIG. 5, which is described in more detail below.



The P1810 nmaster unit is also shown in FIG 4. Further
informati on about its functionality is presented in

wo b@4blanchart of FIG 5, which is described i PCO8E®03/026027
detail below. 9 WD 2004/019217 PCT/ US2003/ 026027
[0039] More information about the entire P1800 famly
of products of Profile Systens is available on the
website www. profil e-systenms.com which is incorporated

[0039] MOFFaéI%efI@?InEE%]H{ %cﬁ{g?‘cﬂg%g\h% gl%ﬂg Ent W etf nprf)hlrcl)(gé- o]f ll’ziroglpe Systems is
bi di rectionally conmuni cat es, such as over wre

available 0p dhelwebstesywwirrfils-sybtamaromy which ie inspepoaied hereihstrefggence in
renote units 72 through 74. Preferably, comunication

its entiretybet ween the master units and the rempte units is
pursuant to the RS485 industry standard. The nunber

[0040] Eacfmieeraing, ftﬁ“ek&nbl'@@ﬁut'@ addres aaddtendly tstembihich@b)|sactbys over
a master unit is limted only by the avail abl e menory

wire condu% or? "ﬁaﬁx del"ﬁﬁ}a%hy Uf‘x‘ekl,gtﬁﬁﬁﬂt &icH tenoféudits 7Y ﬁr&%‘ﬁhm Preferably,

transceiver to comunicate in

e | u it not e sl av n
commumc%‘wn% e apr o e < R Bty e %ﬁé jpduszy
may be 900 MHz full duplex f | i nks. Renot
standard. Jhptrymbzr P8 repatecyireheli lmdgir sﬁg q abidentilighle dyot maétef unit is
Systens, LLC under part nunber P1820. The P1820

limited only @wheeawﬂablemgerm:rg of girhvmnasiar upitGRegotgairitshir 74 are each provided
i nformati on about its functionality is presented in

with an R handckioar trtacdmmbiniEht&in 4, widiessmode whes phurdlg of memote eslave units
detail below. [0041] Each renote unit 72-78 in turn

84-90. FoPbEiniR€ thORF doYnrS@idHish ¢iake80 asd/8H nA§ 1RVID0 NMIBE: full duplex radio
wireless links 80-82, with a plurality of renote

links. Remib@%hity n7'2t’?8 §r% agﬁxgss ?%’Vaﬂ—zﬁﬁe %ﬂp?fof % S&Etgﬂf(segLEbad’rﬁler part

units that e or 1denti

e T R TE B L EHED B

renpte sl ave unjits 84-90 is ovjded with
functlonahhpsiprf‘éﬁ@e% in e Py chakAMIC: 41 whishdt desRrbed Paneis el helow.

80-82 to an assigned renote unit 72 or 74. Renote

[0041] Eachl rgynetauwmiit §2G8-i0 Guiar idisentinnallsi edrhypupigatis, ke as pyen the wireless
Profile Systens, LLC under part nunber P1830. The

links 80-8RMH0a phurslity of | remneteUsiive vingts 8l shrosplo@f. iTheFu@beB of remote slave

units that is addressable or identifiable by each remote unit is limited only by the available
memory of each remote unit. Like the remote units 72-78, each of the remote slave units 84-90
is provided with an RF transceiver to communicate over the wireless links 80-82 to an assigned
remote unit 72 or 74. Remote slave units 84-90 are commer-cially available from Profile
Systems, LL.C under part number P1830. The P1830 remote slave unit is also shown in FIG. 8.
Further information about its functionality is presented in the flowchart of FIG. 9, which is

described in more detail below.

10



Further information about its functionality is

presented in the flowhart of FIG 9, which is
waleaanizet in nore detail below 10 WO 2004/ 018R1/¥S2003/026027

PCT/ US2003/ 026027 [0042] Each of the naster units

68-70, renpte units 72-78 and renote slave units 84-90

[0042] Ea%tf?] Sfthgr}nas@BQQJmtg %%'ﬁnr rr?oqg Hﬁ%d?] BL& {* %o% Fla@hﬁ@s 84-90 uses an

es an dat 1O depen pro 0CcoO

.. pr. permt a. devij ecific ness
spplicatiof GEAeGERI FEVAF T B RS SRCEPSSHS HRenoei Enogel  These
device 92 or 94. These prot ocol s also permt ag
protocols perEHL G alevige [spedilbe measage e beroited fierethipeph depm dieaN@CJg% to the
of devices 92-94. Such group commands are particul ar
intended des@deul92i nr % millieat gmotebols castt rpefrhit g gyowgupsessdge to be routed
devi ces, such as to activate, deactivate or reprogram

therethrough, sRth hédo 4 drofp ofl@miices 92-940 Bhdh gddi® cadintkin@s efe gacular useful in
devi ces 92-94 varies dependi ng upon the conditions to

mmultanec?ﬁly”%ﬂtfc@ﬁt?gj Rfups SR HebREL Bflich Qrtoeﬁﬁﬁmkedea@ﬁ\fétge& reprogram a

4 may sefse tenperature, pressure, humdity, 8
tenS|ty, or the Iike. They may al so interface vvlth

phudnyog?ew%%ntacts rel ays, position sensors, thernostats,

[0043] Thg:t}at,ugs tllglé Zlegﬁgs %}e 4 2/21%:’%1%5 egc’ Eg ﬁao%cgg&{]slﬁa%%! onitored or
devi ce i ndependent, such as poll by address, query

controllednp&er ssgmaltdrdssices ReMpory senseroa@Peraigui PysSHye. demidity, light
and respond to real -tinme clock synchronization

intensity, ondhg dike. Thayi oay 4% eddcgowithi driy zentactspeelafd, cposition sensors,
command set that is used to programthe devices and to

thermostatd U6 thedfél CR Sadefal,fde@ickHIPRIoA A6 dhiRjuclyUidatdssabld-@id utilize a base
exanple anal og i nputs and/or outputs, digital

command '8P Hiab /i@ WePAL Sin&’ef(ggﬂ&éﬁ? r sudfi Vs C}?Ol? Bg Clalitess C@féﬁ Hoddf b% address,

noni t or p0|nts e exanple o ices 92-94 are

respond t ar %%Fgmqéury %;s %Iggg}'gsp%o tt{)?giﬂq?%é %ﬁﬂ%lé ds&n%ﬁ&%z%}ory inquiry.

din nodel numbers S7103 S71144, SZ2165
Devices 921 @;%eali ?%é@eea PG PemmaRd sef hat15 uspq (O RIEFER 4§ 3@%@8 and to

HVAC system control and nonitoring. Further

query devicafspeaitie inmitauiier euipEe Frograrmiabnalog dnps awpreoutputs digital
controls, and about TCS/ Basys, is avail able

inputs/outputs or other device specific control or monitor points. One example of devices 92-94

are the programmable temperature control devices commercially available from TCS/Basys
Controls of Middleton, WI, including model numbers SZ1031, SZ1144, SZ2165, or the like.
These controls are particularly applicable to HVAC system control and monitoring. Further
information about these programmable temperature controls, and about TCS/Basys, is available

at website www.tcsbasys.com, which is incorporated herein by reference in its entirety.

[0044] The mechanical structure of the P1810 master unit 68 or 70 is illustrated in FIG. 4. An

antenna 100 is adapted to receive or transmit data from or to NOC 22 in a manner well known in
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at website www. t csbasys.com which is incorporated

herein by reference in its entirety. [0044] The
wore@hanm2eal structure of the P1810 naster unit PEBUSI007(026027

is illustrated in FIG 4. An antenna 100 is adapted

to receive or transmt data fromor to NOC 22 in a

! ' Waa28R4/-04 lates data to be sent. Light
the art. Wﬁgg%é?%%%uhﬁe%ﬁ RF cir cgl&g%ya Tt 2a a to be sl ‘6
omiing ERE B B T 1 R0 R Gl Pl oo
st at us of the master unlt such 0
or receiving daia A hergke. Ghnatleas &Pkt LELIH0R indineret the statisf ofbscigyits, test
set of LEDs 106 indicates the status of other
modes andisp doith.s A beteary 108 gesvidash baskfupr pewer/supphyt @uripgltegporary power
provi des a back-up power supply during tenporary power
outages. Autalgase clbck @0 ptovides altimkreldengerforthdasastertunite Power is received
reference for the master unit. Power is received at a

ata terrmﬁﬁ HiddRal 120! Pakerldd 6&VBST®hasUptolisRB foF aﬂ@o@ﬁﬁouﬁr@‘ébﬁm&fbr 114,
for anal og i nputs at connector 114, digital

digital mph&%ﬁtte@.itg W c‘%ﬁhg‘ct&l 1 1%%9@ ﬁﬁﬁa%feﬁin atacr&qnéct(‘;[ﬂﬁ%eguch% f&thard 1 wiring

conn W T to’one or
e renote uni 72 78. [0045] The operation of the
to one or @9@1‘%“?&%6 Emfstﬂ/t% r® shown in FIG 5, and begins at

he start block 124. The master unit first determ nes

[0045] Thesggersion of thesP H&dQiasis aitiip SOWhi RIEE 52 ondpegipt pisthe ftart block
block 126. If not, the registration Erocedure IS

124. The inmisterr anidirsttdetsinpiries v2gthet i it tegistesed with grs N OG22 ptrdegisjon block
regi stered, operation proceeds to decision block 130

126. If nohahe rédistel@iof rprodedsrei it imitinled @ ddodial2 8beHnthe messeir wad is already
fromthe NOC 22. If so, the nessage is processed at

registered PbRgHtick3procddds tH BEGsibS bRRY 1BBIWHHESIt deferPiRE 868 nt@sdoBhas been
nessage, a communication alarmis sent at block 13

v QTR 155198 OIS RO DR MBS Bl oy o
tine to

in processr%stb% PicHiee. TREURHERGRR 1 SHOLORFE Eﬁfgck' 233‘) (e

he polling is successful at bl ock 140
[0046] If mﬁr@ W%"c’ﬂ‘é messtaget isoahe NQge24 é&ﬂ?lchn%?ioe ﬂefh .weraﬁ%m&%eds to
142. 1f the polling at block 138 encounters

determinig® Mimné ¢iane wnpolp theblemots, uriss 43-78! dE Ro,1the magter unit polls the next
communi cations alarmis generated at block 144. If it
remote at bfocRAB8! ilfrthetpolling is successful at block 140, the master unit increments to poll

the next remote unit at block 142. If the polling at block 138 encounters communication
problems, as at block 140, a com_munications alarm is generated at block 144. If it is not time to
poll at block 136, the master unit determines whether any function needs to be performed at
block 146. The master units 68 or 70 may poll their respective remote units 72-78 as one of the
functions to determine if the remote units are synchronized to GMT; and if not, any of the remote

units 72-78 may correct its time to the GMT time included in the inquiry. If any other functions
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poll at block 136, the master unit determ nes whet her

any function needs to be perforned at block 146. The
woramier2uni ts 68 or 70 may poll their respectiRPET/USINDS/E26027

units 72-78 as one of the functions to determne if

the renote units are synchronized to GMI; and if not,

are pendm%n&log\ﬂfnggor{segg taﬁu &*g‘gf e%l fD1dR 1Ry I‘f: R6¢ Frﬁ: aprbée%s %béﬁetotd%msmn

Fhe nqui r
o 10 GRS 2, 0, 200U 10211, FCTU USROS O2002T 1 6 10, e

148. 1f not, the rocess oes to decision block 150

alert conditiondietteanginified; o MR a1 &f b el nidit i SFehtekingeds JREFTiFisyactions,
fromany renote unit. If so, the alert condition is

blocks 128, MansHE, 1162, dnd (ORI Drastchhif alokisivs Dlockf 158k all adtimmgottheidle state
appropriate actions, blocks 128, 134, 148, 152, and

at start blothe24.no" branch of decision bl ock 150, all return to
the idle state at start block 124. [0047] The

[0047] Th%&%&h&ﬁ'ceﬁ rhGoH %ﬂh@@l@ﬁo L8800 1340 708130k @hdwPh LIS FIG. 6. An

sgo In FIG A ant enna 158 receives or

t t

antenna lg%rgcé:‘lgéﬁ: (% a?ll*lg%%t? \élgtrastv € gxte [}%ﬁ?ﬂs@}h gi%kg EQ lﬁsglf?ogr& ?%crl gd' Elflg]&emote
t d d ul d b

s B0 R B R e g o 1

68-70, a connector 162 is provided for the mas

a manner pigglar 4o demRbEilomagequnits G- Gi eanneger é%llso@mv’fﬁjﬁétfgf the master
and a connector 166 is provided for digital

bus, a conneqiot $6<5ist provisled forpdnatogl inpyts, ofnd EBmNneE8r po®@id provided for digital
various status indications, including power,

inputs/outpie§.ei A/ PhirkiadySsti LEDSNES tpl?tﬁuﬂé keriond dtaad iddicwions, dadudifi@ power,
provides a time reference for the renote unit. Power

receive/trah?mft %?%ggér A £AMGCREK 178 prcﬂx@@é.lsgj tlﬂéerefé[?&k@tfbloihe remote

enote unit 72-78°1is illustrated in

mit. Powdsis mseel ﬁ Fac}ﬁﬁdtlg ,seen, operation of the P1820
?éﬁﬂ?g anict # FESRET 6G6us to the operatlon of the P1810

oo RS e SSEFBb i 5B RSASfA  Whsay
position of block 176, the renote unit f|

seen, opergtéqrepfntha &4 83heankie unif is apajaggis tacthe @PGHRHAN Pf the P1810 master unit,
associ ated nmaster unit 68 or 70 at block 178. If not,

except that hepemgk Stonat differqnt bizeatdniealilevel i the aystemafrdsh tlekstargposition of
If the renote

block 176, the remote unit first determines whether it is registered with its associated master unit

68 or 70 at block 178. If not, the registration procedure is initiated at block 180. If the remote
unit is already registered, operation proceeds to decision block 182 where it. determines if a
message has been received- from its associated master unit. If so, the message is processed at
block 184. If there is any failure in processing the message, a communication alarm is sent at

block 186.
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unit is already registered, operation proceeds to
deci sion block 182 where it. determnes if a nessage
wham4loeen’ recei ved fromits associ at ed naster PEi/US200$/026027
so, the nessage is processed at block 184. If there
is any failure in processing the nessage, a
communi cation aglarmis sent. at bl.ogk 6, 13
[0049] It thesp Xyap 1 39eASFee HOULH SIS BEGHAS e/ Yy W&P@ef\%ggn Repoceds to
message fromthe associated slave unit 68 or 70, the
determining g€ itis itiee for Redlew erimate slaye pait firiithy bleck 188. sIft jopghe gext remote
poll a renpote slave unit 84-90 at bl ock 188. If so,
slave unit ishlleéxfif thepotlmg is kwocesstidiat bleek 162 thd rethbtetunét ipedetrienty to poll
is successful at block 192, the renote unit increnents

the next fe@ndd®!dlavet Bfit N@XblocleNBHME Sk aie pullihg att Bloeic ki9D94ncdulnters any
the polling at block 190 encounters any conmuni cation

_ 2 . oAt .

communicBE QAT 0 A 8fprE TG pERAbacTLRL 196 1

- .bl ock 18 th te unit. determn

s o B R Sl P st PR i G0 ot WE i nescs o e
renpte units may poll| their respective renote. slave

performed g ok 448 o5 hg gorefh i mak @Ol ek 1SR i B IG SHY R 84-90 as
the renote slave units are synchronized to GMI;, and if.

one of the figtctions tpydasgrmimeeif thawsmetes slavesuniisi are s B howizedyio YT eand if not,
its time to the GMI tine included in the inquiry. |If

any of the egmyototlee ufitr84-9®Omay aoreeqpén dinregp theGHE fima didlades! inthe inquiry.
al so executed at block 200. If not, the process

If any oth&Ofthéti#RSard ?g ,5h&8 feh@s 22tk edlugsdnatBodk 26MY If not, the
alert condition has been received fromany renote

process Coigﬁ%ﬁ WMekisidnl b15G 260% BLBfhin€ NGy ngdoggﬁiroﬁgﬁ@geﬁﬁ Jeceived

e assocl ated master unit at blo
taking the.appropfiate act.i.ons,. bl ocks .
rrom any 5ile S EHE 10 G5 RPN AR P 8 aiometdpster uni
return to the idle state at start bl qc 7 50 I
at block 29fhe AEhkinghe ABRIOPHHF ACHERS: 515 B 450 Tia: 81, e o
units 84-90 is shown in FIG S. As can be seen by
branch of dasispay bledn26d, el retia tadhsigle e alcwart blgek 47¢-on of the
P1820 renpote unit shown in FIG 6, these respective
[0050] Thelpietlandcad configueatiinnif Itz P18R0Usmotehdawamats Bgf¥) isrsbewn in FIG. 8.
numerals will be used for simlar elenments, and the
As can beﬂ@e“eﬁrl‘np%lﬁﬁa&ﬁmt\kﬂiﬂﬁ eneehRBBM ] Wohfigur@ionbef (ePPasHEdremote unit
ere.
shown in FIG. 6, these respective units are quite similar. Thus, the same reference numerals will
be used for similar elements, and the description of these elements will not be repeated here.
[0051] The operation of the P1830 remote slave unit is illustrated in the flowchart of FIG. 9.
While there are some similarities to the operation of the remote unit in FIG. 7, there are also
numerous differences. Operation of the remote slave unit 84-90 begins at the start block 210.

The remote slave unit first determines whether it is registered with its associated remote unit at

decision block 212. If not, the registration procedure is initiated at block 214. If the remote
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[0051] The operation of the P1830 renote slave unit is
illustrated in the flowhart of FIG 9. Wile there
wae@4®mre7 Si mlarities to the operation of thePCEIBL003/026027
unit in FIG 7, there are also nunerous differences.
Cperation of the renote slave unit 84-90 begins at the

slave unit i@ RGO ST PHFERIGPP PR ‘iﬁc@@o‘) ik 316 §8ére it determinesif a
associ ated renote unit at deC|S|on bl ock 212. If not,
message hashkeen ggrebvadaitomritspseeabaied eemefe uity i1 6@dha mmessageKs pogessed at
If the renote 14 WD 2004/ 019217 PCT/ US2003/ 026027
block 218.sIfatereliniahy ifsilvad irepabgessag the enesshge op evmmtiupivapowekedds sent at
to decision block 216 where it determnes if a
block 220. Message has been received fromits associated renote
unit. If so, the nessage is processed at block 218.

[0052] If thgret \Q%’ flo 'rﬁes@a@é frGth! 4E %sé&m@é'cp & it %lé@iséﬁgeche Jperation

Icatron alarmis sent at ock 220. [005

: Q. r,om t ass [
procescs ?e%wgﬁg TERE b TR OE S RS J—
it is tinme to poll the next devic 4 at
s successt) a5 ook 24, e r@rﬁeteﬁmem& incremets L 84 ff e 8?\6%%2%9@ 228.
the renote slave unit increnents to poll the next
If the poHimgi ek Weck 284k ensr@ntery fcopHrurpedtion ngrodlents, ok agollock 226, a
encounters comuni cati on problens, as at bl ock 226, a
communicativmyuhimas parsatad arbdodks23ge it &t wd tiate tolpollat BROk 222, the remote
is not tine to poll at block 222, the renpte sl ave

slave unit ddrniAQLERAMRESIsWHES Reidehtif |a§ﬁ tnbﬂ‘ﬁie‘vi@eé, e Md Jy¥teanyt BIGOK 232.
devi ces on the systemat b 232. If so, the renote

If so, the rérh@t\é%la%@ hhie BRI ??13; 281;/ dﬁWd&ﬁ(}@g %Elﬂgg% 938t ) RF beidd ard Found at

evi ces "are such new devi ces

ook 5 P RN R R B8, U b8 e

he renpte sl uni t detern1nes whet her, an ncti
identify anﬁé@&sd%wé@t @}c?o?r%glea&ﬂnmteoelﬂvezu@t dqiEming %ﬁ’f a%%lncﬁon
units 84-90 may poll their respective devices 92-94

needs to bapednemest at bleck 34+ iIhesremotedelpes wiitfe84-PO iy pell ihedisrespective
are synchronized to GMI; and if not, any of the

devices 92ddvdsams 0F ZheDfinttiohsdo deeahinietis thei deeictoatt kgndBfihizedie GMT; and
included in the inquiry. If any other functions are

if not, any Bﬁgﬁlc{éfgwﬁ% ?219? ﬁﬁedy%ﬁe@ﬂ& e tathe GMTastd Bdlvdkd bl @eknquiry. If
any other functions are pending, those functions are also executed at block 242. If not, the
process continues to decision block 244 to determine if any alert condition has been received
from any device 92-94. If so, the alert condition is transmitted to the associated remote unit at
block 246. After taking the appropriate actions, blocks 214, 220, 236, 238, 242, and the "no"
branch of decision block 244, all return to the idle state at start block 210.

[0053] A typical device 92-94 is shown in FIG. 10. Due to the wide variety of applications and

the wide variety of remotely sensed, controlled or monitored conditions of the system 20, devices
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process continues to decision block 244 to determ ne
if any alert condition has been received from any
waleone292-94. If so, the alert condition is PCT/US2003/026027
transmtted to the associated renote unit at bl ock
246 After taking the appropriate actions, blocks 214,
0, 236, 38 2 e "no' branch .of. deci siaon
9294 may ¥ Suahy Tois Rl et o Homev oL Sl pviet Bt e 2
210. 00531 pi cal device 92 94 is sgown in FIG
will facilitatg inteygenpestipp é"lb/ih el WE@?E‘@P ‘ﬁ?‘?“c%ﬁc dir¥icgpmd gopgssociated
w de variety of renotely sensed, controlled or \
remote slaveomiit, greferablynidi accondgnasf witlh &%&S‘t%ﬁﬂnggsa}d@@mdﬁé@ Far yypmple, if
2004/ 019217 PCT/ US2003/ 026027 92-94 may take on many
eight-bit adddsemg aNaikd sthe esmottiglaey anit 84 bargesmmmahicae wievag & 2idsdevices
connector 250 wll facilitate interconnection with

92-94. HAWef qmé"o‘f hd @f}ghpﬁft%ﬁfés&@qg‘ r&%WeﬁefoﬂQtﬂ ide mode, such as the

assocCi at ed renDte sl'ave unit, preferably in

address coﬁs)% ﬁlrg:j al”nﬁle%élr\ﬂo ﬁ p%bﬁtwgdcprgsqyssfewm? t %{Plg‘%{egicg Frﬁﬁ)h also have an

ressi ng IS U

analog to e@yp]f:gg)ﬁ‘l gét?@gt%lr ‘%%T\?gi?l'[]er{ gsg}hsaﬁtps%& as Por sensing
addresses is reserved for an |dIe node, such as the

temperaturg,tiess8ts, bwnisityt fighy iefensty) andethe dikepdhe g@(@@, may)also have a digital
addresses remai n. The device nmay al so have an anal og

input/output@onegidr 154 ite prierfave rwitcdigital 36@sor sielt &y fassmnvdiensors, relays, and
external sensors such as for sensing tenperature,

the like. 1RSSRy PEWHI Ednvelti @blogiselison sighyls tadibitaheighalke Nohhwlatile
devi ce nmay also have a digital input/output connector

memory 2%0®ill Sotdth8'ch r%&rpoidt'hg Igb@ke %ﬁ&lﬁ@ﬂhé itsSdueARldress or identity.
position sensor relays, and the |rke. Logic

External p%)verr%ifagft e rcz)‘s3 ﬁf;d“"at %0%893{%’ %ﬁoanal 0g sensor signals to

Ignars ITe nmenory 258 will store
evice, inclu

05 5 & Gt (§vios B3 Fa Yooy oy %?89@&%&13% the

at _a connector 260 [0054] The operation of a typic
applicationg e owe Ve sgme waipmay §adcbifsg HBCHINSyAgeHENa WgF]&boH t FP@efatlon
appl i cation. However, some conmon and basic functions
begins at sartebladiod6, bnd FioGeeds 1o blogk 1268 ito detetraige ilsthatdesice is repistsedd with
266, and proceeds to block 268 to determne if the
its associaf@d@\tb@btel Save@iist BY @A, Wolstratiod & agkeal atisdck emht & gleadewice is

unit. If not, registration is initiated at bl ock 270.
already rekistetd®® B16M! 9921 Getermines whether a message has been received from its
associated remote slave unit. If so, the message is processed at block 274. If no message has
been received, block 276 determines whether any function needs to be performed. If so, the

function is executed at block 278. If not, the pfocess continues to block 280 to determine if the

device or its sensors have detected any alert condition. If so, the alert condition is transmitted to

16



al ready registered, block 272 determ nes whether a
nmessage has been received fromits associated renote
waebkaumianit. |If so, the nessage is processed apChUsmk3/026027
274. If no nmessage has been received, block 276
det er m nes mhether any function needs to be perforned.
If so, the ction is exec bl ock 278, If not,
the remotq Have ppig é%SQ‘”@ Ve deyien ogiterz “Lgoa"d’e‘llfé’lf‘i’ﬁq%e PGLIppeblocks
device or its sensors have detected any ale
270, 274, ¥BhdBRi ad. the { nas'dyrandheofalesisionduerdi 280p All rf@umfartbthictlf@ glgte at start
to 16 WO 2004/ 019217 PCT/ US2003/ 026027 the renote
block 266.sl ave unit associated with the device. After taking
any appropriate actions, blocks 270, 274, 278, 282,
and the "no" branch of decision block 280, all return
to the idle state at start block 266. [0055] When any
[0055] Wl?e}nedlilﬁl a?e?pf n itfbrﬂ 1% ﬁetg@tte& af &éi/l 94: ?hﬁﬁﬁexg toddttiod Eetrzﬁlsmjtted
condition 1s transn1tte ron1 evice to
ssocj a P18 e sl.ave unit i,ch in turn
from the GRS b alres PORL ontin ) Ewe g, oHIE it e ity s et
enote unit, which in turn transn1ts t he ahert . .
condition {ouiRFPGRAEE £ 1578 FTRRIS QKT A RIS PRAE hanstdts thmplert gaadition to its
in turn transmts the alert condition to the NOC 22.
associated Ay 10 aaster upsnwhichdn tizn trdngmite dhesgle wandisian fp din NOE 22. Any
device that detected the condition to NOC 22. [0056]
alert condifibn issthtihéaidGEhaizd fidir thepdevive thenidewcte8 thtlcontihivnrte INIE 22.
units 72-78 and the renote slave units 84-90 keep

[0056] WHIRARE DaHE V2 ake Yhate vhnit5es- myﬂieq«aﬁm@em&e& T@YndPtheTBote slave
not be accuratelntlrre is thus |rrportant in

Units 84-9% Z{%c?ﬂ' Pl)yt lé[tat A yﬁl@ﬂ (?e%'f‘creg it drfh ﬁétq{é ﬁc‘au]ﬁxte in time.

sync ron|z the Ime to

Ttis thus i%”{r?rte@ mg%h%%ﬁ‘ﬂngrﬁ% e 350 e Ryt PR sl g and

rnal time for accurately activating or deaﬂﬁlvatln

synchmm?&éw e tgzhegféM%meahr@ug@%f@oS%%%ﬂaéré%ludaﬁa Al dpgiges 92-94.
such as lighting systens. The NOC al so autonatically

The NOC Q) isstls ¢aprblpenf| keghing Shwinalgmeifoe acquoaely 1ac8ivatitigaen geactivating
devices 92 and 94 register with the P1830 renote sl ave

devices 9249 thaB4re ielePiBSthsetr @iddurisd, aveh aniliphi®d systimsd. elfhe NOC also
with the P1820 renpte unit 72 and the P1820 renote

automaticalyl ddjuét for Daylight Savings Time.

[0057] Similarly, devices 92 and 94 register with the P1830 remote slave unit 84, the P1830
remote slave unit 84 registers with the P1820 remote unit 72 and the P1820 remote unit 72
registers with the. P1810 master unit 68. All of these registration steps are daisy chained to NOC
22. Of course, the P1816 master unit 68 registered directly with NOC 22. Thus, NOC 22 knows
the architecture of its system and the identity of all components on the system. New components
can be added to the system, or components can be removed from the system, and NOC 22 will be

periodically updated on such changes through the registration subroutines of each component on
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registers with the. P1 8 10 master unit 68. Al of

these registration steps are daisy chained to NOC 22.
w@bkoosounse, the P1810 naster unit 68 regi ster eBCT/US2003/026027

directly with NOC 22. Thus, NOC22knows the

architecture of its systemand the identity of al
conponents on the system New conponents can be added
o the system or conponents can be rem)ved fromthe

rooss) Wi B Thushe e Bk, e SRt Pafw ppb P R Lpystem 20

each conponent on 17 WD 2004/ 019217 PCT/ US2003/ 02(% %

considered: peovey &t WAY Y088 JinsEtVE o CYstdse up@icahdnstallation of the remote
functionality of the renote control and nonitoring

portion 66sgfsthersystem afon simige site Abov@ne ¢xammly inaudBAG systonustsialled at 2
to consider a typical installation of the renote

shopping q@@feli Abob620to SMENAGS el Aty de fdispotal @i the 136f ofQnkarge shopping
exanple is a HVAC systeminstalled at a shopping

center, w1t‘Beé&El$ TV ADQ#t r%%ohﬁibféofow&@rdl'mg theBYpOAtAE SPaSAHicANMr area or
he roof of a |arge shopping center, vvlth each HVAC

zone in thg %h%)]i)ﬂllﬁ? ROREL bhedgv%e SR 9' %ﬂﬁ@t@ s&an/% JRRE rv@{l lﬂ'eelo%{te(? at each
ar area or zone iIn ping cen
evice 92 and a renote s th %i will be |ocate

the system »

HVAC uif Yo dBRHAC IHPEOES noRRt b ones Sfor faNGe: TEReRy located

device 92 may have a rem)tel y | ocated tenperature
temperatuigSaRWE disPessdde d rpsReetivie@epRio Nt MireinfesiofinResHuten ne master
interior tenperature. One master unit 68 and one
unit 68 and enetenaniunit 72 maybdlecited atwthean thah proyides stfegiwdagegunication
ef fecti ve comuni cation over the wireless |ink 80

over the wiieledSRik B BetiveBDtie eifible uht Z2nahdithe plulralitaof tomaé skaesroties 84 at
sl ave units 84 at each HVAC unit. It can be readily

each HVATPRE Clt 3hede tahy taﬁbr‘écﬁ‘ﬂeﬁ &L s WillesSni 8Y 88veldnithesi gniﬁcant
si.gni ficant expense of hard-wiring the renote unit

expense 012 lgar{I I@ﬁnH% Hie qjefnto%: H{l%’éft;sgféf pl‘é#a‘hxﬁ of Binfote 5188 uftiSthat are(‘)scattered

tere across € shoppl ng center

(o30) at t enpt ed ha - ave to

actoss the it Rt SHOBRAUNE e ¢ R WBYEha HiegERe %P?%JQWWW Brig o be
to | ocal building codes and electrlcal %odes

in metal copdit Malarerierhifiting @ eudum tolocsbhpildng §9i1<?§g andplectrical

units are renoved, the system 20 easily accommobdat es

codes. If additionaldHNACA i srewiddaduer scwee prgsiing B\oAG vgés are removed, the
hard-w r ed

system 20 easily accommodates such modifications without the need to change a hard-wired

system.

[0059] While particuIa:r embodiments of the invention have been shown and described, it will be
obvious to those skilled in the art that changes and modificétions may be made therein without
departing from the invention in its broader aspects. Therefore, the aim of the appended claims is
to cover all such changes and modifications as fall within the true spirit and scope of the

invention.
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system [0059] While particular enbodi ments of the
i nvention have been shown and described, it will be
wobwiourito those skilled in the art that chanperUszud3/026027
nodi ficati ons may be nade therein w thout departing
fromthe invention in its broader aspects. Therefore,
the ai mof the appended cl ai is to cover all such
changes and nodificati oﬁ%Aﬁgl fall within the true :
spirit and scope of the invention. 18 WO 2004/019217 -
1. PCT/AJSR008 f@260231liag AnMBtoring apd ssestving dase froora plyralifyef,
nmonitoring and receiving data froma plurality of
devices lod@¥d eEesrehtatied s4l spstérpodmprising:e, said system
conprising: a network operations center having a
plurality of protocols for a plurality of
applications, said network operating center having
f . ' i . L
o (RSO 8 PR EL RO e o pRIBCAPRE R iy of apptictions,
st v RS BT B R SR B o Phpgonang
customer's applications for controlling and nonitoring
one of said applicgtionsal i ty of renptely |ocated devices, said
custoner interface further providing the ability to
recei ve nessages relating to an alert condition at one
or nore of the plurality of renotely |ocated devices,
a dustoi® irterFic@\tavingi tivolvasedothndiicdtioas withahid retwek opadating center
renote slave unit in two-way comunication with the

to providdddnfBl bl the BhistGEUICRPLiSIHINS ForlvRT BNz SRITTORIGAd ARl Iktlmiahty of
the network operating center for sending notification

remotely 13)%2\1}?% gé\}i%e%f)?agtié E%sgélﬁm%{ iE@{?a@é’lﬁﬁ{tlﬂ%Spr%idI@echQ L\lgﬁﬁjotjgtréfcewe

( \ opera center an
S R A1 R o S
devices,

a remote slave unit located at the remote site, said remote slave unit in two-way
communication with the plurality of devices and in two-way communication with the network
operating center for sending notification of alert conditions from any one of the plurality of
devices to the network operating center and for sending reprogramming commands from the

customer interface to any of the plurality of devices.

2. The system as claimed in accordance with claim 1 further comprising:

a master unit and a remote unit interposed in the communication path between the

network operating center and he remote slave unit such that notification of alert conditions are

19



2. The systemas clained in accordance with claim1
further conprising: a master unit and a renote unit
WO pdogopsed i n the communi cation path between PEEUS2003/026027
networ k operating center and he renote slave unit such
that notification of alert conditions are 19 WO
- 2004/ 019217 PCT/ US2003/ 026027 co.manifaﬁtﬁéH froqr%thgt the
communicaiedrpR the EFROtE slave PRyt forBe FaRRle BN HRET IPRRC FRHY tHe '
remote unit to the master unit and finally fromthe
master unitremsltfaally fiom the nodseer pait itk neperh OPHGLRBPRNET: 3. The
systemas clained in accordance with claim2 wherein
the master unit communicates with the network
operating center via a two-way w rel ess network and

3, t heTfeaRts aSdANR YR hdcofRNBRNItE 105 MMyhdteinttRe fran®t enit
unit vi‘a a two-way radi o frequency link. 4. The system

communic?acssn%/itﬁ' it r?etéw@rkaé:pt%%%g ??Igie bih t&fb-%;{? wirdB&Rtworkh@d the remote

e sl ave uni Fcally inrtiates a

. registration, subroutine to poll the.pluralilty. af
slave unit coagpRHEHE R AR Terie p Bl P ikl find,
devices, and to automatically regi ster any new devices
on the system 5. The systemas clainmed in accordance
with claim1l wherein the network operating center has |
4. a rEht systame actleinteddy nctordance withiclpiny kwheieBHhe/Eemep slave unit
Time, and the network operating center periodically
periodicallp @hitistel B e GtakieMstisrotiidosts poliehd plutaiey ofedavices & daternung the
and if the plurality of devices are synchronized to
identi HBR: arftt to @SSk Reafitetlaay Aew deticecanthdapden.
1&mﬁ@uﬁ&?§k&§ﬁgﬂﬁﬁg@vﬁerein t he ng$z%rk op%rating center
i ncludes the current GMI tine in its polling nessage
to assist the renote slave unit in synchronizing to
the_current The s

Lt . 1. st e i i )

5. accaha vt pimedin arodeE s S AR SR AT Aebfbrk operating
installed on the systemand b D&Iac,ﬁd in gqpnupicgtionf

center has gireaittinee elaplesynehionized F%G@eeaw@. ogjt T1me, and the network operaling

center periodically polls the system to determine if the remote slave unit and if the plurality of

devices are synchronized to the same time.

6. The system as claimed in accordance with claim 5 wherein the network operating
center includes the current GMT time in its polling message to assist the remote slave unit in

synchronizing to the current GMT time.

7. The system as claimed in accordance with claim 1 wherein new devices may be

installed on the system and be placed in communication with the same remote slave unit.
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WO 2004/ 019217 PCT/ US2003/ 026027 8. The system as
clainmed in accordance with claim7 wherein up to 255

walenmdoerimay be in communication with the renoP€r/E5a08026027
unit. 9. A systemfor controlling, nonitoring and
receiving data froma plurality of devices |ocated at
a renote site, said sy st m co |s| a ne mo&% :

8. operhe Y é%ﬁlﬁ’élPEdHB\?F% ACR Wy whefﬁ}ndipo@ 2 deyices may
a plurality of applications, mhereln sai d network

be in commopeicatanyitlc thetremoweslave ugitone of sai d protocol s

corresponding to one of said applications, a custoner
i nterface having two-way conmuni cations with said
networ k operating center to provide control of the

9. CUSEAogy@fenﬁfo@e&mcqﬁﬁg HhitbAhg GRDEEENIn gﬂﬁtaaﬂﬁ&nmmﬁﬁw d1g
said plurality of tenotely |ocated devices, said

devices loc,calfec'cf ﬁ%mofgs?{ef s%?c?sgfsfégr{ M}%r&ﬁ%l di ng the abl l i t y to
I've nmessag 'ating to alert condition at one
or nDre of the plurality of renotely |ocated devices,
a renote slave unit located at the renote site, said
renote slave unit in two-way conmmunjcation with_t ?
a ngiwarkoperptiens cgaier badnga aluirailty fbpiREsFolsdRhl Hﬂl&%{ty 8f1 alicptions,
the network operating center for sending notification
wherein said netwerk opoaidig deotes séleaisprmyf saitkprofocels somespending yo ete of said
devices to the network operating center and for
applicatios¢ndi ng reprogranm ng commands fromthe customner
interface to any of the plurality of devices. 21 WO
2004/ 019217 10. The systemas clained in accordance
with claim9 further conprising: a master unit and a

a c%&?&%?m‘t’&%ha%e hQ\Eﬁ%\DRIQ(E %5 gomn nlc%ﬁmitﬁ @zﬁ% ?l@the <8 eratmg center

g Cent er an
to provide &pgtrgl ol% }Ixe cuss}tjo(}rrl]erts gfa)lt)hcre]x 1E)rllsf fof gcgntgo lling anac‘l nelcr)ﬁlto%%%dshfd p(iurahty of

remotely located devices, sald customer interface further providing the ability to receive

messages relating to an alert condition at one or more of the plurality of remotely located

devices,

a remote slave unit located at the remote site, said remote slave unit in two-way
communication with the plurality of devices and in two-way communication with the network
operating center for sending notification of alert conditions from any one of the plurality of
devices to the network operating center and for sending reprogramming commands from the

customer interface to any of the plurality of devices.
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co_rmuni cated fromthe renpte slave unit to the renote

unlt,.then fromthe renpte unit to the nmaster unit
ware4pinat |y fromthe master unit to the netwoPKT/US2003/026027

operating center. 11. The systemas clained in

accordance with claim 10 wherein the master unit

communi cates with the network operating center .vj
10. 1 WAy R P8 PRI HeET ANV b DR et Conpasili s *
conmuni cates with the renote unit via a two-wa ra%io
a mdsterquiog alremate unit intgipesaslis gy EamBnigARPat bettveen the
| accor dfance wth claim9 wherein the renote slave unit
network opE@fih@cinte anyl thevetriotet staveainitesgtls thanotifivation pHaleit wendigons are
poll the plurality of devices to determ ne the

communicatdieitdih ke Rnotaaivetnitth endi@Miotesnit, divgl foin dietremate wal toythe
regi ster any new devices on the system 22

master unit and finally from the master unit to the network operating center.

11.  The system as claimed in accordance with claim 10 wherein the master unit
communicates with the network operating center via a two-way wireless network and the remote

slave unit communicates with the remote unit via a two-way radio frequency link.
12.  The system as claimed in accordance with claim 9 wherein the remote slave unit

periodically initiates a registration subroutine to poll the plurality of devices to determine the

identity of each of the devices, and to automatically register any new devices on the system.
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