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1 REAL-TIME DATA PROTECTION METHOD AND DATA
PROTECTION DEVICE FOR IMPLEMENTING THE SAME This
invention relates to a data protection method, particularly to a real-time
data protection method. 5 As the information industry progresses,
computers and the Internet, through which computer information are
accessed, have become indispensable communication tools in our daily
lives. This results in proliferation of hackers who intentionally and

maliciqushyriptruga 40 Inig Sreq R %&eﬁbﬁniﬁﬁet@éﬁ%@eﬁm

programs in the computer system. This poses amaj or threat to
refEbiitzBf faRpuEp KEMRRTIOMG/ arBES SAastEiques have been
proposed to counter that threat. One conventional technique utilizes a

computet® £5 i dFAIE UtfortGratel§ Scomiptiteliréwaiis hade setufifytiod
logpholesthatmay be exploited by a hackes stoget through the, computer

firewall and gain access to information in a computer. In another
conventien&ltechmiqoe input data aréu20 manvathinspected taomputers
determine whether the input data have been modified. This conyentional,
te&nn%% utgf eho?\/{/léveelf,ﬁ% gr‘ne‘%o%%& ﬁ?}}]g‘f ilnl)?:egfna% SiHRF e6rventionai e 1 on

technique; @=programr.ealeulstesanhashvalug tor eaeh pagket:of Pyt « 1 on
data 25 using a hash function and stores the input data in a storage _
deVie 1A diffeferit Rdshlvalhe eafeulatéd gt results in proliferation

of hackers who intentionally and maliciously intrude
inteo a computer system and alter or destroy data or
programs inthe computer system. Thisposesamajor threat
te the reliability of computer information. Various
technigues have been proposed to counter that threat.

One conventional technique utilizes a computer
firewall. Unfortunately, computer firewalls have
securlity lcopholes that may be exploited by a hacker
to get through the computer firewall and gain access
te information in a computer.

In another conventional technigue, input data are
manually inspected to determine whether the input data
have been modifled. This conventional technique,
however, 1s time consuming.

In yet ancother conventional technique, a program
calculates a hash value for each packet of input data
using a hash functicon and stores the input data in a
storage device. A different hash value calculated at

a later time indicates whether or not the corresponding
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a later time indicates whether or not the corresponding 2 packet of the
input data has been modified. The modified input data may be recovered
using an original copy of the input data previously stored in the storage
device. This conventional techniqus is disadvantageous in that 5 a large
capacity storage device is required. In addi tion, the program is
vulnerable to viruses and hackers. Therefore, an object of the present
invention is to provide a real-time data protection method that can

sQ¥ekEqme e alaresald drapbacks of s prgart ; 1 Angihergbjeqt o,
the present invention is to provide a data protection device that

iimplementsdhe sgaltime cdatar protettion mejhach. Accotding to an aspect
of the present invention, a real-time data protection method is

Citiplemiahted by 2 B tata protection deificd, ard Gofpfigég aylevice .
T¢pnfiguring dhe data.protection device fQ rgceivesinput data from :an input

device; B) configuring the data protection device to storé the input data
areceived da BeplA)y, ©) ceconfiguting the: datarprotectiem device daisendthe
ti put 20 data stored in ?tep B%tjola c%mputin device, th comllpgeuthg
e%ic%rgoﬁ%arléﬂtinbsre\sﬁ data Daséd or the' | %ﬁ? datd's nlht‘?ug TG By the
dater protectiondevige;o D) senfiguring-the-data protectiopdavicerto; s + o
receive the result data from the computing device; E) configuring 25 the
Fdeitd pfotectiontievice 16 gemerate tBstdatathaen method that can

overcome the aforesaid drawbacks of the prior art.

Another object of the present inventionis toprovide
a data protection device that implements the real-time
data protection method.

According to an aspect of the present invention, a
real-time data protection method is implemented by a
data protection device, and comprises: A} configuring
the data protection device to receive input data from
an input device; B) configuring the data protection
device to store the input data received in step A); C)
configuring the data protectiondevice to send the input
data stored in step B) to a computing device, the
computing device generating result data based on the
input data sent thereto by the data protection device;
D) cenfiguring the data protection device to receive
the result data fromthe computing device; E) configuring
the data protection device to gensrate test data that
correspond to the result data received in step D}; F)

configuring the data protection device to compare the
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correspond to the result data received in step D); F) configuring the data
protection device to compare the 3 test data generated in step E) to the
input data stored in step B) ; and G) when it is determined in step F) that
the test data are not identical to the in%ut data, configuring the data
protection device to indicate that 5 the result data have been modified.
According to another aspect of the present invention, a data protection
device comprises a comparing unit and a test data-generating unit. The

comparing unit is  adapted to.be cou Ie(% oanipputdeviceanda
cgcrr?psu“tir%ga 16 ddvics; and” ié éLonnflsg(%u%)e% dt ré:c%i\?éa .%plu%%% %grj{ﬁatﬁe’“omd

input devige ptp stereithe input data: receivied: therebye @ndhto;send the t hat
input data to the computing device. The computing device generates
reStIEdatabasedonithé inpuf data’séattherets by the cofpafig anidata,
Thelest 1o datp0enaralino L is CoURIPd f0JNG COMRAINGUNL 8. <
adapted to be coupled to the computing device, and 1s conjﬁgure to
recéive thesresult datasfrom the temputingidevice;ito generate test data
that correspond, to the result data received thereby, and to send the 20

test da%e?ﬁé“ﬁ“&éfé%l tHereby 16 tHe ToRpakiny unit S THe® E6Mparing Unitis ™ -
further configured to receivesthe test data-sent theretg by the test i+ ang

data-generating unit, to compare the test data received therebyto the

input dat storedethersby rand todindicaté thal the resultdatda ng unit is
adapted to be coupled to an input device and a computing
device, and 1s configured to receive input data from
theinputdevice, tostoretheinputdatareceivedthereby,
and to send the input data to the computing device. The
computingdevice generatesresult databasedonthe input
data sent thereto by the comparing unit. The test
data-generating unit is coupled to the comparing unit,
is adapted to be coupled to the computing device, and
is configured to receive the result data from the
computing device, to generate test data that correspond
to the result data received thereby, and to send the
test data generated thereby to the comparing unit. The
comparing unit is further configured to receive the test
data sent thereto by the test data-generating unit, to
compare the test data received thereby o the input data
stored thereky, and to indicate that the result dats
have been modified when it is determined thereby that
the test data are not identical to the input data.

Other features and advantages of the present
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25 have been modified when it is determined thereby that the test data
are not identical to the input data. Other features and advantages of the
present 4 invention will become apparent in the following detailed
description of the preferred embodiment with reference to the
accompanying drawings, of which: Figure 1 is a circuit block diagram of
the preferred 5 embodiment of a data protection device according to the
present invention; and Figures 2 and 3 are flow charts of the preferred

. empadiment of a,real-time cti tho cording to the .

lpresentglqnvetbr%%on t%a%e%%%aé%e%t&g%%l %qéﬁgﬁég %jgtﬁaogr%?e%t%r]@c?elv%c%d

dehowni intFgureck. ReferringrtoFigutesh theipreterred entbadimentof &
data protection device 3 according to this invention is shown to include a

£ Com P&y UritPang-8 fest 'datag8iieratiy tHit$2! 15 The comparing
unit:31;is connected toandnput device, 1y a.computing device 2. and a. 4

storage device S. The input device ' may be a computer keyboard, a
egonmpUtercmousé, ercdatoachpanel: The conmputing devicer2iisrinstatledn e

with an operating .20 system, and a word processing application program
) ,Séﬁ.aﬁ Nﬁgr\ég%ﬁb\?ortyd, V%H%h resides in the operating system, and is

conpeetad & a gisplay deviced. The storagerdevicerd storesdherein firsty
second,

embodiment of a real-~time data protection method
according to the present invention to be implemented
using the data protection device shown in Figure 1.

Referring to Figure 1, the preferred embodiment of
a data protection device 3 according to this invention
is shown to include a comparing unit 31 and a tast
data-generating unit 32.

The comparing unit 31 is connected to an input device
1, a computing device 2, and a st&rage device 5.

The input device 1 may be a computer keyboard, a
computer mouse, or a touch panel.

The computingdevice 2 is installedwith an operating
system, and a word processing application program 24,
e.g., Microscft Word, which resides in the operating
system, and 1is connected to a display device 4.

The storage device 5 stores therein first, second,
andthirdexecutablefiles, eachofwhichhasanattribute
that 1s set to hidden.

The test data-generating unit 32 is connected to the

coemparing unit 31 and the computing device 2.
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and third executable files, each of which has an attribute 25 that is set to
hidden. The test data-generating unit 32 is connected to the comparing

unit 31 and the computing device 2. 5 The data protection device 3

further includes a controlling unit 33 cogmected to and controlling

operations of the comparing unit 31 and the test data-generating unit 32.

5 The preferred embodiment of a real-time data protection method to be
implemented by the aforementioned data protection device 3 according to
this inv ntiondeCII now be described \gith f.ur(ther3 regergp%e to Figrurr?s 2

and 3. 10n sf%p%l?fﬁ%“c%?n’pla?i%g Gt 31 Sets the"httribufes “of thé' fifst, 2

second -and third executable files-storedcindhe storagerdeviea,atec11ing
read-only, and subsequently installs the first, second, and third
exdehiablefles intd thé eBmprihgevics 2, Whereby thefitst, setendtest

1%@%%t__hérgr%gg%tggllﬁafu%si_serg% as first, second, and third application

programs 21, 22, 23 that reside in the operating system, respectively. In
step 52;itlke compaeing #nit 3dmeceives:=input data from-thelippltrdeviega « a
1. 20 In step 53, the comparing unit 31 stores therein the input data

reREDES ntst8p 52. Aftbfiativelyt th thifstep, tHeFnftdats thay B¢ the

aforementioned data protection device 3 according to
this invention will now be described with further
reference to Figures 2 and 3.

Instep 51, the comparingunit 31 sets the attributes
of the first, second, and third executable files stored
in the storage device 5 to read-only, and subseqguently
installs the first, second, and third executable files
into the computing device 2, whereby the first, second,
and third executable files serve as first, second, and
third application programs 21, 22, 22 that reside in
the operating system, respectively.

In step 52, the comparingunit 31 receives input data
from the input device 1.

in step 53, the comparing unit 21 stores therein the
input data recelived in step 52.

Alternatively, in this step, the input data may be
stored in the storage device 5.

In step 54, the comparing unit 31 sends the input
data stored in step 53 to the first application program
21.

The first application pregram 21 receives the input
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stored in the storage device S. In step 54, the comparing unit 31 sends
the input 25 data stored in step 53 to the first application program 21.
The first application program 21 receives the input 6 data sent thereto by
the comparing unit 31, generates rgsult data based on the input data
received thereby, and sends the result data to the word processing
application program 24. 5 The second application program 22 detects the
result data generated by the first application program 21, and sends the
result data detected, thereby. to the third_ application program 23. The third
dgeﬁéiic%%é% pgééergr%"& %) cenvis the Tesult 10 dat: lser?fg{’Her%?onbeyrt‘_ﬁée5

rsecand applisatiersprogramtd: and-sendsdhe resudidiata: receivedaby,
thereby to the test data-generating unit 32. In step 55, the test .
2 g5ta-§BRErAtING it 32 Peceives aRéE resGit datseltthereto B the Shifd

ag@@i{:ggc&qg.;} Rragr, m.23.Jnstep 56, the test data-generating unit 32

generates test data that correspond to the result data received in step
55. Forexampie] suppbse dhat shedirst@pptication e2@:programe2tdsal ¢

hi i i ME) . further that the i t dat
d%e%%fi%%%é%%é Ode%%thO rfq rs ): as ;lJJ gF)) B?L%:ea tuj,rg r? rpt r %tgtr S r!‘xng% , % 2 a

sends the result data detected thereby to the third
application program 23.

The third application program 23 recelives the result
data sent thereto by the second application program 22,
and sends the result data received thereby to the test
data-generating unit 32.

Instep 55, the test data—generatingunit 32 receives
the result data sent thereto by the third application
program 23.

Instep 56, thetestdata-generatingunit 32 generates
test data that correspond to the result data received
in step 55.

For example, suppose that the first application
programZlisaChinese inputmethodeditor (IME). Suppose
further that the input data received in step 52 are in
the form of pinyin. The result data generated by the
first application program 21 are thus associated with
Chinese characters and the test data generated in this
step are thus 1in the form of pinvin.

In step 57, the test data-generating unit 32 sends

the test data generated in step 56 to the comparing unit
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the form of pinyin. The result data generated by the first application
program 21 are thus associated with Chinese characters and the test
data generated in this 25 step are thus in the form of pinyin. In step 57,
the test data-generating unit 32 sends 7the test data generated in step 56
to the comparing unit 7 31. In step 58,the comparing unit 31 receives the
test data sent thereto in step 57. In step 59, the comparing unit 31
compares the test 5 data received in step 58 to the input data stored in
s.t??L 53. In step 60, when it is determined in step 59 that the test data are
not identical to the input data, the flow proceeds to step 61. Otherwise,

i.e., itis A0determinedim step,39 that the test dataareddentical tothe + o 5+
input data, the flow proceeds to step 62. In step 61, the comparing unit 31
indieates #§at the: resifttdata have beerbrodified, prompts the third

applicalign program 23 {p discard the result data, 5 generates a waing__
message, and Sends the warning Tmessage to the third application -

pragram 23.cEeveaiter,n the-flgw gees: backie stephz: Thedhirdtored in
appljcation rogram 23 controls the display device 4 to show the warning
méssage sent to the third 20 application program 23 by the comparing

un“3lin stép 60, when it is determined in step 5% that
the test data are not identical to the input data, the
flow proceeds to step 61. Otherwise, 1.e., it is
determined in step 59 that the test data are identical
to the input data, the flow proceeds to step 62.

In step 61, the comparing unit 31 indicates that the
result data have been mcdified, prompts the third
application program 23 to discard the result data,
generates a warning message, and sends the warning
message to the thirdapplicationprogram23. Thereafter,
the flow goes back to step LH2.

Thethirdapplicaticonprogram23 controls thedisplay
device 4 to show the warning message sent to the third
application program 23 by the comparing unit 31.

Instep 62, the comparing unit 31 indicates that the
result data have not been modified, stores the result
data received in step 55 in the storage device 5, and
sets an attribute of the result data stored thereby to
hidden. Thereafter, the flow goes back to step 52.

The result data stored in this step can be used for

data recovery when required in the future.
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in step 62, the comparing unit 31 indicates that the result data have not
been modified, stores the result data received in step 55 in the storage
device 5, and sets an attribute of the result data stored thereby to 25
hidden. Thereafter, the flow goes back to step 52. The result data stored
in this step can be used for data recovery when required in the future. 8
From the above description, since the comparing unit 31 stores an original
copy of the input data, based on which the computing device 2 generates
the E_esult g%tg,aggce the test data-generating unit 32 generates the 5 test

data thaf correspond to-tha Fésuit data: 'afid Since" fhe tSMpBaning dnitsit

scormpares $he test:dada tosthec erginalcopy:ofithe input data stored o on
thereby, the data protection device 3 of this invention determines in
wieghRintd Whether thel resultcdats Ravetseeh maddified NEO Farthérmore; 2,

ince the, attributes of the first, _second, and third executable files are set
S%gr%gd%ﬁ% %)Erg:(% rttoclfrc%1 sttgllac%iég)ﬂl ?ﬁeargéﬂﬁ tﬁlenclc()% m é l?tin%edq e?/f“&aet? %y‘iﬁé%
teomparng: unit 3, the-firs ;seeand,and thirtk executabledilesae = ince
prevented from being modified. 159 CLAIMS: 1. A real-time data
LOYoteChER Afethidt to'beimplenteifidti by 2 daks protettion 8édice eoupied

otQia@iiHELit g%\ﬁg’eof the input data stored thereby, the data
protection device 3 of this invention determines in
real-time whether the result data have been modified.

Furthermore, since the attributes of the first,
second, and third executable files are set to read-only
prior to installation thereocf in the computing device
2 by the comparing unit 31, the first, second, and third

executable files are prevented from being modified.
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and a computing device, said real-time data protection 5 method
comprising: A) configuring the data protection device to receive input data
from the input device; B) configuring the data protection device to store
the input data received in step A); 10 G) configuring the data protection
device to send the input data stored in step B) to the computing device,
the computing device generating result data based on the input data sent
thereto by the data protection device; D), configuring the data protection
devgertadeceive 15 the result data from the computing device; E)
configuring the data protection device to generate test data that
corregpaorickto-the mesdit Hatareceiwed lin steEb)de) configuringotherdata: e d
protection device to compare 20 the test dat% generated in step E) to the

input dafa® Sored in-step BY and G fihieh $8 d&trminéd'in-Step F)that™ ©°

the tests datanare-not ddenticak-te the input.data, configuring: the datae .+ i on
protection device to indicate that the result 25 data have been modified.
2. "Thelvedl-tirmedEtasprotection method as claimed in Claim 1, further

compriging; 10t when It s determined ip step. R that he tet data e , .
identical to the in t data; con(ﬁgurlng the
input data from the input device;

B) cenfiguring the data protection device to store
the input data received in step A);

C) configuring the data protection device to send
theinputdatastoredjjlstepB}'tothecomputingdevice,
the computing device generating result data based on
The input data sent theretobythedataprotectiondevice;

D) configuring the data protectiondevice to receive
the result data from the computing device;

E) configuringthedataprotectiondevice togenerate
test data that correspond to fthe result data received
in step D);

F') configuring the data protectiondevice to compare
the test data generated in step E) to the input data
stored in step B); and

G) when 1t 1s determined in step F) that the test
data are not identical to the input data, configuring
the data protection device to indicate that the result
data have been modified.

2. The real-time data protection method as claimed in

Claim 1, further comprising:
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data protection device to indicate that the result data have not been
modified. 5 3. The real-time data protection method as claimed in Claim
2, the data protection device being further coupled to a storage device,
wherein step H) includes the sub-gtgps of: hl) configuring the data
protection device to store 10 the result data received in step D) in the
storage device; and h2) configuring the data protection device to set an
attribute of the result data stored in sub-step hl) to hidden. 15 4. The

realfime afa protqgtiog.metbad s gaimed i, Claim LM dalg, +ca
protection device being further coupled to a storage device, wherein, in
dstep B)r,dhédrput datal isstoréctinionewsf the data protettion:device ane
the storage device. 20 S, The real-time data protection method as
A@ihimed ﬂg%ﬁ&ﬁﬁ)ﬁ}, te Corplitihg AEviEE béing Couptéd 1S aispaga -2
ndevice, wherein,step,Q@) includes the sub-steps of: gl) configuring the data
protection device to prompt the computing device to discard the result

3datéh 25123 tonfigiringahe dataoprotectiom device tol generate ananing
cnesieae 2 00 suluing e das proteen dovee 00
to & storage device, wherein step H) includes the
sub-steps of:

hl) configuring the data protection device to store
the result datareceivedinstep D) inthe storage device;
and

h2) configuring the data protection device to set
an attribute of the result data stcred in sub-step hl)
£o hidden.
4. The real-time data protection method as claimed in
Claiml, thedataprotectiondevicebeing further coupled
to a storage device, wherein, in step B), the input data
is stored in one of the data protection device and the
storage device.
5. The real-time data protection method as claimed in
Claim 1, the computing device being coupled to a display
device, wherein step G) includes the sub-steps of:

gl) configuring the data protectiondevice toprompt
the computing device toe discard the result dataj;

gZ) configuring the data protectiocn device to

generate a warning message; and

g3) configuring the data protection device to send



10

15

20

25

computing device, the computing device controlling the display device to
show the warning message sent thereto by the data protection device. 5
6. The real-time data protection method as claimed in Claiml, the data
protection device being further coupled-to a storage device, said real-time
data protection method further comprising: 1) configuring the data
protection device to set an 10 attribute of an executable file stored in the
storage device to read-only; and J) configuring the data protection device

to,ipstall. t C ile.in ting.device reby permitti
dastall the execufable 1 the campyting, 2
the compahting d%vice to gé??er%otee t%e result 15 d%\t{;f??.§ ?‘eﬁg re%aﬁim@eédgt% ©
protection methde as ctaimedsinc Gtadmtl] the dataipretection device being. =
further coupled to a storage device, said real-time data protection

method farthdFdorfipriSing: 20") ThRfigarythE ks protéciishdelice I& o

set-an: attribyte of an-executable, filg stored in the storage device to
read-only; and J) configuring the data protection device to install the

execulidbie filedntotthaeordputing tevies, thereby 25 permittinglthe med in
camputing device to send the result data generated.thereby tq the data
pro e%ﬁéﬁrg device.q ThE Treo:fr-%gn%l@arﬁa%%tle%ﬁ?)}%erﬁgt%ogdl éé‘_‘ fafmedin 154

12c 2 storage device, said real-time data protection

method further comprising:

e

I} configuring the data protection device to set an
attribute of an executable file stored in the storage
device to read-only; and

J) configuring the datapreotectiondevice to install

the executable file into the computing device, thereby
permitting the computing device to generate the result
data.
f. The real-time data protection method as claimed in
Claiml, thedataprotectiondevicebeing further coupled
to a storage device, salid real-time data protection
method further comprising:

I) configuring the data protection device to set an
attribute of an executable file stored in the storage
device to read-only; and

J) cenfiguring the data protectiondevice to install
the executable file into the computing device, thereby
permitting the computing device to send the result data
generated thereby to the data protection device.

8. The real-time data protection method as claimed in
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Claim 1, the result data generated by the computing device being
associated with Chinese characters, wherein the test data generated in
step E) are in the form of pinyin. 9. A data protection device, comprising:
5 a comparing unit adapted to be (iogpled to an input device and a
computing device, and configured to receive input data from the input
device, to store the input data received thereby, and to send the input
data to the computing device, the computing device generating 10 result

cdata based;on the, E‘PH‘&%&%Q&&Q%?Q&’%H%% ecegm@{!@q le%igi%}% &e

test data-generating unit cou to said comparing unit, adap
bedupled: tosthe compating device; rand €onfigured te receivethe sesult he
data from the 15 computing device, to generate test data that correspond

“fothe St Hatiretbived therbby, aridid Sehd theStdst datd génierated -
sthegeby de said comparing unitowherein said.comparing unit is further
configured to receive the test data sent thereto by said test 20
datagenerating ogit,.to iconspbre thettestdata receivedthereby: to theput
dliQ@ut data sct{ored therepg, ang to indicate that the_result data have been
modifisdWiien it i Hterfihed theréby THET the test data are Rot fdenticdl
iteghe input data -2 10nEhe datapretectiondevice as.claimedin Claim.9,

wherein said comparing unit is further configured to store the result data
q%ééwéﬁﬁ9§g@qe§hereby, and to send the input data to
the computing device, the computing device generating
result data based on the input data sent thereto by said
comparing unit; and

atestdata-generatingunit coupledtosaidcomparing
unit, adapted to be coupled to the computing device,
and configured to receive the result data from the
computing device, to generate test data that correspond
to the result data received thereby, and to send the
test data generated thereby to said comparing unit;

wherein said comparing unit is further configured
to recelive the test data sent thereto by said test
data-generating unit, to compare the test data received
thereby to the input data stored thereby, and to indicate
that the result data have been modified when it is
determined thereby that the test data are not identical
to the input data.
10. The data protection device as claimed in Claim 9,
wherein said comparing unit is further configured to

store the result data recelved by said test
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13 data-generating unit from the computing device when it is determined
thereby that the test data are identical to the input data. 1L. The data
protection device as claimed in Claim 9, 5 wherein said comparing unit is
further configured to generate a warning message, and to send the
warning message generated thereby to the computing device when it is
determined thereby that the test data are not identical to the input data,
the computing device 10 controlling a display device to show the warning

messags,; seatio-the computing deyicehy said comparing upit.. 12, The -,

data protection device as claimed in Claim 9, wherein Said comparing unit
isfartderconfigured toh promipt the computing elevicesto discard thie resultal
data 15 when it is determined thereby that the test data are not identical
to'the ti“‘nhp%t g4’ 13! &'data protection device as claimed in Claim 9,

the result data.genesated by the computing-device-being, assogiatedwith o |
Chinese characters, wherein the test 20 data generated by said test
datBgjenerating LhitePatia e formmpt pinyin, further configured to
generate a warning message, and to send the warning
message generated thereby to the computing device when
it is determined thereby that the test data are not
identical toe the input data, the computing device
controlling adisplay device to show the warning message
sent to the computing device by said comparing unit.
12. The data protection device as claimed in Claim 9,
wherein sald comparing unit is further configured to
prompt the computing device to discard the result data
when 1t is determined thereby that the test data are
not identical to the input data.
13. The data protection device as claimed in Claim 9,
the result data generated by the computing device being
associated with Chinese characters, wherein the test
data generated by sald test data-generating unit are

in the fcorm of pinyin.



