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i nvention FMHHEBEY to a content providing nmethod for provi dlmIH’mmmwmmmmto
a user of user equipnent by supplying contents to user equi pmeRfygid a
renote |location fromprovider facility i ch provides contents, and al so
relates to content providing facility ahd user equipnent 10 for reali zing
t he present nethod. BACKGROUND A ventk nal mail order retailing
usual |y uses a procedure where a élR@HT |l og i s produced and delivered
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normal magazi ne Thegpresgntinvention redates tad coricat providingansthod §0x ried to
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time Dbetween the production of the catal ogs and their delivery. In today's
10 for realizing the present method.

BACKGROUND ART
' Conilentional mail order retailing usually uses a procedure where a
printed catalog is produced and delivered to provide members with product
15 information, with the users then ordering their desired products by
telephone. For a large mail order retailer, there is a large amount of
product information, so that it is common for such printed catalogs to be as
thick and as heavy as a normal magazine. Further, because the product
information is usually updated little by little, it is necessary for a new
20 printed catalog to be produced and delivered at certain intervals. However,
the production and delivery of such catalogs incur a similar cost to the
publishing of a normal magazine.
For this reason, some mail order retailers have tried to have the
production and delivery costs of printed catalogs borne by consumers by
25 making users pay for the printed catalogs. However, making users pay for
printed catalogs has a high probability of discouraging potential customers,
so that there is the risk of limiting the market for the products.
There is also the problem that while short, it takes some time

between the production of the catalogs and their delivery. Intoday’s
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~  FQ4 3121 2 consuner society, conpanies need to quickly provide
consunefs with products (and/or services) that appropriately reflect the
tastes of B®M3BMHrs, so that the tine taken fromthe release of products
to the delivery of catalogs to consuners prevents conpanies from properly
satisfying this 5 need. It should be obvious that such tine-rel ated

probl ems could be solved if it were podsible to deliver a content, such as
a catal og, on demand using broadband communication where a | arge anount of
audi o and ¢omsyunemsacictacompanianaseditedjuckhi prowdeadnsbmers iveith
establ i shnment . of ?%ﬁﬂ 10 cq nhcations I, nf r ast ucbgre I S e¥pected to take
a | ong ti nRrodugts(and/ox seryices)that ApprQRTéataly eeflectaedastss of QomsUmersyoul d

still take r | i t el ent dnvention
was concei%ﬁ{l‘ﬁﬁﬁei&ﬁw E&%ﬂ%@ﬁé#@ﬁ% %&’39&@%@ t&b@@e‘,&{lﬁﬁw h‘?fs an obj ect
of providi t I4H t ' ui ckl
andpat I ow%gls%tg,% qgs&jm}/feﬁlllpﬁ%\é @ggtegt:r%tsc 6%‘ (g)'@%c?l ﬂri:gh} g@?ﬁgﬁggﬁ%ﬁgg&ﬁgqu?pmnt Y
for red i zhewl.t he present nethod DI SCLOSURE OF THE I NVENTION In order to
solve the stated problem the present invention provides 20 a content

provi di ng met hodt should beiobyious thatsuch tainetrel atedi prpbl emscould dbet ent

provi di ng apparatus a recordj ng nedium on which a content that , can be
r epr oduced® yeééé ttdveﬁe@owhke@ delivern gontent, such as gatalogy ansdemand
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I nformati Odht?%ah%éaﬂhhﬂﬁiﬁéﬂj af ﬁp%l? Eéd,%ﬁﬁ%iéémﬁsﬂrﬁeﬁﬁé?ﬁﬂéﬁ‘ce Wi th an

i nstruction fromthe content providing apparatus; a step o
push- d@ i veomnmnicitions irfeastrudtand icexpectedappaketadongt timeus dgeerifibl i ng

information to the
such infrastructure were to be established, it would still take longer for the
delivery costs to fall.
The present invention was conceived in view of the situation
described above, and has an object of providing a content providing
15 method that can provide content quickly and at low cost, as well as content

providing facility and user equipment for realizing the present method

DISCLOSURE OF THE INVENTION
In order to solve the stated problem, the present invention provides
20 a content providing method, comprising: a step of distributing from a
content providing apparatus a recording medium, on which a content that
can be reproduced by performing a specified process using specified usage-
enabling information is recorded, to a user; a step of determining in a
content control apparatus a schedule for distributing the usage-enabling
25 information to reception and reproduction equipment in accordance with an
instruction from the content providing apparatus; a step of push-delivering,
from the content control apparatus, the usage-enabling information to the
user equipment in accordance with the schedule; and a step of reproducing

in the user equipment the content from the recording medium using the



user ,e@lyi pment in accordance with the schedule; and a step of reproducing
in the er equi pnent the content fromthe recordi ng nediumusing the
FO0442/ 3121F®4084820e- enabl i ng i nformati on received via the push delivery. At
| east part of the content may be encrypted, and the usage- enabling

i nformati on may be key information that is required to restore the content
to a pre-encryption state. 5 Also, the éont ent may i nclude a program for
providing a user interface used by the user for using the content on the
user equi pusage-enablingirnformasidmeateived yiathaypush deliviegyi nf ormation is
preferably del i}(eied Vi@ﬁdﬁf onmmuni cati on network. In thhs case, the
usage- enabl i ng NhiGSHR Queptmaycbe gncrypted, pudihadisagery step in

progr am 1 ornaytife AForBtibocRay e WAL et AN BiteaSHEab R BT RiRCt o
net wor k. A?@?eﬁfﬁeg“?feﬁéﬂ& 6hWestk. i s preferably a packet communication

net wor K. onmmuni tat1 on network may be a nobile comunication 15

networls | n thisAtss¢he tonteptshay éhclvdeya ptegrahefot providage aanekl i ng
information may include: transmtting fromthe content providing apparatus
attribute intedfaoausedbygheiusgt figr ubingthercantenponrthewisen equspmentat t ri but es

to the content ntrol_. apparatus;, transmtting a request fromjthe content
control appar at U8 8 prefgeregdgpode, W%ﬁp@%ﬂgépkﬁn@tw i§ Heef@agb of the

20 transm tr.]. hu | ' r t Ki |.kyery of
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informati on to the user equipnent 1 n question. The present 1nvention
furtheao prelectteaiamadnt eAlsqthe icontentmabidancludeba control program ferep of

di stributing froma content providing apparatus a recordi,ng nmedium on
whi ch a cdmdng thnaxsetgqume@be@m@mcgge via the communication network.

The communication network is preferably a packet communication
network.
| Also, the communication network may be a mobile communication
15 network. In this case, the push delivery step for the usage-enabling
information may include: transmitting from the content providing apparatus
attribute information specifying the user equipment with desired attributes
to the content control apparatus; transmitting a request from the content
control apparatus to the mobile communication network, on the basis of the
20 transmitted attribute information, the request asking the delivery of the
usage-enabling information only to the specified user equipment; and
transferring from mobile communication network the usage-enabling
information to the user equipment in question.
The present invention further provides a content providing method,
25 comprising: a step of distributing from a content providing apparatus a
recording medium, on which a content that can be reproduced by
performing a specified process using specified usage-enabling information
is recorded, to a user; a step of transmitting from the content providing

apparatus to the content control apparatus, an instruction including



performng a specified process using specified usage-enabling information
IS recorded, to a user; a step of transmtting fromthe content providing
appar at us Fo4428d2tont ent control apparatus, an instruction including O
F0442/ 3121 4 information indicating a switch between whether or not a
distribution of the wusage-enabling infogrmation is permtted and

I nformation indicating a tine for perférm' ng the swtch; a step of
switching in the content control, gpparatus, at_ the tinme specified by and in
accor dancelRformation inddeating acsmﬁr g@@vm whesher aenebadistriptaon afifge
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of the usage-enabliing information is not permtted and there has been a
del i very reepeteed froomthéeontent prévidiagsapperatusybetween ovhethier wryndtethe
encrypted, and the usage- enabling information may be key information that
i s requi r edistgbutiongicthersagennabling mfarmasiosispeymitieds aadea step of i s
preferabl e that .durjng the sw t.chi.ng ste when the .deliver f the

usage- en abfle Makii: Jbﬁﬂlﬁpgﬁ-eﬁé‘bﬁeg lﬁg‘PW@ﬁQH ,Wﬁ%h&% F}FENFIY: Q_ittﬁﬁ USagEpar at us
mul ti cast Seadp {i]rﬁ]fbcr}ﬂa?{blf $erhfReadid tle}eCHastﬁFengé’ iﬂteﬁ%ri/ Eeqﬂé&h' bi t ed,
and on recei vin( e instruction, a user apparatus del'etes the

usage- enabfrong thée'hoénaid eejeofing ke dedivery 0fdhe AMhgdlenablimdinformatfsipry of
20 the user apparatus. In‘this case, the instruction may be nulticast via a
comuniQ at wiwenrdelivery . ofthe ysage emablmgemtfonmationds mat\pearasittedramd there
providing facjlity,. conprising:. distributing neans for distributing a
recordi ng h%?:ibﬁ‘“nﬁ\ aglelivgs @ﬁq&esg(ﬁi@ GWHEL- can be reproduced by performng

a specified procgpfeng part of the content may be encrypted, and the usage-
enabling information may be key information that is required to restore the
content to a pre-encryption state.

15 It is preferable that during the switching step, when the delivery of
the usage-enabling information is not permitted, the content control
apparatus multicasts an instruction that reproduction of the content is
prohibited, and on receiving the instruction, a user apparatus deletes the
usage-enabling information of the instructed content stored in a memory of

20 the user apparatus. In this case, the instruction may be multicast via a
communication network.

The present invention also provides content providing facility,
comprising: distributing means for distributing a recording medium, on
which a content that can be reproduced by performing a specified process

25 using specified usage-enabling information ﬁs recorded, to a user; schedule
determining means for determining a schedule for distributing the usage-
enabling information to user equipment; and delivery means for performing
a push delivery of the usage-enabling information to the user equipment in

accordance with the schedule determined by the schedule determining



25 using specified usage-enabling information is recorded, to a user;
schedul e determ ning neans for determning a schedule for distributing the
usage- enabBd442@12Inf ormati on to user equi prnent; and delivery neans for
perform ng a push delivery of the usage-enabling information to the user
equi pnent in accordance with the schedgle determ ned by the schedul e
determ ni ng F0442/ 3121 5 neans. PreferaBly, an apparatus in which the
distributing nmeans is provided and an apparatus in which the delivery
means i s pii@dllsled are | ocated apart fromeach other. 5 The present

i nvention al so ovid content providing, facility, ..conprisi.ng: .
di st'ri buting rregéf@\f?@ﬁﬁi@c PPN %I%W}Eglarta? I%Stﬁi’(yﬁtmﬂ ns%ﬁi%ﬂ'ﬁvéd‘é@nt ent
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gi ving an fBsi E&CH bfiert hat specifies a switch between 10 whether or not a
delivery of the usage-enabling information is permtted and specifies a
time for perfor rfl‘lmEtdmns\i\mv«:ﬂtioxswlstcnptmgdeeeoatémrprop@dihgrfa’dillity,at t he
time specified by the instruction, the switch between _ whether or not the
del i very ofompusingighistitibing geansdoratistsibutingaracerding madiavopoodance with

%ﬂinib{‘ﬁter dehidlta opfentiBat can bedrREP TR hY gk Sr?&%é%ﬁ%%%cﬂ?g@é‘e&%& ”?EL?Q
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i nformat | Oi'ﬁsirﬁcﬂﬁg RBAMR félegiv@ﬁ ahligkfulfdntRanspecifiels| &/ §itch@btorderd r om
the user. 20 The present inventTon al so provides user equipnent,

conpr i19i ngwhetteadirmmptreedelsvémy of thredusagecenaldimg information kepernitoediced by

performng a  specified process_using specified usage-enabling information,
t he cont eratl speeifigg ajame for psrfrming tilersw&m %ltﬁgngme@mtf%rbut ed by -

content performing, at the time specified by the instruction, the switch between
whether or not the delivery of the usage-enabling information is permitted
in accordance with the instruction; and means for delivering the usage-

15 enabling information when the delivery of the usage-enabling information
is permitted and there has been a delivery request from the user and
rejecting the delivery of the usage-enabling information when the delivery
of the usage-enabling information is not permitted and there has been a
delivery request from the user.

20 The present invention also provides user equipment, comprising:
reading means for reading contents that can be reproduced by performing a
specified process using specified usage-enabling information, the contents
having been recorded on a recording medium distributed by content
providing facility; storing means for storing initial state information for a

25 content in a memory after reproducing the content, out of the contents that
have been read by the reading means, that has not been subjected to the |
specified process; receiving means for receiving the usage-enabling
information from the content providing facility; updating means for

updating the state information stored in the memory by the storing means




providing facility; storing neans for storing initial state information for
a 25 content in a nenory after reproducing the content, out of the contents
t hat haveF@geniziead by the readi ng neans, that has not been subjected to
the specified process; receiving neans for receiving the usage-enabling

I nformation fromthe content providing facility; updating neans for
updating the state information stored if the menory by the storing neans
F0442/ 3121 6 in accordance with the information received by the receiving
means; andin aegerdanes withthennfoomatiepriseatvashby the neesiving meanss apskn

subj ected to t . specified 0 SJn I.n accordance with the state
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addition, by setting the sche IS possible to switch between whet her
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accesses to contents can be _controlled, which is effective when, for 20
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Key information (usage-enabling information) that is required for the

reproduction of an encrypted content is push delivered according to a

15 predetermined schedule, so that administrators at a content provider are
relieved of the burden of having to manage the distribution timing. In
addition, by setting the schedule, it is possible to switch between whether
the delivery of key information is permitted or prohibited, so that user
accesses to contents can be controlled, which is effective when, for

20 example, providing a content that is only available for a limited period,
such as a prize draw with a limited entry period. In the same way, by
specifying attribute information of terminals that are permitted to receive
the key information, it is also possible to control the delivery of content for
which access by certain users, such as underage users, should be prohibited.

25
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an overall configuration of a content providing system

1 according to a first embodiment of the present invention.

FIG. 2 is a conceptual diagram showing one example of the



the key information, it is also possible to control the delivery of content
for which access by certain users, such as underage users, should be

pr ohi bi t edF0428/3BR EF DESCRI PTI ON OF THE DRAW NGS FI G 1 shows an overal
configuration of a content providing system | according to a first

enbodi nent of the present invention. FIG 2 is a conceptual diagram show ng
one exanpl e of the F0442/3121 7 configuﬁation of contents that are provided
by the content providing system 1 according to the first enbodiment. FIG
3 is a concepfigarattimegf eontanssihat areprovidedbytthe agmtent prowidigng systers of
control request t.ables T | and T2 .that are provided to a 5 content control

a]E)par atus 1 rSRPEIINgHOLhE fjﬂ)ﬁsé9m‘wdmﬁﬂ5ar atus with respect to the colntrol
t ent j . t ' ty: [ . F ' t

Gi agr am show ng i ik satsphia] i fERAH FHHing oXimfles e o1

schedul e Téo@ﬁguﬁatmtépéoﬁtﬁgi ?q-gésﬁ ﬂ?dlg@"lel aR@ D LthdtVar BRoGRIE SRS acont rol

apparatus w respect to t ontrol o 10 contents according to the

first eyrbochmeent cohtrel apparatas ftomeheoitenb provigliag fApparatusanithnéspecpr ocess
in the content control apparatus according to the first enbodinent. FIG 6

is a flowtaatite eontwdhof eontents accardieg poitbe fpsbembodimenbe content control
appar at us accorlc:il%%? 0 the first epbodi nent and a second 12 enbodi nent of
the invention. - 4 1§ 3 CONCERNAh SHASABANAY BN L TAMBlE 0h the data

o' & conco BRG] 88 BoRET 5o BCAR T %P s RBo bl TRINERR Contents
zocor . 3, SBeJ ol e CoNTIRTRD i it esteld @b mt gy o no L1
of t helqcontemtents acdarding to the first embodiment.
FIG. 5 is a flowchart showing a flow of an update process in the
content control apparatus according to the first embodiment.
FIG. 6 is a flowchart showing a flow of a response process in the
content control apparatus according to the first embodiment and a second

15 embodiment of the invention.

FIG. 7 is a flowchart showing a flow of a control information
generating process according to the first embodiment.

FIG. 8 is a conceptual diagram showing examples of the initial
states of contents according to the first embodiment.

20 FIG. 9 is a block diagram showing the configuration of an essential
part of a video game console that forms part of the content providing
system 1 according to the first embodiment.

FIG. 10 is a flowchart showing a flow of an activation process of a
terminal apparatus according to the first and second embodiments.

25 FIG. 11 is a flowchart showing a flow of a push reception process in
a terminal apparatus according to the first and second embodiments.

FIG. 12 is a flowchart showing a flow of a content utilizing process
in a terminal apparatus according to the first and second embodiments.

FIG. 13 is a representation of a user interface that is provided by the



system 1 according to the first enbodinent. FIG 10 is a flowhart show ng
a flow of an activation process of a termnal apparatus according to the
first and BEd2AtRlenbodi nents. 25 FIG 11 is a flowhart showing a flow of a
push reception process in a termnal apparatus according to the first and
second enbodi nents. FIG 12 is a flowhart showing a flow of a content
utilizing process in a termnal apparagus according to the first and
second enbodi nents. | FIG 13 is a representation of a user interface that

i s provi degprignt peoviding sy3tem & acearding tor dig drstgnehedienent. according to the

brovtdea by e FCo it ot eh G e 55 o ingady the '
oVl _ ! . . ©

" oyst om £UTER arovjaRY Sy o) HBorid i Als RlnBadtGy O Bptual

di agram showi ng Eee BX3ROWR 4 ovdlall 5&%@@% aﬁg%n‘f&mmﬁgg t are

provi ded by the content providing syste according to nd

enbodi entsystdr®2 dacarding totdsepecmid eidtardimesttowi ng one exanpl e of data 10
configuration of a control request table T5 that is provided to a content

contro: a]E)par a: lEItG.rlﬁrisaagqncwmafﬁﬁgmmghawma@paseﬁﬂmgllaaeﬁ??t hto t he
exampl s OTHETALArTGepienhhas Aré PEOYIEG: bY Sieneanicat PEOYIding Sesier
table T7 t . control 15 apparatus with respect
to the con??%?&rgsnggﬁﬁgfgg%%&;g?@%%ﬁ he second enbodi ment, as well as
one exanpl e of AR 1P A Géﬁéée;\h,t\gel Blagtin? SROWiNE bneRiamSe g Sutascr | ber

information table T8 in a gat ser rms part™ o same

conteno provafifurgtionsifearcéntrbl equiddtitable TS5 chathisrprovided tgaadrtem of an
update process of the 20 content control apparatus according to the second
enbodi mentcontrol apparatus from a content providing apparatus with respect to the

control of contents according to the second embodiment.
FIG. 18 shows examples of data configurations of a control
schedule T6 and a control table T7 that are obeyed by the content control

15 apparatus with respect to the control of contents according to the second
embodiment, as well as one example of data configuration of an essential
part of a subscriber information table T8 in a gateway server that forms part
of the same content providing system 2.

FIG. 19 is a flowchart showing a flow of an update process of the

20 content control apparatus according to the second embodiment.

FIG. 20 is a flowchart showing a flow of a control information
generating process according to the second embodiment.

FIG. 21 is a conceptual diagram showing one example of the initial
states of contents according to the second embodiment.

25 FIG. 22 is a block diagram showing the configuration of an
essential part of a set-top box that forms part of the content providing
system 2 according to the second embodiment.

FIG. 23 is a block diagram showing the configuration of an

essential part of a mobile information terminal that forms part of the



FIG 20 is a flowhart showing a flow of a control information generating
process according to the second enbodinent. FIG 21 is a conceptual diagram
showi ng onEB04&2&anpl e of the initial states of contents according to the
second enbodinent. 25 FIG 22 is a block diagram showi ng the configuration
of an essential part of a set-top box that forns part of the content
providing system 2 according to the sefond enbodinent. FIG 23 is a bl ock
di agram showi ng the configuration of an essential part of a nobile

i nf or mat i oRORENEPRAYiIdiRGSY$tem2 aeeording tm&xeF@ch@mbogimmm ent providing

system 2 accordi t he nd e odi men 24 is a flowchart_ show ng
a flow of an act tf% ﬂsﬁ%&émﬁfs QWInNg, EWO ﬁﬂaﬂ‘%{’c‘fﬁlqrhﬁ’foqf@srﬁf %art of
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provi di ng %ﬁrgm%t@gféngé@dm élﬁbbﬂ?m%‘ﬁ@ond enbodinent. FIG 26 shows an

overal I configuration of content providing system3 according to a

modi figation of FI®. 15 issa repieseataivh effaademintesfaceproviddd by theconcept ual
di agram showi ng one exanple of the 10 configuration of contents that are

provi ded bgonteat preniding pysiem? ragceydingto theaserond embodimbat.nodi fi cat i on.
conf i qur at i on of P CHnERONS AERRTATk GO BETERIaTROT A BHtet BED IHDE cont ent
cont ol SPEEH AT GBI SRR A SeI0A TRIREFRGhR, L 1
o oS 0 O oSyt g shabsgncopiapienl Bt
proced$ icomfigwrationaof equtentst that accprdv@;dtbytlﬁm conténtipraviding system
3 according to the modification.
FIG. 28 is a conceptual diagram showing one example of the data
configuration of a control request table T9 that is provided to a content
control apparatus from a content providing apparatus with respect to the
15 control of contents according to the modification.
FIG. 29 is a conceptual diagram showing examples of the initial
states of contents in the modification.
FIG. 30 is a flowchart showing a flow of a content utilizing process
in a terminal apparatus according to the modification.
20 FIG. 31 shows another example configuration of user equipment.

FIG. 32 shows another example configuration of user equipment.

BEST MODE FOR CARRYING OUT THE INVENTION
The following describes embodiments of the present invention with
25 reference to the attached drawings. It should be noted that parts that are

common to each drawing have been given the same reference numerals.

A. First Embodiment

A-1 Configuration



20 FIG 31 shows anot her exanple configuration of user equipnent. FIG 32
shows anot her exanple configuration of user equi pnment. BEST MODE FOR

CARRYI NG Cefi4738iE21 NVENTI ON The fol |l ow ng descri bes enbodi nents of the
present invention with 25 reference to the attached drawi ngs. It should be
noted that parts that are comon to each draw ng have been given the sane
reference nunerals. A First Enbodi mentl0 A-1 Configuration F0442/3121 10
FIG 1 shows an overall configuration of a content providing system 1
according to a fFiGt] shbodiamsonerall adrdigurasion of acenténtrproAsdaipsystem t he
drawi ng, the content providing system 1 includes, a content praqviding

appar at us trceardingto & rst esabedigagnted: the preseat yomansian.pr 4w showynadppar at us
5 CP 12 that provuides a content C.12: a dupli.cation/deliyery center DDS for
dupl | cat | HGCATARIBEMAC ARG FrY 0L AT 1By EoRBIEAE POSRIME ad- onl y
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Nerror¥) DR P dhbebroiseh kbt Rt oRIBIN apflrdus, .

cont ents pr@pildithat pipddas dsontéint C12aaduplicaticideliVetetenter DDS fsr

contents to users; the Internet INET to which the content providing

appar at us diflicatinganeeerdéng naediom Mhi(sechnas al CEpROM (SoftgiacttDisk i s

connected to the Internet |NET and the content providi nﬂ apparatus CP 12
t

and cont r&%admlﬂsﬁl‘?@l@ﬁ}’)dﬂ DY DLRQM cRrgisak Versatile DiskiReadtOnlyeT: a
t 1 that | . the | t,, | NET; bi | 15
packer corHETHey: Bha MReRIR-GRIVA FEK) USRS IBFES hheoreliner | NeT
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mobi | 6 padiioy esk B XRE cOfert prdy IRl Fpir TP LL AN CRIBRIES Y ot s
conneqped delivieting iy tentehen® Werd; divdlmemdtdNET aotwhich ther¢oneing st ored

on the recording nmediumM and a television receiver TV that is 20
connect ed providiagwappswatsrEPt bas oornaded; a content control apparatus CC1
that is connected to the Internet INET and the content providing apparatus
CP12 and controls the usage of distributed content via the Internet INET; a
gateway server GWSI that is connected to the Internet INET; a mobile
15 packet communication network MPN that is connected to the Internet
INET via the gateway server GWS1; a mobile phone MS1 that is served by
the mobile packet communication network MPN; a video game console
GM that is connected to the mobile phone MS1 and can read contents that
are stored on the recording medium M; and a television receiver TV that is
20 connected to the video game console GM.

It should be noted that the mobile phone MS1, the mobile packet
communication network MPN, and the gateway server GWS1 are all
constituting elements of a conventional communication system where the
WWW (World Wide Web) can be used via the mobile phone MS1, so that

25 out of the functions of these devices, the following explanation only
describes the functions that are directly related to the present invention.
The Internet INET is also well known, so that an explanation of such has
been omitted.

The following describes the functions of the various components,



It should be noted that the nobile phone M5 1, the nobil e packet

communi cation network MPN, and the gateway server GA5 1 are all
consti tuti Fgg4eBertent s of a conventional communication system where the WW
(Wrld Wde Web) can be used via the nobile phone M5 1, so that 25 out of
the functions of these devices, the follow ng explanation only describes
the functions that are directly rel at edlko the present invention. The
Internet INET is also well known, so that an explanation of such has been
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comuni cate W content control apparatus

MS 1 and apﬂd/glrammrcaubmgetﬁ@c@eop%mewﬂsole GMné@mhursienteewith tHy usi ng

this Ul program the contents Cl1 or Cl2 or another arbitrary content can
be used. TontenhcentrobapparatugyCihhuiathesmobileiphane MS12mi 2 iaset uses
10 that are rrzna ed by different content proyiders, and_each apparatus is

conposed JRIGHHAGH)RIREFYM R the spatantyhe Bionsiag this $/1 pragrampthe at uses
CP 11 d | | t ' t ' t ti f
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CP12 t10 t thatlard imaatged byedifferent content pEbFidets, arek each appaidias dgont ent
provi di ng apparatuses CP1l and CP12 may produce master ROMs that are
passed oveomposaskotianordinarycoseputes sysiesnt el hepms)tent providingt ent

providing a%pppa%erlt%tsgss ‘accf’lcfpgr}d mffelszpeg%%ei; 8Bc§,rrgté according to the

instructions of an administrator so that the duplication/delivery center DDS
is requested to deliver of a content desired by the administrator. Any

15 method may be used to transfer contents from the content providing
apparatuses CP11 and CP12 to the duplication/delivery center DDS. As
examples, the content providing apparatuses CP11 and CP12 may produce
master CD-ROMs that are passed over to the duplication/delivery center
DDS, or the content providing apparatuses CP11 and CP12 may transmit

20 the desired contents to the duplication/delivery center DDS via a
communication network such as a dedicated line or a public network.

Out of the contents shown in FIG. 2, the contents with the content

IDs (a content ID being information for exclusively identifying a content)
1_3,1_4, and 2_2 are information whose usage is permitted or prohibited

25 according to a schedule that is determined in advance, and are encrypted by
the content providing apparatuses CP11 or CP12 using unique keys.
Initial state information showing an initial state (whether a key is necessary,
etc.) of each content and the communication program mentioned earlier are

included in unencrypted contents (in the present embodiment, the first



20 the desired contents to the duplication/delivery center DDS via a
communi cation network such as a dedicated line or a public network. Qut of
the contenF&48882In in FIG 2, the contents with the content I1Ds (a content
1D being information for exclusively identifying a content) 1 3, 1 4, and
2 2 are informati on whose usage is permtted or prohibited 25 according to
a schedule that is determned in advanc® and are encrypted by the content
provi di ng apparatuses CP11 or CP12 using unique keys. Initial state

i nf or mat i oeORMEBIN)NaNdArE prssed oventacthelaphieatian ivesycentersBDS etc.) of
each cont entg&@;\d thtBntflormuni cation program nentioned earlier are included

i n unencr y{% ; TowitBhe encrypied ‘H?IngFﬁ- elnbodi men';; the first F0442/3121 12
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usage of t contents passed 5 over to the center DDS.

It showl d deemtotthe dupdication/delieeny eastet DDSentlit shouldbeawitdthagdnt r ol
apparatus CC 1 and the content providing apparatus CP11 are |ocated far
apart fronthequesentiavention; the content contral tappacatvgi OG 1agnuhthe centeritl
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FIG 3, the data_ configuration of a control request table Ti that is
suppl i ed floeatedrdosete eaeh ofhery saithat thepeentent popviding @ppatatusCBA2 cont r ol
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even when the devices are close to one another, it is still possible for this
requesting to be performed via a communication network.

15 The following describes, with reference to FIG. 3, the data
configuration of a control request table T1 that is supplied from the content
providing apparatus CP11 to the content control apparatus CC1 when a
request is made, and that of a control request table T2 that is supplied from
the content providing apparatus CP12 to the content control apparatus CCl1

20 when arequest is made. As shown in the drawing, each record in the
control request tables T1 and T2 can include, for example, a content ID, a
switch time at which the state of the corresponding content switches
between usage permitted and usage prohibited, a post-switching state that
shows whether usage is permitted or prohibited for the content after

25 switching, a corresponding content key, and a notification method to be
used when notifying the user as to whether usage of the content is
permitted. This notification is performed by either a push-type delivery
method where the content provider automatically provides the user with

information or a pull-type delivery method where information is delivered



the content providing apparatus CP 12 to the content control apparatus CC 1
20 when a request is made. As shown in the drawi ng, each record in the
control reBw@aB312lbles T1 and T2 can include, for exanple, a content ID, a
switch time at which the state of the corresponding content sw tches

bet ween usage permtted and usage prohibited, a post-switching state that
shows whet her usage is permtted or pro}ﬁ bited for the content after 25

swi tching, a corresponding content key, and_a notification nmethod to be
used when Hbresppnag te mauses sequesti(theseomeshods argerespectivelioraferted to
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avoi d having 'unnecessa led to the content control

appar atus regords fémheontentsfur whivh comgobippaottegqrredn the eontroPrégquest not
include 5 records for contents for which control is not required in the

control reigbdes Tltans €2 that theacortenhproviding apparatupes Gl lngnd §R1 2t uses CP
11 and CP 12 roviéﬁg to the content cont (r)éé,1 apparatus CC |. The content
control appfVatgdo EOP?IEGRH@@PW%WS ilnary conputer system and

oper at es based [ ' e
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request tables Ti_ and T2, and contraols the usage of the_ 15 distributed
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control table T4, examples of which are shown in FIG. 4, based on the
received control request tables T1 and T2, and controls the usage of the
15 distributed contents in accordance with the generated control schedule T3
and control table T4. The content control apparatus CC1 also has proxy
functions for performing mail order retailing or conducting a prize draw for
a content providing apparatus CP11 or CP12, with the content control
apparatus CC1 using these functions when requested by the content
20 providing apparatus CP11 or CP12. Such proxy functions are already
well known.
As shown in FIG. 4, each record in the control schedule T3 includes
a content ID, a switch time, a post-switching state, and a notification
method. The records in the control schedule T3 are sorted in order of the
25 switch times, with this order being maintained whenever a new record is
added. By doing so, the process (described later) that updates the “present
state” of each content in the control table T4 as time passes becomes easier.
In addition to the present states mentioned above, each record in the

control table T4 includes, for each content, a content ID, a present state



a content providing apparatus CP 11 or CP 12, wth the content control
apparatus CC 1 using these functions when requested by the content 20

provi di ng BE@@aBa2lus CP 11 or CP 12. Such proxy functions are already well
known. As shown in FIG 4, each record in the control schedule T3 includes
a content ID, a switch tine, a post-switching state, and a notification

met hod. The records in the control schelfule T3 are sorted in order of the
25 switch times, with this order being maintai ned whenever a new record is
added. By ﬂmwglg@prcmtmsag@ﬁat@d@;dgemmrm enyl a kay. ufheat @resemnt " present

caci or . | ralE drmatdneRides B it it 1ablen THHARd | 5 &sRmBlisr o i n
Stat o Poadd) WHSGh S ShORA HERG, ok AR uE R ine Pt EOMEBLndtied Pina

key. The "pLe&ET antt B Sfe 8bfteniPohit®l dppdrdtls (e 1RH IR pfRenestaregb! es
%g‘ﬁ Rown ﬁlﬂg 3, F]at

Ti and T2, exanples o are s sot on recelving the

cont r ol5 r egfiere cortahtsesubjectddoléontrbetcaftisage peotiibdteddpitareninighe"Cl set s
the present states 5 of the contents subjected to control to a "usage
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received control request tables Ti T2 to the contro 3 and

t he camx r ain pesskessida.oftheontrol scheduletTd bndppeomtrobtdble T4/the dvagent
function for 15 automatical ly perform ng an update process for the present
states i n eqmrolapparatust@lleadds eaduaf the roords iathe seerived sontralor nat i on

push request tables T1 and T2 to the control schedule T3 and the control table
T4.

The content control apparatus CC1 also has a function for
15 automatically performing an update process for the present states in the
control table T4 shown in FIG. 5 and a control information push
transmission process.
The content control apparatus CC1 continuously measures the
present time and whenever the present time measured by this timekeeping
20  process reaches any of the switch times of the records in the control
schedule T3 (“Yes” in step SA1 of FIG. 5), the content control apparatus
- CC1 performs the update process described below.
In more detail, the content control apparatus CC1 updates the
present state corresponding to the content ID of the appropriate record in
25 the control table T4 to the post-switching state shown in the appropriate
record in the control schedule T3 (step SA2). The content control
apparatus CC1 also performs a process in accordance with the notification
method of the appropriate record (steps SA3 to SA5). When the
notification method is “push” (SA3: YES), the content control apparatus



transm ssion process. The content control apparatus CC 1 continuously
nmeasures the present tine and whenever the present tine neasured by this
t i mekeepi nB0442@11r ocess reaches any of the switch tines of the records in
the control schedule T3 ("Yes" in step SAl of FIG 5), the content control
apparatus CC 1 perforns the update process described below. In nore
detail, the content control apparatus @1 updates the present state
correspondl to the content ID of the appropriate record in 25 the
control t aﬁﬁgl performs laccqrisel- nformation gerwratlgnq!mcess (descaedoir datail
record in the control schedule T3 ( The co nt control__apparatus
CCl al so ¢rarmr§rderp%geaeraﬁ¢lcaetr@i ﬁerénwwthﬁemﬁﬁif siagontant IR dod of
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mul ticast the generated control information in a push format. It should be
noted 5 t hzmmlttbealbaf elmm(ﬂnle/phomMSﬂlam thef mobtileopadkat comhmiurdsatiog

el ectronic k sﬁ_]nte nobi | e phones M5 1 on the nobile packet
conmuni cat’ilQiWor M&tﬁkﬂm OXMits h forrrat I n the processing shovvn in
FIG 5, when th | | SA3:  NO
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cont rol appa ornB e respons hown 6 in

responge timekeeping r@pemgonrlgcmep&&pr control information received froma
term nal apparatus (such as the video game console GM and the nobile 15

phone Ms1). Thi Fargach ofdthe dantents stored imthe controhtahladf4,ithe comtent

control apparatus CC1 performs the response process shown in FIG. 6 in

response to a transmission request for control information received from a
terminal apparatus (such as the video game console GM and the mobile

15 phone MS1). This is to say, for at least one content that has been
indicated in a request from a terminal apparatus, the content control
apparatus CCl refers to the control table T4 and performs a control
information generating process (step SB1 in FIG. 6), generates
transmission data in which one or more items of control information that

20 have been generated are gathered together (step SB2), and sends the
transmission data as a response to the terminal apparatus that sent the
request (step SB3). It should be noted that the control information is not
transmitted in its original form and transmission information is instead
generated and transmitted since doing so reduces the communication

25 overheads when a plurality of content IDs are indicated by a single request.

The following describes the control information generating process

performed by the content control apparatus CC1. In the control
information generating process, the content control apparatus CCl1 first

refers to the control table T4 and specifies the present state corresponding



indicated in a request froma term nal apparatus, the content control
apparatus CC 1 refers to the control table T4 and perforns a control

i nf or mat i oRO4geneziati ng process (step SB 1 in FIG 6), generates

transm ssion data in which one or nore itens of control information that
20 have been generated are gathered together (step SB2), and sends the
transmi ssion data as a response to the Yermnal apparatus that sent the
request (step SB3). It should be noted that the control information is not
transmitt etd agontentdD fprmahichothe prasent amserhas reachad theswiteh time st ead
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refers to the“control tab and speci e present state

cor r esgondinfori@iéan/indRlidg the keyqandedlso the tonteilhahl presesestatd), ™ has
reached the switch tinme in the processing in FIG 5 or a content I’'D t hat

has been swhdefwhen the ptesenpstatedsi‘ngageprolGbited!sthepcantentcont@] 7). Wen
the present state | "usage permtted", the content contraol apparatus CC 1
gener at es DAABIS GOl generatesGontHel Wgﬂﬁgatlﬂ@ tﬁetyg@amoam@udﬁea Ket ent 1D
and prese t. ) [ as | S, US rapi Qi ted",

t he cont e%@&ﬁ%ﬁiﬁ“ %g&ﬁsg&@?@hﬁ)%@ﬁ%&@ %ﬁ@r@eﬁﬁ% ngﬁl t hat does
not include a k ( | e(ﬁetpi tate)
(steps SC2 to SaI)G %{%l b@@ﬁ%%&%’ﬁ%%’&mﬁ?%%h‘?ﬁ%%ﬁ@%t e |cr¥l|S tial
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delivered to users by the duplication/delivery center DDS. As descri bed
above, t héheslupligationddelivenyreantex DIASi s Andeseribed abowe, thesimitigl state ent

Shoun i n GHESEREPAGS indiided if EhETcadifecaniety Fat 15ROt STEFEPAdIE o1 cach
content ang:Sn&OWRATAE cBntéht IDs 1_1and 2_1). As shown in the drawing, the
initial state information is provided for each content and is composed of a
15 content ID, a key necessity, and a key. It should be noted that in FIG. 8,
the symbol “-“ is used in the key fields of the contents that do not need a
key to show that a key is unnecessary. Though described in more detail
later, the information in this drawing is read from the recording medium M
into the video game console GM and is stored in the video game console
20 GM in the same format as in the drawing. '
FIG. 9 is a block diagram showing the configuration of the main
part of the video game console GM. As shown in the drawing, the video
game console GM includes a CPU (Central Processing Unit) 11 that
performs various computational processes and control processes; a volatile
25 memory 12 that is used by the CPU 11 as a work memory; a nonvolatile
memory 13 that is used to store programs that are executed by the CPU 11,
various kinds of data, etc.; an output interface 14 that outputs image and
audio signals to the television receiver TV; a communication interface 15

for communicating with the mobile phone MS1; a disk drive 16 for reading



15 content ID, a key necessity, and a key. It should be noted that in FIG

8, the synbol "-" is used in the key fields of the contents that do not
need a kejo44@/3shlow t hat a key is unnecessary. Though described in nore
detail later, the information in this drawing is read fromthe recording

medium M into the video gane console GMand is stored in the video gane
console 20 GMin the sane format as in the drawi ng. FIG 9 is a block

di agram showi ng the configuration of the main part of the video gane
consol e GMlatasfrenvae¢ordimg npdivnn Yl thatchas been sghmndcam operat@n vt udes a
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recordi ng nmedium M that has been set; and an operation unit 17 for
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NerrDr y) . ERAPRONO g@ﬁ%f@lﬁemgeﬁp_ ot she gomlaile Gertan) Tasho ke
are appro : g e nenories an
13 are nolt%#tlaﬁrﬁ??éﬁé?gpfﬁ%@gd&@mgﬂv@‘@ggééﬁégpgﬁ%ﬁ clear fromthe

fol | owi ng expl a%bﬁ&hetﬁéeﬁ%faﬁ% 8bhiS1e"GMPWitH $hé E@Hfigurﬂ%n%s%ri'lﬂ'é@r y
that does not have a rewitable part. Wien the video ganme console GMw th
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M havi ng been set in _the disk_ drive 16, the CPU 11 reads_ the |eading
content (idriyails, these€Plhd 1gends the legading woatemintinthis ease the eontent

re)e(gglrjfl Ieg gtﬁﬁgﬁwﬁ%&tﬁﬁiﬂb 2’3& ear(fj:corC 1rr]1tge1?1tedidﬂ]1 and (ljlgééa {lllé réapc? cPu 11
content. In more detail, the CPU 11 executes the communication program
in the leading content and so becomes able to communicate with the

15 content control apparatus CC1 via the mobile phone MS1 and executes the
U/I program and so provides a user interface.

The video game console GM also has a function for executing the
activation process shown in FIG. 10, the push reception process shown in
FIG. 11, and the content using process shown in FIG. 12.

20 First, on being activated with a recording medium M having been
set in the disk drive 16, the video game console GM performs the
activation process. This is to say, if the initial state information of the
contents on the recording medium M have not been copied into a
predetermined region of the nonvolatile memory 13, the CPU 11 reads the

25 initial state information from the recording medium M and stores the initial
state information in the nonvolatile memory 13 (steps SD1 to SD2 in FIG.
10).

Next, the CPU 11 searches, based on the initial state information

written in the nonvolatile memory 13 (see FIG. 8, hereafter this information



in the | eading content and so becones able to comunicate with the 15
content control apparatus CCl via the nobile phone M51 and executes the

U | prograh@4d®@1Zo provides a user interface. The video ganme console GM

al so has a function for executing the activation process shown in FIG 10,
the push reception process shown in FIG 11, and the content using process
showmn in FIG 12. 20 First, on being acty vated with a recording nmediumM
having been set in the di sk drive 16, the video me consol e GM perforns
the acti vistederred e 88 skeyrinformation: )ay“or jafcarient &w |raqu1:.rcataek¢yﬁt@uheat i on
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t he nonvol Benvalatiksmeym Hibased onctherespanseto dnsgtequesh&tqmsm to

the content, ¢

requests, n|c ti.on.interface ont r ol

appar at us @%i inf)oléfﬁs %dﬁttbSIPrleﬁ?%trWPaHngnE(W %%BSHH?FF&L tg‘et hi s
content, L] ry 13
based on tqﬁebgdq%gnggﬁé(ﬁ% Mtfég%&%gﬁ{pﬂ {el%)égﬁgtglrif%?ng%ﬁ ﬁiaﬁtlgtsﬁ%&%rds
in the prq%@ahaﬂsfh@ctheﬂaﬁest MfinmRtion, aoathat thde i¥ inERcAR G GRa§EtdM tries
to update the state information that 'is stored internally to the |atest

i nf or i@k i operfeom ahatpdatbrgprecess. need for the user to 10 perform an
updati ng process.. Also, on receiving, via the comunication interface 15,

data that has HblsR, PRAREGIVIRGAVIRLOS CATRRIUMCatiaN dnterfage: h’a’»odata abi deo
game ConS%as been transmitted according to the push method, the video game console

GM performs the push reception process. In other words, when the
received information is control information, the CPU 11 updates the key

15 information in the nonvolatile memory 13 based on the received control
information, generates information for informing the user, via the television
receiver TV, that the key information has been updated based on the control
information, and supplies the generated information from the output
interface 14 to the television receiver TV (step SE1 to SE3 in FIG. 11).

20 When an instruction for using a content has been inputted from the
operation unit 17, the video game console GM performs the content using
process. In other words, when the content indicated by the instruction is a
content that requires a key and the key in question is stored in the
nonvolatile memory 13, the CPU 11 uses the key in question to remove the

25 encryption of the content, and performs a process in accordance with the
inputted instruction (steps SF1, SF2, SF5, SF6 in FIG. 12).

When the content indicated by the instruction is a content that
requires a key and the key in question is not stored in the nonvolatile

memory 13, the CPU 11 requests the content control apparatus CC1 to



GM perforns the push reception process. In other words, when the received
i nformation is control information, the CPU 11 updates the key 15

i nf or mat i orRO440/3tde nonvol atil e nmenory 13 based on the received control

i nformation, generates information for informng the user, via the
television receiver TV, that the key information has been updated based on
the control information, and supplies the generated information fromthe
output interface 14 to the television receiver TV (step SE1 to SE3 in FIG
11). 20 Wtransmit thet cantrolomformatienrapreespomding todbe woatentripugquestionom t he

operation unit 17, the video game conso| e, GM perforns, the confent using
process. |updaﬂ%ﬁhm&mmlnH@@@nvelﬁtllﬁﬁmm&d%ba&qdeon ﬁg@ruct ionis a

ronvorati | Ersponse o Histeibbenand; Mhetithe ApmtepriaiS keshRofedts  enove the 25
. que . "

Chout Led 1 sSocsulbpBbEfthed HiBoRtEXYh: BEER WripR ACFGI AR ColAIR e

cont ents i nfliegadBdl B), uses thekey Y6 reAibvesthiR Eityptiont dfthe d@fteht &8 a key and

the key in question'is not stored in the nonvolatile menory 13, the CPU 11
request s tgeestion,eamd performs agmoeess irs a0®ranceRphzha iaputtedt r ansnit t he

o or wmt | OMSECEIS oS B b iory Shoubd Beawased thl WhebBadee o pars -
Cunen the' Nispehslity GR PR B ChP I TibetRBnES o AR R SndfnE BEC e
key 10 renpyg %th%ﬁ[é’\ﬂ%%&{‘ﬁ}éé:%}&é}ervogiﬁﬂhe'iﬁdidi?&f"c?ﬂfbnt%glg%?geor me a

process in actordance wt nputté I nstruction (steps to SF6). It

shoul dijbe wsidandmippMestheeneeatedsinfiotmation fessi thie! outpot inteefhcet ¢ CPU 11
generates information for informng the wuser, via the television receiver

TV, that ttectherf¢levdsion eseivartT ¥astep SFd)10 used, and supplies the

generated | nfor eLhon. QIR LNS M BHlnd BLELhPSSbohiniche S LSSl > O
phone MS1 has a function for informing the video game console GM
whenever electronic mail is received. On being informed in this way, the

15 video game console GM performs the process in step SE1 shown in FIG.
11 in accordance with the content of the received mail. The content
control apparatus CCl is capable of providing a connection service to the
Internet, with users using this service via the mobile phone MS1 so that the
video game console GM requests and obtains the control information.

20 This is possible since the communication program recorded on the
recording medium M supports HTTP (HyperText Transfer Protocol) or a
communication protocol that is compatible with HTTP and the U/I program
supports a browser function that accesses pages written using HTML
(HyperText Markup Language) or a descriptive language that is compatible

25 with HTML. - It should be noted that the electronic mail received by the
mobile phone MS1 is transferred over the Internet INET using SMTP
(Simple Mail Transfer Protocol), has been subjected to a protocol
conversion by the gateway server GWS1, and is transferred using HTTP

format on the mobile packet communication network MPN.



Wth the configuration of the present enbodinent, the nobile phone M5 1
has a function for inform ng the video gane console GM whenever electronic
mai |l is rep@i4eBizl On being informed in this way, the 15 video game consol e
GM perforns the process in step SE1 shown in FIG 11 in accordance with
the content of the received mail. The content control apparatus CC 1 is
capabl e of providing a connection servide to the Internet, with users
using this service via the nobile phone M5 1 so that the video gane
console GM requests and obtains the control information. 20 This is

possi bl e singe_the ni gati on programrecorded on the recording nedium
M supportséﬂ@@iﬁﬁwansfer Protocol) or a conmunication protocol
that i t TP. { b
Functi on ¢ hat . acvext e falldbifR eschbes onB okaible o BE msietigl B FES
Language) Ot egﬁ@@%ﬂﬁﬁéﬁ? \bﬁﬂ%?&%nké%f)thé a‘&%’ﬂ 'd%hé‘vﬁés EH thEM-. It

shoul d be gl ectroni c nai recelve |'e "phone M5 1

i s transf efglRsvianeexdmpld opéeration, Itlliﬁonﬁemgcms’asdxﬁnwltémmaﬁl dRgELT
Protocol ), has been subjected to a protocol conversion by the gateway

server G\/\B:atalaglmd the conteing G&Ilsmsmgned‘n‘cpbefa)prme qnnzt hd heotsdordmag k et
communi cati on, network MPN. [FO 42/3 (Exla |.e Operation Next, the
fol | owi ng AEGRIMMSIS AESUBESHO) bam alteadyne present

xanpl 6 oper at| dirdh ﬁteeﬁ%%tseeﬁﬁ ﬁlﬂ i totf@@%iﬂl?%@ﬁﬁ“l §Pin o gl apels L2 o
o aeat Cghtb?lggvg% een | St riout eg%CﬁV&E%SZﬁleqw&O gﬁlﬁer&ﬁﬁb W dl um M

i s assune al ready. First e user sets’t

recor diong thratltherinitiabstabeinfosmadionv@et¢ FIG. 8)tieeovded ongherrecordivige GIVI and
activates the video ganme console GV so 10 that the initial state
i nf or mat i anediyn Mu&st@)e drisdbedqanwatileemesaorl 3 @fithaivideMgamet ored in

the nonVo'caotr{slo e GMY {sYe S]Sfl to@Dﬁll eﬁl(?%, and selection options for the

content C11 and content C12 are presented on the television receiver TV.
When the user operates the video game console GM and selects the content
15 C11 at this point, the screen a, which is shown as an example display in
FIG. 13, is displayed on the television receiver TV. It should be noted that
hyperlinks are set for the legends “September 2000 Edition”, “October
2000 Edition”, “November 2000 Edition”, and “December 2000 Edition”,
with these legends being respectively linked to the contents with the
20 contentIDs,1_1,1_2,1_3,and 1_4.
It is assumed that the user operates the operation unit 17 of the
video game console GM and selects the legend “October 2000 Edition”.
In the present embodiment, the content ID of the content to which this
selection option is linked is 1_2, for example, and the key that is required
25 to use the content in question is present in the nonvolatile memory 13, as
shown in FIG. 8, so that the video game console GM can read the content
with the content ID 1_2 from the recording medium M and decrypt the
content using this key. As a result, it becomes possible for the user to use
the content (steps SF1, SF2, SF5, and SF6 in FIG. 12). In other words, a



console GM (steps SD1 to SD4 in FIG 10), and selection options for the
content Cl1 and content Cl2 are presented on the television receiver TV.
When t he uUSBA2/8pHr ates the vi deo gane console GM and sel ects the content 15
C 11 at this point, the screen a, which is shown as an exanple display in
FIG 13, is displ ayed on the television receiver TV. It should be not ed
that hyper| | nks are set for the Iegendf)s1 Septenber 2000 Edition", "Cctober
2000 Edition”, "November 2000 Edition”, and "Decenmber 2000 Edition" with
these | egesfdieembikedhe scpean b\sbmwn mﬂw’l@ 3 ltsrd;splﬁycérms the televisiono cont ent

IDs, 1.1, 1 d that, the oer tes the
oper ati on rgﬁpivqils\gfsq ﬂ@Jﬁb? Hé%rﬁ ‘?f‘iﬁ wseheniai ‘éW 1 AtAQL | egend
"Cct ober Wﬁléiﬂkpﬁ%ber Zq cFﬁgﬁg es_ent _errbodr nent, the content | D of the

content to ption is linked is 1_2, for exanple, and

the key that '5W%H'thé%sgﬁsél%ctbsﬁlé*@r&éi"’tl%&oﬁ'i‘n‘ﬂH@%Ei'éteEleB \S/tlhg:r@ﬁféﬂ in

the nonvolatile nenory 13, as shown in FIG 8, so that eo gane
consol § Ggame coasolet GM ¢raiserits information comespondiBglto2this buttdrevigecor di ng
medi um M and decry t the content using this key. As a result, it becomes
possi bl e ftbe mebil GspélronﬁcMSsletO th@eC(mfﬁﬂgDIOYEiIEg:apQBILatuS@PIBlbs' waydofSF6 in

FIG 12 t F0442(.3121 21 i ke th b sh
FIG 15 | haobat edCkR cadmunicationaie sk IR, tho SubuamiiervRE user can |

her eaf t er ¢ | o ition'. Wen
t he user sel ec¥ %}‘Hﬁ*é {é}g tlﬁ?onihﬁe@#&%gﬁ&%ﬁﬁ?mg% @%&655

consol e Gdonveasionak ohﬁh@rsﬁﬁgﬁﬁig ﬁﬁars@Si@qr&' lhfhéd" STt @ be Roted”

nobi | e phone MS1 to the content providing ap rat us CP11 by way o the
nobi | d0padhat theomformation dhatnist tramdmivRed ta thze gaan)preerdmg dpffaratusand t he

Internet |INET. The processing hereafter is the sane as.,in_ conventional
onl i ne sh&g%lhanaﬁhe@édr%swﬁ sek pn adyance (p tb%gntmévrrbtthg consenhHp t he

i nformat i ql’ljglr?& njl ?hé tﬁff)%éra%j. to the content providing apparatus

In screen a, assume that the user selects the “November 2000
Edition” on October 15“’, 2000. In the present embodiment, the content
15 ID of the content that is linked to this selection option is 1_3, for example,
and the key that is required to use this content is not present in the
nonvolatile memory 13, as shown in FIG. 8. In this case, the video game
console GM needs to request the content control apparatus CC1 to transmit
the control information, so that the video game console GM requests the
20 transmission of the control information corresponding to the content in
question via the mobile phone MS1 and by way of the mobile packet
communication network MPN, the gateway server GWS1, and the Internet
INET (steps SF1 to SF3 in FIG. 12).
On October 15", 2000, the present state for the content with the
25 content ID 1_3 in control table T4 is “usage prohibited”, as shown in FIG.
4, so that the content control apparatus CC1 generates control information
that does not include the key (steps SC1, SC2, and SC4 in FIG. 7) and
sends this control information as a response to the request (steps SB1 to

SB3 in FIG. 6). Since the control information does not include the key,



CP11 and the address are set in advance in the content with the content ID
1 2 and inthe Ul program In screen a, assune that the user selects the
"Novenber B®A0/31Hdition" on October 15th, 2000. In the present enbodi nent,
the content 15 ID of the content that is linked to this selection option
is 1 3, for exanple, and the key that is required to use this content is
not present in the nonvolatile nenory 43 as shown in FIG 8. In this
case, the video gane console GM needs to request the content control

appar at us e video gamasansoletGd ¢hat raseives drsaesponseshas amindicationjeo gane

consol e GV uests t transm s of the i nf ormati pn
cor r espondW Ghéﬁ@W(S,t @hélﬁﬁomﬁnt &Gﬁégh%ﬁomeélttlha?ﬂélﬁamﬂ%% 1 and by

1 and t ned PRSP i leteRIGH R ClYeP 1ER Hifha He bt (EPEST, S ™"

2000, the state for the content with the 25 content ID 13 in
control ta is "usage prohibited', as showmn in FIG 4, so that the

cont ents Control TidR@pasdes, 65 thatowhenahe resetr tdinel ighehes 11400 ohhat does not
include the key (steps SC1, SC2, and SC4 in FIG 7) and sends this control

|S nf or ma}] i oNoarsrrﬂaerels?aﬂﬁe lmthe(;eon@qm@@mt(cﬁtagqmrfms&CCd tlsBpr?semlssatGS)

442/3121 22 th
vlh32§ gﬁwﬁ&ém@é&ﬁlﬂﬁéﬁ%@%ﬁigﬁm 1§l GAut ok 4B ls 9 Recomeon, | whi ch
oo S b L b R bl Soheduso 39D Fii e S ik °p! 2vec
SF7). S Tidgy 0 id ng%@c@}ﬁ&ﬁfs ddleted ﬁ%n@"tl%f@ahtrbl %héd’lﬂ%h% (&#ggosm to

Novenber 1St, e content contr apparatus CC 1 present

st at e 100f SA@ moFlGENS). Wlﬂnhlklstateﬁif&hb usr salects the“Novembert2008 T4
becones "usage permitted”, based on the control schedule T3 in FIG 4, and
the corr degtian’s ghe ¥edeaigamenonsole GMoraquestc e centest BEBLIOE T3 (steps SA

.t
© apparatus CC1 to transmit control information corresponding to the content

with the content ID 1_3, in the same way as described above.
Since the present state of the content with the content ID 1_3 in the
15 control table T4 is “usage permitted” at this time, in the content control
apparatus CC1 control information that includes a key is generated (steps
SC1 to SC3 in FIG. 7) and is transmitted to the video game console GM as
a response to the above request. Since the key is included in the control
information, the video game console GM that receives this response via the
20 mobile phone MS uses the key to decrypt the content with the content ID
1_3, and uses the content to provide a user interface (steps SF3 to SF7 in
FIG. 12).
At this time, if the content C12 is selected out of the selection
options for the content C11 and the content C12, the screen ¢ shown in FIG.
25 14 is displayed on the television receiver TV. This screen c is a screen
that is based on the content with the content ID 2_1 (a content whose usage
is permitted from the outset), so that the user who sees this screen can
know that the start of the prize quiz is 0:00 on January 1%, 2001.

As more time passes and the present time reaches 0:00 on January



10 SA3 in FIG 5). In this state, if the user selects the "Novenber 2000
Edition", the video gane console GV requests the content control apparatus
CC 1 to treoget2icontrol information corresponding to the content wth the
content ID 1 3, in the sane way as described above. Since the present state
of the content with the content ID1 3 in the 15 control table T4 is
"usage permtted" at this tine, in the Zontent control appar atus CCl

control information that lincludes a key is generated (steps SCl to SC3 in
FIG 7) ant’y @Q},ansthietqmamtocqméolvamagm& theopeesent state ofitheponse to
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12). At thipg dé?‘becbhé%l%QBtl%gtth@%ﬂténﬁﬁﬂiﬁﬁﬂ%dc%nf’iDt1"32 nekeaftenn.

options for the content 11 and the content C 12, the screen ¢ shown in

FIG 25 ldnd whbirstheaysst uses this datent, thescremredyfor Rample, ds eismayed is a
screen that is based on the content with the content ID 21 (a content whose
usage is pethe teledisionmeceivendiVset), so that the user who sees this screen

e (T ot 8 S0 O S 5
1st, 2001, | ‘ arl, at:
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perm tted"jg &eéﬁﬂecg{h HdCart@bh Bhe t@dUding niddivth M, 0 fhattheAs a result,

t he user becones able to use the content-wth the. content ID 2 2 hereafter,
5 and mhencémenursieationen the mobdetpavket communesatiah nétworkkMiPNeand s

di spl ayed on the television receiver TV. The anount of data for the inmage

&

that is usthe Injennes INHT isnetwmpeded.cr ¥hen the userseleaigcther Tnter kpaount

of data f olgutttgg if es)é%éenb ,t thteh\"i €0 %%gr?e console GM transmits the information

that has been inputﬁed into the answer fields via the mobile phone MS1 to
the content control apparatus CC1, by way of the mobile packet
15 communication netLvork MPN, the gateway server GWS1, and the Internet
INET. The processing hereafter is the same as in an ordinary online prize
draw. |
Once more ﬁime passes and the present time reaches 17:00 on
January 7™, 2001, in the content control apparatus CC1 the present state of
20 the content with the content ID 2_2 in control table T4 becomes “usage
prohibited” and control information (that does not include a key) is
generated based on the present state after updating. The electronic mail
that includes this control information is multicast from the gateway server
GWS1 to all of the Fobile phones served by the mobile packet

25 communication network, while the gateway operates in accordance with a

| .
request from the content control apparatus CC1 (steps SA1 to SAS in FIG.
5). .

When the mobile phone MS1 receives the electronic mail including

the above control iryformation, the video game console GM updates the key



I's recorded in advance on the recording nediumM so that the 10

comuni cation on the nobile packet communicati on network MPN and the

| nt er net | ME#2i3t2not i npeded. When the user selects the "Enter quiz"
button in screen d, the video gane console GMtransmits the information
that has been inputted into the answer fields via the nobile phone M5 1 to
the content control apparatus CC 1, by %ﬂay of the nobile packet 15

comuni cati on network MPN, the gateway server GAS 1, and the |nternet

| NET. The mom@mgnﬁ%l@a8 b@sec? ontthe ennteolanformationriai qw@sylcuhande prize
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that inclu i'sS contr |nforrrat|on t1 cast romt e gateway server

GAS 1 to arhivinehhs thabiders ehanesesithd prize deizindrehfiepacket 25
communi cation network, while the gateway operates in accordance with a

request fromtheItcshnukhbeamteddahatalplpﬂneapn@seanmbpshm@nt,smmentssﬁs in FIG
5). Wen the phope M5 1 receives the electr ' Iud|n t he
above/contm ANERS BRen FeEordedadn 5%@8%@9@(&%@%@9 Sodha
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console GM As a result, tent with the content 2 2 cannot be

used hgr eaddmtentsscathbe abeanmdtlhaa tinsely Saskionodnd thatrthe oo mentseargui z
hereafter. It t?lhoul d be noted that in the present enbodi nent, contents are
portable.

B. Second Embodiment

B-1. Configuration

15 FIG. 15 shows the overall configuration of a content providing
system 2 according to a second embodiment of the present invention. As
one example, the content providing system 2 shown in the drawing may
comprise a content providing apparatus CP21, a content C21, a content
control apparatus CC2 that is connected to a gateway server GWS2 by a

20 mobile packet communication network MPN, and a mobile information
terminal T served by the mobile packet communication network MPN. In
addition, the system 2 includes a set-top box STB2, which has a wireless
local communication function and is used in place of the video game
console GM of the first embodiment, and a mobile phone MS2, which is

25 served by the mobile packet communication network MPN and is equipped
with a wireless local communication function for communicating with the
set-top box STB2. The set-top box STB2 is connected to the television
receiver TV so that the user can refer to information on the screen. In the

present embodiment, contents are not passed over from a



provi ded having been recorded on a portable recording nediumM so that
there is the advantage for content providers that contents can be provided
both at a FemMpeodt and quickly, while there are the advantages for users
that 10 contents can be obtained in a tinely fashion and that the contents
are portable. B. Second Enbodiment B-1. Configuration 15 FIG 15 shows the
overal | configuration of .a content prowing system2 according to a
second enbodi rent of the present invention. As one exanple, the content
provi di ng dyplieaticn/dbhiwary centiee RIDSviionay vidgo ganepeonsola usmg provi di ng
apparatus CP21,. a content. C21, ~a content control apparatus CC2 that is
connect ed me@oad@gtl@éwrgé\dv e@y\ﬁzegvsfaembmeln& IHRele COBRBWAERN on

el oS el G SR L,
Sel 9P Doty AR WSl elt ) 885yrlEfpbor STRRARAULOTOHDEL o0 and | <

mobi | e sphopGofhationtedhinad 2k v&dd/ed by the nobil e packet conmmunication
network MPN and is equipped wth a wireless |ocal conmunication function

for conmmuni cat i richeMfolbowing destribestheoxaso8e componssnts b the pre|MB2 | s
connected to the television receiver_ TV so that Eéﬁ ser. can refer to
i nf or mat | gmbadiment ayith the pssumptiop that the eaptstfenl haggheents are not

fans. consdratitabionghews 3§ FIGE 16 Bt B g SRb R B vy o
rather o SHBIBAH ot PRHTRR e HRLY ESbigdnciRufe Besadbagt Station GB that

i s capabl e of roadcasts provi contents to the set-top box STB2
and thg nobil e Fiidf thereontent peoviding appasatus«OP2 Thielivers one g meser i bes

t he vari ous conponents of the present
contents to the terrestrial wave broadcast station GB. The content
providing apparatus CP21 also passes over a control request table T5, such
as that shown in FIG. 17, to the content control apparatus CC2.
As shown in FIG. 17, each record in the control request table T5

15 includes, for example, a content ID, a switch time at which the
corresponding content switches between usage permitted and usage
prohibited, a post-switching state that corresponds to the content ID and the
switch time, a corresponding content key, a notification method, and an age
showing an age restriction for users of the corresponding content.

20 On receiving the control request table T5, the content control
apparatus CC2 generates, a control schedule T6 and a control table T7, an
example of which is shown in FIG. 18, based on the control request table
T35, and controls the usage of the distributed contents, based on the control
schedule T6, the control table T7 and attribute information for the user that

25 is obtained from the gateway server GWS. It should be noted that the
control table T7 has an age field in addition to the content of the control
table T4 of the first embodiment.

When, during the update process shown in FIG. 19, a record that is

to be push-delivered due to the present time having reached the switch time



enbodi nent, wth the assunption that the content C21 has the configuration
shown in FIG 16. In order to sinplify the explanation, only the parts

t hat diffeFoMeB8mlt he first enbodi ment are described. 10 First, the content
provi di ng apparatus CP21 delivers one or nore contents to the terrestri al
wave broadcast station GB. The content rovi di ng apparatus CP21 al so
passes over a control request table T5,26such as that shown in FIG 17, to
the content control apparatus CC2. As shown in FIG 17, each record in the
control re§upresentain therntia sohedulied6, the contenslconteolcapparatus 6C21 swit ch

time at which the caorrespondi ng conte wi t ches between usage permtted
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control request table T5, and controls the usage of the distributed
contents, Jresent stata isc ‘usage permittedéowhetirg, thehuser shat bas rexplestad thed
attribute infornmation for the_,user that 25 is obtai fromthe gateway
server Gngontrolspsormatian satisties g ageaesigishtan, st@a&ﬁlm&@nﬁmt&ge field

embodi men ORGSR inudhE a5 BEUIE tus 35l s for ¥RebAtes comteoly ¢
s to be ingshnsibh YRECdodk ol Ml MEREPSS tiFHs hBrtREchgached the switch
time FO442/3121 26 is present 1n the conttol schedule T6, the content

contrdalp appar at s skiéizld beneted thmt theigatdwapiservert GWIS2 s Affdtionfor
requests the gateway server GAB2 to nulticast the generated control
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attribute information (such as sex, date of birth, address, and present
location) of subscribers. In other words, the gateway server GWS2 has a
15 function for transmitting electronic mail to subscribers that satisfy certain
conditions. The gateway server GWS2 also has a subscriber information
table T8 (see FIG. 18) that stores attribute information on the subscribers of
the mobile packet communication network MPN, and has a function for
receiving inquiries from the content control apparatus CC2 and transmitting
20 attribute information for subscribers as a response.
The gateway server GWS2 additionally has a function for charging,
based on settings made in advance, a specified node a communication fee
(a usage fee for the mobile packet communication network MPN) incurred
when a terminal apparatus accesses the node. In the present embodiment,
25 the communication fee that is incurred when a terminal apparatus sends a
request to the content control apparatus CC2 is billed to the content control
apparatus CC2 so as to promote the usage of contents, though the invention

is not limited thereto. The communication cost may be finally borne by

the content provider that provides the content C21. In any case, in the



present state is "usage permtted", whether the user that has requested the
control information satisfies the age restriction (step SH1) and generates
control infempatiion including the key if this is the case, or generates
control information that does not include the key if this is not the case.
10 It should be noted that the gateway server GA52 has a function for

mul ticasting electronic mail in a condi%’i onal push manner to nobil e phones
MS2 on the nobile packet conmunication network MPN, based on attribute

i nf or mat i opregent dément iaisessameid that theldompanyathat pnasages theocat i on) of

subscribers. In other words, t at y server GA52 has a 15 function for
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conditions, The gate server 0, has a subscriber information

table T8 (%(Ebtr?—qt egaﬁﬁﬁgﬁggngwg}%?%r?ﬁ%ute i nformati on on the subscribers
of the nobile pagk | i é'gﬁa | for
recei ving inquiri es'e%IIr gs%ﬂ’gﬁfelb ntaggtl o%?é?b@%gﬁg?ﬂig%a%ﬁﬁﬂrﬁsm tting
20 att s buentenfsobroadcast bpthe tdrsastiinE wavesbrvadeapostationGB, apitAvthys ser ver
GAB2 additionally has a function for charging, based on settings made in
advance, adnfpemafiordemgstareddmthaisettopboxerTBZaand dlye malelé or t he nobil e

packet commyni cation nefwork, MPN) i ncurred whe term nal apparatus
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e e
o, Pr oMot Ss0fERARs oF (RESLERiShok PP, | 1h FRTEAD OB corbpichity

provi der tihadrface2l deantinterfavd fortpeefdrming wiselesskcal convaubidatzonl2l 27
present enbodinent it is assuned that the conpany that nmanages the content

control appithdhesnobile phoned S sodhat prformasioneearbe £xchangpddetwweny act
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CPU 11 that executes a communication protocol and a U/I program
included in a content communicate with the mobile phone MS2 via the
15 communication interface 21. A receiver 22 receives digital broadcasts
from the terrestrial wave broadcast station GB, while an operation unit 23
includes a remote controller or the like. A nonvolatile memory 24 is
composed, for example, of a ROM for storing a control program and the
like and a hard disk drive for storing contents and the like. The other
20 parts of the configuration are the same as in the video game console GM of
the first embodiment, and so have been given the same reference numerals
as before.
FIG. 23 is a block diagram showing the configuration of the
essential parts of the mobile information terminal T. In FIG. 23, an
25 operation unit 25 is a pen-type input device, while a display unit 26 is an
LCD (liquid crystal displ.ay) panel or the like that is integrally provided
with the main body of the mobile information terminal T. With regard to

packet communication, a communication unit 27 has a function that is a

combination of the functions of the mobile phone MS1 and the



5 contents broadcast by the terrestrial wave broadcast station GB, with
this information being stored in the set-top box STB2 and the nobile

i nf or mati oro4eBrdinal T in the format shown in the drawing. FIG 22 is a

bl ock di agram showi ng the configuration of the essential parts of the
set-top box STB2. In FIG 22, the conmunication 10 interface 21 is an
interface for performng wireless | ocal2&omuni cation with the nobile phone
M52, so that information can be_exchanged between the set-top box STB2 and
t he cont encomomtnioatiappntexface Lrofithe vadeagamecomyale (iM pathefustt es a

comuni cati o rotocol __and a Ul pragram included in a conte communi cat e
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and the | i dstaindtband nsed 20ywpedidre avid 4theny dimié.guration are the sane as in
t he video gane console GMof the first enbodi rent, and so have been given

t Ee sarr]\ce_ refer erNetePﬁhﬁtﬁlaalshouki bp@l‘lomefrom G]}e above Cébipllﬂlmiomithgr am showi ng
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conmuni cation unit s a functi IS a conbination of the
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i nterface 15 of the_ video ganme_console GV of the first enbodi nent. By
havi ng opeingi¢aied wsing the general same:ategminakapparatufeans, and comuni cati on
means provi ded i\ﬂ’h%nst.hg%ls%r DRSS Isea t%%}/r{ixcla aﬁﬁ‘aeratus with the configuration
described above to use a content, the CPU 11 reads the content in question
(in this case, the content with the content ID 1_1), and uses the content.
15 After being activated, a terminal apparatus usually receives a content, so
that in place of the activation process of the first embodiment in FIG. 10,
the copying process shown in FIG. 24 is executed. In other words, the
terminal apparatus does nothing on being activated, but when a content is
received, the terminal apparatus copies the initial state information as

20 necessary into the nonvolatile memory 24.

B-2. Example Operation

The following describes an example operation of the present
embodiment with reference to the drawings. In this example, the content
25 €21 is assumed to be a DVD mail order catalog. The content C21 is also
assumed to have been already broadcast from the terrestrial wave broadcast
station GB. It should be noted that in the following explanation, parts that
are the same as the example operation of the first embodiment (which

includes, for example, parts with minor differences such as wired



nobile information termnal T has an advantage in that contents can be 5
obt ai ned and used anywhere and at any tinme. Note that as should be clear
fromthe abeMe/3expl anation, the conbination of the set-top box STB2, the
tel evision receiver TV and nobile phone M52 has simlar functions to the
nobile information termnal T. Consequently, the follow ng explanation
fundanental | y nakes no 10 distinctions et ween these. In such cases, both
sets of equi pment, are _indicated usjng the general nane "term nal

appar at us"companicaion having beeneeplagedevthnuirelgss aamouinigathophare not
configuration ,described above to use a content, the CPU 11 reads the
content indeifM8dn (in this case, the content with the content 1D 1 1),
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execut ed. tfle termnal appatratus es nothing on Being

act i vatsed, 2000, theasrmirdipparatus perforeny the cohtent arsing procgssahaiwa inopi es
the initial state information as 20 necessary into_the nonvol atile nenory

24. B-2. HRHnpl2 fapeach ofthateecontentsn(stepsi8Edrand SFR). eAsshawsgerBlGon of
t he presen odipent with reference to the drawings. .In IS exanpl e,
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comuni cation) are not descrihed. First, if_the user instructs a term nal
appar at us €€ apsmggramrelsinformation (step SF3 in FIG. 12). The

communication fee for this request is billed to the content control apparatus
CC2.
As shown in FIG. 17, on October 15®, 2000, the present state of the
15 content with the content ID 1_2 in the control schedule T6 is “usage
prohibited”, so that in the content control apparatus CC2 control
information that does not include a key (steps SC1, SC2, and SC4 in FIG.
20) is generated and transmitted as a response to the request (steps SB1 to
SB3 in FIG. 6). Since the above control information does not include a
20 key, the communication apparatus has an image showing that the content
with the content ID 1_2 cannot be used displayed on the television receiver
TV to notify the user (steps SF3, SF4, and SF7 in FIG. 12).
However, as shown in FIG. 21, since the content with the content
ID 1_1 does not require a key to be used, the screen that is displayed to the
25 user becomes the screen e shown in FIG. 25. In the screen e, an image
corresponding to the content with the content ID 1_1 is displayed on the
left side and an image corresponding to the content with the content ID 1_2
is displayed on the right side, with the latter being an image that is not

sufficient for the user to purchase a DVD. In other words, in this state the



with the content IDs 11 and 1_2 when the present date as October 15 h, 5
2000, the term nal apparatus perfornms the content using process shown in
FIG 12 foro4easieiof these contents (steps SF1 and SF2). As shown in FIG
21, the key that is required to use the content with the content ID1 2 is
not present in the nonvolatile nmenory 13, so that for the content in
question, the term nal apparatus requ s, via the nobile packet

comuni cation 10 network MPN and the gateway server GA52, the content
control appseratansviegCa summagnhefratD¥Vdhcoviespandingto the ¢centemt S¥ghi ther G

12). The conmmunjcation fee for this request i l1led to . the confen
control appientiD o2, UAslSélI%@hifHPPP@ af?,théﬁ)%b HbEAVCIHOR, it) Quiche
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not include a 20 key, the communi cation apparatus has an i mage show ng that

the content wi ths timee passesrand thelpizsenntime teaches §:00 om Npvember he,
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terminal apparatus requests the content control apparatus CC2 to transmit
control information corresponding to the content with the content ID 1_2.
15 The communication fee related to this request is billed to the content
control apparatus CC2.
At this point, the present state of the content with the content ID
1_2 in the control table T7 is “usage permitted”, so that the content control
apparatus CC2 sends an inquiry to the gateway server GWS2 about the date
20 of birth of the user. The gateway server GWS2 refers to the subscriber
information table T8 stored in a memory and notifies the content control
apparatus CC2 of the date of birth of the user in question, with the content
control apparatus CC2 judging, based on the result of the inquiry and the
present time, whether the user’s age is suitable for the content in question.
25 When, as a result of this judgment, the user’s age is not suitable, the
content control apparatus CC2 generates and transmits control information
that does not include the key. In this case, the screen e is obtained as

described above. On the other hand, when the user’s age is suitable, the

content control apparatus CC2 generates control information that includes



be noted that the operation perfornmed when the "Order" button in the

screen e is selected is the sane as when the "Order"” button is selected in
5 the screem43in FIG 13. As tine passes and the present tinme reaches 0:00
on Novenber 1sc, 2000, in the content control apparatus CC2 the present
state of the contents wth the content IDs 1 2 and 13 in the control table
T7 becone "usage permtted”, based on %lhe control schedule T6 shown in
FIG 18, with the 10 appropriate records being del eted fromthe control
schedul e Ttbe(lﬁt}’e(tsée}wsgzl,S@%ﬁﬁﬁﬂnaﬁdécigp.FI%- 2(heanddransimitsithet ruct s t he
usage of the c nt?nts W th éhe content IDs 11 1nd 12 inthis state, as
descri bed GHBIQ, IN{QrAMakIQR O { Pt%BH?athaF%tHéest§thFﬁac%@e?ﬁre‘éa irol
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is billed m_tf?_content control apparatus CC2. At this point, the present
state of the cortent with the content ID 1 2 in the control table T7 is

"usage sper mi t t edt showld behotdibtinatheBpetation dor tiedpashidedi caprsls an
inquiry to the gateway server GAS2 about the date 20 of birth of the user.

The gat ewsasilyrwerked/@at freiethe preadding eixplanateon anditbe patshadelivtrye T8

stored in a nenory, and, nqt,i fjes.the conjent control _apparatus CC2 of the
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control apparatus CCZ2 generates and transmts con Information t

does not icvtidien (iectkay a date ofitirthathat is Novemlsem] % 1982 bt kiteepwdten
descri bed above, On the other hand, when the user's age is suitable, the
content corquesting e gatesvayseryen&rWS2 te siansalit the eentol srformatiome| udes
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the control information to members that satisfy the condition.
By operating in this way, the generation of redundant traffic is
15 avoided with present embodiment. Also, with the present embodiment,
contents can be provided at higher speed with more precise control being
performed over contents regardless of whether push or pull communication
is performed. As one example, control that has information relating to a
prize draw presented only during a period of several days to users that

20 satisfy specific conditions can be performed.

C. Modification
It should be noted that in the first embodiment, the U/I program and

the communication program are provided for each recording medium M,

25 though such duplication of programs may be rectified. It should be
obvious that in each of the above embodiments, the U/I program and the
communication program may be stored in advance in each terminal
apparatus so that these programs can be excluded from the contents. Also,

while the above embodiments are described by means of an example where



control information to the term nal apparatus. In this case, a screen f,
such as that shown in FIG 25, is displayed to the user (steps SF3 to SF6
in FI G 12F0443/3121 shoul d be noted that the operation for the push delivery
can be easily worked out fromthe precedi ng explanati on and the push
delivery operation described in the fi:;fst enbodi nent. The push delivery
operation in the present enbodi nent di Zers fromthe push delivery
operation in the first_enbodipent aonly in that the content .control

appar at us beceents ar@sde&rypte@igﬁﬂngi kays, the keys may hedlesryplipnkaysaori s
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present enbodi nent, contents can be provided at higher speed with nore
preci s& copenformbdiusing parfowbeat communnitations regar dl ess of whet her push
or pull communication is perforned. As one exanple, control that has
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whil e the Ve e di mrents are descr,j bed by nea of .an exanpl e where
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decrypti on, Ka¥gast¥tation SB, and the control information for using the broadcast

content is broadcast by a content control apparatus CC3 from a terrestrial
wave broadcast station GB. It should be noted that the set-top box STB3

15 differs from the set-top box STB2 only in that the set-top box STB3 is
equipped with a receiver for satellite broadcasts in place of the
communication interface 21 (see FIG. 22), and in that control information
is received by the receiver 22 for terrestrial wave broadcasts together with
the reception of the content by the receiver for satellite broadcasts.

20 The following describes the operation of the content providing
system 3 for the case where the content C31 has the configuration shown in
FIG. 27. In this case, the configuration of the control request table T9 that
the content providing apparatus CP31 sends to the content control
apparatus CC31 is as shown in FIG. 28, for example. The control request

25 table T9 differs from the control request table in the first embodiment in
that there is no notification method field. This difference is caused by the
transfer medium for the control information being a one-way broadcast
instead of two-way communication.

When the content C31 is broadcast from the satellite broadcast




may be information that is unconnected to the encryption algorithm It is
al so possible for contents to be transmtted using broadband comruni cati on,
with only F0#d2/882it rol over the usage of contents being 5 performed using
nar r owband conmuni cati on. As shown by the nodification in FIG 26, a
content may be provided by a broadcast, with the control over the usage of
contents being perforned using a di ffe¥ent broadcast. In the content
providing system3  shown in FIG 26, a_content providing apparatus CP3 1,
whi ch has s$tAtionand, iotialsfate srformations likethahshepainbHig: 28pis Mridenp11,

b d ts. th t LC31 | I dejn t t | di . t
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in that the set-top boX STB3 is equipped with a re%el ver “for satellite
br oadcast sfrom tHestegrestriahwave drondcasttstation By hattetilsdtstop boGSPBB, and

in that control information is received by the receiver 22 for terrestrial
wave broadbatrecaiveetheeonirehinformationastorivg the kayeircauestion pyithiber ecei ver

for satelljte broadcasts. .20..The fol|ow n scribes eration of the
content priRY BEWE a%y&%%ﬁﬁiéma?ﬁ? fen ewﬂhgﬁg e@oﬁﬁi&%@l has the
configuration s [ G- | ' ' t he
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The control request 25 table T9 differs fromthe control request table in
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difference is, caused by the transfer rredi']umfor the conjrol information
bei ng a orbtaHyNgIRaHEq! infonatianos Inihepyardsniieas key is yewirede

content C3} | PEORMALE Shd'the Ry Gidstlod fs*ndY PRYCAPIn A& i Box
STB3, the set-top box STB3 informs the user that the content cannot be
used, but in other cases, the set-top box STB3 removes the encryption of
15 the content and uses the content.

It should be noted that any configuration may be used for the
content providing facility and the user equipment, so that such facility and
equipment are not restricted to the configurations described above. As
one example, the content providing facility described above has the content

20 providing apparatus and content control apparatus provided as separate
apparatuses to increase the freedom with which systems can be configured,
though both apparatuses may be combined in a single apparatus. It should
be obvious that a plurality of content control apparatuses may be used.

The user equipment for contents may be composed of a terminal apparatus

25  in which a home computer terminal PC and a mobile phone MS2 can
communicate with each other (see FIG. 31), or a terminal apparatus in
which a portable game console MG and a mobile phone MS2 can
communicate with each other (see FIG. 32).

It should be obvious that the present invention is not limited to the




station SB, initial state information, |ike that shown in FIG 29, is
witten into the nonvolatile nenory 12 of the set-top box STB 3 that

recei ved tF®42Bi2Badcast. After this, tinme passes and when the present tine
reaches 0:00 on Novenber 1s’, 2000, control information including the key
is broadcast 5 fromthe terrestrial wave broadcast station GB, with the
set-top box STB3 that receives the contd ol information storing the key in
guestion with the Kkey being assocjated with the content with the_ content
ID 1_2. wiearticndarsoHigrdassripiion given abeyemnd hah ghe invention may ben FI G
30 is perforned.i.n the,set-t. box STB3. This process differs fromthe 10
process sh'i?\ﬁlﬁ%f:ﬁ 1g 28y tpfnbmlﬁﬁpﬁBFWth{grtgeiIQBﬁBﬁBPocessi ng relating to

t he obtaining of control information. In other words, when a key is
required to use a content and the key in question is not present in the
set-top box STB3, the set-top box STB3 inforns the user that the content
cannot be used, but in other cases, the set-top box STB3 renoves the
encryption of 15 the content and uses the content. It should be noted that
any configuration may be used for the content providing facility and the
user equi pnment, so that such facility and equipnment are not restricted to
the configurations described above. As one exanple, the content providing
facility described above has the content 20 providi ng apparatus and content
control apparatus provided as separate apparatuses to increase the freedom
wi th which systens can be configured, though both apparatuses may be
conbined in a single apparatus. It should be obvious that a plurality of
content control apparatuses may be used. The user equi pnment for contents
may be conposed of a term nal apparatus 25 in which a honme conputer

term nal PC and a nobile phone M52 can comunicate with each other (see
FIG 31), or a termnal apparatus in which a portable gane console MG and
a nobile phone M52 can comunicate with each other (see FIG 32). It
shoul d be obvious that the present invention is not limted to the

F0442/ 3121



34 particulars of the description given above, and that the invention may
be realized in any formw thin the scope of the invention. F0442/3121 35
CLAI M5 1.Fo428tlent provi di ng net hod, conprising: a step of distributing
froma content providing apparatus a recording nedium on which a content
that can be reproduced by performng a 5 specified process using specified
usage-enabling information is recorded,3 o a user; a step of determ ning
in a content control apparatus a schedule for distributing said
usage-enabling information to receptChAIMS reproduction equipment in
accordance,wth an instruction fromsaid content providing 10 apparatus; a

step of pubh- delFORIGHY Providing.metheds OMPEISHRE 0l appar at us, sai d

usage-enabling in ti:0n.1 Q. sali e | Y| ' sai d
sehadul o and-a AvEp B AhEIAE AR Eittt RGP BRARKHE A B Biihe
fromsaid m%angﬁseﬁ%m@hraeebw%hwcﬁbe réﬁﬁﬁﬁ:&aﬁw gfdrn%iiﬂgr@t ion
received via the  push delivery. 2. A content provid ng nmethod according to
Gaimdb wipsoified gtoct@a&tsim@spedﬁemhshgmenwiﬁng $nforenativres, regodded) tb
usage-enabling 20 information is key information that is required to
restore sa tsefontent to a pre-encryption state. 3. A content providing
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equipment in accordance with an instruction from said content providing

10 apparatus;

a step of push-delivering, from said content control apparatus, said
usage-enabling information to said user equipment in accordance with said
schedule; and

a step of reproducing in said user equipment said content from said

15 recording medium using said usage-enabling information received via the

push delivery.

2. A content providing method according to Claim 1, wherein
at least part of said content is encrypted, and said usage-enabling
20 information is key information that is required to restore said content to a

pre-encryption state.

3. A content providing method according to Claim 1, wherein
said content includes a program for providing a user interface used

25 by said user for using said content on said user equipment.

4, A content providing method according to Claim 1, wherein
said usage-enabling information is delivered via a communication

network.



networ k. F0442/3121 36 5. A content providing nethod according to C aimd4,
wherein said step of push-delivering includes delivering said

usage- enabFo4a9/312inf ormation in a formof electronic mail. 5 6. A content
provi di ng nmet hod according to Claim4, wherein said comuni cati on network
I s a packet conmunication network. 7. A content providing nethod according
to Claim4, wherein 10 said content i udes a control program for havi ng
sai d user equi pnent conmuni cate via said communication network. 8. A
content providing nmethod according to Claim4, wherein said conmuni cation

2§23?3.kng;§3 & arostoticgignzsethiad gpCordigadn. é@u‘%%?»%@;é&vhd' 9 methed
o7 ov di g appar S S pF Botk S6HVERPe, PO GHiRPrpRARA et &RTing pron

W th desi rﬁﬂoﬁhhgbﬂ%easfdrﬁl épb;éct&ﬁﬁgqﬁéﬂcont rol apparatus; transmtting a

request fromsald content control apparatus to said nnblle conmmuni cati on
networlg on the basis of said transmtted attribute information, said

request asking the delivery of said usage-enabling 25 |nfornat|on only to
sai d speci6.ied u&@mn@qqumwnhngandﬂuuhaetemhnggof ki phereiommuni cat i on

network said usage-; enabling .information to said user equipnent in
question. 10. A P@WBD@%FIPMW@Y:I@@%H&C RNEIHYCation Netwosk. 37

7. A content providing method according to Claim 4, wherein
10 said content includes a control program for having said user

equipment communicate via said communication network.

8. A content providing method according to Claim 4, wherein
said communication network is a mobile communication network.
15
0. A content providing method according to Claim 8, wherein
said step of push-delivering said usage-enabling information
includes:
transmitting from said content providing apparatus attribute
20 information specifying said user equipment with desired attributes to said
content control apparatus;
transmitting a request from said content control apparatus to said
mobile communication network on the basis of said transmitted attribute
information, said request asking the delivery of said usage-enabling
25 information only to said specified user equipment; and
transferring from mobile communication network said usage-

enabling information to said user equipment in question.

10. A content distributing method, comprising:



a step of distributing froma content providing apparatus a recording

medi um on which a content that can be reproduced by performng a

speci fi ed Po43B321 usi ng speci fied usage-enabling information is recorded,
to a user; 5 a step of transmtting fromsaid content providing apparatus
to said content control apparatus, an jnstruction including information
indicating a switch between whet her or3hot a distribution of said
usage-enabling information is permtted and information indicating a tine
for performng &aiep ellistibuting {remepcontenhpreviding iappasatmssorecordingnt r ol

apparatus, at,.said ti specified by and in accordance w th, said

i nst ruct i ofedigm, \%‘dwgf‘g’n?'§é’inﬁen@g‘ﬁf AR b ISPr W(gsﬁmy%'{u%?men

whet her or . S Al Lattd:hutian: ' - ' N2 40N 1S
por m ¢ 1 ed: SRAiEAftaRe S e spEFithes uiRk sHABRRE AR TN Rt shn
said 15 dejiygry of said usage-enabling information is permtted and there
has been a del’ivery request fromsaid user, and rejecting said delivery of
sai d usage- enald step offransrmitting foem said ¢orgent pfoviding appgeatanabl daid

information is not permtted and there has been a delivery request from
sai d user .content contrebapparatys,can instgiaiiaminelading mfogmasion widicatngwher ei n
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di stributigid@wit@pi d usage-enabling information is permtted includes:
when said delivery of said usage-enabling information is not permtted,
F0442/18121 38 md stepasdftswigchimgmmssdid comtemtncontook apparapps rattsasd éime

instruction to_ . . .y . . .
specified by and in accordance with said instruction received from said

content providing apparatus, between whether or not said distribution of
said usage-enabling information is permitted; and
a step of delivering said usage-enabling information when said
15 delivery of said usage-enabling information is permitted and there has been
a delivery request from said user, and rejecting said delivery of said usage-
enabling information when delivery of said usage-enabling information is

not permitted and there has been a delivery request from said user.

20 11. A content providing method according to Claim 10, wherein
at least part of said content is encrypted, and said usage-enabling
information is key information that is required to restore said content to a

pre-encryption state.

25 12. A content providing method according to Claim 10, wherein
said step of switching between whether or not said distribution of
said usage-enabling information is permitted includes:
when said delivery of said usage-enabling information is not

permitted,



prohibit a reproduction of said content; and deleting, on receiving said

I nstruction, in a user apparatus, said usage-enabling information
correspondFoyg2302isai d i nstructed content, said 5 usage-enabling

i nformati on having been stored in a nenory of said user apparatus. 13. A
content providing nmethod according to Claim12, wherein said instruction
is nulticast via a communication networ} 10 14. Content provi di ng
facility, conprising: distributing neans for distributing a recording

medi um on whi chmaltieasting fronn aaidceontieat coptiod apparaiys parnsirtictignato
specified Bégfsss using SEECifiﬁg usage;enabling I nformation is recorded,
to a user; 108 erRRreduetan Al said CRBEAL ABH determining a schedul e for

e ery.nensAHCRHEC AP PO Ry 0 83 R,

o o oo A A PR S RREEETEI,
distri lfyut ?ﬁ?grregns ilgg pr ov?nc?ed nand am? a%ggt?jg?usmi tlm\%hn?bc sai éaglel irveri ng
means i s pappdrddis.are | ocated apart from each other. 25 16. Content

providing facility, conprising: distributing nmeans for distributing a
recordi ng medium on which a content that can be reproduced by perform ng

ecorded, 13 a dsspntlBioviasl Hefod BEGARE Yo CRitT S FbR Lo
instruction thatgas@asdthi@forrisSiiulGeast via a communication network.
10
14.  Content providing facility, comprising:
distributing means for distributing a recording medium, on which a
content that can be reproduced by performing a specified process using
specified usage-enabling information is recorded, to a user;
15 schedule determining means for determining a schedule for
distributing said usage-enabling information to user equipment; and
delivery means for performing a push delivery of said usage-
enabling information to said user equipment in accordance with said
schedule determined by said schedule determining means.
20
15.  Content providing facility according to Claim 14, wherein
an apparatus in which said distributing means is provided and an
apparatus in which said delivering means is provided are located apart from
each other.
25
16.  Content providing facility, comprising:
distributing means for distributing a recording medium, on which a
content that can be reproduced by performing a specified process using

specified usage-enabling information is recorded, to a user;



bet ween whether or not a delivery of said usage-enabling information is
permtted and specifies a tine for performng said swtch; sw tching neans
for perfor #3312t said tine specified by said 5 instruction, said switch
bet ween whet her or not said delivery of said usage- enabling information is
permtted in accordance with said inst;gftion; and neans for delivering
sai d usage-enabling information when safd delivery of said usage-enabling
information is permtted and there has been a delivery request fromsaid
user and rej ect i RSIRISHIASIRLANS (YT SFVIBE;an ipstyetionthad specHaes assviteh i on

there: has DEBKGH MR bR BEITRRT ol i 5 iR hni B ot oo bns .
compr i S! NOpehnifRPAAd SpEBHRS d Bind RABAMoRML M hhREnCan. be reproduced by

perform ngta specl process using ‘specitied usage-enabling information,
sai d contents hawyitehiigemeas 96€perfofning ea0s4HHmBRYIfied by 448t ed by
content providing facility; storing neans for storing initial state

i nf or neft i oimstnrctson; saideswitch tetweenehether afrtrot sagp detivery of said usageent ,
out of said contentt%ét hat have been  read by said reading neans, that has

not been sebjllangintosmasion ismermitted inmcsosdance wdth saidginstaiesionsrand
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recei ved y sard receivitig neans;” and reproduci ng nmeans fOr reproauci ng a

content t h@ﬂeﬁ&élabﬁﬁlznesﬁ flaure shRIuser sied dejeprnpdasd delivesy HfRdid dsageor dance
with said state F0442/3121 40 infornmation. i
10 enabling information when said delivery of said usage-enabling

information is not permitted and there has been a delivery request from said

user.

17.  User equipment, comprising:

15 reading means for reading contents that can be reproduced by
performing a specified process using specified usage-enabling information,
said contents having been recorded on a recording medium distributed by
content providing facility;

storing means for storing initial state information for a content in a

20 memory after reproducing said content, out of said contents that have been
read by said reading means, that has not been subjected to said specified
process;

receiving means for receiving said usage-enabling information from
said content providing facility;

25 updating means for updating the state information stored in said
memory by said storing means in accordance with the information received
by said receiving means; and

reproducing means for reproducing a content that has been

subjected to said specified processing in accordance with said state



18. A user equi pnent according to Caim 17, wherein said receiving neans
receives said information via a nobile 5 conmunication network; and said
user equi pfi@de/312 configured by connecting a data terminal that is capable
of using said content and a nobile communication termnal that is served

by said nobile comuni cati on network. 40

information.

18. A user equipment according to Claim 17, wherein
said receiving means receives said information via a mobile
5 communication network; and
said user equipment is configured by connecting a data terminal that
is capable of using said content and a mobile communication terminal that

is served by said mobile communication network.



