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broadly to a nmethod and systemfor protecting a
digital image, to a nmethod and system for
authenticating a digital 1inmge, to a conputer
readable dat a storage nediun1having stored thereon
nguter pro ram.code neans nstructi a co&&
METHAR ANDSYBIEMF QB %RQTe%@T%GeP«NDggUJ HE {{éAT'NG A
and to a conputer readaqb gg@ge medi um havi ng
stored thereon conputer progran1co nmeans for
instructing a conputer to execute a method of
aut henticating a digital imge BACKGROUND 15 Stemmed
f FOR-B QRIINVEINBION r ypt ogr aphy, the requirenents for
preventing two Kkinds of frauds are usually expected
for the purposes of content-based authentication. One

i s to pheverasenhdnyentignnéelaiesmbreasily dei pi @ethad angk system for
P?ot@&t‘r@cgsdlglﬁﬁﬁabge %da'ét H\%Md& ahd %Vsteﬁh?oroéLEﬁénﬁCEtlﬁg a digital

event repu fation o transm sSi on of
comegnt toh P%Péiﬁﬁerﬁad@l@ed@t@us@T@@ gredium Raying steree thereon

deB¥plterqsny, Fnecoo@ﬁlﬁgné’ for ibQHARSING W InRAHES t%r@@isﬁte a method of

ment 1 oned a the state-of-art " techni ques f
pP{ﬂ’f@@’ft"IQnQ dlgﬁ%lg'é"s’ﬂ%c%‘da@ FPEEpter irpggpdbie &l@éﬁ ﬁgqrage medium

u 'ﬂ@UfﬁP Q:%ré@ C{hé‘i‘é@hfdo%?ﬁdté’ﬁﬁroﬁ% 48 |n‘:(eé?% foF fstgefihd 8%komputer

into Two classes: watermarking-based aut henticati on
atriexeiaaunethod 9§ authgpticating; & divitalimags Refer to
Figure 1, the waternarking-based sol uti ons acconplish
content authentication by enbeddi ng a noi se-like
sBMHKGREINRt 0 t he content 102 itself in an

i nperceptible way. The ori gi nal content 102 may need
to be transfornmed as _well as the watermark 100

( enbed SteBmea foriadidenal Cl"Jé‘lH%ﬂlfP?h)a the Fgapiregyisign preyenting two

ugpdsf oF BRudkdrag ushaye rdxpaetiend féro rtﬁ‘e SSGMB@es | & t&aatent-based
procedure of watermark extraction onpari ng

carihentgalign QaUstte PrMeRbHe fpmnq)frpr@th%re%raﬂretetﬁtma@zhls attacks
Eds%‘é%fdﬂ%n‘ﬁ@é’uonc‘i’ﬁ‘é 8ther 08, pr@&enpfe%ﬁﬂlbﬁ@ bthhe eh¥aRBion of the
e extracted watermark and that re-produced
content by the owner. Once you sign on it, you cannot deny it anymore. Based on
these two requirements mentioned above, the state-of-art techniques for protecting
images such as JPEG2000 images against unauthorized modifications can mainly be
categorized into two classes: watermarking-based authentication and signature-

based authentication.

Refer to Figure 1, the watermarking-based solutions accomplish content
authentication by embedding a noise-like signal 100 into the content 102 itself in an
imperceptible way. The original content 102 may need to be transformed as well as
the watermark 100 (embedding information). Usually a secret key 104 is used for
making the embedding more secure. In the procedure of watermark extraction, by
comparing the correlation results between the original content 102 and watermarked
content 106, or practically, between the extracted watermark and that re-produced
from keying the same watermark information as embedding, the authentication result
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| ocate the malicious manipulations. Fragile

wat er mar ki ng schenes performwell on authenticating

i mges in terms of system security. Another advantage
of wat er mar ki ng- based sol ut| ons |s its transparent

S £ ol pPBERAIPSd LEYRRelo. g ke THRIBAWS  ANIPUations.  Fragile
awtateembrw Schdifesi pEE&sn iwklidors %mheﬁtlédtﬂgl ihfiges ik Q&Hﬁst of system

the system security issue, although having

séﬁﬁ"éﬁ'cti’w %@B?re%\éad‘tag% %ft WlalterF'é‘Fk“?Q’Bﬁ%%éoh’Bg'i‘s df'r s’ transparent

pé@%gé@‘ogéﬁdeﬁ@%ﬁﬂﬁhQﬁ@ﬁé‘SﬁeQ@tl@ré'(ﬂlﬁéﬁ‘ltlﬁﬁte AbWA¥§es in a semi-
needs t al ance l??tvveen two vital s

r B82S mERRUSt Wagnlh ﬁ&%@”‘aﬁ@cur%&ﬁuﬁt flthoighpaaing pgen somehow

Fagiressed, .st b fal ¢bt ¢ nfors ofl pﬁ‘e@héﬁlléb@ﬁcalﬁhs ®¥éBaddavatermarking
pur poses of content aut hentication

t PNRYE iNseds te r%ﬁng&la%eaty@ryl’gahﬁgstg%ofﬁquwe%ent% robustness and

agéhigiri cating nmessage to authenticating the content.
After features 200 are extracted fromthe original
content 202, usually hashing 204 is needed for

sec?ri :%ferpt@r pgoe 2s tN‘@'élgnt%ﬁJrfa%ﬁéd %bfltg@g%%ﬁ%wf&he tdugposes of
conten (0] r an | em as
S PaHERL e BR B RN G el ormh R aig Adgatims  from
camheﬁﬁcaaﬁ@ mb&gge E&ls MithBnlid2@ng | meaﬁum@neoﬁft@ro fédi@res 200 are
rec ter, the rec | t ca ow t . .
L Stk oy P forioha: cBRtesh 2081 uS Ay SeRBRG S s deeisd fag security
t barposd ladlv&aél d@ergw\fteragéeommmi sl coritbgtrmm&r&:améibrﬁﬂd them (hash
e- proaduce r t cont ent to e

L Bl o e anad 2E 10F S ARl iRt fenpsanggihe content 202

S @dethepiith Blegsigiaiirer 08 ad th@lretipilent Leder theotipldne cd@ show the

p@g@pp{ﬂ B‘ﬁbclfolg F gltg%rq"zesr y&tené{@géﬁ? gélg@ty between the received

Skignatury 210asmtl tisen| red-prodticed efrdnethe seriténtp2t éd be authenticated.

< Bteb o BLPREr e P S Thn cioreuh i od Rl can adopt the

r wpnaaem apubtie l@yalhfﬁa)stmétum(t(PB(QtE:d ﬁiraatiaai esppR€lions. The main
th i d con t.ent

isdeseo! it ErasdeafianT st st MoV gD Bropertes
armentlaﬁm aBSveaS—lcmdvem,ctlmj sbeatty rmfofmancmﬂ&eh;bi detéinoned by the
g(egqr%%%g %ﬁlﬁll}jl lét}ﬁ 8 e%ﬁtfg%gegﬁa C#WS?%@ gggwt sfa(I: cor%eergZOtzhEor example,
S higtuafram endasigd rmpl rtnayolme |rsportdmafeanhrey im &eabesn beixif they are taken
255" 845003880l ARy B 16 heY B0 T4 Hhag: winou

behargigy tHlerrénktogsm arel edgqomepeAmOth@eswmoﬁmgnatm‘etkmm solution is
on | intear ce verification, robust to
tgﬁéﬂ%’gﬁ?@egﬁgg k?% Fag %I ons such as

In providing an authentication solution for e.g. JPEG2000, the following
requirements may be considered: secure to prevent the two main attacks on image
integrity and source verification, robust to tame some incidental distortions such as
format conversion and transcoding, minimum or zero extra storage, etc. Another
practical yet very important issue for authentication may be how to define the

expected authentication strength for content.
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content. 35 WO 2005/031643 PCT/ SG2004/ 000312 3
SUVWARY | n accordance with a first aspect of the

pr jnvention there is provided a nethod of
prﬁ@%%\g a digital image, the nethod conprising
extracting feature 5 values fromthe digital image

based omadcsahred Rfthaa fikg Rispeat dfthe Ierése!nftuirﬂ/ientlon there is provided
enbeddi ng fdata ﬁorreggﬁgg# ng to the Leat ure val ues as

a WREHIOHERIPTPIFCHNY Re niage, jthe qethad) gorpsisinargytiagting feature

It hmu%ss {rgmattm led@ll?eﬂednﬁget b@sé‘:ﬁt@ Ca)fsfeffkﬁﬁ?tadéd’tﬁenﬂc@tlon bit-rate;
e feature val ues urther co
¢ fREnRaddlp 58%?%?%9@%%3@ e deeuiE Hialhas 451 pamark into the

r thglﬁil iesge; | idedreatintyl 28I iigeCSighakd BEsEPBhBe da corresponding
trac{ﬁaﬂﬁf ea ure values prior to enbedding the data

cdP s FNG'UYES the feature values into the digital
|rrage 15 The feature val ues from each of a pI urality
of codebl ocks, of the i nal
t hr esh SeH‘%'H%d c'Baléd?‘l"g?ecrr é’SfTE’”lsgle 'Haat%el% é?%‘&ﬂ'&g ng desired
t @utﬁdﬁﬁcét&fﬁ tobesiaky @ével THRd eadi ngar@éuﬁdweodlhg MQkW@ﬁed feature
eat ure val ues .conprise ECC codin 2 ener
b IPI ReifE s SRty 156 CEetranaTiL K Dy BRtAgaliss nto the
t higifabimtagee val ues. The nmet hod may further conprl se
appl ying ECC coding again to the PCBs to generate the

data corresponding to the feature val ues. 25 The
creat i Myeokatune viamaa@efrs'rrgéaéhlm anﬁljaraﬂﬁmbf icoélelslppksy bNthe original

" e Bt R HERel Mg PRG ssRrn FeleiibS FBIK fifigesponding to

vaheeemturd@alliee. creati ng of the inmage signature may

conprise utilising a private key. The nethod nay

further conprise distributing the digital inmage,

i ncl udiThg cddirg ehthedtledskicitiad fastutéhealaet may icomprige t8EC coding

! qg%%herate parity check bits (PCBs) as the data corresponding to the feature

values.

The method may further comprise applying ECC coding again to the PCBs

to generate the data corresponding to the feature values.

The creating of the image signature may comprise applying a
cryptographic hashing function to a bit sequence representing the data
corresponding to the feature values.

The creating of the image signature may comprise utilising a private key.

The method may further comprise distributing the digital image, including
the embedded data, as the authentic digital image.
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The extracting of the featurg values, the enbeddi ng of
the data 5 corresponding to the feature val ues, and
the creating of the imge signature may be perforned

as part_ of the JPEG 2000 coding. In accordance with a
second '&§pBethest ”TaWefuﬂhéééﬁ'ﬁ‘pﬂﬁ%@ﬁtﬂl”@nthﬁlﬁg'ém|'@age including the

PeptctRddaiatg! lddingl R DEnd b&ﬁFféé@mfh digital inmge,
the nethod conprising 10 extracting data embedded as a
watermark in the digital inage; extracting feature

val ues 'IM'eO@)&l@%tlﬁg Obt athel f@radtvaucie! Bfd &hbedding of the data
aut hent i Cogryé on bit-rate; processing the extracted

dSPHeSPRNANG fo thetpatwsvalues, and die Cieatiagiaf dheyipage signature may

CRENRFRANSH 26 pat oPhediPEat 2088icdbmgyal ues; and
conmparing the derived data correspondl ng to the
original feature values wth reference data derived

ff om amn ld&@ﬁd@dﬂaﬂaﬁithr@ sebondssechigtdn®i bldsbR€invention there is
he deri vi ngtuof the data correspondi ng

57%#!913 f YaBttinenteatings andigitalc kppee. shieemegiod comprising

C @kfr@@ttﬂgﬂﬁhtﬁ osthp&dddteas st waetRaridinttAe }ltf ThbGE eiracting feature
eaturz val ue e extracted data and extracted

f ¥3lugp f%"éi'l?eg'Qﬂﬁagm%%ﬁt aeelectd puthpptication kityadas|nsegessing the

obxtractedi gathabnd NSRS fORUALAARE o deATE ith R red8bénding to
correng%Pc% %gé(a o the original feature val ues. The

eRf9RE » @hfpFeraRatgdhe éﬁﬂ"’?ﬂéj%%(%reﬁeo'ﬂﬁ'ng to the
t bﬂgmaﬁ f€aturedolatsbsdalith AdTEredst! @gthedeiRRy Womh 4l eSge signature

r|se in The nmet hod may further
08 Qqide %Eﬁcmen‘ég'gﬁégag%dl ng twice to the extracted
data. 30 The nethod may further corrprl se applying a
cryptogtaphic.tec iqeto t he eS| nat ur e
e Py e thBRiRatd GE edtiftal foucsRonio iR dhe & Blngh fastgrvglues may
Thempeitd etomeyrbolindesding thy &aeadePtisianghdertidhdCickiie values.
to process the inmage signature for deriving the

reference data. 35 WO 2005/ 031643 PCT/ SG2004/ 000312 5
The meThedxtraytddidataedndcaxpictabidataeiviueg frdia edichiof alplurality of

5850188k ofCtPnd ad igital image may be decoded to derive the data corresponding
fo the original feature values.

The extracted data may comprise PCBs, and the decoding of the
extracted data and extracted feature values comprises ECC decoding.

The method may further comprise applying ECC decoding twice to the
extracted data.

The method may further comprise applying a cryptographic technique to

the image signature to derive a bit sequence representing the reference data.

The method may further comprise applying a public key to process the
image signature for deriving the reference data.
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feature values fromthe digigal image, the processing
of the extracted data and extracted feature values to
derive data corresponding to original feature values,
and the conparing of the derived data corresponding to
t he or iT§eriaethpddingy durtber epmpsseireseiving thefigitehieagtaaaa coded
RygiaeinRRyel or med as part of the JPEG 2000 de- coding.
In accor ance with a third aspect of the present
invention there is provided a systemfor protecting a
digi t arnbrHRaR irhBge Hy8) 68CEABRLERIAG PEERRbY! © val ue
15 extractor device for extracting tTeature val ues from
the digital imge based on a selected authentication

bi t -r atrge e&tr‘é@ﬁ 'ENH@ &‘&adéﬂbé:é’déooés QWQ%M fﬂl@t%tractmg of the

corresp ondi n? eat ure values as a
i rﬁ%aiu'teh\éa"eﬁ@ roR thm’wal #nage, ther Brossswing d:é\th%@Xtrmted data and

CleRfhétBd fé‘étufé%ﬁle%' BN HeCd RBSESHr %ohélﬁ?QQt&}lglnal feature values,
corresponding to the feature val ues n accordance

wichd hef mmpw'rws@ctheofieﬂvﬁcd Slada orrespoRgding da theepdginal feature
PRANEE SlthAthe TERIHeREe R4 AA\E bE FcfotrhBl 38 dFE B Y JPEG 2000 de-

havi ng stored thereon conputer program code neans fo

i §8¢8iPdcting a conputer to execute a method of

protecting a digital inmage, the nethod conprising

extracting feature values from25 the digital imag

based Hhagrosdansq withathirdaspest pidhemires tréfent!%éfme fifgProvided

dat systiRIT6 e pRASEIMY at Gightheink R, Uhe éﬂ/@{éﬁ‘?%o?rﬁ)r@mg a feature value
watermark into the digital inage; and creating

i FXHRCIRT gRUEe, .f%r ﬁégéal%fwed\éﬁ'ae% Hp%ﬂfﬁowﬂltﬁgma@et bpsed on a

f%éle@fe@l aMfenBSaticl¥ BiflraASC QN G/ AKing Gefnbétfbraélﬂ%éldlng data
the present invention there is provided a syste

of
{ GPITERRINEHIG CAPPNSLiTE GHHSR 2% ARlETPR s therdioital image; and a

C@mzfesgcbrngd@iceexwra@reamg dgyi GRaddr sHKAIAST bASedlabR the data
nbedded as a waternmark in the digital inage; a

féafrﬁ‘?@'\?gl%@ thg fPareValyesi ce for extracting feature
values fromthe digital imge based on a selected

aut hentication bit-r rocessor_device for, . .
procesL'l RgCPiHanss rﬁcioé‘ﬁt‘?‘dﬁisae%{na f thix PESIFU cipygntion there is

f padvitie®d vakompuler deddakde dddta SRFAERS MAEWHLMI hbOinYOstored thereon
2005/ 031643 PCT/ 8532004/ 090312
computer program code means for instructing a computer to execute a method of
protecting a digital image, the method comprising extracting feature values from
the digital image based on a selected authentication bit-rate; embedding data
corresponding to the feature values as a watermark into the digital image; and
creating an image signature based on the data corresponding to the feature

values.

In accordance with a fifth aspect of the present invention there is provided
a system for authenticating a digital image, the system comprising an extraction
device for extracting data embedded as a watermark in the digital image; a
feature value exiractor device for extracting feature values from the digital image
based on a selected authentication bit-rate; a processor device for processing the

extracted data and the extracted feature values to derive data corresponding to



6 original feature values and for conparing the
derived data corresponding to the original feature

wo ad0ame3iews t h reference data derived from an i MRQESG2004/000312
signature associated with the digital imge. 5 In
accordance with a sixth aspect of the present
invention there is provided a conputer readabl e data
st or age, nedi um havi ng stored thereon conputer program

c SHeINRLigUreoYalugs @nder sgmpaEiBaile slerived gata: gegegponding to the
rT@hbmal atu\2AEd Gath Referon@eOdatal dbiRIR froth & BhagE signature

conprising extracting data enbedded as a watermark in
t ﬁés‘éﬁ'@t?f'é‘{'m thegdioitaliaget i ng feature val ues fromthe
digital 10 i mage based on a sel ected authentication

bit-rate; processing the extracted data and extracted

5 feat ur & \AGCQEdANGS YN Pe SBAN ASRSCH & ptiediPFRpand invention there is
Obididedl of eainiifer WahdaNe v SRR Ir&diLRe MAQInNgY 8bred thereon

data corresponding to the original feature values
\MCPWPP@@F%Q{@@ &88%

a%ﬁﬂ@nﬂ&ﬁmg%td?%'télﬁma égtﬁeaf*netrmélg&)méi’ﬁsuﬁebﬁﬁactmg data embedded
DESCRI PTI ON OF W NGS Enbadi nents of

MRANSEENSFRINgH? CRAEMUTEN;tg Fxente @ method of

i A% haSemark impthe, digital "U?\Q)eer%’ftfﬁ?anﬁrf@atﬂ"é%d’aﬂﬁs from the digital
10 aﬂﬁé‘g‘j@ﬁhséd)oﬁr@ s@fecf&d%tﬁtﬂéb!tufdﬂbh'bﬁ-ﬂété heodedsidg Ha é)t’t%cted data

lowing witten description of . exanp
oﬁP9 exé'i?gt%% f%%%r%ﬁ’éﬂer?r]?%dﬁﬁ"? rf?tarfﬁwq%endma WnPE%'"a' feature

Fivanies; &ndi'ddiﬁ‘péﬁﬁ@&h@ durived d?dté derteRpBRdikG NG ﬂﬁbsﬁﬂgmal feature

aut hent i tlon SC shows signature

o YelER Y e arPricer e deEvgaiom aramacs JaTaiiis PSSOUSISd with the
| digitat ikilgeng an i mage aut hentication process in
accordance wi th an enbodi nent of the present
invention. 25 Figure 4 is a schematic draw ng

| BRIEFIDESCRIBTIDNIOF ¥HE DRAWINGS wat er mar k

enbeddi ng process flow in accordance with an

enbodi nent of the present invention. Figure 5is a

16

schemaEntbodiirmaingy ofl thes timainitiog wnw\@bebmrk uderaaedd nghd readily

WPORSTSHY BB Sitingty el T RS & fom D8 fofkyfiR6 SR Sescripton,
20 Fbygway df eixanplé long Rattin cbhjuattiad witly the driviegs, o which:

Pl our erigirt P aftistaledia bHSH AR werittiRg BRSngasiBantimton scheme.
a% hgnFIguai 2 hhoavsdignatuab basethgethéemticatiore scheptee
enbodi

accordance with an embodiment of the present invention.

Eeure 3 is a flow chart illustrating an image authentication process in

25 Figure 4 is a schematic drawing illustrating signature signing and watermark

embedding process flow in accordance with an embodiment of the present invention.

Figure 5 is a schematic drawing illustrating a watermark extracting and

signature verification process flow in accordance with an embodiment of the present

invention.

30 Figure 6 is a flowchart illustrating a method of protecting a digital image in

an example embodiment.

Figure 7 is a flowchart illustrating a method of authenticating a digital

image in an example embodiment.
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enbodi ment of the present invention. 5 DETAILED

DESCRI PTI ON A system and franmework for authenticating
JPE&000 i mages in an exanple enbodi nent of the

|nvent| on wWith a pre-specified authentication bit-rate

(ABR) FioNE® uBels seissheripti dBwingrillusieatigoyancempgier system for
S fhSistrieRfing Be ARfthb&dna /8RN hESSHIRY td&n GRBSAIRRAE of the present
| evel, encoding it according to the appropriate

JF"EGE@QH) procedure and paraneters, generating the

content - based signatures with the gi ven ABR,

wat er mar ki n% error correction codes back to the given

i PEJAILBRP ESCRIRIIPNe  wat er marked JPEG2000 i mage

together with its digital si gnature to the recipient
for future verification. exanpl e enbodi nent i s
not onﬂﬁyétﬁi’ﬁaﬁnplﬂaéanrh f@lﬂ}lth%‘t!@é P EGEA0PSIMages iy an example

( BifbbdiRieht abss %e,r RkERtioRNRitH | £0r8lsBediffed )él@trféﬂhcalBE@igﬁaQe (ABR)

i mage rel at ed erati ons such as | ossless-to-lo

i dgwspmtwg | for -tBg divenc e sealesing ibe deswed %uthentlcatlon

t FGHISHREE RY/e| tédéB@iﬁb'lpébc@Fﬂin?ﬁf ﬂ'ie'@prop‘?\ﬁaté'fWEGmprocedure and
above, one obst acl e which affects curre

aRPREIRE R at BRPTA0ND shier &rptendbared ﬁlgneptgre@ewth the given ABR,

divafdrmefkingt QarM'éorﬁé%flberon@sVﬁh%k exiengive® image, and sending the
aut hent i cate t he content. one needs to co

t he
c ¥atesmarked eQ,PeEQPOQ{btm%toggth@{)mtpdts @g,l@llsgpag?e to the re0|p|ent for

cqnméafeﬁnmldwamé )éxéﬂﬁlb eﬁ&b@ilmbﬁrus HRIBAIP £8mPAtible W|th Publlc Key
|t-rate

r_t ressed file size
o i A8 (RIS 5 SisaoPYSt Sk RS g vl MEEDER, ihpge related
weperdtids spcly 28t 1889688stollbsssi Mobiarswitdning mual-dyicieeompréssion and
provi ded in the, content aubhentlcatlon 25 system The

ei{aﬂiﬂo ing {EYRFAHaN aNdRAENIh provi de this
functionality. It is worthy noting here that although
t he aut henti cat |(gn coul d be sﬂso ms

re .y
quant i 28t M&NUIo8ed PRAVGe ONGeflsfaEe oW QHl %&jﬁ? AUt afpentication
obystens enthatf g hennaiffizuit us uadll YefireetoCwnbtesitemd tol autfighticate the
at{ig’h’?&z d{' pne r@ﬁgs Z%PP@B{?%%‘I? %gntle%{, %g\r/]eeralbgptlkc))%g I?o control the target
qu&npnelsiﬁbna qudmeysenbmeasuh@r tampregsibe nitira@f iodmargst &drhpressed file
not we escriptiv

explicit. . .
atehdRtavies: i9nC F'éﬂ?" ﬁ"StLﬁE q&?@%‘%‘é aéﬁﬁg%ﬁ;ﬂ’é(ng“’?% It would be
I bHusitagabed if nsifilgufuncBonalifby aife gorovdgretin the content authentication

aut hentication bjt and aut. entl atlo
P o8 benple ghBodimbAPRaRIS Fluds Bt SRickBRalty ) 1t is worthy
aaow Iameﬁlwt AHdughriee duihehtidation g:batjttreealg@&elaswed by quantization
ge{ép snze gecause of a large diversity of content, furthermore, usually the content will
be stored in compressed form which is done by both quantization and entropy coding,
the quantization-based measure for authentication is still not well descriptive and

explicit.

An authentication system in the example embodiment is illustrated in Figure 3.
Given a target authentication bit rate (ABR) and authentication robustness level (e.g.,
fragile, lossless to lossy) as parameter 300, one digital signature 302 is generated
from the image content 304 during JPEG2000 coding procedure 306. By running
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the whol e protected content gan be allocated in

di fferent subbands and different resolution |evels
based on the targeted ABR If the required

aut henti cati on robustness |evel is fraglle t hen

t FRHQT Jhan expgnie fIPeodipant &he wbgleinsoteaied caniest can be allocated in

gamerertSsubband bh@ RRRSH: REschiitPa IS baddY &n itise ?argeted ABR. If the
straightforward 5 solution of traditional

S FeiB g Ay e oPEDPT T8Vl FagHa, Sl & od bbuA sigsgtre module

| guelis béile'doﬁ)sgéﬁératé 8 NcdrdsPOMGiRg %@ﬁﬂrér(ﬁ' h@@besﬁ%@rﬁomard
with lossless data hiding function is so th

afeldtiors pyRaditienal womiq is'sa@tvfﬁa If iﬂ?ereﬂHﬁ?ea‘EBﬁ@t@ﬁi'o% mua@ess level

eXABEd|%sE, HROY & RBUSAIGAHNIB M AEUIE RA03HAMbESedsSdAR MidifS unction is
| f transcodln has been applied to the im t he

Jpeisdoamt h%ﬁ&@r tighature yarifigrtione therimage Befﬂteefg?ﬁﬁb'?e gactly recovered

eé%lhgﬁf&ﬁé&%&@@ing H aﬁdﬁ@d rlﬁﬂé’héc%@mé@ua§%b@ﬁ Bbpifedltb ¥k image, the
rgggst ness |le hen a robust signature

32088 mage ﬁan a’g'g?/e V%réfteéi bt grrRpt PgRkpetlyeraverag | IEie required

t quifiekBcation roBehadsaeve ||59I6§§)U HRN@FoBubtidturt dodule 312 with lossy
a}gl dental distortions. inal outputs are a
(

Pe PIAIR% deyctiopeep Bl di Wag@kglﬁ'e apReTRied sigaaiiieamae robust to

dirgideatal sdigtbaions ETRE Ainalléutdite & o @fterhRikd Y IPEG2000 image 314
sem, -fragile gonte t based_ i mage authentication in the

e?%‘rﬁ? aseagiar digie! sipnaiuiestl?ne descri bed. The | ossl ess

sem -fragile content-based i rrage aut hentication in

t he ex | e enbo nt will t scribed in .
otar 1 1 RHRER for Jsoyspn-bedlz g ietibeatd Byoes puinedliation in the
S bkérh}ﬁlé embdsdimearwuntrbax be df@ﬁ:ﬂb@wt Tied ok §18¢d Sdi-fedifle \BAtéNt-based
simlar, instrugtions to | nment ne enab es

p&rEHh aé'ﬂ?q g%%f'qn I Hie S¥praple ‘?'B ?'étn‘é{ t Nethie Ilbeg in_detail,
l\/hb\ﬂe@'e(ktlvﬁll DéHp}gged@@@% aleheunt m@ltn i9 [heuéﬂt tria® ?‘ios'e?ﬁméntlcatlon
wat er nar ke LN er.ea Sl ess ntica .

RSy s A P eRad IERBE RS ADERA EREREN klled n the
eﬁh(ldl imeplement ittgnathere YeRerspbeifically, WesY faugiintiostion utilises lossy

QARG e rovh B Rt SRaa A foticR i [igpe _loseless

nwdtelrmarle&&ambéddnm@ed for enbeddi ng and extracti ng ECC
check information. Instead of directly sending an

original inmage to recipients, only the watermarked

copy i $n slendxdmples Iee‘rbo\Mrméntosﬂ@neﬁhr@Weda't@ht/a,lerlflcatlon modules are

SR FEPSE Fors S Auingi o osing et gn/atr gtk gbeding

t beracBOnomagivfesl arereqdy susee) forRefriedding Falgjljr@(%ptnag'rtﬁﬁ;c check

fl‘?\lf'cgrniar’gBHF ?ﬁstgéci %If naéllrlec{.ly sgﬁdlﬁg Oan %ﬁgﬁ%o%)age to recipients, only the
watermarked copy is send together with one signed digital signature whose length is
usually very short (the signature size is only around 1024 bits regardless of the
original image size).

Refer to Figure 4, among four inputs: original image 400, JPEG2000
compression bit-rate (CBR) 402 b, Lowest authentication bit-rate 404 (LABR) a and
image sender’s private key 406, CBR 402 is the mandatory input for compressing
images into JPEG2000 format. In addition to the original image 400, only two inputs
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i nput for conpressing 35 i nages i nto JPEG000 fornat.

In addition to the original image 400, only two inputs

WO 2005/ 031643 PCT/ S&004/ 000312 9 are needed to

generate the JPEG000 i mage signature 408 in a

c &i¢ 8pedeshivagpnfagie the H%Eﬁap%tr@ag@evgmea‘wé iR Recopjgpikbased way:

4Qﬁe aprlv%l‘e ‘ﬂef PE28A9 hEBgeBRI W%PLIF—‘ CaZIB §PEGQO@G %gge signature is

ABR val ue a, a new |nage W t
algenemted:wal@ LABfrgvalde B a new gpagg with OBfhb a/lllatrﬁjaltth@ntwaﬁ long as b
' 'T@Sl%a'te? tRE é‘éﬁé trﬁé W el dee deAtLid A BEAndBIticBph Bl idlipulations

of transcoded (by parsing or truncation) froma
cmsrfeé@@wdw&mog ofdiyacafipp) fromma cgmptasked JPﬁﬁaeommage 410.

f TRt ogRSEi9a8Se 400!iR&t dricRRRS8 By t%sfo%&ﬁdrﬁtwavelet transformatlon
transtformati on and quantization, which are all bas

prevdemanization. whictaonall badiearasgdures in \%000@1@011@9 412, EBCOT
t fm .§%rpar§9|o§9a fdp ikt ﬁ@éméubﬁatzir@mdcéulﬂg 4/169W£Hd19ptlmal bit

ti mal rate control

caﬁieefmnir@bé%@ 2at Gp@f@nfaweé)a‘?at&a%@re@zzraﬁpé#ﬁﬁ@m the available
avpictigidiged bif b%h%?'abé@ﬁmg thePInddtRs |sb)én&§féﬁnb&9/et DRBR 404.

i mge i s encoded above LABR Feature val ues fr
e (ﬁ@tlﬁéd\é@jv%%lfmé@ eeqchr@%dﬁﬂ'%da@naﬂreﬁf@@e@déa A28Ct aoded 426 to

9%@?&’[@ c%ﬁéé&ﬁﬂﬂ@)dbé\ﬁ¥ RABE] Mlt&? hﬂGBs)bJLZSS T@BQE@BS 4éB taken as the

The PCBs are taken as seed form t he
bls§ed 19 fredhablaskbasrd W@t?rmﬁé(‘ﬁﬁ)e enbedded wat er mar k

is preferably robust enough for extraction from
received i maH%es under acceptabl e nani pul ati ons.

i nci denthl eBvgAGRE WaleAEk e RIRIBREl (RRUEr RRatUEs ng’:i’f{rac'“o” from

0GetdivedEirhadess aRddri éiféebt%blehmaﬁi’p@mﬂb% SIeo fHceAtal changes to the
agai n before the PCB data are e water

AP el B MG OCit BRI TRRIGE df (i 1P HEISS gbodiment
bl Rzl Béfore Bl PEBEdtta Rir® @lnbedbed. e WaRFriiaR tResl tirnghcB block are

| ocati on al so be deter n
v EriReiigd TR LS eyt P G4 e Boci ot WREERHgmbedding
t h@cd‘t@ﬁtrﬂéyﬁal@@dﬁsdet@ffnﬁn@ﬁb%&ieﬁ the mm walue raver Nlotegonly the PCB

ess. 0 exanp odi ment r.ds
Pre 260 (na gBEROOyinen e r COdB} I RSTHACRGS Heslbs Watermarking
f rmw;tﬂsl of ties @ka*hplerbﬁﬁt&)dﬁhérlﬂaﬁlm cadééw@ub hap (featares tﬁgetherdwnh their
concat ena the resultjn It S e ash
VPR SEPY I, PO doMaeh st eaeY S 2acl] sebsadh g g catenated
Skindlthe 4é’e4;tlt|n'§hﬁt gRuened Bthashed b bagydtegraptsd haﬁimigafmaiﬁbn such as

YB3GE TR cid. The SFPrled SPpRArUR b aens PR §E Saned 40

f rsmgpthd aloatend senties Isgjﬂlaéﬂerlﬁymbetﬁéorrmthwl‘drymo sigaature 408. Differing
ients as

it 1 bbbl Fianeire sRacras Aot gt b aTRERT deRca® sent to the
W&bapi@tMOCIated with its signature, in the example embodiment the watermarked
image is send to the recipients instead of sending the original image 400.

Refer to Figure 5. To authenticate received image content 500, in addition to
the image itself, two other pieces of information are needed in the example
embodiment: the signature 502 associated with the image 500 (transmitted through
external channels or as embedded watermarks), and the content sender’s public key

504. The image 500 is processed in the same way as content signing: decompose
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to the image itself, two othgr pieces of information
are needed in the exanple enbodinment: the signature
502 associated with the inage 500 (transmtted through

external channels or as enbedded wat er mar , and the .
c Ahdenantizmimacedntg ircks. tRexirae fegiuresTareq ksipte that here itis

PrRe8$e8 hkNJPHS 2660 B has B&uH @BtodelddmtdGaw image and one is
deconpose. WO 2005/ 031643 PCT/ SG2004/ 000312 10 a

Se, A - and
quakharsieatingadhisi AW W1asek giveno LARRr it ee B9 sist 8l JPEG2000

eaphpib ek, tidNatfuidiaind eferhfarkss cam st ®E btgined in the EBCOT
een decoded into _raw i mage an

JPEG&0Q00 i nage _has b d one

, <lomai Rem e JPERZOPA HEcedig PiRgRiTe): FEam fNeSR enhedgpwatermarks
| TRQE ohe Slidcls tHRERRE0Mata CRIMBFASS @l thd BEurtealitdr 8. alWle that the
wat er mar ks can al so_be obtajned in the EB%T 5 don'%l n

f FeRiiase AFPERPWYIPddadd Ty PR Jeesivit)mags a0 yulg the PCBs are
erfeesdest RefmethaBSmadke05100Mhat 8%t deretsted BRJ BRiBedaddat the source
generated at the source site %}%iﬁ?@l\bte t

0 L Rhe uS wothins. e o uisransh i irePeagttBu HS fp fospodewords

W 1gahé ol Emtét Cerific@beY 8esloh Eaibé hadeat er mar ks 510
that are generated and enbedded at the source site.

After we conbine the features and the correspondi ng
PCBs t cFifs®r ¢al6nste wes egndrdfe oFnd bedenfopd @loekmiyaidck to see whether

verificatiop decision can be made. Firs cal cul ate. i
¢ Y RP Bt o EURMRRO A BICORROIBYeLH Yotk Thg) Wa glaim the image
M@tﬁrﬁ’utheﬁm! éhﬁcp]gulss B éﬂ%oVéhEm lQ;ﬁddthﬂ)ﬁowse to display alteration
uncor.rect . es, then aimthe image |s
LrORRERER Mool Rpdgurddhare, CRTRCERe (e SRPRy ThAB¥e Ry code are
di dbﬂleabébw] beaPCse \ﬂérdp@aamiewamef proceds| ascthd @vorcd sitar @ncatenate
correctable (j.e..errors  in an eat ure cqde are
c i Gt ot bibn o BauerES At ieSisPhEalshast 520 the
t hes@bséqeente! The dipacadrificatien reault is tigre cératlideddiBvenisa bit-by-bit
into a gl ohal .sequence apd crypt.o hi cal Ly, hash 520
t tromepuon 524 befianahSsenic f4stBh SEIsTE P e 3 Ecl Befkrated and
t e@ oftnad ddetptedrsagton it hsdogiakid sigeaionead02Sion thiesbtained public
bet we t hese two, hash sets (i.e.,.one is. this new
ol S Mo SHBienBR gffess e ity il aReBet bindhnthacceptable
aqagmiuttentcyi gnature 502 by the obtained public key
504): if any single bit differs, the verifier wll
deem t he i mage unacceptable ("unauthentic"). The
proceduTiee plockdgreablirsggrgmergeaneationnahdvataésrmeartk embedding in the
e AT ImbBaihd Lt indgn§E P! € enbodi ment i nvol ves:
Selecting the authentication robustness levels: fragile, semi-fragile with
lossless data hiding and semi-fragile with lossy data hiding.
JPEG2000 encoding the image based on coding parameters such as
progression order, compression bit-rate, etc.
Generating the content-based features with the given Authentication Bit-Rate
(ABR).
Employing error correcting coding scheme to tame the feature perturbations
caused by some incidental noises or embedded watermarks, if semi-fragile

authentication is selected.



Sel ecting the authentication robustness |evels:

fragile, sem-fragile with |ossless data hiding and
w@e0ws/081ay)i | e with | ossy data hidi ng. JPEGQ00OPETSGION000312

t he i mage based on codi ng pargneters such as

progressi on order, conpression bit-rate, etc. 30

Cenerating the content-based feat ures Wi th the given

Aut hent i cati on Bit-Rate (ABR). | oyi ng error

cor r ect FHmped H‘En&‘%c‘%@ﬁ% ¢fo a{'aﬁf@Ct [fedéwerdsr Back to the image as

pe&ﬁat&rﬁ’l@tfksonﬂeréaeiﬁ%‘ﬁ lBé/sySQITTE)séIE% @ﬁﬂbbé&mﬁ%slﬂﬁs&f depending on
enbedded wat er nar if sem-fragile authenticati

i sW§€I*@Etséa1"fr9@'ezb>(§§'ﬁé%PGA%SSPS@PFS@’(D'MISO pesen asithe "authentication
Enpasldinegs 1ve) PCBs of all ECC codewords back to the
|nage as watermarks. Here_ either Iossy or | ossless

5 enbeddi ﬁ\@plwgtﬁrym? Sash ogah ERG Ggewardswhet her

sem - f r a@irgein QRSHATE sObrivaRs Rdy ﬂﬁgl?n hirdinaohdsh VRS8R obtain the
as_the authentication robustness level. 5 Applyi ng

cr%@gf‘ﬂ%%‘ﬂu@n all ECC codewords. Using i mage owner's

pri vat e TheypiloBedirg Nofo atdhaha ehirycibH eardn GighatuRé NverifGation in the
i mage signature. The procedure of watermark extraction

anf %"T‘@ﬁﬁmuhoé"(}%ﬂ ifOl%Ei on in the exanple enbodi nent

101 nvol veSelekfin %@Cbumgnﬁdéﬁo@%B@ﬁhés%a‘Iév@I% r fpdyas! NRRf-fragile with
| oss] ess data

IeeIs fragi ile with
A S%Hatag‘léﬁiﬁ‘g F‘P‘i@?mbﬁ%@q'@r\(‘" thdessy data RidRgdi ng.
Genﬁr at Gegetdliag Qﬁéltc@ﬁl:enbbése@f ffe{ﬁtﬁtféég\ﬁmw \méd bnv%dla;%gg\gmnon bit-rate
au en icati e rom e :
\bp SBhecth r SAsRTmant PR ting Ot Te%R sai o
vvat er1 galﬂxﬁaflﬁtrr@rthé B&idiwaR@ensRréMthe Irﬁagehlsbnw af {Il‘%kaat@r@narkmg is
ossl ess and no tr atio ie n
15 J Pl‘:"éﬁ'@é?) an rur]x:@g% @ragqﬁgg é%gé% 8$ ?fga%e jrecover the JPEG2000
nepes@Af HecdsePlyoyi ng er r or correcting codi ng schene on
the gen tled features ({(t ract ed wat

ECC f ai FSTP'OY i EHPE CPHEC I”&c%ﬂ %§C'§§,“%8§sﬁ SI %e”&("lt%‘ili%atures and
Ot betradtesd v&maimlarksg ﬁraot:o fdilas ihdivatel the HEatioad exwpdssible attacks.

20 crypting.the ate e, si gnature and
obpﬁﬁf‘“’éﬁo‘i%’&m%@t"a@ h gf‘{gg dew, (’E’g ari son between
20t hese t Wechpihgtie dsbociadimbgalsifhatnenmd abtais baothbhset of hash
Bit-bit comparison between these two hashes: if one bit difference exists, the

image is deemed as unauthentic.

Figure 6 is a flowchart illustrating a method of protecting a digital image in
25 an example embodiment. At step 600, feature values are extracted from the
digital image based on a selected authentication bit-rate. At step 602, data
corresponding to the feature values is embedded as a watermark into the digital
image, and at step 604 an image signature is created based on the data
corresponding to the feature values.
30
Figure 7 is a flowchart illustrating a method of authenticating a digital
image in an example embodiment. At step 700, data embedded as a watermark
in the digital image is extracted. At step 701, feature values are extracted from
the digital image based on a selected authentication bit-rate. At step 702, the

35 extracted data and extracted feature values are processed to derive data
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600, feature values are extrgcted fromthe digital
i mage based on a selected authentication bit-rate. At
step 602, data corresponding to the feature val ues is

enbedded as a watermark into the digl t al g%e and
atcostespoRtng 4R Prigind Gag: Values.s apd calt 8180 4% ihgn defived data

d Qio@resF@ﬁd iRG RO rtﬂé r&ldnﬁ’alt featr8 Al ¥R kb®parcdOwith Hefferce data
is a owchart illustrating a nethod of authentlcatlng

a darypd dlom ankaRos ﬂgaﬁtuaamcet%%@aﬂheﬁtg' aAf”9§f3ep
700, data enbedded as a watermark in the digital
image is extracted. At step 701, feature values are

ext r act ¢ Megied %’Tﬁ’esﬁtﬁptoafthef FRJBPISABROdMent can ke irglemented

arhentcbputeNsyRitémr 808 sbherfhfdily Oghowh8n 3Sigaet Bact|@tnay be
data and extracted feature val ues are &Fgcessed to

dé‘i“ip{Fé“‘?iH?% AREPHNBE. GYEB 23 AEMRELDPPOFID BENI e.E‘ECUted within the

%’é‘l@nt%mfdnal iRgtrudtingttHe ondputessysaard g90 &t 8fhduct the
the derived data corresponding to the original

f éﬁ?t@P@ %H}%@?mr&e@mﬁ%@anw th reference data

derl vedrn‘er @Hh@mesrwg_s,@ﬂeml g0@t sbrepisEs0al @érﬂﬂut‘éﬂrﬁo&d]@ 802 input
5 The met hod and system of the exa

o e UcHcae e PYRAREk e and JOHSS (I0BLRRY 2 PLIBHY “of output

8Qdvicseeanscaditplag BOB andpfmitevs€0.8. It may be
I mpl ement ed as soft

e uch as conput er program .

bel ng cHECcRBRMET madule e I eapnecisd @8 campalss nehwerk 812 via a
i Qﬂi]téglét i{{:ﬁ\ﬁ:‘kh@r @I@U}éét Méfo SM%@BI@@%(C:)&? 0B ahe i rnet or other
met hod . o e exanpl e e i nent . co r
R B o Ao as JghaparNerys dLES o i Area Networ
nyUvANRE such as a keyboard 804 and nouse 806 and a

[urali of out ev' uch as a di.s

P ot ThecRomRier o IS Mo R, B Biio gotpBed 4 hecesspr 818,
:ZjCR@‘lC[UhﬁSIP‘]-Zb&'S Méﬁ’wl k<R/8N!I¥ 820 and a Rehdl ﬂﬁ‘ll)el\/'[elﬁ&ﬂﬁ ‘QIQO‘M%VSZZ. The
evi ce to enahl e. access to e.g..the ILnte 0

o PSS havR, S0R S ERERR A hmBe P bP o BBk B JRfertaces, for
(lAdmpds 1 deteinea St torthe (SWBY) . 80B) carb MU titterfamd 826 to the

802 in t exan‘pl e includes a processor 818, a Random
Ag@gb Igehﬁbry (RAM 820 and a Read Only Menory (ROM

822. Thkhe components of the computer module 802 typically communicate via
and interconnected bus 828 and in a manner known to the person skilled in the
relevant art.

The application program is typically supplied to the user of the computer
system 800 encoded on a data storage medium such as a CD-ROM or floppy
disk and read utilising a corresponding data storage medium drive of a data
storage device 830. The application program is read and controlled in its
execution by the processor 818. Intermediate storage of program data maybe
accomplished using RAM 820.

The embodiment described may provide a system and method for content-

based authentication against unauthorized modifications of the JPEG2000.
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826 to the keyboard 804. Thg conponents of the
comput er nodul e 802 typically comrunicate via and
i nterconnected bus 828 and in a nanner knomn to the
person skilled in the relevant art.

appl i cat S¥Heprayraaned faraythentiajing dﬁ’ﬁﬁ?@eot‘fﬁa%é‘ the @mbodiment
of ddsBBL O TRIMIRYS:  SB¥eR &m/@@ B QRE egva |ﬁ‘1a§§t %el%tcﬁ’ﬁg"gﬁe desired

medi um such as a CD- rroE di sk and rea
utgutheiticgfion robrstaspolsUringn@ding s Benosdiag ﬁ%&?%ﬁmppwe dPEG2000

a ﬁ@ééﬁur@bﬁﬂ HHParfEtsC @efdBingTihe @Pédt%gécpglgﬁé@%samth $he given
read and controlled in its ‘execution by the processor

8 PR Welermarding ¥yt SFTggionotodss dck e dbg alvr%aymégeefma"y sending
aGhe "RhteFhaHed SIPEC I Brdye A8 candPdiitent Qn@ﬁ&r élgﬁﬁure to the

ma Erow de a system and net hod for content- "base
L%FI' ient fontutys Vﬁﬂfﬁﬁeﬁ'g'ﬂ unaut hori zed nodi fications of

t he JPEG2000. WD 2005/ 031643 PCT/ S&2004/ 000312 13 A

system_and met hod for authentjcating JPEG000 i nage in
t he enbo®iStRPPIIcRIORS | Belhei Aehertication draseqwark Satstber &fbodiment

t R sEdRNINEII8E Dut BRI R MRy fohe desired aut hent| cation
r obust ness | evel encoding it accordlgg to th

appr opr@%ﬂ%n IPEREYY Pr,g; Sl e iniperity atﬁﬁt%\‘e@med content under

gefMnahutAgnticBBore Eiﬂ-?eﬂéltﬂ’(@ﬁ%énﬁh@ Bl RSdoMel A deveradi wag& such as
5 ABR, .wat er mar Ki n? eg fﬁ% rrecti on codes back 't
Q2 SH

gi VERMIMELYE copienkin biteigle Qdater HEgaRRIag ﬂwﬁ@*em@'ent with

| rm@ateassxagu@igeds Wd Al !sﬁ’é?afnﬁhdglblt-ﬁalteéﬂrgféﬂhs”cﬁtﬁ@oi@ﬁal file size are
re verit]ca

rec
ST RER e aher S e BB, FHarBRBFIECorORRL should be
erm@tébt@eratgamwumfdrnzb@dmoumsétmg but are not [imted

ent stre n ecting the jntegr

st r eanerkgorﬁ%rﬁt Eﬁ‘i‘ts a‘gqﬂ 'n&%éwtéjﬁ @ 1BR ab%lrie”?:'%ﬁt'@” bit-rate,
Thee Sioh%amtﬂg)etﬁtdt&télﬁ nfhynmde?gc?f%bﬁfeabra‘dﬁdéﬁh ¥ tm’fbrméAtuons among
stream,ng the content er wt e .
o HaAfs oSt i R B, Balbaplor .o B, using ECC
A%chemg, aﬁet frangfbimeat redatentl sHdutd aieESprbtéﬁte@r nagafist t ir@uthorized
or| ar.e reater an the.s

(ot 15, Rnh ras e il & st ecomuse! Sl greater than
beautlmmtﬁmeﬂit-naml nst unaut hori zed nodi ficati ons.
Content transformation in different domains: G ven the

aut hentication bit-rate,
Embodiments of the invention may provide a systematic and quantitative

way for authenticating multimedia content by casting the content into a finer
representation in terms of ABR. This then brings much convenience for the
authentication applications by simply keying in one parameter-authentication bit-rate

to protect the content.

Embodiments of the invention may also provide a framework for meeting
different authentication requirements from real applications by employing different
signing modules (fragile, lossless and lossy) which is in line with different JPEG2000

coding settings.
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waelr@snade43 o- anal og and anal og-to-digital. By urRCTHgGEHCC000312
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20 scheme, the transforned ceptent shoul d be protected
agai nst unaut horized nodifications as |long as the

bit-rate of transforned content is still greater than
authenggp ti.on ate. Enbodi nents of the invention
may pr edimeq s‘?fet fMEngnp "eRya AP PARvidpean ﬁr’%?sqdo?o‘u’“on for

aumbﬁlﬁgltﬁ@tpeﬁlrwﬁbﬁ iprEIbrA dFosrabled P¥atoRSt diMed I some incidental
onte? I nto ner representation in terns of ABR

TrS5TReh 26 Al WERTSBHge FEAE i figenton can be incorporated
auhtoePKlivatblodhyahedificlibho mSte s &f sYBleyh BMcBY. | N one

par anet er - aut hentication bit-rate to protect the

content. 30 Enbodi nents of the invention may al so

provi dat aillf lﬁ@ﬁp;W@bl&tédOtBy aBRkddmdskilddfih e Bt thattnumerous variations
cati ons

a%@ (?;It Ié:)dal‘tbqa? u'brégmngaé %Iﬁ%@%é@ lll’tVfEE&g‘: g%shown in t¥1e specific

| oaﬁu)mﬁemawﬂhestsaéparﬁngcfnom&herzr, Irit B¢ s¥dgenofinkfigvedibn as broadly

00 [ n 05/.031643

CEREkR0n T8 Geesot SnoRBBI HenTeraitro: Kebd Fsiershinlyrespects
altsdbemrustram:am ricCteda@sied sol ution for tackling the
perturbation problemof extracted features caused by
some incidental distortions as well as waternarking.
Furthernore, the invention can be incorporated into
PKI w thout any nodifications in ternms of system
protocols. 51t will be appreciated by a person
skilled in the art that nunmerous variations and/or
nodi fications may be made to the present invention as
shown in the specific enbodinents wthout departing
fromthe spirit or scope of the invention as broadly
descri bed. The present enbodi nents are, therefore, to
be considered in all respects 10 to be illustrative
and not restrictive. WO 2005/ 031643 PCT/ SG2004/ 000312
15 CLAIM5 1. A nethod of protecting a digital inage,
the nethod conprising: extracting feature values from
the digital imge based on a selected authentication
bit-rate,;



5 enbeddi ng data corresponding to the feature val ues
as a watermark into the digital inage; and creating

W@eoos/Buge3 Ssi gnat ure based on the data correspopdi/fG200€000312
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the feature values. 10 2. The nethod as clained in
claim1, further conprising the step of selecting a
desired aut hentication robustness |evel, and error

cg%ng coding the extracted feature val ues prior
ding the data corresponding to the feature

val ues fi.nto A h%trwcgmﬁmbtebﬁwglédlglél #nadd) ehdRiduesd éiﬁnprlsmg

clainmed in ai_ns In the feature val ue
from e&eH aSﬁ”% f?ﬂ'tHrreaP’?lf“ﬁs Jfo@o@‘@bfj&iﬁ% IBRIe RasgH | g @a|selected
dla@meﬂt;camgs.t.ame t hreshol ded and coded to cr eate t he

data corre to t he f.eature val ues.
net hod e&%b%rdi? ﬁ’?rr@ISB? g tQuihs g?ar’ﬁ”'ieh\éa'%‘?}:d?‘%ﬁ watermark into

t ltige d@ﬁahh’f@hah@led feature val ues conprises ECC

codi ng t ener at e ar it PCBs) as th

dat a cé’f‘? oA "M S'gﬂ%t” gaaaﬁa Itné ‘?BB CGI"F?épond'“g to the
nééatark eslued.ai med in claim4, further conprising

appl ying ECC coding again to the PCBs to generate the

data corresponding to the feature 25 values. 6. The

met hod 2as ClTaiemgfndtHoﬂ #ylaimed af cRiifi ﬂBfuﬂthéﬂc&anQﬁg &he step of
of t at ur

reati,n
o SFIesTing 2 605heth aPSriPROR shiATEESS el B Seomomracting coding
saqmemractea preamwtvaImgst;h@r datemicsdding P dlaby cb@eddvRding to the
ature The nmethod as clainmed in any

o eeatgrfe \éqllé?w?ol%leegdi%’fal IW9%in the creati ng of the

i mage si gnat ure conprises utilising a private key. WO
2P0 AREEGR AR o1 02 R s oo
mirohodadhuof apmmmyrpf ¢®I@$>Idibks tof tl’(wbmgilaltdlgltaj iphge@bre thresholded
[ udi t enbedded d ut hentic
B Sl o eaReng i BB i e Mt VAU “one
of claims | to 8, further conpr|3|ng codi ng the
digital, ima | u |ngthe ded _dat,a, ut |ISI
JPEG20G0 cog‘n‘E‘Pe ?’}S’r‘i’d a3 el CS?d'a‘ 35 WP IRelpe; fodig of the
c traeshd@dedtieataienvdles’ cemprisest E@g) obdihheo generate parlty check bits
(PCBs) as the data corresponding to the feature values.

5. The method as claimed in claim 4, further comprising applying ECC
coding again to the PCBs to generate the data corresponding to the feature
values.

6. The method as claimed in any one of claims 1 to 5, wherein the
creating of the image signature comprises applying a cryptographic hashing
function to a bit sequence representing the data corresponding to the feature
values.

7. The method as claimed in any one of claims 1 to 6, wherein the

creating of the image signature comprises utilising a private key.



10 feature values, the enbedding of the data
corresponding to the feature values, and the creating
wo@Rooshai6ie3rage signature are perfornmed as part PET/SGE04/000312
JPEG 2000 coding. 15 11. A fethod of authenticating a
digital image, the nethod conprising: extracting data

enbedded as a vvaterrmrk in the digital irmge
extracty ng f atur | ue m t he di g| i mage base
on a sel'ecte c‘%l“i“&ﬁ

'Blat”yr%ﬁee" Sﬁﬁ%ﬂo@egfs}"’ﬁ@mm the

t aetant rfanmerdcdllﬁybr&e%ﬂﬂisﬁﬂstjfr&}tlﬁdd'@ﬂﬂtlhlfa@eV flcHRfng the embedded

Lve 20.corresponding to original feature
va q&aesasdtﬁﬁ@umg gr\@?[?ﬂ%gederl ved data corresponding
to the original feature values with reference data

derived, from,an ature associated with th
5 di g: Ya?‘9 i rranl]é‘? "'fgﬁ‘%g % e hiBd2BY% ‘E]ealogé‘dla'l‘ﬁ d H? MR, further

1b,ormtn|slr1g| godiagi thenglidifae ihabe, iNidiesRREdEMBedded RRxta, utilising

J?)‘F_Lécﬁ) al ues conmp rises error correcting coding the
ed tPAtHe 3?1 extracted feature val ues. 13. The

nethod as clalned inclains 11 or 12, wherein the

extract.ed d ext. ra t.ed featu val ues
each of1%a pl 'UF ﬂipog?sﬁfﬂ@ﬁ JR KAy tWEeEﬁ'@lﬂﬂ%lexFrﬁﬁt@'& of the
10 arfeatdecoalads ttbectﬂnberwm@aftﬂ&t daotdrespoendingdot thetfB8ture values,
orl %I nal feature values. WO 2005/031643
@PFs@004/ 000312 17 14. The method as claimed in

cltm erdaingwbfethei imddee signbtuae taed pdifomed aiPphsast RERFPEG 2000

Be decodi ng of the extracted data and extracted
feai]I val ues conprises ECC decoding. 5 15. The
nmet hod as clained in claim 14, further conprising

ST oot T R T e S e —
15, fuextnmtmgodztpenmemlgledmsleywa@rmarknymﬁ@grg&ahmage
Lehn! 4l AR5, BLNG UG Ao Bordd O ' sl

sequence rep PesSant 'ng t

meuthegticationl kil-ratef and any one of clainms 10 to 16,

furthe ' L,yi a Lic rocess .

the | rc)ec%glgrﬂﬁ t?% %gtrsgtgd adé?%?f‘ﬂ Frﬁ%tedl? Xture values ?o %Ierlve data
20 correspondmg to original feature values; and

comparing the derived data corresponding to the original feature values

with reference data derived from an image signature associated with the digital

image.

25 12. The method as claimed in claim 11, wherein deriving the data

corresponding to the feature values comprises error correcting coding the

extracted data and extracted feature values.

13. The method as claimed in claims 11 or 12, wherein the extracted

30 data and extracted feature values from each of a plurality of codeblocks of the

digital image are decoded to derive the data corresponding to the original feature

values.



reference data. 15 18. The nethod as clainmed in any
one of clainms 10 to 17, wherein the nethod further

W@ P03 sexs receiving the digital inmage as a corPErSG2004/000312
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digital inmage. 19. The nethog as clainmed in claim 18,
wherein the digital image is 20 coded utilising
JPE&000. 20. The nmethod as clained in claiml19,
wherein the extractlng of the data enbedded as a

wat er neldk, tThe eethast 88 dpigredr Batlaine 12 whesein hm @eacted data
d'cQ)'n‘ipﬁlses'F‘W ard P ePIQRIFTY Bﬂtl'féf eitr?ct@d(ﬂét%cér?cﬂeﬂﬁécﬁed feature
and extracted feature val ues, and 5 conparing of

t halugsrqomriisga £ ¢ desedipdndi ng to the or| ginal feature
values with the reference data are perforned as part

of the JPEG_2000 de cod| ng. 21. A systemfor

prot ectdhg Jdhei gietha ﬁé@%me@h@ ghaisp elh, FBitieTi eqraRyising applying
f@i‘,@rd%caéihglﬁmﬁé% ffd Sttrddd /taf Or extracting feature
values fromthe 30 digital inmge based on a sel ected

aut hentication bit-rate; a watermarking device for

enbeddig datR RREFRSBSNEAIRED th A éreév\bwc@a.mgaiol@é B3 further

a watermark into the digital imge; and processor
d SEHRIISINGr arAERg Pr@y@ﬁgraﬁﬁ@%h@ﬁb\? G‘? 3"%'&1?@@ signatyye to derive a
dfbtltaseq@i@ﬁé@ niflg e Fdi6rehealdutL val ues. 35 WO

2005/ 031643 PCT/ S&2004/ 000312 18 22. A conputer
readabl e data storage nedi um havi ng stored thereon

conput ef7 pr oGea McBeStE aBB@Aitnddin 'a‘ﬁ?téhé:tof RehiAs CROTRYL R, further
to execute a nmethod of protecting digital im

t FOMRIISHSERMADY PSRURYC ke iP REPFRS tf‘@d'i"@ﬁ% SighefEs %‘Prr derving the
t hefefetd ddtal mage based on a selected 5

aut hentication bit-rate; enbeddi ng data correspondi ng

to the feature values as a watermark into the digital

I mtage 1@nd mr@za\hbmgadstﬂm Bl AHAbRKE l@f ames10o t1hewherem the
ata c ondi n, 0 e val ues.
S TSR Rl GomerErs ey e kel IMpangs 2 Oled Sjaiebimage.
conpri si ng:
19. The method as claimed in claim 18, wherein the digital image is
coded utilising JPEG2000.

20.  The method as claimed in claim 19, wherein the extracting of the
data embedded as a watermark, the extracting of feature values from the digital
image, the processing of the extracted data and extracted feature values, and the
comparing of the derived data corresponding to the original feature values with
the reference data are performed as part of the JPEG 2000 de-coding.

21. A system for protecting a digital image, the system comprising:

a feature value extractor device for extracting feature values from the
digital image based on a selected authentication bit-rate;

a watermarking device for embedding data corresponding to the feature
values as a watermark into the digital image; and

a processor device for creating an image signature based on the data

corresponding to the feature values.



an extraction device for extracting data enbedded as a
watermark in the digital imge; a feature val ue

wexaosasteas devi ce for extracting feature val ueBCT/8GIM04/000312
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the 15 digital inmage basedqgn a selected
aut hentication bit-rate; a processor devi ce for
processing the extracted data and extracted feature

val ues to derive data corresponding to original
f eat ur 82val Hecorapider &ad@SWpﬁ@t?n‘ﬁoraﬁﬁénaé'PWBGV'BQtSéOFGd thereon

C@Bl’h%@? 'b%dg?gnﬁ QdReid Bt RtrubfRg H'cBmpatdtas edktite a method of

ref erence derived froman i hage Si gnat ure
aBEvestingeydigitalimage. thednethpd cREWESINGD 24. A conput er

readabEf&ré’&Fn@ iR 0GB inem NAY | dgitaAt iR HBSEE® YN a selected
uter program code neans for instructing a corrputer

téU atieationPiiat®iod of authenticating a digital
i mage, ohibRdam Erﬂbﬂa GOFBEDSH toeffkrféﬁidré‘ga%gaasem&ﬁ%rk into

as a watermark in the digit i mge; 25 extracting
f the digidaljmrgesand om t he di gltal i mge based on a

sel ect gebatiAyt A8 Hhbga tdighktiicl bhSEE® onP HRE ¥R '&rﬂeﬁ?onding to the
extracted data and the extracted feature val ues

déqatyre valliasa corresponding to original feature val ues;
and conparing the derived data corresponding to the
original feature val ues th reference data

der i ved3f r o & qrﬂﬁﬁ@%"‘%ﬁ?"tﬂﬁea digiatimacsd the wﬁqrngompnsmg
di gi t aln dxif@efon device for extracting data embedded as a watermark in the

digital image;

a feature value extractor device for extracting feature values from the
digital image based on a selected authentication bit-rate;

a processor device for processing the exiracted data and exiracted feature
values to derive data corresponding to original feature values and for comparing
the derived data corresponding to the original feature values with reference data

derived from an image signature associated with the digital image.

24. A computer readable data storage medium having stored thereon
computer program code means for instructing a computer to execute a method of
authenticating a digital image, the method comprising:

extracting data embedded as a watermark in the digital image;

extracting feature values from the digital image based on a selected
authentication bit-rate;

processing the extracted data and the extracted feature values to derive
data corresponding to original feature values; and

comparing the derived data corresponding to the original feature values
with reference data derived from an image signature associated with the digital

image.



