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The preseid oda¥ANt i on relates to distributed processing gygi@a4and, in
particular, conputer software in distributed processing systens. Cross

Ref er ence to Rel at e" pI ications This application clainms the benefit or’
U.S. Provisional tions No. 60J107,107 filed Novenbe: 5, 1998. The
foll ow ng cope w tent applications are assigned tot si gnee
of the present I cat,l on and their ql scl osures are i ncorpora@@

by reference: (A SBF"No. Not Yet Known [ Att orney Docket No W

filed Not Yet Known by Dean B. Jacobs and Anno R Langen, and orig
entitled, "CLUSTERED \/ S| NG KERNEL 1N A
DI STRI BUTED PROCEgg Q@%@Eﬁg jée%EW W)IANEW At t orney Docket
No. SEAS 1029] 20 filed Not Yet”é%ﬁﬁﬁ BYSIEN Jacobs and Eric M

Hal pern, and entitled, "A SMART STUB CR ENTERPRI SE JAVATM' BEAN I N A

DI STRI BUTED PROCESSI NG SYSTEM'; and [C) Ser. No. Not Yet Known [ Attorney
Docket No. BEAS1031] filed Not Yet Known by Dean B. Jacobs and Anna R
Langen, and Ofj.fi 8&HeYinGBhiidh €d, "CLUSTERED ENTERPRI SE JAVAT"' | N A SECURE
25 DI STRI BUTED PROCESSI NG SYSTEM'. 0 5 MAY ~ -WD 00/ 284z4 2 Background of

the I nvention PCTITI898%k2464RvENtoR ralatestydistiibutggdagoodssing sy stemsed

rocessi ng sys
P g y ng in particular, computer software in distributed processing

systems.

Cross Reference to Related Applications

This application claims the benefit of U.S. Provisional
Apnlication No. 80/107,157, fited Ncvember 5, 1388.
10 The following copending U.S. patent agplications are :ssigned
1o the assignee of the present application, and their disclosures are
incorporated herein by reference:

(A) Ser. No. Not Yet Known [Attorney Docket No. BEAS1027]

filed Not Yet Known by Dean B. Jacobs and Anno R. Langen, and

15 originally entitled, "CLUSTERED ENTERPRISE JAVA™ HAVING A
MESSAGE PASSING KERNEL IN A DISTRIBUTED PROCESSING
SYSTEM";

{B) Ser. No. Not Yet Known {Attorney Docket No. BEAS1029]}

filed Not Yet Known by Dean B. Jacobs and Eric M. Halpern, and
20 entitled, "A SMART STUB OR ENTERPRISE JAVA™ BEAN IN A
DISTRIBUTED PROCESSING SYSTEM"; and
{C) Ser. No. Not Yet Known [Attorney Docket No. BEAS1031]

filed Not Yet Known by Dean B. Jacobs and Anno R. Langen, and
originally entitled, "CLUSTERED ENTERPRISE JAVA™ IN A SECURE
25 DISTRIBUTED PROCESSING SYSTEM".




Generally, a distributed processing’ systemincludes a plurality otns MAY 2003
processi R fKs5€S, such as two conputers coupled to a 5 melﬁazi on

medi um Cormmuni cati on nedi uns may include wired nmedi uns, wreless nediuns,
or conbi nations thereof, such as an Ethernet |ocal area network or a
cellular network. !'n a distributed processing system at (east one

processi ng device may transfer information on the conmunication nediumto

anot her processing 10 device. Cient; server architecture 1 10 illustrated,
in Fig. 1 ais one type of distributed processing system dient/server
architecture 110 includes at | east two processing devices, illustrated as

client 105 an gpﬁlicitiog ﬁerve[ 103. Additional clients nay al so be
coupled to 15 _ it _ 2R 104, such as client 108. Typically,
server 103 hosts bygiRess é&%ﬁp@g@'é QF dRARE PR ebEiARSStdrRES 10

providing a service to another cessing device, such as client 103 and/or
client 108. Afenecaly| ardistitbueed boScdssingypystam ncprdegrapiwealitwidth sof t war e
for providing a service. The software 20 nay be gro ranmed using a variety
of programi n§rAFSEINS, daMiess ICEMTFWR ICOMDIHGET © U@ggﬁo@' EJB") 100b as
Illustrated i oFlrQéni?J'ticﬁi medg@ﬁ.sgﬁmngﬁwig?%'or‘b%dﬁgﬁs & iR Wred
retrieving an ransferring data froma database, providing an | nage and/ or

cal cul ati ng améefiugk] eireldsd meNRITPS or SENNIBGETBAS theneof e§udheyeadat a from
dat abase 101 a in 25 persistent storage 101 over conmuni cation nmedi um 102
in response t &thengyinsst araoRPIVeENRr a 0sliuiappETWaLS: ol 3 &iSIEPUEIB t hen may

transfer the r (o) i L; mw{ll lient 105.

0 5 MAY 2003 t@gb%%g@gi\gﬁé%b%ﬁé%% Q%GQ@%%EQRQI Ien éjﬁqgjvgé%ﬁ%ggssi ng device
whi ch utilizesnkorsekivh o® fHeoSdRNRRTIYRlorAM@dBY tbemueeissr ploeessinyi ce. Often a
user 106 interacts with client 106 and nmay cause client 105 to request

service dVer #&@fvuni cation medi um 104 from application server 103. A
client 5 often han

es direct interactions, w n S) c S
accepting requestsqg'ﬁat" ‘i:‘rsvﬁlra%??rrlu’éecr‘g%eub(t[)_@.'”%t%/agreﬁeugy#%ﬁad?sf?%ejer gﬁf‘e types of
software may be @seButdd PFOdBMAPRlib@at CRhpefrver adkBdeandéaricel i ent 105.
One progranm ng | anguage i s the JavaTM programm ng | anguage. Java "''

appl i cati on objeldes gtiteast tivsapietessing de vikesaitustigited galcligmchPRead JvM') . A
JVMis a program,l oaded ont processi ng,.devi ¢ i CF é es a
particul ar naczfﬁpﬁlga@ n 6?%’&52‘5@9_ Hqnal %,\'/B'?Tg rinﬁy\c%’]?_w% f’%ﬁw %tdt e JavaT""
programmpg | afHAuRicFEYnReaitin?i10ad sakh Riktdlieht W8, | avasoft. com which is
incorporated by reference herein. 15 Fig. 1 b illustrates several JavaT""
Ent erpri se Appl i catiwpicalyogeaari i3 hastsrijusiress(logR and/on gootdiaatesl | ow
JavaT"" appli ctati on.code to r.%mai n inde enden% from underldgi ng tra};lsacti on
syst ens, Tansactions in providing a service to another processing device, suc
as client 103 and/or client 108. Application server 103 is typically
programmed with software for providing a service. The software
20 may be programmed using a variety of programming models, such as
Enterprise Java™ Bean ("EJB") 100b as illustrated in Figs. 1a-b. The
service may include, for example, retrieving and transferring data
from a database, providing an image and/or calculating an equation.
For example, server 103 may retrieve data from database 101a in
25 persistent storage 101 over communication medium 102 in response
to a request from client 105. Application server 103 then may
transfer the requested data over communication medium 104 to

client 105.



dat a- bases and network infrastructure. JavaT"'" Enterprise APls 100 g gqiAaydg03
for examgl§ st e nethod invocation 1"RM") 100a, EJBs g&r48f3B4¢aNnd
JavaT"" Nam ng and Directory Interface (JNDI) 100c. RM 100a %’453 a

di stributed programm ng nodel often used in peer-to-peer architecture
described below. In particular, a set of classes and interfaces enabl es one
JavaTM' object to call the public nmethod of another JavaT"" object running
on a different JVM 25 An instance of E 100b is typically used in a
client/server architecture described abbve. An instance of EJB 100b is a
sof tware conmponent or a reusable pre-built piece of encapsul ated
application code that, can be conbjned with qther .conponents, Typically, an
i nstance of EJB 1085;]'8%’[%? H§°‘Eﬁ§§inﬁe€%v'1:%d1’r&f?hRﬁ"‘éﬁ%g%%c? Hgﬂﬁﬁce VO
00/28424 PCTI 598f 2A84Ray? réd ¥se thdBeRAdd €D HdI3a lkBH §8b liNtefRtadGRN

persi stence, transactions, concurrency, threading, and security. JND 100c
provi des di r eclianty! Ghdndanayngatismcliarans0d to JeweeBt'sesata waerea appl i cations. 5

Client/server architecture 1 10 s_many di sadvant age Firsy, architecture
110 does not SEEYEHIRT{OLHEEHKE TL@TVQF“ %@%""r?é‘é’”t%e'}’l%ni@% fRYFEonnect i ons.

I'n ot her gwor dgﬁeﬁ!’}%r{aﬁ’é@&%&finféré%r& WithCoh dTBYe RE s@ctdgd aEQe;ﬁ%’E@’er 103 is

limted. in addition, adding twce as nmany processing devices (tclients)
does not necessprasty add digpiayide ryautssi th twi ce as nmuch performance. Second,
it isdifficult to maintain application code on clients 105 and 108. Third,
architecture 110 i & W%éﬂfi%’ﬁgeﬂétﬁw ahrsplMane 8@vobe 4sed fyl e point of

failure. If s I RS- Tale ] I Si N0ty @V ag Lent 105 will
not be able tg?%ﬁtag%%&gl %lnlgérw cer.1q§%E|H8(?'J %le@?ﬂloﬁhg?lfg?és 3 rrrhll%{él -tier
archi tecture 1fifhuaGeiienhs J2Ba™ profbanmmagegliagectJdvat*eaggitdacina wi t h end

users, accepting requests and display results. Application server 153 hosts
the appli®ati GRIaEF@dedsdrafiasinesa nivE#a!l GRRCNIRG hcYNni zAtd\OMs, and
transacti ons. ;Dat r r t.Qr j 155 20

provi des dur abl & Fﬁpgﬁa&iﬁd\éﬁa?&%ng&%ﬁg%tntgg%\?%% “ﬁgﬁg.@m%\%%gti er

architecture Iaeidasr sizsghinarorchrioeBidingieolcaar vlaré @obimetidilOndhsadvant ages
descri bed above. Fjg. 2 illustrates peer-to-pear architecture 214.
Processi ng a 5avRY PUOWBa@EVDgsanREGE DAY DEnePtaT®dadte coupl ed to

commum o2t on WAL dger EHAR SIS HRUBB A B, A eglR s, 40
Typi cal Iy5 each pr gegsH NeistavdsCsaverald NREY Eheerpeies Applitdtdgcture 0 5 MAY
208 Programming Interfaces ("APIs") 100 that allow Java™ application \
code to remain independent from underlying transaction systems,
data-bases and network infrastructure. Java'" Enterprise APls 100
include, for example, remote method invocation ("RMI") 100a, EJBs
20 100b, and Java™ Naming and Directory iInterface (JNDI) 100c.
RMI 100a is a distributed programming model often used in
peer-to-peer architecture described below. In particular, a set of
classes and interfaces enables one Java™ object to call the public
method of another Java™ object running on a different JVM.
25 An instance of EJB 100b is typically used in a client/server
architecture described above. An instance of EJB 100b is a software
component or a reusable pre-buiit piece of encapsulated application

code that can be combined with other components. Typically, an

instance of EJB 100b contains business logic. An EJB 100b instance



~JO 001 28424 PCTI US99/ 24642 5 has simlar processing capabilities amgd MAY 2003
appl i catwonsnsf€xanpl es of peer-to-peer program nodel s i netudsotlossapn Obj ect
Request Broker Architecture ("CORSA") and Distributed Cbject Conponent

Model ("DCONt") architecture. 5 1n a platformspecific distributed

processi ng system each processing device may run the sanme operating

system This allows the use of proprietary hardware, such as shared disks,
mul ti-tailed disks, and high speed intgrconnects, for conmmunicating between
processi ng devi ces) Exanples of platformspecific distributed 10 processing
systens include IBMerr]Corporation's S1390 Parallel SysplexJ, Conpaq's

Tandem Di vi si jHi r ; S 4l '

Cor por ati on' &82%‘;5!;3&%@?6‘%% %icﬁall&pqgwg%@re,so tsalaeﬁgﬁs’and

M crosof t [ er rdorfcuirfzeicq) treBadthgdans sbBudiyst er services (Wl fpack). 15 Fig.
2b illustrates a transaction processing (TP) architecture 220. Mr_
particular, TP ar cHVPet®Qs erovides directeruead nanprd fgyeiaiesto Ya¥a’ TUXEDO
architecture. ni 4 is coupled to processing devices ATM 221, PC
222, and TP n%o}ﬁvg?e ﬁé@{cség'&%'mmni cation nedium 280, 281, and 282,
respectigely. ATM CRdntrWwdrarémteuadl 00B{aethasy ldeyadvashiges. REst222 nay be
a personas conputer, and TP nonitor 223 nmay be another transaction
processor nonatchitectre g dags PPUsdate prlipheause SBEMEK-Eihaetoers 225, 226,
and 227 by coprmunication nmediuns 283, 284 nd, 285 _Server. 225 i s coupl ed
to persi stenthg'?@?é‘agnydgwrbeémfﬁ) gtdép?rngoﬁﬁ’gggs%%,Ofgélh comuni cati on
medi um 286. TRNEH M beddddded Yeesr 3 00K Kinhiad. CrNadditiber addihg for routing
service requests from processi ng devices, such as ATM 221, PC 222, or TP
noni tor 223, twiogadd oWsY peeseasingdetices (digniardogamotargespdrily27. Wrk fl ow

troll 224 bl (1), Kl b [ t .sery 2
i o 'S 0" SPRIIA5000 e BUISHoT RCT SO ER A o Colh R 1Y or
al | owi ng for gdeddih@MabpRREYIBRSTRBMPEI&k essand 30gl amhita t ol erance of

redundant backend servers (or a service request may be sent by a workfl ow
control |l er toaechtcwer WH shsusasptible tbaiviseeh,fadurds (4)a sieglsi poincaricent rati on

tolimt the pupber of si neous 5 connections t ack- end rvers.
Exanpl es of o??ig'?tr)et rlgﬁ%’é{ﬁﬁbﬁu%&%é%‘%ﬁ ?@Ckéﬂpdﬁi”toé@tvaﬁ%@ei ﬁlé?rl}d}eégBl\/[ err]

Cor por ati on' s i okt @fa dble (P BBRAN $hd BAGHR D vi si on Pat hway/ Ford/ TS, Conpaq's
DECT"'" ACMS, and Transarc rporation's Encina. TP architecture 220 al so
has manyl&i sadvant &gesl.c iFustsates @ rbQiti-ded anchitettuse diGlyl SligmtsctS$i ng devi ce
or TP nonitor 4 may render. the network iné)gerabl e. Second, the

y ! ] .
scal abi l ity or SfuMBERIBAIREUIREYEFHENYMTRcRRC UBRTSH AEEFRIMIETEANESES i ent s)
coupled to T B L ma i_m or . 24 har dwar e and
software. Thi ra QWF%@%?%ﬁsy %(Rp'&éﬁ?ﬁn%&geﬁr?gﬁ? gg;g%eés%at%%ugﬂserver i's
limted. Fcr thdexaopidinatéd commaHitLwdnsoRynetionina?idisi snd noper abl e, but

communi cati on medi um 290 _becones avail abl e, ATM 221 typically may not
request servi d@NgREERRS.y DRiahasgsenar % agd o @bimEtrada Aevicget®am 290 and
nmust accgss TR i 4 i i.cal .y, does not know t he
state offoz ba(?lgggr%gg{é‘rr% trgrﬁg#i@al Wﬁ g?z{eegé%égéﬁ%\ed\#%e. Fifth, no

i ndustry standard swditivier arehitedfthre 6@ hids @thnilar cliepadebalr anchitgetuped si xt h,
a client typically may not select a particular server even if the client
has rel evant infQeisadveriaogs dasaibedeaysbl e ef fici ent service. Therefore,

it is desirable toproyide di stribute 0 ' 5 m and, in
particul ar, distri I?E)ﬁg% '"ﬁ?g%eeés?er‘?é'tgﬁegﬁf@%t%mﬂre_gﬁl‘ﬁ‘aﬁ%é%se‘e‘_t' advant ages
of the prior afelicisSy{é b Ean@rOfes fllipky® t@EBmthdhioston Riedidher ent

di sadvant ages. The software should allow for industry standard APIs which .
are typi2al |y diskdProcessingefeviddseit 8, s2t Veand 2ilBtincludemetworipeer - t o- pear

di stributed processin stens. The Q 5 MAY 2003 WD 001 28424

PCTI US99/ 2464 B071V@fe g@a‘% 13 dst O FAr GPTAMNIGRNNGOVEs MRRIEM pr ogr anmi ng

nodel s. Furtheyqat : s h‘%’g} efchi ol erance,
(2) efficient sc3eil Z&P&%ﬁ'if'v@%%&@??éeg?g\%wcge{ﬁ atl)%%%ﬁgi ng, aﬁ{] %élﬁuréessi on
concentration control. The inproved conputer software should allow 5 for
rerouting or network reconfiguration. Also, the conputer software should

allow for the determnation of the state of a processing device. SUMVARY OF
THE | NVENTI ON An i nproved distributed processing systemis provided and, in



0
10 particul ar, conmputer software for a distributed processing systen? |M'sl\Y 2003

provi dedwoDhes@énput er software i nproves 'the fault tol ePEREEIYI46dhe

di stributed processing systemas well as enables efficient scalability. The
conputer software allows for efficient |oad bal anci ng and sessi on
concentration. The conputer software supports rerouting or 16
reconfiguration of a conputer network. The conputer software supports a
vari ety of conputer progranmm ng nodel ssand allows for the use of industry
standard APIs that are used in both client/server and peer-to-peer

di stributed processing architectures. The conputer software enables a

det er m nat i oRa®fsirhi® Fbedtid capMANNEY afd apbliedtioHy. PERE®PRIsNEF devi ce. The
conput er software al so supports nessage forwardi ng under a variety of

ci r cunst ancedeei-tcherti Brggernsvodéls ynelode Compmenr@bingt Reasest Brokect of the

Communi cat i o ROHUR b e voend DD BREL BB 8 8 4 o second

processi ng devbhcem Thechitdetlirddr ocessi ng device includes a first software
program enul ati ng a processing device ("JVMI| ") including a first kernel
sof t war €5 | ayer haln aglatferat apscificlisributedRpiMESSNg shisteweednll processi ng
devi ce 0 5 MAY 2003 ,CVO 00l 28424 PCT/ US99124642 8 incLI_Hdesl a first

sof tware prodlantSsiie 98Y'Rg MAYHFEL B $3he ARG TG SYREY) THRrcE ISy a first
kernel sof t vapg Ra¥RprBaNaRs, AafilareS SUHR Y e RIR) nuih lspage from the

first processing device is transferred to the second processing device
t hrough t he fdislst, akdrhigh sbesdfitteeramneayerfoandntrhenitating bstivesrar e program an

the first processin evice to the firs ernel software | ayer and the
st Sof t narEoRREUTRARY RETnE aBiUrRIOpP GEELET Sep T L EueRor di ng t o

anot her 19Speciroksdiht® sPERFRNhcIUAKEBM®OBorddi8tibh sS4/ 380PIMARReIPTr Ogram i n the
first processing device is a JavaTMvirtual 1 Q machine ("JVM') and the

dat a struct ur@yipext®h€dmpat’s plaodessDivisideHiceldvs servemsptt@rdpagIM vi rt ual
machine ("RIJVM'). Simlarl the first sofifware praograminuthe second
processi ng deggg)bté' ?%U’Hm\?VM&&ﬁBO&aH@”d@f%EgtwbLth’\ﬂcg‘ Bgeﬂ{é’l‘@gc iHa'5r ocessi ng
device 1S a Roflart G bEb AN REGANGN RY RgodaydEr seREERSPONds to

the JVMin the first processing vice. According to another aspect of
t he present i(Weltpaak), the RIVMin the first processing device includes a

socket manager software conponent, a thread manager_software conponent, a
message 'Pout i ng sdfi@wdb dlusymsemattansacier SAeCSHID eI ATERISHIUEST t war e
conponent, an r j Z%q ® ording to
anot her aspec?ég’f I?ﬁgﬁﬁ%%gﬁ? ?‘ﬁb@%ﬂ“@ﬁ {gﬂ?{r?tset% 0égrggltz}egg"::\llsrtléﬁ;ﬁ'evi ce

comuni cat es lnct TUNEDGRamnhiteptureSER Aibriiev i3 isscoupled po proosdsirgel ect ed
fromthe group consisti %%1of Transm ssion 25 Control Protocol ("TCP"),
L

Secure Socket 9eviggeATM &al: FC 2pBeptddf 'T‘Pa:f'?@b@?? t BeBEBINICationTP )
anot ner aspect ST At Ae At reneeBron e 7T d2at BLE D Gevice 0 °
i ncl udegomenoaytcridttddelidrthachidevedM BP MayCied bQiersonal computer, and

' TP monitor 223 may be another transaction pracessor monitor. TP
monitor 224 is coupled to back-end servers 225, 226, and 227 by
communication mediums 283, 284, and 285. Server 225 is coupled
to persistent storage device 287, storing database 289, by

25 communication medium 286. TP monitor 224 includes a workflow
contralier 224a for routing service requests from processing devices,
such as ATM 221, PC 222, or TP monitor 223, to various servers
such as server 225, 226 and 227. Work flow controller 2243

enables {1) workload balancing between servers, (2) limited



0 5 MAY 20D3 WD 00/ 28424 9 PCTNS99124642 According to another aspect 00? MtAEemns

present VAVER%bn, the first processing device is a peer P6F/WAZ4%Econd
processi ng device. Also, the first processing device is a server and the
second processing device is a client. 5 According to another aspect of the
present invention, a second comunication nediumis coupled to the second
processing device. Athird processing device is coupled to the second
comuni cation nedium The third proces$i ng device includes a first software
program enul ati ng a processing device ("JVM3"), including a kernel 10
software | ayer having a first data structure ("RJVML "), and a second data

structure (" R¢viBility ohationidort addiflohal senedderndispeltdntef (3)hfaupr esent
i nvention, the firstqgrocessing devi ce includes a stub having a
repl i ca- handltelerayre Qharesupgdapbhatitendrarrveep(ar EaSHA A €auest Mayrke conponent

| 5 includes anlaad, DAl aAchndSALIGLS SHUBORRM, ADY By bBId0veny SOf t ware
er aspect o he pre

conponent. According to ano sent invention, the first

processi ng devi eesditie lcodesntaidmtelipii 6@ JavbdibBeianulehjedts. According to
still another aspect of the present invention, the 20 first_ processing
devi ce i Bicl ud@RNECHARS i) bEECENHARIVersa prnples odtAiBer FEBFRFICt a node of

the tree and é@g%?%ﬁ?ﬁgpﬁfﬁ{e%&%?i“q(gugﬁ\fw@ é&, loV?gtfo%}‘% &E%bi cate of the

nam ng tree. St anot ner "aspect e present invention,

the first procempha® Pauiese Divisiondesthars yPdidi TSt ComppigtgDED™oded in a 25
statel ess program nodel and the application programincludes a stateless
sessi on bean. ABboratichfransasy CotpagatonsrEnpipdct of the present invention,

e oot oo A SR I 50 B0 B8 BB R ppeted 0 2
and the1appl i @abio8f RISAHIA M btk IHIEe Rcs LATES MbonREF 22aNMmB9 BN der
the network inoperable. Second, the scalability or number of
processing devices (both servers and clients) coupied to TP monitor
224 may be limited by TP monitor 224 hardware and software.
Third, flexibility in routing a client request to a server is limited. For
15 example, if communication medium 280 is inoperable, but
communication medium 290 becomes available, ATM 221 typically
may not request service directly from server 225 over communication
medium 290 and must access TP monitor 224. Fourth, a client
typically does not know the state of a back-end server or other
20 processing device. Fifth, no industry standard software or APIs are
used for load balancing. And sixth, a client typically may not select a
particular server even if the client has relevant information which
would enabile efficient service.
Therefore, it is desirable to provide a distributed processing
25 system and, in particular, distributed processing system software that
has the advantages of the prior art distributed processing systems
without the inherent disadvantages. The software should allow for
industry standard APls which are typically used in either client/server,

multi-tier, or peer-to-peer distributed processing systems. The



According to still another aspect of the present invention, the firsp5 MAY 2003
pr ocessi nyodersawe i ncl udes an application program coded i RPCANBIYe4u2f ul
program node! and the application programincludes an entity session bean.
According to still another aspect of the present invention, an article of
manuf acture including an information storage nediumis provided. The

article of manufacture conprises a first set of digital 10 information for
transferring a nessage froma RIVMin afirst processing device to a RIVM

in a second processing device. According to another aspect of the present
invention, the article of manufacture conprises a first set of digital

I nformation, |dwalehauidsUBpbR Baridty! racbRBlift Girogradthingei@dBls0gr am for
15 selecting a service provider froma plurality of Service providers.

Accordi ng to anothesr thespettivapé shbeldperessdat 1) evkandednfauttitolesende, has a

fail over softwgre_conponent, for renpvin fajled servi rovi.der fromthe
plurality of \Q@t)\ﬁf@%e Tr%‘?ﬁqaké’LEV.' (ﬁ\l;gg‘ﬁap%@??%iahﬁ@{‘ﬁ@ﬂf éeggé&%ﬁ&%e. pr esent

i nventi on, thecér&ae%%%g_aécﬁﬂﬁdmgrrmmmosd%W%oﬁwa%@%ﬁo@dsaqrowe _
provi der based on an affinity for a particular service provider. According

t o anot hef aspirtregfutingeompnesenk recorfigurationt hdisboate bamantirng sof t war e
conponent selects a service provider in a round rnggi n manner. 25 According

to another aspSREware sieulgralounion theirtPBRINAtIRB §10RA $aiecd ng sof t war e

conponent ra“dB{Hdésﬁﬁgg%c% service provider. According to another aspect
of the present iInvent e | oad bal anci ng software conponent selects a
service provider fromthe 0 5 MAY 2003 CVO 001 28424 PCT/ US99124642 11
plurality of service providers based upon the |oad of each service

provi der. According to anot hexWMMARY OfRTHEINVENLON §nvention, the |oad

DeLonel 9 SorLuer e ERTRRGIL. SRLARL USRS HEOH Leprlian 40
10 particular, computer software for a distributed processing system is
provided. The computer software improves the fauit tolerance of the
distributed processing system as well as enables efficient scalability.
The computer software allows for efficient load balancing and
session concentration. The computer software supports rerouting or
15 reconfiguration of a computer network. The computer software
supports a variety of computer programming maodels and allows for
the use of industry standard APls that are used in both client/server
and peer-to-peer distributed processing architectures. The computer
software enables a determination of the state of a server or other
20 processing device. The computer software also supports message
forwarding under a variety of circumstances, including a security
model.
According to one aspect of the present invention, a distributed
processing system comprises a communication medium coupled to a
25 first processing device and a second processing device. The first
processing device includes a first software program emulating a
processing device ("JVM1") including a first kernel software layer

having a data structure ("RJVM1"). The second processing device



According to another aspect of the present invention, the | oad bal @5cdAg 2003
sof t war woiapBhent sel ects a service provider fromthe BCUUEPYR4p4DF service
provi ders based upon the cl osest physical service provider. 10 According to
anot her aspect of the present invention, the | oad bal anci ng software
conponent selects a service provider fromthe plurality of service

provi ders based !upon a tinme period in which each service provider

responds. According to another aspect &©f the present invention, the 7 5
article of manufacture conprises a first set of digital information,

i ncluding an Enterprise JavaTM Bean obj ect for selecting a service provider

from a pl uraincfudeefa et \sotRvdre Pebgeins enfsongiangotessimpibeiceaspect of the
present invention, a stub is stored in a processing device in a distributed
processi ng s{sVak? " TRelugingsa disst karneldeastwarklanet NaWREra 8a%y t he steps of

obt ai ning a lé’ﬁéﬁ“ﬁ%(ﬁj\y’b’ e -pkorﬁi@g%rquﬁ ﬁég} &eel ﬁ%tti?gﬂ?ceassﬁ* g&@?eﬁ%ovi der from

the list of 2 ovi der's. 0 anot aspec e present

i nvention, thansmifeediof tet ondNFrbeeesnd a80endraudratHeetirss &ivmaie provi der
fromthe 25 |ist of service providers. According to still another aspect of
the present seaftemre saver andappdirat seftoend pre@smaincheningt €625a58iN%edi um
coupled to a

fi. i i d . i device. Th
Firot proces@PHEedeUNedTas kel SRR 400 HeTlal R Y emot o mothod
5 MAY 2pp3 V- &k aBhthePeboHa9R6edidy dévicavocation ("RM ™) stub for

accessing a service provider. The second processing device has a duplicate
nam ng tree and tAecseting ¢e appther depectiot tralpregenbiraotiber thesfiesgt of t he
present invention, the 5 namng_.tree has. a Qode A ncle}Jdiﬂg a rvi ce pool of

current ser viSCEVGIBATAEAET TAEEOHEH RECT T SHIDEREF® 43 et of V'trﬂfé?pr esent
i nventipp, t mﬁ‘a&ﬁ%ﬁéurcwm%n% e HEeSsRL S in MCOIHipheed<QirRgiigs aspect of

the present invention, a 10 distributed processing system conprises a first
conputer coup$ edetmta Jswebhdriwehpatkine TRSVIM' stSicwaput tre fised a nami ng
tree, incl Udlsgg‘cware grogram in the second processing device is a JVM and the
data structure in the second processing device is a RIVM. The
RJVM in the second processing device correspands to the JVM in the
15 first processing device.

According to another aspect of the present invention, the
RJVM in the first processing device includes a socket manager
software component, a thread manager software component, a
message routing software component, a message compressian

20 software component, and/or a peer-gone detection software
component.

According to another aspect of the present invention, the first
processing device communicates with the second processing device
using a protocol selected from the group consisting of Transmission

25 Control Protocol {"TCP"), Secure Sockets Layer ("SSL"), Hypertext
Transport Protocol ("HTTP") tunneling, and Internet interQRB Protocol
{("IIOP") tunneling.

According to another aspect of the present invention, the first

processing device includes memory storage for a Java™ application.
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a renote invocation stub for accessing a service provider. The second

conput erwbasns4 epl i cated namng tree and the service prpoTAI899/2488

Accordi ng to anot her aspect of the present invention, a distributed
processi ng systemconprising a first processing device coupled to a second
processing device is provided. The first processing device has a JVMand a
first kernel software layer including a first RIVM The second processing
device includes a first 20 JVM and a figrst kernel software |ayer including
a second RIVM A nessage may be transferred fromthe first processing
device to the second processing device when there is not a socket avail able

between the first Ak\éMaHg th R o BRGNP e VI tr%>5ms@h@we9m@ﬂotm@rm§¢spect of

the present invention e first 25 processing device is running under an
appl et secur igrycessited deviebiind meef |orfelmlsbc:m1d psocessingetievicandiisbe second
processing device is alsg a client. MAY 2003 1Y0 001 28424

PCT/ U89912464§efgsﬁwsﬁgﬁéﬁvécedﬁcf %ﬁf\‘i%f’%ﬁége SECPREPRIEEEMY i nvention can

be seen upon &£ E ddre figures, the detailed description, and the
cl ai ms whi ch c#eﬁx‘(# ke hBI‘I ef Description of the Figures 5 Fig. 1 a
illustrages a pri oqicca:rurngluoeandtberra/arecamhme @ce¢sarg;invErgionl dseddrustrates a

prior art JavaTM enterprise APls ..l cillustrates a nmufti-tier
ar chi t ect ur e; CHPGUnERtion Meditgt @56%08?4 & 0 f‘e‘ﬁ%@;{ PRFepRIER HfieFit ect ure;

Fg. 2billusg tﬁhggmac@sfsmq d8Yibe 4 BUSACL 19Tn0'sBEEAE athrGnRhREh Ot ur &

Fig. 3a illustrat a si ed software b ock di agram of an enbodi nent of
t he present imeeninm orTheFuhgd ;ﬁbceéshrtgstiéabesncaudesmlﬁrét saofte@ie war e bl ock

di agram of the kernel illustrated in Fig 2 ig. 3¢ illustrates a
clustered entRISFFBLMAAHTIPORPEERT qureélcem éVNh'J‘ nf\s&tdﬁ%ﬁ 8s<ene| ust er ed

tub. o dit t ecta deryeP 8ol s B el S LR AT UM a0 pRRRET 0 H g,
6a i s a contrahtd $evetoharRIMMRYtrating a | oad baI anci ng
According to still another aspect of the present invention, the
first processing device includes a stub having a replica-handler
software component. The replica-handler software component
15 includes a load balancing software component and a failover
software component.
According to another aspect of the present invention, the first
processing device includes an Enterprise Java'™ Bean object.
According to still another aspect of the present invention, the
20 first processing device includes a naming tree having a pool of stubs
stored at a node of the tree and the second processing device
includes a duplicate of the naming tree.
According to still another aspect of the present invention, the
first processing device includes an application program coded in a
25 stateless program model and the application program includes a
stateless session bean.
According to still another aspect of the present invention, the

first processing device includes an application program coded in a



met hod; Figs. 6b-g are control flow charts illustrating |oad bal ancifhg MAZ 2009
5

met hodsywhigglageds 1 S @ control flow chart illustrating a fact@ys4gRt hod;
Fig. 8 illustrates hardware and software conponents of a client/server in
the clustered enterprise JavaTM architecture shown in Figs. 3-5. WO

001 28424 14 0 5 MAY 2003 PCTI US99/ 24642 The invention will be better
understood with reference to the drawi ngs and detail ed description bel ow
fn the drawings, |ike reference numara1ljos i ndicate |ike conponents. DETAILED
DESCRIPTION 5 |. Clustered Enterprise JavarM Di stri buted Processing System
A. Clustered Enterprise JavaTM Software Architecture Fig. 3a illustrates a
sinplified bl

of 'h ol ust er Sl BRE B AYOR. PooeydrireFef S ¥k Spp il bReRBrRERRRSNY oF i e

present inventdatefullébshiciebadrd.ed description of a clustered enterprise
JavaTM di stributed processing systemis described bel ow. The first |ayer of
sof t war e i ncl udes Agcouiima P st iapathrdiapecs of thepeesgnit iiterd®n, ftoe

transferring ,and recei.ving information on a %;om'runi catio gedi um such as
an et her net |f66fan°§Pa%{"ﬂé’%>m'!‘c €8 e 2RR1rG ’993‘?8%8&50@% i@ uding a
transm ssi on GoRkGIHProRFPh %@dle!(a'hEQR'«'a)achp%EM\@rﬁ RréQaRPMRNIde30h and | nternet

protocol ("IP") software conponent 352 are upper software |ayers for
retrieving arshtgesdssign peekages or bl ocks of information in a particular
format. An "upper”, sof t.ware ener al defi n?d as a software

| i |
cormponent whi ch uti99P5U894P sﬂyai{?ééérsg%o%ﬁ@f&%e ROPEM VYL Y war e | ayer s

or software CHRBRNSThanufacdWY idSitding M &ttotRBliSABEdAge Medigrnal 355 having
a renote JavaTMirtual nachine 356 I's then | ayered on JVM 354. Kernel 355,

descri bed i n ptevaied. bEloartidis ofisehufacturansfrerisae sstrge setbet digtal pr ocessi ng
devices_in a clustered ent er?ri_se JavaTM Zg di sty hyted Pr ocessing system

Renot e M8t hod ™ HIRFERN '6h ERFTS{HRY énTERpTS S HOFhE an 33%8tare upper
ft P : 5. j i i et f
software ayeﬁr%.c%s:#@”d@gicg%ma R%@B%&% 58886% %ﬁé‘é%s aéAked variety o

JavaTM appl i cati ons. Y 24 15 "PCT/ US99/ 24642

According to another aspect of the present invention, the
article of manufacture comprises a first set of digital information,
including a stub having a load balancing software program for

15 selecting a service provider from a plurality of service providers.

According to another aspect of the present invention, the stub
has a failover software component for removing a failed service
provider from the plurality of service providers.

According to another aspect of the present invention, the load

20 balancing software component selects a service provider based on an
affinity for a particular service provider.

According to another aspect of the present invention, the load
balancing software component selects a service provider in a round
raobin manner.

25 Accarding to another aspect of the present invention, the load
balancing software component randomly selects a service provider.

According to another aspect of the present invention, the load

balancing software component selects a service provider from the



Fig. 3billustrates a detailed view of kernel 355 illustrated in Fi &5§4§Y 2003
Ker nel 3&5505/%%%9‘195 a socket manager conponent 363, thregagr/18haden 364
conmponent, arid RJVM 356. RIVM 356 is a data structure including nessage
routi ng software conponent 360, 5 nessage conpression software conponent

361 including abbreviation table 161 ¢, and peer-gone detection software
conponent 362. RIJVM 356 and t hread nmanager conponent 364 interact with
socket manager conponent 363 to transfqr i nformati on between processing
devices. 10 i3. Distributed Processi né SystemFig. 3 Illustrates a
sinmplified block diagramof a clustered enterprise JavaTM di strl buted

processi ng system 300. Processing devices are coupled to_ conmuni cation
nedi um 301. M i YattgRe ﬁéﬁY‘Gﬁﬂ%SWeﬂaLﬂlp%t%e &a:ae?i‘e%%%'/ B Wi el ess

comuni cati on,gRdidm 15 or combination thereof. In an enbodi ment,

comuni cation nedium 301 is a |local -area-network (LANL. In an alternate
enbodi ment, conmumiccatdimn taredotner 38Fe¢sotithwoptegent swentionothe (0AEN) such as
the internet or World Wde Web. In still another enbo ir¥ent, comuni cati on
medi um 301 | LARNANGSUANRENEORPORRDT SICHS\AFFISP BPVHE FLy B8 ypes of
processing dey| 1 i L i In an
Ebod Mot & e et or 100 as
illustrated in Fi ghcc8rdingl ta@nothdrexdpbet ofvtheOnesent onv@ntiany tiskiddd in the art
woul d understand that Fig. 8 and the bel ow descri Bti on describes 25 one

particul ar tJHaRNGFRLWSES AEMARIFRESEIRRISA RETUHGTHPP VIS ErOTYINes of

processi ng deyi } i : tgurations

oul d b ot 1125y B By el bpSe LBE AR e R PR LR

i nvention. | npranidert ernate enbodi nent, a processing 0 5 MAY 2003 WO

001 28424 PCT/ US99/ 24642 16 device may be a printer, handhel d conputer,

| aptop ¢8nputer, SAGEIRERY te @AnoHarasPerEphRe PTEREgeInveRtioBquhs 9aht t her eof .

Fig. 3c illus i i i j . which servers

309 and 303 ardndl ?Qﬁ%g%ﬁ%ﬁéﬁ%@ﬁ%&?ﬁ%%béaé’i?’é”sﬁ?'ﬁe?‘esog is also

coupl ed to copumdlirgat isorvidesioids3d pavbd ¢ipoey uhaveerigidiinl ahidmbech ment s as

descri bed above in regard to comunicati on medium 301. Cient 304 is al so

coupl ed to coffRYIfiecHPVIgART FASACOAF305. I n an alternate embodi ment, client 304

may be coupled to ni_cat i i i [ the 10 dashed
SECERG B A, P A S s A AR, e

line and box in Fig. _ erstoo I'n altérnate

erbodi mast s, s&lcKEbf ARAuTaE tirelooreridesaa Fikdteqt gindigitaldeforarationr, (2) a
client. Simlarly, Fig._ 3 illustrates an embodiment in which three

processi ng deiictudingpe Egreserisedayei rBearebjeshfdsaiesting asefiee pr esent

i nvention inc Ltipl ther .processi vices or 15 communi cati on
medi uns as il bﬁog‘ﬁ‘F%é%nbiﬁPﬁaé'%ﬁgﬁ@é%B e"gc\j/gr‘r%" 302 transfers information
over communi cat i onApEstng 30dndtRes g5peRtt 03 GBeitesEitngveraiomrk sanf fsware 302a
and network software 303a, respectively. In an enbodi ment, network software
302a, 303a, aAtbredimaipnetassngcdenicmircatdisnibrtall DrACesSINAYSIeND. divever 351 (
Transm ssj on trol Protocol software 353, and Internet Praqtocol software
352 ("T _/|P"_%€“rbd”|ch‘ﬁfsédﬁe S EnSIae dnR st & Qéﬁ‘aﬂ%?@ 4§fc for
transterring isBhRLTBGVRIRd Bnd WleBling WstVRle GROUBANIHh kAG igedFum 305,

Net wor k software 303a in server 303"is also used to transfer information to
client 304 by saeycepro¥iiecmnmmuni cati on medi um 305. According to an

embodi nent of the gr esent invention, each processi ngédevi ce.in clustered

enterprise JavaTM FE‘Pﬁd_t”EQcE%?%Otﬁéba??ﬁﬂtﬁe@eapfﬁé%@d _@'Hé‘@'fsxi'ﬁh‘ﬁ kernel 355
that supports n@é’cﬁggﬁkﬁér‘iﬁb!ﬁﬁeé‘?&nggﬁb'é P4iReCler 148G bORRl Hom the kernel is a

sof tware programu
25 list of service providers.

According to still another aspect of the present invention, an
apparatus comprises a communication medium coupled to a first
processing device and a second processing device. The first

processing device stores a naming tree including a remote method



0 5 MAY 2003 WD 00l 28424 PCTI US99124642 17 to provide fundanmental s8:5/M8¢<003
to ot her Wd#H28#te progranms on a processing device. |In parf¢EUFRA4643er ver
302, sewer 303, and client 304 have kernels 302b, 303b, and 304b,
respectively. In particular, in order 5 for two JVMs to interact, whether
they are clients or servers, each JVM constructs an RIVM representing the
ot her. Messages are sent fromthe upper |ayer on one side, through a
correspondi ng RIVM across the comuni aati on nmedi um through the peer RIVM
and delivered to the upper layer on the other side. In various 10

enbodi nents, nessages can be transferred using a variety of different
protocol s, inalogatah ('tRAMI"Netud oA dedsking d6eVedd pviderCoTHid 8kcand

Protocol /Internet Protocol ("TCP;1P"), Secure Sockets Layer ;"SSL"),
Hypertext Tr afrogessin@dsyiseonay siemplivateungreingdnigee and thatssryviee | nt er ORB

Pr ot ocol ("110P‘;/l tunnel i ng, and conbi nations thereof. The 15 RIVMs and
socket manage’?rsO cf'eé?ate and nmai ntain the sockets underlying these protocols
and share them bet Megdrdtd tOBhE&GHes dsPetNEr tHePSlesbAYBRENtiAnSEket s a

| ogical |ocation representing a termnal between processing devices in a

di stributSed proviEsirag egsa eate Thudiogriebenvidenped ! eurprItlsesyiceéxecut e

t hreads and thread manager 20 software conponent 364 nultipl exes the

t hreads bet weBIP%¥Ret readi ng and request execution. Athread is a
sequence of execut ABEomiYERBhERHEL 38EFED thePprefsHAEIiv@Asionaie exanpl e,
server 302 includes JVML and JavaTM application 302c. Server 302 al so

i ncl udes a RIvVicepoeisonluidag at$tebJVV of 25 server 303. If a nessage is to

be sent fromserver, 302.to server 303, thF message is sent through RIVM2 in
server 302 to RIVM ECPHINGIS EROHE 35Pept 8T (iRyPHHE3" iy 0028424 18 C.

Message for m@@tﬂ@u@@ﬁr’e@@%&@?%ngﬂ\] Wehelrds %nﬁrgi EBH%té@H@J%ﬁQBV‘Dr k 300

is able to forward a nessa rough an i nternedi ate server. This
functional ity ai secongardramiter.f Taeclinsembmpeqerelsisa anaswnygitcee, findpdagback- end

server 5 through a front-end %abeway. For exangl e, a massaqg, from server
302 (client 3G2PMHIA, INYPPIRr: FHRITRF 2CTRAMNHECHUCE A WAFEEd 16 client 304

(back-end ser uggo3pdhfi,idVhE: LDEQHae3 ko 323 4ild ol sensgat evay) or

JVMR. This functionality Is inportant 1 n contr I ng session concentration
or how many c@noédei.ons are established 10 between a server and vari ous
clients. Further, rressg‘ge forwardi ng may be used in circunstances where a

socket chhnot be crCEPEANSLP AEOENeR¥SPRORST the PreseRtifentidne@nder of a
i al i g iGhs not al | f
ket to bRl Flodefing ML Em IR g TSt pRRSHOEREE. Tt Pon of

the appl et seawslipled todakcosd provdsdfy aévibé iPptovided.] anasrkt . com which is
i ncorporated herein by reference. Another exanple includes when the
recei ver of tHEoRessingdeyisehaghdVH andanlirst kepped $0Targdaveti bed bel ow,

e oo ont ardt DioEs BRI e shBind BRHsalrR dufies Hudda b, T ccet ver
20 JVM and a first kernel software layer including a second RIVM. A
message may be transferred from the first processing device to the
second processing device when there is not a socket available
between the first JVM and the second JVM.
According 1o another aspect of the present invention, the first
25 pracessing device is running under an applet security model, behind a
firewall or is a client, and the second processing device is also a

client.



For exanple, if a nmessage is sent fromserver 302 to client 304, thd5 MAY 2003
message WRMVB4Have to be routed through server 303. In F&HYONRH2 a
nmessage handoff, as illustrated by 302t, between RIVM3 (representing client
304) would be nade to RIVM2 25 (representing server 303) in server 302. The
message woul d be transferred using sockets 302e between RIVM2 in server 302
and RIVML in server 303. The nessage woul d then be handed off, as
illustrated by dashed tine 303f, fromBIVM1 to RIVM3 in server 303. The
message woul d then be passed between sockets of RIVMB in p 5 MAY 2p03 WO
00/ 28424 PCT/ US99124642 19 server 303 and RIVM2 in client 304. The nessage
then woul d be pasSefbr aapetisl arsd savarttalys bhehelpsduedt inventisdddan beom RIVM2 in
client 304 to RIVML in client 304. D. Reroutinct 5 An RIVMin client/server
is able to sWPEREHPERANIRYCRR TenligiieRs ther deiGHAd MiesatiRdnn AW thes to ot her
RIVMs at any le, if client 304 creates a direct socket to
server 302, sgﬂr\ggrw‘ggéfﬁis(ﬁggl e to start using the socket instead of nessage
forwardi ng through server 303. This enbodinent is illustrated by a dashed
line 1 ~ and box representing client 304. In an enbodi nent, the use of

t ransf er ri ng Brie§ egerption ofl tUhes Fiawees es rel i able, in-order nmessage delivery

after t occurrepce .of..a network.recon ration. . For_exanple, if client
304 was Teconfigu '@d‘@d“‘é%%ﬁl%%‘t’? ﬁ\gagﬂﬁ?@&iaﬁ%&%&é‘ﬂxﬁof communi cat i on
nedi um 305 as il | pgyf rati@dstraeesi Dpride ar‘t'lla%"aﬂnﬁrbﬁéﬁﬂ% ;enbodi ment,

nmessages may not be delivered in order. An RIJIVM perforns several end to-end

operations that afd. d&rlﬂil@daftema)llgﬂm tieuatadteckinest , an RIVM i s responsible
for detecting whe ect ve cl.ient/server has_ une tedly died. In an
enbodi ment, peer - 3&1? %té? S5 BUPY é\ﬁrpeee&éﬂp?c?ﬁéﬁf&%@'?‘?’és 20 i |l ustrated
in Fig. 3b, is resppng Mlsuwhids 4 Bhisr EHﬂ%dé%'&tlohrbr@Beﬁﬁg)dl ment, an RIVM
sends a heartbeat nessage to other clients/servers when no ot her nmessage
has beahCsentarchitectpregedet ermi ned ti me perl od. !'f the client/server does not

receive a heartbe e in the rmned count tirre a failed 25
ciient/server whi %%@Pg TRLRPR lﬂte eS ‘ﬁ?faogigf;g I2grgdy 2c#ed. (n an
enbodi ment, a,fabdigRnEbE &Rl / ;@gey,er,m;e%tge,t ected by connection tineouts or if
no nmessages have bean sent y he tailed client/server 0 5 MAY 2003 WO

001 28424 PCT/ USQQﬁgﬂ.Gﬂﬂllm@tmmsaa pirepliftegr sifoedrabingktdiadram ebthd n still
anot her enbodi nent, a fail e% ket indicates a failed server/client.
Second, duri n¢P'RBSUYSIERtEd iR Ki9-3@i on, RIVMs, in particul ar, nessage

conpresgion sof t wgig R6fusHAMEYicAlfec8BMRBIFise Java™ architecture;

Fig. 4 illustrates a clustered enterprise Java'™ naming service

architecture;
Fig. ba illustrates a smart stub architecture;
Fig. 5b illustrates an EJB object architecture;
20 Fig. 6a is a control flow chart illustrating a load balancing
method;
Figs. 6b-g are control flow charts illustrating load balancing
methods;
Fig. 7 is a control flow chart illustrating a failover method;
25 Fig. 8 illustrates hardware and software components of a
client/server in the clustered enterprise Java™ architecture shown in
Figs. 3-5.



5 transmitted data val ues to reduce nessage size. To acconplish thisQ%essh 2003
JVM RIVM e 00/28¢d34nt ai ns mat chi ng abbrevi ati on tabl es. For RX&EHpIGI642VML

i ncl udes an abbreviation table and RIVML i ncl udes a mat chi ng abbrevi ati on
tabl e. During nmessage forwardi ng between an internedi ate server) the body
of a nmessage is not deserialized on the 10 internedi ate server in route. E.
IMuiti-tier/Peer-to-Peer Functionality Clustered enterprise JavaTM
architecture 300 allows f or multi tier fpnd peer-to-peer programm ng.
Clustered enterprise Javar"' architecture 300 supports an 15 explicit
syntax for client/server programm ng consistent with a multi tier

di stributed processirRg iRvéttidre@iiHbE beﬁ%r%’ﬁd%?‘é‘zﬂ@ﬂ Guithh AGfetéideomd ik
client-side code fragnent wites an informational nmessage to a server's |og
file: T3Client deawings m;dit%ﬂmdeiets@r';bﬁon batove. 1700he d)aWQQsLngSer vices log =
clnt.getT3Servic | o |nfo Hello froma client"); The first fine
establ i shes a §8§§é’%ﬁ? WQ’H‘?P?' @@r‘m‘p%?ﬁ’f@ the t3 protocol. If RIVMs
do not already exist, each JVM constructs an RJVM far the other and an
underlying TCP socket is established. 25 The client-side representation of
this session - the T3Client ob] RETAKED DESCRIPMON si de representation
comuni cat e through these RIVNs. The,server-side sug%lgrts a variety of

services, Pncl Udivystesed Easerpyse Java’ @WE)‘E‘%“"F’FI%“&% 3 SYRHMspaces,
events, and 0 5 M &9 eyéq Bt Biad s REgit ABA 4 clng,%gl ng. The

second |ine obtains ites the
message. C ustered éﬁ@eﬁ@ulh&aaﬂeﬂ/a'ﬁmplﬁmmumk diagriairt GBOLtrfethaOO al so
supports a server-neutral syntax consistent with a peer-to-peer 5

di stributed pr o?fﬁ%‘@?rﬁg‘aéﬂi"@n'int%EEQF@@S'”Asd%C%Qéﬁpﬂ“éﬂefeﬁee‘ﬁﬁwfm ng code

fr agment obt ai ng, \,aar@tszta)t fng)r sﬁwﬁe er&lnbf . nlithc?f &‘Hz% { fn%%n@ﬁm ng

service on a server a |nvo Its e env =

Hasht abl e(1); enX.dai(e@oné xiptioR@f aDElEsthbd ertt&r.p,rrslaaﬁveTWGI%irmOtedlo

env. put (Cont ext . | NI TI AL CONTEXTr FACTORY, "webl ogi c.j ndi .

WebLogi cl ni t | al WOREESIEGAYSHHY 19 degminedxtelerw Ihadinst lAVen af evfivexe (env)
Exanple a = C a e I -es It =

e. exanpl e(37’7~ %gmd%%n é&r(lme%}(%q{r%‘n%g&jﬁbgon%@l%g&g)gﬁtsgit{é are packaged as

RM objects to {rapsfermiy an€ieifviagirimalidnson Bhwraharizatedensdilngtrates a
kind of RM bootstrapping. The first four |ines obtain an RM stub for the

initial contextsuth ahansihernssieesl ared NEUNMIK. dﬁnmer@nrr@awegkﬁép each

si de const,ructs. a t.he ot ing TCP socket for
the 15 pr deocor PLY Auf flsmuasoRiserina pey@eofl T St ifRe R st ub - and
the cal | ee-si decoipefént 388 aRM intd¥Rbt sm-mbw Ca"e sbfapite e dmisorfidhYMs 2 The
fifth line | ooks up another RM object, an Exanple, at the nane

acme. eng. exanpl areauppartRoTENateHay eisefor neleyingmaed sending meekApee ofret hods. fn

an enbodi nent, the, 25 le i S..not on t he aces devi ce as
the nam ng ser vfﬂ&gks P4 '%ﬁ%ﬁﬁ?ngﬁﬁoﬁrﬂﬁﬂlﬁr ?WéatExéﬂ‘pIUBBFHpFOf% g% a client.
i nvocation of tpRge Ei@@&%e&aﬂ’@ldéﬁﬁedi Q3QSsdrewkhe cbrpahtRNwWicH DaliARPsoPr i ate
RIVMs if they do not already exist
20 accesses one or more "lower" software layers or software
components. A JVM 354 is then implemented. A kernel 355 having
a remote Java™ virtual machine 356 is then layered on JVM 354,
Kernel 355, described in detail below, is used to transfer messages
between processing devices in a clustered enterprise Java™
25 distributed processing system. Remote method invocation 357 and
enterprise Java™ bean 358 are upper software layers of kernel 355.

EJB 358 is a container for a variety of Java™ applications.



0 5 MAY 2003 WO 00128424 22 11, Replica-Aware or Smart Stubs/E, | B §d) MAY 003
PCT/ US99v@46Mdgu24 n Fi g, 3c, a processing device is abl e tRCTUSHO2déd2a servi ce
to other processing devices in architecture 300 by replicating RM andl or
EJB objects. Thus, architecture 300 is easily scalable and 5 fault
tolerant. An additional service nmay easily be added to architecture 300 by
adding replicated RM andl or EJB objects to an existing processing device
or newy added processing device. Mremyver, because the RM and/or EJB

obj ects can be replicated throughout architecture 300, a single processing
device, nmultiple 10 processing devices, and/or a communi cation nedi um may
fail and still notr:.gg enspusaaelid 86iaiE8 VAL diepediadBRillasratedninf | cant | y
degraded. Fig. ba illustrates a replica-aware ("RA") or Smart stub 58G in
ar chi t ect ur e Fi@03a ArketinelcsXifuineg! 8RS 4§ acd:kﬁdesarcﬁgeerwﬂmeﬁbﬁﬁﬁed to

connunlcatlon ned um 507. rvers 502 a

communi cat i ont? m"ﬁ“%if 3&‘25}85}&0(\98? ya“fg%\?gﬁ/g?éﬁt Wg’g’ bseei ce 509 is
coupl ed to seju8rstARR2uRNACRER N ST SRL RWEA dEmBGEREEG61,
respectively. In various enbodi nents, conminication nedi um 501, 580, and

561 may He W|nneslswadat@npmssleh@ﬁwmmmnmerﬂrﬁEn‘emcmsas descri bed above.

SSmlarly, in an 20 enbo iment, client 504, server a and server 503 may
be both client r&ﬁ’(ﬁ“'garte Eglsc @89&9%&?”3&?\}%‘:“%3" ‘r“’ Bt dinary skill in

the art woul dcé’rﬂ%ﬁér‘i@@@‘zth@vm B3l 45 BRbSd FIRRGeMRBAponErt BiRl e ot her
servers and clients may be included in architecture 500 as illustrated by
el | i pses. Al sinterast stitt sd:kabmmagencampenaat 863nbadnstertisformatic®®® har dwar e
and software configuration of client 504, server 502 and server 503 is
descri bed bel BEF4#d PIACGSEPACEYISER- Fig. 8. RA RM stub 580 is a Smart stub
which is able to find out about all of the service providers and sw tch
bet ween them based on a | oad bal anci ng net hod 507 andl or fail over nethod
508. In1an 0 5 MY e0Buvdd DCASHiAg FUsTEIS99/ 24642 23 enbodi nent, an RA
stub 580 includes a replica handl er 506 that selects an appropriate | oad
bal anci ng met hod 508 é?rfﬂ‘ilﬁfatfﬁ%?l%m@}'f'%tbfﬂ?& Hagram A7 §¢! “aﬁtgg“'r%at e

enbodi nment , I M n ver nmethod is
i npl enent ed. .ﬁ{é? %‘g? Fllg\?a(e} %@étﬁ@ﬁ%’%ﬁ%m SQQH% ?{(?gji ﬁgﬁdlqierrecé%%h y include
mul ti pl e | oad deaicabaireigoupitt ad s cemrddGication merdx@mfm1 .0Cemmenicatisnand

conbi nati ons thereof. In an enbodinent, a replica handl er 506 j rml ement s
the fol | owi ngMefliems3bmay be a wired and/or wireless communication medi

15 or combination thereof. In an embodiment, communication medium
301 is a local-area-network (LAN). In an alternate embodiment,
communication medium 301 is a world-area-network (WAN) such as
the Internet or World Wide Web. In still another embodiment,
communication medium 301 is both a LAN and a WAN.

20 A variety of different types of processing devices may be
coupled to communication medium 301. In an embodiment, a
processing device may be a general purpose computer 100 as
illustrated in Fig. 8 and described below. One of ordinary skill in the
art would understand that Fig. 8 and the below description describes

25 one particular type of processing device where multiple other types
of processing devices with a different software and hardware
configurations could be utilized in accordance with an embodiment of

the present invention. In an aiternate embodiment, a processing



public interface ReplicaHandl er { 10 Object |oadBal ance(bject 05 MAY 2003
current Provi der4) t hrows RefreshAbortedException; Jbject fcg,l&{bgvzz%&bj ect
failecl PrOWH44 Renotel rxception e) throws RenoteExceptd %

| medi ately before invoking a nethod, RA stub 580 calls |oad bal ance net hod
507, which takes the current server and returns a replacenent. For exanpl e,
client 504 may be using server 502 for retrieving data for database 509a or
personal storage device 509. 20 | oad bal ance nethod 507 may switch to
server 503 because server 502 is overldaded with service requests. Handl er
606 may choose a server replacenent entirely on the caller, perhaps using

i nformati on about server 502 |oad, ar handler 506 may request server 502
for retrievi dgvizepaay bew printeyprardhaldtcammager, dﬁlaml eompdtedl er 506 may 25
select a partl cul ar SFrver for cal cul atl ng_an ea} ﬁbl on, because the server

has enhanced SEaMH SEHUR TEAGRIANE: PRI OE WY FSECT r epl i ca handi er 506

need not actual |l yF%W3chnu§’d°ék\éh%r§rn86dﬁﬁ§rﬁﬂ/oﬂ fh\é%‘r%é@@mb@ﬁﬁéﬁ% replica
handl er 506 is trying to mnimze the nunber of connections that are

creat ed. 0 vBhibA¥eAREOS 30Q H0 283 te b UPEN LIS80TPAGY@atkirgMahums a cont r ol

flow dia ramlllutratl the | oad bal anci ng software iJJustrated in
Fi gs. 5a5q 13075h Eﬁvﬁrgg’ CPE?%FBBHIGFH&CW ungCatiog ’Heg‘b‘ﬁ’i‘ % 1 ow di agram

illustrati hg %‘fﬁ‘n (eTpEN g FLBRTe Wi rg conpl eted
by software |\}:Jnﬂ{léh rﬁ%g aengﬁﬁg% %&ﬁ#@%%ﬁ Inca ?er nateé enﬁ%acf?rrents,

addi ti onal f wwhmanisaton shajismad@1.c CHainet30d isFalsd heupleidrtoan aI ternate
enbodi nent, hardware may performa particul ar fungtl on or

functi ons. LW@&P‘&HEP%@”%‘FW\%‘P% 30 ARG ISEM HEIFE%H%& 89t épﬁm e 600. A
determ nation, e%%nrq[%??] L tbﬁ%g At PRt A0 Lo wethss b &h@‘elo calling

t hread establ I'S or a particul ar server. | 1Tent has sn
affinityofor ddwhedeingand bat ircBigl @Icnatt@olutdsbemmldemtobdahsamt| on and a
server has an afflnlty for itself. If _an affinity i.s established, control
i s passed to 3Egretenroerdigeats, o%%wﬁ@a igbht POIN 7 SlIBALAME 2t VBigi ¢ bl ock

04. A deter mgl.on s el 48050 ELoslcLh ORRoMRELNSh WhRsal fini Ly

server pr ovi des e service re contr asse to | Ogl Cc

bl ock 603. O {mesavbEResSiOBtdeVicdsSarBag®aon vehdreg tht @ﬁibcﬁ:@nﬂaenﬂ’si”lef provi der of
the service on the affinity server is rsturned to the client in |ogic block
603. | n | ogi cthsl BeremOnYerfiomifichifes Brultir'e qTB%B?ﬂ"&é?’éa dfvécemotupdat ed | st

of e GH T elo SR GR oA B RHSRL R LSRRl BlRE qufhsge! Noxt Provi der et hod

is calle R A provi 605. Vari ous

enbodi ment s of th%@eéﬂ\eanI?fmmgrmfmhm:énads@erlddmmtma:‘aadnlrne&iugs 6b-g and
described in detail below The service is obtained in |ogic black 606.
Fai | over net haa1ageserx@rtmbuaqsnr@dnetwwrw@war%3%@ APATAMRIKI n | ogi ¢

bl ock 606 25 and | oad.Qal anci od 507 its .a S by | ogic
bl ook 608, - An At Here: BrepaRy et an pohoRERnte Rtk SRR oV ki o' 7
and descri bed3pnadenad | arkebous uFdIGée cBhuhichtist rneacﬁumagdfwareenbodn ments of
a get Next Provi der net hod used in | ogi ¢ block 605 of Fig. 6a. As illustrated
in Fig. b, dove 38l Daosmission Control Protocol software 353, and Internet

Protocol software 352 ("TCP/IP"). Client 304 also includes network

software 304a for transferring information to server 303 over

communication medium 305. Network software 303a in server 303

is also used to transfer information to client 304 by way of

25 communication medium 305.
According to an embodiment of the present invention, each
processing device in clustered enterprise Java™ architecture 300
includes a message-passing kernel 355 that supports both multi-tier

and peer-to-peer functionality. A kernel is a software program used



WO 001 28424 PCTI US99124642 25 the get Next Provi der nethod sel ects a QérW%«gma
provi der,, 1 ound robin manner. A get NextProvi der net LS, entered
as ill u'sv#r)g(f@é{“by circle 621. A list of current servi ceh%?%@%g/eﬂr‘ss%zi S
obtained in logic block 622. A pointer is increnented in logic block 5 623.
The next service provider is selected based upon the pointer in |ogic block
624 and the new service provider is returned in |logic block 625 and

get Next Provi der nethod 620 exits as illustrated by circle 626. Fig. 6c¢C
illustrates an alternate enbodi nent of YA 10 get Next Provi der met hod which
obtains a service provider by selecting a service provider randomy. A

get Next Provi der nethod 63Q is entered as illustrated by circle 631. A..:a
of current sdpwreddpryndereertal sepnees Heathes soffwarerRIC8ERMY °Pdyi ¢ bl ock 632.
The next seryj Vi is selected randomy as illustrated by |ogic

bl ock 633 15\{3£§1§es§{n?9ebgﬂé?'vi ce provider is returned in |logic black 634. The
get Next Provi der nmei pasicikl, kbeer 802, Sserdér 303 Usid aliett 394 eiavel e 635. Still
anot her enbodi ment of a get Next Provider method is illustrated in Fig. 6d
whi ch obt ai n&esneleB3@ibe iefdr 3¢tz egsppetivaihe I GagtieHan e o&darvi ce
providers. A ge xtRrovi der thod 640..is 20 illustrated by
circle 6241. Af\%f %\IQ\’I? ‘E)\fMgL}Pr"itﬁ{g‘gterwi% %}T})e\)/i ?fgrcg%?‘g §gts§‘|§/r?é% r?thl ogi ¢ bl ock
642. The | oad)af1 @aEiruzed ¥h RV Q¥pHREentifg ARé ditR@d MestagCarl pk 643. The
service provider with the least load is t%en selected in |ogic block 644.
The new ser vifeemphewinper 1ayer tarepne sider ibedugh 4 ogtresporing 645 Mnd

t Next Provi der 25 _met hod 640_exi t i|lustrated by cirecle 646. A
al ternat e enbUdPTBHTC 69T UEAUL: PR REVA O Pest FEYM 3Rbd i n Fig. 6e

whi ch obt ai nsydiv8Rid/t & ehdPieddayePas qfe WRRdt difle txRariefisdata obtai ned from
t he service provider. A getNextProvider nethod 650 is entered as

i |lustrdfed bgmbodighantgsmesgadasstarobe aanséarted ugng aviatigyeped WO 0Q128424
PCT/ US99/ 2464$g26 service,providers ,is obt,ai.n%ﬂ in‘_I o%ig{c bl ock 65&. The
type of data '&ﬁeé%t_t%f&t‘?cr% _‘Pﬁ’é‘ g@'\}?%é")ﬁrhg\‘)f % 18NHEEN H8AYPh 1 ogi ¢
bl ock 653. Th?ro%@édi?lﬁ?erﬁé@?’r‘o‘i‘@éol'(?BTUP‘?%P"ﬁeie%%F@@oEﬁ@%q_é%!’ért(hi‘l,?S!g@,ta type 1n

| ogi ¢ bl ock 654. The service provider is returned in logic block 655 and 5
get Next Pr ovi deypem¢xtotradSgorxirosad (THTUR ranedingy, aid citern@s6. Stil |

anot her enbodj nent a get N Provider nmethod is illustrated in Fig. 6f
whi ch sel ects'"éer@é?%&%mg%olﬁﬁérSE‘é&"é?g'”@paHgtcf?@l?iﬂ%‘?rlsamr%%“gtJirB‘?l of the
servace (@ ovi 48Uf1s £h tRE QYA SHET Qi BRtELIRdras illustrated
by circle 661. A sistcgg?é\?eir v%@ée@%ilgo%g%tg:%@l'g P’s obtained as illustrated by
| ogi ¢ bl ack 66&deriieg thesi patochis tamdcshdre teemlbesereencd! ghvjevisderthes

determ ned m | cgi c bloc!< 863 and the service provider which has the

cl osest physi EBPETIP¥EEnCA SOGKEHE 3 IAIGIPFRIAN TeARESETEINGeR LB n | ogi ¢
bl k 664. Th i i o t o i k 665 d
Phe_ get Next pr Dot eer? BSteSang I ) £ olsMALbiptbBECiAd) oy ARIE FheeE B0 an

Still a furtheérnerbedintaasta pbol beegedNexhiyadeiahelr threddathnager | | ustrated in
Fig. 6g and selects a servi cgégr ovi der based on the anount of tine taken

for the Zer yidé@ftwrawacamponsp ﬂdﬁﬁltiékbe@séﬂﬁﬁbéeqdédiﬁﬁ%!‘ SHEF ol of
PFst ot ourrargadid A BdfesrbaBRLIbE” Seluis AHABNEE sPEELIES T D) e

period for eaghhdrgrvesde Bigbae ot RincgidsRONd to a particul ar nessage is
determned in logic block 673. The service provider whi (;rn responds in the

shortest tinme peribar xarsplkesendrid®? vgiudes| DOV 16and Jatee ™ renlicatian ce
provider is 2 hen.retu d.in. logic blo 75 and contr ol

et Next Pr ovi doP2ie 306 02 aisd dies 7 0P eprasenti e w2

i nvocat ipp of RyLe isl & § b 1@ Jepbdy 1S

war r ant ed, RAsgrg%?SBEO&E gar?ﬁ%g%aq%lgv%rbﬁé?ﬁgﬁog‘%@w%?gh ta{(es rt he failed
server and an 3€3¢dipe nessegelisentiprodgit RUNMZ @ kenver 302 to RIVM1 in

server 303.



0 5 MAY 2003 WO 001 28424 PCT/ US99/ 24642 27 was and returns a new s@rsvdAY 2608
the retrygohhsdsnNew server is unavailable, RA stub 580 tpepyBo@ie@XCEPtiON.
Fig. 7 is a control flowchart illustrating failover software 508 shown in
Figs. 5a-b. Failover nethod 508 is entered as illustrated by 5 circle 700.
A failed provider fromthe list of current providers of services is renoved
in logic block 701. A getNextProvider nethod is then called in order to
obtain a service provider. The new seryjce provider is then returned in

| ogi ¢ block 703 and failover nmethod 503 exits as illustrated by circle 704.
10 Wiile Figs. 5-7 illustrate enbodi mrents of a replica handl er 506,

al ternate enbodi ts,.include the foll ow ng unctions or conbinations

t hereof i npl _enentg—mm e8s : _ manner. First, a list of servers or
service providers @fis@raPeNierSride JARMRkRAA 30BERRANK td AstwWdrdta Needs to be
used and the lIist has not 15 been recently updated, handler 506 contacts a

nam ng servi ceessageehcoudiedn breteomediate sbtvar.nS han funstiooatiatie | i st of

provi ders. Second, if handler 506 is about to sel ect rovi der fromthe
list and t her@RYtag ‘feiicg?ri‘hbewmi’é@%ﬂ'c%gﬁﬁbéaaﬁg'eﬁr@ {)Sr%erhosti ng server

over uhi gh nouEISRA SNt BERY4ECEbVER el Bunkledlatima Dgar { beat

period, handl er t provider an enbodinent, a server my
| at er recover382ricliendest) afd, peearticulaletUyivin nexy Bé ferwadedrtal clench
hear t beat periods. Thus, |oad bal anci\zl\%on t he basis \?fer ver |oad is

f
obt ai ned. Thi P84 (GRAeneRd SRBLAT FA4 1o I \GIBHAMN XY SHYE' ?ﬁ'ﬁ’ﬂ Q8t¥Re provi der 25
f the |ist i A5 »d ¥ is t

o vior ki ng. SGFEE B 2R Sy ieERlo DN (ERRERE i BRhEBEED (206 54042 28

Fourth, if a segsidrceoncerhedtitg emvokeadahy @ohaesernsedretdradblishetds a provi der

of the service, then that provider is used. This facilitates coiocation of
provi der'® f or PEWHESTLH SEIASIGRS WATiQls §Jiedes. Fifth, if a service is being

i ked within th ' : j
L ansact i on coordi Farar Feresd 'RARRRE HBY FhlsLTh, B RRRRE R Tor ovi der

i's used. Thisuftaes laidoakes cemher 8¢ casated bproydrdens MBI IFoa dxaansgact i on. The
failures that can occur during a nmethod invocation may be classified as
bei ng either @lsendappf BdaesGgerieranridg unde( e pRPleASEEWEYUPEd?D rel ated. RA

stub 580 wilt not retr eration, in the ey f ication-.
slated failur qu“ét? ﬁ@%s %ﬁggg&@a{?rEeg%§eg§%§8t°§?${c%tﬁ t’?’htgt% nor{&? lE)éelrs‘ge{?‘\\f\nérl(?I

i mprove.1g n t hedenasd debcaptidbf @5 EbibUEScUrRY ahedklfi@ipkavied BA stub 580 may
or may not be able to safely retry the operation. Sone initial

non- i denpot enthtsewaydayasaishoms Which énvaeorpajatasenamsin/by gefesenee.field in a
artor an i nf T AGE erEn RS PEPEeB i FodsrRe PLU MRESEAER has decl ar od
(hek b Scase! SERUTPY RSB B SEPOLaTbe ) ey Kraenn o7 e
RA stub 580 wiapplicable if the sender is a client and the receiver is a client and thus
20 does not accept incoming sockets.
For example, if a message is sent from server 302 to client
304, the message would have to be routed through server 303. In
particular, a message handoff, as illustrated by 302f, between
RJVMS3 {(representing client 304) wouid be made to RJVM2
25 (representing server 303) in server 302. The message would be
transferred using sockets 302e between RJVM2 in server 302 and
RJVM1 in server 303. The message would then be handed off, as
illustrated by dashed line 303f, from RJVM1 to RJVM3 in server 303.

The message would then be passed between sockets of RIVM3 in



20 retry if, as part of |oad bal ancing nethod, stub 580 sw tches 0@ gay 3
servi ce woouksles whose host has failed. As anot her exanpper/ugsdRisst ub 5599
will retry if it gets a negative acknow edgnent to a transacti onal
operation. A RM conpiler recognizes a special flag that instructs the 25
conpiler to generate an RA stub .for an object. An additional flag can be
used to specify that the service nethods are idenpotent. In an enbodi nent,
RA stub 580 will use the replica handI%{ descri bed above and illustrated in
Fig 5a. An additional flag may be used to specify a different handler. In
addition, at the point a service is Q 5 MAY 200 -WD 001 28424

escrbed bolBHo AL RAaT AT ciRRde: Tl St B WRRILBE P2 ana her

enbodi ment ofpdsbed paLeBtratdtVien thd Bakied\ih€ I30am, frdf ROV irbBllerits used
instead of a stub, as shown in 5 Fig.5a. Il1l. Replicated JNDI-conpliant

nam ng servi c¥09E RUMMST imekenti3P4i g. 4, access to service providers in
architecture 400 is obtained through a JNDI -conpliant nam ng service, which
is replicated across architecture 400 so there is no 10 single point of
failure. Accordi nghy, Rédoudingl 0Ccessi ng devi ce which offers a JNDI -conpli ant
nam ng service fails, another processing device having a replicated nam ng
servi ce Bs avai | abhe RJVM i chentégerversisaite tofswitohesamawnicationr ver

advertises a ‘grgvi der of the _.service at a artRi mar node. in replicated
nam ng tree. PSS GEIANRERHO TeediiRR ey er RIGHS at B i F8F ¢ he
provider to aseHApR! ifdiRns 80U GBafRR0) d]frE@{ sski@h b hernrd®d nsdrhgr servers

copy of the namng tree. If the type of a new offer is inconpatible with
the type of oB02isabie wnstexi stingghpootkettinetaaewe fohiéesagiesfonwdedipgndi ng and a

cal | back is de through ConflictHandl er .interfac After either type of
offer is 20 r rpygh éaf,"%ﬁ@%t ﬂé‘r’s WP?d‘mWﬁaﬂ@ﬁsyageéfP}ﬁ&%? ned WRfer ywher e.
Wien a gly ent ;h@8kS rHPrdsBRRELHECEC204 N8N U ERboARIAtNhAuEA St UD that
contacts the service pool to refresh the client's |list of service

provi ders. Fi gandferfinqstasaagss ay eIV s anedrasaeiizye servidee massagehi t ect ur e

400. In an enbodi ment, servers 302 and 303 o;fer an exaqﬁlﬁ 25 service
provi der Pl af@!YspY &f&E JBRECUITGICHAH ANEIVRTK ERFEBUS U he "RANI ng ser vi ce

tree 402 and e j : : EXRERLE rhégig ng service
tree 402 and ﬁgimﬁgeéﬂagﬁﬁﬁgwagggg&%‘%o@ A Earaea s M so0) 24642
30 pool 402a 30d idd2ad afememunicatipn meditai B0B@sallustfaedric &ig.03 Branpl e

service provider Pl and P2. Cient 304 obtains a RA stub 304e by doing a
nami ng set vi c8NIAEKIFFAMBPEMERHENERRAISEINAY O Hdedeligelfs Boddetont act s an

I nstance of a servihgen PO pdrfy ﬁgt?éa\}k 5 SH188hd ldpdtatinsinheLAg ences to
avai l abl e service providers. étub Ozie may sw tch between the instances of
a servi ce pookaatdngedegh tautingaBirbalaanRyvigt sndspaidinedor dStadtingf or t he

initial context of the nam n? service are replica aware or Smart stubs
whi ch i ni ti al MharoadesRaciive Cliandsevaahanynearediedivcdedr d0idfler s and switch

in the event LlLyr i C ] vice tree
contains a CO%]bZongrﬂH\gtpeeoe{Et%ﬁg s@u%&@ﬁt%ﬁﬁ_&?#ﬁ%@?ﬁ% %%’v%%ers. The stub
obt ai ns 2o fr esitustiasdd frf PIg. 306 id ABPAASIBId forl thictUncedhl Ynum ng. To bootstrap
this process, the systemuses Domain Namng Service ("DNS") to find a
(potential |y Pobasimapt.careRJVM sengds 2 heartbeat mesegaset? aW@robt ai ns t he

conplete |ist

cﬁiéﬁ)@/servers when no other message has been sentin a
predetermined time period. If the client/server does not receive a
heartbeat message in the predetermined count time, a failed

25 client/server which should have sent the heartbeat, is detected. In
an embodiment, a failed client/server is detected by connection

timeouts or if no messages have heen sent by the failed client/server



one of them As an exanple, a stub for the initial context of the nafSridAY 2003
servi ce wariBeebt ai ned as foll ows: Hashtable env = new PEENSaHI46E2) ;

env. put (Cont ext . PROVI DER URL, "t3:1/acnmeC uster: 7001 "); 20

env. put (Context. | NI TI AL CONTEXT FACTORY, "webl ogic.jndi.

WebLogi cl niti al Context Factor"?; Context ctx = new Initial Context(env); Sone
subset of the servers in an architecture have been bound into DNS under the
nane acneC uster. Mreover, an applicatdon is 25 still able to specify the
address of an individual server, but the application will then have a
single point of failure when the application first attenpts to obtain a

st ub. 0 5 MAY 2ed3tetMd 0 84R ¢ oPEieUSROIRH BAGtheE eAnbraalimahl eamul ti cast
protocol is desirable. in an enbodi nent, provider stubs are distributed and
replicated ndilef)seskeddndicatesratailed ssyver/cliBRtnul ti cast or poi nt -t o- poi nt

protocol. In an IRyl g‘?@;g %@%@g@gﬁl%ggkﬁbﬁgwé gbgp%rh&mgﬁ of nessages:

Heart beats, 5 Announcenen art bé are used to carry

i nformati on betyere cenpressioarndivaret 360 ratirsenace coimmaotignti fy fail ed
servers. An Announcenent contains a set of offers and retractions of
servi ces® ThelrahHBifiedetran Vel yasoip [€guRe sReSs8pe HiZe- sEgRERPTMRIIED Rimber ed.
Each receiver 0 n i I Q. i tizfy | ost
Anouncement sTEaal ger 2P AR RE R ot g B AR BB e nunber

of the |ast AstonpiecovM1 incllths SeBbbreliiR@atabieade RIGM eagtdesias
("NA~<s"5 .or a | ost Announcenent are included in subsequent outgoing

Heart beats. Tmetgtiog ébbreNmRion wikh Beringrmiesags @rviesdingfetwweenat several
Announcenent s khater?tél}e serverhlg aasfsent. If a NAt\K ar rr.i Ves, for.an
Announcenent PRETIERICHEEVE e PRAY o KaMSEFIRG 1S aNHE S5 & 28%BUMRE whi ch
cont ai nsjpa compé@h&idteSder@dr MhBuBELrver's services and the sequence nunber
of its next Announcenent. \When a new server joins an existing architecture,

the new server NAKs for the first nessage fromeach other server, 20 which

results in StateDu bei.ng sent. dJf server, does not receive a Heartbeat
from anot her servem%%%%ﬁﬁ&%%%%d of time, the server

retracts all servigcrgibd @hestphye RGa™CLBePRIre BDCEIRIW O oarridedr t beat . 1V.
Programm ng Model s 25 Applications used in the architecture illustrated in

Figs. 3-5 usetienendieehtepedyagiogrgmoynanmri ng nodel s: (1) statel ess or
I o e e AT L R o R
statel esg explicit syntax for client/server pragramming consistent with a multi-
tier distributed processing architecture. As an example, the following
client-side code fragment writes an informational message to a
server's log file:
T3Client cint = new T3Client("t3://acme:7001");
20 LogServices log = cint.getT3Services().logl);
log.info{"Hello from a client");
The first line establishes a session with the acme server using
the t3 protocol. If RIVMs do not already exist, each JVM constructs
an RJVM for the other and an underlying TCP socket is established.
25 The client-side representation of this session - the T3Client object -
and the server-side representation communicate through these
RJVMs. The server-side supports a variety of services, including

database access, remote file access, workspaces, events, and



0 5 MAY 20p3 -WD 001 28424 PCT/ US99124642 32 nodel, a Smart stub ret AS-AY 2008

a nam ng;-ser.yi.ge | ookup directly references service pro &ﬂf nple a =
( Exanpl gsos@fzé%zﬁookup( "acne. eng. exanple"); resultl = e. ex\#anp Sé?%%? 5

result2 = e.exanpi e(38); In this exanple, the two calls to exanple may be
handl ed by different service providers since the Smart stub is able to
swtch between themin the interests of |oad bal ancing. Thus, the Exanple
service object cannot internally storgﬁinfornation on behalf of the 10
application. Typically the statel ess de! is used only if the provider is
stateless. As an exanple, a pure stateless provider ;right conpute sone

mat hemati cal, functign of its.ar nts and return the result,. Stateless
provi ders ma§99gr e en?%crc?%sﬁ'%gﬁﬁ%ﬁ@ﬁog V'B%ﬂ&PP&?U?h&&sﬁfr r accounting
purposes. Myfy WHBY fathk¥sagd at el ess providers 15 may access an underlying
persi stent storage device and |oad application state into nenory on an

as-needed basi s. figkeeRRldtorld) 914 cd by RN BNifckrd 808N he Tunni ng

sum of all val ues passed t as argunen exanpl e m ght read the
previ ous sunsdppmnsas detvebaseirabegntian dcdrsistent emth apgemenpeernwite the new
value out, and 20 then return it, This statel ess ?ervi ce nodel pronotes

scal abi Pi ty. disHiguigd §f°£9élsg‘§sa’1c HEBIYE privy PRSI %@@Iff’_”?ﬁ’é“%narp st ub
returned by mﬁ&@%#rggmnt 'oﬁtﬂng %C%TQBX‘OF QﬁtR!\ﬁfS?ljte%frEXW?tﬁj@%Nrtﬁﬂ service
Ich a ense t ubs.

provi ders, e not t ves Smart s anpl eFactory gf =

( Exanpl eFact oompli&s redrmingosBevipe 'acaseeryy. aexinpbkdy pneodi methods.

gf .create(); resultl = e.exanple(37); result2 = e.exanpl e(387?: ~ 5 MAY
Zp03 CVO 001 28424H3shtB¥IE/ 48031 A40ARastabli(s exanple, the two calls to

exanpl e are guarant eed {0 be I 1 he, s secyi.cge provider. The
servi ce provi der %\yp‘eﬂéPaf%ﬁt&’%@/@%ﬂ{%etﬁﬁﬁ%?%ﬁ Bn behal f of the
applji catg gn. The @r{a\abeﬁ(e@atmqmmmr_m@wmﬁm_tﬁm:mmzed Wgen t he cial I erh
needs to engage,in a "conyersation" t provider. Far exanple, the
caller and the pr OWFWQS'%”&MSV%&&Q”‘it'\r%“éorﬁ%%-a&ﬁ‘ﬂyf)ort h negoti ati on.

Repl i ca- awar e st ubsn&ie cgenermahd ynitifiEcsad® (drv)t he statel ess and statel ess
factory nodels, the only diféerencE is whether the stubs refer to service
provi ders or ser vitEBIERiTAFX3BRIES CReOOKUPH 38ME-BUF GEPMPR ory stub may
failover at wll jdauitts &kkampldi@7pr eate a provider, since this operation
is idenootent. To further incr ease the availability of an indirect
service, application code nust

15 ‘ In an embodiment, JNDI naming contexts are packaged as RMI
objects to implement remote access. Thus, the above code
illustrates a kind of RM! bootstrapping. The first four lines obtain an
RM! stub for the initial context on the acme server. If RIVMs do not
already exist, each side constructs an RJVM for the other and an

20 underlying TCP socket for the t3 protocol is established. The caller-
side object - the RMI stub - and the callee-side object - an RMI impl -
communicate through the RJVMs. The fifth line looks up another
RMiI object, an Example, at the name acme.eng.example and the sixth
line invokes one of the Example methods. [n an embodiment, the

25 Example impl is not on the same processing device as the naming
service. In another embodiment, the Example impl is on a client.
Invocation of the Example object leads to the creation of the

appropriate RJVMs if they do not already exist.



contain an explicit retry Poop around the service creation and invocgti sy 2003
15 whil ewddou8d4{ try { Exanple a = gf.createt); resultlpertsexasspt e(37);
resuit2 = e.exanpl e(38); 20 break; } catch (Exception e) { if
(lretryWarrantedle)) throwe; 25} This would, for exanple, handle the
failure of a provider a that was successfully created by the factory. In

this case, application code shoul d determ ne whet her nan-i denpotent

oper ati ons 0 5 MAY 2003 w0 001 28424 ?EIT/ US99/ 24642 34 conpleted. To

further increase availability, applicatron code m ght atCenpt to undo such
operations and retry. !'n the stateful programm ng nodel, a service provider

is a longli veﬁi, gze%)ﬁ%gh%argtgr%ag@%gﬂdﬁ%&égﬁorre uni que system w de key.

5 Exanples of ™ I es hat™ 'm € acces usi ng this nodel include
remote file syste nd,ro i n_a. database t.abl e. tar provi der may
be accessed many m%n@% %ﬁ/ ﬁﬁ@ce@ﬂn@n@%\’,'?%}ﬁ ?tfjg R t?éop\é'%jﬁea?g%r&%en?de! s where
each provi derginer h6cbseiM@eddNcNm SlchRBEtrSBARSHY BdplicafiggRl provi ders can
be obtained either by direct |ookup, 10 where the key is sinply the

nani ng- ser vi cendvameJBarbjedisouldtusa architamtyre IR isceadiy sa@latilq@nddes ar gument s
to the create,operation. ,In_either case, the stub will not do | oad

bal anci ng or f%\'ﬁﬁ %ﬁam'Rétnr?&%,‘oi’?l Sfﬁ‘{/‘fér%%\f e%‘q}llﬁﬂh’?%ﬂj??/d g%t ain the stub
agai n. There af&ifeBtR8 30065 agbirdkEapichfddER af@eh EOB h)6R wegs to 15 one
of the three programm ng nodels. “Statel ess session beans are created on

behal f of a pacistinglprocesalngedevibetor meiwiy added@rocassingatiedcat e bet ween
calls. Statel ess session beans to t[he t at el ess Hodell. St at ef ul session
beans are creMUBOYH BERAYTE B gﬁﬁéﬁéi’%’ ORISFISFAThAR TRRYGHST n i nt er nal
state bet Weentﬁr%luth;ﬁoutsgr@wﬁgb‘éur@%,%siﬁ?ﬁ?ﬁo@&iﬁ@dé@icteh%lﬁttiﬂéel ess factory

nodel . Entity beans are singular, state objects identified by a
syst em witde ke@yocdssirigt geviesmsnddp & aotrimeurstatiaf oledimpdetay Adil andséd t ypes of

£38 homes and TOhE B RECR TR % SPd SR GoPBr et SHOLERTH, AGORAFE: 1 n 2
architecture as 25 illustrated in Figs. 3-5, stubs for an EJB hone are
Smart stubs. Stubs Fidoroasifluteties %@F'@H"%@én@’"drg %WEFES‘EPLFE%O, whi | e st ubs
for stateful %‘?@’%’cé{gu#&%. %Qhﬁ‘@%fu?é/5€8ﬁ$c§m§é§cﬂéﬁr SJb%Pﬁgl@B'ﬁa handl er to
use for an EJB-based service can be Specifred in 1ts deploynment descriptor.

p 5 MAY 200 C\oniialLRiddtidn REHIWRIS0 4G4y e1b 502 anicc808 @ dongledets RM - based
service, which is required if the object is to maintain state on behal f of
the cal | B, tforppnicatien mMediyacdlistespagtivaly-t Porasiqgat Fiarede Hevickct ory. A

target ed K- ool SRINAES SalePBeEy SAf By LUPLIRADR Miugrorol | er

wi t hout any 5 Specia ags an e resu ng sService into the

replicated nardg@ahd &61, fesiedively. trhearflisesthbadibenlts dommdnibatieet [y into
each instance of the _nam ng tree and no service pool will be created. This
provi des a targedism 881 vPEQ: aneSd T maylbaeywiredand/qfaniragsger vi ce nanme. In an

enbodi nment, thjs. | t te renote file systens., J10.V. Rardware and
Softuvare Carn Oi'n"gﬁpiﬁﬁggfg%&éﬁ% S ﬂ%ﬁcﬂ\t?/ﬁpeabgﬁa' ss(ﬁ)h?l\%g}”e&’c%nrrponent s of an
exenpl ar yo ser V@hbaditent, Qlldn@ 8042 sekldrisdZ, adr0sdrler508-may be bbie syst em of
Fig. 8 includes a general-purpose conputer 8D0 connected by one or nore
comuni cat i on dfiegtsiand ssrvehs as desarieerd aibove32Onetad erdinary skill in the

art would understand that in alternate embodiments, multiple other

servers and clients may be included in architecture 500 as illustrated

by ellipses. Also, as stated above, in alternate embodiments, the

25 hardware and software configuration of client 504, server 502 and

server 503 is described below and illustrated in Fig. 8.

RA RMI stub 580 is a Smart stub which is able to find out
about all of the service providers and switch between them based on

a load balancing method 507 and/or failover method 508. in an



15 840 and also to a WAN, here illustrated as the Internet 880. ThréUBMAKAHB
840, co t 0 can conmmuni cate with other |ocal conmpu as a

file sepegvﬁéﬁég In an enbodi nent, file server 801 is se%€2®5%%%g£§
illustrated in Fig. 3. Through the Internet 880, conputer 800 can

communi cate with other conputers, both local 20 and renote, such as Wrld
Wde Wb server 881. In an enbodi nent, Web server 881 is server 303 as
illustrated in Fig. 3. As will be apprﬁgiated, t he connection from conputer
800 to Internet 880 can be nade in various ways, e.g., directly via
connection 829, or through |ocal-area network 840, or by nodem (not shown).

25 Conputer 800,is.a pers | _qr fice conmputer that c be, for exanple,
a wor kst at i on®MHeALY Ia'&%ﬁf@r ?’gbr'”?ﬂlﬂ%? adEpifRngApr gBS t%5t5 MAY 2003 WO
001 28424 PCTI ; i - %mgt i I

enbodi nment usgégg{%ﬁﬁé%%%é&%gofd\fgﬁ%%ﬁ? n (@%%%\h%%c@?g?ae@é%q?ngry

Mount ai n Vi ewme@igd 563Gt ipuampakematd embpdihénton, siogispodcbaBo@iraan be
conveniently divided into, hardware conponents 801 and ?oftvvare conponents 5
I

802; however, THEPQDREAG sHrUe AaiFqyes nethof is fmeleqiantes- N dgpFEtrat e t hat
this divigsion t : &W rhLt rar ; at the line

bet ween hSZr dmgbioogﬁﬁggtgft llrcgr}l%s not a hﬂfs’dpglkggfégltt@%lgfaamrther, it will
be appr eci at ethatdneing metHadzearibmeaeiitipie Hoigivee omethbds aadctcamisinatibaghed
peripherals is not _a hard and fast one, and that_in particular, 10

conponent s t hdfe8PE ¢HARCRALNMSEE ISR $3gf!eE RO FRIBUCEES ™E e consi der ed

integral part uters. Thus, for exanple, user I/0 820 can
i ncl ude a keygggérvéﬂbgﬁ{neorﬁggp and a :~isplay :nonitor, each of which can be

consi dered either a peri Vi of rt of the computer itself, and
can further includ Ugﬁ‘{ @ggrﬁggér ﬁ%?l ?a?%vr\)ﬁillecrﬁ{ai s 1''" typically considered to

be a perigpheral. As anoOhgrct éocadBalancep@bjgecstemeénstrovidge tBOBrsan i ncl ude a

CD- ROM (conpact di sc_readon| nmory) . unit, which can be either peripheral
or built into the gg%ﬁﬁ’g&”éﬁ%ﬁé conponents 801 include a processor
(CPU) 805, 20 nenory 806pjguersiGtanttietotaigar808jeruser 1/0 820, and network

interface 825 which are d ta bu 10. These conponents are well
under st ood by those of @gﬁ%ﬁéfﬁe{pﬁgnaﬁﬁgé%ﬁs’ accordingly, need be explained

only briefly here. RénoaeBsmpt®@®5 can be, for exanple, a m croprocessor or a
25 col legtion of mycroprocessors configured for multiprocessing, Menory 806
can incl ulde read-or}ly menory | ROV, randomaccess nenory (RAM, virtual
menory, or other nmenory technol ogies, singly or in conbination. Persistent
storage 808 can include, for exanple, a magnetic hard disk, a floppy di sk,

or ot her 0 s My i206s3idlel 008 v oRipl 4/RRRh3dORA stdb EB8Gtalteitadr ead-write
data storage technol ogies, singly or in conbination. It can further include

mass or ar chi vealargeomagod Q¢ hwikch takesahp cyiicat §eBier @DARERHIGS Dt her

add i onal st UFRgeE ey, 26 BRRRe, b BoktRty bhBiabtute: 2 V) T0°

(i nput/ out put ) refifeingrat820 datahasd 094 Bﬁrédﬁﬁaﬁswr@mhe\dbérﬁw noni t or
such as a CRT or flat-panel display, an al phanuneric keyboard, and a nouse
or ot her 2Boi nt 98¢ BRlgneemesned 507 DAwIsWjtchatle FaivemBP3iDeERUSR SAr®Ti nter, an

opti cal Scann€ga, o%r oeardegev\//itﬁ%sér\;iger réjcisu%rstsl.oHiarqgf“étr @%dmgvt&\uc}dse a
server replacement entirely on the caller, perhaps using information
about server 502 load, or handler 506 may request server 502 for
retrieving a particular type of data. For example, handler 506 may

25 select a particular server for calculating an equation because the
server has enhanced calculation capability. In an embodiment,
replica handler 506 need not actually switch providers on every
invocation because replica handler 5086 is trying to minimize the

number of connections that are created.



t letwork 110 hardware 825 provides an interface between conputer 800 Mg 2003
the out si,ge,upsi d- Mre specifically, network 1/0 825 | eperpisosegesrr 805
connunlcate V|a connection 829 with other processors and devi ces through
LAN 840 and through the Internet 7 5 880. Software conponents 802 i nclude
an operating system 850 and a set of tasks under control of operating
system 310, such as a JavaT"' application program 860 and, inportantly, JVM
sof tware 354 and kernel 355. Qperatin ystem 310 al so all ows processor 805
to 20 control various devices such asgﬁérsistent storage 808, user 110 820,
and network interface 825. Processor 8D5 executes the software of operating

t 310, | t 860 354 d k 355 { th
morory 806 and ot R GRS W CaBarE RGyettm B80o5T Helcibod! nent
sof t war e 802_§o@ﬁwé+@e§omh&»9§{éd2.ﬁ ﬁgétwbe BQ23uld ¥MLindBlaNBdandt RIVMB, as

illustrated in server 302 o I'n an enbodi ment, JavaT"'' application
program 860 if8g.Jéw &Td toappl ﬂcwtdnagra?ﬁﬂmsisatmlgl nhmtlngtoadsequeﬁlcga of3c. 05
MAY 2003 WO 001 28424 PCT/ US99/ 24642 38 Persons of ordinary skil] in the art
wi || appreci dUECHRRE Ot ersehichase aomgpleted By |5Hfté‘fﬂi§d”ﬂ%a%€a‘iapﬂﬁ’§t rative,

not 1 estel ot eunceh " aReile AT, SRR HLANGInS GOUIR cat! ons.

and information devices can be use aceo in a tron oWnat IS
shown in 5 Figre dbmdfetedexurpher, nrcanrwmtmm%rhhomugimt herdwdrermet 880
general ly involve packet switching by internediate router conputers fnot
shown), and cRRFRITER PEOUrYIar N”I@é‘P? YRbteeticifPSnunber of Web ser vers

i ncluding but by na neans limted to conputer $00 and Wb server

during a typical WBdhaaming eskmmie wngﬁ@”ﬁcﬁse@&cﬁ@e%%&'rcilebﬁpgn of the

pref efr ed_embadiaEna, Bly 19880 R YE M QSRS RC Bhay Mgd for the

pur poses or ustra Ion an escr not 1 nten tO be

exhaust itge orcéiing kHrekd tebﬁauuar«@cmt'amﬁnmt\v heorpd gettRRiidragarBedi acl osed.
Qovi ously, many nodifications and variations wll be apparent to

practiti oner sckxitinagdn 4rff'!35‘/tTﬁé ihe servERdhehbeldifaies iaueratiosen and
described in grder to be ain t he nC|p vention and its
practi cal appfragi‘fﬁ"@ﬁ‘sanf%é @r?a@ﬂ Fﬁ& t fRér Se?kl Iflaé eﬁ'ﬁqt/h% art to
under st and t hgsdaBN&itd, @Bntrar lsVﬁé’és@HStoaHBQC%lHBIE'@ﬁWihWV\PIBe tRatreRid ous

nodi fications as are suited to the particul ar use contenplated. It is 20
i nt ended t hat p@mdsf@dngCd@loclh@%vérﬂetanniﬁ@tldeﬂs n@iﬂeoyl legie Blockowi ng cl ai s

g Lt SR B AN A SN e A
control is passed to logic block 603. Otherwise, control is passed to
logic block 604. The provider of the service on the affinity server is
returned to the client in logic block 603. In logic block 604, a naming
service is contacted and an updated list of the current service

20 providers is obtained. A getNextProvider method is called toc obtain a
service provider in logic block 605. Various embodiments of the
getNextProvider method are illustrated in Figs. 6b-g and described in
detail below. The service is obtained in logic black 606. Failover
method 508 is then called if service is not pravided in logic block 606

25 and load balancing method 507 exits as illustrated by logic block
608. An embodiment of failover method 508 is illustrated in Fig. 7

and described in detail below.

Figs. 6b-g illustrate various embodiments of a getNextProvider

method used in logic block 605 of Fig. 6a. As illustrated in Fig. 6b,



1. An apparatus) conprising a communication nedium a first processi r?gs MAY 2003

devi ce, oQiRlegst 0 the communi cati on nmedi um havi ng a nampagns@ohée;, and a
second processing device) coupled to the conmunication nmedium having a
replicated nam ng service. 2. The apparatus of claim1l, wherein the nam ng
service is a JNDI -conpliant nam ng service. 3. The apparatus of claim1,
wherein the replica nam ng service is avail able upon the failure of the
first namng service. 4. The apparatus,gf claim1l, wherein the first nam ng
service includes a namng tree having a node including a service pool and
wherein the replicated nam ng service includes a replicated namng tree. 5.
The appar at usyQl o ShAKRBvidth HEhBa Bfcie LU0 qgbvdar idaR Ageurrent st
of service prow%ers. 6°"'Fre apparatus o o1 A , erern the first
processi ng dexdbie martendes gatiNeetPioAdgir metiirl 6RO ik katdredtasof service
providers. 7. The apparatus of claim4, wherein the service pool includes a
stub. 8. The ﬁHEHPE&‘ﬁ%V 67cle|@d I A listhefr urrentheervigsi HEVsiervisce and t he
replicated napj Vi ted ol g oqr 9., The

appar at us of g‘:%?nrﬁfn I\Rﬁgréﬁgkt%{%?f ﬁr%@xﬁ)e?d%ngéésrleﬁge% %Q{”cg’gml%é‘es a first
stub havisng acrepl Tiean&anstreice grdvidee i 8800 b PSR SpNY LI YbRet Ll Udes a
second stub having a second replica handler. 10. A distributed processing
system conprlosﬁ'%glo% Eohaditeaniesn sewitieupioviddr is Setuspeghin Kgic coupl ed to

| nvocation (REIsten F BreiekElegPameltod 620,106 Bl SuBE iRy comput er

coupl ed to theireen@®i cati on nedium having a replicated f ~EPLACE~~i ENT
SHEET CVO 00/ 28424 40 naming tree and the service provider. PCT/US99I 24647
~ 5 MAY 2003 11. Thg. dicShidtPatb@nPsRsass BnsHshee &fa cl aim 10, wherein the
first conputer includes a first kernel for transferring a nmessage to a
second k¥ nel getNexEreveometmpwihérh oiinsThsedvise provitedbpsetsedisigng syst em

of claim1l, wherein the first, kenmei , includes a renote Jaya machine and the
second ker nel % WEl'G8¢4°% %k d@"ﬁév&ﬁ&m?’ﬁ royiger Wéh%‘géﬁ But ed

processing syshedPe@fasCli@diardd b WREHEIgR 1L NG [TdillediRdfi@leriipg! udes a thread
manager software conponent. 14. The distributed processing systemof claim
11, wherein tpeoYidesst iskobtaiekd iasdilustested byoiokat bimekagiEt. Jbktreatte conponent .
15. The distribut.ed processi ng systemof clajm 12 erei.n the first renote
Java virtual | REEHFRERTNT I ees S andsariy olBEt pia BOIUB P o Rganent - 16,
The di st s but lgPf AERSSErBe PrSVIRE & retliMed ihdog i BIbEk B3uUNEThET St renote
Java virtual machine includes a nessage conpregS|on sof t ware comnponent .

1'l. An appar getNextPooyidérsinethad 680mthan exttspas ithdittated &yfdircdd §3Tocessi ng
devi ce, coupled to the conmuni cation nmedi um having a nam ng service; and a
second processing d&ilianetharosmbedinientidia gemaxiPealidarmattdiduigr havi ng a

replicate nam ng service, wherein the first processing device includes a
first stub haviyigraied in §ig- Bspvhich pllaiNSe? sanice RECYdeloh#ses WRRBEheg devi ce
i ncludes a se j : ond j Ln the first
and second regﬁ}ggﬁgﬁé‘%}g}r@s?n‘?’ﬁ?fd}g% arh éﬁ?éoﬂ&g?o\ggﬁé‘\gﬁheo%\gggﬁgm . A9[ 3Y

AT AL. A9BD . AF endérelSashiludtrai@lrbyA3i9cia644&e AAidh dit culirdhtAerdite
| . ASL. A& A. A&nF_. A99. A. A9[. Al .A . A A . A . A% AN. A3e. A9L. AF. AU
. A A3. A A5F, " #0yidersiisabitgipsd in logic block 642. The load of each service

L] e Rl X1 calgalial i AhaeaohiakE Bharkaal TRl caliad saliasl sahegkeal cal cal
least load is then selected in logic block 644. The new service

pravider is then returned in logic block 845 and getNextProvider

25 method 640 exits as illustrated by circle 646.

An alternate embodiment of a getNextProvider method is
illustrated in Fig. 6e which obtains a service provider based upon the
type of data obtained from the service provider. A getNextProvider

method 650 is entered as illustrated by circle 651. A list of current
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10 While Figs. 8-7 illustrate embodiments of a replica handler 5086,
alternate embodiments include the following functions or

combinations thereof implemented in a round rcbin manner.

First, a list of servers or service providers of a service is
maintained. Whenever the list needs to be used and the list has not
15 been recently updated, handler 506 contacts a naming service as

described below and obtains an up-to-date list of providers.

Second, if handler 506 is about to select a provider from the
list and there is an existing RJVM-level connection to the hosting
server over which no messages have been received during the last

20 heartbeat period, handler 506 skips that provider. in an embodiment,
a server may later recover since death of peer is determined after
several such heartbeat periods. Thus, {oad balancing on the basis of

server load is obtained.

Third, when a provider fails, handler 506 removes the provider
25 from the list. This avoids delays caused by repeated attempts to use

non-working service providers.



10:: 10:: 10::!F710%: & ()-&510% & ()-310% & ()- @10% & () - 88889BDNEY\AE
£10% & ()-10% & ()-F y10% & ()-L! @0% & () - SYS10% & () - 9f Z10% & () - 999: ( ; B:
- dEAV70' WOUB/284¢) - O 10%6 & () - &FS 10% & ()-10% & ()-S- 109BEI/PFIONBEDPS & () -
. ><R<<<dEdV70' " y&10% & () -
$S109% & ()- LS#10% & ()-9! 10% & ()-910% & ()-99g10% & () - <=X====B>dEdV70' " 01
0% & ()-& 104 & ()- L-10% & ()-"+ 10% & ()-L) 10% & ()-3(10% & () - B>>>>?
21 2" 2K2xnb@! ! 03&10%\ & ()-3 10" 10"
10"sY710% & () - &510% & ()-s410% & () - 8210% & () - K????/ @@@Bnb@! T10% & ()
-9@0% & ()-10% & ()- 10% & ()-910% & ()-!H 3&10%& () -3
@A\LAAABIEMD@! " 10% & ()-910% & ()-10% & ()-10% & ()-310% & ()-10% & () - BGB
BBOKC) CUED @! 9&1¢48h Ir H3UAAA 1 Uding Hddki&iréd A & ddhndies
-10% & () -&s10% & () - } CCD/ DnDDDAEnb @7 LO10% & ()- L,/ 10% & ()--g10% & () - L+1
0% & ()-& 10¥eidey of gla)w&tc(e). -tMEEEEBM@@Iusg@%T&!q jacilitgtesioq-
10\ 710% & () 5f 10% F4g 0% & % )8& f

10% & () - EE5 098 &Y ed doxeeE) of SPIVERR: ()- 10% & ()-1y

109&' .y 10% ' GDGGGCHYHd -
10% &( %) 10% & () Fﬂ'ibo/gf & SoVIEGdE £eind Pi’cgﬁfi"('}h'ﬂh(%?l@ﬁSPP? QERDCOFYA0% & () - 9y
# 10% & §) - '} 8x&rioh R %k ér) adting as transactlon coordinator hosts a
10% & () - &10% & (- T1 79100 TKAEbC G10% &°() -
10% & () - L+Miprevitiet Jof 9hd Behd&ed,) theh (thaDphaliddr- 81084 & This KiRKitkre§ £pL kLI LdE: /
10\
10\'s' 910% & ('Pca"r‘i'bé)ef RrQYidersgaibinga thangaaiiea & () - &210% & () - " OF10% & ()-1Lm
LLLMPA MVFS1/ 1[109% " & ()-910% & () -
10% & () -f10% & ()the Tﬁ“u@fo%am@(‘)qu dugingod Mgt gd iNVOCRIPNINEORE) A 21/

107 & () 100 BT )0 8 OR Fi7) a PHBS P IAORBT TR

10% " & (p- &@el8f& (A SELDEBE \@H-no'#r&ir@%;&ob)ardi&hgﬁ&%&v(em Q66h QQRIRRRSRTRd
E:/ 10" 10"5z109% & ()-3ML0% &

109% & () - &01098RiCE}iOE 23R % ] 5‘”%95'9%%‘%9(9@T!P@JRQ%SQS@@OIBN"“
10% o0& () -! p%%@?&\l\iiﬂ improve. [n the event of an infrastructure-related failure,

RA stub 580 may or may not be able to safely retry the operation.
Some initial non-idempotent operation, such as incrementing the

15 value of a field in a database, might have completed. In an
embodiment, RA stub 580 will retry after an infrastructure failure
only if either (1) the user has declared that the service methods are
idempotent, or (2) the system can determine that processing of the
request never started. As an example of the latter, RA stub 580 will

20 retry if, as part of load balancing method, stub 580 switches to a
service provider whose host has failed. As another example, a RA
stub 580 will retry if it gets a negative acknowledgment to a

transactional operation.

A RMI compiler recognizes a special flag that instructs the
25 compiler to generate an RA stub for an object. An additional flag can
be used to specify that the service methods are idempotent. In an
embodiment, RA stub 580 will use the replica handler described
above and illustrated in Fig B5a. An additional flag may be used to

specify a different handler. In addition, at the point a service is
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below, the handler may be overridden.

Fig. bb illustrates another efnbodiment of the present invention
in which an EJB object 551 is used instead of a stub, as shown in
5 Fig. Ba.

Il. Replicated JNDI-compliant naming service

As illustrated in Fig. 4, access to service providers in
architecture 400 is obtained through a JNDl-compliant naming
service, which is replicated across architecture 400 so there is no

10 single point of failure. Accordingly, if a processing device which
offers a JNDi-compfiant naming service fails, another processing
device having a replicated naming service is available. To offer an
instance of a service, a server advertises a provider of the service at
a particuiar node in a replicated naming tree. In an embodiment,

15 each server adds a RA stub for the provider to a compatible service
pool stored at the node in the server's copy of the naming tree. If
the type of a new offer is incompatibie with the type of offers in an
existing pool, the new offer is made pending and a callback is made
through a ConflictHandler interface. After either type of offer is

20 retracted, the other will ultimately be installed everywhere. When a
client looks up the service, the client obtains a RA stub that contacts

the service pool to refresh the client’s list of service providers,

Fig. 4 illustrates a replicated naming service in architecture
400. in an embodiment, servers 302 and 303 offer an example
25 service provider P1 and P2, respectively, and has a replica of the
naming service tree 402 and 403, respectively. The node

acme.ang.example in naming service tree 402 and 403 has a service
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oing a naming service lookup at the acme.eng.example node. Stub
304e contacts an instance of a service pool to obtain a current list of
5 references to available service providers. Stub 304e may switch

between the instances of a service pool as needed for load-balancing

and failover.

Stubs for the initial context of the naming service are replica-

aware or Smart stubs which initially load balance among naming

10 service providers and switch in the event of a failure. Each instance
of the naming service tree contains a complete list of the current
naming service praviders. The stub obtains a fresh list from the
instance it is currently using. To bootstrap this process, the system
uses Domain Naming Service ("DNS") to find a (potentially

15 incomplete) initial list of instances and obtains the complete list from
one of them. As an example, a stub for the initial context of the

naming service can be obtained as follows:

Hashtable env = new Hashtabie();

env.put(Context.PROVIDER_URL, "t3://acmeCluster:7001");
20 env.put{Context.INITIAL_CONTEXT_FACTORY,

"weblogic.jndi.WebLogicinitialContextFactor");

Context ctx = new InitialContext(env);

Some subset of the servers in an architecture have been bound
into DNS under the name acmeCluster. Moreover, an application is
25 still able to specify the address of an individual server, but the
application will then have a single point of failure when the

application first attempts to obtain a stub.
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1001 a10% & () - LGTATE O Eh 5 ERUr BB Bl i ()

"b3  A~\ = 10L93k08badditens 1therd &'e(dnred Kk & rﬁ\)asé’agifsﬁ)%e&rt@)aah@( 10% " & () -
89(10%: ()5_ Spb%nlnoc;uln%:g%(seﬁg,(z?ndGSt:E‘i?g/[\)ﬁn(p)s_ &ggrt&gg‘cs are used to carry
information between servers and, by their absence, to identify failed
servers. An Announcement contains a set of offers and retractions
of services. The Announcements from each server are sequentially
numbered. Each receiver processes an Announcement in order to
10 identify lost Announcements. Each server includes in its Heartbeats
the sequence number of the last Announcement it has sent.
Negative Acknowledgmeants ("NAKs") for a lost Announcement are
included in subsequent outgoing Heartbeats. To process NAKs, each
server keeps a list of the last several Announcements that the server
15 has sent. If a NAK arrives for an Announcement that has been
deleted, the server sends a StateDump, which contains a complete
list of the server’s services and the sequence number of its next
Announcement. When a new server joins an existing architecture,
the new server NAKs for the first message from each other server,
20 which results in StateDumps being sent. If a server does not receive

a Heartbeat from another server after a predetermined period of time,

the server retracts all services offered by the server not generating a
Heartbeat.

IV. Programming Models

25 Applications used in the architecture illustrated in Figs. 3-5 use
one of three basic programming models: (1) stateless or direct,
(2) stateless factory or indirect, or {3) stateful or targeted, depending

on the way the application state is to be treated. [n the stateless
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In this example, the two calls to example may be handled by
different service providers since the Smart stub is able to switch
between them in the interests of ioad balancing. Thus, the Example
service object cannot internally store information on behalf of the

10 application. Typically the stateless modei is used only if the provider
is stateless. As an example, a pure stateless provider might compute
some mathematical function of its arguments and return the resuit.
Stateless providers may store information on their own behalf, such
as for accounting purposes. More importantly, stateless providers

15 may access an underlying persistent storage device and load
application state into memory on an as-needed basis. For example,
in order for example to return the running sum of all values passed to
it as arguments, example might read the previous sum from a
database, add in its current argument, write the new value out, and

20 then return it. This stateless service model promotes scalability.

In the stateless factory programming model, the Smart stub
returned by the lookup is a factory that creates the desired service
providers, which are not themselves Smart stubs.

ExampleFactory gf = (ExampleFactory)

25 ctx.lookup("acme.eng.example”);

Example e = gf.create();

resuitl = e.example(37);

e.example(38);

ll

result2
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handled by the same service provider. The service provider may
therefore safely store information on behalf of the application. The
stateless factory model should be used when the caller needs to

5 engage in a "conversation” with the provider. For example, the cailer
and the provider might engage in a back-and-forth negotiation.
Replica-aware stubs are generally the same in the stateless and
stateless factory models, the only difference is whether the stubs

refer to service providers or service provider factaries.

10 A provider factory stub may failover at will in its effort to
create a provider, since this operation is idempotent. To further
increase the availability of an indirect service, appiication code must
contain an explicit retry loop around the service creation and

invocation.

15 while (true) {
try {
Example e = gf.create();
resultl = e.example(37);
result2 = e.exampie({38);
20 break;

} catch (Exception e) {
if {lretryWarranted(e)})
throw e;

25 }

This would, for example, handle the failure of a provider e that
was successfully created by the factory. In this case, application

code should determine whether non-idempotent operations
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attempt to undo such operations and retry.

in the stateful programming model, a service provider is a long-
lived, stateful object identified by some unique system-wide key.

5 Examples of "entities" that might be accessed using this model
include remote file systems and rows in a database table. A targeted
provider may be accessed many times by many clients, unlike the
other two models where each provider is used once by one client.
Stubs for targeted providers can be obtained either by direct lookup,

10 where the key is simply the naming-service name, or through a
factory, where the key includes arguments to the create operation.
In either case, the stub will not do load balancing or failover. Retries,

if any, must explicitly obtain the stub again.

There are three kinds of beans in EJB, each of which maps to
15 one of the three programming models. Stateless session beans are
created on behalf of a particular caller, but maintain no internal state
between calls. Stateless session beans map to the stateless model.
Stateful session beans are created on behalf of a particular caller and
maintain internal state between calls. Stateful session beans map to
20 the stateless factory model. Entity beans are singular, stateful
objects identified by a system-wide key. Entity beans map to the
stateful model. All three types of beans are created by a factory
called an EJB home. In an embodiment, both EJB homes and the
beans they create are referenced using RMI. In an architecture as
25 illustrated in Figs. 3-5, stubs for an EJB home are Smart stubs.
Stubs for stateless session beans are Smart stubs, while stubs for
stateful session beans and entity beans are not. The replica handler

to use for an EJB-based service can be specified in its deployment
descriptor.
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To create an indirect RMIl-based service, which is required if
the object is to maintain state on behalf of the caller, the application
code must explicitly construct the factory. A targeted RMi-based
service can be created by running the RMI compiler withaut any

5 special flags and then binding the resulting service into the replicated
naming tree. A stub for the object will be bound directly into each
instance of the naming tree and no service pooal will be created. This
provides a targeted service where the key is the naming-service

name. in an embodiment, this is used to create remote file systems.

10 V. Hardware and Software Components

Fig. 8 shows hardware and software components of an
exemplary server and/or client as illustrated in Figs. 3-5. The system
of Fig. 8 includes a general-purpose computer 800 connected by one
or more communication mediums, such as connection 829, to a LAN

15 840 and also to a WAN, here illustrated as the Internet 880.
Through LAN 840, computer 800 can communicate with other local
computers, such as a file server 841. In an embodiment, file server
801 is server 303 as illustrated in Fig. 3. Through the Internet 880,
computer 800 can communicate with other computers, both local

20 and remote, such as World Wide Web server 881, In an
embodiment, Web server 881 is server 303 as illustrated in Fig. 3.
As will be appreciated, the connection from computer 800 to internet
880 can be made in various ways, e.g., directly via connection 829,

or thraugh local-area network 840, or by modem (not shown).

25 Computer 800 is a personal or office computer that can be, for

example, a workstation, personal computer, or other single-user or
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multi-user computer system; an exemplary embodiment uses a Sun
SPARC-20 workstation {Sun Microsystems, inc., Mountain View,
CA). For purposes of expaosition, computer 800 can be conveniently
divided into hardware components 801 and software components

5 802; hawever, persons of ordinary skill in the art will appreciate that
this division is conceptual and somewhat arbitrary, and that the line
between hardware and software is not a hard and fast one. Further,
it will be appreciated that the line between a host computer and its
attached peripherals is not a hard and fast one, and that in particular,

10 components that are considered peripherals of some computers are
considered integral parts of other computers. Thus, for example,
user 1/0O 820 can inciude a keyboard, a mouse, and a zisplay menitor,
each of which can be considered either a peripheral device or part of
the computer itself, and can further include a local printer, which is

15 typically considered to be a peripheral. As another example,
persistent storage 808 can include a CD-ROM (compact disc read-

only memory) unit, which can be either peripheral or built into the

computer.

Hardware components 801 include a processor (CPU) 805,
20 memory 806, persistent storage 808, user /0 820, and network
interface 825 which are coupled to bus 810. These components are

well understood by those of skill in the art and, accordingly, need be

explained only briefly here.

Processor 805 can be, for example, a microprocessor or a

25 collection of microprocessors configured for multiprocessing.

Memory 806 can include read-only memory (ROM), random-
access memory (RAM), virtual memaory, or other memory
technologies, singly ar in combination. Persistent storage 808 can

include, for example, a magnetic hard disk, a floppy disk, or other
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persistent read-write data storage technologies, singly or in
combination. |t can further include mass or archival storage, such as
can be provided by CD-ROM or other large-capacity storage
technology. (Note that file server 841 provides additional storage

5 capability that processor 805 can use.)

User 1/O (input/output) hardware 820 typically includes a visual
display monitar such as a CRT or flat-panel display, an alphanumeric
keyboard, and a mouse or other pointing device, and aoptionally can
further include a printer, an optical scanner, or other devices for user

10 input and output.

Network /0 hardware 825 provides an interface between
computer 800 and the outside world. Maore specifically, network {/O
825 lets processor 805 communicate via connection 829 with other

processors and devices through LAN 840 and through the Internet
15 880.

Software components 802 include an operating system 850

and a set of tasks under control of operating system 310, such as a
Java™ application program 860 and, importantly, JVM software 354
and kernel 355. Operating system 310 also allows processor 805 to

20 control various devices such as persistent storage 808, user /O 820,
and network interface 825. Processor 805 executes the software of
operating system 310, application 860, JVM 354 and kernel 355 in
conjunction with memory 806 and other components of computer
system 800. In an embodiment, software 802 includes network

25 software 302a, JVM1, RUIVM2 and RJVM3, as illustrated in server
302 of Fig. 3¢. In an embodiment, Java™ application program 860 is

Java™ application 302¢ as illustrated in Fig. 3c.
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system of Fig. 8 is intended to be illustrative, not restrictive, and that
a wide variety of computational, communications, and information
devices can be used in place of or in addition to what is shown in

5 Fig. 8. For example, connections through the Internet 880 generally
involve packet switching by intermediate router computers (not
shown), and computer 800 is likely to access any number of Web
servers, including but by no means limited to computer 800 and Web

server 881, during a typical Web client session.

10 The foregoing description of the preferred embodiments of the
present invention has been provided for the purposes of illustration
and description. It is not intended to be exhaustive or to limit the
invention to the precise forms disclosed. Obviously, many
madifications and variations will be apparent to practitioners skiifed in

15 the art. The embodiments were chosen and described in order to
best explain the principles of the invention and its practical
applications, thereby enabling others skilled in the art to understand
the invention for various embodiments and with the various
modifications as are suited to the particular use contemplated. Itis

20 intended that the scope of the invention be defined by the following

claims and their equivalents.
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repllcated naming service.

2. The apparatus of claim 1, wherein the naming service is a JNDI-compliant
naming service.

3. The apparatus of claim 1, wherein the replica naming setrvice is available upon
the failure of the first naming service.

4, The apparatus of claim 1, wherein the first naming service includes a naming
tree having a node including a service pool and wherein the replicated naming service
includes a replicated naming tree.

5. The apparatus of claim 4, wherein the service pool includes a current list of
service providers.

6. The apparatus of claim 5, wherein the first processing device includes a service
provider in the list of service providers.

7. The apparatus of claim 4, wherein the service pool includes a stub.

8. The apparatus of claim 1, wherein the naming service and the replicated naming
service are created by a multicast program.

9. The apparatus of claim 1, wherein the first processing device includes a first stub
having a replica handler and the second processing device includes a second stub
having a second replica handler.

10. A distributed processing system, comprising:

a communication medium;

a first computer, coupled to the communication medium, having a naming tree
including a remote method invocation (RMI) stub for accessing a service provider,

a second computer, coupled to the communication medium, having a replicated
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naming tree and the service provider.

11.  The distributed processing system of claim 10, wherein the first computer
includes a first kernel for transferring a message to a second kernel in the second
computer.

12.  The distributed processing system of claim 11, wherein the first kernel includes a
remote Java machine and the second kernel includes a remote Java machine.

13.  The distributed processing system of claim 11, wherein the first kernel includes a
thread manager software component.

14.  The distributed processing system of claim 11, wherein the first kernel includes a
socket manager software component.

15.  The distributed processing system of claim 12, wherein the first remote Java
virtual machine includes a peer-gone detection software component.

16.  The distributed processing system of claim 12, wherein the first remote Java
virtual machine includes a message compression software component.

17.  An apparatus, comprising a communication medium;

a first processing device, coupled to the communication medium having a
naming service; and

a second processing device, coupled to the communication medium, having a
replicate naming service, wherein the first processing device includes a first stub having
a first replica handler and the second processing device includes a second stub having
a second replica handler, wherein the first and second replica handlers include a
failover software program.



