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FIG. 4
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FIG. 5

320
j 318
308 AP Client Side >
} DLL —> AP
<4— Manager
802.1X > ? ‘ /Moni%or
) AP Server
Authenticator ] g
e o 310 —— oo Dseriode
: Kernel
D Mode
TCP ~~ | [oTHERS
' 208
IP
306 5 - 300
\ -
Bridge 304
3 v
3:34 AP Driver
e 312 302 204
LAN 3 } }
802.3 NIC 802.11 NIC Connected to 802.11

LAN



epatent
Leydig Voit & Mayer Ltd
6815 Weaver Rd., Suite 300 Rockford, IL 61114
Attorney Docket 218642, Telephone (815) 963-7661


FIG. 6

6/9

3?8

802.1X

Use Authenticator DLL ’ AP Server
I
____________________________________________ A A ...
Kerne . 802.1X
| 2 8 Network Bridge / IP 3 6 (packet,
k| [ A
802.3 packet transmit 802.1X
6 2 8 indication \7802'3 OIDs packiat 7 O 6
e
.................. \ S S )
1] O N g
. P ® ® ® @ o @ o @ o @ o @ o e ® ® o o o o ol e R . AP Control I/0s
1]
. ! 802.3 packet receive 3 0 4
. ! indication 7 O 8 \
1]
. ' 4
L | NG) '
[ 802.3 Data
L I |, o AP L
Mapper - - ‘ Driver .
] N | . .
' o [ gpg.  8021LPacket 624 . 614 :
.626 . : Converter 'v X . :
! ' ¢ : 802.11 AP Upcall . :
: . T 630 . i Data Module 700
! Wired/Wireless LAN Mux Packets AP '
. ' . . to Bridge AA V )
. 6 2 2 1 eredL/X\’/\ireless mobile S -
' . DeMux stations Lo |
L i g iy co
. . || . - I . DeMu
. 6 2 O ./— 802.1X Filtering Engine (802.1X Controlle Switch) [Tttt - P X
. CE Y B
N °* :
! D ' 802.11 Data 6 1 6 : Ap
' oo Packets ) . 802.1X
! . v - Manager
s Data/g02.1X <
. 802.1X '
1610 |- B Mux Pa s ;
. X ¢ P ]
. . ——p
1] .
' ' 802.11 Data Packets (incl. 618 \ 4 : \
. ! 802.1X) < . 6 1 2
1] ]
' . [ h 4 A 20 e N D
] | 802.11
606 - w 0Bk szl €
N . gt Mux Packets 7 0 2
' X AP
' : A % g Association q >AP confia. Tab! <‘
Manager o onfig. Table
: 6 O 4 L AP Packet Processor (Fragment DB & WEP) | ... ... _._.. > < - Manager
1]
. ' A \ 4 “A A
L 608 ] -
: 6 O 2 v | AP Filtering Engine | > Do 7 1 O @ e
1] . . .
1] ! . Il v
) : \ & 4
S — & 1T &
\ [ 802.11 Confi?. g Pecific Selected 8023 to
. 802.11 packet indication 7 1 2 Y & Set Contr@uery Map86a. Private
' ' transmit n Inf06r|‘rbastion OIDs
1]
. A ) A A F— Vk
. i . A
. .

802.11 packet receive
indication

802.11
NIC


epatent
Leydig Voit & Mayer Ltd
6815 Weaver Rd., Suite 300 Rockford, IL 61114
Attorney Docket 218642, Telephone (815) 963-7661


FIG.

7

2]).0

719

2]).6

. Client
Use 802.1X Supplicant DLL R STA Server
r
___________________________________________________________________________ A A ]
Kerne 802.1X
I 802.3 Protocols like TCP/IP 208 packet.
802.3 ke i |
.3 packet transmit 802.1X
indication 8023 0IDs packit
v e
.................. AR S
' . . '
. P ® ® ® @ @ @ e @ @ @ ® ® ole o ® e @ @ ol - - . Station Control 1/0s
1]
1]
802.3 packet receive
: ! indication T 708 206
1]
S \ v
' 802.3 Data .
S pacers BRG sTA G
. , Mapper - Driver . 614
' 802.11 Packet : ‘
' 6 2 6 /:/— 802:3- Converter : :
. .
* Station Upcall 1 '
' . Module . 7 0 O
' . ;
S A v |
1] v . v
. ' Lo Station
1]
. v Control
1]
. ' || . - d Dle/lelu
. 6 2 O .f 802.1X Filtering Engine (802.1X Controlle Switchy [TTTTTTTTTTemeeeeeees P> X
e I e S I S
N 1]
: D ' 802.11 Data 616 Station
. : ] Packets ) 802.1X
' v Manager
] S . < .....
Data/802.1X
' Data/802.1X 02.1X
: 6105\ De)?/lu Mux Ecakets
1] ' 4> 7W
1]
N ! 802.11 Data Packets (incl. 6 1 8
. ' 802.1X) < . 6 1 2
1] ]
' . [ h 4 h 2 e D
' ] 802.11
606 |- Wy - €
' . gy Mux Packets 7 O 2
X ’
[ Station j
. : A % > Association > 4‘
| Manager - Station Config. Table
: 6 0 4 - AP Packet Processor (FragmentDB & WEP) | ... ... ...... » - - Manager
1]
. ) A v ' A A
' ' 608—- L -
. 6 0 2 — | AP Filtering Engine | > @ @
A 710
] . . . .
. A 4
: : — A -
, . 802.11 Config. S pecific Selected 802'.3 to
. 802.11 packet S P & Se?Contrauery Map86a.Frivate
b d 112+ -
' ' transmit indication Info(srrgtlon OIDs
. . 1Ds
1]
1] v
. .

indication

802.11 packet receive

802.11
NIC


epatent
Leydig Voit & Mayer Ltd
6815 Weaver Rd., Suite 300 Rockford, IL 61114
Attorney Docket 218642, Telephone (815) 963-7661


1002

1000

FIG. 10
(PRIOR ART) @

1008

1010
\E ° 1@/\1006
1012 — 1+

1004 1014


epatent
Leydig Voit & Mayer Ltd
6815 Weaver Rd., Suite 300 Rockford, IL 61114
Attorney Docket 218642, Telephone (815) 963-7661


9/9

FIG.9

908
5

L
[
!

910 Oﬂ

00

DDDDDDD
DDDDDDD

916



epatent
Leydig Voit & Mayer Ltd
6815 Weaver Rd., Suite 300 Rockford, IL 61114
Attorney Docket 218642, Telephone (815) 963-7661




