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TITLE: DISTRIBUTED LOAD BALANCER

BACKGROUND
[0001] Conventional load balancers are typically single, dedicated boxes that g
multiple network interface controllers (NICs), for example eight NICs, with some ojfthe NICs
handling inbound traffic from/outbound traffic to clients and the other NICs handjhg outbound
traffic from/inbound traffic to the host devices {e.g., servers such as web servepf) that are being
load balanced. Bandwidth or throughput on these conventional load balancgf is typically in the
range of 40 Gigabits per second (Gbps} on the client side and 40 Gbps onjhe server side. As the
scale and scope of network-based applications and network-basedfservices such as cloud
computing services have increased, data centers may house hundregf or even thousands of host
devices (e.g., web servers) that need to be load balanced. Convghtional load balancers may not
scale well in such environments.
[0002] Further, conventional load balancers typicflly use techniques such as max
connections (or max conns), round robin, and/or least gfonnections (least conns) applied to data
collected from the host devices to select which host gvice will handle a connection. In addition,
conventional load balancers typically serve as prgkies to the host devices that they front and thus
terminate connections (e.g., Transmission Cogflrol Protocol (TCP) connections) from the clients
and send the client traffic to the host devigls on TCP connections established between the host
devices and the load balancer. Thus, a st device and a client do not communicate over a direct
TCP connection when using these copfventional load balancers.
BRIEF D}SCRIPTION OF THE DRAWINGS

[0003]  Figure 1 is a blogk diagram of an example distributed load balancing system,
according to at least some g
[0004] Figure 2 is

implemented by the

high-level flowchart of a load balancing method that may be
istributed load balancer system of Figure 1, according to at least some
embodiments.
[0005] Fi
tracker comgfbnents, according to at least some embodiments,
[0006]
to at L
{

—

¢ 3 shows an example load balancer node that includes ingress, egress, and flow

Figurc 4 illustratcs routing and packet flow in the distributed load balancer, according
st some embodiments.
Figure 5 illustrates advertising ingress nodes to the edge router, according to at least

me embodiments.
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[0008] Figure 6 1s a flowchart of a multipath routing method, according to at least some
embodiments.

[0009] Figure 7 graphically illustrates asymmetric packet flow, according to at least yfime
embodiments.

[0010] Figure 8 illustrates packet flow in the distributed load balancing system, agfording to
at least some cmbodiments.

[0011] Figures 9A and 9B provide a flowchart of packet flow when establigjfing connections
in the distributed load balancing system, according to at least some embodimghts.

[0012] Figures 10A through 10G illustrate packet flow in the distgfouted load balancing
system, according to at least some embodiments.

[0013] Figures 11A through 11D illustrate the handling of evepfls that effect membership in
the load balancer node consistent hash ring, according to at leastome embodiments.

[0014] Figure 12 is a high-level flowchart of a health chyfk method that may be performed
by each load balancer node according to a health checlffinterval, according to at least some
cmbodiments.

[0015] Figure 13 illustrates a method for healthhecking a load balancer node from another
load balancer node, according to at least some emgfodiments.

[0016] Figure 14 graphically illustrates affoad balancer node health checking one or more
other load balancer nodes, according to at lgfast some embodiments.

[0017] Figure 15 illustrates the lgfd balancer nodes health checking the server nodes,
according to at least some embodimegfts.

[0018] Figure 16 graphicallyfillustrates a view of health of another node that may be
maintained by a load balancer g0de 110, according to at lcast some embodiments.

[0019] Figurc 17 illustrgfcs health information that may be maintained by cach load balancer
node, according to at leggf some embodiments.

[0020] Figures 1A and 18B illustrate handling a load balancer node failure, according to at

[0021] Figyfes 19A and 19B graphically illustrate a connection publishing technique,
according tgfat least some embodiments.
10022] Figure 20 is a high-level flowchart of a connection publishing method that may be

perfoghed by each load balancer module, according to at least some embodiments.




10

15

20

25

30

WO 2014/172500 PCT/US2014/034428

[0023] Figure 21 is a flowchart of a method for distributing the active connection

information received in a connection publishing packet to target load balancer nodes, accordi

to at least some embodiments.
[0024)] Figure 22 illustrates an alternative method for distributing the active corgfection
information received in a connection publishing packet to target load balancer nodes
to at least some embodiments.

[0025] Figure 23 illustrates example software stack architecture for a logfl balancer node
according to at least some embodiments.

[0026]  Figure 24 illustrates aspects of core packet processing technolgfy that may be used in
embodiments.

[0027] Figure 25 illustrates an example multicore packet procegfor for processing data flows
on the load balancer nodes, according to at lcast some embodimeyfts.

[0028] Figure 26 illustrates another example multicore pg€ket processor for processing data
flows on the load balancer nodes, according to at least somyfembodiments.
[0029]  Figurc 27 illustrates processing of incominggbackets by a load balancer node proccess,
according to at least some embodiments.
[0030] Figure 28 illustrates processing of ouffoing packets by a load balancer node process,
according to at least some embodiments.
[0031] Figure 29 illustrates a load balaging system that includes a distributed load balancer
in a production environment, according g6 at least some embodiments.
[0032] Figure 30 illustrates a ghstributed load balancer test system that incorporates a
message bus mechanism that enajfles multiple distributed load balancing system components to
be configured and executed in g as a single process, according to at least some embodiments.
[0033] Figurcs 31 and 52 illustratc message bus packet adapters and packet pipelines,
according to at least somyf embodiments.
[0034]  Figure 33/ illustrates an example provider network environment, according to at
least some embodjhents.

[0035] Figyfe 33B illustrates a distributed load balancer implementation in an example
provider nefork environment as shown in Figure 33A, according to at least some embodiments.
[0036]
load
[0

istributed load balancer and server nodes according to at lcast some embodiments.

Figure 34A illustrates an example physical rack implementation of the distributed

ancer and server nodes according to at least some embodiments.

—

Figure 34B illustrates another example physical rack implementation of the
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[0038] Figure 35 illustrates an example networking environment in which one, two or more
distributed load balancers are implemented in a network, according to at least so
embodiments.

[0039] Figure 36 is a block diagram illustrating an example computer system that ghay be
used in some embodiments.
[0040] While ecmbodiments arc described herein by way of cxample for scveral gfimbodiments
and illustrative drawings, those skilled in the art will recognize that embodimengf are not limited
to the embodiments or drawings described. It should be understood, thayfthe drawings and
detailed description thereto are not intended to limit cmbodiments tf the particular form
disclosed, but on the contrary, the intention is to cover all modifjffations, equivalents and
alternatives falling within the spirit and scope as defined by the appfnded claims. The headings
used herein are for organizational purposes only and are not meght to be used to limit the scope
of the description or the claims. As uscd throughout this appMfcation, the word “may” is used in
a permissive sense (i.e., meaning having the potential to)#father than the mandatory sense (i.e.,
meaning must). Similarly, the words “include”, “inclugfhg”, and “includes” mean including, but
not limited to.

DETAILED DEACRIPTION
[0041] Vartous embodiments of methodgfand systems for distributed load balancing in
network environments are described. Emlyfdiments of a distributed load balancing method and
system are described that may be implegfiented according to embodiments of a distributed load
balancer in various nctwork cnvirongflents. Embodiments of the distributed load balancer may,
for example, be used to facilitate #hd maintain packet flows, for example Transmission Control
Protocol (TCP) technology pagket flows, between clients on an external network such as the
Internet and destinations, tybically servers (e.g., web servers, application servers, data servers,
etc.) on a local network, #uch as a provider network 1900 as illustrated in Figures 33A and 33B.
While embodiments gfe primarily described herein in relation to processing TCP packet flows,
note that embodimyfts may be applied to other data communications protocols than TCP, and to
other applicatioffs than processing packet flows,
[0042] ¢ distributed load balancer may act to facilitatc and maintain TCP packet flows
between ghirticular clients and sclected servers (e.g., web servers). However, the distributed load
balang#r does not terminate the TCP flows from the clients and does not act as a proxy to the
seryrs as 1s done in conventional load balancers. Instead, the load balancer nodes of the

tributed load balancer route TCP packets received from the clients to target servers, and the
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servers use their TCP stacks to manage the TCP connections to the clients. In other words, the

servers terminate the TCP packet flows from the clients.

[0043] In addition, instead of the load balancer node(s) making decisions as to which s

load balancer nodes may randomly select a server to receive a new connection ggjuest, and a
component of the distributed load balancer that resides on the server node mgfes the decision
locally as to whether the selected server will accept or reject the new conngfion request based
on one or more metrics of the current status of the respective server. Thffs, the decisions as to
which servers are to accept connection requests 18 moved from the logfl balancer node(s) to the
server nodes that will be handling the connections. In other words #he decision is moved closer
to where and when the connection request will be serviced.
[0044] To facilitate and maintain the packet flows betffeen the clients and the servers,
embodiments of the distributed load balancer may emplgf various techniques or technologies
including but not limited to multipath routing teclyfology, consistent hashing technology,
distributed hash table (DHT) technology, Bor Gateway Protocol (BGP) technology,
membership tracking, health checking, connectyn publishing, and packet encapsulation and _
decapsulation. These as well as other aspgfts of the distributed load balancing system are
described below in relation to the Figures.
Distributed load balancing system

[0045] Figure 1 is a block di

am of an example distributed load balancing system,
according to at least some embodjfnents. Embodiments of the distributed load balancer may be
implemented in a network 100€ for example a provider network 1900 of a service provider as
illustrated in Figures 33A gfld 33B. As a high-level overview of client packet handling in the
distributed load balancegfSystem, one or more clients 160 of the network 100 may connect to a
border router 102 offfhe network 100, for example via an external network 150 such as the
Internet. The borgkr router 102 may route incoming packets (e.g., TCP packets) from clients
160 to an cdgcgfouter 104 componcent of the distributed load balancer that routes the incoming
load balancer (LB) nodes 110 in a load balancer node layer of the distributed load

balancer #ystem. In at least some embodiments, the edge router 104 may make the routing

ipath (ECMP) hashing technique. The load balancer nodes 110 in turn encapsulate the
ackets (e.g., according to User Datagram Protocol (UDP)) and route the encapsulated packets to

the local load balancer modules 132 on the server nodes 130 via a network fabric 120 (e.g., an
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L3 network) on network 100. The fabric 120 may include one or more networking devices or
components including but not limited to switches, routers, and cables. On the server nodes 13
the local load balancer modules 132 decapsulate the packets and send the client TCP packeyf to
the TCP stacks of the servers 134. The servers 134 on the server nodes 130 then use thgh TCP
stacks to managc the connections to the clients 160.
[0046] Figure 2 is a high-level flowchart of a load balancing method ghat may be
implemented by the distributed load balancer system of Figure 1, according g6 at least some
embodiments. Embodiments of the distributed load balancer system mayfiot solve the hard
problem of assigning load among multiple destinations (e.g., web sgfvers) as is done in
conventional load balancers. For example, conventional load balancegftypically use techniques
or algorithms such as max connections, round robin, and/or leagf connections techniques to
select which server should handle a connection. However, these gfchniques have drawbacks, and
in particular are difficult to perform successfully in a distribyfed system where the data used to
make load balancing decisions is often almost immediatelyfstale. In at least some embodiments
of the distributed load balancer system, instead of atyfmpting to select a server node 130 to
satisfy a connection request using one or more of ge load balancing techniques as is done in
conventional load balancers, a load balancer ngfle 110 in the load balancer node layer may
randomly determine a server node 130 to receyfe a request for a client connection. If that server
node 130 considers itself overloaded, the sgfver node 130 may send the connection request back
to the load balancer node 110 thus inforgfing the load balancer node 110 that the server node 130
cannot currently handle the connegffon. The load balancer node layer may then randomly
determine another server node 13Qfto receive the connection request, or alternatively may return
an error message to the requesyhg client 160 to inform the client 160 that the connection cannot
currently be established.
[0047]  As indicated g 10 of Figure 2, the load balancer node layer of the distributed load
balancer system receiyfs a request for a communication session (¢.g., a TCP connection) from a
source. The sourcg/may, for cxamplc, be a client 160 on an cxternal network 150 to the network
100 that implegfents the distributed load balancer system. In at least some embodiments, the
request maybe received from the client 160 at a border router 102 of the network 100, and

routed toghin edge router 104 that routes the incoming packets to the load balancer (LB) nodes

nnection request from a client 160 is to be routed.
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[0048] As indicated at 20, the load balancer node layer randomly sclects a destination node
and forwards the connection request to the selected destination node. The destination node ma
for example, be onc of a plurality of server nodes 130 fronted by the load balancer. In at
some embodiments, a load balancer node 110 in the load balancer layer may randomly
server node 130 to receive a connection request from among all known server
However, other methods than purely random selection from among all known seryfr nodes 130
may be used in some embodiments to select server nodes 130 to receive the co
For example, in some embodiments, information about the server nodes 130
load balancer nodes 110 to weight the random selection of server nodes [#0. As an example, if
the load balancer nodes 110 know that different server nodes 130 are fifferent types of devices
or are configured with different CPUs and thus have different cgbabilities or capacities, the
information may be used to bias the random selection towards (gf away from) particular type(s)
or configuration(s) of server node 130.
[0049] As indicated at 30, the destination nodefdetermines if it can accept the
communications session. In at least some embodimentg a local load balancer (I.B) module 132
on the server node 130 determines if the respective gfrver 134 on the server node 130 can accept
the new connection based on one or more metri
134.

[0050] At 40, if the connection reques

of the current status of the respective server

1s accepted, then as indicated at 50 the destination
node informs the load balancer node layr that the destination node can handle the connection.
As indicated at 60, a communicatigfs session is then established between the source (e.g., a
client 160) and the destination gbde (e.g., a server 134 on a server node 130) via the load
balancer node fayer. In at leasySome embodiments, the server 134 on the server node 130 uses a
TCP stack to manage the coffiection to the client 160.

[0051] At 40, if the gfnnection request is not accepted, then as indicated at 70 the destination
node notifies the loagfbalancer node layer, and the method may return to element 20. The load

balancer node laygf may then randomly select another destination node at 20, or alternatively

4 on network 100 to server nodes 130 on the network 100, At least some embodiments of the
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distributed load balancer may include a load balancer node fayer that includes multiple load

balancer nodes 110. In at least some embodiments, each load balancer node 110 may serve j

at least some embodiments, each load balancer node 110 may serve in each g the three roles of
ingress node, egress node, and flow tracker node (as a primary or seconghry flow tracker for a
packet flow), with the load balancer node 110 generally serving in onlygfone (but possibly in two
or three) of the roles for particular packet flows. Note, howgver, that in at least some
cmbodiments, a load balancer node 110 is not allowed to scrve g6 both the primary flow tracker
and the secondary flow tracker for a particular packeyf flow. Alternatively, in some
embodiments, cach load balancer node 110 may serve igfonly one of the three roles. In this
embodiment, separate sets of computing devices may bff implemented in the load balancer node
layer specifically as ingress nodes, egress nodes, andfllow tracker nodes.
[0053]  In at least some embodiments, consistghit hashing and consistent hash ring technology
may be applied to determine the primary and gfcondary flow trackers for the packet flows. Each
packet flow from a client may be uniquely fentified, for example by a 4-tuple consisting of® the
client IP address, client port, server (pupflic) IP address, and server port. This identificr may be
abbreviated as CP or CcPp indicatigf the client and public endpoint pair. Packets associated
with any given TCP flow (or CP p#ir) can appear on any load balancer node 110 operating as an
ingress server 112 due to the flashed multipath (c.g., ECMP) flow distribution from the edge
router 104. Consistent hashjfig is used so that when a packet arrives at a load balancer node 110
serving as an ingress ngfle, the ingress node can determine which load balancer node 110 is
responsible for maingfining the state for the packet flow (i.e., the primary flow tracker node).
The CP pair may J€ hashed by the ingress node into a consistent hash ring to determine which
load balancer ngfde 110 is responsible for maintaining state information for the packet flow. The

node 110 defrmined according to the consistent hash of the CP pair for the packet flow in the

that implement all three roles (ingress, egress, and flow tracker), according to at least some
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embodiments. In this example, an ingress server 112 component performs the ingress role of
receiving inbound TCP packets from client(s) and sending the TCP packets as cncapsulat
packets to the server(s). An egress server 114 component performs the egress role of receifing
outbound encapsulated packets from the server(s) and sending the decapsulated TCP pagiets on
to the client(s). A flow tracker 116 component performs as a primary or sccondary tracker
for one or more packet flows that are established between the client(s) 160 and the glrver(s) 134.
The ingress server 112 may also communicate with the flow tracker 116 on logll balancer node
110, or with the flow tracker 116 on another load balancer node 110 to initiayfa TCP connection
between a client and one of the servers 134 in response to a connection regfiest received from the
respective client 160, or to obtain mapping information for the packet ffow. If the ingress server
does

Load balancer nodes

[8055] Referring again to Figure 1, in at least some embfdiments, the load balancer nodes
110 in the load balancer node layer receive client traffic (gfickets, e.g. TCP packets) from one or
more routers 104 on the network and encapsulate the ghckets according to a protocol (e.g., the
User Datagram Protocol (UDP)) used by the distribyfed load balancer system on the fabric 120.
The load balancer node layer then forwards thegncapsulated packets to the destination server
nodes 130 over fabric 120. Each server nfde 130 includes a local module 132 that is a
component of the load balancer system. ¢ module 132 may be referred to herein as a load
balancer module or simply LB modulefand may be implemented in software, hardware, or a
combination thereof on the server gbde 130. At each server node 130, the respective load
balancer module 132 decapsulategfthe packets and sends the TCP packets to a local TCP stack
for normal TCP processing, at least some embodiments, the load balancer node layer may
maintain state information fhr every client-server TCP flow; however, the load balancer nodes
110 in the load balancer ode layer may not interpret anything about the TCP flow. Each flow is
managed between thgfserver 134 on the respective server node 130 and the client 160. The

distributcd load bgfancer systcm insurcs that the TCP packcts arrive at the correct destination

ould remember which server node 130 is responsible for a particular TCP packet flow. Using

consistent hashing technology, the load balancer nodes 110 in the load balancer node layer may
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be viewed as a consistent hash ring, and the load balancer nodes 110 may keep track of
membership in the ring and determine particular members in the ring that are responsible f
particular packet flows according to a consistent hashing function. In at least
embodiments, there are two load balancer nodes 110 that are responsible for tracki
packet flow between the clients 160 and the scrvers 134; these nodes 110 may be reffired to as
the primary flow tracker (PFT) node and the secondary flow tracker (SFT) nodgf In at least
some embodiments, the primary flow tracker is the first load balancer node 110 #h the consistent
hash ring for the flow, and the secondary flow tracker is the next or subseglient load balancer
node 110 on the consistent hash ring distinct from the primary flow gfacker node. In this
arrangement, if the primary flow tracker node fails, then the secondaf flow tracker node may
become the new primary flow tracker, and another load balancer gfde 110 (e.g., the next node
110 on the consistent hash ring) may assumc the role of the sccogflary flow tracker. Notc that, in
at least some embodiments, a load balancer node 110 is not afowed to serve as both the primary
flow tracker and the secondary flow tracker for a given pagket flow. This and other membership
changes in the consistent hash ring are discussed lapfr in this document. In at least some
embodiments, configuration information for the loag#halancer implementation (e.g., authoritative
list(s) of the load balancer nodes 110 and gRrver nodes 130 that are currently in the
implementation) may be maintained by a confguration service 122 component of the distributed
load balancing system, which may for exgfiple be implemented on one or more server devices
coupled to the load balancer nodes 110 yfa the fabric 120,

[0057] In at least some embodimgfnts, in addition to serving as primary and secondary flow
tracker nodes, the load balancer flodes 110 may also perform in one of two other roles for a
given flow: the role of an ingyfss node and the role of an egress node. An ingress node for a
packet flow is the load balggfCer node 110 that receives the respective packet flow from the edge
router 104 and forwardsghe packet flow (as encapsulated packets) to a selected server 134 on a
server node 130 via ffbric 120. An ingress node is the only load balancer node 110 that moves
actual clicnt data (I'CP data packets) to the respective destination scrver node 130. The ingress
node maintaings mapping of the TCP flow to a respective load balancer module 132 on the
destination gfrver node 130 so that the ingress node knows which load balancer module 132 to

forward gfe client traffic to. An egress node is a load balancer node 110 that is responsible for

capsulates response packets obtained from the server 134 according to a load balancer

protocol (e.g., UDP) and sends the encapsulated responsc packets to the respective cgress node
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for the flow via fabric 120. The egress nodes are stateless and simply decapsulate the packets
and send the response packets (e.g., TCP packets) onto the border network to a border router 10
for delivery to the respective client 160 via the external network 150.
[0058] As previously mentioned, in at least some embodiments, cach load balancer ngfle 110
may perform the roles of an ingress node, an egress node, and/or a flow tracker node (5 either a
primary or a secondary flow tracker) for different packet flows. A single load balagfer node 110
in the load balancer node layer may perform in any one of the roles dependin
flow the node 1s processing. For example, in at least some embodiments, a
110 may perform as an ingress node for one packet flow, as a primary or g€condary flow tracker
for another packet flow, and as an egress node for yct another packeyfflow. In addition, in at
least some embodiments a load balancer node 110 may performhultiple roles for the same
packet flow, for example as the ingress node and as the primary (#r sccondary) flow tracker node
for a given packet flow. However, in at least some embodirg€nts, for redundancy and recovery
purposes, a load balancer node 110 is not allowed to sery€ as both the primary and secondary
flow tracker node for the same packet flow.
[0059]  The above describes embodiments whergfeach load balancer node 110 may serve in
any of the three roles of ingress server, egressgferver, and flow tracker. However, in some
embodiments, different groups of computing dfvices may be assigned to the different roles in the
load balancing system. For example, in sopg€ embodiments, there may be distinct sets of ingress
nodcs, cgress nodces and flow tracker ngfles cach implemented on a scparatc computing device.
As another example, in some embogments, one set of computing devices may serve as both
ingress nodes and flow tracker nogles, while another set of computing devices may serve only as
egress nodes.

Load balancer modules

10060] As previous!

entioned, each server node 130 includes a local load balancer module
132 that 1s a componght of the load balancer system. The module 132 may be implemented in
software, hardwarf, or a combination thereof on the server node 130. In at least some

cmbodiments, tyf load balancer module 132 on a server node 130 may perform three main roles:

CP connections and do not spoof packets; the source and destination IP addresses of all packets
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sent through the load balancer node layer are the actual IP addresses of the endpoints (i.c., the
clients 160 and servers 134) involved in the packet flows. Instead of spoofing, the
embodiments encapsulate all packets sent between the load balancer nodes 110 and the s
nodes 130 on fabric 120, for example as UDP packets. Since the inbound packets in a
flow arriving at a scrver node 130 from a load balancer node 110 acting as the ingregf node for
the flow are encapsulated by the load balancer node 110, the packets need to be deg
redirected to a localhost TCP flow for the server 134 on the node 130. The load $alancer module
132 on node 130 performs this decapsulation. Similarly, outgoing packetygffor a packet flow
from the server 134 are encapsulated by the load balancer module 132 angfsent via fabric 120 to
a load balancer node 110 acting as the egress node for the packet flow.
[0062] In at [east some embodiments, the load balancer modulegf132 on the server nodes 130
also make local decisions related to load balancing for the servgfs 134 on the respective server
nodes 130. Specifically, the load balancer module 132 onfa node 130 decides whether the
respective server 134 will accept another TCP flow in resgbnse to receiving a request for a new
TCP connection. As previously noted, the load balancgf nodes 110 encapsulate all packets sent
to the load balancer module 132, so the load balang

TCP synchronize (SYN) packet from the clie

r module 132 actually does not receive a
160, instead, the load balancer module 132
receives a connection request message accordifig to the encapsulation protocol (e.g., UDP) from
a flow tracker 116 which the load balancgf module 132 can either accept or reject. If the load
balancer module 132 accepts the conngfCtion request message, the load balancer module 132
creates a SYN packet destined for thyflocalhost. When the localhost accepts the connection, this
becomes the actual TCP stack hangling the respective client connection.
[0063] In at least some cghbodiments, to make the decision as to whether a connection
request message should be g€cepted, the load balancer module 132 looks at one or more metrics
regarding current resougfe consumption on the server node 130, and if there are sufficient
resources available tgfhandle the new connection, the load balancer module 132 accepts the
conncction. In at Lfast some ecmbodiments, resource metrics that may be considered by the load
132 may include one or more of, but are not limited to, CPU utilization, recent
bandwidth gbnsumption, and number of established connections. Other metrics may be
considergh instead of or in addition to these metrics in some embodiments. For example, in some
embogfments, the load balancer module may consider server latency (i.e., the amount of time
regfests are spending in the server connection backlog) as a metric, and may reject the
onnection request if server latency is above a threshold. Using these and/or other metrics, the

load balancer module 132 can decide for the respective server 134 whether the server 134 is to
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accept or reject new packet flows. In at least some embodiments, a resource utilization rate (e.g.,
N% utilization) may be determined from the metric(s) individually or in combination a
compared to a threshold (e.g., 90% utilization). If the determined resource utilization rate g€ at
or above the threshold, or if adding the connection would move the rate to above the thyfshold,
then the connection request may be rejected.
[0064] In at least some embodiments, the load balancer modules 132 may#mplement a
probabilistic method for determining if connection request messages are to be yfjected. Instead
shold as described

ities at two or more

of rejecting all connection requests if resource utilization is at or above a t
above, in this method may reject connection requests at different proba
different levels of utilization. For example, if resource utilization s 80%, a load balancer
module 132 may reject connection requests at 20% probability; if rggfburce utilization 15 90%, the
load balancer module 132 may reject connection requests af 25% probability; if resource
utilization is 95%, the load balancer module 132 may rgfect connection requests at 50%
probability; and at 98% or above, the load balancer myfdule 132 may reject all connection
requests.
[0065] In at least some embodiments, each cgfinection request message may include an
indication of how many times the connection reqyfst message has been rejected by load balancer
modules 132. If a connection request messaggfreceived by a load balancer module 130 indicates
that it has been rejected over a threshold gimber of times, the load balancer module 130 may
accept the connection even though the g€rformance metrics of the server node 130 indicate that
the connection request should be rej
[0066] In some cases, it is ghossible that all of the load balancer modules 132 that a
connection request message if sent to may reject the connection request. In at least some
embodiments, to prevent a

module 132 to load b

nnection request message from being bounced from load balancer
ncer module 132 for an indefinite period, each connection request
message may be givgh a time to live. If this time to live expires, the flow tracker node may
terminate the requfst and notify the respective client 160 that the rcquest cannot currently be
serviced.
[0067]

also perfdrm connection publishing to the load balancer nodes 110. In at least some

Iyfat least some embodiments, the load balancer modules 132 on the server nodes 130

embogfments, to perform connection publishing, periodically or aperiodically (e.g., once a
segfnd) cach load balancer moduie 132 looks at the routing table {e.g., a netstat routing table) on

¢ server node 130 and publishes a list of active connections (TCP flows) back to the load
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balancer nodes 110. The load balancer nodes 110 that need to be informed about the existence

of a given packet flow are the load balancer nodes 110 that are serving as the ingress node and

the primary and secondary flow trackers for the respective packet flow. In some embodimgfits,

For example, the load balancer module 132 may determine which load balancer
serving as the primary and secondary flow trackers for a given packet flow glcording to the
balancer node 110 last sent a data packet to the load balancer module 132#tor each packet flow,
and uses this information to determine which load balancer nodes 1)) are serving as ingress
nodes for the packet flows, since only ingress nodes forward cliggft data to the load balancer
module 132. In some embodiments, the load balancer module 1€ then formulates messages for
each of the load balancer nodes 110 that it has determined negll to be informed about the packet
flows and sends the messages to the load balancer nodes £10 to inform the nodes 110 that the
respective server node 130 is still maintaining the gfnnection(s) to the client(s) 160. This
connection publishing to the load balancer nodes 11ffby the load balancer modules 132 may be
viewed as extending a lease at the load balancer gbdes 110. If a load balancer node 110 has not
received a connection publishing message indjfating a particular packet flow within a period of
time (e.g., ten seconds), then the load balgficer node 110 is free to forget about the respective
packet flow.

Multipath routing to load balancer noges

[0068] Figure 4 illustrates aspgfts of routing and packet flow in the distributed load balancer,

according to at least some eggbodiments. In at least some embodiments, each ingress node
(ingress nodes are shown ingliigure 4 as ingress servers 112} advertises its ability fo route one or
more public endpoints (gf., IP address and port) to the edge router 104 for the distributed load
balancer, for examplgfvia the border gateway protocol (BGP). In at least some embodiments,
rather than cach iggfress node advertising itself to the edge router 104 via a BGP scssion, onc or
more other inggfSs nodes, for example two neighbor nodes, may establish BGP sessions with the
edge router Y04 to advertise the ingress node, as shown in Figure 5.
[0069]

cont

Conventional load balancers can typically only serve a single public endpoint, In
, embodiments of the distributed load balancer enable multiple load balancer nodes 110
to gfrvice a single public endpoint. Depending on router capabilities, this enables configurations
which a single public IP address routed to all the ingress servers 112 may handle the entire

bandwidth (e.g., 160 Gbps) through the edge router(s) 104. In at least some embodiments, to
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achieve this, the cdge router(s) 104 may utilize a layer 4 per-flow hashed multipath routing
technique, for example an equal-cost multipath (ECMP) routing technique, to distribute traff
across multiple ingress servers 112 cach advertising the same public IP address. Distrib
incoming packets to all of the ingress servers 112 using layer-4 source and destination p
the flows as part of the cdge router(s) 104 flow hash may gencerally keep the packegf for cach
connection routed to the same load balancer node 110 serving as the ingress serverfl 12 to avoid
out-of-order packets. Note, however, that the edge router(s) 104 may use othyff techniques to
distribute traffic across the ingress servers 112 in some embodiments.
[0070] Figure 4 also shows that two or more distributed load balancegfmay be implemented
on a network 100. The two or more distributed load balancers may ¢gfh act as an independent
load balancer that fronts a plurality of servers 130 and that each adyfertises a different public IP
address, or alternatively as shown in Figure 4 two or more distigbuted load balancers may cach
advertise the same IP address, and a hashing technique (e.g., gflayer 4 per-flow hashed multipath
routing technique) may be used at the border router(s) 102 6 partition the packet flows out to the
edge routers 104, which in turn distribute the packet floyfs to their respective ingress servers 112.
[0071] Figure 5 illustrates using Border GatewayfProtocol (BGP) to advertise ingress nodes
to the edge router, according to at least some empbdiments. In this example, there are four load
balancer nodes serving as ingress nodesf 110A through 110D in the load balancer
implementation. Edge router 104 routes igfoming packets from clients (not shown) to the load
balancer nodes 110. In at Icast some cgfbodiments, the cdge router 104 may make the routing
decisions according to a layer 4 perfiow hashed multipath routing technique, for example an
equal-cost multipath (ECMP) rougfig technique.

[0072] In at least some empbdiments, edge router 104 learns about the ingress nodes 110 that
are currently available in tf load balancer implementation to receive client traffic via Border
Gateway Protocol (BGES technology advertising sessions initiated by the ingress nodes 110.
Each ingress node 11§fcould use BGP to advertise itself to the edge router 104. However, BGP

typically takes a rgfatively long time to converge (threc seconds or more). Using this technique

0 failure, in at least some embodiments, instead of an ingress node 110 advertising itself to the
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edge router 104 via a BGP session, at least one other ingress node 110 in the load balancer

implementation takes responsibility for advertising the ingress node 110 to the edge router 10

may advertise the given ingress node 110 to the edge router 104. For exampledin Figure 5,
0B advertises
B and 110D, and
odes 110 check and
health check method as

ingress node 110A advertises ingress nodes 110B and 110D, ingress node
ingress nodes 110A and 110C, ingress node 110C advertises ingress nodes 1
ingress node 110D advertises ingress nodes 110C and 110A. The ingres
gossip each other’s health as described later in this document. Using t
described, unhealthy nodes can be detected and the information cghi be propagated among the
nodes 110 in less than a sccond, for cxample in 100 millisccongh (ms). Upon determining that
an ingress node 110 is not healthy, the ingress nodes 110 thapfadvertise the unhealthy node may
immediately stop advertising the unhealthy node 110. In gfleast some embodiments, the ingress
nodes 110 end the BGP sessions with the edge routerf04 by sending a TCP Closc or similar
message for the BGP session to the edge router 104 #Thus, rather than having to wait for a BGP
session established by a failed node 110 to timgfout to detect the node 110 failure, the edge
router 104 may discover the failed node 110 yhen the other ingress nodes 110 that advertise on
behalf of the failed node 110 terminate the BGP sessions with the edge router 104 that advertise
the node 110 upon detecting that the nog€ 110 is unhealthy. The handling of load balancer node
failures is further discussed in relatiogfto Figures 18A and 18B later in this document.

[0074]  Figure 6 is a flowchagl of a multipath routing method, according to at least some

cmbodiments, the gigress nodes 110 advertise their neighbor node(s) 110 to the edge router 104
using BGP sesghns, with one BGP session established to the edge router 104 for each advertised
node 110.
[0075]

to theflictive (advertised) ingress nodes 110 according to a per-flow hashed multipath routing

As indicated at 902, the edge router 104 distributes traffic received from clients 160

ique, for example an equal-cost multipath (ECMP) routing technique. In at least some
bodiments, the edge router 104 exposes a public IP address to the clients 160; the ingress

nodes 110 all advertise the same public IP address to the edge router 104. The edge router uses
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layer-4 source and destination ports as part of the edge router’s 104 flow hash to distribute the
incoming packets among the ingress nodes 110. This generally keeps the packets for eac
connection routed to the same ingress node 110.

[0076] As indicated at 902, the ingress nodes forwards the data flows to target serveynodes

[0077] Elements 906 through 910 relate to detecting and recovering fom ingress node 110
failures. As indicated at 906, the ingress nodes 110 may detect that an gligress node 110 is down,
for example according to a health checking technique as describedflierein. Upon detecting that
the node 110 is down, its neighbor nodes 110 stop advertising e node 110 to the edge router
104. In at least some embodiments, this involves sending a T@’ Close to the edge router 104 for
the respective BGP session.
[0078]  As indicated at 908, the edge router 104, up#n detecting that the ingress node 110 is
down via the closing of the BGP sessions, redistribyfes incoming traffic from the clients 160 to
the remaining ingress nodes 110 according to thgfper-flow hashed multipath routing technique.
Thus, at least some data flows may be routed tgfdifferent ingress nodes 110.

[0079] As indicated at 910, the ingresgfodes 110 may recover mappings as necessary and
forward the data flows to the appropriatgftarget server nodes. Methods for recovering from node
110 failurcs on ingress nodes 110 argfMiscussed clsewhere in this document. As onc cxample, an
ingress node 110, upon receiving gfpacket for which it does not have a current mapping, may use
a consistent hash function to getermine a flow tracker node for the data flow according to a

consistent hash ring and recgfer the mapping from the flow tracker node.

[0080]

usage when the rgffo of outbound traffic to inbound data is greater than 1, the distributed load

me embodiments, to efficiently utilize ingress node bandwidth and CPU

forwards outbound packets from the server nodes 130 to multiple egress nodes
igurc 7. In at lcast some cmbodiments, for cach connection, the load balancer
module on the respective server node 130 hashes the client endpoint/public endpoint tuple
and ugfs a consistent hash algorithm to select a load balancer node 110 to serve as the egress
seer 114 for the respective outbound packet flow. However, in some embodiments other

ethods and/or data may be used to select the egress servers 114 for connections. The selected
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cgress server 114 may typically be, but is not necessarily, a different load balancer node 110
than the load balancer node 110 that serves as the ingress server 112 for the connection. In 3
least some embodiments, unless there is a failure of that load balancer node 110 / egress sgfver
114, all of the outbound packets for the particular connection will be forwarded to thyf same
cgress server 114 in order to avoid out-of-order packets.

[0081] In at least some embodiments, the method and data used for selecting angaress server
114 by the server nodes 130 may be different than the method and data usedfor selecting an
ingress server 112 performed by the edge router(s) 104. Using the differeggfmethods and data
may generally result in a different load balancer node 110 being selected gf the egress node for a
given connections than the load balancer node 110 sclected as ¢fe ingress node for the
connection, and may also result in multiple load balancer nodes Y0 being selected as egress
nodes to handle the outgoing traffic for connections that pass thrgfigh a single load balancer node
110 serving as an ingress node.

[0082] Figure 7 graphicaily illustrates asymmetric pagket flow, according to at least some
embodiments. At least one connection has been egfiblished from clients 160 on external
network 150 through ingress server 112 to each of gerver nodes 1304, 130B, 130C, and 130D.
In at least some embodiments, to sclect egress gfdes for the connections, for each connection,
the load balancer module 132 on the respectivgfserver node 130 hashes the client endpoint/public
endpoint tuple and uses a consistent hash ajforithm to select a load balancer node 110 to serve as
the cgress scrver 114 for the respectivegbutbound packet flow. For example, scrver node 130A
has selected egress server 114A foyfa connection, and server node 114B has sclected egress
server 114A for one connection ghd egress server 114B for another connection. However, in
some embodiments other mcyfiods and/or data may be used to select the egress nodes for
connections.

Recovering from load bafhancer node failures without dropping client connections

[0083] While it i possible for the load balancer nodes 110 to use consistent hashing to
determine which gfrver node 130 should receive client traffic, due to the long lifespan of some
connections thif approach may not maintain existing flows in cascs where a new server node 130
joins the copfSistent hash membership and there 1s a subsequent ingress load balancer node 110
failure. this scenario, a load balancer node 110 that takes over a flow from the failed node
110 gy not be able to determine the original mapping selected, as the consistent hash ring for
thgfservers 130 would have different membership. Thus, in at least some embodiments,
fistributed hash table (DHT) technology may be used by the load balancer nodes 110 to select

server nodes 130 for connections and to route packets to the selected server nodes 130. Once a
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server node 130 has been sclected according to the DHT to receive a particular connection, and

assuming that the server node 130 stays healthy and that the load balancer module 132 on t

until the conncction completes. An ingress node 110 failure impacts the distribution #f packcts
from the edge router 104 to the remaining load balancer nodes 110, resulting in theJbad balancer
nodes 110 receiving traffic from a different set of client connections. Howevepfsince the DHT
tracks all active connections, the load balancer nodes 110 can query the DHTfo obtain leases for
any active mappings. As a result, all the load balancer nodes 110 will pagh traffic to the correct
server nodes 130, thus preventing failure of active client connectiongfeven in the event of an
ingress load balancer node 110 failure.

Packet flow in the distributed load balancing systcm

[0084] Figure 8 illustrates packet flow in the distributed |gfad balancing system, according to
at least some embodiments. Note that the solid lines wyh arrows in Figure 8 represent TCP
packets, while the dotted lines with amows represent packets. In Figure 8, an ingress server
112 receives TCP packets from one or more clients JO0 via the edge router 104. Upon receipt of
a TCP packet, ingress server 112 determines if ) has a mapping for the TCP packet flow to a
server node 130. If the ingress server 112 dgfs have a mapping for the TCP packet flow, then
the server 112 encapsulates the TCP paget (for example according to UDP) and sends the
encapsulated packet to the target servgfnode 130. 1f the ingress server 112 does not have a
mapping for the TCP packet flowffthen the ingress server 112 may send a UDP message
including information about the PCP packet flow extracted from the TCP packet to the primary
flow tracker 116A to establish# connection to a server node 130 and/or obtain a mapping for the
TCP packet flow. Figuregf9A and 9B and Figures 10A through 10G illustrate methods for
establishing a connectighi between a client 160 and a server node 130. The load balancer
module 132 on a segfer node 130 randomly selects load balancer node(s) 110 to serve as the
cgress scrver(s) 1A for TCP connection(s) on the server node 130 and sends UDP-encapsulated
TCP response ghickets to the client(s) 160 via the egress server(s) 114.

[0085] curcs 9A and 9B provide a flowchart of packet flow when establishing connections

rogfer 104. At 202, if the ingress server 112 has a mapping for the TCP flow to a server node

30, then the ingress server 112 encapsulates and sends the TCP packet to the respective server




10

15

20

25

30

WO 2014/172300 PCT/US2014/034428

node 130 as indicated at 204. Note that the ingress scrver 112 may be continuously receiving
and processing packets for one, two or more TCP flows from one, two, or more clients 160.
[0086] At 202, if the ingress server 112 does not have a mapping for the TCP flowfthe
packet may be a TCP synchronize (SYN) packet from a client 160. As indicated at 204 upon
receipt of a SYN packet, the ingress server 112 extracts data from the SYN packet angf forwards
the data to the primary flow tracker 116A, for example in a UDP message. Inft ieast some
embodiments, the ingress server 112 can determine the primary flow track€r 116A and/or
secondary flow tracker 116B for the TCP flow according to a consistent hagf function. At 208,
the primary flow tracker 116A stores the data, for example in a hash talfe, generates an initial
TCP sequence number for the server node 130 side of the TCP connecibn, and forwards the data
and the TCP sequence number to the secondary flow tracker 116B # At 210, the secondary flow
tracker 116B may also store the data, and fabricates and sends gFSYN/ACK packet to the client
160, the SYN/ACK packet containing at least the TCP sequenfe number.

[0087] As indicated at 212, the ingress server 112 recgives a TCP acknowledgement (ACK)
packet from the client 160 via the edge router 104. Thf ingress server 112 does not at this time
have a mapping for the TCP flow to a server 130 ngflie, so at 214 the ingress server 112 sends a
message including data extracted from the ACKgpacket to the primary flow tracker 116A. As
indicated at 216, upon receiving the messagegfthe primary flow tracker 116A confirms the TCP
flow according to the stored data, and copfiirms that the acknowledged sequence number (+1)
from thc ACK packct matches the valugfsent in the SYN/ACK., The primary flow tracker 116A
then selects a server node 130 to recgfve the TCP flow, and sends a message containing the data,
TCP sequence number, and IP gffdress of the local load balancer module 132 on the selected
server node 130 to the secongfry flow tracker 116B. As indicated at 218, the secondary flow
tracker 116B also confirmsglhe data and TCP sequence number, fabricates a SYN message, and
sends the fabricated S
node 130. The meth

[0088] As ind}

message to the local load balancer module 132 on the selected server
continues at element 220 of Figure 9B.

ated at 220 of Figure 9B, in response to the fabricated SYN message, the
load balancer ggbdulc 132 may cxaminc onc or more metrics of the server node 130 to determine
node 130 can accept the connection. At 222, if the load balancer module 132
that the server node 130 cannot currently accept the connection, then at 224 the load
balang€r module 132 messages the secondary flow tracker 116B. The secondary flow tracker
118 may delete the information for the flow that it previously stored. At 226, the secondary

ow tracker 116B messages the primary flow tracker 116A. The primary flow tracker 116A
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may then select a new target server node 130 and message the secondary flow tracker 116B as
indicated at 216 of Figure 9A.
[0089] At 222, if the load balancer module 132 determines that the server node 13(g#€an

with client 160°s actual IP address so that server 134 will believe that it has gfceived a direct
TCP connection to the client 160. The load balancer module 132 stores relevght details about the
TCP flow, for example in a local hash table. As indicated at 230, the seryfr 134 responds with a
SYN/ACK packet that the load balancer module 132 intercepts. As jdicated at 232, the load
balancer module 132 then sends a message including connection jfiformation to the secondary
flow tracker 116B to indicate that the connection has been ghcepted. Upon receipt of this
message, at 234 the secondary flow tracker 116B records t§€ mapping to the server 134, and
sends a similar message to the primary flow tracker 11ffA, which also records the mapping
information. As indicated at 236, the primary flow gfacker 116A then forwards a mapping
message to the ingress server 112, Ingress server 1 [ now has a mapping for the TCP flow from
the client 160 to the server 130.

[0090] At 238, ingress server 112 encapgflates and forwards any buffered data packets for
the data flow to the local load balancer moglile 132 on the server node 130. Additional incoming
packets for the data flow from the clicnyf1 60 received by the ingress server 112 arc encapsulated

and forwarded directly to the load Jalancer module 132, which decapsulates the packets and

mag# start routing packets for one or more TCP flows to the ingress server 112 that the ingress

erver 112 does not have mappings for. In at least some embodiments, upon receiving such a
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packet for which the ingress server 112 does not have a mapping, the ingress server 112 may use

the consistent hash function to determine the primary flow tracker 116A and/or secondary flo

correct destination server node 130,

Load balancer node details

[0093] In at least some embodiments, the load balancer nodes 110 eac
» Ingress — Receiving all incoming packets from a client 160 in gflient connection, routing
the packets to a server node 130 if the mapping is known, gf messaging a flow tracker if
the mapping 1s not known. The outgoing packets from gl ingress node are encapsulated
(e.g., according to UDP) by the ingress node.
» Flow tracking - Keeping track of connection statgf (e.g. which server node 130 / server
134 has been assigned to service each client cgfinection). Flow trackers also participate
in establishing connections between clients J#0 and servers 134.
» Egress — Decapsulating and forwarding

client 160.

bound packets received from a server 134 to a
[0094] In at least some embodimentgl in the ingress role, a load balancer node 110 is
responsible for forwarding packets to gfrvers 134 when a client->server mapping is known, or
forwarding a request to a flow tgficker when the mapping is unknown. In at least some
embodiments, a load balancer ghde 110 serving as an ingress node for a particular client
connection/data flow may algfl serve as cither the primary flow tracker or the secondary flow
tracker for the client connegfion, but not both.

[0095] In at least sgfhe embodiments, in the flow tracker role, a load balancer node 110 is
responsible for maingfiining the statc of conncctions that arc still being cstablished, as well as
maintaining the glient->server mapping for established connections. Two flow trackers are
involved with gach individual client connection, referred to as the primary flow tracker and the
secondary fbw tracker. In at least some embodiments, the flow trackers associated with client
s may be determined using a consistent hash algorithm. The flow trackers also
load-balancing functionality, including but not limited to pseudorandomly selecting a
segfer node 130 for each new client connection. Note that the local load balancer module 132 on

selected server node 130 may rcject a connection request if it determines that the server 134
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cannot handle the connection. I this happens, then the flow trackers may select another server
node 130 and send the connection request to the other server node 130, In at least so
embodiments, the primary flow tracker role and the secondary flow tracker role for a
connection are performed by different load balancer nodes 110.

[0096] In at least some embodiments, in the egress role, a load balancer node 110 £ stateless
and decapsulates incoming packets received from server nodes 130, performs sopfe validation,
and forwards the outbound TCP packets to respective clients 160. In at lcast sogfe embodiments,
a local load balancer module 132 on a server node 130 may arbitrarily sejfct a load balancer
node 110 for a given connection.

Load balancer node consistent hash ring topology

[0097] In at least some embodiments, the load balancer nodgf 110 form a ring topology
based on the consistent hashing of input keyspace (client endpofit, public endpoint). The input
keyspace may be partitioned among the available flow tragfer nodes, and every flow tracker
node may be responsible for answering queries correspopfling to its keyspace. In at least some
embodiments, data may be replicated to the primary agfl secondary flow tracker nodes based on
the successor in the consistent hash ring (e.g., the gfcondary flow tracker node is the successor
node, or next node in the consistent hash ring o the primary flow tracker node). If a flow
tracker node goes down for some reason, the gxt load balancer node in the consistent hash ring
acquires the keyspace of the failed node. en a new flow tracker node joins, the node registers
its cndpoint (c.g., with a configuratiogfscrvice 122 as shown in Figurc 1) so that other load
balancer nodes may learn about thgfonfiguration change in the load balancer implementation
and thus in the consistent hash rigfg. The handling of additions and failures of flow trackers in
the consistent hash ring is discySsed in more detail in reference to Figures 11A through 11D.

Ingress node <-> flow trackdr node communications

[0098] In at least sopfie embodiments, the load balancer nodes 110 serving as ingress nodes

may learn about the Jbad balancer nodes 110 serving as flow tracker nodes from configuration

g£nt endpoint, public endpoint) pair from the packet. In at least some embodiments, the

gress nodes and flow tracker nodes communicate using UDP messages.
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[0099] When a primary flow tracker node receives a message from an ingress node for a new

packet flow, the primary flow tracker node randomly determines a TCP sequence number ar

memory pressure or expiration causes the state to be purged.
[0100] When the primary flow tracker node receives a message from an Ingfess node that a
TCP ACK packet has been received, the primary flow tracker nodgf verifies that the
acknowledged TCP sequence number matches the stored valuc that wasfent in the SYN/ACK
packet, selects a server node 130 to service the request, and forwards ggfnessage to the secondary
flow tracker node. The secondary flow tracker node sends a messaggfto the load balancer module
132 on the selected server node 130 to initiate an actual TCP cgffnection with the TCP stack on
the server node 130, and then waits for an acknowledgement gfSponse from the server node 130.
[0101] When the secondary flow tracker node receivegfa connection acknowledgement from
the load balancer module 132 on the server node 10, a reverse message flow through the
primary flow tracker to the ingress node is triggeredg#fhat stores information about the associated
server node 130 in both nodes. From this point f#frward, additional TCP packets received at the
ingress node are forwarded directly to the loadbalancer module 132 on the server node 130.

Load balancer module <-> load balancer ngfle communications

(0102} In at least some embodimengf, every load balancer module 132 registers its endpoint

with configuration scrvicc 122 agfl monitors configuration scrvice 122 continuously for
membership changes in the load Jfalancer node layer. The following describes functions of the
load balancer module 132, accghding to at least some embodiments:

* Connection publishjffg - periodically (e.g., once a second) or aperiodically publish the set

nitor membership changes in the load balancer layer. If the membership changes, the
load balancer modules 132 may use this change information to immediately send active

conncctions to the load balancer nodes that arc now responsible for the connections.

acket flow in the distributed load balancing system - details
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[0103] The distributed load balancing system may include multiple load balancer nodes 110.

In at least some embodiments, each load balancer node 110 in the distributed load balancin

system may serve in the roles of a flow tracker node, an egress node, and an ingress nodgftor
client 160 connections to the servers 134. The distributed load balancing system mgh also
include a load balancer module 132 on each server node 130.

[0104] Figures 10A through 10G illustrate packet flow in the distributed lgfd balancing
system, according to at least some embodiments. In Figures 10A throyfhl0G, packets
exchanged between load balancer nodes 110 and packets exchanged betyfeen load balancer
nodes 110 and server nodes 130 are cither UDP messages or UDP-engfapsulated client TCP
packets. In at least some embodiments, client TCP packets only gkist on network 100 in
decapsulated form on the north side of the load balancer nodes 1J# in transit to and from the
border router 102 (see Figure 1), Note that the solid lines wgfh arrows in Figures 10A-10G
represent TCP packets, while the dotted lines with arrows repyfsent UDP packets.

[0105] In at feast some embodiments, the distributed Jfad balancing system may attempt to
preserve cstablished connections in the event of a singfle load balancer node 110 failure, In at
least some embodiments, this may be achieved byfeplicating connection details in a primary
flow tracker node and a sccondary flow trackegfode so that, if cither of these nodes fails, a
connection's client->server mapping may be gfitored by the remaining flow tracker node. In at
least some embodiments, some packet losgfmay occur in the event of a node failure; however,
client/server TCP packet retransmissiong/may recover the lost packets.

{0106] Each TCP conncction frogh a clicnt may be referred to as a TCP flow, and is uniquely
identified by a 4-tuple consisting #I' the client IP address, client port, server (public) IP address,
and server port. This identiffr may be abbreviated as CP or CcPp indicating the client and
public endpoint pair. Paclgfts associated with any given TCP flow (or CP pair) can appear on
10 operating as an ingress server 112 due to the hashed equal-cost

distribution from the upstream edge router 104. However, packets for a

etermine which load balancer node 110 contains the state for the TCP flow (i.e., the flow
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tracker node). The CP pair may be hashed by the ingress node into a consistent hash ring to
determine which load balancer node 110 is responsible for maintaining state regarding the T
flow. This node serves as the primary flow tracker for the TCP flow. The successor node igfthe
consistent hash ring serves as the secondary flow tracker for the TCP flow.
[0108] In at least some embodiments, all load balancer nodes 110 may serve As ingress
nodes, primary flow tracker nodes, and secondary flow tracker nodes. Depgfding on the
consistent hash result for a TCP flow, a load balancer node 110 serving as the,
the TCP flow may also serve as the primary or the secondary flow trackgfnode for the TCP
flow. However, in at lcast some embodiments, different physical logfl balancer nodes 110
perform the primary and secondary flow tracker roles for the TCP flow
Establishing Connections
[0109] Referring to Figure 10A, new connections from a cjfent 160 may be triggered by a
client TCP synchronize (SYN) packet. The load balancer ngfles 110 do not actually establish a
connection with a server node 130 upon receipt of the packet, nor do they immediately
select a server node 130 to receive the connection. Infftead, the load balancer nodes 110 store
relevant data from the client's SYN packet, and ggferate a SYN/ACK packet on behalf of the
yet-to-be-chosen server node 130. Referring tofigure 10C, once the client 160 responds with
the first ACK packet in the TCP three-wayflandshake, the load balancer nodes 110 sclect a
server node 130, generate an equivalent packet for that server node 130, and attempt to
cstablish an actual TCP conncction withffhe server node 130.

[0110] Referring again fo Figugf 10A, upon receipt of a client SYN packet at the load
balancer node 110 serving as thgfingress server 112 for the TCP flow, the ingress server 112
extracts the data fields from ty€ SYN packet and forwards the data to the pnimary flow tracker
116A for the TCP flow. TH primary flow tracker 116A stores the data, for example in a hash
table, generates an initig/TCP sequence number (for the server side of the TCP connection), and
forwards the same dgfa to the secondary flow tracker 116B. The secondary flow tracker 116B
fabricates a SYN/

[0111] In

K packet for the client 160 containing that server TCP scquence number.

gurc 10A, the ingress scrver 112, primary flow tracker 116A, and sccondary
flow trackeyfl 16B roles are each performed by different load balancer nodes 110. However, in
some cagfs, the load balancer node 110 serving as the ingress server 112 for a TCP flow may be
the s

11

e node 110 that serves as the primary flow tracker 116A or the secondary flow tracker
for the TCP flow (but not both). The reason that the ingress server 112 for a packet flow

ay be on the same node 110 as a flow tracker 116 for the flow is that the edge router 104
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pseudorandomly selects the ingress server 112 for the flow according to a per-flow hashed
multipath routing technique (e.g., an ECMP routing technique), while the flow trackers 116 fc

the packet flow are determined on a consistent hash ring according to a consistent hash fungflon

packet is forwarded from node 110A (by flow tracker 116A) to the seg#ndary flow tracker 116B
on load balancer node 110B
[0112] Referring to Figure 10C, when non-SYN packets argffe at an ingress server 112, the
ingress server 112 either knows or does not know which se node 130 to forward the packets
to. The first non-SYN packet to arrive at an ingress serverf 12 for a TCP flow should be the first
TCP acknowledgement (ACK) packet in the TCP threeghay handshake (or possibly a subsequent
data packet), where the TCP acknowledgement glimber field matches the server sequence
number (+1) that was sent in the SYN/ACK paclgt in Figure 10A. When the ingress server 112
receives a non-SYN packet for which it hasflo server mapping, it forwards a message to the
primary flow tracker 116A for the TCP flgh, the message including information from the ACK
packet such as a sequence number, or ajfernatively containing the ACK packet itself. In at least
some cases, the primary flow trackgf 116A remembers the stored data for the TCP flow and
confirms that the acknowledged gLquence number (+1) matches the value that was sent to the
client 160 in the SYN/ACK pg€ket. The primary flow tracker then selects a server node 130 for
the TCP flow and forwardgfanother message containing the previously stored data for the TCP
flow, the server sequengf€ number, and an IP address for the load balancer module 132 on the
selected server node Y30 to the secondary flow tracker 116B. The secondary flow tracker 116B
confirms the scryfr scquence number, records the information, and sends a fabricated SYN
message to thefload balancer module 132 on the selected server node 130. The TCP flow's CP
is now mapped to the load balancer module 132/server node 130. The load
odule 132 on the server node 130 is responsible for creating a legitimate TCP SYN
packgffor the server 134 on the server node 130 when it receives the fabricated SYN message
the secondary flow tracker 116B. In creating the SYN packet, the source IP address is
opulated with the client 160's actual IP address so that the server 134 will belicve that it has

received a direct TCP connection request from the client 160. The load balancer module 132
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stores the relevant details about the TCP flow, for example in a local hash table, and sends the
TCP SYN packet to the server 134 (e.g., injects the SYN packet into the Linux kernel of tl
server 134).

[0113] In Figure 10C, the ingress server 112, primary flow tracker 116A, and second
tracker 116B roles are each performed by different load balancer nodes 110. Howevgf| in some
cases, the load balancer node 110 serving as the ingress server 112 for a TCP flgg€ will be the
same node 110 that serves as the primary flow tracker 116A or the secondary tracker 116B
for the TCP flow (but not both). For example, in Figure 10D, the secondary 0w tracker 116B is
on the same load balancer node 110A as the ingress server 112 for thgTCP flow, while the
primary flow tracker 116A is on a different load balancer node 110B.
[0114] Referring to Figure 10E, the server 134 (e.g., the Lighix kernel) responds with a
SYN/ACK packet that the load balancer module 132 also intercegfts. The SYN/ACK packet may
contain a different TCP sequence number than was originallydelivered to the client 160 in the
generated SYN/ACK from the secondary flow tracker J16B (see Figure 10A). The load
balancer module 132 1s responsible for applying the

outgoing packets. The SYN/ACK packet from th

quence number delta to incoming and
server 134 also triggers a message (e.g., a
UDP message) from the load balancer module 12 back to the secondary flow tracker 116B to
indicate that the connection to the selected sgyfrer node 130 / load balancer module 132 / server
134 has succeeded. Upon receipt of this myfssage, the secondary flow tracker 116A may record
the clicnt and public endpoint pair (CPYmapping between the client 160 and the scrver 134 as
committed, and send a similar messgfe to the primary flow tracker 116A which will also record
the CP mapping. The primary flghv tracker 116A may then forward a CP mapping message to
the ingress server 112, which gfluses the ingress server 112 to forward any buffered data packets
for the connection to the loghl load balancer module 132 on the server node 130 as encapsulated
data packets.

[0115] Refernng gb Figure 10F, the CP mapping for the connection is known to the ingress
server, so incomip TCP packets received by the ingress server 112 for the connection may be
cncapsulated ., according to UDP) and forwarded directly to the to the local load balancer
module 1324n the server node 130 as encapsulated data packets. The load balancer module 132
decapsulfles the data packets and sends the TCP packets to the server 134 on the server node
130,

pagkets from the server 134 are intercepted by the load balancer module 132 on the server node

r example by injecting the TCP packets on to a TCP stack of the kernel. Outbound

30, encapsulated (e.g., according to UDP), and forwarded to an arbitrary load balancer node

110 that the load balancer module 132 randomly selects as the egress server 114 for this
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connection. The egress server 114 decapsulates the packets and sends the decapsulated packets

to the client 116. The egress function of the selected load balancer node 110 is stateless, so
different load balancer node 110 can be sclected as the egress server 114 for the connectigh in
the event of failure of the load balancer node 110 serving as the egress server. Hglvever,
generally the same load balancer node 110 1s used as the egress server 114 for the durgfon of the
connection to reduce or eliminate re-ordering of the outbound packets.

[0116] Referring to Figure 10G, in at least some embodiments, if the load Malancer module
132A on a server node 130A that is selected by the primary flow tracker 116A (see Figure 10C)
determines that it is overloaded, it has the option to reject the fabricated J message received
from the secondary flow tracker 116B (see Figure 10C). In at leagfsome embodiments, the
fabricated SYN message includes a time to live (TTL) value of counter that allows for a
maximum number of r¢jections. In at least some embodiments At this TTL value reaches zero,
the load balancer module 132A may either accept the conneggfon or drop the connection to shed
load. If the load balancer module 132A decides to reject gle connection, it decrements the TTL
value and sends a reject message to the secondary ffw tracker 116B. The secondary flow
tracker 116B resets the CP mapping and sends a gflease message to the primary flow tracker
116A to do the same. The primary flow tracker LJOA chooses a new load balancer module 132B
on another server node 130B and sends a newglarget message back to the secondary flow tracker
116B, which sends a new fabricated S essage to the newly chosen load balancer module
132B. Note that packet drops may gghult in this sequence failing to complete; however, a
retransmission from the client 160 myfy trigger the load balancer module selection process again
at the primary flow tracker 116A# which may, but does not necessarily, choose the same load
balancer module 132 for the ¢ggfnection if it has not learned about the previous rejection of the
fabricated SYN packet.

[0117] In at least sogfe embodiments, the TTL counter may be used to prevent continuously
sending connection rgfjuests to server nodes 130, which may occur for example if all the server
nodcs 130 arc busyl In at lcast some embodiments, cach timc a load balancer module 132 rejects
a conncction rgfiuest on behalf of a respective server node 130, the load balancer module 132
decrements ghe TTL counter. The flow tracker nodes 116 may monitor the TTL counter and, as
long as e TTL counter is not zero (or is above some specified threshold), may select another
servegfnode 130 and try again. If the TTL counter reaches zero (or reaches the specified
thgfShold), the connection request is dropped and no further attempts are made by the flow

acker nodes 116 to send a connection request to a sclected onc of the server nodes 130 for that
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connection. In at least some embodiments, an ciror message may be sent to the respective client

160.

map the conncetions to the same server node 130, which would result in a collyfion. In at least
some embodiments, to detect and handle possible collisions, the load balancegfmodule 132, upon
receiving the fabricated SYN packet from the secondary flow tracker 11gJ as shown in Figures
10C and 10D, may compare the address information to its activegfonnections and, if this
connection would cause a collision, reject the connection request as ghown in Figure 10G.

Handling load balancer node failures and additions

[0119] In many conventional load balancers, some or afl gXisting connections are lost in the

event of a load balancer failure. In at least some embodimynts, in the event of failure of a single
load balancer node 110, the distributed load balancing gfstem may maintain at least some of the
established connections so that the clients and servgfs can continue to exchange packets via the
connections until the connections complete nornyflly. In addition, the distributed load balancing
system may continue to scrvice connections gyfat were in the process of being established at the
time of failure.

[0120] In at least some embodimegfts of the distributed load balancing system, a failure
recovery protocol may be implemenjfd that may recover existing client connections in the event
of a single load balancer node 1# failure. Multiple load balancer node 110 failures, however,
may result in lost client copflections. In at least some embodiments, TCP retransmissions
between a client 160 and gfserver 134 may be used as a means of recovery following a load

[0121] In additiogfto potential load balancer node 110 failures, new load balancer nodes 110

10, referred to as the primary and secondary flow trackers, which may be determined using a
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consistent hash algorithm that, for example, uses the (client IP:port, public IP:port) tuple as hash

function input. In the event of a single load balancer node 110 failure, at least one of th

surviving load balancer nodes 110 may continue to be mapped via the consistent hash fungffon

110 to the consistent hash ring, state information for connections may be refgfshed to the
appropriate flow trackers.
[0123] Figures 11A through 11D illustrate the handling of events that efftct membership in
the load balancer node consistent hash ring, according to at least someg€mbodiments. These
events may include, but are not limited to, adding a new primary flgg tracker node, adding a
new secondary flow tracker node, failure of a primary flow traghker node, and failurc of a
secondary flow tracker node.

[0124] Figure 11A illustrates handling the addition of a ng# primary flow tracker node to the
consistent hash ring. The top row of Figure 11A shows f§fw tracker 116A as the primary flow
tracker for one or more client connections and flow tgfcker node 116B as the secondary flow
tracker for the same connection(s). In the bottom v of Figure 11A, a new flow tracker node
116C has been added, and becomes the primary flow tracker for the client connection(s). Flow
tracker node 116A, formerly the primary flghv tracker, becomes the secondary flow tracker,
while flow tracker node 116B, formerly thgfSecondary flow tracker, becomes a next flow tracker
in the consistent hash ring. Statc inforrgfition for the clicnt conncction(s) that was maintained by
flow trackers 116A and 116B maybe provided to the new primary flow tracker 116C. In
addition, flow tracker 116B mgf “forget” its formerly tracked connections in the role of
secondary flow tracker.
[0125] Figure 11B illugffates handling the addition of a new secondary flow tracker node to
the consistent hash ring#f The top row of Figure 11B shows flow tracker 116A as the primary
flow tracker for onefr more client connections and flow tracker node 116B as the secondary
flow tracker for th€ same connection(s). In the bottom row of Figure 11B, a new flow tracker
nodc 116C has@een added, and becomes the secondary flow tracker for the clicnt conncction(s).

Flow trackgfnode 116A remains as the primary flow tracker for the connection(s), while flow

ow tracker 116B may “forget™ its formerly tracked connections in the role of secondary flow

tracker.
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[0126] Figure 11C illustrates handling the failure of a primary flow tracker node in the

consistent hash ring. The top row of Figure 11C shows flow tracker 116A as the primary flo
tracker for one or more client connections, flow tracker node 116B as the secondary flow trgfker
for the same connection(s), and flow tracker node 116C as a next flow tracker in the cofsistent
hash ring. In the bottom row of Figure 11C, primary flow tracker node 116A has fajfed. Flow
tracker node 116B becomes the primary flow tracker for the connection(s), whilgfflow tracker
node 116C becomes the secondary flow tracker for the connection(s). State injrmation for the
client connection(s) is maintained by flow fracker 116B and may be pybvided to the new
sccondary flow tracker 116C.,

[0127] Figure 11D illustrates handling the failure of a secondaryftlow tracker node in the
consistent hash ring. The top row of Figure 11D shows flow traclgr 116A as the primary flow
tracker for one or more client connections, flow tracker node 11¢8 as the secondary flow tracker
for the same connection(s), and flow tracker node 116C as gihext flow tracker in the consistent
hash ring. In the bottom row of Figure 11D, secondary flgh tracker node 116B has failed. Flow
tracker node 116A remains as the primary flow trackegffor the connection(s), while flow tracker
node 116C becomes the secondary flow tracker forghe connection(s). State information for the
client connection(s) is maintained by flow tragker 116B and may be provided to the new
secondary flow tracker 116C.

[0128] In at least some embodiments, tfe load balancer modules 132 on the server nodes 130
perform connection publishing to the lgld balancer nodes 110. In at least some embodiments,
the connection publishing periodicgfly (e.g., once a second) or aperiodically pushes current
connection state information fromyfthe server nodes 130 to the load balancer nodes 110 serving as
flow tracker nodes and ingresynodes, which acts to refresh or restore the connection mappings
to both the primary and sg€ondary flow tracker nodes for the connections. In at least some
embodiments, a load bgfincer module 132 may detect a flow tracker membership change, for
example as illustrategfin Figures 11A through 11D. In response, the load balancer module 132
may perform a copfiection publication to populate the state information for the connections in the
primary and sgfondary flow tracker nedes, which may have changed for the conncctions when
the membeyfhip changed. Note that connection publishing may allow at least some established
connectighs to be recovered in the event of multiple load balancer node failures.

Failugf-related message flow

[0)29] In at least some embodiments, the protocol between the primary and secondary flow

acker nodes may include a correction or synchronization functionality. For example, referring
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to Figure 11A, when a new primary flow tracker node 116C joins the consistent hash ring, the

new node 116C may lay claim to the consistent hash keyspace for some number of connectio

in response to SYN packets (see, e.g., Figure 10A) and for selecting servef nodes 130 in

response to the first ACK packet from a client 160 (see, e.g., Figure 1), ghd these generated
values may disagree with values chosen by the previous primary flow tragier (flow tracker node
116A in Figure 11A). However, in at least some embodiments the ghnsistent hash algorithm
assigns the previous primary flow tracker (flow tracker node 1LJA in Figure 11A) into the
sccondary flow tracker role, and this flow tracker still retains thgf previously stored state for the
connections. Thus, in at least some embodiments, when the sg€ondary flow tracker (flow tracker
node 116A in Figure 11A) detects a discrepancy in inforrghition received from the primary flow
tracker 116C, it can send update messages back to thgfprimary flow tracker 116C to bring the
two load balancer nodes 110 serving as flow trackgh for the connections into synchronization.
Similar methods may be used to synchronize ghe flow trackers after other changes in the
consistent hash ring membership.

Load balancer module details

[0130] In at least some embodimenyk, the load balancer module 132 is a component of the
distributed load balancer system thafffesides on each of the server nodes 130. Roles of the load
balancer node 132 include, but agf not limited to, decapsulating packets received from the load
balancer nodes 110 and sendigh the decapsulated packets to the server 134 on the server node
130, and encapsulating oyfboing packets from the server 134 and sending the encapsulated
packets to a load balancgfnode 110.

[0131] In at leastfome embodiments, incoming packets to the load balancer modules 132 on
the server nodes #£30 from the load balancer nodes 110 serving as ingress servers 112 are
statcless protoghl (c.g., UDP) packets that encapsulate the actual client data packets. Each
encapsulategfclient data packet has the original clientIP:port of a respective client 160 as the

source aglliress and the server 134 publicIP:port as the destination address. The load balancer

bealhost TCP flow.
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[0132] In at least some embodiments, outgoing packets from the servers 134 to the load

balancer nodes 110 serving as egress servers 114 are stateless protocol (e.g., UDP) packets th

clientIP:port of a respective client 160 as the destination address.

Load balancer module functionality

[0133] In at least some embodiments, functions of the load balancer mo

node 130 may include one or more of, but are not limited to:

e Terminating UDP tunnels from the load balancer node(s) JI0, ¢.g. from the ingress

server 112 handling a connection to a client 160. is includes stripping UDP

cncapsulation from incoming clicnt data packets reccivegffrom the ingress scrvers 112,
* Selecting an egress server 114 to receive outgoing toffic for a connection.

¢ Intercepting outgoing IP packets on a conpfction to the respective server 134,
encapsulating the outgoing IP packets for thf connection, and sending the encapsulated

packets to the egress server 114,

e Mangling the sequence number in ing®ming and outgoing packets so that the sequence
number aligns with the sequence gffmber generated by the flow tracker nodes 116 when

the flow tracker nodes 116 sent FSYN/ACK to the client 160.

e Making the decision on whgfher to accept or reject a connection for the respective server
134, for example based #n one or more metrics indicating the respective server 134°s

current load.

¢ Detecting and rejgfting connections from the same clientIP:port address to the respective
server 134 iffhere is an active connection for that clientIP:port address to avoid

collisions.

Connecyfon tracking and connection publishing.

cofifiguration: a set of load balancer node 110 endpoints; a set of valid public IP addresses which

t 18 to serve; and the port number(s) on which the respective server 134 accepts incoming
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connections. In a least some embodiments, this information may be acquired from or updated by
accessing or querying a configuration service 122 component of the distributed load balanc
system, as illustrated in Figure 1. Other methods of acquiring the information may be usgl in
some embodiments.

Load balancer module packet handling

[0135] The following describes load balancer module 132 operations for inboygd traffic and
outbound traffic according to at least some embodiments. In at least some emjfodiments, when
an inbound data packet is received by the load balancer module 132, #he data packet is
decapsulated from the UDP packet, and the destination address in the degapsulated TCP packet
is first validated against a sct of configured valid public IP addressesf/If there is no match, the
packet is dropped or ignored. In at least some embodiments, the Igfd balancer module 132 may
adjust the sequence number in the TCP header by a constant dgffa so that the sequence number
matches the randomly chosen sequence number generated Jf the flow tracker nodes 116 that
sent the SYN/ACK packet to the client 160. The load bal

from the [Client:Public] endpoint to the [Client:Server

cer module 132 records the mapping
ndpoint as an internal state.

[0136] In at least some embodiments, for outbgfind TCP packets from the server 134, the
load balancer module 132 first checks its interna}fstate to determine if the packet is for an active
connection that the load balancer module is rglinaging. If it is not, the load balancer module 132
just passes the packet through. If it is, theffoad balancer module 132 encapsulates the outgoing
TCP packet, for cxample according tgfUDP, and forwards the cncapsulated packet to a load
balancer node 110 that was sclected #5 the egress server 114 for this connection. In at least some
embodiments, the load balancegfmodule 134 may adjust the TCP sequence number in the
ant delta so that it aligns with the sequence number gencrated by

at sent the SYN/ACK packet to the client 160.

outgoing TCP packet by a co
the flow tracker nodes 116
Connection tracking
[0137] In at lcasySome embodiments, the load balancer module 132 on each server node 130

manages a hash ¢ble containing connection details for every active client connection to the

The public IP : Port

The 1nitial server TCP sequence number provided by the flow tracker 116 nodes.
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s The server TCP sequence number delta.

e The original primary flow tracker IP address.

e The original seccondary flow tracker IP address.

e The IP address of the last detected ingress server 112,

* An expiration time for this entry

¢ Least Recently Used (LRU) / Collision indices.
[0138] In at least some embodiments, each load balancer module 132 perigflically generates
connection publishing messages to the primary and secondary flow trackegfodes for all active
client connections. In at Icast some cmbodiments, the content of /progfict/tep is scanncd and
intersected with the active connections in the foad balancer module's fash table so that they will
continue to be published to the flow tracker nodes until the Lighix kemnel stops tracking the
connection. Connection publishing will be discussed in more dg#ail later in this document.
Sequence number mangling
[0139] As previously described, in at least some emfbdiments the load balancer nodes 110
generate SYN/ACK packets in response to client 160 packets on behalf of the server 134.
Only after the client 160 sends an ACK packet (fhe TCP three-way handshake) does a load
balanccr module 110 send any data to a load bglincer module 132 on a scrver node 130. When
the load balancer module 132 15 first instructgfl to establish a client connection, the load balancer
module 132 locally fabricates a SYN pacyft to begin a TCP connection with the server 134 on
the server node 130, and intercepts the grver 134’s corresponding SYN/ACK packet. Typically,
the server 134 (e.g., the Linux kergfl on the server node 130) selects an entirely different TCP
sequence number than the onefthe client received in the SYN/ACK packet from the load
balancer nodes 110. Thus, iyfat least some embodiments, the load balancer module 132 may
correct for the scquence nyfbers in all the packets in the TCP connection between the client 160
and the server 134. In g least some embodiments, the load balancer module 132 computes the
difference between ghe sequence number generated by the load balancer nodes 110 and the

sequence numbegfenerated by the server 134 and stores the difference as a delta value in the

load balancer module also adds the delta value to the sequence number in outbound packets

om the server 134 to the client 130 on the connection.
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Health checking in the distribuied load balancer system

[0140] In at least some embodiments of the distributed load balancer system, each lo

balancer node 110 requires a consistent view of the healthy members in the load balgfcer
implementation (i.e., of the healthy load balancer nodes 110 and server nodes 130} for
the following reasons:
¢ Load balancing - The load balancer nodes 110 need to detect server node 13 failures and
converge on a sct of healthy server nodes 130 that can accept client traffif.
+ Distributed state management — The load balancer is a distributed syftem with the state
shared/replicated across multiple load balancer nodes 110 (c.g., agfording to a consistent
hashing mechanism). In order to properly handle client traffigfcach load balancer nodc
110 needs to have an eventually consistent view of the healffiy member nodes 110 in the
load balancer implementation.
[0141] To accomplish this, at least some embodimentyf of the distributed load balancer
system may implement embodiments of a health check pgftocol that monitors nodes in the load
balancer implementation and detects unhealthy nodegfas soon as possible. The health check
protocol may propagate health information ong the nodes in the load balancer
implementation, and may provide methods that gflable the nodes to converge on a set of healthy
nodes.  In addition, the health check tocol may provide mechanisms for reporting
healthy/unhecalthy nodes and state changesgh the load balancer implementation.
[0142] In at least some embodimepfis, the health check protocol may be based on one or
more of, but not limited to, the folloyfing assumptions:
* All nodes in the load balgfter implementation are known. (I.¢., the health check protocol

may not perform discog€ry).

[0143] In

balancer

least some embodiments, a node in a load balancer implementation (e.g., a load
e 110 or server node 130) may be considered healthy under the following
conditiops

All of the node’s internal components are in ready state (ready to handle client traffic).

* The node’s incoming/outgoing network links are healthy (for at least the network

interface controllers (NICs) on which client traffic flows).
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[0144] Figure 12 is a high-level flowchart of a health check method that may be performed
by each load balancer node according to a health check interval, according to at least so
embodiments. As indicated at 1000, at each load balancer interval, for example every £00
milliseconds, each load balancer (LB) node 110 may health check at least one other LB ngffle 110
and at least one server node 130. As indicated at 1002, the load balancer node 110
its locally stored health information according to the health checks. As indicategfat 1004, the
load balancer node 110 may then randomly sclect at least one other load balan
send its heaith information to the selected load balancer node(s) 110.
embodiments, the node 110 may also send a list of healthy load balancgf nodes 110 to one or
more server nodes 130, for example to the same server node(s) 130 tfat are health checked by
the node 110. The elements of Figure 12 are explained in mfre detail in the following
discussion.
[0145] In at least some embodiments of the health check frotocol, a load balancer node 110
does not assert its own health to the other load balancer gfdes 110. Instead, one or more other
load balancer nodes 110 may health-check the nodgf 110. For example, in at least some
embodiments, each load balancer node 110 may pghiodically or aperiodically randomly sclect
one or more other nodes 110 to health-che As another example, in at least some
embodiments, one or more other load balanceghodes 110, for example the two nearest neighbors
of a given load balancer node 110 on an ogfered list of nodes 110 such as a consistent hash ring,
may cach pcriodically or apcriodically ghicck the health of the given node 110. In at lcast some
embodiments, health checking a nodgf110 may include using health pings sent to the NICs 1114
on the node 110 as illustrated ingfigure 23. In at least some embodiments, if a first node 110
determines that a second nodgf110 is healthy via a health check, the first node 110 may update
(e.g., increment) the heartbght counter for the second node 110 stored in local health information
for the load balancer nogles 110. The first node 110 periodically or aperiodically sends its local
health information one or more other load balancer nodes 110 in the load balancer
implementation, yhich may update their own local health information accordingly (e.g., by
incrementing heartbeat counter for the second node) and send their updated local health
informationdo one or more other nodes 110. The heartbeat information for the second node 110
¢ propagated to the other nodes 110 in the load balancer implementation. As long as
the sgfond node 110 is healthy, all of the other nodes 110 that are reachable from the second
ngfle 110 should thus see the second node 110°s heartbeat counter getting incremented on a
onsistent basis, e.g. once a second or once every ten seconds. If the second node 110 is

detected to be unhealthy by the node(s) 110 that check its health, no heartbeat for the node 110 is




10

IS

20

25

30

WO 2014/172300 PCT/US2014/034428
sent by the health checking nodes 110 and, after some time threshold, the other nodes 110 in the

load balancer implementation 110 consider the node 110 in question to be unhealthy, or down,

unhealthy, and may not propagate heartbeat increments on behalf of the node 11(f

Bealth check protocol details

[0147] In at least some embodiments, the health check protocol mayfleverage a heartbeat
counter technique and gossip protocol technology. The health check pgftocol may be considered
to have two main parts — health checking and gossip / failure detecti
[0148] Health checking - Every load balancer node 110 in thf load balancer implementation
may pcriodically or apcriodically health check one orggfmore other nodes 110 in the
implementation. Methods by which the one or more othgl nodes are determined are discussed
later. A core idea of health checking is that if a node 10 health checks another node 110 and
determines that the other node 110 is healthy, the cpfcking node 110 asserts that the other node
110 is healthy by incrementing and propagating £ heartbeat counter for the other node 110. In
other words, the nodes 110 do not assert thgff own health to the other nodes; instead, one or
more other nodes 110 check and asserthe health of each node 110 in the load balancer
implementation.

[0149] Gossip / failurc detcctiong In at Icast some cmbodiments, the health check protocol
may leverage a gossip protocol tgfpropagate load balancer node 110 health information among
the member load balancer nogfs 110 in the load balancer implementation. The gossip protocol
converges rapidly, and prgvides eventual consistency guarantees that are sufficient for the

purposes of the distribgfed load balancing system. In at least some embodiments, using the

described above, and increments the heartbeat counter for a node 110 upon
fig via the health check that the checked node 110 is healthy. In at least some
emboghiments, each load balancer node 110 periodically or aperiodically randomly selects at least
other node 110 in the load balancer implementation to which it sends its current heartbeat

st. Upon receipt of a heartbeat list from another node 110, a load balancer node 110 merges the
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heartbeat information in the received list with its own heartbeat list by determining the maximum
heartbeat counter for cach node 110 in the two lists (the received lists and its own list) and usi
the determined maximum heartbeat counter in its own heartbeat list. In turn, this heartbeapflist
gets sent to another randomly selected node 110, which updates its own hearthght list
accordingly, and so on. Using this tcchnique, heartbeat information for cach health
is eventually (e.g., in a few seconds) propagated to all of the other load balancer no
load balancer implementation. As long as the heartbeat counter keeps incregfng for a given
load balancer node 110, it is considered to be healthy by the other nodes 1104 1f a load balancer
node 110’s heartbeat counter does not get incremented for a specifiedfperiod by the health
checking and gossiping method, then other load balancer nodes 110 gfay converge on the load
balancer node 110 being considered unhealthy.
Health checking load balancer nodces

[0150] The following describes a method for health che

ng a load balancer node 110 that
may be performed by another load balancer node 110, acgbrding to at least some embodiments.
With reference to Figure 23, in at least some embodigflents, a load balancer node 110 may be
considered healthy if one or more of the following cghditions are determined for the node 110:
¢ The processor threads (e.g., core packet grocessing code 1108 threads) of the node 110
arc in the ready state (internal).
¢ The node 110 knows the edge routgf 104°s IP address and/or MAC address (internal).
¢ All of the threads and/or progfcol handlers of the node 110 are in the ready state
(internal).
e The incoming and outgoiyf links from the north side (edge router 104 / border network)
and from the south sidgf/(servers 130 / production network) are active (external).

* The node 110 cangleceive and dispatch packets via the network interface controllers

[0151]

110 mayf be considered not healthy, Note that, in some embodiments, a node 110 is only

one or more of these health conditions does not hold for a given node 110, the node

consjyflered healthy if all of the above conditions hold for the node 110.
2] In at least some embodiments, in addition to the above health conditions, a third NIC,

shown in Figure 23 as NIC 1114C, on each load balancer node 110 that may, for example, be
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used for control planc communications may also be checked by a health-checking node 110 by
sending packets to and receiving packets from the NIC and, if the check of the third NIC fai
the node 110 being checked may be considered unhealthy.

[0153] Figure 13 illustrates an example method for health checking a load balancg® node
from another load balancer node, according to at least some embodiments. In this exgfiple, load
balancer node 110A is health checking load balancer node 110B. Each node 110A#nd 110B has
a north-facing NIC (NIC 1114A in Figure 23) and a south-facing NIC (NIC 11148 in Figure 23).
At 1, node 110A sends a packet (e.g., a ping packet) from its north-facingf NIC to the north-
facing NIC of node 110B via edge router 104. Nodec 110B receives th€ packet on its north-
facing NIC, and at 2 sends a response from its north-facing NIC to thefliorth-facing NIC of node
110A wvia fabric 120, provided the conditions given in the listfbove arc satisfied. After
receiving the response on its north-facing NIC, at 3, node 11 sends a packet (e.g., 2 ping
packet) from its south-facing NIC to the south-facing NIC offnode 110B via fabric 120. Node
110B receives the packet on its south-facing NIC, and at 4#ends a response from its south-facing
NIC to the south-facing NIC of node 110A via edge rogfer 104, provided the conditions given in
the list above are satisfied. Upon receiving the regponse on its south-facing NIC, node 110A
considers node 110B to be healthy and incremegfs node 110B’s local heartbeat counter, which
may then be propagated to other nodes |} according to a gossip protocol as previously
described.

[0154] As an alternative to the aboy€, in somc cmbodiments, load balancer node 110B may
respond to the first ping message, rg€eived at its north-facing NIC, via its south-facing NIC to
the south-facing NIC of node 1JBA, and respond to the second ping message, received at its
south-facing NIC, via its northffacing NIC to the north-facing NIC of node 110A.

[0155] In addition, in ¢ embodiments, node 110A may also health check a third NIC of
node [ 10B that is used gfr control plane communications (shown as NIC 1114C in Figure 23) by
pinging node 110B’gfthird NIC from its own third NIC and receiving a response to the ping
message on its thfrd NIC from node 110B’s third NIC if node 110B is healthy. The ping
message and rgfponsc may pass through one or more control planc device(s) 170, for cxamplc a
network swjfth.

[0156] The above-described health check mechanism exercises all of the incoming and
outggiig links and data paths of node 110B in all directions (north, south, and through the

copfirol plane) as well as all of node 110B’s NICs, and also verifies the internal health of node
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110B as the ping packets traverse the intcrnal queues and dispatching of node 110B as would a
client packet.

Assigning health checking responsibilities to load balancer nodes

[0157] In at least some embodiments, every load balancer node 110 in a load flancer
implementation has access to a list (e.g., a sorted list) of all of the other load balancegfiodes 110
in the load balancer implementation, for example via a configuration functio
configuration service 122 component as shown in Figure 1. In at least some ¢
load balancer node 110 may randomly select one or more other nodes 110 #n the list to health
check at cach health check interval, incrementing their heartbeat countegff determined healthy.
Note that the list includes all load balancer nodes 110 in the loadgbalancer implementation
whether currently considered healthy or unhealthy via the hegth check mechanism, and
currently unhealthy nodes 110 may be randomly selected frorgfthe list and health checked as
well as healthy nodes 110. Thus, a currently unhealthy ngfle 110 may be determined to be
healthy by one or morc nodes 110 that health check the gfde 110, its heartbeat counter may be
incremented and propagated to the other nodes 110, angfthe unhealthy node 110 may thus return
to healthy status.

[0158] Alternatively, in some embodimentgf each load balancer node 110 may assume
responsibility for health checking one or morgfother nodes 110 in the list and incrementing their
heartbeat counter if determined healthy. Jor example, in some embodiments, each node 110
may assume responsibility for two othgf nodcs, for cxamplc its “left” (or previous) and “right”
(or next) nearest neighbor nodes 110#n the list. Note that the list may be considered circular and
a node 110 at the “end” of the ligf may assume responsibility for health checking a node 110 at
the “beginning” of the list, angfvice versa. In some embodiments, the two other nodes 110 may
be otherwise selected, forgxample as the two nearest neighbors next on the list. In some
embodiments, each nodgfl 10 may assume responsibility for health checking more than two other
nodes 110 on the listffor example three or four other nodes 110. In at least some embodiments,
if a neighbor nod

the node 110

10 that is being checked by a node 110 is determined to be unheaithy, then
y assume responsibility for health checking at least one node on the list that the
unhealthy g#ighbor node 110 was responsible for checking. In at least some embodiments, in
addition b health checking its neighbor nodes 110 (e.g., a “left” and “right” neighbor node),
cach Jbad balancer node 110 may also periodically or aperiodically randomly select a node 110
inghe ring and perform a health check of that randomly selected node 110 and, if healthy,

crement and propagate the random node 110°s heartbeat. In at least some embodiments, all
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other nodes 110 in the ordered list are considered for the random selection and health check

regardless of whether the other node 110 was previously considered healthy or not.

[0159] In at least some embodiments, each node 110 performs the health check of ogf or
more randomly selected nodes 110, or alternatively of its neighbor nodes 110 and a ragfdomly
sclected node, at a regular interval, which may be referred to as the health check ingfrval. For
example, in some embodiments, the heartbeat interval may be 100 milliseconds, algfough shorter
or longer intervals may be used. In addition, in at least some embodiments, eacpfnode 110 sends
or “gossips” its current heartbeat list to at least one other randomly selegfed node 110 at a
regular interval, which may be referred to as a gossip interval. In some egflbodiments, the health
check interval and the gossip interval may be the same, although thgh are not necessarily the
same.

[0160] Figure 14 graphically illustrates a load balancer nogf health checking one or more
other load balancer nodes, according to at least some embogfnents. In this example, there are
eight load balancer nodes 110A — 110H in the load balanglr implementation. The dotted circle
represents an ordered list of all nodes 110 in the implgfnentation. In some embodiments, each
node 110 may randomly sclect one or more other gfides 110 on the list to health check at each
interval. As an alternative, in some embodimgfts, each load balancer node 110may assume
responsibility for checking one or more partgfular nodes 110 on the ordered list, for example
node 110A may take responsibility for hegyfh-checking its two nearest neighbor nodes 110B and
110H according to thc ordered list as shgfwn in Figure 14.1n addition, the load balancer node may
also randomly select another node Y0 from the ordered list at each health check interval. As
shown in this example, node 1104fhas also randomly selected node 110F to health check. At the
gossip interval, node 110A rgfdomly selects some other healthy node 110, for example node
110D, and sends its currenyMeartbeat list to the selected other node 110, for example in a UDP
message. A node 110, Apon receiving a heartbeat list from another node 110, may update its
own heartbeat list acgbrdingly and propagate the heartbeat list to one or more randomly selected
nodes 110 at the ngkt gossip interval.

Health checkingfthe server nodes

[0161] addition to health checking the load balancer nodes 110 as described above,
emboding#nts of the health check protocol may perform health checking of the server nodes 130
inclug#hg the load balancer modules 132 and servers 134 on those nodes 130. In at lcast some
empodiments, a server node 130 may be considered healthy if one or both of the following

onditions are determined for the node 130;
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+ The load balancer module 132 is healthy.

¢ The server node 130 responds successfully to health pings (e.g., L7 health pings).
[0162] Figure 15 illustrates the load balancer nodes health checking the server ngfes,
according to at least some embodiments. In at [east some embodiments, every load
node 110 in a load balancer implementation has access to a list of all of the other loaf balancer
nodes 110 in the load balancer implementation, as well as a list of all server nod#s 130 in the
load balancer implementation. The list(s) may be obtained and updated, fopfexample via a
configuration function and/or via a configuration service 122 component asghown in Figure 1.
In at lcast some ecmbodiments, the server nodes 130 may be consistent hagyfed against the healthy
load balancer nodes 110 to form a consistent hash ring as illustratedfn Figurc 15. Tn at lcast
some embodiments, each server node 130 in the ring is health ¢dfecked by two healthy load
balancer nodes 110 in the ring. For example, in Figure 15, seryfr node 130A 1s health checked
by load balancer nodes 110A and 110C. These two nodes

(node 110A) and second (node 110B) health checking no

0 may be referred to as the first
s 110 for the server node 130 in the
consistent hash ring. Note that a given healthy load bgfancer node 110 may health check more
than one server node 130. For example, in Figugf 15, load balancer node 110A also health
checks server nodes 130B and 130C. In additionfa given node balancer node 110 may be a first
health checking node 110 for one or more segfer nodes 130 and a second health checking node
110 for one or more other server nodes [F0. For example, in Figure 15, load balancer node
110A is the first health checker node

checker node for server nodes 130C ghid 130D.

r server nodes 130A and 130B and the second health

[0163] In at least some embggfiments, if a load balancer node 110 fails, the membership in
the consistent hash ring changgg, and one or more others of the load balancer nodes 110 that are
still healthy and thus still

130 previously health checked by the failed node 110.

n the consistent hash ring may assume responsibility for health
checking the server nod
[0164] In at leastfome embodiments, each healthy node 110 performs the health check of its
assigned server es 130 at a regular interval, which may be referred to as a server check
interval. In at Jffast some embodiments, the server check interval may be greater than or equal to
the gossip igferval previously mentioned.

[0165]
healt

(c

5). If healthy, the server node 130 sends a ping response back to the load balancer node 110.

In at least some embodiments, to perform a health check of a server node 130, a
load balancer node 110 (e.g., node 110A in Figure 15) initiates a health ping message

', @ L7 HTTP hcalth ping mcssagce) to a scrver node 130 (c.g., server node 130A in Figure
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In at least some embodiments, the ping message is received and processed by the load balancer

module 132 on the server node 130, so the health check ping, if successful, establishes that th

for the server node 130.

[0166] In at least some embodiments, the heartbeat counters for all server nodgh 130 health
checked by a given healthy load balancer node 110 may be propagated to the othyfr load balancer
nodes 110, for example according to the gossip technique previously desgfibed for the load
balancer node 110 heartbeat counters in which each node 110 sends its hfartbeat list to at least
one¢ other randomly selected node 110 at a regular interval (the ghssip interval), and the
receiving node 110 updates its own heartbeat list according to the ghaximum values in the two
lists.

Failure detection and gossip

[0167] In at least some embodiments, the informatiogfobtained through the load balancer
node 110 health checks and the server node 130 healthyfhecks described above may need to be
propagated to all the nodes 110 in the load balancgf implementation so that all load balancer
nodes 110 can maintain consistent view of thegfload balancer implementation. As described
above, in at least some embodiments, the loagfbalancer nodes 110 may communicate with each
other according to a gossip protocol to exghange and propagate this health information and to
detect load balancer node 110 and scrveghode 130 failurcs.

[0168] In at least some embodimghits, at a regular interval (referred to as the gossip interval),
cach load balancer node 110 rangomly sclects another load balancer node 110 and sends the
other node 110 its view of hea}fhy load balancer nodes 110 and server nodes 130 along with the
heartbeat counters for the Jfad balancer nodes 110 and server nodes 130. As long as a load
balancer node or server gfde 130 is healthy, the node will pass its health checks and its heartbeat
counter will keep incglasing. If the heartbeat counter for a node does not change for a specified
interval (which be referred to as a fail time interval), then the node is suspected to have
failed by the logll balancer nodes 110. Once a node is suspected to have failed, the load balancer
nodes 110 gay wait for a specified interval (which may be referred to as the unhealthy time
interval) gefore determining that the node is unhealthy. This unhealthy time interval allows the

ancer nodes 110 to wait until all the load balancer nodes 110 learn that the node has
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[0169] Figure 16 graphically illustrates a state for, or view of, health of another node (either

a load balancer node 110 or server node 130) that may be maintained by a load balancer nod

110, according to at least some embodiments. Assume the load balancer node 110 starts wj
view of the node in question as being healthy, as indicated at 300. This indicates
heartbeat counter for the node has been incrementing. However, if the node’s heartbgft counter
does not increase for a specified interval (the fail time interval) as indicated at 302, #hen the load
balancer node 110 suspects that the node has failed, as indicated at 304. If the gode’s heartbeat
counter does not increase for a specified interval (the unhealthy time integdhl) as indicated at
3006, then the load balancer node 110 considers the node unhealthyfas indicated at 308.
However, if the heartbeat counter for the node increments before thgfunhealthy time interval
expires as indicated at 310, the load balancer node 110 again consigfrs the node as healthy 300.
Similarly, receiving a heartbeat increment for an unhealthy nodgfas indicated at 312 can cause
the node to be considered as healthy 300.

[0170] Determining that a node is unhealthy may igfolve different actions by the load
balancer node(s) 110 depending on whether the unhealgfy node is a load balancer node 110 or a
server node 130, and also depending on the Joadgbalancer node’s 110 relationship with the
unhealthy node, as described elsewhere herein.

Load balancer node data

[0171] In at least some embodiments, gfich load balancer node 110 may maintain data about

the state of the load balancer implemengtion. In at least some embodiments, this data may be
maintained in one or more data strg€tures on each load balancer node 110 including but not
limited to a healthy load balancer flode list, a suspect load balancer node list, and a heartbeat list.
Figure 17 illustrates an exampf load balancer node 110 that maintains-a healthy load balancer
node list 320, a suspect logfl balancer node list 322, an unhealthy load balancer node list 324,
and a load balancer nod
[0172] In at leastffome embodiments, cach load balancer node 110 may maintain a healthy
load balancer nodgf list 320, which is a list of healthy load balancer nodes 110 that may, for
cxample, be ugfd to determine which nodes 110 arc healthy and arc thus participating in the
gossip protgfol. Only the nodes 110 on the list 320 are involved in the propagation of load
balancer giformation via the gossip protocol, only the nodes 110 on the list 320 are considered to
be in e consistent hash ring, and only the nodes 110 on this list health-check server nodes 130.
de 110 may randomly select another node 110 from this list 320 to which its heartbeat

fformation is sent. In addition, heartbeat counters are exchanged only for the nodes 110 that are
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currently in the healthy load balancer node list 320. In at least some embodiments, a load

balancer node N can be added to the healthy load balancer node list 320 of another load balanc
node 110 if node N passes a health check by the load balancer node 110 or if the load balagCer
node 110 receives a gossip message about node N from some other load balancer node #10 on
the list 320.

[0173] In at least some embodiments, each load balancer node 110 may maingfin a suspect
load balancer node list 322, which is a list of load balancer nodes whose heartlyfat counter (sce
heartbeat list 326) has not increased for a specified interval (referred to as thgftail time interval).
1f a load balancer node E is in the suspect load balancer node list 322 offa load balancer node
110, then the load balancer node 110 will not gossip about node £. Iffome other load balancer
node 110 on the healthy list 320 gossips to the load balancer nogf 110 about node £ with a
higher heartbeat counter than the counter for node £ in the nodf 110’s heartbeat list 326, then
node E will be moved from the suspect list 322 to the healthy Ast 320. If the node E stays on the
load balancer node 110°s suspect list 322 for a specifiedMterval (referred to as the unhealthy
time interval), node £ is considered unhealthy by the Ig#d balancer node 110 and is moved onto
an unhealthy node list 324. A node 110 on the unhegfthy node list 324 (in this example, node G)
may be moved to the healthy node list 320 of a JBad balancer node 110 upon node G passing a
health check by the node 110 or upon receigfig an updated heartbeat counter for the node G
from another node 110.

[0174] In at Icast somc cmbodimentg cach load balancer node 110 may maintain a heartbeat
list 326 for all known load balancer ghdes 110. For each node, 110, this list 326 may include a
heartbeat counter and a timestampyfhat indicates when the heartbeat counter last changed.

[0175] In at least some egfbodiments, each load balancer node 110 may also maintain a
heartbeat list for all known grver nodes, not shown in Figure 17. This list may be similar to the
load balancer node heartjfeat list 326. In some embodiments, the two lists may be combined. In
at least some embggffiments, the heartbeat information for the server nodes 130 may be
propagated amongffthe load balancer nodes 110, for example according to a gossip protocol,
along with or igfaddition to the heartbeat information for the load balancer nodes 110.

[0176] ile Figure 17 shows four separate lists, it is to be noted that two or more of the
lists maybe combined into a single list. For example, in some embodiments, a single list of all
nodes#110 may be maintained on each load balancer node 110, and bit flags or other data

strytures may be used to indicate whether each node 1s currently healthy, suspect, or unhealthy.
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Server node data

[0177] In at least some embodiments, the server nodes 130 and local load balancer modulgg
132 on the nodes 130 do not participate in the gossip protocol with the load balancer nodes J10.
The load balancer nodes 110 gossip the heartbeat information about the other load Gflancer
nodes 110 obtained by the load balancer node health check method and the heartbeat igformation
about the server nodes 130 obtained by the server node health check methodgonly among
themselves (specifically, each load balancer node 110 gossips only to nodesgurrently on its
healthy load balancer node list 320).
[0178] However, cach server node 130 / load balancer module 132 ghay need information
about healthy load balancer nodes 110 in the load balancer implemegftation so that the server
node 130 can determine load balancer nodes 110 (specifically, egregh nodes) to which the server
node 130 can forward outgoing client traffic and determine whigh load balancer nodes to which
connection publishing information is to be sent. In at least ghme embodiments, to provide this
information to the server nodes 130, the load balangfr nodes 110 may periodically or
apertodically update the server nodes 130 with informagbn identifying the currently healthy load
balancer nodes 110 (c.g., healthy load balancer nog€ list 320 in Figure 17). In at least some
embodiments, the load balancer nodes 110 that aggfresponsible for health checking a given server
node 130 (see Figure 15) are responsible for gfoviding the information identifying the currently
healthy load balancer nodes to the server 138. For example, referring to Figure 15, load balancer
nodc 110A may scnd its healthy load bgfancer node list 320 to scrver nodes 130A, 130B, 130C,
and 130D, load balancer node 110B#nay send its healthy load balancer node list 320 to server
nodes 130C, 130D, and 130E, andgo on.
Handling load balancer node fgflures
[0179] Figures 18A ang/i8B illustrate handling a load balancer node failure, according to at
least some embodimentgf Figure 18A shows an example load balancer implementation. There
are four load balancegfhodes 110A through 110D currently in the load balancer implementation.
Edge router 104 gfates incoming packets from clients (not shown) to the load balancer nodes
110. In at lcgft somec cmbodiments, the cdge router 104 may make the routing dccisions
according tgfa layer 4 per-flow hashed multipath routing technique, for example an equal-cost
multipathAECMP) routing technique. In at icast some embodiments, edge router 104 learns
aboutthe load balancer nodes 110 that are currently available in the load balancer
impfementation to receive client traffic via load balancer node 110 advertisements, for example
dvertisements via Border Gateway Protocol (BGP) technology sessions initiated by the load

balancer nodes 110. However, in at least some embodiments, instead of a load balancer node
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110 advertising itself to the edge router 104 via a BGP scssion, at least one other node 110 in the

load balancer implementation takes responsibility for advertising the node 110 to the edge rout

110D.
[0180] As shown in the example of Figure 18A, each load balangfr node 110 also
periodically health checks one or more other load balancer nodes 110, fogfexample one or more
randomly selected nodes 110, one or more neighbor nodes 110 as detgfmined by an ordered list
of load balancer nodes, or one or more neighbor nodes and oncbr more randomly sclected
nodes. In addition, each load balancer node 110 may periodjfally hecalth check at least onc
server node 130 and also may send its list of healthy loadgalancer nodes 110 to the server
node(s) it health checks. Health information for the logf balancer nodes 110 and the server
nodes 130 may be propagated among the nodes 110, fogfxample according to a gossip protocol.

[0181]) Figure 18B illustrates handling the failugf of a single load balancer node 110 in the
example load balancer implementation of Figure
s 110A and 110C may health check node 110B,

and both may detect that node 110B is failipfo its health checks. Thus, nodes 110A and 110C do

A. In this example, load balancer node 1108
has failed for some reason. For example, no
not increment the heartbeat counter for gode 110B. The heartbeat information from both nodes
110A and 110B is propagated to the #her healthy load balancer nodes 110 (in this example, the
only other load balancer node is fde 110D} according to the gossip protocol. As soon as all of
the healthy load balancer nodegfl 10 (in this example, nodes 110A, 110C, and 110D) converge on
node 110B’s failure, one opfinore of, but not limited to, the following events may occur. Note
that these events do not gfcessarily occur in this order.

e Nodes 110A gAd 110C stop advertising node 110B to the edge router 104. In at least
iments, this involves ending the BGP session that the node 110 established
with thgfedge router 104 to advertise node 110B. Note that each node 110 establishes a
sepagfite BGP session with the edge router 104 for each other node 110 that it advertises,
ending the BGP session for node 110B does not affect other nodes 110 that are
advertised. In at least some embodiments, a node 110 ends a BGP session with the edge
router 104 by sending a TCP Close or similar message for the BGP session to the edge

router 104.
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In response to detecting that node 110B is no longer being advertised by any of the
nodes, edge router 104 stops routing client data packets to node 110B. The edge rout
104 also adjusts the multipath (e.g., ECMP) hashing to redistribute packet flows fromgfthe
clients to the remaining healthy load balancer nodes 110, specifically to the ghgress
servers 112 on the nodes 110. For any packet flow routed to an ingress seryfr 112 for
which the ingress server 112 does not have a client->server mapping, the glapping may
be obtained from a flow tracker node for the client->server connection, gf alternatively a
new client->server connection may be established according tgffthe technique as
llustrated in Figures 10A through 10G.
Nodes 110A and 110C may each opens a BGP session to edgf router 104 to advertise
each other. Note that, since both nodes 110A and 110C are gllvertised to edge router 104
by load balancer node 110D as well as node 110B, thgftact that node 110B may stop
advertising nodes 110A and 110B to the edge routegf104 when it fails does not cause
edge router 104 to stop routing packets to these twgfhodes 110.
In at least some embodiments, nodes 110A ang/! 10C may take responsibility for health
checking each other, since they are now neighbor nodes 110. Note that node 110B, even
though considered unhealthy, may still begfandomly health checked by one or more of the
other nodes 110.
One or more of the remaining healtyy load balancer nodes 110 may assume responsibility
for flow tracking connections fgfmerly flow tracked by node 110B. For example, node
11¢C and/or node 110D take over as primary or secondary flow trackers as
iilustrated in Figures 11C ghd 11D for one or more connections for which node 110B was
a primary or secondaryflow tracker.
One or more of the pgfmaining healthy load balancer nodes 110 may assume responsibility
for health checkyflg the server nodes 130 previously health checked by node 110B. The
server nodes Y0 are updated with the healthy load balancer node list (now not including
node 110B# by the remaining load balancer nodes 110. For example, in Figure 18B, load
balancgyfnode 110A begins health checking and updating server node 130C, and load
balagler node 110C begins health checking and updating server node 130B.

the edge router 104, the BGP sessions from the failed node 110B eventually time out.
Alternatively, the edge router 104 may terminate the BGP sessions upon recognizing that

node 110B has failed.
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10182] It is possible that two load balancer nodes 110 can fail at or at close to the same time.

If the two failed load balancer nodes are not adjacent to each other, then the failures ag

independent and may be handled as separate single node 110 failures according to the megfod
illustrated in Figure 18B. However, if the two failed nodes are adjacent to each othgf (e.g.,
nodes 110B and 110C in Figure 18A, then as soon as all of the healthy load balancer
(in this example, nodes 110A and 110D) detect and converge on the failure, one o
not limited to, the following events may occur. Note that these events do not gfcessarily occur
in this order.
s Node 110A ends the BGP session to edge router 104 for node 110
» Nodc 110D cnds the BGP scssion to cdge router 104 for node 1
s Nodes 110A and 110D start BGP session with edge router 10 to advertise each other.
¢ Nodcs 110A and 110D may begin health checking each gfier. Note that nodes 110A and
110D may also continue to health check the failed nodds 110.
e The remaining healthy nodes 110 update the scgfer nodes 130 with the healthy load
balancer node lists.
o Traffic may continue to flow from the cdggfouter 104 to node 110B and/or node 110C
since these two nodes 110 may contingf to advertise cach other to edge router 104.
However, these BGP sesstons will gfentually timeout, and the edge router 104 will
redistribute the flows to the remaingfig advertised nodes 110 accordingly.
¢ Nodes 110B and 110C may clo

advertise nodes 110A and 1

their BGP sessions with edge router 104 on which they

, respectfully, if nodes 110B and 110C think they are still
healthy.

Connection publishing

[0183] Referring agai

o Figure 1, in at least some embodiments, the load balancer nodes
110 in a load balancer ghplementation maintain state information for client TCP connections to
scervers 130, This stgfle information allows the load balancer nodes 110 to route incoming client
traffic from the effge router 104 to the server nodes 130 responsible for the TCP connections.
The load balagffer modules 132 on the server nodes 130 maintain lists of active TCP connections
to their regfective servers 134. Connection publishing is a mechanism via which the load
odules 132 on the server nodes 130 may publish their lists of active client TCP
conngftions to the load balancer nodes 110. In at least some embodiments, the connection
ishing packets are formed and published to the load balancer nodes 110 by the load modules

32 at a regular interval, which may be referred to as the connection publishing interval.
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[0184} In at least some embodiments, the connection state information maintained by the

load balancer nodes 110 may be viewed as a form of cache, and maintaining the sta

nodes 130 to thus keep the TCP packets flowing from the clients 160 to thgfappropriate server
nodes 130. When a client 160 ends a TCP connection to a server 134, thgfload balancer module
132 on the server node 130 associated with that connection will drop t§€ connection from its list
of active connections and thus will no longer publish the TCP conngfftion through the connection
publishing mechanism. Thus, the conncction state informationgfor that connection (the cache
entry or entries) on the load balancer nodes 110 associated wigh that connection (specifically, the
ingress server 112 and the primary and secondary flow tyickers 116 for the connection) is no
longer renewed, and the connection is dropped by the Ighid balancer nodes 110. In at least some
embodiments, the cache entry or entries for the copgfiection may remain in the cache on a load
balancer node 110 until the memory is required fgf some other active connection.
(0185]  Thus, the connection publishing mg€hanism periodically or aperiodically extends the
connection leases on the ingress servers 114 and the primary and secondary flow trackers 116 to
keep the client traffic flowing. In adgftion, thc connection publishing mechanism may help
recover from at least some load balghcer node 110 failures. When one or more load balancer
nodes 110 holding state inforigftion for a client connection fails, the active connection
information provided to the regfaining load balancer nodes 110 by connection publishing may in
some cases be used to recoyfr the connection.
10186] Using the gfnnection publishing mechanism, the server nodes 130 are the
authoritative sources for the states of the connections between the servers 134 and the clients
160. In additiong€losing of connections to the servers 134 is passively handled by the load

balancer modul#s 132 on the server nodes 130 and the load balancer nodes 110. Handshaking is

odule 132 uses the server 134’s internal state to populate the connection publishing packet.

Since the connection is no longer in the server 134’s internal state, the connection does not get
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published to the load balancer nodes 110. The lease for the connection on the load balancer
node 110 thus expires, and the load balancer nodes 110 passively forget about the connectio
Memory in a load balancer node 11Q’s cache that was used for the connection can then be
for other connections as necessary.
[0187] In some embodiments, the leases for connections maintained by the loagfbalancer
nodes 110 may involve time-stamping entries for the connections in the cac
connection’s lease is renewed by a connection publishing packet, the timestamp
If a connection’s lease is not renewed because the connection is no longer bepfe published by the
load balancer module 132 on the server node 130, then the timestamp is ngflonger updated. In at
least some embodiments, a lazy garbage collection method may be ugfd in which the entry for
the connection may remain in the cache until the memory is needgfl. For example, in at least
some cmbodiments, timestamps on cache cntries may be comffared to a lease renewal time
threshold; if the timestamp for a cache entry is older than thf threshold, then the entry is stale
and may be reused. However, in some embodiments, gle entries may be actively garbage
collected.

Connection publishing recipients

[0188] In at least some embodiments, for eagh client TCP connection, there are three load

balancer nodes 110 that maintain a connectiogfState — the node 110 serving as the ingress server
112, the node 110 serving as the primary

flow tracker 116. For a given TCP fl

tracker 116 and the node serving as the secondary
, the primary and sccondary flow trackers 116 can be
determined, for example by a load bgfancer node 110, by applying a consistent hash function to
the TCP flow to find the primary flow tracker 116 node and its successor node in the consistent
hash ring. The load balancer gfide 110 serving as the ingress server 112 for a TCP flow is the
node 110 that receives trafjfc for that flow from the edge router 104 based on the edge router

104's internal multipath g€.g., ECMP) hash function. If there is a node 110 failure or addition,

odiments, the load balancer module 132 may not know and may not be able to determine
hich load balancer nodes 110 are serving as the primary and secondary flow trackers for a TCP

flow, since the load balancer module 132 may not know the consistent hash function that is used.
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In other words, in at least some embodiments, the load balancer modules 132 do not do

consistent hashing.

Publishing the active connection information

[0189] Figures 19A and 19B graphically illustrate a connection publishing teciique,
according to at least some embodiments. Figure 19A illustrates load balancer (LB#f modules
publishing active connection information to the load balancer nodes. In least some
embodiments, each load balancer module 132 collects information for each actyfe TCP flow on
the server node 130 and forms a connection publishing packet. The informatyn for a given TCP
flow includes information identifying the load balancer node 110 scrvingfas the ingress server
112 for the flow. When a connection publishing packet is ready (gfb., when the connection
publishing interval has been reached), the load balancer module 52 randomly selects a load
balancer node 110, for example from the list of healthy loagl balancer nodes 110 that arc
periodically sent to the server nodes 130 from the load balangfr nodes 110 that health-check the
scrver nodes 130 as previously described. The load [flancer module 132 then sends the
connection publishing packet to the selected node 1J0. For example, in Figure 19A, load
balancer module 132A has sent one connection pulfishing packet to load balancer node 110A,
and later sends another connection publishing pagfet to load balancer node 110B.

[0190] Figure 20 is a high-level flowchagfof a connection publishing method that may be
performed by cach load balancer module 32, according to at least some embodiments. As
indicatcd at 500, the load balancer (LB module 132 crcates a conncction publishing entry for
every active TCP flow on the respeghive server node 130. In at least some embodiments, the
load balancer module 132 retrievgf the set of active TCP connections that the server 134 on the
server node 130 handles, for gkample from /proc/net/tcp on the server node 130. For every
active TCP connection, thgfload balancer module 132 looks up {e.g., in a locally maintained
table of active connectigys) the load balancer node 110 that is serving as the ingress server 112
for the TCP flow andfreates a connection publishing entry that indicates the TCP tuple for the

connection (c.g., gf4-tuple consisting of: the client IP address, client port, scrver (public) IP

node 110 to which the connection publishing packet (containing one or more connection
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publishing entries, with one entry for each active TCP connection) is to be sent. In at least some
embodiments, the load balancer module 110 may be randomly selected when the load balance
module 132 determines that the connection publishing packet is ready to be sent. In at ]

some embodiments, this determination is made according to a connection publishing i

balancer nodes 110. As indicated at 504, the load balancer module then publighies the connection

publishing packet to the selected load balancer node 110. In at least sgfie embodiments, the
connection publishing packet is a stateless packet, for example a JODP packet. In some
embodiments, the connection publishing packet may be compressedgfrior to sending the packets
to the target load balancer node 110. In at lcast some cmbodigg€nt, the conncction publishing
information may be sent to the target load balancer node 110 igftwo or more packets.
[0192] As indicated by the arrow returning from elgfhent 504 to element 500, the load
balancer module 132 may continuously build connegflon publishing packets, select random
nodes 110, and send the packets to the selected nodg8. As noted above, this may be performed
according to a connection publishing interval so ghiat the load balancer nodes 110 are relatively
regularly refreshed with current active connecyfon information to maintain the connection leases
on the load balancer nodes 110,

[0193] In at lcast some embodimenty] since the conncction publishing packets arc randomly
distributed to the load balancer nodegfl 10 by the load balancer modules, the load balancer nodes
110 that receive the connection yliblishing packets are responsible for distributing the active
connection information ing the connection publishing packets to the correct
ingress/primary/secondary gbdes 110 for the connections. Figure 19B and Figures 21 and 22
illustrate methods for digfibuting the active connection information that may be used in at least
some embodiments.
[0194] Figure JOB illustrates distributing the active connection information among the load
balancer nodes10, according to at lecast some cmbodiments. When a load balancer node 110
receives a gfnnection publishing packet from a load balancer module 132, the load balancer
ay analyze the information for each TCP flow indicated therein to determine the

node and the primary and secondary flow tracker nodes for that flow. If the load

onsumes the information for the flow (e.g., by updating its cache of state information). In at

least some embodiments, the load balancer node 110 may also put the information for the flow in
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packet(s) to be sent to the one or more other nodes 110 that are serving in the other roles for the
flow. For the remaining flows indicated by the connection publishing packet, the load balance
node 110 splits the active connection information into two or more smaller packets and sgfids

each packet to one or more other load balancer nodes 110. For example, in at leasyfsome

tracker 116A, and secondary flow tracker 116B for the flow(s).

[0195] Figure 21 is a flowchart of a method for distributing the fictive connection
information received in a connection publishing packet to target loadg#balancer nodes 110,
according to at least some embodiments. As indicated at 520, a load bgfancer node 110 receives
a connection publishing packet from a load balancer module 132. T} load balancer module 132
gencrated the packet and selected the load balancer node 110 to gLceive the packet, for example
as described above in reference to Figures 19A and 20. The fonnection publishing packet may
include information identifying the server node 130 from wfich the packet was received (e.g., an
IP address of the load balancer module 132 on the ferver node 130) and a list of entries
identifying active TCP connections (e.g., a 4-tuplegonsisting of: the client IP address, client
port, server (public) IP address, and server port fopfeach connection).

[0196] In elements 522-530 of Figure 21, {fe load balancer module 110 iteratively processes
the active TCP connection information ingf€ated in the received connection publishing packet.
As indicated at 522, the load balancer ghde 110 analyzcs the entry for a next TCP flow in the
packet to determine the ingress node £10 and the primary and secondary flow tracker nodes 110
for the respective TCP flow. In ayflecast some embodiments, the load balancer node 110 gets the
identity of the ingress node J10 from the connection publishing entry. In at least some
embodiments, the primary g#nd secondary flow tracker nodes 110 for the TCP flow may be
determined according tofhe consistent hash function. At 524, if the load balancer node 110 is
serving in one of the ghles for the TCP flow being examined, then at 526 the load balancer node
110 consumes thgf information for the flow, for cxample by updating its cachc of statc
information. Agfindicated at 528, the load balancer node 110 may add the connection publishing
CP flow to a packet being constructed that is to be sent to another load balancer
node 1104 At 530, if there are more connection publishing entries for flows in the connection
publisyfing packet, then the method returns to 522 to process the next entry. Otherwise, the load
bal

blishing entries from the original connection publishing packet to target load balancer nodes

cer node sends the newly constructed packet(s) cach containing a subsct of the connection

110 for the packets, as indicated at 532. In at lcast some embodiments, the packets sent to the
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target load Dbalancer nodes 110 are statcless packet, for example UDP packets. In some
embodiments, the packets may be compressed prior to sending the packets to the target loa

balancer nodes 110.

connection publishing entries in the received connection publishing packet. at least some

embodiments, a packet sent to another node 110 contains entries for TCP f§bws for which the
target node 110 is serving as the ingress node 110, primary flow tracker pfde 110, or secondary
flow tracker nodel10. Notc that in some embodiments a given loadfbalancer node 110 may
serve as both the ingress and primary flow tracker node for a TCP#low, or as both the ingress
and secondary flow tracker node for a TCP flow.

[0198] Figure 22 illustrates an alternative method for g@hstributing the active connection
information received in a connection publishing packetflo target load balancer nodes 110,
according to at least some embodiments. As indicated g€ 550, a load balancer node 110 receives
a connection publishing packet from a load balancegghodule 132, In this method, as indicated at
552, a process on the load balancer module 110 apfilyzes the connection publishing entries in the
packet and splits the received packet into ongfor more smaller packets accordingly. The load
balancer module 110 does not locally congfme the flow information during this process. Once
the conncction publishing packet has bg€n split into onc or more packets, the packets arc then
processed as indicated at 554-560. At 554, if the target node 110 for the packet is this load
balancer node 110, then the load jfalancer node 110 locally consumes the packet as indicated at
556. Otherwise, the packet igffent to the target load balancer node 110. At 560, if there are
more packets to be processegf, then the method returns to 554, Otherwise, the method is done.
{0199} Thus, the loagfbalancer node 110 that receives a connection publishing packet from a

load balancer modulg/132 may split the connection publishing packet into two or more smaller

pagiets to target nodes 110 to thus distribute the active connection information among the nodes
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Connection publishing triggers

{0200] In at least some embodiments, a connection publishing may be triggered on a loa
balancer module 132 by one or more different events. As previously noted, in s
embodiments, a connection publishing packet may be generated and sent to a randomly sglected
load balancer node 110 according to a connection publishing interval, for example at£00ms or
one second intervals, to renew the leases for the TCP connections on the load bgfancer nodes
110. In some embodiments, a change in membership of the load balancer nodes 10 may trigger
an immediate connection publishing event, In at least some embodimentyfthe load balancer
module 132 may learn about the change from the list of healthy load bgffncer nodes 110 sent
from onc of the load balancer nodes 110 that health checks the respectiyf server node 130. Upon
detecting the change according to the list (either a deletion or angfddition), the load balancer
module 132 may generate a connection publishing packet and sgfld to a load balancer node 110
so that TCP connections affected by the change may be mgfe quickly recovered by the load
balancer nodes 110.

Preventing packet loops

[0201] Connection publishing packet loops may gecur if the load balancer layer membership
changes while processing a connection publishyfig packet. A first node 110 may receive a
connection publishing packet from a load balfhcer module 132 and send a smaller packet to a
second node 110. However, if the megfbership has changed, the second node 110 may
determine that the packet should go to th€ first nodc 110, and may thus forward the packet to the
first node 110. In at least some embgfiments, to prevent this loop from happening, different port
numbers may be used for connegflon publishing packets received from load balancer modules
132 and those received from Igad balancer nodes 110, and the load balancer nodes 110 do not
redistribute connection pubhing packets received from other load balancer nodes 110.

Connection publishing pgket distribution alternatives

[0202] In the congction publishing methods described above, the load balancer module 132

randomly selects g load balancer node 110 to which a connection publishing packet is sent.

one opfmore of the active TCP flows, and sent the packet(s) to the target ingress node(s) 110.
ingress node(s) 110 would then redistribute the active connection information to the primary
d secondary flow trackers for the connections. As another example, in some embodiments,

instead of sending the connection publishing packet to a single, randomly selected node 110,
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cach connection publishing packet may be sent by the load balancer module 132 to two or more
of the healthy nodes 110, or to all of the healthy nodes 110.

Load balancer node architecture

[0203] Figure 23 illustrates example software stack architecture for a load balancer ngge 110
according to at least some embodiments, and is not intended to be limiting. In thigfexample
software stack architecture, the load balancer node 110 runs within a single Java™ technology
process 1102 that uses Java Native Interface (JNI™) 1104 technology to magfage a layer of
native code that may include load balancer server native code 1106 and corgfpacket processing
code 1108, for example Intel™ Dataplane Development Kit (DPDK) t
4A and 1114B). A first

104. A second NIC (NIC

nology code. The
native code may interface to two network interface controllers (NICs 1
NIC (NIC 1114A) may face “north”; that is, towards the edge rout
1114B) may face “south™; that is, towards the server nodes 130In at least some embodiment,
NICs 1114A and 1114B may not maintain TCP stacks. Th

include a third NIC 1114C that does support TCP connecti

at least some embodiments may
s so that the load balancer node 110
nd vice versa. Alternatively, in some
and the second, south-facing NIC 111B
0, and the second, south-facing NIC 1114B

can communicate with processes via a control plane,
embodiments, only the first, north-facing NIC 111
may be implemented in the load balancer node
may implement a TCP stack via which the Jbad balancer node 110 may communicate with
processes via the control plane. Load bal
technology software 1112, eg. a Lin#x™ kernel, and a Java Virtual Machine (JVMT™)

top of OS technology software 1112 and JNI 1104

cer node 110 also includes operating system (OS)

technology software 1110 layer o
technology.

[0204] In at least some erghodiments, the load balancer nodes 110 in the distributed load
balancing system may eachghieed to concurrently process many data flows at high packet rates.

In at lcast some embodjffients, to achieve the required level of throughput, the load balancer

approachflo packet processing rejects interrupt handler-based input in favor of dedicated CPU
cores

hi

at directly poll the NIC hardware in a busy loop. This approach may allow for much
cr packet rates, at the expense of increasing thermal output by continuously running
cdicated CPU cores in a busy loop. DPDK technology may also provide tools for packet

processing including CPU core management, lock-free queucs, memory pools, and
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synchronization primitives. As shown in Figure 24, in DPDK technology, a dedicated CPU core

600 may be used for each particular task, and work is passed from one CPU core 600A
another CPU core 600B using non-blocking queues 602.

[0205] The DPDK queues 602 may be implemented using fast power-of-two ring
and may support single and multiple producer/consumer variants. The multiple
producer/consumer variants are not truly lock-free, since they do contain a compyfre-and-swap
(CAS) loop to synchronize access. All packet buffer memory may be pre-allo
pools, so that only pointers to the buffers are read and written to the queueg/602. The memory
pools may be implemented as queues, may be optimized to distribute Ory across memory
channel and rank, and may support non-uniform memory access (NUMA) optimized allocation.
In at least some embodiments, the packet buffers may use a methogf such as an Mbuf paradigm
that ovcr-allocates enough headroom and tailroom in e packet buffer to support
encapsulate/decapsulate operations that may add/remove oyfr network layer headers without
requiring buffer copies.

[0206] In at least some embodiments of the logll balancer nodes 110, a core packet
processing architecture may be immplemented thatfleverages DPDK technology. Each load
balancer node 110 may include at least one mulgfore packet processor implemented according
to the core packet processing architecture. ¢ core packet processing architecture may use a
single producer / single consumer paradigggffor packet flow through the queues and cores of the
multicore packet processor. In this pargliigm, cach quecuc inputs to one and only ong core, and
cach core outputs to one and only gne core for each other core that it feeds packets to. In
addition, memory used by the cgyfs in the multicore packet processor is not shared; each core
has its own, scparate memory gfgion. Thus, there is no memory or queue sharing between cores,
no memory or queue contegfion, and no need for memory or queue sharing mechanisms such as
request for ownership (RFO) or compare-and-swap (CAS). Figures 25 and 26 illustrate example
multicore packet prog#Ssors implemented according to the core packet processing architecture.

illustrates an example multicore packet processor implemented according

11@feach have two network interface controllers (NICs) — a north-facing NIC 1114A that faces
¢ border network/edge router 104 and a south-facing NIC 1114B that faces the production
network/server nodes 130. In at least some embodiments, the NICs 1114 may be 10Gpbs NICs.
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The majority of packets flowing through a load balancer node 110 are reccived on one of these

two NICs (either NIC 1114A or 1114B), processed (e.g., encapsulated or decapsulated), an
transmitted out the other NIC (either NIC 1114B or 1114A).

[0208] Referring to Figure 25, in at least some embodiments a load balancer node 11
up two CPU cores, a receive (RX) core 610 and a transmit (TX) core 630, for each JIC 1114,

The load balancer node 110 aiso spins up a number of worker cores 620 that procegf packets for

arrive on the NIC 1114 and distribute the packets to the worker cores 62Q#that perform the buik
of the work for each packet, with each receive core 610 feeding packetgfinto a respective worker
input queue 612 for cach worker core 620. In at least some embodigfent, a receive core 610 may
perform a layer 4 “flow-hash” technique on cach incoming pficket (similar to the per-flow
hashed multipath routing technique that may be used by edge router 104 as previously
described) to distribute the packets to the worker cores while ensuring that any particular
client connection (distinguished by its IP address and pgft) will be processed by the same worker
core 620. This means that cach worker core 620 mayf always see the same subset of the packets,
and eliminates contention on state data managedfby the worker core 620 so that no locks are
required. The pointers to the received packetgfnay be distributed across the worker queues 622
that the worker cores 620 continuously gfonitor for new input. The worker cores 620 are
responsible for managing the state (e.g #he assigned server node 130) for each connection, and
may perform UDP encapsulation or g€capsulation on the packet before forwarding the packet to
one of their outbound queucs 63 The transmit corcs 630 cycle through the worker core 620
outbound queues 632 and wryf the output packets to their corresponding NIC 1114 as they
appear on the queues 632.
[0209] Figure 26 ilJfistrates another example multicore packet processor implemented
according to the copf packet processing architecture that leverages DPDK technology for
processing data flghvs, according to at lcast some cmbodiments. The core packet processing
architecture mggf be implemented as a multicore packet processor according to a single producer

/ single congflmer paradigm. In at least some embodiments, in addition to processing the high-

cdicated to handling the packets for these other protocols. This worker core 620A may be

referred to as a "slow" worker core, since the processing of these packets generally happens at a
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slower rate than the client TCP flows, while the other worker cores 620B-620D that process only

the client TCP flows may be referred to as fast worker cores. The receive cores 610A and 610

the fast worker cores 620B through 620D so that the slow worker core 620A gan send packets to
each of the fast worker cores 620B through 620D, for example connectigh publishing packets.
The slow worker core 620A also has an outbound queue 632 feeding igfo each of transmit cores
630A and 630B.
[0210] In at least some embodiments, the third input queugf622 of cach fast worker core
620B through 620D is an output queue from the slow worffer core 620A. In at least some
embodiments, this third input queue 622 may, for examplegbe used for receiving and processing
connection publishing packets, each containing connecyfOn state information, by the fast worker
queues 620B through 620D. For at least some of thef connection publishing packets, there may
be no output to the transmit cores 630. Instead, ghc connection state information in the packets
may be consumed by the fast worker core 62Qf for example by updating the stored state for one
or more packet flows that the respective Jast worker core 620 maintains.  Thus, the output
queues from the slow worker core 6204#that input to the fast worker cores 620B through 620D
may provide a path other than an ing#lt queue 622 directly from a receive core 610 for updating
the fast worker cores’ stored state
[0211] In at least some emgfodiments, the multicore packet processors of Figures 25 and 26
may filter incoming packetgfind only process and output packets that are valid. For example, in

at least some embodimepf, the receive cores 610 may filter out packets that are of a protocol not

adgfess information for each packet and only accept packets that arc targeted at valid addresses

at are being load-balanced, discarding any other packets.
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Handling Border Gateway Protocol (BGP) data

[0212] In at least some embodiments, packet flows associated with a BGP client 1n and o

of the core architecture may be handled as follows. Since the NICs 1114A and 1114B argfot

bound to the Linux kernel, the TCP connection to the edge router 104 is intercepted f core
, which

passes the BGP packets up into Java space via output queue 634. These TCP packghs are further

architecture as illustrated in Figure 26 and processed by the slow worker core 62

elivered to the
BGP client, including processing by the Linux kemel to manage the TP connection and
effcctively translate the packets into a TCP stream. This design allowgfthe BGP client to be
written using standard Java TCP socket libraries.
[0213] Figure 27 illustrates processing of incoming BGP TCRfpackets by a load balancer
(LB) node process 650, according to at least some embodimentsff A packet from the edge router
104 arrives at the north-facing NIC 640 and goes into input glieue 640 for the receive core 652.
The receive core 652 reads the packet from the queue 640 Mentified the packet as a BGP packet,
and places the packet on an input queue 654 for the gbw worker core 656. The slow worker
core 656 validates the packet and places it on the JNJfoutput queue 658. INI packet receiver 660
reads the packet from the queue 658 via JNI, ghangles the source/destination addresses, and
writes the packet to a raw socket 644. The Ljflux kernel 646 receives the raw packet, handles it
according to the TCP protocol, and appegfs the payload data to the TCP socket InputStream.
The data from the packet is then delivergh to the Java TCP socket in the BGP client 662.

[0214] Figure 28 illustrates progfssing of outgoing BGP TCP packets by a load balancer
(LB) node process 650, accordingd to at least some embodiments. The BGP client 662 writes
data to a Java TCP socket of Lifiux kernel 646, The Linux kernel 646 handles the data according
to the TCP protocol and co

TCP packet(s) match a

erts the data into TCP packet(s). In at least some embodiments, the
x.x.x iptables rule. The TCP packet(s) are placed on an output queue
tfilter LOCAL OUT queue. A Java thread of JNI packet receiver 670
¢ 648 via JNI receives the TCP packet(s) and marks each NF_STOLEN to

648, for example a

make the ke 646 forget about thcm. The Java thrcad mangles the source/destination

the pgkets on the outbound queue 664 for the north-facing NIC 640 transmit core 666.

Trghsmit core 666 reads the TCP packets(s) from its input queue 664 and writes them to the
orth-facing NIC 640. The TCP packets are sent by NIC 640 the edge router 104
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Distributed load balancer simulation and testing

[0215] The load balancer described herein is a distributed system that requires the interactio
of many independent components (¢.g., routers, load balancer nodes, load balancer modgfes,
etc.). To perform testing of the distributed components, logic, and protocols, as welf as to
simulate scenarios such as node failures, message drops, and delays, embodimentyfof a test
system are described that enable the distributed load balancer to be run in a single gfocess where
the interactions can be tested without requiring the code to be deployed to myftiple hosts in a
complex network topology (e.g., a production network). To accompligh this, a software
mechanism referred to as a message bus is described that enables gfltiple load balancer
components to be configured and executed in or as a single process; yfe single process may be
executed on a single host system. The message bus mechanismyfallows the distributed load
balancer system to be tested as a single process, for example on gffingle host system, while to the
load balancer components (e.g., the load balancer nodes andfload balancer modules) it appears
that they are running on an actual production network.
[0216] The message bus provides a framework thgf allows the distributed load balancer to
run as a single process. Each of one or more meghage bus layers in the process simulates a
network (e.g., Ethernet) segment between compbnents of the distributed load balancer. The
software components of the distributed loadgbalancer system do not have to be written in a
special fashion to allow the componentyfto operate within the message bus environment.
Instcad, thc message bus framcwork gfovides a component (which may be referred to as a
message bus NIC or packet adapter) ghat intercepts the packets the components of the distributed
load balancer system produce, dffects the packets into the simulated network provided by a
message bus layer instead of jfto a real physical network, and delivers the packets to the target
components. The messagebus layers do not implement TCP/IP stack(s) for communications
between the componenyf. Instead, the message bus layers interface with the host system’s
operating system (OS$f and use the host system’s TCP/IP stack. The message bus layers leverage
the TCP/IP stack grovided by the OS to convert the TCP strcams that the clients and servers
expect to and fghm the individual packets that the message bus intercepts and delivers.

[0217] at least some embodiments, to interface with the message bus, load balancer

pagRets from the message bus simulated network environment instead of to and from a physical
etwork. A message bus NIC is a virtual network interface controller that attaches to the

message bus instead of to a physical network. Fach load balancer component that needs to
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communicate through thc message bus requires a least one message bus NIC. A message bus
NIC serves as a pipeline exit to the message bus and as a pipeline entrance to the componen
Components can instantiate multiple message bus network interfaces to cach message bus NIE.
[0218] A message bus network interface is a mechanism for components to attagh to a
message bus via a message bus NIC. A message bus network interface may be syngfymous to
an interface configuration (ifconfig) interface in Linux technology, with a differegfe being that
the message bus network interface attaches to the message bus instead of to a pfysical network.
A message bus network interface has an IP address, and sits on top of a megfge bus NIC. The
message bus network interface cxposes a packet source interface, whighl can be used by the
component to receive packets from the message bus, and a packet si terface that can be used
by the component to send packets into the message bus.

[0219] Each load balancer node processes individual networf packets that are delivered and
sent through an implementation of the packet source and paclgh sink interfaces. When running in
the message bus environment, these interfaces are implgfhented by the message bus network
interface that adds or removes the layer 2 Ethernet iyfaders (for the load balancer nodes that
expect this to be performed by the kernel network spfick). In a production environment as shown
in Figure 29, the implementation of the packetgource and packet sink interfaces receive and
transmit packets on an actual network interfgfe. In a message bus environment as shown in
Figure 30, the implementation of the paclgft source and packet sink interfaces receive packets
from and transmit packets onto a messagf bus laycer or laycers.

[0220] For the sake of simplicjfy, a message bus NIC and message bus interface may
collectively be referred to as a mgfsage bus packet adapter, or simply packet adapter. Sece, c.g.,
Figures 31 and 32.

[0221] Figure 29 illustggles a load balancing system that includes a distributed load balancer
700 in a production enyffonment, according to at least some embodiments. The load balancer
700 has been simplifyfd for this description. The load balancer 700 may connect to clients 742
on an external netyfork 740 via a border router 702 of a network installation such as a data center
that implemengf the load balancer 700. The load balancer 700 includes scveral types of
componentsfF at feast one edge router 704, two or more load balancer (LB) nodes 710, two or
more loggfbalancer (LB) modules 732 each implemented on a separate server node (not shown),
one opfmore networking components that form fabric 720 such as routers or switches, and in at

legfl some embodiments a configuration service 722. In at least some embodiments, each
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component of the load balancer 700 may be implemented as or on a separate computing device,
such as a commodity rack-mounted computing device.

[0222] Figure 30 illustrates a distributed load balancer test system 800 that incorporays a
message bus mechanism that enables multiple distributed load balancing system compogfnts to
be configured and executed in or as a single process, according to at least some embodyfnents, In
the load balancer 700 shown in Figure 29, each load balancer software componegh is installed
and executed on a separate computing device (c.g., the load balancer softwffre on the load
balancer nodes 710, and the load balancer modules 732 on the server nodegf. To enable these
load balancer software components to execute in a single process, cach Jad balancer software
component (shown as load balancer (LB) nodes 810 and load balangfr (LB) modules 832 in
Figure 30) may include code that abstracts the network connectivigh of the components so that
the packets in and out of the load balancer software compongflt can also be intercepted and
routed through the message bus mechanism instead of being sent and received on a physical
network.

[0223] In at least some embodiments, 1n the distrijflited load balancer test system 800, the
message bus mechanism does not implement TCBfstack(s) for communications between the
components. Instead, the message bus mechanighn interfaces with the host system’s operating
system (OS) and uses the host system’s TCP gack. In at icast some embodiments, the message
bus functionality ties in to the kernel (e.g. ghe Linux kernel) of the host system’s OS below the
uscr laycr via IP tables, a functionality g the kernel. The message bus functionality hooks into
the TP tables at the kernel level, interg€pts packets, and sends the packets up into the message bus
process for routing.

[0224] As shown by simulffied edge router 862 and simulated fabric 864 in Figure 30, the
functionality of the physicgl network components (e.g., the edge router 704 and fabric 720 in
Figure 29) may be simyfated in software, as can clients 860, servers 8§34, and configuration
service 866. Note, Pbwever, that in at least some embodiments actual rather than simulated
servers 834 may P€ used in the distributed load balancer test systems 800. The message bus
layers 850 in Bfgurc 30 replace the physical network infrastructurc. Thus, the load balancer
software cogfponents (load balancer nodes 810 and load balancer modules 832) may be run in
the load Jalancer test system 800 while unaware that they are not executing in a production

environment as shown in Figure 29,
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[0225] Some components (for example, simulated routers) may be connected to more than
one message bus layer 850 in order to pass packets to and receive packets from differe
message bus layers 850 that simulate network segments.

[0226] The message bus mechanism implemented in the message bus layers 850401 the

distributed load balancing test system 800 simulates the "wire" of a network segment. Jh at least

832) provides a MAC address to the message bus layer(s) 850 to which g is connected so that
the load balancer software component can receive packets that agf sent to it from other
components in the distributed load balancing test system 800.

Message bus packet adapters

[0227] Figures 31 and 32 illustratc message bus packet agfipters, according to at Icast some
embodiments. In at least some embodiments, each loagfbalancer (LB) software component
processes individual network packets that are deliveregfand sent through an implementation of
the PacketSource and PacketSink interfaces. Refgffing to Figure 31, when running in the
distributed load balancing test system 800, thesgfinterfaces (shown as packet source interface
862 and packet sink interface 864) may be igfplemented by a packet adapter 860 between the
message bus layer 850 and the load balanggt software component 870 that adds or removes the
layer 2 Ethernet headers for the load bpfancer software components 870 that expect this to be
performed by the kernel network stagfl. Tn the production environment as illustrated in Figure 29,
the implementation of PacketSougfe and PacketSink for the load balancer software components
receives and transmits the pack#ts on actual network interfaces of the physical devices on which
the components are implemgfited.

[0228] Referring to Pfgure 31, in at least some embodiments, when a load balancer software
component 870 trangyfits a packet, the thread of execution that calls a send packet method of
packet sink interfgfe 864 traverses a chain of functions within the packet adapter 860 and also

within the mesgfigc bus layer 850 to cventually deliver the packet to the destination component

dditional threads of its own to deliver packets.
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Message bus packet pipelines

[0229] Referring to Figure 32, in at least some embodiments, the message bus 850 side of t

packet source interface 862 and packet sink interface 864 provides a packet pipeline feagfre.

destination component 8§70°s input queue.
Example provider network environments
[0230] This section describes example provider netwgrk environments in which
embodiments of the distributed load balancing methods angfapparatus may be implemented.
However, these example provider network environments agf not intended to be limiting.

[0231] Figure 33A illustrates an example providgf network environment, according to at
least some embodiments. A provider network 1960 may provide resource virtualization to
clients via one or more virtualization services 19# that allow clients to access,_purchase, rent, or
otherwise obtain instances 1912 of virtughized resources, including but not limited to
computation and storage resources, implgfhented on devices within the provider network or
networks in one or more data centers. rivate IP addresses 1916 may be associated with the
resource instances 1912; the privatgf IP addresses are the internal network addresses of the
resource instances 1912 on the pfovider network 1900. In some embodiments, the provider
network 1900 may also providf public IP addresses 1914 and/or public IP address ranges (e.g.,
Internet Protocol version 441Pv4) or Internet Protocol version 6 (IPv6) addresscs) that clients
may obtain from the proyfder 1900.

[0232] Conventiggfally, the provider network 1900, via the virtualization services 1910, may
allow a client of ghe service provider (e.g., a client that operates client network 1950A) to

dynamically asghciate at lcast somc public IP addresses 1914 assigned or allocated to the clicnt

>source instances 1912 and public IP addresses 1914 provided by the service provider, a client
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of the scrvice provider such as the operator of client network 1950A may, for cxample,
implement client-specific applications and present the client’s applications on an intermedia
network 1940, such as the Internet. Other network entities 1920 on the intermediate nety
1940 may then generate traffic to a destination public IP address 1914 published by thgfclient
network 1950A; the traffic is routed to the service provider data center, and at the dagf center is
routed, via a network substrate, to the private IP address 1916 of the virtualizgfl computing
resource instance 1912 currently mapped to the destination public IP address Jf14. Similarly,
response traffic from the virtualized computing resource instance 1912 mayfbe routed via the
network substrate back onto the intermediate network 1940 to the source ity 1920.
[0233] Private 1P addresses, as used herein, refer to the inte network addresses of
resource instances in a provider network. Private IP addresses gfc only routable within the
provider network. Network traffic originating outside the providgl network is not directly routed
to private IP addresses; instead, the traffic uses public IP Addresses that are mapped to the
resource instances. The provider network may includgfnetwork devices or appliances that
provide network address translation (NAT) or similar ffictionality to perform the mapping from
public IP addresses to private IP addresses and vice

[0234] Public [P addresses, as used herein,

rsa.
Internet routable network addresses that are
assigned to resource instances, cither by the sgfvice provider or by the client. Traffic routed to a
public IP address is translated, for examgflc via 1:1 network address translation (NAT), and
forwarded to the respective private IP a. ‘rcss of a rcsource instance.

[0235] Some public IP addressegfmay be assigned by the provider network infrastructure to
particular resource instances; thegf public IP addresses may be referred to as standard public 1P
addresses, or simply standar addresses. In at least some embodiments, the mapping of a
standard IP address to afrivate IP address of a resource instance is the default launch
configuration for all a regburce instance types.

[0236] At least sgfne public IP addresses may be allocated to or obtained by clients of the
provider network J200; a client may then assign their allocated public IP addresses to particular
resource instangs allocated to the client. These public IP addresscs may be referred to as client
resses, or simply client IP addresses. Instead of being assigned by the provider
00 to resource instances as in the case of standard IP addresses, client IP addresses
assigned to resource instances by the clients, for example via an API provided by the
ice provider. Unlike standard IP addresses, client IP addresses are allocated to client

ccounts and can be remapped to other resource instances by the respective clients as necessary
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or desired. A client IP address 1s associated with a client’s account, not a particular resource

instance, and the client controls that IP address until the client chooses to release it. Unlik

associatcd with the client’s account. The client IP addresses, for cxample, cnable gfclicnt to
engineer around problems with the client’s resource instances or software by remapyfing client IP
addresses to replacement resource instances.
[0237] Figure 33B illustrates a distributed load balancer implementatyfn in an example
provider network environment as shown in Figure 33A, according to at leg#t some embodiments.
A provider network 1900 may provide a service 1910 to clients 1960, #Oor example a virtualized
storage service. The clients 1960 may access the service 1910, fgf example via one or more
APIs to the service 1910, to obtain usage of resources (e.g., stgfage resources or computation
resources) implemented on multiple server nodes 1990 in a groduction network portion of the
provider network 1900. Server nodes 1990 may each yplement a server (not shown), for
example a web server or application server, as well as g local load balancer (LB) module 1992.
One or more distributed load balancers 1980 mayfbe implemented in a load balancer layer
between the border network and the productiongfietwork. Border router(s) 1970 may receive
packets (e.g., TCP packets) in packet flows frghn clients 1960 via an intermediate network 1940
such as the Internet, and forward the pgfiets to the edge router(s) of the distributed load
balancer(s) 1980 via the border netwgfk. The packets may be targeted at the public IP
address(es) published by the edge rgffter(s) of the distributed load balancer(s) 1980. The edge
router of each distributed load Jalancer 1980 may distribute the packet flows among load
distributed load balancer 1980. In at least some embodiments,
each load balancer node thgf serves as an ingress node advertises the same public 1P address to
the edge router, and the gllge router distributes the packet flows from the clients 1960 among the
ingress servers accoyfing to a per-flow hashed multipath routing technique, for example an
cqual-cost multipgfh (ECMP) hashing tcchnique. The load balancer nodes may use the

connection proyfcol described herein to determine target server nodes 1990 for the packet flows

copfiections. The load balancer modules 1992 on the server nodes 1990 may make the decisions
5 to whether the respective scrvers on the server nodes 1960 accept connections. The load

balancer modules receive and decapsulate the packets from the ingress nodes, and send the
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decapsulated packets {(e.g., TCP packets) to the respective servers on the server nodes 1990. The
load balancer modules 1992 may also select load balancer nodes as egress nodes for the pack
flows, and encapsulate and send outgoing packets for the flows to the selected egress node
the production network. The egress nodes in turn decapsulate the packets and sgfd the
decapsulated packets onto the border network for delivery to the respective clients 196
[0238] Figure 34A illustrates an example physical rack implementation of thff distributed
load balancer and server nodes according to at least some embodiments, and is ngh intended to be
limiting. In at least some embodiments, various components of the distrilfited load balancer
may be implemented on or as commodity rack-mounted computing deyfces. Rack 190 may
include multiple computing devices cach serving as a load balanceg/node (LB nodes 110A-
110F}, and multiple computing devices each serving as a server nodgf(server nodes 130A-130L).
Rack 190 may also include at least one cdge router 104, one or ghiore rack-mounted nectworking
devices (routers, switches, etc.) that form fabric 120, and oy or more other components 180
(other networking devices, patch panels, power supplicgf cooling systems, busses, etc.). A
network 100 installation such as a data center or centegf that implement provider network 1900
of Figures 33A and 33B may include one or more ragls 190.

[0239] Figure 34B illustrates another exgfiple physical rack implementation of the
distributed load balancer and scrver nodes agfOrding to at least some embodiments, and is not
intended to be limiting. Figure 34B showsghe LB nodes 110 and server nodes 130 implemented
as slot-mountcd computing devices, for gkample blade servers, in rack 190.

10240] Figure 35 illustrates an eyfimple networking environment in which one, two or more
distributed load balancers may bgfimplemented in a network, with the server nodes separately
implemented, according to at JLast some embodiments. In this example, two distributed load
balancers 1980A and 1980 are shown. The distributed load balancers 1980 cach may receive
packet flows from cliengf'1960 via the border network and perform the load balancing methods
described hercin to ghstribute the packet flows across multiple server nodes 1990. In some
implementations, ghich distributed load balancer 1980 may be a rack implementation similar to
the racks 190 sfown in Figurcs 34A and 34B, but without the server nodes installed in the load

5. The server nodes 1990 may be rack-mounted computing devices such as Blade

negfork, with each service fronted by a different one or more of the load balancers 1980.
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Illustrative system

[0241] In at least some embodiments, a server that implements a portion or all of t

distributed load balancing methods and apparatus as described herein may include a gengfal-

accessible media, such as computer system 2000 illustrated in Figure 36. In the Mlustrated
embodiment, computer system 2000 includes one or more processors 2010 couplegfto a system
memory 2020 via an input/output (I/0) interface 2030. Computer system 2000 ffither includes a
network interface 2040 coupled to /O interface 2030.

[0242] In various embodiments, computer system 2000 may be gfuniprocessor system
including one processor 2010, or a multiprocessor system includingfSeveral processors 2010
(c.g., two, four, eight, or another suitable number). Processorsf2010 may be any suitable
processors capable of executing instructions. For example, in vgious embodiments, processors
2010 may be general-purpose or embedded processors i

instruction set architectures (ISAs), such as the x86, PowgfPC, SPARC, or MIPS ISAs, or any

lementing any of a variety of

other suitable ISA. In multiprocessor systems, each offrocessors 2010 may commonly, but not
necessarily, implement the same ISA.

[0243] System memory 2020 may be configyfed to store instructions and data accessible by
processor(s) 2010. In various embodiments, #fystern memory 2020 may be implemented using
any suitable memory technology, such as gatic random access memory (SRAM), synchronous
dynamic RAM (SDRAM), nonvolatile/Plash-type memory, or any other type of memory. In the
illustrated embodiment, program igftructions and data implementing one or more desired
functions, such as those methodsfMlechniques, and data described above for the distributed load
balancing methods and appar:

and data 2026.

s, are shown stored within system memory 2020 as code 2024

[0244] In one embogfment, I/O interface 2030 may be configured to coordinate 1/0 traffic
between processor 210, system memory 2020, and any peripheral devices in the device,
including networ

interface 2030

interface 2040 or other peripheral interfaces. In some embodiments, I/O

ay perform any nccessary protocol, timing or other data transformations to

of fle Peripheral Component Interconnect (PCI) bus standard or the Universal Serial Bus (USB)

andard, for example. In some embodiments, the function of I/O nterface 2030 may be split
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into two or more scparatc components, such as a noith bridge and a south bridge, for example.
Also, in some embodiments some or all of the functionality of I/O interface 2030, such as &
interface to system memory 2020, may be incorporated directly into processor 2010.

[0245]  Network interface 2040 may be configured to allow data to be exchanged bfftween
computer system 2000 and other devices 2060 attached to a network or networks 205, such as
other computer systems or devices as illustrated in Figures 1 through 35, for examp)f. In various
embodiments, network interface 2040 may support communication via any syftable wired or
wireless general data networks, such as types of Ethernet network, for exaggple. Additionally,
network interface 2040 may support communication via telecommunicatighs/telephony networks
such as analog voice networks or digital fiber communications neffvorks, via storage area
networks such as Fibre Channel SANS, or via any other suitable typgff network and/or protocol.
[0246] In some embodiments, system memory 2020 may be ghe embodiment of a computer-
accessible medium configured to store program instructiongfand data as described above for
Figures 1 through 35 for implementing embodiments of# distributed load balancing system.
However, in other embodiments, program instructiong and/or data may be received, sent or
stored upon different types of computer-accessiblgfmedia.  Generally speaking, a computer-
accessible medium may include non-transitory stgfage media or memory media such as magnetic
or optical media, ¢.g., disk or DVD/CD coupled to computer system 2000 via I/O interface 2030.
A non-transitory computer-accessible storggbe medium may also include any volatile or non-
volatilc media such as RAM (c.g. SD , DDR SDRAM, RDRAM, SRAM, ctc.), ROM, ctc,
that may be included in some embodyhents of computer system 2000 as system memory 2020 or
another type of memory. Furthgf, a computer-accessible medium may include transmission
media or signals such as ¢jfctrical, electromagnetic, or digital signals, conveyed via a
communication medium sughl as a network and/or a wireless link, such as may be implemented
via network interface 20

[0247] Embodiments#t the disclosure can be described in view of the following clauses:

erein the plurality of load balancer nodes is configured to distribute packet flows from
one or more clients among the plurality of server nodes, wherein, to distribute the
packet flows among the plurality of server nodes, the plurality of load balancer

nodes 1s configured to:
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select server nodes from among the plurality of server nodes to receive
connection requests for the packet flows from the clients; and
send the connection requests to the selected scrver nodes;

wherein the load balancer module on each server node is configured to:

Ch

receive a conncction request for a packet flow from onc of the pluralyfy of load

balancer nodes;

10 balancer nodes to establish a connection for thggbacket flow between the

respective client and the respective server.

2. The distributed load balancer system as recited igfclause 1, further comprising a
router configured to distribute the packet flows from the one g more clients among the plurality
of load balancer nodes according to a hashed multipath royffng technique.

15 3. The distributed load balancer system as gfcited in clause 1, wherein, to determine
if the connection is to be accepted by the server on glie server node, the load balancer module is
configured to analyze onc or more current resoyfice usage metrics of the server on the server
node to determine if the server can accept gfe connection, wherein the one or more current
resource usage metrics include one or morgfof CPU utilization, bandwidth consumption, server

20 Ilatency, and number of established conng€tions.

4. The distributed load tyflancer system as recited in clause 1, wherein the plurality
of load balancer nodes 1s further gbnfigured to select the server nodes from among the plurality
of server nodes to receive the ection requests according to a random selection technique.

5. The distribugfd load balancer system as recited in clause 1, wherein the plurality

25  of load balancer nodes s further configured to select another server node from among the
plurality of server nglies to receive a rejected connection requests and send the connection
request to the otheyfServer node.

6. ¢ distributed load balancer system as recited in clause 1, wherein each packet
flow 1s a Tgansmission Control Protocol (TCP) packet flow, and wherein each connection

30  establishgfl between a client and a server 1s a TCP connection,

The distributed load balancer system as recited in clause 1, wherein cach
copfiection established between a client and a server originates at the client, passes through one
more of the plurality of load balancer nodes, and is terminated by the server.

8. A method, comprising:
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performing, by onc or more of a plurality of load balancer nodes:
receiving a packet in a packet flow for a client; and
sending a connection request for the packet flow to a server node selected
among a plurality of server nodes;
performing, by the sclected server node:
determining if a server on the server node can or cannot accept the cglinection;
rejecting the connection request upon determining that the servgh cannot accept
the connection; and
accepting the connection request upon determining that thgfserver can accept the
connection.
9. The method as recited in clause 8, wherein said accgffting the connection request
compriscs the sclected server node cooperating with the one gf more load balancer nodes to
establish a connection between the respective client and the rgfpective server for the packet flow,
10.  The method as recited in clause 9, wherggh the packet flow is a Transmission
Control Protocol (TCP) packet flow, and wherein the gfnnection established between the client
and the server is a TCP connection.

11, The method as recited in clause 9fwherein the established connection originates
at the client, passes through one of the pluraligf of load balancer nodes, and is terminated by the
server.

12. The method as recited igfclause 8, wherein the packet is received from a router
that distributes packet flows from ongfor more clients among the plurality of load balancer nodes
according to a hashed multipath r

13. The method asfecited in clause 8, wherein said determining if a server on the
server node can or cannojfaccept the connection comprises analyzing one or more current
resource usage metrics gffthe server to determine if the server can accept the connection.

14, The myfthod as recited in clause 8, further comprising the one or more load
balancer nodes selgfting the server node from among the plurality of server nodes according to a
technique.

The method as recited in clause 8, further comprising, if the sclected server node
connection request, the one or more load balancer nodes sending the connection
requegf to another server node sclected from among the plurality of server nodes.

16, A non-transitory computer-accessible storage medium storing program
fstructions computer-executable to implement a load balancer module on each of a plurality of

server nodes, each load balancer module operable to:
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receive, from one of a plurality of load balancer nodes, a connection request for a packet

flow from a client;

determine if a server on the server node can or cannot accept the connection;

reject the connection request upon determining that the server cannot accgft the

connection; and

communicate with the load balancer node and with the server to establish £ connection

between the client and the server for the packet flow upon deteyfnining that the
server can accept the connection,

17.  The non-transitory computer-accessible storage medium agfrecited in clause 16,
wherein, to determine if a server on the server node can or cannot accepf the connection, the load
balancer module is operable to analyze one or more current resourcgfusage metrics of the server
to determinc if the server can accept the conncction.

18.  The non-transitory computer-accessible storagf medium as recited in clause 17,
wherein the one or more current resource usage metrics ingfude one or more of CPU utilization,
bandwidth consumption, server latency, and number of g8tablished connections.

19.  The non-transitory computer-accessifc storage medium as recited in clause 16,
wherein the program instructions are further gfomputer-executable to implement the load
balancer node randomly selecting the server gbde from among the plurality of server nodes to
receive the connection request.

20.  The non-transitory compyfler-accessible storage medium as recited in clause 16,
wherein, to reject the connection regfest, the load balancer module is operable to decrement a
time to live (TTL) counter in the gfnnection request and return the connection request to the load
balancer node, wherein the prgfram instructions are further computer-executable to implement
the load balancer node:

checking the TTT/ounter in the returned connection request;

Conclusion

[0248] Various embodiments may further include receiving, sending or storing instructions

and/oyfdata implemented in accordance with the foregoing description upon a computer-

acgfssible medium. Generally speaking, a computer-accessible medium may include storage
edia or memory media such as magnetic or optical media, e.g., disk or DVD/CD-ROM,

volatile or non-volatile media such as RAM (c.g. SDRAM, DDR, RDRAM, SRAM, ctc.), ROM,
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etc, as well as transmission media or signals such as clectrical, clectromagnetic, or digital
signals, conveyed via a communication medium such as network and/or a wireless link.

[0249]  The various methods as illustrated in the Figures and described herein repreglnt
exemplary embodiments of methods. The methods may be implemented in software, hagfiware,
or a combination thereof. The order of method may be changed, and various clemeng8 may be
added, reordered, combined, omitted, modified, etc.

10250] Various modifications and changes may be made as would be obvjfus to a person
skilled in the art having the benefit of this disclosure. It is intended tgfembrace all such

modifications and changes and, accordingly, the above description be regarded in an

1llustrative rather than a restrictive sense.




WO 2014/172300 PCT/US2014/034428
WHAT 1S CLAIMED IS:

i, A distributed load balancer system, comprising:

a plurality of load balancer nodes; and

wh

a plurality of scrver nodces cach comprising a scrver and a load balancer modul
wherein the plurality of load balancer nodes is configured to distribute paclgt flows from
one or more clients among the plurality of server nodes, whereingfo distribute the
packet flows among the plurality of server nodes, the pluraly®y of load balancer
nodes is configured to:
10 select server nodes from among the plurality of glrver nodes to reccive
connection requests for the packet flows fromyfhe clients; and
scnd the connection requests to the sclected serveghodes;
wherein the load balancer module on each server nodegs configured to:
receive a connection request for a packet ow from one of the plurality of load
15 balancer nodes;
determine if the connection is to be agfepted by the server on the server node;
if the server cannot accept the conglection, reject the connection request; and
if the server can accept the ghnnection, cooperate with the plurality of load
balancer nodes to egfiblish a connection for the packet flow between the
20 respective client gfld the respective server.
2. The distributed logll balancer system as recited in claim 1, further comprising a
router configured to distribute e packet flows from the one or more clients among the plurality
of load balancer nodes accgfing to a hashed multipath routing technique.
25
3, The djffiributed load balancer system as recited in claim 1, wherein, to determine
if the connection jf to be accepted by the server on the server node, the load balancer module is
configured to ghalyze one or more current resource usage metrics of the server on the server
ine if the server can accept the connection, wherein the one or more current

30  resourcefsage metrics include one or more of CPU utilization, bandwidth consumption, server

4. The distributed load balancer system as recited in claim 1, wherein the plurality

of load balancer nodes 18 further configured to sclect another server node from among the
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plurality of server nodes to receive a rejected connection requests and send the connection

request to the other server node.

or more of the plurality of load balancer nodes, and is terminated by the server.

6. A method, comprising:
performing, by one or more of a plurality of load balancer nodes:
receiving a packet in a packet flow for a client; and
sending a connection request for the packet flow tof server node selected from
among a plurality of server nodcs;
performing, by the selected server node:
determining if a server on the server node cgfl or cannot accept the connection;
rejecting the connection request upon dgfermining that the server cannot accept
the connection; and
accepting the connection request yfon determining that the server can accept the
connection.
7. The method as recited ing€laim 6, wherein said accepting the connection request
comprises the selected server node gooperating with the one or more load balancer nodes to
establish a connection between thgfrespective client and the respective server for the packet flow.
8. The method g8 recited in claim 7, wherein the established connection originates at
the client, passes througyf one of the plurality of load balancer nodes, and is terminated by the

SCrver,

e method as recited in claim 6, wherein the packet is received from a router
that distribugfs packet flows from one or more clients among the plurality of load balancer nodes

accordingfto a hashed multipath routing technique.

10.  The method as recited in claim 6, wherein said determining if a server on the
rver node can or cannot accept the connection comprises analyzing one or more current

resource usage metrics of the server to determine if the server can accept the connection.
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11.  The method as recited in claim 6, further comprising, if the selected server no
rejects the conmnection request, the one or more load balancer nodes sending the connegfion

request to another server node selected from among the plurality of server nodes.

12, A load balancer system comprising:

a plurality of server nodes each comprising a server and a load balancer gfodule;

wherein the load balancer module is configured to:
receive, from one of a plurality of load balancer nodes, a cghnection request for a
packet flow from a client;
determine if the server on the server node can or canght accept the connection;
reject the connection request upon determining tyfat the server cannot accept the
connection; and
communicate with the load balancer nodgf and with the server to establish a
connection between the client and the seyfer for the packet flow upon determining

that the server can accept the connectjfn.

13. The load balancer system as regfted in claim 12, wherein, to determine if a server
on the server node can or cannot accept thgfconnection, the load balancer module is operable to
analyze one or more current resource yfage metrics of the server to determine if the server can

accept the connection.

14.  The load balangfr system as recited in claim 13, wherein the one or more current
resource usage metrics incfde one or more of CPU utilization, bandwidth consumption, server

latency, and number of gftablished connections.

15. Thgfload balancer system as recited in claim 12, wherein, to reject the connection
request, the loghl balancer module is operable to decrement a time to live (TTL) counter in the
connection gequest and return the connection request to the load balancer node, wherein the
programghstructions are further computer-executable to implement the load balancer node:
checking the TTL counter in the returned connection request;
if the TTL counter is above a threshold, selecting another server node from among the

plurality of server nodes to receive the connection request; and

if the TTL counter is at or below the threshold, dropping the connection request.
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TITLE: DISTRIBUTED LOAD BALANCER

BACKGROUND

[0001] Conventional load balancers are typically singledidated boxes that include
multiple network interface controllers (NICs), fexample eight NICs, with some of the NICs
handling inbound traffic from/outbound traffic téents and the other NICs handling outbound
traffic from/inbound traffic to the host devicesdg servers such as web servers) that are being
load balanced. Bandwidth or throughput on theswegational load balancers is typically in the
range of 40 Gigabits per second (Gbps) on thetctigle and 40 Gbps on the server side. As the
scale and scope of network-based applications atdionk-based services such as cloud
computing services have increased, data centershowse hundreds or even thousands of host
devices (e.g., web servers) that need to be lokhded. Conventional load balancers may not
scale well in such environments.
[0002] Further, conventional load balancers typically usEhniques such as max
connections (or max conns), round robin, and/ostleannections (least conns) applied to data
collected from the host devices to select which desice will handle a connection. In addition,
conventional load balancers typically serve as ipi0 the host devices that they front and thus
terminate connections (e.g., Transmission Controtd@ol (TCP) connections) from the clients
and send the client traffic to the host devicesT@# connections established between the host
devices and the load balancer. Thus, a host dewidea client do not communicate over a direct
TCP connection when using these conventional |@dahloers.

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] Figure 1 is a block diagram of an example disteddutoad balancing system,
according to at least some embodiments.
[0004] Figure 2 is a high-level flowchart of a load bali@gc method that may be
implemented by the distributed load balancer systéririgure 1, according to at least some
embodiments.
[0005] Figure 3 shows an example load balancer nodenbhtdes ingress, egress, and flow
tracker components, according to at least some dimiemts.
[0006] Figure 4 illustrates routing and packet flow in thstributed load balancer, according
to at least some embodiments.
[0007] Figure 5 illustrates advertising ingress nodeshddge router, according to at least

some embodiments.
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[0008] Figure 6 is a flowchart of a multipath routing math according to at least some
embodiments.

[0009] Figure 7 graphically illustrates asymmetric packetv, according to at least some
embodiments.

[0010] Figure 8 illustrates packet flow in the distributedd balancing system, according to
at least some embodiments.

[0011] Figures 9A and 9B provide a flowchart of packetiowhen establishing connections
in the distributed load balancing system, accordingt least some embodiments.

[0012] Figures 10A through 10G illustrate packet flow he tdistributed load balancing
system, according to at least some embodiments.

[0013] Figures 11A through 11D illustrate the handlingegénts that effect membership in
the load balancer node consistent hash ring, aicgptd at least some embodiments.

[0014] Figure 12 is a high-level flowchart of a health dhenethod that may be performed
by each load balancer node according to a heakdckcinterval, according to at least some
embodiments.

[0015] Figure 13 illustrates a method for health checlkarigad balancer node from another
load balancer node, according to at least some éimients.

[0016] Figure 14 graphically illustrates a load balancede health checking one or more
other load balancer nodes, according to at leasesmbodiments.

[0017] Figure 15 illustrates the load balancer nodes heelitecking the server nodes,
according to at least some embodiments.

[0018] Figure 16 graphically illustrates a view of health another node that may be
maintained by a load balancer node 110, accordirg least some embodiments.

[0019] Figure 17 illustrates health information that mayrbaintained by each load balancer
node, according to at least some embodiments.

[0020] Figures 18A and 18B illustrate handling a load be¢at node failure, according to at
least some embodiments.

[0021] Figures 19A and 19B graphically illustrate a coriwec publishing technique,
according to at least some embodiments.

[0022] Figure 20 is a high-level flowchart of a connectublishing method that may be

performed by each load balancer module, accordirag keast some embodiments.
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[0023] Figure 21 is a flowchart of a method for distrilmgti the active connection
information received in a connection publishingkEdo target load balancer nodes, according
to at least some embodiments.

[0024] Figure 22 illustrates an alternative method fortridbsting the active connection
information received in a connection publishing kgdo target load balancer nodes, according
to at least some embodiments.

[0025] Figure 23 illustrates example software stack aechiire for a load balancer node
according to at least some embodiments.

[0026] Figure 24 illustrates aspects of core packet psigdechnology that may be used in
embodiments.

[0027] Figure 25 illustrates an example multicore packetgssor for processing data flows
on the load balancer nodes, according to at leasé £mbodiments.

[0028] Figure 26 illustrates another example multicorekpaprocessor for processing data
flows on the load balancer nodes, according teagtlsome embodiments.

[0029] Figure 27 illustrates processing of incoming pashst a load balancer node process,
according to at least some embodiments.

[0030] Figure 28 illustrates processing of outgoing paxkst a load balancer node process,
according to at least some embodiments.

[0031] Figure 29 illustrates a load balancing system ith@tides a distributed load balancer
in a production environment, according to at lsashe embodiments.

[0032] Figure 30 illustrates a distributed load balancest tsystem that incorporates a
message bus mechanism that enables multiple disgddoad balancing system components to
be configured and executed in or as a single pspeesording to at least some embodiments.
[0033] Figures 31 and 32 illustrate message bus packgitexdaand packet pipelines,
according to at least some embodiments.

[0034] Figure 33A illustrates an example provider netwemkironment, according to at least
some embodiments.

[0035] Figure 33B illustrates a distributed load balanteplementation in an example
provider network environment as shown in Figure 38¢cording to at least some embodiments.
[0036] Figure 34A illustrates an example physical rack langentation of the distributed
load balancer and server nodes according to dtdease embodiments.

[0037] Figure 34B Iillustrates another example physicalk ramplementation of the

distributed load balancer and server nodes acaptdiat least some embodiments.
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[0038] Figure 35 illustrates an example networking enviment in which one, two or more
distributed load balancers are implemented in awowt, according to at least some
embodiments.
[0039] Figure 36 is a block diagram illustrating an exaenpbmputer system that may be
used in some embodiments.
[0040] While embodiments are described herein by way afrgpte for several embodiments
and illustrative drawings, those skilled in the it recognize that embodiments are not limited
to the embodiments or drawings described. It shdad understood, that the drawings and
detailed description thereto are not intended toitliembodiments to the particular form
disclosed, but on the contrary, the intention isctiver all modifications, equivalents and
alternatives falling within the spirit and scopedagined by the appended claims. The headings
used herein are for organizational purposes ondlyaaa not meant to be used to limit the scope
of the description or the claims. As used throughbis application, the word “may” is used in a
permissive sense (i.e., meaning having the potetajarather than the mandatory sense (i.e.,
meaning must). Similarly, the words “include”, €inding”, and “includes” mean including, but
not limited to.

DETAILED DESCRIPTION
[0041] Various embodiments of methods and systems forildiséd load balancing in
network environments are described. Embodiments diktributed load balancing method and
system are described that may be implemented dogotol embodiments of a distributed load
balancer in various network environments. Embodis@f the distributed load balancer may,
for example, be used to facilitate and maintainkpaflows, for example Transmission Control
Protocol (TCP) technology packet flows, betweeent on an external network such as the
Internet and destinations, typically servers (eageb servers, application servers, data servers,
etc.) on a local network, such as a provider nekvi®00 as illustrated in Figures 33A and 33B.
While embodiments are primarily described hereimelation to processing TCP packet flows,
note that embodiments may be applied to other datamunications protocols than TCP, and to
other applications than processing packet flows.
[0042] The distributed load balancer may act to facilitatel maintain TCP packet flows
between particular clients and selected servegs, (@eb servers). However, the distributed load
balancer does not terminate the TCP flows fromdients and does not act as a proxy to the
servers as is done in conventional load balancdmstead, the load balancer nodes of the

distributed load balancer route TCP packets redefk@n the clients to target servers, and the

4



10

15

20

25

30

servers use their TCP stacks to manage the TCRecbons to the clients. In other words, the
servers terminate the TCP packet flows from thentd.

[0043] In addition, instead of the load balancer node(aking decisions as to which server
will service a connection request based on a laddnising technique or algorithm applied to
information collected from the servers as is daneanventional load balancer technology, the
load balancer nodes may randomly select a servezc®ive a new connection request, and a
component of the distributed load balancer thadesson the server node makes the decision
locally as to whether the selected server will ptoe reject the new connection request based on
one or more metrics of the current status of tepeetive server. Thus, the decisions as to which
servers are to accept connection requests is miowedthe load balancer node(s) to the server
nodes that will be handling the connections. Ineotwords, the decision is moved closer to
where and when the connection request will be sedvi

[0044] To facilitate and maintain the packet flows betwdba clients and the servers,
embodiments of the distributed load balancer mapleynvarious techniques or technologies
including but not limited to multipath routing tewblogy, consistent hashing technology,
distributed hash table (DHT) technology, Border é®aty Protocol (BGP) technology,
membership tracking, health checking, connectiobliphing, and packet encapsulation and
decapsulation. These as well as other aspectieoflistributed load balancing system are
described below in relation to the Figures.

Distributed load balancing system

[0045] Figure 1 is a block diagram of an example distebdutoad balancing system,

according to at least some embodiments. Embodsraihe distributed load balancer may be
implemented in a network 100, for example a pravigetwork 1900 of a service provider as
illustrated in Figures 33A and 33B. As a high-leseerview of client packet handling in the

distributed load balancer system, one or more ti@60 of the network 100 may connect to a
border router 102 of the network 100, for exampke an external network 150 such as the
Internet. The border router 102 may route inconpagkets (e.g., TCP packets) from clients 160
to an edge router 104 component of the distributedl balancer that routes the incoming
packets to the load balancer (LB) nodes 110 irad lmalancer node layer of the distributed load
balancer system. In at least some embodimentsedige router 104 may make the routing
decisions according to a per-flow hashed multipathing technique, for example an equal-cost
multipath (ECMP) hashing technique. The load be#amodes 110 in turn encapsulate the

packets (e.g., according to User Datagram Proi@oP)) and route the encapsulated packets to
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the local load balancer modules 132 on the servée$ 130 via a network fabric 120 (e.g., an L3
network) on network 100. The fabric 120 may inelughe or more networking devices or
components including but not limited to switchesjters, and cables. On the server nodes 130,
the local load balancer modules 132 decapsulatpdhkets and send the client TCP packets to
the TCP stacks of the servers 134. The server®t3he server nodes 130 then use their TCP
stacks to manage the connections to the clients 160

[0046] Figure 2 is a high-level flowchart of a load bali@gc method that may be
implemented by the distributed load balancer systéririgure 1, according to at least some
embodiments. Embodiments of the distributed loathricer system may not solve the hard
problem of assigning load among multiple destimetiqe.g., web servers) as is done in
conventional load balancers. For example, conweatiload balancers typically use techniques
or algorithms such as max connections, round raid/or least connections techniques to select
which server should handle a connection. Howeverse techniques have drawbacks, and in
particular are difficult to perform successfully andistributed system where the data used to
make load balancing decisions is often almost imately stale. In at least some embodiments
of the distributed load balancer system, insteacttdmpting to select a server node 130 to
satisfy a connection request using one or morénefldad balancing techniques as is done in
conventional load balancers, a load balancer nddeid the load balancer node layer may
randomly determine a server node 130 to receivsgaeast for a client connection. If that server
node 130 considers itself overloaded, the servde A30 may send the connection request back
to the load balancer node 110 thus informing tlael loalancer node 110 that the server node 130
cannot currently handle the connection. The loathrizer node layer may then randomly
determine another server node 130 to receive theembion request, or alternatively may return
an error message to the requesting client 160feonmthe client 160 that the connection cannot
currently be established.

[0047] As indicated at 10 of Figure 2, the load balanaedenlayer of the distributed load
balancer system receives a request for a commioncsgssion (e.g., a TCP connection) from a
source. The source may, for example, be a clié@tah an external network 150 to the network
100 that implements the distributed load balangstesn. In at least some embodiments, the
request may be received from the client 160 atrddyaouter 102 of the network 100, and routed
to an edge router 104 that routes the incoming gtadio the load balancer (LB) nodes 110 in a

load balancer node layer, for example using a lper-Bqual-cost multipath (ECMP) hashing
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technique to pseudorandomly select a load balameée 110 to which a particular connection
request from a client 160 is to be routed.

[0048] As indicated at 20, the load balancer node layedamly selects a destination node
and forwards the connection request to the sela#stination node. The destination node may,
for example, be one of a plurality of server noii@® fronted by the load balancer. In at least
some embodiments, a load balancer node 110 inodtkebalancer layer may randomly select a
server node 130 to receive a connection requesh famong all known server nodes 130.
However, other methods than purely random seledtmm among all known server nodes 130
may be used in some embodiments to select serdesriB0 to receive the connection requests.
For example, in some embodiments, information ablmeiserver nodes 130 may be used by the
load balancer nodes 110 to weight the random sefeof server nodes 130. As an example, if
the load balancer nodes 110 know that differenteserodes 130 are different types of devices or
are configured with different CPUs and thus havHedint capabilities or capacities, the
information may be used to bias the random selet¢bwards (or away from) particular type(s)
or configuration(s) of server node 130.

[0049] As indicated at 30, the destination node determiifedt can accept the
communications session. In at least some embod#narocal load balancer (LB) module 132
on the server node 130 determines if the respestweer 134 on the server node 130 can accept
the new connection based on one or more metriteeoturrent status of the respective server
134.

[0050] At 40, if the connection request is accepted, tagnndicated at 50 the destination
node informs the load balancer node layer thaddstination node can handle the connection.
As indicated at 60, a communications session ia #sablished between the source (e.g., a
client 160) and the destination node (e.g., a setdd on a server node 130) via the load
balancer node layer. In at least some embodim#r@server 134 on the server node 130 uses a
TCP stack to manage the connection to the cliedt 16

[0051] At 40, if the connection request is not acceptieentas indicated at 70 the destination
node notifies the load balancer node layer, andrtethod may return to element 20. The load
balancer node layer may then randomly select anatbstination node at 20, or alternatively
may inform the requesting client 160 that the catioa cannot currently be established. Note
that the client 160 may, but does not necessagltibmit the connection request to begin the

method again at element 10.
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[0052] Referring again to Figure 1, at least some embadisnef the distributed load
balancer system may use commodity hardware to rdigst traffic received at an edge router
104 on network 100 to server nodes 130 on the mktd@0. At least some embodiments of the
distributed load balancer may include a load baamode layer that includes multiple load
balancer nodes 110. In at least some embodimeat$, load balancer node 110 may serve in
one or more of multiple roles in the load balantede layer. These roles of the load balancer
nodes 110 may include the roles of an ingress renik egress node, and a flow tracker node (as
a primary flow tracker or a secondary flow trackaer a given packet flow). In at least some
embodiments, each load balancer node 110 may dermepted in the load balancer node layer
as or on a separate computing device, such as madity rack-mounted computing device. In
at least some embodiments, each load balancerXidenay serve in each of the three roles of
ingress node, egress node, and flow tracker nasla @imary or secondary flow tracker for a
packet flow), with the load balancer node 110 galheserving in only one (but possibly in two
or three) of the roles for particular packet flowdNote, however, that in at least some
embodiments, a load balancer node 110 is not atldweserve as both the primary flow tracker
and the secondary flow tracker for a particulaikgadlow. Alternatively, in some embodiments,
each load balancer node 110 may serve in only értbeothree roles. In this embodiment,
separate sets of computing devices may be implademt the load balancer node layer
specifically as ingress nodes, egress nodes, andifacker nodes.

[0053] In at least some embodiments, consistent hashidgamsistent hash ring technology
may be applied to determine the primary and seagrittav trackers for the packet flows. Each
packet flow from a client may be uniquely identfidor example by a 4-tuple consisting of: the
client IP address, client port, server (publicladdress, and server port. This identifier may be
abbreviated as CP or CcPp indicating the client ulolic endpoint pair. Packets associated
with any given TCP flow (or CP pair) can appearaoy load balancer node 110 operating as an
ingress server 112 due to the hashed multipath, B@VP) flow distribution from the edge
router 104. Consistent hashing is used so that \ahgaicket arrives at a load balancer node 110
serving as an ingress node, the ingress node danrdee which load balancer node 110 is
responsible for maintaining the state for the padkav (i.e., the primary flow tracker node).
The CP pair may be hashed by the ingress nodeaictinsistent hash ring to determine which
load balancer node 110 is responsible for mainmtgistate information for the packet flow. The
node 110 determined according to the consisterit bhthe CP pair for the packet flow in the

consistent hash ring is the node 110 that servéiseaprimary flow tracker for the packet flow.
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In at least some embodiments, the successor nodeeirtonsistent hash ring serves as the
secondary flow tracker for the packet flow.

[0054] Figure 3 shows an example load balancer (LB) ndd® that includes components
that implement all three roles (ingress, egressd, flow tracker), according to at least some
embodiments. In this example, an ingress serv2rcbimponent performs the ingress role of
receiving inbound TCP packets from client(s) anddsgy the TCP packets as encapsulated
packets to the server(s). An egress server 114anemt performs the egress role of receiving
outbound encapsulated packets from the server(ssamding the decapsulated TCP packets on
to the client(s). A flow tracker 116 componentfpens as a primary or secondary flow tracker
for one or more packet flows that are establishetdiden the client(s) 160 and the server(s) 134.
The ingress server 112 may also communicate walfldw tracker 116 on load balancer node
110, or with the flow tracker 116 on another loatabhcer node 110 to initiate a TCP connection
between a client and one of the servers 134 iroresgpto a connection request received from the
respective client 160, or to obtain mapping infaiorafor the packet flow. If the ingress server
does

Load balancer nodes

[0055] Referring again to Figure 1, in at least some enmbents, the load balancer nodes
110 in the load balancer node layer receive chieaftic (packets, e.g. TCP packets) from one or
more routers 104 on the network and encapsulatpdbkets according to a protocol (e.g., the
User Datagram Protocol (UDP)) used by the distedubad balancer system on the fabric 120.
The load balancer node layer then forwards the pmutated packets to the destination server
nodes 130 over fabric 120. Each server node 18ludes a local module 132 that is a
component of the load balancer system. The motlBBmay be referred to herein as a load
balancer module or simply LB module, and may belemgnted in software, hardware, or a
combination thereof on the server node 130. Atheserver node 130, the respective load
balancer module 132 decapsulates the packets andd fge TCP packets to a local TCP stack
for normal TCP processing. In at least some emmbedis, the load balancer node layer may
maintain state information for every client-servi€€P flow; however, the load balancer nodes
110 in the load balancer node layer may not in&ranything about the TCP flow. Each flow is
managed between the server 134 on the respectiver seode 130 and the client 160. The
distributed load balancer system insures that tG® Ppackets arrive at the correct destination

server 134. The load balancer module 132 at eanlersnode 130 makes the decision as to
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whether the respective server 134 will accept mctea new connection in response to a client
connection request received from a load balancee 14.0.

[0056] In at least some embodiments, the distributed lbathncing system may use
consistent hashing technology to, for example, rdetee which load balancer node(s) 110
should remember which server node 130 is respanfibla particular TCP packet flow. Using
consistent hashing technology, the load balancde$d10 in the load balancer node layer may
be viewed as a consistent hash ring, and the |@da@nter nodes 110 may keep track of
membership in the ring and determine particular e in the ring that are responsible for
particular packet flows according to a consistemishing function. In at least some
embodiments, there are two load balancer nodeshbt@re responsible for tracking each packet
flow between the clients 160 and the servers 13dsda nodes 110 may be referred to as the
primary flow tracker (PFT) node and the second&w ftracker (SFT) node. In at least some
embodiments, the primary flow tracker is the flosid balancer node 110 on the consistent hash
ring for the flow, and the secondary flow trackerthe next or subsequent load balancer node
110 on the consistent hash ring distinct from theary flow tracker node. In this arrangement,
if the primary flow tracker node fails, then theasedary flow tracker node may become the new
primary flow tracker, and another load balancerenddO (e.g., the next node 110 on the
consistent hash ring) may assume the role of thenskary flow tracker. Note that, in at least
some embodiments, a load balancer node 110 isllootea to serve as both the primary flow
tracker and the secondary flow tracker for a gipacket flow. This and other membership
changes in the consistent hash ring are discusded ih this document. In at least some
embodiments, configuration information for the Idsdancer implementation (e.g., authoritative
list(s) of the load balancer nodes 110 and servades 130 that are currently in the
implementation) may be maintained by a configuragBervice 122 component of the distributed
load balancing system, which may for example belempnted on one or more server devices
coupled to the load balancer nodes 110 via thecfa0.

[0057] In at least some embodiments, in addition to sgreis primary and secondary flow
tracker nodes, the load balancer nodes 110 mayal$orm in one of two other roles for a given
flow: the role of an ingress node and the role roiegress node. An ingress node for a packet
flow is the load balancer node 110 that receivesréispective packet flow from the edge router
104 and forwards the packet flow (as encapsulate#gis) to a selected server 134 on a server
node 130 via fabric 120. An ingress node is thig twad balancer node 110 that moves actual

client data (TCP data packets) to the respectigtirdgion server node 130. The ingress node
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maintains a mapping of the TCP flow to a respecilvad balancer module 132 on the
destination server node 130 so that the ingrese kodws which load balancer module 132 to
forward the client traffic to. An egress node iad balancer node 110 that is responsible for
forwarding the response traffic for a packet floseaived from the server node 130 via fabric
120 to the respective client 160 via the bordemwndt. The load balancer module 132
encapsulates response packets obtained from ther 484 according to a load balancer protocol
(e.g., UDP) and sends the encapsulated respong&etpdo the respective egress node for the
flow via fabric 120. The egress nodes are stateladssimply decapsulate the packets and send
the response packets (e.g., TCP packets) onto diaebnetwork to a border router 102 for
delivery to the respective client 160 via the exéénetwork 150.

[0058] As previously mentioned, in at least some embodisjerach load balancer node 110
may perform the roles of an ingress node, an egreds, and/or a flow tracker node (as either a
primary or a secondary flow tracker) for differguatcket flows. A single load balancer node 110
in the load balancer node layer may perform in ang of the roles depending on what packet
flow the node is processing. For example, in asiesome embodiments, a load balancer node
110 may perform as an ingress node for one patk®t &s a primary or secondary flow tracker
for another packet flow, and as an egress nodgetaanother packet flow. In addition, in at least
some embodiments a load balancer node 110 mayrperfuiltiple roles for the same packet
flow, for example as the ingress node and as timapy (or secondary) flow tracker node for a
given packet flow. However, in at least some ennbedts, for redundancy and recovery
purposes, a load balancer node 110 is not alloweskitve as both the primary and secondary
flow tracker node for the same packet flow.

[0059] The above describes embodiments where each loaddeslnode 110 may serve in
any of the three roles of ingress server, egresgiseand flow tracker. However, in some
embodiments, different groups of computing devioey be assigned to the different roles in the
load balancing system. For example, in some emberisnthere may be distinct sets of ingress
nodes, egress nodes and flow tracker nodes eadbnmapted on a separate computing device.
As another example, in some embodiments, one sebmputing devices may serve as both
ingress nodes and flow tracker nodes, while anabeof computing devices may serve only as
egress nodes.

Load balancer modules

[0060] As previously mentioned, each server node 130 dedwa local load balancer module

132 that is a component of the load balancer syst€he module 132 may be implemented in
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software, hardware, or a combination thereof on s¢kever node 130. In at least some
embodiments, the load balancer module 132 on &sande 130 may perform three main roles:
encapsulating outgoing and decapsulating incomiagkets, making local load balancing
decisions for the server 134 on the node 130, andection publishing. These three roles are
briefly described below, and described in moreitikgteer in this document.

[0061] At least some embodiments of the distributed loadrxing system do not terminate
TCP connections and do not spoof packets; the saird destination IP addresses of all packets
sent through the load balancer node layer are ¢healalP addresses of the endpoints (i.e., the
clients 160 and servers 134) involved in the padkews. Instead of spoofing, these
embodiments encapsulate all packets sent betweeloald balancer nodes 110 and the server
nodes 130 on fabric 120, for example as UDP paciSige the inbound packets in a packet
flow arriving at a server node 130 from a load beé& node 110 acting as the ingress node for
the flow are encapsulated by the load balancer a@@ethe packets need to be decapsulated and
redirected to a localhost TCP flow for the servé4 dn the node 130. The load balancer module
132 on node 130 performs this decapsulation. &rhgjloutgoing packets for a packet flow from
the server 134 are encapsulated by the load balaradule 132 and sent via fabric 120 to a load
balancer node 110 acting as the egress node fpattiest flow.

[0062] In at least some embodiments, the load balanceul@®d 32 on the server nodes 130
also make local decisions related to load balanfinghe servers 134 on the respective server
nodes 130. Specifically, the load balancer modili2 on a node 130 decides whether the
respective server 134 will accept another TCP filowesponse to receiving a request for a new
TCP connection. As previously noted, the load badamodes 110 encapsulate all packets sent to
the load balancer module 132, so the load balancelule 132 actually does not receive a TCP
synchronize (SYN) packet from the client 160; iastethe load balancer module 132 receives a
connection request message according to the eratipeuprotocol (e.g., UDP) from a flow
tracker 116 which the load balancer module 132ettrer accept or reject. If the load balancer
module 132 accepts the connection request mestagdoad balancer module 132 creates a
SYN packet destined for the localhost. When thalloest accepts the connection, this becomes
the actual TCP stack handling the respective ctienhection.

[0063] In at least some embodiments, to make the decia®ono whether a connection
request message should be accepted, the load balaondule 132 looks at one or more metrics
regarding current resource consumption on the samede 130, and if there are sufficient

resources available to handle the new connectlom,ldad balancer module 132 accepts the
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connection. In at least some embodiments, resoustéecs that may be considered by the load
balancer module 132 may include one or more of abeitnot limited to, CPU utilization, recent
bandwidth consumption, and number of establishednections. Other metrics may be
considered instead of or in addition to these ro®in some embodiments. For example, in some
embodiments, the load balancer module may consigefer latency (i.e., the amount of time
requests are spending in the server connectionldggclas a metric, and may reject the
connection request if server latency is above estivld. Using these and/or other metrics, the
load balancer module 132 can decide for the reseserver 134 whether the server 134 is to
accept or reject new packet flows. In at leastesembodiments, a resource utilization rate (e.qg.,
N% utilization) may be determined from the metric{sdlividually or in combination and
compared to a threshold (e.g., 90% utilizatiorithé determined resource utilization rate is at or
above the threshold, or if adding the connectionldionove the rate to above the threshold, then
the connection request may be rejected.

[0064] In at least some embodiments, the load balanceul@®dl32 may implement a
probabilistic method for determining if connecticeguest messages are to be rejected. Instead
of rejecting all connection requests if resourakzation is at or above a threshold as described
above, in this method may reject connection reguastifferent probabilities at two or more
different levels of utilization. For example, iégource utilization is 80%, a load balancer
module 132 may reject connection requests at 2@katility; if resource utilization is 90%, the
load balancer module 132 may reject connection asiguat 25% probability; if resource
utilization is 95%, the load balancer module 132ynmaject connection requests at 50%
probability; and at 98% or above, the load balanoedule 132 may reject all connection
requests.

[0065] In at least some embodiments, each connection sequessage may include an
indication of how many times the connection requesssage has been rejected by load balancer
modules 132. If a connection request messagevextély a load balancer module 130 indicates
that it has been rejected over a threshold numbémes, the load balancer module 130 may
accept the connection even though the performareteéas of the server node 130 indicate that
the connection request should be rejected.

[0066] In some cases, it is possible that all of the |dm@&lancer modules 132 that a
connection request message is sent to may rejectdhnection request. In at least some
embodiments, to prevent a connection request medsam being bounced from load balancer

module 132 to load balancer module 132 for an indef period, each connection request
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message may be given a time to live. If this timdive expires, the flow tracker node may
terminate the request and notify the respectiventliL60 that the request cannot currently be
serviced.

[0067] In at least some embodiments, the load balanceule®d 32 on the server nodes 130
also perform connection publishing to the load beds nodes 110. In at least some
embodiments, to perform connection publishing, quically or aperiodically (e.g., once a
second) each load balancer module 132 looks abtltang table (e.g., a netstat routing table) on
the server node 130 and publishes a list of aatasenections (TCP flows) back to the load
balancer nodes 110. The load balancer nodes a1@¢led to be informed about the existence of
a given packet flow are the load balancer nodesthdOare serving as the ingress node and as
the primary and secondary flow trackers for thgeetive packet flow. In some embodiments,
the load balancer module 132 may use a consiststtitlg technique to filter the list of load
balancer nodes 110 that need to be informed abewadtive TCP flows on the server node 130.
For example, the load balancer module 132 may migter which load balancer nodes 110 are
serving as the primary and secondary flow trackersa given packet flow according to the
consistent hash ring. In some embodiments, theé bedancer module 132 tracks which load
balancer node 110 last sent a data packet to #tkdalancer module 132 for each packet flow,
and uses this information to determine which loathicer nodes 110 are serving as ingress
nodes for the packet flows, since only ingress addeward client data to the load balancer
module 132. In some embodiments, the load balancelule 132 then formulates messages for
each of the load balancer nodes 110 that it hasrdeted need to be informed about the packet
flows and sends the messages to the load balandessri10 to inform the nodes 110 that the
respective server node 130 is still maintaining do@nection(s) to the client(s) 160. This
connection publishing to the load balancer nodéslthe load balancer modules 132 may be
viewed as extending a lease at the load balanakrsndl0. If a load balancer node 110 has not
received a connection publishing message indicatipgrticular packet flow within a period of
time (e.g., ten seconds), then the load balancde id0 is free to forget about the respective
packet flow.

Multipath routing to load balancer nodes

[0068] Figure 4 illustrates aspects of routing and pafiket in the distributed load balancer,
according to at least some embodiments. In at Isame embodiments, each ingress node
(ingress nodes are shown in Figure 4 as ingreserset12) advertises its ability to route one or

more public endpoints (e.g., IP address and porthe edge router 104 for the distributed load
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balancer, for example via the border gateway pmt@GP). In at least some embodiments,
rather than each ingress node advertising itseie¢ocedge router 104 via a BGP session, one or
more other ingress nodes, for example two neighbdes, may establish BGP sessions with the
edge router 104 to advertise the ingress noddy@grsin Figure 5.

[0069] Conventional load balancers can typically only seavsingle public endpoint. In
contrast, embodiments of the distributed load ladaenable multiple load balancer nodes 110
to service a single public endpoint. Dependingaarier capabilities, this enables configurations
in which a single public IP address routed to ladl ingress servers 112 may handle the entire
bandwidth (e.g., 160 Gbps) through the edge rajtd@4. In at least some embodiments, to
achieve this, the edge router(s) 104 may utilizeyar 4 per-flow hashed multipath routing
technique, for example an equal-cost multipath (E¢Nbuting technique, to distribute traffic
across multiple ingress servers 112 each advegtisia same public IP address. Distributing
incoming packets to all of the ingress servers Udig layer-4 source and destination ports for
the flows as part of the edge router(s) 104 flowhhmay generally keep the packets for each
connection routed to the same load balancer noflesétving as the ingress server 112 to avoid
out-of-order packets. Note, however, that the edgeer(s) 104 may use other techniques to
distribute traffic across the ingress servers hlgbime embodiments.

[0070] Figure 4 also shows that two or more distributeatilbalancers may be implemented
on a network 100. The two or more distributed |bathncers may each act as an independent
load balancer that fronts a plurality of server® 88d that each advertises a different public IP
address, or alternatively as shown in Figure 4 twaenore distributed load balancers may each
advertise the same IP address, and a hashing geeh(e.g., a layer 4 per-flow hashed multipath
routing technique) may be used at the border r(g)t@02 to partition the packet flows out to the
edge routers 104, which in turn distribute the padlows to their respective ingress servers 112.
[0071] Figure 5 illustrates using Border Gateway Protq88bP) to advertise ingress nodes
to the edge router, according to at least some dmiamts. In this example, there are four load
balancer nodes serving as ingress nodes 110A throl®0D in the load balancer
implementation. Edge router 104 routes incomingkpes from clients (not shown) to the load
balancer nodes 110. In at least some embodimingtdge router 104 may make the routing
decisions according to a layer 4 per-flow hashedtipath routing technique, for example an
equal-cost multipath (ECMP) routing technique.

[0072] In at least some embodiments, edge router 104dedrout the ingress nodes 110 that

are currently available in the load balancer im@atation to receive client traffic via Border
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Gateway Protocol (BGP) technology advertising sessiinitiated by the ingress nodes 110.
Each ingress node 110 could use BGP to adversis# ib the edge router 104. However, BGP
typically takes a relatively long time to convergeree seconds or more). Using this technique
where each ingress node 110 advertises itself @R,Bf an ingress node 110 goes down, it may
take considerable time in networking terms (threeoads or more) for the BGP session on the
edge router 104 to time out and thus for the edgeer 104 to learn about the failure close down
and reroute the current TCP flows to the ingresieridlO.

[0073] To avoid the convergence problem with BGP and ¢over more quickly upon node
110 failure, in at least some embodiments, instdéah ingress node 110 advertising itself to the
edge router 104 via a BGP session, at least orer atigress node 110 in the load balancer
implementation takes responsibility for advertisthg ingress node 110 to the edge router 104
via BGP. For example, in some embodiments as showigure 5, the left and right neighbor
ingress nodes 110 of a given ingress node 110gXample the left and right neighbors in an
ordered listing of the nodes 110, for example asstent hash ring formed by the nodes 110,
may advertise the given ingress node 110 to the edgter 104. For example, in Figure 5,
ingress node 110A advertises ingress nodes 110B140®, ingress node 110B advertises
ingress nodes 110A and 110C, ingress node 110Ctasgeingress nodes 110B and 110D, and
ingress node 110D advertises ingress nodes 110QX0W. The ingress nodes 110 check and
gossip each other’s health as described lateligsndticument. Using the health check method as
described, unhealthy nodes can be detected anihfthrenation can be propagated among the
nodes 110 in less than a second, for example inndidi@econds (ms). Upon determining that
an ingress node 110 is not healthy, the ingreses@dO0 that advertise the unhealthy node may
immediately stop advertising the unhealthy node 119 at least some embodiments, the ingress
nodes 110 end the BGP sessions with the edge rbOfeby sending a TCP Close or similar
message for the BGP session to the edge router Tds, rather than having to wait for a BGP
session established by a failed node 110 to tinhéocodetect the node 110 failure, the edge router
104 may discover the failed node 110 when the dtiggess nodes 110 that advertise on behalf
of the failed node 110 terminate the BGP sessiaiis tlve edge router 104 that advertise the
node 110 upon detecting that the node 110 is utityealThe handling of load balancer node
failures is further discussed in relation to Figut8A and 18B later in this document.

[0074] Figure 6 is a flowchart of a multipath routing math according to at least some
embodiments of the distributed load balancing sgsteAs indicated at 900, the ingress nodes

110 in a load balancer implementation advertise tiegghbor nodes 110 to the edge router 104.
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In at least some embodiments, the ingress nodesnbiOdetermine their neighbor nodes 110
according to an ordered listing of the nodes 1Xkhsas a consistent hash ring. In at least some
embodiments, the ingress nodes 110 advertiserbaghbor node(s) 110 to the edge router 104
using BGP sessions, with one BGP session estadllishiine edge router 104 for each advertised
node 110.

[0075] As indicated at 902, the edge router 104 distribttaffic received from clients 160
to the active (advertised) ingress nodes 110 acuprid a per-flow hashed multipath routing
technique, for example an equal-cost multipath (EBJMouting technique. In at least some
embodiments, the edge router 104 exposes a publaddress to the clients 160; the ingress
nodes 110 all advertise the same public IP addoed®e edge router 104. The edge router uses
layer-4 source and destination ports as part oettge router’s 104 flow hash to distribute the
incoming packets among the ingress nodes 110. Jénerally keeps the packets for each
connection routed to the same ingress node 110.

[0076] As indicated at 902, the ingress nodes forwardsi#ta flows to target server nodes
130. In at least some embodiments, the ingresesndlO interact with primary and secondary
flow tracker nodes for the data flows to map theadws to the target server nodes 130. Thus,
each ingress node 110 may maintain mappings ofead@ta flows through the node 110 that
may be used to appropriately forward the receiaakets to the target server nodes 130.

[0077] Elements 906 through 910 relate to detecting andvexing from ingress node 110
failures. As indicated at 906, the ingress noddksrhay detect that an ingress node 110 is down,
for example according to a health checking techamigsl described herein. Upon detecting that
the node 110 is down, its neighbor nodes 110 stivpréising the node 110 to the edge router
104. In at least some embodiments, this involeeslisig a TCP Close to the edge router 104 for
the respective BGP session.

[0078] As indicated at 908, the edge router 104, uponctiatethat the ingress node 110 is
down via the closing of the BGP sessions, redistei incoming traffic from the clients 160 to
the remaining ingress nodes 110 according to tidl@e hashed multipath routing technique.
Thus, at least some data flows may be routed terdiit ingress nodes 110.

[0079] As indicated at 910, the ingress nodes 110 maywezcmappings as necessary and
forward the data flows to the appropriate targetesenodes. Methods for recovering from node
110 failures on ingress nodes 110 are discussed/letse in this document. As one example, an

ingress node 110, upon receiving a packet for witidbes not have a current mapping, may use
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a consistent hash function to determine a flowkeamode for the data flow according to a
consistent hash ring and recover the mapping frailow tracker node.

Asymmetric packet flow

[0080] In at least some embodiments, to efficiently ugilimgress node bandwidth and CPU
usage when the ratio of outbound traffic to inbouladla is greater than 1, the distributed load
balancing system forwards outbound packets fronséneer nodes 130 to multiple egress nodes
as shown in Figure 7. In at least some embodiméotseach connection, the load balancer
module 132 on the respective server node 130 hdakbhedient endpoint/public endpoint tuple
and uses a consistent hash algorithm to selecadhbalancer node 110 to serve as the egress
server 114 for the respective outbound packet floowever, in some embodiments other
methods and/or data may be used to select theseggegers 114 for connections. The selected
egress server 114 may typically be, but is not seardy, a different load balancer node 110 than
the load balancer node 110 that serves as thesmgexver 112 for the connection. In at least
some embodiments, unless there is a failure ofltzat balancer node 110 / egress server 114,
all of the outbound packets for the particular ction will be forwarded to the same egress
server 114 in order to avoid out-of-order packets.

[0081] In at least some embodiments, the method and dathfor selecting an egress server
114 by the server nodes 130 may be different thenmiethod and data used for selecting an
ingress server 112 performed by the edge routéfi$) Using the different methods and data
may generally result in a different load balancede1110 being selected as the egress node for a
given connections than the load balancer node ¥lécted as the ingress node for the
connection, and may also result in multiple loatabeer nodes 110 being selected as egress
nodes to handle the outgoing traffic for conneditmat pass through a single load balancer node
110 serving as an ingress node.

[0082] Figure 7 graphically illustrates asymmetric packetv, according to at least some
embodiments. At least one connection has beehlesstad from clients 160 on external network
150 through ingress server 112 to each of servees1@30A, 130B, 130C, and 130D. In at least
some embodiments, to select egress nodes for teectons, for each connection, the load
balancer module 132 on the respective server n@fe Hhshes the client endpoint/public
endpoint tuple and uses a consistent hash algottlsalect a load balancer node 110 to serve as
the egress server 114 for the respective outboankep flow. For example, server node 130A
has selected egress server 114A for a connectrah,sarver node 114B has selected egress

server 114A for one connection and egress sern#B Idr another connection. However, in
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some embodiments other methods and/or data mayséeé to select the egress nodes for
connections.

Recovering from load balancer node failures withanapping client connections

[0083] While it is possible for the load balancer node$ 14 use consistent hashing to
determine which server node 130 should receiventctiaffic, due to the long lifespan of some
connections this approach may not maintain exidtogs in cases where a new server node 130
joins the consistent hash membership and theresidhsequent ingress load balancer node 110
failure. In this scenario, a load balancer node thht takes over a flow from the failed node 110
may not be able to determine the original mappiglgcied, as the consistent hash ring for the
servers 130 would have different membership. Thugt least some embodiments, distributed
hash table (DHT) technology may be used by the laddncer nodes 110 to select server nodes
130 for connections and to route packets to thectsd server nodes 130. Once a server node
130 has been selected according to the DHT towe@eparticular connection, and assuming that
the server node 130 stays healthy and that thedakohcer module 132 on the server node 130
continues to extend the lease by periodically tratisg the status of that active connection to
the DHT (e.g., via connection publishing), the Dl retain the mapping until the connection
completes. An ingress node 110 failure impactsdib&ibution of packets from the edge router
104 to the remaining load balancer nodes 110, traeguh the load balancer nodes 110 receiving
traffic from a different set of client connectiondowever, since the DHT tracks all active
connections, the load balancer nodes 110 can gheryDHT to obtain leases for any active
mappings. As a result, all the load balancer nddé@swill pass traffic to the correct server nodes
130, thus preventing failure of active client cottiens even in the event of an ingress load
balancer node 110 failure.

Packet flow in the distributed load balancing syste

[0084] Figure 8 illustrates packet flow in the distributedd balancing system, according to
at least some embodiments. Note that the soleslimith arrows in Figure 8 represent TCP
packets, while the dotted lines with arrows repme&DP packets. In Figure 8, an ingress server
112 receives TCP packets from one or more cliedfisvia the edge router 104. Upon receipt of
a TCP packet, ingress server 112 determines i&st dn mapping for the TCP packet flow to a
server node 130. If the ingress server 112 does danapping for the TCP packet flow, then the
server 112 encapsulates the TCP packet (for exampterding to UDP) and sends the
encapsulated packet to the target server node 1f3the ingress server 112 does not have a

mapping for the TCP packet flow, then the ingressrexr 112 may send a UDP message
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including information about the TCP packet flowraxted from the TCP packet to the primary
flow tracker 116A to establish a connection to wesenode 130 and/or obtain a mapping for the
TCP packet flow. Figures 9A and 9B and Figures 1Bfugh 10G illustrate methods for
establishing a connection between a client 160saselver node 130. The load balancer module
132 on a server node 130 randomly selects loachtalanode(s) 110 to serve as the egress
server(s) 114 for TCP connection(s) on the sereeleri30 and sends UDP-encapsulated TCP
response packets to the client(s) 160 via the sg@wer(s) 114.

[0085] Figures 9A and 9B provide a flowchart of packewflwhen establishing connections
in the distributed load balancing system, accordingt least some embodiments. As indicated
at 200 of Figure 9A, an ingress server 112 receav@E€P packet from a client 160 via the edge
router 104. At 202, if the ingress server 112 hamapping for the TCP flow to a server node
130, then the ingress server 112 encapsulatesesmis she TCP packet to the respective server
node 130 as indicated at 204. Note that the isggesser 112 may be continuously receiving and
processing packets for one, two or more TCP flaoesifone, two, or more clients 160.

[0086] At 202, if the ingress server 112 does not haveappmg for the TCP flow, the
packet may be a TCP synchronize (SYN) packet frochemt 160. As indicated at 206, upon
receipt of a SYN packet, the ingress server 11faetd data from the SYN packet and forwards
the data to the primary flow tracker 116A, for exdenin a UDP message. In at least some
embodiments, the ingress server 112 can deternmeeptimary flow tracker 116A and/or
secondary flow tracker 116B for the TCP flow acaogdto a consistent hash function. At 208,
the primary flow tracker 116A stores the data, deample in a hash table, generates an initial
TCP sequence number for the server node 130 sitthee GFCP connection, and forwards the data
and the TCP sequence number to the secondary ftmketr 116B. At 210, the secondary flow
tracker 116B may also store the data, and fabscatel sends a SYN/ACK packet to the client
160, the SYN/ACK packet containing at least the BeBuence number.

[0087] As indicated at 212, the ingress server 112 reseav@CP acknowledgement (ACK)
packet from the client 160 via the edge router 108e ingress server 112 does not at this time
have a mapping for the TCP flow to a server 130ensd at 214 the ingress server 112 sends a
message including data extracted from the ACK pattkéhe primary flow tracker 116A. As
indicated at 216, upon receiving the message, tingapy flow tracker 116A confirms the TCP
flow according to the stored data, and confirmg tha acknowledged sequence number (+1)
from the ACK packet matches the value sent in tHR/BCK. The primary flow tracker 116A

then selects a server node 130 to receive the TR &nd sends a message containing the data,
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TCP sequence number, and IP address of the loadl balancer module 132 on the selected
server node 130 to the secondary flow tracker 118B.indicated at 218, the secondary flow
tracker 116B also confirms the data and TCP segueamber, fabricates a SYN message, and
sends the fabricated SYN message to the localbbadahcer module 132 on the selected server
node 130. The method continues at element 22of&9B.

[0088] As indicated at 220 of Figure 9B, in response &oftbricated SYN message, the load
balancer module 132 may examine one or more metfittee server node 130 to determine if the
server node 130 can accept the connection. Ati2#2e load balancer module 132 determines
that the server node 130 cannot currently accepttinnection, then at 224 the load balancer
module 132 messages the secondary flow tracker.11B® secondary flow tracker 116B may
delete the information for the flow that it preveby stored. At 226, the secondary flow tracker
116B messages the primary flow tracker 116A. Timagry flow tracker 116A may then select a
new target server node 130 and message the segdimartracker 116B as indicated at 216 of
Figure 9A.

[0089] At 222, if the load balancer module 132 determitied the server node 130 can
accept the connection, then as indicated at 2Z8gufre 9B the local load balancer module 132
constructs a TCP SYN packet from the fabricated S sends the TCP SYN packet to the
server 134 on the server node 130. The sourcedRess of the TCP SYN packet is populated
with client 160’s actual IP address so that sef8% will believe that it has received a direct
TCP connection to the client 160. The load balanwedule 132 stores relevant details about the
TCP flow, for example in a local hash table. Asicated at 230, the server 134 responds with a
SYN/ACK packet that the load balancer module 132roepts. As indicated at 232, the load
balancer module 132 then sends a message incledimgection information to the secondary
flow tracker 116B to indicate that the connecticas been accepted. Upon receipt of this
message, at 234 the secondary flow tracker 1168rdscthe mapping to the server 134, and
sends a similar message to the primary flow tradki§A, which also records the mapping
information. As indicated at 236, the primary flanacker 116A then forwards a mapping
message to the ingress server 112. Ingress sEl?anow has a mapping for the TCP flow from
the client 160 to the server 130.

[0090] At 238, ingress server 112 encapsulates and fosnaing buffered data packets for
the data flow to the local load balancer module @32he server node 130. Additional incoming

packets for the data flow from the client 160 reediby the ingress server 112 are encapsulated
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and forwarded directly to the load balancer modiB2, which decapsulates the packets and
sends the data packets on to the server 134.

[0091] At 240, the load balancer module 132 randomly $glan egress server 114 for the
data flow. Subsequent outbound TCP packets framsdiver 134 are intercepted by the load
balancer module 132, encapsulated according to BD& forwarded to the arbitrarily selected
egress server 114. The egress server 114 decasstila outgoing packets and sends the TCP
packets to the client 160.

[0092] As noted above, at 202, if the ingress server TE2 ciot have a mapping for the TCP
flow of a received packet, the packet may be a $@Rhronize (SYN) packet from a client 160.
However, the packet may not be TCP SYN packet. é&xample, if load balancer node 110
membership changes due to addition or failure lofad balancer node 110, the edge router 104
may start routing packets for one or more TCP floavghe ingress server 112 that the ingress
server 112 does not have mappings for. In at leaste embodiments, upon receiving such a
packet for which the ingress server 112 does neg hamapping, the ingress server 112 may use
the consistent hash function to determine the pwirflaw tracker 116A and/or secondary flow
tracker 116B for the TCP flow according to the astent hash ring and message either the
primary flow tracker 116A or the secondary flowckar 116B to request the mapping. Upon
receiving the mapping for the TCP flow from a fltnacker 116, the ingress server 112 can store
the mapping and begin encapsulating and forwarttiagrCP packet(s) for the TCP flow to the
correct destination server node 130.

Load balancer node details

[0093] In at least some embodiments, the load balancessndti0 each have three roles:

* Ingress — Receiving all incoming packets from ardlil60 in a client connection, routing
the packets to a server node 130 if the mappikgasvn, or messaging a flow tracker if
the mapping is not known. The outgoing packetmfem ingress node are encapsulated
(e.g., according to UDP) by the ingress node.

* Flow tracking - Keeping track of connection stafegy. which server node 130 / server
134 has been assigned to service each client coomec Flow trackers also participate
in establishing connections between clients 160s&nders 134.

» [Egress — Decapsulating and forwarding outboundgdaaleceived from a server 134 to a
client 160.

[0094] In at least some embodiments, in the ingress mlégad balancer node 110 is

responsible for forwarding packets to servers 1B&mwa client->server mapping is known, or
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forwarding a request to a flow tracker when the pimag is unknown. In at least some
embodiments, a load balancer node 110 serving amgess node for a particular client
connection/data flow may also serve as either tivagoy flow tracker or the secondary flow
tracker for the client connection, but not both.

[0095] In at least some embodiments, in the flow trackés,ra load balancer node 110 is
responsible for maintaining the state of connestitivat are still being established, as well as
maintaining the client->server mapping for estdi@$ connections. Two flow trackers are
involved with each individual client connectionfaeed to as the primary flow tracker and the
secondary flow tracker. In at least some embodisyeghe flow trackers associated with client
connections may be determined using a consistest ladgorithm. The flow trackers also
perform load-balancing functionality, including boot limited to pseudorandomly selecting a
server node 130 for each new client connectionte Nt the local load balancer module 132 on
a selected server node 130 may reject a connectourest if it determines that the server 134
cannot handle the connection. If this happens) the flow trackers may select another server
node 130 and send the connection request to ther girver node 130. In at least some
embodiments, the primary flow tracker role and #eeondary flow tracker role for a given
connection are performed by different load balamcetes 110.

[0096] In at least some embodiments, in the egress rdtgdabalancer node 110 is stateless
and decapsulates incoming packets received fromeseodes 130, performs some validation,
and forwards the outbound TCP packets to respeclimets 160. In at least some embodiments,
a local load balancer module 132 on a server n88eray arbitrarily select a load balancer node
110 for a given connection.

Load balancer node consistent hash ring topology

[0097] In at least some embodiments, the load balanceesndd0 form a ring topology
based on the consistent hashing of input keyspdiest endpoint, public endpoint). The input
keyspace may be partitioned among the available tilacker nodes, and every flow tracker node
may be responsible for answering queries correspgntb its keyspace. In at least some
embodiments, data may be replicated to the priraadysecondary flow tracker nodes based on
the successor in the consistent hash ring (e.g.s¢lbondary flow tracker node is the successor
node, or next node in the consistent hash ringhéoprimary flow tracker node). If a flow
tracker node goes down for some reason, the nagthlalancer node in the consistent hash ring
acquires the keyspace of the failed node. Wheawaflow tracker node joins, the node registers

its endpoint (e.g., with a configuration service21&s shown in Figure 1) so that other load
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balancer nodes may learn about the configurati@ngd in the load balancer implementation
and thus in the consistent hash ring. The handiingdditions and failures of flow trackers in
the consistent hash ring is discussed in moreldetaference to Figures 11A through 11D.

Ingress node <-> flow tracker node communications

[0098] In at least some embodiments, the load balancezsnddi0 serving as ingress nodes
may learn about the load balancer nodes 110 semsanftpw tracker nodes from configuration
service 122. The ingress nodes may monitor theigumation service 122 for membership
changes in the load balancer implementation and thuthe consistent hash ring. When an
ingress node receives a packet from a client 180ttte ingress node does not have a mapping
for, the ingress node may use a consistent hasftidanto determine which flow tracker node
should service the packet. In at least some emimus, the input to the hash function is the
(client endpoint, public endpoint) pair from theckat. In at least some embodiments, the
ingress nodes and flow tracker nodes communicatg WP messages.

[0099] When a primary flow tracker node receives a mesfage an ingress node for a new
packet flow, the primary flow tracker node randordigtermines a TCP sequence number and
forwards another message to the secondary flowdrawode. The secondary flow tracker node
generates a TCP SYN/ACK message for the clienth Bloiw trackers remember the client
connection endpoint pair and the TCP sequence nunalmel retain this information until
memory pressure or expiration causes the state putged.

[0100] When the primary flow tracker node receives a nges$eom an Ingress node that a
TCP ACK packet has been received, the primary floacker node verifies that the
acknowledged TCP sequence number matches the stalgs that was sent in the SYN/ACK
packet, selects a server node 130 to service theesg and forwards a message to the secondary
flow tracker node. The secondary flow tracker neeleds a message to the load balancer module
132 on the selected server node 130 to initiatacamal TCP connection with the TCP stack on
the server node 130, and then waits for an ackrigelment response from the server node 130.
[0101] When the secondary flow tracker node receives aaxiion acknowledgement from
the load balancer module 132 on the server node a3@verse message flow through the
primary flow tracker to the ingress node is triggethat stores information about the associated
server node 130 in both nodes. From this point &odywadditional TCP packets received at the

ingress node are forwarded directly to the loadmadr module 132 on the server node 130.
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Load balancer module <-> load balancer node comeatinns

[0102] In at least some embodiments, every load balanceluha 132 registers its endpoint
with configuration service 122 and monitors confaggion service 122 continuously for
membership changes in the load balancer node lakee. following describes functions of the
load balancer module 132, according to at leasesembodiments:
e Connection publishing - periodically (e.g., onceegond) or aperiodically publish the set
of active connections (client endpoint, public emidp on the respective server node 130
to both the primary and the secondary flow trackedes responsible for those
connections, as well as to the ingress nodes #satskent packets to the load balancer
module 132 for those connections. The connectidslighing function renews the lease
for the connection states at the responsible ladahioer nodes 110.
* Monitor membership changes in the load balancearldfthe membership changes, the
load balancer modules 132 may use this changenmafiton to immediately send active
connections to the load balancer nodes that areresponsible for the connections.

Packet flow in the distributed load balancing systedetails

[0103] The distributed load balancing system may includegtipie load balancer nodes 110.
In at least some embodiments, each load balana ©&0 in the distributed load balancing
system may serve in the roles of a flow trackerenah egress node, and an ingress node for
client 160 connections to the servers 134. Theibiged load balancing system may also include
a load balancer module 132 on each server node 130.

[0104] Figures 10A through 10G illustrate packet flow he tdistributed load balancing
system, according to at least some embodiments. Figmres 10A throughl0G, packets
exchanged between load balancer nodes 110 andtpa@siahanged between load balancer nodes
110 and server nodes 130 are either UDP messagéisRyencapsulated client TCP packets. In
at least some embodiments, client TCP packets et on network 100 in decapsulated form
on the north side of the load balancer nodes 11famsit to and from the border router 102 (see
Figure 1). Note that the solid lines with arroimsFigures 10A-10G represent TCP packets,
while the dotted lines with arrows represent UDEkpés.

[0105] In at least some embodiments, the distributed lm#dncing system may attempt to
preserve established connections in the eventafigle load balancer node 110 failure. In at
least some embodiments, this may be achieved bicagpg connection details in a primary
flow tracker node and a secondary flow tracker nsdehat, if either of these nodes fails, a

connection's client->server mapping may be restbsethe remaining flow tracker node. In at
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least some embodiments, some packet loss may otthe event of a node failure; however,
client/server TCP packet retransmissions may redtreelost packets.

[0106] Each TCP connection from a client may be referoeaista TCP flow, and is uniquely
identified by a 4-tuple consisting of: the clieRt &ddress, client port, server (public) IP address,
and server port. This identifier may be abbredaas CP or CcPp indicating the client and
public endpoint pair. Packets associated withgamgn TCP flow (or CP pair) can appear on any
load balancer node 110 operating as an ingreserséi? due to the hashed equal-cost multipath
(ECMP) flow distribution from the upstream edgetesul04. However, packets for a TCP flow
may generally continue to arrive at the same Iaddrizer node 110 unless there is a link or load
balancer node 110 failure that causes the TCP ftovee redirected. The load balancer node 110
that receives packets for a TCP flow from the wgastr router 104 is referred to as the ingress
node for the TCP flow.

[0107] In at least some embodiments, consistent hashinged so that when packets arrive
at a load balancer node 110 serving as an ing@$s for the TCP flow, the ingress node can
determine which load balancer node 110 containssthte for the TCP flow (i.e., the flow
tracker node). The CP pair may be hashed by ttpe$s node into a consistent hash ring to
determine which load balancer node 110 is respt$iib maintaining state regarding the TCP
flow. This node serves as the primary flow tradicerthe TCP flow. The successor node in the
consistent hash ring serves as the secondary ffamker for the TCP flow.

[0108] In at least some embodiments, all load balanceesddl0 may serve as ingress
nodes, primary flow tracker nodes, and secondasw ftracker nodes. Depending on the
consistent hash result for a TCP flow, a load haamode 110 serving as the ingress node for
the TCP flow may also serve as the primary or do®sdary flow tracker node for the TCP flow.
However, in at least some embodiments, differeysigll load balancer nodes 110 perform the
primary and secondary flow tracker roles for thePTiOw.

Establishing Connections

[0109] Referring to Figure 10A, new connections from &mi160 may be triggered by a
client TCP synchronize (SYN) packet. The load heds nodes 110 do not actually establish a
connection with a server node 130 upon receiphef$YN packet, nor do they immediately
select a server node 130 to receive the connedistead, the load balancer nodes 110 store
relevant data from the client's SYN packet, ancegete a SYN/ACK packet on behalf of the yet-
to-be-chosen server node 130. Referring to Fig@, once the client 160 responds with the

first ACK packet in the TCP three-way handshake, ldad balancer nodes 110 select a server
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node 130, generate an equivalent SYN packet fdarsiraer node 130, and attempt to establish
an actual TCP connection with the server node 130.

[0110] Referring again to Figure 10A, upon receipt of eertl SYN packet at the load
balancer node 110 serving as the ingress serverfdtlthe TCP flow, the ingress server 112
extracts the data fields from the SYN packet anmd/dods the data to the primary flow tracker
116A for the TCP flow. The primary flow tracker JA&tores the data, for example in a hash
table, generates an initial TCP sequence numbeth@server side of the TCP connection), and
forwards the same data to the secondary flow tratkéB. The secondary flow tracker 116B
fabricates a SYN/ACK packet for the client 160 @aming that server TCP sequence number.
[0111] In Figure 10A, the ingress server 112, primary floacker 116A, and secondary flow
tracker 116B roles are each performed by diffeleatl balancer nodes 110. However, in some
cases, the load balancer node 110 serving as ghessiserver 112 for a TCP flow may be the
same node 110 that serves as the primary floweratk6A or the secondary flow tracker 116B
for the TCP flow (but not both). The reason tiegt ingress server 112 for a packet flow may
be on the same node 110 as a flow tracker 116 Herflow is that the edge router 104
pseudorandomly selects the ingress server 112hforflow according to a per-flow hashed
multipath routing technique (e.g., an ECMP routieghnique), while the flow trackers 116 for
the packet flow are determined on a consistent haghaccording to a consistent hash function
applied to the packet flow’s address informatidinthe ingress server 112 for a packet flow is on
the same node 110 as a flow tracker 116 for thegidtow, the data from the SYN packet may
only be forwarded from the node 110 that implemehésingress server 112 to the other flow
tracker 116 node 110. For example, in Figure 188 primary flow tracker 116A is on the same
load balancer node 110A as the ingress server drithé TCP flow, while the secondary flow
tracker 116B is on a different load balancer noti@éBl and thus the data from the SYN packet is
forwarded from node 110A (by flow tracker 116A)ttee secondary flow tracker 116B on load
balancer node 110B

[0112] Referring to Figure 10C, when non-SYN packets arav an ingress server 112, the
ingress server 112 either knows or does not knowltwserver node 130 to forward the packets
to. The first non-SYN packet to arrive at an irsgreerver 112 for a TCP flow should be the first
TCP acknowledgement (ACK) packet in the TCP threg-thandshake (or possibly a subsequent
data packet), where the TCP acknowledgement nurfieler matches the server sequence
number (+1) that was sent in the SYN/ACK packefigure 10A. When the ingress server 112

receives a non-SYN packet for which it has no serwapping, it forwards a message to the
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primary flow tracker 116A for the TCP flow, the msage including information from the ACK
packet such as a sequence number, or alternatwataining the ACK packet itself. In at least
some cases, the primary flow tracker 116A remembwesstored data for the TCP flow and
confirms that the acknowledged sequence number riielhes the value that was sent to the
client 160 in the SYN/ACK packet. The primary flavacker then selects a server node 130 for
the TCP flow and forwards another message conitiia previously stored data for the TCP
flow, the server sequence number, and an IP adfiveske load balancer module 132 on the
selected server node 130 to the secondary flowkeratl6B. The secondary flow tracker 116B
confirms the server sequence number, records tloemation, and sends a fabricated SYN
message to the load balancer module 132 on thetasélserver node 130. The TCP flow's CP
endpoint pair is now mapped to the load balanceduleo 132/server node 130. The load
balancer module 132 on the server node 130 is nssigle for creating a legitimate TCP SYN
packet for the server 134 on the server node 13hvithreceives the fabricated SYN message
from the secondary flow tracker 116B. In creatthg SYN packet, the source IP address is
populated with the client 160's actual IP addresshat the server 134 will believe that it has
received a direct TCP connection request from trentc160. The load balancer module 132
stores the relevant details about the TCP flow,efample in a local hash table, and sends the
TCP SYN packet to the server 134 (e.g., injectsSN& packet into the Linux kernel of the
server 134).

[0113] In Figure 10C, the ingress server 112, primary fteacker 116A, and secondary flow
tracker 116B roles are each performed by diffeleatl balancer nodes 110. However, in some
cases, the load balancer node 110 serving as ginessrserver 112 for a TCP flow will be the
same node 110 that serves as the primary floweratk6A or the secondary flow tracker 116B
for the TCP flow (but not both). For example, iglte 10D, the secondary flow tracker 116B is
on the same load balancer node 110A as the ingeyser 112 for the TCP flow, while the
primary flow tracker 116A is on a different loaddoacer node 110B.

[0114] Referring to Figure 10E, the server 134 (e.g., lthmux kernel) responds with a
SYN/ACK packet that the load balancer module 138 atercepts. The SYN/ACK packet may
contain a different TCP sequence number than wigsaly delivered to the client 160 in the
generated SYN/ACK from the secondary flow track&6B (see Figure 10A). The load
balancer module 132 is responsible for applying sbguence number delta to incoming and
outgoing packets. The SYN/ACK packet from the eerd34 also triggers a message (e.g., a

UDP message) from the load balancer module 132 twmatke secondary flow tracker 116B to
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indicate that the connection to the selected serode 130 / load balancer module 132 / server
134 has succeeded. Upon receipt of this messageetondary flow tracker 116A may record
the client and public endpoint pair (CP) mappingMeen the client 160 and the server 134 as
committed, and send a similar message to the pyifitaw tracker 116A which will also record
the CP mapping. The primary flow tracker 116A ntlagn forward a CP mapping message to
the ingress server 112, which causes the ingregerskl? to forward any buffered data packets
for the connection to the local load balancer medi82 on the server node 130 as encapsulated
data packets.

[0115] Referring to Figure 10F, the CP mapping for thenamtion is known to the ingress
server, so incoming TCP packets received by theegsgserver 112 for the connection may be
encapsulated (e.g., according to UDP) and forwadiezttly to the to the local load balancer
module 132 on the server node 130 as encapsulatagdckets. The load balancer module 132
decapsulates the data packets and sends the T®Btp&ax the server 134 on the server node
130, for example by injecting the TCP packets oratdCP stack of the kernel. Outbound
packets from the server 134 are intercepted byoée balancer module 132 on the server node
130, encapsulated (e.g., according to UDP), andldiated to an arbitrary load balancer node 110
that the load balancer module 132 randomly seksthe egress server 114 for this connection.
The egress server 114 decapsulates the packeteadd the decapsulated packets to the client
116. The egress function of the selected loadnibalanode 110 is stateless, so a different load
balancer node 110 can be selected as the egress 444 for the connection in the event of
failure of the load balancer node 110 serving asetiress server. However, generally the same
load balancer node 110 is used as the egress skldefor the duration of the connection to
reduce or eliminate re-ordering of the outboundkpts

[0116] Referring to Figure 10G, in at least some embodiméahthe load balancer module
132A on a server node 130A that is selected byteary flow tracker 116A (see Figure 10C)
determines that it is overloaded, it has the optmreject the fabricated SYN message received
from the secondary flow tracker 116B (see Figur€)10In at least some embodiments, the
fabricated SYN message includes a time to live (JTValue or counter that allows for a
maximum number of rejections. In at least someadimbents, if this TTL value reaches zero,
the load balancer module 132A may either acceptémaection or drop the connection to shed
load. If the load balancer module 132A decidegeject the connection, it decrements the TTL
value and sends a reject message to the secorddarytrbcker 116B. The secondary flow

tracker 116B resets the CP mapping and sends aseslaessage to the primary flow tracker
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116A to do the same. The primary flow tracker 11#Woses a new load balancer module 132B
on another server node 130B and sends a new taggstage back to the secondary flow tracker
116B, which sends a new fabricated SYN messagbet;méwly chosen load balancer module
132B. Note that packet drops may result in thigusace failing to complete; however, a
retransmission from the client 160 may trigger ltteed balancer module selection process again
at the primary flow tracker 116A, which may, butedonot necessarily, choose the same load
balancer module 132 for the connection if it haslearned about the previous rejection of the
fabricated SYN packet.

[0117] In at least some embodiments, the TTL counter neayded to prevent continuously
sending connection requests to server nodes 130hwinay occur for example if all the server
nodes 130 are busy. In at least some embodimeath,time a load balancer module 132 rejects
a connection request on behalf of a respectiveesarede 130, the load balancer module 132
decrements the TTL counter. The flow tracker sotiE6 may monitor the TTL counter and, as
long as the TTL counter is not zero (or is aboveespecified threshold), may select another
server node 130 and try again. If the TTL counmtmaches zero (or reaches the specified
threshold), the connection request is dropped andurther attempts are made by the flow
tracker nodes 116 to send a connection requesséteated one of the server nodes 130 for that
connection. In at least some embodiments, an eressage may be sent to the respective client
160.

[0118] In at least some embodiments, the distributed laddncer system supports multiple
public IP addresses. As such, it is possible ghelient 160 may initiate two TCP connections
from the same client port number to two differeoblgc IP addresses. These TCP connections
are distinct from the client 160's point of viewt bnternally the distributed load balancer may
map the connections to the same server node 136hwiould result in a collision. In at least
some embodiments, to detect and handle possillsiaos, the load balancer module 132, upon
receiving the fabricated SYN packet from the seaopdlow tracker 116B as shown in Figures
10C and 10D, may compare the address informatioftstactive connections and, if this
connection would cause a collision, reject the eation request as shown in Figure 10G.

Handling load balancer node failures and additions

[0119] In many conventional load balancers, some or afitexg connections are lost in the
event of a load balancer failure. In at least seméodiments, in the event of failure of a single
load balancer node 110, the distributed load batlgneystem may maintain at least some of the

established connections so that the clients angigecan continue to exchange packets via the
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connections until the connections complete normatiyaddition, the distributed load balancing
system may continue to service connections thaé wethe process of being established at the
time of failure.

[0120] In at least some embodiments of the distributedl Ibalancing system, a failure
recovery protocol may be implemented that may recexisting client connections in the event
of a single load balancer node 110 failure. Midtijpad balancer node 110 failures, however,
may result in lost client connections. In at leasthe embodiments, TCP retransmissions
between a client 160 and a server 134 may be usedraeans of recovery following a load
balancer node 110 failure.

[0121] In addition to potential load balancer node 11@ufas, new load balancer nodes 110
may be added to the distributed load balancer systehese new nodes 110 may be added to the
load balancer layer and thus to the consistent hagjy and load balancer node 110 roles
regarding existing client connections may be adplistccording to the change, as necessary.

Handling flow tracker node failures and additions

[0122] In at least some embodiments, as each connectiestablished (see, e.g., Figures
10A through 10G), the connection state informai®passed through two load balancer nodes
110, referred to as the primary and secondary flaakers, which may be determined using a
consistent hash algorithm that, for example, usegdlient IP:port, public IP:port) tuple as hash
function input. In the event of a single load Ibakr node 110 failure, at least one of the
surviving load balancer nodes 110 may continueetanlapped via the consistent hash function
and may contain the necessary state informatioa famnnection to direct packets to the selected
server node 130 for a connection. In additiorthencase of an addition of a load balancer node
110 to the consistent hash ring, state informafmmconnections may be refreshed to the
appropriate flow trackers.

[0123] Figures 11A through 11D illustrate the handlingegénts that effect membership in
the load balancer node consistent hash ring, acgptd at least some embodiments. These
events may include, but are not limited to, addingew primary flow tracker node, adding a new
secondary flow tracker node, failure of a primdowf tracker node, and failure of a secondary
flow tracker node.

[0124] Figure 11A illustrates handling the addition ofeanprimary flow tracker node to the
consistent hash ring. The top row of Figure 11Aveh flow tracker 116A as the primary flow
tracker for one or more client connections and floacker node 116B as the secondary flow

tracker for the same connection(s). In the bottom of Figure 11A, a new flow tracker node
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116C has been added, and becomes the primary fémketr for the client connection(s). Flow
tracker node 116A, formerly the primary flow trackeecomes the secondary flow tracker, while
flow tracker node 116B, formerly the secondary fliwacker, becomes a next flow tracker in the
consistent hash ring. State information for thentlconnection(s) that was maintained by flow
trackers 116A and 116B may be provided to the nemary flow tracker 116C. In addition,
flow tracker 116B may “forget” its formerly trackembnnections in the role of secondary flow
tracker.

[0125] Figure 11B illustrates handling the addition ofewnsecondary flow tracker node to
the consistent hash ring. The top row of FigurB shows flow tracker 116A as the primary
flow tracker for one or more client connections dlmv tracker node 116B as the secondary
flow tracker for the same connection(s). In thétdoo row of Figure 11B, a new flow tracker
node 116C has been added, and becomes the secfiodatnacker for the client connection(s).
Flow tracker node 116A remains as the primary ftoacker for the connection(s), while flow
tracker node 116B, formerly the secondary flow kesic becomes a next flow tracker in the
consistent hash ring. State information for thentlconnection(s) that was maintained by flow
trackers 116A and 116B may be provided to the nesorsdary flow tracker 116C. In addition,
flow tracker 116B may “forget” its formerly trackembnnections in the role of secondary flow
tracker.

[0126] Figure 11C illustrates handling the failure of anmary flow tracker node in the
consistent hash ring. The top row of Figure 116wshflow tracker 116A as the primary flow
tracker for one or more client connections, floacker node 116B as the secondary flow tracker
for the same connection(s), and flow tracker nob@Clas a next flow tracker in the consistent
hash ring. In the bottom row of Figure 11C, prignow tracker node 116A has failed. Flow
tracker node 116B becomes the primary flow tradkerthe connection(s), while flow tracker
node 116C becomes the secondary flow tracker ®rctimnection(s). State information for the
client connection(s) is maintained by flow tracket6B and may be provided to the new
secondary flow tracker 116C.

[0127] Figure 11D illustrates handling the failure of a@edary flow tracker node in the
consistent hash ring. The top row of Figure 11bvahflow tracker 116A as the primary flow
tracker for one or more client connections, floacker node 116B as the secondary flow tracker
for the same connection(s), and flow tracker not&Clas a next flow tracker in the consistent
hash ring. In the bottom row of Figure 11D, se@wgdlow tracker node 116B has failed. Flow

tracker node 116A remains as the primary flow teadkr the connection(s), while flow tracker
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node 116C becomes the secondary flow tracker ®ictimnection(s). State information for the
client connection(s) is maintained by flow tracket6B and may be provided to the new
secondary flow tracker 116C.

[0128] In at least some embodiments, the load balanceule®d 32 on the server nodes 130
perform connection publishing to the load balanedes 110. In at least some embodiments,
the connection publishing periodically (e.g., oreeesecond) or aperiodically pushes current
connection state information from the server nd#to the load balancer nodes 110 serving as
flow tracker nodes and ingress nodes, which aatsftesh or restore the connection mappings to
both the primary and secondary flow tracker nodasthe connections. In at least some
embodiments, a load balancer module 132 may datdiciw tracker membership change, for
example as illustrated in Figures 11A through 11D.response, the load balancer module 132
may perform a connection publication to populatedtate information for the connections in the
primary and secondary flow tracker nodes, which fmaye changed for the connections when
the membership changed. Note that connection gub¢smay allow at least some established
connections to be recovered in the event of meltiphd balancer node failures.

Failure-related message flow

[0129] In at least some embodiments, the protocol betwleemprimary and secondary flow
tracker nodes may include a correction or syncladion functionality. For example, referring
to Figure 11A, when a new primary flow tracker nddé5C joins the consistent hash ring, the
new node 116C may lay claim to the consistent kagspace for some number of connections
(~ 1/N) and begin receiving traffic related to thesonnections from the edge router 104.
However, the new primary flow tracker node 116C -ddoet have any state stored for the
connections, so it may operate on each packet iisvére the first packet received from the
client 160. The primary flow tracker is responsifie generating server TCP sequence numbers
in response to SYN packets (see, e.g., Figure a04)for selecting server nodes 130 in response
to the first ACK packet from a client 160 (see,.ekgure 1), and these generated values may
disagree with values chosen by the previous prirflary tracker (flow tracker node 116A in
Figure 11A). However, in at least some embodimémgsconsistent hash algorithm assigns the
previous primary flow tracker (flow tracker node6BLin Figure 11A) into the secondary flow
tracker role, and this flow tracker still retaifgetpreviously stored state for the connections.
Thus, in at least some embodiments, when the sacpfidw tracker (flow tracker node 116A in
Figure 11A) detects a discrepancy in informatiarereed from the primary flow tracker 116C, it

can send update messages back to the primary fémker 116C to bring the two load balancer
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nodes 110 serving as flow trackers for the conaaestinto synchronization. Similar methods
may be used to synchronize the flow trackers aftBer changes in the consistent hash ring
membership.

Load balancer module details

[0130] In at least some embodiments, the load balanceuladd®B2 is a component of the
distributed load balancer system that resides oh efthe server nodes 130. Roles of the load
balancer node 132 include, but are not limiteddexgapsulating packets received from the load
balancer nodes 110 and sending the decapsulat&dtpdo the server 134 on the server node
130, and encapsulating outgoing packets from tmeesel34 and sending the encapsulated
packets to a load balancer node 110.

[0131] In at least some embodiments, incoming packetsadaad balancer modules 132 on
the server nodes 130 from the load balancer nod@ssgrving as ingress servers 112 are
stateless protocol (e.g., UDP) packets that entafgsthe actual client data packets. Each
encapsulated client data packet has the origimahttP:port of a respective client 160 as the
source address and the server 134 publiclP:pottieaslestination address. The load balancer
modules 132 strip the encapsulation from the claate packets and send the packets to the
respective servers 134 on the server nodes 130ex@ample by redirecting the packets to a
localhost TCP flow.

[0132] In at least some embodiments, outgoing packets fiwanservers 134 to the load
balancer nodes 110 serving as egress servers & ktadeless protocol (e.g., UDP) packets that
encapsulate the outgoing IP packets. The load batanodules 132 encapsulate the outgoing IP
packets and send the encapsulated packets to thesegervers 114 via the fabric 120. Each
encapsulated outgoing IP packet has the servep@BHUcIP:port as the source address and the
clientlP:port of a respective client 160 as theidation address.

Load balancer module functionality

[0133] In at least some embodiments, functions of the lmddncer module 132 on a server

node 130 may include one or more of, but are nuitdd to:

* Terminating UDP tunnels from the load balancer 1®)Jd#&10, e.g. from the ingress server
112 handling a connection to a client 160. Thidudes stripping UDP encapsulation

from incoming client data packets received fromitiggess servers 112.

» Selecting an egress server 114 to receive outdaiffgc for a connection.
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* Intercepting outgoing IP packets on a connectionthe respective server 134,
encapsulating the outgoing IP packets for the cotiore and sending the encapsulated

packets to the egress server 114.

* Mangling the sequence number in incoming and oatg@ackets so that the sequence
number aligns with the sequence number generatedebffow tracker nodes 116 when
the flow tracker nodes 116 sent a SYN/ACK to thent|160.

» Making the decision on whether to accept or regeconnection for the respective server
134, for example based on one or more metrics atidig the respective server 134’s

current load.

» Detecting and rejecting connections from the saleattP:port address to the respective
server 134 if there is an active connection fort tbkentlP:port address to avoid

collisions.
» Connection tracking and connection publishing.

Load balancer module configuration information

[0134] In at least some embodiments, each load balancelulsmdl32 may acquire and
locally store one or more of, but is not limited tbe following sets of information for its
configuration: a set of load balancer node 110 emdg; a set of valid public IP addresses which
it is to serve; and the port number(s) on which tegpective server 134 accepts incoming
connections. In a least some embodiments, thisrimdtion may be acquired from or updated by
accessing or querying a configuration service 1@Aponent of the distributed load balancer
system, as illustrated in Figure 1. Other methofdacquiring the information may be used in
some embodiments.

Load balancer module packet handling

[0135] The following describes load balancer module 13@rafons for inbound traffic and
outbound traffic according to at least some embedis: In at least some embodiments, when
an inbound data packet is received by the loadnbatamodule 132, the data packet is
decapsulated from the UDP packet, and the desimatidress in the decapsulated TCP packet is
first validated against a set of configured valiblc IP addresses. If there is no match, the
packet is dropped or ignored. In at least someoeimntents, the load balancer module 132 may
adjust the sequence number in the TCP header bypstant delta so that the sequence number

matches the randomly chosen sequence number gahérsathe flow tracker nodes 116 that sent
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the SYN/ACK packet to the client 160. The loaddnaker module 132 records the mapping from
the [Client:Public] endpoint to the [Client:Serverjdpoint as an internal state.

[0136] In at least some embodiments, for outbound TCP giackom the server 134, the
load balancer module 132 first checks its intestate to determine if the packet is for an active
connection that the load balancer module is magadjfint is not, the load balancer module 132
just passes the packet through. If it is, the Ibahncer module 132 encapsulates the outgoing
TCP packet, for example according to UDP, and foiwahe encapsulated packet to a load
balancer node 110 that was selected as the egme®s 414 for this connection. In at least some
embodiments, the load balancer module 134 may tadpes TCP sequence number in the
outgoing TCP packet by a constant delta so thalighs with the sequence number generated by
the flow tracker nodes 116 that sent the SYN/ACEKkeato the client 160.

Connection tracking

[0137] In at least some embodiments, the load balanceul@d®2 on each server node 130
manages a hash table containing connection ddtailsvery active client connection to the
respective server 134. In at least some embodsneghe key for the hash table is the
(clientlp:port, publiclp:port) tuple. In at leastrae embodiments, the connection state for each
client connection may include one or more of, Butat limited to:

e Theclient IP : Port

e The public IP : Port

e The initial server TCP sequence number providethbylow tracker 116 nodes.

* The server TCP sequence number delta.

* The original primary flow tracker IP address.

* The original secondary flow tracker IP address.

e The IP address of the last detected ingress sghzer

* An expiration time for this entry

e Least Recently Used (LRU) / Collision indices.
[0138] In at least some embodiments, each load balancdulend32 periodically generates
connection publishing messages to the primary acdrglary flow tracker nodes for all active
client connections. In at least some embodimehts,content of /proc/net/tcp is scanned and
intersected with the active connections in the Ibaldncer module's hash table so that they will
continue to be published to the flow tracker nodesil the Linux kernel stops tracking the

connection. Connection publishing will be discussemore detail later in this document.
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Seqguence numbenangling

[0139] As previously described, in at least some embodism#re load balancer nodes 110
generate SYN/ACK packets in response to client 380! packets on behalf of the server 134.
Only after the client 160 sends an ACK packet (Tit&P three-way handshake) does a load
balancer module 110 send any data to a load balamogule 132 on a server node 130. When
the load balancer module 132 is first instructedgtmblish a client connection, the load balancer
module 132 locally fabricates a SYN packet to beginCP connection with the server 134 on
the server node 130, and intercepts the servesI®responding SYN/ACK packet. Typically,
the server 134 (e.g., the Linux kernel on the semeele 130) selects an entirely different TCP
sequence number than the one the client receiviiekiBYN/ACK packet from the load balancer
nodes 110. Thus, in at least some embodimentdp#uebalancer module 132 may correct for
the sequence numbers in all the packets in the d&@@Rection between the client 160 and the
server 134. In at least some embodiments, theldakhcer module 132 computes the difference
between the sequence number generated by the kadcbr nodes 110 and the sequence
number generated by the server 134 and storesiffeeedce as a delta value in the hash table
entry for the TCP connection. When incoming datekpts arrive from the client 160 on the
connection, the TCP header will contain acknowledget numbers that will not align with the
sequence number used by the server 134, so thebkdadcer module 132 subtracts the delta
value (e.g., using two's complement) from the seqeenumber value in the TCP header. The
load balancer module also adds the delta valuesteequence number in outbound packets from
the server 134 to the client 130 on the connection.

Health checking in the distributed load balancetewn

[0140] In at least some embodiments of the distributedl Ibalancer system, each load
balancer node 110 requires a consistent view ofhimthy members in the load balancer
implementation (i.e., of the healthy load balanoaies 110 and server nodes 130) for at least the
following reasons:

» Load balancing - The load balancer nodes 110 reeddtect server node 130 failures and
converge on a set of healthy server nodes 13@#maaccept client traffic.

» Distributed state management — The load balancardistributed system with the state
shared/replicated across multiple load balanceesdd 0 (e.g., according to a consistent
hashing mechanism). In order to properly handlentliraffic, each load balancer node
110 needs to have an eventually consistent vietheohealthy member nodes 110 in the

load balancer implementation.
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[0141] To accomplish this, at least some embodiments ef distributed load balancer
system may implement embodiments of a health cpeatocol that monitors nodes in the load
balancer implementation and detects unhealthy nadesoon as possible. The health check
protocol may propagate health information amongnibdes in the load balancer implementation,
and may provide methods that enable the nodes ngecge on a set of healthy nodes. In
addition, the health check protocol may provide mamisms for reporting healthy/unhealthy
nodes and state changes in the load balancer ireptation.

[0142] In at least some embodiments, the health checkgobtnay be based on one or more
of, but not limited to, the following assumptions:

e All nodes in the load balancer implementation arevin. (l.e., the health check protocol
may not perform discovery).

e All node failures are fail-stop.

* All messages between nodes are stateless proteapl, UDP) messages, and the
messages may be dropped, delayed, duplicated pted. There are no guarantees on
message delivery.

[0143] In at least some embodiments, a node in a loachtalamplementation (e.g., a load
balancer node 110 or server node 130) may be amesidhealthy under the following
conditions:

» All of the node’s internal components are in reatéte (ready to handle client traffic).

* The node’s incoming/outgoing network links are tweal(for at least the network
interface controllers (NICs) on which client trafflows).

[0144] Figure 12 is a high-level flowchart of a health dhenethod that may be performed
by each load balancer node according to a heaklckcinterval, according to at least some
embodiments. As indicated at 1000, at each loddnbar interval, for example every 100
milliseconds, each load balancer (LB) node 110 hemlth check at least one other LB node 110
and at least one server node 130. As indicatd®@2, the load balancer node 110 may update
its locally stored health information accordingtbe health checks. As indicated at 1004, the
load balancer node 110 may then randomly seldeiaat one other load balancer node 110 and
send its health information to the selected loathrim®r node(s) 110. In at least some
embodiments, the node 110 may also send a lisealthy load balancer nodes 110 to one or
more server nodes 130, for example to the samerseode(s) 130 that are health checked by the

node 110. The elements of Figure 12 are explametbre detail in the following discussion.
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[0145] In at least some embodiments of the health cheatogol, a load balancer node 110
does not assert its own health to the other lodahbar nodes 110. Instead, one or more other
load balancer nodes 110 may health-check the nd@e 1For example, in at least some
embodiments, each load balancer node 110 may peaitydor aperiodically randomly select one
or more other nodes 110 to health-check. As anakample, in at least some embodiments,
one or more other load balancer nodes 110, for pkaihe two nearest neighbors of a given
load balancer node 110 on an ordered list of n@d@ssuch as a consistent hash ring, may each
periodically or aperiodically check the health d¢fetgiven node 110. In at least some
embodiments, health checking a node 110 may inasdey health pings sent to the NICs 1114
on the node 110 as illustrated in Figure 23. tlteast some embodiments, if a first node 110
determines that a second node 110 is healthy featih check, the first node 110 may update
(e.g., increment) the heartbeat counter for thers®oiode 110 stored in local health information
for the load balancer nodes 110. The first node geribdically or aperiodically sends its local
health information to one or more other load basnoodes 110 in the load balancer
implementation, which may update their own locahltie information accordingly (e.g., by
incrementing the heartbeat counter for the secarde)nand send their updated local health
information to one or more other nodes 110. Trertheat information for the second node 110
may thus be propagated to the other nodes 11Ceitodd balancer implementation. As long as
the second node 110 is healthy, all of the otheleaal10 that are reachable from the second
node 110 should thus see the second node 110’'sbbaticounter getting incremented on a
consistent basis, e.g. once a second or once wreseconds. If the second node 110 is detected
to be unhealthy by the node(s) 110 that checka#dth, no heartbeat for the node 110 is sent by
the health checking nodes 110 and, after some ttimeshold, the other nodes 110 in the load
balancer implementation 110 consider the node A Huiestion to be unhealthy, or down.

[0146] In at least some embodiments, a load balancer aé@emay check one or more
aspects of its own internal state and, if the nbt@ detects that it is unhealthy for some reason,
the node 110 may stop responding to the healtrsgdiogn other nodes 110 that check its health.
Thus, the nodes 110 checking the unhealthy nodés TiEalth may consider the node 110 as
unhealthy, and may not propagate heartbeat incrisnoenbehalf of the node 110.

Health check protocol details

[0147] In at least some embodiments, the health checlogombimay leverage a heartbeat
counter techniqgue and gossip protocol technoldidye health check protocol may be considered

to have two main parts — health checking and gddsijfure detection.
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[0148] Health checking - Every load balancer node 11hélbad balancer implementation
may periodically or aperiodically health check owe more other nodes 110 in the
implementation. Methods by which the one or mditeeonodes are determined are discussed
later. A core idea of health checking is that riale 110 health checks another node 110 and
determines that the other node 110 is healthychieeking node 110 asserts that the other node
110 is healthy by incrementing and propagating atheat counter for the other node 110. In
other words, the nodes 110 do not assert theirteeaith to the other nodes; instead, one or more
other nodes 110 check and assert the health of eacle 110 in the load balancer
implementation.

[0149] Gossip / failure detection - In at least some enrbedts, the health check protocol
may leverage a gossip protocol to propagate logmhbar node 110 health information among
the member load balancer nodes 110 in the loacht@lamplementation. The gossip protocol
converges rapidly, and provides eventual consigten@rantees that are sufficient for the
purposes of the distributed load balancing systemat least some embodiments, using the
gossip protocol, each load balancer node 110 mamtaheartbeat counter for each other node
110 in the load balancer implementation, for exampl a heartbeat list. Each load balancer
node 110 periodically or aperiodically performsealth check of at least one other load balancer
node 110 as described above, and increments theébéat counter for a node 110 upon
determining via the health check that the checkedenl110 is healthy. In at least some
embodiments, each load balancer node 110 peribdmabperiodically randomly selects at least
one other node 110 in the load balancer implemientdab which it sends its current heartbeat
list. Upon receipt of a heartbeat list from anothede 110, a load balancer node 110 merges the
heartbeat information in the received list withatsn heartbeat list by determining the maximum
heartbeat counter for each node 110 in the tws (tbe received lists and its own list) and using
the determined maximum heartbeat counter in its beartbeat list. In turn, this heartbeat list
gets sent to another randomly selected node 11G¢chwhpdates its own heartbeat list
accordingly, and so on. Using this techniquertbeat information for each healthy node 110 is
eventually (e.g., in a few seconds) propagated!tof dhe other load balancer nodes 110 in the
load balancer implementation. As long as the beattcounter keeps increasing for a given load
balancer node 110, it is considered to be healgithé other nodes 110. If a load balancer node
110’s heartbeat counter does not get incremented &pecified period by the health checking
and gossiping method, then other load balancers@d® may converge on the load balancer

node 110 being considered unhealthy.
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Health checking load balancer nodes

[0150] The following describes a method for health cheglanload balancer node 110 that
may be performed by another load balancer node dddiyrding to at least some embodiments.
With reference to Figure 23, in at least some enmbedts, a load balancer node 110 may be
considered healthy if one or more of the followaunditions are determined for the node 110:
e The processor threads (e.g., core packet procesenig 1108 threads) of the node 110
are in the ready state (internal).
 The node 110 knows the edge router 104’s IP addredior MAC address (internal).
e All of the threads and/or protocol handlers of thede 110 are in the ready state
(internal).
* The incoming and outgoing links from the north sjddge router 104 / border network)
and from the south side (servers 130 / producteiwork) are active (external).
 The node 110 can receive and dispatch packetsheianétwork interface controllers
(NICs) used in the load balancer implementatioror &ample, in an example load
balancer node 110 embodiment as shown in Figuréh23pode 110 should successfully
receive and dispatch packets via the north-faci@ NL14A and the south-facing NIC
1114B.
[015]] If one or more of these health conditions doeshotd for a given node 110, the node
110 may be considered not healthy. Note that,oimes embodiments, a node 110 is only
considered healthy if all of the above condition&dior the node 110.
[0152] In at least some embodiments, in addition to thevalhealth conditions, a third NIC,
shown in Figure 23 as NIC 1114C, on each load lsalanode 110 that may, for example, be
used for control plane communications may alsoherked by a health-checking node 110 by
sending packets to and receiving packets from ti@e ahd, if the check of the third NIC fails,
the node 110 being checked may be considered uhjeal
[0153] Figure 13 illustrates an example method for healthcking a load balancer node
from another load balancer node, according toastlsome embodiments. In this example, load
balancer node 110A is health checking load balancde 110B. Each node 110A and 110B has
a north-facing NIC (NIC 1114A in Figure 23) andauth-facing NIC (NIC 1114B in Figure 23).
At 1, node 110A sends a packet (e.g., a ping padk@n its north-facing NIC to the north-
facing NIC of node 110B via edge router 104. Nd6B receives the packet on its north-facing
NIC, and at 2 sends a response from its north-gabil€ to the north-facing NIC of node 110A

via fabric 120, provided the conditions given i fist above are satisfied. After receiving the
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response on its north-facing NIC, at 3, node 116Ads a packet (e.g., a ping packet) from its
south-facing NIC to the south-facing NIC of nod®Blvia fabric 120. Node 110B receives the
packet on its south-facing NIC, and at 4 sendspamse from its south-facing NIC to the south-
facing NIC of node 110A via edge router 104, preddhe conditions given in the list above are
satisfied. Upon receiving the response on itststating NIC, node 110A considers node 110B
to be healthy and increments node 110B’s localtheat counter, which may then be propagated
to other nodes 110 according to a gossip protapraviously described.

[0154] As an alternative to the above, in some embodimévds balancer node 110B may
respond to the first ping message, received abitth-facing NIC, via its south-facing NIC to the
south-facing NIC of node 110A, and respond to #ered ping message, received at its south-
facing NIC, via its north-facing NIC to the northeing NIC of node 110A.

[0155] In addition, in some embodiments, node 110A mag hkalth check a third NIC of
node 110B that is used for control plane commuitnat(shown as NIC 1114C in Figure 23) by
pinging node 110B’s third NIC from its own third Glland receiving a response to the ping
message on its third NIC from node 110B’s third Nfhode 110B is healthy. The ping
message and response may pass through one or amtrel plane device(s) 170, for example a
network switch.

[0156] The above-described health check mechanism exsrabeof the incoming and
outgoing links and data paths of node 110B in akdalions (north, south, and through the
control plane) as well as all of node 110B’s NI@sgd also verifies the internal health of node
110B as the ping packets traverse the internalepiand dispatching of node 110B as would a
client packet.

Assigning health checking responsibilities to I®ibncer nodes

[0157] In at least some embodiments, every load balanode 10 in a load balancer
implementation has access to a list (e.g., a sdiggdf all of the other load balancer nodes 110
in the load balancer implementation, for exampla &i configuration function and/or via a
configuration service 122 component as shown imiféid.. In at least some embodiments, each
load balancer node 110 may randomly select onease mther nodes 110 on the list to health
check at each health check interval, incrementnaiy theartbeat counter if determined healthy.
Note that the list includes all load balancer nod&® in the load balancer implementation
whether currently considered healthy or unhealibythve health check mechanism, and currently
unhealthy nodes 110 may be randomly selected flmnlist and health checked as well as

healthy nodes 110. Thus, a currently unhealthyenbtd) may be determined to be healthy by
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one or more nodes 110 that health check the nodgitslheartbeat counter may be incremented
and propagated to the other nodes 110, and thealihjy@ode 110 may thus return to healthy
status.

[0158] Alternatively, in some embodiments, each load bmamode 110 may assume
responsibility for health checking one or more othedes 110 in the list and incrementing their
heartbeat counter if determined healthy. For exeymp some embodiments, each node 110 may
assume responsibility for two other nodes, for eulanits “left” (or previous) and “right” (or
next) nearest neighbor nodes 110 in the list. Nudé the list may be considered circular and a
node 110 at the “end” of the list may assume resipdity for health checking a node 110 at the
“beginning” of the list, and vice versa. In sommab®diments, the two other nodes 110 may be
otherwise selected, for example as the two nearegghbors next on the list. In some
embodiments, each node 110 may assume responditilitealth checking more than two other
nodes 110 on the list, for example three or fohephodes 110. In at least some embodiments,
if a neighbor node 110 that is being checked bp@enl10 is determined to be unhealthy, then
the node 110 may assume responsibility for hedldtking at least one node on the list that the
unhealthy neighbor node 110 was responsible fockthg. In at least some embodiments, in
addition to health checking its neighbor nodes (ELQ., a “left” and “right” neighbor node), each
load balancer node 110 may also periodically oriageally randomly select a node 110 in the
ring and perform a health check of that randomlgaed node 110 and, if healthy, increment
and propagate the random node 110’s heartbeat.|léast some embodiments, all other nodes
110 in the ordered list are considered for the oamdelection and health check regardless of
whether the other node 110 was previously consideealthy or not.

[0159] In at least some embodiments, each node 110 pesftren health check of one or
more randomly selected nodes 110, or alternatigélys neighbor nodes 110 and a randomly
selected node, at a regular interval, which mayeberred to as the health check interval. For
example, in some embodiments, the heartbeat interaa be 100 milliseconds, although shorter
or longer intervals may be used. In addition,tifeast some embodiments, each node 110 sends
or “gossips” its current heartbeat list to at lemst other randomly selected node 110 at a regular
interval, which may be referred to as a gossipruate In some embodiments, the health check
interval and the gossip interval may be the sattigpigh they are not necessarily the same.
[0160] Figure 14 graphically illustrates a load balancederhealth checking one or more
other load balancer nodes, according to at leasesembodiments. In this example, there are
eight load balancer nodes 110A — 110H in the laadrizer implementation. The dotted circle
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represents an ordered list of all nodes 110 inirtiigementation. In some embodiments, each
node 110 may randomly select one or more others@d® on the list to health check at each

interval. As an alternative, in some embodimeets;h load balancer node 110may assume
responsibility for checking one or more particuterdes 110 on the ordered list, for example

node 110A may take responsibility for health-chegkis two nearest neighbor nodes 110B and
110H according to the ordered list as shown in ileédi4.In addition, the load balancer node may
also randomly select another node 110 from thereddést at each health check interval. As

shown in this example, node 110A has also randseeilcted node 110F to health check. At the
gossip interval, node 110A randomly selects sonmerohealthy node 110, for example node

110D, and sends its current heartbeat list to ¢hected other node 110, for example in a UDP
message. A node 110, upon receiving a heartlsdtdm another node 110, may update its own
heartbeat list accordingly and propagate the heattist to one or more randomly selected nodes
110 at the next gossip interval.

Health checking the server nodes

[0161] In addition to health checking the load balancedes 110 as described above,
embodiments of the health check protocol may perfbealth checking of the server nodes 130
including the load balancer modules 132 and serd@4son those nodes 130. In at least some
embodiments, a server node 130 may be consideralthyef one or both of the following
conditions are determined for the node 130:

e The load balancer module 132 is healthy.

* The server node 130 responds successfully to healgs (e.g., L7 health pings).
[0162] Figure 15 illustrates the load balancer nodes heeltecking the server nodes,
according to at least some embodiments. In at k@®me embodiments, every load balancer
node 110 in a load balancer implementation hassadwea list of all of the other load balancer
nodes 110 in the load balancer implementation, el ag a list of all server nodes 130 in the
load balancer implementation. The list(s) may I#aimed and updated, for example via a
configuration function and/or via a configuratioengce 122 component as shown in Figure 1.
In at least some embodiments, the server nodesnaye consistent hashed against the healthy
load balancer nodes 110 to form a consistent haghas illustrated in Figure 15. In at least
some embodiments, each server node 130 in theigimgalth checked by two healthy load
balancer nodes 110 in the ring. For example, gurfé 15, server node 130A is health checked
by load balancer nodes 110A and 110C. These twien@10 may be referred to as the first
(node 110A) and second (node 110B) health cheakoues 110 for the server node 130 in the

44



10

15

20

25

30

consistent hash ring. Note that a given healtly Ibalancer node 110 may health check more
than one server node 130. For example, in Figbreldad balancer node 110A also health
checks server nodes 130B and 130C. In additigiven node balancer node 110 may be a first
health checking node 110 for one or more serveesid@0 and a second health checking node
110 for one or more other server nodes 130. Famgke, in Figure 15, load balancer node 110A
is the first health checker node for server nod#¥Aland 130B and the second health checker
node for server nodes 130C and 130D.

[0163] In at least some embodiments, if a load balancde rid 0 fails, the membership in
the consistent hash ring changes, and one or ntibeesoof the load balancer nodes 110 that are
still healthy and thus still on the consistent hasty may assume responsibility for health
checking the server nodes 130 previously healtbkateby the failed node 110.

[0164] In at least some embodiments, each healthy nod@dii6rms the health check of its
assigned server nodes 130 at a regular intervabhwmay be referred to as a server check
interval. In at least some embodiments, the sarlveck interval may be greater than or equal to
the gossip interval previously mentioned.

[0165] In at least some embodiments, to perform a hedi#clc of a server node 130, a
healthy load balancer node 110 (e.g., node 110Rigare 15) initiates a health ping message
(e.g., a L7 HTTP health ping message) to a sergde 130 (e.g., server node 130A in Figure
15). If healthy, the server node 130 sends a magonse back to the load balancer node 110. In
at least some embodiments, the ping message isvedcand processed by the load balancer
module 132 on the server node 130, so the hea#ibkcping, if successful, establishes that the
module 132 on the server node 130 is healthy. Upoeiving the response to the ping, the load
balancer node 110 considers the server node 1B@adthy, and increments a heartbeat counter
for the server node 130.

[0166] In at least some embodiments, the heartbeat cauftterll server nodes 130 health
checked by a given healthy load balancer node 1dYbe propagated to the other load balancer
nodes 110, for example according to the gossipniqak previously described for the load
balancer node 110 heartbeat counters in which padh 110 sends its heartbeat list to at least
one other randomly selected node 110 at a reguilanvial (the gossip interval), and the receiving
node 110 updates its own heartbeat list accoraitige maximum values in the two lists.

Failure detection and gossip

[0167] In at least some embodiments, the information akthithrough the load balancer

node 110 health checks and the server node 13thheedcks described above may need to be
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propagated to all the nodes 110 in the load bataimeglementation so that all load balancer
nodes 110 can maintain consistent view of the Ibathncer implementation. As described
above, in at least some embodiments, the load talarodes 110 may communicate with each
other according to a gossip protocol to exchangk @opagate this health information and to
detect load balancer node 110 and server nodeallBfes.

[0168] In at least some embodiments, at a regular intéreérred to as the gossip interval),
each load balancer node 110 randomly selects antitheé balancer node 110 and sends the
other node 110 its view of healthy load balancetasol10 and server nodes 130 along with the
heartbeat counters for the load balancer nodesahiiOserver nodes 130. As long as a load
balancer node or server node 130 is healthy, tde mall pass its health checks and its heartbeat
counter will keep increasing. If the heartbeat ¢eufor a node does not change for a specified
interval (which may be referred to as a fail tinmerval), then the node is suspected to have
failed by the load balancer nodes 110. Once a isosliespected to have failed, the load balancer
nodes 110 may wait for a specified interval (whiohy be referred to as the unhealthy time
interval) before determining that the node is uithga This unhealthy time interval allows the
load balancer nodes 110 to wait until all the |datancer nodes 110 learn that the node has
failed.

[0169] Figure 16 graphically illustrates a state for, mwof, health of another node (either a
load balancer node 110 or server node 130) thatbeagaintained by a load balancer node 110,
according to at least some embodiments. Assumk#uaebalancer node 110 starts with a view
of the node in question as being healthy, as itelicat 300. This indicates that the heartbeat
counter for the node has been incrementing. Hokydfvthe node’s heartbeat counter does not
increase for a specified interval (the fail timéehval) as indicated at 302, then the load balancer
node 110 suspects that the node has failed, asabedi at 304. If the node’s heartbeat counter
does not increase for a specified interval (theeaithy time interval) as indicated at 306, then
the load balancer node 110 considers the node lihjzeas indicated at 308. However, if the
heartbeat counter for the node increments befaatinealthy time interval expires as indicated
at 310, the load balancer node 110 again considersode as healthy 300. Similarly, receiving
a heartbeat increment for an unhealthy node asateti at 312 can cause the node to be
considered as healthy 300.

[0170] Determining that a node is unhealthy may involvéedent actions by the load

balancer node(s) 110 depending on whether the lihizeede is a load balancer node 110 or a
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server node 130, and also depending on the loamhd&@l node’s 110 relationship with the
unhealthy node, as described elsewhere herein.

Load balancer node data

[0171] In at least some embodiments, each load balanckr h1b0 may maintain data about
the state of the load balancer implementationatlfeast some embodiments, this data may be
maintained in one or more data structures on eaatl balancer node 110 including but not
limited to a healthy load balancer node list, gpsasload balancer node list, and a heartbeat list.
Figure 17 illustrates an example load balancer rddethat maintains a healthy load balancer
node list 320, a suspect load balancer node |&t 82 unhealthy load balancer node list 324, and
a load balancer node heartbeat list 326.

[0172] In at least some embodiments, each load balanckr hd0 may maintain a healthy
load balancer node list 320, which is a list of ltitgaload balancer nodes 110 that may, for
example, be used to determine which nodes 110 eathly and are thus participating in the
gossip protocol. Only the nodes 110 on the li€d a2 involved in the propagation of load
balancer information via the gossip protocol, ahlg nodes 110 on the list 320 are considered to
be in the consistent hash ring, and only the ndd@son this list health-check server nodes 130.
A node 110 may randomly select another node 116 films list 320 to which its heartbeat
information is sent. In addition, heartbeat counte exchanged only for the nodes 110 that are
currently in the healthy load balancer node lis0.32In at least some embodiments, a load
balancer nod&l can be added to the healthy load balancer noda2& of another load balancer
node 110 if nodé passes a health check by the load balancer nddlerlit the load balancer
node 110 receives a gossip message about Mddam some other load balancer node 110 on
the list 320.

[0173] In at least some embodiments, each load balanakr hd0 may maintain a suspect
load balancer node list 322, which is a list ofddmlancer nodes whose heartbeat counter (see
heartbeat list 326) has not increased for a sgekifiterval (referred to as the fail time interval)

If a load balancer nodE is in the suspect load balancer node list 322 lolad balancer node
110, then the load balancer node 110 will not goabiout nod€. If some other load balancer
node 110 on the healthy list 320 gossips to the loalancer node 110 about ndfewith a
higher heartbeat counter than the counter for riode the node 110’s heartbeat list 326, then
nodeE will be moved from the suspect list 322 to theltigdist 320. If the nod& stays on the
load balancer node 110’s suspect list 322 for @ifipd interval (referred to as the unhealthy

time interval), nod€t is considered unhealthy by the load balancer dd@eand is moved onto
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an unhealthy node list 324. A node 110 on the aitine node list 324 (in this example, no@g
may be moved to the healthy node list 320 of a lo@ldncer node 110 upon no@epassing a
health check by the node 110 or upon receivingpalaied heartbeat counter for the n@igom
another node 110.

[0174] In at least some embodiments, each load balands hb0 may maintain a heartbeat
list 326 for all known load balancer nodes 110.r €&&ach node, 110, this list 326 may include a
heartbeat counter and a timestamp that indicates Wwie heartbeat counter last changed.

[0175] In at least some embodiments, each load balanade @@€0 may also maintain a
heartbeat list for all known server nodes, not shawFigure 17. This list may be similar to the
load balancer node heartbeat list 326. In someodimients, the two lists may be combined. In
at least some embodiments, the heartbeat informdo the server nodes 130 may be
propagated among the load balancer nodes 110 xBonm@e according to a gossip protocol,
along with or in addition to the heartbeat inforroatfor the load balancer nodes 110.

[0176] While Figure 17 shows four separate lists, it idéonoted that two or more of the
lists may be combined into a single list. For eglanin some embodiments, a single list of all
nodes 110 may be maintained on each load balarask @10, and bit flags or other data
structures may be used to indicate whether eacé isatlrrently healthy, suspect, or unhealthy.

Server node data

[0177] In at least some embodiments, the server nodesai@0ocal load balancer modules
132 on the nodes 130 do not participate in theiggsstocol with the load balancer nodes 110.
The load balancer nodes 110 gossip the heartb&amiation about the other load balancer
nodes 110 obtained by the load balancer node hela¢itk method and the heartbeat information
about the server nodes 130 obtained by the semvede mealth check method only among
themselves (specifically, each load balancer nab@ dossips only to nodes currently on its
healthy load balancer node list 320).

[0178] However, each server node 130 / load balancer raotiB®? may need information
about healthy load balancer nodes 110 in the |I@ddnber implementation so that the server
node 130 can determine load balancer nodes 116iffsply, egress nodes) to which the server
node 130 can forward outgoing client traffic anded@ine which load balancer nodes to which
connection publishing information is to be sem. at least some embodiments, to provide this
information to the server nodes 130, the load laamodes 110 may periodically or
aperiodically update the server nodes 130 withrin&dgion identifying the currently healthy load

balancer nodes 110 (e.g., healthy load balancee tistd320 in Figure 17). In at least some
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embodiments, the load balancer nodes 110 thaeap®nsible for health checking a given server
node 130 (see Figure 15) are responsible for proyithe information identifying the currently
healthy load balancer nodes to the server 130.ekxample, referring to Figure 15, load balancer
node 110A may send its healthy load balancer nigtd@20 to server nodes 130A, 130B, 130C,
and 130D, load balancer node 110B may send itghyelmlad balancer node list 320 to server
nodes 130C, 130D, and 130E, and so on.

Handling load balancer node failures

[0179] Figures 18A and 18B illustrate handling a load bedat node failure, according to at
least some embodiments. Figure 18A shows an exaload balancer implementation. There
are four load balancer nodes 110A through 110Decdy in the load balancer implementation.
Edge router 104 routes incoming packets from dignbt shown) to the load balancer nodes
110. In at least some embodiments, the edge rdifiér may make the routing decisions
according to a layer 4 per-flow hashed multipathutirgy technique, for example an equal-cost
multipath (ECMP) routing technique. In at leastngoembodiments, edge router 104 learns
about the load balancer nodes 110 that are cwresthilable in the load balancer
implementation to receive client traffic via loadldncer node 110 advertisements, for example
advertisements via Border Gateway Protocol (BGEBhrtelogy sessions initiated by the load
balancer nodes 110. However, in at least some eéimeots, instead of a load balancer node
110 advertising itself to the edge router 104 vi2GP session, at least one other node 110 in the
load balancer implementation takes responsibitityadvertising the node 110 to the edge router
104 via BGP. For example, in some embodimentshawrs in Figure 18A, the left and right
neighbor nodes 110 of a given node 110 advertesgitten node 110 to the edge router 104. For
example, load balancer node 110A advertises notiéB and 110D, load balancer node 110B
advertises nodes 110A and 110C, and load balancder h10C advertises nodes 110B and 110D.
[0180] As shown in the example of Figure 18A, each loadari@r node 110 also
periodically health checks one or more other loakhicer nodes 110, for example one or more
randomly selected nodes 110, one or more neighbdes1110 as determined by an ordered list
of load balancer nodes, or one or more neighboesatd one or more randomly selected nodes.
In addition, each load balancer node 110 may peadigl health check at least one server node
130 and also may send its list of healthy load iizda nodes 110 to the server node(s) it health
checks. Health information for the load balancedes 110 and the server nodes 130 may be

propagated among the nodes 110, for example aogptalia gossip protocol.
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[0181] Figure 18B illustrates handling the failure of agie load balancer node 110 in the
example load balancer implementation of Figure 18Athis example, load balancer node 110B
has failed for some reason. For example, nodeé Ab@ 110C may health check node 110B,
and both may detect that node 110B is failing @altin checks. Thus, nodes 110A and 110C do
not increment the heartbeat counter for node 110Be heartbeat information from both nodes
110A and 110B is propagated to the other healthgl lmalancer nodes 110 (in this example, the
only other load balancer node is node 110D) acngrth the gossip protocol. As soon as all of
the healthy load balancer nodes 110 (in this exaymudes 110A, 110C, and 110D) converge on
node 110B’s failure, one or more of, but not lidit®, the following events may occur. Note
that these events do not necessarily occur irptigier.

* Nodes 110A and 110C stop advertising node 110Bw¢oetdge router 104. In at least
some embodiments, this involves ending the BGPi@es$kat the node 110 established
with the edge router 104 to advertise node 110Btehat each node 110 establishes a
separate BGP session with the edge router 104afdr ether node 110 that it advertises,
so ending the BGP session for node 110B does riettabther nodes 110 that are
advertised. In at least some embodiments, a nbdeefids a BGP session with the edge
router 104 by sending a TCP Close or similar messagthe BGP session to the edge
router 104.

* In response to detecting that node 110B is no lobgimg advertised by any of the nodes,
edge router 104 stops routing client data packetotie 110B. The edge router 104 also
adjusts the multipath (e.g., ECMP) hashing to tebiste packet flows from the clients to
the remaining healthy load balancer nodes 110,ifsgaly to the ingress servers 112 on
the nodes 110. For any packet flow routed to gress server 112 for which the ingress
server 112 does not have a client->server mapphegmapping may be obtained from a
flow tracker node for the client->server connectionalternatively a new client->server
connection may be established according to thentqubk as illustrated in Figures 10A
through 10G.

* Nodes 110A and 110C may each opens a BGP sessieagtorouter 104 to advertise
each other. Note that, since both nodes 110A a0€ &re advertised to edge router 104
by load balancer node 110D as well as node 1108 fdbt that node 110B may stop
advertising nodes 110A and 110B to the edge rduiiérwhen it fails does not cause edge

router 104 to stop routing packets to these twaeaddO.
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* In at least some embodiments, nodes 110A and 11&Ctake responsibility for health
checking each other, since they are now neighbde$1d10. Note that node 110B, even
though considered unhealthy, may still be randdmelgith checked by one or more of the
other nodes 110.

* One or more of the remaining healthy load balanceles 110 may assume responsibility
for flow tracking connections formerly flow trackdéyy node 110B. For example, node
110C and/or node 110D may take over as primary emorgdary flow trackers as
illustrated in Figures 11C and 11D for one or mayanections for which node 110B was
a primary or secondary flow tracker.

* One or more of the remaining healthy load balanceles 110 may assume responsibility
for health checking the server nodes 130 previobsbith checked by node 110B. The
server nodes 130 are updated with the healthybadahcer node list (now not including
node 110B) by the remaining load balancer nodes F® example, in Figure 18B, load
balancer node 110A begins health checking and ungdaerver node 130C, and load
balancer node 110C begins health checking and imgdse¢rver node 130B.

* On the edge router 104, the BGP sessions fromaitezifnode 110B eventually time out.
Alternatively, the edge router 104 may terminate Bi&P sessions upon recognizing that
node 110B has failed.

[0182] It is possible that two load balancer nodes 110fa@mt or at close to the same time.

If the two failed load balancer nodes are not ahado each other, then the failures are
independent and may be handled as separate siodée 110 failures according to the method
illustrated in Figure 18B. However, if the twoléd nodes are adjacent to each other (e.g., nodes
110B and 110C in Figure 18A, then as soon as dlehealthy load balancer nodes 110 (in this
example, nodes 110A and 110D) detect and convangie failure, one or more of, but not
limited to, the following events may occur. Nolat these events do not necessarily occur in
this order.

* Node 110A ends the BGP session to edge routerdt(#btle 110B.

* Node 110D ends the BGP session to edge routeratGvbtle 110C.

* Nodes 110A and 110D start BGP session with edgerd®4 to advertise each other.

* Nodes 110A and 110D may begin health checking ettedr. Note that nodes 110A and
110D may also continue to health check the failedies 110.

* The remaining healthy nodes 110 update the serwdesn 130 with the healthy load

balancer node lists.
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« Traffic may continue to flow from the edge routé4lto node 110B and/or node 110C
since these two nodes 110 may continue to adveegsh other to edge router 104.
However, these BGP sessions will eventually timeaumd the edge router 104 will
redistribute the flows to the remaining advertisedes 110 accordingly.

* Nodes 110B and 110C may close their BGP sessidhsedge router 104 on which they
advertise nodes 110A and 110D, respectfully, ifesoti10B and 110C think they are still
healthy.

Connection publishing

[0183] Referring again to Figure 1, in at least some ernmbents, the load balancer nodes
110 in a load balancer implementation maintairestaformation for client TCP connections to
servers 130. This state information allows theallbalancer nodes 110 to route incoming client
traffic from the edge router 104 to the server sot@0 responsible for the TCP connections. The
load balancer modules 132 on the server nodes Eaftaimn lists of active TCP connections to
their respective servers 134. Connection publgisra mechanism via which the load balancer
modules 132 on the server nodes 130 may publishlists of active client TCP connections to
the load balancer nodes 110. In at least some @&mkats, the connection publishing packets
are formed and published to the load balancer na@d@sby the load modules 132 at a regular
interval, which may be referred to as the connegbigblishing interval.

[0184] In at least some embodiments, the connection stktemation maintained by the
load balancer nodes 110 may be viewed as a fogaabfe, and maintaining the state information
for a particular connection may be viewed as maiirig a lease on the load balancer node 110
for that connection. Unless the cache entries emewed, the load balancer nodes 110 may not
be able to route client data flows to the servetesol30 that are handling the data flows. The
connection publishing mechanism periodically rentivescaches, and thus the leases, on the load
balancer nodes 110 with current connection stdtermation from the server nodes 130 to thus
keep the TCP packets flowing from the clients 1&@he appropriate server nodes 130. When a
client 160 ends a TCP connection to a server 184)dad balancer module 132 on the server
node 130 associated with that connection will dtbp connection from its list of active
connections and thus will no longer publish the TE&hnection through the connection
publishing mechanism. Thus, the connection stafi@mation for that connection (the cache
entry or entries) on the load balancer nodes 140c#sted with that connection (specifically, the
ingress server 112 and the primary and secondavy tilackers 116 for the connection) is no

longer renewed, and the connection is dropped é&yahd balancer nodes 110. In at least some

52



10

15

20

25

30

embodiments, the cache entry or entries for thenection may remain in the cache on a load
balancer node 110 until the memory is requiredstome other active connection.

[0185] Thus, the connection publishing mechanism peridigica aperiodically extends the
connection leases on the ingress servers 112 angritnary and secondary flow trackers 116 to
keep the client traffic flowing. In addition, th@nnection publishing mechanism may help
recover from at least some load balancer node aildrés. When one or more load balancer
nodes 110 holding state information for a cliennroection fails, the active connection
information provided to the remaining load balanwedes 110 by connection publishing may in
some cases be used to recover the connection.

[0186] Using the connection publishing mechanism, the esermodes 130 are the
authoritative sources for the states of the commestbetween the servers 134 and the clients
160. In addition, closing of connections to thevees 134 is passively handled by the load
balancer modules 132 on the server nodes 130 anddd balancer nodes 110. Handshaking is
not required between the server nodes 130 and#tedalancer nodes 110. In other words, the
load balancer modules 132 do not have to send gesda the load balancer nodes 110 to
actively inform the nodes that particular connewdidhave been closed. When a server 134
closes a connection, the server 134 clears itsnaltstate for the connection. The load balancer
module 132 uses the server 134’s internal staggofulate the connection publishing packet.
Since the connection is no longer in the serversliBdernal state, the connection does not get
published to the load balancer nodes 110. The leaghe connection on the load balancer node
110 thus expires, and the load balancer nodes B8iyely forget about the connection.
Memory in a load balancer node 110’s cache thatwsasl for the connection can then be used
for other connections as necessary.

[0187] In some embodiments, the leases for connectionstanaed by the load balancer
nodes 110 may involve time-stamping entries for do@nections in the cache. When a
connection’s lease is renewed by a connection ghibly packet, the timestamp may be updated.
If a connection’s lease is not renewed becausedheection is no longer being published by the
load balancer module 132 on the server node 188, tte timestamp is no longer updated. In at
least some embodiments, a lazy garbage collectiethad may be used in which the entry for
the connection may remain in the cache until thenorg is needed. For example, in at least
some embodiments, timestamps on cache entries mayoimpared to a lease renewal time
threshold; if the timestamp for a cache entry éeothan the threshold, then the entry is stale and

may be reused. However, in some embodiments, esiéiies may be actively garbage collected.
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Connection publishing recipients

[0188] In at least some embodiments, for each client T@#hection, there are three load
balancer nodes 110 that maintain a connection stétte node 110 serving as the ingress server
112, the node 110 serving as the primary flow ®adkl6 and the node serving as the secondary
flow tracker 116. For a given TCP flow, the primand secondary flow trackers 116 can be
determined, for example by a load balancer node iy @pplying a consistent hash function to
the TCP flow to find the primary flow tracker 116de and its successor node in the consistent
hash ring. The load balancer node 110 serving esntijress server 112 for a TCP flow is the
node 110 that receives traffic for that flow frohretedge router 104 based on the edge router
104's internal multipath (e.g., ECMP) hash functidhthere is a node 110 failure or addition,
the load balancer node 110 serving as the ingersers112 may change for many of the active
TCP flows; and the load balancer nodes 110 semsnitpw trackers for at least some active TCP
flows may change (see, e.g., Figures 11A throudgh)1Xor every TCP flow to the server 132
on a server node 130, the load balancer moduleob3that server node 130 maintains state
information indicating which of the load balancerdes 110 is the ingress server 112 for that
TCP flow, since it receives traffic from that lobdlancer node 110. However, in at least some
embodiments, the load balancer module 132 may notvkand may not be able to determine
which load balancer nodes 110 are serving as theapyr and secondary flow trackers for a TCP
flow, since the load balancer module 132 may nowkihe consistent hash function that is used.
In other words, in at least some embodiments, tdz&l Ibalancer modules 132 do not do
consistent hashing.

Publishing the active connection information

[0189] Figures 19A and 19B graphically illustrate a coriwec publishing technique,
according to at least some embodiments. Figure ill@strates load balancer (LB) modules
publishing active connection information to the doéalancer nodes. In at least some
embodiments, each load balancer module 132 colieftiemation for each active TCP flow on
the server node 130 and forms a connection pubtisbacket. The information for a given TCP
flow includes information identifying the load bateer node 110 serving as the ingress server
112 for the flow. When a connection publishing kEicis ready (e.g., when the connection
publishing interval has been reached), the loadrnza&lr module 132 randomly selects a load
balancer node 110, for example from the list oflthgaload balancer nodes 110 that are
periodically sent to the server nodes 130 fromidlael balancer nodes 110 that health-check the

server nodes 130 as previously described. The lmdncer module 132 then sends the

54



10

15

20

25

30

connection publishing packet to the selected notle. 1For example, in Figure 19A, load
balancer module 132A has sent one connection fitdjgpacket to load balancer node 110A,
and later sends another connection publishing packead balancer node 110B.

[0190] Figure 20 is a high-level flowchart of a connectublishing method that may be
performed by each load balancer module 132, acugrth at least some embodiments. As
indicated at 500, the load balancer (LB) module tBsates a connection publishing entry for
every active TCP flow on the respective server M2 In at least some embodiments, the load
balancer module 132 retrieves the set of active ¢&@thections that the server 134 on the server
node 130 handles, for example from /proc/net/tcphenserver node 130. For every active TCP
connection, the load balancer module 132 lookseup.,(in a locally maintained table of active
connections) the load balancer node 110 that Mrmgge®ls the ingress server 112 for the TCP
flow and creates a connection publishing entry thdicates the TCP tuple for the connection
(e.g., a 4-tuple consisting of: the client IP addreclient port, server (public) IP address, and
server port) and the ingress server 112 for theectiion. Note that each load balancer module
132 maintains information for each active TCP catine indicating the last load balancer node
110 from which a packet was received for the cotimecand this information may be used by
the load balancer module 132 to identify the ingmesde 110 for each active connection.

[019]] As indicated at 502, the load balancer module Hs@lomly selects a load balancer
node 110 to which the connection publishing padkeintaining one or more connection
publishing entries, with one entry for each acii@P connection) is to be sent. In at least some
embodiments, the load balancer module 110 may rdoraly selected when the load balancer
module 132 determines that the connection publgshacket is ready to be sent. In at least some
embodiments, this determination is made accordireg¢onnection publishing interval. As non-
limiting examples, the connection publishing inerwmay be 100 milliseconds (ms), or one
second. In at least some embodiments, the loah&@l module 110 is selected from a list of
healthy load balancer nodes 110 that has beenougyireceived from one of the load balancer
nodes 110. As indicated at 504, the load balameedule then publishes the connection
publishing packet to the selected load balanceerfd®D. In at least some embodiments, the
connection publishing packet is a stateless padket,example a UDP packet. In some
embodiments, the connection publishing packet neagdmpressed prior to sending the packets
to the target load balancer node 110. In at Isaste embodiment, the connection publishing

information may be sent to the target load balanoele 110 in two or more packets.
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[0192] As indicated by the arrow returning from elementt 30 element 500, the load
balancer module 132 may continuously build conoectpublishing packets, select random
nodes 110, and send the packets to the selectex$.nd%s noted above, this may be performed
according to a connection publishing interval sat tine load balancer nodes 110 are relatively
regularly refreshed with current active conneciigiormation to maintain the connection leases
on the load balancer nodes 110.

[0193] In at least some embodiments, since the conneptiblishing packets are randomly
distributed to the load balancer nodes 110 bydhd balancer modules, the load balancer nodes
110 that receive the connection publishing pacletsresponsible for distributing the active
connection information in the connection publishingackets to the correct
ingress/primary/secondary nodes 110 for the cororect Figure 19B and Figures 21 and 22
illustrate methods for distributing the active ceation information that may be used in at least
some embodiments.

[0194] Figure 19B illustrates distributing the active ceation information among the load
balancer nodes 110, according to at least some @gimbats. When a load balancer node 110
receives a connection publishing packet from a lesldncer module 132, the load balancer node
110 may analyze the information for each TCP flodi¢ated therein to determine the ingress
node and the primary and secondary flow trackeesddr that flow. If the load balancer node
110 is serving in one of those roles for a flowe tlkad balancer node 110 consumes the
information for the flow (e.g., by updating its bacof state information). In at least some
embodiments, the load balancer node 110 may alstheunformation for the flow in packet(s)
to be sent to the one or more other nodes 11Gtkaterving in the other roles for the flow. For
the remaining flows indicated by the connectionlhing packet, the load balancer node 110
splits the active connection information into twionesore smaller packets and sends each packet
to one or more other load balancer nodes 110. ekample, in at least some embodiments, a
packet containing active connection information doe or more flows may be sent to the load
balancer nodes 110 that are serving as the ingegser 112, primary flow tracker 116A, and
secondary flow tracker 116B for the flow(s).

[0195] Figure 21 is a flowchart of a method for distrilmgti the active connection
information received in a connection publishing keicto target load balancer nodes 110,
according to at least some embodiments. As inglicat 520, a load balancer node 110 receives
a connection publishing packet from a load balantedule 132. The load balancer module 132

generated the packet and selected the load balander110 to receive the packet, for example
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as described above in reference to Figures 19A28ndThe connection publishing packet may
include information identifying the server node XBim which the packet was received (e.g., an
IP address of the load balancer module 132 on énmees node 130) and a list of entries
identifying active TCP connections (e.g., a 4-tupasisting of: the client IP address, client port,
server (public) IP address, and server port foh€annection).

[0196] In elements 522-530 of Figure 21, the load balanuadule 110 iteratively processes
the active TCP connection information indicatedhe received connection publishing packet.
As indicated at 522, the load balancer node didllyzes the entry for a next TCP flow in the
packet to determine the ingress node 110 and theapr and secondary flow tracker nodes 110
for the respective TCP flow. In at least some editbents, the load balancer node 110 gets the
identity of the ingress node 110 from the connectpublishing entry. In at least some
embodiments, the primary and secondary flow trackemtes 110 for the TCP flow may be
determined according to the consistent hash fumctiat 524, if the load balancer node 110 is
serving in one of the roles for the TCP flow beex@mined, then at 526 the load balancer node
110 consumes the information for the flow, for exdénby updating its cache of state
information. As indicated at 528, the load balanmeede 110 may add the connection publishing
entry for the TCP flow to a packet being constrddigat is to be sent to another load balancer
node 110. At 530, if there are more connectionliphimg entries for flows in the connection
publishing packet, then the method returns to B2@rdcess the next entry. Otherwise, the load
balancer node sends the newly constructed paclezt$) containing a subset of the connection
publishing entries from the original connection lmhing packet to target load balancer nodes
110 for the packets, as indicated at 532. Inadtlsome embodiments, the packets sent to the
target load balancer nodes 110 are stateless paftkeexample UDP packets. In some
embodiments, the packets may be compressed prisertding the packets to the target load
balancer nodes 110.

[0197] Thus, in at least some embodiments, in elements5282of Figure 21, the flow
tracker node 110 constructs one or more packets, @DP packets) each to be sent to a
particular one of the other nodes 110 accordinthéoinformation determined at 522 from the
connection publishing entries in the received cotioe publishing packet. In at least some
embodiments, a packet sent to another node 11@iosngéntries for TCP flows for which the
target node 110 is serving as the ingress nodepkifary flow tracker node 110, or secondary

flow tracker node110. Note that in some embodimargiven load balancer node 110 may serve
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as both the ingress and primary flow tracker naateaf TCP flow, or as both the ingress and
secondary flow tracker node for a TCP flow.

[0198] Figure 22 illustrates an alternative method fortribisting the active connection
information received in a connection publishing kmicto target load balancer nodes 110,
according to at least some embodiments. As inglicat 550, a load balancer node 110 receives
a connection publishing packet from a load balanoedule 132. In this method, as indicated at
552, a process on the load balancer module 11§@zesathe connection publishing entries in the
packet and splits the received packet into one a@rensmaller packets accordingly. The load
balancer module 110 does not locally consume the fhformation during this process. Once
the connection publishing packet has been split arte or more packets, the packets are then
processed as indicated at 554-560. At 554, iftdnget node 110 for the packet is this load
balancer node 110, then the load balancer noddotally consumes the packet as indicated at
556. Otherwise, the packet is sent to the tamgat balancer node 110. At 560, if there are more
packets to be processed, then the method retu®ito Otherwise, the method is done.

[0199] Thus, the load balancer node 110 that receivesiaection publishing packet from a
load balancer module 132 may split the connectuanliphing packet into two or more smaller
packets that are specific to particular ones ofotiher load balancer nodes 110 and distribute the
packets accordingly, while internally consumingaflinformation for any TCP flows currently
being handled by the load balancer node 110. dmikantime, other load balancer nodes 110
may also be receiving connection publishing packeis the load balancer modules 132,
splitting the connection publishing entries in rplé# smaller packets, and sending the smaller
packets to target nodes 110 to thus distributathi®ee connection information among the nodes
110.

Connection publishing triggers

[0200] In at least some embodiments, a connection publisimay be triggered on a load
balancer module 132 by one or more different eventds previously noted, in some
embodiments, a connection publishing packet magdmerated and sent to a randomly selected
load balancer node 110 according to a connectidnighing interval, for example at 100ms or
one second intervals, to renew the leases for e donnections on the load balancer nodes
110. In some embodiments, a change in members$hie doad balancer nodes 110 may trigger
an immediate connection publishing event. In asiesome embodiments, the load balancer
module 132 may learn about the change from theofigtealthy load balancer nodes 110 sent

from one of the load balancer nodes 110 that heaklcks the respective server node 130. Upon

58



10

15

20

25

30

detecting the change according to the list (eitheleletion or an addition), the load balancer
module 132 may generate a connection publishinggtaand send to a load balancer node 110
so that TCP connections affected by the change lmeaynore quickly recovered by the load
balancer nodes 110.

Preventing packet loops

[0201] Connection publishing packet loops may occur ifltree balancer layer membership
changes while processing a connection publishingkgia A first node 110 may receive a
connection publishing packet from a load balancedute 132 and send a smaller packet to a
second node 110. However, if the membership hasggd, the second node 110 may determine
that the packet should go to the first node 110, raay thus forward the packet to the first node
110. In at least some embodiments, to preventdbis from happening, different port numbers
may be used for connection publishing packets vedefrom load balancer modules 132 and
those received from load balancer nodes 110, antb#d balancer nodes 110 do not redistribute
connection publishing packets received from otbadlbalancer nodes 110.

Connection publishing packet distribution altermasi

[0202] In the connection publishing methods described apthe load balancer module 132
randomly selects a load balancer node 110 to whidonnection publishing packet is sent.
However, in some embodiments, other methods maysbd to select a load balancer node 110.
For example, in some embodiments, the load balancde 132 may construct one or more
connection publishing packets that are each tailgeta particular ingress node 110 that handles
one or more of the active TCP flows, and sent theket(s) to the target ingress node(s) 110.
The ingress node(s) 110 would then redistributeattizve connection information to the primary
and secondary flow trackers for the connections aAother example, in some embodiments,
instead of sending the connection publishing pat&ed single, randomly selected node 110,
each connection publishing packet may be sent éyodd balancer module 132 to two or more
of the healthy nodes 110, or to all of the heaitbgies 110.

Load balancer node architecture

[0203] Figure 23 illustrates example software stack aechitre for a load balancer node 110
according to at least some embodiments, and isnteided to be limiting. In this example
software stack architecture, the load balancer ddderuns within a single Java™ technology
process 1102 that uses Java Native Interface (JNI'®} technology to manage a layer of native
code that may include load balancer server natbde 1106 and core packet processing code

1108, for example Intel™ Dataplane Development (KIPDK) technology code. The native
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code may interface to two network interface coigrsl (NICs 1114A and 1114B). A first NIC
(NIC 1114A) may face “north”; that is, towards thege router 104. A second NIC (NIC 1114B)
may face “south”; that is, towards the server notlé8. In at least some embodiment, NICs
1114A and 1114B may not maintain TCP stacks. Taukgast some embodiments may include
a third NIC 1114C that does support TCP connectsmshat the load balancer node 110 can
communicate with processes via a control plane, @od versa. Alternatively, in some
embodiments, only the first, north-facing NIC 1114Ad the second, south-facing NIC 111B
may be implemented in the load balancer node 14@,tle second, south-facing NIC 1114B
may implement a TCP stack via which the load baamode 110 may communicate with
processes via the control plane. Load balancee Aidd® also includes operating system (OS)
technology software 1112, e.g. a Linux™ kernel, andlava Virtual Machine (JVM™)
technology software 1110 layer on top of OS tecbgwlsoftware 1112 and JNI 1104
technology.

[0204] In at least some embodiments, the load balanceesn@dO in the distributed load
balancing system may each need to concurrentlyepsomany data flows at high packet rates. In
at least some embodiments, to achieve the reqlexed of throughput, the load balancer nodes
110 may leverage Intel™ Dataplane Development BRIPK) technology for high performance
packet processing. DPDK technology permits a useesprogram to read/write packets directly
to and from a network interface controller (NIC)dabypasses the many layers of the Linux
kernel networking stack (except for the Linus ixdi#se NIC driver). The DPDK approach to
packet processing rejects interrupt handler-basedtiin favor of dedicated CPU cores that
directly poll the NIC hardware in a busy loop. Thygproach may allow for much higher packet
rates, at the expense of increasing thermal oultpubntinuously running dedicated CPU cores
in a busy loop. DPDK technology may also provideld for packet processing including CPU
core management, lock-free queues, memory podlssyarchronization primitives. As shown in
Figure 24, in DPDK technology, a dedicated CPU &fl@ may be used for each particular task,
and work is passed from one CPU core 600A to andiffd) core 600B using non-blocking
gueues 602.

[0205] The DPDK queues 602 may be implemented using fasepof-two ring buffers,
and may support single and multiple producer/cosunvariants. The multiple
producer/consumer variants are not truly lock-frieace they do contain a compare-and-swap
(CAS) loop to synchronize access. All packet buffe@emory may be pre-allocated in memory

pools, so that only pointers to the buffers arelraad written to the queues 602. The memory

60



10

15

20

25

30

pools may be implemented as queues, may be optim@elistribute memory across memory
channel and rank, and may support non-uniform mgraocess (NUMA) optimized allocation.
In at least some embodiments, the packet buffesgsusa a method such as an Mbuf paradigm
that over-allocates enough headroom and tailroomeath packet buffer to support
encapsulate/decapsulate operations that may adwl/eewuter network layer headers without
requiring buffer copies.

[0206] In at least some embodiments of the load balancetesh 110, a core packet
processing architecture may be implemented thatréges DPDK technology. Each load
balancer node 110 may include at least one mudtipacket processor implemented according to
the core packet processing architecture. Themacket processing architecture may use a single
producer / single consumer paradigm for packet ftowough the queues and cores of the
multicore packet processor. In this paradigm, efpgtue inputs to one and only one core, and
each core outputs to one and only one core for ediolr core that it feeds packets to. In
addition, memory used by the cores in the multigmreket processor is not shared; each core has
its own, separate memory region. Thus, there imamory or queue sharing between cores, no
memory or queue contention, and no need for mempryueue sharing mechanisms such as
request for ownership (RFO) or compare-and-swapS)ICArigures 25 and 26 illustrate example
multicore packet processors implemented accordiniye core packet processing architecture.
[0207] Figure 25 illustrates an example multicore packetgssor implemented according to
the core packet processing architecture that lgesrddPDK technology for processing data
flows, according to at least some embodiments. c¢hne packet processing architecture may be
implemented as a multicore packet processor acupradi a single producer / single consumer
paradigm. In at least some embodiments, as itexdrin Figures 23, the load balancer nodes
110 each have two network interface controllersCdyI— a north-facing NIC 1114A that faces
the border network/edge router 104 and a soutmdaBliC 1114B that faces the production
network/server nodes 130. In at least some emtmdsnthe NICs 1114 may be 10Gpbs NICs.
The majority of packets flowing through a load Ioaker node 110 are received on one of these
two NICs (either NIC 1114A or 1114B), processedy.(eencapsulated or decapsulated), and
transmitted out the other NIC (either NIC 1114BL&d4A).

[0208] Referring to Figure 25, in at least some embodismanbad balancer node 110 spins
up two CPU cores, a receive (RX) core 610 and rastngt (TX) core 630, for each NIC 1114.
The load balancer node 110 also spins up a nunflveorer cores 620 that process packets for
both NICs 1114 in both directions; in this examfuar worker cores 620A through 620D are
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used. The receive cores 610 read batches of imgppackets from their input queues as they
arrive on the NIC 1114 and distribute the packetthée worker cores 620 that perform the bulk
of the work for each packet, with each receive &ir@ feeding packets into a respective worker
input queue 612 for each worker core 620. Inastlsome embodiment, a receive core 610 may
perform a layer 4 “flow-hash” technique on eacloiming packet (similar to the per-flow hashed
multipath routing technique that may be used byetihge router 104 as previously described) to
distribute the packets to the worker cores 620evhiisuring that any particular client connection
(distinguished by its IP address and port) willdnecessed by the same worker core 620. This
means that each worker core 620 may always sesathe subset of the packets, and eliminates
contention on state data managed by the worker @2@eso that no locks are required. The
pointers to the received packets may be distribatedss the worker queues 622 that the worker
cores 620 continuously monitor for new input. Tderker cores 620 are responsible for
managing the state (e.g. the assigned server n@@efdr each connection, and may perform
UDP encapsulation or decapsulation on the pacKerddéorwarding the packet to one of their
outbound queues 632. The transmit cores 630 cyetugh the worker core 620 outbound
queues 632 and write the output packets to theresponding NIC 1114 as they appear on the
gueues 632.

[0209] Figure 26 illustrates another example multicore kpacprocessor implemented
according to the core packet processing architectbat leverages DPDK technology for
processing data flows, according to at least sombodiments. The core packet processing
architecture may be implemented as a multicore gtgmocessor according to a single producer /
single consumer paradigm. In at least some emlsdsnin addition to processing the high-
throughput client TCP flows, the DPDK core architee on a load balancer node 110 may also
be used to send and receive packets on the nordhsauth-facing NICs 1114 for other protocols
such as ARP, DHCP, and BGP. In the embodiment showrigure 26, a worker core 620A is
dedicated to handling the packets for these othetopols. This worker core 620A may be
referred to as a "slow" worker core, since the pssing of these packets generally happens at a
slower rate than the client TCP flows, while theestworker cores 620B-620D that process only
the client TCP flows may be referred to as fastkeorcores. The receive cores 610A and 610B
handling incoming packets on the north-facing aodtls-facing NICs 1114, respectively, may
identify packets that are to be handled by the shawker core 620A and direct the packets to
input queues 622 for the slow worker core 620A. $losv worker core 620A may also monitor

an input queue 622 for packets generated by Jakaaid an output queue 634 for output
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packets to Java/JNI. The slow worker core 62@A alutputs to an input queue 622 for each of
the fast worker cores 620B through 620D so thastbe worker core 620A can send packets to
each of the fast worker cores 620B through 620D ef@mple connection publishing packets.
The slow worker core 620A also has an outbound @82 feeding into each of transmit cores
630A and 630B.

[0210] In at least some embodiments, the third input qug2@ of each fast worker core
620B through 620D is an output queue from the sleevker core 620A. In at least some
embodiments, this third input queue 622 may, fameple, be used for receiving and processing
connection publishing packets, each containing eotion state information, by the fast worker
queues 620B through 620D. For at least some skthennection publishing packets, there may
be no output to the transmit cores 630. Instdaal cbnnection state information in the packets
may be consumed by the fast worker core 620, famgke by updating the stored state for one
or more packet flows that the respective fast wodae 620 maintains. Thus, the output
queues from the slow worker core 620A that inputht® fast worker cores 620B through 620D
may provide a path other than an input queue 6&ttlly from a receive core 610 for updating
the fast worker cores’ stored states.

[0211] In at least some embodiments, the multicore pagtm@tessors of Figures 25 and 26
may filter incoming packets and only process anghatupackets that are valid. For example, in
at least some embodiments, the receive cores 6%0iltea out packets that are of a protocol not
supported by any of the worker cores 620 and tloasend the packets to the worker cores 620.
In at least some embodiments, the worker cores Wh@n processing packets, may each first
analyze the packets read from their respective &omkput queues 622 to determine if the
packets are to be accepted for further processidgoatput to the transmit cores 630, and may
only complete the processing and output of packethe transmit cores 630 that are accepted,;
the non-accepted packets may be discarded. Formeathe worker cores 620 may look at the
address information for each packet and only acpapkets that are targeted at valid addresses
that are being load-balanced, discarding any qihekets.

Handling Border Gateway Protocol (BGP) data

[0212] In at least some embodiments, packet flows assatiatth a BGP client in and out

of the core architecture may be handled as folld&susce the NICs 1114A and 1114B are not
bound to the Linux kernel, the TCP connection te #uge router 104 is intercepted by core
architecture as illustrated in Figure 26 and preedsby the slow worker core 622A, which

passes the BGP packets up into Java space viat@utpue 634. These TCP packets are further
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processed by one or more modules on the load lalammcle 110 before being delivered to the
BGP client, including processing by the Linux kdrme manage the TCP connection and
effectively translate the packets into a TCP streahhis design allows the BGP client to be
written using standard Java TCP socket libraries.

[0213] Figure 27 illustrates processing of incoming BGPPTRackets by a load balancer
(LB) node process 650, according to at least sam@diments. A packet from the edge router
104 arrives at the north-facing NIC 640 and goés input queue 640 for the receive core 652.
The receive core 652 reads the packet from theeg640, identified the packet as a BGP packet,
and places the packet on an input queue 654 faltleworker core 656. The slow worker core
656 validates the packet and places it on the Ifdut queue 658. JNI packet receiver 660
reads the packet from the queue 658 via JNI, manijle source/destination addresses, and
writes the packet to a raw socket 644. The Linesnkl 646 receives the raw packet, handles it
according to the TCP protocol, and appends theopdydiata to the TCP socket InputStream. The
data from the packet is then delivered to the J&& socket in the BGP client 662.

[0214] Figure 28 illustrates processing of outgoing BGPPTgackets by a load balancer
(LB) node process 650, according to at least samt@diments. The BGP client 662 writes data
to a Java TCP socket of Linux kernel 646. The kikarnel 646 handles the data according to
the TCP protocol and converts the data into TCHetés). In at least some embodiments, the
TCP packet(s) match a 127.x.x.x iptables rule. TG® packet(s) are placed on an output queue
648, for example a Netfilter LOCAL_OUT queue. Avdahread of JNI packet receiver 670
monitoring the queue 648 via JNI receives the T@eket(s) and marks each NF_STOLEN to
make the kernel 646 forget about them. The Jaeathmangles the source/destination addresses
and adds the packets(s) to a JNI input queue 678ldav worker core 656 via JNI. The slow
worker core 656 receives the TCP packet(s) froniNkinput queue 672 and places the packets
on the outbound queue 664 for the north-facing BHO transmit core 666. Transmit core 666
reads the TCP packets(s) from its input queue &@4vaites them to the north-facing NIC 640.
The TCP packets are sent by NIC 640 the edge raQter

Distributed load balancer simulation and testing

[0215] The load balancer described herein is a distribsystem that requires the interaction
of many independent components (e.g., routers, lddncer nodes, load balancer modules,
etc.). To perform testing of the distributed comgats, logic, and protocols, as well as to
simulate scenarios such as node failures, messags,dand delays, embodiments of a test

system are described that enable the distributd balancer to be run in a single process where
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the interactions can be tested without requiring ¢bde to be deployed to multiple hosts in a
complex network topology (e.g., a production netyor To accomplish this, a software
mechanism referred to as a message bus is desdhibédenables multiple load balancer
components to be configured and executed in or feghe process; the single process may be
executed on a single host system. The messagenbakanism allows the distributed load
balancer system to be tested as a single processxdmple on a single host system, while to the
load balancer components (e.g., the load balarm#eshand load balancer modules) it appears
that they are running on an actual production ngkwo

[0216] The message bus provides a framework that alloeslistributed load balancer to
run as a single process. Each of one or more medsas layers in the process simulates a
network (e.g., Ethernet) segment between compor&ntee distributed load balancer. The
software components of the distributed load balasgystem do not have to be written in a
special fashion to allow the components to opesdttan the message bus environment. Instead,
the message bus framework provides a componentliwhay be referred to as a message bus
NIC or packet adapter) that intercepts the padket€omponents of the distributed load balancer
system produce, directs the packets into the sienlilaetwork provided by a message bus layer
instead of into a real physical network, and detvihe packets to the target components. The
message bus layers do not implement TCP/IP stadkf{s)communications between the
components. Instead, the message bus layersaiceeviith the host system’s operating system
(OS) and use the host system’s TCP/IP stack. Thesage bus layers leverage the TCP/IP stack
provided by the OS to convert the TCP streamsthigatlients and servers expect to and from the
individual packets that the message bus inter@pdgdelivers.

[0217] In at least some embodiments, to interface with riiessage bus, load balancer
components may be provided with at least one medsag network interface controller (NIC),
each with a valid media access control (MAC) adglreghich sends packets to and receives
packets from the message bus simulated networkamaent instead of to and from a physical
network. A message bus NIC is a virtual networterface controller that attaches to the
message bus instead of to a physical network. H@ath balancer component that needs to
communicate through the message bus requires adeasmessage bus NIC. A message bus
NIC serves as a pipeline exit to the message bdsaara pipeline entrance to the component.
Components can instantiate multiple message busrieinterfaces to each message bus NIC.
[0218] A message bus network interface is a mechanisncdanponents to attach to a

message bus via a message bus NIC. A messagetiushinterface may be synonymous to an
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interface configuration (ifconfig) interface in lir technology, with a difference being that the
message bus network interface attaches to the geesses instead of to a physical network. A
message bus network interface has an IP addredssitgnon top of a message bus NIC. The
message bus network interface exposes a packetestierface, which can be used by the
component to receive packets from the messageabdsa packet sink interface that can be used
by the component to send packets into the message b

[0219] Each load balancer node processes individual nktpackets that are delivered and
sent through an implementation of the packet soainckpacket sink interfaces. When running in
the message bus environment, these interfacesrgrlemented by the message bus network
interface that adds or removes the layer 2 Ethdmeatlers (for the load balancer nodes that
expect this to be performed by the kernel netwdaklg. In a production environment as shown
in Figure 29, the implementation of the packet seusind packet sink interfaces receive and
transmit packets on an actual network interface.a Imessage bus environment as shown in
Figure 30, the implementation of the packet sowame packet sink interfaces receive packets
from and transmit packets onto a message bus dayayers.

[0220] For the sake of simplicity, a message bus NIC amsage bus interface may
collectively be referred to as a message bus pacagiter, or simply packet adapter. See, e.g.,
Figures 31 and 32.

[0221] Figure 29 illustrates a load balancing system ith@tides a distributed load balancer
700 in a production environment, according to astesome embodiments. The load balancer
700 has been simplified for this description. Tde&d balancer 700 may connect to clients 742
on an external network 740 via a border router gf0&2 network installation such as a data center
that implements the load balancer 700. The loaddnibar 700 includes several types of
components — at least one edge router 704, twoooe toad balancer (LB) nodes 710, two or
more load balancer (LB) modules 732 each implenteatea separate server node (not shown),
one or more networking components that form falB#6 such as routers or switches, and in at
least some embodiments a configuration service 7BP.at least some embodiments, each
component of the load balancer 700 may be impleegeas or on a separate computing device,
such as a commodity rack-mounted computing device.

[0222] Figure 30 illustrates a distributed load balanest system 800 that incorporates a
message bus mechanism that enables multiple distddoad balancing system components to
be configured and executed in or as a single psp@esording to at least some embodiments. In

the load balancer 700 shown in Figure 29, each he@ddncer software component is installed
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and executed on a separate computing device (eg.load balancer software on the load
balancer nodes 710, and the load balancer mod@@2oiT the server nodes). To enable these
load balancer software components to execute inglesprocess, each load balancer software
component (shown as load balancer (LB) nodes 8i0l@ad balancer (LB) modules 832 in
Figure 30) may include code that abstracts the ertwonnectivity of the components so that
the packets in and out of the load balancer soévamponent can also be intercepted and
routed through the message bus mechanism insteadimg sent and received on a physical
network.

[0223] In at least some embodiments, in the distributed Ibalancer test system 800, the
message bus mechanism does not implement TCP stdok(communications between the
components. Instead, the message bus mechanisrfacats with the host system’s operating
system (OS) and uses the host system’s TCP stack. least some embodiments, the message
bus functionality ties in to the kernel (e.g., tirux kernel) of the host system’s OS below the
user layer via IP tables, a functionality of therl®d. The message bus functionality hooks into
the IP tables at the kernel level, intercepts packand sends the packets up into the message bus
process for routing.

[0224] As shown by simulated edge router 862 and simultbdc 864 in Figure 30, the
functionality of the physical network componentsy(ethe edge router 704 and fabric 720 in
Figure 29) may be simulated in software, as caentdi 860, servers 834, and configuration
service 866. Note, however, that in at least setéodiments actual rather than simulated
servers 834 may be used in the distributed loadnical test systems 800. The message bus
layers 850 in Figure 30 replace the physical ndtwofrastructure. Thus, the load balancer
software components (load balancer nodes 810 aaddalancer modules 832) may be run in the
load balancer test system 800 while unaware tlegt dlhe not executing in a production network
environment as shown in Figure 29.

[0225] Some components (for example, simulated routerg) lmeaconnected to more than
one message bus layer 850 in order to pass paokatsl receive packets from different message
bus layers 850 that simulate network segments.

[0226] The message bus mechanism implemented in the neetseylayers 850 of the
distributed load balancing test system 800 simsltte "wire" of a network segment. In at least
some embodiments, the message bus mechanism dgb@ekets to destination components in
the distributed load balancing test system 800dasethe components’ MAC addresses. Thus,

each load balancer software component (load balam@ées 810 and load balancer modules
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832) provides a MAC address to the message bugda@b0 to which it is connected so that the
load balancer software component can receive patkat are sent to it from other components
in the distributed load balancing test system 800.

Message bus packet adapters

[0227] Figures 31 and 32 illustrate message bus packetexdaaccording to at least some
embodiments. In at least some embodiments, easth balancer (LB) software component
processes individual network packets that are dediy and sent through an implementation of
the PacketSource and PacketSink interfaces. Rajeto Figure 31, when running in the
distributed load balancing test system 800, thetsfaces (shown as packet source interface 862
and packet sink interface 864) may be implemenyedl fpacket adapter 860 between the message
bus layer 850 and the load balancer software coemgo8’70 that adds or removes the layer 2
Ethernet headers for the load balancer softwaregooents 870 that expect this to be performed
by the kernel network stack. In the production emwnent as illustrated in Figure 29, the
implementation of PacketSource and PacketSink Her lbad balancer software components
receives and transmits the packets on actual nktwtarfaces of the physical devices on which
the components are implemented.

[0228] Referring to Figure 31, in at least some embodisjemhen a load balancer software
component 870 transmits a packet, the thread ofutom that calls a send packet method of
packet sink interface 864 traverses a chain oftfans within the packet adapter 860 and also
within the message bus layer 850 to eventuallydelihe packet to the destination component
by adding the packet to that component’s input guémi at least some embodiments, when a
load balancer software component 870 receives kepathe load balancer software component
870 calls a receive packet method of the packetceanterface 862 and reads packets from its
input queue. In at least some embodiments, theagessus mechanism does not require any
additional threads of its own to deliver packets.

Message bus packet pipelines

[0229] Referring to Figure 32, in at least some embodiséhte message bus 850 side of the
packet source interface 862 and packet sink irder#64 provides a packet pipeline feature.
When a load balancer software component 870 sepdskat via packet sink interface 864, the
packet data may traverse a series of stages (paipledine 880) before reaching the message bus
layer 850. These stages may modify the packet, trepacket, duplicate the packet, delay the
packet, etc. Once a packet traverses packet pgp880 and the message bus layer 850 selects a

destination component 870, a second series ofipgstages (packet pipeline 882) associated
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with the destination component 870 may also beetssad before the packet is added to the
destination component 870’s input queue.

Example provider network environments

[0230] This section describes example provider network ireninents in which
embodiments of the distributed load balancing mdthand apparatus may be implemented.
However, these example provider network environsiargé not intended to be limiting.

[0231] Figure 33A illustrates an example provider netwemkironment, according to at least
some embodiments. A provider network 1900 may igevesource virtualization to clients via
one or more virtualization services 1910 that alt@nts to access, purchase, rent, or otherwise
obtain instances 1912 of virtualized resourcesluding but not limited to computation and
storage resources, implemented on devices witlenptovider network or networks in one or
more data centers. Private IP addresses 1916 masdnciated with the resource instances
1912; the private IP addresses are the internalanktaddresses of the resource instances 1912
on the provider network 1900. In some embodimetfis, provider network 1900 may also
provide public IP addresses 1914 and/or publicdé¥ess ranges (e.g., Internet Protocol version
4 (IPv4) or Internet Protocol version 6 (IPv6) asifes) that clients may obtain from the
provider 1900.

[0232] Conventionally, the provider network 1900, via theiualization services 1910, may
allow a client of the service provider (e.g., aeuti that operates client network 1950A) to
dynamically associate at least some public IP a3 1914 assigned or allocated to the client
with particular resource instances 1912 assigndtidcclient. The provider network 1900 may
also allow the client to remap a public IP addr&8%4, previously mapped to one virtualized
computing resource instance 1912 allocated to tlemtc to another virtualized computing
resource instance 1912 that is also allocated ¢octient. Using the virtualized computing
resource instances 1912 and public IP addressebs@d®@Yided by the service provider, a client
of the service provider such as the operator aéntlinetwork 1950A may, for example,
implement client-specific applications and prest client’'s applications on an intermediate
network 1940, such as the Internet. Other netvemrtities 1920 on the intermediate network
1940 may then generate traffic to a destinationlipuB address 1914 published by the client
network 1950A; the traffic is routed to the servprevider data center, and at the data center is
routed, via a network substrate, to the privateatllress 1916 of the virtualized computing

resource instance 1912 currently mapped to thendéisin public IP address 1914. Similarly,
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response traffic from the virtualized computingow®e instance 1912 may be routed via the
network substrate back onto the intermediate né&tW840 to the source entity 1920.

[0233] Private IP addresses, as used herein, refer tanteenal network addresses of
resource instances in a provider network. PrivBteaddresses are only routable within the
provider network. Network traffic originating oide the provider network is not directly routed
to private IP addresses; instead, the traffic ysddic IP addresses that are mapped to the
resource instances. The provider network may delnetwork devices or appliances that
provide network address translation (NAT) or similanctionality to perform the mapping from
public IP addresses to private IP addresses aedveisa.

[0234] Public IP addresses, as used herein, are Intevo&hle network addresses that are
assigned to resource instances, either by theceepvovider or by the client. Traffic routed to a
public IP address is translated, for example vih detwork address translation (NAT), and
forwarded to the respective private IP addressresaurce instance.

[0235] Some public IP addresses may be assigned by th&eraetwork infrastructure to
particular resource instances; these public IPesddis may be referred to as standard public IP
addresses, or simply standard IP addresses. least some embodiments, the mapping of a
standard IP address to a private IP address ofsauree instance is the default launch
configuration for all a resource instance types.

[0236] At least some public IP addresses may be allodatent obtained by clients of the
provider network 1900; a client may then assignr thkocated public IP addresses to particular
resource instances allocated to the client. Tpeabéc IP addresses may be referred to as client
public IP addresses, or simply client IP addresskestead of being assigned by the provider
network 1900 to resource instances as in the castawdard IP addresses, client IP addresses
may be assigned to resource instances by the glitort example via an API provided by the
service provider. Unlike standard IP addressegntcllP addresses are allocated to client
accounts and can be remapped to other resourendest by the respective clients as necessary
or desired. A client IP address is associated wittlient’s account, not a particular resource
instance, and the client controls that IP addregd the client chooses to release it. Unlike
conventional static IP addresses, client IP addsegBow the client to mask resource instance or
availability zone failures by remapping the clisngublic IP addresses to any resource instance
associated with the client's account. The clightaddresses, for example, enable a client to
engineer around problems with the client’s resourstances or software by remapping client IP

addresses to replacement resource instances.
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[0237] Figure 33B illustrates a distributed load balanoeplementation in an example
provider network environment as shown in Figure 38#cording to at least some embodiments.
A provider network 1900 may provide a service 18i@lients 1960, for example a virtualized
storage service. The clients 1960 may accessthiees 1910, for example via one or more APIs
to the service 1910, to obtain usage of resourees., (storage resources or computation
resources) implemented on multiple server node® 19% production network portion of the
provider network 1900. Server nodes 1990 may eagliement a server (not shown), for
example a web server or application server, as ageh local load balancer (LB) module 1992.
One or more distributed load balancers 1980 maym@emented in a load balancer layer
between the border network and the production nd&twd3order router(s) 1970 may receive
packets (e.g., TCP packets) in packet flows froients 1960 via an intermediate network 1940
such as the Internet, and forward the packets ¢oeitige router(s) of the distributed load
balancer(s) 1980 via the border network. The packeay be targeted at the public IP
address(es) published by the edge router(s) otlidtebuted load balancer(s) 1980. The edge
router of each distributed load balancer 1980 meyridute the packet flows among load
balancer nodes of the respective distributed Iaddnzer 1980. In at least some embodiments,
each load balancer node that serves as an ingoessauvertises the same public IP address to
the edge router, and the edge router distribueepdcket flows from the clients 1960 among the
ingress servers according to a per-flow hashedipatiit routing technique, for example an
equal-cost multipath (ECMP) hashing technique. To&d balancer nodes may use the
connection protocol described herein to determamget server nodes 1990 for the packet flows
and to facilitate connections between the servadsthe clients 1960. Once a connection is
established, the ingress nodes encapsulate andpsehdts received for the flows to the target
server nodes 1990 on the production network, wtheeflow tracker nodes maintain state for the
connections. The load balancer modules 1992 osdher nodes 1990 may make the decisions
as to whether the respective servers on the sex@es 1960 accept connections. The load
balancer modules receive and decapsulate the gafikeh the ingress nodes, and send the
decapsulated packets (e.g., TCP packets) to thecatage servers on the server nodes 1990. The
load balancer modules 1992 may also select loaghbat nodes as egress nodes for the packet
flows, and encapsulate and send outgoing packethéoflows to the selected egress nodes via
the production network. The egress nodes in tuenapsulate the packets and send the

decapsulated packets onto the border network forede to the respective clients 1960.

71



10

15

20

25

30

[0238] Figure 34A illustrates an example physical rack langentation of the distributed
load balancer and server nodes according to @tdease embodiments, and is not intended to be
limiting. In at least some embodiments, variousmponents of the distributed load balancer may
be implemented on or as commodity rack-mounted cimgp devices. Rack 190 may include
multiple computing devices each serving as a lagdrizer node (LB nodes 110A-110F), and
multiple computing devices each serving as a setwde (server nodes 130A-130L). Rack 190
may also include at least one edge router 104,oormaore rack-mounted networking devices
(routers, switches, etc.) that form fabric 120, ameé or more other components 180 (other
networking devices, patch panels, power supplieslirg systems, busses, etc.). A network 100
installation such as a data center or centersitmgliement provider network 1900 of Figures
33A and 33B may include one or more racks 190.

[0239] Figure 34B Iillustrates another example physicalk ramplementation of the
distributed load balancer and server nodes acaprdirat least some embodiments, and is not
intended to be limiting. Figure 34B shows the L&las 110 and server nodes 130 implemented
as slot-mounted computing devices, for exampleebtamvers, in rack 190.

[0240] Figure 35 illustrates an example networking envinent in which one, two or more
distributed load balancers may be implemented ietavork, with the server nodes separately
implemented, according to at least some embodimelmtsthis example, two distributed load
balancers 1980A and 1980B are shown. The dist&ibldad balancers 1980 each may receive
packet flows from clients 1960 via the border netwand perform the load balancing methods
described herein to distribute the packet flowsosermultiple server nodes 1990. In some
implementations, each distributed load balance0198y be a rack implementation similar to
the racks 190 shown in Figures 34A and 34B, buhaut the server nodes installed in the load
balancer racks. The server nodes 1990 may bennackited computing devices such as Blade
servers installed in one or more separate racksmmihe data center. In some implementations,
the server nodes 1990 may implement two or mofferéifit services provided by the provider
network, with each service fronted by a differené @r more of the load balancers 1980.

lllustrative system

[0241] In at least some embodiments, a server that implesna portion or all of the

distributed load balancing methods and apparatudeasribed herein may include a general-
purpose computer system that includes or is cordijuto access one or more computer-
accessible media, such as computer system 20Cratad in Figure 36. In the illustrated

embodiment, computer system 2000 includes one oe mcessors 2010 coupled to a system
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memory 2020 via an input/output (I/O) interface Q0L omputer system 2000 further includes a
network interface 2040 coupled to I/O interface @03

[0242] In various embodiments, computer system 2000 maya béniprocessor system
including one processor 2010, or a multiprocesgstes including several processors 2010
(e.g., two, four, eight, or another suitable numbeProcessors 2010 may be any suitable
processors capable of executing instructions. ekample, in various embodiments, processors
2010 may be general-purpose or embedded procegspismenting any of a variety of
instruction set architectures (ISAs), such as &, PowerPC, SPARC, or MIPS ISAs, or any
other suitable ISA. In multiprocessor systemsheafcprocessors 2010 may commonly, but not
necessarily, implement the same ISA.

[0243] System memory 2020 may be configured to storeunostms and data accessible by
processor(s) 2010. In various embodiments, systemmory 2020 may be implemented using
any suitable memory technology, such as staticamnedccess memory (SRAM), synchronous
dynamic RAM (SDRAM), nonvolatile/Flash-type memooy, any other type of memory. In the
illustrated embodiment, program instructions andadanplementing one or more desired
functions, such as those methods, techniques, atadd#scribed above for the distributed load
balancing methods and apparatus, are shown statkoh wystem memory 2020 as code 2024
and data 2026.

[0244] In one embodiment, 1/O interface 2030 may be caméd to coordinate I/O traffic
between processor 2010, system memory 2020, andpangheral devices in the device,
including network interface 2040 or other peripherderfaces. In some embodiments, I/O
interface 2030 may perform any necessary protagoing or other data transformations to
convert data signals from one component (e.g.esyshemory 2020) into a format suitable for
use by another component (e.g., processor 200b03orhe embodiments, I/O interface 2030 may
include support for devices attached through varitgpes of peripheral buses, such as a variant
of the Peripheral Component Interconnect (PCI)dtaadard or the Universal Serial Bus (USB)
standard, for example. In some embodiments, thetifan of I/O interface 2030 may be split
into two or more separate components, such asth badge and a south bridge, for example.
Also, in some embodiments some or all of the fumality of I/O interface 2030, such as an
interface to system memory 2020, may be incorpdrdiesctly into processor 2010.

[0245] Network interface 2040 may be configured to allomtadto be exchanged between
computer system 2000 and other devices 2060 attacha network or networks 2050, such as

other computer systems or devices as illustratédgares 1 through 35, for example. In various
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embodiments, network interface 2040 may supportncomcation via any suitable wired or
wireless general data networks, such as typesldrigt network, for example. Additionally,
network interface 2040 may support communicati@tglecommunications/telephony networks
such as analog voice networks or digital fiber camications networks, via storage area
networks such as Fibre Channel SANs, or via angrathitable type of network and/or protocol.
[0246] In some embodiments, system memory 2020 may bemhediment of a computer-
accessible medium configured to store program uonsbns and data as described above for
Figures 1 through 35 for implementing embodimerfta aistributed load balancing system.
However, in other embodiments, program instructiang/or data may be received, sent or
stored upon different types of computer-accessibéglia. Generally speaking, a computer-
accessible medium may include non-transitory seragdia or memory media such as magnetic
or optical media, e.g., disk or DVD/CD coupled torputer system 2000 via I/O interface 2030.
A non-transitory computer-accessible storage medmay also include any volatile or non-
volatile media such as RAM (e.g. SDRAM, DDR SDRARDRAM, SRAM, etc.), ROM, etc,
that may be included in some embodiments of commystem 2000 as system memory 2020 or
another type of memory. Further, a computer-adalessnedium may include transmission
media or signals such as electrical, electromagnedr digital signals, conveyed via a
communication medium such as a network and/or alegs link, such as may be implemented
via network interface 2040.
[0247] Embodiments of the disclosure can be describetkin of the following clauses:
1. A distributed load balancer system, comprising:
a plurality of load balancer nodes; and
a plurality of server nodes each comprising a seaxd a load balancer module;
wherein the plurality of load balancer nodes isfigumned to distribute packet flows from
one or more clients among the plurality of servadles, wherein, to distribute the
packet flows among the plurality of server nodég, plurality of load balancer
nodes is configured to:
select server nodes from among the plurality ofesenodes to receive connection
requests for the packet flows from the clients; and
send the connection requests to the selected swrdes;
wherein the load balancer module on each serves isocbnfigured to:
receive a connection request for a packet flow fimme of the plurality of load

balancer nodes;
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determine if the connection is to be accepted bystrver on the server node;

if the server cannot accept the connection, réfectonnection request; and

if the server can accept the connection, cooperdtie the plurality of load
balancer nodes to establish a connection for tlckgbdlow between the
respective client and the respective server.

2. The distributed load balancer system as reaitedause 1, further comprising a
router configured to distribute the packet flowsnfrthe one or more clients among the plurality
of load balancer nodes according to a hashed matlitiputing technique.

3. The distributed load balancer system as reaitethuse 1, wherein, to determine
if the connection is to be accepted by the sermethe server node, the load balancer module is
configured to analyze one or more current resousege metrics of the server on the server node
to determine if the server can accept the conngctiderein the one or more current resource
usage metrics include one or more of CPU utilizgtisandwidth consumption, server latency,
and number of established connections.

4. The distributed load balancer system as redaitedause 1, wherein the plurality
of load balancer nodes is further configured tedelhe server nodes from among the plurality
of server nodes to receive the connection reqaestsrding to a random selection technique.

5. The distributed load balancer system as reaitedause 1, wherein the plurality
of load balancer nodes is further configured tedelnother server node from among the
plurality of server nodes to receive a rejectedneation requests and send the connection
request to the other server node.

6. The distributed load balancer system as rediterdause 1, wherein each packet
flow is a Transmission Control Protocol (TCP) pdcKew, and wherein each connection
established between a client and a server is acb@Rection.

7. The distributed load balancer system as recitectlause 1, wherein each
connection established between a client and a 1senignates at the client, passes through one
or more of the plurality of load balancer nodes] enterminated by the server.

8. A method, comprising:

performing, by one or more of a plurality of loaaldncer nodes:

receiving a packet in a packet flow for a cliemigla
sending a connection request for the packet flow t®rver node selected from
among a plurality of server nodes;

performing, by the selected server node:
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determining if a server on the server node carannot accept the connection;

rejecting the connection request upon determinivag the server cannot accept
the connection; and

accepting the connection request upon determiriagthe server can accept the
connection.

9. The method as recited in clause 8, wherein aaiepting the connection request
comprises the selected server node cooperating ttvthone or more load balancer nodes to
establish a connection between the respectivet@iehthe respective server for the packet flow.

10. The method as recited in clause 9, whereinptket flow is a Transmission
Control Protocol (TCP) packet flow, and wherein to@nection established between the client
and the server is a TCP connection.

11. The method as recited in clause 9, whereiresit@blished connection originates
at the client, passes through one of the pluralitpad balancer nodes, and is terminated by the
server.

12. The method as recited in clause 8, whereirptuket is received from a router
that distributes packet flows from one or morertbeamong the plurality of load balancer nodes
according to a hashed multipath routing technique.

13. The method as recited in clause 8, wherein deidrmining if a server on the
server node can or cannot accept the connectiorprtees analyzing one or more current
resource usage metrics of the server to deterrhthe server can accept the connection.

14. The method as recited in clause 8, further cwmg the one or more load
balancer nodes selecting the server node from armenplurality of server nodes according to a
random selection technique.

15. The method as recited in clause 8, further cmg, if the selected server node
rejects the connection request, the one or moré hadancer nodes sending the connection
request to another server node selected from amhenglurality of server nodes.

16. A non-transitory computer-accessible storagedinme storing program
instructions computer-executable to implement a lloalancer module on each of a plurality of
server nodes, each load balancer module operable to

receive, from one of a plurality of load balancedes, a connection request for a packet

flow from a client;

determine if a server on the server node can orataaccept the connection;
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reject the connection request upon determining that server cannot accept the

connection; and

communicate with the load balancer node and withsierver to establish a connection

between the client and the server for the packet fhipon determining that the
server can accept the connection.

17. The non-transitory computer-accessible storagdium as recited in clause 16,
wherein, to determine if a server on the serveergah or cannot accept the connection, the load
balancer module is operable to analyze one or mament resource usage metrics of the server
to determine if the server can accept the connectio

18. The non-transitory computer-accessible storagdium as recited in clause 17,
wherein the one or more current resource usagaasi@iclude one or more of CPU utilization,
bandwidth consumption, server latency, and numbestablished connections.

19. The non-transitory computer-accessible storagdium as recited in clause 16,
wherein the program instructions are further corapakecutable to implement the load balancer
node randomly selecting the server node from antibaglurality of server nodes to receive the
connection request.

20. The non-transitory computer-accessible storagdium as recited in clause 16,
wherein, to reject the connection request, the lsa@dncer module is operable to decrement a
time to live (TTL) counter in the connection requasd return the connection request to the load
balancer node, wherein the program instructionsfatber computer-executable to implement
the load balancer node:

checking the TTL counter in the returned connectexjuest;

if the TTL counter is above a threshold, selecamgther server node from among the

plurality of server nodes to receive the connectemuest; and

if the TTL counter is at or below the thresholdyjing the connection request.
Conclusion
[0248] Various embodiments may further include receivisgnding or storing instructions
and/or data implemented in accordance with thegfwrg description upon a computer-
accessible medium. Generally speaking, a com@aaegssible medium may include storage
media or memory media such as magnetic or optieglian e.g., disk or DVD/CD-ROM, volatile
or non-volatile media such as RAM (e.g. SDRAM, DIQYRAM, SRAM, etc.), ROM,
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etc, as well as transmission media or signals agaectrical, electromagnetic, or digital signals,
conveyed via a communication medium such as netadkor a wireless link.

[0249] The various methods as illustrated in the Figuned described herein represent
exemplary embodiments of methods. The methodsbeamplemented in software, hardware,
or a combination thereof. The order of method m@ychanged, and various elements may be
added, reordered, combined, omitted, modified, etc.

[0250] Various modifications and changes may be made addwme obvious to a person
skilled in the art having the benefit of this desuire. It is intended to embrace all such
modifications and changes and, accordingly, thevabdescription to be regarded in an

illustrative rather than a restrictive sense.
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CLAIMS

1. A distributed load balancer system, comprising:
a plurality of load balancer nodes; and
a plurality of server nodes each comprising a seaxd a load balancer module;
wherein the plurality of load balancer nodes is figumed to distribute data
communications protocol packet flows from one orrenalients among the
plurality of server nodes, wherein, to distributes tpacket flows among the
plurality of server nodes, the plurality of loaddaer nodes is configured to:
select server nodes from among the plurality ofexenodes to receive connection
requests for the packet flows from the clients; and
send the connection requests to the selected sevdes;
wherein the load balancer module on each serves isocbnfigured to:
receive a connection request for a packet flow fame of the plurality of load
balancer nodes;
determine if a data communications protocol conoador the respective packet
flow is to be accepted by the server on the serede;
if the server cannot accept the data communicatwatocol connection, reject
the connection request; and
if the server can accept the data communicatioo®@ol connection, cooperate
with the plurality of load balancer nodes to essiblthe data
communications protocol connection for the packetvfbetween the
respective client and the respective server;
wherein, after establishing a data communicatiaesopol connection for a packet flow
between a respective client and a respective sehweidoad balancer module on
each server node is further configured to:
select one of the plurality of load balancer noieact as an egress server for the
data communications protocol connection;
receive incoming data communications protocol peckéor the data

communications protocol connection from one of ltea balancer nodes
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and send the incoming data communications protoackets to the server
on the server node; and

intercept outgoing data communications protocol kptec for the data
communications protocol connection and send thegooug data
communications protocol packets to the selectedssgserver for delivery

to the respective client.

2. The distributed load balancer system as reditedaim 1, further comprising a
router configured to distribute the packet flowanfrthe one or more clients among the plurality

of load balancer nodes according to a hashed ratlitiputing technique.

3. The distributed load balancer system as reaitethim 1, wherein the plurality of
load balancer nodes is further configured to seleetserver nodes from among the plurality of

server nodes to receive the connection requestsding to a random selection technique.

4. The distributed load balancer system as reaitethim 1, wherein the plurality of
load balancer nodes is further configured to sedacther server node from among the plurality
of server nodes to receive a rejected connectignests and send the connection request to the

other server node.

5. The distributed load balancer system as reditedlaim 1, wherein each packet
flow is a Transmission Control Protocol (TCP) pdackow, and wherein each data
communications protocol connection established betwa client and a server is a TCP

connection.

6. The distributed load balancer system as reditedlaim 1, wherein each data
communications protocol connection established éetwa client and a server is a direct data
communications protocol connection that originatethe client, passes through one or more of

the plurality of load balancer nodes, and is teated by the server, wherein the one or more
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load balancer nodes do not act as proxies for #t& communications protocol connection and

do not terminate the data communications protosohection.

7. A method, comprising:
performing, by one or more of a plurality of loaaldncer nodes:
receiving a data communications protocol packet jpacket flow for a client; and
sending a connection request for the packet flow 8®rver node selected from
among a plurality of server nodes;
performing, by the selected server node:
determining if a server on the server node can amnot accept a data
communications protocol connection for the respegbacket flow;
rejecting the connection request upon determinivag the server cannot accept
the data communications protocol connection; and
accepting the connection request upon determiragthe server can accept the
data communications protocol connection, whereiid scepting the
connection request comprises:
cooperating with the one or more load balancer sddestablish the data
communications protocol connection between theessge client
and the respective server for the packet flow; and
selecting one of the plurality of load balancer emdo act as an egress
server for the data communications protocol conaectwherein
outgoing data communications protocol packets oe thata
communications protocol connection are sent to réspective

client via the selected egress server.

8. The method as recited in claim 7, wherein satbmnining, said rejecting, and
said accepting are performed by a load balanceutaazh the selected server node, the method
further comprising performing, by the load balanoeodule after accepting the connection

request:
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receiving incoming data communications protocolke#& for the data communications
protocol connection from one of the load balancedes and sending the
incoming data communications protocol packets eosrver on the server node;
and

intercepting the outgoing data communications pmwitopackets for the data
communications protocol connection and send thgoaag) data communications

protocol packets to the selected egress servelefivery to the respective client.

9. The method as recited in claim 8, wherein thekpiflow is a Transmission
Control Protocol (TCP) packet flow, and wherein tte@a communications protocol connection

established between the client and the servel (SRconnection.

10.  The method as recited in claim 8, wherein ttaldished data communications
protocol connection is a direct data communicatipre&ocol connection that originates at the
client, passes through one or more of the pluralitioad balancer nodes, and is terminated by
the server, wherein the one or more load balanodes do not act as proxies for the data
communications protocol connection and do not teatei the data communications protocol

connection.

11. The method as recited in claim 7, wherein @ekpt is received from a router that
distributes packet flows from one or more clientsoag the plurality of load balancer nodes

according to a hashed multipath routing technique.

12. The method as recited in claim 7, further cosipy the one or more load
balancer nodes selecting the server node from arnmenplurality of server nodes according to a

random selection technique.
13. The method as recited in claim 7, further cosmpg, if the selected server node

rejects the connection request, the one or moreé hadancer nodes sending the connection

request to another server node selected from athengjurality of server nodes.
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14. A non-transitory computer-accessible storageediom storing program
instructions computer-executable to implement al lbalancer module on each of a plurality of
server nodes, wherein each load balancer modutenifggured to:

receive, from one of a plurality of load balancedes, a connection request for a packet

flow from a client;

determine if a server on the server node can onataaccept a data communications

protocol connection for the respective packet flow;

reject the connection request upon determining thatserver cannot accept the data

communications protocol connection; and

upon determining that the server can accept the dammmunications protocol

connection:

communicate with the load balancer node and wighseirver to establish
the data communications protocol connection betwenclient
and the server for the packet flow; and

select one of the plurality of load balancer noesct as an egress server
for the data communications protocol connection, engm
outgoing data communications protocol packets oe thata
communications protocol connection are sent to rémpective

client via the selected egress server.

15. The non-transitory computer-accessible storagdium as recited in claim 14,
wherein the program instructions are further corapakecutable to implement the load balancer
node randomly selecting the server node from antbaglurality of server nodes to receive the

connection request.
16. The non-transitory computer-accessible storagdium as recited in claim 14,

wherein, to reject the connection request, the lmadncer module is configured to decrement a

time to live (TTL) counter in the connection requasd return the connection request to the load
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balancer node, wherein the program instructionsfuatber computer-executable to implement
the load balancer node:
checking the TTL counter in the returned connectegjuest;
if the TTL counter is above a threshold, selectmgther server node from among the
plurality of server nodes to receive the connecteruest; and

if the TTL counter is at or below the thresholdymising the connection request.

17. The distributed load balancer system as kaiteclaim 1, wherein, to determine
if the data communications protocol connectionoishé accepted by the server on the server
node, the load balancer module is configured tdyasaone or more current resource usage
metrics of the server on the server node to deteymi the server can accept the data
communications protocol connection, wherein the onenore current resource usage metrics
include one or more of CPU utilization, bandwidtimsumption, server latency, and number of

established data communications protocol connestion

18. The method as recited in claim 7, wherein stermining if a server on the
server node can or cannot accept the data comntiomsaprotocol connection comprises
analyzing one or more current resource usage raaifithe server to determine if the server can

accept the data communications protocol connection.

19. The non-transitory computer-accessible storagdium as recited in claim 14,
wherein, to determine if a server on the serverenaan or cannot accept the data
communications protocol connection, the load baamsodule is configured to analyze one or
more current resource usage metrics of the seovdetermine if the server can accept the data

communications protocol connection.

20. The non-transitory computer-accessible storagdium as recited in claim 14,
wherein the one or more current resource usageas@tclude one or more of CPU utilization,
bandwidth consumption, server latency, and numbieresiablished data communications

protocol connections.
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21. Adistributed load balancer system, comprising:

a router configured to receive packets in packetdlfrom one or more clients according
to a single public IP address of the router;

a plurality of server nodes; and

a plurality of load balancer nodes each configlagdn ingress server in the distributed
load balancer system, wherein the ingress serdbadeertise the same single
public IP address to the router;

wherein the router is further configured to disitdthe packet flows among the plurality
of ingress servers according to a hashed multipaiting technique applied to
source and destination address information of #ukets in the packet flows; and

wherein each ingress server is further configuoagtteive packets in one or more packet
flows from the router and distribute the packetsie or more of the plurality of

server nodes that are mapped to the respectiveptoWs.

22. The distributed load balancer system as kditeclaim 21, wherein the hashed

multipath routing technique is an equal-cost maltip(ECMP) routing technique.

23.  The distributed load balancer system as redgiteclaim 21, wherein each load

balancer node is advertised to the router by omearse of the other load balancer nodes.

24, The distributed load balancer system as reditedaim 23, wherein the one or
more other load balancer nodes each establishesdeBGateway Protocol (BGP) session with

the router to advertise the load balancer nodedaduter.

25. The distributed load balancer system as kditeclaim 24, wherein each of the
one or more other load balancer nodes advertisiadgaad balancer node to the router is further
configured to:

detect that the load balancer node being advers#te router is down; and
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in response to said detecting, close the BGP sefisa advertises the load balancer node

to the router.

26. The distributed load balancer system as kaiteclaim 25, wherein the router is
further configured to redistribute the packet flo@asiong the plurality of ingress servers
according to the hashed multipath routing techniqueesponse to the one or more other load

balancer nodes closing the BGP sessions.

27. The distributed load balancer system as kkditeclaim 21, wherein the source
and destination address information of a packetd®s a client IP address, a client port, a server

public IP address, and a server port.

28. A method, comprising:

receiving, by a router, packets in packet flowsrfrone or more clients according to a
public IP address;

distributing, by the router, the packet flows amanglurality of load balancer nodes
according to a hashed multipath routing techniqpplied to source and
destination address information of the packetshin jacket flows, wherein the
plurality of load balancer nodes share one or rpaidic IP addresses; and

distributing, by each of the one or more load ba¢amodes, the packets in one or more
packet flows received from the router to one oremara plurality of server nodes

that are mapped to the respective packet flows.

29. The method as recited in claim 28, wherein kashed multipath routing

technigue is an equal-cost multipath (ECMP) routehnique.
30. The method as recited in claim 28, further posng each load balancer

advertising at least one other load balancer nodleet router, wherein each load balancer node is

advertised to the router by one or more of therdtieed balancer nodes.
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31. The method as recited in claim 30, whereinahe or more other load balancer
nodes that advertise a load balancer node incheléoaid balancer node’s left and right neighbor

load balancer nodes according to a specified ardari the load balancer nodes.

32. The method as recited in claim 30, whereid salvertising comprises each load
balancer node establishing a Border Gateway Prb{@&6P) session with the router for each

other load balancer node that the load balances addertises to the router.

33. The method as recited in claim 32, further gosing:

detecting, by a load balancer node, that anotlzet bmlancer node being advertised to the
router by the load balancer node is down; and

in response to said detecting, closing the BGPiaesdth the router that advertises the

other load balancer node.

34. The method as recited in claim 33, further gosing redistributing, by the router,
the packet flows among the plurality of load bataneodes according to the hashed multipath
routing technique in response to determining thmeg or more BGP sessions advertising a load

balancer node have been closed.

35. The method as recited in claim 28, wherein dberce and destination address
information of a packet includes a client IP addresclient port, a server public IP address, and

a server port.

36. A non-transitory computer-accessible storageediom storing program
instructions computer-executable to implement:
advertising, by a plurality of load balancer nodas or more public IP addresses shared
by the load balancer nodes to a router;
receiving, by the router, packets in packet flovesrf one or more clients according to a

single public IP address;
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distributing, by the router, the packet flows amdhg plurality of load balancer nodes
according to a hashed multipath routing techniqpplied to source and
destination address information of the packetfénpgacket flows; and

distributing, by each of the one or more load ba¢amodes, the packets in one or more
packet flows received from the router to one or enof a plurality of server

nodes.

37. The non-transitory computer-accessible storagdium as recited in claim 36,
wherein, in said advertising, each load balanceens advertised to the router by one or more of

the other load balancer nodes.

38. The non-transitory computer-accessible storagdium as recited in claim 37,
wherein each of the one or more other load balanceles establishes a Border Gateway

Protocol (BGP) session with the router to advettigeload balancer node to the router.

39. The non-transitory computer-accessible storagdium as recited in claim 37,
wherein the program instructions are further corapekecutable to implement
detecting, by a load balancer node, that anotlzet bmlancer node being advertised to the
router by the load balancer node is down; and
in response to said detecting, closing a Bordeeway Protocol (BGP) session with the

router that advertises the other load balancer mmtl®e router.

40. The non-transitory computer-accessible storagdium as recited in claim 37,
wherein the program instructions are further corapakecutable to implement redistributing, by
the router, the packet flows among the pluralityoafd balancer nodes according to the hashed
multipath routing technique in response to deteimgithat one of the plurality of load balancer
nodes is not advertised by the other load balamoges.

41. A distributed load balancer system, comprising
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a plurality of load balancer nodes, wherein attléas of the plurality of load balancer
nodes are configured as ingress servers, and whatréeast two of the plurality
of load balancer nodes are configured as flow gaokdes;
a plurality of server nodes; and
a router configured to distribute packet flows frame or more clients to the ingress
servers according to a hashed multipath routinigniecie;
wherein each ingress server is configured to:
receive a packet in a packet flow for a client frima router;
determine that the ingress server does not havepping for the packet flow to
the plurality of server nodes;

determine at least one flow tracker node for theket flow according to a
consistent hash function applied to source andirdgsin address
information of the packet;

obtain a mapping of a connection to a particulae oh the plurality of server
nodes for the packet flow from the at least one filacker node; and

send one or more packets of the packet flow tg#rgcular server node.

42. The distributed load balancer system ase®dit claim 41, wherein the packet

flow is a Transmission Control Protocol (TCP) padiaw.

43. The distributed load balancer system ase@ait claim 41,

wherein at least two of the plurality of load balan nodes are configured as egress
servers configured to send outgoing packets froenstirver nodes to the one or
more clients,

wherein the server node is configured to:
select one of the egress servers for the packet 8od
send one or more outgoing packets for the packst fo the selected egress

server;
wherein the egress server is configured to sendulgping packets to the client; and
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wherein the selected egress server for the patketi$ a different load balancer node

than the ingress server for the packet flow.

44, The distributed load balancer system as ikditeclaim 43, wherein the ingress
server encapsulates the one or more packets asgdallUser Datagram Protocol (UDP) prior to
sending the packets to the server node, whereinséineer node encapsulates the outgoing
packets according to UDP prior to sending the datgpackets to the egress server, and wherein
the egress server strips the UDP encapsulation th@routgoing packets prior to sending the

outgoing packets to the client.

45, The distributed load balancer system as igiteclaim 44, wherein the server
node includes a load balancer module configured to:

select the egress server for the packet flow;

receive the incoming encapsulated packets fronmntjress server;

strip the UDP encapsulation from the packets anidetethe packets to a server on the

server node;
obtain the outgoing packets from the server orséreer node;
encapsulate the outgoing packets according to AD&;

send the encapsulated outgoing packets to theseggesger.

46. The distributed load balancer system as ikaiteclaim 41, wherein, to obtain a
mapping of a connection to a particular one ofgheality of server nodes for the packet flow
from the at least one flow tracker node,

the ingress server sends a message that incluttesnation for the packet flow to a

primary flow tracker for the packet flow;

the primary flow tracker sends a message to a secgtlow tracker for the packet flow

that includes the information for the packet flowherein the primary and
secondary flow trackers for the packet flow aréedé@nt load balancer nodes;

the secondary flow tracker sends an acknowledgefaetite packet flow to the client;
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the ingress server receives an acknowledgemenepéckn the client and forwards the
acknowledgement packet to the primary flow tracker;

the primary flow tracker randomly selects the maifir server node from among the
plurality of server nodes as the server node teivecthe packet flow and sends a
message to the secondary flow tracker indicatiegotirticular server node;

the secondary flow tracker fabricates a synchrdimaanessage and sends the fabricated
synchronization message to the particular serveeno

the secondary flow tracker receives connectionrmégion for the packet flow from the
particular server node and sends a message inglticinconnection information
to the primary flow tracker; and

the primary flow tracker sends a message inclutlegconnection information for the
packet flow to the ingress server, wherein the ection information maps the

packet flow to the particular server node.

47. The distributed load balancer system as rediteclaim 46, wherein the server
node includes a load balancer module configured to:
receive the fabricated synchronization message thensecondary flow tracker;
determine that a server on the server node capiaa@nnection;
generate a synchronization packet according tofdhgcated synchronization message
and deliver the synchronization packet to the sesmehe server node;
intercept an acknowledgement packet generatedebgetver on the server node; and

send a message including the connection informatidhe secondary flow tracker.

48. A method, comprising:
performing, by an ingress server on one of a plyraf load balancer nodes:
receiving a packet in a packet flow for a clienhenrein the packet is received
from a router that distributes packet flows frome@r more clients to the

plurality of load balancer nodes according to aststent hash function;
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determining a load balancer node that serves svatifacker node for the packet
flow according to a consistent hash function agplie source and
destination address information of the packet;

obtaining a mapping of a connection to one of aghity of server nodes for the
packet flow from the flow tracker node for the peickow; and

sending one or more packets of the packet flow¢oserver node indicated by the

mapping.

49. The method as recited in claim 48, wherein gheket flow is a Transmission

Control Protocol (TCP) packet flow.

50. The method as recited in claim 48, furthemposing the ingress server
encapsulating the packets according to User Datagnatocol (UDP) prior to said sending the

one or more packets of the packet flow to the sarede.

51. The method as recited in claim 48, further gosing:

selecting, by the server node, one of the pluralityoad balancer nodes as an egress
server for the packet flow, wherein the selectegsgserver for the packet flow
is on a different load balancer node than the sgyserver for the packet flow;

sending, by the server node, one or more outgoaukeis for the packet flow to the
selected egress server; and

sending, by the egress server, the outgoing patkéhte client of the packet flow.

52. The method as recited in claim 51, further gosing:

the server node encapsulating the outgoing paeleetsrding to User Datagram Protocol
(UDP) prior to said sending the outgoing packethé&egress server; and

the egress server stripping the UDP encapsulatam the outgoing packets prior to said

sending the outgoing packets to the client.
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53. The method as recited in claim 48, whereinfih tracker node is a primary
flow tracker node for the packet flow, and wherainext load balancer node in a consistent hash
ring according to the consistent hash function seeondary flow tracker node for the packet

flow.

54. The method as recited in claim 53, whereird sabtaining a mapping of a
connection to one of a plurality of server nodedle packet flow from the flow tracker node for
the packet flow comprises:

sending, by the ingress server, at least one medsatpe primary flow tracker node for

the packet flow, each message including a packiteopacket flow received from
the router;

selecting, by the primary flow tracker node, thevee node for the packet flow from

among the plurality of server nodes;
sending, by the primary flow tracker node, packietwfinformation including an
indication of the selected server node to the sgmgrflow tracker node;

facilitating, by the secondary flow tracker nodstablishment of the connection to the
selected server node for the packet flow by compatimg with the server node
and the client; and

sending, by the secondary flow tracker node, camednformation for the packet flow

to the ingress server via the primary flow trackede, wherein the connection

information maps the packet flow to the selectedesenode.

55. The method as recited in claim 54, wherein gbever node includes a load
balancer module, wherein said facilitating estéipfient of the connection to the selected server
node for the packet flow by communicating with seever node and the client comprises:

sending, by the secondary flow tracker node, adated synchronization message to the

load balancer module on the server node; and

performing, by the load balancer module on theesemade:

determining that a server on the server node cagpa@ connection;
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generating a synchronization packet according éoféricated synchronization
message;

delivering the synchronization packet to the seorethe server node;

intercepting an acknowledgement packet generatethéyserver on the server
node; and

sending a message including the connection infoomab the secondary flow

tracker node.

56. A non-transitory computer-accessible storageedium storing program
instructions computer-executable to implement gmness server and a flow tracker on each of a
plurality of load balancer nodes, each ingresseseronfigured to:

receive a packet in a packet flow for a client, veinethe packet is received from a router

that distributes packet flows from one or more nibeto the plurality of load
balancer nodes according to a consistent hashidunct

determine one of the plurality of load balancerew®that serves as a flow tracker node

for the packet flow according to a consistent hastttion applied to source and
destination address information of the packet;

obtain a mapping of a connection to one of a pityraf server nodes for the packet flow

from the flow tracker node for the packet flow; and

send one or more packets of the packet flow te#neer node indicated by the mapping.

57. The non-transitory computer-accessible storagdium as recited in claim 56,
wherein the program instructions are further corapakecutable to implement an egress server
on each of the load balancer nodes and a loaddslamodule on each of the plurality of server
nodes, each load balancer module configured to:

select one of the plurality of load balancer nodesan egress server for a packet flow,

wherein the selected egress server for the padket i on a different load
balancer node than an ingress server for the pdoketand

send one or more outgoing packets for the pactet tib the selected egress server;
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wherein each egress server is configured to semgoing packets in a packet flow

received from a load balancer module to a clienthefpacket flow.

58. The non-transitory computer-accessible stonagg@ium as recited in claim 57,
wherein each ingress server is further configuoedricapsulate the packets according to
User Datagram Protocol (UDP) prior to said sendhregone or more packets of
the packet flow to the server node;
wherein each load balancer module is further comdid to:
strip the UDP encapsulation from the packets retkfvom an ingress server and
deliver the packets to a server on the respectisees node;
intercept the outgoing packets from the servemherréspective server node; and
encapsulate the outgoing packets according to UB& po said sending the
outgoing packets to an egress server;
wherein each egress server is further configurestrtp the UDP encapsulation from the
outgoing packets prior to said sending the outggagkets to the client of the

packet flow.

59. The non-transitory computer-accessible storagdium as recited in claim 56,
wherein the flow tracker node is a primary flowcktar node for the packet flow, and wherein a
next load balancer node in a consistent hash ogrding to the consistent hash function is a
secondary flow tracker node for the packet flowd amherein, to obtain a mapping of a
connection to one of a plurality of server nodedle packet flow from the flow tracker node for
the packet flow:

the ingress server is configured to send at leastroessage to the primary flow tracker

node for the packet flow, each message includingpeket of the packet flow
received from the router,;

the primary flow tracker node is configured to:

select the server node for the packet flow from gnthe plurality of server

nodes; and
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send packet flow information including an indicatiof the selected server node
to the secondary flow tracker node;
the secondary flow tracker node is configured to:
facilitate establishment of the connection to thlected server node for the packet
flow by communicating with the server node anddlent; and
send connection information for the packet flowthe ingress server via the
primary flow tracker node, wherein the connectinfoimation maps the

packet flow to the selected server node.

60. The non-transitory computer-accessible storagdium as recited in claim 59,
wherein the program instructions are further corapakecutable to implement a load balancer
module on each of the plurality of server nodesl aherein, to facilitate establishment of the
connection to the selected server node for the giafttww by communicating with the server
node and the client:

the secondary flow tracker node is configured tadse fabricated synchronization

message to the load balancer module on the sevder, and

the load balancer module on the server node isgumed to:

determine that a server on the server node capiaa@®nnection;

generate a synchronization packet according tofdabeicated synchronization
message;

deliver the synchronization packet to the servethenserver node;

intercept an acknowledgement packet generatedebgetver on the server node;
and

send a message including the connection informatiorihe secondary flow

tracker node.
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