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The time series data are
periodically acquired condition

The time series data are
acquired when the time series
data satisfy the preset
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The time series data are preprocessed and the pre-
processed time series data are generated
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A unit root test is performed on the pre-processed time
series data
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A stationarity parameter included in the test result is
acquired
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A relationship between the stationarity parameter and the
preset value is determined. If the stationarity parameter is
less than or equal to the preset value, the stationarity
parameter indicates that the time series data are stable and
the user 1s confirmed to have no abnormal behavior;
otherwise, the user 1s confirmed to have the abnormal
behavior
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The time series data are acquired, and the time series data are
configured to describe a network behavior of the user
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A first stationarity parameter corresponding to the login
frequency, a second stationarity parameter corresponding to the
data flow and a third stationarity parameter corresponding to the

transaction frequency are respectively calculated
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The stationarity parameter according to the first stationarity
parameter, the second stationarity parameter, and the third
stationarity parameter 1s calculated
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It 1s determined that the user has no abnormal behavior
when the stationarity parameter indicates that the time series
data are stable, otherwise, 1t 1s determined that the user has the
abnormal behavior
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The time series data of the user in a plurality of time
periods are acquired, and the time series data are
configured to describe a network behavior of the user
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The stationary parameters corresponding to the time series
data in the plurality of time periods are respectively
calculated

Y

The stationarity parameters of the time series of the user
according to the time series of the plurality of time periods
are calculated
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It 1s determined that the user has no abnormal behavior
when the stationarity parameter indicates that the time
series data are stable, otherwise, it 1s determined that the
user has the abnormal behavior
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Apparatus for detecting abnormal behavior of users
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