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MULTIPLICATION METHODS, NON-TRANSITORY COMPUTER-READABLE
MEDIA, AND MULTIPLICATION DEVICES

PRIORITY CLAIM

[0001] The present application claims priority to Singapore patent application 10201706159V.

TECHNICAL FIELD

10002] The following discloses multiplication methods, non-transitory computer-readable

media, and multiplication devices.

BACKGROUND ART

[0003] Various scientific and technical fields deal with large integer numbers and
polynomial multiplication 1n a ring, such as computer algebra, coding theory, and
cryptography. In particular in data encryption, it may be desired to perform computation on
the encrypted data without having to decrypt the data betore performing the computation and

then re-encrypting the computation result after performing the computation.

[0004] However, present methods that provide for the computation on encrypted data are

inefficient. As such, there 1s a desire for more efficient methods and devices.

SUMMARY OF INVENTION

[0005] In accordance with a first aspect, there 1s provided a multiplication method
comprising: providing a prime number p, a first polynomial and a second polynomial;
determining a first discrete Galois transform based on the first polynomial and the prime
number; determining a second discrete Galois transform based on the second polynomial and
the prime number; determining a point-wise product of the first discrete Galois transform and
the second discrete Galois transform; determining an inverse discrete Galois transform based
on the point-wise product; and determining a polynomial product of the first polynomial and

the second polynomial based on the inverse discrete Galois transform.
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[0006] In accordance with a second aspect, there 1s provided a non-transitory computer-
readable medium, comprising instructions which, when executed by a processor, make the
processor perform: providing a prime number p, a first polynomial and a second polynomial;
determining a first discrete Galois transform based on the first polynomial and the prime
number; determining a second discrete Galois transform based on the second polynomial and
the prime number; determining a point-wise product of the first discrete Galois transform and
the second discrete Galois transform; determining an inverse discrete Galois transform based
on the point-wise product; and determining a polynomial product of the first polynomial and

the second polynomial based on the inverse discrete Galois transform.

[0007] In accordance with a third aspect, there 1s provided a multiplication device
comprising: a prime number providing circuit configured to provide a prime number p, a first
polynomial and a second polynomial; a first discrete Galois transform determination circuit
configured to determine a first discrete Galois transtform based on the first polynomial and the
prime number; a second discrete Galois transform determination circuit configured to
determine a second discrete Galois transform based on the second polynomial and the prime
number; a point-wise product determination circuit configured to determine a point-wise
product of the first discrete Galois transform and the second discrete Galois transform; an
inverse discrete Galois transtorm determination circuit configured to determine an inverse
discrete Galois transform based on the point-wise product; and a polynomial product
determination circuit configured to determine a polynomial product of the first polynomial

and the second polynomial based on the inverse discrete Galois transform.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The accompanying figures, where like reference numerals refer to identical or
functionally similar elements throughout the separate views and which together with the
detailed description below are incorporated in and form part of the specification, serve to
illustrate various embodiments, by way of example only, and to explain various principles and

advantages 1n accordance with a present embodiment.

[0009] Figure 1 shows an illustration of an application in cloud computing of methods and

devices according to various embodiments.
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|0010] Figure 2 shows an 1llustration of data in plaintext space and in ciphertext space, and

how fully homomorphic encryption (FHE) acts on these data.
[0011] Figure 3 shows an illustration of an FHE architecture.

[0012] Figure 4 shows a flow diagram illustrating a multiplication method according to

various embodiments.

[0013] Figure 5 shows a multiplication device according to various embodiments.

[0014] Skilled artisans will appreciate that elements 1n the figures are illustrated for
simplicity and clarity and have not necessarily been depicted to scale. For example, the
dimensions of some of the elements 1n the block diagrams or steps in the flowcharts may be

exaggerated 1n respect to other elements to help improve understanding of the present

embodiment.

DETAILED DESCRIPTION

[0015] The following detailed description 1s merely exemplary in nature and 1s not intended
to limit the invention or the application and uses of the invention. Furthermore, there 1s no
intention to be bound by any theory presented in the preceding background of the invention or
the following detailed description. It 1s the intent of the preferred embodiments to disclose
methods and devices which may be used 1n various scientific and technical fields dealing with
large integer numbers and polynomial multiplication 1n a ring, such as computer algebra,
coding theory, cryptography, fixed point arithmetic, number theory, abstract algebra and
signal processing. In particular in data encryption, the methods and devices may efficiently
perform computation on the encrypted data without having to decrypt the data before
performing the computation and then re-encrypting the computation result after performing
the computation. Encryption that allows this computation on ciphertexts (in other words: on
encrypted data) may be referred to as homomorphic encryption. In an embodiment, a new

class of cryptographic solutions based on ring-learning with errors problem 1s described.

[0016] According to various embodiments, efficient polynomial multiplication {for
Accelerated Fully Homomorphic Encryption (FHE) may be provided. According to various
embodiments, an etficient method for large integer and polynomial multiplication 1n a ring

using negacyclic convolution and discrete Galois transform with arbitrary primes 1s provided.
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The method 1s adapted to work with arbitrary primes, not only primes that support Gaussian
arithmetic. Dealing with non-Gaussian primes gives rise to another problem of how to find
primitive roots of unity and of (1). According to various embodiments, an efficient solution to

find those roots of interest 1s provided.

[0017] Figure 1 shows an illustration 100 of an application in cloud computing of methods
and devices according to various embodiments. A client 102 may be able to encrypt data x,
and may send the encrypted data enc(x) 106 to a cloud server 104. The cloud server 104 may
provide a homomorphic evaluation of a function { (in other words: the cloud server 104 may
perform computation on the data x that has been provided from client 102 1n an encrypted
form enc(x), without decrypting the encrypted data), and may provide the result enc(f(x)) 108
to the client 102. The client 102 may then decrypt the encrypted result enc(f(x)) to obtain {(x),
which 1s the computation result of function { with input x. However, the cloud server 104, in
order to provide the encrypted result, would not need to be 1n possession of the unencrypted

input data x.

|0018] Figure 2 shows an 1llustration 200 of data in plaintext space and in ciphertext space,
and how fully homomorphic encryption (FHE) 202 acts on these data. For example, X=3 and
Y=5 may be input data in plaintext space. These data may be encrypted to provide encrypted
input data 204 1n ciphertext space, for example Enc(X)=S--*"A#/ and Enc(Y)=~#&(1_. FHE
module 202 may take the encrypted input data 204 and a function { 206, for example {=2X+Y,
and may compute an encrypted result 208 based on the encrypted input data 204 and the
function f 206. The FHE module 202 may compute Enc(f(2X+Y))=%}/,$%!~- based on the
function f 206 and the encrypted input data 206, for example Enc(X) and Enc(Y). Decryption
of the encrypted result may yield the plaintext space result (in other words, the decrypted
result). It will be understood that the function f 206 1s i1dentical in plaintext space and
ciphertext space. In other words, fully homomorphic encryption (FHE) enables computing on

encrypted data.

[0019] Figure 3 shows an illustration 300 of an FHE architecture. FHE Encryption module
308 may encrypt data, which may be processed by FHE computation module 302, and the

processing results may be decrypted by FHE decryption module 310. The FHE computation
module 302 may include a bitwise computations module 304, which may provide modules for

FHE addition and FHE multiplication, and a noise reduction submodule 306 (for example for
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recrypting or bootstrapping), which may provide modules for modulus switching and key

switching.

[0020] A principle 1in constructions of FHE 1s hiding plaintext data with relatively small
noise. This noise may be completely filtered out by decryption given that it 1s under a certain
level. Although one may compute on encrypted data in this scheme, the noise increases with
cach homomorphic evaluation until 1t exceeds workable amount at some point and the

decryption fails to recover the plaintext results.

[0021] To control the noise growth, the recryption method may take as input: 1) an
encryption of a worn-out ciphertext, 1.e., it has large noise, and 2) an encryption of the
decryption key. The recrypting portion of the noise reduction submodule 306 may evaluate
homomorphically the decryption circuit using the encrypted ciphertext and encrypted
decryption key to remove the inner encryption and outputs a substitute ciphertext (1.e., it
encrypts the same plaintext) with less noise that allows extra operations to be performed

homomorphically.

[0022] Another technique to reduce the noise growth may be modulus switching. The
modulus switching portion of the noise reduction submodule 306 may replace the ciphertext

coeflicient modulus by a smaller modulus that still keeps the original data intact but reduces

the noise level by a defined factor.

[0023] The key switching portion of the noise reduction submodule 306 may be used for
mainly two purposes: 1) reducing the ciphertext size and 2) reducing the noise growth after

homomorphic multiplication.

10024] FHE 1nvolves arithmetic with very big polynomials. According to various
embodiments, discrete Galois transtorm (DGT) like proposed by Crandall may be generalized
to work with arbitrary primes. Arbitrary primes may be preferred since some primes offer
efficient modulo operations (for example Solinas primes). Crandall suggests using Mersenne
primes, which are prime numbers that are one less than a power of two, and which support
Gaussian arithmetic and offer efficient modulo operations; however, the largest Mersenne

prime that fits in a 64-bit machine word is 2°1 — 1, and this prime wastes 3 bits which affects

the maximum convolution value that can be computed.
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[0025] With a prime number p, a Galois Field GF(p*) may be defined, which is composed
by adjoining GF(p) with i =v—1. It p = 1mod 4, theni € Z, and thus GF(p?) contains
only p integers. If p = 3 mod 4, then i € Z,, and thus GF (p4) contains p* Gaussian integers.

According to various embodiments, p = 1 mod 4 may be used, and t may not be replaced by

its equivalent in Z,,, and Gaussian arithmetic may be performed as usual. Crandall’s DGT

method may work if an n/2-th primitive root of i can be found in GF (p*).

[0026] A first method for finding a Gaussian integer h € GF (p?) s.t. K™? = [ mod p may

be as follows:
* h=a+biwherea,b € GF(p).
e (a+bi)"? =imodp.

* Using binomial expansion, find a, b.

[0027] However, this first method may be inefficient even using a highly optimized
implementation, for example a highly optimized Mathematica script. For example, finding

21* _th primitive root of i (mod Oxffffffff00000001) takes 156.45 hours on a standard

computer and may require 33 GB of memory.

10028] According to various embodiments, a second method for finding a Gaussian integer
h € GF(p?) s.t. R'? = i mod p may be provided as follows:

* Factoring the prime into two Gaussian integers, fo, f1.
* Finding a generator 1n each cyclic group of the factors.
* Finding h in each group.

* Combining both roots using the Chinese remainder theorem.

[0029] With this second method, finding 21°-th primitive root of i (mod Ox{fffffff00000001)

takes less than a second on a standard computer.

[0030] Figure 4 shows a flow diagram 400 1illustrating a multiplication method according to
various embodiments. At step 402, a prime number p, a first polynomial and a second
polynomial may be provided. At step 404, a first discrete Galois transform may be determined
based on the first polynomial and the prime number. At step 406, a second discrete Galois
transform may be determined based on the second polynomial and the prime number. At step
408, a point-wise product of the first discrete Galois transform and the second discrete Galois

transform may be determined. At step 410, an inverse discrete Galois transtorm may be
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determined based on the point-wise product. At step 412, a polynomial product of the first
polynomial and the second polynomial may be determined based on the inverse discrete

Galois transform.

[0031] The multiplication method may be a multiplication method in Z|x]/{x" +
1), wheren = 2*and k € Z. p may be a prime number for which for which p = 3 (mod 4). p

may be a prime number for which for which p =1 (mod 4).

|0032] The multiplication method may further include determining a folding of the first
polynomial, and determining a folding of the second polynomial, wherein the first discrete
Galois transform 1s determined based on the folding of the first polynomial, and wherein the

second discrete Galois transform 1s determined based on the folding of the second polynomial.

[0033] The multiplication method may further include: determining a twist of the folding of
the first polynomial based on the prime number, and determining a twist of the folding of the
second polynomial based on the prime number, wherein the first discrete Galois transtorm 1s
determined based on the twist of the folding of the first polynomial, and wherein the second
discrete Galois transtorm 1s determined based on the twist of the folding of the second
polynomial. The multiplication method may further include removing twisting {from the point-
wise product after the inverse discrete Galois transform. The multiplication method may
further include unfolding the point-wise product after the inverse discrete Galois transform

with the twisting removed.

[0034] The multiplication method may further include determining a Galois field GF(p°)
based on the prime number p. The multiplication method may further include determining a
plurality of roots 1n the Galois field (pz), wherein the first discrete Galois transform and the
second discrete Galois transform are determined based on the plurality of roots. The plurality
of roots may include a root of unity and a root of an imaginary unit (wherein the square of the
imaginary unit equals -1). The plurality of roots may include an n/2-th primitive root of unity

and an n/2-th primitive root of an 1maginary unit, wherein n 1s an integer number.

[0035] According to various embodiments, a non-transitory computer-readable medium may
be provided. The non-transitory computer-readable medium may include instructions which,
when executed by a processor, make the processor perform the multiplication method as

described above.
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[0036] Figure 5 shows a multiplication device 500 according to various embodiments. The
multiplication device 500 may include a prime number providing circuit 502 configured to
provide a prime number p, a first polynomial and a second polynomial. The multiplication
device 500 may further include a first discrete Galois transform determination circuit 504
configured to determine a first discrete Galois transform based on the first polynomial and the
prime number. The multiplication device 500 may further include a second discrete Galois
transform determination circuit 506 configured to determine a second discrete Galois
transform based on the second polynomial and the prime number. The multiplication device
500 may further include a point-wise product determination circuit 508 configured to
determine a point-wise product of the first discrete Galois transform and the second discrete
Galois transform. The multiplication device 500 may further include an inverse discrete
Galois transform determination circuit 510 configured to determine an inverse discrete Galois
transform based on the point-wise product. The multiplication device 500 may further include
a polynomial product determination circuit 512 configured to determine a polynomial product
of the first polynomial and the second polynomial based on the inverse discrete Galois

transform.

[0037] p may be a prime number for which for which p = 3 (mod 4). p may be a prime
number for which for which p =1 (mod 4).

[0038] The multiplication device may {further include a folding circuit configured to
determine a folding of the first polynomial and a folding of the second polynomial. The first
discrete Galois transform determination circuit 504 may be configured to determine the first
discrete Galois transform based on the folding of the first polynomial. The second discrete
Galois transform determination circuit 506 may be configured to determine the second
discrete Galois transform based on the folding of the second polynomial. The multiplication
device may further include a twisting circuit configured to determine a twist of the folding of
the first polynomial based on the prime number and a twist of the folding of the second
polynomial based on the prime number. The first discrete Galois transform determination
circuit 504 may be configured to determine the first discrete Galois transform based on the
twist of the folding of the first polynomial. The second discrete Galois transform
determination circuit 506 may be configured to determine the second discrete Galois

transform based on the twist of the folding of the second polynomial.
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[0039] The multiplication device may further include a twist removing circuit configured to
remove twisting from the point-wise product after the inverse discrete Galois transform. The
multiplication device may further include an unfolding circuit configured to unfold the point-
wise product after the inverse discrete Galois transform with the twisting removed. The
multiplication device may further include a Galois field determination circuit configured to
determine a Galois field GF(pZ) based on the prime number p. The multiplication device may
further include a roots determination circuit configured to determine a plurality of roots i1n the
Galois field (pz). The first discrete Galois transform and the second discrete Galois transform
may be determined based on the plurality of roots. The plurality of roots may include a root of
unity and a root of an imaginary unit. The plurality of roots may include an n/2-th primitive

root of unity and an n/2-th primitive root of an imaginary unit.

[0040] In the following, a more formal description of the mathematical aspects of various
embodiments will be described. Basic concepts in convolution theory, DGT, and their relation
to polynomial multiplication will be described. A formal representation of the problem

statement introducing notations will be given.

[0041] Capital letters are used to refer to sets, and small letters are used for elements of a set.
As usual, Z, Q, R and C denote integer numbers, rational numbers, real numbers, and complex
numbers, respectively. | |,| |,]| | denote round up, round down, and round to nearest

integer, respectively. Unless otherwise stated, Z, represents integer modulo ¢ 1n the range of

~1 L . . .
{[— %] R qu } Vector notation 1s used to represent polynomials, for imnstance polynomial

a(x) of degree less than n may be represented as: a = |ay, 44, ..., @,,—1], Where a; is the i-th
coeflicient of a(x). Following Fourier transformation representation convention, transformed

vectors are represented by capitalizing the vector’s symbol.

[0042] In the following, polynomial multiplication in Zg[x]/(x™ + 1) will be described.

[0043] Letn,q € Z™, such that n is a power of 2. Let R denote the ring Z/(x™ + 1), being

the set of polynomials with integer coefficients of degree less than n, and R, denote the ring
Lq/{x"™ + 1), being the set of polynomials modulo both (x™+ 1) and q. Suppose
a(x),b(x) € R, of degree less than n, and we need to compute their product c(x) =
a(x)b(x) € R, of degree less than n and with coefficients in Z,. It is to be noted that

reduction of a polynomial modulo q can be done in line time O(N) by a single pass and

reducing each coefficients modulo q. Thus, we may only focus on methods that produce the

9
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product in R. As used herein, the word reduction may also refer to reducing a polynomial

modulo another polynomial.

10044] Classic methods, e.g. schoolbook multiplication followed by polynomial reduction
like long division require O(N#4) to compute c(x). Equation 1 shows how the product can be

computed without reduction:

—1 —1
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[0045] Still a classical polynomial division method is required to reduce ¢(x) to ¢(x) in R,.

However, since we are using the special irreducible polynomial f(x) = x™ + 1, division can

be forgone as follows: since x™ + 1 = 0(mod x™ + 1), then x™ = —1(mod x™ + 1). This

allows us to replace any x"by -1 in equation 1 that results in ¢(x) reduced in R, for free. This

stratagem may also be referred to as the negative wrapped or negcyclic convolution and may

be formally expressed 1in equation 2:

n—1n—1 N |
5 : ce o
wf pe Y — ep i e d By e b E E R R T T T & = B £ Lt O £
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,

[0046] In other words, equation 2 states that polynomial multiplication 1 R, can be

computed via negacyclic convolution.

[0047] As described above, multiplication may be performed via convolution. In fact,
equation 1 give the formal definition of integer convolution of two signals, where a signal 1s
composed using the polynomial coetficients. Furthermore, equation 2 refers to the definition

of negacyclic convolution of a and b.

|0048] The convolution theorem states that the Fourier transform of a convolution can be

computed via point-wise (dyadic) product of the Fourier transform of the two signals at hand.

This may formally be expressed 1n equation 3:

e b= FH {F{n} F) {3}
Where * denotes the convolution operator. F and F ! refer to the Fourier transform and its
inverse respectively. As described herein, it may be dealt with polynomials of finite

coefficients, and only discrete signals are addressed; therefore, & refers to the discrete Fourier

transform (DFT).
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10049] It 1s well known that DFT and 1ts inverse can be computed 1n O(n log n) via any fast
Fourier transtorm (FFT)/ Inverse Fourier transtorm (IFFT) method. Thus, the overall time
complexity of convolving two signals of length n 1s equal to 2 FFT's and 1 IFFT of length n,
totaling at O(n log n). This 1s an 1mportant result as a basis for a large class of fast

multiplication methods.

[0050] Discrete Galois transform (DGT) 1s an adapted version of DFT over the Galois Field
GF(p?), where p is prime, as proposed by Crandall. Although DGT requires that p =
3(mod 4), 1.e. Gaussian primes, 1.¢. primes that support Gaussian integer arithmetic known as

Gaussian primes, we show that the same transform can be applied using primes that are

p = 1(mod 4), 1.e. non-Gaussian primes. In fact, any prime number belongs to one of those

sets (Gaussian or non-Gaussian).

[0051] An element u € GF (p#) can be represented as U, + [ Uy, where Uy, Uy, € L, and

I =+v—1 1s the mmaginary unit. These elements are also known as Gaussian integers.
Arithmetic with Gaussian integers are similar to complex number arithmetic with a reduction

modulo p for the real and imaginary parts. The DGT and 1ts inverse of signal x =

{Xg, X1, .., X1} Of length n and x; € GF(p*#) are shown in equations 4 and 5, respectively:

~
Y i — E o T Pyl o) : 4%
SR g — - eRe ! §XEERNE X3 =
N i : v K

________

BREUTR
(WY L T -}- ;, | ‘%F =1 1.5 IE:I.._: {.'.h g nms ‘-'iE " i‘ﬂ; ':. "::‘ ."'
u‘f‘::' ;E;_:" — .3 S'l o .l*:',. } f.ﬁh‘ :; E«E j-i .bijl. g‘.} j... t * $ E
L | . " A . k%

L
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where g is a primitive n-th root of unity in GF (p*#). It will be noticed that there is a similarity
between the DGT and DFT to a small degree, and DGT and number theoretic transform (NTT)

to a greater degree.

[0052] DGT has some advantageous properties such as: 1) negacyclic convolution of two n-
point signals can be computed via (n/2)-point DGT/IDGT, 2) some Gaussian primes provide
faster modulo operations such as Mersenne primes, 3) DGT supports lengths < p + 1 due to

the large size of GF(p4) multiplicative group and the simplicity of finding primitive roots of

unity.

[0053] Despite these beneficial features, DGT required complex number arithmetic, which

may hinder 1ts usage over other methods. However, experiments according to various
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embodiments show that DGT can still achieve good performance and outperform other

methods.

[0054] In the following, negacyclic convolution via DGT will be described.

[0055] Based on the notations and concepts of the structure of the polynomial ring of interest,

convolution, and DGT described above, polynomial multiplication in Zg[x]/{x™ + 1) via

DGT may be provided, like shown in the following table of method 1. It can be easily seen

that the method runs asymptotically in time complexity similar to DGT/IDGT. If fast Fourier-

like methods are used to compute them, the overall complexity of method 1 1s O(n log n).

Method 1 Polynomal maltiplicafion i N, via the
DML
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[0056] Method 1 has some details to be considered carefully. First, the coefficients of the

product signal must be representable (mod p), 1.e. lie in {[—gl , EJ}, hence the condition of
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having the coefficients of input polynomials in [0,q < L.,/p“ / (Zn)” If the polynomials of

interest have coeflicients greater than this bound, one can represent the polynomials in
Residual Numbering System (RNS), perform the multiplication on the corresponding
polynomial residue using DGT method, and finally reconstruct the final polynomial using
CR'T (Chinese remainder theorem) reconstruction. This may be a common approach used to
do arithmetic on large numbers/ polynomials. According to various embodiments, 1t may be

dealt with small coefficients, such that CRT 1s not required.

[0057] It 1s to be noted that g and p are to be distinguished. g 1s a bound on polynomial
coeflicients to limit coefficient growth. Also, g needs not be a prime number. On the other
hand, p, which has to be prime, defines the structure GF(p4). It is used to compute DGT/
IDGT in GF ($*). According to various embodiments, p may be a 64-bit special Solinas prime
that offers efficient modulo reduction. If g happens to be greater than p, it should be factored

into a set of co-prime numbers {py, Pq1,...,P;—1} and RNS representation and CRT

reconstruction can be used.

[0058] An 1important i1mplementation issue 1s the modulo representation. In most
programming languages, (mod p) operation returns an integer € [0, ...,p — 1]. There 1s no

problem of computing DGT using this range, but an extra treatment step would be required to

scale the result back 1n {[— %] , l% } This 1s an important caveat especially if one uses RNS/

CRT to deal with polynomials with large coefficients. One must first get the negacyclic

convolution result 1n {[—%], 11‘52;1”? then reduction modulo the RNS moduli can be used

safely. One must also pay attention that the prime p used in DGT does not belong to the RNS

moduli.

[0059] Although the DGT method as proposed originally requires that p = 3(mod4), 1.c.
primes that support Gaussian arithmetic, and which may be referred to as Gaussian primes.

according to various embodiments, it may be worked with not necessarily Gaussian primes, as

described below.

[0060] The restriction to Gaussian primes may be to reduce the difficulty of finding

primitive roots of unity and of 1t = +v—1), which are required in the computation. Moreover,
working with some Gaussian primes such as Mersenne primes, makes finding primitive roots

even simpler due to the Creutzburg and Tasche theorem, which gives a closed-form formula to
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find the roots. Furthermore, the Galois field GF (p*) with these primes is will defined and has

p“ elements written in the form x + iy.

[0061] On the other hand, if we work with p = 1(mod4), GF(p*) is not defined properly,
since V—1 =1, 1s an element of GF(p) and the set we obtain by adjoining Z, and i = v—1)

has only p elements and not p*. Although the algebraic structure is not well-defined, this has
no effect on the DGT multiplication method as long as the ordinary complex numbers

arithmetic are applied modulo p.

10062] Working with any prime 1s advantageous at least for the following reasons: 1) one

does not have to restrict the search space while searching for the primes of interest in
computing DGT, 2) some primes provide efficient modulo operations and may not be
= 3(mod4) such as some Solinas primes. If one chooses to use Mersenne primes, the most
suitable prime for current 64-bit machines is 2°1 — 1, but it wastes 3 bits which in turn
reduces the maximum value of convolution supported. In fact, there 1s a special 64-bit Solinas

prime, p = OxFFFFFEFFF0O0000001, that best serves 64-bit machines 1n computing DGT

and offers efficient modulo operation.

[0063] When working with primes that are not = 3(mod4), finding primitive roots of unity

and roots of 1t = v—1) may be cumbersome. It will be described how to efficiently determine

those roots further below.

[0064] Furthermore, it 1s to be noted that DGT may be computed over the complex numbers

domain. This may be advantageous, because finding primitive roots of unity or t = v —1) 1s

trivial. Also, FFT may be computed efficiently.

[0065] DGT operation and its inverse look similar to DFT and its inverse (IDFT). In fact,
DFT can be thought of as an abstract transformation that may be applied 1n any algebraic
structure that has well-defined primitive roots of unity and inverse of the transform length.
This means that any efficient FFT data-path can be used to implement the DGT/IDGT as long

as one respects the underlying domain arithmetic.

[0066] One important concept that may be taken into consideration while choosing the
forward and inverse DGT methods 1s the bit-reversal scrambling procedure. Several FFT
methods require data to be reordered 1in some way. Usually, this reordering 1s applied to obtain

a proper order transform and reduce computation cost. However, since we only use FFT for
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polynomial evaluation and interpolation, proper order 1s not important if the inverse FFT took
the reordering into consideration. In fact, if a decimation-in-frequency method was used for

FFT and a decimation-in-time used for IFFT, bit-reversal may be avoided.

[0067] According to various embodiments, Gentleman-Sande FFT data-path may be used to
compute the forward DGT. This may be advantageous at least for the following reasons: 1)
Gentleman-Sande 1s a decimation-in-frequency method that requires bit-reversal at the end of

computation; 2) the method 1s in-place, 1.e. memory efficient; 3) data size 1s a power of 2 that

1s 1deally suitable for Gentleman-Sande method. These properties make Gentleman-Sande

1deally suitable for the forward DGT method according to various embodiments.

[0068] Method 2 shows the basic Gentleman-Sande method. Although bit reversal 1s not
used, 1t 1s shown here for completeness. The method 1s adapted for work with Galois finite
field GF (p“). It will be understood that the Gentleman-Sande method is an example for a

method for DGT, but various other methods may be used.

Method 2 DGT via Gendleman-Sande
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bit-reverse{a) L oan He Avelted
return o

[0069] The IDGT computation i1s similar to forward DGT, but requires an extra step of
multiplying the resulting vector by a rescaling factor of k~!(modp). Furthermore, the inverse

of primitive k-th root of unity (g~') is used instead. It is to be noted that powers of g~* can be

computed from powers of g since g~ = g0k (modp). For IDGT, the Cooley-Tukey
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FFT data-path may be used, which 1s a decimation-in-time in-place FFT method. The method
is adapted to work in GF ($#). The method is shown in method 3. It will be understood that the
Cooley-Tukey method 1s an example for a method for IDGT, but various other methods may

be used.

Method 3 TDGT vwia Conlev-Tukey
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return x

[0070] Both method 2 and method 3 are variants of radix-2 in-place fast Fourier transform

methods and run asymptotically in O(n log n) with O(n) space complexity.

[0071] In the following, efficient methods to generate the primitive roots of 1 =+v—1) in
GF (p*), where p = 1 mode 4 will be described.

[0072] One important portion in applying the DGT multiplication method 1s finding k-th
primitive roots of 1. In general, finding these roots 1n a field other than € i1s not an easy
procedure even for a super computer when the parameters are fairly large. The reason 1s that a
trial and error approach 1s usually used to find them. If one however 1s using a Mersenne
prime, these roots can be found easily thanks to the Creutzburg and Tasche theorem which
gives a close form formula to calculate these roots. Since the prime according to various
embodiments 1s not a Mersenne prime, the prime according to various embodiments had to be
found 1n a different way, for example using a trial and error approach. Although the prime

according to various embodiments 1s not very large, finding primitive roots of 1 for large k 1s
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not a trivial task. A highly optimized Mathematica script was developed to solve the equation

= {(mod P) where z € GF(p*). The basic idea is to perform binomial expansion and solve
the resulting two equations simultaneously. This approach was not efficient. For instance,
finding 2**-th primitive root of i(modp) takes 156.45 hours and requires 33 GB of memory.
Although one may argue that this task 1s not important as it 1s only performed once, a more

efficient solution may be desired.

[0073] A much more efficient approach starts with the fact that p can be factored in the

Gaussian integer domain into two Gaussian integers, namely f, = 65536 + 4294967295i
and f; = 65536 — 42949672951. The multiplicative group of Gaussian integers modulo each

factor forms a cyclic group of order p — 1. A generator in each group may then be found, for

example ¢;, where j € {0,1} by generating a random element and checking if it has an order of

p — 1. Provided that a generator was found, one can find a k-th primitive root of 1 as follows:

L
4k

(mod fj) Finally, the CRT may be used to reconstruct the root in GF (p*4).

[0074] Using the second approach, primitive k-th roots of 1 modulo p, where k €
{0.25,0.5,1,2,...,64} 210 may be found in less than a second. For completeness, Table 1

shows instances of k-th primitive roots of i(modp) in GF (p*).
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Grd P REER "H“fir”c}d”{e

[0075] For multiplication of Gaussian integers in GF(p*), the Karatsuba method may be
used, which may compute the complex-like multiplication using 3 multiplications and 4

additions/ subtractions (mod p) instead of the schoolbook method that requires 4

multiplications and 2 additions/ subtractions (mod p).
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|0076] The prime that 1s used according to various embodiments has some advantageous
properties that allow performing reduction modulo p efficiently. Since the size of p 1s 64-bit,

an clement € Z; 1s at most a 64-bit number. Hence, it only need to be cared about reducing a

128-bit number resulting from multiplying two 64-bit numbers. The prime number that 1s used

according to various embodiments 1s p = OxFFFFFFEFF0000001 which may be expressed as
p = 204 — 232 + 1. Following Solinas method, starting with p = f(2%) = t* — t + 1 where

k = 32, the reduction matrix can be found to equal X = [:1 é] This allows computation of

the reduction of a 128-bit number modulo p by performing addition and subtractions of its

four 32-bit words. Method 4 shows how this may be done using only shifts, additions, and
subtractions. It will be understood that the Solinas method 1s an example for a method for

reduction, but various other methods may be used.

Method 4 Riticient veduetion modula p

r——- 4

Let o € &7 be a 128-bit integer, and prime g =
UEFRFFFFRFOOUGUI0L

Input: «. 9

Output: b=« {mod §)

Provcedure:
Wy T A oyl -t word
¥ o= T 32
e = o 3 O
Wiy = T UG
fr — { 1 g iy * S0 S} — iy — g + g
return b > b Dd-Dat luteger

|0077] Thus, 1t can be seen that devices and methods have been provided to overcome the
problems of 1nefficient fully homomorphic encryption, for example by providing
multiplication methods, non-transitory computer-readable media, and multiplication
apparatuses. Such a multiplication method may include: providing a prime number p, a first
polynomial and a second polynomial; determining a first discrete Galois transform based on
the first polynomial and the prime number; determining a second discrete Galois transform
based on the second polynomial and the prime number; determining a point-wise product of
the first discrete Galois transform and the second discrete Galois transform; determining an
inverse discrete Galois transtorm based on the point-wise product; and determining a
polynomial product of the first polynomial and the second polynomial based on the inverse

discrete Galois transform. In various embodiments, any general prime number may be used
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(1.e. a prime number p for which p =1 (mod 4), or a prime number p for which p=1 (mod 4)).
As such, the devices and methods according to various embodiments advantageously do work
with any prime number, not necessarily Gaussian prime numbers only, which for example
allows using Solinas primes that offer efficient modulo operation. Thus, the devices and
methods according to various embodiments advantageously are more etficient than state-of-
the-art software tools. Implementations of methods according to various embodiments may be

provided on one or more CPUSs (central processing units) and/ or one or more GPUs (graphics

processing unit).

[0078] It should further be appreciated that the exemplary embodiments are only examples,
and are not intended to limit the scope, applicability, operation, or configuration of the
invention in any way. Rather, the foregoing detailed description will provide those skilled 1n
the art with a convenient road map for implementing an exemplary embodiment of the
invention, 1t being understood that various changes may be made in the function and
arrangement of elements and method of operation described 1n an exemplary embodiment

without departing from the scope of the invention as set forth in the appended claims.
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CLAIMS

1. A multiplication method comprising:

providing a prime number p, a first polynomial and a second polynomial;

determining a first discrete Galois transtorm based on the first polynomial and the
prime number;

determining a second discrete Galois transtorm based on the second polynomial and
the prime number;

determining a point-wise product of the first discrete Galois transform and the second
discrete Galois transform:

determining an 1nverse discrete Galois transform based on the point-wise product; and

determining a polynomial product of the first polynomial and the second polynomial

based on the inverse discrete Galois transtorm.

2. The multiplication method of claim 1,

wherein the multiplication method is a multiplication method in Z|x|/(x" +

1), wheren = 2*andk € Z.

3. The multiplication method of claim 1,

wherein p 1s a prime number for which for which p = 3 (mod 4).

4. The multiplication method of claim 1,

wherein p 1s a prime number for which for which p = 1 (mod 4).

D. The multplication method of claim 1, further comprising:

determining a folding of the first polynomial;

determining a folding of the second polynomial;

wherein the first discrete Galois transform 1s determined based on the folding of the
first polynomial; and

wherein the second discrete Galois transform 1s determined based on the folding of the

second polynomial.

0. The multiplication method of claim 5, further comprising:

determining a twist of the folding of the first polynomial based on the prime number;
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determining a twist of the folding of the second polynomial based on the prime
number:

wherein the first discrete Galois transform 1S determined based on the twist of the
folding of the first polynomial; and

wherein the second discrete Galois transtorm 1s determined based on the twist of the

folding of the second polynomial.

7. The multiplication method of claim 1, further comprising:

removing twisting from the point-wise product after the inverse discrete (Galois

transform.

3. The multplication method of claim 7, further comprising:
unfolding the point-wise product after the inverse discrete Galois transform with the

twisting removed.

9. The multiplication method of claim 1, further comprising:

determining a Galois field GF(pz) based on the prime number p.

10. The multiplication method of claim 9, further comprising:

determining a plurality of roots in the Galois field (p”);
wherein the first discrete Galois transtform and the second discrete Galois transform

are determined based on the plurality of roots.

11. The multplication method of claim 10,

wherein the plurality of roots comprise a root of unity and a root of an 1maginary unit.

12. The multiplication method of claim 10,
wherein the plurality of roots comprise an n/2-th primitive root of unity and an n/2-th

primitive root of an 1maginary unit.
13. A non-transitory computer-readable medium, comprising instructions which, when

executed by a processor, make the processor perform:

providing a prime number p, a first polynomial and a second polynomial;
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determining a first discrete Galois transtorm based on the first polynomial and the
prime number;

determining a second discrete Galois transform based on the second polynomial and
the prime number;

determining a point-wise product of the first discrete Galois transform and the second
discrete Galois transform;

determining an inverse discrete Galois transform based on the point-wise product; and

determining a polynomial product of the first polynomial and the second polynomial

based on the inverse discrete Galois transform.

14. A multiplication device comprising:

a prime number providing circuit configured to provide a prime number p, a first
polynomial and a second polynomial;

a first discrete Galois transtorm determination circuit configured to determine a first
discrete Galois transform based on the first polynomial and the prime number;

a second discrete Galois transform determination circuit configured to determine a
second discrete Galois transtorm based on the second polynomial and the prime number;

a point-wise product determination circuit configured to determine a point-wise
product of the first discrete Galois transform and the second discrete Galois transform;

an 1nverse discrete Galois transtorm determination circuit configured to determine an
inverse discrete Galois transform based on the point-wise product; and

a polynomial product determination circuit configured to determine a polynomial
product of the first polynomial and the second polynomial based on the inverse discrete Galois

transform.

13. The multiplication device of claim 14,

wherein p 1s a prime number for which for which p = 3 (mod 4).

16. The multiplication device of claim 14, further comprising:

a folding circuit configured to determine a folding of the first polynomial and a folding
of the second polynomial;

wherein the first discrete Galois transform determination circuit 1s configured to

determine the first discrete Galois transform based on the folding of the first polynomial; and
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wherein the second discrete Galois transform determination circuit 1s configured to

determine the second discrete Galois transtorm based on the folding of the second polynomial.

17. The multiplication device of claim 16, further comprising:

a twisting circuit configured to determine a twist of the folding of the first polynomial
based on the prime number and a twist of the folding of the second polynomial based on the
prime number;

wherein the first discrete Galois transform determination circuit 1s configured to
determine the first discrete Galois transform based on the twist of the folding of the first
polynomial; and

wherein the second discrete Galois transtorm determination circuit 1s configured to
determine the second discrete Galois transform based on the twist of the folding of the second

polynomuial.

18. The multiplication device of claim 14, further comprising:
a twist removing circuit configured to remove twisting from the point-wise product

after the inverse discrete Galois transform.

19. The multiplication device of claim 18, further comprising:
an unfolding circuit configured to unfold the point-wise product after the inverse

discrete Galois transform with the twisting removed.

20. The multiplication device of claim 19, further comprising:

a roots determination circuit configured to determine a plurality of roots 1n a Galois
field (p°):;

wherein the first discrete Galois transform and the second discrete Galois transform

are determined based on the plurality of roots.
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