TI TLE OF THE | NVENTI ON PRI NTI NG APPARATUS, PRI NTI NG METHOD, AND
STORAGE MEDI UM BACKGROUND OF THE | NVENTI ON Field of the Invention

[ 0001] The present invention relates to a printing apparatus for
printing print data received froman external device. Description of
the Related Art [0002] A reservation printing systemhas recently

beconme wi despread. The reser Lon_printi enabl es print data
transmtted froma personal %ghégtgg %gg)gﬁgﬁﬁi&gg;erved in a printer
or a print server. In the reservation printing system the print data

is stored in a hard disk of the printer or a server on a network, and
the printer starts rintinﬁ the‘¥rint data in re%Ponse to a specific

operation pértdr i BRI U of RN G (P THRP g AND STORAGE MEDIUM

BACKGROUND OF THE INVENTION

Field of the Invention
[0001] The present inventlion relates to a printing
apparatus for printing print data received from an external

device.

Description of the Related Art

[0002] A reservation printing system has recently become
widespread. The reservation printing system enables print
data transmitted from a personal computer (PC) to be
reserved in a printer or a print server. 1In the
reservation printing system, the print data is stored in a
hard disk of the printer or a server on a network, and the
printer starts printing the print data in response to a
specific operation performed in front of the printer by a
user. The reservation printing system is used, for example,
in a case where the printer is a shared printer connected
to a network, and a printed product to be ocutput needs to
be prevented from being viewed by others.

[0003] Japanese Patent Application Laid-Open No. 1-
264865 discusses a printer receiving and temporarily

storing print data to which identification information is
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user. The reservation printing systemis used, for exanple, in a case
where the printer is a shared printer connected to a network, and a
printed product to be output needs to be prevented from bei ng vi ewed
by others. [0003]Japanese Patent Application Laid-COpen No. 1- 264865
di scusses a printer receiving and tenporarily storing print data to

whi ch identification.Lnfor Lon, | added._ . Thi s_printer .
g T AAEET Ok O ARLE O LBy o B A8 B PERD) ShoBE BE L &aks0n
mat ches iden%ificgtion infg froma front

j .of . th
orinter . roparhAChoil e SRnhRR SRRl chetActh Pebbf ohaPRP G Bhed 08
No. 2003-182%87 déscusseg andi gﬁ re ord{ng aggar tfﬁ which permts
printing of oA atPPi AEEFOBYof TAR Aut hRhtiRAted Ukele TRF L Frhge
recordi ng ?ﬁegéftus ccg@@lates print %obs and user infornation. pon

recei pt of nt j T Hhat ed’FRACONT PIETR T I PR RETAGD FREN,

t he i mage recording ar perforns user authentication to print
only the pr?®t ¥9b %$8$ﬁ%€%ﬁ$%e t PERTRES (RRr 1M PO OLFRBF Sbyerapparatus

Japanese Patent Appljcation Laid-Open , ,
which permits printing of only a print job of an

authenticated user. This image recording apparatus
accumulates print jobs and user information upon receipt of
a print job designated for confidential printing. Then,
the image recording apparatus performs user authentication
to print only the print job of the authenticated user.
[0005] Moreover, Japanese Patent Application Laid-Open
No. 2009-223610 discusses a printing system including a
printer. The printer receives print data corresponding to
an authenticated user from a print server, and prints the
received print data. The printing system enables such a
printer to delete password information from the print data
to print the print data.

[0006] However, the above reservation printing has the
following problems in a case where user authentication is
validated, and the printer prints print data requiring
entry of identification information by a user for
performing the printing. That is, although the user is
already authenticated, the user needs to enter the
identification information for performing the printing.
This complicates user operation.

[CCO07] Moreover, 1in a case where user authentication is

-2 =



No. 2009-223610 di scusses a printing systemincluding a printer. The
printer receives print data corresponding to an authenticated user
froma print server, and prints the received print data. The printing
system enabl es such a printer to delete password informati on fromthe
print data to print the print data. [0006] However, the above

reservatl op.gel PLNELDAsL s 0LL i gl PLOD) e, L2 case aheL g e

aut henti ca nits va | dat e r|n Fin rint data

LE??Lih“%gee{f‘%e "PTRETSE. tin bt 80} %ﬁﬁ#mg%%%{é‘éé AR
authentlcaf th@eus I Peggf to gn% #he |dent|f|cat|on_|nfornation
for perforn1%% THe ﬁ? %tl%% Thi §°¢ ﬁ%% ¥ates user oper ati on.

[ 0007] Moreover, in a case where user authentication is required for
the printing, an unauthenticated user cannot even instruct the

printer to print reserved pr i nmpairs
usability. SUWMMARY OF THE Iﬁygkﬁggiﬁﬁbgg%ﬁfﬁgiﬁFggéh invention is
directed to a printing apparatus capable of selectively executing
reservation printing either after user authentication is perforned or

after a passmord is entered by a, user.
[0008] The present invention is directed to a printing

apparatus capable of selectively executing reservation
printing either after user authentication is performed or
after a password 1s entered by a user.

[0009] According to an aspect of the present invention,
a printing apparatus includes a reception unit configured
to receive print data including a password, a storage unit
configured to store the print data received by the
reception unit, a receiving unit configured to receive a
print instruction for the print data stored in the storage
unit from a user, an authentication unit capable of
performing user authentication, and a printing unit
configured to perform printing without causing an
authenticated user to enter the password in a case where an
owner of the print-instructed print data matches the user
authenticated by the authentication unit, and to print the
print data in response to a match between a password
received from the user and the password included in the
print data stored in the storage unit in a case where the
owner of the print-instructed print data differs from the

user authenticated by the authentication unit, or in a case
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[ 0009] According to an aspect of the present invention, a printing
apparatus includes a reception unit configured to receive print data
i ncluding a password, a storage unit configured to store the print
data received by the reception unit, a receiving unit configured to
receive a print instruction for the print data stored in the storage

cei for the pri .
Uni T oM e USEr cnaMp AL ECILLEALLONGHINL L £aPablq ol PEKL OL 8L 0, izer

aut henti cation, and printing unit configureéed

w thout caysing, heod ) Cﬁ\ﬁ@l‘i’e}ﬂéafeé%{9082%§rt1%£'ea19€r§§%\§{§‘#£'o§ GAE.

where an owner ofp?ﬁgéprln -Thstructed pri data na & usef
aut henti ca the.authentication unikt,., and to print_the print.data
RS L i e T S Al T R L VSR R
t he passwgrd included én t%qggrint 9a%§ stored in th§.5t05 ge unit in
a case wheTeThe FRETSOF TRE priht EPnE T W priHe T Hat aOi ffer s
fromthe use{%gythenticate the authentication unit, or | ase

d.b
where the briHECTHEE FRCETOrt e T e et Vel BoEe R T Bekd vibg AnFEiet hout

user authentication by the authentication unit. [0010] Furt her
features d$r§W%P%ﬁesent invention will becone apparent fromthe
foll owi ng description of_illustrative enbodi nents with reference to
the attached draw ngs. BRHEE PESERI PO OF TiE PR Nes [0011]Fig. 1
is an overall viewillustrating a network systemincluding a

mul tifunction peripheral as an exanple of a printing apparatus, and a

PC as an exaqPIe of an external device. . _
[0011] Fig. 1 is an overall view 1llustrating a network

system including a multifunction peripheral as an example
of a printing apparatus, and a PC as an example of an
external device.

[0012] Fig. 2 is a flowchart illustrating print job
transmission processing executed by the PC.

[0013] Figs. 3A and 3B are diagrams each illustrating an
example of a setting screen for a printer driver of the PC.
[0014] Fig. 4 is a flowchart illustrating print job
reception processing executed by the multifunction
peripheral.

[0015] Fig. 5 is a flowchart illustrating a series of
operations performed when the multifunction peripheral
receives a user operation.

[0016] Fig. 6 is a flowchart illustrating login
processing executed by the multifunction peripheral.

[0017] Fig. 7 is a flowchart illustrating print
processing executed by the multifunction peripheral.

[0018] Fig. 8 is a flowchart illustrating print
-4 -~



[0012]Fig. 2 is a flowhart illustrating print job transm ssion
processi ng executed by the PC. [0013] Figs. 3A and 3B are di agrans
each illustrating an exanple of a setting screen for a printer driver
of the PC. [0014]Fig. 4 is a flowhart illustrating print job
reception processing executed by the multifunction peripheral.

0015] Fi t
[ JFig. V\??nc':él El&’ ??unc Lys %?%éﬁg?glﬁfrtﬁé rRulE’PE&S&%P&%

per f or med |on ecelves a
operatlon.pééggﬁgfggl 6is a flomchart illustrating Iogln

[0019] Fig. 9 is a diagram illustrating a job list of
password-added print jobs.

[0020] Fig. 10 is a diagram illustrating an example of a
setting screen used to validate a password entry omission
setting.

[0021] Fig. 11 is a flowchart illustrating print
cancellation processing according to a second illustrative
embodiment.

[0022] Fig. 12 is a diagram illustrating an example of a
setting screen used to validate a password entry omission
setting in the second illustrative embodiment.

[0023] Fig. 13 is a diagram illustrating an example of a
login screen displayed when a user logs in to the

multifunction peripheral.

DESCRIPTION OF THE EMBODIMENTS

[0024] Various illustrative embodiments, features, and
aspects of the invention will be described in detail below
with reference to the drawings.

[0025] First, terms used in the illustrative embodiments
are defined. In the illustrative embodiments, a job for
printing print data including a password is referred to as
“a password-added print job”. The password-added print job

causes printing to begin if a password entered by a user
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processi ng executed by the nmultifunction peripheral. [0017]Fig. 7 is
a flowhart illustrating print processing executed by the

mul tifunction peripheral. [0018]Fig. 8 is a flowhart illustrating
print cancellation processing executed by the nultifunction
peripheral. [0019]Fig. 9 is a diagramillustrating a job list of

gizrsm"‘f;dgfﬁgfdtﬂé | 081 hOPSy hOLAOLE! One 102580881 ARERATULY! HSTEALT DO AD
data.
[00286] In the illustrative embodiments, moreover, a

password-added print job including encrypted print target

data is referred to as “a password-added encrypted print

joblf .
[0027] A first i1llustrative embodiment is described.
[0028] Fig. 1 is an overall view illustrating a network

system including a digital multifunction peripheral
{(hereinafter called an MFP) 1000 and a personal computer
(hereinafter called a PC) 2000. In the network system
illustrated in Fig. 1, the MFP 1000 and the PC 2000 are
communicably connected to each other via a network 101.
[0029] The network 101 may be connected to a plurality
of MFPs (not illustrated) and other PCs {not illustrated)
through a relay device (not illustrated) such as a
switching hub and a router. Moreover, the network system
illustrated in Fig. 1 may be connected to the Internet
through the router (not illustrated) connected to the
network 101.

[0030] In the network system illustrated in Fig. 1, each
of the MFP 1000 and the PC 2000 has a unique Internet
Protocol (IP) address and a host name. In addition, this
network system has a unique domain name indicating a
location thereof on the Internet.

[0031] In the present illustrative embodiment, the MFP

1000 is described as an example of a printing apparatus.
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setting screen used to validate a password entry om ssion setting.

[ 0021] Fi g.

11 is a flowhart illustrating print cancellation

processing according to a second illustrative enbodi nent. [0022]Fi g.

12 is a di

agramillustrating an exanple of a setting screen used to

val i date a password entry om ssion setting in the second illustrative

enbOdlnEntHoLQQ g]F%Qe %§1n§1 ;58 é&%ﬁé'ﬁ $%|ng ???f Eﬁ?g%géna

| ogi n screeén dlsp1ayed

peri pheral .

enbodi mentRETR

PRSP L CE TV f%@oqiﬁéhﬁr%oéoogﬂygg ous.iL I ysLgag i ve
function peripheral has a function of executing the
password-added print Jjob.

[0032] Moreover, in the present illustrative embodiment,
the PC 2000 is described as an example of an external
device. However, the external device may be a shared
desktop computer, a server computer, and a mobile terminal

instead of the PC 2000.

[0033] Next, a hardware configuration of the MEFP 1000 is
described.
[0034] A control unit 200 connects a scanner 201 serving

as an image input device with a printer 202 serving as an
image output device. The control unit 200 is connected to
the network 101 and a public line 204, so that information
is input and output between the contrel unit 200 and the
external device.

[0035] A central processing unit (CPU) 205 is a
processor for controlling the entire MFP 1000. A random
access memory (RAM) 206 serves as a system work memory for
the CPU 205 to operate. The RAM 206 also serves as a
memory for temporarily storing image data, a user name, and
a password. A read only memory {(ROM) 207 is a boot ROM in
which a boot program for the system is stored. A hard disk
drive (HDD) 208 stores system software, applications, and
image data. Moreover, the HDD 208 stores programs used to

execute flowcharts described below in the present
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aspects of the invention will be described in detail below with
reference to the drawi ngs. [0025]First, ternms used in the
Illustrative enbodi nents are defined. In the illustrative

enbodi ments, a job for printing print data including a password is
referred to as "a password-added print job". The password-added print

job Causesi?%%é{%ﬁ%%% DRILL: hLnp pa%%&‘?ég?ﬁg&grSQ?P%daiHSE%Og@?I %B‘@

printing nma assword i nclude rtn at a.

{1, L SR D0E) IRR! g TIEEONES o2, AESNOLY: BRI 8. )
passuoro-ofgdegIc YBLEH PLaBlokobhe FPRRIALAstoLbUT IR LKE
a network present illustrative embodiment is executed by the CPU 205.
in each step, the CPU 205 executes a control program stored
in the HDD 208. Alternatively, each step of the flowchart
may be executed by a processor other than the CPU 205, or
by a combination of such a processor and the CPU 205.
[0037] An operation unit interface {(I/F) 209 interfaces
to an operaticn unit 210 including a ligquid crystal touch
panel. The operation unit I/F 209 outputs image data to be
displayed on the operation unit 210 to the operation unit
210. Moreover, the operation unit I/F 209 has a function
of notifying the CPU 205 of information entered by a user
of this system using a keyboard on the operation unit 210.
A network I/F 211 is connected to the network 101l to input
and output data. A modem 212 is connected to the public
line 204, and converts a digital signal into an analog
signal. A static random access memory {SRAM) 213 is a non-
volatile recording medium operable at high speed. A real
time clock (RTC) 214 keeps track of current time even when
the control unit 200 is being powered off. These devices
are arranged on a system bus 215.

[0038] An image bus I/F 216, serving as a bus bridge,
connects the system bus 215 to an image bus 217 for

transferring image data at high speed, and performs data

structure conversion. The image bus 217 includes a
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systemincluding a digital nultifunction peripheral (hereinafter
called an MFP) 1000 and a personal conputer (hereinafter called a PC)
2000. In the network systemillustrated in Fig. 1, the MFP 1000 and
the PC 2000 are comuni cably connected to each other via a network
101. [0029] The network 101 may be connected to a plurality of M-Ps

(not i"us%éé‘#ﬁ‘?ﬁ i‘dc%xﬁgﬁe 91&98&&{1&%8%%‘%@% anhé%'ghl gﬁﬂé‘é’e of

devi ce (no ate such as a sw arou

ey Sl Rl Y S EMLLLPLL 280 L8 FLOy phppyy ey conaectad,

to the |I’lt erne e rou connecte

t k 101, 30 h t St | | ustrated , h
of the VEPUISE0 SR Ther P Sobor halt B iR keSS ot Bt nbt - Frbt B0l (?‘3?
dd . ddi t t hi t
paipadi il Thipdd fﬁd%%%?’?ﬁgﬂ&ésa%gﬁw%ﬁ's?%r LEPEE S T o ot
[0031] I n the present |IIustrgt|ve enbodi nment , the MEP. 1000 i s
descri bed %%Stg"n“e&%%p? ep%‘ife %?‘F’F&E’hbo%\p RS  (ERhkyvepde fato a
single_functjo her al |nstead of the

VP 1000 dhL iy SR The < ML FEnEL§ o bir 7 PReF AP HASS s RBnerFoRe b

executing the passwor d- added print job.
and the printer 202 as image input/output devices to

the control unit 200. The device I/F unit 219 performs
synchronous/asynchronous conversion of the image data. A
scanner image processing unit 220 corrects, processes, and
edits input image data. A printer image processing unit
221 performs operations such as a printer correction and a
resclution conversion with respect to image data to be
printed out. An encryption processing unit 222 encrypts
input data. A decryption processing unit 223 decrypts
encrypted data if received data (including print data) is
encrypted.

[0040] Next, a hardware configuration of the PC 2000 is
described. The PC 2000 includes a CPU 26, a main memory 27,
a disk 21, a PC operation unit 23, a PC communication unit
25, and a PC display unit 24. The CPU 26 is a processor
for controlling operations of the PC 2000. The CPU 26
loads programs stored in the disk 21 to the main memory 27,
and executes various processing. The disk 21 stores
various programs (not illustrated) such as an operating
system (0S) and a document creation application. Moreover,

the disk 21 stores a printer driver program (hereinafter
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[ 0032] Moreover, in the present illustrative enbodi ment, the PC 2000
is described as an exanple of an external device. However, the
external device nmay be a shared desktop conputer, a server conputer
and a nobile termnal instead of the PC 2000. [0033] Next, a hardware
configuration of the MFP 1000 is described. [0034] A control unit 200

connects a.sealger ggQ%néSEY&PEvé‘ELaé‘zi889&%”&%‘%9&"&8%%‘@%9 1498

printer 202" serving as an i fage out put “devi ce. e’ contr unt t

i s connect t he het k 101 and_ a. public line 204, so tha

ot ot ofORAE nou PR GG e B BB  HR e ok e Er oA EES 00 g ¢ he
external device. [0035] A cent£al groces iQ%Hgn£t $CP qu S a
processor TOT-tHRt r 6TT T RYS t het BHEF r&° 1900, * 2T dAdOnT aBe eSS henory
(RAM) 206 serves as a system work ry for e CPU 205 to operate.
The Rant soemecr & SactEe TERehtr Y TUbr ” B obOr PP bt i Fhmps. 26
data, a user nane, and a password. A read only nenor ‘éRCNg 207 is a
boot ROM i PRI Boo? Priogf amif or KRRt ent?s %‘%/Ib BOUA FRAr "

di sk drive, (HDD) 208 stores system software, applications, and i mge

data. Mor ethRHG 46 F0F 2D 8T 3t o+ B Pr gy r BRI iseEPR o? ex@Rfit e The EC

fl owcharts described below in the present o .
display unit 24 is, for example, a liquid crystal display,

and functions as an output device for outputting the data
processed by the CPU 26.

[0042] Fig. 2 is a flowchart illustrating operations
performed when the PC 2000 transmits a password-added print
job to the MFP 1000. Each step of the flowchart
illustrated in Fig. 2 is performed by the CPU 26 executing
a program, the program being loaded from the disk 21 to the
main memory 27.

[0043] In step S2001, the PC 2000 receives a print
instruction from a user through the PC operation unit 23,
so that printing is performed by the MEP 1000. Upon
receipt of the print instruction, the CPU 26 activates the
printer driver 22 corresponding to the MFP 1000, and
displays a print setting screen 0301 illustrated in Fig. 3A
on the PC display unit 24.

[0044] Fig. 3A is an example of a screen displayed in
step S2001 by the printer driver 22. On the print setting
screen 0301 illustrated in Fig. 3A, a check box 0302 is
displayed. With the check box 0302, the user sets whether

to validate printing of a password-added print job.
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illustrative enbodi nent. The program stored in the HDD 208 is | oaded
to the RAM 206 and executed by the CPU 205. [0036] Each step of the
flowhart described in the present illustrative enbodi nent is
executed by the CPU 205. In each step, the CPU 205 executes a control
program stored in the HDD 208. Alternatively, each step of the
fl owchart be executed by a processor other t t he U 205, or
by 8 combi VERFOREE! Shohis NFoRboSsh o FHoseRIa0k: T otast Abex
operation it inte ce (I/F 9 interfaces to_an_ope ion unit
200§t i e T ok dogh vet 3 Fhuctidaherstank Bpbr R S brREe T F
209 outputs, i e data_to be display n,the operation unit 210 to
t he operatébﬁpnﬁ%ﬁgmoi'h%?ké%%]érgo’f h@g%%e?'%t‘il%ﬁ ubPtS¢Y PR fhsEY
function of notifying the CPU 205 of information entered by a user of
this systePRtsYRy kdyboard on the operation unit 210. A network I/F
211 is connected to the network 101 to input and out put data. A nodem
212 is conh@@4®H to The peeTiRlacee @Oﬂbe%hdm%éhvé@tgh%.@?@?¥a¢0x
signal into an analog signal. A static random access nenory (SRAM
213 is a nOdND B iR CRTROVREFR) BRI WSS DPERab? et At 2% g RPTRHCTA Fead
time clock (RTC) 214 keeps track of current tinme even when the
control urP¥inzo0idl, bardhgtpowereemt fthahegseulbesntaer bitle 30k ahgethen
a system bus 215. [0038] An imge bus |I/F 216, serving as a bus
bridge, conreci@®0ghe Efstlzen thrcRimarl by phagedbis Phe ¢heck box
transferring image data at high speed, and perforns data structure
conver si on03The thmagesdusc@l 7alse|pidese aa Fee¢hherak Conponhemteck box
I nterconnect (PCl) bus or Institute of Electrical and El ectronics
Engi neers Q3EEE) W3S, ti@n ¢heck meapek bus R1¥ced hin f thé ovhegk deex c@303,
are arranged.

the print data (the print target data) is encrypted, and

the encrypted print data is transmitted to the MFP 1000.
Herein, a password received from the user through a screen
illustrated in Fig. 3B is used as an encryption key.

[0046] On the print setting screen 0301, moreover, print
settings such as paper size, the number of print copies,
and the presence or absence of stamp can be set. The
printer driver 22 generates a print job including these
print settings. In the example illustrated in Fig. 3A, the
print settings are as follows: printing of the password-
added print job is wvalid; the printing paper size is A4;
the number of print copies is 1; and no stamp is required.
[0047] In step 52002, the printer driver 22 accepts the
user operation performed on the print setting screen 0301,
and writes the print settings in a RAM {not illustrated) of
the PC 2000. When the CPU 26 detects the press of the OK

button 0304, the operation proceeds to step S2003. Herein,
- 11 -



[ 0039] A raster image processor (RIP) unit 218 rasterizes a
page-description | anguage (PDL) code into a bitmap imge A device I/F
unit 219 connects the scanner 201 and the printer 202 as inage

i nput/out put devices to the control unit 200. The device I/F unit 219
perfornms synchronous/asynchronous conversion of the inmage data. A

i j it 220 d. edi
soanmer | TR BLOSESRL Uk BE0E0TIER! Mg LREESSSSun B0, SHI4F o
operations_such %%ééggrinter correction and a resol ution conversion

with respettio i Watato be printed out. An encryption

processing unit 222 encrypts input data. A decryption processing unit
223 decryptQC4hkr ypt By et $$0$%cet%opm%em%awrn§2 e FRIEERSY

is encrypted. [0040] Next, a hardware configuration of the PC 2000 is
descri bed.wiighqaC 200os $wet dordded GRU-PE, 1P e ed frebrfe 2yener aif ek

21, a PC operation unit 23, a PC conmunication unit 25, and a PC

di spl ay urased orTheheReeRBLE regribeedsor $p o0 | i ng operati ons
of the PC 2000. The CPU 26 | oads progranms stored in the disk 21 to
the main nEOMY] 27, Bhdtlexestieisey adt Ousr P DodsiSe i nddhetich skt 24
stores various prograns (not illustrated) such as an operating system
(0S) and gp4lopieitaddedtp omappbh aadedd. tdMBeayetierdthed d{sks 2in step
stores a printer driver program (hereinafter called a printer

driver) 2Zzer3espadli sigetfide dMRdO09. 4 09dd) Thro L commui&at i on

unit 25 transmts and receives various information to and from ot her

devi ces conmess ek phen et Wor kv dP 122 Thes PG ppes aldon id gredijfob
evil ce

for exanple, a nouse and a keyboard, and functions as an input

for recei Vidgs@-d N r§ rOM Seisesz1 Thel B e ayn UM d. 2B isn 41¥ pC
exanple, a liquid crystal display, and functions as an output device

for outputdidg dhe,dat & processad-byyddhe; b 26ame and a password

from the user. On the other hand, if the printer driver 22
determines that the password-added print job does not need
to be generated (NO in step $2003), that is, a normal print
job needs to be generated, the operation proceeds to step
S2008. 1In the step S2008, the printer driver 22 generates
the normal print job according to the set print setting,
and transmits the print data and the generated print job to
the MFP 1000.

[0050] Fig. 3B illustrates the user name and job
password entry screen 0321 displayed in step 52004. On the
screen illustrated in Fig. 3B, the user enters the user
name in a user name entry field 0322, and the password in a
password entry field 0323. The entered user name and
password are added to the print job, and the resultant

print job is transmitted to the MFP 1000.
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[0042]Fig. 2 is a flowhart illustrating operations perfornmed when
the PC 2000 transmts a password-added print job to the MFP 1000.
Each step of the flowhart illustrated in Fig. 2 is perfornmed by the
CPU 26 executing a program the program being | oaded fromthe disk 21
to the main nmenory 27. [0043]1n step 52001, the PC 2000 receives a

rint inst on froma user throu the PC operatjon unit 23, so
Fhat printtﬁ@g#g per?%?n%ﬁeﬁyn?ﬂ% R@Ebioﬁﬁgéfﬁ nl?etg?p?s%¥ ?%@?print
instruction, the_ CPU.2 tivates the, printer driver correspondi ng
Lo he MEPPHBED. EhmiPdiiof ay® & BFTh: LLERTIECSEHEBN (G801 F | Kt r at o
in Fig. 3A on the PC display.unit 24. [0044]Fig. 3A js.an ex | e of
2" sr en  dILPFEYEIETh STSBE RSO b 1P (O of B £ br 19D b EHesSt
print setting screen 0301 illustrated jn Fig.. 3A, a check box 0302 is
di spl ayed.ng? ht % heSeheRk BEXABB0L Theldiser 88t SGhethRr2D VAFFet e
printing of a password-added print job. Mreover, on the print
setting scieehC 080a, MEP cheek %%Qho@%g,0%m6€x9%u¥?%nﬂ@%o&PO%ﬁmﬁ%y the
cancel button 0305 are displayed. The check box 0303 is used to set

whet her t LEREryFEe dbs anoF 0025] Ther usee gratakianchEcks®ark in the

check box
authentication is not executed in the MEP 1000). ©On the

screen illustrated in Fig. 3B, the user name set beforehand
as an initial wvalue in the PC 2000 is entered. However,
the user name may be changed as necessary on the screen
illustrated in Fig. 3B.

[0052] The password to be entered in the password entry
field 0323 is information required when the MFP 1000 starts
printing afterward. That is, the print job to which the
password is added {(the password-added print job) is kept on
standby in the MFP 1000 while the MFP 1000 is awaiting a
password entry. The MFP 1000 starts printing when the
password (the password entered by the user on the screen
illustrated in Fig. 3B) 1s entered using the operation unit
210. Accordingly, the password-added print job can be
printed as a printed product by only the person who knows
the password added to the job. This can reduce the
likelihoeod that a person who does not know the password
steals a glance at the printed product. On the other hand,
the user needs to enter the password in not only the PC
2000, but also the MFP 1000 for the password-added print

job. Although this maintains security, the user has extra
- 13 -



0302 in a case where the user wants to add a password to a print job,
and to transmt the resultant print job to the MFP 1000. If the check
mark is placed in the check box 0302, the user can also place a check
mark in the check box 0303. Wien the check mark is placed in the
check box 0303, the print data (the print target data) is encrypted,

2 passwor AL PECE; V3P o The bEehHERIcLhREe R Rl cPRoeal® N

Fig. 3B is_used as, encryption key. [0046].0n the pri sett]
Screen 0308 Sher oy ETuSTEEYPb S Pp R natln U s e P OLy et e
of print copies nd the prese or_absence. of stapp,_can be set. The
brihter arvbes st gt e BuFE DFFR S oE neRir e Fheske pre o8
settings. In the exanple illustrated in Fig, 3A the pri et tings
are aot ol hias S AERRGE brab RS BaEen LoutiRg i bt T MEPuhhod
the printin aper sjze is A4; the nunber of_ print copies is,1; and,
no stanp i%‘g]?l'gcfﬁ?Jr%%?oT o%ﬁﬁ%s‘g%% D6, Vihe BEi FERrTHredetn ogetall
accepts the user operation perforped on the print setting screen
0301, and B#+¥®s the PR ereeert sl Pet 2 RafF (FBPOTHMeRt r atRE)USE Lt he
PC 2000. When the CPU 26 detects the press of the OK button 0304, the
oper at i on PreRERISIE PIT T D00 NTeke nSCrede btListbRteRelOE but t OR-
304 indicates conpletion of the printeégb setting. [0048]1n step

vifreY

52003, thdigrevrer e veFiDberedBivien héenar PeS shof il @étled

print job needs to be generated based on the setting received in step
52002. password for a job. In such a case, the password generated

by the printer driver 22 is displayed and notified to the
user. Moreover, the printer driver 22 may request the MFP
1000 to generate a password. In such a case, the printer
driver 22 receives the password generated by the MEP 1000,
and notifies the user of the received password.

[0053] The description returns to Fig. 2. In step S2004,
the printer driver 22 receives the user name and the
password entered through the PC operation unit 23 by the
user. The user name and the password received in step
52004 are those entered into the user name entry field 0322
and the password entry field 0323 (see Fig. 3B) displayed
on the PC display unit 24. When the PC operation unit 23
receives a press of an OK button 0324 indicating that the
password-added print job setting is completed, the
operation proceeds to step S2005.

[0054] In step S2005, the printer driver 22 determines
whether the print target data needs to be encrypted based

on the encryption setting received in step S2002. TIf the
_14_



[0049]If the printer driver 22 determ nes that the password-added
print job needs to be generated (YES in step 52003), the operation
proceeds to step 32004. In step 52004, the printer driver 22 displays
a user name and job password entry screen 0321 illustrated in Fig. 38
on the PC display unit 24, and receives a user nane and a password

fromthe useinedd &be oINS Bandimificl NEnpE! BAETLEILYCEaRd0ChEEL NES

that the password-added print job does not need e genérated (NO
in step 3 i i i n 0 g

the oper att o broeeeas 15 P esTobbh8 1 Pre"SFE0s LoonEe SREE iR o,
driver 22 s.th r ringcj I e,set print
setting, é%%yfér%?én%% s%%g %?(?%? da%faJ gﬁ%?ﬁgﬂg%%g?% %%szr?nt ijb to

the MFP 10 050] Fi 38 il d
(e NP 1980 AROPOL P Syl LLYBLE 3 R LT et snee 800, L6 v e
illustrated in Fi t h t.h '

entry {1618 0950 Shnie ne pRERRCT I & BRESHBT EF Rty P e e oazs.
The entered use and password are added to the print job, and

t he result%ﬁﬁppé%@ﬁg?ob is transmitted to the MFP 1000. [0051] The

user nane entered in th er_ nane entry field 0322 is a user
Gent 11 cal CRREY I D) 5wtk ST 5 e By BT (5 ReS e pupre ta s
print job. The user is used afterward to collate the user who
has |oggeopﬁsrﬁ‘i%r<fwe§q?ﬁr$ RBHPO" Wi Ph tHelehied He tPel P ob 3 Fetev@ttat he
user nane is not used for the collation if user authentication is not
execut ed i PEHE MBETAbORe BFhe ¥R ectnd | FRR PRI TPTH Y 3B, the
user nane set beforehand as an initial value in the PC 2000 is
entered. HovEVERLts H @ sERNHaHes frefr bt chahgerl &ke nétRsk@99- onfhde
screen illustrated in Fig. 3B. [0052] The password to be entered in

t he passwoitdiidnt1gb f3le3q DIPBdes | afepmatn orie ol ridie wenZ Qe amp
1000 starts printing afterward. That is, the print job to which the
passwor d it {adma pawsworthadaeelr prame i9b)sed keptobhate anuby
in the MFP 1000 while the MFP 1000 is awaiting a password entry. The
MFP 1000 stset swipr itmts nigpgdmed irhet pagsadiiP (10 pakswothie eswezed Hy
the user on the screen illustrated in Fig. 3B) is entered using the
oper at i on e tj&4,0. whicmsrsli g ypa ¢ $vee phsssvwrgsk@addesh prhatMFRLL@&M be
printed as a printed product by only the person who knows the
password addertd uaietjroh. This can reduce the likelihood that a

per son who does not know the password steals a glance at the printed

product. Qods8®] ot hein hatuh SAEOUSetheeesind«r et et B2 passwasitk i the
not only the PC 2000, but also the MFP 1000 for the password-added

print job.pAldtheugh thith MOt NSeSeL UfddeivddieivStie aSe©Xd2304 as
an encryption key. Herein, the printer driver 22 uses an
algorithm such as Secure Hash Algorithm (SHA} 256 as an
encryption method using the password. The printer driver
22 transmits a print job (a password-added encrypted print
job) including an encryption flag indicating that the print
data is encrypted, the encrypted print data, the user name,
and the password to the MFP 1000.
[0057] In step 52008, the printer driver 22 generates a
print job including the print data, the user name, and the

password as a password-added print job, and transmits the
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| abor to enter the password in the MET 1000. In the present
illustrative enbodi nent, thus, an entry of the password in the MP
1000 can be omtted if the user is already authenticated before

|l ogging in to the MET 1000. Such om ssion of password entry will be
described in detail below In the present illustrative enbodi nent,

the user enters th assworo%usin th o illustrated in Fig. 3B
However , t%%n%??m?irgﬁ?Ee?o 2“%a %eﬁgga{;@gﬁ uni que password for a
job. In SUC‘E‘J case,_the password generated py the printer driver 22
i s displayE %Wd notRFFREAIRIt e HRRrPIREFRIVEY, 1tHeShFaredriurkier 2.
22 may request the MET 1000 to generate a password. In such a, case,
the print efPeFFVRFE 2L h@RTIRS IR baskimrembeed at BeM byhe ner MrFeT
1000, and notifies the user of the received password. [0053] The
descri pti cWFeTrss @b Y. P2. 2090 skeptlsp 0¥ty 180 printer driver 22
recei ves the user nane and the password entered through the PC
operation #2903 byFithe 4sk? . a Theowslks riakbl Gsidr 3 henHaRRMH? dlions
received in step 32004 are those entered into the user nane entry
field 032Xemebitrd pilaeotiie MY y1§9@| deo3P8es seerH Yyt BH) - diBptlayed
on the PC display unit 24. Wien the PC operation unit 23 receives a
press of at@X butushrd32d imdftatihgls heerfdenedsenworite efédZPp i nt
job setting is conpleted, the operation proceeds to step 32005.
[ 0054] | n st 82005, a tiheogramt etharpveyr2R bietry M osdedhetdrertiidelDD
print target data needs to be encrypted based on the encryption
setting retds vied tthe SRAS)D B2002.Thé phecessing illustrated in Fig. 4
begins when the MFP 1000 receives the print job from the PC
2000 (or other external device).
[0060] In step 54001, the CPU 205 receives the print job
transmitted from the PC 2000 through the network I/F 211.
Then, the CPU 205 extracts print data and a print setting
from the received print job.
[0061] In step S4002, the CPU 205 determines whether the
received print job is a password-added print job based on
the print setting extracted in step S4001. Particularly,
the CPU 205 checks whether the password-added print job
includes a job password. If the password-added print job
includes the job password, the CPU 205 determines that the
received job is the password-added print job (YES in step
54002), and the operation proceeds toc step 54003. On the
other hand, if the CPU 205 determines that the received Jjocb
is not the password-added print job (NO in step S$4002), the

operation proceeds to step 54004.

[0062] In step 54003, the CPU 205 outputs the received
_16_



printer driver 22 determnes that the print target data needs to be
encrypted (YES in step 32005), the operation proceeds to step S2007.
If the printer driver 22 determnes that the print target data does
not need to be encrypted (NO in step 32005), the operation proceeds
to step S2006. [0055]1In step 32006, the printer driver 22 generates a

passwor d- added, print job _inc %in .1h ri target d i nt
atay . noteer Haha, Eonehe et adlin 2t it eranerne s b e Bt ures
print job to the MFP 1000. The print job also jncl s _a, dogmj n_namne
bf' e PC S000° SRRt HERYS o bt gt ored S8, G R cufiEal Tl O BE
collate the, user who has |ogged in to the MFP 1000 mﬁéh t he owner of
the job, whbRrESE YHED pARIDTIOTS TRELY Whdht t Ak2WeEP 2BB0Sseartsthe
printing. [0056]In step 32007, the printer_driver 22 encrypts the
print datafSF¥hteRe PASIWDE dtrecePed?f n t oS sPEpmapobmags data
encryption key. Herein, the printer driver 22 uses an algorithm such
as Secure $aRReAl Horstam ¢ PHenalk ARCRREr YDt o PEimber udhhgrehel
password. The printer driver 22 transmts a print job (a
passwor d- defged) @acPpteerprand Flod)enheredi Pysancedcaypt Fohlatag upron
indicating that the print data is encrypted, the encrypted5§rint
data, the eRerynahethe ek $siecpdssiver ok ot eopFrattton. D571 P n sthept
S2008, the printer driver 22 generates a print job including the
print dataistheheseeceoned pasiswhedpadden e Bt aj passiworesaxided, pri nt
job, and transmts the generated print job to the MFP 1000.
instead of being printed in this step. In step S$4003,
moreover, the domain name, the user name, and the job
password in the print settings are managed by being linked
with the bitmap image data.
[0063] If the CPU 205 determines that the received job
is not the password-added print job (NO in step S4002),
that is, the received data is a normal print job, the
operation proceeds to step S4004. 1In step S4004, the CPU
205 cutputs the received print data to the RIP unit 218,
and then outputs the bitmap image data rasterized by the
RIP unit 218 to the printer 202. Accordingly, the printer
202 prints an image on a sheet based on the output bitmap
image data.
[0064] A series of these operations are performed when
the MFP 1000 receives the print job.
[0065] The present illustrative embodiment has been
described using an example case where a print job to which

a password is not added (a normal print job) is printed

without being reserved. However, the MFP 1000 may be set
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[ 0058] According to the processing illustrated in Fig. 2, therefore,
the print job is transmtted fromthe printer driver 22 of the PC
2000 to the MFP 1000. [O0059]Fig. 4 is a flowhart illustrating

oper ations performed when the MFP 1000 receives a print job. Each
step illustrated in Fig. 4 is perforned by the CPU 205 executing a
program then%rf(?ram bei ng | oaded frccl)mth HDD 208 to the RAM 2c9a6ta

The process? FORT rae R YA E9'y. M9 egi HE SHth 3 He? fp Bbbe"
receives the print éé)bkwféromthe PC 2000 (or other Lff&( ernal device).
[0060] I n st®p-0B1c the Bt DERCT TRV RS tHEPRriti07 otVeR ahls i t t ed
fromthe PC 2000 through the network I/F 211. Then, the CPU 205
extracts RITIVYH 2P h IR R EFHPFIBMIMR recei ved print job.
[0061] I n st@) $4002, the CPU 205 determ nes whet her the received
print job {%0€8bhasswbt dEeRRIet! PFntl] oDr R ot A i 45 e TRy
extracted in step 84001. Particularly, the CPU 205 checks whet her_the
passwor d- afftRieh oF | Hie | 53rs Heedideslnt | obP paelhities a1 emeryption flag,
passwor d-added print job includes the job password, the CPU 205 .
det er mi neihAdeipanineeiwretheb ke tpielpassiior drededeprimttior i vEs
in step 84002), and the operation proceeds to step 84003. On the
ot her hand]o® fig FRNGPRYP S delidreniglessudiatan rrerteicedi s ot s not
t he password-added print job (NOin step S4002), the operation
proceeds tdestwip&00d. FID062] | NiStigpe 5200305 hie GRUNR0Ss dihautshe he
recei ved
encryption flag is included, this implies that the print
data in the print job is encrypted. Accordingly, this
print data cannot be rasterized intoc a bitmap image unless
the print data is decrypted with a password. Thus, the CPU
205 stores the encrypted print data in the HDD 208 as it is.
[0067] On the other hand, if there is no encryption flag
in the print job, this implies that the print data in the
print job is a plain text. Consequently, the CPU 205
transfers the plain text print data to the RIP unit 218 to
rasterize the print data into a bitmap image. Then, the
CPU 205 stores the bitmap image in the HDD 208.
Accordingly, in a case where the print data is not
encrypted, the print data is rasterized into a bitmap image
upon recelipt of the password-added print job. This can
shorten a period of time from when the user goes to a
position in front of the MFP 1000 to provide a print
instruction to when a printed product is ejected.

[0068] Fig. 5 is a flowchart illustrating operations

performed when the MFP 1000 executes or cancels printing of

- 18 -



print data to the RIP unit 218. Then, the CPU 205 causes the bitmap
i mge data rasterized by the RIP unit 218 to be linked with a
password entry wait state, and stores the resultant data in the HDD
208. The bitmap i mage data stored in step S4003 is not output to the
printer 202 until the job password and the entered password are

col |l ated on entry.of .th assword thr h. the operation unit 210.
et o R e e Bl D R Ee SRR GL T o
of bein rinted. jn this step._In step S400 nor. eove t d in
e the bhh hhdst faged L8R mld) S8 Py TR riRd oY rng B DAEEL Y
managed by being, linked with the bitmap i e data. [0063]1f the U
o et or re e e 4 R Ty OIS G S ar HB RS el o Lt cth o D
job (NOin_ste 8400%%@%that is, the received data is a normal print
af?d%h%r

job, the ofp®f etid®t o step 84004. In step 84004, the CPU 205
outputs the received print data to the RIP unit 218, and then outputs
the bitnmapl99eYe dat B raseRr$2RUL byERRCHY P2 Ohi 2CUBLED 2 heehind er

202. Accordingly, the printer 202 prints an i mage on a sheet based on
t he out putVdlieedl i Hegydiat H00] obea) AL e r$RAM of 13 hedd opet ¥ MBRRS ar e
perfornmed when the MFP 1000 receives the print job. éOOGS]The present
i 11 ustr at i wiee&ndo di 9ht 2 Walse ibeben e r i H etk ed¢h geape @ xampt lee cageuired

where a print job to which a password is not added (a nornal print

job) is prsetledha thbie. behsgunesdrded $oviery , fonedafPrnoomanyhde

set necessity ¢f the user authentication is registered
beforehand in the MFP 1000 by a system administrator. 1In
addition, authentication information {(a user ID, a
password) of each user is registered beforehand in the MEP
1000 or an authentication server (not illustrated) on the
network by the system administrator. Such authentication
information is used when the user authentication is
performed.
[0070] If the CPU 205 determines that the user
authentication is needed (YES in step S$5001), then in step
S5002, the CPU 205 executes login processing. The login
processing will be described in detail with reference to
Fig. 6. When the user logs in to the MFP 1000 by the login
processing, information of the login user.is written in the
RAM 206. Subsequently, the operation proceeds to step
85003. On the other hand, if the CPU 205 determines that
the user authentication is not needed (NO in step S5001),

the operation proceeds to step 385003 without the login

processing in step S5002.
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ina forc
by the pr
the print
whet her t
det er m ne
encrypt ed
the CPU 2
inplies t
Accordi ng
unl ess th
stores th
ot her han
inplies t
Consequen
RIP unit

the CPU 2
case wher

ed reservation node. In such a case, print data is reserved
ocessing as step $S4003 even if a password is not added to
job. [0066]1n step S4003, in practice, the CPU 205 checks
he received print job includes an encryption flag, and

s whether the print data included in the print job is

, ugh c ti i o) e i i i 4 f
ASSPRUSN Bchan oRsEall o0, | Sanotodesciibady | BuEl B frad
e PrLL HBEEB00 I RERILOL £0By! 51 ENCLXR! Gt e rmines

?s pfint data cannot be rasterized into a %?fnap i mge
SBHLTSLBUE pY Tt AL AT R Y pbot S0BL SEGY DS TP GBE O ThE
r® S0 Tt ata T Y RebGrade okt o coprathidegion BF
AT TIEI R | 520 (HE RV Ee 1Y 16 b RS ORI,

05 stores the bitmap inmage in the HOD 208. Accordingly, in a
St %&?S% dat 8t sf%'otl%n’%@%pﬁ%’ﬂ?“ﬁ%&%}lﬂ%ta%war@ 4 step

rasterized into a bitmap i mage upon recei pt of the password-added
(A b

print job.SIHL EEom e

to a posi

i Akt habri b erSehe user goes
tion in front of the MFP_ 1000 to provide a print instruction

to when a PHibpEElsrboRRt1$ snegdrd edthe 0B8] REhent sCat PRwehar t

illustrat

i ng operations
already performed in step $5002. Consequently, the CPU 205

determines that the user authentication is already
performed (YES in step S$5003). On the other hand, if the
setting value acquired in step S$5001 from the SRAM 213
indicates that the user authentication is not needed, the
CPU 205 determines that the user authenticatiocn is not
performed (NO in step S5003).

[0072] In step 35004, the CPU 205 checks a display
condition of a job list. For example, the CPU 205 acquires
a filtering setting for the job list from the SRAM 213.
Based on the filtering setting, the CPU 205 determines
whether to display all the print jobs or only a print job
owned by the login user. The filtering setting represents
a setting for determining a print range and a cancellation
range of the job on a print job list 9002 illustrated in
Fig. 9. 1If the filtering setting is wvalid, only the print
job of the login user is displayed on the print job list
9002. 1In such a case, the login user is able to start the

printing of only his/her own password-added print jobs. On
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performed when the MFP 1000 executes or cancels printing of a
passwor d- added print job. As simlar to Fig. 4, each step illustrated
in Fig. 5is perforned by the CPU 205 executing a program the

program being | oaded fromthe HDD 208 to the RAM 206. [0069]In step
55001, the CPU 205 acquires a setting value of the MFP 1000 fromthe

SRAM 213,

aut hentjcation i s ne d based

d det i whet d
on the acq n?eﬁggg%?%%§SVa} e?eésgiﬁéefh%? %QEE{Q?anfb?Vﬁifgrn? ng

t he nece55|t¥ of ,the.user authentication is regi stered beforehand, in

the MFP 10

DY H s y£PRn BRI SE r Bt of . PR TS 4 t $OT Y atdhent T &t i bh

information (a_user. 1D, a ass§§§%% of each user |s registg&gg n
. .

bef or ehandtih B 250 bFP

PRt R UE strRet Tho

illustrated) on the network by the system adm nistrator. Such,
aut hent i cat¥dh 3 rfa?9mt tm 1291R i Ghebs 13l sk? BtARenthe BT HAC1RI

per f or med. %0070]If the CPU 205 determ nes that the user , .

aut hent i ca®¥ orPF Ombedets (VS ¢ RN B500R, Brerd}so stlep B5boR, Jekhe
CPU 205 executes | ogin processing. The login processing will be
descri bed inPWet&? | The tHEF ek @ke 2hery. 60 Vies BPReSer®r logs in

to the MFP 1000 by the login processing, information of the |ogin
user is wiltlestiatite iPDERSUbERjUeHT] B W$rRr opef BeTomt pfooectse
to step S5003. On the other hand, if the CPU 205 deternmi nes that the
user aut hemeérathonipui®ta neeelecht N®J iistep SEOMFP 10 opedat i on
proceeds to step S5003 without the login processing in step S5002.
[0071] | n steqeiSEH0S,p1ihet@PPpRgbfuc guf resch e F@tt (Ingwever, since the

printing of the print job is restricted by a password, the
user receiving the print job needs to know the password).
[0073] Alternatively, in step 55004, the CPU 205 may
check authority of the login user, and determine whether
this login user has an administrator authority. If the
login user has the administratcer authority, the print jobs
of all the users may be displayed. If the login user does
not have the administrator authority, only the job of the
login user may be displayed.

[0074] In step $S5005, the CPU 205 acgquires a user name
of the login user from the RAM 206, and a user name (user
ID) of the print job being managed in a password entry wait
state. When the login processing is completed, a login
context including the user name identifying the login user
is written in the RAM 206. Such login processing will be
described below with reference to Fig. 6. The CPU 205
identifies the login user based on this login context

written in the RAM 206. Accordingly, in step S5005, the
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val ue of the MFP 1000 fromthe SRAM 213, and determ nes whet her the
user authentication is already perfornmed by the MFP 1000. Herein, the
CPU 205 nmakes a determ nation by referring to the setting val ue used
in the processing in step S5001. That is, if the setting val ue
acquired in step 35001 fromthe SRAM 213 indicates that the user

SE?P@?LL83¢%92%2% @?%%%9?%%2?%3§§%t?é%Pﬁﬁébﬁﬁéﬁgﬁsb%%?L%ﬁ?%%sl%ﬁst°f
p 35002 205 3
the of ner TARGSFFarhe added REORY, RSRRCHITEN YHoLbds “LER oY e

SRAM 213 ind%ga%egnthgt %hetHsersauthenticgt#on IS notuneeded, t he
CPU 205 deferhi nes ?ha? fe-ugeraut et gat %% 2910t %%Fforned (NO

in step 35 [0072] I n_ste 04,.th 05. checks a _displ ay
condi ti on g$§%5]ob If%t?t%%rgﬁéggplE?etﬁggi%QEZ%%s ﬁﬁ%?fegnagge
filtering setting for the. job list fromt RAM 213. Based . on the
11 teri ng SReFFhEon riet Eptt G0s abt &F rphesl HERhePaT o7 Rt Spragea PE LT
print jobs, or onlé a print job owned by the |ogin user. The fiItEBéng
setting rep?RIeRtSred skt td NP FoVoHSt 8nh i Halh prihe +AntRe AP a
cancel l ation range of the job on a print job list 9002 illustrated in
Fig. 9. IfotnePei¥keri%Psetting is valid, only the print job of the
| ogin user _is displayed on the print job list 9002. In such a case,
the | ogin [RRF6]s abtedtodsthlEStRatpPi Ali EEBPLlOnFGraeR/ Pr tlqniob
passwor d-added print jobs., On the other hand, if the filtering
setting istisvatisplayedtie premtSPobhe eeseksrdSPP0@- pabowpEieht 19
wait state in the HDD 208 are di splayed on the print job |ist 9002.
In such a ktbse, 200k 19gt nlislerof sthap| pasowerdradded primtinebofshored
only his/her own print jobs, but also the print jobs input to the MFP
1000 by otiverihe IMFRhEOPP eselt & |casereb¢ve anbbsi nehtthe aring, jebs
user different fromthe user who inputs a job can log in to the MFP
1000 and rikzelivepbayped niredsipepdstt0of koetvar| cinlhoweweprist ntebt he
printing of the print job is restricted by a password, the user
recei vi ng dvreegprbontthobl ogbadsuser khowlt fiel prsswor d) .
[0073]Alternatively, in step 55004, the CPU 205 nmay check authority
of the | ogio0rer, andrhtermaneomhedh@ris hhsed ogd niuserudiastliag MFP
adm ni strator authority. If the login user has the adm nistrator
authority,100® s istagohsriddthd 4 hee Lsetsd yibe fhispl ayecanddl t he

| ogin user does not have the adm nistrator authority, only the job of
the |ogi n wisefonreyobe th spiayets ¢HT4] | thstepi HO0RD, of hen&Pek POSted
acquires a user nanme of the login user fromthe RAM 206, and a user
nane (userpi#idt ofol he print job being nmanaged in a password entry
wait state. Wien the login processing is conpleted, a | ogin context

i ncl udi ng gdweramser W@%%d#%%ﬁ'ﬁh@r§kiﬁ@ O9i Ty dsedods Whidened nehde
RAM 206. Such login processing wll be described below wth reference
to Fig. 6. i dentd fi | Og, Ns UBEL e 1S; hogin
cont ext w%%%nﬁ% (t%ﬁgaksRAM 2%6&2%%%?&% Ss In %%‘Z% csj%g%'%éé% 1e$r?

number, time at which a print job i1s received, a print job
name, a user name of the user who inputs the print job
(i.e., an owner of the print job}, and job status.

[0079] In the example illustrated in Fig. 9, there are
five password-added print jobs in the print job list 9002.
Among these five print jobs, the password-added print job
with a reception number 0001 is being selected. 1In the

example illustrated in Fig. 9, four unencrypted password-
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CPU 205 di splays, on the operation unit 210, a job list of the
passwor d- added print jobs which include the user nane correspondi ng
to the user nane of the login user. [0075]1n step S5006, the CPU 205
di spl ays, on the operation unit 210, a list of all the password-added
print jobs stored in a password entry wait state in the HDD 208 of

i N?.Psé?%@%d@*.ﬁz?%? 9%%30%1%¢f5£%@é52t€186§@%*§rfﬁ’ﬁ 0 Entreal ghBs
2 case whetd T SISt TpRad IR ELE 20803, & J?lé&#*g_“?h“‘f SEdenriof
[0077) A prinil e By f%%%ﬁ%%%ﬁ“%a%o%@@%‘ystart

| d b 9004 d I
Phe printi HCbTeEhe Cop oRretrnve vt ] Bh° TOOBTNGT dVERs TRE" print | ob

list 9002 t66%8?1€s Ahjob type shown in the print job list 92002 is a
password-added print job only. However, a normal print job
can also be displayed on this screen.

[0081] In step S5007, the CPU 205 receives selection of
an operation target print job by the user. The user
selects the operation target print job from the print job
list 9002 displayed in step S5005 or S5006. When the user
selects the operation target print job, a check mark is
placed in a selection check box 2005 which corresponds to
the selected job. This causes the target print job to be
in the selected state. When a state of at least one job
among the jobs listed in the print job list 29002 is changed
to the selected state, the cancel button 9004 and the print
button %003 become operable. In step 85007, the CPU 205
further receives an operation of the cancel button 9004 or
the print button 9003 from the user through the operation
unit 210. For example, if the user needs to print the
selected print job, the user presses the print button 9003
to provide a print instruction. On the other hand, if the
user needs to cancel the printing of the print job, the
user presses the cancel button 9004. In step S$5007, the
CPU 205 determines whether the received instruction is a

print instruction or a cancellation instruction. If the
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presence or absence of print job selection, a reception nunber, tine
at which a print job is received, a print job nane, a user nane of
the user who inputs the print job (i.e., an owner of the print job),
and job status. [0079]1n the exanple illustrated in Fig. 9, there are
five password-added print jobs in the print job list 9002. Anmong

i ve passuor d-add _ job 1 st 900 |
number 00018 bt nerast het BT 1 TRE MBI Pt kPRI o7

number 0001 eing selec | e

0001 ouHeba0R0 L Bhe PREFpt Bh PeetiEra. Kot Y BT
| nal cat o5 The- prasareas oo hERuRTSe Ao BT H T bols' FB0a0RY) % e
shoun 1 SR i d 54 8 200245, PRSSYBLS: 30050 B el 00 BRLY;.
[0051] 1 s%eR 35007, eGPl 205 g0 a5, 20 oSy sl e costalicn,

print job fron1th§%$6é£t%éob list 9002 digflayed in stqf 35005 or
35006. WherP tHeER) | Bt et He GRTatt B CArRERCHTTHIY j bbl USEederdk
mark is placed in a selection check box 9005 which corresponds to the

sel ected jBb.Fihi S chtisteetHeedarget print job to be in the sel ected
state. Wien a state of at |east one job anong the jobs listed in the

print job 1988210002 The chierirell (P 1RE ket 2 el @¥Rg e, Where Hamdeser
button 9004 and the print button 9003 becone operable. In step 35007,

t he CPU 208°%suritheyo rideeiNER HD Gpatdityoe ofhe hee seiical 1 putk b oooz
or the print button 9003 fromthe user through the operation unit
210. For examplieon ifavshdoasrerdarmnisoad- print the selected print job,
the user presses the print button 9003 to provide a print
instructi ofPO&H t he Nastier tHend,odin theoasssime qusr formmahodien hehe
printing of the print job, the user presses the cancel button 9004.
In step 350684 lduss CRU 1205 hdetMdrhn IEX wiret disrp t3e0G2ceihvedorint
instruction is a print instruction or a cancellation instruction. If
t he processing of the password-added print job in step S$5008,
and the print cancellation processing in S5009 of the
flowchart illustrated in Fig. 5 are described in detail
with reference to Figs. 6, 7, and 8, respectively.
[Cc084] Fig. 6 is a detailed flowchart illustrating the
login processing executed in step 85002 illustrated in Fig.
5.
[0085] In step 56001, the CPU 205 displays a login
screen on the operation unit 210.
[0086] Fig. 13 is a diagram illustrating an example of
the login screen displayed in step S$6001. This example
screen is displayed when the user logs in teo the MFP 1000
according to a keyboard authentication method. On the

login screen, a message, a user name entry field 1301, a

password entry field 1302, a login button 1303, and a guest
- 24 -



received instruction is the print instruction (PRINT in step 35007),
the operation proceeds to step 55008 in which print processing
illustrated in Fig. 7 is executed. On the other hand, if the received
instruction is the cancellation instruction (CANCEL in step 55007),

t he operation proceeds to step 35009 in which cancellation processing

illustrated ﬁhgtt§n|§ ggegyéegis%%Q@%%The overal |l operations

perforned e user ogs Into P 1000 and uses the

res-e”a“‘)@%@é" perTot nee b Fod o8l EFOR PRy LT IR 6T

| ogi n processin or mred whe e’ user in

Step 99002,s8he P il 0essif0 ol Lheopassuord- added print Lok An

step S5008, and t Fint cancel on” processing in .

fomchart )L piieted 4 i L L PP s W v
delan! ed LUEDoEl 1) b5 Siog Ll Jo) 1 Phocees) 9 SxEll .10, Sip
di spl ays alogfhrhutton 1303. On the other hand, the user may log in
to the MFP 1000 as a guest user. In such a case, the guest
user presses the guest login button 1304 without entering a
user name nor a password. Alternatively, a simple
character string such as “guest” may be entered as
authentication information if the guest user logs in to the
MFP 1000.

[0088] In step $6002, the CPU 205 checks whether the
login button 1303 is pressed or the guest login button 1304
is pressed to determine whether the user logs in to the MFP
1000 as a login user or a guest user. If the CPU 205
determines that the user logs in to the MFP 1000 as the
guest user (YES in step S6002), the operation proceeds to
step S6005. If the CPU 205 determines that the user does
not log in to the MFP 1000 as the guest user (NO in step
S56002), the operation proceeds to step $56003.

[0089] In step 56003, the CPU 205 acquires the
authentication information received through the login
screen in step S56002. The acquired authentication
information is written into the RAM 206 through the
operation unit I/F 209.

[0090] In step S6004, the CPU 205 performs user
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screen on the operation unit 210. [0086]Fig. 13 is a diagram
illustrating an exanple of the login screen displayed in step 56001.
This exanple screen is displayed when the user logs in to the MFP
1000 according to a keyboard authentication nethod. On the login
screen, a nessage, a user nanme entry field 1301, a password entry

di opl ayed. 2T OUOT The Hebrbaeer oy T he Tk REh kP Rt LAt EPra g tier
user mame Sodvyr e er ool BRI ne B UETE AREh S PRERIRIS i 18
respectivel

eapect L vobt IR A0 AR P PRI MRl BBACRAL S0 iR

S e ToEeride 2ol TEHES e BRI B 0
char et f o010, SHED Bheo USEL RN L 10 gl PELGLEEL O
TR e et A NE RN IERE AL it

logs in to the MFP 1000 as a | ogin user or a guest user, If the CPU
205 det er iFes2 thattiheeRsRFET 04T mMawe t 3 NES 2000 a4l EhedQuest
user (YES in step S6002), the operation_proceeds to step 36005. |f
the CPU 203deeRtHFdieson i taprs e seromdsihothe ogPP 2 9%- t hef MR 1000

as the guest user  (NOin step S6002), the operation proceeds to step
S6003. external authentication server performs the user

authentication, the CPU 205 issues an authentication
request including the acquired authentication information
to the external authentication server, and receives an
authentication result from the authentication server. The
result indicates whether the user authentication is
successful.

[0091] The user authentication may be performed by using
other authentication methods such as fingerprint
authenticaticon, face authentication, and user
authentication using an integrated circuit (IC) card.
[0092] If the CPU 205 determines that the user
authentication is successful (YES in step 3S6004), then in
step S6005, the CPU 205 permits the user to log in to the
MFP 1000, and stores the login context including the user
name acqguired in step S6003 in the RAM 206. Then, the
processing ends. The login context includes information
such as login time and expiration date in addition to the

user name. If the user logs in to the MFP 1000 as a guest
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[0089] I n step 36003, the CPU 205 acquires the authentication
information received through the login screen in step S6002. The
acquired authentication information is witten into the RAM 206

t hrough the operation unit 1I/F 209. [0090]1n step S6004, the CPU 205
perfornms user authentication based on the authentication information

acquired in ep..560 r_authent| Lon, can be. perfor b
Che NEP 100 b THiC entRrhor Scched REe PR LeP Al ERRS LBE TR S
as an active directory. dagglightmeight di rectory access protocol

(LDAP) serV@Ft 1¥ T 0 perforns the user authentication, the
MFP 1000 c s the_enter u nanme and sword with an
authentica.é%ﬁgﬁatabi egg?dfg% ?ﬁgt?@F?fT}@%§é§W¥€t € eXT el nal
aut henticatian server, perforns_the user t tjcation, CPU 205
stes an SHATRICI St TOh 1 SduRs ST eRatrnD e Loqttaqsb6a)T thS
authentication information to the external authentication, server, gng
recei ves arfauttreritteRtivh FRseFTOF BT THES aut heht i CREToh SRrvett FHe
result indicates whether the user authentication is successful.
[ 0091] The FRErARR HeMt i R2ETHh TS BEEPer? diFR TS MER nf0QF herThen,
aut henti cation nethods such as fingerprint authentication, face
aut hent i cathorePerrt iR rratit Rt Featom BNy an integrated circuit
(10 card. &0092]If the CPU 205 determines that the user _ .
aut henti cat9dM] s subeessPTi N (YESS ¢S Ereph&H0029n deepripedt &p SsbaE! -
the CPU 205 permts the user to log in to the MFP 1000, and stores
the 1 ogin &kt i ncladihgis he Thevchante hbljs et ing snapn S6003 in
t he RAM 206. Then, the processing ends. The |ogin context includes
i nf or mat i oy aeeds By | @i the i pree sl ekblusit Fohl atembed bkl t i ol bs t he
user nane. If the user logs in to the MFP 1000 as a guest

flowchart corresponds to the print processing in step S5008

illustrated in Fig. 5.

[0096] In step S7001, the CPU 205 acquires a password
entry omission setting (see Fig. 10) of the MFP 1000 from
the SRAM 213, and determines an operation mode of the MFP
1000. Particularly, if the password entry omission setting
acquired from the SRAM 213 is wvalid (YES in step S7001),
the CPU 205 determines that the MFP 1000 is being operated
in a mode in which the user can omit an entry of a password
(hereinafter called “a password entry omitted mode”). Then,
the operation proceeds to step S7002. On the other hand,
if the setting value acquired from the SRAM 213 is invalid
(NO in step S7001), the CPU 205 determines that the MFP
1000 is being operated in a mode in which the user is
required to enter a password (hereinafter called “a
password entry required mode”). Then, the operation

proceeds to step S7008.
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user, the CPU 205 stores information indicating the guest user in the
RAM 206. [0093]1f the CPU 205 determ nes that the user authentication
I's not successful (NOin step 56004), the CPU 205 di splays an error
nmessage on the operation unit 210, and does not permt the user to
use the MFP 1000. Then, the operation returns to step 56001.

0094] The | ggusy pr 0Cgs3i g hes. besn deser | bed Lo, getai | LPDRBLFi 0. 7

Is a fl owchar I 1 us ting main processing o € presen

illustratiyve enb096§§35%5%$:€%I%§¥g %;pggé&gsgoggér§oo$ygsgéknt

processings?ﬁe%?ep

setting. This setting screen 10001 is displayed on the
operation unit 210 by the CPU 205. When the system
administrator selects a valid button 10002 or an invalid
button 10003 on the setting screen 10001, and presses an OK
button 10004, the CPU 205 writes a setting value indicating
whether to validate or invalidate the password entry in the
SRAM 213.

[0098] In step 87002, the CPU 205 acquires, from the HDD
208, an encryption flag of the password-added print job
having been instructed to be printed. 1In step S$7003, the
CPU 205 determines whether the encryption flag of the
print-instructed password-added print job is valid (i.e.,
the print data is encrypted).

[0099] If the CPU 205 determines that the print data is
encrypted (YES in step S7003), the print data cannot be
decrypted without the password being received from the user
even when the MFP 1000 is being operated in the password
entry omitted mode. Accordingly, the operation proceeds to
step S7008. In step S$7008, the CPU 205 displays the
password entry screen to receive the password from the user.
On the other hand, if the print data is not encrypted (NO
in step 87003), the operation proceeds to step S7004.

[0100] In step S7004, the CPU 205 acquires the setting
value of the MFP 1000 from the SRAM 213, and determines

whether the user authentication is already performed.
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[0096] I n step S7001, the CPU 205 acquires a password entry om ssion
setting (see Fig. 10) of the MFP 1000 fromthe SRAM 213, and

determ nes an operation node of the MFP 1000. Particularly, if the
password entry om ssion setting acquired fromthe SRAM 213 is valid
(YES in step S7001), the CPU 205 determ nes that the MFP 1000 is

bei ng operglediin @nl0dgy! AU e Lhe HSEL SAILPILL 2D EOFLY,Olg2co

password ereihafter cal password en node

t he operatjion proceeds tp ste 7002.. On_the other hand, |f
setting valte SEaitTeare fas, e SHraT Pt e fi s i Th 2ot

57001), the 205 deternmines_th t he, MFP, 1000 i s_being operated in
e A SRS v BRIk (HER 1o R (Nl Bt Sl
call ed "a passwor ntry required de"). Then, the eration

o bconds. 1A RS B e h S A 2 P (B dicdleT b, SRF L& Rl g a
setting screen 10001 used. to sqé #he assword e tr% om ssi on, setting.
This setti#Y R0 1T ST ay o‘hs?ﬁea‘b%%‘? tHORC R 11210 by
the CPU 205. Wien the system adm nistrator selects a valid button

10002 or amtTeRAY iREBIRTRRA 1hoRten $h0%et tFPRSeIITRhLA00Bhe @AY 205

presses an OK button 10004, the CPU 205 wites a setting val ue

i ndi cat i nFSFREMERSS oL AT | e 1977 | IEPe R @2t He phS stF R @At ry in
the SRAM 213. [0098]In step 37002, the CPU 205 acquires, fromthe HDD
208, an erRe¥HRTRRA f { WS of t fieepas 58t U- adbeen prie A Hal®hg been
instructed to be printed. In step 37003, the CPU 205 determ nes
whet her t HeregredptionstemgS 680% he P i hie i pishenciand paks worel - sefdetng

print job is valid (i.e., the print data is encrypted).
value acquired from the SRAM 213 indicates that the user

authentication is not needed, the CPU 205 determines that
the user authentication is not performed (NO in step S7004).
Then, the operation proceeds to step S7008.

[0101] In step S7005, the CPU 205 acquires the login
context stored in the RAM 206, and checks an authority of
the login user.

[0102] In the present illustrative embodiment, there are
three authorities as login user authorities: administrator,
general user, and guest user authorities. However, these
authorities are mere examples. These authorities are
registered beforehand by a user authentication management
application of the MFP 1000.

[0103] The user having the administrator authority can
operate an administrative setting of the MFP 1000. In the
present illustrative embodiment, only the user having the
administrator authority can set the password entry omission

setting, and the setting for whether to perform the user
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[0099]1f the CPU 205 determines that the print data is encrypted (YES
in step S7003), the print data cannot be decrypted w thout the
password being received fromthe user even when the MFP 1000 is being
operated in the password entry omtted node. Accordingly, the
operation proceeds to step S7008. In step S7008, the CPU 205 displ ays

th t i
Lhe passwoLGLENECHELERD, Ly SPELY o4 PengsRUoL LA LU, UseEnofty
37003), th ' 04 : 004,
the cbU 20 Bener ol FEARERIEY AR P R iR bt i ohe Y R
213, d det j whet her, t h icati ' I d
port or med. S PP T HECRU 05 Haieed AR BT hac | oh B e YT R o
the settin valtue_ USJ[ed in%h_e roces in%; in ste@?SS Oléllustra ed in
Fig. 5. ThaRSTESSid THL SR (T HPYal U Beqlf r By ¥ront PheE" v 24

i ndi cat that.th . ticati j d, th .

st hont | caiTori T8 AT S DarY oo b ]UD: 55002, MEBREEdtert SIS t he
(VES i n StaFSHOmEY T, SHHRE dBeac Dl B DCaRR HoR s iap HROOEH TR
the other hand, if the setting value acquired fromthe SRAM 213

i ndi cat es ¥5&%/ 3 S LR RETERT bh 8% Hor wiektfedseh T Bos
determ nes _that the user authentication is not perforned (NOin ste
S7004) . THeN 1N Dpedat i %S pr odedldsi o sk ep SFo08l gD 1Lt Brepil

57005, the CPU 205 acquires the |ogin )
1000 as a guest user, the user is treated as just a guest

by the MFP 1000 no matter who the user is. Thus, even if
the user having the guest user authority logs in to the MFP
1000, the MFP 1000 cannot identify an individual.

[0104] The description returns to Fig. 7. If the CPU
205 determines that the login user has the guest user
authority (YES in step S7005), the operation proceeds to
step S7008. If the CPU 205 determines that the login user
has the other authority (i.e., the administrator authority
or the general user authority} (NO in step S7005), the
operation proceeds to step $7006.

[0105] In step 87006, the CPU 205 checks whether the
user name of the print job selected in step S5007 matches
the user name of the login user, and determines whether the
print-instructed print job belongs to the login user. If
the user name of the print job does not match the user name
of the login user (NO in step 57006}, the operation
proceeds to step S87008. In step 7008, the CrU 205 displays

a password entry screen (not illustrated) on the operation
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context stored in the RAM 206, and checks an authority of the login
user. [0102]In the present illustrative enbodinment, there are three
authorities as login user authorities: adm nistrator, general user,
and guest user authorities. However, these authorities are nere
exanpl es. These authorities are regi stered beforehand by a user

aut hent i cag} op E?@%S@Q&effgotﬁgtb%sx%r&h? MeTe A900s £ 0103] The user

havi ng the adm nistrator au can erate an adm Al strative
setting of P 1000 n_the presen IIustr d@ only
the user ChEITTEM he BAnFAT SEPRE PR For T b %%;ﬁné S iR paRRorhe
entry on155|on setti I ng the settin r. her rmthe
Gser’ autRERTI QAR oN TG h%%@@%%&%% ek e sL80BEL PhP §¥can
operate itens o than t istrative setting,.and v ous
Phncti ons SFERHE/TED 1600, MiRol Gubsetiars ‘B BhiRe: 150 v ERodt
nunber of itenp |n hlEl functlon nd settln%s prOV|ded by tge VFP
1000. The Funbefid¥ t %n%a%?)‘é?ﬁ TR the Rkt useRtisStess than
that by the general user, and the itens operabl e by the ﬁuest user
have the fRATINFY ?%‘éﬂﬁr%@ls%% $_EEIRT 4l fisr H{gst i ¥hP t HROQFpan
1000 as a guest user, the user is treated as just a guest by the MP
1000 no MER¥RFULROCRRPELREFING. w#ﬁ%%Ute@%%e%Tl%%et%%e?aﬁ%W?%@ ghelong
guest user authority logs in to the M-P 1000, the MFP 1000 cannot
identify a%ﬁ|?kﬁv@%ﬁﬁﬁordT@ﬁ@@$Tﬁ%l@%sl¢¢p@@%@ng%tﬁ@n%h@01¢$bn gserf
the CPU 205 determ nes that the |ogin user has the guest user _
authority (¥ i nthe epwis7005H  theobbet ai poni priveecheoin wsep) s70DBLs
If the CPU 205 determnes that the |ogin user has the other authority
(i.e., thecariniavstilae okoain hoser ytle ldeoyeperpdssiserd aantwy iwlygn (NO
in step 57005), the operation proceeds to step S7006.
his/her own password-added print job is printed.
[0107] In the above processing, if the password entry
omission setting is valid, and the login user is a guest
user, the MFP 1000 always requests the user to enter the
password when the printing is performed. Since the MFP
1000 cannot identify an individual guest user, the MFP 1000
cannot determine the print job of the guest user among
password-added print jobs. Consequently, upon receipt of a
print instruction for the password-added print job from the
guest user, the MFP 1000 always requests the user to enter
the password even if the password entry omission setting is
valid.
[0108] In step 87009, the CPU 205 compares the password
received from the user through the operation unit 210 with
the password for the password-added print job, and

determines whether these passwords match each other. If

these passwords match each other (YES in step S7009), the
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[0105] I n step S7006, the CPU 205 checks whet her the user nane of the
print job selected in step 85007 matches the user nane of the login

user, and determ nes whether the print-instructed print job bel ongs

to the login user. If the user nanme of the print job does not match

t he user nane of the Iogin user (NOin step S7006), the operation

pr oceeds to S?O st CPU 205 displays a password
entry scree%g%no%o us ra d?gon ?ﬁesigggatlon unit 210 to recelve

t he passwo ghé n1th u 1 t he user f the print ob
mt chos ¢ nEOLRRF antt of FE Pl oo CREFITHERS, FLFophsions™s thenie
step S7007, the P 1000 |nts rint j receiv
password f?®m T %s%?Ch ?e¥s 1%}f“ﬁ)h%t gg%&% €$§ oﬁ?s@%%ﬁ 59611,
setting is vaI gg %Qg 000 can execute t he g nalng wi t ho
recei vi ng the % dea§P DhY AL THEC DaSSHoTU- AUdEDES p P%JEaFo‘EP unit
bel ongs to he quln user (i.e., the owmer of the print job is the
| ogi n userdi0Thi EEedP s t%%r?ﬁg?%F%%%rl@ Catpor tant pRevied TS ENEdy
when hi s/ her own password-added print job is printed. [0107]1In the
above proc%%%?%ﬁﬁdlfr?%et%%s%%%¥dﬁ%ﬁﬁr%p?wﬁ%%?%nt%%t??%@w?% vEPT dthe
and the login user is_a guest user, the MFP 1000 al ways requests the
user to erRFSYHRATRAIID IR iMenI®he printing is performed. Since the
MFP 1000 cannot identify an individual guest user, the M-P 1000
cannot det B9 Gk t helprswgrj o0 bi, tm@egﬁﬁ%t2®%e40%%bh@3p%%%mord added
print jobs. Consequently, upon receipt of a print instruction for the
passwor d- akieeyprion §bdd febrthdeczprsrrdsrided Her MEP 1000 2idhays
requests the user to enter the password even if the password entry
om ssi on séttermyinss vahéthef O8] pnist e S7009; ed heolCPLE 20 o xosmpards
t he password
added encrypted print job. If the print-instructed job is
not a password-added encrypted print job (NO in step S$7010),
then in step $7007, the MFP 1000 prints the password-added
print job.
[0111] If the print-instructed job is the password-added
encrypted print job (YES in step $7010), the operation
proceeds to step $7012. In step S7012, the CPU 205
decrypts the encrypted print data with the password
received in step S7008, and outputs the decrypted print
data to the RIP unit 218. The RIP unit 218 rasterizes the
decrypted print data into a bitmap image. Subsequently, in
step S7007, the printer 202 of the MFP 1000 prints an image
on a printing sheet based on the bitmap image data output
from the RIP unit 218.
[0112] The operation of the printing processing has been

described with reference to Fig. 7. According to the

present illustrative embodiment, even if the user cannot
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received fromthe user through the operation unit 210 with the
password for the password-added print job, and determ nes whet her

t hese passwords match each other. If these passwords nmatch each ot her
(YES in step 57009), the operation proceeds to step 57010. [0109]If
the CPU 205 determ nes that these passwords do not match each ot her

(NOin step pf Oglg)en{ﬂzno%nlt:ﬁ%e}gag%‘g&}d E&fe Gy 1595’39&?815‘&(& .”%P{Jn?r
screen on the operatioh uni 10. rein, the error screen indictates
that th ' f d
for the paldnor dhadinn biis of obh S oATEiT AT aioh ARG e FEF 08

[ th ti fl f.th d- added print.job d
det er %fﬁgseﬁ%éf%ﬁ E*f%;f‘rbﬁﬁ?@a?pgfte? _ﬁ%%’;%‘%%%dri‘ %e‘ﬁ%’g‘rél t”%éri%erﬁ‘é‘nner-
encr ed print_job. e print-instructed job is not_a
passwor d- aliiet RIETSBTEY pritel F oo ARG IE Srep BY0R0, Thed™Th 108
37007, the MFP 1000 prints th d-added print job. [0111]1f th
print-i nsﬁ?%d?]éjcf“} o%‘P":lr:rlén‘i‘ ﬁ%ﬁé&@?@? -‘gl%%g%rjgrhfc%‘lﬂ{’]e 5 I?‘?]{h?%”)b T%§’§
[ t 37010),.th ti ds t t S7012. | t S7012,
o e e e
received in ste ,_and outputs e decr ed print data to the
RIP unit ﬂ@i.ssﬂgél P ¢t en 248 Yp%ljs%%r‘?%su?%ép%c%%ﬁ et bre¢hindat a
into a bitmap i mage. Subsequently, in step S7007, the printer 202 of
the MFP 109%-pirhitsS alnYakebe bh él%rmwmgo%heéfh%%ww 3o bl thwp

i mge data output fromthe RIP unit 218.
of the MFP 1000 can be enhanced.

[0113] Next, cancellation processing of the password-
added print job is described with reference to a flowchart
illustrated in Fig. 8.

[0114] The flowchart of Fig. 8 illustrates the
cancellation processing of step S5009 illustrated in Fig. 5.
[0115] In step S8001, the CPU 205 acquires a setting of
the MFP 1000 from the SRAM 213, and determines whether the
user authentication is already performed. If the user
authentication is not yet performed (NO in step S$8001),
then in step $8004, the CPU 205 deletes data of the
cancellation-instructed password-added print job from the
HDD 208. If the user authentication is already performed
(YES in step S8001), then in step S8002, the CPU 205
acquires the user name of the cancellation-instructed
password-added print job and the user name of the login
user.

[0116] Subsequently, in step 88003, the CPU 205

determines whether the user name of the cancellation-
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[0112] The operation of the printing processing has been descri bed
with reference to Fig. 7. According to the present illustrative
enbodi nent, even if the user cannot omt an entry of the password
for the password-added print job, the printing of the password-added
print job can be executed by entering the password in a conventional

Tener  Thi 8oPEQCESS | 08 £0aPheshhs Uaghe obNSLLURLS ! beeMEES 1000, o
% HEEe olab :

print even passwor dded her “user

passvord | atﬁgsf?¥2 "S5 %ge pﬁfs¥8 G, 8DLT Y, Q01 55 gﬂefggﬁégggﬁiiaao

val i d and e j Ob ering se ting is 1nva
Ther ef or e, can, be enha

canﬁelI?tl%%sg¥%%%%%f$%stiof%F adeas m5¥anzaa%%% %?fﬁ?éf[gﬁ?s$ﬁggc??%%d
1141 T
H nchar ¢ oF B 180t DUSOR L IukS 18 SERS rhpFLY thsnctdi Abdnrseoas,

2?88?rgglgsé%t¢$ﬁgé€? dgletes[gégg]l tﬁgpcgggg la%?gncfhstructed

password-added print job from the HDD 208. Then, the
operation proceeds to step S8005.

[0117] In step S8005, the CPU 205 deletes the
cancellation-selected password-added print job from the
print job list 9002 displayed on the operation unit 210.
Then, the print job cancellation processing illustrated in
Fig. 8 ends.

[0118] If the user name of the cancellation-instructed
password-added print jobs does not match the user name of
the login user (NOC in step S$S8003), the CPU 205 displays an
error screen on the operation unit 210. The error screen
indicates that execution of the selected print job cannot
be cancelled. Then, the print job cancellation processing
illustrated in Fig. 8 ends.

[0119] The first jillustrative embodiment has been
described. According to the first illustrative embodiment,
in a case where the login user instructs the MFP 1000 to
print the password-added print job, the CPU 205 controls
the MFP 1000 such that the printing can be started without
an entry of the password included in the print job.

[0120] According to the first illustrative embodiment,

moreover, the CPU 205 controls the MFP 1000 such that a
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the MFP 1000 fromthe SRAM 213, and determ nes whet her the user
authentication is already perforned. If the user authentication is
not yet performed (NOin step 58001), then in step S8004, the CPU 205
del etes data of the cancellation-instructed password-added print job
fromthe HDD 208. If the user authentication is already perforned

(YES i n St SOOI o L0PTCL 5hePSB00Z . Lgs CPO @05, acgis o5 t he

user nane o e’ cance ion-instructe asswor d- a print job and

the user d%€$e&hﬁé£9€%€?ﬁ2fﬁ?%égé}6]Eyb§e8gggtﬁyeréntﬁéfg gg?Q&in

t he CPU 20 erm € usér nane 0 e cancerllafti on-
i nst t r j i h h
| notruct e, 2P Ypesr a00e0 RubnL. | 8B. TR clite, HDe. VSpr PAT=CRh 1be

d- added int, | th f _the |ogi
PiEe n s ren Sabla End PBre RO §0cRuA0ehEe ! 1hE Brfhokiaer €7 e aafarbee
the cancellation-instructed password-added print.job fromthe HDD
208. Then, @t 1e" GPBTRITHR B bhbets FoIST8p 48005 NT 97T FP0LE o3 S8b0S,

the CPU 205 del etes the cancel |l ati on-sel ecte swpr d- added print
job fron1t$ﬁ§ﬁw?9ﬁtf F73¢C9D 02" i %P%ﬁeﬂ%oﬁhgﬁio%b%r%f?Bnl%nit 210.

Then, the print %gb cancel | ati on ﬁrocessiqg illustrated in Fig. 8
ends. [01E3FFYYHE REFY namid ofR#hke e ahiel MY | bYOP nse reeeiyte the

printing by performing user authentication one time at the
time of login of the user. Moreover, the non-login user
can enable the MFP 1000 to start printing the reserved
print job on the condition that the non-login user enters
the password. Therefore, usability of the MFP can be
enhanced.

[0121] According to the first illustrative embodiment,
moreover, in a case where the MFP 1000 receives a print
instruction without user authentication, the CPU 205 always
requests the password entry. This can maintain security.
[0122] In addition, according to the first illustrative
embodiment, the login user of the MFP 1000 can enable a
password-added print Jjob of another person to be printed,
(only if the login user knows a password for this print
job). This can enhance usability of the MFP.

[0123] Next, a second illustrative embodiment is
described. 1In the first illustrative embodiment, the MEP
can cancel the password-added print job of only the login
user according to the password-added print job cancellation

processing (see Fig. 8}. In the second illustrative
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passwor d- added print jobs does not match the user nanme of the login
user (NO in step 38003), the CPU 205 di splays an error screen on the
operation unit 210. The error screen indicates that execution of the
sel ected print job cannot be cancelled. Then, the print job
cancel l ation processing illustrated in Fig. 8 ends. [0119] The first

it T T e

illustrative e n user ins

VEP 1000t prit. t e passyor deadded, pri ot j ofc £ Nee CPU205. gont rol s

the VFP 1 sucht e printing can starte 0 an entry

f th i pcl ud i h int j .. 10120 di to th
Cirst i Pate b e et "o i b S P CESRERH ol Ren
1000 such #h t a non-quin user can i@strucé thg NEF 1OQO to ri@t a
reserved p ?éﬁ § b AW et T Tad e WA & thieS HOPET oyt e VisBynetLon

id . | ob ti i t ti ,..the CPU 205 { | t he MFP
B e h PSS A0 PP LUSLL B0, A0 B 20P O Lol L he VT

requestedé%@énye non-1ogin user). Such control reduces the | abor of
the login e Hassword entry, and enables the MET 1000 to execute
t he printirghéag perform ng user authentication one tinme at the tine
of login of user IDROFEHRAT | L 1 HeS =1 67y FTRRMe%h Bhal et HeedFP
1000 to start printing the reserved print job on the condition that

t he non-| dif HAUsercatR efieihe- padsildrl 00 eing ethe s s34 IR
MFP can be_enhanced. [0121] According to the first illustrative

enbodi mentfunf Vel ¢3s@ thseangrt e M quooreeked vieen H¢ nt
instruction without user authentication, the CPU 205 al ways requests
t he passwokeDEht¥SEr THSV st miard el selekpn tinstruction for a

password-added print job of his/her own or another person.
In such a case, the cancellation is instructed according to
the presence or absence of user authentication management
and a role condition of the login user.

[0125] The control of the password-added print job
cancellation processing executed by the MFP 1000 is
described in detail by referring to Figs. 11 and 12. 1In
the present illustrative embodiment, a configuration of the
MFP 1000, transmission processing of the password-added
print job by a printer driver, login processing by the MFP
1000, print processing of the password-added print job, and
reception processing of the print job are similar to those
of the first illustrative embodiment, and thus the
descriptions thereof are omitted.

[0126] In the processing illustrated in Fig. 11 of the
second illustrative embodiment, there are steps S11006 to

511015 in addition to the processing illustrated in Fig. 8
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[0122] 1 n addition, according to the first illustrative enbodi nent,
the login user of the MET 1000 can enabl e a password-added print job
of another person to be printed (only if the login user knows a
password for this print job). This can enhance usability of the M-P.
[0123] Next, a second illustrative enbodiment is described. In the

first ill ug%r%t%i?;g%ﬁgm’?of'ifﬁé‘éraéi‘@e Ngﬁ%%{‘mgégce' ThESe PRS é“QrQE%SQEd

print job © e | ogin user according to the password-adde
print job cancell ation processin ee Fig.. 8. In_the second. . .
| st 1 ati oL ehBolt ne COREe TP R 6he nEN"amh ot R PRtRtsr o bt in
print job of a user_oth han the | ogin user if cor ass
5 ont br o t8et s CRRER IR EYO o1 (P hER - enaneece CRans EEPRRCES ohLPAs
referred to as a password entry, function ip case cancel lation in
e second e GETPATooR SAOUCH Hbht DS} 9 pa] ThoteB ORI eRTESt at | ve
enbodi nent | js descriged usj ng ﬁ cage where the MET. 1000 having the
password ehttySHEREEF of i il @ase! oft cHiR ePTEEERN +51®htR0tYRd when
the login user provides a cancellation instruction for_a ,
passwor d- oA PREME j BECORS hHRF hEFOBWAT 8PS anbt het perIbhl0P niSuch a
case, the cancellation is instructed according to the presence or
absence ofsimklanutPeilitaf ToM PetRYPRM? ! ahd 896D ot ol t F borveharhe
| ogin user. [0125] The control of the password-added print job
cancel | at i bhlpyloeatad ng ekbgut @dobyt el METt 10bbussrajebee | gelgodient.
detail by referring to Figs. 11 and 12. In the present illustrative
enbodi mentMOBE QO i gER 2@ ¥ OHE LA t Prel MEMIN0DOT i R aPEPESSH DG prue@ st gt
of the password-added print job by a printer driver, |ogin processing
by the MERUAGOSSSNG et prloe essdsenof il hespostinoe demideidtnent mrg ob,
and reception processing of the print job are simlar to those of the
first ill usitmbtaweteniodi nespecide thoscedeingstini PtgonsSt her emfd ar e
omtted.

of the first illustrative embodiment.

[0127] Now, the second illustrative embodiment is
described by referring to the differences between the
processing of the first illustrative embodiment and that of
the second illustrative embodiment.

[0128] In step S11006, the CPU 205 acquires the password
entry setting in case of cancellation set for the MFP 1000
from the SRAM 213, and determines whether the acquired
password entry setting in case of cancellation 1s valid.
[0129] Fig. 12 illustrates a password-added reservation
printing function setting screen 12001 according to the
second illustrative embodiment. This setting screen 12001
is displayed on the operation unit 210. On the setting
screen 12001, a passweord entry omission setting and a
password entry setting in case of cancellation can be set.

The password entry omissicn setting in Fig. 12 is similar
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[0126] I n the processing illustrated in Fig. 11 of the second
illustrative enbodinent, there are steps 811006 to 511015 in addition
to the processing illustrated in Fig. 8 of the first illustrative
enbodi ment. These added steps relate to the control perforned when a
password setting in case of cancellation is valid. These steps 311006

to 11015 arg gracribedsthafichall, bebovaoldslbRel ropgati hLtbstigLed
in Fig. 11 of the present i1llustrative enbodi nent, processing from

t 3110 - 05 § Wy t 38005.
of “The i ompodimiFas: O3 EhY, RBRrLRo e Bheth Ty ib S e FRAE AL VER Pio.
thodi \b . , i nting, . i ng. q
orint prockisi oot HRE SE ke Ry PEAT ARy AP AR S B B o

toth ' [ ' igs._ 5 .and_7 of the first .
[0, 08, heTRERLLLERPLORERE! BOaLD, 0% See R0k L lot Iy [kt Bhcea 1n
enbodinentFis d crifed by referring to the differences petmeen t he
or ocessi ngt bl thE {17151 17 UStH AT ve® RBBUTREN: SAnaY { REFC ORIt Ho Case
oo ron (4E EARRE SPLR TR ol S2ERLA, LR L1000y o A0 CELROR,
the MFP 1Qﬁ0 fromthe SRAM 213, anpd determ nes_whet her_ the acquired
password eht?yPRBFYPHY FACERsECLFIRANRI $43F o | SANEE H?tfﬁﬁngFEbg'

12 illustrates a password-added reservation
fﬁ fs d scrxggd.

[0130] The password entry setting in case of
cancellation is set using a valid button 12006 and an
invalid button 12007 on the setting screen 12001. The
valid button 12006 is used to validate the password entry
setting in case of cancellation, whereas the invalid button
12007 is used to invalidate the password entry setting in
case of cancellation. The user selects the walid button
12006 or the invalid button 12007 through the operation
unit 210. The password entry setting in case of
cancellation includes such selection of the valid button
12006 and the invalid button 12007. A change in the
password entry setting in case of cancellation is stored in
the SRAM 213 by the CPU 205 when a setting button 12004 for
a password-added reservation printing function is selected.
[0131] The description returns to the processing
illustrated in Fig. 11. If the CPU 205 determines that the
password entry setting in case of cancellation is invalid
(NO in step S511006), the operation proceeds to step S11001.

If the CPU 205 determines that the password entry setting
_38_



printing function setting screen 12001 according to the second
illustrative enbodinment. This setting screen 12001 is displayed on
the operation unit 210. On the setting screen 12001, a password entry
om ssion setting and a password entry setting in case of cancellation
can be set. The password entry omission setting in Fig. 12 is simlar

(o thet 11 skighog Byfipn 40yl e LiLat L vl slbyco e e,

On the set®ing Screen ustrate

d ' ' i i dded h
Carting screee T Peedf 0%, StefOPE T "l 20772 password

entry sett] i casg of, can ion” i resent illustrative
enbodinentt&#%%Ppassﬁﬁr%t%%t$§ié§§tii&fi#?%gg%goﬁc%%hﬁ%§Iék?cﬁ???ﬁng
Fig. 12 is descri . 30] The_pas rd tr etting in case of
cancel | at i%ﬂ trs%e s@?gu]sé(% gll%ﬁ b%%g%nzﬁgﬂo%”%n%e%%g?m%? i@h%ﬁtﬁ%n
12007 on the s i creen 12001. The valjid bufton, 12006_]s_use o]
Validare (e RIS GHTgISa tis g T LU LA ERT R at 1 i b Bae
the invalid button 12007 is used to invalidate the password entr
setting | Qe Gl 1% orfe THEP ubdh0 er 120t HPRals d bt 4h
12006 or the invalid button 12007 through the operation unit 210. The
password et¥eRetdd higPT niNasE? offt%%rr%%ﬂp%ﬂ ont B cPRRIERE KRR oroceeds
sel ection of the valid button 12006 and the invalid button 12007. A
change in theStizshbY Al ent rin sekep nl 1 Bl baseh o CRAMR? | i sRiRYs 2
stored in the SRAM 213 by the CPU 205 when a setting button 12004 for
a passwor AT FEF AL GFEDR | o1t | e feprtaoion surkt et @d. 2a®d131] The
description returns to the processing illustrated in Fig. 11. If the
CPU 205 detegeives amantiie phsthwrrpesnend sérem nghe nieese of
cancellation is invalid (NOin step 511006), the operation proceeds
to step 5BuEequdnttlie CRP 205 ot Bomipescadrdd thespasshbl@l2nt ry

setting
[0133] In step S11012, the CPU 205 acquires the password

from the cancellation-instructed password-added print job.
Subsequently, the operation proceeds to step S11013.

[0134] In step $11013, the CPU 205 compares the password
entered by the user through the operation unit 210 with the
acquired password for the password-added print job. Then,
the operation proceeds to step $11014.

[0135] In step S11014, the CPU 205 determines whether
the password entered by the user matches the password for
the password-added print job. If these two passwords match
each other (YES in step S11014}, then in step S11004, the
CPU 205 cancels the cancellation-instructed password-added
print job. Subsequently, the operation proceeds to step
$11005.

[0136] If the CPU 205 determines that the password

entered by the user does not match the password for the
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in case of cancellation is valid (YES in step 511006), the operation
proceeds to step 511007. [0132]In step S11007, the CPU 205 acquires
the setting of the MFP 1000 fromthe SRAM 213, and determ nes whet her
the MFP 1000 manages the user authentication. If the CPU 205

determ nes that the MFP 1000 does not nanage the user authentication

NO i t ti d 10
Srro11, 1 e Eptr e ahef S5 L8 BURCERTR R o8 S ERRA L T obar A6 PR
it 210, j .of-th d f th .
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cancel| at | hTTRSEPLRS ba hACEAT o0 Sel POPRT [BB DREBYRERENTPy O he
ti ds t t 311013. [013 11013, the CPU 205

o par o A BhcSash coEBEEr Byt hETaarY AT OUBATE NeTopRr AP POFTnt (

210 with the, acquired ssword {gr t he passwor d-added print job.

Then, the %‘%é‘?‘it Bh”‘]brg@%eﬁ%mf% FehPBIHHAACSFHAS5] I n step 311014,

t he CPU 205 determ nes the password entered by the user

whet her
mat ches t hEPb3Ekwor d $brtRReCPAssthor ¢ bR e? i Hrat oble | MEPhe@0t wo
passwords match each other (YES in step 311014), then in ste£H311004,

t he CPU 20%RagRe| she hlés%lén%‘étm%rﬂ?%‘ﬁa?h%@rb‘é]%%dilba%%%r%ll;‘a@@i ' pEieit
job. Subsequently, the operation proceeds to step 311005.

operation proceeds to step 511008,

[0138] In step S11008, the CPU 205 acqguires a role of

the login user of the MFP 1000, and determines the role of
the login user. If the CPU 205 determines that the login
user is a general user (GENERAL USER in step S$11008), then
in step 511009, the CPU 205 acquires user information of
the cancellation-instructed password-added print job and
user information of the login user.

[0139] Subsequently, in step $11010, the CPU 205
determines whether the user information of the
cancellation-instructed password-added print job matches
the user information of the login user. If the CPU 205
determines that the user information of the cancellation-
instructed password-added print job matches the user
information of the login user (YES in step 511010), then in
step S11004, the CPU 205 cancels the cancellation-
instructed password-added print job. Then, the operation
proceeds to step S11005.

[0140] According to such processing, therefore, if the

password entry setting in case of cancellation is wvalid,
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[0136] If the CPU 205 determ nes that the password entered by the user
does not match the password for the password-added print job (NOin
step 511014), then in step 511015, the CPU 205 di splays an

i nformati on screen (not illustrated) indicating that these two
passwords do not match each other. Then, the CPU 205 ends the

pasonord adiec. g i, Loh, eARCELLAL LoD BCogesslpgeal BIOTLLIuEbeGRY.
ToheP DARLIpol oy RRE! A O PEOSEECeh oF P14 100%  LaBlLg, ot 0
1000, ond SELEIOLESRALe 0L, o A1E, LR UREL: 1l 408, SPUEDy
oo PLIOGR U 18,5180 1003 e PRV 208 B0l SSASSL coe o

and user informati on of the login user. [0139] Subsequently, in ste
S11010. t REERF when the lgﬁih user cancels hfsﬂher o%n password-

added print job, the labor being performed with respect to
the MFP 1000 in which the password entry setting in case of
cancellation is wvalid.

[0141] If the CPU 205 determines that the login user is
an administrative user (ADMINISTRATOR in step S$11008), then
in step 811004, the CPU 205 cancels the cancellation-
instructed password-added print job. Subsequently, the
operation proceeds to step S11005.

[0142] According to such processing, if the login user
has an administrator role with respect to the MFP 1000 in
which the password entry setting in case of cancellation is
valid, the MFP 1000 cancels the printing of the password-
added print job without password entry. In such a case,
the MFP 1000 cancels even the password-added print job
which does not belong to the login user. This is the case
in the present illustrative embodiment, since the login
user serving as the administrator is expected to delete the
print jobs of others from the MFP 1000 when these print
jobs become unnecessary from an MFP management standpoint.
Thus, the login user serving as the administrator can
delete any password-added print job.

[0143] If the login user is determined as a guest user
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det erm nes whether the user information of the

cancel l ati on-i nstructed password-added print job matches the user
information of the login user. If the CPU 205 determ nes that the ,
user information of the cancellation-instructed password-added print
j ob matches the user information of the login user (YES in step

311010), t P §ER §H1£%E §{¥b6§${29§e0€8§§%§i§€2%r0?%%d% to ??%%

cancel l ati on-instructed pas rd-added prin pera
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t her ef ore, password eniry sefting in case hcelTation is

valid, an e ut hent i cat | I S_perfor in the MFP 100 t he
| ogi n useredl?:%i]p i%@f#%@tsgaﬁé@lcﬁé{%’?%%l% lhr:ilsy h%féjbv%n%a%%%Jr‘a@%d ed
print job without enteri nI? t he ]Eassword. This can reduce | abor of the

| ogin userpail%S"é?ﬁ%e TR At %nu%ee formed when the | ogin user cancels

hi s/ her o wor d- added, print jo t he | abor bej erformed with
feepoct LOLRPREREY THSCOTH- Thi th ST RSt it cobe | e Th ikt
of cancellation is valid. [0141]1f the CPU 205 detern nes. that. the

| ogi n usert$ stifm %Lb‘?ﬁ’hi%%?%t“f UERFPE EDVE NI ISTRATOR ﬂw&%tjerb ‘%131%851?‘3
then in step S11004, the CPU 205 cancels the cancellation-instructed
passwor d- W%‘? RO ob. SSub}ueght $35¢ tPe %é‘?%ﬂ%‘?ﬂ% oteeRlidy
step S11005. [0142] According to such processing, if the |ogin user
has an adrit HAFREHROF AN FIEEHEE §io° t FRENFPIIDOO-F rEWFEE R RPie

password entry setting in case of cancellation is valid, the MP 1000
cancel s t FESTING nt 0F2 390 v latdoer pr$incs oMU 0 Hasswor d
entry. In such a case, the MFP 1000 cancels even the password-added
print job &GHIH: dotdn by b ot 1ol durel | DR Ft usker, THis NEP tHe0@ase
in the present illustrative enbodi nent, since the |ogin user serving
as the admarniml doreimiexpde qurint dedetet tiiee prugat jubsr cfmonder s
fromthe MFP 1000 when these print jobs beconme unnecessary from an
MFP managerssravwatdmaipbiditerifiusjobshe |Goiseqsert lser vévan asf ttilee
adm ni strator can del ete any password-added print job.
password entry setting in case of cancellation i1s wvalid,
the MFP 1000 always requests the guest user to enter the
password. The MFP 1000 makes such a request upon receipt
of the cancellation instruction for the password-added
print job from the guest user.
[0145] The second illustrative embodiment has been
described. According to the second illustrative embodiment,
authentication work with password entry is reduced with
respect to the MFP 1000 in which the password entry setting
in case of cancellation is wvalid. This can reduce the
labor of the user when the password-added print job is
printed.
[0146] In the first illustrative embodiment, the system

administrator determines a password entry omission setting

through the screen illustrated in Fig. 10. However, the
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[0143]1f the login user is determ ned as a guest user (GUEST USER
in step 511008), the operation proceeds to step 511011. In step
S11011, the CPU 205 displays a password entry screen on the operation
unit 210, and receives the password fromthe user. [0144] According to
such processing, if the login user is the guest user with respect to

the WFP 1000500 che tpeoRpssyon doent iyg SGLLI 9 bacoRseioliy

cancel lation 1s vall quests e guest  user to

AR e R R S B i R R et

identify an rndividual gues ser, canno eterm

onsequient FS2008h 11 Thes Bt Rar ohet v oot TTRGLoh FackiopLia, ene

cancel | ati i lid, the M-P,. 1000 al ways.requests_ the guest_ user to
enter the BaRstRYE M RER Ao AeRB e Et e T ARt BT EED bt of

the guost TR8LTTRIRIIEY CoRamtPd | FuB ol Tve Shadi haht: 8 Bebn
aut hent | o2t F onibr KR Th PIaThof BEREFITTE Fodtben o L rESRRt to
e T oS L e, P PO, S5 AROL S5 Lavaet e
passwor d-added print job is_printed. [0146]In the first illustrative
enbodinent§h§ §@%Q%§ﬁ). In such a case, the CPU 205 determines
whether to perform user authentication by referring to a
setting value stored in the SRAM 213. If the CPU 205
determines that the user authentication is not needed, the
CPU 205 automatically invalidates the password entry
omission setting. Accordingly, this can reduce setting
work of the system administrator.
[0147] The user authentication may not always be
performed at the time of login of the user. For example,
in a case where an MFP has functions such as copying,
scanning, and printing, the necessity of user
authenticaticn may be individually set according to the
functions (this is called a function-based authentication).
If the MFP can perform such function-based authentication,
the user authentication may be performed when a printing
function is to be used. In such a case, a password entry
omission setting may be automatically wvalidated.
[0148] In the present illustrative embodiment, the

password entry omission is determined according to whether

the operation target password-added print job belongs to
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adm ni strator determ nes a password entry om ssion setting through
the screen illustrated in Fig. 10. However, the password entry

om ssion setting may be automatically determ ned according to a user
aut hentication setting. For exanple, if a user authentication setting
is invalid, the MET 1000 may be forcibly operated in a password entry

10001 111 UG at S reFrg:  10°VEV R nl” Seneet ant e N e D, Tt e T

?:EEJ 205 detor i HeR ReT neY T RErorie Teor ok neRETRErs orig)Fastibed
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where an P has functipns such as .copying, scanning, and printing,
the necossity re (AT BET MeREs Lot OO bayY e REEE 47 et pramyord Sty
according to the functions (this is called a function-based

aut hent i cat$ offjIuF3 3 the! T A Perfdrin TRIF Nt o had cgiest user.

aut hentication, the user authentication may be performed when a
printing Fi4%n | P FRATKERILY 1 n“R& 0PP 35 RS, SRt PaseRnrke erttyted
om ssion setting may be automatically validated. [0148]In the present
i |lustratid® E¥oH PNt I (IR WRE IR BHIRRT bnt? s ifetlerthfied

according to whether the operation target password-added print job
bel ongs tolegin user belongs. For example, the MFP acquires a group

ID (a department ID) of the login user and a group ID
specified from a user name included in the operation target
print job. If these two IDs match each other, the password
entry can be omitted.

[0150] In the present illustrative embodiment, when the
printing is to be performed, the user enters the password
after selecting a job. However, the user may enter the
password before selecting the job. In this case, the MFP
can receive the password entered by the user, and specify
the print job including the received password.
Subsequently, the MFP can print the specified print job.
That is, the MFP can automatically specify and print a
single or a plurality of print jobs having a password which
matches the entered password, so that the user does not
need to select the print job. Moreover, the MFP can
automatically specify and print only a print job which

belongs to the login user and has a password matching the
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the |l ogin user. However, the password entry om ssion may be

determ ned by other nmethods. For exanple, the password entry om ssion
may be determ ned according to whether the user is the |login user
havi ng an admi nistrator authority. In such a case, the password entry
is omtted if the user has the adm nistrator authority, whereas the

password e LS 5£ tgd if the user is a general user or a guest
user. [014 é%%%rﬁ%t?%ﬁ?ﬁ? the password entry may be omtted as for

. " . . _
For oxampt ILEHE (R dediPele BN Int ST (0 S nar Py R B PR
| odi i ' . ot
oper at1 on T gate el S °BF foasStold UMY i BRT%n S REY Ay e
d t itted. [O01 In_th t gl ti
roarghe SR Kt b G QML Bckorc Rt 3 A
d aft lecti j ob. th t the .
D& L L, M e o LS S B B B M Brnion
th d ent d th , ify,th int j.ob includi
the Foce Vit PRV Da BSuEHEFo LY P VERLGATERE T i (He® spatet | ed
int job. That js, the M-P t ti | 1 i f d i nt
Singl e or BAR Uk | 38 QFr AE=F ORROhaYe PR DRRSWRR CHSFF ch mat ches
the entered password, so that the user does not need to select the
print job.2Woteterat PRy MEPETHHRER oPRET E PP iSSheRi $§t BHRY grantPadnl y
a print job which belongs to the |ogin user and has a password
mat chi ng t3HE OTEt G RbL pass it 4 01513 M edXerchange ek s&h ¢ it swred

aut henti cati on o _ . .
entry omission settings and the user authentication

settings may be made according teo an instruction from a
system administrator.

[0152] In the present illustrative embodiment, the MEP
receives a password from the user if the login user differs
from the owner of the print job, and a print instruction is
received without user authentication (both of No in step
57004 and NO in step S7006 in Fig. 7). However, the
present illustrative embodiment includes an illustrative
embodiment in which the MFP receives a password from the
user 1f any one of these two situations occurs. In other
words, the present illustrative embodiment includes an
illustrative embodiment in which the password is received
from the user only if a print instruction is received
without the user authentication, and an illustrative
embodiment in which the password is received from the user
only if the login user differs from the owner of the print

Jjob.
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and the validity of password entry omi ssion setting may be
selectively determ ned. For exanple, if the MFP is set to performthe
user authentication, a password entry om ssion setting nay be
automatically invalidated. On the other hand, if the MFP is set not
to performthe user authentication, a password entry omi ssion setting

may be aut pgpsfal l }’Ex‘éﬁb!ﬂ@@éﬁgs B@rgﬁé‘e{)ﬁeggﬁggfﬁvéﬂtigﬁ. eaﬁsmgbge

entry om ssion Settings and the user authentication settings nmay

TR T ARG | LD S5 8V LR Bt o

passvord fg0m e yaskLLothenl0oLp User.BLiler 5o Leom.Lbe 0WagE phcq
t he print job, andaprln? Instruction 1s receivea w OU{l user

t hent i ' f ] 37004 ' t 37006_in . Fig,
%) rovever TrebRrdal i FhE: (RO SR Py lpdt dR b atb e

il i mhodi i n_which.the MP j d f
user 1 1 anyCoRaIoeneen) {68 REPEbERohac oERr s STn B RRERF O FF a2

present il]ustrative enbodi ment jincludes, ap illustrative enbodi nent
P ohi ch tHES RIS TACT R SubOHORTE ST ook, BRI St e Saf pPRAEHE on,
instruction is received without the user authentjcatign, and an

T ustr at | 928 Rt AR nPSRT SRMEf e P abBhor APt S BcRt vERST F ¥Rt EReOT
user only if the Iogg)n uger differs fromthe owner of the print %ob.
[ 0153] EnbRRRRTR S1DHT LY hel PF eS2ATP fiv ehE R OHEaf bl 38 pXPeAF128dERS a
conputer of a system or apparatus that reads out and executes
conput er eXTPRHEDT L ¥PSEF Rt P ohRSEEEGE HRUS ohr I sEof af O FRAF URPEEVY. Lo
non-transitory conputer-readable storage nmedium to performthe
functions L orhepfenetiene abovee descrebrdCEnbodi eAvesieserihed
present invention, and by a nethod perforned by the conputer of the
system or &fprEHIRRL by) - f oFhexapPeler daaly NgeIRE L addoRR ettt NREEt B 2
conput er executable instructions fromthe storage nmediumto perform
the functieertofl grecoesaibre wiit héCRBby aniiese rpbede efbodi went (§)YPU) ,
The conputer may conprise one or nore of a central processing unit
(CPU), m oo griozessinguimiy, (MU)mayrinthede ci reeivoyk ahdsepyrate

i nclude a network of separate conputers or separate conputer

pr ocessor scoriet sxonpert esepxegin abdrepunst rpctconsonay bEherovingetet o
the conputer, for exanple, froma network or the storage nmedium The
st or age neshaemntratyle nohsideyct donexaapllee pneviodedote e achapdtelr sk,
a random access nenory (RAM, a read only nmenory (ROM), a storage of
di stri but efb:c cssriip g, SHEIENS, n@wepk | €Al tltk skt dsagd med ful ONpRice
disc (CD), digital versatile disc (DvVD), or Blu-ray Disc (BD TN, a
flash menmEtoiay GesdBurmen®y Yigel gde Antot hexdmkes , [MS4dWhhdbeathe a
present invention has been described with reference to illustrative
enbodi mentigard tdisk ! & DeandlelRL $¢ 008k tiiaho #Pe(RAYENTA OFed§ H0Ly | héhéed
to the disclosed illustrative enbodi nents. The scope of the follow ng

clainms is tgobe accorsdedsd her ipadestuted computing systems, an

optical disk (such as a compact disc (CD), digital
versatile disc (DVD), or Blu-ray Disc (BD)™), a flash
memory device, a memory card, and the like.

[0154] While the present invention has been described
with reference to illustrative embodiments, it is to be
understood that the invention is not limited to the
disclosed illustrative embodiments. The scope of the

following claims is to be accorded the broadest
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interpretation so as to enconpass all such nodifications and

equi val ent structures and functions. WHAT IS CLAIMED | S: 1. A
printing apparatus conprising: a reception unit configured
to receive data to which a user ID and a password are attached;

a storage unit configured to store the data received by the reception

unit; interpr@&PaPPERI 8bNgs UPht o £OBLH NS eQ]_i OSQQB aﬁl@df‘fi‘ég{:léﬁ)s of
a user who Iogs into the printing apparatus;

contr ol | ero{9regenys Obhi ng: e pELL LAg E&Héﬁ?&H%.to print the data
stored in the storage unit mnt%out an entry o e password by the
user in a case where the user |ID obtained by the obtaining unit
corresponds to the user ID which is attached to the data stored in
the storage unit, and to print the data stored in the storage unit in
response to an entry of the password which is attached to the data
stored in the storage unit in a case where the user |ID obtained by
the obtaining unit does not correspond to the user ID which is
attached to the data stored in the storage unit.
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2. The printing apparatus according to claim11, further conprising
setting unit configured to set a password entry om ssion setting,
wherein the controller is configured to control the printing
apparatus to print the data stored in the storage unit in response to
the entry of the password which is attached to the data stored in
the storage unit regardl ess ofyphet her-~ihevpserg!l D obtained by the
obtaining unit corresponds to the user ID which I1s attached to the
data stored in the storage unit in a case where the password entry
om ssion setting is not set by the setting unit. 3. The printing

appar at us accorpinggé§%£$@&g&2%$¥%€%§%€e%g§%€ﬁ%%%gg unit is

configured to set wh er top cation, and

wherein the controller.iscgontioped 40, eonteoh Lhe. selijoauplt, such

that the password eniry om Ssion sefting 1 Set e in a case
where the sett.ing unit ts the printing apparatus not to performthe
user authéﬁ?%%%l?o%ﬁer 54 é ﬁTé??ﬁW%ﬁ?n%P ﬁ%g}%f% ghccording to
claim1, further conprising determnatjion unit_configured t

det ermine whet her ¢ b TSRFITaMtT T | SO BYILTET USSr 1D BB ity ¢ he
obtaining unit,is qggu%it user, . ... Wherein the controller is
confi gur ed 3 EETE roY TR TRTTRFIN dffphrat us to perform printing in
response to a match behﬁgen,the passmorqagnclud din the print data
stored in the storad® (RTINS Wass ot TEEF Vel R tthe? skt i hPa
case where the determnation unit determ nes, that the user identified
by the usé?t 1D B GEIHA 595 ne ot b R M ARG s2RPRiRisEs usErd

a controller for controlling the printing
apparatus to print the data stored in the storage unit
without an entry of the password by the user in a case
where the user ID obtained by the obtaining unit
corresponds to the user ID which is attached to the data
stored in the storage unit, and to print the data stored in
the storage unit in response to an entry of the password
which is attached to the data stored in the storage unit in
a case where the user ID obtained by the obtaining unit
does not correspond to the user ID which is attached to the

data stored in the storage unit.

2. The printing apparatus according to claim 1,
further comprising setting unit configured to set a
password entry omission setting,

wherein the controller is configured to control
the printing apparatus to print the data stored in the

storage unit in response to the entry cf the password which
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5. The printing apparatus according to claim1l, wherein the reception
unit is configured to receive encrypted data, and wherein
the controller is configured to control the printing apparatus to
print the data stored in the storage unit in response to the entry of
t he password which is attached to the data stored in the storage unit

regardl ess; 8f a¥HgERER tHetHSCHatD obbathnednbynthergbtgbnihAg-unit
corresponds to the user ID which is attached to the data stored in

the storaggeyatdléssaceangevher erhbeydakarnesst ¥ eeqynl Nent e6805 L g
unit is encrypted. 6. The printing apparatus according to claim

5, wherein,fhe e9erypheAadats t8eeNeLyPEBA,MELR 10€,PRSSMOErs the
7. The printing apparatus according to claim1, further conprising

operati on ﬁ&%é §9§£é%”£ﬁdt%8 SEGELYE @Ry nShrycLhon &ﬁgﬂ%t@ﬁeuser to

print the data stored in the storage unit, rein the

controller.i [ : 0 rintj ay, gt t i
fhe data Xorsiory PhEFE SLERrbirietRinRI18 h00, 3PTLT LR RepLLA
instructio i+ 8 The printing apparatus according to claim?7, wherein
the reception unit is configured to receive data to which a user ID
is attached and no password is attached, and wherein the
controller is configured to control the printing apparatus to print

the data to_mhi h the yser_éD i s attached and ng.ﬁas morg i S ,
attached, withott reddiRfhy-the TREITUCET ATP A THE bpeFaitBn-unit .

wherein the setting unit is configured to set
whether to perform user authentication, and

wherein the controller is configured to control
the setting unit such that the password entry omission
setting is not settable in a case where the setting unit
sets the printing apparatus not to perform the user

authentication.

4. The printing apparatus according to claim 1,
further comprising determination unit configured to
determine whether the user identified by the user ID
obtained by the obtaining unit is a guest user,

wherein the controller is configured to control
the printing apparatus to perform printing in response to a
match between the password included in the print data
stored in the storage unit and a password received from the
user in a case where the determination unit determines that
the user identified by the user ID obtained by the

obtaining unit is a guest user.
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9. A nmethod of printing using a printing apparatus conprising:
receiving data to which a user ID and a password are attached;
storing the received dat a; obtaining a user ID of a user
who logs in to the printing apparatus; printing the
stored data without an entry of the password to the printing
apparatus by the user in a case where the obtained user ID
corresponds to the user ID which is attached to the stored data; and

printing the storedrdatl 3rifr{8FPLPSLrdLueNEBLEY A LHEcPLiAtA NG
apparatus of the password which is attached to the stored data in a

case where the obtai xﬂl‘?ﬂré@ﬁ‘rtl‘@ Pé’@gp{‘%n019&%1859%”90&91%@%&5@6 |D

which is attached to the stored data. conput er -readabl e

st orage ”EPéHgléé°é$99¥ﬁt9&0§%€%1“Qﬁ&h’ when run on a device, causes
the device to executé the nethod according to claim9.
wherein the controller is configured to control
the printing apparatus to print the data stored in the
storage unit in response to the entry of the password which
is attached to the data stored in the storage unit
regardless of whether the user ID obtained by the obtaining
unit corresponds to the user ID which is attached to the

data stored in the storage unit in a case where the data

received by the reception unit is encrypted.

6. The printing apparatus according to claim 5,

wherein the encrypted data is encrypted with the password.

7. The printing apparatus according to claim 1,
further comprising operation unit configured to receive an
instruction from the user to print the data stored in the
storage unit,

wherein the controller is configured to control
the printing apparatus to print the data stored in the

storage unit in response to receipt of the instruction.

8. The printing apparatus according to claim 7,
wherein the reception unit is configured to

receive data to which a user ID is attached and no password
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is attached, and

wherein the controller is configured to control
the printing apparatus to print the data to which the user
ID is attached and no password is attached, without

receiving the instruction via the operation unit.

9. A method of printing using a printing apparatus

comprising:

receiving data to which a user ID and a password
are attached;

storing the received data;

obtaining a user ID of a user who logs in to the
printing apparatus;

printing the stored data without an entry of the
password te the printing apparatus by the user in a case
where the obtained user ID corresponds to the user ID which
is attached to the stored data; and

printing the stored data in response to an entry
to the printing apparatus of the password which is attached
to the stored data in a case where the obtained user ID
does not correspond to the user ID which is attached to the

stored data.

10. A computer-readable storage medium storing a
program which, when run on a device, causes the device to

execute the method according to claim 9.
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