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Generating an authentication challenge at a bootstrapping
server function and sending it to a mobile terminal usinga [=— 402
server-authenticated public key mechanism.

Y

Receiving the authentication challenge at the mobile
terminal and verifying whether the challenge originates =404
from the bootstrapping server function based on a
bootstrapping server certificate.

A4

Formulating a response to the authentication challenge at
the mobile terminal based on secret keys provided by the 406
subscriber identification module in the mobile terminal.

y

Receiving the authentication response at the bootstrapping 408
server function and verifying whether it originates from
the mobile terminal based on secret keys independently
obtained by the bootstrapping server function.

A\ 4

Generating an application key at the mobile terminal and =410
the bootstrapping server that the bootstrapping server can
provide to a requesting network application function to
enable secure communications between the mobile
terminal and the network application function.

Figure 4
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Generating and sending a request for an authentication
key from a mobile terminal to a bootstrapping server L 502
function.

Y

Obtaining authentication information for the mobile
terminal from a network home location register. =504

Y
Sending an authentication challenge from the
bootstrapping server function to the mobile terminal L~ 506
including a random number RAND.

Y
Verifying whether the authentication challenge originates
from the expected bootstrapping server function based on [=— 508
a previously-obtained bootstrapping server certificate.

v

Formulating an authentication response to the challenge at
the mobile terminal that includes a first parameter

. : . = 510
computed with a first key generated at the mobile
terminal based on a secret key provided by the subscriber
identification module of the mobile terminal.
Y
Sending the authentication response to the bootstrapping 512
server function.
y
Verifying the origin of the authentication response at the
: = — 514

bootstrapping server function by independently
computing the first parameter based on a second key
provided to the bootstrapping server function.

Computing a shared key at the bootstrapping server
function and the mobile terminal based on one or more —=—516
keys and/or parameters known to both the bootstrapping
server function and the mobile terminal,

A

Sending the shared key from the bootstrapping server
function to a requesting network application function so
that the mobile terminal and network application function
share the shared key.

—=— 518

Figure 5
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¢ Generate secret exponent x

¢ Compute p*
e Compute SIG using RSA
private key

Stored:
» BSF digital
certificate

e Verify MAC using the

key SRES and K¢

e If this verification

produces the same P,

then verification has
_succeeded.
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Figure 7

produces the comrect
MAQ, then verification
has succeeded.



