15 August 2006 WD 03/073724 PCT/ US03/ 03623 SYSTEM AND METHOD FOR DETECTI NG
AND ELI M NATING | P SPOOFI NG | N A DATA TRANSM SSI ON NETWARKAUSBAGGREGROUND OF
THE | NVENTI ON [ 0002] This invention relates to data network control systens
and nor gq BAvdheul arly to a systemand method for ”D%trﬁfsbﬁﬁ%?“d filtering
traffic to maintain a constant streamof data flowing in and/or out of a
particul ar location and nore particularly to a system and nethod for
detecting and protecting against |IP spoofing. [0003] Data flow in and out

of a data processing location is vital to the proper operation of many
enterprises ' 1S, (A NITo)} =Y the briefest of

I nterval s, Sgﬁﬁr&[\ [ %ﬁ%{éﬁ%&ﬁ%?n Xf@qpﬁﬁ;uch data flowis
by fl oodi ng any QS W%E{ devi ce on the pat hway)
with so many data packets that the device sinply clogs and ceases to

function properly. | BACRGROUND ORTHBINVENTIONan be |ost, transactions not
conpleted and the flow of commerce halted. [0004] Conpanies are getting

attacked via data fl.ooding by a wi.de range of . fl oodi nechani smns,
i ncl udi ng ce[qoﬁi}n ffw@gmﬁnfﬁﬂ?ﬁf’ ne&gp '°8Eu?15&3msaﬁ'?§ "Ctributed Denial
Of  Sefaui il RSkt dnd Sletholl RtmaHitBriAoind TMOEAd fraFfié @ miintaipl i cati on, but

e

existin't neétwor k. [0005] One known solutjon to this, particular type of

pr oblconstant sieamuef] datai flowéns in ard/enpubgf apasicylas lpcation;apd BoFeRagHc ol ling on
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addr hat” t he operator even knows
whi ch sending 1P address(es) is causing the problem_ If the rogue sending

addr ess and/ [{1003ladste Sewin ideyt effradatn negessingdoqstion rvaial to Henipnek

adm ni str.ato s at a | ol : [ L AL i-en detection
sens &Pgmflﬁ%?{ %?‘ng\ﬁl%?nrsr%sh &Z?enr%? Iﬁ%tlg {:1% i?so]%%ﬂﬂ%i?d’ gﬁéﬂg{)ftgg Eﬁﬁfgsg ®been det ect ed
and lih@kals) dajnprobleafckizndiOng wapicidtdrraptsuchilataflavdisbylflovdiogaiys renot e
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the device simply clogs and ceases to function properly. In such a situation, data can be

lost, transactions not completed and the flow of commerce halted.

[0004] Companies are getting attacked via data flooding by a wide range of
flooding mechanisms, including certain types of Denial of Service (DOS) and Distributed
Denial of Service (DDOS) attacks that are not specific to an application, but exist in the
network.

[0005] One known solution to this particular type of problem is manual
intervention by a system administrator scrolling on access control list screen to manually
select and block an offending TP address.

[0006] 'This, of course, presupposes that the operator even knows which
sending IP address(es) is causing the problem. If the rogue sending address and/or
addresses keep changing, the operator (network administrator) is at a loss. There are today
remote intrusion detection sensors that provide manual notification that an aitack has been
detected and lists the known offending IP address. A third solution is remote monitoring of

| network conditions. The problem with the solutions to date is the fact that by the time a
human can respond to the existing condition, it is already beyond his/her ability to control
the traffic and the network is brought down by the intruding traffic overload. |
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[0007] GRyosf¥depl e, even assunming a nodest speed of a 1,000
packet/secondﬁ about hal f of the maximumdata rate ofPIC ‘ﬁ% channel, the

human eye cannot respond that fast to read the | P addresses, di gest t he
information and act before nany, nmany packets enter the system and cause
damage. Typical enterprise can receive a mllion hits in an hour, nade up

of perhaps 4 , 000 Q00 . ers of packets,
when backed L&gﬁcgﬁ%ggé%ge%g%“br gf‘f#:g%&?s&g&f ﬁ?%\%? [[00081 Anot her type
of at altdt/sémmﬂabﬁithﬂf&fﬁwmbﬁuﬁmmafalmgommehannei the hurpasteye camelines t he
|dent|fy ddr es ot he uter ri.od of time. Usually,

t he 68??196‘4 t%F?aaﬁ’f%ﬁé‘%ﬂ?sﬁ% Eesg@‘g ﬁg]f"’gﬁ’eﬁ?r%mﬁ’@f &En aware of
the mpeef én%i!mé&&@:%]anﬂdﬁsémiagé\"gproaraﬁerpﬁhe%ml%@mnm@mh a hardware

address and a soOftware address software address is called the TOT

addr easdousmiadhurefperisps ﬁe%mo op$,00Q,Q00neekedso Hveh Igeaayehers 8fidr ess. If the

aaar dagtef Bep bl GO} B e regé%P?ﬁ%hﬁfﬁ“ﬁPEa?f addrees of that house

~could also be stated in terms of coordi nates on pl at map showi ng where
t he house |s[OﬂﬂﬁysAmherme@&&taddonmgrktlamﬁﬂmﬁnm%’hﬁwlge speak in terms of

" Le92L e DERELR B 1phE 0p sreSFY Bbile! Bhole By EBGIRPalibock on 2 certain

pl ot ouse I'ng address. Spoofers
randdﬂﬁuﬂlsg&m&bﬁ@&tefﬁhﬁﬂﬁﬁsﬁﬁé&slﬂadﬂrbss‘tsﬁtbomi”és aotdvéhldwareaddieess) from their
conput e or they change their IP address in the conputer to the |IP address
of aSP?%et conput er fromwhich they want tc) steal or generate traffic,
since nost systens respond to TCAP address. 15 August 2006 3

[0009] Ethernet NIC cards in computers have both a hardware address and a
software address. The software address is called the TC/IP address, which can be thought of
as the commonly known address. If the ethernet card in a computer were to be thought of as
- ahouse, the mailing address would be the TC/IP address. The physical address of that house

could also be stated in terms of coordinates on a plat map showing where the house is

physically located. Deeds to homes usually speak in terms of “Legal Description”, i.e., a
certain lot in a certain block on a certain plot map. The rest of us refer to a house by its
mailing address. Spoofers randomly generate IP addresses (the software and TC/IP address)
from their computer, or they change their IP address in the computer to the IP address of a
target computer from which they want to steal or generate fraffic, since most systems
respond to TC/IP address. '




BRI EF SUMVARY OF THE | NVENTI ON [ 0010] Exanpl e enbodi nents of the present
invention are directed to a system and nethod which i ncladEigusteddap g
techni ques that are used to detect and prevent spoofing. One technique is
to use the MAC or hardware address on, every Et hernet card that's burned
into the card and conpare that address to the IP address to see if a match
condition exists in a particular database. This is akin to matching the
"Legal Description' against the mailing address of each sent letter before
delivering that |letter BRIEFSESMMARYIGNTHENNYESI@ONON, the system woul d
store hardware and software addresses as they are generated. Wen a new
packet arrives it is checked against a validity database. If suddenly the
har dware address ' : ' . : st em knows
that there is a m[g‘?}@] g;rx %Ib‘glgieﬁ‘??@lﬁ%ﬁtgg?gﬁ%é‘lﬁer es‘%@%‘%ﬁ?‘ﬁ%@ﬁgéf ed. [0011]
Anot her sygem andethpd whish dnohles sayemabteshrtiquel thatiorased to detect sad preverttabl es

t hr ough a[g-ﬁ . i ether | E_address exists, i.n the

t abl es. %P §0Ht51%§0}éér}rgmer teclz%tr%é]\é hgc gé’%ﬁg‘?arﬁﬁg@re?stmsev% A ﬁ?rdt fes,”

t her e adaingdirgo thelramglhang cahpde that addidsaito th\EP addyess et i adeadt cogditlohh a

spoof ed addr.ess. ..[Q012] . Anaf.her technique is to t he, nynber s
cont ai n&&PA"E ﬁ%‘ﬁ%gmh‘é};@%ste i 136&’&381"?%@1“}5 t@? hgeggltsgﬁfmﬂt@g{;/) F‘gf’@“séﬁw

dest i natnadling addresOsNeatlegest [ated befosd Bligerig Haliater i E&BtiddHon. TH P& S0 €t
nputers (die sender and the

advanced hi gher q?,@j et e chan%ed so both co

recei ve%}e WAEW % %gr& @regnd ggftyans adiksgses aythey s gengrpted Wheme  or

| eavi ng new padliedlGeRLYit il dScke@ 4 PAG & Qalﬁﬁ@'{ﬁﬁiﬁgseplff Bﬁﬂg@?? e lfaﬁdv!/a%vs sone
abi

unexpect ed sequence, there again is a hig pr o ty that the systemis
deal i n gddipssiand theiIR gddress dp atel, Gharsthe Systera khows thehthersfis afhigh i nvent i on

i ncl ude r&aﬁﬂi%}&%%dﬂ?essis’ﬂ%ﬁ;fg”%@&fﬁda three tiered architecture where the
dat abase runs “on one conputer,” or across nultiple conputers, and the
kernel and all of its intelligence runs on a separate conputer while the

applications and n ment tools run on other conputer (s). The systemis
desi gned to noni tg@lgggpﬁ’/t T u%ﬁg‘%ﬁelng&?@?gs[@@e{%w&”&eé%ﬁve nd to
keep tr dodughbut tealfera elelidit oiehacdh IPRIAAEY &5 intheahbled. (hahdswef the bytes

of informti onkassocj‘ ted with 15 August 2006, . .
comes back saying, “No, it’s not in our tables,” there again is a high probability that the

system is dealing with a spoofed address.

[0012] Another technique is to use the ID numbers contained in the IP header
of packets arriving at or leaving a destination. As computers are exchanging data, these ID
numbers get advanced higher and get exchanged so both computers (the sender and the
receiver) know the sequence of data packet addresses arriving at or leaving. If suddenly, the
expected sequence of numbers follows some unexpected sequence, there again is a high

‘probability that the system is dealing with an invalid packet.

[0013] One embodiment of this invention includes a system which
mmplements a three tiered architecture where the database runs on one computer, or across
muitiple computers, and the kernel and all of its intelligence runs on a separate computer
while the applications and management tools run on other computer (s). The system is
designed to monitor every TCP/IP packet directed toward a company and to keep track of

. each packet from each IP address, including all of the bytes of information associated with




WO 03/ 073724 PCT/ US03/ 03623 4 each packet. The goal of the system and
method is to prevent flooding which is defined as a thrdohdugisall®0e whi ch
data t hroughput or packet throughput nust not go. [0014] If desired, the
system Gayysfpmsey several threshold' s, each dynam cal | y.rebangsabl e, when a
threshold is reached. Threshold, ign this context, neans that the nunber of
arriving data packets and the accumul ated nunber of bytes of information
during a preset tine period, (called a primary tinme slice (PTS)) has neta
limt. Wien this happens certain packets are scanned, captured, and

preven rieki)) ' L 8bRneien the traffic
r at eg%cgﬁs%ﬁei. gﬂﬁ%ﬁtoﬁ%gx%‘fng %%@gﬁbﬁéi%@gg@uoﬁg% %tg%jilet s are allowed to

t hentlirésholdtaboweugtich dat thrpagipnt orpacket thptughpdimpsiokegs are sel ect ed based on a
conpari son information "sniffed" by the nonitor against certain

of
criteria, s S nber..of packet nd ' bytes per PTS
com ng fromu@ﬁp‘@r tlﬁjdtéﬂfegr th? ﬁysgeab?a@é%‘{e %V?fﬁlg@ﬁh%@g%%hwaﬁj gss; and known
bad g@ingeddh, WheSthredkii s reaChatie r Pirbsholdydneliis édntexq mRand thatftheomnliteyg, there are
four (or, nore or |ess threshol d | velg whi ch _exist which are percentages
of t wing datg ket AR ﬁEﬁWHﬁ‘Wdé‘fm ¢ byfes QfHRrmation AN ARIEYHs can be for

exa @P&Qod, Ted prithrPRfE §ide (PTS)Y R M Alimfil Whéh thistRbdenS cdrta@v i s under the

| owest threshold, ever%thi ng runs snoot hl Once the nunber of arriving

pac kpacketa axt/soanngd GeRiirE MPW(W@B)§6WP%% syst em begi ns,
aut o | Cakt ' I | | ets and sends
al ar¥ Eegéﬁh%ﬂ&h%ﬁ?%igﬁi’%ﬁgégogﬁ%r ede 12%%8% 9%???%@@%@%% e. |f higher

t hr emhthéitifovatheough theaysteint Thacaptured paclets amoselectsd based one comparisen t aken, Le.

nore and nore packel.(s) are prevented. fromflaow ng .through the system and
naa o Biraen PREeE SRR aeatoh e S S PO ot of | ¢ he
SYSt 4R thé sdcuARRLISEYRYyRE pérdelS dotify febns B baculardP address] Sknotvn “bixdl yze, nanage,
and nonitor the data bases, the kernel, and the whole system One visual
di spBasddesss;gad knoyndbad dafa ealiesss. shows t he packets that have been choked and,
optionally could show why. This informati on can be displayed |ocally and
can be Comwgds?ah%éeémhéﬂﬂcélﬁesaaﬁo&cﬁﬁgmﬁﬁlar@fouﬁ@mm &aéskpn devi ce
e

anywhere int wor | d. . .
threshold levels which exist which are percentages of the total maximum band-width of the

network. The thresholds can be for example 20, 30, or 40 percent of maximum. If the
traffic flow is under the lowest threshold, everything runs smoothly. Once the number of
artiving packets and/or accumulated bytes violate a threshold, the system begins,

- automatically, the process of choking or holding certain packets and sends alarms and
notifications to predetermined lists of people. If higher thresholds are violated then more
and more severe action is taken, i.e., more and more packet(s) are prevented from flowing

through the system and additional alarms and notifications are sent.

[0016] One embodiment of the system includes several real time displays, or
tools, to analyze, manage, and monitor the data bases, the kemnel, and the whole system.
One visual display of data and addresses shows the packets that have been choked and,
optionally could show why. This information can be displayed locally and can be
communicated remotely to any terminal or communication device anywhere in the world.
Thus, a user, operating from any terminal with the appropriate user ID and password can

- make adjustments to the system by changing the different parameters allowing more or less
data flow. The operator can, if desired, adjust the criteria for choking data.




Thus, a user, operating fromany termnal wth the appropriate user |ID and
password can nmeke adjustments to the system by changi ng I8HegH5t2086 ent
paranmeters allowing nore or less data flow The operator can, if desired,
adjust the criteria for choking data.. 15 August 2006 5 In accordance with
an aspect of the present invention, there is provided a traffic nmanagenent
system for use in conjunction with packet data, said system operative for
passi hg data packets there through, said system conprising: neans for
extracting certai i agérdan®tvitsanQbpedtdfand froRhGaedhnaaleatis plovidad & Which is
flowng into said system neans for _conparing sai d_ extracted data agai nst
at | eastfT ae yste fgpvss imeappmption wigh prekel dpfacridisystem sprsptivedel wi th sai d
ext r act gssiiaidatalpackélthde ﬂ@&féh,@gﬁ@?séélﬂ Borfibriefilel iiBbhs S Rerldhd e ets to a
tenporary storage device. |InN accofdance t i anot her aspect of the present
i nvent i @aramelgesrad dptg fiomosailepagket of date whick isfbwingrio sarsysigmsysane for conpr i si ng:
at | eas . . | ff.ef. . rage. .devi ce. rocessor for

det er mi tﬁ?‘ﬁgﬁ’é’g%ﬁ i"%‘g‘i‘%ﬁdt i %]%Sggﬁ Q{Sgé%a a%B?)Sgs s(ljertlcg 81 rlgtlljlaﬁa 4BFE%%ystem and
sai d pr esesiged withiszid betraced dniats vabid;fand nadhnsefot dingtitgsoseiddtatpateanany st or age
devi ce §el ect eq data.entering said system said selected data controlled
in part BYPIRY 5PHarY O bt ai ned from said data sniffer and froma

determ nati on of spoofing. In accordance with yet another aspect of the
present invention, there is_ provided the nethod of controlling a traffic

nmanagement systemI“%cﬁ?r&a%t“ﬂ@&“%?wl?"gﬁ‘Pféh"_cmésemsi{l\éﬁﬁﬁo%ﬁefer’éﬂ § certain
par anet @k nétvotkathéhiRABE $fstend doRWiSide: aPfeQst 3AL Ghes RGN teﬁx?bxqry s?cﬁé neters
pertaini ng to possible spoofing; renmenbering for a perfod of tinme said

1 evi ewedeVighp PR essedprdetanaining snoefingjwithaeipeet tavlathpassion thraghissidsysttat a packet ;
and upog,adtHiHTER [ﬁ,@f:a- : ' ' : hing a
certain I‘gg\?ec?ér terr%g'?ﬁaﬁ y E‘?%%o%?]lg%ﬁég{o% té‘ﬁ%‘%%‘i’%gaﬁ? ﬁ%‘}ufeee@(?%?t\%d packet s

i n accodaapaering said systrecidselcctedmatbanedlgddn paebeinfarfatigar abvdiedsioyn r ecei ved
packetss .Agatgscn&; érda(?)ﬁ_g vg& h_anot her. aspect of the present invention, there
is provided a neth SrAesTaraNI A PWHPE from 1 owi ng beyond a parti cul ar
point faster than the handling

I

In accordance with yet another aspect of the present invention, there is
provided the method of controlling a traffic management system, said method comprising the
steps of: reviewing certain parameters of data packets flowing into said system, said
parameters pertaining to possible spoofing; remembering for a period of time said reviewed
certain parameters in conjunction with each received data packet; and upon attainment of
packet flow volume into said system reaching a certain level, temporarily storing certain
subsequently received packets in accordance with selective remembered parameter of

previously received packets.

In accordance with another aspect of the present invention, there is provided a
method for preventing data from flowing beyond a particular point faster than the handling
- capability associated with that point; said system comprising the steps of: remembering certain
parameters of data passing said particular point, said certain parameters selected from the list
of: software address of a sender; hardware address of a sender; time stamp of a transaction;
| sequence of a transaction; data pertaining to spoofing; and preventing selected data from

passing said particular point when the data handling capability associated with that point




capability associated wth that point; said systemconprising the steps of
remenbering certain paraneters of data passing said partlsﬁﬂg&?tzﬂgﬁnt, sai d
certain paraneters selected fromthe list of. software address of a
sender; hardware address of a sender;stine stanp of a transaction;

sequence of a transaction; data pertaining to spoofing; and preventing

sel ected data from passing said particular point when, the data handling
capability associated with that point 15 August 2006 5a reaches a preset

limt, sedchesprpesseriiringaid ppertink Yiep elyifle Séatt remembied paapasa pataiisg

pert ai ni ngft to data pr.evi Qusl Pass_i ng said particular point. hi a finther
aspect ¢f 93 RERORLEY SS‘P%?/”é%Eﬁ%W,“PWQYe is provided a data flow control
system for preventing an enterprise data processing systemfrom bei ng

over|l oaded with spoofed data requests directed to said enterprise system
from sour ces ext efmafurthgr aspgefioldhe essnt igwention dhaspds prayided adata flIoWow syst em

conpr i Sigﬂﬁjrol eysggff ﬁ)\ggﬁ%@?g g&gg%ﬁ&%&}}&egh{g%g&sﬂ filofh ba g GverRiARE] Wik S€ from

any said exter ( ) nmonitoring-circuit for “observing sel ected
por t i onspesitedodata raquestd directadite said enferpiisesastem dramenapes extetnal toceidaepterratsh

oner ab1 &6 ol o MR LonfA SUAESR) LYo Elild iRl s ¢

enterpri stemreaches a ¢ sho iy renoving
sel ect eentptise fubr atty sadd chitared s@tcct o daahdnidoringrepeuisior shatvinmselaetyd f r om

enterprise system. i d. selected data havi an_uncertain probability of

S hoot Pngotioptitsritin AR Hirsiats b i, Oty BEPoEhs Riar B RROREAN 1) ca and
t echni cahta caxgonilR) baigg Bar@ed by 8aif bREPiiSe Jye@tbdcREs d dartsih @Réshbldaér t he detail ed
description of the jnvention that, follows may be better understood.

Addi t i offRIPoFasily removing selected dat s direqtesdo said pierpEse systpmewRRfrg@s cr i bed
her ei nabhiiWiyelm! QidReldbRd E&Qhﬁﬁ‘ﬂ% funkdifhbdBRitPbt hBshidgnvent i on. 1t

shoul d be appreéciated by those skilled in the art” that the conception and

specific emnbodinent disclosed may be readily utilized as a basis for
P11 9.9 951 G0 PR TR R AT SO A, B80T, P PO
the art adhatagsm:hhemismimmﬁmn stdendtat tesletidediddscxigipardt theriaverttioa  spiri t
R TR IR P T ORT ST
to its efiyBsieseiibalheditatter which form the subject of the claims of the invention. It
' should be appreciated by those skilled in the art that the conception and specific

embodiment disclosed may be readily utilized as a basis for modifying or designing other

structures for carrying out the same purposes of the present invention. It should also be

realized by those skilled in the art that such equivalent constructions do not depart from the

spirit and scope of the invention as set forth in the appended claims. The novel features

which are believed to be characteristic of the invention, both as to its organization and

method of operation, together with further objects and advantages will be better understood

from the following description when considered in connection with the accompanying

figures. It is to be expressly understood, however, that each of the figures is provided for the

purpose of illustration and description only and is not intended as a definition of the limits

of the present invention,




met hod of operation, together with further objects and advantages wi |l be
better understood fromthe follow ng description when colshugskddon
connection with die acconpanying figures. It is to be expressly

‘under st ver, that each of the figures is pro g_q,ﬁg t he purpose
of ill ugﬁgtg{@%\g@and description onyy and is not int e\réJ e g:g&gndefi nition of
the limts of the present invention. 15 August 2006 WO 03/073724

PCTf US03/ 03623 6 BRI EF DESCRI PTI ON OF TBE DRAW NGS [ 00181 For a nore

conpl ete understanding of the present invention, reference is now nade to

the foll ow ng descr'gﬁ'ﬁﬁ { OFCARE PRAVRAGEW th the acconpanyi ng

drawi ng, in which: F 9 %(F%EE)IF@ShOV\B t he |nvS(,aMnti on working in context
to data flowing to/froma network such as the internet; [00201 FI GURE 2
shows in det §018} hBorsasére corhpletie sndenitaniding o4 Hie@raspid mvigyteon jegmence] 00211 Fl GURE

cevort o e e Pl PRl P BP0 A OB T e a5 sow

vari odiawitgSipdych: used to noni tor system operation; 100241 FI GURE 9 shows a
flow chart of the use of a central registry for spoofing detection; and

[ 0025] FI GURE@11 % how fl.omcharts.of .the u {.] stanp or
sequencing s éﬁ] b%qu&edﬂ}’eé’ ?I?gﬂr.lﬂﬂfgn%?g%% 031073724

PCT/ Us@ihP38ebwork, suofcathk Erh¥eSCRI PTI ON OF THE | NVENTI ON [ 0026j Turni ng now
to FIGURE 1, as packets cone fromintenet 18 (or any

| [0020] FIGURE 2 shows in detail the basic blocks which enable the invention;

{0021] FIGURE 3 shows a flow diagram of the system operation;
[0022] FIGURE 4 shows a seven threads of the system working interactively;

[0023] FIGURES 5-8 show various displays used to monitor system

operation;

[0024] FIGURE 9 shows a flow chart of the use of a central registry for
spoofing detection; and

[0025] FIGURES 10 and 11 show flow charts of the use of a time stamp or

sequencing system for spoofing detection.




source), they travel to data converter 11 -1 (11-2) through line 10, which
could be a TI, T3, OC48 or any other conmmunication nmedi d3 aust 28fvert er
11 -1 can be several data converters which take the data packets off the
line ang@RpyRs4L that data to an "internal” protocolyeradgihses token ring,
FDDI TCP/IP or other protocol desigqed by an enterprise. ﬁese packets then
pass to security system 200-1 one nedium 14. Wen the packets arrive at
security system 200-1, each packet will be analyzed, as will be discussed
hereinafter. Only those nmedi um packets which nmake their way through
security system 2Q0- )| PR over 15. Router 12 could
be a conbi nation ggﬁ%@%?ﬁ%\%ﬁ%?@% act, N;r%c?ger 12 and/or firewall 108
could be built directly into security system200-1 if so desired. [00271 If
desired, a s[poRé)i rMurieg acy to FIEAREL ¢ pasketd Ganacfom ideraetd8ortasy appl i cati ons

e
pl acegcsf drahy bikkr RARunicatibiPmedint Bats ednivrtdp 11 04l ecdn beleversttiator k.  The oper ati on

of control 120 will be detail ed hereinafter %Q%rf@ respect o FIGURES 9, 10
and Icpnvirigmoghichtpigdhe date Rackets pH ke lipg nyet ta; tp ap security system

200- 1oLt 15l ANBICRSinb G190 SLRI SForhpRGLR adizdd By dgkppek 13, 11 1 evl |

108. nnected to Intranet ~ 13 can be other intranets, 1ocal or renote. For

exanyTtese packatsihen pasStoNetusity sysiea208< ane mefligny Idn W hepdhe paskeieytiven 17.

Connect ed .t o _any the In t S¥ifee such as

r out §e°%é(,sy’ ‘é%%@é{%@e Fkég@@@é%&%ﬁ?%@%f ﬁﬁlsg{i%% ove?' | P, protocol

3 yst Emﬁé t%g;k&wim%&ksmwml ﬁk;eplmir@fraydhmiﬁglmcur?jtsysteﬁﬂmal Efge systemis

esi gne avi ng abac ine T1-2 so that~.if the user esi res,

i nf o?@?ﬁi"f’%t"ir%‘”aql\wgr ]&2 IRk ég"?“fqnl?ﬁ "’t“l‘?&‘%&?{“& W&{%ﬂ ﬁ%ﬂf\%’r% g%“’ex ampl e from
| Nt ergeikr HandRY Bfewdfit1 88 Léudese Tullt amekily Ao ooty ek 300-Nifko aeired.vi a T1-2 are

processed in a simlar way as those comng via Tl-1, except they do not

pass through security system 200- 2 until s ity system 200-2 gets

notified thal0038cul ﬂ@s;reéfs%pe?ﬁ%@eteatmi @dﬁﬁ‘i‘xiiﬁ%ﬁng’t‘?iaﬁ%dg‘? over| oaded. In

such : t | i RSwih) bRYEABe i@ wHereldedifd prioptct S fl owi ng 15
EDEHER P 5 T by a3 et wbd lerd R

Augus 4 PCI/ US03/ 03623 _
intranet 13. Also, one or more conirols 120 could, if desired, be placed after intranet 13 to

(@ |

internally protect the network. The operation of control 120 will be detailed hereinafter with
respect to FIGURES 9, 10 and 11.

[0028] Those packets that manage to make it through security system 200-1
are delivered to enterprise internal (inira) network 13, firewall 108. Connected to intranet
13 can be other intranets, local or remote. For example, intranet 13-N is connected to
intranet 13 via medium 17. Connected to any of the infranets can be any type of device

" such as routers 102, gateways 103, servers 104, PCs 105, voice-over IP, protocol systems

- (VOIP) 106, or any type of devices .01.

[0029] The system is designed having a back up line T1-2 so that, if the user
desires, information is always delivered from the external network for example from
internet 18, over data lines T1 and T2. The packets that come via T1-2 are processed in a
similar way as those coming via T1-1, except they do not pass through security system 200-

- 2 until security system 200-2 gets notified that security system 200-1 is not functioning or
overloaded. In such an event the information stops flowing from T1-1 and starts flowing




8 fromT1-2. This is a back-up system and security systens 200-1 and 200-2
can, for exanple, conmunicate with each other over nedi uiAamst babase 19
advant ageously is connected to both systenms 200-1 and 200-2 and is used to
store t | tion analyzing every packet that c ' -1 or T1-2.

[ 0030] gggkpgg%ygns 107 can be renpte fromsecurity g@@?@%%ﬁﬁgo-l and 200-2
I f desired and, connected via intranet 13, or they can be local to security
system 200-1. The preferred arrangenent would be for applications 107 to

be in a separate CPU fromthe one processing system 200-1. They can be run

from [ I I Aahl g the information
woul dé%ﬂé%% rﬁghﬁhﬁg@gﬁﬁ&%ﬁ%&%@?ﬁ%ﬁ%@bgtahg?bq %P%I?%t ilon would cone
i Nt oexalmplesymimmmicatdwith eagl othiet dvehmediirm ¢ 0% SRatabasd 1 Dadyatagesusly iso renot el y

access the system nopitor .t system.an e. changes to .the system as
Clos: r GRmSQEg3 Fath SR J03rh dag 02 B0t HRRp o f b SRR BUTFDE bi nar
encry@;e%agﬁttﬂw%dstﬁasnnyar'ff_gm anywhere, it is difficult to decrypt. As
data flows into security system 200-1 (200-2) the packéts are anal yzed and

do not pass to router/Gateway 12 unless they are | ogged thr h the system
as will be di%8fks P@5ﬂ9¥9@rb°r?%% quSp yﬁte@ﬁg&%ii%‘lﬁog'ﬁ di agr am

byway;¢@bsires a1 cBmiited viaQhiranS€R3Ubd thefy i B m%@%cmﬁlgtsﬁstaﬂw-ﬁ, THd @ medi uni4,
to CPU Interface 20, which advantageously could be a Sun Utra Conputer

© r unni prefenpdsrsanieraent yonldrbe far applicetions d 07 t bsdn a sppprpte GPIE fromdbd ofiest r at i ve
interf 21 J r I - dj : whi ch are
dat a ]E{g(geg?mcﬁ sijy\sltgﬁl @ﬁ'& ﬁﬁgyg#ﬁsgﬁﬁfﬁvéﬁggcﬁ%&% 4éﬂla ﬁeghg}gﬁgg%&gpq%ﬁe kernel in
real dasethe infoahaioa seulddoarfimoemodih Bl-¢ and Ti1-Gus aexahelifom@iac! e 8i versi on
8.1.7.0.0, and cqntain .manb of. tablesg based on Oracle 8 architecture.
Not | 1S poshe S v en. ThiG a0 AL Hiseh el Fhowan PAra e FPROBMIESS andt ny out

e- miiﬂheMgﬁéﬁﬁﬁﬂoﬁh@éﬁ@nﬁﬁdBﬁk&&iaﬁgcﬁﬂith@@ﬁk&%%dleﬁfﬁd. choked. Filtering

processes are Solaris 8 | oadabl e kernel nodules that actually filter or

di sal | ow packets from passipng through the system SM 26 is self-nonitoring
i nt el | i gence 008Kkt Dpia fopapplioons 1§7 V%ﬁe%‘ﬁiﬁm@fﬁﬁwpﬁdé"st ate of

SeCUr%ﬁaﬁiﬁ?/ﬁh%xzaﬁwiae&%%-dﬁm%%a% A8 HbRE BidechitpsRERes data packets

to external 1 nterface 15 using Sun st Et hernet
200-1 (200-2) the packets are analyzed and do not pass to router/Gateway 12 unless they are

logged through the system as will be discussed hereinafter.

[0032] FIGURE 2 shows a block diagram, by way of example only, of
security system 200: Data enters, via medium14, to CPU interface 20, which
advantageously could be a Sun Ulira Computer running operating system 24 which could be
Solaris 8. Administrative interfaces 21 in our example are four visual displays; two of
which are data base driven and the other two being visual displays of the kernel in real time.
Data base interfaces 22 are, in our example, Oracle 8i version 8.1.7.0.0, and contain a
number of tables based on Oracle 8 architecture. Notification system 23 is an alarming
system that involves sending out e-mail and pager alerts as packets get analyzed and
choked. Filtering processes 25 are Solaris 8 loadable kernel modules that actually filter or
disallow packets from passing through the system. SMI 26 is self-monitoring intelligence
that is continuously monitoring the complete state of security system 200-1 (200-2).
Network interface 27 processes data packets to external interface 15 using Sun Fast Ethernet
PCI NIC Infernet access. Notification system 23 sends pages, e-mail and/or any other
message type, advantageously via the SMTP protocol through external interface 14 using,




PCI NIC Internet access. Notification system 23 sends pages, e-nail and/or
any other nessage type, advantageously via the SM P pr otldcbigusti®agh
external interface 14 using, 15 August 2006 WO 03/073724 PCTI US03/03623 9
for exagp gbHs Sun Sol aris Mailx program Threshold ' control 28

al | ows ?gir %ixed and variabl e setgtings. [00331 Comrgﬁg;suls‘?s%%rsf ace is a
Uni x shell and/or DOS shell conmand |line interface to the system
Interface all ows external issue of conmands that change the internal
configuration paraneters of the system Along with changing the internal
confi garallabmeldif {Mﬂ*l% LON v6lAk %@[,,1 ' eously and
autong?ieca_llﬁy. efishes?%ﬁ OW n e g&é pa]r?(’??a g?gt o?ﬁgéglﬁ?ﬁsg%ijrﬁé‘??on I tens that
can bendvarighledettisat us - tells the systemto list all the configuration
items that can be altered and their current status Email - turn on/off
emai | alerts; g - % . ler tsy k - rn on/ of f
witing to tt{gojlgi)lt ?"gc %@%@%ﬁéip@%ﬁ@{nﬁgﬁ { g%sosﬁgg{;(}%&%dtlﬁ%%g to i pchoke
dat abaserface toghesysiom: Tnteafare dloe ektemml iksua of dotnmapidethipt diadgehisinterddbssage - turn

on/ of f ssage, log reporting and change the_nessage eporti | evel ;
Trac ecqﬂ{@ﬁ‘f‘?ﬁ%ﬁ%ﬁa&gﬁ Pgtge Fﬁ&_g'r 8‘?&‘1"&@8’&%@“&@@3‘? é’oﬁ °P’éggl reporting
Ptsli A6 databaqiSs tidateR SinuPidhcoBélf and Vubsm@ibsllyS The foltowingi9aon/ of f each
threshol d | evel. [00341 FI GURE 3 shows system di agram 300. Packets enter

vi a beartiadist eficanfigyation ipmsthatmabyreltepsd: and each packet is anal yzed. Routine
302 | ooks at the packet to see if the |IP address of the packet has sent
any previous bad information. Al soatallyis paintained in database 19

tall
(FI GURE 1), of heAsrdels thaaveiemde st all theicantigugation itgms thatran he altered

and théir current status

Email - turn on/off email alerts;

Pager - turn on/off pager aleris;

Iptrack - turn on/off writing to the iptrack database; *
Ipchoke - tumm on/off writing to ipchoke database;
Ipicmp - turn on/off writing to ipiemp database;

Message - turn on/off message, log reporting and change the meésage
~ reporting level;

Trace - turn on/off error log reporting and alter the trace level reporting
Pislice - modify the PTS period; and
Threshold s 1-4 - turn on/off each threshold level.

[0034) FIGURE 3 shows system diagram 300. Packets enter via box 301 via
medium 14 (FIGURE 2) and each packet is analyzed. Routine 302 looks at the packet fo
see if the IP address of the packet has sent any previous bad information. Also a tally is
maintained in database 19 (FIGURE 1) of how many bytes each packet contains and the
number of bytes of the packet is added to the fotal for that same IP address. The system
also keeps track of how the packet size fits with respect to the maximum packet size of the

.. other incoming data. Also tallied are the amount of bytes since the last primary time slice
(PTS) has been stored along with, the accumulated bytes for the whole time the system has




nunber of bytes of the packet is added to the total for that sane IP
address. The system also keeps track of how the packet sliSzsugust200ait h
respect to the nmaxi mum packet size of the other incom ng data. Al so
tallied anount of bytes since the last prina | Lice (PTS)
has beeﬁot%'g?%% al ong with, the aggumul ated bytes fo?’&’h«g&&ﬁ%?e time the
system has 15 August 2006 WO 03/073724 PCTIUS03/03623 10 been running for
that I P address. The date when an I P address first sent a packet through
the system along with the date of the | ast packet is naintained along with

the c . t f T | Qf i ored in

dat abgééél%m apﬁgﬂ?%ﬁ(é@%ogﬁe f%?&%ﬁ%nlglaﬁi%@% %%ﬁerﬁ%\?%&\?g@%&% ermning if
t he niwbgstemnfalqupokithithe datoftthelastpackenis naintdnddyalong withrthd durddlr ess over each
PTS, takgn a I ' nqQugh to violate any .of th our preset

t hr esHBE rlogsgf’ssﬁsp'?%@?ﬁﬁlﬁ%ﬁ‘f 'aéeg?fﬁ&%dgﬁgﬂﬁégé%ﬂwe%a a conti nuous
basis, if the packet byte accunulation rates warrant the addition or

subtraction qb03sP aaelysis S@Eintélvisitelmhisingf thE RAKRS of Pisk&aOadaied to each
threshold | evel and _preset packet_rate. [00371 Threshol d conpare 305,

conpafesmilied bytepper 1P addsoss xergach ML, faken dsacyholgpissnapghyte violate 19%st sorts t he

tot al ofyEaRE pRlet B¥i8SIdiQegaCh | P address by descendi ng nunber of bytes. In
ot her words, the highest nunber of bytes by |IP address gets sorted to the

top. |If the threshold has been violated box 306, if the total nunber of
bytes that cdf36] hAselysis 3Q4-aly detarpingy g a sendiguens bpsiy it thepackaidyies gr eat er

t han e . . ' tlﬂﬁ.' rate viol ates
a pr egée&?mg%{é I{e%a{erggvtafe?;%t#r%gagﬂégpg?F%g%&gﬂﬁg@eaﬁ&g#s%ﬁoo a sl?gﬁ %geﬁpens, 307 a
det er ad qoatpaxsd to eachtiaesheld ldvel andipodsetipashket ralkas been violated. |If any threshold
is violated, then certain data packets are choked from flow ng through the

system [003 C h LS. Vviolated the tem begi ns.to disallow
packets fr 03160(? ert SPI%SI#OE{CS%E (rgiée?so g’scofn ® HS%%SG i Jf;l%.l? gﬁﬁﬁ@%%ﬂ?ﬁt Si nce the
syst eRTHh aderalitrfirstdyrisctheltotal nambdriofi iytesto achiP addreds b dksceddiigwurnitet al byt es as
wel | he_n er of packets for ery | ddress sorted in descendi ng
o der o5 Wisto 1 egvor a@e?%ﬁlfw SpbeeEkae bk i gts sertsth ta e tep-

If the threshold has been violated box 306, if the total number of bytes that came through

for ail IP _addresses during that PTS is greater than one (or more) of the threshold levels or if

the packet rate violates a preset packet rate threshold. When a level of violation happeﬁs,

307 a determination is made as to which level has been violated. If any threshold is
violated, then certain data packets are choked from flowing through the system.

[0038] Once athreshold is violated the system begins to disallow packets
from certain IP addresses to pass through the system. Since the system has already and |
continuously, keeps track of the total bytes as well as the number of packets for every IP
address sorted in descending order it now uses that tally to choke a certain percentage of
traffic. The system does this by looking at packets from IP addresses that are known to
have sent bad packets in the past. If choking only these packets is not enough to bring the
bandwidth down below a particular threshold level, the system chokes the next IP address
on the list having the largest data volume per PTS. If this total accumulation of bytes as

- well as the packet rate for this IP address brings total bandwidth down to threshold level
~ thenthe system stops adding IP addresses to the choke list. If the throughput stitl remains




traffic. The system does this by |ooking at packets from|P addresses that
are known to have sent bad packets in the past. |f chokihoyAegusy2@lese
packets is not enough to bring the bandw dth down bel ow a particul ar

t hr eshol t he system chokes the next |P address n.the list having
t he |arg"g‘%{’ﬁ"§§€% vol une per PTS. It this total accurmlTCe;“(I%('.%‘“H““’B%3 byt es as
wel|l as the packet rate for this I'P address brings total bandw dth down to
threshold | evel then the system stops adding | P addresses to the choke
list. If the throughput still remains 15 August 2006 WD 03/073724

he cRUwAtRReRs tars Pt Foct B GG PR A5 P8 Totd BRPSP8030T During i s

time tlreughystiesohictedi Mul t aneously deternmining if there is a violation of
any other thresholds. If the next higher threshold has been violated, then

the system t hrough .t he game process, but | ooki.ng for a. higher

per cent age Igﬁgﬁlt[ﬂ‘@ﬂg B tmep els}‘?é‘?n%’;% ugly ¢ gﬁﬁé@ﬁ’élad, t hen some
of t heididfioa @HEBARS tRENSIAE KB RRYRx{ Higher BFeShold BADEFvioMRE Berd B8 t hr eshol d

| evel s are | owered, the cached (choked) addresses are allowed through.

Once - SYfteny gees Haaushabasamg dmeesss but dopbing dor athigher paseentage lespldp ghakevel , then i f
need I f St cess 309 & 311
cont rg]eth ° %tﬁf)ei:ﬁa ggé){ﬁﬁfdat a%ﬁ%itﬁéeﬁ%éﬁggéﬁgﬁisﬁﬁ%sg%%gleuc%%eolﬁgégdat a through

t he sysmneved. PWhexhe threshidhdlevels are dvesredntht cavhpb@heked) addwasog atehr eshol d | evel

si mul tane I .S anyt] a npve up or d ' hr eshol evel is made, a
det er %"5@@@% %&@%td&@%ss 2 cacgvﬁggm[)tﬁgﬁ@rath% ﬁﬁl’r"ﬁdﬂﬁ‘f@ dE)eélilﬁg choked are
sti | | nesdtbeVBorelafidreReyaréreoned frvn@ the dhsle: [WE Procude30oe B 1 evarbhe choke |ist at
the next higher |evel. Active neans that the |IP address has accunul at ed

byt esSt9r8P BY daia whide Brogrss P Hysendsanehoked dafashrqugh thegystemp. address is i nacti ve

for a PTS, neaning it has not accunul ated any bytes or packets in the | ast

- PTS , then i tjoe40] r ARBHELhrbéRMnhi RpsdROkvery HittshBRINSVEsiRiulifleolsdy addr esses are
added_or renoved. [00411 Two inportant paraneters of the systemare 1)

t hr esBEnEpes BOW wr@sowady theosheld layakiy mederd dejpiminatiomjsmgder peg ihappens brand
new f Blrefthit aYe éﬁfgﬁlﬂéﬁfgechom 4t0still active. If they are active, then we leave them

on the choke list at the next higher level. Active means that the IP address has accumulated

bytes and/or packefs during the last PTS. If that IP address is inactive for a PTS, meaning it

‘has not accumulated any bytes or packets in the last PTS , then it is removed from the choke

list before other IP addresses are added or removed.

[0041] Two important parameters of the system are 1) threshold percentages
and 2) primary time slice. Everything happens brand new for every time slice, which
| advantageously is two seconds but could set to any length desired. Then the way the system
prioritizes how traffic is choked is by determining how many bytes and packets are
- accumulated, if any, during the last PTS for each IP address.

[0042] The reason for checking to see if an IP address is still active is to
prevent an attacker from continuing to change IP addresses, which could occur if “dead” IP

addresses were not removed quickly from the choke list.

[0043] FIGURE 4 is a description of what is going on during a primary time
slice. There are seven processes operating in the processor for every primary time slice and

these processes are repeated at 2 second intervals (assnming a 2 second PTS is selected).




advant ageously is two seconds but could set to any length desired. Then the
way the system prioritizes howtraffic is choked is by dexdugashZ¢{¢ how
many bytes and packets are accumulated, if any, during the last PTS for
each | Pyaglehi 100421 The reason for checking to s I P address is
still aé‘f(?vé ?’2‘%0 prevent an attacker from continui gfl{sogdéﬁiasngp | P
addresses, which could occur if "&ead" | P addresses were not renoved

qui ckly fromthe choke list. [00431 FIGURE 4 is a description of what is
going on during a primary time slice. There are seven processes operating
in the procesggisn’ e YiSh¥teR b tdrh d rocesses are
repeat ed at Zl%segonde' nter\f/:al s%ssuﬁ%ﬁg (ga?asbgéc:}%ﬁoé&%%%ﬁ)és) sel ected). 15
Augus deteagiged oG QGo0IBTRicVRIC WhtiBO W 1686R8ds 10 stofe(iapr Ailestepdadanet ers for di sc

storage.f torage.can be. deternm ned, on a custom zabl e

| evel ?g%dgifﬁﬁk%ggﬁidgﬁ%e%?“?%&sotfg%e(%{nﬁc 8P a(ggﬁ S’ei'{]%'ﬁsﬁﬁﬁo“ﬁ%eri od of tine
bey ondeteiendhS amvsmitotime andfohatd dAdatadkiat tHeg@éddvie stofecise ¥ howhenguser coul d
determ %3 hhe am)iyﬁ% of time and volune of data that they need to store and
for h&W 1°OAYY "RA¥ 8r how many PTS. [00451 Parameters for database storage
and back-up will depend upon the anount of bandw dth that is being

recorded and [00ds] dParittelHIBNdMBER stdifbeial@Bdck P wWill bpeh&upciBd | abl e such as
by the hour increnents or, daily or weekly increnents to %e backed up to

mai nt ARAUH of Basdwadth thoids Beipgrecerdeand vrill dpnend Rprahen thy astive sk of 1 oodi ng
ffice _ . ¥ oL M " |
LT al T bfuilabl9d s b @é'ﬁﬁmﬁn?rg@_%i@%@gaﬁ% B il 610k bA&RE G LSV ) i Pl ay

shows onents o e'systens states 1mreal-tinme
dy naninaiitdiy datatives levels for cinsiant witingaelsrifpanydinerof floodipphigic. whi ch can, if
desired, be shown in different colors for quicker identification of system

tatus. Th i j | I . Do [
Fed) = the: odu0 S HIOURE S SR SR Bl s RE S STHPREINESOD L bl ue)
-t heshoemsid cemporiests (i 45 W)p{ dredydtenss srdsrin feitimedyinamidalby tThire areccur rel ity NOT
acti

Vfo'ur states for every component which can, if desired, be shown in different colors for quicker

identification of system status. The colors in parenthesis (optional) are suggested colors.

Down (in red) - the component is down and NOT working - needs HELP.

, Init (in blue) - the component is working and has been initialized but is
- currently NOT active.

1dle (in yellow) - the component is working, initialized, and running but is
currently not processing data.

Run (in green) - the component is working, initialized, ranning, and actively
processing data.

[0047] FIGURE 6, shows dynamic visual IP Filter monitoring display 600.
Table 601 entitled “IP Address Information” is a real-time dynamic list of each and every
packet that the system sees on the internet. Table 602 entitled “IP Filter Information” is
real-time dynamic list of every single packet that the system chokes.

603 is the total bytes the system has processed starting when the system was
initially started,

604 is the total number of packets the system has processed starting when the
system was initially started.




Idle (in yellow) - the conponent is working, initialized, and running but
Is currently not processing data. Run (in green) - the c‘én%‘é%ﬁ’é 0065
working, initialized, running, and actively processing data. [00471 FI GURE
6, sho ,C visual IP Filter nonitoring display |l e 601
entitle d'joié@%ﬁress Information!j3is a real-tine dyrl;g?n&gos(olg?tg of each and
every packet that the systemsees on the internet. Table 602 entitled "IP
Filter Information" is real-tinme dynamic |list of every single packet that
the system chokes. 603 is the total bytes the system has processed starting

when the Syst emo¥ashe b Al ¥rShAThETstods idkid arkifl WhentHgDEr Of packet s

the systaI WAt %ﬁ.ed starting when the systemwas initially started.
15 Au%%st 2006 V%QOS 073724 PCTI US03/ 03623 13 605 is the total nunber of

bytes the systggg Qﬁetﬁﬁﬂiﬁﬁx%e% akka&h%sg&u{ﬁa@ hok¥d bigfinpheh et 1 Al 1Y
start tem@&ihiﬁaﬁ)pﬁarleﬂta nunbgé of packets tﬁe syst ent has {(yﬁoked starting
when the systemwas Initially started. [0048] FIGURE 7, shows visual |IP

Tracki ng dat abase managenent and display 700 which provides nore
informati on 048] EHEMRRNdhewevisual P Hedckimpsintabhmimanhgemes/atdem nai nt ai ns. The

first_ .t of .Fl GURE. 1.wll call the 0 00p, are not shown.
7000, <iepte 204 iEh v ot aponfiheh snc Sy 1 ais BPEBiet 1 col um
700assyslematdsin@ins. The first tivb €olusi§ 6EFTGUREY, I ¥illlcallghdnBOCa0100b, &6 fotTul at ed byt es
t hat S%%%nbeen processed for | P address 700a.

7002 is the IP address.

700b is the domain name associated with column 700a’s IP address up to the
current PTS.

701 is the total accumulated bytes that has been processed for IP address
700a.

702 is the total accumulated bytes during the current PTS for IP address
701a.

703 is the total accumulated bytes during the last PTS for IP address 701a.
704 is the accumulated bytes for IP address 701a up fo the last PTS.

705 is the date in which the IP address 701a was first logged.

706 is the date the IP address 701a was last updated.

801 is a pull-down menu of data which is associated with this system’s
_ configurations.

There can be many different configurations associated with this system.

[0049] FIGURE 8, shows visual management tool 800 for the system
configuration database demonstrating a pull down menu of multiple configurations. The
system can store as many different configurations in the database as a company would like.

[0050]) Turning to FIGURE 9, there is shown system 900, which, as discussed
above, could be stand alone (perhaps in conjunction with FIGURES 10 and 11) or could be
integrated into applications 107 (FIGURE 1), and which operates when a central registry is




702 is the total accunmul ated bytes during the current PTS for |IP address
70la. 703 is the total accumul ated bytes during the |ast Prusgust206 address
701la. 704 is the accunul ated bytes for |IP address 70la up to the | ast PTS.
705 is in which the I P address 701a was first_| ed. 706 is the
date thy}?ﬁ%gégg"ress 701 a was | as 4updat ed. 801 is aspﬁﬂf%-&g‘gw menu of data
which is associated with this system s configarations. There can be nmany
different configurations associated with this system [00491 FlI GURE 8,
shows vi sual managenent tool 800 for the system configuration database
denmonsital, hg W@f@ !51!5.’ i Lons. - The system can
store as%nykg?@yée%agﬁt con |éﬂ‘§}g§s{1§ S Irb}@(}(:ﬁ%ﬁgeas%%%érgf) S%Oﬁan%orrpany woul d
i ke. deoiEd]andwompanrg1200FFFRRE). 9An Itenimgipscketiewits By aiddmmd@e; whi ch, as

di scussed above, .coul d i and al one erhaps in cqpjunction with Fl GURES
To° andodise SRR 0% OB Fvish oo Freke o Bt Cawiotnt S 81 CLRE 1) and
whi ch InpREED@BainNaRe Servers ‘(DHS%](anGHhﬁﬁﬁ)’od tBe Thforf ShiGiigh 2Q0&ket X6 @B/ 073724
PCT/IJS&IS‘{ 3623 14 used to check for the validity of an |P address. System

900 offé § sqffvast f fs DNwsbYertHgspopd indisetingihad e idawifed B aldes{ e GURE 1). An
| NCOMdBHaRaR s R the AbleS nB RIS B drBfYhEARe HUhRUeGhall PTOCESS 901

which then triggers a request, via process ternet Domain
Name Sewyer any(uonbyr qfioder thinganl.ogim 96 kotsthie proetsst HitheQNSaeveskrt APl cal |

wthigt .| f «d-he.. D rmvers.respond jndicating that the

i dent i %Ig%q%geé%%?%%@%rﬁsd@%\%ﬁ?@%aﬁ%reﬁﬁ miOHI{f‘ﬁgs?ﬁ'S’fs ®110 concl usi on
c ﬁn b padedivprivessHos ﬁnd the @yudndwh bisld puthdt Iil%foﬁ%ﬁﬁh ko PG dﬁt@lﬁﬂ@@%ﬂof] ot Iher
~things., Login, 903 s this .process. |If the DNS servers on the Internet
respoﬁﬁ'.lre ?i’?ﬁé"“dwlgé,g‘%?ﬁélgnﬁlégﬂ??E‘@ﬁraltqﬂ%?%%-gms in our tables a message
Is passed to process 906 and the system would put that information into

| ocal dat abasj@of195 If, &¢ disduttet] B6oveStBe DNSGOR6h W12 iACHIERSSe bfPRbessS t hen
generatfd via process 907. )
904 searches local database 905, to see if the IP address (both software and hardware) is in

the local database. If so, the system checks for a “good” or “bad” determination via process

908. A mismatch determination results in a spoofing determination 911 via process 910, If
there is no match, via process 908, the system is indeterminate, box 909, and care must be
taken. If a match is found in the local data base, via process 908, then a good address signal
is returned via 907.

[0052] Turning now to FIGURE 10, there is shown system 1000 which
operates when a time stamp and/or sequencing mode is used to detect spoofing. As
discussed above with respect to FIGURE 9, when traffic comes from the Internst, the IP and

“hardware address is extracted from the header and the hardware address is ascertained via
process 1001 (which could, of course, be the same process as box 901). Step 1002
determines if those entries are in the database (or memory) 1003. If they are in the local
data base (or memory), the system progresses to step 1004. If the address pair is not in the

~ database, it is inserted via process 1005 with a date and time sfamp and with a sequence

. number,

[0053] If the address pair is in the database, as determined at step 1004, then
the system compares the newly arriving address pair with the last arrived (and stored) pair

to determine if a proper relationship exists. If, at process 1004, a comparison reveals a




[00511 If, as discussed above, the DNS search was inconcl usive then process
904 searches |ocal database 905, to see if the | P addressl3degust 286t war e
and hardware) is in the |ocal database. If so, the system checks for a

"good" . .. determnation via process 908. A m termnation
resul ts?\fonosgb sf)%ofi ng determinatiqgp 911 via process %gghﬁﬁoqgf'here 'S no

mat ch, via process 908, the systemis indeterm nate, box 909, and care nust
be taken. If a match is found in the |local data base, via process 908,
then a good address signal is retained via 907. [0052] Turning now to

FI CURkrob@s reldfihsdip, & iS50 ha it She ik a%gtﬁg eﬁ(%geﬁgn‘éﬁ@ﬁ%%@og}gmﬂ%éi me stanp

and/ or sequencing node is used to spo scussed above with
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har dway; | fromt header and the hardware address is
asce\r,\?%?%e% v?%ﬁte%lﬁ%gae%%as%g%e(u\%ic ﬂﬁﬁ%vmrac,en SR ‘é‘,tH'S’é the sane process
~ as bokarg@dlp.cas epswidh@! mahires.nTiRagster, dHSEese 1008 @enabBpdrts thie dat abase (or
data base (or nenory), the system

menory) 1003. Jf they are,ip the | ocal

pr ogr é@gé’%ﬂ?&tt?%‘ﬁﬂﬁ%ﬁﬁ}lﬁﬁq%ﬁﬁ@ﬂmm&ﬁgﬂhefstgreﬁg@trywiﬂ;%nex@at abase, it is
| nser el doinfindin CEESihe Hampi(Td) s fah | ﬁ&%@&) iid; @ sequence
nunbe 1#@7[2053%1131” t he a_cldrggsg)pair igs‘ed?ﬂ&i{ he zgta asg,ﬂqgtgwgét'?serm ned at
step E‘W&, anggd And qre potgoing backand ferthe then the preswiptioaris that somebaiiyhass pair with
the | gshodd ik r ane If r.eper relationship
exi st Smaged %%%%3@?%%@%’%43%3%%? o e B Blockds 1BoRIEPS L00a" ' O

03/ 0 7BPpveptipta J80 beadadhetuation ofthamlemrer IR laddriss asdtintions badkand@@th traffi c and

the daga, i ' 1006. If, on the other hand, th
scaueiia® P ARBER e YRGS srotbe 15d0fd) o "Spoot i ng (process 1007)

At this point the systemis unsure since the user could have recently
swapped out (6@} Pioaedival(88ako dsecloy to 399 if edtrdwEhAdARSs is ThiggSyst em vi a

process 1008, ..t hen. es the ti stanps, .the quantitieS, and/or the
sequehte? ﬁﬁ@@?“@‘?feﬁﬁpég PSP SHRP twqdngwsmwﬂ- &ortheconing in. If the
ti me mreqmptiol &)thdifiet Thameeoha Been'spadtit)s changed and if the dates

[0055] Turning now to FIGURE 11 (which is shown on the same drawing
sheet with FIGURE 2), there is shown system 1100, which is a ﬂﬁrd technique for detecting
spoofing. As traffic comes into the system the sequence numbers are extracted via process

- 1101, out of the IP header and/or the TCP header. The extracted sequence numbers are then
compared, via process 1102, to see if they are already in local database/memory 1103. If
_they are not in the database, the system inserts them via process 1104. Ifthey are in the
database, then, process 1105 compares the arriving sequence numbers and time intervals
with the last ones that were inserted into the database. If the sequence is wrong, the system
knows that it is being spoofed via process 1106. If the sequence is right then, at process
1107, a good address signal is generated.

[0056] When the IP address comes from a local (within the same system)
hardware, an optional method of determining if an equipment address is valid with respect
to an associated IP is to send a Reverse Address Resolution Protocol reguest to all hardware

- on the local subnet. Each piece of hardware will then reply immediately with its hardware
address. This allows for an association to be made immediately between the hardware
address and the IP address.




have changed and are not going back and forth, then the presunption is that
sonebody has changed his/her, and the system assumes t hat $¥84&2¢980d
traffic via process 1009. It however, there has been a fluctuation of

har dwar ess associ ations back and forth over period of
tinme, tﬁ/éidag'gzét}?r{pt ion is spoofing, ;box 1010. [0054] PFS?@%@?@EQOOB al so
checks to see if one hardware address is being associated with multiple IP
addresses over a predetermined tine interval. If so, the presunption is
that that | P address has been spoofed. 100551 Turning now to FI GURE 11
(which is shofeosTn TuberosaR® dicadkd\dith S3s&t o WIGURES GG re is shown
system. 110Q, which isga third techni queﬁ?or detecting sﬁcoo %ﬁg As traffic
cones °f srogiigdetesiion. cFhey an besedindepcndantls fromench atherr ordn eambinaiopy ocess 1101,

out ofy d¥Bioh B 18RASSh %I-]T]: Q[ ol Lracted.seguence nunbers
are thoen 8 rrparg%:% ]\I/f?dgﬂépeﬁ%%tgss %E‘%?% é%’éi F‘fdé%ﬁ"?nmé?r ag;il' r‘@ﬁ(ﬂy i n |ocal
dat abberansesomef the Picessés desdnibyd pield indeterininablbessolat Bbagde the systeminserts
t hem yj 4. 1f. the re.i e dat abase, then, process 1105
corrpa}rﬂé‘é‘]J rpélgﬁgfoﬁﬁlg#ﬁaﬁu%%%gﬁﬂémﬁ@ﬁﬂ@ s HoNgves; Weenopmbingd Wih thg t h t he | ast
ones tystem destibed WtIréspebt o WIGURES U8l BOSo6fing detelhRathiilidfBESn i S Wong, the
systegg( .kngi/vs that it is being spoofed via process 1106. If the sequence is

ri ght 249ifiAnal paramgtes do.check whenrt is desivsd do sengcasin datarased orsthreshadd at ed. [ 00561
When fehéls bfthadeligss comes froma local (within the same system) hardware,
an optional nethod of determning if an equi pnment address is valid with

respect to an associated [P is to send a Reverse Address Resol ution
Prot ocol requ@¥8] t dhus whenditforantdhrecheldsiof thranghput stideythe amSatiof pi ece of

har dwak&inty | ' ] | ts har dwar ddress. This

al | ows fo#%%@%@%%sgb@gdﬁ r?gﬁth}%r?%%akaatcg%ngé\%é@ﬁ%?ﬁﬁe ar dwar e

addr i desinad, to helpiseleci ddiich packetaretuiored in t2fifGary Vord28 Ak ek a@CT| US03/ 03623 16
[0057&10 gtoo%a%;esses di scussed with respect to FIGURES 9-11 are exanpl es
of spoofing detection. They can be used i ndependently from each other, or
I n conbi nati on,

[0059] Also, once data is sent to temporary storage and the thresholds have

‘been reduced, decisions may be made as to which data, if any, should be allowed into the
system. This also can be decided based upon a “probability” of spoofing for each packet as

- determined by the processes described in FIGURES 9-11. These probabilities can be
calculated and stored for each data packet or for certain address locations.

[0060] Although the present invention and its advantages have been described

in detail, it should be understood that various changes, substitutions and alterations can be

- made herein without departing from the spirit and scope of the invention as defined by the

- appended claims. Moreover, the scope of the present application is not intended to be
limited to the particular embodiments of the process, machine, manufacture, composition of
matter, means, methods and steps described in the specification, As one of ordinary skill in
the art will readily appreciate from the disclosure of the present invention, processes,
machines, manufacture, compositions of matter, means, methods, or steps, presently existing
‘or later to be developed that perform substantially the same finction or achieve substantially
the same result as the corresponding embodiments described herein may be utilized according
to the present invention. Accordingly, the appended claims are intended to include within




to develop a |l evel of confidence that certain packets are "good" and
certain are "baX . Also, because sone of the processes des yaused0gi el d
indeteraiinable results, it may be i nappropriate to take drastic action on
such pagkfis wever, when conbined with the syste ri.bed with
respect to @P S 1-8, the spoofipg determ nation cghqﬁé&%ﬁggadditiona
paraneter to check when it is desired to store certain data based on
threshold Ilevels of the system [00581 Thus, when different threshol ds of
t hroughput arise, the amun of <certainty (or uncertainty) of a spoofed
addr egwirstdp sudhpeedses] Machires b AoBRCERpoGAths REmHEE dneant InlRFi  €d. to hel p
sel ect _whi ch packets are stored in tenporary storage and whichH are allowed
to pagﬁﬁqF00591 Al so, once data is sent to tenporary storage and the

t hreshol ds have been reduced, decisions nay be nade as to which data, if
any, should be allowed into the system This also can be deci ded based
upon a "probability" of spoofing for each packet as determ ned by the
processes described in FIGURES 9-11. These probabilities can be calcul ated
and stored for each data packet or for certain address |ocations. [0060]

Al t hough the present invention and its advantages have been described in
detail, it should be understood that various changes, substitutions and
alterations can be made herein without departing fromthe spirit and scope
of the invention as defined by the appended clains. Mreover, the scope of
the present application is not intended to be Ilimted to the particular
enbodi nents of the process, nmachi ne, manufacture, conposition of matter,
mean , nethods and steps described in the specification. As one of ordinary-
skill in the art will readily appreciate fromthe disclosure of the
present invention, processes, nmachines, manufacture, conpositions of
matter, neans, nethods, or steps, presently existing or later to be

devel oped that perform substantially the sane function or achieve
substantially the sane result as the correspondi ng enbodi nents descri bed
herein may be utilized according to the present invention. Accordingly,

t he appended clains are intended to include within 15 August 2006 WD
03/073724 PCT[tJS03/ 03623 '




17 their scope such Processes, machi nes, manufacture, conpositions of
matter, means, nethods, or steps. 15 August 2006 REPLACPMRMPSEAGE 18
CLAIMS What is clained is: | Atraffic nanagenent systemfor use in
conjunction w th packet data, RERIACEYSNIPAQEr ati ve for passing data
packets there through, said system conprising: neans for extracting certain
paraneters of data from each packet df data which is fl owi ng into said
system neans for conparing said extracted data agai nst at |east one

dat abase to determne if the data%[aéﬂ‘ég associated wth said extracted
data is valid; and neans for diverting sone data packets to a tenporary
storage devi @@hat & cldipRdlg:af fi c managenent systemof claim| wherein said
extracted data includes the software and hardware address of the
originator of said packet. 3. The traffic managenent system of claim2

wherein a nejwor kAQ?éfﬁPﬁﬁﬁage&engéﬁ{e&rFﬂ)rL&{(iélﬁ;%ﬁj}n%ﬁt? g@@d&i&’%dt he

extracted address 1 nformation of “sald pac Cc nEnagenent
syst em spfstent aparativef for piseing idatal padiatgthes thoogh, sdidtsyaseconeiskigh ext ract ed
ones of said_har re apd software addresses. are _stored. 5. The traffic
management sYSEE OB?X%CH?WWW@FWG%H%&a@Cﬁﬁ%F? aﬁ%ﬁ% datéé‘f%é’rlés t he
extractﬁgwﬁgﬁﬂ%gl@@&gm@ftware address pairs fromeach packet against said
stored addréss into data in said | ocal database. 6. The traffic managenment
syst em of cl@eans|fongranparing saiid gxeactechdats agpinst atrisast ere datebase bedptemdiai§ dat a

and/ or tine. ata f.or..sai acket.s. .7. .The fraffic managenent system
of cl ai tﬁﬁlqe g&?%}g@%}g Iagslo%%'ieg (WHI :alc{j ex%acteg dafa 1s valid; ancI
means for diverting some data packets to a temporary storage device. |

2. The traffic management system of claim 1 wherein said extracted data

includes the software and hardware address of the originator of said packet.

3. _The traffic management system of claim 2 wherein a network database is

queried for each packet based upon the extracted address information of said packet.

4. The traffic management system of claim 2 further including:
a local database wherein extracted ones of said hardware and software addresses are

stored.

5. The traffic management system of claim 4 wherein said comparing means
compares the extracted hardware and software address pairs from each packet against said

stored address into data in said local database.

6. The traffic management system of claim 1 wherein said extracting means

extracts sequencing data and/or time stamp data for said packets.

7. The traffic management system of claim 5 further including:
a local database wherein extracted ones of said sequencing and/or time stamp data is

stored.




a |l ocal database wherein extracted ones of said sequenci n% and/or time
stanp data is stored. 15 August 2006 WD 03/073724 PCT/ USOs@6ii9619 8.
The traffic nmanagenent system of claim7 wherein said conparing nmeans
conpar e racted sequences and/or tinme stanp d ach packet
agai nst%s?tadlaﬁz’ﬁé ored sequence andjpr time stanped da?g%i{]%&g’g%zg | ocal
dat abase. 9. A data network nonitoring systemconprising: at |east one
data sniffer; a tenporary storage device; a processor for determ ning
spoofing with respect to data passing through said system and said
processor $.urt NEtic teypRy Bérap@ndnOysBinVeeldm Y WiRrehAlafl AR RS ! O 20€ devi ce
ata co

sel ect ed dattg entering sald system said selected ntrolled in part

by i nPUFRASES tBRextippied pequences amiox Hing sigep slatefions earh packietfagaimat saidlet er ni nat i on of

spoof kipfd sg(%emyﬁdgggﬁe% rdﬁtariﬂgiiéfbr Llr}ﬂtaﬁgsﬁt emof claim9 wherein said

system further conprises store Of data havi ng undesirabl e

characteristics, and wherein said processor operates to conpare said store

of undesirabl e gdaika é%v&&n‘ﬁﬁﬁt@n‘%&;@d?ﬁ rom.said data sniffer to assist in

sai d spoofing det erﬁi nat i ons. . :cg]gi%‘tﬁla iet work nmoni toring system of

clai m 9 ftdessronedntpsiiffemg a display for displaying in real time certain

- par anet er L. to .spoofing. 12. The nethod of controlling a traffic
rranagerrentsatgglé@eh{ %%edl%‘r’rlgghod conprising the steps of: reviewing certain

par anet er sa prbcedsur fordaierntihing kpoofih g %ith RésPect & dhtapasifthroRgl $hig par aneters

pert ai nti ng t‘f possi bl e spoofing; renenbering for a perrod of tine said
revi G e84 ai n paranmeters in conjunction wth each received data packet;
and said processor further operative for diverting to said temporary storage device

-selected data entering said system, said selected data controlled in part by information
obtained from said dafa sniffer and from a determination of spoofing.

10.  The data network monitoring system of claim 9 wherein said system further
comprises a store of data having undesirable characteristics, and wherein said processor

operates to compare said store of undesirable data with data obtained from said data sniffer

to assist in said spoofing determinations.

11.  The data network monitoring system of claim 9 further comprising a display
for displaying in real time certain parameters pertaining to spoofing.

12, The method of controlling a traffic management system, said method
comprising the steps of:
' Teviewing certain parameters of data packets flowing into said system, said
parameters pertaining to possible spoofing;
_ remembering for a period of time said reviewed certain parameters in conjunction
with each received data packet; and
upon attainment of packet flow volume into said system reaching a certain level,
temporarily storing certain subsequently received packets in accordance with selective

remembered parameter of previously received packets.




upon attai nnent of packet flow volunme into said systemreaching a certain
level, tenporarily storing certain subsequently receivedSphegust2006n
accordance with selective renenbered paranmeter of previously received
packet s ust 2006 WO 03/073724 PCT/ US03/ 03623 ...Jhe met hod of
claim ﬁloﬁgﬁg%n said certain | evg,i is user controll gé'?mﬁé%_%%ﬁﬁe met hod of
claim 12 wherein said certain level includes a plurality of |[evels,
wherein the attai nment of each successive level results in a nore stringent
application of said renenbered certain paraneters. 15. The nethod of claim

12 wher ei n1xai dTHean@HEARE Cllind B #HEERsHid oBEARGe) HBeontrdiRige Of . a sender’s

software address; a sender's hardware address; a prior trouble causing
address; a notice of a potential trouble address; amun of data transmtted

from a par t4.cul Bie metishdrofslgin 12 #hét6inisald c@faid lehe nclid 1u1%iigznﬁ*0kets arriving
from %Fglgrticul% address in_a period of tinme; an address' domai n nane;

dat e risren theqiymment of Gick pucsessive ivelgesuliginteanast stringeét  encount er wit h

an ad Stiondf 238G HENGH 1@3}@@.8:151] ansaction; a time stanp of a
transgi???on. 16. The met ho C eﬁrgnﬁ | S wherein said certain |evel

includes a plurality of levels arranged in a sequence, and wherein as the

sequence ofs.| evBloSdiRliSr OhSE! whdteif Suid ARRAIUE pN LN DA AL how rate more

and nore of said renenbered paraneters are as a basrs for said
_det er WPreaafi pyendes’siseftiyae addresy; astender’s hagdwateiaddresay 2 priorbetible tFusinghe met hod of

cl ai m 6. f.at ] I; L of . arbitraril. | ectin ackets for

t enpor areyfg’gatﬁgfﬁl[)?\%ﬁ o%ﬁh@%o%ﬁ%g@%@% aglwupgqtgiaﬁagméeflﬁlga ‘H%m capaci ty.
18. Taddraseinhopbriod of timé; muhBerfof padkefs airivilgUtind gpdriidils bedesflin 2 p@idd evi ng sai d
tenporarily stored data packets when traffic flowinto said system falls
bel ovx?tg"é’f‘edx%écﬁcg ndqnﬁ@eqa&ei@te i jactiplenerptes pith praddress; deteiofdakst i ncl udi ng t he
st ep éxcounter with an address, a sequence number of a transaction; a time stamp of a

transaction,

16.  The method of claim 15 wherein said certain level includes a plurality of
levels arranged in a sequence, and wherein as the sequence of levels gets closer to an
absolute maximum data flow rate more and more of said remembered parameters are

included as a basis for said determination to temporarily store a particular packet.

17. The method of claim 16 further including the step of:

arbitrarily selecting packets for temporary storing when said data flow rate reaches
its maximum capacity.

18.  The method of claim 12 further including the step of:

retrieving said temporarily stored data packets when traffic flow into said system
 falls below said cettain level.

19.  The method of claim 26 further inciuding the step of:
putting at least some of said retrieved data packets through said system.




putting at | east sone of said retrieved data packets through said system
15 August 2006 WO 03/073724 PCTfUS03103623 21 20. The rétAngusta00€] ai m 12
firrther conprising the step of.. dynamically displaying informtion
Pertaining to tenporarily stored ones of said data packets. 21. The net hod
of cl ai MO ¥r ei n sai d displaying step includes: PERWSHHBEBNg said
display information to a renote | otation. 22. A nethod for preventing data
fromflow ng beyond a particular point faster than the handling capability
associated wth that point; said systemconprising the steps of-

remenber i ngy cerdyain te of data.passing said particular point, said
certain pa?%rretig?eén%tgq e()?tc ??%‘ﬁ&?rﬁgmp?&g@‘??t%pggftmre address of a
sender; hadyhamicallpdidplesisg dfordaticgRedhing td ﬂéﬁ?gﬂﬂﬁﬁm&gd dhed SBBFacti on;
seque cepgﬂ%ﬁ)a transaction; data pertaining to spoofing; and preventing

sel ect & from passing said particular point when the data handling
capability associated with that point reaches a preset Iimt, said

preventi ng,.step.,relyi on, said renenbered paraneters pertaining to data
previ ousl| %Ipasgqhﬁéﬂeéhﬁqg’fﬂéﬁqf%ﬂheé?m%@ﬁiﬁPlaYéQgSfﬁP igelpdest | ow control system
for pr everltdn&ﬁit&ligﬁiﬂcﬁﬁpﬁﬁiﬁlﬁmﬁﬁ%ﬁ‘t@h@ﬁ@ﬁﬁbcﬁﬂmsyﬂ em from bei ng over| oaded
with spoofed data requests directed to said enterprise system from sources

external to said enterprise system said data flow systemconprising: a
gat eway fagz. acm&mwfﬁgﬁaelﬁhggagﬁgm_tﬂg“@@t% S’ﬂﬁtae(;[{)aﬁ'iéuﬁu? &thf%{i&) fromany said
exterpal source; a data monitoring circui 1yor servi ﬂg sel'ected portions
of celbpnfhy 8 ginabiteagsacigted gy aoptiasid systah compaisiay theastdps ofyer abl e when
t he amounty.Qf,sla %ﬁﬁﬁ%ﬂ%é{ ' n%gﬂ% by.said. enterprise system
reaches a certal ngtchr esho ?rgrgf@ga or Sﬁ%}?%&%ﬁ?%ﬁt’% data which
s di pasammeters saeotedi frbnethe Estmfi sofwary address afayenfierpharéwire adiiréss £ $y St em  sai d
sel ecgeﬁger&ﬂﬁéastﬁﬂﬁ/ bf! aqtransaction; sequence of a transaction; data pertaining to spoofing;

and

preventing selected data from passing said particular point when the data handling
capability associated with that point reaches a preset limit, said preventing step relying on

said remembered parameters pertaining to data previously passing said particular point.

23. A data flow control system for preventing an enterprise data processing
system from being overloaded with spoofed data requests directed to said enterprise system
from sources external to said enterptise system, said data flow system comprising:

a gateway for accepting data directed to said enterprise system from any said

external source;

a data monitoring circuit for observing selected portions of certain data directed to
said gateway, and

a delay path operable when the amount of data cutrently being handled by said
enterprise system reaches 2 certain threshold for temporarily removing selected data which

 isdirected to said enterprise system away from enterprise system, said selected data having
an uncertain probability of spoofing.




an uncertain probability of spoofing. 15 August 2006 WO 03/073724

PCTI US03/ 03623 22 24. The system of claim 23 wherein thdS5d&ugest 2986s of
said data which are tenporarily renoved are sel ected under control of
information provided by said data nonitoring circuit. 25. The system of

cl ai m 2%OMHERE¥n said certain threshol d has gradati oRSTHM#@herein the
anount and types of data that arezterrporarily renoved operate in proportion
to said gradations.

24.  The system of claim 23 wherein the exact ones of said data which are

temporarily removed are selected under control of information provided by said data

moxnitoring circuit.

25.  The system of claim 23 wherein said certain threshold has gradations and

- wherein the amount and types of data that are temporarily removed operate in proportion to

said gradations.




