
LOOP CHECKING MECHANISM IN A DATA PROCESSING SYSTEM
TECHNICAL FIELD OF THE INVENTION The present invention
relates to computer systems. The invention more
particularly relates to a method, computing device,
data processing system and computer program code for
ensuring correct processing of data according to
various system states. DESCRIPTION OF RELATED ART In
complex computer systems, such as in trading systems,
it is known that different data processing modules
providing different functionalities process data and
deliver such processed data to each other. Such
modules may then process data and deliver to another
module, as well as receive further data processed by
other modules In such systems it is also known to
provide various states, because of changes either in
the way the system is to be operated or because of a
change in configuration of one or more of the modules.
In a trading system one state can signal the closing
of trading and another state may be a state signalling
a change in configuration. As a new state is
introduced it is important that the new state is
applied to new data and not on old data that has its
origin in a state preceding the new state. If this is
not considered the operability of the system may be
disturbed. The state updating should at the same time
be fast and no data lost. This is not so simple to
implement in a data processing system, especially if
the system is complex and has a number of
interconnected modules that provide processed data to
each other. SUMMARY OF THE INVENTION A first aspect of
the present invention concerns a method for ensuring
correct processing of data according to various system
states in a first data processing module being able to
communicate with a number of other data processing
modules in a data processing system using a number of
input and output channels, comprising the steps
of:receiving a state message indicating a change from
an old state to a new state on at least one input
channel, blocking reception of data on all input
channels having the new state, sending at least one
loop check message into each loop in a set of data
processing loops, wherein the set includes all loops
that the first data processing module is connected in
via 



associated input and output channels and for which
associated input channels the old state applies, and
removing the blocking when for each loop in the set
either the loop check message is received in the first
data processing module or the associated input channel
has received a state message indicating the new state
and all other input channels of the first data
processing module have received a state message
indicating the new state. A second aspect of the
present invention concerns a computing device for
ensuring correct processing of data according to
various system states and including a first data
processing module for provision in a data processing
system, the first data processing module comprising:
access to a number of input channels, access to a
number of output channels, and a state control unit
arranged to block reception of data on all input
channels on which a state message indicating a change
from an old state to a new state has been received,
send at least one loop check message into each loop in
a set of data processing loops, wherein the set
includes all loops that the first data processing
module is connected in via associated input and output
channels and for which associated input channels the
old state applies, and remove the blocking when for
each loop in the set either the loop check message is
received in the first data processing module or the
associated input channel has received a state message
indicating the new state and all other input channels
of the first data processing module have received a
state message indicating the new state. A third aspect
of the present invention is directed towards a data
processing system including a computing device
according to the second aspect.A fourth aspect of the
present invention concerns a computer program product
for ensuring correct processing of data according to
various system states through providing a state
control unit of a first data processing module in a
data processing system, comprising computer program
code on a data carrier arranged to, when the data
carrier is being loaded into a computer, 



block reception of data on all input channels on which
a state message indicating a change from an old state
to a new state has been received , send at least one
loop check message into each loop in a set of data
processing loops, wherein the set includes all loops
that the first data processing module is connected in
via associated input and output channels and for which
associated input channels the old state applies, and
remove the blocking when for each loop in the set
either the loop check message is received in the first
data processing module or the associated input channel
has received a state message indicating the new state
and all other input channels of the first data
processing module have received a state message
indicating the new state. The expression data
processing path is intended to cover a path including
a number of nodes where data is being processed in a
node and sent to a following node in the path for
being processed. Such a node is furthermore provided
in the form of a data processing module. The
expression data processing loop is intended to cover a
path of the above mentioned type, which forms a loop.
One advantage of the present invention is that state
changes propagate in a deterministic and controlled
way through data processing modules. According to the
invention it is ensured that no data is lost or
handled in a wrong state. State updating is
furthermore fast. The invention also allows the system
to be designed for non-linear data processing without
risking race conditions to occur during operation. It
should be emphasized that the term
"comprises/comprising" when used in this specification
is taken to specify the presence of stated features,
steps or components, but does not preclude the
presence or addition of one or more other features,
steps, components or groups thereof.BRIEF DESCRIPTION
OF THE DRAWINGS The present invention will now be
described in more detail in relation to the enclosed
drawings, in which: fig. 1 schematically shows a
computer system according to the present invention
including a number of data processing modules, which
system is with advantage a trading system, fig. 2
shows a flow chart of a number of method steps in a
method for ensuring correct 



processing of data according to various system states,
fig. 3 shows a flow chart of a number of method steps
for determining data processing loops according to the
present invention, fig. 4 schematically shows a first
example of a number of interconnected nodes used for
exemplifying a number of loop check messages that may
be sent according to the principles of one variation
of the present invention, fig. 5 schematically shows a
second example of a number of interconnected nodes
used for exemplifying the determination of data
processing loops, fig. 6 schematically shows a tree
exemplifying how nodes of the second example are
treated in order to determine data processing loops
starting from a first node, fig. 7 schematically shows
a tree exemplifying how nodes of the second example
are treated in order to determine data processing
loops starting from a fourth node, and fig. 8
schematically shows the interconnected nodes of the
second example and a message router sending a new
state message to two of the nodes in order to give an
example of how the method according to the present
invention can be carried out. DETAILED DESCRIPTION OF
EMBODIMENTS In the following description, for purposes
of explanation and not limitation, specific details
are set forth such as particular architectures,
interfaces, techniques, etc. in order to provide a
thorough understanding of the present invention.
However, it will be apparent to those skilled in the
art that the present invention may be practiced in
other embodiments that depart from these specific
details. In other instances, detailed descriptions of
well known devices, circuits, and methods are omitted
so as not to obscure the description of the present
invention with unnecessary detail. Fig. 1
schematically shows a simplified computer system 10
according to the presentinvention. The system 10 will
in the following be described in relation to a trading
system. It should however be realised that the present
invention is in no way limited to a trading system,
but can be used in any type of computer system. In the
system 10 there are a number of data processing
modules 12, 14 and 16. Each of the modules is of a
different type that provides a number of processing
activities for a number of participants related to the
system. Participants in a trading system can be such
entities such as trading agents, stock exchanges,
companies for which trading 



instruments are provided, authorities, information
vendors etc. In fig. 1 three modules are shown, where
a first module 12 may be a market module, a second
module 14 may be an information handling module and a
third module 16 may be a transactions module. These
modules may in a logical sense for some of the
computations being made be connected to each other in
a loop L, which is indicated by a dashed circle. This
means that the actual connection of the modules to
each other may be provided in another way, for
instance using a bus, but that data being processed
pass these modules in such an order that a loop is
formed. It should be realised that these modules are
mere examples of modules that can be provided
according to the present invention and that there can
be many more modules. When performing activities for
the various actors, these modules process data and
also forward such processed data for further
processing. The first module 12 has access to a number
of input channels 26, 28 and 30. Here a first and a
second input channel 26, 28 are connected to a message
router 18. These channels are provided for receiving
data from outside of the system 10, which data may be
various trading instructions and other financial
business instructions. Data originating outside of the
system thus passes in this variation of the invention
through the message router 18. There is furthermore a
third channel 30 on which the first module 12 receives
processed data from the third module 16. The first
module 12 also has access to a number of output
channels 32 and 34, where a first leads to the second
processing module 14 and a second 34 may lead to
another module or another entity where no processing
is made or where no state dependent processing is
made. It should here be realised that also the second
and third modules 14 and 16 may in a similar way be
provided with input and output channels. However, most
of these have here been omitted in order to better
explain the present invention. In fig. 1 there is
however one outputchannel on the second module 14
connected to an input channel of the third module 16
as well as one output channel of the third module 16
connected to the third input channel 30 of the first
module 12. The first module 12 furthermore includes a
data processing unit 20 connected to the input
channels 26, 28 and 30 and arranged to process data
for output on for instance the first and second output
channels 32 and 34. The first module 12 furthermore
includes a state 



control unit 22 being connected to the data processing
unit 20. This state control unit 22 is also connected
to a system configuration data store 24, which
includes system configuration data for all of the
system and thus system configuration data for the
various modules. It should here be realised that also
the second and third modules 14 and 16 normally would
include such a state control unit that can receive
data from the system configuration data store 24.
There is also a loop determining unit 23 provided in
the first data processing module 12, which unit 23 is
also connected to the system configuration data store
24. A module is provided in a computing device, like a
computer, a server or some other computing device.
Depending on the size of the system there can be one
or more modules in the same computer as well as
provided in different computers. In fig. 1 there is
shown a state message S which indicates a change from
an old state to a new state. This is in fig. 1 shown
as S = S 1, where S 1 is the new state. The message S
is also shown as being provided from the message
router 18 to the first module 12. There is also a loop
check message C shown as being sent from the first
module 12 to the second module 14. How these messages
are handled will be described shortly. Finally the
connection between the third module 16 and the first
module 12 is shown as being in an old state SO
(indicated by a dashed line). A system 10, like a
trading system can have various states, where one
state may be a state indicating that trading is
ongoing and another may be a state indicating that
trading is closing. Yet another state may indicate
that reference data used by the different modules has
been updated where such reference data may be
definition of instruments traded, definitions of
specific instruments, various limits for instruments
etc. All these states have different implications for
the processing of data. This means that processing of
data in one state normally differs from processing of
data in another state. As isindicated by the loop L in
fig. 1, data that has been processed by the first
processing module 12 may be sent to the second module
14 for processing, which in turn supplies further
processed data to the third module 16. The third
module finally processes the data from the second
module 14 and supplies to the first module 12 for
processing. These various types of processing are thus
linked to each other. If the first processing unit 12
now receives a new state S 1, the "old data" supplied
by the third processing module 16 



will unless something is done be processed according
to the new state, instead of according to the old
state SO that should be applied,. The present
invention is directed towards solving this problem.
There are a number of various types of data processing
loops that can be provided in a system such as a
trading system, where the data processing modules act
as nodes in such loops. One type of loop is a strong
loop in the data flow (SLDF). In such a loop data
leaves a first node on an output channel, passes
through several nodes, where it may be processed and
re-enters the first node, where it may be processed
again and finally leaves the node on the same output
channel. A weak loop in the data flow (WLDF) is a loop
where data leaves a first node on an output channel,
passes through several nodes, where it may be
processed and re-enters the first node. However, here
the data does not have to leave the first node on the
same output channel. It will in the following be
assumed that SLDF does not exist in the system of fig.
1. The general functioning of the system 10 according
to the principles of the present invention will now be
described also with reference being made to fig. 2,
which shows a flow chart of a number of method steps
in a method for ensuring correct processing of data
according to various system states. It is first
assumed that the whole system is processing data
according to an old state SO. Then processing is
performed in the various modules 12, 14, 16 according
to well known principles. However, at a certain point
in time a new state, state S 1, is introduced by the
message router 18. This state is signalled through the
use of a new state message S 1that is being sent to
all data processing modules that receive data from
outside of the system 10. As can be seen in the
example in fig. 1, there is only one module that
receives this message, namely the first data
processing module 12. Such state messages are then in
the example provided in fig. 1 forwarded from the
first and second input channels 26 and 28 to the state
control unit 22. It should here be realised that such
a state message may be received on only one input
channel or on more input channels. Therefore the
method according to the present invention is started
with the first data processing module 12 receiving one
or more state messages S indicating a new state S 1
via the first and 



second input channels 26 and 28, step 36. These state
messages are then forwarded to the state control unit
22, which first blocks data on the input channels 26,
28 with the new state S 1, step 38. It then orders the
data processing unit 20 to empty itself of old data,
i.e. to process and output any data that it has
internally according to the old state SO. According to
a first variation of the present invention the state
control unit 22 then sends loop check messages C into
a number of loops the first data processing unit is
connected in. The first data processing module 12 is
connected in such loops with associated input and
output channels. How data processing loops that the
first data processing module 12 is connected in can be
determined will be described shortly. The state
control unit 22 thus sends at least one loop check
message C into a set of such data processing loops,
step 40. This set does according to the present
invention then only include the loops for which the
associated input channel of the first data processing
module 12 has the old state SO. Thus for the input
channels associated with these loops the old state SO
still applies. As can be seen from the example in fig.
1, the state control unit 22 only sends messages C
into the first output channel 32, which is part of
such a loop L. This message C is in one variation of
the present invention sent as C(S1 , loop, 1) , where
S 1 indicates the new state, loop indicates the loop
in question and 1 is a loop counter indicating the
number of links passed in a loop and is used for
determining which module is to receive the message
next. This message C here also includes a list of all
modules or nodes belonging to the loop, starting and
ending with the originating node, which originating
node is here the first module. The message C is then
processed by the next node, which is the second module
14, which in the same way then empties itself of old
data and thereafter forwards the loop check message C,
where the link counter is incremented so that the
message now looks like C(S1 , loop, 2). In this way
all nodes in the loop process the loop check message C
and eventually it will normally reach the first module
12 again via the third input channel 30. The state
control unit 22 then awaits the fulfilment of a loop
check condition, step 42. During this waiting the data
processing unit 20 should haveemptied itself of old
data, i.e. processed and outputted data according to
the old state SO. The loop check condition is that for
each input channel associated with a loop either the
loop check message C or a state message S indicating
the new state S 1 is received. The state control unit
22 may thereafter order the data processing unit 20 to
await the 



presence of state messages indicating the new state on
all the other input channels. When this has been done
the state control unit 22 changes state for the first
module 12 to the new state S 1 and removes the
blocking of the input channels, step 44. Thereafter
the state control unit 22 sends state messages
indicating the new state on all output channels, step
46. If, as is indicated above, the first module 12
receives state messages indicating the new state on
all input channels during the checking, i.e. also on
the third channel 30, the state control unit 22 may
directly change state and disrupt the loop checking.
If a module that has started its checking receives a
state message indicating the new state on an input
channel, it should not start a new checking procedure,
even though it may not be ready to change state. It
just has to wait until enough checking messages have
been received from the loops in order to ensure that
no more old data can reach it. This same procedure is
then also carried out by the other modules in the
system. A module that has the new state and receives a
loop check message on an input channel from another
node, which message originates in another node, should
delete this message. According to a second variation
of the present invention, which is applied when WLDFs
are possible, the state control unit waits with
sending loop check messages until a state message
indicating the new state is present on all input
channels coming from modules with which the first
module does not share any loop. After this it empties
itself of old data and sends the loop check messages.
In the example of fig. 1, there would therefore be
waiting if the new state was not sent simultaneously
on the first and the second input channels 26 and 28.
In the same way the other modules in the loop would
have to wait for all input channels not being part of
a loop to receive the new state before forwarding the
loop check message in the loop. For WLDF, it is
furthermore necessary that all loops that the first
module belongs to and via which it has not already
received any state messages indicating the new state,
have to be checked N times, where N is the minimum of
L or M+1 , where L is the number of input channels to
the module for which loops are beingconsidered and M
is the number of output channels of this module
belonging to the same loops. A new set of checks can
furthermore not be performed until the previous set of
checks have been completed. The first module does here
not have to wait for the new 



state on the input channels, but can, as soon as
enough loop check messages have been received, empty
itself of old data and enter the new state. As an
alternative to the loop message including data of the
nodes in the loop that are to be passed, it is
possible that all nodes, i.e. data processing modules
in a node, has knowledge of the loops the other nodes
in this loop are a part of. Then the loop check
message discussed above will not need to include any
information of the nodes it has to pass. Instead a
receiving node determines the next node in the loop
based on this prestored information. This
determination may furthermore only be made once, when
the system is being set up and the results of it used
later when state changes actually occur. How the
determination of which other data processing modules
that are present as nodes in a loop can be determined
will now be described in relation to fig. 3, which
shows a flow chart of a number of steps for
determining data processing loops according to the
present invention and being performed in the loop
determining unit 23 in the first processing module 12.
This loop determining unit 23 may in some variations
of the present invention be combined with the state
control unit 22. It should here be realised that also
the other data processing modules may be equipped with
this node determination functionality. It should also
be realised that one loop determining unit may be
provided centrally for the whole system. The loop
determination may with advantage be provided when the
system is being set up. Actual loop determination may
start with the loop determining unit 23 reading system
configuration data of the first module 12, step 48.
Such system configuration data is with advantage
provided in a system configuration store 24. Normally
all modules would have access to this store 24 and it
would then include system configuration data of all
modules. The system configuration data here includes
data about all the input channels to the first module
and all the output channels from the first module and
to which other entities, such as to which other data
processing modules they are connected. From this data
loop determining unit 23 first determines what
connections exist to other data processing modules,
step 50. Such data may be provided in a so-called
adjacency matrix A including a number of elements
indicating the connections between nodes. Both columns
and rowsof such a matrix would then indicate the nodes
in the system and if there is a connection between two
nodes. An element a(i,j) = 0 if such a connection does
not exist and a(i,j) = 1 



if it does. In order to find out the loops the loop
determining unit 23 then finds out all the other
modules the first module is connected to through
investigating the connection matrix A, step 50. These
connections then make up a number of paths that may be
loops, but may also be other types of paths like paths
with an end. For each such path that is created, step
52, the loop determining unit 23 then reads system
configuration data of the following module in the
path, step 54. If then this path has no more data
processing modules, the path is ended, step 56, and
the path determined as being no loop, step 58. If
however there is a connection in the path to a
following module after the next module, i.e. the path
is not ended, step 56, the loop determining unit 23
then investigates this following module. If this
following module is the first module, step 60, then
the loop determining unit 23 determines that the path
is in fact a loop, step 64, and stores loop data, step
66, where loop data typically includes data about the
data processing modules and their channels that are
involved in such a loop and in which module the loop
originates. This data may with advantage be stored in
the system configuration data store 24. It may also be
stored locally in the first data processing module. In
case the following module was not the first module,
step 60, the next module is made into the following
module, step 62, whereupon system configuration data
of this module is checked, step 54. This is repeated
until the path is either determined to be a loop or no
loop. A state control unit that sends loop check
messages would therefore locate the applicable loop
data identifying the loops of the corresponding data
processing module via the system configuration data
store 24 in order to learn about which loops this
module is connected in. It should here be realised
that it is furthermore possible that there may be
branches, i.e. that one node may connect to two or
more other nodes. A path may thus include a part that
is branched from another path at a branching point An
example illustrating the need for several loop check
messages per loop will now be described with reference
being made to fig. 4, which schematically shows a
first example of a number of interconnected nodes,
which nodes may be provided as data processing modules
according to the invention. In fig. 4 there is a first
node 68 having an output channel connect to an input
channel of a second node 70, which in turn has an
output channel connected to the input channel of
athird node 72. The third node 72 has two output
channels, a first connected to a first input 



channel of the first node 68 and a second connected to
an input channel of a fourth node 74. The fourth node
74 does finally have an output channel connected to a
second input channel of the first node 68. Here there
are two paths originating in the first node 68. One
loop being run through is thus made up of the first
node 68, the second node 70, the third node 72 and the
first node 68. A second loop being run through is
being made up of the first node 68, the second node
70, the third node 72, the fourth node 74 and the
first node 68. Here both these loops are checked.
However old data may have left the first node 68 on
the link to the second node 70 and come back through
the link between the third 72 and first node 68. Since
old data can not re-enter the fourth node 74 and leave
through the link between this fourth node 74 and the
first node 68 (under the assumption that no SLDF
exist), it would be sufficient if one more check was
made on the first loop or if a suspicion exists that
old data exists in the third node 72 of the two loops.
In the general case if WLDF cannot be excluded the
number of checks being made is as described earlier N
times, where N = min (L, M+1) as described earlier.
This is because the first time the loops are checked,
old data can come from either of the loops and can
leave the first node, the initiating node, through the
same output channel it used the last time it passed
the node. The second time around it can not leave the
first node through the same output channel. Thus after
M passes the old data can only leave the first node
through one output channel and a further check is
needed to ensure that it will not come back into the
first node again. If the number of input channels L is
less than M+1 , then it will be enough to do the
checking L times through a similar reasoning, because
if old data arrives through one input channel when the
first check is made, it cannot enter through the same
channel the other times. The reason that so many
checks are necessary is that there is no way in
knowing which paths through the network individual
messages will take. However, in a specific case it may
be possible to decrease the number of times a set of
checks are set to be performed through identifying a
"bottleneck", a minimal critical set comprising one or
a few links. In this case it is necessary to check the
critical set one more time than there are links K in
the set. However with a network having few
connections, the first approach is generally
preferred.Now an example of how loops can be
identified will be described with reference being 



made to fig. 5, 6 and 7, where fig 5. schematically
shows a second example of a number of interconnected
nodes used for exemplifying the determination of data
processing loops, fig. 6 schematically shows a tree
exemplifying how nodes of the second example are
treated in order to determine data processing loops
starting from a first node and fig. 7 schematically
shows a tree exemplifying how nodes of the second
example are treated in order to determine data
processing loops starting from a fourth node. The
nodes interconnected in fig. 5 are similar to the
nodes interconnected in fig. 4. The difference is that
here there is a fifth node 76 having an output channel
connected to an input channel of the fourth node 74
and that here the first node 68 has its output channel
connect to an input channel of the third node 72, the
third node 72 has a first output channel connected to
an input channel of the second node 70 and that the
second node 70 has an output channel connected to a
first input channel of the first node 68. In all other
respects, fig. 5 is identical to fig. 4. The adjacency
matrix A for the nodes in fig. 5 would then look like:
0 0 1 0 0 1 0 0 0 0 A = 0 1 0 1 0 1 0 0 0 0 0 0 0 1 0
Here the first row indicates the other nodes that the
first node sends data to, the second row indicates the
other nodes that the second node sends data to, the
third row indicates the other nodes that the third
node sends data to, the fourth row indicates the other
nodes the fourth node sends data to and the fifth row
indicates the other nodes that the fifth node sends
data to. The first column indicates from which other
nodes the first node receives data, the second column
indicates from which other nodes the second node
receives data, the second column indicates from which
other nodes the second node receives data, the third
column indicates from which other nodes the third node
receives data, the fourth column indicates from which
other nodes the fourth node receives data and the
fifth column indicates from which other nodes the
fifth node receives data. This means that for the
nodes in fig. 5 there is only a setting for the third
column in the first row, whichindicates that the first
node sends data to the third node. In the second row
there is only a 



setting for the first column, which indicates that the
second node sends data to the first node. In the third
row there is only a setting for the second and fourth
columns, which indicates that the third node sends
data to the second and fourth node. In the fourth row
there is only a setting for the first column, which
indicates that the fourth node sends data to the first
node. Finally, in the fifth row there is only a
setting for the fourth column, which indicates that
the fifth node sends data to the fourth node. The loop
finding method is here first applied for finding all
nodes starting from the first node 68. From the nodes
of fig. 5, the tree shown in fig. 6 is obtained. In
fig 6 the first node 68 is shown on the right hand
side, since it is the originating node from which loop
finding is started. From this first node 68 there is
one link to the third node 72. From the third node 72
there are two links, a first to the second node 70,
which in turn leads to the first node 68 and a second
to the fourth node 74, which in turn leads to the
first node 68. To create this tree we start in the
first node 68 and go along the only possible path to
the third node 72. From this third node 72 there are
two possible choices, either to go to the second node
70 or to the fourth node 74. From the second node 70
it is only possible to go to the first node 68, and we
are back where we started and thus a first loop has
been identified. The branch thus ends here. If we
instead continue for the fourth node 74, it is again
only possible to go to the first node 68 and the
second loop is identified. Since there are no
unfinished branches, the search is finished and a tree
is obtained that represents all possible loops that
start form the first node 68. The same loop finding
method is then applied on all loops starting from the
fourth node 74, through which the tree in fig. 7 is
obtained. In order to create this tree, we start in
the fourth node 74 and from there go the only possible
way to the first node 68. From the first node 68 it is
only possible to end up in the third node 72. From the
third node 72, there are two ways it is possible to
go, a first branch leads to the fourth node 74 and a
second branch leads to the second node 70. As the
fourth node 74 is the starting point, the first branch
thus identifies a third loop. From the other branch we
can see that the second node 70 leads to the first
node 68 and the first node 68 leads to the third node
72. At the third node there is the possibility of a
third branch to the second node 70 and a fourth branch
to the fourth node 74. In the third branch it is
evident that from the second node 72 



it is only possible to go to the first node 68.
However, in order to reach this first node 68, the
sequence first node 68, third node 72, second node 70
and first node 68 appearstwice. This means that the
same sub-loop has been passed twice. It is therefore
according to the present invention possible to cut
this branch after the last branching point in the
tree, i.e. between the third and the second nodes 72
and 74. The fourth branch led to the fourth node 74,
which is the starting point and thus a fourth loop is
found. Since there are no further branches the search
is over and the tree finished. It is furthermore noted
that in the larger loop, the fourth loop, there are
links constituting a sub-loop identical with the third
loop made of the fourth node 74, the first node 68,
the third node 72 and the fourth node 74 and hence the
smaller third loop does not have to be checked
separately, since it is checked when the larger fourth
loop made up the fourth node 74, the first node 68,
the third node 72, the second node 70, the first node
68, the third node 72 and the fourth node 74 is
checked. The same loop checking principle is then
applied on all the other nodes in the same way, but
will not be described in more detail here. What then
happens when a new state is introduced will be
described in relation to fig. 8, which schematically
shows the interconnected nodes of the second example
and a message router 18 connected to the first and the
fifth nodes 68 and 76. The message router 18 here
sends a message indicating the new state S 1 to the
first and the fifth nodes 68 and 76. Here it is also
assumed that there are no WLDF in the system. The
basic principle of the invention is then that the
first node 68 first checks if it has new state
messages on all its input channels. When it notices it
has not and that its input channels that lack state
messages indicating the new state are coming from
nodes with which it shares loops, it empties itself of
old data and sends a loop check message for each of
these loops. In this case the first node 68 sends a
loop check message C(S1 , loopi , 1) to the third node
72 and another loop check message C (S1 ,loop2, 1)
also to the third node 72 where the first of the these
messages is sent into the first loop and the second
into the second loop, which loops were identified
above. The fifth node 76 checks if it has a new state
message S 1 on all its input channels and recognizes
that it does. It then changes state to the new state S
1 and sends a new state message to the fourth node 74.
The third node 72, which received the loop check
messages C(S1 , loopi , 1) and C(S1 , Ioop2, 1) 



from the first node 68, does not have any input
channels coming from nodes with which it does not
share any loops. It therefore does not have to wait
for any new state messages. The third node 72
therefore forwards one of the loop check messages C(S1
, loopi , 2) tothe second node and the other loop
check message C(S1 , Ioop2, 2) to the fourth node,
where the loop counter has been incremented in both
loop check messages. The fourth node 74 on the other
hand has a new state message present on one of the
input channels and therefore checks if it has new
state messages on all input channels. It has not, but
since the remaining input channels come from a node
with which the fourth node 74 shares a loop it
therefore sends a loop check message C(S1 , Ioop4, 1)
to the first node 68. The second node 70 in turn
forwards the C(S1 , loopi , 3) message to the first
node 68, with the loop counter incremented. When the
fourth node 74 gets the loop check message C(S1 ,
Ioop2, 2) from the third node 72, it knows it has new
state messages on all input channels coming from nodes
with which it does not share any loops. It then sends
a loop check message C(S1 , Ioop2, 3) to the first
node 68. The first node 68 also receives the loop
check message originating in the fourth node 74 and
forwards it to the third node 72 as C(S1 , Ioop4, 2).
It also receives the loop check message C(S1 , loopi ,
3) from the second node 70 and notes that the first
loop has been checked. It then receives the loop check
message C(S1 ,loop2, 3) from the fourth node 74 and
also notes that the second loop has been checked.
Therefore the first node 68 has checked all its nodes,
knows that it has new state messages on all its input
channels coming from nodes with which it does not
share any loop and since there are no WLDF, checking
is now complete for this node. The first node 68
therefore assumes the new state S 1 and sends out a
new state message indicating the new state S 1 to the
third node 72. The third node 72 also forwards the
C(S1 , Ioop4, 3) loop check message to the second node
70 and when it receives the new state message it
assumes the new state S 1 and sends new state messages
indicating the new state S 1 to the second and the
fourth nodes 70 and 74. The second node 70 forwards
the loop check message (S1 , Ioop4, 4) to the first
node 68. When this message reaches the first node 68
it is deleted since the first node 68 is already in
the new state S 1. The second node 70 receives the new
state message from the third node 72 and assumes this
new state S 1 as well and sends a new state message to
the first node 68, which in turn deletes it since it
has already assumed the new state S 1. The 



fourth node 74 receives the new state message from the
third node 72 and assumes the new state S 1 and sends
a new state message to the first node 68. The first
node 68 then deletes this state message since it
already has assumed the state in question. Thereafter
no more messages are sent and the network has been
updated.As an alternative it is necessary for a node
to wait for all input channels that are not a part of
a loop to receive the new state. This is the case if
there are no WLDF. It can then immediately proceed and
empty itself of old data and send a loop check
message. In this case there is furthermore only one
loop check message sent into each loop. The present
invention has a number of advantages. According to the
present invention state changes propagate in a
deterministic and controlled way through data
processing modules. According to the invention it is
ensured that no data is lost or handled in a wrong
state. State updating is furthermore fast. The
invention furthermore allows the system to be designed
for non-linear data processing without taking the risk
of getting race conditions during operation. The data
handling modules of the present invention including
the data processing units state control units and loop
determining units are, as has been described above,
implemented using computer technology. They may
therefore be implemented through one or more
processors together with computer program code for
performing their functions. While the invention has
been described in connection with what is presently
considered to be most practical and preferred
embodiments, it is to be understood that the invention
is not to be limited to the disclosed embodiments, but
on the contrary, is intended to cover various
modifications and equivalent arrangements. The message
router is for instance not limited to being provided
in an input channel, but other ways of signalling
state changes may be provided. Loop checking and loop
determining units may furthermore be provided in the
same unit. As mentioned before there may as an
alternative be one loop determining unit provided for
the whole system, which is responsible for the loop
determination of the whole system. Therefore the
present invention is only to be limited by the
following claims.CLAIMS 1. Method for ensuring correct
processing of data according to various system states
(SO, S1) in a first data processing module (12; 68;
74) being able to communicate with 



a number of other data processing modules (14, 16; 70,
72, 74; 68, 72, 76) in a data processing system (10)
using a number of input (26, 28, 30) and output
channels (32, 34), comprising the steps of: receiving
(36) a state message (S) indicating a change from an
old state (SO) to a new state (S1) on at least one
input channel (26, 28), blocking (38) reception of
data on all input channels (26, 28) having said new
state, sending at least one loop check message (C)
into each loop in a set of data processing loops (L),
wherein said set includes all loops that said first
data processing module (12; 68; 74) is connected in
via associated input (30) and output channels (32) and
for which associated input channels (30) the old state
(SO) applies, and removing (44) the blocking when for
each loop in the set either the loop check message (C)
is received in the first data processing module (12)
or the associated input channel has received a state
message indicating the new state and all other input
channels (26, 28) of the first data processing module
(12; 68; 74) have received a state message (S)
indicating said new state. 2. Method according to
claim 1, further comprising the step of determining
each data processing loop (L) said first data
processing module(12; 68; 74) is connected in through
reading (48) system configuration data related to said
first module indicating the entities that the input
and/or output channels (26, 28, 30, 32, 34) of the
first data processing module (12; 68; 74) are
connected to, determining (50) a number of output
channels leading to other data processing modules (14;
72; 68) for determining data processing paths
originating from said first data processing module,
performing (52), for an output channel (32) leading to
a following data processing module (12) in a data
processing path, the further steps of reading (54)
system configuration data related to this following
data processing module (14), determining (56) if there
is a next data processing module (16) in the path
after the following data processing module (14),making
(60) the next data processing module the following
data processing 



module, repeating the step of determining (56) if
there is a next data processing module in the path
until either the next data processing module is the
first data processing module (60) or there is no next
data processing module (56), determining (64) that a
loop associated with the first data processing module
(12) is present in case one of the modules encountered
in the path is said first data processing module (60),
and storing (66) data about this loop in relation to
said first data processing module (12). 3. Method
according to claim 2, wherein a data processing path
may include branches and further comprising the step
of removing a branch after a branching point (72) if a
sequence of data processing modules (68, 72, 70, 68)
including the data processing modules of said branch
(70, 68) have been previously passed in the same order
in the path. 4. Method according to any previous
claim, wherein the loop check message indicates each
data processing module it is to pass in the loop. 5.
Method according to any of claims 1 - 3, further
comprising the step of gathering and storing loop data
concerning other data processing modules (14, 16)
provided in the loops associated with the first data
processing module (12), where said loop data comprises
data regarding loops said other data processing
modules are provided in, wherein each data processing
module in a loop includes such loop data concerning
the loops other data processing modules are provided
in and further comprising the step of providing or
forwarding loop check messages, by each data
processing module, to a next data processing module in
all loops based on such stored loop data. 6. Method
according to any previous claim, wherein one loop
check message (C) is sent into each loop. 7. Method
according to any of claims 1 - 5, wherein N loop check
messages are sent into each loop, where N is dependent
on the number of inputs to the data processingmodule
being connected in a loop or the number of outputs of
the data processing module connected in said loops. 8.
Method according to claim 7, wherein N is either equal
to the number of inputs to the 



data processing module being connected in a loop or
equal to the number of outputs of the data processing
module connected in said loops plus one, whichever is
lowest. 9. Method according to any of claims 1 - 5,
wherein K + 1 loop checks are performed, where K is
the number of links in a critical set, where K is
smaller than the number of input channels to the data
processing module being connected in a loop and
smaller than the number of output channels of the data
processing module connected in said loops. 10. Method
according to any previous claim, further comprising
the step of sending a state message indicating a new
state on all output channels. 11.A computing device
for ensuring correct processing of data according to
various system states (SO, S 1) and including a first
data processing module (12) for provision in a data
processing system (10), said first data processing
module (12) comprising: access to a number of input
channels (26, 28, 30), access to a number of output
channels (32, 34), and a state control unit (22)
arranged to block reception of data on all input
channels (26, 28) on which a state message (S)
indicating a change from an old state (SO) to a new
state (S1) has been received, send at least one loop
check message (C) into each loop in a set of data
processing loops (L), wherein said set includes all
loops that said first data processing module (12) is
connected in via associated input (30) and output
channels (32) and for which associated input channels
(30) the old state (SO) applies, and remove the
blocking when for each loop in the set either the loop
check message (C) is received in the first data
processing module (12) or the associated input channel
has received a state message indicating the new state
and all other input channels (26, 28) of the first
data processing module (12) have received a state
message (S) indicating said new state.12.A computing
device according to claim 11, further comprising a
loop determining unit (23) arranged to determine each
data processing loop (L) said first module is
connected in through 



reading system configuration data related to said
first module indicating the entities that the input
and/or output channels (26, 28, 30, 32, 34) of the
first data processing module (12) are connected to,
determining a number of output channels leading to
other data processing modules (14) for determining
data processing paths originating from said first data
processing module, and further performing, for an
output channel (32) leading to a following data
processing module (12) in a data processing path
reading system configuration data related to this
following data processing module (14), determining if
there is a next data processing module (16) in the
path after the following data processing module (14),
making the next data processing module the following
data processing module, repeating the determining of
if there is a next module in the path until either the
next data processing module is the first data
processing module (60) or there is no next data
processing module, determining that a loop associated
with the first data processing module (12) is present
in case one of the modules encountered in the path is
said first data processing module, and storing data
about this loop in relation to said first data
processing module (12). 13. A computing device
according to claim 12, wherein a data processing path
may include branches and the loop determining unit
(23) is further arranged to remove a branch after a
branching point (72) if a sequence of data processing
modules (68, 72, 70, 68) including the data processing
modules of said branch (70, 68) have been previously
passed in the same order in the path. 14.A computing
device according to any of claims 11 - 13, wherein the
loop check message indicates each data processing
module it is to pass in the loop.15. A computing
device according to any of claims 11 - 13, wherein the
first data processing module (12) is further arranged
to gather and store loop data concerning other data
processing modules (14, 16) provided in the loops
associated with the first data processing module (12),
where said loop data comprises data regarding loops 



5 said other data processing modules are provided in,
and to provide loop check messages to a next data
processing module in all loops based on such stored
loop data, wherein each data processing module in a
loop includes such loop data concerning the loops
other data processing modules are provided in for
performing such loop check message sending. 10 16. A
computing device according to any of claims 11 - 15,
wherein the state control unit (22) is arranged to
send one loop check message (C) into each loop. 17. A
computing device according to any of claims 11 - 15,
wherein the state control unit 15 is arranged to send
N loop check messages into each loop, where N is
dependent on the number of inputs to the data
processing module being connected in a loop or the
number of outputs of the data processing module
connected in said loops. 18. A computing device
according to claim 17, wherein N is either equal to
the number of 20 inputs to the data processing module
being connected in a loop or equal to the number of
outputs of the data processing module connected in
said loops plus one, whichever is lowest. 19. A
computing device according to any of claims 11 - 15,
wherein K + 1 loop checks are 25 performed, where K is
the number of links in a critical set, where K is
smaller than the number of input channels to the data
processing module being connected in a loop and
smaller than the number of output channels of the data
processing module connected in said loops. 30 20. A
computing device according to any of claims 11 - 19,
wherein the state control unit (22) is further
arranged to send a state message indicating a new
state on all output channels. 2 1.A data processing
system (10) for ensuring correct processing of data
according to 35 various system states (SO, S 1) and
comprising a number of data processing modules(12, 14,
16), where at least one data processing module (12) is
provided in a computing device according to any of
claims 11 - 20. 22. A data processing system ( 10)
according to claim 2 1, wherein it is a trading
system. 23. Computer program product for ensuring
correct processing of data according to various system
states (SO, S 1) through providing a state control
unit (22) of a first data 



processing module (12) in a data processing system
(10), comprising computer program code on a data
carrier arranged to, when said data carrier is being
loaded into a computer, block reception of data on all
input channels (26, 28) on which a state message (S)
indicating a change from an old state (SO) to a new
state (S1 ) has been received , send at least one loop
check message (C) into each loop in a set of data
processing loops (L), wherein said set includes all
loops that said first data processing module (12) is
connected in via associated input (30) and output
channels (32) and for which associated input channels
(30) the old state (SO) applies, and remove the
blocking when for each loop in the set either the loop
check message (C) is received in the first data
processing module (12) or the associated input channel
has received a state message indicating the new state
and all other input channels (26, 28) of the first
data processing module (12) have received a state
message (S) indicating said new state. 


