WO 2004/ 019254 PCT/ US20031026414 HARDWARE- BASED CREDENTI AL MANAGENMENT
BACKGROUND El ectronic comrerce (eConmerce) and busi ness-to-busi ness (B2B)
transactions over the Internet or other networks have a critical need for
assurance vamehotni9as4 i n the 5 comuni cati ons between pargd@iSodsédigse
transactions. Wien a partner receives a conmunication from anot her partner,
the receiving partner wants to ensure that the conmunication received is

i ndeed fromthe sendin artner. For exanple,_ a supplier receiving an order
for parts in accord %m*%W%MW@GEWMr wants to make
sure that the person sending the order is the partner with whomthe supplier
made 10 the contract, not an i npBAGIKGROUNRBNt|y, nerchants, buyers and
suppliers authenticate conmunications such as contracts and paynents using
security credeEldcabsic comeltracOointRt) Hidbusihessas-busihass (BIBPdissctiokey's,
digital certificates and tokens. CGenerally, this requires conplex or

speci al i e ARelin@Alicr Yt REIEB1: Aavd PUARRTIRAN FARRLIARE aA hOH freOn ©f 1 €Nt

platforns. Credential 15 nanagenent 1s oundat 1 on rust
infrastructure. .|t | ically handl ed by. software |jbrari.es, which nust
be mantaal |°W%§ﬁ%§&wv§?ﬁﬁ%s %%P?s\ﬁ/gﬁaﬂs%% i?@ﬁﬁn&MBﬁ HEVEded for the
actual transactions. BRI EF DESCRI PTI ON OF THE DRAW NGS Enbodi nents of the
i nvent i on CARNURIcakers fromaather Rasget theregsiningpartmer wande faensure thagthey t h
reference to the drawi ngs, wherein: Figure 1 shows an enbodi nent of a
partner t rcemsanicaton gceivsbis ndred omkheissnding pRdndrn Eor Gample)iacapplien Syst ens.
Figure 2 shows an enbodi nent of a transaction system

receiving an order for parts in accordance with a supply contract, the supplier wants to

make sure that the person sending the order is the partner with whom the supplier made
10  the contract, not an impostor.

Currently, merchants, buyers and suppliers authenticate communications such as
contracts and payments using security credentials, such as digital signatures, cryptographic
keys, digital certificates and tokens. Generally, this requires complex or speciatized end-
entity credential management application logic on client platforms. Credential

15 management is the foundation of the trust infrastructure. It is typically handled by
software libraries, which must be manually integréted with the software applications being
used for the actual transactions.

BRIEF DESCRIPTION OF THE DRAWINGS

Bmbodiments of the invention may be best understood by reading the disclosure

20  with reference to the drawings, wherein:

Figure 1 shows an embodiment of a partner transaction across a network using
Partner Communication Systems.

Figure 2 shows an embodiment of a transaction system.



1 WD 2004/ 019254 PCT/ US2003/ 026414 Figure 3 shows a flowchart of an
enbodi nent of operating a credential nmanager (CM. DETAILED DESCRI PTI ON OF
THE EMBCODI MENTS Figure 1 shows an eConmmerce comruni cation environnent

bet ween t wiD paddwesss S5 each using a Partner Comuni catpcgiysRyishedid PCS) -
Note that the term PCS as used here refers to any conmuni cation system
enpl oyed to allow one partner to communicate wwth another. For this
exanpl e, assung.th Partner A, 10Q, is a, manufacturer, and Partner B, 18,
is a supplier %%%@W&EW%Q? cmbadiment of opeating ArredrstialiaLAgek - based
communi cations, such as the Internet, or other “public' network, although
t hey coul C¥Dso be comuni cating 10 in a virtual private network (VPN).
However, security concerns are far higher in the largely public Internet
real mthan they are i DNPARERDESCRIPHONUR TRERMBODIMENRTSar e desi gned
to be run across the far-reaching and ubiquitous Internet. Note that the

term |nternet F@rdlﬁﬁﬂ“@%%cbﬁﬁﬁée éoﬁmﬁﬁ?‘caﬁ&ﬁ &%ﬁ%@?ﬁﬁﬁeﬂqﬁ’g‘%&}ﬁgs any

successor networks that nay takes its place in't I ng the

cour se.of | | | . P r ro acket s of

it or mici Sih Cefpe VG, CAbRRR G OMIE RR) 30Ge gl arBLP G BEFREA b
statenments of work, through the network. The packets rmay " hop' from one
server, r &Y to anyconpyunication systern employediioallow oRe partner t9 commpmicale With | nt er net
security appliance, to the next between the two partner endpoints. For
exanpl e, anathermini bis sxempleagssnme ¢hat Pantnep &; 1 Oids a alapufaCurpand PadaeriB)i8syst em
at 10 through a hop at a router 12, a server 14,another router 16 and

anot her séyasapplief,of patofot Parteee . MThely bfe rdlyiigiupah netiofit-bied thfmuBications,
conmuni cation system 18.

such as the Internet, or other ‘public’ network, although they could also be communicating

10 in a virtual private network (VPN). However, security concerns are far higher in the
largely public Internet realm than they are in VPNs, and most eCommerce applications are
designed to be run across the far-reaching and ubiquitous Intemet. Note that the term
Internet as used here refers to the current Internet as well as any successor networks that
may takes its place in the future.

15 During the course of their communications, Partners A and B may route packets of
information, such as order requests, contracts, purchase orders, and staternents of work,
through the network. The packets may ‘hop’ from one server, router, or any other
intermediary such as a firewall or an Internet security appliance, to the next between the
two partner endpoints, For example, a communication may move from partner A’s

20 communication system at 10 through a hop at a router 12, a server 14,another router 16
and another server 17, before reaching its destination at partner B’s communication systém

18.



2 WD 2004/ 019254 PCT/ US2003/ 026414 At any of these hops, as well as between
them a hacker or other attacker, trying to insert thenselves into the
transaction, could capture the information. The intent may be to gather

i nf or mat g :@RRW2spne or nore of the partners or to m saPpRsHRM@RHe funds, as
exanpl es. However, for whatever reason the attacker is trying to insert his

or herself in 5 the transaction, he or she will probably do it by trying to
assunme one of the partner's identities. Security procedures allow a partner

receiving a coNAmfiof hepohonscasveal] gsbetwegn thenh @ heeleronether steskardedngfod was

actually fromthe other partner, not an inpostor. Security procedures
i ncl ude ensarithemsajvasnte dopetransmtion) o bisiapiyrethe infotnmatioap Ahe iftent may bditgi t al

certificate, or a token. In the exanple of Figure 1, a transaction system

(TS) 20 n@hetthibaittiof ab&\a 28e Bf AERUBMIRSparthls oPfomidkpRbprits fudds,lager nay take

one of several forns. One enbodi nent of such a systemis shown in Figure 2.

Wthin th [ i qilﬁ_]r- I . nsi ble all
transact i%r?gl At glogrﬁgérgﬁ)? @fhﬁa{g?}]&tr%ﬁé)%‘-a e E%@éﬁ&gﬁ s %%}G(E:S%&%y al so be
referred to,as a. hpst' pragessor, calls upon the Credential Mgnager (CM 26
hs 15 hecb8bERgtiop. F prReTHl PRSPl 0P B RN AIRLER QI ARRAR he port 23,

The communi cation system 20 may al so include a nenory 28, which nmay al so be
part of tidentitisapdsrutityprocaspresnilog apartans seceivings eammunicationte wenfy thaty i ncl ude
a protected domain' allowing the CM 26 to nake use of common resources of

TS 20. Thike comibgichituh réosivddwasactmalip fivmntthosthaf patther, nsimprisnpbitad Reawitgnl y be
accessed by certain 20 processes and in which CMnay reside. The CMis

D] el A g g e g | D
security gei't‘laﬁic%%t, ii:)I'a alt fokets >In the example of Figure 1, a transaction system (TS) 20 may
10 handle these procedures.
The PCS of either partner may take one of several forms. One embodiment of such
a system is shown in Figure 2. Within the PCS is a Transaction System (TS). This system
is responsible all transactions into and out from the PCS. The processor 24, which may
also be referred to as a ‘host’ processor, calls upon the Credential Manager (CM) 26 as
15  necessary to allow the system 20 to communicate through the port 23.
The communication system 20 may also include a memory 28, which may also be
part of the memory used for CM 26 In one embodiment, the memory may inclutie a
‘protected domain’ allowing the CM 26 to make use of common resources of TS 20. The
protected domain is a partition of the memory that can only be accessed by certain
20  processes and in which CM may reside. The CM is responsible for storing valid incoming
security credentials as will be discussed later.

The CM is responsible for storing, locating and registering security credentials, as

well as validating security credentials provided as part of incoming messages. These



wel | as validating security credentials provided as part of incom ng
nmessages. These 3 WD 2004/ 019254 PCT/ US2003/ 026414 operations nay be
referred to here as credential transactions. The CM 26 naybe a separate
devi ce sugb 20@m/0p928£ner al - pur pose processor, a digital pepogodsRagSSor, an
application specific integrated circuit, a field programmable gate array, or
executable code running in a main processor but within the protected

dormai n. Not e t hat tg Ffag:essag i nclude contracts 6Durchase orders,
paynent s, ORefagions way be %Slﬁaéé redentig] transagtions. The CANE20 magbage will al so

I ncl ude security credentials. Wth| n the CMis a safeguard for the platform
upon whi cieparats Cévmcc suchas azgensrgl-purpost pwcesson, adigitabsigual piatessbr,ishe system 20 i s
operating in a "trusted node, the CMor conponents within the CMallows the

r el easi ngapplibetion3pecific inbdgtatePeironit] Hficld poghaianiilekse affey, @a&kdigtablBRode
operational credentials then allows 10 the CM 26 and the processor 24 to use

Lhe oper aubagin ﬁﬁﬂ?ﬁbbe%gcir,[ B P8 hotdthdd o anfaﬁprmo@'tﬁéti&pﬂ&sa%@ﬁlaw her

pl at f or ns I'nt er syst em platform 20 | access

o 15 B A P %‘?%beﬁl@aE}?to.‘%ﬁcﬂﬁ? AP RBRe: ot

the platformis gperating in a secure, or trusted, node. 15 If the platform
20 oper at®§sspge ¥ibalso inglude wecungcrrdentiali: W ihindhe €M isesategpard fordhe been

vi ol ated, whether the processor is not operating correctly, or the nmenory
becones pletforuptped, wletkcthe GMds @piotating.| Ifitit meislpeacsessor B4 obthesydtemn BA s
credentials. This effectively prevents the TS from functioning and

t her ef or eoREAIGIM & “tEEHR Foda,l th@ OMOSH CORDBndREaSw thin INICRGElofrs (R ldagiig Y, the CM
26 may provide all or part of the nmechani smguarding the 20 protected

roten: n%@?@&&%tébaaam daaBRE "Rblehdtithé SpdresHAl SRa&HEH YA AAbws

10 the CM 26 and the processor 24 to use the operational credentials to interact with other
platforms. The other platforms will only interact with the system/platform 20 if it has
access to the operational credentials available, Note that the term operational credential
refers to operational security credentials that indicate that the platform is operating in a
secure, or trusted, mode.

15 If the platform 20 operates in some ‘unsafe’ manner, where the trusted mode has
been violated, whether the processor is not operating correctly, or the memory becomes
corrupted, etc., the CM will not reléase the operationa] credentials. This effectively
prevents the TS from functioning and therefore prevents communication between PCS A
and PCS B. Similarly, the CM 26 may provide all or part of the mechanism guarding the

20 protected domain.

The CM 26 also guards against invalid incoming credentials, protecting the
transaction system from interactions with other, untrusted platforms. The incoming

credential is received by the port 23 on path 27a and passed to the CM 26 on path 27b.



transaction systemfrominteractions wth other, untrusted platforns. The
Incomng credential is received by the port 23 on path 27a and passed to
the CM 26 on path 27b. 4 WO 2004/ 019254 PCTI US2003/ 026414 The CM 26 returns
a val i d/ ivwyadoyghnesult on path 22a to the port 23. Thep@E®ué0es028418n can
communi cate this result on path 22b. Optionally, credentials and results can
be transferred to or from prograns executing in rrem)ry on path 25. In one
enbodi ne the inventiqQn, transactions with the CMare accessible via 5
SOAP tr a%&éM@ﬁs‘e @‘@113}341‘@11615?581&9111%&@8@% tq:thstnet,taﬁ Theney 23 thepicaes a
platform independent neans for partners to interact across the |nternet

wi th ful | communentethissestlt gn pathCRdb. Ontievally tred@aials and resultSGarbediagpsfeatd
signature elements, including an elenent referred to as the KeyEl enent.
This is ttber&ﬁmﬁrégamgbké@dng\mtlhemrgbh@hthszsgnatur es that are in conpliance
with the SOAP protocol. However, the security credential nodule does not to

require any p%bh@%ﬁ&d:@lﬁgﬂdmﬁﬁi/ q%n oFRbnith B e feoblisfble Vb 152 o

designed to be conpati suc ntrastructures in

SPKI d 509 s n I nt.er nal catli

recon% agﬁgﬁf’?‘q&?t%}sgl & Smplg bﬁ" B‘teéss mg’ ﬁg@iﬁ)%‘e ' Ryr}maential
SPKI is the Se Publ i ¢ Key Infrastructure and PGP is Pretty Good
Privacy. RERpeR ale F pariers e gEeract Ar1osy ?smﬁmpwm@@r@e@mw th a 15
pair of keys, one public and one private. The public one is dissem nated to
al | part i@me dspeahof BOAPHS theS QAR digiidsignetirs demenisiindudieg smglementTeierreder t hen
uses the private key to decrypt nessages encrypted using the public key.

These ar etojatl e KoyFMaMed$, Dhis B Kyl tvanShBRAWithaligital sidtatefes th@hrelint ended to
limt the scope of the clainms in anyway. Using the CMof Figure 2 allows the

TS and
I nt 2Sr at e adﬁﬁ%nt I E}?{ﬁgosgmﬁgﬁ%l ta %I%n%%gégﬁgﬁgrﬁgérﬁﬁ?mB&M§hO&%k ne e

10 require any particular public key or credential infrastructure. It is designed to be

compatible with all such infrastructures including X.509v3, SPKI and PGP.
X.509 is an Intemnational Telecommunications Union recommendation for digital
certificates, a type of security credential. SPKI is the Secure Public Key Infrastructure, and
PGP is Pretty Good Privacy. Key-based security credentials typically provide a user with a
15  pair of keys, one public and one private. The public one is disseminated to all parties from
which the user desires to receive messages. The user then uses the private key to decrypt
messages encrypted using the public key. These are just examples of security credentials
and are not intended to limit the scope of the claims in any way.
Using the CM of Figure 2 allows the TS and the PCS to take advantage of a
20  hardware-based trust engine to integrate authentication, digital signature and encryption
services, such as certificate processing and revocation checking. The CM can accomplish
this without the constraints and complications associated with proprietary credential

software toolkits, such as PKI toolkits.



services, such as certificate processing and revocati on checking. The CM can
acconplish this without the constraints and conplications associated with
proprietary credential software toolkits, such as PKI toolkits. 5 WO
200410193 2004/8190%520031026414 Figure 3 shows an enbodegipudoeafozeuisret hod to
operate a security credential nodule to determine if an incom ng credential
Is valid and therefore if the content of the nessage can be trusted. At 40,

t he security ede taln d,. This be done .in

appr oach specr e?ﬁfl Qq afg%fb@ RFTRIG A SCYELTTE q"ﬁf“e‘f‘gds“l&
credential A 5 path is de- referenced De-referencing, as the termis used
here, medh ée%n%tf@egtcoameﬁreé@@ﬁt ig valighangfthergforg i $hn gomtent ofthemassage he

representati on naybe designated by a uniformresource identifier (URl).
Once t he cpabhtrisied. bAdt4), tet security emtderttiabiswhtaingidt Thisfmaye doat in manyxcwaeked at
44. Path validation generally involves determining if the source of the

credent i an apfrowé dpdeifit to SOAPHALIR 'dtdéessb&mrtﬁére\de{aﬂdateﬂ ey 42! fidepddestial f i | S
validation at 50. If the credential source is valid that is the path has

been veri d ke t he

credenstel aﬁhﬁggetlgée}grﬁﬁéegvo fgfér?ﬂcﬁlé &fi‘?ﬁm&pg?l ngdE%tl\g?)raeiqll?IE jE)sftjrces that track
credentials a Certi evocation List using the

Onl i ne CéP]trF?ePfagP’y f?f?m"?‘rfﬂwg PEEBFSSeniaRPnIBaY I &Lg%]ftegﬁlé icredenti al

has not been revoked, the credential passes 15 validation and the credenti al

i s st or eciniform fespumerdenifierdUREB. |f the credential has been revoked, the
credential fails validation at 50. Specific inplenentations of the

de- r ef er enci n@matheath kstbeandgeratnsis the validity ofdispeaidiswhecket b4 aRath e of t he
credential. As mentioned before, the credential may be provided as part of
a Si gnat WafidstloageRdraltyf indolvbd Rt FRIAAGR thelddBrce QP he TRARAGA idWalid, If the
10 source is not valid, the credential fails validation at 50. If the credential source is valid,
that is the path has been verified, the credential is then checked to determine if the
credential has been revoked at 46. Monitoring available resources that track credentials,
such as a Certificate Revocation List (CRL), or using the Online Certificate Status
Protocol (OCSP) may do this. If the credential has not been revoked, the credential passes
15 validation and the credential is stored for further use at 48, If the credential has been
revoked, the credential fails validation at 50.
Specific implementations of the de-referencing and validation processes will
depend upon the nature of the credential. As mentioned before, the credential may be
provided as part of a Signature element of a SOAP message. The SOAP message may
20  appear something like this:
<ds:Signature>
<ds:KeyInfo>
<ds:KeyName>
<KEYS4YOU>

25 </ds:KeyName>
</ds:KeyInfo>



20 appear something like this: <ds:Signature> <ds:Keylnfo> <ds:KeyNane>
<KEYS4YOQU> 25 </ds: KeyNane> <ds: Keylnfo> 6 WO 2004/ 019254

PCT/ US2003/ 026414 </ds: Signature> In this particular exanple, the KeyNane
I's the kayopioavisded w th the comruni cati on. The CM wopdpluédaernzkagate the
source from which KeyNane was provided and 5 verify that it is valid. It
woul d then determ ne if KeyNane has been revoked. If the credential were
still valid, then t<?cf§M woul d store KeyNane, possibly in the protected
domai n di scussed edf4SP¥BUEMIE>one enbodi ment using the SOAP franework, path
validation may include reference validation. Three el enments of the SOAP
signature, SignatureMethod, 10 Signedhnfo, and Si gnatureVal ue, maybe parsed
f rom t he IsGiPpatiglexakampley thedayNamieds the key providedrwvithdlne ¢omanunisatimat ual |y bei ng
signed by the digital signature. This is typically canonicalized, neaning

transfornmed imhe EMweblld dedhilo@ek the baReEEsn WhidE eyNanidwas piB¥iblarhndt hat i s
shown in the el enent Canonicalizati onMethod. The SignatureMethod el enent is

(e T | VAR R e SRR R R 1
el udes PR g SHEveR BaR Bk i o ReyRae oty e profeeed °© © ST
'~ domain discussed earlier.
In one embodiment using the SOAP framework, path validation may include
reference validation. Three elements of the SOAP signature, SignatureMethod,
10 SignedInfo, and SignatureValue, may be parsed from the SOAP payload. SignedInfo is
the information that is actually being signed by the digital signature. This is typically
canonicalized, meaning transformed into a well-defined, standard format, with a method
that is shown in the element CanonicalizationMethod. The SignatureMethod element is
the method that is used to convert the canonicalized SignedInfo into the SignatureValue.
15 In addition to the elements provided above, the credential may include an element
called References. Each Reference element includes the digest method and resulting
digest value calculated over the identified data object. A data object is signed by
computing its digest value and a signature over that value. The signature is later checked
via reference and signature validation.,
20 In reference validation, the following process may be performed on each reference
in the Referenc;-. element. The SignedInfo element is CanonicalizationMethod in
SignedInfo. This allows the application to see what is signed. For instance, the
CanonicalizationMethod may have rewritten the Uniform Resource Indicators (URIs) by

absolutizing relative URIs. The signature process must be cognizant of this.
7



di gest val ue cal cul ated over the identified data object. A data object is
signed by conputing its digest value and a signature over that value. The
signature is later checked via reference and signature validation. 20 In
ref er enceygabos@dadzspn, the followi ng process may be perfofiefoffsaach
reference in the Reference elenment. The Signedlnfo elenent is

Canoni cal i zati onMethod in Signedhnfo. This allows the application to see
what is signe For instance, the  k CanonicalizatjonMethod nay have rewitten
the UniformR biort fba digsted ifihen opfpined, sud digestsd Hging heat i ve URIs. The
signature process nust be cogni zant of this. 7 WO 2004/019254

PCTI US200BmestBiethod spensfiefbinats Rsjference specification) eBheegeneratedidégestimiue ageist and

di gested using the Di gest Method specified in its Reference specification.

The gener bigestveiugaisthe \SigriedInfgRefafence. D fred Were Uy inisnidich, Shlddacioh MoaldRef er ence.
If there were any m smatch, validation would fail. It nust be noted that

this is a hbd Seiel ; HESSm f | ] 2 W thin the
pat h val ifgglto?cgirllﬁ%rs%gess A?zthgls%isg{fre 3 ag%q%ﬁ%%%ﬁré%fgg@%WP%t t he
scope of _the .clalng...ln this neg.. . a.faster neans .to.nmanage cregdential s
b ahme A P Raidslot Bl B BfFind A ARt AP RS S 1R AP Reepe 8DS! ene
relying upon software libraries. In addition, a hardware-based

i npl enent FBHD% | | al | ow users to have access to a trust 1o engi ne t hat
does not require any configuration, as is currently necessary. Thus,

al t hough t her entikis mzeser, alfsicr ineams t mandgescraishiidls i qomimenoe systemsihasli nent f or
a nethod and apparatus for a hardware-based trust engine for validating and
nmanagi Ng b ptivided vwHeA@Ombhrel $o similar §/st0Mk rélﬁhgaﬁ@ﬂsotﬂwre Ebtatessfieci fic
references be considered as limtations upon the scope of this invention

except i N3 fRidn?h hAdwarelbds@l fntpidrertdton Wil b BGers to have access to a trust

10  engine that does not require any configuration, as is currently necessary.

Thus, although there has been described to this point a particular embodiment for a
method and apparatus for a hardware-based trust engine for validating and managing
security credentials, it is not intended that such specific references be considered as
limitations upon the scope of this invention except in-so-far as set forth in the following

15 claims.



15 clains. 8 WHAT IS CLAIMED I'S: 1. A credential managenent devi ce,
conprising: a protected domain, wherein the protected domain conprises a
menory partition only accessible to selected processes; and a credenti al
manager within the protected donmain, the credential manager to perform
credential transactions, the credential transactions including: receiving a
nmessage from another platformat the credential nanager, the nessage
conprising an incomng security credential, the security credenti al

i dentifyi n .. de-referencing the security credential path by
request*ﬂﬁggﬁ%%%g%ﬂﬁagﬁtion of a source fromwhich the security credenti al
was received; determning if the security credential path is valid by

det er mi ni ng iAferddBRiaB@sagEndnBdeviédlcb@priside: t he security credential path is
valid, determining if the security credential has been revoked; if the
security credential has not been revoked, storing the security credential in
the nenory paPwfecicdAemahgvhersindipsireigrtedlompia camprisaed Mepey agtiianonlbhen t he

pl at f or Rkde&iRPEkddckedPrdchss@; ifqust ed node. 2. The credential managenent
device of claiml, wherein the credential manager further conprises one of
the group conprised of. a general - purpose processor, a coprocessor, a
digital sigA&ledisiigewsagsy withip ths protdcied domamn. sheerddpitial ngnaggyiaresidni rcui t, and a
fi el d- prRALRITRRSIBRLIR RLEAM transactions including:

receiving a message from another platform at the credential manager. the
message comprising an incoming security credential, the security credential identifying a

sender;,

de-referencing the security credential path by requesting a representation of a

source from which the security credential was received;

determining if the security credential path is valid by determining if the source is

valid;

if the security credential path is valid, determining if the security credential has

been revoked:

if the security credential has not been revoked, storing the security credential in

the memory partition; and

releasing an operational credential when the platform is operating in a trusted

mode.

2. The credential management device of claim 1, wherein the credential manager further
comprises one of the group comprised of a general-purpose processor, a coprocessor, a digital

signal processor, an application specific integrated circuit. and a field-programmable gate array.

3. The credential management device of claim 1, wherein the credential transactions further

comprise validating incoming credentials from one or more additional platforms.



3. The credential managenent device of claiml, wherein the credenti al
transactions further conprise validating incomng credentials fromone or
nore additional platforms. 9 4. The device of claim1l, wherein the
credentials further conprise one of the group conprised of. a digital
signature, a certificate, a token, a public key, and a private key. 5. A
transaction systemon a platform conprising: a credential nanager to nmanage
operational credentials and to validate incomng credentials for incomng
nmessages, from,a sender. by: receiving an incom ng nessage from anot her

pl at f or ny th?lﬁerﬁi%‘f’ﬁo étaﬁ%gé’v&t‘ﬁ’@m “i’:eocﬁ%‘lﬁ?t?fsrfbmﬁhc‘i‘w&'éf'rﬁ“ﬁg degR ty credential,

t he i ncomwmgsed@turdidig! signardent dealfichtel@nskieh.y paBlic Kelend € peREe kede- r ef erencing the
i ncom ng security credential path by requesting a representation of a
source from V\41i ch the incom nga&fsecuri ty. credential was received;

det er ni ni'ng it "PREFUPRHESHINGY 2 PEHRT CYRS®8ent i al path is valid by deternining
if the source is valid; if the incom ng security credential path is valid,

det er mi ni ng ifcrdddRial REARIAGMaREE eldkivnaCESRRIA] Al (DASaRERBkigy Oked; and i f
t he |ncom%drg§&§%gr_ulrlt credentjal has not been revoked, storinhg the incom ng
[

security™ Bgoming {Respa8esd A g Pper at i onal credential when the
platformis operating in a trusted node; a nenory to store valid ones of

the incom ng secufidedirghaf§iRBhinghssa@NfnParBh O RHRE (HOANRI rﬂes%j; ch the
credential manager resides, wherein the protected domaln conprises a

partition of CHETYREAIRCOMgSeUEYSHIdGtAL B8 &pBing sesyrity sredentinl ipmbbénsses,
wher ei n the sender:

de-referencing the incoming security credential path by requesting a

representation of a source from which the incoming security credential was received;

determining if the incoming security credential path is valid by determining if the

source is valid;

if the incoming security credential path is valid, determining if the incoming

security credential has been revoked; and

if the incoming security credential has not been revoked, storing the incoming

security credential; and

releasing an operational credential when the platform is operating in a trusted

mode;
a memory to store valid ones of the incoming security credentials: and

a protected domain in which the credential manager resides, wherein the protected
domain comprises a partition of the memory that is only accessible by certain processes, wherein

the valid ones of the incoming security credentials are stored in the partition,
6. The system of claim 5, wherein the system further comprises a host processor.

7. The system of claim 5, wherein the system further comprises a communications port

through which incoming messages are received.

10



the valid ones of the incom ng security credentials are stored in the
partition. 6. The systemof claim5, wherein the systemfurther conprises a
host processor. 7. The systemof claimb5, wherein the system further
conprises a conmuni cations port through which incom ng nessages are
received. 10 8. A nethod of operating a credential nmanager on a platform
the nmethod conprising: receiving a nessage fromanother platform the
nmessage conprising an incomng security credential, the security credenti al
identifx!ng seggﬁﬁq wherein the credentiql manager resides in a protected
domai n; de- r &t BFBEHCT RECTHE 2B Anegs orembirArmptAf eliod sompiigaEi ng a
representation of a source from which the security credential was received;

det erm ni ng irfcetvit@ a5R634Ed frdin ERoBREAERN, thSmYBdde dohrisH@ R il¥biink Seclifiy t he source
is valid; if the security credential path is valid, determning |¥ t he

securi t YRk MieseAuriy sredpiahidentifingasgnder. prherpia thegradentiay maagiasstdesin has not
been revokaetteddoainng the credential in the protected donmmin, wherein the
protected domain is a nmenory partition only accessible by sel ected
processes; and rel easing an operati onal credential when the platformis

oper ating i n 95 r¢fpreasingdhessensity crelentiphpatiylyt @SR acepaiseRLgion ghetosica ffethe i nconi ng
securi t ywigdrareRbiR) crb®n@N@adlecdid@ group conprised of. a digital signature,
a certificate, a token, a public key and a private key. 10. The method of

claim8, wherein de-referencing the security credential path further
conpri ses de-deefapigaditisgearitirroiia s sdigby deeimuingidthssourgd is THid: met hod of
claim8, wherein the nethod further conprises failing validation if the

security cr eqﬁtﬂé ge@tllritP @rte&n]na?l p!itn\l/sqjaiid:,l determining if the security credential has been

revoked;

if the security credential has not been revoked, storing the credential in the protected
domain, wherein the protected domain is a memory partition only accessible by selected

processes; and
releasing an operational credential when the platform is operating in a trusted mode.

9. The method of claim 8, wherein the incoming security credential is one of the group

comprised of: a digital signature, a certificate, a token, a public key and a private key.

10. The method of claim 8, wherein de-referencing the security credential path turther

comprises de-referencing a uniform resource indicator.

il The method of claim 8, wherein the method further comprises failing validation if the

security credential path is invalid.

12. The method of claim 8, wherein the method further comprises failing validation if the

security credential has been revoked.
13. A method of operating a credential manager, the method comprising:

determining if a platform is operating in a trusted mode; and

11



12. The method of claim@8, wherein the nmethod further conprises failing
validation if the security credential has been revoked. 13. A nethod of
operating a credential nanager, the nethod conprising: determning if a
platformis operating in a trusted node; and 11 if the platformis operating
in a trusted node, releasing an operational credential for the platformto
other platforns, wherein the operational credential is released froma
protected domain fornmed as a partition of menory only accessi bl e by

RIS [ LR A T e e
net hod glatfomaiormtiBplatidmes, eihareinhiee qemtidnol aedopat @ rdl¢ased fronanprotegaf e node furt her
COMPY | S G o BBy BGRImdR! D6PRIAG e hP s pMELNQA, QP cl ai m 13, wherei n

t he pl attorm operating conprises a breach of the
protected domain within the platform 16. The credentlal managenent device
of claiml, b @itfordésdpefatiganan mgatt heds eewntityrelcascederbopadiopat h furt her

conpr i Sec?ede(:jlfﬁaffertﬁe &thl ng a uniformresource indicator. 12

4. The method of claim 13, wherein the platform operating in an unsate mode further

comprises a failure of a host processor.

15. The method of claim 13, wherein the platform operating in an unsafe mode further

comprises a breach of the protected domain within the platform.

16. The credential management device of claim 1, wherein de-referencing the security

credential path further comprises de-referencing a uniform resource indicator.
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