8 June 2005 WO 02/48863 PCT/ USOL/ 43862 DYNAM CALLY LOADI NG PROGBAWILGHER2 005
OVER A PUSH BASED NETWORK Field of the Invention The invention generally
rel ates . t Qupyskfdd programm ng code over 5 unidirectional communi cation
links, 'and nore particularly, to pushing dynamically | &8585V ogr am

code, such as an object-oriented class definition, over the wunidirectional

comuni cat i on | PrKAMEAKOY QORBING PROERAM CObEBVER £PURHIAREER! Prior art

har dwar e envi ronment for pushing data to a receiving conputing device. As
illustrated, there is a data-pushi ngefigwirge 100, such as one or nore
network servers or other conputing devices, that pushes data onto a network

102. The d#iddpagid Ingerfidn ce i s responsible for generating or forwarding
data that is 15 ultimately received by a receiving conmputing device 104.

The netvork can. Tieiniflion SSHERII61ERS (b HRBIL ARGy 3B SRLOPT i etary

networks such as an intranet or the Internet.” A receiving conputing device
104, al s6 i Onigweniomal eaimaRicAidnink$ SinB HHME ok riculbBE & HEAing Méﬁgﬂ dat a.
Various protocols for receiving pushed data are ‘known Int art. For

exampl e, sefattiitie Bighintase, SBREHUIERORURN thesefivfith, Bvgags Cal i fornia.

Generally, the receiving conputing device 104 listens to a particular ‘'data

channel , e. ghidireziidi=Ab&HmESEARnGawt rol Protocol /I nternet Protocol (TCP/IP)
network port, broadcast channel, frequency range, etc. for data pushed by

t he data-pushing device 100. 25

Background

10 FIG. 1 illustrates a general prior art hardware environment for pushing data

)
fo a receiving computing device.
As lilustrated, there is a data-pushing device 100, sucﬁ as one or more
network servers or other computing devices, that pushes data onto a network 102,
The data-pushing device Is respansible for generating or forwarding data that is
15 ultimately received by a receiving computing device 104. The network can be any
combination of conventional and proprietary networks such as an intranet or the

Internet.

o

A receiving computing device 104, also in communication with the network,
receives the pushed data. Various protocols for receiving pushed data are known
20 inthe ari. Forexample, see the PointCast system by EntryPoint of San Diego,
ACai'rfomia. Generally, the receiving computing- device 104 listens to a particular
data channel, e.g., a Transmission Contro! Protocol/Internet Protocol (TCP/IP)
network port, broadcast channel, frequency range, .etc. for data pushed by the
data-ﬁushing device 100. |

25



-1 8 June 2005 V\D 02/ 48863 PCT/ U501/ 43862 Brief Description O ®gune 2005
Drawi ngs The features and advantages of the present invention will become
apparent ‘6 emsgde foll owi ng detail ed description of the present invention
inwhich: FIG | illustrates a general prior-art hardwars é:%@ﬁ\?”:‘éﬁrrent f or
pushing data 5 to a receiving conputing device. FIG 2 illustrates a

variation oiBridi@ebtfbtich QLUHR: BRWIR@NMENL, in which the network includes
wireless networks. FIG 3 is a flowhart, according to one enbodi nent of

the invention, fTitefeptusliang aBYHEHREH Fff@%fwgﬁ'ﬂﬁ“mmé%ﬁ‘% 9‘%ia‘{shed dat a

communication link. 10 FIG 4 illustrates a receilver recel VI

i n accor danfremuhé follbwing détklad deseifRH oM BR! predenGrventibh iAshikiat es use of pushed
dynami cal |y | oadable data to facilitate a pay-per-use environnent. FIG 6

illustrates-a sAiGabliesteerTgdraes) PAYL-SrPRIBRE dhvitdh ects 15
of the invention may be inpl enent Ed Det ai | e%l Dgscrnf%ttfog E'%/}k)'g%gngtmgnrograrrm ng

| anguage® piociedsivihg tosiputimgidedte. y | oadabl e, or nodul ar, program code For
exanpl e, an object-oriented progranm ng (OOP) 20 envi ronment is one in

whi ch a progr anFies] fingated efvafigSon it the TG, ié\&h%%ﬁon Fu?&vhfcﬁ
structure, but also the types of operations . ¢tions/pr ocedur es)

that can behtapRinchdes airéibss sdakst ruct ure. The data structure for a class
becomes an object including both data and functions/procedures. A' class’

is a category oFIG.Sush fokgiaef sccoriith fobnBRHRIBIndR oRAY @GN to avoid

unnecessary resource
) pushing programming code over a unidirectional communication fink.

10 FIG. 4 illustrates a receiver receiving pushed data in accordance with the
FIG. 3 embodiment. |
FIG. 5 iilustrates use of pushed dynamically loadable data to facilitate a
pay-per-use environment. |
FIG. 6 illustrates a suitable computing environment in which certain aspects

15 of the invention may be implemented.

Detailed Descripfion

Modern programming languages provide for dynamically loadable, or
' modular, program code For example, an object-ariented prograrnming (QOP)

2_0 environment is one in which a program designer defines not only the data type of
a data structure, but also the types of 6perations (e.g., functions/procedures) that
can be applied to the data siructure. The data structure for a class becomes an
object including both data and functions/procedures. A “class”is a category of

such objects, and in modern OOP environments, to avoid unnecessary resource

-2:



2 8 June 2005 WO 02148863 PCT/USOL/ 43862 consunption, a class c@ Jppe 2005
dynam cal'ly | oaded and unl oaded to conserve resources. As will be

di scussed Vpgbg_ygsﬁdynam c loading can be effected over a push- type of
net wor ki ng environment For exanple, identification dataP6F/UsKESs can be

5 announced according to the Service Advertising Protocol (SAP) / Session

Descripti on Bnatparh 48 YoMy ; class definition broadcast
accordingly. Al tr@?na't i V%@aﬁéﬁ?%&aﬁﬂgﬁgﬁa Jdg‘fqaﬂgcﬁ{c’tqﬁ’ﬂfe%%nt ains.
i denti fying reghtasf or the definition of a class, and a schedul e indicating

when a second push wll be nade that contains the actual program code for
br ogr am can her: s Cg sty RE B B E DRGSR B} e REEveth B Foeded.
Tani fost s T Reohauey ARRGTAL 1O R, el andy Stbneebeor o
PRI e S S

variation on the FIG | push environne

i ncl udes wi D@éﬁ&mbmf’mm&’rﬁﬁﬁ?3”@%%55%9{’"%;@%&% %g't%] t-range wreless

net wor ks including wreless ges/routers, (a standard

Bnd 20" Toshy ey eny Apafly, &l B oo UoR el b ERE LR "cich s
o oy SIS RETR I 1 o Rendl B R S LS
tr an}s m U1 engill BOMRBE Bt BortARPIE R tual OGRM Lode for the identified class. A
10 programming environment and/or application program can then use a custom
class loader to integrate, when needed, pushed classes.
In this description and claims that follow, the term manifest is intended to
include both transmission of a manifest, or a SAP/SDP type of announcement of
its contents.
15 |
FIG. 2 illustrates a variation on the FIG. 1 pu.sh environmeny, in which the
nefwork 102 includes wireless networks. Mreless networks include short-range
i wireless networks including wireless LAN bridgeslrodters, Bluetooth (a standard
promoted by 3Com, Ericsson, Intel, IBM, Lucent, Microsoft, Motorola, Nokia, and
20  Toshibay), or the like, and long-range wireless rietworks such as microwave
systems, satellite systems, cellular communication systems, television
' transmission towers, etc.
In one embodiment, wireless transmitters comprise a complete transport
dafa pathway between a'transmission tower 204 and a receiver, such as a set top

25 | box 208, personal digital assistant, portable computer, handheld computer,

g e L N



data pathway between a'transmnission tower 204 and a receiver, sugh]j %@@5
top 25 box 208, personal digital assistant, portable corrputer handhel
conput er, (?3;22 §]une 2005 WD 02/ 48863 PCTI USOL/ 43362 wi rel ess appl i ance
other recd PA§P%evi ce. I1n another embodi ment, the wir @CEES0E{3EMal-
partially carried on a physical nedium such as a wre, fiber optic or

other medi ugloREL ghfiaREl BUoHEFRIYAH nggg%%ettagroﬁqn%w%&g@gkﬁgﬁ;ﬁl 208

may or nay not rely ess
transm Lt 2%@%%’%%”%%&%%%3’“ st B ST SR B co provi ding
tel evi ST on p@nel e hANSH EctofMliobnk 8 el g ool Aos RRIR L0 2

mul ti pl exer exa I"ev ure

Experts G oygg Wf&%a&n&%@e% NARQLL Streams woul d be emtted fromthe 10
mul ti pl exer. A transport stream conprises multiple elenentary streans of

kel .%'eﬁ??f.ergﬁ'“fs%’%mﬁ!eer tsg‘%ﬁ.te%ﬂ”#%@f%&&aﬁﬁan#ﬂaug AL
Syst ems Congd 4 tR&isidi: 4 dthﬁ&i g&é&gi b% ga&%co gg gg{typcha““e' "

is allotted 19.2 Mops smgete evisron pr ically

conpri ses eét %@@é}ﬂrﬁﬂﬁ t@fe(rﬁf?:ﬁ%zg{plgfé ﬁ’dngﬁlﬂs E‘n%:n@fé%%%%ns %E)rgr ted audio

| anguage. ata conp essi on all avail abl e
e o %Lﬁﬁa@??ﬁﬁﬁﬂﬁﬁmtﬂ?ﬁ&{ﬂ@fn@% SRR B 8,
e TR SR PERI AP TSIER o B 2 1 @
'[ZBS”S;”JgE' grghﬁgfe E”Ae t ﬁ)\r/t%gegﬁltéﬁﬂfphs%%um;ﬂ@gieﬁa%ﬁﬁ'ry S§hdNs & b, L OP Dox
video, and/or other “data” that is mulfiplexed and marked with a packet identifier
(PID). Under the United States Advénced Television Systems Committee (ATSC)
digital television standard, a single "channel’ is allotted 19.2 Mbps bandwidth. A
single te_levision program typically compris.es elementary data streams for video
15 and each supported audio language. With data compression, the program may
not consume all available bandwidth for the channel, so the program may become
one of several "virtué! channels” embedded within the physical spectrum allotted
} to a broadcaster.
The multiplexer combines these multiple data streams into a single
20 _fransfnission that is transmitted by a tower 204. This transmission is senf over a
ﬁetwork 2086, and received by a set top box 208, such as a cab[é television

decoding-box, computer device with a television decoder, or other television-

aware device.



decodi ng- box, conputer .device with a tel evision decoder, or other 2005
tel evision- aware device. -4 8 June 2005 WD 02148863 PCT/ USO/4C§88&"]§& %

is aflo rt, according to one enbodi ment of the invention, for pushing
progr amm %“3@“ such as dynanical ly | oadabl e program ecu@siiowen a
uni directional. communication |ink such as illustrated in FIG | or FIG 2.

e e 2086, SRR 2 e B SRS Bt o oo S
or ogr am ngP BBIB PR IRk o8 8 PTGl padok RO B, Fekver  t he
03 0o, PR P SRR Rl TR e 1t oot o
ot 11 mited_ - (P SabEcHoBA SRR AR B BisRENkPE | ed | n the
S e e Tt M ot
o oo el e s i PR P 2™
b oduce apseagte 3PH difet P B Mkr: Hpuels bRGFIReL BRI | | br ar | es
e TP R B8 S G a3 o o
20 0) avs 1 cenPesl SRR ModB e om; ARl SO SRETIY an executing
appl i cgpi ORinglHg29 5/l environments, and the invention is not fimited in this respect. It will- '
be appreciated by one skilied in the art that other daita structures, besides classes,
I may be pushed as well. For example, a Dynamic Link Library (DLL), or
equivalent, having known entry points and structure may be used.
In an object oriented programming environment such as Java, a class
1 5' encapsulates data, methods and procedures that operate on data input fo an
instance of the class; and produce appropriate output. Classes are usually
| collected info libraries for solving particular problems. Java libraries are called
i *Java archives,” or JAR files. To minimize memory requirements and facilitate a
more dynamic programming model, Java execution environmentis defer loading a
20 'class into system memory until the class is utilized by an executing application
program.
| When a cfass is referenced, if it is not already loaded, it is dynamically
ioaded and made available to an executing pmgrah. Loading requires that a

standard location (or locations) be searched for the references class, e.g., to

25 locate a JAR file or other storage of class definition. In Java, an environment
- R . _



Wien a class is referenced, if it is not already |oaded, it i s dy rqrﬁé\l2005
| oaded and nmade avail able to an executing program Load| ng requires at a

standard %&Jg@ (or locations) be searched for the references class,
e.g., 5¢%Pe a JAR file or other storage of cl ass pdafuspi/3B@n.. | n

Java, an environment -5 8 June 2005 WO 02/48863 PCT/US01/13862 vari abl e
Sear iﬂ”LZ?L%‘E‘@%%@%%%f@ LR EsSPOTERE S Bhr e end BtaGisnTit may
Poles, or drEStfh Rmdahe s gAY o SRS AR ALReR BRI
E'ni.sfoﬁﬁgR?‘*’f*@géﬁ”@?@}@?mmﬁ'ﬂéQ%E?QEf%&%ﬁ%sﬁ%adf%ﬂ%%lor i n t he -
appl i cat i onRrGQEAY dée He%ton?iglé?cmd 84208, (é"omga'}sgfnt %F‘%lugﬁﬁa y”ag‘ frg'n:%’est

| oadabl e program co ove ype ‘n ,
f ts pr d dabI e code. The

mani feat Commeddhertoergify HETRAS %E?g il g%a@qg?#? Scl ass

definition éﬁeéﬂmﬁlﬂb%"%fﬁlﬁ%%g&gpﬁ?%démﬁdsl oaded during execution of an

application program In Java inrtion identifier conprises a

pAckase N T Ol e AL ol SRR o ar L RS, S

class is part of the "java.lang" pac

identifiedagg sﬁ-g)éé rleNistinl Ehinme E?ﬁanﬂ%ﬁ ﬁrg%r&%rgr?#d onments may 15

utilize other entifying data, su¢ e class, and/or a

g1 0bal 1y SSRGS b oharfiGHl WackOl S FhARBreR sl g.'i,gftshggnt ext,

and/}) cl ass dependenci es ne e

conpri s®s @emifieh3oL Rttt he cl%rs d@ﬁﬁhér‘?@ thhf e SEOCEH & plopdh,cati ng whe

class definitions referenced wt
[oaded during execution of an application program. In Java, the class definition

identifier comprises a package name followed by a relative class hame. For
example, the “String” class is part of the "ja.va.lang" paakage, and is therefore
properiy identified as “ja{/a;lang.String". Other programming environments may
15 utilize other identifying data, such as the name of the class, and/or a globally |
unigue identifier (GUID) for the class, andfor a class context, and/or ciass
dependencies. R |
} In one embodiment, the manifest further comprises a push schedule 304,
or availability schedule, indicating when class definitions referenced within the
20 manifest wili be puahed ento a unidirectional communication link. In this
emquiment. the manifest may further comprise a retrieval source 306 if class
definitions may be received on one of several unidirectional communication
pathways. Other related data 308 may also be stored in the manifest to facilitate

' roqtir_xg, verification, billing, or manifest related transactions. -

-6-



20 mani fest will be pushed onto a unidirectional conmunication i
this enbodinent, the manifest may further conprise a retrieval S(?qu!rj(l:‘gé;(%oos
i f class ‘ggul_&'b&i ons may be received on one of several unidirectional
comunication pat hways. Qther related data 308 may al sECB&SEV38&d in t he
mani fest to facilitate routing, verification, billing, or manifest rel ated

(ronsactions, i GRS 0 GRARSROREED AT BILAE. v, o

enbodi nent, rather than utilizing a manites I'Ts CO

directl'y trmagsk bireslyQREmARE oWHesl ﬁrﬁ&iFégf?&?Ji c&ﬂﬁﬂ?gﬂ%tﬁg‘i@%gp@ggk- O'r n this

enbodi nent, an announcenent may be broadcast usin

equi val ent , epiddiRentNgh Qm@ﬁc%dt%%g%ﬁé&gﬁig’sﬁﬁwé ‘Qg,'bgrﬂ,’ &J‘ a session,

e.g., data to 5 identify dynam cal ogramm ng’ code to be

pushed. a | @fpfiaiehl) whichThaithté< fin BRITEPAIR 6rBRn Pk sLaYEe o tatgd Ml L Cast

addresses / port for the session, and a sc ule o he code w || be

pushed. 5 tigéniy Syabirialy badTRblogsimmid chs BUSNZESHLO 4Rl fodini di r ect i onal
e cheau

comuni cation |'ink. Then, in accordance with t push's e, the

dynani cal | ywhich thé cbepe@PberetRIg, (eg%..% mufﬁb@%adré@ée‘%%ﬁrﬁﬁﬁ%e%gﬁnmm fest is

pushed 312 onto the wunidirection comuni cation [ I'Tlustrates

a receiver angeechédife prwiadnsladde vilbapggiedance with the FIG 3 enbodi ment
As illustrated, the receiver listens 400 for, and receives 402, 15 a _

pushed mani f estAftsFeeatingiteendnifes, PRPUSREADD diilo dBhRI&HBR1406 i dentifiers
for dynam cally | oadable code referenced within the manifest These

i dent i f i er sormenicatiopriind. 386, M ddebfiafcd WlRIheBRER SdhedSilCile & i1e or
non-yol atile storage. As discussed above, {Hﬁ’e mani ?e'stecg?létf@h%éy may be
di rect 1§ tivadebte toded(eVy. tdbsEfvefetdNied by the manifest is pushed 312 onto the

unidirectional communication link.

FIG. 4 illustrates a receiver receiving pushed data in accordance with the
FiG. 3 embodiment. As lllustrated, the receiver listens 400 for, and receives 402,
15 apushed manifest. The manifest is parsed 404 to determine 406 identifiers for
. dynamically loadable code referenced within the manifest. These identifiers are
stored 408 within a local memory, such as volatile 6!‘ non-velatile storage. | As
discussed above, the manifest contents may be directly transmitted with SAP/SDP
type announcements, in which case the receiver listens for announcements to
'20 determine identifiers for dynamically loadable code,
| A Java application program may be executed 410, When it references 412
-a class for the first time, a search 414 may be performed to locate the class, e.g.,
the CLASSPATH environment is searched. Assuming searching the
CLASSPATH fails, a search 416 may be performed to locate the class among

25  pushed class identifiers stored 408 within the local memory. if an appropriat
o -7 - '



type announcenents, in which case the receiver |listens for annou
20 determne identifiers for dynam cally | oadabl e code. A Java agﬁﬁgﬁﬁ%?§%95
program may be executed 410. Wien it references 412 a class for the first
tinme, a s&¥PeMsaB4 nay be perfornmed to | ocate the class,P@/ER01H386he-
CLASSPATH environment is searched. Assum ng searching the CLASSPATH fai.ls,
a search 416 nmay be

formed to | ocate the class anong 25. pushed cl ass
dont] {1er s ARRIURRIITE) GG TSGR coETBPYInG o nPapR PR Bee. 7o g

June 2005 WD 02/48863 PCT1USO01/43862 cl ass.identifier(s) i.s |ocated, the
Senedar o ol REH A B DY ISRl DR ARy R0 b e Wt Dy i S 1y

i oadabl ' d . J .cl file,. th b tri d
0o o SR ARTRBE R ol Sl S aon Y St oot &7
SAP/ SDP t b [ .S 1 . the d i cal l,y | | '
VRIS LR
i on' t. | nmbogd t, tf ' d dypami cal
oadabl ¢ScoREUATRE Saikuiay BF e FrPiEia e i el BRomARRE o0 as 1o
avoid future latency in utilizing the retrieved code. In one enbodi nent,
t he CLASSPA %ﬁﬂﬁ?ggﬂgouéci@eéonbi nation of volatile and nonvol atile

Storage, such adn oBF SORBTBPTL PP aRvELP BT ElIoaRS relr iy Porti o

oo By B AR ABT O T  SRNATE R FBhBhac L 25,

P o e e o Bl 0By pApRR L2, o0, o

el ectr O‘ﬂ’i Cscombinatjon of volatile and nonvolatile storage. In this embodiment, standard

classes may ‘be stored in nonvolatile storage, such as (erasable) programmabie
_read-only memory {PROM). non-volatile random access memory {NVRAM),

complementary metal oxide semiconducior (CMOS), hard-drivtas, memory sticks,
etc. Retrieved code, however, may be stored in volatile storage, e.g., random
15  access memory (RAM),

Thus, for example, portable electronics, set-top boxes, or other electronics
not configured with mass storage may be shipped with- standard class definitions, |
and temporarily acquire auxiliary classes as needed during execution of an

- -application program.

20 After retrieval 420, the dynamically loadable code is loaded 422in a
manner customary to the program language environment in use for execution 424'
by the application program. Note that loading 422 may be performed
asynchronously to execution of the application program causing the retrieval.

In addition, retrieval and loading may be performed transparently by an

E 25 operating system, programming environment, or the app!i'cation_ program

- -~



not configured with nmass storage maybe shipped with standard cl a? une 2005
definitions, and tenporarily acquire auxiliary classes as neede gurlng
execution of an application program 20 After retrieval 420,. the
dynami cal IWOPBEH#I®| e code is | oaded 422 in a manner cusRGITHEAYL3BE t he
program | anguage environnment in use for execution 424 by the application
program No oadi. 422 erf.ormed asynchronao to
execution o%jg?%{gﬁ% zgp(%)q ri%g%{?%oeﬁwf)ornggérﬁ 5%?%@528%%’ nﬁ{e@x?rgﬁﬁ %Q/ﬁa.r&ﬂa Qddi ti on,
retrieval ang.: ' r t.ran t n 25 operating
system progﬁ‘g@ﬁ%gp%ﬁw %(tgﬁﬁrr%éh)?? {ag% H?%des *8%8?@@%‘%%69%}56'%g$am -8 8 June 2005
WO 02/ 48863, R [ 43862, i Y e t configuration.
uﬁ?aSEF%FH%I cén:‘if’r?ﬁ%cgf&qﬁﬂ St Ay fo%&@%e igss A28 wiRBEn 0N AT AT

For exanpl e, ava ru envi Y onnment na

retrieved 43[?#&@51&%09%%&%%@%%%% oﬁﬂgmfﬁﬂvégﬁriogé%s.l i nk, and then.load the

cl ass 422 wthou on programbecom ng aware of the retrieval
process..5 FIG 5 illustrates use of pushed dynam cally | oadable data to
facilitate a pay-per-use environnment. Typical pay-per-use environnments

i ncl ude  tel evi Sigyg, g ikt FRNRRGS pRineriiRA Ay I8 dBIekuabS RFHGRSE 25V St ems,

where one or nore premu a channe e encryp transmtted to
a receiver, 5‘3% 1 ' . 3{}%— . : I V.t a. W t hout -
obt ai ni ng ap ecrr%tgieﬁgr%@%ﬁff ;ﬁsélc%ﬁ&t 'S ulgéﬁﬂ\éa{&ﬁrgg g{é ’%‘%B% tlalgn‘é%l' . pushed
mani fests di Hc'ﬁ‘%eg@o@r%{f?ei OB A HEARPL O o I ion classes that
all ow a recelégl ng'd{ew ce trgggéédrﬂﬁawgn%{sgg%sﬁérﬁ{'zvr?%g%r%iefrﬁ% tain encryption
ability. Th hh 0459 bhahhdis| Ak bk d &k ' ?&@ 4 may be
spec}fied iﬁre?rﬁ% male est, sor ‘ra'lé%rfﬁ{gt edd@%%{nﬁﬂgégﬁgr{g or Péerjr%%ée(

10  receiver can not use the encrypted data without obtaining a decrypting abifity.

In this illustrated embodiment, pushed manifests discussed above include
identifiers for decryption classes that a!léw a receiving device to permanently or
temporarily obtain encryption ability. The period of availability for decryption
capability may be specified in the manifest, or regulated by local and/or rem.ote ‘

15 - policies. In one embodiment, temporary encryption is achieved by storing
decryption classes in volatile memory that is cleared whén a recelving device is
reset, power cycled, eic. Cfearaﬁce may also be according to a clearance
schedule, such as hourly, daily, weekly, etc., or according to a schedule indicated
within-a manifest, e.g., automatic clearance after a cettain number of uses, or

20 after an elapsed time after first use, efc.

Thus, a computing device, such as.a set top box or poriable electronic
receiver, e.g., portable television, personal digital assistant, cellular telephone,
.portable computer, wireless appliance, or the like, executes 500 a control
program, stch as an operating system or application program. The controf

'25 program receives 502 a manifest that includes an identifier and push schedule for
. 5. | & . _



15 policies. In one enbodi nent, tenporary encryption is achieved g)wmﬁé)rz'ms
decryption classes in volatile nmenory that is cleared when a receilvVving

devi ce isw{)g%fsgﬁ power cycled, etc. C earance nay al so be according to a
cl earance edul e, such as hourly, daily, weekly, etc.ECIHS0HE86 ding to a

schedul e indicated within a manifest, e.g., automatic clearance after a

certai n numiedecAitistd 88ss, 85 wall a@fph?dha%g_l @‘{té;%ﬁggﬁﬁd é@os@fa%%"aftéor it Use, etc.

Thus, a conputing device, such as a 0oX or por e electronic

receiver, e.ﬁtainir%é%mnﬂuheaﬁé/i)?{ﬂgﬁoftﬁgaﬁgﬁbn dizgl t glrusﬁozit%t (ﬁe’gce cel lul ar

t el ephone, portable conputer, W reless I'Tance, execut es

500 a cont r@(ectsmnqgé.g_' ndRiaedy W%szf%@éﬁﬁcianﬂ?é : rpa{gbpgel%ﬁ{a)},ebpéat I on program

The control 25 programreceives a mani f est at inc S an identifier

and push schegsH & the rcomFx?tirfé dkvite, 2607 déﬁ@t@ﬁééﬁ@@mé’g&}d&%ﬁ% 62 a

decryption class, as we as purchasing data indicating a cost associ at ed

04 LN o0DB2I BERGLENGE WRalE HIRSRITS it WA Yespbndetn SBi0HAIL Hchhass, A user o

the device elects 504, e.g., indicates by way o gra user

| nterface, sahsaaidnitodis 06 Rubipg 10heNRNEARPULE IORTAMRs CL . 3 desire
to purchase the premumdata in accordance with the purchasing data. In

response, an applo@MhbBurcitsediingstiohd 48 Flérided o RERHE purBSsiAg cor ding to the
purchasing data in the manifest. Note that purchase transactions are -

i nt ended tOpriomeélslﬁﬁkmgFlﬁé@iﬁﬂﬁ-paﬂ[f@h@éﬁingidﬁ%}&ir BflingSfraRberhbits dshas t v

processing and/or billing arrangenents. Since the co nication link is
uni di r ect i oh@ktomintinicAtionImK AEEhidifechbriaL itkPddsiiMed hn HemamyaINi cation

arrangenent exists to effect payment. For exanple, the conputing device
may havid arconmiublcatibn asiRyenicnt 65 W iR dafmell. IFbr@xample, the
compuﬂng device may have an infemal modem in communication with a
| telephone se(vice, a network interface in communication with a network, or other
communication pathway. Purchases may be m_é_d_e immediately, or performed on
adelayed basis, e.g., the computing device l"ecéi-ve-s election 504 of a purchase,
15 and decryption is performed on assumpfion that payment will eventuaily be
secured. Delayed paymént facilitates using portable receivers intermittently
connected fo -an alternative communication arrangement.
After the purchase transaction 506, the computing device retrieves 508 an
appropriafe decryption class from the unidirectional communication link in
- 20  accordance with the push schedule. The decryption class may be installed 516 as
indicated by the manifest, e.g., it may be installed either permanently or
temporarily. In a Java-lype execution environment, the decryption class is

instalied within the CLASSPATH environment. The decryption class is then

executed 512 by the confrol program to decrypt desired data.

-10-



t el ephone service, a network interface in comunication with a n¢gfYoiHe 2005
ot her conmmuni cati on pat hway. Purchases may be nmade i medi ately,

performed on a delayed basis, e.g., the conputing device receives el ection
504 of .a PRP®HEEE, 15 and decryption is performed on aPsWupLIi+Gss2t hat
paynment will eventually be secured. Del ayed paynent facilitates using

bl i ' ] I d I ive.
Rommuni cat d ar? éﬂ%gﬁa@%@n@&\f{%ﬁ%@@%ﬁ%ﬁ%%ss&?rz@o%é%s%?{@ﬁ%é«:ej%&mpe h
oL, S Sl BT R B SuB WBPE Bo Lot
The d ' ; 6 i ndj b h i f :
eg. it b R auPRaE, T%Z%o%r%?ﬂ%aﬁéw%@ceobgv lb%ﬁ%rﬁw%aﬁéﬁé. ) :‘"d ° h
tEZacii\E%pli ol R BB PR Bt S RO B ik B @R e 512 by
t t : ' - J WO 02148863
50 SRS T S s B0l o0 e
:)ugl [ glc L?P&gg{ébrkgéag%foh%#gsg%ﬁ&g b%gt%@&? guiﬂeeig 019 Dy% gisg?\é@lgﬁ] 'eI'KeocoﬁTruni cation

devi ce my.hmﬁiirg&fbfnia% ﬁ&tio&@ﬂiﬁb@aﬁ}%&x@;{mﬂicﬁt ?tyofgrawgc%g. pairing, and the

comuni cati on device decrypts on class W t he public key
only after purchase transaction 506. In such fashion, decryption classes
can be blindly pushed onto an unsecured unidirectional conmmunication fink

W thout 1 egar d g by il i 18365 McBingE] GorfadlohiSodiatl 0 1o

di scuyssion are inten e a brief, genera fiIption of a

sui tabhe cRERpidHNIEAEEBRbuinG ikhhehellith AHBRCIeaE ot fig 111 ustrated
I nventi on maybe 1 npl enent ed.
iliustrated invention may be implemented.

An exemplary system for implementing the invention includes a computing
device 600 having system bus 602 for coupling various computing device
compqnents. Typical_ly, attached to the bus are non-programmable and

15 . programmable processors 604, a memory 606 {e.g., RAM, ROM), storage devices
608, a video interface 610, and input/output interface ports 612. Storage devices
include hard-drives, floppy-disks, optical storage, magnetic casseties, tapes, flash

b _memory cards, memory sticks, digital video disks, and the like.
The invention may be described by reference to different high-level
20  program modules and/or low-level hardware contexts. Those skflled in the art will
realize that program modules can be interchanged with low-level hardware
instructions. Program medules include procedures, functions, programs,
components, data structures, and the like, for performing particular tasks or

implementing particular abstract data types. Medules may be incorporated into

25 single and multi-processor computing devices, Personal Digital Assistants (PDAs),
- . “11- _ A



An exenplary system for inplenmenting the invention includes a co |
devi ce 600 havi ng system bus 602 for coupling various conputing ?;gpgg@2005
conponents. Typically, attached to the bus are non-programabl e and 15

pr ogr anmab¥ve pHEséessors 604, a nenory 606 (e.g., RAM ROM1/ustiersage.devi ces
608, a video interface 610, and input/output interface ports 612. Storage

devi ces include ,hard-drives, flo - di sks, tical storage, magnetic
cassettes, tcggxggx:te%pggrﬁes, Wfﬁ?ﬁpogﬁ’fe S hﬁﬂﬂ?ﬁ@g@??%?@,wﬁéﬁséi tal video disks,
and the like. The inv i gn e descri.bed by reference to different

1 gh | evel - FBPEPEGH BIETt e d M oot oG S EP S FAEREICBIRSA .  Those

i th | ow | oVt e Rreec il RO P BRdGMORRISS | ncl ude pr ocedur os.
per  or i ng par Ci IR SR IER SE0Re © FRASIRP G ra Tebairapo SVEPPIEHt da a
conpui i ng. aUneBecePErBEG R Giedmdk SreptnruPubgEcet 5t 686 Suno 2005 w0
coputer s, ILETAT AR BRAFHE ot AR e
conmput i ng dg\%ﬁ'g{eﬁn%l'l%eﬁ%gw tb%dfger&%(}'i‘e&ge i %?é’p%@t'@&”?rk E%%é‘r"%‘taé; 4h a |
netvor ke SRLEIWE Ho 4P LA MG i R RaBhS B o2
NS B R
in a distr i%u? %ﬁéﬁ\lﬁt@ Lﬁgn%%%r{ﬁ%rﬁ?fy' Zﬁgs,e%orexa p}e,wﬂh respe&?d the

itustrated embediments, assuming computing device 600 is a fransmitter of

pushed dynamically loadable programming code, then remate devices 614, 616
may respectively be a set top box and a portable wireless receiver of the pushed
' code.

15 it will be appreciated that remote computing devices 614, 616 may be
configured like computing device 609, and therefore include many or all of the
eléments discussed for computing device. It should also be appreciated that

) computing devices 600, 614, 616 may be embod'ied within a s‘ingle‘devfce. or
separate communicatively-coupled components, and may include or be embodied

- 20 within routers, bridges, peer devices, web s-ewers, and application programs
utilizing network application protocols such as the HyperText Transfer Protocol

{HTTP), File Transfer Protocol {FTP), and the like.

Having described and iliustrated the principles of the invention with

25 reference to jllustrated embodiments, it will be recognized that the illustrated
-12- ' o



10 stored in both local and renote nenory. Thus, for exanple, wt
to the illustrated enbodi nents, assum ng conputing device 600 igéﬁﬁfé%OS
transmtter of Eushed dynam cal | y | oadabl e progranm ng code, then renote
devi ces 60 Y4853 may respectively be a set top box and PETASOV-EBI2E wirel ess
recei ver of the pushed code. 15 It will be appreciated that renote

and” ¢ her of o CERT oo m BN ar R L actak FAGRBHAAR R “Conput i ng

device. It %h@#b%&dléso be appreciated that conputing devices 600, 614, 616
may be enmbodied wthin a single device, or separate '

communi cati vel y- M@b@rqthgggg@gg%ﬁ%%igfgcv\%g%gihgg#déggeao f d‘pag%%ﬁipodi ed 20

within routers, bridges; p ervers, an cation

prograns UbeBéiHéﬁtéEﬁ%_éé@fd@g?cfb@' thﬁ%%ﬂge? g?%géﬁﬁgﬁéoﬁre}gﬁ%gn,%ﬁatédh §, Hyper Text

Transfer Protocol ( ), File Tran and the |iKke.

Having descphigailaiBder hbust hRiohlgudh ds il denilahdi - WAt on Wi th 25
Il r w t

reference to illustrated ‘enbodi nents, | e recogni ze at the

11 ustrat edembddimBnt B ehe?MBure MRer AR 8t RinTAddS AL &1@«%?3%18&%9&1 ments can be

nodi fied in arrangenent and detail w thout 'departi ng such principles.

And, even tfé%#@r’ibeté?ﬁoéa%@fﬁ%%iﬁie&%%r@ﬂoﬂﬁt?né%%ﬁﬂ tl‘?@in%]ﬁi&ﬁfﬁll ar

enbodi ments, it is understood that other configurations are contenpl at ed.

In 5 partigidiciar eRHRBIMAPEEHREARERS HsQUssd ﬁls’n%th, %sék&m@'ﬁ%ﬁg@%ﬁkge e, In

anot her enbodi ment,"” or the Iike are used herein, these ases are neant

) ho. e G . S loRh iR or e infighed o' fed
her ei n, 10t hesierivRE EmBEMERE BFcedrfbinable into other embodiments. Consequently,
in view of the wi_dé variety of perm'utations to the__above-described embodiments,
the detailed description is intended to be illustrati-ve only, and should not be taken
as limiting the scope of the invention.
What is claimed as the invention, therefore, is all such modifications as

18 may come within the scope and spirit of the following claims and equivalents

thereto,

-13-.



the sane or different enbodi nents, and unless inplicitly or exprg§auhe 005
I ndi cated 10 ot herw se, enbodlnents are conbi nabl e into other enbodinments.
Consequently, in view of the wide variety of pernutations to the
above-descri bed enbodi nents, the detailed description is intended to be
illustrative only, and should not be taken as limting the scope of the

I nvention. Wat is clainmed as the invention, therefore, is all such

modi fi cati onSWhat is dlainpayis:cone within the scope and splrlt of the follomnng
claims and equivalents thereto. -13 8 June 2005 What is claimed is: L A
met hod, conpri si ng: AQed i ﬁgﬁg:identifier for dynanically |oadable

code; pushing the identifier ontd a unidirectional comrunication |ink

determ ni ng V\Il’laaaﬁﬁm_ﬁ_@ qa&%@gw&ﬂghﬁ%céye dynam cal | y. | oadabl e

code; pushing _the avai | abi | |ty schedu 8O di.recti onal

ﬁgmp;g?f l)ggl' |c§ﬁ§n Nk a?%%%?@ﬁ%b???fyogigeéwe
execut i ng b Sg‘?ﬁéﬁ@%é*he&%%%?%%ﬁﬂ%cﬁ@e@séﬁ SR8 2. The
Code. compr | sedaiae HAvRrhifTicbly opto e igeestions opmmie b drk Mg

| anguage; and ereln the identifer identifies the class definition. 3. The

met hod of cl ai W‘?élb’@?fﬁlqﬂﬂﬁlmblﬁlced@oxdqﬂewmdmmmdtcummﬂmcahonknh
sel ected one of a television data transni ssi on, an WNV-2 transport stream
and | P- according to the availability schedule, wherein the dynamically loadable cede is to

modify the functionality of execnting program code without stopping the executing
program code.
2. The method of claim 1, further comprising:
wherein the dynamically loadable code comprises a class definition with an object
oricnted programming language; and
wherein the identifier identifies the class definition.

3. The methed of claim 1, wherein the unidirectional communication link is a
selected one of: a television data transmission, an MPEG-2 fransport stream, and IP-
multicast.

~ 4. The method of claim 1, further comprising:
'_ receiving data over the unidirectional commmmication link with a selected one of: a set
top box, a personal digital assistant, a portable cotaputer, a handhield cotuputer, and 2 |
wireless appliance,

* 3. The method of claim 1, firther comprising:

14



mul ticast. 4. The nethod of claim1, further conprising: receivi @J‘ﬂfﬁ?ZOOS
over the unidirectional communication link with a selected one of a se

top box, a personal digital assistant, a portable conputer, a handheld
conputer, and a wreless appliance. 5. The nmethod  of claim1, further

conpri si ng: 14@@1&@@3%@mvammbﬂﬁymmm&%@ﬂﬁd&%oﬁmal lability
schedul e over the unidirectional comunication Iink; and retrrevrng t he

dynam cal | y lomatmbiceticipliek; ahe Ftieifg tHe i ﬂb ng to the
availability schedule. 6. The net hod O]?WH] ai ?nﬂ% CB?'Ijljrlt er corrprlri3| ng:

det erm ni ng ehiginRicatdElly; &B Ls required for executi ng
an application program and per orm ng sar |evr ng responsive. to said

determning. 7. b, !l@ rra_chl ne accessi bl e nmedi um
provi di ng inst ruct | ons V\ﬁ%ﬁ: erl "ex ég%?%‘g%ﬁ%} £ machine, are capabl e of
directing the t he ons_of claim1. 8. The

appar at us of ci arm ;mg%%%t%ﬂcﬁﬂgfqaaﬂlﬁmﬂmf“rrcﬁg‘i“PBGPFons to
direct the e to performthe operations of claim2. 9. The apparatus
of claim 7, %ﬁ?"g’r f‘?é“ﬂrﬂ“@?]rect i onal communication link is a selected
one of. a teI evi sion data transm ssi on, an MPEG 2 transport stream and 1P-
mul ticast. 10p g8 s34 &¢irieving respamsiverto saididetarminingict i ons i ncl udi ng
further instructions to direct the machine to performthe operations of

claima4. 11. The7oppapparaius,epmplising: 7, said i nstructions including further
Instructions to

a machine accessible medium providing instructions, which when executed bya

machine, are capable of directing the machine to perform the operations of claim 1.
8. The apparatus of claim 7, said instructions tucluding frther instructions to
direct the machine to perform the operations of claim 2.
9. The apparatus of claim 7, wherein the unidirectional communication link is a
selected one of: a television dats trausmission, an MPEG-2 transport stream, and IP-
multicast.
10. The apparatus of ¢laim 7, said instrctions ineluding further instmcﬁoﬂs to
direct the machine to petformn the operations of olaim 4.
11. The apparatus of claim 7, said instructions including firther instructions to
dlrect the machine to perform the operations of claim 5.
12. The apparatus of claim 11, said instructions including ﬁnﬂ:er instructions fo
du'ect the tmachine to perform the operations of claim 6.

13. A method, comprising;

15



direct the machine to performthe operations of claim5. 12. Thesagw@tzgo5
of claim1l, said instructions including further instructions to I rect

the machine to performthe operations of claim®6. 13. A nethod, conprising.
15 8 June 2005 preparing a manifest for dynam cally | oadabl e dodo, said

mani f est conprigRgngn n f i‘@_f;uahﬁéa}ﬁr Pﬁﬁb feto SfiFisingRd an
availability schedul g; pus m% the na ?i est on'k%’ a uni |rect|oﬁ'§?

conmuni cat i oRyl k-rk: g g!i ' Q)ﬁ@a  cal |y gii Ot fi? sai d
communi cation 11nk fgg(@ r I%ﬁ;{‘%@%} aval a%‘lafv@%/bq@?% u éo,’g%n]@rétet?ﬁ t he
dynami cal |y le.code s to.nodify.the .functionality of executing
program code W oﬁ?msaf%ﬁ%ilr%émflﬁlﬁg%%ﬁnﬁﬂl a?%m code. 14. The nethod of
claim 13, further.coppr, sing; erei.n the dynam cally | oadahl e cqde
conprises a cl B@%@Wﬂﬂéﬂﬁ%ﬁ‘ﬁg@m‘gﬂ‘gﬂ% ”r‘?@"'%ﬁﬁéﬂzgé%
and wherein the jdentifier identifies the class definition. 15 The method
of claim13, awqéﬂ"gﬁfﬁ‘ﬂiﬁ@ﬂﬁmm dynpwicrllyleadablgcode istp pmodiy the, 3

sel ected one_of lava, Objective-C, C++, SnallTalk, Mdula-3, Conponent

Obj ect  Mbdefunctipnalisofseetingprogramedde withput stappingfhe exgsutingproZiam eadenod of
claim 13, wherein the unidirectional conmunication link is a selected one
of . a tel evisi on HaiThe methwalnifedhin i 3, uthkPEd@tigingnsport stream and | ?-

mul ticast. 17." The method of claim 13, further conprising: receiving the

uni di r ect i onalwleseimtitd dyataiicr!lyiloddabletcoda canmint a¢lendefafition fein dbfget box, . a
personal digital assistant, a portable conmputer, a handheld conputer, and a
wirel ess apgkated pfogramming langnage; and |

wher¢in the identifier identifies the class definition.

15. The meﬂlod of claim 13, wherein the dynamically loadable code is wxitten in a
selected one of: ava, Objective-C, C++, SmallTalk, Modula-3, Component Ohj'ect
Madel, and an object-oriented scripting langnage,

16. The method of claim 13, wherein the unidirectional wmmud@ﬁon linkisa
selected one of: a talevision data transmission, an MPEG-2 transport stream, and IP-
multicast.

17. The method of claim 13, further comprising:
' réceiving the unidirectional communication link with a selected one of: 2 set top box,
a personal digital assistent, a portable computer, a handheld computer, and a wireless
- .appliance. | |
18. The method of claim 13, firther comprising:
i'eceiving the manifest over said commmﬁéaﬁon link;

recording the identifier and the availability schedule; and

16



18. The nethod of claim 13, further conprising. receiving the m@ijgfd 2005
over said communication link; recording the identifier and the

avai lability schedule; and 16 8 June 2005 retrieving the dynamcally

| oadabl e code when it is pushed onto said communication |ink according to

t he avai | abi | i #5rig@ng thel dynamirally kedakle bode wherrit & pashiell orfte!sdid esmeRATREAGH NY:
determ ni ng whet her the dynam cally | oadable code is required for executing

an appl i cat liskagpondingitn the avkijabititpsdhietdglesai d retrieving responsive to said
determning. 20. A nethod for mrroring a |lava-type archive file,

conprising. prepatd.Mheandthod éRstind 0f, fdmbR¥ampifBg-ar chive file, said
mani fest conprising identifiers for objects of %he Java-type archive file,

and an avai l ab&&téﬁﬂnﬁgmmegﬂ{efygnéﬁj&ym@%ﬁ&@qﬁ ' Jeg}%x%%%ﬁt onto a

uni directional comunication Iinlqg and pushing sal e Java

type archi V%Hbﬁoﬁ%&ﬁ&ﬁe idirectional comunication link in accordance
with the availability schédul e, wherein the Java type archive file is to

xecut i ng. pr oge Ao ekt iie T PR b SRRRIEET ur her conpr o1 ng.
Fequi red t or sar QORI T TSGR HIFR P EENe Al RERMRRECSt | ntl udes an
identifies corresponding,to the object; and receiving said required object
over the uni dmﬁ‘?’%‘ﬁ SRR Jaxa-ts archive flepsuid miauifest cotoprising dentifiers 1,
Anther co rrpi!:oir cS)jnegts of the Java-type archive file, and an availability schedule for said objects;
3
pushing the manifest onto a unidirectional communication link; and
pushing said objects of the Java-type archive file onto the unidirectional
communication link in accordance with the availability schedule, wherein the Java-type
archive file is to modify the functionality of executing program code without stopping the
executing program code.
Z1. The method of ¢laim 20, finther comprising:
executing programming code;
determining whether an nnavailable object is required for said executing:
determining whether the manifost includes an identifier corresponding to the object;
and |
receiving said required object over the umdlrecuonal communication link.
- 22, The method of claim 21, fiurther camprising:
storing said received object in a temperary memory location disposed within a device; |

“herdn resetting the device canses said received object fo be discarded.

17



storing said received object in a tenporary nenory |ocation di sp@g;Hé 3005
a device; wherein resetting the device causes said received object to be

di scarded. 17 8 June 2005 23. The method of claim 20, wherein the manifest
for the |ava-type archive file includes purchasing data for said objects of
the Java-type ar ct#3v&hé inethod off elairr ROpRhéreint the fnanFENRiTichd ACa-typeapitiifylRy an
unavail abl e object that is required for executing a progranm determning

whet her the ripelidespurdhacihgidas faaidlbiddd dfthe Bl vOflte MelenOPheRE:
receiving said required object over the unidirectional conmunication Iink;

and pur chasicogpseig iﬁﬁﬁﬂjdﬁgdnﬁﬂ&ﬁﬂhbl&%bﬁ%?%ﬁg%%oge&ﬂr%ﬂéﬁ%ggw ata.

24. A method for obtaining dynamcally load e over a p

network,  COdptemSinity wheBltR the 1t =only netwar k nifest for
dynani cal |y |oadabl € code, sal gfﬁgﬁﬁkggfalg@%l}‘?egfﬁgﬁgﬂx@agm@pg&m{,or
dynam cal |y fd&é@ﬁ:@ : vai l.abi | ity schedul e; and receiving,
over the push-onl ysﬁlet%rf(', %{ﬂﬂeg?ﬁyeﬁg:ﬁﬁ% OF%Ié’&W‘E“%H%ﬁPﬂ adcord with

t he avail abil, le. trein the dynam_cally |oadable code is to
modify the f dr’n%‘%/aﬁ%. © Qﬁ%&?ﬁ@&&tﬁ%‘”& e detast st oppi ng t he
executing program.cqde.,B 2 The.net hod of claim 24, wherein the dynamically
| oadabl e code co%r &%%‘hﬁéf%p@&%dwaﬂﬂo% eode byerr pushiosiy medwotk, ect |,
a pl uralityeg&pg 'e‘%tﬁ%e?‘%é%edm%bj g};’;mjgg;‘jvnﬁi ons, and a Dynam c Link

Li brary (DLLY" g G B Puiplrd driiy 4 tmanifest fprdysamiyally ddadabie ni ng
whet her an appl i ‘c.gt iagjr%_ ;%rogram requires dynam cally | oadabl e code; and

det er mi ni ng%&eﬁﬂi mapifest comprigisg an iiehtifiesfon dynaenilly logdabledodesa@nsi ng to
said dynamically | oadable code. 27. The nethod of claim26, futher

conpri s ij ng: avafighibityt dchedule; Ghd SRR, @) the PIEHSNTY Abtoidik S dytmatalyi ng sai d
require o

loadable code in accord with the availability schedule, wherein the dynamically loadable
code is to modify the functionality of executing program code without stopping the
executing program code.

25. The method of claim 24, wherein the dynamically loadsble code comprises a
selected one of: a single object oriented object, a plurality of object oriented object
defivitions, and & Dynamic Link Library (DLL).

26. The methed of claim 24, further comprising:
determining whether an application program requires dynamically loadable code; and
determining whether the manifest includes an idenfifier cotresponding to said
dynamically loadable code. |
27. The method of claim 26, finther comprising:
- Inspecting a CLASSPATH environment for a class containing said required
dynamically loadable code; and | |

. 18



dynam cal ly | oadabl e code; and 18 8 June 2005 determ ning wheth J?ﬁ'iéiZOOS
requi red dynamcally | oadabl e code is unavail abl'e. 28. The nethod o arm
27, further conprising: adding said received dynam cally | oadabl e code to

t he CLASSPATH environnent. 29. The nethod of claim 24, wherein the

dynani cal |y | oslsteppiing dhethenspid equiral dyndmically Jiadalils 6edclihMGikRBIUage
class, the nethod further conprising: inspecting a CLASSPATH envi ronnent

for a class cont aiBiTig métbodlyhalaine 2y, | firth@aemphising:code; and det er nmi ni ng

whet her said required dynanmically | oadabl e code I's unavai l abI e and

responsi ve t adting id peeived dyingnicaiytior @Bl Hd8 o EJQ@L%@R gol e
code. 30. The nethod of claim 24, further conprising: ng sa recei ved
dynami cal | y | oadaty. @he atghddor@IdiRc, ﬂ&&;ﬁ@, dbdmi Qadabl e
code. 31. An apparatus, conprising: machi ne”accessi e Bisﬁmcﬁ ng

I nstructi onsr,avax@hﬁ are ca abI e of d| recting
the machine to per]ﬁorm preépar% %a mslnl"?%g{111 ‘?Mﬁ%"’g y | oadabl e code,
sai d mani f eghe cht for nam cal ly | oadabl e code, and
an avail abi ['i tp§ g]d éd | SP %&né‘” "e“{ﬁ’ﬁ?f" ﬂtﬁfi vaisally dppdpble
comuni cat i us t dyna caIIy Ioadable code onto said
communi cat i %dﬁ} { %@%ﬂr r}’gh %@“’M ladeile rede igppavailpble,he
dynami cal | yaajlcfl\ﬁ% abl e code i nodi f the functionality of executing
progr am code fotve ?Fg]% werikgethodramicilydoadble chide. appar at us

of claim3l, saig i nstructl ons including further instructions to direct
t he machine to fl&e methgl of claim 24, further comprising:

adding szid received dynamically loadable code to a local storage for dynamically
loadable code.

31. An spparatus, comprising:
a machine accessible medium providing instructions, which when executed by a
machine, are capable of directing .the machine to perform:
preparing a manifest for dynamically loadable code, said manifest comprising an
identifier for dynamically loadable code, aud an availsbility schedele;
pushing the marifest onto a unidirestional commmmication link; sud
pushing the dynamically loadable code onto said communicetion link according to the
availability schedule, wherein the dynamically loadable code is to modify the
- functionality of executing program code without stopping the executing program code.

32. The apparatus of claim 31, said instructions including further instructions to
direct the machine to perform:
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8 June 2005 receiving the unidirectional comunication [ink wtiggune 2005
sel ected one of a set top box, a personal digital assistant, a portzlime
conput er, a handheld conputer, and a wireless appliance. 33. The apparatus
of claim31, said_instructions including further instructions to direct

the machi ne t o Ypesiving the undimdctional colnmunivaiiheRik Witk & selebidd 6ASBRIA kGasp Bk,
link; recording the identifier and the availability schedule; and
retrieving tRepothpnalniigitd bssistaniopireabladenpittsh hdndheld RUSPAr, AR @ virdldds

communi cation link according to the availability schedule.” 34. The

appar at us of applsnee.31, said instructions including further instructions to
direct the nmachine to performdeternining whether the dynanically | oadabl e

code is required 3;9_m@gﬁé&ﬁ@gf@mmgpgﬁﬁ;&%goﬂiﬁg%%@g%qgﬁ%% sai d

retrieving responsive to said determning. TOor mrroring

a Java-type %ﬁl{%%&%tgg%ﬁi ng: a machi ne accessible nmedi um providing
i nstructions, which when executed by a machine, are capable of directing

the machine t o.pgY; . ' mani fest. far a Java-type archive file,
sai d mani f est con%’%gygnﬁl%g%ﬁ{’*éggﬁ%@mpﬂwﬁbf’é@?@ of the Java-type archive
file, and an ' Iyl 0t hedul,e for .said objects; pushing the manifest
onto a unidi rg‘zé?dfé‘ﬁgfhﬁééﬁ?@ﬁ%#%?"ﬂl ,W&kadlﬂ-lﬁ%g sai d objects of the
Java-typo archive fi LheF nto,the unidirectional conmunication link in
accordance wi tHUEYRE éer}Tﬂé'E‘F‘f y Joadiable godewhemis ispushedhont seid cosppmnicationi ve
fileis to Egﬁli fy the functionality of executing program code w thout

st oppi ng t hH0K gaeatding toghe peajlebility schedule0 8 June 2005

34. The apparatus of claim 31, said instructions including further instructions to

direct the machine to perform:

determining whether the dynamically loadable code is required for executing an
application program; and performing said retrieving responsive to said detepmining.
35. An apparatus for mirroring a Java-type archive file, comprising:
a machine accessible medium providing instructions, which when execnted bya
ﬁachine, are capable of directing the machine to perform:
preparing 2 manifest for a Java-type archive file, said manifest comprising identifiers
for objects of the Java-type archive file, and an availability schedule for said objects;
pushing the manifest onto a nnidirectional communication link; and
pushing said objects of the ava-type archive file onto the unidirectional
commumication link in accordance with the availability schedule, wherein tﬁe Java-type
archive file is to modify the fimctionality of executing program code without stopping the

-executing program code,
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36. The apparatus of claim35, said instructions including furth
instructions to direct the machine to perform determ ning whet he% June 2005
unavai l abl e object is required for executing an application; determning
whet her the manifest includes an identifier corresponding to the object;

and receiving sai & @Hhﬁﬂﬂa&bbﬂﬂﬁn@ﬁ@m‘ﬁw&ﬁlﬁ&hﬂiﬂgﬁhﬁé@%&%wn

link. 37. The apparatus of claim 35, said instructions ncluding further

i nstructions ﬁmtmbmggmgl?@pmﬂ ne to perform determ ning whether an
unavai | abl e object is required for executing an application; determning

whet her th t t
And. recei ving. eI RGeS ,ectﬁg‘*@%éﬁﬂeﬁ%*%%ﬁ%??d“’ PRkl el e
link. 38. Th t |.udi f th
ihgtructionsetg{g&g%ﬁ%eg@éﬁhﬁg&sﬁt s 57 Rl Bt h il 'Sia_

for said objgﬁ §s of the Java-type archive file in the manifest;
i dentifying an unavailable object that is required for executing a program

determ ni ng vvheth.er the, manj fest. i ncI udes an identifier corresponding to
the object; r&C& H‘r?‘g‘dﬂ Herdhe Beidirestional eamyieatioa dinkonal

conmmuni cation i nk and purchasi ng said required object in accord with
sai d purchasing o dh dhe gpparshys abplai3disaiddnstuistiahninolyding farthar dstpcionsdabl e
code over a push-only network, conprising: a machine accessi bl e nedi um
provi di ng |rf§teﬁtibﬁm¢bmeMPmﬁJMen executed by a nachine, are capabl e of
directing the machine to perform receiving, over the push-only 21 8 June
2005 net wor k determiniing ohtthboem shavaitiblodtjyct iordabbeie edeuntitg bl appiidhii@st
conprising an identifier

determining whether the manifest includes an identifier corresponding to the object;

and
receiving said required object over the unidirectional communication link.
38. The apparatus of claim 35, said instructions including further instrctions to
direct the machine to perform: |
including purchasing data for said objects of the Java-type archive file in the manifest;
ic_!chtifying an unavailable object that is required for executing a program;
determining whether the manifest includes an identifier corresponding to the ohject;
receiving said required object over the unidifectional communication link; and
 purchasing said required object in accord with said purchasing data.
39. An apparatus for obtaining dynamically loadable code over a push-only
network, comprising:
a machine accessible medium providing instructions, which when executed by a

machine, are capable of directing the machine to perform: receiving, over the push-only
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for dynam cally | oadabl e code, and an availability schedul e; and§g gegieri2005
over the push-only network, the dynam cally | oadable code in accord with
the availability schedule, wherein the dynam cally | oadable code is to

modi fy the functionality of executing programcode w thout stopping the
executing pr ¥R cHmanifos forfyparaisally ladable pods, ssidnasifest cordptising midentifie
including further instructions to direct the machine to perform

det er ni ni ng predymemically deasiable gode and aw gvailability siheduled ymbrtdwingyoveottabl e
code; and deterni ning whether the nanifest includes an identifier

cor r espondi ngughvondyingtwedk,thedyrmitigallydesthblecode e accdid willhtheapaitibilitys of
claim40, said instructions including thither instructions to direct the

machi ne to pestedule; whesinedhé dyianicallyASRIEBIBEoAB Y4 toQhsER A thé RmcBorfliBs st

containing said required dynam cally | oadabl e code; and determ ning

whet her sai dei&ﬂﬂigﬁdgﬁﬁﬂ@dﬂeﬁﬂﬁioﬁtét@ﬁﬁﬁé’hﬁe&%ﬁiﬁ%t Qr%i%iahé‘bl . 42. The
| | er

appar at.us of claim40, said instructions 1Includ I nstructions to

direct the machi ng, g, e b r Asheld %ﬁ%ﬁﬁgwﬁﬁ&%ﬁﬁ%%ﬁ@gﬁ&gw e

, The
code to the CLASSPATH environnent. e appar sard

i nstructi onggg, W 'é.&' ' .nstructions to direct the nmachine to
b i

perform inspecting a environnent for a class containing the

equi rod dynaRiPif S840 &bty Mo Patree iRt Ratac e art o
perform ng Saiddt receivi tr}ﬁ dynam cal |y | oadabl e code. 44. A system
conpri si ng: ctermining whether the mani est includes an identifier corresponding to said

dynamically loadable code.
41. The apparatus of claim 40, said hstunﬁons including further instructions fo
direct the machine to perform:
inspecting a8 CLASSPATH environment for a class containing said required
dynamically loadable code; and
detqmining whether said required dynamically loadsble code is unavailable.
42, The apparatus of claim 40, said instructions including further instructions to
direct the machine o perform: _
adding said received dynamically loadable code to the CLASSPATH environment.
43. The apparatus of claim 39, said instructions including further instructions to
. direct the machine to perform:

inspecting a CLASSPATH environment for a class containing the dynamically
loadable code; and
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at | east one processor; and a readabl e medi um havi ng instructi onsg dugegezD05
t hereon, which when executed by the processor, are capable of directing
the processor to perform preparing a manifest for dynam cally | oadabl e
code, said manif{gast .con{_)l i Ei ng.an identifier for dynam cally |oadable
code, and an aarTapris bet Erﬁgwwmaﬂlﬁéoﬂdaﬁﬁm@tmmawk, and

uni di rectional communication |ink; and pushing the dynam cally | oadable
code onto safFPERRYRBEREt: PeroTing said tesetiimgthe dyndnscaliniaadahl dodey schedul e,
wherein the dynam cally | oadable code is to nodify the functionality of
executi ng progr anfiéot sysigniromprisingppi ng t he executing program code. 45. The
systemof claim44, said instructions including further instructions to
direct the progldessbpne propasdrpami recei ving the unidirectional communication
link with a selected one of: a set top box, a personal digital assistant,
a portabl e conpradable metiantieainh ipofRitions encbded tekioh SYEiRR wheh BkiARMSy H6-

The system of claim44, said instructions including further instructions to

direct the proessaoirecahBRS SfHRLLEEHE Y Wﬁ)&h fest over said
comuni cation lisle, recording tﬁgg&i ent | fo?‘er and the availability

schedul e; and aking YinDhiflsk Egﬁm- e code .when it.LsS pushed
onto said comlrjui-ﬁ% cation I|E-ﬁlddccor@*&x?doagﬁ]d%ggfgﬁﬁltg%?@ﬁ?@m. 23 8
June 2005  flientifleSih ftﬁ” bidaBd a Java-type.archive file, conprising:
at | east one pr ocesggI ) a%lf;br eagfa%%&?mtﬁﬁcﬁﬂ uctions encoded
t hereon, whic xe d by the, processor, are capable of directing:

t he processor%&gfﬁi%&m}%am uOHEIWmm“m“ﬁonhnlg:aﬁd

pushing the dynamically loadable code onto said commnumication link according to the

availability schedule, wherein the dynamically loadable code is to modify the
functionality of executing program code without stopping the executing program code.
45. The system of claim 44, said instructions including firther instructions to
direct the processor to perform:
receiving the unidirectional communication link with a selected one of: a set top box,
a personal digital assistant, a portable computer, 2 handheld computer, and a wireless
appliance, |
46. The system of claim 44, said instructions including firther instructions to
| dire_ct the processor to perform:
receiving the manifest over said communication link;
recording the identifier and the availability schedule; and
retrieving the dynamically loadable code when it is pushed onto said communication

link according to the availability schedule.
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preparing a manifest for a Java-type archive file, said manifest gdie 2005
identifiers for objects of the Java-type archive file, and an availability
schedul e for said objects; pushing the manifest onto a unidirectional
communi cation |inkg and pushing said objects of the Java-type archive file
onto the unidi rectal’?b ;ﬂ”s‘g’@h & o fvhriyae arehive s epamRIISINgL L h t he |
availability schedyl e, wherein the Java-type archive file is to nodify the
functionality, a&r"a‘gféﬁﬂ’f‘i"?ﬁ"’@%ﬁram code without stopping the executing
program code. 48. The system of claim47, said instructions including
further instrudfradallemedivg having instrogliasessated theraey; Whicowitkatexemited bygthe

whet her an unavail able object is required for executing an application;
det er m ni ng oeesses aretvapahieof disdeting cheystosesaor th gerfrid:i er corresponding to
the object; and receiving said required object over the unidirectional
communi cat i on piepkringsOmanifest foy a Ueva-Hipeakhive SI¢, safBhshi FRstdnsisi @ettier4/di ng

further instructions to direct the processor to perform including

pur chasi ng diat abjbes oﬁtabdaﬂhbzpsﬁﬁhﬁ;feﬁlb,%ﬂ%ﬁ%vﬁ%ﬂit?&%ﬁﬂﬁfﬁ%a?%éﬁ}%guti g

mani fest identifying an unavail able object that 1S require

a program daqhehin Bioaiteor Sues o WARIABLE SrmblfloHETuAD ahgient | 1 1

corresponding to the object; receiving said requite ject over the
oqui red obj e ar S SREACRr b Tive B8 alchih g Sfnthe Vaigiengl, o for
at | east ons aahZutoh NN B8 RRn S e sl e S lPr b Peb e SSRGS dod
o7 B MR L Rl b PS50 s 25 s S
executing program code,
48. The system of claim 47, said instructions including further instructions to
direct the processor to perform:
detenmnmg whether an unavailable object is required for executing an applicaﬁon;
determining whether the manifest includes an identifier corresponding to the object;
and
receiving said required object over the unidirectional communication link.
49. The system of claim 47, said instructions including further instructions to
N direct the processor to perform:
-including purchasing data for said objects of the J ava-type archive file in the manifest;
identifying an unavailable object that is required for executing a program,;
dctcrmining whether the manifest includes an identifier corresponding to the objeot;

receiving said required object over the unidirectional communication link; and
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receiving, over the push-only network, a manifest for dynam cal | y§lhpaB@05
code, said manifest conprising an identifier for dynam cally | oadabl e code,
and an availability schedule; and receiving, over the push-only network,

t he dynami cal |y | gadabl ¢ code in _accord with the availability schedule,
wherein the dyd’&mﬁeapswdm&sﬂebﬁmwrﬂmmdfmn@mmﬁeu onality of
executing program code w t hout stopping the executing program code. 51. The
system of cl ai m 569 & gystem dex ¢higmingynamiskly laadabln tdrrovien s praledilyngwiodk,
direct the processor to perform determ ning whether an application program
requi res dyn&empadihg | oadabl e code; and determ ning whet her the manifest

I ncl udes an identifier corresponding to said dynam cally |oadabl e code.

52. The syst ematitast bad peobésson ahd airealble iddiis hiving #Rird&idmd ehéuded thereon,
instructions to direct the processor to perform inspecting a CLASSPATH

envi r onnent Wch@l%%ﬁ&ufﬁﬁﬂh@b?&és’éh%é%I&%@db@é{ﬁ%‘m&?&é’s%ﬁﬁ%@%ﬁm

coda; determ ning whether said required dynamcally | 6adable code i s

ISR S AR AT S AR b0
- sdid mapifest comprising an identifier for dynamiically loadable code, and an availability
schedule; and
receiving, over the push-only network, the dynamically loadable code in accord
with the availability schedule, wherein the dynamically loadable code is to modify the
functionality of execnting program code without stopping the executing program code.
51. The system of claim 50, said instructions including further instructions to
direct the processor to perform: |
determining whether an application program requires dynamically loadable code; and
determining whether the manifest includes an identifier corresponding to said
dynamically loadable code.
52. The system of claim 50, said instructions including further instructions to ‘
direct the processor to perform:
inspecting a CLASSPATH environment for a class containing s‘aid required
dynamically loadable code; |
determining whether said required dynamically loadable code is unavailable; and

- adding said received dynamically loadable code to the CLASSPATH eavironment.
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