, f ge3eE&B\ 46T&/'7, 30 SEP 2002 -1 METHOD AND AGEN™FOR THE PROTECTI @ SEp 9g99
AGAI NST THE UNAUTHORI SED USE OF COVWPUTER RE Field of the Invention

The present invention relates to the securi MWEEWHW’M of conputer More
particul arly,wbhgdsgyention relates to a nme gent f@ET/Al09deNnsi Ng
the access to the use of conputer resources by héstile applications.
Background of the Invention The Internet has devel oped very nuch both in
respect of its contents and of the technol ogy enpl oyed, since it began a

few years ago. In the early days of the Internet, web sites included text
onl'y, and af METGP G GG ROB THE ERQEECTION APART 8 UsePRBISER DSk O COMBITER Bprmes
many conpressed standards, such as pictures, voice and video files, were

devel oped and with them prograns used to play them (called "players'.
Initially, such files were downl oaded to the user's workstation only upon

his request, and extracted only by the appropriate player, and after a
specific order fromthe user. Wien, in the natural course of the

devel oprment ofjdider He TheknBode Vb the search for a way to show nicer,
interactive and ani mat ed Web Pages began, Sun M crosystens Inc. devel oped

Java - a lang e Al l o t te a program a |igt of
commands - Ne'ltf‘g\gr IE%%&&}{ a %%s’te!‘b ??s\r,]\g'{)q?mél%Elgt@d%(%ggg&%ﬁ#oc‘f%mﬁg'e ore
wor kst ati on nost, ’ﬁf tglge fime, without his know edge, afnd executed by his
browser at hi BaHEHRLY Ahg ipyentipnrelates to,2 mathod and an agent for.prsventing the adpesseo
phot ographi ¢ ani mati on and ot her graphics on the screen of the web surfer.
Such execut abthesistefcompier resburcepbyvbestilarpplitationss er $ 0 S E P 2002 W
991 45454 PCTI11L99/00113 _ _Z workstation's resources, which lead to a
great security problem Although sone |evels of security were defined in
the Java | anguage, it was very soon that a huge security hole was found in

t he | anguage. ng'!%ﬁuﬂcpgﬂh\éqﬁvgﬁ“ﬁll oped, Mcrosoft devel oped ActiveX, which
Jail e

i s anot her Ne e Tormat, al so downl oaded into the workstation.
ActiveX has also.securit robl ens _of the,sane kind he I nternet h been
f1 ooded with "R@t ’fnlf{ éﬁ%ég‘{ﬁ VTR h‘&@ et B"‘féﬁl%a‘gﬁeﬁm%‘&?i%@rgf@f’y or
wi t hout the know edge of the users - into workstations within

technology employed, since it began a few years ago. In the early days of the Internet,

web sites included text only, and after a while graphics was introduced. As the Internet
developed, many compressed standards, such as pictures, voice and video files, were
developed and with them programs used to play them (called “players™). Initially, such
files were downloaded to the user's workstation only upon his request, and extracted

only by the appropriate player, and after a specific order from the user.

When, in the natural course of the development of the World Wide Web the search for a
way to show nicer, interactive and animated Web Pages began, Sun Microsystems Inc.
develoéed Java - a language that allows the webmaster to write a program, a list of
commands - Network Executables - that will be downloaded to the user workstation
most of the time without his knowledge, and executed by his browser at his workstation.
The executables are used, e.g., to provide photographic animation and other graphics on

the screen of the web surfer. Such executables have ways of approaching the user

L
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organi.zatians. ‘These codes general ly contain harm ess functions. Al t3begh 200
usual |y safe, they nmay not neet the required security policy of the ’
organi zati on. Once executed, codes nmy jamthe network, cause considerable

i rreversi bl ewnspdsst o t he | ocal dat abase, workstations and sePYBRSHN 00113
result in unauthorized retrieval of information fromthe
servers/workstations. Such el enents may apggar on Java applets, ActiveX
conponents, DLLs and other object codes, and their use is increasing at an

unparal | el ed : bQL : d
into the or ga%?oga |nc?§‘g‘3%so #é’i%%‘é‘?%ﬁ%%ﬁ%&%@%ﬁ*@é&%@%ﬁ@?@%@%@%° o]
way of know ng about thei Xi st ence . or execution and there_ is no systemin
pl ace for ear [S§CUEEY WETS %{magdng%i}élﬁt‘ﬂ%% It e VoY &9 thgh hugsh secasibrcheled.
The problemis nmade worse, in sone cases, by the existence of |arge

i ntranets and waslfiyndi thetlamguagel so be used by unaut horized persons to
access workstations and a os EP zoo2 WO 99145454 PCT/11.~99/0013
-3performhostile activities thereoa The security problemwas sol ved
partially by the browser manufactures which allow the user to disable the

use of execut gl sy, Oy %5@138551 i ﬁi&ésogoéevglo g@igﬂ@&,ewﬁi% Y iag&hers NoGsorR! !

the el ectroni ¢ conmerce and advértising are pased on 't he use

execut abl es. I n three_copendin aj ent, appl j cations, of ' the me applicants
her eof , WO 98I %%b,?e /;{BQ%BMM‘S%WQMH@ 6@%‘@1)53@4 8l§3 seeurityi ch
are incorporated herein by reference, there are described nethods and neans
for preventi ngrabieesofithesamekindut abl e Obj ects frominfiltrating the LAN WAN
in which we work and, ultimately, our,_workstation and server. WD 99/29082
further provides a nethod for enforcing a security policy for selectively
preventing the downl oadi ng and execution of undesired Executable Objects in

an i ndivi dual Mefksmhalia eﬂb&d‘éd%ﬁi‘"}?ﬁgo%@s%ﬂg d %ﬁéﬁgméémed

pat ent applications toward protecting n, one
probl em yet renmaised unsol ved: .the hostile u of |ocal, resources by ...
appl i cati ons v'\/nn&'é °W§\&/J§é %a@'gg aﬁ’? W‘F‘kﬁe gégtlﬁ U5SFS chdBie (”Qﬂb’."’,m&s y
security policy), because they did not contravene such security policy, or
by appl i cat i orpsganizatiensh desen 6edesgenerlly rostaimh hamnlessr funetionsh e Akthpughnusualych
as a gateway equi pped with a security policy check, as described in the

af or ement i onedafeatheyimagnpt meetithoreghiredesecindty poeynofthe stgahizatton. i er poi nt  of
check is not avail able, or because the application has been | oaded directly

on the workstation. Such hostile use of CPU resources nay |ead to damage to
the data, operation and hardware of the workstation and, under the

condi ti ONS- - - ~§a v adrie “z ~ ~ empl at
above, may go (?Jnr? & %cg%egéc%%siwa){ e arrdaga)éé%e’sca oérqgn%%&% I)TS ﬁ%ﬁy %@&%é%a%eggan
object of the present, invention to provide a nethod gnd agent, i ch

over cones t he "E‘f g‘?@@&f‘@gﬁf‘am]ﬁ%u%‘g and; Srvess»or d8 uog °Wﬁ\,‘\‘2FF"iS?V&¥/i°§es
effective protection at the workstation level. It is another object of the
present i nventipformationgfremithe serversiwaskstativas.afuch glementshing appear be Jawapplets,
effectively to prevent the hostile use of workstation resources by
applications ActiveX components, DLLs and other object codes, and their use is increasing at an

unparalleled pace. The majority of these small programs are downloaded into the
organization unsolicited and uncontrolled. The enterprise has no way of knowing about
their existence or execution and there is no system in place for early detection and

prevention of the codes from being executed.

The problem is made worse, in some cases, by the existence of large intranets and

LANSs, which may also be used by unauthorized persons to access workstations and



conni ng on said workstation. Other objects and advantages of the i 80e$ER Qg2
wi | I becone apparent as the description proceeds. SUMMARY 4F THE | NVENTI ON
I n one asp invention is directed to a nethod for p ti an
hostile usg‘&%?g/é%‘ﬁﬁut er resources by an application runnin %ﬁﬁgg}bﬂn

wor kst ation, conprising the steps of a) providing a |ist of services that
are not allowed for _access by unspecified applications; b) when such
unspeci f i edPeHopnihestile aetivitiesstheigorhe wor kst ati on, preventing said
application from accessing any resource directly; c¢) analyzing any direct

or indirect request for access to specific services, to determ ne whether

such requeShe iséc@ig} HblEne waig aelved ?ﬂrtiaﬂylbb&hé: bedwsee idanafhctinélewhich aflegve; 3
0 SEP z~z WO 991 45454 PCT/1L99/00113 -S d) if the request is allowable,

al 'owi ng t e yaf G&i@&ﬂl?ﬂa&&e@f%ﬁé‘nﬁ&ﬂd&si OFRBurse Hid istddf arﬁ%ﬁﬁﬁle'sﬁluﬁﬁﬁ,
al | owabl e, preventing e unspeci fired applrcation fromaccessing the
requested reso e, Merein said resource. may,be .any, |ocal. or r te
esour ce, PIHER i SHORE Gpipips rifadVsrisna Y pased Bty Risrof Repuatles
directories, operations with files and directories, such as copy, delete or
conpress, or any other operation |l eading to a change _ in the workstation or
i ts peri phét {hre¢ conendinginatent applications: of| thersarae ppmlicants,heraefe WFOSAAOA3,
operations include access to systemfiles, configuration tnformation,

net wor k coMOMSEER226 ReNDHRONR22082 gthemieseriptiohs ofphichravel énvormarated hereOS dat a
(tinme, date, etc.), or the use of resources such as nenory allocation,

process cr &gt iefdtendel s aré rdeadrited, methedoand xaessi foe grbléntingBunddsieabls
excessi ve di sk space, use of excessive network conmuni cation, and use of

excessi ve SHABLNE! ORGEAUERE? BAMaNAE Bk SANGAN' i ALLEAHECTor: an

configuration. Accor t rfed enbodi ment of the invention the
list of seryi i ] Igwbo . ! ifJ

appl i ]E:at i Fﬁl’ﬁlﬁiﬁ%}% %ﬁggﬁﬁsﬁgl%flﬁ%f%g tep'ia_n ?%%/f%%t TL'_E%CE E&%ﬂ%:n%l? El:d fort
specifica identified in.a pre-set. I.ist of .applig¢ations. Acgcordin 0 a
orof erred ERESHRRSRECURtymoLCY Rramiachiely St vanfipie tiedowneading and Srechlieh ons
includes a |list of resources which each application nmay utilize. In another
aspect, thefundesired Freewable Obiactsdinias individyalworksiation. ot ecti ng a wor kst ati on

While much has been done in the abovementioned patent applications toward
protecting the individual workstation, one problem yet remained unsolved: the hostile
use of local resources by applications which have passed any earlier security check
(e.g., a gateway security policy), because they did not contravene such security
policy, or by applications which have not passed through an earlier check point (such
as a gateway equipped with a security policy check, as described in the
aforementioned patent applications), either because such earlier point of check is not
available, or because the application has been loaded directly on the workstation.

Such hostile use of CPU resources may lead to damage to the data, operation

and hardware of the workstation and, under the conditions



agai nst the hostile use of computer resources by an unspecified ap%“j§€§ijﬁ}
runni ng on 3 0 SEP 2002 WD 99/ 45454 said workstation, conprising: ’
PCTI1L99100113 a) neans for detecting an unspecified application or a
nmodul e of arW@PpMs4S4ti on running on the workstation; b) neans PCF/IL99/00113
determ ning the requests for resources to be used by said unspecified
application; c) neans for identifying chai#-requests for resources
utilization, wherein said chain requests conprise requests made by

resources calle ' n by 5%991!11; | DB ns for determ ning
whet her requeédpgeﬂgl%a ﬁ%&ﬂag%gﬁg‘gu unst;ﬁ)gﬁ:dl(%?ngﬁggspp ?'cati on are

al l owabl e; e) neans for determ ning whether requests made-indirectly, as
chain requests, by said unspecified application would be not allowable if
made directly by said unspecified application; and f) nmeans for preventing
sai d chai n r eljieen objectrofits prgsent dnventianito provide aimethng andragamtawhinin overnemes
request is not allowable, or that it would not be allowable if nade
directly by sgedfdteafbdiavbacksafptioeat methods raed wbichaprbeides €ffdctife ProbRass ag
if otherwi se determined. According to a preferred enbodi nent of the

i nvention, thﬁxc’th?s?atfo‘ﬁrle t er m ni ng whet her requests nade directly or
indirectly by sald unspecitied application are all owable conprise a | ook-up
table including a list of services that are not allowed for access by
unspeci fied applications. In another preferred enbodi nent of the invention,
the agent conprises a pre-set |list of applications including a |ist of
resour ces t halt ibarsther ogjegt afithe prrsent\myegtion Kvipyavide p prethas: andranraggntuwhich ean
PCTI 1 L99/ 00113

be used effectively to prevent the hostile use of workstation resources by applications

running on said workstation.

Other objects and advantages of the invention will become apparent as the description

proceeds.

SUMMARY OF THE INVENTION

In one aspect, the invention is directed to a method for preventing an hostile use of

computer resources by an application running on a workstation, comprising the steps of:

a) providing a list of services that are not allowed for access by unspecified
applications;

b) when such unspecified application runs on the workstation, preventing said
application from accessing any resource directly;

c) analyzing any direct or indirect request for access to specific services, to
determine whether such request is allowable according to the list defined under a)

above;



All the above and many ot her characteristics and advant ages of th$ p
invention, will be better understood through the follow ng ill ust gtﬁE\/ezwld
non-limtative exanples of preferred enbodi ments thereof, with reference to
t he appendedwdr®msssgs. Brief Description of the Draw ngs Fi g. PCT/AL99/00113
schematically illustrates different applications and their requests and

rel ated operations; Fig. 2 schematically L4l ustrates a detail of an
illustrative application that will cause machi ne mal functioning; and Fig. 3

illTustrates a situgtion i al| I i . upal | owahl e resource exploitation
is attenpted. Det aﬂel"{é@eﬁggséﬁﬂp#b#%f&&%é PSR A BTOFESSER B es of
such situations are exenplified in Figs. 1-3. Referring te Fig. |, three

di fferent appli cat®)dhiheaiegueshsipot » Ryspentingthe yaspepifipd apmlieation drame s
takes place at three different |evels: the user node (indicated by "U M
'), the ker nedccessitg tifd requestetiaesonrce; K. M '), and the hardware (indicated by
"HW"). The three different nodes are schematically separated in the
figure by straight lines. The APP 1, APP2 and APP3 applications operate in
the user node. APPI is an "open file" 1/O request. This request is passed

on to the I/ Q manager, | J I r o the di sks), to perfo t he
required oper%@%‘ﬁggg r?s:gp{cg‘%a(fi %cﬁ'tn g é&%&%ﬁp@#ﬁ#ﬁebyc uﬁ:ﬁgtlﬁg nPFjj’EHtéé {R’

anal yzes the 8 0 SEP 2pOéﬁFV\O.99/ 45454 g PCT/ 1%1%9I 00113 request to

det er mi ne whenemeryjalloatiogeles.direstogies, operaRensgwith filep ands dissstqriey, wshiag gopn f i t
is permssible, it is allowed to proceed to the 1/0 manager, which
processes t hedeleteoesimpresshot any othekqreationRiadingdn atdhengetihahe Warkdtationbedts a
request involving the network, i.e., and "open connection to the file
server" requessriphdClinstratvek b noghmithtived dxampiks (o8 sihOsRESiohd it RGeSt
only if the fil?er S7 has determned that it is permssible. Simlarly,
APP3 nakes .. {{&HD al j r ; j . S i-ned by Llter
and, if perm'tgs?% e, ?igesbaésse oﬁe?oﬁ]? e %%@ﬁ%ﬁ%a&%ﬁgﬁ .r‘hng’n I}aa?: e Eupon
in connection with menory. The tion of the various re sts in the
kernel node a?ﬂ‘m?i “QRPY Wﬁéﬂﬂ’a&&m&a‘#&@“ﬁ@tﬁ ‘ft‘f'glm IL‘ké% FEHBEFAnd
allowed them is the same _as with conventjonal operations in everyda

conmput er, i s sweh|as ppesnery tablogations pracessereationotireads greatien, afse of exgessive CPU

()

time, use of excessive disk space, use of excessive network communication, and use of

excessive graphical resources and use of system or application configuration.

According to a preferred embodiment of the invention the list of services is provided as

a look-up table.

By “unspecified application” it is meant to indicate an application that is not specifically
identified in a pre-set list of applications. According to a preferred embodiment of the
invention, said pre-set list of applications includes a list of resources which each

application may utilize.

In another aspect, the invention is directed to an agent for protecting a workstation

against the hostile use of computer resources by an unspecified application running on



not described herein in detail, for the sake of brevity. Looking no0&Ep 500
Fig. 2, a detail of an illustrative application that wll cause machi ne :
mal functioning is showmn. In this exanple APP 1 generates 1000 requests to
generate newwpoesssies. | f the systemof the invention is not PCEHSM0118he
1000 requests will be passed on to the CPU by the Process Manager, and w ||
use all the resources of the CPU, thus holg.ng the work of the machine. If
the filter of the invention is present, however, it nay be pre-set to allow
t he generatiop,, ( : M| .nunber of processes by the sane

appl i cation. gﬂgﬁwgp%oai#d@ﬁﬁu ber of new processes are requested by a
single application, which exceeds the preset limt, the filter S7 wll not
allowit to pass on to the process manager, thus avoi ding the exhaustion of
t he resources of the machi ne) Fig 3 illustrates a situation in which

i ndi rect unal | owabhemessdor detsctingpnairtspecified appliedtioargpaamodule bfi ais agpivatidre
APP1 is of a type that is not allowed to send a request to the 1/0O Manger

If it attenpt Mh&mﬁgw&k&ﬁcﬁg opped by the S7 Filter,unless the request
conplies with the Security Policy preset with S7 APP1 nmay therefore be

programmed so as t tel ] C i gati viz.tq cQ i cat
its request to a ?L?{l%g% %%g%egegng],ﬁr%ﬁ;;’ﬁ\emﬁg |sfoge‘lrc%§l¥?egdtq gje ngup%esm&a
request that APP1l is not,k al.lowed to make,to the 1/0O Manger In this case,the
S7 filter bet WRHSCifiRd 2P de and the Kernel Mode is bypassed In order
to prevent such an occurrence,a further filter S7 is |ocated between all
communi cat i ng pr ocesmeamdfostidertifying chainureguestshfat réssurpess stilizationt wherain said
process to the other (in the exanplgtgfrom APP1 to APPX), and which the first
process is notchahlRYests Qoplise dequeets] Mald V5O WsBERrcAS cilfldd bhesARPRBE
the skilled person,?ﬁ% fi I?igr S7 (IIS not a ptﬁ(;si cal filter bgutS ?at hefglgéd)
| ogi cal one Lg -lg:Q#i 4.i|ters of this kind can be provided in a plurality of
ways usi ng mangIL I ? ’erent anal ysis processes and criteria which will be
predeterm ned by the skill.ed,persan agcgrding to the particul ar )
requirements of tha) W@?%Fﬁrimﬁmea{“ﬁéﬂg‘ﬁ%é“%éﬁﬁéﬁ gbﬁ%%i‘éﬁ?ﬂ es
have therefore been provided for the purpose of illustration only and are
not intended ®epplicatien aregowablent i on in any ways except as defined by the
appended clains -6 T i00/66"111,LJd bSbSb/ 66 OM zooz d3s o0 a

¢) means for determining whether requests made indirectly, as chain requests, by

said unspecified application would be not allowable if made directly by said unspecified
application; and

f) means for preventing said chain request from being processed, if it is
determined that the request is not allowable, or that it would not be allowable if made
directly by said unspecified application, and for allowing its processing if otherwise

determined.

According to a preferred embodiment of the invention, the means for determining
whether requests made directly or indirectly by said unspecified application are
allowable comprise a look-up table including a list of services that are not allowed for
access by unspecified applications. In another preferred embodiment of the invention,

the agent comprises a pre-set list of applications including a list of resources that each



3 0 SEP 2002 WD 99145454 -10 O ains PCT/1L99/00113 1. A nmethod forgg P
preventing an hostile use of conputer resources by an application Yaun?ﬁ n&"“z
on a workstation, conprising the steps of a) providing a list of services
that are notyg)dopisgsd for access by unspecified applications; peraPdoden
such unspecified application runs on the workstation, preventing said
application from accessi ng any resource di_r]_ect ly; c¢) analyzing any direct
or indirect request for access to specific services, to determ ne whet her
such request is allowable according to the |ist defined under a) above; d)
i f the reques®rplisation BaRBREZE. 51 | owi ng the workstation to process it; and e)
if the request is not allowable, preventing the unspecified application
from accessing the requested resource; wherein said resource may be any

| ocal or renote resource, including, but not Iimted to, nmenory allocati on,

files, direct @i @g aboReaR AR ol Bhabdct® i EhdUdV BRI 02 The ENERNAS vl Y

del ete or conpress, or any other operation |eading to a pernanent change in

t he workstati Qr _its rhphery ret.ho ccording.tq claiml, wherein
the list of s rcngxgefsgo%gr%gqu%éqmgﬁblﬁ‘w”g Rﬂﬁ%a S n°g§m8ta§vﬁ ¥ampiss ‘ﬁ)
99145454 PCT/11L99/00113 -1 | ti A_net hod according to claim1 or 2, wherein
an unspeci f i e8refgspnd; esshodipents; S’ﬁ°§p‘&51if€f5{@%t°m apendeddmawingsci fical | y
identified in a pre-set list of applications. 4. A nethod according to
claim3, wherein the pre-set list of applications includes a |ist of.
resources which each application may utilize. 5. An agent for protecting a

wor kst ati on agef Plesdrittidndtitht Drawigef conputer resources by an unspecified
application running on said workstation, conprising: a) means for detecting
an unspecified appkjcati [y A1t ﬂif{)é? L1.on: ans for

determ ning the regi&cé?t g&i.%girfa'ﬁ?égl oiuilr ces%}o egnggdggﬁ%g}o%sa?%d Eﬁ%&quﬁt@&nd

application;

related operations;

Fig. 2 schematically illustrates a detail of an illustrative application that will
cause machine malfunctioning; and

Fig. 3 illustrates a situation in which indirect unallowable resource exploitation

is attempted.

Detailed Description of Preferred Embadiments

Examples of such situations are exemplified in Figs. 1-3. Referring to Fig. 1, three
different applications are shown, marked APPI through APP3. The process takes place
at three different levels: the user mode (indicated by “UM.”), the kernel mode
(indicated by “K.M.”), and the hardware (indicated by “H.W.”). The three different
modes are schematically separated in the figure by straight lines, The APP1, APP2 and
APP3 applications operate in the user mode. APP1 is an “open file” I/O request. This
request is passed on to the I/O manager, which, in turn, refers to the disk(s) to perform

the required operation. A filter (indicated as “S7 Filter” in the figure) analyzes the



c).means for identifying chain requests for resources utilization,gMsgprepy;
sai d chain requests conprise requests nade by resources called by said ‘
unspeci fied application; d) nmeans for determ ning whet her requests mde’
directly by waidM4susspeci fied application are all owable; e) nedrGr/L¥s/00113
determ ni ng whet her requests nmade indirectly, as chain requests, by said
unspeci fied application would be not allowgple if nade directly by said
unspeci fied application; and ~ neans for preventing said chain request from
bei ng processed, if it is.deternmned that the reguest is not. allgwahle,, or
that it woul diFIEStER dlerBiRg Sy Ether ‘h’éo%e“&?sﬁ‘i}@t? ONRELY; °l§ﬁ%‘5’l&&ipf>ﬁ%% It'is
application, and for aJlowing its ,processi n% i f otherw se ~ 0 SEP 2001
WO 991 45454 pepmissitieoit 19 allowed Weprocsed tethe §O managse whisk procgssey thoreghest m
5, wherein the neans for determ ning whether requests nmade directly or
i ndi rectly by withithe disk@kci fi ed application are all owabl e conprise a | ook-up
table including a list of services that are not allowed for access by
unspeci fied applications. 7. An agent according to claim5 or 6, wherein
said resource nay be any | ocal or renote resource, including, but not
limted to, y allocatio files directaries, operations.,with files
and directori é¥, sﬁehtlhﬁso Bp ddé’f‘%?% aofeq}f%s%rﬂ‘f‘%@??gc}ged}?b”@ghéf"c?ﬂgr &PEBN
| eading to a pernmanent change in the workstation or its periphery. 8. An
agent accor di gunestiomip tadile serversjraquest. The netwoskpranagands allpwed toepropéss thisf
applications including a |ist of resources which each application may
utilize. .Af. Adduestloply ifSie filyer B7AARdABAHEY thad ib isA@MAYKR. Sithifdrly, 2BPRiBe@BE a
}xrmhc”YT] ca] ca] ca] ca] ca] cal] ca] ca] c<a] c<"a] cal] ca] ca] ca] ca] ca] cal] ca] cal] ¢
a] ca] ca] ca] ca gyhenaly] ARt feqibs, Wichak CaheiRd %y the Mt \iiﬁf. lﬁ permissible, is

q] cal ca]ca] ca] ca]calca c"ae]tca ca % '

o]Jt!{vqglga\Wc]ca]caU] ca] ca] ca aJcalcalc"au

kI A A O b ) -

Ul c™a] ca] ca] ca] ca] ca] ca] ca] cal] ca! d+H

QLU 11" sS" """ #g###SS{ $$5( %884 vagl gb] X] ] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] cal ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! %b&7&B&N&O
&h&w&&! ' i* ' "' Ae (opexadpy ofhe Farious requests\ipkbe Kemgbinkfi¢ endvised-vaalthe dhcisds a)

aJca] ca] ca]cal calca]lca U cna]ca] ca]ca]ca]ca]ca

Ul ca] ca] ca] calibe teC fijternhlisC ataeibbd ahe aillywed . thém, is the same as with conventional
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Looking now at Fig. 2, a detail of an illustrative application that will cause machine

malfunctioning is shown. In this example APP1 generates 1000 requests to generate
new processes. If the system of the invention is not present, the 1000 requests will be
passed on to the CPU by the Process Manager, and will use all the resources of the
CPU, thus holding the work of the machine. If the filter of the invention is present,
however, it may be pre-set to allow the generation of only a limited number of processes
by the same application. Therefore, if a number of new processes are requested by a
single application, which exceeds the preset limit, the filter S7 will not allow it to pass

on to the process manager, thus avoiding the exhaustion of the resources of the machine.
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Fig. 3 illustrates a situation in which indirect uwuallowable resources exploitation is

attempted. In this example APP1 is of a type that is not allowed to send a request to the
I/O Manager. If it attempts to do so, it is stopped by the S7 Filter, unless the request
complies with the Security Policy preset with S7. APP1 may therefore be programmed
so as to effect an interprocess communication, viz., to communicate its request to a
further process, APPX, which is permitted to make the request that APP1 is not allowed
to make, to the [/O/ Manager. In thls case, the S7 filter between the User Mode and the
Kernel Mode is bypassed. In order to prevent such an occurrence, a further filter S7 is
located between all communicating processes, and stops any request that is passed on to
one process to the other (in the example, from APP1 to APPX), and which the first

process is not allowed to make directly.

Of course, as will be apparent to the skilled person, the filter S7 is not a physical filter,
but rather a logical one. Logical filters of this kind can be provided in a plurality of
ways, using many different analysis processes and criteria, which will be predetermined

by the skilled person according to the particular requirements of the system involved.

All the above description and examples have therefore been provided for the purpose of
illustration only, and are not intended to limit the invention in any way, except as

defined by the appended claims.
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a) providing a list of services that are not allowed for access by unspecified
applications;

b) when such unspecified ;ﬁplicaﬁon runs on the workstation, preventing said
application from accessing any resource directly;

¢) analyzing any direct or indirect request for access to specific services, to
determine whether such request is allowable according to the list defined under a)
above;

d) if the request is allowable, allowing the workstation to process it; and

e) if the request is not allowable, preventing the unspecified application from

accessing the requested resource;

wherein said resource may be any local or remote resource, including, but not limited to,
memory allocation, files, directories, operations with files and directories, such as copy,
delete or compress, or any other operation leading to a permanent change in the

workstation or its periphery.

2. A method according to claim 1, wherein the list of services is provided as a look-up

table.
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4, A method according to claim 3, wherein the pre-set list of applications includes a list

of resources which each application may utilize.

5. An agent for protecting a workstation against the hostile use of computer resources by

an unspecified application running on said workstation, comprising:

a) means for detecting an unspecified application running on the workstation;

b) means for determining the requests for resources to be used by said
unspecified application;

¢) means for identifying chain requests for resources utilization, wherein said
chain requests comprise requests made by resources called by said unspecified
application;

d) means for determining whether requests made directly by said unspecified
application are allowable;

¢) means for determining whether requests made indirectly, as chain requests, by
said unspecified application would be not allowable if made directly by said unspecified
application; and

f) means for preventing said chain request from being processed, if it is
determined that the request is not allowable, or that it would not be allowable if made

directly by said unspecified application, and for allowing its .processing if otherwise
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7. An agent according to claim 5 or 6, wherein said resource may be any local or remote
resource, including, but not limited to, memory allocation, files, directories, operations
with files and directories, such as copy, delete or compress, or any other operation

leading to a permanent change in the workstation or its periphery.

8. An agent according to any one of claims 5 to 7, comprising a pre-set list of

applications including a list of resources which each application may utilize.



