1 Erasing a stored information pattern on a storage nmedium The invention
relates to a nethod of erasing, in a docunent data processing device, a
stored information pattern on a rewitable data carrier that is accessible
by a data processing facility of said device, the docunment data processing
device having - primary processes for processing docunent data, wherein
data may be stored on said data carrier, and - secondary processes for
erasing stored data, through overwiting a selected storage area of said
carrier by a shredding pattern. BACKGROUND OF THE | NVENTION Prior art has
recogni zed that magnetic hard di sks and other nore or less simlar storage
facilities d&resinga stasdigfgrmationgadtere ona steeabepediune.onfi denti al data t hat
is stored thereon. A first type of attack may occur through a hacker
"entering” the facility via a data network. Such interference may be
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Del eti ng the!ata'd:&rriadamdn stration of the carrier will then be to no avail.
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patterens tmeabfasammmbym/mmmmg paiterd si ngl e "data shreddi ng" run |s
therefore insufficient when deletion of certain data is really inportant.
Overwiting data with a plurality of shredding runs involving nultiple

di fferent bIBACKGROUNISOF Tt INMENTIONe cal | ed: shredding patterns, is
generally considered as an effective policy, wherein the construction of

t he shreddi ng patterns should be appropriate to the intended degree of
security. The datRaiocart hagrecognizékthabsadnetit head disks and bfher mote or less similar

such as i n 0 BEMIR Ao R-B08 fecfo TREPEIBARAERe o 3Breie
or gani zat i onthérsomdsfidt type af dltack nely decarctkrough athackgr “eetedngd’ the facility via a
data network. Such interference may be countered by relatively simple operations, such
as encrypting the data before storing them on the internal hard disc, deleting the entry of
the particular data file in the file administration of the carrier, or — preferably —
overwriting the data.

A more serious type of attack may occur after physical removal of such a disk
from a Personal Computer, from a Digital Access Controller associated to a printing
facility, or other. Deleting the file administration of the carrier will then be to no avail.

Reformatting the carrier or over-writing by a so-called shredding pattern provides
improved security, but there are techniques for detecting bit patterens that have been
overwritten. A single “data shredding” run is therefore insufficient when deletion of
certain data is really important.

Overwriting data with a plurality of shredding runs involving multiple different bit
patterns, further to be called: shredding patterns, is generaily considered as an effective
policy, wherein the construction of the shredding patterns should be appropriate to the
intended degree of security.

The data carrier can be based on various different writing/storing technologies,
such as magnetic, magneto-optical, optical such as in a rewritable CD, and other.
Usually, the geometrical storage organization is based on a kind of track, that may be a



cylinder, a spiral, a straight line, or other. The storage physics is based
on sone kind of remanence property of the storage substrate. In
particular, United States Published Patent Application 2002/0, 181, 134 to
Bunker et al. discloses the application of user-sel ectable shredding
patterns. The present inventors have rec@gnized that this prior art
technol ogy nay offer enough protection against infringers, but that the
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the background of the former operation.

Now therefore, according to one of its aspects, the invention is characterized
running said primary and secondary processes asynchronously, i.e. starting a primary
process irrespective of the completion of any pending secondary processes.

The invention aiso relates to an apparatus being arranged for implementing the
method of the invention. Further advantageous aspecis of the invention are recited in
dependent Claims.

BRIEF DESCRIPTION OF THE DRAWING

These and further features, aspects and advantages of the invention will be
discussed more in detail hereinafter with reference to the disclosure of preferred
embodiments of the invention, and in particular with reference to the appended Figures
that illustrate:
Figure 1, a system block diagram pertaining 1o the present invention;
Figure 2, an operation diagram without shredding being applied;
Figure 3, an operation diagram with synchronous shredding;

Figure 4, an operation diagram with asynchronous shredding;



Figure 4, an operation diagramw th asynchronous shredding; 3 Figure 5, an
operation diagramw th m xed node shredding; Figure 6, a flow diagramof a
m xed (a)-synchronous shreddi ng operation; Figure 7, a Table of shredding
patterns; Figure 8A and 8B, user interface windows for controlling data
erasure according to the invention; Figuse 9, a user interface w ndow for
shreddi ng process supervising. DETAI LED DESCRI PTI ON OF PREFERRED
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accordance
related files may no longer be needed, and in the context of the present invention, such

files should be effectively erased. For that purpose, an erase file process is issued for
such a file, as indicated by reference number 14. Erasure takes place in the form of
over-writing the relevant data storage locations on the device disc, further to be called:
shredding. During the shredding, the original data are over-written with various bit
patterns, ranging from simple sequences of all zeroes to compiex patterns of zeroes
and ones.

The erase file process 14 is controlled by a set of user-defined or default
parameters 16. Such parameters are for instance:

- synchronous/asynchronous/combined shredding

- number and selection of shredding patterns

- shredding priority.

The terms used here will be explained in the description below.

In reaction to the issuing of an erase file process 14, a shredding process 18 is
activated (symbolized by arrow 20) for the specified file, and in accordance with the
erasure parameters 16. Actual bit patterns for the shredding process are specified in a
list 22, accessible for the process 18.

Before further describing the actual operation of the shredding process, we will
now first explain several different shredding techniques as used herein, with reference



erasure paraneters 16. Actual bit patterns for the shreddi ng process are
specified in a list 22, accessible for the process 18. Before further
describing the actual operation of the shredding process, we will now
first explain several different shreddi ng techniques as used herein, with
reference 4 to Figures 2, 3, 4 and 5. Thig exanple is directed to a
printing application, but may, nutatis nutandis, also be applied to other
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intended security level that can be non-uniform over the jobs. In an exemplary

embodiment, only files protected by a PIN-code would be shredded (to be explained

later). The information shredded can be the original information, and will preferably also

include any intermediate or temporary data files created in the process, data rendered

out-of-date through updating, such generally as considered appropriate vis-a-vis the

intended security level. Generally, the actual operating system will know where to find

such intermediates, even if the application in question is based on running third party

software. Evidently, there may occur an unwanted delay in the processing of Job2, due

to the preference given to the immediate or synchronous shredding of Job1.

_ By contrast, Figure 4 illustrates an operation diagram with so-called

“asynchronous” shredding according to the present invention. As soon as Job1 is

finished and the associated files are up for shredding, the shredding of Job1 is actually

started, provided that the execution of Job2 can proceed for some time interval without

storage access. If such access becomes necessary, it can take preference over the

shredding operation, as based on some preference criterium. This renders the



software. Evidently, there may occur an unwanted delay in the processing of
Job2, due to the preference given to the imedi ate or synchronous

shreddi ng of Jobl. By contrast, Figure 4 illustrates an operation di agram
with so-called "asynchronous" shredding according to the present
I nvention. As soon as Job | is finished and the associated files are up

for shredding, the shredding of Job | is actually started, provided that
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limited number of shredding patierns.
After finishing the synchronous scanning operation, the shredding process 18
returns a “done” message to the erase file process 14 (symbolized by arrow 32), such
that the erase file process 14 may signal the relevant primary process 10 that it may
resume operation, and moves the pointers to the (shredded) files on to a next storage
location 28 {operation symbolized by arrow 30), that is dedicated to asynchronous
shredding. The data locations of the files are now further overwritten in a background
process, not further hampering the primary processes for the actual document data
processing 10.
During the shredding process, status information of the process is
communicated by the shredding process 18 to a display process 36 for informing an
operator of the security situation of the system, as will further be explained with
reference to Figure 9.
As an alternative to the mixed mode shredding explained above, also fully
asynchronous scanning may be effected for less important information. This mode can

easily be done with the same composition of processes and structures as shown in



resune operation, and noves the pointers to the (shredded) files on to a
next storage |ocation 28 (operation synbolized by arrow 30), that is
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now further overwitten in a background process, not further hanpering the
primary processes for the actual docunentedata processing 10. During the
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raises the need for effective shredding.
Note that in a situation like Figure 4 or 5, the effective shredding operation of
Jobt may extend beyond the start of Job3, so that various jobs can be simultaneously in
the course of being shredded. This will require determining some prioritizing among the
various shredding runs, as will be discussed infra.
The above shredding procedure started from the level of the individual file or
bottom up. Another manner is to start on the system level: freeze the overall operations,
and determine on the basis of file system operations whether deleted files should be
shredded. This procedure will need an approach based on sector analysis. Usually, the
operating system will sufficiently know the organization on the sector level.
Figure 6 illustrates a flow diagram of a mixed (a)-synchronous shredding
operation. In block 40, the operation starts, and the necessary hardware and software
facilities get claimed. This operation will for example occur at power-up. In block 42, the
system determines that a particular file or storage area is no longer needed. The
organization of a pertinent waiting loop has not been shown. In block 43, the system
determines whether shredding is necessary. If not, the system goes to block 52. If
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approach application, print files would take preference over logging files.
Now, as long as the shredding must proceed, the loop of blocks 48 and 50
(“ready?”) revolves. If shredding is ready, the system proceeds to block 52, wherein the
storage area in question is released for new system usage. Thereupon, the system
reverts to block 42.
For simplicity, the interaction between the shredding and the other data
processing operations has not been given in detail, but various priority-controlled
operations may be executed. Such details are considered welt within the knowledge of
the skilled person.
Furthermore, a brief delay could be introduced immediately after the finishing of
a document data processing job, before a shredding process is allowed to start. .
Otherwise, if a new document data processing job starts, although it has priority over
shredding processes, if a shredding process has claimed the disc, it takes some time for
the priority job to access its required storage locations on the disc.

Shredding, and more in particular the further shredding runs after a synchronous



I's through letting the ranking nunber of the shredding pattern (cf. Figure
7) determine the priority. Still another approach is through assigning a
priority level to all asynchronous shreddi ng operations that pertain to a
particular file. In a printer application, print files would take
preference over logging files. Now, as |osg as the shreddi ng nmust proceed,
the | oop of blocks 48 and 50 ("ready?") revolves. |f shredding is ready,
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users. In afirl,s ' the printer driver window 70 shown on the
user's PC cbc?llr?{@?]rgglgg&g{gg@phgf | evel setter in the formof a slide switch,

a series of radi dhedistofroptions indiigureBadnchadepr opri ate means. The printer
driver w ndqmﬁieﬁést’?ir?ﬁﬁikﬁﬁe%aﬁir‘%tﬂﬁ\ rm%e(?%?s%dding patterns (refer to Fig. 7) is used,
in a synchronous manner
- "high”, in which an initial synchronous shredding run is followed by an asynchronous
process using a selection of, e.g. 15, shredding patterns
- “medium”, in which only an asynchronous shredding process is aplied, with a limited
number of shredding patterns
- “custom”, in which a user may select his own choice of number and selections of
shredding runs, including applying them as synchronous or asynchronous runs.
Of course, other options would be within the scope of the invention.

In the basic screen of the printer driver, shown in figure 8b, there is a tick box 71
for defining the particular print job as a security job. When a user does so, a forced
dialogue will appear (not shown) for the user to enter a PIN code, that he will be asked
for when it comes to printing the job. Other possible forms of security jobs involve other
security tokens that are suitable for identifying or otherwise authorizing a user, such as
a fingerprint, iris scan or code card. Defining a print job as a security job automatically
enforces erasure by shredding of the print data in the printer after finishing the job.



them (69), here designated "Erase Data", wherein a security |evel can be
selected by clicking the appropriate button, as shown in figure 8a. Every
security level relates to a predefined conbination of shreddi ng procedures
and bit patterns as further explained belowin relation to figure 7. The
list of options in Figure 8a includes: - 3highest”, in which the maxi num
nunber of shredding patterns (refer to Fig. 7) is used, in a synchronous
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patterns, prod db ting bit patterns as shown in the
colum in a aﬁgtegegar%%?grﬁw%ﬁqi%ﬁax gg‘? ion ("Ox" signalling hexadeci mal
not ati on). Figure 9 shows an information window 100 that can be projected on the local

device display upon actuation of a key on the operating panel {(not shown). It shows the

actual security-related situation of the internal hard disc of the device, as entries for

“data in use” (excluding system files not related to document data), “data in erasure

process”, and free (“clean”) disc space in bytes. A "fuel gauge” type display item 110 is

added to give a quick impression of the situation. In an alternative embodiment, only

entries for “data in use” including data scheduled for shredding, but not yet completely

erased, are shown. It would of course also be possible to show the information specified

in numbers of files. With this indication on the device display, a user can instantly see if

the data that should be removed are indeed gone. The necessary information to make

the display can easily be delivered by the operating system resident in the device

controller and can be refreshed regularly, to give a dynamic situation display. The

display window can also be shown on the workstation of the system administrator.

The present invention may be used advantageously for scanning and copying in

a very similar way. In scanning, on a dedicated scanner device or on a multifunctional

device, a user must first enter his name or other identification code, and may then scan

documents. The scan data are then stored on the system disc of the device in



For exanple, the seventh row woul d produce a repitition of the bit pattern
x92, Ox49, Ox24, or 10010010 01001001 00100100". As shown, up to 35
shreddi ng runs can be needed. An optinmum case is attained through
executing 35 successive runs with various different patterns as shown. To
attain a bal ance between possi bl e performance degradation and the needed
security, the nunber of erasure patterns can be selected between 0 and 35.
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t he scanneragﬁﬁv? ?%%“%?% gbgﬁ ?”@ According to the present invention,

the scan data are then renoved fromthe disc and the used disc sectors are
erased by shredding. In a copy operation, a scanner scans the original
docunent, stores the scan data on the internal disc of the copier,
whereafter the printer prints the copies fromthe disc. Shredding of the
used di sc space nay be done automatically or in reaction to a setting nade
by the operator while setting the copy job paraneters.



In all cases nentioned, a shredding procedure effected wholly or at | east
partly as a background process according to the present invention, wll
only slightly disturb new print, copy or scan jobs. Now, the present

i nventi on has hereabove been disclosed with reference to preferred
enbodi ments thereof. Persons skilled in tfqe art will recogni ze that
nunmerous nodi fications and changes nay be made thereto w thout exceeding
t he scope ofcitAdims appended d ainms. In consequence, the enbodi nents shoul d
be considered as being illustrative, and no restriction should be
construed fromthose enbodi nents, other than as have been recited in the
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device, a stored information pattern on a rewitable data carrier that is

accessi bl e BgteNERrepritrhie data garrige that isyacgessibie Y agista recessH fagbty pbatiddat a
processi ng devicge having - primary processes for processing docunent data,
wherei n dat a n@/ be stored on said data carrier, and - secondary processes

for erasing & eumeghtata Prerestig® dgvies iRY89 ng a sel ected storage area of
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running said primary and secondary processes asynchronously, i.e. starting

aprimary Her; g pect i ve of the conpletion of any pending secondary
processes. 2gseddiRlafBirbestses fotlePdsifglstorebatas tifblgteslePirithighesiib dtéd stoFdgenr y

processes and any secondary processes in such a way that at |east an end
phase of anyr&AGREGA eIy eqdding pAftedynchr onousl y, such as not to

interfere wth tBgidméthed Weify 68R86€Azedy The method of claims 1 or 2,
characterized by at | east a pa%“ gf any secondary process is_assigned a

| ower pri or MRPIRSSA PREAYAIRE BrOSEsses agynCRIoRoualydi-n Stading HBUMRY any

one of the preeesirr@psdtit B6the\Waaiphition DRbEY peheiigEdcohidly bFocessgcondary
process is made up froma sequence of shredding runs wth shredding

patterns that each at |east substantially cover the whole of said selected
2. The method of claim 1, characterized by

scheduling primary processes and any secondary processes in such a way that
at least an end phase of any secondary process is run asynchronously, such as not to
interfere with the primary processes.

3. The method of claims 1 or 2, characterized by
at least a part of any secondary process is assigned a lower priority than the
primary processes.

4. A method as claimed in any one of the preceding claims, wherein said
overwriting in a secondary process is made up from a sequence of shredding runs with
shredding patterns that each at least substantially cover the whole of said selected

storage area.

5. A method as claimed in Claims 3 or 4, wherein an initial shredding run of a
secondary process vis-a-vis a storage area used in a first primary process is effected
synchronously, i.e. by preventing starting of a next primary process following said first

primary process until completion of said initial shredding run.

6. A method as claimed in any one of the preceding claims, wherein after
completion of a primary process, the relevant stored data files are directly removed from



storage area. 5. A nethod as clainmed in Clains 3 or 4, wherein an initial
shredding run of a secondary process vis-a-vis a storage area used in a
first primary process is effected synchronously, i.e. by preventing
starting of a next primary process following said first prinmary process
until conpletion of said initial shreddin® run. 6. A nethod as clained in
any one of the preceding clains, wherein after conpletion of a primary
process, théhe systsraatmatisiraidn thilea ahillassecandary prosess for erasingesaid dadafiles ig he
system adm pisLLathQR.EaP! e, and a secondary process for erasing said data
files is run asynchronolsly. 7. A nethod as clained in any one of the
preceding clainms, wherein said overwiting is inplenented on the basis of
an i ntended-,secury | .Y - Vi ' 0 : . 8. A
nmet hod as cl7é1i rrecf‘ 'itnﬁth(l%ﬁ \élgrﬂ%éél\&eérﬂgisor@ ?gﬁjde %@é‘?}%fg lfa%s’ i(ﬂfgggeﬁqa%ﬁrrgti cally

ef fect ed foovervgisoais implgnunted prathei kasis giinnntenddsl sdeatitydevs! dmayvideaigr i nt ed
after enteri i t oken, such as a password, at the printer

| ocat i on. 9.3[3%0%&5%%%&%@%[ aimed in any one of the preceding clains,
wherein said data processing device is a printer. 10. A nethod as cl ai ned
in any one @f the @%ﬁ%ﬂ%‘sQ:ﬂ:ri]rﬁ%@lnr@lain’f‘@%@ér@inssac\hdog%ﬁﬁqgg% %ﬁl%ﬁ%ltiggl device is
a digital copier. . method as claihed I'n any one o e preceéﬂ ng

cl ai ns, wheefpeted fird sbaaly joir, diad 4 puntdely thebcarsonly be arinted aftéPentedngst hod as

clainmed in n I I L .h said selected storage
area incl udggé[%r&)?ggé’ %J?ﬁtagr?‘g%sg\lr@,g"?!ntﬁé;gﬁn%ﬁy\%t%é@rgnd ot her data used by an

actual operating systemduring a particular primary process. 13. A nethod

as. claimed b any fBfodlas oind RS DS Gl BRcohELBRTL Graidl adf gaea O

said rewitable data carrier Is autonatic gnated Tor sal

over wr i t i ngPraceasing HewerlisEgPrigde ern upon an out - of -use i nformati on bei ng
present with respect to said storage area. 14. A nethod as clained in any
one of the preceding clains, wherein said overwiting is term nated as
based on a pPedetenfinadasslamned inany ae«afWid prepeding clais, whereimsaid taleage ar ea

of predet er mNedsiny bEvicd 8 gigiti Copier.

11. A method as claimed in any one of the preceding claims, wherein said data

processing device is a scanner.

12. A method as claimed in any one of the preceding claims, wherein said selected
storage area includes storage of temporary, intermediate, and other data used by an
actual operating system during a particular primary process.

13. A method as claimed in any one of the preceding claims, wherein a storage area
on said rewritable data carrier is automatically designated for said overwriting by a
shredding pattern upon an out-of-use information being present with respect to said
storage area.

14. A method as claimed in any one of the preceding claims, wherein said
overwriting is terminated as based on a predetermined sufficient overwriting activity on a
storage area of predetermined sufficient size.

15. A method as claimed in any one of the claim12, wherein said overwriting is
scheduled by respective priority levels among various deletable files, such priority level



15. A nethod as clained in any one of the claiml2, wherein said
overwiting is scheduled by respective priority |evels anong vari ous

del etable files, such priority level 13 being controlled by any of the
first-cone-first-take principle, or the identity or character of a
particular file. 16. A nethod as clained i&h any one of the claim4, wherein
said overwiting is scheduled by respective priority |levels anbng vari ous
del et abl e f ibeirg, controkeddry anyi af yhe ErsetomeBishipke principle| ethbydentity arahiriantgr of a

particul ar I n anong a plurality of shredding runs applicable to
a particul aﬁ%‘i%mcg%fth met hod as clained in any one of the preceding

clainms, whilst introducing a brief delay after a prlrrary process, before

startingth gShr das lai.ned in
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conpri sing rocessi ng ta ca
accessi bl e Isyresiding rdac’e aprplr:@!aieécsanpgmbafarflety, said data processing facility
running - primary processes for processing docunent data, wherein data may
be stored on said data carrier, and - secondary processes for erasing data
stored in sdifd dét methadmselaimedinanytorevdthe preceingiclaise, adilgdntsiduciage ar ea

of said carrhsf?&%sffeg% apgmrggm%@&é Befhre SRR g%grg@.égak 5% g@atdgéd;a% ﬁata

processi ng aC| to run sai Sec ocesses
asynchronously, i.e. starting a primary process irrespective of the

corrpl etion qu anwy, meﬁBQ'aE%@ﬁﬁ&@mdﬁ{ YonB'd ?gfelsﬁ'%edu@cla&sdﬁMh%Fin@ﬁ[ (ﬁl al med in

claim19, including a sc &1 for Sch pr ocesses dnd a
secondary pudisplyirgoverall psegrassofempgondany pmc%msm tfwrﬂeevm& tma%aroihdaayon

secondary pry ?Eﬁﬁgerﬂ%ﬁ%té'gécdﬁ%ﬁ%%ﬁ with the primary processes. 21. A

device as clalne al s , Wherein a secondary process includes

effecting a sequence of shredding runs with
19. A document processing device comprising

a data processing facility and
a rewritable data carrier accessible by said data processing facility,
said data processing facility running
- primary processes for processing document data, wherein data may be stored on said
data carrier, and
- secondary processes for erasing data stored in said data carrier, through overwriting a
selected storage area of said carrier by a shredding pattern,

characterized in that
the data processing facility is adapted to run said primary and secondary processes
asynchronously, i.e. starting a primary process irrespective of the completion of any
pending secondary processes.

20. A device as claimed in claim 19, including

a scheduler for scheduling primary processes and any secondary processes in
such a way that at least an end phase of any secondary process does not interfere with
the primary processes.

21. A device as claimed in claims 19 or 20, wherein
a secondary process includes effecting a sequence of shredding runs with
shredding patterns that each at least substantially cover the whole of said selected



shreddi ng patterns that each at |east substantially cover the whole of said
sel ected 14 storage area. 22. A device as clainmed in claim?21, wherein a
secondary process includes effecting an initial shredding run
synchronously, i.e. by preventing starting of a next primary process until
completion of said initial shredding runy4 and effecting further shredding
runs asynchronously. 23. A device as clainmed in any one of the clains 19 to
22, wher ei n stdragelatea. processing facility checks a file of docunent data for
presence of a predefined added information item and wherein the data
processing facility automatically applies a second process to a file

havi ng sai d 22ddedh denicer aspdlaimediit elainaR1,avhersiavi ng applied a first process to
said file. 24. Adevic%i ainms 19, to 23,

i ncl udi ng neans fo1° '?EFq%lﬁgs' ﬁ@déﬁc%'?‘g‘fﬁpggﬁggﬁ%%@%ﬁilng SOLRIEPPrF ¥ esses
in the devi de, bppevemrtingsstartng di & pda primansgroceprogr @mspléiibnad saidaniaslor, to
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printer, a copier or a scanner.
23.  Adevice as claimed in any one of the claims 19 to 22, wherein
the data processing facility checks a file of document data for presence of a
predefined added information item, and wherein the data processing facility
automatically applies a second process to a file having said added information item after
having applied a first process 1o said file.

24. A device as claimed in any one of the claims 19 to 23, including
means for monitoring the overall progress of secondary processes in the device,

and

means for displaying said progress to an operator, to give an indication of an
internal data security situation.

25.  Adevice as claimed in any one of the claims 19 to 24, wherein said device is a
printer, a copier or a scanner.



