
CGNT T-BAS.E POLICY COMPLIANCE SYSTEMS ANB METHODS
BACKGROUND AND SUMMARY This document relates-
.generally to sy tems x-methods fpr processing
ommunications a t or particularly to systems and
methods for filtering communicatioiis, In the
electronic .mail .filtering Industry ., most
existing.systeriis are aimed at filtering
incoming-messages. Content policy compliance (e.g.
compliance wi h corporate or governmental policy) can:
be .important consideration for companies in view of
the increasingly electronic- character of important
communications and availability of a variety of
electronic communication techniques. cc r a c with the
teachings isclos herein,, rnetkods m  yst s axe
provided for operation upon one r.mre da a processors
to filter coBimumcarioiis in accordance with content
based policy compliance. For example, a method and
system can include: defining a classification
associated with the content of class of files; teceh
png a .set of characteristics distinctive to the
classification; wherein- the set. of characteristics
has been derived based upon the s of files; receiving
rule defining the treatment o content substantially
similar to the set of characteristics; an wherein tlie
rale e es whether to forward a communication to
recipient based pon classification o the ccmtent and
at least oris of ti recipient or the sender. BRIEF
DESCRIPTION OF THE DRAWINGS FIG. 1 is block diagr
depicting system for dling trammissions being seat
over a network. FIG. 2 a b lock diagram depiciiag. a
compliance sy em that has e n configured for
classifying files and applying policies. FIG. 3 is
abiock diagram depicting co p i c system operating on
loc<i.l computer. FIG, 4 is a block diagr?tm depicting
cornplianee system that has b&m configured for
dassifyi g files based upoiia conibihatioa a analysis
t eh iq es. 



FIG, 5 is a block gr depicting a compliance .system
that has been cortfigm'eil to us -existing content to
develop eliaracterist  cs associated with a class.F G
is a block: diagram depicting a compliance .system t
has been configured to accept one oi?more content
based policies from an administrator. FlG. 7 s a
flowchart depicting an operational scenario for a o i
g content based roKey(ies). 5 FIG. S is flowchart
depicting an operational scenario tor al lowing
content based policy(ies) whereby the characteristics
of th co nt nt r automatically generated based upon a
set of related files ss iat d with a classification.
PlG. 9 is flowchart depicting op r tional scenario for
generating content based. policy compliance i g acc s
control rights to generate policy.. 10 FICJ. I Qi a
flowchart depicting operational scenario tor filtering
:messages based upon content based roicy(ies), FIG. 11
is a flowchart depicting operational scenario for
converting. iuttiunieatifms from multiple formats
and/or languages into a cmtmioii ifrrnat . and/or
language a ...distilling coxnx ix icatlon into ta ata
describing h 1.5 corareiiinicatiou ri o to parsing the
message for any content match. p G. 12 is a lo c iagra
depicting a server cce ss architecture.. FIG, .13 is a
block diagram depicting another server access
architecture. DETAILED DESCRIPTION 0 FIG.. 1 depicts
at. .10Cl a syst for handling transmissions received
over t network 110.. The transmissions e iy di erent
types o f ommunicatiofts^ s cli electronic mail
(e-mait) messages sent f m.one.or naor ssagin g
entities .120. The system 100 vises a messaging policy
co lia ce yst m 13 to help process the. coirjtmmicati
ans from an originating system. 12 Tlie.messaging
policy 5 compliance s t m 130 examines characteristics
associated with t carpmunications f m.the otigmating
system 120, a"d based upon the examination, an actio.
is taken with respect to the communications. For
example, a eotnmuni.catioft ay e determmed to be
legitimate and thus the co munication sho uld not be
filtered by ve 



messaging policy eoinpjlaftee system 13i ) and instead
provided to receiving: system 0 14Qfor delivery to h
itit d .re p i t . This disclosure relates to th
nevyork "pon a classificatioiiassociated with the c
imttnioation. It ulcltherefore d r to . that such
cpnifi unications c include e ail, voice over internet
protocol (Vo P) packets, instant messaging (JM), file
transfer protocol (FTP) packets, hypertext transfer
protocol (HTTP) packets, G h packets and any other
method whereby protected or sensitive-content (e.g.,
trade secr s privileged 5 information, etc.) can be
transferred o er network to another user. It should.be
further understood that an organization often i c d s
v r l departments which operate, t some degree,
indepsaidcntly of one another. However,, an
organization y wish to prevent theft or disclosttre of
info rmat o based p the person accessing the
information, or based upon the person to whom the
information 10 is being sent. Fo? ex p -an g i ation
may not want engineering content disclosed to persons
o itside of the organization, Th the rpam&ation
desires to limit the recipients of messages thai
include content related to engineering. However,,
traditional filtering systems do not provide accurate
classiSc<3tioi of content being sent to/from users
within .an orgaaizatiotJ. 1.5 To increase the accuracy
of classifying content associated i h messages
properly (e.g., engineering files, marketing files,
legal files, etc., including text documents, voice
recordings, images, drawings, o g others), a
messaging; policy compliance system 200 can be
configured with a message content classification
program 210 as shown i FIG %. A message content
classification -program 210 a 0 tise one or o message
classification techniques or filters to classify
message content. The message content classification
program. analyzes he content of a coimtuiication
(intended to travel across the network to a recipient)
i order to las y the corite f of e comrpimication.
However, it should be understood that t 5 messaging
policy eoinpliance system can sisainspect incoming
communications 



before distributing communicati bns.to a receiving
system. The messaging policy compliance system 200
compares at 2 the classification produced by the
message content classification program 210 to-a set Qf
on or iti.ore rules to deteunme w et er t message is.
in compliaiice with policy. 0 If the- cfj.mtmmication
is in compliance with the. srg izstioii-s policies,
tiie commiinication is forwarded to a ee i t \da the
network 33.0. However, i-fthe commimicatton is not.m
compliaiice t the. organization's policies, te
mmiripation is quarantined, rop d. .notify a
administrator or Sender/tecipient, or take s.ome:.ther
action, as. ilhistated Vy .block 240. Other actions
can include, tor xa l stripping content attd/or an
attachment of th message before forwarding,
automatically encrypting -the message before
forwarding, 4 ay delivery of the message, or other
appropriate actions in. response to a compliance
violation, t should be understood that automatic
encryption can. mcludereq- esting a user. r
admitiistrator's ppr al to encrypt Moreover, automatic
etteivyptiox5 can further incl d coxnpietely
automating the decision to r pt content at the server
or client level, in. accordance with policy and
without u o administrator approval. If only port ion
of the ammttnieation is not in compliance wiife t
organization's policies (e,g, a message. contains two
attachments where one. complies with the pocyCies) a"d
t e oilier does not), t communication may b blocked (e
,g. dr p d q rantined etc.). Alternative  y such a
communication cquld automatically redacted by tl e
messaging policy compliance system. 200, such that it
complies with the orga tio s poIicy(ieS), Moreover, i
the event that. a message eatinot be transferred to a
recipient because f a policy -v o a notification can
be del veteci to the originating system, t snotild be
noted tfeat t originating system can notify a system
administrator. Alternatively, a system administrator
ean be notified directly by -the.messaging policy
eoi-npliaiice. systetn. It should be understood that
there are mrni&trous ways to manage a response to
policy violations, ach of which is. intended to be
included thi ihe scope. f tMs disclosure. Another
-example of a messaging oli y compliance system is
shown in FlG. 



3 For exa le., the messaging policy compliance agettt
0 is located on a user's computer 2.65. In addition;
to e messaging ph'c compliance agent 260, t&e local
-computer 265 can include comm iii a ient . 70. t
should understood -that the communication client 7 co
b integrated with tlie messaging policy compliance
agent 260, in so e exam l s Upon receiving a message
from the conii  iuaicatio-n client .-270, e messagiBg
policy compl i ce agent 260 would use ilie message
content classification program 275 to determine a
classification associated with the content of the
comintitikation. Th t essaging policy compliance agent
2 0 at 2 compares the classification sso iat with the
content of 1 ffitt.ynicatk)i3 vviti tent-based
messagingpolicy -which could set by the -use or by a
system administrator,. Where the communication does
not comply with a . te t -b se>d.nifessagi1rigpo.H.oy,
the- agent c o the etotmiriication, quarantine the
comr ui icat ot.,. e t e . as sho by block 285. Ir
should be understood that such functionality coaM b
integrated with the 5 communication client. HbweVer
itsho M also b e noted that the functionality of block
285 could b e provided by the age p  tself.. If the
eotiitimaicatioo.compfies vith - co te t ba d p
icy(ies), the messaging policy compliance agent
.forwards the message to the origjj aatiag system 290.
It should b e underst od that the functionality o f i
.originating system ,10 could b e i clud ed on the
local computer 26$ itself. The ori inating system 290
then s d the. message to a recipient. system via
etwork(s) 2 5  t.&hoil b e noted that the messaging
policy compliance agent be used i conjunction with a
ss gi g policy compliance e v r using such a
architecture could provi multiple levels o f content
compliance checks. T e agent/server 15 architecture
could allow the messaging policy coxnpli-uuse ageMt r
c o d th user's activity and/ox v ariou s events thai
o cc r on. the coixspoter (e..g., policy
\4olati<>ns}!, and periodically provide updates of the
s r activity Io messagingpoMcy compliance se er . The
agent/server architecture could fiirther allow lh
messaging policy server to e odically co a aaicate
updated content-based poKcyf ies) to i agent It
siiould 



20 b e further aotetlthat a s s gi .policy compliance
agent 0 where practicaM(c) 5 caii inclitde a o f the
functionality of a messaging policy -compliance syst a
s described in the present disclosure. As s ek. any o
f ike functionality describedi with respct t a
messaging policy compliance system eai.be used on a
triessaging. policy coi Iiaace agent in a cord nc with
tfie p res nt disclosure., 2 5 The m ss gi g o y
compliance age t could further aJlow a user to request
the addition o f coat<3itt ed policy(ies) at the local
or server IeVeL her the q e ted o t t- s d p oicy{ies)
d o not conflict with dn nistrator oonteat-based
policy(ies), tlie local asd/or server could apply the
user requested content-based policy. Further, the
messaging policy compliance agent could allow the user
to 30 request encryption on a .communication via. the
comttuinicatioti clientinteriace. Wh ere the
encryption .request complies it content-based
policy(ies) at the agent3"d/or server level, fhe r
sted e c ti a peiibrxned by either the server or the
agent By way of example, a message content
classification program MO, as shown in-.FK , 4, cart
include .a number of classification techniques 360,
370, . Example message content classification
techniques or filters 360, 37 5 38Cj that message
content classification program can use include;  C
ntgxtual Analysis ~ a classification technique th&i
performs a Marfcovtananalysis. of files to identify p
ses and words ich are iqu to a classification of file,
which c b e done by al i the rarity of a word or
phrase t a particular type of file and treating such
words or phrases as indicative of- a group of files
with some p ge of certainty; * / , ri An l i - a
technique t o identify copyir g.betwee" two electronic
texts atimiltiple levels (e.g. h le e, paragraph,
sentence, or vuistructuxed alpl aftUineric components)
by,  o example: .1) Applying a .normalization layer to
remove wiiitespace and other noise; d 2} ili i g a
winnowing algorithm to generate a minimized, ytet
optimal number of hashes .tor each file, adding an
ambiguity factor taidentify files -with very minimal,
but significant 



duplications of .data, * Cl r n s a classification
tech akjiie that partitions the data itrto related
subsets sharing common trait t can.be defined a
Itjnction of d n d distance - sur (e g Eaclidiatj
distance) that ks point as part of at fe ast one
cluster.  A p ejLexkalAmivsis a classification t c ni
which c b e performed oii -electronic text r data wh
ich adoptively l a structures of sparse and
iioiisparse patterns by, -fi>r ex pl : T)
..Instantiating a s<siies of Markov chains using
eoinponents f the presented classificaio t medium -
members; a i 2} Applying a series of w ight based on
the eomplex;ity of the h i , tactored with the ar
appearance- vectors o each chain t o dediice
a.prbabiiity. This process allows for the learning and
tdeiitif cati Hof sparse patterns, exact phrases,
words, or binary patterns which have a probability of
cme disposition >based on their historical occurrence
across a continually building corpus, using the
original medium s -a.process of continuing
self-calibratioB.- t should b e understood that these
a ys s techniques pan b e modified (sometimes
significantly) b s d u o the desired results, n that
all implementations of these analysis techniques are
intended to be included within the present disclosure.
For example, the duster analysis filter 380 can e a u
b r of i rent algorithms to identify clusters, such
available techniques ca includ far example, bmt ot
limited to: -r e ii s clusteri g, quality threshold
(QT) clustering, fuzzy c me cliistering and p
clustering, among others, Th s it sho l be recognized
that using a .combination of classification algorithms
on the -content passing through the messaging policy
co p i system 30 can provide a classification 3 0
associated with the content, make determinatioft, as
ho by decision block 320- whether the c nte t of the
message complies with content policy. Where the
content co p i s with content policy the m S age is o
r ed to a redpieftt y t via a networlc 330. Where -the
contentdoes 



not comply with content. policy, the eotitent cmi be
dropped, quarantined, etc. as shown block 340. Where
the message- is not forwarded to the recipient system,
t messaging policy compliance system 3 0 catuiotify
&sender, an originating system 350 and/or an
administrator (not shown). As an e a pl , a policy
could limit engineering-type t bmiation troro. b i g
transmitted by .human resources staff or to
individuals outside of the company. Tb.e me s content
classifi cation could identify engineering-type
infbrmatioij, .for example, by the inclusion of
equation? Or. words or plirases that re most cojnmonly
associated wit engineering documents,, presentations
or drawings - Fot by one of: the .classification
techniques-fwevjoltsiy listed i i tliis application,
Coram tfticatio"s identified including qtoacteristi.es
in co&uiaii with engineering documents, r sentations
or dramags. would be tested by exainiairig a m s ge
header t o deteimme b th e the sender :as aliutna
aresources employee, or whetiier the recipient doixiai
was not associated wltfe the copipany.  i should be
understood that usi g/this thod, an administrator
could ide ti an individual suspected of leaking
information. Ms individual co !.d be monitored for
compliance with company policy. Moreover, the ssaE nte
t classificatkmprogram 310 caya detect i uatiorjs
where the user i sending subsets of , or w e e the
individual is m ; (>r ordihg documents to avoid
detection. As shown i F IG 5, a message compliance
system 400 could be confi g ured to examine an
existing set of related files-492, specified by a
administrator. 494, . to create identification
characteristics associated with th t of related files
493L The files 492 could b e supplied to the message
content classification program 41.0. Tfee message
content classification program 410 could use each of
the techniques 46 470, 480 the set of related files to
determine what features or ch aracterizations mark fh
if relationship. .For example s legal documents might
often inchide Latin phrases such as in rt>, ipso f
etcto., orprfmajhcie. Such inclusion cuid be di
scoverable. by a message content classification
program 410, A ssage content classification p ogra
41.0 can generate a set of 



identifying characteristics for a class of content.
The same techniques 46 , 470 480 me--t h n used pa
commuiucatkms entering tfao messaging policy
oompliatice system . h ch ar acteri stics of t coB i
oji ay then.be o ar d to the. identifying
characteristics for a cl s of content to deterrniiie m
which s (if any) e content of the communication
belongs, thereby producing a content classification 0
for the communication. The messaging policy compliance
system 400 tl en applies any policies related to t
content classifi ca ion, as shown by decision block 42
t determine whether h communication will e delivered
via t ork 430, or dropped, q a aatined , etc. as.
shown by blo 44 In the event that coimtiunicatioa es
not satisfy policy, the originating system 450 can be
alerted to the policy failure The. messaging c t t
compliance system could also notify' a system
administrator and/or sender of the policy .failure. It
should be recognized that. content policy can b e
created in. a myriad of y For example, as shown in
FIO. 6, the messaging policy compliance system can
accept content based policies 596 fr om a:sysiem
administrator 4. The administrator 5 4 cai supply. a
content policy b y supplying both the related content
592 for the message content classification program
SlO, a d supplying a set of policy rules 596
configured. to be parsed by a policy compliance d sion
block .520. t b u also b recog i t t a e s ia g p&licy
c mpliaince system ca b setup to, n pect.access
control rights of users authorized to ac e s set of
relatedfiles hese access .control rights b issetl to
automatically analyze conterst-based policy, where the
users (who a t ri e ) vi and/or modify the set of
related files also h&V the ability io send ami/or
receive such similar content as they are allowed to.
access. Furlheraiore, it. should he recognized that a
messaging policy compliance system -can be trained
for: recognizing content-based -anomalous -.behavior
associated with the users of the. system. For example,
a messaging policy c a c system can observe ail e n
cations l throiigh t y te over period of time. Then,
upon detecting that a  i is sending commmrications
feat i l o te t that is 



abnormal with.respect to the historical usage patterns
of that user, the messaging policy compliance system
can be configured to drop/qiiaraiitrae
the.coxmnurtieatioii and/or notify a system
administrator. In an adaptive r, .messaging policy
compliances system can generate content-based pol c s)
based upon liistoricai usage of .content FlG. 7
depicts a flowchart illustrating a operational
scenario 600 for a messaging policy compTktice system,
-wiier y a system Mmimstrator (i s t a t-b s policy.
At step 610, a system aditii istrator creates a
classification. of content. For example,
classifications could iticlud b. engineering content
medical records conteat u a resources content, legal
content, marketing content, accounting co t nt
forecasting coBteiit, etc. A messaging policy
compliance syst coald t receive bt of characteristics
associated witfe the created class ftoation as shown
at step 2 , t should be noted that these
characteristics could b e internally generated, or
ceiv d oi atiotlier system. At step 631>, ie operation
scenario .allows an. administrator to fi a rule or
policy for copaBunieations that i cl content that
matches the characteristics associated the r at l i
tio whereby a message filtering yste could be
configured to block messages that do not comply with
the defined rule/policy FlG. S depicts a flowchart
illustrating an oper tiona scenario 7 for a messaging
policy cofnpliaQce st m l re y system. d  i tr t r can
define: content-based policy for comn nic&tiftris by
.supplying et of related files. At step 710, the:m ssa
i g policy compliance system receives new cl s fieatio
from thedmi i ator. At step 720, the system
adraimsiratox provides a set o related e which
exemplify the n w classift cation. T i ie i g;policy
compliance system getter-ites of characf eristics
associated with the set of related files, as shown b y
step 730, At step 740, the me&sagfaig-policy
compliance system: receives rule for communications
identified as belonging to th e new classification;
Another example of an operational scenario 800 for a
.messaging policy 



compliance system is shown i G At step 8 att.adraini
sftator provides a new classification to the messaging
p oli y o p i c system. At p 820, :the administrat r
provides a set f related files which correspond to the
.new classification provided at st p b . Hie messaging
policy compliance system then generates a set of
characteristics that distinguish t set of related
files o other types/classes of files, .as shown by
step 830. The messaging policy compliance system then
am e the access control rights of each of related
fries in order to develop content-based policy,
thereby allowing users with access to the set f
related files to s n content w i shares disti g is i g
c c ri stics it the el t files, A messaging policy
.compliance system can filter essa s , for example, as
shewn y the operational scenario 90 in FlG. 10. At
step 9.10, a communication is received. At step 910,
the content of the communication is compared to
existing classifications-. This is done, fox example,
b y using ors.e or more techniques that attempt to tch
elements of h :content -to sets of characteristics
associated ith the existeg.classi&cations. At decision
block 3Q, the -messaging policy compliance gystem
deter.tnmes whether a threshold match has been made to
Meatify the ciominimication content as being related
to the existing classifications. Where the .messaging
policy compliance system is unable to discover a .
tliresWld match bet the co t t and xe. existing
classifieations,. ttoe coniinunication is determined t
contain no protected content as shown by step 4
Camimwifcations which contain no protected content can
b forwarded to the i-eci ient(s), as sho ti b y step
9S0 However, where the .messaging-:policy compliance
system determines- there is a threshold match between
the content of the communication a d the existing
assications, the co"tamnicati sa is exaipined
tadetermine if content-based policy is: satisfied, .as
shown by is o block Where the content-based policy is
not It sfi e w :commm cvitioi i&.qiwmtitxQ, . dropped,
or oth i se blocked by the system, a shown in stop.
970, p the coatent-based policy i s satisfied, fee 



communication is wa ded to. the one. or more systems
associated with the intended re pierstO. 5 FIG. 11
depicts an alternative operational scenario ed to
paxse communications prior to forwarding the message
to a recipient . At t 2 a i com pumicatkfn s received.
At step 984, the communication. is or i d.
Normalization i various x pl s can inolu .converting
the commxinication.to a common protocol. For example,
r the sy m receives a VoIP packet the 10 communication
could be converted to another format e g a text based
formal) r examination. It should be understood that
communications in any format e be co vert ed to any
other format r psrsixig, and that present: disclosure
is tot li i t d to converting all. varied protocols to
any particular protocol, but that the choice of common
ootnparison protocol is merely a e sig choice to be.
made i light of the 15 circuiBStatices of a partiutax
solution (e.g., where the. primary communication ech
nis is VoIP, U qcunmon comparison protocol may be
chosen to VoIP io reduce the resources used for
protocol tran&latiOL). In various examples, i oim ali
atiori can also include translating a comimmicaiion
from a variety of languages into a common comparison
la uag 0 For example, where a eomi mnicatiqn is: in
German, cotnpariso techniques o id not detect a
ciassiiicatioii match where the classification has
been defined b y English  t gu g docuiBents. Thus, for
a more complete analysis of all o mu cati comrnu
viibatio s caii be translated to a .common comparison
language i t should he understood at -this disclos r
is-not limited to partictdar coi o comp ri on 5 a
guage. Moreover, it should be understood -that the
common comparison language ay not even fee a
.practiced language, but Biay merely be a laaguage
that i s created b y a user which has special
diaracteristics that aid i classification of the
communication. Fur e r , the co mo comparison language
in various ex&rrpi&s may include a combiuatibn. of
several di ent languages, such as he e discrete
concepts 0 used dit et l g ages are not a e at y
described by a single language. 



n istep t e operational scenario 0 generates metadata
related to the .aoii m u ioat o The metadata .cart
distill the files into Meatifyiiig characteristics
and. I Iie a not b lpf  in ss ti the cofnmimi cation
w.itb airy of th .classifications. Fo t p e, d
nitan&inde&ite. iticlos, proiioiuis, and various
other. Kngaistie devices are often irrelevant to
classification of a .file. At step 88, tlie-metadata
associated wife the communication is compared to
existing roetadata tti gg r to determine a
.classification associated with the communication. At
decision block 990, the messaging policy compliance
system detemi.ui.es-whether a threshold match has been
a to identify the communication metaclata as being
related .to t e existing classification ivietadata.
Where the messaging policy pompliauce system is unable
to discover a . threshold match between tile co t t a
the existing classifications, the communication is
determined to contain no protected content as shown by
step 992. Co im ications which contain no protected
content a be forwarded Io the r s), as shown b y step
.994, However, where the messaging policy compliance
system determines there is t .\e existing
classifications, tli(c) ca m mcation is exa ied. to
determine if content-based policy is satisfied, as ho
b y decision block 6. Where tte onte - sie policy is
not satisfied, tlie comiminicatJo is-quaraati ped ropj
d,.or otherwise blocked O delayed by tlie systenr a
shown B.step . Where the oontem-based policy i
satisfied, tlie commtaiication is forwarded to the one
or more systems associated with the intended
recipient(s). The systems an methods disclosed herein
are presented only y way of p e and e not me nt to
limit the sc f the invention, Otber Variations of the
systems and methods described above will b e apparent
to those skilled i t e art and s sxieli ar considered
to .be within th scope of i invention. For example.
system and method can be configured o handle, raatiy
ditTer tit types 



such as egitknate niessages or unwanted
comtHunieations ot Communications violative.of a
pro-selected policy. As an illustration, a
communication could include a type of content as
recognized by the system, and policy could include
corporate comniirication policy, a messaging policy,
legislation or regulatory policy, or an international
cornmunicatiori policy..As an example of a
axehJtecture the could be used in ccord-m with systems
ih s os d re| n an originating system. 1Of)O a re i g
y t 1010, aiid messaging policy compliance system 1020
can eaekbe connected via one o or networks, as-shown
by FIG. 12. The arigaafeig system 1000 can s d a .5
communication to the receiving system 1030 via. the
messaging policy compliance system and aetwork(s)
1030. The messaging policy compliance system 1030
would then operable to forward the message to the
receiving system 10.10 via!ntwork(s). t l understood
that network(s) 03 eaa include many subnets including
but not limited to wireless networks, local area
networks, wide area .-networks. lO OTslrpo.iitan area
networks, corporate intranets, a combinations thereof.
should also be noted th t originating system 100
and/or receiving system 1010 can include an electronic
mail server ami/or client, an instant messaging server
and/or client, a voice over internet protocol (VoIP)
server and/or client, go h .server and/or client, a
file transfer protocol (FfP) server .and/or client, a
hypertext 15 transfer protocol (HTTP) s r and/or i nt
a d comb tatio s thereof, among :tamy other existing
network communications protocols. another example of
the e scope and variations of systems and tae hds
disclosed Herein the systems and methods .may be
implemented on. various types of computer
architectures, s as for example on different types of
networked 0 environments. As an illustration,; FIG. 13
depicts a server access architecture. within wjiich
the -.disclosed systems unci . hods may b used (e.g..
as shown at 1100 in FICi 8). The arcliitecture i this
example includes a cprporation s .lcal network 11.90 n
variety of computer systems residing within t local
network 1190. These systems can include application
servers 1120 such as Web servers and e-mail servers,
user 



5 workstations running local clients 1.130 such as.
e-mail readers d Web brows s m . data storage evic s;I
t 10 such as databases and network. connected disks.
These systems communicate with each other via a local
comroanicafioa network suc as Etfiemet 1150. Firewall
system 114Qresides between the local communication
network and tep . 1160. Connected to the Internet 1160
are a host of external 0 servers 1370 and external
clients 1180. t should be understood tltat the present
disclostire can any variety of network^ including, but
t liiited to intranet,wide area .networks, 'lopa area
-net-works aad combinations thereof, in. order to
facilitate ti i icatio i between om on . Local clients
1130 c access application servers 1 20 and shared data
storage HiO via the local communication network.
External clients 1180 can access external application
servers 1.170 via the Internet 1160. Iti instances
where a local server 1120 or a local client .1130
requires access to an xt r al server 1..7 or where an
external client t t b or n external server 1170
requires /access t a local .server t 20, l ct o ic
commmiications in t appropriate protocol for a given
application server flow through "always open" ports of
firewall system 114$. A syst m 110 as disclosed e e n
may b located in a rd are vi or on one. or more
servers connected to the local .communication network
s ch as Et m 1180 analogically interposed between the
-firewall system 1140 and the- local servers 1120 BXiB
clients  13G. Application-related electronic
comrhuriications attsr apiitig to enter or leave the
local communications network through the firewall
system 114tt are routed to the system 1100. System Q
could be sed to basidje many different types of e-mail
and its variety of protocols that aretised.for e-mail
traussaissiori, .delivery and processing incliidirig
SMTP and POP3.. These protocols refer respectively, to
standards for communicating e~inail messages between
servers m  ibr server-Glierit cororiUitiication
related to e-mail messages. These protocols are
respectively in particular F. s Req t for Comments)
promulgated b ihe.ilETF (Internet Engineering Task:
orc ) The SMTP protocol is defined in RFC 1221,. w d
the POP3 protocol is ed 



in C 1939. Since tlie inception of these standards,
various needs have evolved in the field of e-mil
leading to tlie-.development of further standards
inckiding eiiliaiicements or d itio a protocols. For
iti t r cb, VjEu o erihanoemenls h v evolved t o tli
SMT standards leading to the evolution of extended
SMTP. Examples of extensions may be seen in (l) RFC
1869 that defines a ixaraework for extending the SMTP
service by defining a means whereby a server SMTP can
inlbrm a.c ent SMTF as to the- serviceextensions it
supports and (2) RFC 189.1 that de&tes an extensio to
the SMTP service, which allows an. SMTP client to
sjaeeify (a) th delivery status notiiicaHons (DSWs)
SlImIId be generated u der certain conditions, f )
-whether siieh notificationss o e the o t nts of i s s
ge and (c) ditio i foiittatkm, to "be r t ed With ia
DSN, that allows the r to identjiy both the recipi ai
(s) for- i h the DSN issued, and the transaction i
which the o igi l message was sent In. addition, the
MAP protocol has evolved as alternative to POP3 hat S
supports more- advanced interactions b t e e-mail
servers aad clients. This protocol is described in.
RFC 2060. G r communication rnechaxiisms are also id
ly used er networks. These communication m i sm ind mf
but are not limited to, Voice Over IP (VoIP) and.
.Instant M ag g VoIP is. used in IP telephony to
provide set of facilities for. 0 managing the delivery
of voice information using the Internet Protocol (IP)-
Instant Messaging is a type o f eormrm icatioti
involving a client which hooks u to an instant
messaging service that delivers communications (e.g.,
eoiivmati ss) in realtime. I t is furth.er noted that
the systems and methods disclosed herein a -use data
signals co ey d via networks (e.g., iocal.area
network, wide area. network, Internet, 5 etc,), fiber
optic medium, earner waves, wi le networks, etc. for
eotmmimoatioti w ojie .or more data processing
devices. The :data..signats eito carry n or all of the
data i S'c sec? herein that is vided to or ftoxp a
device. Additionally, methods and systems described
herein mny be implemented on a y different 'p es of
pjOeessi pg devices b y program code comprising
program 



0 instructions tliat are. x c tabl b y one or or
processors, "Flie  i program instructions may jrjchxie
source code, object co raacMne code, or any other
stored data ttmt is operable to cause a processing
system to pefiorm etl od described r i The systems'
arki methods' dataCe-g., associations, mappings, etc;)
may b e 5 stored and implemented in one r-riiore d re
t types of -computer-impitanented w ys such s
different typ s of storage devices aad prg imiruug
constructs (e.g, >. data stores, RAM ROM, Flash mor ,
flat fi  s databases, programming data structures,
..programming variables, IF-THEN (or -similar type)
statement constructs,. etc.).  t is noted that data
structures describe formats ft use i org a ing and
storing 0 data..iit databases, memory, or other
computer-readable media for use b a computer
program.The systems and..methods may be provided on
many different types of om r-rea abl r dia including o
ut storage mechanisms ( . CD-ROM, diskette, .RAM,
flash teinory, ateputer's hard drive, etc.) that
contain instructions for s in execution by a
.processor to perform the ethods operations and i p nt
the systems described herein. The computer components,
software modules, functions aad data structures
described herein r ay b co ted.directly or indirectly
to each other i order to allow the.flow of a itee&ed
for their operations. It i s a!so ot that software
instructions or a modal&can b impienaented for
exantrpie as a subroutine unit of code, of software
fu"ction. unit oifco.de, or as aft object (as i
object-oriented paxadigmX or as a applet, or in. a
computer script language, or as another type of
computer o e or firmware. The software components
and/or functionality a b located on single device or
distributed across multiple devices depending: upon
the situation at a d  t l be understood that as used h
the description rei and throughout th claims that
follow, the meaning of 3," I 5" and t e" iiieludes
plural reference unless the entext clearly dictates
otherwise. Also, as used in the description herein 



and throughout e claims- that foliovv, the tneanitig
of %i ittcliudes "in" and "on" unless the context
cJe-atly dictates o.the e. Hn.aliy as sed in the
description herein and throughput the claims that
follow, ,the.meanings of a d's a d r include both the
conjunctive and di j c iv id may beused
interchangeably unless the context l iarly dictates
otherwise; the. phrase "exclusive or" may be used to
indicate situation where only the disjunctive meaning
may apply.Wh.ai:is claimed is: 1. .A. method for
operation upon one or more data processors to filter
co icatio s based upon coatent based policy
compliance,- comprising; defining a classification to
be associated with a set f les the-dassification
generally classifying content of fee set of documents
as being associated i th ale of a plurality f business
activities; receiving a set of o .Metjtifying
characteristics with respect to the classification-;
wherein the set of known identifying characteristics
has been derived based ispon.the set of files; r c i i
a rule specifying treatment of content identified a
associated th the set of known identifying
characteristics; wherein the rule defines whether to
forward communication including content to a recipient
based pon the classification of t e content and at
least one of the recipient .and the sender. 2. The t
od of claim t wherein tlie received set.of k ow
identifying characteristics- associated with tlie set
of s ate g te by examining the co tetat of the set of
files for triggering characteristics inc d d ia the
files 3. Tli" method of claim 2 wherein the
cxaxiiinx^tion of the files includes at least one of a
.fingerprinting: analysis, a cluster analysis,
contextual. analysis, and an adaptive lexical analysis
4. The.m t o of claim 1, wherein therule is generated
according to access cotitrol rights associated i at
least o of the sender or fee reeipte t , wherein the 



access control rights are derived from ce control
rights associated with the set of files..5- The h d of
claim 1, wherein. the rule i s generated based upon
access control rights associated wit at least onv of
the sender or the recipient content contained Ja
comimuiicatiofl,. usage of the content contained i
a-eomiawxiication, p combinations thereof. 6. The
method of claim. 5, w er i access contruLrights r
provided to groups of us rs wherein sender and the
recipient are included in at least one group of users.
7. The method of claim lLf rt r comprising the steps
of: receiving a communication .from a originating
system; extracting identifying characteristics
associated with the c mo ition; comparing the
contmvmication's- identifying characteristics with he
set of known identifying characteristic to identify
determined <?lassification. to e associated with the
communicatioa; appJyi g a rule fassociated with the
detetmined classi cation, tiiemle specifying whether e
comtimmcati an .s o ld be forwarded to its intended
recipient, 8. The method of claim , .fu th compfising
tlie step of rw di g tbe c&iTsffiutiicatioti based
apon. application of fee rule, 9. The thod of claim 7
rfher coi-nprising tlie step of forwarding t c
ntmiuitcatioa fespoiisive to the conpmmcatiotxixQt
being associated with any known identifymg
characteristics, !Q The method of claim 7, further
comprising the st of automatically generating a rale
responsive to l mit g communications patterns
associated witli.. groups of users and based on types
o l ent being ii tri b t d mo t e groups of users. I
S1 . The method of claim 7, further comprising la i g
delivery f the communication based upon application of
fee rule. \2 The .method of claim 11 further
comprising notifying an originator of t .cmmimication.
r sponsi to delivery f the communication being
delayed. 



13., The. method of claim 12 where the- delay is. at
least one of -storing the effp nimicatumJB a
quarantine folder, dropping the commimication,.
temporarily rejecting the- eo ica ioi stori&g the co
nication ti proval is. c iv d from an administrator to
forward e communication, automatically encrypting the
communication, notifying an administrator, t fyg.a
recipient, or combinations tliereof. .1 4. The method
of claim 7, -fiirtlier oomprising converting
cornaunicafion ironi one of plurality of .mismatched
formats to a comparison format prior t o extracting
identifying characteristics from the coinmunication,
15; The method of claim 7, fur-her comprisipg or
comnwaicatioti into a co on language of fontiat prior
to extracting identifying charaoteristics or
generating . kiiowii identifying ieharacteristics.
6.. The method of ciami 15 wherein th -translating
step creates metadata to be used in extracting
identifying characteristics, 17, The thod of claim 7 f
rther comprising th steps oft observing
QOinmicmicatkjn traf f c identifying o or more
patterns ex ibit by observed corri" ieation teaflic;
generating rule based upon the Identified one or more
patterns.18. The method of .claim 17, wlierein a
communication falling outside of one or more
identified traffic patterns s sent to quaranti
pe.flder, -dropped, temporarily rejected, stored irtil
approval i received from administrator to forward the
o m ic ti o , automatically encrypted, a recipient is
notified, a sender is notified, o combinations
thereof. 19. The. -method of claim 1 wherein the
defined classifications -are -at least one of:
management files, legal fibs, technical files,
marketing files, financial files, information
technology l s proprietary files* strategy i h > itiv
l or government classified files. 20.. The-method of
claim 1, wherein a y tem admtiiistrat r specifies i ra
by selecting a classification of files for application
of the rule, selecting a class of.\isers 



who are permitted to send the selected classification
of files, and selecting a .class of rs who e permitted
to receive the selected classification of files, 1.
The method of elaim 1, wherein the steps of selecting
a class of users comprises selecting in-dividual osers
who have permission to s or receive the selected
irfassificalion of files, 22. A conteiit~l-?ased
policy comp ce:syste  configured to .filter messages
based upon content and at least o"e of sendefs or r
cipi n. associated wi th the messages, h system
comprising: a messaging content -classifier configured
to receive a message and classify the message as
associated with at least one of a phirality of content
dassiScations based vipon fbe co te t of t message i p
known identi fying characteristics of the plurality of
content dassificatipHSi . messaging filter configured
to receive the at least one content classification
from the. messaging coiiteiit classifier andto apply a
rule to tlie.message based uponthe at least one
content classification arid Upon at least one of. a
sender or .recipient of the message-; and forwarding
logic configured to t nsmi the g r po v to output
from. the messaging .filter.- 23. The system claim 22,
wherein thc n e sagin content s fbr is rurtheir eoT
fgured to receive a plurality of files associated with
a specified class. an extract any identifying
characteristics from the .messages to g erate fee-
known identifying characteristics and. sociate t e k
ow identifying characteristics with th sp cifi ed
class of the plurality of content classifications, 24.
The system of claim 3 further comprising a r interface
configured to receive the plurality of files the
specified class from a user and provide the plurality
af f i s and specified class to t Messaging content
classifier. 25, The.system of claim 24 wherein the
user interface is further configured to allow a user
-to specify rules for the messagi g filter, 26. Th
system ofdai.ni 25., er i the tides specify which
classes of individuals 



are permitted to seiid and/receive specified content
class associated with the rule. 27, The y of clair 26,
r i th ss gi g content classifier is co ur d ta.use
one or moxe o th folQw g identification to identify
comi oiialities. between the plurality of files as
well as to classify messages with one of the plurality
of classes: a fingerpnntlng analysis, a cluster
.analysis contextual a al sis and an adaptive lexical
anal is 28, The system of claim 2 2 wherein the
forvyardiag logic is operable to forward the. message
to a.recipierit, quarantmethe.message, dro die
message,. or encrypt the message before  orv/ardihg
the e sage,t a .recipient29. The system of claim 22,
wherein .e system is a essaging client, wherein the
messaging client periodically receives u dat s from a
.messaging server comprising af ast one. of update
rules, updated content classifications, or pdat d
identifying characteristics for the- content classifi
cati s 30. The system of claim 22 wher ein.theihessage
coin prises a -m l communication, inst&rit inessaging
comiBtmicati , a HTTP coftimunicatioa, an. FTP CQt
ir.rpiea.io p a WAlS communication, a telnet eor
mcatiort a Gopher communication, or a voice over
internet protocol cai upicatioa. 31. Computer readable
storage i storing mstraci  o s thatupon execution by a
. system processor cause the.system processor to
filter Communications transmitted over aaimuaicatioft
network e p the content of a communication and o the
sender ami reciri"nt(s) of th communication, tile
media having stored tastraetidti mat cause the system
processor to perform the steps comprising: receiving
sets of known identifying characteristics with respect
to a plurality of content classifications from a
message content classifier; . wherein the set of known
identifying characteristics for the pl rality of
content classifications has beeri derived based o Sets
of files provided to th age c t t classifier;
receiving a set of rules specifyitig treatment
sfcntesnt identified as associated with the sets f
known icientiiying characteristics from a -system
administrator; 



wherein the- rules define whetier. to forward a
conununicsti n to recipient based upon the
classification of t coramumication content and at;
least one of the recipient a t sender; receiving
corimmication from a user, tke communication
containing n originating address, a .receiving address
or plurality of receiving addresses and cotitMt;
determining whether the corttentof the communication
substantially matches any of e plurality of content
classifications based pon the sets of known
identifying d a aeten st cs associated with the
content classifications, respectively; forw r ing th<i
omm icatio r sponsi to. the rule asso i t d with the
substantially Matched content classification, wherein
the rule specifies action to pecfbrtn on (he
communication based upon the content classification
iths communication and upon the originating address
and the receiving address of the communication. 


