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COGNT T- BAS. E POLI CY COVPLI ANCE SYSTEMS ANB METHODS
BACKGROUND AND SUMVARY Thi s docunent rel ates-
WO o@neseksy to sy tens x-nethods fpr processi nBCT/US2006/060771
omruni cations at or particularly to systens and
nmet hods for filtering communicatioiis, In the
electronic .mail .filtering Industry ., nost
existing.systeriis are ainmed at filtering
|ncon1ng nessages Content policy conpliance (e.g
rate or_ gover nnent al £0I|c

5@”&?&5\&%@&9&@; BV A OBPHEANCE S ERTEMS AND SIESHODS

the increasingly electronic- character of inportant
conmuni cat i ons il 1 &g ety of
el ectronic conTrﬁq—‘é'gtc’%“lm & ‘f"n ek M@X acwth the

t eacmgi%cﬁn%&k&&abﬁ le@hdtally {M%ﬁ@%@mﬁ&daﬁfoﬁﬁﬁwcwm
provi ded for operation upon one r. da a processors

e e T e h‘»’%%w%weﬁwﬁp o tispant
HASeHcRPAdsCy conpliance. For exanple, a method and
system can include: defining a classification
assobi tht ebewoniy maibfbeinedndusesy. eioafsfsmsifngf%@mq aregeted at
hR{*}%%ngg&%Enlg {1&&9%161%0%@% {S%ﬁ:@ L%'{%:I‘fapgé &2 ’ac%é‘hpd%f"“ with
cdsms; alyeerpodeminuweith! ipaked capdn ab repsriaft chididsativetoe| |cvmpgmes in
ni n nt ont ent _subst ant
vl meop el s et of Pl SRR 14 o
avalbBiliey 85z waRither clberdiod mmtsﬁ@mwnmqﬁ,.ﬁ@n to

reC| i ent pased, on cl assifj o.the t and
LAEORRRSS Bithhe %@Wb%i’é e 3 Bering éﬁﬁé&*ﬂ{n oS are
;71@51%@8'15’ Tdfn ubidl RBROYENGESIAL Grockssods B 1BEH clm@fifnications in

depicting systemfor dling tranm ssions being seat
acspuianee HehgoRtent Fasest poliey GmRBERES ERyroamngisp rengthyl ang system

:ﬁﬁmluii?rlﬁﬁn ﬂﬂzé&-ﬂ?%snﬁﬁﬁi,@mﬁtﬁ‘mfﬁi wc%gmh%fa lass of files
assi tying an ol1cies. 3
regbivige. :d:ft a@clawm@rgﬂh@ﬁ dﬁgn@b cpo ﬂlftviwﬁtif@hﬂi&péﬁﬁa@mﬁgc o of

Q r I
BTk st AP o ey ool LR I Rl ey
ﬁzd:agsirzﬁtyxt ofjcdn tbawubﬂ&edﬁzgrpumiza to ¢ doit hathmiﬁr stogr| apgj wherein

t ehjges... . . N :
the rgfga degnes whether to forward a communication to a recipient based upon the

-

classification of the confent and gt least one of the reeipient or the sender.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is n block diagram depicting a system for handling fransmissions being

sentt over R network,
FIG. 2 is a block diagram depicting a compliance system that has been
configured for classifying files and spplying policies.
FIG. 3 is a'block diagram depicting a compliance system opersting on a local
computer, '
FIG, 435 a block diagram depicting a complance system that hias been
configured for classifying files based upoti.a combination of analysis tsehniques,
FIG. § is a block diagram depicting a compliznce systein that has beep

configured to use existing conterit o develop chavacteristios associated with a class.
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FIG 5 is a block gr depicting a conpliance .system

that has been cortfigmeil to us -existing content to
waolewelosg2el | aracterist c¢s associated with a cPe@EEs006060771

is a block: diagram depicting a conpliance .systemt

has been configured to accept one oi ?nore content

based policies froman admnistrator. FIG 7 s a

flowchart depicting an operational scenario for a o i

g cohe s Rl FyRep(quahing § cppgiange; Sé""‘ﬁpﬁﬁéﬂﬁ\&tbcm
cERLERIS g(.‘b gt W{x%b&%htcﬁ?%@& g@h&@i 18 doQnDSistrator,
cont ent icy(ies) where he characteristics
of t hiiw 1m1 ﬂw«dmﬁ depntig wamba}dtgmémlw Basdlawimgbeprdgent
f . Jelated files ss iat d wwth a classification.
b%?%\pglé“(%fl owchart depicting op r tional scenario for
genefrii.ifng a Clomtchmt: dbgistuly arquaratwmbmhmm b dllogimcangent

A t t
bR iR st b o S RaPlefrER ol conthe Baporm e
L_,mmaﬁgssd Dasedsa aﬁﬁ,tm@@tz&ratas@?m with a)c(aamx)yamﬁi G 11
IS a Q Ctll opera Scen rio
convEft |9%:ﬁa{“ P ﬁlf'%"a'tq $ Olf‘t‘%}‘kﬁ“ﬂﬁ?ct" 7*’f)fll% rd:tgﬁ%ﬁag% content

bRBIHSc @,ﬂqm@a&wzﬁ% SocBs LilntFoPl phik fd fdd@bate painglf. Or
Ian ua di st |n coxnx Ix icatlon Into ta ata

descF ﬁigﬁﬁg‘* f tlpwshap Fffa?lé*iﬂ?é, 1 ueratismal soepariQ ity fHiering mogeages
o ymatch. p G 12 is alo c iagra
b eéﬁggfﬁl%tgﬁésggﬁ%%ss architecture.. FIG .13 is a
bl ocRIGHi1dgs afiewepiit depiging o drsratinaal mengie B sonverting
I P [ON
R e G S
agieriatpoaes el disililiog ﬂlqurmznmangmmstoanstaéamylthi*@mt-

il
el Biiefionia L ag pE3latpd Prenfaf bnaf SELPROLEST
ent i Ficed? ﬁﬁelmﬁtdexgsmﬁkiemﬁﬁ)@aWz-s&&zaabssm:ﬁ@mga policy

co | G 3 to. help . process the., coir

ans. R ab btk ot Cafule s sheberoei it
policy 5 conpliance s t m 130 exani nes characteristics
associated with t carpnunjcations f mrthe oti gmati ng

system 120, a"d bab&d-AipERY ¥ation, an actio.

is teken cwpm £aB0CH sl !'cst" ﬁa&%@lmh%gmw mE%d over a

exanple eotnnunl catioft ay det er med
ngtegik 1%tféw AESIOHEHOE Ken BOMEDR M%mré hyess e aw@nﬁ@swsém»

sulch ok 880 Y a8 (e-rmail) messages sent from one.cr more messaging entities

120. Thesystem 100 uses a messaging policy compliance system 130 to help process
the communications from an originating system 120, The messaging policy
compliance system 130 examines characteristics associated with the cormmurnications
from the originating system 120, and based upon the examination, an action is taken
with respect 1o the communications. For example, a communication may be
determined to be legitimate and thus the commtinication should not be filtered by the
messaging policy compliance system 130 and instead provided to a receiving system
149 for delivery to the infended recipient.

This disciosore relates 1o filtering the content of packets comininicatéd over

the netwaork based upon a classification assoctated with the communication. If shonld
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nmessagi ng policy eoinpjlaftee system 13i ) and instead

provided to receiving: systemO 14Qfor delivery to h
woiow/osv428e p i t . This disclosure rel ates toPtHUS2006/060771

nevyork "pon a classificatioiiassociated wth the c

inmtnioation. It ulcltherefore d r to . that such

cpnifi unications c include e ail, voice over internet

protocol (Vo P) packets, instant nessaging (JM, file
ﬂvﬁwaﬁgﬁéﬁmé%mé St BEhRPIEREKEINDS Y BChEE PRl over
m&%’ct%‘?&buﬁ S @Q%&Qz%taz@n&s@%ﬁ E{aﬁzgaﬂﬁé té!&)(ig?%&%col (FTP)

wher eby ot ect ed cont ent

packeid et estsrapsiotplobyet S TTRY xamhauw Gephee peckpis and ey other

 Fansf , t.should. be
s e AP B PR B IRy
informaliodepay bznﬁfmmmm:@h coper agterprit tosonthed agxree

i ndeps of one an

or galtR%7 B ey uREBRT iER ofSERRE o8flrliges sereey
ddpafiirei¥BEhich BReaE, (P sbhe deers o@d@ﬁ@@&ﬁw@ dol&nother. However,

i nformtion, or, based u tg\n thg glerson q whom t he
o) SEEFRARI IR Bishdo B‘&"ﬁ’g‘p gihor digglosig of intggmaion ‘%‘?F?%Wm the

pdiRdh RQkssHRhe BAGNGBL] M BQNERA (e E&Qbﬁ’ 8EELGR IPETTORStion
o itside of the organlzatlon Th t amg&at i on

is Qi seat (FOT PEaEle MOTRRE R ICBATAY BT W% §raé§é%eftqsa10ménf
dt's{ﬁ&l, ‘,“?{5 g&x@&i&?ﬂm&%ﬁ&x@ @rg&&ﬂgﬁ N@RAL B or EANBMBhy desires to

[teri ng sys ens dO not prOJI ce accurat e
m@h élscstcsmaﬁ of mestages hieed rmchivds orgtasé related o erpinageise s However,

mfo t‘uﬂ-}a‘i‘ izit@z?nﬁog g?c%!é tﬁc‘% bovide 31 %ré%alvé?& %ﬁ&?r?catngg oPESMERDing

assocl a
sept operdr psére \Ngtb,ln enmzmemmg files, marketing fil es

lr :gg# %ngl%lge cé\gatl,ygﬁ? a%sﬁggm%,%é 143 {) %g&g%%g’gn% mmssaocs
PropeBa@l ga,gs,ngmbmgnm@mhﬂkaﬁsg fikysteesh 160 e2a rmebﬁdmo text

configured wt nessage, content cl assif.icatio
dﬂbf‘%‘&?’%rﬁ"ﬁ&‘bmé%f SwITASCE RGNS R DS f%?oﬁf‘%ﬁfa"m“ policy’

uﬁi;ﬂﬁzﬁt& %ﬁ&kﬂ 2006 ca@xf&gﬁo&lﬂg&bﬁ vata Iﬂe§@w@ B&OET (PusHBERSAGIE
classification techniques or filters “to_cl assify

rrageERd FehrERin Fifhet- n%g%%gw@&ﬁfe@h%*w%é@w PEQE iuar%i 0 can
w088 bAMor@RRENEE 81285 SOBh StinRhucfoCOllh W &16RLH Message

(intended to travel across the network to a récipi ent)
coptegi.der to las y the corlte f of e conrpimcation.

HOVBHGS i edsl f&%ﬂq RS HRARN 3&9&‘3&%&1}@1&%@%@%@9&8&1‘ a

policy eoinpliance systemc i sal hspec¢t |1 ncom ng
cosynw pitiet (rgergled to travel across the network fo s recipient) in order to

classify the content of the communication. However, i#t should be understood that the
messaging policy complidnce system can alse inspect inconting communications
before distributing the communications to a recetving system. ‘The messaging policy
compliance system 200 compares at 220 the classification produced by the messhge
content classification program 218 to-a set of one or miore rules to determine whether
the message is.in compliance with policy.

If the communication is in contpliance with the organization's policies, the
comnmumication is forwarded to a recipient via the netwerk 230, However, ifithe

communication is not in compliabee with the organization’s policies, the

s
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before distributing comuni cati bns.to a receiving
system The nessagi ng policy conpliance system 200
wa@oeorpasEss at 2 the classification produced by P&EUS2006/060771
nmessage content classification program 210 to-a set
on or iti.ore rules to deteunne w et er t nessage is.
in conpliaiice with policy. O If the- cfj.ntnmcation
is in conpliance vvlth t he %elzstlou-s p0|IC S, ... .
CEWPRIIEERR 1P EROH B, SOPPEIRF S H mIIgRaIr op AR epesipient,
BN Ke. é”t%cloactﬁﬁ\’\@\’iﬁﬁwmﬂmﬂshﬁo@@m “}Dﬁﬁ:} E%ds%aﬁ‘ HetiBe, for
conplialice t the. organi zation's ? I cles,
el phinrg v@lt@m apdiar unattpchrept of the residey baiorb forwarding,
I e er
e T T R e e
mesage, e Iollrbe gppropnma abtigisin mxpmgqecto latoemp% iatdedviolatiom It should
‘ﬁf{‘%{ﬁﬁ?ﬁ*‘p Yg‘irl yli%‘ﬁétﬁ‘y%‘{”f)%’%c‘?t 2 E}}e%%%r ’*\é%{‘%‘éf}g ;1 gseror
adopiivaach RGppdvaytodekivper Yoadoveh auiRssages: }?tm@ biefurther
ropri actions in. response to a conpl |
oG ATy UGS B SHRBRIP SOa P et B gt or o lient
1eQACTVRCHRBREARth @Eh SORIIOGh@S b8 D ARSBEteathr approval.
adm tiistrator's ppr al tq encrypt Moreover, autonatic

et t elfWRHt R BRBIOB AR e fonHaRoteAiim i neherfgraYignse with the

9@%}9 &ﬁﬁi’zﬂ%iﬂ@ (Q 8C h $h QB deQokiaRls 1RANMEENIm & i8R\ BRplics
ient level, in. accordance with policy and

wma ﬁmﬁmﬁes)a@ﬁﬁw afhrdloss nefphe varmusteagian aydetlodind (¢.8.
dr%% ! ﬁu&%z‘i&i‘ S% ' %tah%aﬁ?% éz[bhc OB ARESM dofui e

zat Ion s a nmessage. contalns two

atamxamhahient&awm@neﬂm mmsexgmg;m}&s onirtphiatdeesypooy Tile sichatet it
ol Gl SO S BB B RS e

cRQOTR Y Qakirad 6 qubﬂpaﬂt Ridccdlalpolice dﬁmmﬂa byotificsgion can be

et e GPBE. (f SuI6 Ry Pasjhe e paey thm can

ndthi® aQV QB ddﬁﬂlustratoﬁe &ﬁa@;@n ﬁ;ay | m&i&ﬁadmﬁmfaafm@@ bk Botdied
reci pI ent because f * -v 0O a.n {catlon C%&gat

dlﬁéﬂd&} e sty miaévs FEiHEe YTy It Siptd bsisterst

hBRL 6 nlifn8Rtos b kOInRA NG e SUSLED Sty n%mﬁmae&yl&x& &Bich is
adm nistrator. Al ternatively, a systeém admi ni strator

intandleth to bowchided vathitie syonsypT ik diselosuigi ng pol i cy
SO' RRbingi 4 é}&?npié %BY BleBeagink p%ﬂ?lg L%@ﬁaﬂ&%%t&%? %é&ﬁ?&a FIG.

here are nrni & rous way s nage a res ponse t
3.pBéd eyt tiat inosrsging @hh@ﬁf caghplipnor gt A68 Aledaied Ob @ user's

_cml)m t&%@ tIP ad&;%égzé gﬁﬁgcsg?é%ptﬁ*%@ﬂﬁ%gu% %&‘ﬂ{ E&f thc Togal

c@iﬁgﬂm Zﬁﬁ dak@achade an commuiication client. 270, 1 should be umdarsluod that

the communigation client 270 could be inteprated with the messaging palicy

eompliance agent 260, in some examples.

Upon receiving 8 message from the conununication olient 270, the messaging
policy compliance agent 260 would use the message content classification program
275 to determine a classification associated with the content of the communication.
The niessagifig policy complance agent 260 af 220 compares the classification

associated with the content of the cominunication with a content-based messaging.
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3 For exa le., the nessaging policy conpliance agettt
O is located on a user's conputer 2.65. In addition;
WO 000g/08E3$agi ng ph' ¢ conpliance agent 260, t &ePCDUT8L006/060771
-conputer 265 can include commiii aient . 70. t
shoul d understood -that the communication client 7 co
b integrated with tlie messaging policy conpliance
gent n so e exam | Upon recei ving a nessa
poli ht‘ﬁewe%?ﬁf Set by Sheuie T BY &R S, n&,&@csﬂgg@g

coRhihfdatieAMRks hotCRnAde Rith 20 natbekel 8kl dife PERGAGR agent can
_content classification program275_to cterm ne a

drgp BRSPPITRETFORTagssRr e de WpRmsaticn ﬁtee a% shipwn heblock 285,
/ AP [ ent
It %ﬁmﬁd gﬁd&?stt«b&f‘tlxat h.ﬁ:h T&chgg‘fipg BRI i gﬂﬁ’é& @ﬁﬁ cag

2 conpares t fcation ss
cogomiagrtiopfoligntf faweweniitehokld @sovis voted Hat t&b:a"semonaht} of

11 ITES, 0 cou t by the -use or by a
blg‘?‘s*tsé%‘““%b%? m)hrdé’{w Wﬁj’ Rer e le e comuni cati on does
not i€ drmiaynmmﬁh&tam cotplies: “amsmm@ﬁeﬂsagwmgm H#Heoy,

t he-, egnt c o.the eto lon, gu ntine the
s rgiance gaept v g Bippdg R B ongmiating svstem
208h Qe uidesgangersd RI0dal afnfu el 0 tHQRBldddn e Goabhizo0

integrated. with the 5 COI‘ITI‘%IHI ca }fon client, HboweVer

coplipgnRgrden Bedos cauovia uﬂaqr&ﬁ%@%ywstﬁ%wéiew
30R850E Qltlighub 18 BESYEMaS B JilgoReeK®) 20el T If t he

eotiitimaicatioo. conpfles vith - cote t ba d

i cy (- guypid bhroted v fedgessesing peliaimsmdineee agen Fm beused in
A [, At
ol BEAH i SR B Sl 8L
coubk prg} ﬁamxﬁgplsyfsste@ni choteobedmplipnes thekad Thel apmittrecr
ax%ih&,g e n?% &ﬁow e m %s?cigm@ geahatl?mn[t pehatu nat, y}? 3 ¥ n%fnhg %Qers

MessS a € To~d rec
acat myamk(/&)» azmﬁa et m&hﬁmi ud:meom ﬁkeﬂntﬁm&n (tae pnhsss a:@hmgns} and

pcgggdxéfﬁ)fyg pzﬁgﬂ g%ﬁ?} éﬁ’ég sém\;m,iy %@g@# }% iCy wmp? 1ance
SeRRE. hﬁ@ﬁg&tf&xﬁﬁtﬂrﬂuﬁkﬁﬂt céaM birflee a!}@w ehSmesdig@QHo#iny server
ce checks. %ﬁ/(ﬁgoent/ erver .15 archl tectu

o SEUPIC A AT U eS8 oteyeoinglipin s 3B 1t hould

be%ﬁh& imiuagzra Sed@bingidolic R BeHhPKare @g@ﬁ 248, O¥ER Sk iTe, can
cCCcr he coi XS Ot er

uwlaéfr any «zfﬁh@», fwu«nawdﬁ}j éf p mﬁé}aingﬁ%%vp@@ igpReaaiemos qepgibed

inShe prRGht Yk ¥ale. PRS88YI0Y B?ﬁ@%&&%ﬁiz@l@cﬁ%d&hth r&?&t to 2
agent/server architecture could fiirther al

meRsaRiag belispEmERipnsexetin ¢ut e wad ealal jessasiag @ait@aizfénpiwﬂcu
ag,g?!ﬁgglﬁ gxr&eﬁ{& S BRFELeRA G fsuheS) to 1 agent It

The messaging policy compliance ageht could further allow a user to fequest
the addition of content-based politv(ies) at the local or server level. Where the
réquested contént-based policy(ies) do not conflict with administrator content-based
policyfics), the loeal and/or server-conld apply the user requested content-based
policy. Further, the messaging policy compliance agent could allow the user to
request eperyplion on a communication via the communication client ingerface.

Where the encryption request. comples with content-based policy(ies) at flic agent
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20 b e further aotetlthat a s s gi .policy conpliance

agent O where practicaMc) 5 caii inclitde a o f the
wo mvcsaeal ity of a nmessagi ng policy -conpli anBeT/sgBn6/660771

s described in the present disclosure. As s ek. any o

f ike functionality describedi with respct t a

nmessagi ng policy conpliance system eai.be used on a

tri essagi ng1 policy coi liaace agent in a_cord nc with
aqd(qre,eﬁw yelnthegegedstpd peryption sar:rmpqﬁcgtgaeé iy, githexthe server ot
th6@BRki ance age t could further aJlow a user to request

the addition o f coat<3itt ed policy(ies) at the | ocal

or sBYway of exastipihet miehragey centeplassif caﬂmspz@wnoﬁt&{ars ebywn

: I t ?ﬁf

mci lﬁ 50 mch? uclhjt {ﬁuﬁ%db{%}bt‘ik ?%“50%3%3{,‘12 Cou b%% %‘ﬁ.ampk
mws}em a:mmmbshexihmmeaﬂm&e dr phbm S0, Ty, BR@ that b hisessage

0 |c I|ance a could all ow t he user
C()t’ng “?sb’%?"égt}’g*é’{‘p ﬁiﬂc 8‘?16 S‘mTunl cation via. the
ceont Cumiaal m&a;m Llaedﬂiéaﬁic&fd}r&&em’n&{h @hEpdri@ms a Markovian.

encr I on lies it c based

pol i%&?i‘fsé‘é)f ﬂﬁ?g A “ﬁ’%éﬁ RS A VEET v*é* i S‘é%f‘mqf‘ﬁé"?

st edg &ﬂsﬁ’id&ixo@opﬁlc' %z&me;% BY d8hd Be hndiPi8nS BIMEFHOST £ WErd or
agent B may (0] a nessage cont ent

cl as@m%aﬁupdﬁlqy%e @mﬁfré@ a5g LSRRI WAIRS o Bhradss s
'398 ! M@ﬁmﬁ@e &M@@ﬁ of fifk IRE Jdngeagu&wg@%%%ﬁéz 360,

Exanpl e msssage cont ent assification
t QChBQURS R dainlsher $138Rigudih léuﬁﬁgwﬁﬁﬁg b@ﬁafs&ﬁg?m slectronic
contén assit] Ca |on progran1can use i1 ncl ud
nt gxf@mfalatmwp}@kgcls (agcrbeleifile. patasowht %@}tﬁﬁxcqu@ 1tnﬁ@ctm ed

e

whi cie rmib\ftewﬁrbmd@ymal Othuti‘m:&e; aund, 2y uohziag w;dnmmg algorithm

phr rii.cul d.tr

hor b ssp PR v bR Rl e o Bt B g laing an
Wi t rmsiﬁigmwpiagm of ideatifyafiles With*vety muﬁma%ut s;gmﬁcam
tech‘gu g i,denti fy copyir g.betwee" two el ectronic
t ext &P, ﬁ“ﬁ%’%f’fﬁf‘t@ | evel s (e g h le e, paragr aph
sentgnce, or Vyi struct ux al Ui neri.c c en S)
oy SIS el 4 R on FrBniafs Ik PROUEP SRR
I e Moyt dubt%ﬁﬁ@rﬁg anSnhLhuiDMab in Wk Bfinkd bis a f@mon ofa
W nn n orlthmto eEerate m ni n zed,
opt i am»&% &ﬁﬁ%ﬁe Beafise el PrdramEnangy éhdtgaﬁ%gx@%eﬁt as 4 part
anmbi guk todsif @det@isideal dentify files -with very m ni mal,
but significant

» Adaptive Lexical dnafysis - a classification technique which can be performed.

on.clecironic text or data which adaptively learns structures of sparse and
nonsparse patterns by, for example: 1) Instantiating a series of Markov chains
wsing componaents of the presented classification medivm as members; and, 2}
Applying a seriss of weights based on the complexity of the chain, factored.
with the learned appearance vectors of each chain to deduce a probability,
This process allows for the learning and identification of sparse patterns, exact

phrases, words, or binary patterus which have a probatvility of one disposition

&
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duplications of .data, *  r n s a classification

tech akjiie that partitions the data itrto rel ated
wanbkessi2ghari ng conmon trait t can. be defi nedrPar/us2006/060771

Itjnction of d n d distance - sur (e g Eaclidiat]

di stance) that ks point as part of at fe ast one

cluster. A p ejLexkal Amvsis a classificationt c ni

which c b performed oii -electronic te

i ch RRIBHPR Y Swmoﬂwmm 8PS Spniuat {115 Sorbls, wsing

1101 {3 B3 g;ﬁﬁl PRELET RS Mbcess lof b seifdhlibration,
.Instantiating a s<siies of Mar kov. chai ns usi ng

h Qﬁltﬂqﬂ’@@ @H&c’?rstf)oé hat @x'éﬁeszﬁﬁiﬁﬂ ebigdgldicaRbOndodiRA ('sd&‘n&hm&s

nber s [ a serieS of wight based on
8i auhéwew besedivpyn 8¢ (M?é*«tﬁl epiilts, pad ther dld implemenigdony of these

mx%mﬁgﬁﬁg&?x %&%ﬁ%ﬁﬁx@m%quﬁ Qiﬁl 10c119?%'~ér‘f§%hsulmme Fos

I'S process a ear ni ng an
wmdeﬂm tlhef clwtm anplpfisgpier 8§80 pant nmnmm‘mm tlifferdstgnrithms to

1(1%&3 1y év uSS&(SS*QF{}bI ya;lg\%g tt%ﬁ‘iﬁistm?hel rm Q V& ar Bl %@@ éult E)Xt I%];ntcd

ase torl €al foccur rence
toab R8s d ustenﬁg, njualilyyideshdld (@) c}asqaus fusiingmiehe clustering,
rocess of contan|ng

in
‘“@eslpgdﬁ‘gl" %?‘5‘3‘%@‘““%“@ fidul d b e understood that these

a ySTEus! R%ﬁ&klﬂ ve &d@gﬂiz&i hatDdht he@mbarash biiassification
gnlflcantl bsduot ge desuedregults n that

al&mﬂmw*é%m%w Fasur ot dhapgipaing polEn ApgpkaReg system

30048 at @ cgeqm&ﬁ o e a!‘é&ﬂz!kﬁi Mi& ﬂﬂ:f:%%@élt i sedrsur e.
For exanple, the duster analysis lter 380 can e a u

degerpingition, pevhowa) ycleciskmebleek mlitffyér &w@rzgof g enpssage
O?YpﬁieL %&Shle& o‘i}?&zp Phige S&Vﬁ@re 'tﬁk?tlzd{ﬁerft %&ng?g@sr@ 1R cmh@ﬁt ;%timv the

e I'l s clusterl hr eshol
™ (:ﬁ@'gﬁ lfost i@ﬁm a sbegiept wstfm tlaidg m@m‘ky@(}a ﬁ&{h@ﬁ the wmmi

acFh Pt S0 AR PP ORL Srnc Bl Loy LEGAANIZOMe oo

no assit1cati gorlth
shomvntﬂjeéalsﬂmﬁﬁe 0 hﬂasissv mgsqage mxgit ftverdogdgs aigp mgxppmlt Rysjemn, the

co p i _system can pro ? issi fication
mESeBek ZLE G TR PRG B0 AN iR depeld AT TER eyt
33tQungypraaciisignaboglst $20m)whet her t he c nt e t of t he
message co |‘I es wth c tent & .
cont ShEs Sk pdiobHoRh en ot wRE S ealgR frgm feie
t: a"nbﬁ};i‘ii&{b AR drbes)stdtt Wi @ BdRRIIRJues &3Ok thYb@hBamt NEhe
cont ent does
message content classification could identify engineering-type information, for
example, by the incluston of equations or wiords or phrases that are most commonty
assoeiated with engineering documents, presentations or drawings ~ and/or by ong of’
the classification techiniques previovsly lsted in this application. Communications
identified as including characteristics in common with engineering documents,
presentations of dravwings would bé tested by examining a message header fo
determine whether the sender was a human resources smployes, or whether the
recipient domain was not associated with the company.
It should be understood that using this method, an administrator could identify
an individual suspected of legking tnformation. This individual could be monitored

for compliance with sompany policy. Moreover, the megsage cantent classification
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not conply with content. policy, the eotitent cm be
dr opped, quarantined, etc. as shown bl ock 340. Were
WO b@7oemisage- is not forwarded to the reci pi enPCEHYS1006960771
t nmessagi ng policy conpliance system3 0 catuiotify
&sender, an originating system 350 and/or an
adm ni strator (not shown). As an e a pl , a policy
t bmation troro.

PO AP e S R et Beciser Bapqing pulgsgis of fles, o where

the PRGN SrOHbSHge oOfewlh@ng AR TP @idBet8etRANt ent
classifi cation could identify engineering-

i nf bhatoras i FIGE 8 egsmpt eompliroeh systero 408 |ce\q1¥lcho configured to
mﬁz‘&%ténoé:h éﬁ\% sd“&f H8: Q518 Mﬁ%@%}&ﬂ?&d tyPad Pikind ﬁ%ﬁ%@:@#}%
assocl ate engl neerin ) presen 1 ONs
Cr tmte dwamﬁm@xlchmniebyu@meswfmu’t Wigh tiod s of folwad fien 493, The

SRR DE R Bl O] abritSuPERER 48D aee

mdsBagRlitoat claw:ﬁdmmn grineanidig cdokiuge Rdh of ths enhalgliensss,

R e el O b ek o iy ARons

m@ak eGUFEEmneNp) oyesx a;@ﬂeg%}%ﬂ ﬂbﬁﬁn&d’d@mﬁ@ﬁbﬁkﬁ RAfcheiRl Davl
vvas not assocliated wtfe copi p | shoulg be

PHERERTSR IS ¢ Th&rso §<ifvg¢;*itfmﬂé%ﬁfd Své aae% HISR FRRHO P
B edS dihe@Rgd a%wz Q}J@slméﬂﬁl%ﬁ&ww eaki ng
information. M individual '."d 'be nonitored for
conph FEsFEc KPRl CEmsHIN P pmym WP eov aenerpive ke nt e
iads n%ﬁ&%h%&%é‘tﬁﬂ%%% g%ﬁﬁ%g@@ A& &6 oAl %E 470, 489
e user sendal ng su ets of or w
ard thei il cmsmnnm!émrs nmtedanaghajmcmmg@oﬁm avopdance system
et S e
4080 1BE b ARFITI o TRl B T SRAT8 SRRl W
mmt&hg ngammmgs rfei atlesk fi ub&&ﬁﬂﬁ&ietasm iﬁll seiddb yiass (if any)
h dm ni s&rator tﬁ? b % X ? Hio
‘ ‘cﬁﬁ’/‘% “t"ﬁ%‘“&g‘?ﬁ’& Oé’é ?"ﬁ %R“‘% “8&” r‘*e‘l‘& g clppyifigation

494 93Lhd Bembiun@SidH2 T80 t cBsalbiry piligplob g 1&1&3& feenpamaten
content cl assi f| éatl on orogram 41.0. Tf

ssa
PR asPolPsE st 1 T oR BT s i RE R GHIS O‘ﬁg %ﬁwwm
4268 dREhMONBaHL4EHE dnnfBRaEhewBebe B8 VeRiBLiR %ﬁwd& ase Qor

determ ne what features or ch aracterizations mark
dreppefequrasisti 50 aspbewi Ry sk 440) &yHie syseiubeim @W@#f?dﬁm
ao®d ﬁ&'l‘ahﬁg?: ?v Ltﬁ%bﬁ%zﬂ ESteRtESh S Be"hié&e% m’ oy fiture,

etcto ma I nclusion cuid di”
Theowsergins @mi@}l carrw@gm Sf@mmiﬁ algg notelhfg %atﬁnwmuwmtm
an§ 98&%@ g@@mgg §y$§,g&fpont ent classification p ogra
707¢an ate a set of

It ahould be recognized that contént policy can be created in a myriad of ways:

For example, as shown in FIG, 6, the messaging policy compliance system can aceept
content based policies 586 from a:system administrator 894, The admindstrator 394
can supply.a content policy by supplying both the related content 592 for the message
content classification program 519, and supplying a set of palicy rules 596 configured
{0 be parsed by 8 poliey compliance decision block 520,

1t should also be recoghized that o essaging policy corplisnce system can be.
setup todnspect access control rights of users authorized to access a set of rolated
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identifying characteristics for a class of content.

The sanme techniques 46 , 470 480 ne--t h n used pa
waeeowosaeat ks entering tfao nessagi ng policy PCT/US2006/060771

oonpliatice system. h ch ar acteri stics of t coB i

oji ay then.be o ar d to the. identifying

characteristics for a cl s of content to deterrniiie m
Which s (if a}g%‘).e,contet of the commruni cation o
filpe| Difgs poceher sl prbager ﬂ@ﬁ%?déa AEeeticp i e yresontmt-hased
pofi@i&, 1o SRR GAD bAN IS P HER NG Rl BYhE B ARGE
_system 400 tl_en applies any policies related tot
filgrorisivi dhagyliti toand enl/omisceg hosehisfintectostanh apther kred 2
aﬂ%u@&%«% L{e whether h conmunication will e delivered
Vi a ork 430, or dropped, q a aatined , etc. as.
showwribyroixire, i dhdvdd bheccopaingd thhod mesiagtigynilcabmaliase

BB SR TSl s BT BB G R0 e

widtotip is@n e nysitem. danledaapiaps motdafiiny palisy sb@pliance system can
adm nj strator andl or sender, of 1 he pal i oy, Jailur ey, 1!
obEFYE MY CHEPTBIBHMR Y TRHER BORCLRE O R e Then,
uph Gokekhd Mat Duddy i RAIBE Wrn@ini@XONPHAL irdBde RO Mat is
FIO 6, the nessagi n_g po* icy conpliance system can |
abgprEh tI B AIRERE OBAS BITGSHRI EREs PETEITS! (BRh 1s Jig BRYsasing
pcﬁgﬁf‘l:&u?ﬁarn%& Nstén o4 Bo RAM RrS] a8/ qRardn G (h8 UBRmidition

content polity b y supplying both the related content
ang9p npdly & syeteresdagistabnt dhen elapbye MovRE o AYriRaRtlicy”

SIRN A 25 RALLEY Y 6Rser s historical usape
coBhr SRR S5l oA LAY (4 B o oo
ofebatekt. . 520. t b u also brecogi t t aesiagp&icy

C aknce system.ca b setup to. n.pect. acc .
contrbh  PRORRFTER BuafiB Dot RG - A5E0TDp 50
m:ﬁs@&gﬁﬁ@ﬁ(ﬁiidyelﬁnhﬁi@a?mxsm ‘V;Iﬁﬁ&ﬁvt ragdysﬂ%hgiﬂnlsi_nbﬁﬂaﬁﬁ’@hﬁ 'deitﬁr;]a
aut oyt i cal. a conterst.-hased policy, ere the .
eoiebPERp A AT e 6. G R Raa e ene aegcatonor
cohehatieg ckihpR, dbsofidSiint Asldbichideyer@naeing cdfiehn nedical
recei ve such simlar content as they are allowed to.
TR R HE P SO ES “F’?’éﬁ"’%ﬁﬁﬁ’t}f‘&“ﬁ%‘*f‘@égﬁﬁil% EPPHat a
acBRBSAY LA ROLIr6sGAIMA@NCacSYSt em - can be trai ned

for: recogni zi ng content-based -anonal ous_-. behayi or

ass gt MEswging ROy Kempiaies syptemfenldign sreivedrsebRhnpl e,
ohfralRARAG ORI GHh tnPlrfardd ShMGAINARSAOYR Rblep 820, 1

cations | throiight y te over period of tinme. Then,
shoyd bedeted dedtipse sharagicriplidgssogidrivi ingrodiyravniieted ongecived
feri? Q:(t_m’timrl sy&s&? At sttgiﬁ%?ali, Phe operation scenario allows an admintstrator to

Jefine a rute ot policy for communnications that include content that matches the

characteristics associated with the created classification, whereby a messsge Qltering
system could be configured to block messages that do not comply with the defined
rulefpolicy:

FIG. 8 depicts a Bowchart llusteating an operational scenario 764 for a
‘messaging policy complisnce systen, whereby g system sdrinistrator can define
coitent-based policy for communications by supplying a set of related files. Atstep

710, the messaging policy coinpliance system receives a new classification from the
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abnormal with.respect to the historical usage patterns

of that user, the nessaging policy conpliance system
wa@an7lososeonfi gured to drop/qgiiaraiitrae PCT/US2006/060771

the. coxmurtieatioii and/or notify a system

adm nistrator. In an adaptive r, .nessaging policy

conpl i ances system can generate content-based poI C S)

based upon liistorjcai usage of .content FlI G

adgupiBRieT 2AT FiemcHh e vty palTsHgtor PEDATEsE T 8# felated files
wiRER Q%ﬁ)ﬁi@% AQF B IBSSRMI N¥e %sh%&ﬁﬂﬁﬁyﬁ)hﬁﬁaﬁh@é}@ﬁm

-wier y a system Mnnstrator (i policy.
ROARTAEE @pcmfbvhaﬁwwﬁ@mswwmﬁ Wi tihfaiﬁé r>f @1@94 &maﬂs shown by

btég 20 f%t s 'ﬁ@n H}@%fm,sg %B%;? Eé?ofﬁ%&ﬁ%ﬁ@éy%im) rwuw.,s S8 rul{: for

|ohs cour engi rneeri ng
connnimmaihmeuﬁndﬁutmﬁ@atgimg ® thescwrc@s&ﬁcmze nt, I egal

? gPt ’g‘%‘ 1@*%5%@%{ ggpfopg 811&13 R%%%g@}gﬁﬁg %%et% g policy
coaPiphdéieRusk showal BIG. o exmiumesiy, a@ﬁdnﬁhﬁﬂm&ﬁfﬂ}ﬁﬂdk&c& new
Ci ated wtfe the %reated cl ass ftoat |g !?2% shhovvn
© %"ﬁi%@t"%%‘ B the PesRBIEPGEY. FERRHIG Syt He £ SioP
2dBNAGASHE IS deS § s@M daRagiibNd RIAALIYS éﬁﬁ&'% Be@tbv Qhssification
ceiv.d ol atiotlier system At step e operation

PraveRhETeD S0 s magrsaEB PPN RtRPnER I o EEngsates & Sot

oi‘l%ﬁ&‘a&‘thzttﬁfb &R RABUBICR IHORB o f NBlad i6h £EANGEAL r\a{a&%?&%% of
mat ches the characteristics associated the r

files, @% slkreriebly stap fdd s Ayempsiagng negcy %@?h:@wmyﬁém theﬂ ex amines
AU R0L 0 PLpEl T IRRRRRA L g?%é%"% R peebtase

poliky, uktma'g alﬂx@mag uogre mvith (mnasss@ éwaaei of relatal filgs tces:szd@m@nt

i e SRR P e PR et s 11 6 oy

. SUpRnkisngief podicy rcsh@tze@befsrybtem caAtm&tr efeskts, fhexamds as

shfw?gﬁag ﬁi’\%ﬁgﬁrg&{@{ %,?gz%%t 1&1?(;??8 ég&i&e%%mgmfunﬁ%&? 18

re@Sal. 175d dtstt 00, ﬂchMh&ﬁSoﬂh& %bmﬁnfnﬁhﬂhﬁﬂ; @nyeaito existing
exenplify tlhenw IaSS|ftI atlon ie policy
“‘%&)’ﬁﬁ&fﬂiﬁﬁﬁ & 18 Oaihs g%‘t‘i"é"i“-?i? ’F’g&’i‘ﬁr"égfm"e?ﬁ“' m&gﬂm

atddPOR kel e%ﬂeﬁtst&%sﬁ@ém&ﬁ t mghﬁ@h@&&&ﬁ cPSssHEaMA WY ihe
step 730, At step 740, the &sagf ai g-policy

extsgnpiclassiBentinps éaww@@%m 9694 e mssag@mﬁwmwgme

sy ng rxﬁ&&&%&m@%&am&% hatdh 1B BEH HhasSsl 1&%18@&%9@

exarrp an operational scenario
Lommmngongmp@m asybeing related to the existing classifications.

Where the messaging policy compliance system is tneble to discover a.
threshold match between. the content and the existing classifications, (he
cotiumucation is determined to contain no protected content as shown by step 944,
Communications which contain no protected content can be forwarded to the
recipient(s), as shown by step 950,

However, where the messaging poloy compliance system determines there is
a threshold match between the content of the communication and the existing
classifications, the communication is examined to deterinine if content-baséd policy i

satisfied, as shown by devision block 860, "Where the content-based policy is not

10
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conpliance systemis showmn i G At step 8 att. adraini
sftator provides a new classification to the nessaging

WE2@i0394290 p i ¢ system At p 820, :the adm ni BCT/EE2006/060771
provides a set f related files which correspond to the
.new classification provided at st p b . H e nessaging
policy conpliance systemthen generates a set of

characteristics that distj ngw sh t set of %ed .
sagsiieds T copapiejiondy aranadst gfroppede &1 0ﬂ1§§m§% kgl By the
sy SRR a8 n NGt JRERAG A BR dci¥erf QHRI RAG ? iS%skem, ahen

am e the access control rights of each of rel ated
mﬁum@scm@noss furardsd dehelosp oF orre AYstiiras eagogoted syith the intended
TL&E% allowi ng users with access to the set f

ed files to s n content wi shares disti gisi g
c c Ii‘IL: 31 idegicistantaiernetive o;&arhtesa,ai #comess 888 ngpdgo ppsy

i ance .syst ter far .ex .8, as
co Ry PR BB R R STe the bRke RS REe Frlpi e TR o
coftrpiSuib, is fece RN AL S35 DBA th$ cd&fﬁﬁﬂkﬂtﬁdcn Atnosinehz<d10,
the_content of the c?rmunl cation is Con&gr ed to

NERIUEH B BIVEEERS PSR RS CPRrhe e FORIBRISHHPR o @

mi?mﬂmilﬁﬂeﬂﬂopf ﬁm&:x@ DR E88 szaﬂ&ﬁ sedehak: a&l die @Sﬁ&ktﬁ ankch
el enent s of contpent -to sets of characteristics

maggwévfatoeidmnmq WEVEIEIP e50 BB EETREG Y- ohiext igsed BETetidi

ox i&oﬁQIt sthgﬁid br@géﬁ@xgiarég t&&%bﬁ%a&f?u%%h@ﬁ?ﬁa@)&ﬁkﬁrﬁan be
tnmes whether a threshold nmatch has Been nade to

wwem qdf tp apbi@ther Grrmet T eatsing aod Rrb Are rmesepbiipgoyse By

1 J:{?:fi z'%%oﬁ’éé:% Qﬂ y Qhé‘géﬂn&%%ttb aQHy BFIW&%? g}c!’t‘&oi R 889 hoice
conp ance S temis una scover a .

oi‘tfd qmresw chmperishn pattotdh & werely ¢ devgh Keiceribetinly in light ofthe

i fieations nyni.cation i =ter t
SRR PRt Baf ks SR kel i ase
m&EMahins ik 0tk ans cuhhoh c@m@bﬁ&cm motcpobDines be dh@entebd Volinio

8@@ {ibvvarded to the i-eci mn%% as sho ti by step

TRSQWFes TiFE Y RIAWCOIERSREPAY- - pol i cy conpl i ance

SY St RMaH8hE s 8, néeNRatidh Sunl: hecembrkie waAlighdet ween
the content of the communication a d the exi Stl ng

COFERPRGH BB fYaTEy of FSPEs NG S (OENERE PEPREon language.

F&%Q&hﬁiamyasm A @R PBERRITIAAS SIGRRhHE ¥orhSaristalib@hiRes woll not
_ shown ylsobl ck \Were the_content-based pol1 ¢ |s :

depst a ptas@ﬁmt@wmt@% wikaseche elasiifipagogibpbrencegtined gy
aa%ug%& Eauﬁ S6ud! Bske s BYad b %oﬁ;}ﬁ%@éﬁal@m&'@&ﬂ%dzﬁkn&?z@& ons,

e coat ent - based policy i s satisfied
wmmumcamms can be translated to & comimon comparison langnage.. it should be

understood that this disclosure is:not limited 1o a particilar cohmon compigison
language. Moreover, it should be uiderstood that the common.comparison languiage
iy not even be a practiced language, but may merely be a language that is created
by a user which has special-characteristios that aid in classification of the
communication. Further, the common comparison language in varions examples may
include a combination. of several different languages, such as where discrete coticepts
used in different languages. are not adequately described by-a single language.

In step Y86, the operational scenario 980 generates metadata related to the

communication. The metadata can distill the files futo identifying characteristics and.

i1
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communi cation is wa ded to. the one. or nore systens

associated with the intended re pierstO 5 FIG 11
waeleprose2an alternati ve operational scenari o eBCT/0S2006/060771

paxse communi cations prior to forwarding the nessage

to arecipient . At t 2 ai com puni catkfn S received.

At step 984, the conmunication. is or i d.

Nor mal i zat i on i vari.ous x pl C noI u ..converting
rofiHE SERRFHRT Y 18RgHa8R Wiorhaman hvkdie 11?%8%’%%‘0%”%?“%3%&@ e,

cofnnhiiBed¥n MifLES] M88s B MOk E1BAE K&y SBRIpld) e RATLMCGREER R
coul d be converted to another format & a text based
arﬁ«éwmqwrumxrawwawamiimllmgwﬁwi@vv% aip gder rodevaphht
C S f Qr I I,

SRR 02 A Als, B e By Do 0l inhlo L illbication
is bempaotd tq t»msitngjm‘z@cicﬁ@hwtﬂ n gie@lrmmtvanriwsduphon ewobistedorith
ﬁ?to <¥ ﬁ%a%xfcé%tﬁz {?e& %t?r? otk 9?’4 4 lttxchx%%seslagll %Qﬁ' Ce%mphcn})cmgcm
dermeiick wheght aaﬁﬁretmd ﬂrﬁmﬂal Hae beBStiaté- wedemifyahpadriunutiaxtion

utio  the. priar. ni cation ech
ity & Gttt MR R B SOHp AOTBER  any be

chosgRed:AVRkBakhg (@%@9 BokiiRufce SOMERES uikstRetd @bcover a

pr ot ocol tran&latl I n variaus exa les, 1 oimali

thigglicdd Fastedy eV een R &P%F&’ét FEAbR PHET L seS R GO | on
w}rrﬂ%ma&imrm%k&naﬁmha@ YRG! RERCRI COMRRNCRRRAM S 992.
a uag 0 For exanple, where a eomi micatiqgn is: in
Caprraksticetrpel F@ﬁmﬂé’@mﬁv@%@» contpy gp tbederverdedilo the
where the classification has
m’%&ﬁ%}é?’cﬁ‘t@l&%&y |’sh t gu g docui Bents. Thus, for
a nifevoenpiistre ﬁ’gmabs)sggagg, bl domplimpoe ssteng dnﬁcrmmm there is

s ﬁ"%ﬁﬁﬂéﬁa@* Fhhebihs' RRMTH SFepd Bl 0PT RN GRIRRLED"
classifiaaorisi ﬁﬂeh&ﬁuﬁ@x@%ﬁlz@tﬁﬁfm@bﬂa detorminge if wmmrébacd policy is.

sag?l}lﬁ%lg?f, %r 7 ve_ : 1?%’%6%5%.‘26 h@’h ﬁé éxﬁgg ‘%asg@ pohc} 18 not

saumsﬂcﬁi&:@duﬂn&ﬁ&ﬂf@ges q@#&m&tﬂy&r Y b&uﬁmhﬁﬁ@dﬁ@ﬁn delayed
that i s created b has_ sp

bYHPARRATRASOPES % b 88 4 N %gg??ﬁﬁe*a‘e? o satisied, the
coRQATHEIHORAE RfRwaFdd t@ e onoldd 80 s FRROIRNBELBARvIl MO UaGRIed.
in various ex& rpi & may include a conbiuatibn. of
regipigel@ di ent | anguages, such as he e discrete
cone s %1'% $64d n@@tﬁocﬁtdisc:i&c@ﬁ&%ma&@ pRQEnRd BnBlhyway of

describéd by a single |anguage.
example and are ndt meant to Hmit the scope of the mvention. Other variations of the-

systems and methods deseribed above will be apparent to those skifled in theart and

&s such are considéred to be within the scope of the invention. For example, 2 system

and method can be contigured fo handle mary different typés of communications,

such as legitimate messages or unwanted communications oy commmunications
vielative of a pre-sélected policy. As an illustration, a communication could include a
type of content as recognized by the system, and-a policy could include g corporate
communication policy, a messaging pelicy, a legislation or regulatery policy, oran

internationsl commynication poliey.
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nistept e operational scenario O generates netadata

related to the .aoii mu ioat o The netadata .cart
wale@wiosd42¢ he files into Meatifyiiig characteriBtT/US2006/060771

and. | lieanot blpf inss ti the cofnmm cation

w.itb airy of th .classifications. Fot p e, d

nitan& nde& te. iticlos, proiioiuis, and various

ot her. Kngai stie dev ces are (gg!%ig |rrel evant to
ol ashi ¥ CRPTRA oG FehiFaREe e {ﬂ © wwd B APerdeErg adtia

sySRRRGha bRk lifcloR8 RABTRURA 685G SisROTPRBIE Y tbQiving system
“existing roetadata tti gg r to determne a
1018) aslsl Mpsarinspolicsounpliage aistien dA0 euneashibeacrostedaria one
| _ , i
o8 BLAL AP ROy L1, PR Rl SR A0S
commmw:rl@ntm fhe zthmvmgrsmjmnd&ﬂﬂ oin e tashaing taézcb*enong)hamb

r el at ¢l assi n .
SV ;}%xx %&% zt}&% g’?{)) aglxgbx & f%} wg g%m;olmﬂt,g a;,ﬁta 2 altgﬁab\‘ ould
théobel 0;3%&1& to ﬁrwaxtdhhe ﬁﬁ@éa@e natleredebting eystdrh 116 1€ oidtnctwark(s).

t.he [ n ssific 0 the mruni cat i on
i iad Bt e BRtadores 030 cod Bt a Shael insdpipg bet
o8 1801392 wirCRsk Netvoatd RIRE! Hh4 ﬁéhn@ﬁﬁl; Rty A0 ﬁét%eet ed
content a be forwarded lo the r ﬁ% - as, shown step

metyepeHtmRRR AT YO cFBDEIHE THE Y G%Ptn&yo%ﬁhﬁt% nce
syst @ﬁ}ﬁt‘fd SEMLH ﬁéiﬁ,& Bk Sribfating SRuEX 1660 AGi/or mcmvmg system
classifications, tli(c) €a mnration is exa ied.
103 8tcen frichulieiah cleshipaintmiyhaererporios plien. ankpient @assaa@awéwm
anﬁ CX‘ Sl6g! é#&@c Bl; 8%’(&@1&3’( %fb? &l ?‘9 Qm@m andli dARhd, g%u Res.
sati m ni cat o I's- quar aat | opj
*uedfnr ond/ot ﬁemmaééc mzoﬁdkzeplm@cdét FaPa dertygr andier dipst. @%’gvez“fvxi
oA ot OV RETS LR, SRR CAREA AR, Berlo, prongipany
othxr exbitieg sytstoemraaammatabmbwmthi st h e [ nt ended
reci pi ent SYSt e scl osed here
ar e & I\Sﬁr &HMBB efsr”glswi}? o“f'(}‘be E“la”ﬁémgmﬁo‘ff SURE 3{18 mdh@ds
dibdi@8ell HeRh, Site Jystch dnivabedmaydoRipIMALHBl bARGiGhs tyhes of

systens and net hods descri bed ve will b_e apparent
wer@utqﬁag@ﬁg%wewcf 1 3p T FARPIGRP @ nbipenpt BSHEr kT od

erlv@onREntd BBLATHRLSEORFION 13 abve AlbARy 2 fRks AXBRRKEe within
syst em and net hod can be configured o handle, raat |a/
wigich theydigglesed ypigms and methods may be used (e.g., ag shown at 1100 in FIG,

8}, Thearchitecture in this example includes a corporation”s Iocal network 1190 dnd
1 variety of computer systems residing within the local network 1199. These sy stems
can include application servers 1120 such as Web servers and e-mail servers, user
workstations running local clishts 1130 sueh as e-mail readersand Web browsers, and
dati storage devices 1116 stich as databases and network connected disks. These
systerns communicate with each other via a loval communication network such as
Ethernet 1150, Firewall system 1140 resides between the Iocal communication
notwork and Internet 1360, Connected to the Internet 1160 are a host of external
servers 1170 and external clents 1180, It should be understood that the present

disclosure can any variety of network, including, but not lmited to an intranet,
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such as egitknate ni essages or unwanted

cont Huni eati ons ot Communi cations violative.of a
w@e@ssd4ext ed policy. As an illustration, a  PCT/US2006/060771

comuni cation could include a type of content as

recogni zed by the system and policy could include

corporate comiirication policy, a messaging policy,

| egi sl ation or regul at %g y. palicy, an internatj

WiRdemeHr it wile I EY s.Aeca ﬁr%%?xgs&ndgombmdtmng %xerwl
m@ # Pa%ﬁﬂét‘é‘ p&ﬁiﬁu&%{@n BawtsdomPoka@y. d-m Wi th syst errs

S 08 n an originating system 10f)O a re i

y t llmbehmta H3feer aglenyarpdichizan SoTRY iaﬂ)c@ds?}i@{ceirﬂaasom age
i ,r.ggl%ﬁeﬁé lf(?(%i 8%%&%%@011 xﬁwgfke E‘?{%ﬁ%&l %gbf({){@ i %80 c«ﬁ?ac%@&‘é&t& 14l

ar | can
applhemisniseateisoli 70 ot ’tﬂne Imfemi ﬂﬁﬁg Is yst‘mmsls@%w& wilecal sdrwer 1120

o TESET0408 RS LY EOREANSE SRR PH ALl cvera

cliemiul IRotdren copersdbireert 11 7D otowred at:d‘lses n‘e:sbagieeet@rti ih2n,
recej vin stem 10,10 vi al.nt wor ,
R TRy 5 B aPPeT v Teub et SIS Heprer

'ﬂcWihr&ch Mm ;tsezqwomww@ aefaneimenkygel ocal area

net wor area .-networks. 1O OTs)rpo.iitan area
net \A%Pk%éméé%é? Hpdosedierip iy by lpgrie] waveheaerisygser on

{mﬁ I&? ':ﬁ{gc 1505 RENRLA (éo i ﬁf)&éﬁ b fiddfign S¥SENd@0as Bthemnet

/or receiving system 1010 can include an electronic

1 1ﬁﬁ |and Sanicadly intwiposed otitvern thedhowald syitem Abdbanyl e e yapers

1 I§9 d(9 1 Gleb f fﬁ%ﬁ&iﬁﬁﬁ r@ﬂxﬁéd LA RLRELoR ;18&9 Ins Qz%(@:'rag&né o

Server and server and I ent
enferloe ldar aﬁsﬂem ppmnwmah(?ﬂf Ptwedt herghamdfiowad) sysim 1180 are
exl .o nsfer protocol (HTTP) s r and/or i nt
m%%g%g 5 |%b§ thereof, anong :tany other existing
n et vﬁmstem: priuriuidibd wied ’ap) hﬁxtd)c: n:las} diffistdieypesd Whmi afd its

X’&Hf,gicq scog@ﬁ%d ﬁt%?%l g:?% trgyﬁ 11%@{%0% g"”f}g’g‘d Baémemmb
i HIPine BT R dn® ROPY AT @b Sroty @@ cfdr, REPRUVEN, to standards for
archi'tectures, s as for exanple on.different types o

CORPRHBFREY OBl IS TEREPRtT coneTigTs PR TR SPIYeT-phent: cw*@mfswm

rnﬂ%' 16 Esmﬁl SREMSEs, TRERTFoREERI 'ai@&kﬁfb& rw‘ﬁkétf\le ; iﬁl ﬁa‘r&ﬁxlar
di SC Osea Sy st ens unci

R}"és qgﬁesawsfa&m fi’GBﬂ@ﬁ\) Prapuigpted Wéh%}?i:“i‘? ét“é’éft‘-u F@&wcfnﬁﬂ%mk
Pl W@;k@mw 8RB PSRRI 1 821, Iaﬁ@knmmt%t&clﬁ AQicffined

vari ety of conputer systens residing wth |'ocal
in RO 1190. These systens can include application

51 g8 thd 2 P50 Ao ERrRREAEE 21 RO eI TRYE o ARVULThe fietd

of e-mail leading to the development of futther standards inclnding ephancements or’

additional protocols. For instance, various enthancements have evolved to the SMTP
stahdards leading to the evolution of exténdeit SMTP. Examples of extensions may be
seen in'(1) RFC 1869 that defines a framework for extending the SMTP service by
defining a means whereby a server SMIP can inform a.client SMTP as to the service
extensions it supporis andin (2} RFC 1891 that detines an extension to the SMTP
service, which allows an SMTP client to specify (a) that delivery status notifications

{DEN5s) should be generated under certain conditions, (b} whether sueh notifications

14
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5 workstations running local clients 1.130 such as.
e-mai|l readers d Web brows s m. data storage evic s;l
wo 2000/054e2$ as dat abases and networ k. connect edPdi/BR®06/060771
These systens communi cate with each other via a |ocal
conr oani cafi oa network suc as Etfienmet 1150. Firewall
system 114Qx esi des between the | ocal comrunication
network and tep %}Hafli Connected to the |nternet 1160
Sheel TR U COTIeRiE SiaReeso PUSHS s fonakiaiaRpEphap be
remble@RSn 4 BAQY, tharshIONt %:bs%n&k@qg&ﬁiagﬁdbitbttﬁé ¥ EE% nﬁ'%?ﬁ}‘? %hmh
di'sclostire can any variety of networ I ncl adi ng, but
the DEN fewigsued., it thatransapioeinavbish Hreotignonesshgspaaaient
- nety r
- N AR AL TR OOL A LPOS L BRIAE ulecnBE APl B3 o
supdc8 0 momcdiessced panmcammdmt\smn\ﬁemﬂkeﬁﬁrsamﬂ cSibaik Sthisl atc&ocol

= B PEPRE AT ERBL 1760 Can access oxternal appli cati on

\?\ﬁ r edhsr sflarﬂzﬁlcizu‘waxa>d ‘th&fiatziigﬁisl&eé azlid &@?kw tibed it ?ﬁ-\:ﬁgffﬁl\s These
ere a | ocal server or a |.0Ca ent Y Ty
COPERIHITASOHN JReERERISIG Inpindey byt age natdigided i, ’?ﬂar@\mgir £Valy) and
In@¥OVIRRkeiah] SRP s dsed npxp BleBhbieS Mm&x@w% &fl:z&inuas for
requires /access t a |ocal .server t oicC

mggmng e deibensof voiee wipropen aae rslia%inmw ffreﬁecgl @)y dpstant
g o K
gge&éxh atd @?s ¢ %&ﬁﬁmgcamg Jya{ge 951%118*'%“@1' ggtﬁgs sRBYS & i fn g{mt
et TR o mwp gt Balivery ehnamenivitions (o sapveraitionsria rcammﬁ-
s er K
Vr?ﬁfm é}r}ﬁ‘{ gtgagtgg %%gﬁngs%ﬁymbn?g%ggg%idb& ezﬁ%lia 58 data
sxqmixrmﬁyedsyssn@mmz{e garhnztat hes nbiveak, wek:\aamsmm@& Mract,
Lon-r ted electronic . f g
b PR P e BAPEE S, PR BB S8TF sompmopiation
wittoead oraacmulatoabiotiag detiony K Hattxoug bndihend darawalylor all ofthe

.System 114ttt are routed to the system 1100. System Q

d"lf%‘ﬁi"g"“ﬁé% q'b*?ﬁé’:??'ﬂ R PEEIERt types of e-nmai |
and Ad&tvativeiptholis Pidéeealstckiticdaetlih 886 YeGfnpRoni@itdd on
traussai ssiori, .delivery and processing |ncl||d|r|g

manyEpiianat PReset PorrsEae Srﬁ%‘&ﬁ @v%\ﬂéwqcé@mwwrw%
insthRRGA W5t zfr@ %ﬁ&%ﬁﬁﬂ@ﬂr}?&{d B9n&3I R FE S PROGTHREE R am

servers m br server-@ierit cororiUtiication
inftaicHeINEY. m@luém spuies sady ebiccmnds emprlino eusles ongry other stored

da%?c‘g&% gﬁ\/r?i%% b @T{&@ i éfgé%b o §ostdn Bﬁ%&mﬁ%eﬁi@@{@m

, hEar net ngi neerin
hegtig ) The SMIP pr ot ocol is defined in RFC 1221 wd

the "1%1%%@5191 e hethS a8 %ot (e.g., associations, ma;gpiﬁgs,.a’tc;)‘ may be

stored and implémented in ohe or miore different types of computer-implemented

ways, such as different types of storage devices and programming constructs {e.g.,
data stores, RAM, ROM, Flashmemory, {lat files, dajabases, programming dats
structures, programming variables, IF-THEN (or siznilar type) statement constructs,
ete.). Itisnoted that data structures describe formats for use in organizing and storing
datain databases, programs, memory, ar othet compuiter-readable media for use by a

COMpPULeT programn.
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in C 1939. Since tlie inception of these standards,
vari ous needs have evolved in the field of e-m|
wo e@diopgy28 0 tlie-.devel opment of further stande€T®ES2006/060771
inckiding eiiliaiicenments or d itio a protocols. For
iti t r cb, VEu o erihanoenenls h v evolved t o tli
SMI' standards | eading to the evol ution of extended
SMIP. Exanpl es_of extenS|ons may. be seen_in

1seghe»haﬁtmaef%e§ﬂﬁ> smé%«mwred%?n Py ﬁ*&mgnww
eoglﬁlméi ?&Mm%&i@hﬁﬁtd@qé&%ﬂﬁt%ﬁﬁ @twm@aw»mr(a@w%mfz

brma.c ent MIF as*to 't he- serV|ceextenS|ons
dishapp AN, Badh rélﬂmeﬁf:@vmgtcn shhkdriiegeies thirt L@W@h@pi@wimb

fm &% u?ﬁ’]g cu?&% X# %%?mc‘i@%? tﬂo fy‘éyjé %h@nneﬁ%\ﬂzp ﬁéﬂaﬁ&% é\%ﬁsn plement

notiilca

‘thc&yatﬁﬁsdicbmmrhmmw u der certain conditions,

t
i SoEpelf PPt BoedPRap et BcPots it %9% ﬁ“ cfts
du@%ﬂ»ﬁ tBain x@ki sl diofl denoiiryeibobleathethie s cpﬁc,m

h the DSN issued, and fhe transgction
g B e dotegeep s S TRk et 1 o AOAERY R
,m%Pt;MsQEr%Qﬁbdd?@%a@H@iﬁ{;ﬁQm@z&e@k“&r%c&x&ble\/& 4 @LRER3chatt oBcode,

supports nore- advanced interactions t e e- T |
or §ap vl warg danciop switot cpsly, 91 BY #t SluEpt %mor@vs@ﬁ feeEepted
ps 06045 8 dppfRIT ﬁ'a%wa&l LS haol 38Ry Ak §n&11§0(ybéjcf
{iséd er natworks. These conmuni catron mi smind nf
wbwum peéerwthrmvmrpe a‘hc s ik sempregnty gudsiofupyticnglity mﬁw be
n . & l o
o5y YO ot R Wl e RED Rl o o
43110&10101{&1&{;& nf or mati on u5| ng the I nternet Protocol (IP)-

|I 235?3 3}{8?‘5 31 &%?{{W X5 \%8(0 Q}Sigxc?l rl{gg]mlx ?]xg{e,m %ﬁd throughout

theEsBaghRgoleeyileendahity dfehvens sad he idtdaandurbbretrence
oi jvmatj ss) realtime. | t,is furth, ot ed. .t hat .
R pEE oIkl TR N oh red h The BGeEDu Béren
and S8 akifone QeQ¥aiths\that BRGWOHE SckSing of “ind G@é]u@d‘ee‘am” and “on”
network, wi de area, network, Lnternet,

ungse the %Wﬁﬁféfé}éiiﬁgiﬁcm%@s%}n}aélyn@t Hisr R St eé%eépn;?tb‘w herein

anﬁ@ihﬂﬁéﬁ&@%c@lém&é’ t&h‘ iﬁiim@ [hE BBt ad 85 BHn@C @88 HAE include both
devi ces. nats eito. carry n_or all of the
theteqranmotige @n@, é@ﬁmﬁevem mAnbe predvnigedrabgedbly wrlgsgihgcontext
Gl%?lx'cﬁ&atcégﬂhﬁw@% hraSBtRedE a0 dﬁ%ﬁ?%@ %e@@%ﬁ&xb&%@rtumm
nted on ay erent 'p es of
wigjrOaly she qbgmdetwmesarm}g/mmgmiam code conpri sing
program
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O instructions tliat are. x ¢ tabl b y one or or
processors, "Flie i programinstructions may jrjchxie
W@ o os94e0de, object co raacMne code, or any OPEIEUS2006/060771
stored data ttnt is operable to cause a processing
systemto pefiormetl od described r i The systens'
arki net hods' dataCe-g., associations, mappings, etc;)
may b e 5 stored and inplenented in one r-riiore d re
t types of -conputer-inpitanented wys such s
whhifié gepmdd ikyp s of storage devices aad prg imruug
constructs (e.g, > data stores, RAM ROM Fl ash nor
fI at fi s databases, programm ng data structures,
- PrOeRHHE fﬂ}gtaﬁ@zrlﬁcﬁlmlﬁv‘ﬁ onL Bor Eﬂ%\'d&t@ Irocshitkd @ fiTka4P e)
st atenment constructs, agi) Is noted that data
coppryretatpashased éﬁ@tb@mwm mimms@mph@h@ WPRIagid
St ord pﬁmg adc% ubﬁ&n% Q&f?z?ced bt opﬁle@tﬂ?t‘?{,mqﬁtcmm«”
&r o1 ead: ‘or use a conp
s,cmr@ljr a@smmmmf &md:ct giaicgodeniyay bueg yasawx jatistirigh onie of 2
g es of omr-rea abl r dia including o
Pi%?p%tag})g‘[ &rsnrsl‘é'%“%lgs’rrs ( . CD-ROM diskette, .RAM
f | agbed ehigosy, ofdheputidemitisyihacbadriergics etith jespdeato the
; ?taln instructions for s in execution by a
‘“‘“ﬁ '5¢E8%or to performthe ethods operations and i p nt
t he Bygdin e destitddeatidbes 8idy: chiheteaipuiaheeo fponetissed
sof twar e, podul es, functions aad data structures
“pa’ééi?f‘r'i%‘éﬁgﬁgrei nr ay b coted. directly or indirectly

to %@&'ﬂvzﬁ& Belie kpdi Bl ﬁ@a@bﬂxm chhRnf ewidd & dtRededwith
hei r op era}tnlons i s also ot that software

the %Pf %l’é‘t"r’lbﬁ@méﬁ‘r’i% %ﬂ%«“&é’&% b i npi enaented for

ex a%ﬂcﬁ?{;ﬁ {185l & Hg;%@x%r kvl a%ﬂﬁnmﬂtafﬁ%fﬁl{‘ﬁﬁﬁé

ction. unit oi or as aft object (as i1 .
wmgpem.;u@mpmt e agmﬂgmmmugtgma@fgbp penttent@mdiop feagt tne of
th&% 1 nﬂm§ﬁ{eq%‘3language or as anot her type of
ut er i rmavare. The software conponents

and/ or functl onal ity a b located on single device or

, dist | but ,QSS devi ¢ n

the o%ﬁip I%zm igﬁ«ulll iﬁt ere% c,f?g' tggg {)]%: (&g&l‘f&ﬁg
eliﬁﬂaetcdmrmmim wih dangt dhil i&u giﬁgmwﬂatbddiy&tmmnhgtthc ocntmt

I i eludes

Ofﬁ}?‘[ﬁ‘%\P{ ?%’19 g‘?’éﬁﬁ%e chgnsac{%zégz%wp&gﬂ@netg? F";iFsdl ctates

ot herwi se. Also, as used in the description herein

3. The method of claim 2, wheréin the examination of the files includes af least
one of a fingerprinting dnalysis, a cluster analysis, a contextual analysis, and s

adaptive lexical analysis,

4, Themethod of claim 1, wherein the rule is generated according to access
coritrol rights associated with af least one of the sender or the secipient, wherein the
aceess control rights are derived from gocess control rights sssociated with the set-of

files.

[
~¥



and throughout e clainms- that foliovv, the tneanitig

of % ittcliudes "in" and "on" unless the context
w@I®asd4ys di ctates o.the e. Hn.aliy as sed i n PEEUS2006/060771

description herein and throughput the clains that

follow, ,the.nmeanings of a d s a d r include both the

conjunctive and di | c iv id may beused

i nt erchangeably unl ess the context | iarly di ct ates

othermnse the. phrase "exclusive or" may be used to

I n dl Qﬂfbﬁci&bﬁ ﬂ&ﬂhﬁzﬁl i VWMrExnanb yu}t Eseé&bﬁitwl%ed/epmmﬂmg

WBB‘éir ra%h% i’ﬁ"a%‘ﬁd ana EBH°%?‘§* ‘Ea*%“a“ﬁ’rﬁb%%"s@b F%"R‘Bntf w*if%*}t
coﬁ&lﬂ&ia}h 'a%oﬁnﬂﬁﬁ&a@mﬁ%ﬁg&@ﬂ‘h@ REnBABRG RN iR, commumication, or
onpl i ance, - conprising; defining a classification to

bﬁﬁ@“&%&@éﬂﬁ%%ﬂ with a set f |les the-dassification
general ly classifying content of fee set of docunents
as being associated i th ale of a plurality f business
6.act i Rth metégd pédemw Prighearcweccss contrlpights dryipryided to groups-of
oG BB M B SRRt P PR R B e
has been derlved based i spon.the set of files; r c i i

7. as s oM Bt Y PR Lobm b s bR ey PRg

Charraaﬁ%t,&tdoﬁmumrbﬁ it hneofgzbenﬁeﬁquﬁ whet her to
forward conmuni i ncl udi ng con a recjpient

bas StFUpBiE et Pf% *f»*&f&i‘* 5 agfocaty 86 t”é‘ni"“‘é‘i‘?&‘“étm““
| easforfREngtnd ctaﬁuhegwkﬁm uim%ﬁ‘i@uig*@aﬁ&ﬁ@l@ﬁm e}m Messct of

od of claimt wherein tlie recei ved set. of

knp@aridemifyng chuarigeriey e ddeedy &§§§f68méfle&‘bﬁ¥wqﬂlfpé"’s et
&Agu§k§$@ﬁgm;&HQMuﬁwﬂghnlng the co tetat of the set of
or

tri ering characteristics inc d dia the
fil epplingt nﬂe mbﬁ@@dcmﬁtﬂha idetcpmigted ebispificiigon, the rule

spu;fx? 2%%{&%)(&11&{ £ c%mmfca&bili ei?mh@ %!: &‘(ﬂ%%r@etd i{, %@%&u&ﬂ% rgx;}pz%nt

cont ext ual . anaIyS|s and an adapti ve IeX|caI anaIyS|s

4. The ein ne aj ed
8. qecoiMynedobeief d Db SR by Sl of rSelEE
colreagticoicabatdinmaengghicationfofeha@bd. pte t |, wherein the

9. The methed of elaim 7, further comprising the step of forwarding the
communication responsive to the communicationfiot being associated with any

known identifying chavacteristics,

10.  Themethod of claim 7, further comprising the step of automatically
generating a rale responsive to Tearning communications patterns associated with,
groups of users and based on types of content being distributed dmong the groups of

Users.
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access control rights are derived fromce control
rights associated with the set of files..5- The h d of
W@ b@os28 wherein. the rule i s generated baseRCT/PSIV06/060771
access control rights associated wit at |east onv of
the sender or the recipient content contained Ja
comnuiicatiofl,. usage of the content contained i
a- eom awxiication, p conbinations thereof. 6. The
met hod of claim 5, wer i access contruLrights r
11 pr oThd egtiical @ daips?, dlirthig cospbsieichiysandeivennst thbe
recipient_are included in ﬁﬁlle_elast one group of users.
CORMURIRARHR PINGE YBPD EPRFTHIPE P IRE " onpri sing the steps
of : receiving a conmunication .froma originating
_system extracting identifying characteristics R
12a5s dbr Mt daiph bl ipr cPMBHYnE SR BT S a7 pHEgnator of the
b QLS tol of kg, LReheld Sk S ddh he
e e R S R A T
determ ned <?l assification. to e associated with the
13¢0 %Q'ﬁ?@%d&f)ﬁ?f c1ARP I]Ly lotfrdln ﬁ&él cﬁﬁ;{ﬁ%%@ ﬁz'a@kto%g: 13\1“:;%/\0%11%'%
detetmined classi cdtion, tiienme specifylng ether e
comonpiarhivaii & gmrastie Hhlchaldgrmpthdednaniitaionnteenedily

Jsecipient. 8. . The method, of claim.. .fu.th conpfisi
rep g g BB e eRp et el g s
froapanadnrappuaatd drwald heeonuhdicalion Theohbdlefenclyating he

rfher coi-nprising tlie step of forwarding t ¢ .. .
ORI B IO PE B BRSO R rTRAT: Gerabigations
thek@ing associ ated with any known identifynyg
“characteristics, !'Q The nethod of claim7, further

conprising the st of automatically generating a rale

responsive to | mt g conmunications patterns

associated witli.. groups of users and based on types
130 | Tanmderhef ¢iaing ¥ fugher conpbistnscogiertips asprgaeraition from
ongls phpgior AR Bnel ShihC o b PEHBESCR ARG Frclye
iddngiéying blienradt@risiive frometheodmmiungdagiom 11 furt her

conprising notifying an originator of t .cnmm mication.

r sponsi to delivery f the conmunication being
15del aypechnethod of claim 7, forther comprising wanslating a file or communication

into a common language of format prior 1o exiracting identifying charaeteristics or

generating the known identifying characteristics.

16.  Themethed of claim 15, whersin the translating step oreates metadata fo be:

vsed in exiracting identitying characieristios,

17.  Themethod of clatm 7, further comprising the steps oft
observing communication traffic;
identifying one or znore patterns exhibiied by observed commurication traffic;

generating 2 rule based upon the identified one or more patterns,
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13., The. nmethod of claim 12 where the- delay is. at
| east one of -storing the effp nimcatumlB a

wae e asdee fol der, dropping the conm m cati onPCT/US2006/060771
tenporarily rejecting the- eo ica ioi stori&g the co
nication ti proval is. civ d froman admnistrator to
forward e communi cation, automatically encrypting the
comuni cation, notifying an adm nistrator, t fyg.a
reci pient, or conbinations tliereof. .1 4. The nethod

180 glh@nfBiiod offdidifd 17, SheRafp &bﬁﬁm@x@ﬁﬁﬂ @Jlt&ﬁ@gut&d& of one or
cornayni cafion ironi one of plurali mat ched.

i orpatBed oo PalRr FSBH fodt HAFIRE S e g er gLy
mL&@J‘ kiofr& ﬂﬂh %B&roagxt x§ &é&h‘c@%cfrﬁ %&Bﬁnﬁﬂﬁw %ﬁ\%ﬂ e

claim7, fur-her conprisip
wmmmrx@tataiubmamﬁ% s el = T gélﬁ’é*fﬁefiow?ﬂéw BrpEed,

.orE&nSAE%i&%tih&gﬁ denti fyl ng _cha!r aot _erl stics or

iow i identifying ieharacteristics.
6.. The rrethod of ciam 15 wherein th -transl ating

st ep.create t.adat
TG IC e f A95 RSSO e o o
meﬁaﬁaﬁﬁem Gy Lgtﬁr’l@w hc&hﬁpkﬁbﬁlma&sﬁmg/hng financigl mu«,

M cmi ca n
inf oo oty BTt faed bR Pl S v
nog@ﬁgﬁ,ggd}wﬂ*{hulfﬂg@ased upon the Identified one or nore
patterns. 18. The method of .claim 17, wierein a

communi cation falling outsi de of one or nore

?G' deﬁthkeﬁz'm%ci giafidiCl Hﬁﬁ&&h%&ﬁm&%ﬁﬁﬁ@uﬂd@E;&mﬁcs the rule by
-dropped, tenporarily rejected, stored |rt|I

&claffpm%insmﬁqaé@% b P ilps FPTOTPDHEHIGH o RGN, SEISCHRE RaFe Flisers
W}& a'}?: ?&n&&ud’w seﬁéﬂ L Rid.62 Ié‘vsi?i%&t‘ié’sp&fe@eg,%nﬁ Rl RIY ol of

a sender 1s notif 0 conbi'nati ons
‘umtt h ssﬁwecafkt*; pEGiticiHe recaet ﬁl@@}e?@ﬂeé r:@imﬁqatwmrﬁ éilgp. t he
defined classifications -are -at | east one of:
managenent files, legal fibs, technical files,
21mar kié)k.inmghcfd dfadaicf | nelnceialthd sthpsof selbiagatisenof users

cop R gBeN o R ety Rt et B8 ST TH0 b g

sﬂ@bﬁ@ﬁﬂla&mﬁmﬁ@im}& y temadntiiistrat r specifies i ra
by selecting a classification of files for application
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22, A contént-based policy complance:systers configured to filter messages based
upon content and at least one of senders or recipients Associated with the messages,
the system comprising:

& messaging content classifier confignred to réceive amessage and classify {he
Tnessage as associated with at least one of a plurality of content classifications based
upon the content of the message and upon konown identifying characteristics of the
plurality of content classifications;

2 messaging filter configured to recetve the at least one content classification

from the messaging content classiffer and to-apply & rule to the message based vpon
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who are permtted to send the selected classification
of files, and selecting a .class of rs who e permtted
wo o0o7esEeye the sel ected classification of filBsT/U$2006/060771
The nmethod of elaim 1, wherein the steps of selecting
a class of users conprises selecting in-dividual osers
who have perm ssion to s or receive the selected
irfassificalion of files, 22. A conteiit~l-?ased
policy conp ce:syste configured to .filter nessages
thel@ SR dieionfAntieniiiands atd ipaskt 16 g@o@é oeagdbsoQeeibiont of
sociated wi th the nessages, h system
th"éB‘i’Fﬁ‘r‘&%?ﬁ‘g a messagi ng content -classifier configured
to &&ﬁ%wgg R}gf@&ﬁ:@%ﬁm@rig uehans hzta/mtsi&soc%s;&ag@@é output from
associ ate ' east one of a phifality of content
ﬁlkdn%ﬁ&&m‘f%s based vipon fbe cotet of t nessage i p
known identi fying characteristics of the plurality of
content dassificatipHSi . messaging filter configured
23 t o flbe eywan t:)h eiaem 2P eabtreoribe puntignts @intess Pbdaen io durther
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clabd @Mthe bh@alff?%ﬁ&git@g cldekifit&forns. 23. The system claim 22,
wherein thc n e sagin content s fbr is rurtheir eoT
fgured to receive a plurality of files associated with
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The system of claim3 further conprising a r i nterface

neCONEL QU ( V, l. fo fe. N

25 g Do L P P Pt B M b ballls NER chifared o

all@af: afuser te spardfiophs il thdnwba@mgmmr Messagi ng cont ent
classifier. 25, The.system of claim 24 wherein the
user interface is further configured to allow a user

26.- t OThpeRiidy of dﬂa&ﬁ “B,Qﬁhérhﬁa m&ﬁagsipngfi welhicdy clas@és offihdividuals
syst em.of dai peci f

are djeraidied 19 Pez}drfmd\ﬂf%%ﬁ zgspwﬁ%eg wnte:n? g!ass 285001 Qéeml;t%%e rule.

27.  The system of claim 26, wherein the messaging content classifier iv configored
to, use one or mere of the following identification techniques to identify
commonulities between the plurality of files as well as to classify mesdages with one
of the plarafity of classes; a fingerprinting analysis, 4 cluster analysis, o contextual

analysis, and an adaptive lexical analysis.

28, The system of claim 22, wherein the forwarding logic iv operable to forward
the message {0 a recipient, quatanting the message, drop the message, ot encrypt the

message befiore forwarding the inessage to a recipient.
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cl ass associated with the rule. 27, The y of clair 26,
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one or noxe o th folQwv g identification to identify

com oiialities. between the plurality of files as

well as to classify nessages with one of the plurality

of classes: a fingerpnntlng analysis, a cluster

.analysis contextual a al sis and an adaptive | exical

anal Is 28, The systemof claim2 2 wherein the

fory ardlag {C.,LS e to forward the.. nessage .
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content;
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