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COVPUTER PROGRAMS AND COVPUTER PROGRAM PRODUCTS FOR SETTI NG UP

COVVUNI CATOGbIFdolds® OF | NVENTI ON The i nvention rel ates POTAESELOFIG UP
conmmuni cation 5 between a nerchant devi,ce and a custoner paynent
application in a secure el enent being adapted to be conprised in a nobile
communi cation term nal. BACKGROUND I n several nobile comunication

standards, such as GSM 10 and UMIS, every nobil e conmunication termnal is
in contact WERH@DS pPERVERd, MERCHANT BEV{EE¢r COMPUTHRNPROGRAMEURND (S| M)

card or 2 unjygb5akei DLECERRCHRChACHE! rGR" SirtthC e EfANRERTSARCS

provi de an eXxeécution envrr 'S hore secure e general 15
execution environnment of the nobile comunication termnal itself. In fact,
equi val ent g;aﬁfké, om1been devel oped to al |l ow secure execution
envi ronmen nﬁﬁ?’ inserted in a nobile conmmunication term nal or

even in e ddelqlvrre rc%{l etlahc m)cbl | esceqcrgrunnl cuatlcoon 2u0 ltqeabimcg}%al Such
envi ronnent’s can UNCtion “as sécure e S. oba atrorm see

htt://wsw. gieab@em aat nrererg alevike tdne Hfcdddomy Fayirirse pat ent
application, provides standards and structures for secure el ements and 25
appl i cati or‘?dORiriqaﬁelOsTeé{Pr@ aasif @lesmrr @@I@r@fﬁ@t@q dw k% one or nore

appllcatlo% %1%%& Iln%qn\}] %%érﬁrﬁu car E—H[I oar payment. For

exanpl e, a person can avé a appli I'on and a MasterCard
credit card application installed at the sane tlrre The WO

2012/00285%&&;&5&%3&9/050745

In several mobile communication standards, such as GSM

10 and UMTS, every mobile communication terminal is in
contact with a smart card, such as a subscriber identity
module (SIM) card or a universal integrated circuit
cards (UICC). The smart cards provide an execution
environment which is more secure than the general

15 execution environment of the mobile communication
terminal itself. In fact, equivalent structures have now
been developed to allow secure execution environments in
memory cards inserted in a mobile communication terminal
or even in embedded memory in the mobile communication

20 terminal. Such environments can thus function as secure

elements.

GlobalPlatform, see hitps://www.globalplatform.org at the

time of filing of this patent application, provides
standards and structures for secure elements and

25 applications on the secure elements. Secure elements
allow for one or more applications to be installed, such
as applications for payment. For example, a person can
have a VISA debit card application and a MasterCard

credit card application installed at the same time. The



2 user can then effect paynent e.g. using a protocol called

Eur opay- Mast ercard-Vi sa (EMV) protocol, using near field comunication
(NFCO) wi tWwoaoremesse and optionally using the user interfatseedionhessobile 5
communi cation termnal. The use of Neary Field Communications (NFC) capable
nobi | e phones enabl es contactl ess paynents at a Point-of-Sale (PoS) device
e.g. using the EMW protocol between the card application in the secure

el enent and the point-of-sale termnal. 10 However, there is no structure
in the pridSed cadl PR EhirctuRayMRy & iFy UHORR RIIRSLDH t he merchant

wi th which I ORy i q%_rg it . ]S . ppssible that
a fraudul erﬁaﬁ%ﬁ%%ﬁ%ﬁégﬁ&fs}ﬁ :)J{O{:I \)(-Jj’fgsal Mtl or#&locr?lt’hedszlec re el enents
or even pemrfeammflie Ifd audulvanitc atriams aatF@N i tHMVARG Y ahjdect of the
invention is to enable prevention of unauthorised access to a custoner

payment apfRC&RN Yot e dilte YeMte P ok & diftfy 1P % i rst aspect of
the | nvent i@ dot REPSERAhA SAH 1db S5 Yila Al ANged o set up

comuni cati on between a rchant device and a custonmer paynent application.
The securi tQomremieratciany | (38%) aapsddies erokdrreaangethd amsdeliae a first

message froma 25 nerchant device, the first_nessage conprising a custoner
[ dont 1 11 er CORFASHIaS BT Y o Q11754 HeP TS (B Py ment

applicati Ofé.?‘.d u iSRE WH MOk IR0 1 e tiRIGD &te daMiE &pt A&IEIdH ner
arranged to determne, using the security token, whether the nerchant
device is 30 dchmaxsuar: Blanagcharsl privyimern tofo fi+se lou steameirn glay nent
10 However, there is no structure in the prior art allowing
the user to verify the authority of the merchant with
which the transaction is occurring. Consequently, it is
possible that a fraudulent merchant could get hold of
information on the secure elements or even perform

15 fraudulent transactions.
SUMMARY

An object of the invention is to enable prevention of
unauthorised access to a customer payment application on

a secure element.

20 According to a first aspect of the invention, it is
presented a security server arranged to set up
communication between a merchant device and a customer
payment application. The security server comprises: a
receiver arranged to receive a first message from a

25 merchant device, the first message comprising a customer
identifier, an application identifier indicating the
customer payment application and a security token for
the merchant device; a determiner arranged to determine,
using the security token, whether the merchant device is

30 authorised by a scheme provider of the customer payment



WO 2012/ 002852PCT/ SE2010/ 050745 3 application; a transmtter arranged to
send, only when the nerchant device is determ ned to be authorised by the
schene prwoi2deyoo2gs2second nessage to the nerchant devi cecTiSEeo19esR
nmessage indicating that the nmerchant 5 device is authorised to effect
paynment using the custoner paynent application; and a channel establisher
arranged to, when the nerchant device is determned to be authorised by the
schenme provider, set up a secure channel between the nerchant device and

the cust om@PPLY IRt FRFHANERItIPY PIF GaH &lahsht Beithg'haiapted to be
conpri sed idj A ﬂ%ﬂa%&cm@ec td AL ASHENRY R edd’c}?dl{ilm' cation

bet ween the ner evice and the custoner paynent app IS
control | ed the tsuhesec prdwi dar,ver .sedordh neissrgemiialshd e ratranttant devi ce
is determned to be _authorised by using the security token. Only when the

merchant dERVE€S s et SR S B QMBGaeR] Hhdte iy MsHcYcess
cont | nugd. L% PrieY SRS SN S JBY Ghaferle e Uhd ni tlat e

transactions, thereby 20 preventing acces e paynment application. The
channel estcatsticsteer peyymane aprangect isach dnvthta alHarmmrimestetiliicghdret ween t he

mer chant device and .t he cgustoner paynent appl.ication is set up to pass via
the securi BF opnibiel dhaisle AR WG M AR (5 Si nee

this more gid @aidnbGaARPEY e (N8RS Grati dlay) ced nLEpiiLating with
t he custoner paynent application directly. The securi ty token may
conpri se aamamgtedntbedaradrf itdwt enerathariie distiarariarst they distaomemnged to
determ

e whet her, 30 t.he rchant device is .authqgrised by determning if
the D 20 EM003Ks SEPGeIa it RoAug ocire Srtell Seng adBed &
be comprised in a mobile communication terminal, wherein
all communication between the merchant device and the
customer payment application is controlled by the

security server.

15 In other words, the merchant device is determined to be
authorised by using the security token. Only when the
merchant device is determined to be authorised is the
payment process continued. This prevents unauthorised
merchant devices to initiate transactions, thereby

20 preventing access to the payment application.

The channel establisher may be arranged such that all
communication between the merchant device and the
customer payment application is set up to pass via the
security server. This provides for even stronger

25 security, since this more directly can prevent the
merchant device from communicating with the customer

payment application directly.

The security token may comprise a merchant certificate
and the determiner may be arranged to determine whether

30 the merchant device is authorised by determining if the



4 merchant certificate is issued by the schene provider, wherein the schene
provider acts as certification authority. The nerchant certificate can al so
be i ssuedwbyommorsster nedi ate party which in itself has &ch/seesviofizeat e

i ssued by the scheme provider. Alternatjvely, several intermediate parties
can exist. The customer identifier may conprise a phone nunber, an e-nail
address, or a network access identifier. The application identifier my
conprise a text string 10 indicating an application, a prefix of an

appl i cat i ofersthaqtyfiegite HsAtecds drsupshiay ithe sphenfetRaH 8T may be

arranged | guelanyiie Wiledd SR LA ARV 48 do Ahord 5d only when the

first message is digitally si y the merchant device and 15 the
i denti fi er aaftHdre tyer diantmeraihaas dawti fofcdtdee cacwlidey Heokissuekhe
determ ner may be arranged to determ ne that the nerchant device is

aut hor i sed Bhiap Wideed isd@umanFs sleifhadd 4 5781%iha5 dat e range which
enconpagses.diig 2% dal § t g}%é e 308 ud.Lcei ved. The first
y O

nmessage may conprise a plurali application identifiers, each
i ndi cati ng 2d tregspecitviedy ,orsevedrad plntreatmadj adfe qesttoress qeay resnist.
applications, and the determ ner may further be arranged to determ ne 25
whi ch one the plurali.t ch ustomeré’pa nent a pIicationﬁois to be used

to effect Ws?coé‘}?dft NS MY SRR & Y et iFt er of the

CUSLOMer pRyFRill RRIrcs | Ot (0 e wsiad adde sy htfenirdissr . WO
2012/ 002852PCT/ SE2010/ 050745

The application identifier may comprise a text string
10 indicating an application, a prefix of an application,

or a unique application identifier.

The determiner may be arranged to determine that the

merchant device is authorised only when the first

message is digitally signed by the merchant device and
15 the identifier of the merchant matches that of the

security token.

The determiner may be arranged to determine that the
merchant device is authorised only when the security
token has a validity date range which encompasses the

20 date when the first message is received.

The first message may comprise a plurality of
application identifiers, each indicating a respective
one of a plurality of customer payment applications, and
the determiner may further be arranged to determine

25 which one of the plurality of customer payment
applications is to be used to effect payment; and the
second message may comprise an identifier of the

customer payment application to be used. In other words,



5 the security server determ nes which one of a plurality of custoner
paynment applications to use. The security server may further conprise a
pronpt er wonrangeesto send a pronpt nessage to a nobil e PersEDED/050745
corresponding to the custoner identifigr, to pronpt which custoner paynent
application is to be used; and to receive a nessage fromthe nobile
termnal indicating which one of the plurality of custonmer paynent
applications is to be used. This allows the user to 10 sel ect which

cust omer pdPfeReAPPItYc H90teT deE e e dth alt A @S ch PIH@ ¥i%%t nessage

My conprisg acdset)&n&ezgdgg%gﬁat Lf)tslt}%aq{i% LB e may conprise the text

nmessage. The text ness e presented to the customer when 15
sel ecting customer paynent application, e.g. to indicate vendor, anount
and/ or it d@hadetegidrsityT e metre maynerumeer wdnperi e argamgecert o read a

dat abase indicating which one of the plurality of cystoner paynent
appl i cat i ofg Hed B F&E aTtPJOE‘%?tcﬁ'Eetstﬁ?&e ae.“{j’.LfOJi]T?di “é”gﬁ i st of

priority Ol RiQIdrif il P Mle RAWEIMe2RRId A 1S, Mg he cust omer
does not need to sel ect” customer paynent application for each transaction.

A second asfecth efusttomempenmient iaprl imstthion figr tsethd npedls gnd to

communi cati_on channel between a rchant .device and .a .custoner paynent

appl | cat | orf SRS ED AP HAGE S [P SBIRE SR o LS Abe { he
steps, periafited drt td¥e IRC Widpa 1SV & istdmRGeipdymerm first nmessage from

a nerchant device, the first nessage conprising a custoner 30 identifier,
an appl i catappd licgdritdrnfy drs ibediksatysey + his allows the user to

10 select which customer payment application to use for

each transaction.

The first message may comprise a text message; and the
prompt message may comprise the text message. The text
message can thus be presented to the customer when

15 selecting customer payment application, e.g. to indicate

vendor, amount and/ or item details.

The determiner may further be arranged to read a
database indicating which one of the plurality of
customer payment applications is to be used. The

20 customer can e.g. indicate a list of priority or
preferred customer payment applications, whereby the
customer does not need to select customer payment

application for each transaction.

A second aspect of the invention is a method for setting
25 up a communication channel between a merchant device and
a customer payment application, performed in a security
server. The method comprises the steps, performed in the
security server, of: receiving a first message from a
merchant device, the first message comprising a customer

30 identifier, an application identifier indicating the



WO 2012/ 002852PCT/ SE2010/ 050745 6 custoner paynent application and a
security token for the nerchant device; determ ning, using the security

t oken, whwoherzdobss2ner chant device is authorised by a seoese2@oowizder of

t he customer payment application; 5 sending, only when the nerchant device
is determned to be authorised by the schene provider, a second nessage to
the nmerchant device, the second nessage indicating that the nerchant device
is authorised to effect paynent using the custoner paynent application; and
setting up SASHOMEEC YN PEP Baiean e fersamaitl tde i he cust omer

paynment apphj.cat] i £ glement, hel ng, adapt t qgirpri sed in a
nobi | e com%{rﬁ ?ﬁﬁéﬁeﬁiﬁ%’ erein némed’cglns’?lrgfﬁoctg% o%%‘raiﬂb ween t he
mer chant deadkem ,amthetthe rc utieo merr qieptte rievaipy |icatduwthorsi sd donta ol | ed by

the security server. The step of setting secure channel, nay conprise
passi ng al ISEERAMTCHIWHT Kt vidh FURE MG RNy i aRP L R icust omer

pay”ef‘tsap@én%{{iggn 1% iR 8HY ok HAIME 'de Vit SREWdddhnt D (BY
conprise a merchant certificate 20 an tnhe step of determ ning may be
arranged t dedeturhrimes athdtyhearhet e hramre v idkas c e | ssecartch ore ssey by
determ ni ngif the nerchant certificate is issued by the schene provider,

[
wher ei n t hé% e Fro\Ate IS rad e G FIER TGP AR HAF ISP The

customer i depid iRy MERCHRAPIdSA @ BRONRItHEI®ed &b &fmidt addhmRss, or a
network access identifier. The application identifier may conprise a text

string i ndiusdtriondhen cayspidmesat iperymen tpraaf Id ceft iaom ;appid ceatitoing orp & uni que
application identifier. 2012/ Q02852PCT/ SE2010/.050745. 7 .The step of
ot er il nG SR S S FRSHRRT S IR G AR o aut hor | sed
only when thesdonext gmasige dppidicitidd Virsignatdie tdiemachitnglevi ce and
the identifier of the nmerchant matches that of the

adapted to be comprised in a mobile communication

terminal, wherein all communication on between the

merchant device and the customer payment application is

15 controlled by the security server.

The step of setting secure channel may comprise passing
all communication between the merchant device and the

customer payment application via the security server.

The security token may comprise a merchant certificate

20 and the step of determining may be arranged to determine
whether the merchant device is authorised by determining
if the merchant certificate is issued by the scheme
provider, wherein the scheme provider acts as

certification authority.

25 The customer identifier may comprise a phone number, an

e-mail address, or a network access identifier.

The application identifier may comprise a text string
indicating an application, a prefix of an application,

or a unique application identifier.



5 security token. The step of determ ning may conprise determning that the
mer chant device is authorised only when the security token has a validity
dat e rangeowbixh2spconpasses the date when the first nessage019/05@¢ei ved.
10 The first message may conprise a plurality of application identifiers,
each indicating a respective one of a plurality of custoner paynent
applications (5a, 5b), wherein the step of determ ning conprises

determ ni ng which one of the plurality of custoner 15 paynent applications
(5a, 5b) i e BeruKdd ded D MAre MOMRHEM dlehiar e e ddivt nessage

comprises ahd GRMHIA v Idle ISR RN ARl P AL {8, =D) 1o be

used. The net may conprise a pronpting step npri si ng sendi ng a

pronmpt nessegsadge asrahidisdldrymsiainddl Oy ddve espraridintg deovritdee andst oner
identifier, pronpting which customer paynent application is to be used; and
recei vi ng é:hrﬁaé%ﬁ@# 1§ e HsbMSF TR Matqhed thath &ft ithf whi ch one of

the pl ugal iste)euqfit(i,usctoq{rglr. 25 paynent applications (5a, 5b) is to be used.
The first nessage may conprise a text message; and the pronpt nessage nay

conprise the text message. WO 2012/ 002852PCT/ SE2010/ 050745 8 The step of
det er m ni nFheays tepmedfl sketesandimiga gt advagy iselidstdmginvdhic Hhete of t he

plurality Q:fhec li'n%r% arntp adyer;rf%_rge aJ'_psolaluqc%’}c;roinssed( 508f1’ly5t%\)helns 1-:[h0e bseecutisrei 'y
token has a validity date range which encompasses the

date when the first message is received.

10 The first message may comprise a plurality of
application identifiers, each indicating a respective
one of a plurality of customer payment applications (5a,
5b), wherein the step of determining comprises
determining which one of the plurality of customer

15 payment applications (5a, 5b) is to be used to effect
payment; and wherein the second message comprises an
identifier of the customer payment application (5a, 5b)

to be used.

The method may comprise a prompting step comprising
20 sending a prompt message to a mobile terminal (10)
corresponding to the customer identifier, prompting
which customer payment application is to be used; and
receiving a message from the mobile terminal (10)
indicating which one of the plurality of customer

25 payment applications (5a, 5b) is to be used.

The first message may comprise a text message; and the

prompt message may comprise the text message.



A third aspect of the invention is a conputer program5 conprising conputer
program code executable in a controller of a security server. The conputer
progr am cwdepiadess2run on the controller, causes the seegmiSEy0188507€35 t 0O
performthe steps of: receiving a firstg nessage froma nerchant device, the
first nmessage 10 conprising a custoner 1dentifier, an application
identifier indicating the custoner paynent application and a security token
for the nerchant device; deternining, using the security token, whether the
nerchant d&hecsteP ak tﬁ?f‘iesré‘t}rﬁyl% Sh SGRINRFTIRR d@2 BN B tdadalRpit®mer

paynent appljatij.on, i 0 e g t V] is determ ned
to be aut h%rdldézctcfét%&g[ ﬁ\gﬁgdéﬁgjr?ee p@r%vt?%e%ﬁ%edslggﬁﬁe%%}gdﬁo t he nmerchant
devi ce, theassmeord apssiage: iiamd gdid NP M )hails tdee beercdwaht device i s
authorised to effect paynent using the 20 custoner paynent application; and
setting up _a secuye channel t ween the nerchant device and the custoner

b
paynent app! i RERPH & R Peilty EPIRY S HEETAbrised in a

mobi | e gomupiHatd 91y tcﬁfngﬂd@r pIRRi *&lde GABRIYAAL O, ket ween the
mer chant devi Cce and the 25 custonmer paynent application is controlled by
t he securi toprgarddrer A eurtdrwsigec tsaxfverhe The emnimprtars rragrgut er program

Conput er r SaED1 S ARG iHeh ST P50 EOpU e B U S o ed. WO
2012/ 00285 2GTSEAM YOEHP thed didddh dxspacteofy the d reansd on i s a

mer chant device arranged to receive authorisation of the merchant device
and to be mssgage dargmursemedie hanth destigian ridhe figutst mEssdeng a desire to

perforgba Q%%&H%%%JKJQF<HE£§£¥3P identifier, an application

identifier indicating the customer payment application
and a security token for the merchant device;
determining, using the security token, whether the
merchant device is authorised by a scheme provider of

15 the customer payment application; sending, only when the
merchant device is determined to be authorised by the
scheme provider, a second message to the merchant
device, the second message indicating that the merchant
device is authorised to effect payment using the

20 customer payment application; and setting up a secure
channel between the merchant device and the customer
payment application in a secure element being adapted to
be comprised in a mobile communication terminal, wherein
all communication between the merchant device and the

25 customer payment application is controlled by the

security server.

A fourth aspect of the invention is a computer program
product comprising a computer program according to the
third aspect and a computer readable means on which the

30 computer program is stored.



5 device conprises: a custoner identifier obtainer arranged to obtain a
custoner identifier; a transmtter arranged to send a first nessage to a
security wenueraozg¢sbe first nessage conprising the custowrer/sSedaobsdriser
obtai ned by the custoner identifier obtginer, an 10 application identifier
i ndi cating a custoner paynent application and a security token for the

mer chant device; a receiver arranged to receive a second nessage fromthe
security server, the second nessage only being received when the nerchant

device is d‘etféfﬁﬁfh@c?%tbéflﬁf%twrgédﬂbylsa 3 AMETARN PYodIEICe wherei n the
custoner paymenl APRY GAJAYd NGV SR d & 2:21%{”11?6 td@g-;&g adapt ed

to be conprisedin a nobilé conmunication term and a channe
est abl i sheramat rtanged useds din Wore) Wwetiiron chiadtineteos itvhi idhei rgactur e el enent  of
the nobile 20 communicatjon termnal to effect paynent using the custoner

payment appiit&dtdmd thelepds da iRGT idEhd MUWHCharane e rar Gidtage may be
Lhe samg a%d/ie ARRUFAIN Al oladia Sepond apssage. 25 The firs!

nmessage nmay conprise a urality of application identifiers, each
i ndi cat i ng ser meaRyEeat thioy @bdussitrorme rcysehyomet  iajsplti ichita 1on.a Thersecidricemessage

may conprise application identifiers for a subset or all of the pluralit
o appl | caBiToRNEEY dehtiaich s T SthGIHaGe T SaiEC U} RO |ty WO

2012/0028535&31éﬁ294Q&9§9%&5c%%prising the customer identifier

obtained by the customer identifier obtainer, an

10 application identifier indicating a customer payment
application and a security token for the merchant
device; a receiver arranged to receive a second message
from the security server, the second message only being
received when the merchant device is determined to be

15 authorised by a scheme provider, wherein the customer
payment application is comprised in a secure element
being adapted to be comprised in a mobile communication
terminal; and a channel establisher arranged to set up a
secure channel with the secure element of the mobile

20 communication terminal to effect payment using the

customer payment application.

The application identifier in the first message may be
the same as the application identifier of the second

message.

25 The first message may comprise a plurality of
application identifiers, each indicating a respective

customer payment application.

The second message may comprise application identifiers
for a subset or all of the plurality of application

30 identifiers of the first message, and the security



device may be arranged to effect paynent using one of the applications
associated with the application identifiers of the second nessage. The
security wewvirmopssy further be arranged to receive 5 inparSEshensdi7he subset
or all of the plurality of application;jdentifiers consists of nmore than
one application identifier, the input indicating which of the subset or all
of the plurality of application identifiers of the first nessage is to be
used to effect 10 paynent. The channel establisher nay be arranged to set
up a secur dH&MEIRYO\RS aF SANEEhten afdisidr Padmant 18 st it @fenent of the

mobi | & COMUH 1A% dGIdHN 5o 1 Pdd) AP Undladdd ddbva 1 on s @ met hod
for 15 recelving authorisation of a nmerchant devicCe, perJTormed in the

mer chant dehdere iifii exenjofadtheorsamdnd meesagang i nput indicating a desire to
perform a purchase. The nmethod conprises the steps, perforned in the

mer chant deyice, of:, obtaining a cu identifier; sending a 20 first

t oner
nessage t o &S EETYINFYs S9VECE 7Y qu%q}a%skéeaé’éf%‘r&ﬁq FhgF a9 Eust oner

i dentifier i iy aPRIHGAHHRN it (diera N Catid G 18 USRI pay ment
application and a security token for the nerchant device; receiving a
second nessapd faadrmarhe dsedurfi ity ss erorsyis tsheo s esored 2B meysage only bei ng

recei ved the rchant device Ji.s determ.ned to be ayt.horised by schene
brovi der , ARENGIR e Qe Sy iR Y AL H O E SRR RE | p & secure
el ement beiyhe addiad dr0 N8 GIMUHS @ urh 16 PRIF AN G | on term nal ;

and setting up a secure 30 channel wth the secure el enent of the nobile
WD 2012/ 0028BrraTisEs0 1f 08@7 45 rst message is to be used to effect

10 payment.

The channel establisher may be arranged to set up a
secure channel over a wide area network with the secure

element of the mobile communication terminal.

A sixth aspect of the invention is a method for

15 receiving authorisation of a merchant device, performed
in the merchant device in conjunction with receiving
input indicating a desire to perform a purchase. The
method comprises the steps, performed in the merchant
device, of: obtaining a customer identifier; sending a

20 first message to a security server, the first message
comprising the customer identifier, an application
identifier indicating a customer payment application and
a security token for the merchant device; receiving a
second message from the security server, the second

25 message only being received the merchant device is
determined to be authorised by a scheme provider,
wherein the customer payment application is comprised in
a secure element being adapted to be comprised in a
mobile communication terminal; and setting up a secure

30 channel with the secure element of the mobile



communi cation termnal to effect paynent using the custoner paynent
application. The application identifier in the first nessage nay be t he
sane as twe zapplopgsation identifier of the second 5 message/sEihensimst
nmessage may conprise a plurality of apphication identifiers, each
indicating a respective custoner payment application. The second nmessage
may conprise application identifiers 10 for a subset or all of the
plurality of application identifiers of the first nmessage, and the security
devi ce may IETH GO & amHaRl gy RffeUsiBRYRARE oS inte il i cat i ons

associ at ed W t i e iers of the second nessage. 15 The
Mot Cpaa%rlénctaa YL A

nmet hod may f rise step receiving input, when the subset or
all of the plurality of application identifiers consists of nore than one
applicati oﬂhedappﬁﬁoealtidmadGTmﬂfﬂeIdiiaatﬁ}reg ﬁ/shism nefsddue saysdde or al | of
the plurali of applic on |dent|f| rs o irst message is to be
used to ef ftéé Sﬁé‘SFrpn?rﬁ %‘ﬂ] G- e 45T sce{ may

conpri se seidddagdip a secure channel over a w de area network with the
secure el enment of the nobile comunication 25 termnal. A seventh aspect of

the invention is a conputer program conprising conputer program code
execut abl e The £igeit mess@genimay remmbtdme devdlegraitdorgfunction with

58(1:;”/ 35235%@%a5§{%1&fd%¥8r’e etaoc & chJL_rchLtaing a respective

customer payment application.

The second message may comprise application identifiers

10 for a subset or all of the plurality of application
identifiers of the first message, and the security
device may be arranged to effect payment using one of
the applications associated with the application

identifiers of the second message.

15 The method may further comprise a step of receiving
input, when the subset or all of the plurality of
application identifiers consists of more than one
application identifier, the input indicating which of
the subset or all of the plurality of application

20 identifiers of the first message is to be used to effect

payment.

The step of setting up a secure channel may comprise
setting up a secure channel over a wide area network
with the secure element of the mobile communication

25 terminal.

A seventh aspect of the invention is a computer program
comprising computer program code executable in a
controller of a merchant device in conjunction with

receiving input indicating a desire to perform a



12 purchase. The conputer program code, when run on the controller, causes
the nmerchant device to performthe steps of: obtaining a custoner
identifiewvp2emkssg a first nessage to a security servercCTiSEe1DisEES message
S conprising the custonmer identifier, ag application identifier indicating
a customer paynent application and a security token for the merchant

devi ce; receiving a second nessage fromthe security server, the second
nmessage only being received the nerchant device is 10 determ ned to be

aut hor i sed By CArasere T ICORIRFERT HEEA (GRdoudthaterr Payrterfthappl i cati on

|'s conprised, A 136CUE Rl BRI NG, ARARIEM d&0 é@ﬁ%ﬁﬁ%ﬁqﬁhé n a mobile

communi cation termndl ; and setting up a secure chanre e secure
el ement of dstepsmafi: ebtaicomyir catdtamdreridarali fieref fentdipayreent usi ng the
cust oner pa%_g:ent application. An eighth aspect of the invention is a

conput er priodiEMFTRIG oSS & EpRer Prodridfitadtst Ry to the
sevent hs aspegt ﬂ%flrﬁ% %@%ﬂtdn?&daigi&hﬁmr@r,o%m i, conput er
(?re. IT Is to be noted t of

programis st at any feature the first, second,
third and figlemth faspe dinsdireat, ingher e wyiomepr imtyemertde agygl dieedt itan aand ot her

aspects of these aspects. Anal ogqusly any feature of the fifth, sixth,
sevent h, 28 SREWGH FOKSFLRE il THEHIe D SISHHGSh & CHR-HEI 1% to any
ot her aspedfd s RSAEUS tHd detdd e Natrd: t hale Whsnguer the term

plurality is used herein it is to be construed as nore than one. Cenerally,
all ternms ossdage drdywleing aresgivase 3¢ inamrhandt etbvacgodridi ng to their

or di nagy eeni i d 1%, MO AWIEPIECT SRUY G Bser
wherein the customer payment application is comprised in
a secure element being adapted to be comprised in a
mobile communication terminal; and setting up a secure
channel with the secure element of the mobile
15 communication terminal to effect payment using the

customer payment application.

An eighth aspect of the invention is a computer program
product comprising a computer program according to the
seventh aspect and a computer readable means on which

20 the computer program is stored.

It is to be noted that any feature of the first, second,
third and fourth aspects may, where appropriate, be
applied to any other aspects of these aspects.
Analogously any feature of the fifth, sixth, seventh,

25 and eighth aspects may, where appropriate, be applied to

any other aspects of these aspects.

It is to be noted that whenever the term plurality is

used herein it is to be construed as more than one.

Generally, all terms used in the claims are to be

30 interpreted according to their ordinary meaning in the



13 technical field, unless explicitly defined otherwi se herein. A
references to "a/an/the el enent, apparatus, conponent, neans, step, etc."
are to bewonverpessted openly as referring to at | east omeTisSEsdians4of the 5
el enent, apparatus, component, neans, §?ep, etc., unless explicitly stated
ot herwi se. The steps of any nethod di sclosed herein do not have to be
performed in the exact order disclosed, unless explicitly stated. BRI EF
DESCRI PTI ON OF DRAW NGS 10 The invention is nOM/descrlbed by way of
exampl e, witashdicalefde i tW%(ﬂW%‘Fledr%/ﬂw%d qthe#ide Fig lais a

schematic qjaq iqlqu rr}g fi st Vv, ]_ea[gq%dl ments of
t he i nvent ?{on cleaHr;n t?ella%foe{}faetef 1%’ IL—ECI /edirhs/%lcgs]c errat| c\,\%lp;gr am 111 ustrating
a second emdnmp@mait, ineads crstem),od;trmn't s tdied nusrddpretsah be appli ed;
Fig 2a is a sequence di agra,mlllustratln conmuni catlon ina first

enbodi nent Ya aSu et 16%9( AL 426 H RS Cr?gcbfoﬁd%ents of Figs
la-b; Fgg At S%@#%’lfaec ag drlé Inigal | oy first
enbodln%nt en a ‘custoner perféﬁg% purgﬁ%se usi ng ‘conponents of Figs

| a- b; efipg 13d tily am@m@am@m ey gy ensdhagbnponent s of
a mer chant eV|ce S, | 012/0 2852PCT/ SE2010/ 050745 14 Fig 4a
is a sche lcfﬂszféi I%%dwadri)gnr‘fﬁcr % cg taT‘?ty server of
Figs la-b; éﬂd%t4%ﬂdéﬁid¥§3¥8§éd3‘Hﬁ%ﬂéﬁ“é%ﬁ%@dl%ﬂyﬂgﬁdégE“ modul es of a
security server of Figs |a-b; Flg is a flow chart

BRIEF DESCRIPTION OF DRAWINGS

10 The invention is now described, by way of example, with

reference to the accompanying drawings, in which:

Fig la is a schematic diagram illustrating a first
environment in which embodiments of the invention can be

applied;

15 Fig 1lb is a schematic diagram illustrating a second
environment in which embodiments of the invention can be

applied;

Fig 2a is a sequence diagram illustrating communication
in a first embodiment when a customer performs a

20 purchase using components of Figs la-b;

Fig 2a is a sequence diagram illustrating communication
in a first embodiment when a customer performs a

purchase using components of Figs la-b;

Fig 3a is a schematic diagram showing hardware

25 components of a merchant device of Figs la-bj;

Fig 3b is a schematic diagram showing functional modules

of a merchant device of Figs la-b;



S5 illustrating a nethod performed in the nerchant device of Figs la-b; Fig

6 is aflowchart illustrating a nmethod perforned in the security server of
Fi gs | a- wo 2012/008859 7 shows one exanpl e of a conputer progsEpposduct 10
100 conprising conputer readable neansjzand Fig 8 illustrates the

rel ati onshi p between the nobile comunication term nal of Figs la-b, the
secure elenent of Figs |la-b and applications on the secure el enent.

DETAI LED DESCRI PTION 15 The invention will now be described nore fully
her ei naf t eF W4 42 & & &FEeMG S IRBHD FNAHGPUIBEINGFELS i n whi ch certain

enbodi ment %O?T@r?;r{églgg\é@ta@ %ﬁﬁ%%%%?nﬁvﬁtfa%‘may’ however, be

enbodied in Ifferent forns construed as limted 20
to the enbodinents set forth herein; rather, these enbodi nents are provided
by way of é&xagrgike is0 a reathentaitsi adidsicd grsam eshavtindyef urttdricugtl ametiwclorpl et e,
and wll fully convey. the scope of the invention to those skilled in the
art. Like FE Y tsc‘?]%"ie%eoeﬁfgri'&ﬁ slat‘ﬁ’ﬁcfdg%cﬁnlszsa tfﬁé"”ﬂe%hcarlitpti on. Fig

la is agschamRidiG4Hial aMndinét idd g mad 1St RN\ QUHEB ddyy Wl ch
enbodi nents of the invention can be applied. WO
2012/ 002852BCHi9E20B6/050745 15 A custoner 15 is in contact with a nerchant

device 16 via a wde area network 14, such as the Internet. In this way,

t he custoner. 15 has .indi cated, .e..g.,.using.a conputer 13 or_a nobile
comuni cap?rolrg ;%erlrﬁ r?alrkqﬂf’, ctef‘r‘?‘er 5 lgels}’isfcer a?colnec{‘ faeérfetglopd:] rpc‘ﬁ'nrafsoer ™ h 1 he
mer chant caineesRAdiing tserhhe B chiayd 1ded;ce 16. This desire to

Fig 7 shows one example of a computer program product

10 100 comprising computer readable means; and

Fig 8 illustrates the relationship between the mobile
communication terminal of Figs la-b, the secure element

of Figs la-b and applications on the secure element.

DETAILED DESCRIPTION

15 The invention will now be described more fully
hereinafter with reference to the accompanying drawings,
in which certain embodiments of the invention are shown.
This invention may, however, be embodied in many
different forms and should not be construed as limited

20 to the embodiments set forth herein; rather, these
embodiments are provided by way of example so that this
disclosure will be thorough and complete, and will fully
convey the scope of the invention to those skilled in
the art. Like numbers refer to like elements throughout

25 the description.

Fig la is a schematic diagram illustrating a first
environment in which embodiments of the invention can be

applied.



effect a purchase can for exanple be to buy sonething using a web shop,
using a phone sales person or in a physical shop. In the case of a physical
shop, thewdQommessper 15 can e.g. receive a URl (Unifor mcRsEom0080745

I ndi cator) for performng the purchase;gsing NFC or a 2D barcode, which NFC
tag or 2D barcode can be | ocated on the product to be purchased. The nobile
comuni cation termnal 10 can then comunicate with the nerchant 15 device
16, e.g. as pointed to by the provided URI, using the wide are network to

i ndi cate t He FEHeR d purcHds €A P stifdt 3 MRt orfleviee ndbi | e
conmuni cat i ter i nal i n sq{)g%e 12. The
nobi | e comvn(}% c?at@tgir]éaﬁjet%e%%%ﬁ?g%an e gd%;dcs}{}e?gt%eﬂpegﬂag}br} e nobile
termnal, sidls amyg e leis(toadd il 1@ )hgehanel iaditeyd nge tgp. amyimone or nore of
t he standards GSM (d obal System for Mbi|e Comruni cations UMTS

(Uni ver sal ARSI miumabatl o rOmR Gt 1 AR GV MW d dhede 25

Di vi si 08 Myfddinlce A€ o580t OVARRA0R J Gods, Bind Sietild i ple Access -
2000) FC]VAe%Flr eefg’rcn of Nbbil & Wil ti meﬁﬁa Acces§§, v}\{v\‘gﬁ}/laxllEEE 802. 16 and/ or
LTE (Long PemmeBpgingiingn)to Alhteemreataheaity deviackdil6 ol ilsy dedierartin | e
communi cation termnal is connected to the wide 30 area network 14 using
any sui tableefr}\ﬁ‘:-tFia RgdEse @y founPXAMR iR Rt &3y SRl Mtols. The

wi de area rﬂféi"i%{ ks bl %Hdgﬂ S &.ﬁﬁigeﬁ p’Ho’i{é ié&?ﬂé@?p%x%%@%%? Al 1 owi ng the
WD 2012/ 002852PCT/ SE2010/ 050745 16 nobil e communication term nal 10 to
comuni cat @hyistilcalheshdirde Tar edhenatass kof Bheohwsristentshayi dghel6 i s any

server_ suitable tao formthe nethads as | aj ned in re detail below A
S cocut ity atemEt BY Ay SR T ha MO HAR AR dESR R pi cal |yt he
security semlcakdr)s fanRaiRAtig tdrlddnasy JEihanic daviLemn 16,

where each nerchant or shop has at |east one nerchant device 16. The

mer chant d®Ars®des afdathdFedad tor Jat \araade e dithdaa@tad ©n0 the w de

ar ea networlil 14 argju/cocr t hr.ou ers%rée e(g.heirhevvan}/o&)(énlot shown icsucc.h as a direct

t r to be 1 omm ation
| ocal area et Work connection, schene provi der SRS e overal l

over seei ng tpafmtihadf tohedd ansactddmuivatexanie, t Hhensxediede provi der 19
could be MasterCard or VISA, or any ) )
15 device 16, e.g. as pointed to by the provided URI, using
the wide are network to indicate the desire to purchase

the product in question.

The mobile communication terminal 10 comprises an
embedded secure element 12. The mobile communication

20 terminal 10 can be any suitable portable mobile
terminal, such as a mobile (cellular) phone adhering to
any one or more of the standards GSM (Global System for
Mobile Communications), UMTS (Universal Mobile
Telecommunications System), W-CDMA (Wideband Code

25 Division Multiple Access), CDMA-2000 (Code Division
Multiple Access - 2000), FOMA (Freedom of Mobile
Multimedia Access), WiMax/IEEE 802.16 and/or LTE (Long
Term Evolution). Alternatively or additionally, the
mobile communication terminal is connected to the wide

30 area network 14 using any suitable Wi-Fi protocol, e.g.
any of the IEEE 802.11x protocols. The wide area network

14 in this context also includes components allowing the



15 other credit card conpany. Wen the nmerchant device 16 and the secure
el ement 12 need to be in communication, this occurs only via a secure
channel we-2b12/00kss2e al | comuni cati on over this securepchsEr@b/O5E45
controlled by the security server 18. 20 The security server 18 is in turn
in contact wwth the nobile conmunication termnal 10 and the enbedded
secure elenent 12. In other words, by the security server controlling the
comuni cation between the nerchant device 16 and the secure el enent 12, no
communi cat MePids wammEH aatd are rt@iaHm ade i & & 0L 6 i R i@ b dlirtd dthaent 12
can occur out-dhe ARRyqval of the security server 18. Figlbis a
schemati c gdggigﬁi| qlustrzﬁa(lng a second environnent in which enbodi nents of
the invention can be 30 applied. The main difference here is that the
nmobi | e WO 2002 M@ 2852RCHeSHE2®] 0/60 567 4y B eoomarurdwidtabdre ttey mearaiord® is in

contact with the securi server 18 in sone other. wa than t hrough the w de
area networ e_Lﬁ“etZlO(jist S eshidne ]1(913/ wdtk. 5 Wth

ref erenge Ts%c,l?ﬁtlh:flélisr\)é‘if and ild.cdhife UK VY HBDHH BUnt ideldd ed to

paynent by the custoner 15 to a merchant running the nerchant device 16.
This is ef fléct Sypisiald ya pdymmcnuar@ aqmweaat]u&)ms annn&g:t:&d tte asecure

el emrent 12 hundl.ed wt one a Ialne abov The secure

el ement 12 dc| er?berﬁng’tf‘ru:m E]SC’I’I % ¥sIM card
or a uni versirlp 'Hatﬁgftatl%% IS tmé‘z%}fé?nt( Weoe algreniq{é/ nfe%’cdqa(rﬁ: g. an SD)
inserted in the nobi | e comuni cation termnal or the secure elenent 12 may

be 15 enbedad adi rléctand ithe [seawnidhy ssfrvdie aegbilee ammagtiadtvien tern nal .

10 the wide area network 14 and/or through some other way
(not shown) such as a direct local area network
connection. A scheme provider 19 is the overall
overseeing party of the transaction. For example, the
scheme provider 19 could be MasterCard or VISA, or any

15 other credit card company.

When the merchant device 16 and the secure element 12
need to be in communication, this occurs only via a
secure channel 17a-b, where all communication over this
secure channel is controlled by the security server 18.

20 The security server 18 is in turn in contact with the
mobile communication terminal 10 and the embedded secure
element 12. In other words, by the security server
controlling the communication between the merchant
device 16 and the secure element 12, no communication

25 Dbetween the merchant device 16 and the secure element 12
can occur without the approval of the security server

18.

Fig 1b is a schematic diagram illustrating a second
environment in which embodiments of the invention can be

30 applied. The main difference here is that the mobile



The secure elenent 12 and its applications are normally not managed by the
custoner 15 al one, but by sone application owning entity wth which the
cust oner Wb 2bemo02632a billing relationship (network oper acwsg2hanky74et c) or
other relationship (e.g. term nal manu?glct urer). The G obal Pl atform forum
has issued a suite of smart card specifications for renote nanagenent,
allowing the application owning entity to manage applications on the 25
secure elenent 12. In general, multiple applications co-exist in the secure

el ement an@AMEEGEN BPTiRdr et iFaril SONERGt lditpltdie a net wor k
oper at or Ry r?%]y 1Cb§c ith YR (e eenzal t%éﬁ?céﬂxtb%fgﬂa ity Module)

i
application, a 30-ban e nanagli ng one or ‘nore paynent” and/or identity
WO 2012/ 00285RPGEHeSE2(:H/A¥F0 145, 18 qappdhreaighons matnid eot her parti es manage
their access/paynent/|oyalty applications. It has been proposed by GSVA
(GSM [ G ob&OMBPRHSAYIAT MW Xcomuni cati on] associ ation) and others that
there is a 5 need for a brokering entity between the entities interfacing

the secyre yghemnire Ralde o Wit B iRkeLriNGRNUIY Y dre igmiLmnted here in
the security server 18. Fig 2a is a sequence diagramillustrating
comuni cat ieodpddimenfy rist renifeddidre petverers: dus tidree reyserdngr el Ja tkD gur chase

usi ng conponents qf Figs. Ia-gl. The custoner .15 first _indi.cates 20 the
desiTe Lo SFFETRTE SHIUMY 10is A HAATHARE Ha A 168 i can for exanpl o
be by browsd gt b isShRP AKhymdiC dri dpfleddt8 dd Mhiky GPr@gi ng to
pay for a service or 15 product to a phone sal esperson. In this step, a
cust oner i d@wture @lemanth lads kunshi@ee wdither mavBI1SDIWhavishidse Subscri ber
I nt egrated Ser.vi.ces, Di.gi t al t wor k. _Nunber an e-mai l._address or any other
netmorEBacgg%Q%%ﬂﬁ%i%é§¥e° ﬂﬁ% securergieﬁéntrlfamay be

implemented using a subscriber identity module (SIM)

card or a universal integrated circuit cards (UICC), a

memory card (e.g. an SD) inserted in the mobile

communication terminal or the secure element 12 may be

15 embedded directly in the memory of the mobile

communication terminal.

The secure element 12 and its applications are normally
not managed by the customer 15 alone, but by some
application owning entity with which the customer 15 has
20 a billing relationship (network operator, bank, etc) or
other relationship (e.g. terminal manufacturer). The
GlobalPlatform forum has issued a suite of smart card
specifications for remote management, allowing the
application owning entity to manage applications on the

25 secure element 12.

In general, multiple applications co-exist in the secure
element and are managed by different parties. For
example, a network operator may be in control of a USIM
(Universal Subscriber Identity Module) application, a

30 bank may be managing one or more payment and/or identity



is communicated fromthe custoner 15 to the nerchant 20 device 16. The
mer chant device 16 then sends a nessage 22 to the security server 18 with
t he cust owenoixeessefi er and application identifiers for pomsSEQF100BI7ES
cust oner paynent applications (e.g. VIS4 MasterCard, American Express, 25
Diners Club etc.) that the nmerchant of the merchant device 16 would like to
use. The application identifier can conprise a text string indicating an
application, a prefix of an application, or a unique application identifier
i n accor darf@® Iyt 12, ARG DS P21 1P ARY] yh&ken for the nerchant

0

device 16 ig.d evI@%%enﬁv)ﬁow?‘%ﬁ@r&g%ﬁ??{{ﬁﬁ?&l@f@%%@%é& as evidence that

t he nerchant e’is a e one or nore custoner paynent
appl i cat i opxropbsed doudaMA t(@ean [Qirgiradls &y stanerfiadf imdiid evhi ch has

previ ously been issued by the schene provider 19 or an 5 internedi ate party
to the nmer GPTUSAtEOMG afATAtiNY e Admafmtthpdyithe s ¥r2 one or

Tor & CUST ORI PRIE (RN GHY U3 chPrededd or each scheme
provi der e.g. VISA or MasterCard. For exanple, the security token can
conpri se anndegtiacoma tdieggrstanes Hl aeand viRsgyrtwidth tguld ikrddeyring
infrastructure. In this way, the nerchant device generates the signature
using its §Pvive Yoy RARIIANEFH MERS At I SRR 66 SV QRL) drer 1 fy ¢ hat
the signature matches the public key of the nmerchant device as witten in
the securitpid @een,s 1D ddtpietie aithgnin Gatlivig e drcddiini adidr?) verify
that the security token or certificate is valid, by verifying the digital

si gnat ure din tehe itrsike rembsisiigiantg wihes ry adshemera|degfidmms @®ai nst revocati on
lists %ld Qt hrecrh sstearhdsairnd Pclgl 0 eernactsj s Ftios:tlhear_%by verify the merchant 20
devi ce”s a&uhorlaty 0 CohtACTHE Custoner® paynent application. By using
the security token, the customer 15 is assured that the nmerchant device 16
of the nmeramntcustomer 15 first indicates 20 the desire to effect

a payment to the merchant device 16. This can for
example be by browsing a web shop and indicating a
desire to pay, or agreeing to pay for a service or

15 product to a phone salesperson. In this step, a customer
identifier, such as a phone number, MSISDN (Mobile
Subscriber Integrated Services Digital Network Number),
an e-mail address or any other network access identifier
is communicated from the customer 15 to the merchant

20 device 16.

The merchant device 16 then sends a message 22 to the
security server 18 with the customer identifier and
application identifiers for one or more customer payment
applications (e.g. VISA, MasterCard, American Express,
25 Diners Club etc.) that the merchant of the merchant
device 16 would like to use. The application identifier
can comprise a text string indicating an application, a
prefix of an application, or a unique application
identifier in accordance with EMV. Furthermore, a

30 security token for the merchant device 16 is included,



certified, thereby enabling only authorised nmerchants to 25 use
correspondi ng paynent applications as well as significantly reducing the
ri sk of twe wermbsspt conmitting fraudul ent transacti onspafrfsgeediongp7uihe
cust oner 15. The security server 1§ then verifies 23, using the 30
security token, that the nerchant device 16 is authorised to access the
custoner paynent applications. WD 2012/002852PCT/ SE2010/ 050745 20
Optionally, the security server can also here filter the list of custoner

paynent ap@S EALAREprdAtddd pyranrhand daicaevd G lBred-diC exanpl e,
custoner payRnls appl G 'o‘}”%éﬂbatclﬁ'teor&glaﬁgd%rﬂeglt@aa&g:fi%ﬁ e element 5

in question or custoner payment applicatio not veritied are
renoved fr dhe edursitty THokese @umdni ssar eerc ek itfhieratsendsi ch rmessage 24 to
the merchant device with identifjers for one or nore customer payment

appl i cat i o_ﬂPsFetVHéZtust]We br?@rrbﬁagrﬁu‘%ﬂje\hycéh@ Spaeme é’qu}W&fq d T &M after
any filkering Nedorn P8 5 AHY I HAME kB Pid Hok

gt

i%]ir}ﬁ%securi ty
server 18 can establish one”or nore secure paynent channels wth the secure
el emrent 12 tite nErshstragelevarne ilrfc|ficde drendiresndme suctt e s ypame nt

channels in the 15 nessage 24 to the nerchant. device. |f several tokens
e bont P P o e R 1B R BOSe] Fm SA h S THATE cent - e

merchant deyifa dd QS 8B 536 o MNGE it R | ForsalmPianngle the customer
15 which custoner payrent application to use. For 20 exanple, this can

occur t hr osgtevs iveb tiokeay fcage damp i seelrs edisctororie tsieggnshonee sal esper son
ust okl P s e (e, THERA ey i WOV that thi s
query 26 i SH mQJdRMNS dSHRG Zeddiets@r Wi & Ritur using its
private key, whereby the security server 18 can (1)
verify that the signature matches the public key of the
merchant device as written in the security token,
15 thereby authenticating the merchant; and (2) verify that
the security token or certificate is valid, by verifying
the digital signature of the token, checking expiry
time, validating against revocation lists and other
standard PKI operations to thereby verify the merchant
20 device'’s authority to contact the customer payment

application.

By using the security token, the customer 15 is assured
that the merchant device 16 of the merchant is
certified, thereby enabling only authorised merchants to
25 use corresponding payment applications as well as
significantly reducing the risk of the merchant
committing fraudulent transactions affecting the

customer 15.

The security server 18 then verifies 23, using the
30 security token, that the merchant device 16 is

authorised to access the customer payment applications.



Unl ess a paynent channel already has been established, as expl ai ned above,
the nmerchant device 16 sends a nessage 30 to the security server 18 to

est abl i shwe 28eouess2paynent channel to the secure el emenPCIRE20ib850305
security server then sets up a secure annel and WD

2012/ 002852PCT/ SE2010/ 050745 21 responds 32 to the nerchant device 16 to
all ow the nerchant device to communicate with the paynent application on
the secure element 12. If a text string or application prefix is used as
appl i cat i oPAtdERG liYer e &resiiE L thhe&Sa@n iadp serirerhad & ddfiurtittat es an

application;d that il v -Qgﬂ-qﬁgi i r ni cating
with the cggfgﬁégaﬁg§ﬁ§ht app iégﬂfoﬁ&ﬁfhe er ¢ J%F; é&?gé“§6 then

conmuni cat eerdhart Ridvhiesel A adetFernmaxatnpdies,t aertgaygstynaapd | cation on t he
secure elenent. 12 to effect paynment, e.g. using the (EW) protocol. Wile

the EW pr GRRIICAS Wiovi Perr e, WAV HASRIS (B A SHGP It SRBH 1 or
L cot- O Mow |
| rect 5OMNIGRI AP IMRI ddif AR IR ANGAD LIRACUS, ©f enent

when 15 the secure elenent 1Is point o or 1 n physical
proxi mty mptusieng NG iartee raptavets . fdam ddve rlastt .here, all conmmuni cati on
bet ween the nerchant device 16 and the secure elenent 12 is effected under

the control_.of the security server .18 Singce the 20 nmerchant device 16 only
communt cat R P e We AT dibrtiers SIS 3 RESRARS G2 o (HE secur |ty
server 18, nai¢hiniCciilee RBEMfdhaMefev ieas Wbt & audies i sed for the
determ ned custoner paynent application get to this point, fraudulent

mer chant desdemers myagivte \vapldd frigns 3 hede ddw mprgipiitcaldwiee in t he
secure.gle t. 12.. .Morepver, the rchant. devi ce 4, _prevent from querying
1§| O@fl(?r a l-OV\he to r%)rn&ﬁaacﬁ c?}e}:?;tier an Pllt[%r%_n%éo&ref%rmec{n

applica iC he Ce 1§ unauthori or exanple, if

direct compynittad isrurEns tsedeallowepbhidngay t kmaeiahanityevi ce and the
30 custoner applications, the nmerchant device could attenpt contacting
vari ous custesvEer dpldadatdsdid L i dhe HpIHSs ELAHeE RAXRENL of the

CUStoner'Idﬂgﬁﬁ%léi%ith the secure element 12 at this stage, and
include handles to such secure payment channels in the

15 message 24 to the merchant device.

If several tokens corresponding to different customer
payment applications were sent, the merchant device 16
queries 26, using the prior sales channel, the customer
15 which customer payment application to use. For

20 example, this can occur through a web interface for a
web shop, or by the phone salesperson asking the
customer over the phone. The customer 15 then selects 28
which customer payment application to use. It is to be
noted, however, that this query 26 is by no means using

25 the secure element 12.

Unless a payment channel already has been established,
as explained above, the merchant device 16 sends a
message 30 to the security server 18 to establish a
secure payment channel to the secure element 12. The

30 security server then sets up a secure channel and



WO 2012/ 002852PCT/ SE2010/ 050745 22 direct comunication were to be all owed
bet ween the nerchant device and the secure elenent, the nere existence of
certai n owetommu2gppl i cati ons coul d be di scl osed whi ch eoIpEASEF43 he
privacy of the custonmer. 5 The secure E@annel can for exanpl e be

i npl enented using SSL, Secure Sockets Layer, & SCP80, Secure Channel

Prot ocol 80. This allows the nerchant device 16 to use APDUs (Application
Prot ocol Data Unlt) to effect paynent by communicating with the determ ned

cust oner p&AAFRANAED HpHa g émarqhagltz g%lce squehcae ivagidm i | | ustrati ng

conmuni cat i %Qi]ur ;g&r rms a purchase
usi ng corrpg%er}nths%rg:f'%% grsg% EHIE he i n d| tg}rjglhce C aIIré;d to the

enbodi ment applhicptidan ioh e sErudee edemertt Yl serMera Jt&a;ctetsarmms what
cust oner paynent _application to use. The conmmunication sjgnals 20, 22, 24,

34 and t he Pr GRASIGRF 129 RFTdsporid daed H’&@Hﬂlllﬁiagt -t L€ n this
enbodi nent ddo.the (1RS 32081133 f é%{Pvtéle TR hRIH AR L Fontains a
plural ity of cust'omer payment “a ications, the security server 18

det er m nes agtpltileg istragel 2:31am|tzﬂe mrrasrodfartmeiemmealqatry wxfe cifst omer paynent
applicatio se for the I’EITB.I nder of the transaction. This can for
exanpl e ber}S’éf t@’esé:r‘iféipnéeéﬁd?ar}’d“eé‘%ssage 35 to the
secure el er@i,tlljc%glq,rguery 36 the custoner 15 which custoner paynent
application to use by neans of a Java M dLet, a web application or a

separate application running on the secure eI enment 12. The custoner 15 can
t hen sel ectThey merchant device 16 then communicates 34 with the

10 determined customer payment application on the secure
element 12 to effect payment, e.g. using the (EMV)
protocol. While the EMV protocol is known per se, it has
up to now only been used for direct communication
between the merchant device and the secure element when

15 the secure element is inserted into a point of sale or
in physical proximity by using NFC interactions. In
contrast here, all communication between the merchant
device 16 and the secure element 12 is effected under
the control of the security server 18. Since the

20 merchant device 16 only communicate with the secure
element 12 under the control of the security server 18,
and since only merchant devices which are authorised for
the determined customer payment application get to this
point, fraudulent merchant devices 16 are prevented from

25 accessing applications in the secure element 12.
Moreover, the merchant device is prevented from querying
applications for which the merchant device is
unauthorised. For example, if direct communication were
to be allowed between the merchant device and the

30 customer applications, the merchant device could attempt
contacting various customer applications, which

compromises the privacy of the customer. Indeed, if



30 which custoner paynent application to use, after which WO

2012/ 002852PCT/ SE2010/ 050745 23 this selection is communicated 38 to the
security wenueyooigs2 As an exanple, the merchant devi ce P6TiSEdI10A5@Ss 22 t hat
it can use VISA, MasterCard or Americap,Express for 5 paynent. The security
server 18 then queries a database or triggers logic on the custonmer's 15
nobi | e conmuni cation termnal, to determne that the user only has a VISA
and a MasterCard custoner paynent application. The custoner is presented

with the oftifGEHEATPEFAFLIN VIR dr0 Mestarlonief etereamsithf t he VI SA
customer p tarﬁcpiaév%'ﬁcté Ghd'e gﬂ%é\@a?eere%n% S LB QY Ment

application), ereby the user selects, using the user Interface of the
nobi | e comaxiistaincen dferaantalinl Gustonpay dpp ngdtheond Sbucldstner paynent
application 15 on the secure el enent 12. The nerchant device 16 then sends

a nessage 395 UG (SPRAARESefs the StaRG% Pt e T 1RlRtent
channel to the secure elenent 12. The security server sets up a secure

channel s anGHLRRAAS 3% drhdNQ RIS Ux SRNIE Bel 6130 dnerfld PWid iy Mer chant

device to conmunicate with the paynent application on the secure el enent
12. The cord8ini Getduare Spdiettsedratare rerSIREt, dadwee Bhannkl he secure

elenment 12 vig th curj.ty server is effected as. int enbodi nent

1T ustr ai e HaFaaty 30 Sk, T MR Ho RS ek dfo B 1 1 om t he
nmerchant deMimig Yapntitiom BHIHRIdL hafa eHSHONRIL REpFEIY FHRldiat i ons,

the security server 18 obtains a list of allowable custonmer paynent

appl i cati oy eomursiaeg imgk sHgds G8 adatgqifadbmusionssc payrdnhent 12. In

one 10 application.

Fig 2b is a sequence diagram illustrating communication
in a second embodiment when a customer performs a
purchase using components of Figs la-b. The main
difference compared to the embodiment of Fig 2a, is that
15 the security server 18 determines what customer payment
application to use. The communication signals 20, 22,
24, 34 and the processing 23 correspond to those of Fig

2a.

However, in this embodiment, if the message 22 from the

20 merchant device contains a plurality of customer payment
applications, the security server 18 determines at this
stage 23 which one of the plurality of customer payment
applications to use for the remainder of the
transaction. This can for example be performed by the

25 security server sending a message 35 to the secure
element 12 to query 36 the customer 15 which customer
payment application to use by means of a Java MidLet, a
web application or a separate application running on the
secure element 12. The customer 15 can then select 37

30 which customer payment application to use, after which



30 enbodi ment, the security server 18 queries a contactless WO

2012/ 002852PCT/ SE2010/ 050745 24 registry service (CRS), e.g. as defined in
t he d obalBl2atfmesseCard Speci ficati on Amendnent C, on tlreTsgcunes@henent 12
where such a list of allowable customesspaynent applications is stored. The
custonmer 15 5 has then previously defined a list of allowable custoner
paynment applications. The security server 18 determ nes the intersecting
set of the list of custonmer paymnent applications fromthe nerchant device
16 and t he Hhist ssleqligmabise qeRHEHCHRs i athtoddd riRftHeE B /e Rl ement
10 12. Thiggd ntersecting set then contains all custonmer paynent
applications that the nerchant device is requesting and the custoner 15
approves of. This intersecting list (which could contain zero, one or nore
itens) is tAemmseranPld,o tthee meeradivartt dbenviicee 16 iantidestelb A ecthat
subsequent |y as descri_bed above. Fig fa is a schematic di agram show ng

har dwar e cdrp&GTehti SV 2 hre MASHRY &F G PYLSIRESPS A¥%ntrol ler 46

I's provideq4sidit amhe Wda!i& £ (Al Iroasss gé&nﬂés (LRdbabase
m crocontrol I'er, digital signal™ 20 processor (DSP), etc., capable of

executi ng sof twarggensstlagsitd ams tHtepraats iamey ‘confutmerbigreogr am pr oduct 45
e.g. in the form.of .a nenory.. The conputer program prqduct 45 can be a
memory or | SRPREBHG Ao R 0 R RGP A CRRF R onl v
menory (ROMas Bher 1 MDY MR Iy | SR RIS ipdentst orage, which, for
exanpl e, can be any single one or conbination of nagnetic nenory, optical

menory, or ap@lii¢adtigne Mheoopsgromaren s anssEntamhwittdd thenmption An
i nput / oMt puyt I/O)Wh.i t ce 40 i rovided to all.ow t rchant device
16 to Iﬁ?ﬁt e?cé’ct a\A\ﬁt J_tg’t ﬁ;elfrsg-\ or %as%:eorcoarcp (1L.e. Using chle Q&é&e

customer payment application or the MasterCard customer

payment application), whereby the user selects, using

the user interface of the mobile communication terminal

10, to pay using the VISA customer payment application

15 on the secure element 12.

The merchant device 16 then sends a message 30 to the

security server 18 to establish a secure payment channel

to the secure element 12. The security server sets up a

secure channel and responds 32 to the merchant device 16
20 to allow the merchant device to communicate with the

payment application on the secure element 12.

The communication 34 between the merchant device 16 and
the secure element 12 via the security server 18 is

effected as in the embodiment illustrated in Fig 2a.

25 In one embodiment, when the message 22 from the merchant
device 16 contains a plurality of customer payment
applications, the security server 18 obtains a list of
allowable customer payment applications e.g. using
messages 35 and 38, from the secure element 12. In one

30 embodiment, the security server 18 queries a contactless



conponents, such as the security server 18. The I/O WO

2012/ 002852PCT/ SE2010/ 050745 25 interface 40 can for exanple be a network

i nt er f acewewotr/msssan Et hernet interface. The mer chant pdexsee@od§7emn be
inplenented in the same web server used,for a web shop or it may be a
separate 5 server. Fig 3b is a schematic di agram show ng functional nodul es
of a nerchant device of Figs |la-b. The nodul es can be inpl enented using
software of the nerchant device, such as a conputer program All nodul es
depend on &HPILG te¥e ARALVGIT e HREONMEN 4 Bsvsledingad |4i5ddh& he control I er 46

and opt i onaljlog ke G Harkt ‘%gJeE&{Tﬂﬂc%j:gL n_ $heihd tdo,/ (%bri el face 40 of

Fig 3a. A custoner identifier obtalner I's arrange tain a custoner
i denti fi er .sebures @lraterftorl 2 hdhexustsarar &l8iisdenifi fdldrowedilee. g. be from a
web shop transaction or http request, froma nobile cqQmruni cation term nal.

A transm t CHSRGTS RAWSHTe FREG SO DS i 1515 1RIhg it BT t)P server
18, whepe e, i JIRASAAR NG 3¢ G iSRSNI d @it ai ned
identifirer o pl i

by the 20 custoner talner, an ap cation identifier

i ndi cat i ng peymnestto rmgp lJpapatarinsaplhec atdayr iadnd serseourl@ Wdetokenifas t he
mer chant deyice. This allows the security server to authenticate the

mor chant  deiGd TSRO T £ (e iiigdf GRTE Pa i ond nessage

25 from t heAGWALNbrEeMRIm ke JIRSRONRR LR e ddd SthdTesisage s The
second nmessage would only be received when
allowable payment applications from the secure element
10 12. This intersecting set then contains all customer
payment applications that the merchant device is
requesting and the customer 15 approves of. This
intersecting list (which could contain zero, one or more

items) is then sent 24 to the merchant device 16 and is

15 used subsequently as described above.

Fig 3a is a schematic diagram showing hardware
components of a merchant device 16 of Figs la-b. A
controller 46 is provided using any suitable central
processing unit (CPU), microcontroller, digital signal
20 processor (DSP), etc., capable of executing software
instructions stored in a computer program product 45
e.g. in the form of a memory. The computer program
product 45 can be a memory or any combination of read
and write memory (RAM) and read only memory (ROM). The
25 memory also comprises persistent storage, which, for
example, can be any single one or combination of
magnetic memory, optical memory, or solid state memory

or even remotely mounted memory.

An input/output (I/0) interface 40 is provided to allow
30 the merchant device 16 to interact with other

components, such as the security server 18. The I/O



the security token is determ ned to be authorised for the custoner paynent

application by

the schene provider WD 2012/002852PCT/ SE2010/ 050745 26

mat ches awoappldogssti on identifier of the custoner paynerCTagplivost7ioN.

nmer chant devic
arranged to se
communi cati on

application. The secure channel

e further conprises a chagnel establisher 44 which is

The

t up a secure 5 channel with the secure elenent of the nobile

termnal to effect paynent using the custoner paynent

is only set up after a second nessage has

been recei e aase 4%k cEn o EXqmRkfehe canatier he disdfacal Btheen t he

channel | Fi} gsd?f‘;“ TS R

of Figs la-b.

A controller 50 is provided using any suitable central

paynment application using the secure
an enbodi nent of the security server 18

processi ng Tha tmerCPlidnt Heviiosr dcﬁorctamlheerj,mpjjegdetrsﬂed;iignaﬂhqormsor (DSP) ,

etc., capabl
progran1pr¥
product 552

of executin of t war tructlons stqQred in a conputer
s A ‘b’*qurfsonrhé f By Gfendr yrayr @orﬁﬁﬁae"ratg)ogr am

LAy e a nmenory or any conbination of read and wite nmenory

(RAM and 20 read only menory (ROVM). The nenory al so conprises persistent

storage, which,

magnet i ¢ méther y’3b d[ﬁ |aca40he@mtﬂy: dragein ¢ hetwitng rfmm@mnalevm‘iuleerﬂ)t ely

for exanple, can be any single one or conbination of

nmount ed rrerr&\r/é_jr ctAh% : EﬁJetV/algC;Jet ptﬁﬁi .Nnt erfa 5['Ah ﬁ‘%ooc{uqvelfgﬁdatsq? al | ow t he

security se

one

e merchant

device 16. iiia drcaddd aifiane o saird fo Q:&@Tﬂdee.cchﬁrﬁ: Rdwi, idid face such

as an Et hernet

interface.

as a computer program. All modules depend on an

10 execution environment 41 which utilises the controller

46 and optionally the computer program product 45 and

the

I/0 interface 40 of Fig 3a.

A customer identifier obtainer 42 is arranged to obtain

a customer identifier. The source for the customer

15 identifier can e.g. be from a web shop transaction or

http request from a mobile communication terminal.

A transmitter 43 is arranged to send a first message to

a security server 18, where the first message can

comprise the customer identifier obtained by the

20 customer identifier obtainer, an application identifier

indicating a customer payment application and a security

token for the merchant device. This allows the security

server to authenticate the merchant device 16.

A receiver 47 is arranged to receive a second message

25 from the security server 18 as a response to the first

message. The second message would only be received when

the
the

security token is determined to be authorised for

customer payment application by the scheme provider



WO 2012/ 002852PCT/ SE2010/ 050745 27 Optionally, a user interface is provided
(not shown) for operator usage of the security server 18. Additionally or
al t er nat iwel2y12/dobss2security server 18 can be operated regwtsebyrooso7hocal |y
using the receiver/transmtter 54. 5 Thg security server 18 can be
integrated in one unit, or it can be separated into several separate units,
e.g. for reasons of upgradeability, ease of inplenentation or redundancy.
In the case that there are several units that nmake up the security server

18, sone coMEHER SRPPIG I inredeantififg ©f Hdtf GHSEAMAT such as t he

controller %g"”” e fegaivgr/tfansmtter 54 and/or the conputer program
pr oduct 52 P getn%b aip? acsag]leotr{nﬁti c di agram showi ng functional nodules of a

security server of Figs la-b. The nodul es can be 15 i npl enented using
har dwar e armtheo meswihtawer eleofidehef wahean toongperisers aAldhanodhll es depend on an

execution envirqonnment 51 ich utilises the controller 50 and optionally
t he conput @rs%%ﬁrpr%d%tmg‘z AT ITD EN T 2 BFHYS g 4a. 20 A
recei ves Skishr1 3Nded iR IRERINE digndrd Yr MEsS b ifireom a merchant device

as described above. A determiner 53 is arranged to determ ne whether the
mer chant degmmainissaduitdoriesadmal thee esftfeerte garymdrderusgfng Heheust oner

paynment application. This can _he dgne by 25 verifying that. the security
Foken comp U omET, SRRt APRITA TRIS i SESUtR TP RARE: S e ibr ov] der
or an intergmdi & MA Yo It YeIMUHS hdd B Ghe Ly e wletaldn ned usi ng
public key infrastructure. WO 2012/002852PCT/ SE2010/ 050745
receiver 47. Payment can then be effected between the
10 merchant device and the customer payment application

using the secure channel.

Fig 4a schematically shows an embodiment of the security
server 18 of Figs la-b. A controller 50 is provided
using any suitable central processing unit (CPU),

15 microcontroller, digital signal processor (DSP), etc.,
capable of executing software instructions stored in a
computer program product 52, e.g. in the form of a
memory. The computer program product 52 can be a memory
or any combination of read and write memory (RAM) and

20 read only memory (ROM). The memory also comprises
persistent storage, which, for example, can be any
single one or combination of magnetic memory, optical
memory, or solid state memory or even remotely mounted

memory.

25 An input/output interface 54 is provided to allow the
security server 18 to interact with other components,
such as the merchant device 16. The I/O interface 54 can
for example be a network interface such as an Ethernet

interface.



28 Atransmtter 55 is arranged to send a second nessage to the nmerchant
devi ce when the security token nmatches the application identifier of the
cust oner weypoemo2gppl i cati on. The second nessage i s thepsase2@008076s 5
message as described above with referepge to Fig 3b. Furthernore, the
security server conprises a channel establisher 57. Only when the nerchant
device is authorised by a schene provider of the custoner paynent
application, can the channel establisher set up a secure 10 channel between

the ner chafPtd@nadd Yand (4T udttHE qayife it ApHia atNUn Shive k Hadinel
est abl i sher, ¢an &f,f efl, IDIcF S8l W ervifé{'}}ee s%%ﬁ}ﬂt'rﬁefé‘.a%iéiyor%ﬁnf ol ling the

cormuni cat i on betweeh the Ter chant a cust oner paynent
appl i cati omr Allttermattiwed lyy orthkb saddintiitgnaldnwert M8 cdeanned meiradlédhed can
ensure that all communi_cation between the merchani device and the custoner

payment appl§meSioh 9% J9edddy WS th &t ARGy et s Ftes Sqrerforned in
cooperation with the channel establisher 44 of the nmerchant device. In this

20 way, sal lppeorgad Galy Qb RRiMesN ddif UGN r AL Gty AHb Wi CUsd,omer
payment application is controll'ed by the security server. Fig 5 is a flow
chart il usith atamdea semared gekrifrdrareeviar alhes aparsianturdend cee k6 of Fi gs

| a-b. The nethod be 25 i npl t ' les of Fig 3b. The fl
chart corr SEIoRES SR R SRAIGHAE T APAme Br° M gs SR BT RGN 11 ol
obtai n custeRindaARALI fiErt i R RO tHdte vRIENaMte dRUWGR T RARIMES an i nput

indicating a desire to performa purchase and obtains the identifier of the
30 cust onerthad gnakehrpughhe sstaansrty igarnveh 18 welpnshgpnponents may

10 be present in more than one unit, such as the controller
50, the receiver/transmitter 54 and/or the computer

program product 52.

Fig 4b is a schematic diagram showing functional modules
of a security server of Figs la-b. The modules can be

15 implemented using hardware and/or software of the
security server. All modules depend on an execution
environment 51 which utilises the controller 50 and
optionally the computer program product 52 and the I/O

interface 54 of Fig 4a.

20 A receiver 51 is arranged to receive the first message

from a merchant device as described above.

A determiner 53 is arranged to determine whether the
merchant device is authorised by the scheme provider of
the customer payment application. This can be done by

25 verifying that the security token comprises a
certificate which has been issued by the scheme provider
or an intermediate party. In other words, the match can

be determined using public key infrastructure.



WO 2012/ 002852PCT/ SE2010/ 050745 29 by the customer saying the identifier to
a sal esperson who enters the identifier into the nmerchant device 16. In a
send firswomepamgs2t 0 the security server step 62, the wersianb/osioys ce 16
sends a message conprising the 5 custoggr identifier, identifiers of one or
nore customer paynment applications and a security token, to the security
server. In a receive second nessage fromthe security server step 64, the
mer chant device 16 receives a nessage from 10 the security server, the
message compriSiNFPitdadt i3 eSs e bt d BRI BAFERIAPN | cat i ons
t hat the ,C ' ‘%!,Ehfo t t | receive

I nput of ﬁhc %{z}%ﬁqﬁﬁzﬁ ?iéar%}qsdte:p ,%e s%@rc ;tﬁftc?eﬂvefhcg&qt%g{r‘%sgﬁ%e

cust onmer waippl iaree itn dfdemtplfiired idfy tife custtomesr peaymenit applications to
use to effect paynment. Finally, in a set up secure channel with secure

el enent st @PREE-CaAHECIre MPafERRA TRt thie BmQuSasP¥brver 18 to set

up a Seguré, la M ddy dg %Hc{izez%ieé}?r?é‘f xtéhé‘hé ftecPtFinyafB?.”t- Al l
conmuni cati on on the secure channel occurs uné%r the control of the
security server 18. Fig 6 is a flow chart illustrating a nmethod perforned

in the secdninbhegmors, dtheFiggrurmi-ty sEhwemrtdmmprigese channel

establisher 57. Only when the merchant device is
authorised by a scheme provider of the customer payment
application, can the channel establisher set up a secure

10 channel between the merchant device and the customer
payment application. The channel establisher can effect
this set up of the secure channel by controlling the
communication between the merchant device and the
customer payment application. Alternatively or

15 additionally, the channel established can ensure that
all communication between the merchant device and the
customer payment application is passed via the security
server. This is performed in cooperation with the
channel establisher 44 of the merchant device. In this

20 way, all communication between the merchant device and
the customer payment application is controlled by the

security server.

Fig 5 is a flow chart illustrating a method performed in
the merchant device 16 of Figs la-b. The method can be
25 implemented using modules of Fig 3b. The flow chart

corresponds to the sequence diagrams of Figs 2a-b.

In an initial obtain customer identifier step 60, the
merchant device receives an input indicating a desire to
perform a purchase and obtains the identifier of the

30 customer, e.g. through customer input in a web shop or



25 inpl emented using nodul es of Fig 4b. The flow chart corresponds to the
sequence diagrans of Figs 2a-b. In an initial receive first nessage from
mer chant wlewhaozdsep 70, the security server receives arPreSEa06/05¢7¢sn t he
merchant device. The first nmessage conpgises the WO

2012/ 002852PCT/ SE2010/ 050745 30 custoner identifier, identifiers of one or
nore custonmer paynent applications and a security token. In a conditional
determ ne whether security token matches step 72, the security server
checks wheterthen&€ s tameth&/Y idwhitde idenh S By SHESRHASAN provi der

of the CUSWBeren‘Eae‘&'%E@hea%én L § jTEH]c% WHE NG Ran d f%eﬂﬁiyc ofg the
custoner paynent applications of the Tirst nessage natches the security
token. If there is no match, the nethod ends, otherw se, the nethod

conti nues I teo sEmdfiiretalmedetagraritite tidd deappltyxaamrerstssey by directly
to a send second ssage, t o nmer.chant qdevi ce ste(f%/m. I n the optional

det er mi ne WIS MSEPIA IO & &ff AENGHE SEERAGS EIRIS Y det%r i nes

whi ch cyst QIR ReWTBIMenk BRI | GRid i Sihawl ¢ o disesdt ird & fawmnt
transaction. If there is only one verified custoner paynent application,

t hat cust orpeymEayerp ldoelticats end s sseiir ifoweakren i fta H8ree are nore than
one custoner_ paynent application, the security server 18 can optionally
query 20 ast?ftp H%S’este 1%€," e.g. stored in menmory, to find out which

cust oner paynent applications this particular customer has install ed.

Al ternati velry Ofrcd@divid GRAdnG nidis S8R0 Wrdny 38 \WcuS tqueddBeedt he user via
the secure el enent and/or the nobile communication termnal which
step 64, the merchant device 16 receives a message from
10 the security server, the message comprising identifiers
of one or more customer payment applications that the

merchant device 16 is allowed to contact.

In an optional receive input of which application step
65, the merchant device queries the customer which one
15 of a plurality of customer payment applications to use

to effect payment.

Finally, in a set up secure channel with secure element
step 66, the merchant device contacts the security
server 18 to set up a secure channel with the secure

20 element to effect payment. All communication on the
secure channel occurs under the control of the security

server 18.

Fig 6 is a flow chart illustrating a method performed in
the security server of Figs la-b. The method can be
25 implemented using modules of Fig 4b. The flow chart

corresponds to the sequence diagrams of Figs 2a-b.

In an initial receive first message from merchant device
step 70, the security server receives a message from the

merchant device. The first message comprises the



25 custoner paynent application to use. Once the custoner paynent
application to use has been established, the security server 18 server
sends a swoaeonti/messsage to the nmerchant device indi cati ngCcwsiEehoosEiomer
paynent application to use. Optionallyg,if 30 determ ne which application
step 74 is not executed, the WO 2012/882852PCT/SE2010/050745 31 security
server 18 can in this step send a plurality of custoner paynent
applications identifiers to the nerchant device and | et the nerchant device
det er ni ne WHstPMSIe islentHdseousitandrl P@nife it QIR iITaMYis TBBLEET 5 |In a

set up sec nrf%ﬂﬁ.” A 7 t e |1V r\ 8 sets up, on

instrgcti 0 a1%'romthr}i?prrlgrc alr?%sdés{;lledczd Cf!gdl}gls%guﬁog{ec lannel beltovveen t he

mer chant device 16 and the secure elenent 12. Fig 7 shows one exanple of a
conput er priograamgudiduicinal0 ded@eroume ivdiathenmadweri tyeaddddre means. On this
conput er readabl e neans cor}’%gt er program 101 can he stored, v{ﬂch
conmputer p At FRORTAHTEY (& Sret Hccotding to

enmbodi nent $,4RIGIHILNRILIN Ut HIY iSRKBPltdhe I NDGRAMPRSKS 1 J¥0958mM product
is an optical 15 disc, such as a CD (conpact disc) or a DVD (digital

versatil e dihsc)custamed! paamerdi spplisadxmnai redl atiovadh ares caifput er program
product coul d al e enbqdi ed as a nory .of devi ce uch..as nenory 45
bt “Lhe. or AR, Heuiies CHS WP afe R GPRE RN (F SHS LR Wi 1o 20
the conput efed=R@ dBtkhkd LHerR AehaRtddald Yy shame@s & tdqck on the
depi cted optical disk, the conmputer programcan be stored in any way which

is suitabl eafteh,t Hdheargilast gndsyr arhhsodds,. tHig etihad standtigyigshe

{ﬁlea;;gﬁfglt% %Ef\lt V(\)Ei\)%r}_c;[n%ﬁ rH)et%,lelref\niane %v%%nIanaK;[lliocnaéiec;nmsq:aelp ]704 Ogr Figs la-b,
directly to a send second message to merchant device

step 76.

In the optional determine which application step 74, the
security server 18 determines which customer payment

15 application should be used for the payment transaction.
If there is only one verified customer payment
application, that customer payment application is used.
However, if there are more than one customer payment
application, the security server 18 can optionally query

20 a database table, e.g. stored in memory, to find out
which customer payment applications this particular
customer has installed. Alternatively or additionally,
the security server 18 queries the user via the secure
element and/or the mobile communication terminal which

25 customer payment application to use.

Once the customer payment application to use has been
established, the security server 18 server sends a
second message to the merchant device indicating which
customer payment application to use. Optionally, if

30 determine which application step 74 is not executed, the



el ement 12 of Figs la-b and applications 5a-b on the secure el enent. The
nobi | e conmuni cation termnal 10 conprises a user interface conprising e.g.
a di spl aywb 2andhopsser i nput nmeans, e.g. inplenented by provisgRangosires WO
2012/ 002852PCT/ SE2010/ 050745 32 displ ay;5 as a touch sensitive display, or
using a keypad. As nmentioned earlier, t%e secure el enment 12 may be

I npl enment ed using a subscriber identity nodule (SIM 5 card or a universal
integrated circuit cards (U CC), a nenory card (e.g. an SD) inserted in the
nobi | e comARFEYorPaBdies Al O tiie Hedursdtan a PR e erfedded

directly i %Jé’c%n[é‘“r”gia%r@né %@gﬂ@gﬁ&mnﬁﬂmg qdngipl - The secure

el ement 12 conprise one nore custonmer paynent applications 5a-b.
O her appl neatdhens: (deoticehewd) \let ¢hd ateradrass duviaey aldteyiogsr ans, can
al so exist on the secure element 12. The invention has mainly been

descri bed B \th HefdiGsfc SU- NG RaMsath Al sl iR erto &5% s readily
15 appreciated by a person skilled in the art, other enbodi nents than the

ones digcl aged akay e ArL KAUAIdNL RSSIHG Wd hivhd he SHORS, Pedhis
I nventi on. WO 2012/ 002852PCT/ SE2010/ 050745 33
18 sets up, on instruction from the merchant device 16,
a secure channel between the merchant device 16 and the

secure element 12.

Fig 7 shows one example of a computer program product

10 100 comprising computer readable means. On this computer
readable means a computer program 101 can be stored,
which computer program can cause a controller to execute
a method according to embodiments described herein. In
this example, the computer program product is an optical

15 disc, such as a CD (compact disc) or a DVD (digital
versatile disc) or a Blu-Ray disc. As explained above,
the computer program product could also be embodied as a
memory of a device, such as memory 45 of the merchant
device 16 or memory 52 of the security server 18. While

20 the computer program 101 is here schematically shown as
a track on the depicted optical disk, the computer
program can be stored in any way which is suitable for

the computer program product.

Fig 8 illustrates the relationship between the mobile
25 communication terminal 10 of Figs la-b, the secure
element 12 of Figs la-b and applications 5a-b on the
secure element. The mobile communication terminal 10
comprises a user interface comprising e.g. a display 5

and user input means, e.g. implemented by providing the



CLAIMS 1. A security server arranged to set up communi cati on between a
mer chant devi ce and a custoner paynent application, the security server
conpri si o 2bm/00essei ver arranged to receive a first nessegsebeionseEssrer chant
device, the first nessage conprising asgustoner identifier, an application
identifier indicating the custonmer paynent application and a security token
for the nerchant device; 10a determ ner arranged to determ ne, using the
security token, whether the nmerchant device is authorised by a schene

provi der ofditsRdagust Gferd F@HASeFHtI0E iBEPlRYr S HIXYF Arranged to
send, only d.he 15 nerchant device is determi ned to be authorised by

t he scheme provider, a second nessage to the merchant device, the second
nmessage i ndicating that the merchant device is authorised to effect paynent
usi ng the s memerigreedrerdrlapgyd,i ddte gecwared dGanarttanielmagstabl | sher

arranged ta, en the nerchant device . .is deferm ned to be authorised by the
schene proﬁ“ﬂ’g%m%e%blsdinﬁe(ﬁusé&a%mr bléi‘%ﬁetelﬁx H‘P%W)devi ce and
the customer Rayren APRI AN OhddySRE Wis & /R r 81 i @dapted to be

conprised in a nobile 25 conmuni cation termnal, wherein all ‘conmunication
bet ween t henemermyha@rddeid . @nd She insstorest Jrayshentmadpple cation is

i m 1, Wi R R A ST S T2E G Ao (K B8 | 90
conmuni cat i%é&ﬁé&?%ﬂé&ﬁ:l}?ﬁ@haﬂ{e FRAES, X HHe mI2 1e

2012/ 002852PCT/ SE2010/ 0507
communication terminal. The secure element 12 comprises

10 one or more customer payment applications 5a-b. Other
applications (not shown), e.g. for access or loyalty

programs, can also exist on the secure element 12.

The invention has mainly been described above with

reference to a few embodiments. However, as is readily
15 appreciated by a person skilled in the art, other

embodiments than the ones disclosed above are equally

possible within the scope of the invention.



34 custoner paynent application is set up to pass via the security server.
3. The security server according to claim1l or 2, wherein the security

t oken compoi2eesozssder chant 5 certificate and the deter mpoersEe®oaso7anged to
det erm ne whether the nerchant device kg authorised by determining if the
merchant certificate is issued by the schene provider, wherein the schene
provider acts as certification authority. 10 4. The security server
according to any one of the preceding cl ai ms, wherein the custoner
identifier conprises a phone nunber, ChA IMSmmi| address, or a network access
identifier. 5. The security server according to any one of the 15 preceding

131 oL harel i e AR SN SR U 15PS Rt S0

|nd|cat|ng an applicati an ap a uni que
appl i cat i omatohean fa arercﬁlan'lEh@es;emﬂ idnd saeromtcmcamrghymgartto any one of the
20 preceding clains, wherein the determner is arranged to determ ne that

t he nerchaﬂ:Hﬁ%HQﬁ%Q%réﬁﬁhﬁﬁQQﬁiﬁﬁﬂ%FﬁMﬁﬁ1QQWPW%%%ﬁgnessage is digitally
signed by the nenchant,ey ﬁ%r@{%@ tRe Adentid i1 s R J %%on{mt ches

that of the security token The security server according to any one
of the precediaryheirdi msviweer dilre tﬂisrahatn&?sraarw GCSTIP';HJJ‘SJHQ_:ECB to determ ne

that the nercq¥ﬁt devj c aut hori se onI n.the security token has a
validity date %dﬁé?%i%ﬁ? qt %ﬂﬁﬁ¥ ?lrst nmessage is
recei ved. 1%1@@@@@2@%1%%@ a?;ﬁ)llcatlon and a

security token for the merchant device;

10 a determiner arranged to determine, using the
security token, whether the merchant device is
authorised by a scheme provider of the customer payment
application;

a transmitter arranged to send, only when the

15 merchant device is determined to be authorised by the
scheme provider, a second message to the merchant
device, the second message indicating that the merchant
device is authorised to effect payment using the
customer payment application; and

20 a channel establisher arranged to, when the merchant
device is determined to be authorised by the scheme
provider, set up a secure channel between the merchant
device and the customer payment application in a secure
element being adapted to be comprised in a mobile

25 communication terminal, wherein all communication
between the merchant device and the customer payment

application is controlled by the security server.

2. The security server according to claim 1, wherein the
channel establisher is arranged such that all

30 communication between the merchant device and the



8. The security server according to any one of the preceding clains,
wherein the first nessage conprises a plurality of application identifiers,
each i ndiwetoregoasseespective one of a plurality of cust eceSEpayosITys 5

appl i cations, wherein the determ ggr is further arranged to determ ne
whi ch one of the plurality of custoner paynent applications is to be used
to effect paynent; and wherein the second nessage conprises an identifier
10 of the custoner paynent application to be used. 9. The security server
accor di ng t3sHoMaH PAMAth SPRIGHRE N d 5 StoR &0 Hahge tid'Send a

pr onpt rres%liiq__ga Jmhid.e termnal corresponding to the customer
identifier, to pronpt which custonmer paynent application 15 is to be used;

and to receive a nessage fromthe nobile term nal indicating which one of
t he plural i3y dhecssicmrartypaererr auwdrchinon icsldim He arsex. 10. The

security server .accqording to claim9, wherein the first nessage conprises a
t ext messgad"é",erfrﬂrd1 ttﬁl@ ﬁ?cﬂ)’rrdﬁé’[ tr?g{es“aé:é’"lﬁﬁfpﬁ"?ss?s M Radk message. 11.
The secyri t6,S8ML 10 G RN, Mhersidhdde [detRIvEMend s further

arranged to read a database indicating which one of the plurality of
cust oner pathedhiterapple cmricdrent dawidse iseditizg ilged Synetdimidioriget ti ng up

a conmuni cat channel het ween r chant. devi a a cystoner paynent
appl i cat i ot PO SRS £Radd i T S ort o= Hot st SEHBIT si ng ¢ he
steps, perfidEddr) W eaGldHe S prfviddd efaiyifg a first nmessage
froma nmerchant device, WD 2012/002852PCT/ SE2010/ 050745 36 the first

message comettsifigadicustaprtdrodidentifier, an application identifier
i ndi cating the custoner paynent application and a security token for the

mer chapp devi Gre WRLATYINGvetS I NLINE P 1dnky (ke s Wit her the
preceding claims, wherein the customer identifier
comprises a phone number, an e-mail address, or a

network access identifier.

5. The security server according to any one of the
15 preceding claims, wherein the application identifier

comprises a text string indicating an application, a

prefix of an application, or a unique application

identifier.

6. The security server according to any one of the

20 preceding claims, wherein the determiner is arranged to
determine that the merchant device is authorised only
when the first message is digitally signed by the
merchant device and the identifier of the merchant

matches that of the security token.

25 7. The security server according to any one of the
preceding claims, wherein the determiner is arranged to
determine that the merchant device is authorised only
when the security token has a validity date range which

encompasses the date when the first message is received.



merchant device is authorised by a schene provider of the custoner paynent
application; sendi ng, only when the nerchant device is determned to be
aut hor i sestohy1#doessschene provider, a second 10 nessage POTISEeo10BsETANT
device, the second nmessage indicating ghat the nerchant device is
authorised to effect paynent using the customer paynent application; and
setting up a secure channel between the nmerchant 15 device and the custoner
paynent application in a secure el enment being adapted to be conprised in a
nobi | e comfuni &&E G Ve RYh &S e P& el ing Yc &N hdthReen t he

mer chant deyi t . tqng% YeJol | j i Eﬁﬂ&i* by the
security sZj\rg\/ee(\cr%ic{?\L #}%]%1%’ net rggqg% I ﬁ%ﬂ[ gf?egs;aﬁ% ic , les§ge4| ﬁadt he step
of setti ng penwld toharmelppdargart ises iphkssdi iy eadd, cagtunirchidai aetaveen t he
mer chant device and the custoner. paynent application via the security

server. 14 TSRRSSHIMECTS Sr dnRIGHFih @ fc SRS RgMERcode 25

executa@le§%%¥%$§yydﬂgjer of a security server, wherein the conputer
pr ogr am codg, en run on the controller, causes the security server to

performthe steperefin the dedeirviimgra ifs ristrthessageafrged arer chant devi ce
the first ssage conpr.i sing a custoner. identifier, an 30 application
dent ] 11 er GERALEEn G T S SHStE Pt Aot 5% 411 S SHARSE SURMARY t oken
for the nerghantc MO #1303 32PGHFINL Y44 a3ment ; and

wherein the second message comprises an identifier

10 of the customer payment application to be used.

9. The security server according to claim 8, further
comprising a prompter arranged to send a prompt message
to a mobile terminal corresponding to the customer
identifier, to prompt which customer payment application
15 1is to be used; and to receive a message from the mobile
terminal indicating which one of the plurality of

customer payment applications is to be used.

10. The security server according to claim 9, wherein
the first message comprises a text message; and the

20 prompt message comprises the text message.

11. The security server according to claim 8, wherein
the determiner is further arranged to read a database
indicating which one of the plurality of customer

payment applications is to be used.

25 12. A method for setting up a communication channel
between a merchant device and a customer payment
application, performed in a security server, the method
comprising the steps, performed in the security server,
of:

30 receiving a first message from a merchant device,



device; determ ning, using the security token, whether the nerchant device
is authorised by a schene provider of the custoner paynent application,
only whernwoheizmegsbant 5 device is determ ned to be aut lromisgedobso7ahe
schene provider, a second nessage to the nerchant device, the second
message indicating that the nerchant device is authorised to effect paynent
using the custoner paynent application; and 10setting up a secure channel
bet ween the nerchant device and the custonmer paynent application in a
secure el effdift &Sty MEEHRIS] QB A SaBtaner glatte dmwiitat i on

term nal, o 1§Litcfé1t§'dn QR SR C?L%éieéa"% ehl}ﬁey%%ru&fa&rﬁ&@”d the

cust oner application 1s contr server. 15.

A conput er gppdgreatipmodiet o eguursityg toksonfdrert iy agiratheaaacording to claim
14 and a conputer readabl e nmeans on which the conputer programis stored.
16. A ner cK$WLSFevi ce arranged to receive authorisation 20 of the nerchant

device and to beused Jif £LORUNG kR Wddy 85LINNg | NS HdMiGasing a
desire to performa purchase, the nerchant vi ce conpri sing: a

cust oner i demdhandr debtiaienars autdngecdd pbtaaisthemugmweirdedent i fi er; 25a
transm tter arranged to send a first, nessage to a security server, the

first messdgé S PMEdu AW&iti fier obtained by the customer
identifier obtad@finAN AAR Wil Ahd dRAMIHAR dAdiCAli Bt ermined
to be authorised by the scheme provider, a second
10 message to the merchant device, the second message
indicating that the merchant device is authorised to
effect payment using the customer payment application;
and
setting up a secure channel between the merchant
15 device and the customer payment application in a secure
element being adapted to be comprised in a mobile
communication terminal, wherein all communication
between the merchant device and the customer payment

application is controlled by the security server.

20 13. The method according to claim 12, wherein the step
of setting secure channel comprises passing all
communication between the merchant device and the

customer payment application via the security server.

14. A computer program comprising computer program code
25 executable in a controller of a security server, wherein
the computer program code, when run on the controller,
causes the security server to perform the steps of:
receiving a first message from a merchant device,
the first message comprising a customer identifier, an
30 application identifier indicating a customer payment

application and a security token for the merchant



cust oner paynent application and a security token for 30 the nerchant
device; a receiver arranged to receive a second nessage from WO

2012/ 0028p2BCI/(BER0 10/ 050745 38 the security server, thecyseendosrEssage
only being received when the nerchant gevice is determ ned to be authorised
by a schene provider, wherein the custoner paynment application is conprised
In a secure elenent 5 being adapted to be conprised in a nobile

comuni cation termnal; and a channel establisher arranged to set up a
secure chaMied1icfith the secure el enent of the nDblle comuni cati on term na

to effect pay %pgg é?} The

mer chant deV|g§Q%§%§#' gpto 21§P§&1 %gﬁﬂqi app |cg¥?o#ﬁrﬁentlfler
in the firstendesageldvsdend ssaechas itdee] appld cadhieme ipdentiddrerof n the
second nmessage. 15 18. The nerchant. device according to claim 16 or

wher ei n t hdbd <t Q@Mﬂﬂﬂﬁl%ﬂﬁ&%fﬁﬂ%ﬂﬂm|q%}XﬁWQﬁﬂﬂ§Q%nW%ﬁFh%ﬁﬁn|f|ers
each i ngli caid NG A (£ r’rﬁi% SPBY REHB s APRY Gald Wrhend?: The

mer chant device accor Ing to a|n118 wherei n 20 't he second nessage
conpri ses appivicktn o isternd mfassa‘qﬂ @ dulsseterrhealt defvitdes, glheal ity of
appllcatlon ldeéndgggg%éﬁl& f%JéfE% teﬁ?%%e mé}chant device is
authorised to effect payment using the customer payment
application; and
10 setting up a secure channel between the merchant
device and the customer payment application in a secure
element being adapted to be comprised in a mobile
communication terminal, wherein all communication

between the merchant device and the customer payment

15 application is controlled by the security server.

15. A computer program product comprising a computer
program according to claim 14 and a computer readable

means on which the computer program is stored.

16. A merchant device arranged to receive authorisation

20 of the merchant device and to be used in conjunction
with receiving input indicating a desire to perform a
purchase, the merchant device comprising:

a customer identifier obtainer arranged to obtain a
customer identifier;

25 a transmitter arranged to send a first message to a
security server, the first message comprising the
customer identifier obtained by the customer identifier
obtainer, an application identifier indicating a
customer payment application and a security token for

30 the merchant device;

a receiver arranged to receive a second message from



wherein the nmerchant device is arranged to effect paynment using one of
the applications associated with 25 the application identifiers of the
second neseage/02$0. The nerchant device according to clrerrsEi@p/ovdres ei n t he
merchant device is further arranged tosgeceive input, when the subset or
all of the plurality of application identifiers consists of nore than one
30 application identifier, the input indicating which of WO

2012/ 002852PCT/ SE2010/ 050745 39 the subset or all of the plurality of

appl i cat i oFHeI&RGULidYs S vefe fihestSafshdressRd® PELUR]ERD ef f ect

payment . rece%'_:lvedT%egﬁrt%%er%vgchte CAUANO dQ AW ARF f gde 5 clains

16 to 20, wherein the annel establisher 1s arranged to set up a secure
channel ovethosidediga asnefoane Widy itdee ,sedere ial estentcwftdneer mobi | e
conmuni cation termnal. 22. A nethod for receiving authorisation of a

mer chant 1P AEYe SRRHCH AR i1 (IR e AR S Feiidiction with
Compr | ST hg Tha S e sk omed T HS Farchan ey e O AT ng
cust oner i demniifnadr;; alssendi ng a first nessage to a security server, the
a channel establisher arranged to set up a secure
channel with the secure element of the mobile
communication terminal to effect payment using the

10 customer payment application.

17. The merchant device according to claim 16, wherein
the application identifier in the first message is the
same as the application identifier in the second

message.

15 18. The merchant device according to claim 16 or 17,
wherein the first message comprises a plurality of
application identifiers, each indicating a respective

customer payment application.

19. The merchant device according to claim 18, wherein
20 the second message comprises application identifiers for
a subset or all of the plurality of application
identifiers of the first message, and
wherein the merchant device is arranged to effect
payment using one of the applications associated with

25 the application identifiers of the second message.

20. The merchant device according to claim 18, wherein
the merchant device is further arranged to receive
input, when the subset or all of the plurality of
application identifiers consists of more than one

30 application identifier, the input indicating which of



first message conprising the custoner identifier, an application identifier
i ndi cating a custoner paynent application and a security token for the

mer chant wewoa02830r ecei vi ng a second nessage from the eewiseRdig/osnser, the
second nessage only being received wheggthe nerchant device is deternined
to be authorised by a schene provider, wherein the customer paynent
application is conprised in a secure el enent being adapted to be 25
conprised in a nobile comunication term nal; and setting up a secure

channel wi tthe FaRsetE aldnaht e HaTRbite AorRMIIGRE M term nal to
eff ect paynepl, d4¥igd R QYR %E%fstpwé(%ggaeg&@ AP Ysed to BErdeLomput er

program conpri sing conmputer programc executable in a controller of a
mer chant desyoentn WO 2012/ 002852PCT/ SE2010/ 050745 40 conjunction with
receiving input indicating a desire to performa purchase, wherein the
conput er praogram code, when run on the contraller, causes the merchant

device to pgert drR fivd cedds d6-L S RCHHHG % TQUTmaRS @ntis er -

sendi ngsa fdirSitndmagsage A0 AL he ¥niine It &y StsHEmssage conpri sing
the custoner identifier, an application i1dentifier indicating a custoner

paynment appltireatdesh tandset suc @ itecumwsk erhdroret evarerachvaide reatevi ce;

recei ving a second nessaqge fromthe securit rver, the second nessage
onl'y bei ng RGN ed WHlbr e SR ST &F [ 9SididhESed to be authori sed
by a schengdamiHideysioMeldinidahe cust onmer paynment application is

22. A method for receiving authorisation of a merchant

10 device, performed in the merchant device in conjunction
with receiving input indicating a desire to perform a
purchase, the method comprising the steps, performed in
the merchant device, of:

obtaining a customer identifier;

15 sending a first message to a security server, the
first message comprising the customer identifier, an
application identifier indicating a customer payment
application and a security token for the merchant
device;

20 receiving a second message from the security server,
the second message only being received when the merchant
device is determined to be authorised by a scheme
provider, wherein the customer payment application is
comprised in a secure element being adapted to be

25 comprised in a mobile communication terminal; and

setting up a secure channel with the secure element
of the mobile communication terminal to effect payment

using the customer payment application.

23. A computer program comprising computer program code

30 executable in a controller of a merchant device in



15 conprised in a secure elenment being adapted to be conprised in a nobile
communi cation termnal; and setting up a secure channel with t

secur e elwormnt2/messthe nobil e conmuni cati on term nal

the customer paynent application. 20 244 A conputer program product
conprising a conputer programaccording to claim23 and a conputer
nmeans on which the conputer programis stored.

10

15

20

conjunction with receiving input indicating a desire to
perform a purchase, wherein the computer program code,
when run on the controller, causes the merchant device
to perform the steps of:

obtaining a customer identifier;

sending a first message to a security server, the
first message comprising the customer identifier, an
application identifier indicating a customer payment
application and a security token for the merchant
device;

receiving a second message from the security server,
the second message only being received when the merchant
device is determined to be authorised by a scheme
provider, wherein the customer payment application is
comprised in a secure element being adapted to be
comprised in a mobile communication terminal; and

setting up a secure channel with the secure element
of the mobile communication terminal to effect payment

using the customer payment application.

24. A computer program product comprising a computer
program according to claim 23 and a computer readable

means on which the computer program is stored.
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