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distribution of usage of electronically published materials. Electronically published materials

are typically distributed in a digital form and created on a computer-based system having the

capability to recreate the materials. Audio and video recordings, software, books and
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be described in greater detail with reference to the acconpanyi ng draw ngs,
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of the present invention, Fig. 2 shows a,nodification of a key-Iocker table
and a hidden key after a copy operation, "Fig. 3 shows a basic bl ock diagram
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25 information for gaining access to the digital work and a secondary channel in which

secondary channel information is stored which is used for encrypting, decrypting or verifying
the access information on the record carrier, the secondary channel and the access
information being recorded on the record carrier on substantially the same physical location.
Recording the access information together with the secondary channel information on the

30 record carrier has the advantage that by recording the access information, the previous
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secondary channel and the access information on substantially the same physical location has
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secondary channel information is reduced.



the invention, the access information conprises all kinds of secrets
relating to the access information, e.g. usage right information defining
one or nowe ety i ons which nust be satisfied in order f@ecTBezmsage right
to be exercised, keys, counters, an own jdentification of the disc or any
information which is to be stored in a tanper-free way. This access 15
information is stored together in a table which is called a key-I| ocker
tabl e KLT. The keyl ocker table KLT is encrypted e. g. by a DES al gorithm
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a runlength-limt (il storl hldde i nf.ornation
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Accordingly, an extraction and intermediate storage of the original or

25  purchased key-locker table KLT, followed by a re-storing after the first copy operation is
useless, since the new key-locker key KLK-2 is now stored in the hidden channel and a
decryption of the key-locker table KLT would now no longer be possible by the disc drive.
Accordingly, any "copy and restore attack" is readily detected by the disc drive or at least
leads to an error.

30 Fig. 3 shows a basic block diagram of a disc drive for driving the record
carrier according to the invention, which is arranged to generate and write a key-locker table
KLT together with a digital work DW (i. e. a music track or the like) on a recordable disc 10
based on usage right acquired together with a purchase from the internet. In particular, an

EMD application which may run on a computer system to provide a corresponding download
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KLK, and encrypts the key-locker table KLT using the new key-locker key KLT. The drive
controller 21 receives the updated and scrambled key-locker table KL'T and the new key-

20 locker key KLK and controls the RW unit 20 so as to write the re-scrambled key-locker table
KLT onto the recordable disc 10 and the new key-locker key KLK in the hidden channel. The
new key-locker key KLK can be written underneath the key-locker table KLT in a single
write operation. This updating and re-encryption by using a new key-locker key KLK is thus
performed after each change inside the key-locker table KL.T.

25 If the updated key-locker table KLT indicates that the usage rights have been
exercised or consumed, the disk controller 21 refuses the use of the respective digital work, e.
g. by transmitting a corresponding error message or control signal to the EMD application. It
is to be noted that the key-locker update and encryption unit 22 may be implemented as a
software routine of the drive controller 21.

30 Fig. 4 shows a basic flow diagram of the above procedure for a secure update
of the access information, in particular usage rights. According to Fig. 4 a new random key-
locker key KLK-2 is generated in step S100 after the recordable disc has been loaded into the
disc drive and a corresponding usage operation of the digital work has been started. Then, the

content of the key-locker table KLT is updated and encrypted with the new key-locker key
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compliant devices. If it is ascertained that the content of the hidden channel can not be

30 deterministically changed by a non-compliant device, the content of the hidden channel may
be freely accessible. A compliant device can calculate the checksum by reading the random
data in the hidden channel and check whether the calculated checksum corresponds to

checksum present in the user data. A calculated checksum which differs from the checksum
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Furthermore, the key-locker table KL T may be arranged as one key-locker
table per track. In this case, enough capacity of the hidden channel is required to store a
random key-locker key KLK for each key-locker table KL.T. The key-locker table KLT could
be split into a plurality of key-locker tables if its size becomes too big to perform a re-writing
15  operation at each transaction. Then, each key-locker table KL T will have its own random
key-locker key KLK stored in the hidden channel.
The present invention may as well be applied to protect hard discs against
"copy and restore attacks". In this case, the hidden channel could be arranged as a memory
embedded within the HDD controller. A similar application is possible for flash memory
20  cards or the like. Generally, the present invention can be applied to protect any further

recording medium, e.g. magneto-optic recording medium (minidisc) or magnetic tape.
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. 1? A Pec%rd( gamér forls(%o/r%g(g digi 91/\“,5‘0 D ,%v%éﬁu% th(e)record carrier
(10) comprises access information (KLT) for gaining access to the digital work, and a
secondary channel (HC) in which secondary channel information (KLK) is stored which is
used for encrypting, decrypting or verifying the access information, wherein the secondary

5  channel (HC) is stored on the record carrier on substantially the same physical location as the

access information (KLT).

2. A record catrier according to claim 1, wherein the secondary channel is stored
on the record carrier by controlling the polarity of a predetermined runlength of a

10  predetermined data or control symbol of a runlength-limited code sequence.

3. A record carrier according to claim 1 or 2, wherein the secondary channel

information (HC) is changed when the access information (KLT) has changed.

15 4. A record carrier according to claim 1, 2 or 3, wherein the access information
(KLT) is usage right information defining one or more conditions which must be satisfied in

order for the usage right to be exercised.

S. A record carrier according to claim 1, 2, 3 or 4, wherein the secondary channel

20 (HC) is a hidden channel which is not accessible by non-compliant reproducing devices.

6. A record carrier according to claim 1, wherein said record carrier is a

recordable optical disc (10), in particular a CD or a DVD.

25 7. A record carrier according to claim 1, wherein said record carrier is a hybrid

record carrier comprising a read-only part and a write part.

8. A method for recording a digital work (DW) on a record carrier (10), the

method comprising the following steps:
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stored which is used for encrypting, decrypting or verifying the access information on the
record carrier, the second recording means being adapted for recording the secondary channel
(HC) and the access information on the record carrier on substantially the same physical

15  location.

10. A device for reading the record carrier (10) according to claim 1, the device
comprising first reading means for reading the digital work (DW) from the record carrier and
second reading means for reading access information (KLT) for gaining access to the digital
20 work and a secondary channel (HC) in which secondary channel information (KLK) is stored
which is used for encrypting, decrypting or verifying the access information from the record
catrier, the secondary channel (HC) and the access information being stored on the record

catrier on substantially the same physical location.



