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- 1 DESCRI PTI ON DATA PROCESSI NG METHOD AND I TS
APPARATUS TECHNI CAL FI ELD The present invention

relates to a data processing nethod, its apparatus,

its program a sem conductor gircuit, and an

aut henti cati on apparatus useful in the case of

conducting a transaction_through a network using an IC
10 (integrated circuit) PRFFRIPRI®Na card or a nobile
term nal apparatus. BACKGROUND ART At the present .

time, conmmuni cation systens using IC cards etc. for
transact'ions through the Internet and other 15 :
net wor ks BAZAHEROGESSIHNIGO MESFHODN ANDC TT& Q@Pwainesf i on
systens, a server receives fromfor exanple
reader/witers of IC cards or PCs (persona

conputers) processing requests using the IC cards and

per f or M ifEcagUt tj cation, data encryption and
decryption, 20 and other processing. In the above
expl ai ged communication system however, it is i
envi si oned PERSETSr JOYERLIgY, agdeses o & datyeramrying
of 1 C cards will be received sinultaneously or in
§\‘Fdﬁlhc°°lri #ES aRRaRis 28 tpProgEaR s Sesemhgondnetorhasrcuit,

- to be able to efficiently 2 _ handle such processing

Baguest suthentticatians apparatie iseFu 10 6er WIRS dhse of
plurality of ,
conducting a transaction through a network using an IC
(integr.ated circuit) bu_ilt into %\‘ card or a mobile terminal
apparatus. |

BACKGROUND ARTY

At the present time, cémmu'nication systems using IC
cards etc. for transactions through the Internet and other
netwo.rks are being developed.

In sﬁch a communication syst‘eins, a server receives
from for example reader/writers of IC cards or PCs (perso;lal

computers) processing requests using the IC cards and

performs user authentication, data encryption and decryption,

and other processing.

In the above explained communication system, however,
it is envisioned that processing requests for a large number
of IC cards will be received simultaneously or in short time

periods.

In this case, the server has to be able to efficiently
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application prograns for processing for procedures
relating to a plurality of settlenent businesses and
perfornms 5 processing using selected application

progranms in accordance wth Rhe processing requests.

Such processing requests also have to be efficiently
handh£d. t LD.Lhe_abqove expl ai ned comruni cati on
systeﬁg S%ﬁ% %%F?%gfﬁgnrﬁﬁgﬁfgﬁfexecuted by the
serverapas to 10 describe codes using key information

for. acleSETIRF 1 & 3T Seebiret | ekerutefmanaiurality of
operating the I1C cards. Here, the key information and

dRphicabien pnaannns £9x PheckAskng Bk prvcddures relating .

manager of the server if expecting security of

it atworbitusi of $ébtlGnent dsusibedbes chndeperfoihe

past, the manager of the server produced and ;

@i Fiady GBenaPPdl 66tLQ AP IAH AT UPLEgrAREUSS hebb®lunce

t he above service providers. Wth the nmanhager of the ,

SAIME L pedEL0g;ARd 2 e, N D odr as

in this vvgy, how:évgr,reﬁé%gg] é%‘ﬂlgls { edegs%éﬂjlggm tqHatS%s also
| qad ;on t nmanager .bec great. Further, in the

z%%v%q%&p%ﬂ%1(f%iﬁ Y q?ﬂggginple, appl i cation

programs of a plurality of credit card conpanies or

ot her Busithesein the ahpve gypliadaedonopmupigatignesysten,

produced by the individual businesses and downl oaded

tthet pprpld cadviver RISigIRNp ersBndied dnp Utles sseitver -hds €6

expl ai ned above, however, when the above expl ai ned
deseeribeunsdapphs LAl losy BT aiEt ¥n Fodl HeakiskYngf 1C cards
busi nesses, it is necessary to ensure that the

BhAC8pErAYiBha®2EBmmands for operating the IC cards. Here,

the key information and operational commands can be known

only by the manéger of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the manéger of the server
produced and customized the application programs upon
request‘ f#om the above service broviders. '

With the manager of the server producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further , in the above explained server, for example,
application p—ro'grams of a plurality of credit card companies .
or other businesses run. Such application programs are
produced by the individual businesses é.nd downloaded to Fhe

server using personal computers etc.
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appl i cation programnot be nonitored or tanpered wth
by 5 ‘another application program On the other hand,
there is a demand for providing diverse services
while transferring data betwe8n-application prograns.
Furt her, individual businesses downl oad tgeLr 10h _
appl i catd f fh r, e themin .
accor dare e AP ARl RoRE R b iR e a%%vd “XFidined

' | | iop. prograns to_the_seryer or_debug.
R b L 2P R b g RE 2 R r ol ginves Businesses,
i s, necessary to prevent prograns 15 in the server from
Bt i iFETRTIRFY t ERpensnrei Ehat  the Breeenaindecforach
realizing this, for exanple, there is the technique of
ARMerta tekan arr papere suo hgbashoni keyedi of otampepadwhtth by
accessing the server. Usually, such key information :
iancaittone chppl i dwet teigsyo@tam. t er m nal apparatus 20
(personal conputer), however, so there is the _
possi bioni the QtHdy iHaddd U {el %]én’?argd PESP l;?zr'rcl:nu{]ding
security. Further, the LSl formng tTﬁ a otf N

e a,built-in.CPU .sonet | mes. .

e e oL LB WIS £ P P e s vess FRPLUEAESon
a_case, data flows over the bus provi ded between - 4
PKRIF&MSchi p and external menory, so that data can be
viewed by probing the bus. Wen the above expl ai ned
serverFﬂﬁihansiédéG#ﬁ@ﬁdibmaﬂnﬂaﬁmﬂidmunquﬁsnhaﬂr
aut henti cation, and other highly
application programs to the server, then debug them in

accordance with need.

When individual businesses download application
programs to the server or debug those application programs
in this way, however, it is necessary to.prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using kéy
information when accessing the server. Usually, such key
informationris stored in the memory of a terminal apparatus
(personal computer), however, so there is the possibility
of illicit use énd there is a problem in security.

Further, the LSI forming the above explained server

‘has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

Ih such a casé ; data flows over the bus provided between
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5 confidential processing, however, as expl ai ned
above, there is a problemin security if the data is
probed. Further, the above explained server is
sonmetimes conprised of a single conputer. In this
case, a single conmputer runs a plurality of 10

elati .o a urality of servigces provjded,
N Rty ehin ad el maervnsoct i HAtR rihpoviewe
E%ghl confidential data such as with settlenents, '
ePForing Ehey Mt em that there is a possibility of
the highly confidential data owned by each business
bei ng Whieinc Ehpyabgve mypiiaighd seraepepedforins dycommercial
anat her busi ness. Further, there have been the
feaaneaioty qrsob lpenms arsn auttidigt RcLOIseN AR ab teP S Bdhly
conputer as, the above explained conputer. FIG 133 .
ebaws dehd ikaspeocanki ' 5
conput er 601.bln ?he gg&gﬁ?ggv%%iqgﬁgﬁ%h%#nf%g?bfggf ghere
U_6 is sing .t he instructions
gﬁdadgt%g o?%%‘r%ge%‘%%r ad‘r}?rtolﬁr‘ne a‘gdr%%’r%/ %’Efg?e e CPU .
602 ou%gu%g an ggdre s for access .in the menory 25
603 to" ah-a88r e58°pASo¥G4 o xP181pg Rer Ve d semgmezines
reads fromthe nenory 603 or wites in it according
comprigndr of 3 giaglescsormpWyempdul e A, nodul e B, and
nodul e C stored in the nenory 603 are processing -
uni ts bk thpsogaaw), havsiggipeebmpater! wafisi @plurality of

programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
prroblem that there is a possibilif:y of the higl}ly
c‘on‘fidential -data owned by each business being illicitly
acquired or tasnpéréd with by another business.

Further, there have been the followiﬁg problems when

using a conventional general computer as the above explained

computer.

FIG. 133 shows the basic configuration of a general
computer 601.

In ti'xe computer 601 shown in FIG. 133, a CPU 602
rerforms processing using the instructions and c_lata of a
program read from a memory 603,
| The CPU 602 outputs an address for ac‘ce'ss in the memory

603 to an address bus 604.
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A debugger 605 checks the operation of the CPU 602 at
the tinme of devel opnent of a program It uses a HALT
signal to tenporarily halt the operation of the CPU
602, read internal informati®n-of the CPU 602, and
informthat 10 information to the program devel oper.

Here, | 1 id. L.S.assu t hat, t he nodu A
has a’ kﬁlﬁg}%ﬁdng&?o&nﬁ%ééa %@aﬁgrﬁﬂd LUBTEO Y h§3 or writes
nodul e C.tﬁg$fe, assune that_the routine of the basic
fihcth FFIIRFREES £ (FRA TR Slgnak $60R) v

confidential. In such 15 a case, since the nodule A

i s a bddiec mogdvdis én, nadyle Foc sushmedule i atiakedinin the
envi ronment enabling the devel oper of the nodule B or
metginy €08oade \etapddinguadtanofAs prermaRavihgl specific
this, there is the nethod of distributing a library. .
Fhinktismexpressed. in an i nternedi at e | anguage bet ween

20 a hi gher | anguage and machi ne | anguage (normally

cal | edpa . I Y. . but .anal ysi §,i S

rel ati eep)?bgggé.%n?pé&'r g%%l%g£ %g |eg ﬁpr?g?st:lltﬂr'l iolsfy%ﬁaatcptq]esqz
rogcessi.ng rautine, of a program desired to be kept

By e it P2 e Yo Lohment 62 eb RARSTAWAE ¥4t MeRALEsignal

anot her nmeans, the basic nodule (in this 25 exanple,

- tRetRBRGrarily) badtothe icperadimmnmty 368 ABY &hRanomad

6 and, rather than using it as a library, the
#overvpdr idfeeinggsont b thist WRTE 6025 URINGY infatrnt Mhat
basic modul e is present at a specific |ocation. Even
whflridtioALEBS thBOPRYGan! BRWR1icpelNe problem 5 that

it is not that hard for the devel opers of the nodul es

2tand Held, '£RUFEHE 1BYUI £¢A: 31 QLEHnELA EHELTRIR %o803e A
has ‘a basic function used by the module B or the module C.
Here, assume that the routine of the basic function
included in the module A is highly confidential. Ir; such
a case, since the module A is a basic function, it is necessaj:y
to provide an environment enabling the developer of the
:module B or module C to develop its program. As one means
forr this, there is the method of distributing a library.
This is expressed in an intermediate l'anguage bgtween
a highe.fr: language and machine language (normally called an
:'_'assembly language"), but analysis is relatively easy. There

is a high possibility that the processing routine of a program

- desired to be kept confidential will end up becoming known.

Further, as another means, the basic module (in this

example, the module Aa) is stored in the memory 603 in advance
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thiss tinme, the read content is in a nmachi ne | anguage
of a level which the CPU 602 executes, but there are
tools for converting this nmachine | anguage to an
assenbly | anguage. 10 The roétine can be anal yzed
relatively easily. Further, there is the problemthat

F d [ ; u d C t orar,i |

o CeTaRCEReR s PR s ??eme%eeroflevflm
' the nmodul e t,, the devel opnent  stage o

THES HoPhule ASsTRENG Cerad the haats it cterent at

t he confent of the sane and thereby learn the entire

1ﬂ(ﬁ§ﬁﬁﬁékfrikﬁ?YkP%f the program of the nodule A.

Further, an application programrunning on the above ,

expl ai Fetersavidy Yeimd imemney hdateverchamgineg idatithe |mEbblem

data, 20 and other high security data set by the :

ddati de- prsovioderthats hakleForhehe PRERe Pof8FRNGE f Blie modules

protecting it fromillicit tanpering or nonitoring. A

i el @jertedid Wi MERRAY A %‘ig;{}téd?'ld Sthteo.nl%{uf’o"l%esof‘. at

data processi ng nethod, sem con tor circuit, a

ffi G l. f . [ in

A ey e AL et i B o mieides apobage of a
" d object of th nt invention is

V5 Tovhash Hraath 5 sudr they ho Sbemeomestols for

circuit, and program enabling a user to produce and
EaBYVEHitiedaithdgomachinen 19nguegeatoofint hesesbilyt daiguage.
executed by a server without allow ng the user to

- Fher mohitdhky cepnbedentilgzeidnrelartively eAstihiyl.d obj ect
. of the present invention is to provide

Further, there is the'problem that the developers of

the modules B and C can temporarily halt the execution by

‘ tbe CPU 602 in the middle of execution of the module A at

the development stage of ﬁhéir prqgrams' so as to learn .'the _
data handled or the content of the same and thereby- leaxrn
tﬁe entire processing routine of the program of the module
A.‘ |

Fu,'rther., an application program running on the above
explained server handles key data ,' charging data, log data,
and other high security data set by the service provider,
so there has been a demand fér protecting it from illicit
tampering or 'monitoring'.

A first object of the present invention is to provide
a data processing method, semiconductor circﬁit, and program

able to efficiently perform processing in accordance with
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a data processing nethod, sem conductor circuit, and
program abl e to prevent each individual application
program from 10 being influenced by anot her
appl i cation program when the gane seni conduct or
circuit runs a plurality of application progranms. A
f bject of the present invention is to provide
dgggégg%r%géggfnﬁkn%fﬁsﬁ?sﬁﬁﬁiE%ﬂﬂﬁﬁ?ﬁr circuit, and
program 15 allow.ng transfer of data between
appl i cdt FETHLPAREL| Pf dhoPasrer tvinventienyig |t provide
preventi'ng each application programfrom being _
14 dadat pyoeaapingmatindd, semitonddetetrccirdyithandprogram
of anot her application program when the sane
SemlElIT G4 cusar I€ali prodince damd Usws téiiHé ARPAHERLELRion
20 prograns. A fifth object of the present invention
g ddfd QO Uhe 4l DML S L0LBINP D SEHYELNHLERSLe
circuit, authentication apparatus, ahd program

}as e of accesg.to a_server or other .
SRy 98 SE0ECR 1 D RiSE T SoPrifietitinl 1Rkothation.
acCordgggﬁ,mﬁt rights_to the same. - 8 A sixth .
obj ect tre ghiechiof thaprssant dpvendiiomeisato provide
sem conductor circuit and data processing method
énddfFa mroaens inmmegbod, asénicotiddatar ta fming and pedgram
even when transmtting highly confidential data -
bbilleedo phreventemaconduelion duadlC Whpldthtlion program from
sem conductor storage circuit through an external ‘
basngAinEleehkeddbRC anRftndie ApASYNLIdN %{Hd(ﬁfhtn#]swﬁ& the

I ng e

provi de a data processing apparatus enablin
canbi g\@fﬂﬁ.h@hiﬂm‘:tor circuit runs a plurality of application
programs. |

A fourth object of the present invention is to brovide'
a data processing method, semicc;nductor circuit, and program

allowing transfer of data between application programs in

accordance with need while preventing each. application

Program from being illicitly tampered with, monitored, etc.

by the user of another application program when the same
semicorgductor circuit runs a plurality of application
programs .

A fifth object of the present invention is to provide
a-'data processing method, semiconductor circuit,
authentication apparatus, and program enabling the content
of access to a .server or other semiconductor circuit to be

restricted in accordance with rights to the same,
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of instructions and data to be mai ntai ned between
prograns 10 when executing a plurality of prograns.
An ei ghth object of the present inventionis to
provide a sem conductor cikcgit enabling the
confidentiality of a programto be executed to be

i mproved. .A.ninth object of the present invention is -
to pro% & X%Sog:’& k{4a°%r Bﬁ%s%ﬁ’ ohpdreRRkion tis to provide
met hod, and its program enabling the security of an .

&b SRy caxrcudinand data fircergsing methwd enabling
i nproved when providing a service using an IC or

dihtee reanflicdgrtiall €6y cof tda B S8 OSkREa Ot THEe A NYEME| GNen

20 To achi eve the above expl ai ned objects, the data

preoessi g methioghDf  ¢dief { desti 26 Nesta Obe thi8eh N¥RAL I ON
is a data processing nethod perforned by a ;

SRIAICIHHSYr i Mife ddl A0 QL EANGES 'Lgf g%ggggalai Yrcuit

of processing requests, conprising the ¢ :

Q%@:%Q:@Il:i | n nent data 25 including job

execut’ oﬁ%oregle}:rel%zﬁig%s%sow ng an order of execution of
J;‘f%b,s form ng processing in accordance

aplurglit% of [ .acc )
with a®piottRER Rpiasuelithp prasentsiguentinpvi ndo previde

state of progress of execution of the plurality of

foBatar proegeisisg Eppayatne iemabdfing ddesstomfidentiality
requests, selecting 5 one job managenent data fromthe
génenatedcpional ahy dathobo BaNAYDIENindalBebRSEA PRograms
predetermned rule, selecting a job to be executed

whih baeedtoRgt Bepluahis tdalcr bddims Processing
order data of the sel ected job nmanagenent dat a,

R AT SR Ui AREURES T 6 W ovc
chgﬁgégﬁgugkgg Eggcuit enabling the confidentiality of a
program to be executed to be improved.

A ninth obﬁect of the present invention is to provide
a data processing apparatus, its method,Aand its program
enabling the security of an appli¢ation pProgram running on
the server to be impfoved when providing a service using
an IC or other integrated circuit.

DISCLOSURE OF THE INVENTION

To achieve the above explained objects, the data
processing methodlof the firsﬁ aspect of the infention ig
a data processing method performéd by a sem:i_.conductor circuit
in accordance with a plurality of processing requests,

comprising the steps of: generating job management data

including job execution order data showing an order of
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execution of that job. In the data processing nethod
of the first aspect of the invention, first, the

sem conductor circuit generates |job managenent data

i ncludi ng job execution ordergdata 15 showi ng an order
of execution of a plurality of jobs formng

processi ng inh accoprdance with, rocessi ng request and
. SRR t%fé%d%ﬁﬁﬁgfhﬁys?ét%ghg PPEgtREsPEpcessing in

executjon of the plurality of jobs for each of the

- AeRdanrorithoR d39Rs sing Fesue s antleskatundata showing

sem conductor circuit selects one job nranagenent data -

fohemsttadeg efficpabgaepbucfll éxgcwtipmiof o gdrmnail idgt af jobs
based on a predeterm ned rule. Next, the sem conductor

. ClorCgathsefethé pherda Dbt} G f peoeaeyl ragisbsh}.@% ege?acting
or der .

the status data and the processing 2 data o

ohe §8benbRdgbABnTRAZE8"BALy d3]& i?ee-ns‘,%ﬁ%etc%g ét]]u:_r(%li ty of job

sem conductor circuit executes t

em,conduct pr_circuit dates {he status )
HEbaoghth WO HAES of i phidafiibited it e Fobreking
Wi th g execution of that Lob. Further, the data
Br deBs Pn§en@i*ﬁsat&fi pREt: pRreedagpethe gtatps data and the
invention preferably further conprises a step of
Bpagessdnghordest detdavf bthet beleetedt gobjmdnagement data,
managenent data, then selecting one job managenent :
datautiom tthe plalieditidd judy OfariBtpdntilEchdWid@is data
the data processing nethod of the first asp eat

- of the selected job management data in accordance with the

execution of that job.

In the data processing method of ﬁhe first aspect of
thg. invention , first, t.he semiconductor circuit generates
job management data including job e:.cecution order data

showing an order of execution of a plurality of jobs forming

processing in accordance with a processing request and status

data showing the state of progress of execution of the

‘plurality of jobs for each of the plurality of processing

requests.

Next, the semiconductor circuit selects one job
management dafa from tﬁe generated plurality of job
management data based on a predé_termined rule.

‘Next, the semiconductor circuit selects the job to -
be executed next based on the status data and the processing

order data of the selected job manage:hent data.
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of the invention preferably further conprises a step
of selecting one job managenent data fromthe
plurality of data nodules after updating the status

~data of the selected job 151gmnragenent data. Further,

the data processing nethod of the first aspect of the

' bl th
ol ot | NEhe S B T ST T Gl SR 6s Che Aphgoted

t.h pr ocessi ng in accordance with the processing

H&€Guest finish 20 being executed. Further, the data
processing nmethod of the f irst aspect of the

i nvent Nestpr dher slemi comdulediorc oripcudds updsittes dfhe status
receiving the processing requests froman integrated

dataubf thavseledtsd iy tataigennd da¢adhdat8ob@aHs&0with
for processing 25 for a procedure perfornmed with the .

&SRB HC P t@,larprjloq, 11 or a communi cation
apparatus i nputting and outputting data with the

I ntegr rc A_sem conduct or r

secondﬁégpe%% 'If%% Rata By e?ﬁ?%’ff’?gle§ é‘rcr?%o%ffﬁ?t aspect
circuit for roceSS| ng data in .accordance with a .
Bfuﬁﬁﬁ ipvep &P&o@§§#ﬁ§¢é§u£§€§he€oﬁeﬂﬁw%@ step of
interface for inputting the plurality of processing
¥edating, the stetagedata ofi thegrelakadjopobanagegentniata,
data including job execution order data showing an

thdrr sefleetényt bop gbbamphatjanibhy dh tho oo GIrality
processing in accordance with a processing request and

of alldsa slalal1ehBowi ng a state of progress of execution

of the plurality of jobs, and a control circuit for

gener aﬁ-‘!xflghébe t]h%bdata processing method of the flrst aspect
of the inveﬁtion preferably further comprises a step of
selecting one job management data from the plurality of data
modules after updating the status data of the selected job
management data,

Further, the data processing method of the first aspect
of the invention preferably further comprises a step of
deleting the job management data when all jobs forming the
processing in accordance with the procés;sing request finish
being execuﬁed.

Further;, the data processing method of the first aspect
of the invention preferably Ffurther comprises a stép of
receiving the processing requests from an integrated circuit

having a storage unit storing data to be used for processing

for a procedure performed with the semiconductor circuit
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managenent data for each of the input plurality of

processing requests and storing it in the storage

circuit, selecting 15 one job managenent data fromthe

generated plurality of job- mganagenent data, selecting

and executing the job to be executed next based on

t he status datag.and the processing. .order data of the

S & CAMUR SRk ST RBRATAS, LARYH5309: R OtReubtapgsdata

data of the sel ected job nanagenment data in 20

é’{:‘ctg} d enfegratnd sdeeritn of that job. In the

sem conductor circuit of the second aspect of the )

i nvent iPosentiigpnducdiciaceE nawillt o Pplagand asgfect of the

processing .requests. Next, the control circuit

daverdiiem jioh aranageiiiductdr daf@od e st "Zi:&dc%.tésing data
of - . ,

execution order data show ng an order - 1

- e Gddo e Wil & igmﬁﬂ%aoufg g{éné!r%sg{ng S:gé%%qsaéé‘,

accordance with a procCessing

Me[olp at.e .of progress .of ecution of the .
BPAPLR R, A e S AR (e Bty o
rocessi.ng requests and 5 stores themin the storage
PEPERAEL IR FE R S0t (IPTAaR Fte fioF grfeTigly Job

managenent data fromthe plurality of job managenent

- Baragemert, dake dnnlndingi joli ¢xeectibits edkrexbrid ethowing

the job to be executed next based on the status data
andotrHer. b€ pxecationy of depliidlad ity e joblse FHoashiep
managenent data and updates the status data of the

p£baEES N0k BRERAGEAREL widh & Iwoégggmﬁ%gu\@s@and status
execution of that job. A programof a third aspect of
&Qﬁa 'sm{:ﬁ;ﬂﬂdjg. ét?‘a@e of progress of exaecution of the plurality
of jobs, and a control circﬁit for generating the jocb
ménagement data for each of the input plurality of proceésing
requests and storing it in the storage circuit, selecting .
one job management data from the generated plurality of job
management data, selecting and executing the job to be
executed next based on the status data and the proceséing
ord_ér data of the selected job management data, and updéting
the status data of the selected job management data in
accordance with thg execution of that job.

..In the semiconductor circuit of the second aspect of
the invention, the interface inputs a plurality of proces sing
reéuests. |

Nexﬁ, the control circuit generates job management

data including job execution order data showing an order
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programto be executed by a sem conductor circuit for
15 processing data in accordance with a plurality of
processing requests, conprising a routine for
generating job managenment -da#a-i ncl uding job
execution order data show ng an order of execution of

D diterhi i dorDlof QDT rdN 5 Cfoisd Nh bl &'éE % i
off W plornity IQ-Ith at us%ﬁ%ﬁ%\fé}g fng in

with a processing request and s

Of -pgogress of .execution.of the plurality of .
jtagzg:s?%t ¥ or egg% Eho Ptg%)é: D s&?’a‘—‘[ F#?u‘oaf" tp?%%é%ﬁqﬁf data’showing
re%Hg ts,i?-routine for selecting one job managenment
FarfTF oAt RF FRRFU A eXqMEH I whrthe Pralere Rt jobs
data, a routine for selecting the job to be executed
A& BCFR%8ansR Vhthsthe plurald tan¢f2Brohespingeseimgsts and
order data of the selected job nanagenent 13 data, a:
Botriese them doedidite g-dragres eliactdd ,j ob, and a routine
for updating the status data of the selected job

manageNert, €RbacbAtI6LOEIABELE VhLTedbs &%@%&Sﬁ Whgement
the job. A data processing nethod of a fourth aspect

sem co rcircurt runhing an

- ghtkh erégli %}fx%gbil‘ﬁri:a!lit% g g,g: qoB HEa 3L 1Y,

performe

appl i cgtion ogramfo rocessing relating to a
procedﬁ?ﬁgUs?ﬁa Sﬁg%ﬁ?igFgfgal cPP ﬁF?? fRgr expopfes the
sem conductor circuit can view correspondence '

798t FAchrngxasriepnaexst Pagedorne $penadadas] daa wash the
operation codes used for the application program to _
pperaseingecrdergdatedofi thbei sedndtede jobnesnafyeident data
operations, that is, the operation names, having the

andi godaltes othei § tatiis r@O0ed W athd Rlledtied PRIV MaMagement
descri bi ng program descri bing the operations of the

data in accordance with execution of that job.

A program of a third aspect of the invention is a
pProgram to be executed by a semiconductor circuit for
Processing data in accordance with a plurality of processiﬂg
requests, 6omprising a routine for generatiﬁg job management
data including job execution order data showing an order

of execution of a plurality of jobs forming processing in

- accordance with a processing request and status data showing

the state of progress of execution of the Plurality of jobs
for each of the plurality of processing requests, a routine

for selecting one job management data from the generated

Plurality of job management data, a routine for selecting

the job to be executed next based on the status data and

~the processing order data of the selected job management
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15 application program using the operation nanes, and

having the sem conductor circuit obtain the operation
codes corresponding to the operation nanes descri bed

~in the operation describingipregram by view ng the

correspondence instructing data and use the obtained

QRSIS ratlon codes o 20 defi ne the process g of the .
S50 c AT TR o ExegliF L R the e lagy C*JF’ Pespf§ routine
met hod according to the fourth aspect of the

G HPPSi5ge thratytrardakr ah e sedecked dghbt nenagement
correspondence instructing data further show the, _
cerhae dpo rdmroddpatapsith Hahe peratutiomanie sthadjdley 25
informati on used when the integrated circuit perforns

- 14 apdsah pidcesiagdeiRbhiRg oF @ IeIApedt of the
names and having the sem conductor circuit obtain the

kA% enid TRl Q) dAY HRINANG dAHNE ARFHOR g
descrlbed in the _ operatlon descr|b| g program

orr.es ence S jnstruct dat a and us
ERRYBRALIE LSRN IER e B iR (R SHSeHER for
rocessi.ng of the application program_ Further, the
359595??&8 sTelgtiveh&® & PIocadRFa mside@n ginfegrated
|nvenp|onyg@eferably further conprises having the
séFrudfduvheredny diet sgovicondudgiol werageie tanatew 0
i ncludi ng job execution order data showi ng an order of
exetatpondehca fhnutaiuicity nafl dadlas ididatgny asasse sigowdence
the application programand status data show ng the ‘

BéﬂﬁaeﬁfopB&Q&&%%Sc@He%X%@%H!Q@roﬁmkh%ﬁﬂﬂﬂéﬂﬁﬂdh‘grogram
j obs, select the job to be executed next based on the

~ phabps-debacaad ah‘&%g]:%t@do%ﬂ%ﬁgz U e b Anls 1F the

j ob fanagenent data,” execut

operations, that is, the operation names, having the
semiconductor circuit receive as inéut an operation
describing progiam.describing the operations of the
application program using theropération names, and having
the semiconductor circuit obtain the operation codes

corresponding to the operation names described in the

operation describing program by viewing the correspondence

instructing data and use the obtained operation codes to

define the processing'of the application program.

Further, the data processing method according to the

fourth aspect of the invention preferably further comprises

having the correspondence instructing data further show the

correspondence between the operation names and key

information used when the integrated circuit performs
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the selected job, and update the status data of the

sel ected job nanagenent data in accordance with the
execution of that ‘job. A sem conductor circuit of a
fifth aspect of the 20 invenui on is a sem conductor
circuit for running an application program for

performn rocessing.rel ati to a prqcedure usin .
BER GG B9 CRPROPHLnGoRe ShY SR OReZRST AP BPPE AR having
for storing correspondence instructing data )

it SamiRPRBId e cHeaEE st Bherkey oinfotmatiend

for 25 the application programto operate the
Qerapspcadligig. dia tthe dpexaidioranmesnas ddscopleedt ionshe
that is, operation nanes, an interface for inputting
perpAiidin desASPiny BeoRrad B viewthyPtR8 EBLrespondence
operation of the application programusing the ;
BBAIAN P Hafba UMY HSPUHA S LIRS 19%%0%%9&991&1 to

t he operation codes correspondi ng eration

s described in.the i t operation describin
SREThE Y RICSAT &% ori RS T R FOFT TR
data and using the obtained operation codes to define
the prBBEEEeRy &he Aatagprocessing meshashofidthe foprth
sem conductor circuit of the fifth aspect of the
paperti off, thénd nwendrifor priefieradb livhfuarbeat comprises having
descri bing program describing the operation of the
thpl sealiconductgira ki ridtiintg get ity afdio mAlidisneNeXdata
the control circuit obtains the operation codes 15

SAELAARABIHBE bRebi®i0Rebalded B SHIRSGI] et diudheos
i nput operation describing programby view ng the

QQ&E&%@QHdSECQ plurality of jobs forming processing of the

application program and étatus data showing the state of
progress of execution of the plurality of jobs, select ‘the
job to be e'xecufed next based on the status data and the
processing order data of the job management data, execute
the selected job, and update the status data of the selected

job management data in accordance with the execution of that

- job.

A semiconductor circuit of a fifth aspect of the
'invention is a semiconductor ,circ‘uit for running an
application program for performing _processing relating to
a procedure using an integ:_:ated circuit, comprising a storage
circuit for storing correspondence instructing data
indicating correspondence between _operation codes used for

the applicaﬁion program to operate the integrated circuit
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instructing data. Next, the control circuit uses the

-obt ai ned operation codes to define the processing of

the application program 20 A program of a sixth

aspect of the invention is.ajgragramto be executed by

a seniconductor circuit running an application

ram for perform ng processing relating to a

L%‘f) ffafRetaiiened tattt, wertiompranes, an

routine for i nputting an operation describing program

28 terfans ifsmdnpn paratan oriratieonppiscaibiongy program

programusing - 16 nanes of operations for the

detsegridtiogy diltec Wigerdticdn icf tHEeradp NitdIHMs prfogram using

routi ne for view ng correspondence instructing data

itheél operadieH rRaRNJenE Dddhgbl Qﬂ%&h@@&@dﬁtalnlng
used by the appllcatlon program f or operatlng 5t

kRke PRl iGd (&Héfesa%ztxfées Ong:{:&} 3{01) " b't a nnames

the operati on codes corres erzﬁlon

BRTER e L 5, e R0 eseri g,

to defi ne_processing of the application program 10 A

UReHipEotbesicnF respicndesce igetamatiagp aatofanchaising the

invention is a data processing method perf.orned by a
ektaivaduoperatioouicodese tut idedf ine el potidedzing of the
program conprising the steps of: protecting each of a

-ppplakbhtyocal prpgegmam nodul es forming the application

programby a firewall 15 allocated to the program
modul exh NtREVEEREcbAdAcRbY Bkirk%itobe! ll:h@"?'ik‘%h Ia]spect of

regi stering a program nodul e |inked wit I rewa , ,
J;ﬁ'& rEdJéI{:@.AIP,n tlhlgf Jo.nggikggefior{pdigse %Blef gﬁgxgaé:bgn describing
program describing_ the oparation of the é_pplication program
using‘ the operation names. |

Néxt , the control circ_uit obtains the operation codes
corresponding to the oPeration ﬁames described in the input
operation describing program by viewing the corresla-ondex';ce
instﬁucting data.

Next, the control circuit uses the obtained operation
codes to défine the processing of the épplication program.

A.progra:;n of a sixth aspect of the invention is a
program to be executed by a semiconductor circuit running
an application program for performing processing relating

to a procedure using an integrated circuit, comprising: a

routine for inputting an operation describing program

. describing an operation of the application program using
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firewal | allocated to the program nodul e, and
executing the program nodule conditional on the
regi stration being 20 performed. The data processing

‘method of the seventh aspect 1@f - the invention

preferably further conprises a step of all OWI ng dat a

& no L u am

t‘{ es re et?'ted{?e l'gd{:'ﬂhvvl t%‘%% %é\?é cé\’\h t %a 1S,
|dent|f| cat| on [ nformatl on and prohibiting data
(PETEOn nEPety YL TR TRF ARG pFeFEeFRn@pnce
program nmodul es regi stered linked with different
i qtingeata dndiorating orom¢spondéncel dbatween
processi ng nethod of the seventh aspect of 5 the
opearatiion podésneddd b/ utlid appladartisaspidgrah Fox @faeratxng
regi stering a program nodule further |linked with
&Qﬂﬂhﬁﬁégﬂﬁﬁédlﬂl¥dﬁﬂﬂ(th(%ﬂ536ﬁ3¥kﬂﬁgﬂ‘ﬂgmgg(¥ﬁhéﬁka1n
the program nodule fromthe outside of the

j j 3 n clrecuit
%ﬁ@ op glr%q{l%gle?\ﬂrdr%gg a %é'{})eon Etg%t Li'ﬁ) R on names

g] dul%u& n the ovvnI og i nformation

regl Sutac &R ﬁf’ﬁﬁ?‘ H‘ I ARdyd Fqutine
downl oad i s possi bl e and downl oadi ng the program
hBgureLRfcthe johkpined wRerdviirosedes bosdebine processing
sem conductor circuit of an eighth aspect of the 15
pfvehei sppildcatiem pewguwetor circuit for running an
application program protecting each of a plurality of
progr am datal probesring mBehappbifCal savePtRILIPRE JE the
firewall allocated to each program nodul e in advance

iAvankivhalikt ¥ data processing method performed by a

semiconductor circuit executing an application program,

‘comprising the steps of: protecting each of a plurality of

program modulesl forming the application program by a firewalil
allocated to the program module in advance in a plurality
of firewalls, registering a program module linked.with
firewall identification information for identifying the
firewall allocated to the program module, and executing the
program module conditional on the registration being
performed.

The data processing method of the seventh aspect of
the inventj.on preferably further comprises a step of allowing

data transfer or data viewing among a plurality of program

-modules registered linked with the same firewall

identification information and prohibiting data transfer
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of firewalls, registering a program nodule |inked wth
20 firewall identification information for identifying
the firewall allocated to the program nodul e, and
executing the program nodul g7canditional on the

regi stration being perfornmed. A programof a ninth
qugft of the invention is ,a _25 programto be

e dE HEHRE AR R (R H Y (of gprogygn modules
executing an application program conprising a routine
frRILshesat ilinkedoni g dfferent 154 npdwpt boiden hibflitetion
formng' the application programby a firewall
dinfspaeddiam. each program nodul e in advance in a
plurality of firewalls, a routine for registering a

progr amheddalta prteRd shind) wd e e MdJdfid | bect of

information for identifying the firewall allocated to

ihe R AR ine for executing the
P PRSI B e R AU e P e o
t hod of a 10th

rf.ormed. 10 A data procgssing nme
R Fackile Ferhsn ddevsary wethgipwaload
erformed by a. semi conductor circuit for executing an
gsm ARECEBA thoggtembe usmst vhiang dawa Istaslimafthe program
i ndependently executing a plurality . of application
pedytanEremoteetautpidd iafowhlkl semieghdtietofgcibchiit to the
advance a condition for allow ng communi cation between

- sémieppHietbirofi PEOYE A PAREATFEREL HHRY ANdbPR10ad request

firewalls, judging if a conmunication request

gai:i hbeSrbhfah albSLES ,edusf&g e %m%‘q{ey information
ppl i cat’i on” program generates a request or

fogrveLeal 28apblN 208! REL BRBLLGA! AR AT 1 ¢
download is possible and downloadihg the program module when
judging that download is possible.

A semiconductor circuit of an eighth aspect of the
invention is a semiconductor circuit for running an
application program, protecting each of a plurality of
program modules forming the application program by a firewall
a}located to each program module in advance in a plurality
of firewalls, registering a program module linked with

firewall identification information for identifying the

firewall allocated to the program module, and exécuting the

program module conditional on the registration being

performed.
A program of a ninth aspect of the invention is a

program to be executed by a semiconductor circuit for
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20 executing comuni cation between the application
prograns in accordance with the comrunication request
when judging that it satisfies the registered

condition. A .sem conductor -ciyrgcuit of an 11th aspect

of the invention is a sem conductor circuit which 25

i ndependent|y executes a plurality of application - :19

575 ‘Hffs“%ﬁi{ SRPIFIAFI9T SRegram r SGPRFaSding, 2 yoRkdne for

a condition for allow ng comuni cati on -between the

e et i prakity efirpegrahanddubeal ferming

judges if a comunication request satisfies the

rdgs spplecatoinsh tporgtamiien anf spakdhtahogs bgdatc each
generates a request for conmunication with another
gl Idul & WA MBAHKEEXBE W §51ufLITRY | SRt FPRewalls, a
bet ween the application prograns in accordance wth .
t&ﬁmek%¢mé%§gp% H@L&h&% Oi%ea With firewall

satisfies the regi tion.

1 canduct.ar cisrcuit of. the 11th, aspect. .
Rt ER el ARt O O 19PN S e Sfirewall
pr.ograns _protected by firewalls. Further, that ]
eéﬁn")ea’fﬁs’cf:&t%? RAAGraRgospdes pRd aydeatd@sfor executing
condition for allow ng conmunication between the 15
&bel pragirem presiplans opatificiomsd tdw dugh el firawabh being
Further, that sem conductor circuit judges if a
perforinedl.i on request satisfies the registered

“-condi ti on when an application program generates a

requesh faka pRBEHBIEGAL AB WD 02Nl AR RARRIHSAL I the
program 20 Further, that sem conductor circCuit

§XGEHESSn is a data processing method performed by a.

‘semiconductor circuit for executing an application program,

comprising the steps of: independently executiﬁg a plurality
of application programs protected by firewalls, registering
in advance a condition for allowing communication between
the application progfams performed.through the firewalls,
judging if a communication request satisfies the registéred
ﬁond#tion when an application program generétes a request
for communication with another application program, and
executing communication between the application programs
in accordance with the communication request when judging
that it satisfies the registered condition.
A semiconductor circuit of an 1lth aspect of the

invention is a semiconductor circuit which

independently executes a plurality of application
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conmuni cati on between the application prograns in
accordance wth the communi cati on request when
judging that it satisfies the registered condition. A
program of the 12th aspect -ofl% ke invention is a 25

-program for maki ng a sem conduct or circuit execute a

a}girﬁ#cau g%r(f,gécég‘geg n e{)tl 1 xg;u‘tﬁ!’p I ura.lala% of

progra prote
routine. for. re tering in advance a condltlon for
s wgow.m%i U109, CoBmHB T AtHen e Frean the application

prograns perfornmed through the firewalls, 5 a routine

- RFOTRARF rpFformed vharegh | Yre rEiprewalls; | shdgest hf a

regi stered conditi on when an application program
gnnmumnxnatnamxpmqueétwaatm&ii&sath@nrugihteﬁeahebndltlon
application program and a routine for executing

BRI HIC APl REE VL h A A 8P R ditdt 4 €8s P4 08& tNe
accordance%hvmth t he {%rmm%catl on reques?a\a;vﬁen or

IR dhetod h%ﬁtiéédéﬁ% abgggﬁss&%hgésggggﬁg'gn DxePutes

data processing met aspe

i nventi.on ,i.s rqQcessi thod by whi ch

SRS Rr PR 5 BPEL PRSI Gt TROLER? dgoaccordance
appar atus 15 accessi bl e by the sem conductor circuit

Yo bR psatdan Feareag when fudgdpocemtditoratisties
circuit, conprising the steps of: having the

tbri cegdedtemediqondittimave a software structure

conprised of a plurality of layers and having

. down| whd skefhdbndactar Litailien JfetHanfiarmtd e 20
corresponding to each | ayer able to be viewed by the

%???%?B@@%&Q& ehbeHiths Qaﬁlﬁgaihﬁysgf1&ﬂﬁﬁygéeion programs
protected by firewalls.

Further, that é.emicoﬁductor ‘circuit registers in
advance a condition for allowing communication between the
applicatién programs performed through the firewalis._

Further, that semiconductor circuit judges if a
c:o_mmuni'catio'n_ request satisfies the registered condition
when an application program generates a requeslt for
communication with another application program.

Further, that semiconductor’ circuit exécutes _
communication between the application programs in accordance
with the communication request when jﬁdging that it satisfies
the registered condition.

A program of the 12th aspecf of the invention is a

program for making a semiconductor circuit execute a routine
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verify downl oad signature information generated in
accordance with a downl oad request using the downl oad
signature verification key information when receiving
the 25 downl oad request, andzbavi ng the sem conduct or
apparatus - 21 allow the issuer of the downl oad

request, to d |l.oad a pr.ogram aqf a er . ,

B R AR SR LY 8 apeLication
key information used for that verification ; ]
pERaTEFSnBREOSRted Bywhissadignanureuriner far ppgistering

"being 5 legitimate. Further, the data processing

At hotragicet [fe ckidi tdspe ffor flXdweing vamnwridakiderbetween
conprises a steps of: having an authentication

thpaappbld caltdion FaeRFanBParfdetied NEIFdEfi Othe firewalls,
corresponding to a |ayer to which a program allowed to

' Qeréugiﬂgwﬁlbgagﬁgg@ﬁ%o.Fllﬁsa_ Hanhigi Lhei skt f@&ﬁ%&ét sQPisfies

apparatus transmt fhe downl oad request to'the
' [ i.t.. and having t aut.hentication
$60 FBTLERIES odiles ol Wil el Y S R m i
enerate the downl gad. signature information and
g?ﬁﬁﬁh' St Rat SFRRT 0 3PS (I PTRIEA TV i RUSEREE t he
sem conductor circuit. Further, the data processing
aephdgasiophproguamsgast a goutine foamtexaedtuinder

.conprises a steps of:. having an authentication

appanai s tibarise tweah ithecapbbiicahi onmidgxamofintdwcordance
sem conductor circuit and having the authentication 20

WRPPRAMHE BopRGhYRa tish +8gubdenidi §aliiongi tH¥ FRld DM sfies
as. plain text using the access naster key

£RE0LORE LRB LA B8R8%ALA downl oad master key
I nformati on and use t hat

A data processing method of a 13th aspect of the
invention is a data processing method by which a
semiconductor circuit or a semiconductor Storage apparatus

accessible by the semiconductor circuit downloads a program

running in the semiconductor circuit, comprising the steps

of: having the semiconductor circuit have a software

structure comprised of a plurality of layers and having

.download signature verification key information

corresponding to each layer able to be viewed'bylthe
semiconductor circuit, having the semiconductqr circuit .
ferify download signature information generated in
accordance with a downlcad request using the download
signature verification key information when receiving the

download request, and having the semiconductor apparatus
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downl oad master key information to generate the ‘
downl oad signature information. 25 A sem conduct or
circuit of a 14th aspect of the - 22 invention is a
sem conductor circuit having2a software structure
conprised of a plurality of |ayers, wherein the

seqi copductor cirgui.t i.s able.to vie ownl o

BTTRET DN e3laels pE Stin SnBloR ot Fo Sy Pilond @ mgouwam
to each layer, 5 verifies downl oad signature

Pif &r daiedh paFEsRaWing te ddheisdremigac sigraftead
request' usi ng the downl oad signature verification key
verdfigaitdenkey dedemmmaticn wedlivad thauesrifightion
all ows the issuer of the download request to downl oad
aopHdghiamadl on |theedosdlas) Fidinardre lithidenoove dseling
signature verification key information used for that
vegliftimaleon to that sem conductor circuit or a

sem conductor storage circuit accessible by the

sem co. Cj {1...C Lt (. e}

oi gnat BB ehBE, chhE daes BRdcHs3 B RRChER JEMCTSen aspect
s%m onductor circuit of the 14th aspect of the )
PhvERe SRVeRFdR™ dogthety CoMPFhTesad rBqRSof v dgTing an
the downl oad signal information generated ‘
avthenpdrditignt appand tug ahvnsadceegamas ey kgydovkrertion
signature verification key information. 20 Further,
thetrespondandutoon diayen ttoamWibdwh Eherestsr aldfoddik to be
downl oad request to downl oad a programof a | ayer

[ nf_orrratl on used for that verification to that
§:@Qh§ﬂ§l@u£ﬁgrdownload request to the semiconductor circuit,

- §8WheshaBdi Ba1bhgsJoWahARd HheNAth_n8ldddiGH HPpdetus

and having the authentication apparatus use that access
master key infofmation to generate the download signaf.ure
information and transmit that download signature information
to the semiconductor circuit.

- Further, the data processing method of the 13th aspect
of the invention further comprises a steps of: having an
apthentication apparatus store identification info:..-mation
of the semiconductor ci;cuit and _ﬁaving the authentication
apparatus encrypt use the identification information as.
plain text ﬁsing the access master key information to
generate download master key information and use that
download master key information to generate the download
signature infermation.

~ A semiconductor circuit of a 14th aspect of the
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circuit or a sem conductor storage circuit accessible

by 25 the sem conductor circuit conditional on the

downl oad - 23 signature information being |egitinate.

An aut hentication apparatus eh a 15th aspect of the
invention is an authentication apparatus used for -

aut hent.i cati on when downl oadi ng a programrunning_in a
INTERIGHITCE O SRR OF SR CHHARATHNG 3 cifftware
having a software structure conprised of a plurality
gltrugiare grompyistad cfhduqlorratignpgef doseees uswherein the
accessi ble by that sem conductor circuit, storing
seodcondasiter kerduiftorimtdkie torvespalwinibdd fignature
| ayer to which a programallowed to be 10 downl oaded

Rehre ¥ Sa thilcd YWay il ¥h e AV RAd i8HeS1g 11 dd¥h layer,

sem conductor circuit, and using that access naster :
key.; gsafor [ . e s I ' e,

PR e o1 BRRRRA MR AR Gl AR B
information t.q.the ., sem copductor circuit. 15 The
SAFREREPSR Mkt T SolRIas Rament i fhe dowiead
invention first transmts the downl oad request to the
sdgradngecverification ke Haformadtian mdan crgkving a
apparatus uses access nmaster key information to
dewslabd deguesid singhatlliows Ahe rfseaet ioch . theurddwerload
the authentication apparatus transnmts the downl oad

sediiaktl €ol AbanTdald R Prddians @8 GONEYEOcdddddidndify to
program of a 16th aspect of the invention is a program

gg??agﬁgssuaeQiama%u&%ﬂ%%%@a%oﬂ Y U B iBn used
for that verification to that semiconductor circuit or a
semiconductor storage circuit accessible by the
semiconductor circuit conditional on the downleocad signature

information being legitimate.

The semiconductor circuit of the 14th aspect of the

‘invention; when receiving a download request, verifies the

ddwnload signal information generated corresponding to that
download request using download signatﬁre ‘verificatior.l key
iﬁfomation. |

Further, that s_emiconductor circuit allows the issuer
of the download request to download a program of a layer
corresponding the download signature verification key
information used for that verification to that semiconductor
circuit or a semiconductor storage circuit accessible by

the semiconductor circuit conditional on the download
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25 structure conprised of a plurality of layers,
conprising - 24 a routine for verifying downl oad
signature information generated in accordance with a
downl oad request when recei®3ng such a downl oad
request using the downl oad signature verification key -

Fgifels géi}ﬂgofhééggﬁﬁﬁxggazgg LAYS 1N the

plurali ayers, 0 a||OMAng t he

I ssuer of t downl oad request to domnload a program

of a | &P “&?ﬁ’&s‘;ﬁ?ﬁm aﬁ’é’ Yol Gad 2ty RARAYE of the
verification key information used for that

vaviemtlan dif a8 aHhendratimarpazitesivsed for

sem conductor storage 10 circuit accessible by the

savbhearidastttiore ivtan tdesorddiadionpla porodien davwligsl in a
signature information being legitimte. A

semicondieitor Jirastit to & iRt dinit hav:l.ng a
invention is a sem conductor circuit having a data

Bb2ERRHN S trtidttididd Uy I JPY Q.ng%%ltg:uﬁ‘cfﬂ%%s or

circuit, wherein 15t ata proce S|ng Cl

h b de of
BRI Lol B A et ot

gro essi ng CIrCUIt and the data input/output circuit
RRLCARAugEer TherHit shoriadiaree s saatsimkeriinfigmmation
inunits of predeterm ned data | engths and outputs the
sanrespondinge tbus, ldyerypbs whdich ianpuiogimbmatilewsdts to be
and outputs the sane to the data processing circuit,

doenpeatietinbelahgs, |nauh&m&tmuhgtt&asaghhm@adiyéaﬂﬂbt to
the bus in units of m nunber of data input/output

thansahi & OAGuIbSH
bus is No and the éﬁ%@en\gf}ﬁ{ ?glhe‘etﬂgﬁ ‘%Q%qu‘tag@& key

%Lﬁé&lmoLg M:Leété)ftl{la %otpq_oaci signature information

and transmitting that download signature information to the
semiconductor circuit.

The authenticatior} apparatus of the 15th aspect of
f:he invention first tra‘n.smits the download request to the
semiconductor circuit.

Further, the authentication apparatus uses access

master key information to generate download signature

- information.

‘Further, the authentication apparatus transmits the

- download signature information to the semiconductor circuit.

A program of a 16th aspect of the invention is a program
to be executed by a semiconductor circuit having a software

sﬁructure_ comprised of a plurality of layers, comprising
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- 25 The sem conductor circuit of the 17th aspect of
the invention inputs and outputs data with a bus
outsi de of the semi conductor circuit through the data
I nput / out put processing cLregyit. At this tinme, the
data input/output circuit encrypts the data input
fromthe data processing circuit_in units of .
fr SeAENG FoF Fanfidng rlowHeastsignatiure dafeormatien

bus. Further, the data input/output circuit decrypts

denerated dpuadacsdante ishaed desindwiasl itequestthavhdat a

processing circuit. At this tinme, that data
irereti Ard igp Litu o (@8 Iditvwind. o 2 Idefuds td alsd. ng pillel @dwiilload
transactions through the outside bus in units of m
BuEhekuel ARIA HiRHI/RUIRY itRISRAHIRNSE 2 M esponding
Nc/ Nb=n where the bus width of the bus is Nb and the .
: I es 0 e f .
aalvas ER0LAR Prbia iy Wit BPREL i d 40 B B o B gt guing
e 17th aspe of, the invention, preferaQly the data
?‘HSu%F&b‘FﬁuP < i eemleadyrstusste s fgwpload a program
sem conductor storage circuit based on a first address
Phpat 1pYEMm CREXeaPRNFisgeds tge dowadiord sdewmatuge he
first address to a second address so as to access the
verifordtdbor keyoinfernationhtusad ufvt tloft vehdirfidgation to
areas in which the data of Nc is stored and uses 25
that saﬁmaggadéta&s cif®caitedsy bhegentFonand#eiOktorage
storage -

circuit accessible by the semiconductor circuit conditional
on the download signature information being 1egitimaté.

A semiconductor circuit of -a 17£h aspect of the '
invention is a semiconductor circuit having a data processing

circuit and data input/output processing circuit, wherein

the data processing circuit inputs and outputs data with

a bus outside of that semiconductor circuit through the data

input/output processing circuit, and the data input/output

circuit encrypts data input from the data processing circuit

in units of Vpredetermined data 1engths and outputs the same
to the bus, decryi:ts data input from the bus and outputs
_tﬁe same to the data processing circuit, and performs data
input/output transactions through the bus in units of m |

number of data input/output transactions when Ne/Nb=n where

the bus width of the bus is Nb and the data length is Nc

and the smallest whole number of n or more is m.
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circuit. A data processing nethod of an 18th aspect
of the invention is a data processing nethod perforned
by a sem conductor circuit when accessing a
sem conductor storage 5 chggiL when a sem conduct or
circuit and the sem conductor storage circuit are
connected through a bus, conprising the steps, of:
encr ypThagseaigondusdonr cireniitn ofhdheediidtbnaspest of the
storage circuit in units of predeterntned data | engths
angentiibpuihpng st Aadsamept bs tdwetd g thdachypt bugsildeact the
i nput from 10 the bus, and performng data
seRibbadulitbr! CARTAGH AUhTough AHEN ddtd Rupudy ditigux of
m nunber of data input/output transactions when

=R Whe us width of the bus is Nb and the
%%éghfgﬁg?heﬁg thnd the smal | est whol e nunber of n,
or-norg,.is,.m 15 A data processi apparatus of. a 19th
aspect bt EbTE e enfrs S b it SPERE e G € greripes
for storing -instructions and data of a plurality of
bhegrake, igputofpemathen daitac preceseing. sdgiqvg it He units
storage circuit through a transnmission |ine and using
tfepradetarnioed dada?dedgthsohandheutpuwtal ithy cfame to the
prograns to execute the plurality of prograns, a
Basnection switching circuit interposed between the
transmission |line and the storage circuit for setting
the. t LSSi | A s Gl [
of a c%ﬁglg%?bnelg? adt%@%n d‘%gﬁ%ﬁén%g?%nﬁéﬁ? ed ebégggpd%ﬁiata
25 a. caontrol. signal connection ¢ontrol circuit for .
Sy oo "tnd, 803, and RRTRRCH 31, RO sRitRo P s Baing

the transm ssion |line
circuit.

At this time, that data input/ocutput apparatus
performs data input/output transactions through the outside

bus in units of m humber of data input/output transactions

" when Nc/Nb=n where the bus width of the bus is Nb and the

data length is Nc and the smallest whole number of n or more
is m.

Further, in the semiconductor circuit of the 1%th

aspect of the invention, preferably the data input/output

circuit, when accessing a semiconductor storage circuit
based on a first address input from the data processing
cirduit, converts the first address to a second addresé so
as to access the semiconductor storage circuit in units of
storage areas in which the data of Nc is stored and uses

that second address to access the semiconductor storage




10

15

20

25

and the storage circuit to one of a. connection state

and disconnection state based on access range

defining data defining an address range in the

storage circuit able to 5 bejgccessed while the
conputation circuit is executing the plurality of
prograns for each of the plurality of prograns, an
gddc®dL.in the storage circuit for which the

conmputation circuit issues an access request, and

execut Andaao prare sisisior metthiogl ioff eanmiitithn aspiectt Wi dhe
programin a plurality 10 of prograns the conputation
GnkenitionS iexer datiy prajtes¥ing mﬁddwgi&tf&xmeﬁi fRee
circuit for inputting and outputting ata with the

SRHR LA EEHE: EWHRIDACEEESL hgNs m:..a%eﬂgul:ltg% frage
inputting and outputting data wth the outside o o

1k t ocessi hg apparatus. 15.Further., in the
R e S T S LR TR R
i nvention, preferably the connection control circuit

- GERERIFeSITABLIERTE dforgmtad ithiquah Agbrs  sepmphtsing the

transm ssion |line and the storage circuit in a

gbanecef prencryn king ela tiehtodokel vasid-tien tihetle greagiezonductor
circuit for which the 20 conputation circuit issues an
atoeager efjpentiti $ni vaide dhepradisitentiiéddata lengths and
corresponding to a program bei ng executed defined by

thepdteeny EARJSaNET LH Ble A5, HULORHEIA) CBatdCinput from
control signal indicating to set thée transm ssion’line

2Rd bhie She' BAS BLRGHL! 0ot 230l RE0MNRELIOL SLALE IS

i'S nbt I NSi ange.

Irt her, sem conductor circuit of a 20th aspect .o
FRESTRb - R Roee 18 BB ReoRiu: gimBera gt SPOR SREIYARFPR®
a -
transactions when Nc/Nb=n where the bus width of the bus
is Nb and the data length is Nc and the smallest whole number

of n or more is m,

A data processing apparatus of a 19th aspect of the

invention comprises a storage circuit for storing

instructions and data of a plurality of programs, a
computation.circuit for accessing the storage circuit
through a trénsmission line and using the instructions and
data of the plurality of programs to execute the plurality

of programs, a connection switching circuit interposed

between the transmission line and the storage circuit for

setting the transmission line and the storage circuit to
one of a connection state and disconnection state based on

a control signal, & connection control circuit for generating
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program conprising a first transmssion line, a
storage <circuit for storing instructions or data for
executing the 5 program a conputation circuit for
operating based on the instryctions read through the
first transmssion line from the storage circuit, a
first connection switching circuit for setting the

fthe conthpd sdgrad frrccanbreheteisntagbe &rppgmispion line
one of a connection state and di sconnection state 10
sk khsn stdtaar eyt o e  ofi accomectivmcttabe and
swtching circuit for setting a second transm ssion
Idirsroroestidm oftd thatbsawd conductess Chinge tdafihihe data
first transmssion line in one of a connection state

et 1 rilirf QD Al d iUk $ 1Ay DABL Il SeSESGR L £P84LL able to

signal, and 15 a connection control circCuit for
| Q%tcte's&%cf %ﬁ%%ﬂg cbi g\rl:gltlglngg !rck:lg%t :rLUCt}Icggutlng the
I sconnection to the seco connec ron switchi

CIrCUIt mhe% outputting the first _control S|gna

PlEEAtA Y §E BRATERPD F D eafl PErhe RifnaddtoRt programs, .

.switching circuit and outputting the second 20 contro

angadAreqst iucthe e turgr igicuis er yhishdthe computation
connection switching circuit when outputting the first
comengit disguas iams tararets sngrediseonnentd eixdan iy fpredram
connection switching circuit. Further, in the

$ ABkEdY 60 nEbirmdith o8l whienh2@hRch? raéﬂsﬁt iffa t;hﬁ:rahty
i nvention, the second connection sw chlng - 29

6E" Brblyrkh sC VRRC Hof gsutéytq_%h di rﬁ?ﬁ er’ | Ofhd an
[iTne fo a storage. ppara us at e ou (f :
:?%‘Bh%?_ou pu rlnger ace ‘circuit for inputting and ocutputting
data with the computatidn circuit through fhe transmission
line and inputt'ing and outputting data with the ocutside of
that data processing apparatus. |
Further, in the data processing apparatus of the 19th
aspect of the invention, preferably the_connéction control
circuit generates the control signal indicating to set the
transmission line and the storage circuit in a connection
state when the address in the storage circuit for which the
computat;ion circuit issues an access request is inside the
addres;s range corresponding to a program being executed

defined by the accéss range defining data and generates the

contrel signal indicating to set the transmission line and

.the storage circuit in a disconnection state when it is not

inside that address range.
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Further, in the sem conductor circuit of the 20th 5

aspect of the invention, when the conputation circuit
reads instructions fromthe storage circuit, the
connection control circuit ggtputs the first contro
signal instructing connection to the first connection
SMAtChIn circuit and outputs the second contro

si gnal FPR&PLEet PngeBLSEBAREEPFoRLIIOULE Phea stRbgaspect of
connection switching circuit. A sem conductor circuit
thegipventionedts &f semd dondaatticoon digcuide ficgorediestwring a
circuit-for executing a program conprising an

progyah, ORlothpatiyingon @it ttriaWsnEls¥iicig 16 )éptﬁfbrage
instructions or data of the program encrypting 15
g3kaui® BBroHtB¥inkhiANEPuaLibhSt of F GRS £6F UkdddEing the

outside of that sem conductor circuit t a storage

L.ajus LYpti r ed Jnstruct pons -
g g ?%lp')ut t%glgg i ;{1)% c?% S‘tq' %%tﬁ:s% SER5ANG b2 cprﬁn the
t he st orage appara onputatlon circuit, for
bRPEGPREA néoﬁgafia{tﬁsﬂ“%. HRethtr2h fore%frwwon line from
instructions or data, a selection circuit for ) ]
Shecetrrgarheinenite al Fawstomenneciionn spdttwbdmgy circuit
second transm ssion |ine outside of the sem conductor
forcaetting thhefiesputabnenisision Lihasa#dortha storage
control signal, and a control circuit for outputting

EDr&hetsal Od 88 £iddiidetih %Qa@:@néﬁ&ldféMeéQion state
instructing to disallow conmunication - bet ween

E;@b&egﬂmﬁ.%i@gﬁnbgﬁhggllEggngﬂd EhEeSBHHUE %h%%tlon
circuit he corrputatl n CITCUIt IS perrormn
dat a of t he pr

t
B LEFRIND ek eelins' BRELPREEENS, 2L =03hAcS LrapemDroia Line

outgide of that semiconductor circuit and the first

“transmission line in one of a connection state and

disconnection state based on a second control signal, and
a connection control circuit for outputting the second

control signal instructing disconnection to the second

connection switching circuit when outputting the first

control signal instructing connection to the first
connectipn switching circuit and outputting the second
control siégal instructing connection to the second
connection switching circuit when outputting the first
céntrgl signal-instructing discbnhection to the first
connection éwitching circuit. |

Further, in the semiconductor circuit of the 20th

aspect of;the-invention, the second connection switching
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5 invention is a data processing apparatus conprising

a storage circuit for storing in predeterm ned

storage areas a plurality of application prograns

each conprised of a pluralipy of data nodul es

i ncluding processing routine data describing

processing routines for conmunicating with an 10

FAEEYEE dF compgatadh Prsnde the sapand drpnsnyssipn line
managenent data show ng |inked together a data nodul e,

ter a8t sthrpgdaspparatusoatuthagouhstiderofiathe resivi @onidnctor
processing according to that data nodule, and second
keéycddta used for transferring data with the

integrated circuit in processing 15, according to that

data npdutReandia 68 GRRY¢ehAlctbrC dilcul® 2 HHag 20th
processi ng relatlng to a serV|ce based on a data

d ,
T o e T

t data nod another data modul e, and
{aPhpaE é%&%ﬁ&%%eda T3 GireSidnd G ComRgtion

data nodul e to transfer data with the integrated

ePRrELPL. cixpyde cutpyn ishhgfir pf s08ssPA s bppal dnatmfcting
the 22nd aspect of the invention, preferably the
s@unagblonrtu|thesfome$ asnae@&hanne@ukeh&hgleazbuaneand
of log data of processing 25 performnmed perfornmed using
dliepd8E S HdcdndP cogtad1031 gnal Jin Sthavd fith@ diddniction
for registering the data nodule in a storage area,

85 ogﬁa%gaaﬁdsgswhaagaoao Wi %%h&gp deheliRg

registration o ata modul e from the storage area,

and ogram data show_n oy defining_th
storag% %r ea-o" u?égfo?lﬁﬁu%% gp 2&3% SﬁPnggggane

invention is a semiconductor circuit for executing a program,

comprising an encryptioh/decryption circuit for storing

encrypted instructions or data of the program, encrypting
data to be output through a first t.ransmissio.n iine outside
of that semiconductor circuit to a storage apparatus, and
decrypting encrypted instrucﬁions or data input through the
first transmission line from the storage apparatus, a
computation circuit for performing computation using thé
decrypted instructions or data, a selection circuit for
selecting whether to allow communication between a second
transmission line outside of the semiconductor circuit and
the computation circuit baéed on a control signal,‘ and a
control circuit for outputting to the _saléction circuit the

control signal for instructing to disallow communication
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Further, in the data processing apparatus of the 22nd
.aspect of the invention, preferably when processing

in accordance with another data nodule is to be
executed by a semconductoragircuit, the

sem conductor circuit uses t%e 10 managenent data to
obtain first key data corresponding to the

petueenr Fhecgedomd tramsmissd onhdine amdidhejsiomputation
corresponding to the other data nodul e and uses the
ctilreni td sha leD dilee compitttiaitd opr edetosriti red peatfommichyg e

‘bei ng executed conditional on the obtained two first

%E&Sc@%ﬁsin@ﬂfu%ﬁin@g inberiicidlon sPRC EHa G ATRIHD b rfgram.

3rd aspect of the invention is a data processing
met hod b LCQn I [@Uit r
Commun cSFFRo bR PR o AEERER S P 221 aspeps; RF the
groce sing.to $rovide a service trapsfers data mﬁthiza
PEFRGE°Ci 1 & ét%mﬁeﬁwqwmﬁgsa@wq%s crage
storage 20 circuit stores in predeterm ned storage
alEgyik Spyr gtoryndofnapyedederai ned FtorRae@reas a

. conprised of a plurality of data nodul es including

plucaiiitggofoappid cditiiend psrogramsg eaghocoppimiged of a
routines for comunicating with an integrated circuit

HRuPLLY LY B daatsee&n\&d@ﬁe@dn&naa&agr?ﬁaeaaﬁnﬁgdﬁ@t%e data
showi ng i nked together a data nodule, first key data

, : L0 ' : ARO : a d AW G [
e st RO K™ B, e R e i an
da%a usgd for | .%r nsferri. data wi.th th iq}e rated
IVFRATREPA BRGEBLE G PERUSPT Ag SEEVERS: 08 £ TEdN%.
havi ng the sem conductor circuit performprocessin )
:p@pgggﬂ@nf:d:ladt§ Shawiadg,linkedtogether a data module, first

7 key. data used for using another data module in processing
- according to that data module, and second key data used for

' transferring data with the integrated circuit in processing

according to that data module and a semiconductor circuit
performing processing relafing to a service based on a data
modules, viewing the management data iﬁ that processihg,:
using the first key data corresponding to that data module
to use another data module, and using the second key data
c'_orresponding to that data module to transfer data with the
integrated circuit.

Further, in the data processing apparatus of the 22nd
aspect of the invenﬁion, p:eferab_ly the storage circuit
stores as a data module at 1eas£ one of lqg data of_ processing

performed performed using the data module, program data
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the data nodul es,. having the sem conductor circuit

Vview the nanagenent data in the processing relating

to the service and use the first key data _
corresponding to a data nodule -to use another data
nodul e, and havi ng the sem conductor 10 circuit use

t he second key dafa corr.espondi ng. to. the dat nodul e
EHONRB0aR SolPing LoF redis YAt R P dla tmpi et o = Sorage
data with the integrated circuit. A programof a 24th
a¥pact PFPIRE dfentsheving & gioogrian i Helstdad ed

by a sem conductor circuit for comunicating 15 with
argistegitdoadofi tbei date pedfdenfpomcthei sigofage area, and
provi ding services and transferring data with a :

progeen QatsWHowly Rl rsukineeR ddFi iy ape Stosube area

stores in predeterm ned storage areas a plurality of .

28P! EBLLAR thR agba&%aﬂ% RYszed of a plurality
of data nodul es 20 i ncl udi ng processing routine data

of data _ gprot out ne dat
an' i nt BF SLBE PR CHIT 4o brbvras og JPERe =iy SForhe 22na

managenent data showing |inked tqgether a data

#SBEFE, Ofi the AByeRtisNysbFefrady, yhatohracessing in

data nodul e in processing according to that data ,
aodardangs walhsevotbekedadat modede fizr tior hesfepreqyfted by
data with the - 33 integrated circuit in processing
acsan ik sgdhetdhaditaiiot mthid eemd condincterf 8ircuit uses the
perform ng processing relating to the service based on
hiLadehantndiks, t8 beehife £figh vV i@y e tahedmagiRiiing to
data in processing relating to the service and using

i . a r Rdi t hat. _dat |
%ig& Léiéétéﬁtbﬁxhﬂah dsth ﬁ.g&%g@ %%&' L3y A ?zgg})%t%

e other data no a routine usi ng

égr.e‘responding to the other data module and uses the other

data module from the pfedetermined data module being executed

. conditional on the obtained two first key data matching.

A data processing method of a 23rd aspect of the

invention is a data processing method whereby a semiconductor

‘circuit for communicating with an integrated circuit to

perform processing to provide a service transfers data with

a storage circuit, comprising the steps of: , when the storage

circuit stores in predetermined storage areas a plurality

of application programs each comprised of a plurality of

“data '-modules including processing routine data describing

processing routines for communicating with an integrated
circuit to providing a service and stores management data

showing linked together a data module, first key data used
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second key data corresponding to that data nodule in
processing relating to the service to transfer data

with the integrated circuit. 10 According to the above
expl ai ned present invention,z,the follow ng effects

can be achieved. That is, accordlng to the first to

third aspects of :the invention, it is possible to

fPEy ngdng eap$h§¢oéé§§|ngdnﬁeth@dpngmﬁaammaugmoﬁccordance
circuit, and programable to 15 efficiently perform

_wi@he&hhmgthaamodndancanwihhc&nﬁakgg databerseaf for

processing requests. According to the fourth to sixth

8zpAsFerefingh@ath WetH ithie ihteg¥aReastDlEuif iX Pidlesking
data processing nethod, semniconductor circuit, and

2680EATLEN 28! tRdcaqdt rmhau&godu%%lég 3ad %léﬁ.& b
application progran1o the usér execut e by t
server Wt informn . . .

SERFRuE PPAFOFR BFRREFOARIATEIARIRG £8 Pnaccdiam F?ats&d on
ninth aspects of the invention, it is possible to

bhreigka etk @@@éﬁ%&hﬁeﬁﬁ%conégc exi ebpegtt oriew the
circuit, and program able to prevent each - 34
mppagemehbndptegiantheoprbeéagihgfkaéatédgbyoamhbhaervige
appl i cation programwhen running a plurality of

2l igat tha £RE9QrREY A@athheosaBBpeARiAGNEUChOHata module
circuit. According to the 10th to 12th aspects of the

@ngé' Qﬂothér' &éi:é RQ&&'.LQ' eaha ﬂ!‘ag}ih tﬁedgﬁglconductor

pr OCESSI ng net ho sem COﬂdUCt or cirCult program

" made cons eratlon ge above expl ai,ned pri
<* cu:l. a??OLIq ?ﬁon?r aﬁgf Flta corresBondlng %o Q:Ii-ae data

W Ng’

module in processing relating to the service to transfer
data with the integrated circuit.

A prc.agram of a 24th aspect of the invention is a program
to be executed by a semiconductor circuit for communicating
with an integrated gircuit to perform processing for

providing services and transferring data with a storage

circuit, comprising, when the storage circuit stores in

- predetermined storage areas a plurality of application’

programs each 'éomprised of a plurality of data modules
including processing routine data describing processing
routines for communicating with an integrated circuit to
provide services and stores management data showing J.inked
tOgethér a data module, first key data ﬁsed for using another

the data module in processing according to that data module,

“and second kéy data used for transfer of data with the
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of data anong application prograns in accordance wth
need while preventing each application program from
being to illicitly tanpered with, nonitored, etc. by a
user of another applicationzgrogram when running a
plurality of application prograns on the sane
con uctor, circuit. According.to the 13th to 16th
o5egrs &‘P GiFiferttt AFocqasing gesomsiea Fprdrteara
data processing method, 15 semi conductor circuit,
BoANRL i BaFPRHine e nBerfomming pygcessibberedating to the
restrict the content of access to a sem conductor
seryidice bhsadsenvehie elacta modadeqr daneatihéhfort®iewing the
right. According to the 17th.and 18th aspects of the
manegenent dd@al tinl priREHsing LRIMMAVWGI®A the service and
sem conductor circuit and data processing nmethod able.

hQiHgl fhal Pilbe E%fagﬁ téﬂfé%ﬁ:@%d%xqé UL et!h module

transmtting high conti denti meen

nduct or. cirguit an em co ductor st or .
BB ER CHE] BENGH S ta, PoPHLE baeY 2 SREEIPR AGR yaing the
19t h ' aspect of the invention, it is - 35 possible to
Feoondekay gdrkapraressprgdapgate: (aghiataomodedientiai n
the confidentiality of instructions and data between .
pregeastnghealakéngt tngthepbaralicey tof tpangfamsdata with
According to the 20th and 21st aspects of the

thwehhtegrateéd &srpasseible to provide a sem conductor
circuit able to inprove the confidentiality of the

progr R &EEi & deo AEﬂQrQBQQethﬁfQJ_gg&g?LngéEhlnv nt:l.on

aspects of the invention, it i5 possible ta provi

A8l 2 PI PSEERE e FORRL ALYR pTBL MR Y e ved.

That is, according to the first to third aspects of
the invention, it is possible to provide a data processing
method, semiconductor circuit, and program able to
efficigntly perform processing in accordance with a large
number of processing reqt;tests.

Accdrding to the fourth to sixth aspects of the
inventiox_x, itis possible to provide a data processing metl'_lod,
semiconductor circuit, and program enabling a user to produce
and customize an application preram of the user to be
executed by the server without infoming the user of highly
confidential information.

According to the seventh to ninth aspects of the
invention, it is possible to provide a data processing method,

semiconductor circuit, and program able to prevent each
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and program able to inprove the security of an

~application 10 program running on a server when

providing a service using an IC or other integrated
circuit. BRIEF DESCRI PTI ON-Cg4THE DRAWNGS FIG 1 is a
view of the overall configuration of a comunication
system of. an enbodi nent of the present 15 invention.

#& "fai%§°5‘ Pregran f&om heing inddusiyasmh iy another
configuration of a SAMchip shown in FIG 1. FIG 3 is
aPPLACALIRR PEPGERMIVhEGR aHrufing a plueradityl f appllication
shown in FIG 1. 20 FIG 4 is a view for expl aining
Prbgrensi on ther edme Bemistomdagtamidirdwivn in FIG 3

FIG 5is aviewfor explaining information stored in

an extResakdiRFOEY thle 10€h IAVIEBhta HHENEs idE EhG ir}vez'nzi:sion,

'FIG 6 is a view for explaining service definition

] _ O ) e 70 : ‘
jebhig gakaipheMiel BrohPaea da%gsxldog%sgﬂ% %lge“'{h‘%\gﬁ, or

-expl aining the proCessing in a

' definiti. t.abl ta and script ., progra )
SERLESRANRHRE' B 2t S FRoRRam: R by deration

commands used in_a_ script program FIG 9 is a

- PEnER® RO VE| FeRl i ned RFIRT 13kt 30 A dewintm ithe fransfer

FIG 1. FIG 10 is a view for explaining. the data
of olath | Imeng tappElicakien ghovgrams FAiGadzordance with need

while preventing each application program from being

illicitly tampered with, monitored, etc. by a user of another

application program when running a plurality of application

- programs on the same semiconductor circuit.

According ﬁo the 13th to 16th aspects of the inveption,
j.t is possible to provide a data processing method,
semiconductor circuit, authentication apparatus, and
program able to restrict the content of access to a

semiconductor circuit of a server etc. in accordance with

- its right.

According to the 17th and 18th aspects of the invention,

‘it is possible to provide a semiconductor circuit and data

processing method able to maintain the confidentiality of

~data even when transmitting highly confidential data between

the semiconductor circuit and semiconductor storage circuit

through an éxternal bus.

According to a 19th "aspect_ of the invention, it is
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10 FIG 11 is a view for explaining the format of IC
card entity data generated by the SAMchip. FIG 12
is a state transition chart of the IC card entity
data shown in FIG 11. FIG is a view for

expl aining a processing routine 15 of an IC card
procedure managenent task shown in FIG 10. FIG 14 .

‘Posgibilewtboprexpdei Bi dg tehprovesslingo pppariadms @blieheto

communi cati on systemshow in FIG 1. FIG 15 is a

Magnthan ekpl gohifidenhitdaditfablf dpetaticdiond dnie data

conmuni cation systemshown in FIG 1. 20 FIG 16 is a

MéeWebAr pRYBrand RHchOEHIMLEIhig0R PIAXRAAQIty REL Wiy Alhs .
ot R R R e el A R e A Bl

201 SRSB I BLE PR Lrirbi e A0 ODoB il sn,

37 of .the SAM

for _expl ai nj not her .node of uyse -
‘1Fi 35 ppesiblg Fo Rrovifeor SREIGeRANAtorMTILE Ahte o

of the communication system of an enbodi nent of the

- preseve thaveanfddentipldty2ofi $he pregrrgy exgeuwdiad ng

the software configuration of the SAMchip shown in
FIG 1Bcceétdinglio sha 22md ttiooRdth lH et adr tie dmwemtion,
ICof the ICcard shown in FIG 19. FIG 22 is a view

ienexpkaiiBiagtd gzwmes M DpRdcotBing dfiSasiOhdlethod,
unit shown in Fl 21.
and program able to improve the security of an applicafion
program running on a server when providing a service using
an IC or other integrated circuit.

VBRIEF-DESCRiPTION OF THE‘DRAWINGS

FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present
invention.

- FIG. 2 is a view for explaining thé software

configuration of a SAM chip shown in FIG. 1.

FIG. 3 is a functional block diagram of an IC of an

IC card shown in FIG. 1.

FIG. 4 is a view for explaining information stored
in a storage unit shown in FIG. 3.

FIG. 5 is a view for explaining information stored
in an external memory of the SAﬁ unit shown in FIG. 1.

FIG. 6 is a view for explaining service definition

table data shown in FIG. 5.




10

15

20

25

.in FIGET

FIG 23 is a view for explaining an external nenory
of the SAMunit shown in FIG 19. ,FIG 24.is a view
for explaining the format of nodul e nanagenent data
shown in FIG 23. 15 FIG 253fs_a functional block
di agram of the SAMchip shown in FIG 1. FIG 26 is a
view for exgl ai ni ng tasks executed by the CPU shown

85. Trie 27ipy £om ewPdRARdngothe Praaasiincheln a
operation 20 for downl oadi ng an application program
ShAdchhp peingrthe sonpidedafdnditien ¢éabdle detsrgnd script
shown in FIG 19. FIG 28 is a flow chart for
prplgaiam BHokine iop@Ia.i a1 of the SAM chi p executing an
application programshown in .FIG 19. 25 FIG 29 is
a viewgrar @xphahniRgy! BeroR&HAL: A1 ndUddRthand3S used in a
execution of an application program "FIG 30 is a view

-expl.ai_ni the overall operation of the

%g%%%?ﬁ k%lﬂ@é%g‘s:ystem shown in FIG 19. FIG 31 is a
functi gpnal ﬁl pck diagram show ng nore 5 specificall

the fuRtFron bF oRKEurFtioRakpterk Alaghramiof Hhe SBY chip

FIG 32 is a view for explaining another node of use

showheiBAREGRi B FIG 33 is a view of the overall
configuration of the 10 conmmunication system of an
enbodi FERGt DO ibeapreeenfori 8¥plhlifling the data stored in

' a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data generated by the SAM chip.

FIG. 12 is a state transition chart of the IC card

“entity data shown in FIG. 11.

FIG. 13 ié a view for explaining a processing routine
of an IC card procedure management task shown in FIG. iO.
FIG. 14 is a ?iew for explaining the overall operation

of the commuﬁidationlsystem shown in FIG. 1.
' fIG. 15 is a view for explaining the overall operation

of the communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more

"~ specifically the function blocks of the SAM chip shown in

FIG. 9.

FIG. 18 is a view for explaining another mode of use
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FIG 34 is a view for explaining the software
configuration of the SAMchip showmn in FIG 33. FIG
35 is a functional block diagramof an IC of the 15
IC card shown in FIG 33. Elgy 36 is a view for
explaining the information stored in the storage unit
shown in FIG 35. FIG 37 is a view of the external
P\ unit shown in FIG 33. 20 FIG 38

is a view for explaining AP sel ection data shown in

FI G 3FIG-| &9 38 asviewiafyther ogephdilncogfigneatdBn of the
communi eation- data shown in FIG 37. FIG 40 is a
fcomptuntiesd tilbmn dy diagrafnaf dnil B idE e Shadend

FIG 33. - 39 FIG 41 is a view for explaining tasks
envenradpy the CPU shown in FIG 40. FIG 42 is a

view for explaining the functions of the settlenent

procesgi ut:i_n in_El 4 5 FI 43 is
a fl owﬁg%r ? %f tS'rs %xé'lq%lani%%% tgﬁ%riﬁr%‘cgélgsi]t%lge 5r° ft%"’eare

i nter.- AP caonmuni cation task shown in FIG 41. FIG 44
gniiguzatign &t

FERLIIUER SiSh! HeR AhersAn EGmtd cat i on
task shown in FIG 41 FIG 45 is a view for explaining
t he ovEESL| 2bpts a iBmetipnil iHedodiagirant ofnapyi€enf the
shown in FIG 33. FIG 46 is a functional block _
fiCagazch shownndgnm®IS. decifically the function bl ocks
of the SAM chip shown in . )

FIG. 22 is a view for explaining information stored
in the storage unit shown in FIG. 21.

FIG. 23 is a view for‘expiaining an external memory
of the SAM unit shown in FI1G. 19.

‘FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23,

FIG. 25 is a functional block diagram of the SAM chip
shown in FIG. 1.

FIG. 26 is a view for explaining tasks executed by
the CPU shown in FIG. 25.

FIG. 27 is a flow chart for explaining the opération

for downloading an application program from the personal

~computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

-FIG.‘IQ.

FIG. 29 is a view for explaining the operation during
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FIG 40. FIG 47 is a view for explaining another node
of use 15 of the SAMchip. FIG 48 is a view of the
overall configuration of the comrunication system of
an enbodi nent of the presentsgiovention. FIG 49 is a

~view for explaining the software 20 configuration of

the SAM chip shown in FIG 48. FIG 50 is a

PERCHEIRRY °§I Gk SPPdgafiiom aroaraenti cation unit of

a busi ness using the application programshown in

FI G 4BIGK 8) ifd aj vigw\Fenyexpladnbding thegoteeal inmpevation
of the 25 nmutual authentication unit shown in FIG

66. thed@ommubication aydtam fshowex @Amiriag 1de

function of the download processing unit shown in

FIG Sf1ehl &1 23 hSfﬁnE%ﬁGBh@nEho@hoahagkgg{@%h%&d@qmore

aut hentication unit of a software devel Oper of
ayer | 8
e T ke
E{U_%ceésl_ng unit shown in FIG 53. FIG 55 is a
ctfonal bl ock diagramof the authentication unit
of the nmanager of the SAM chip shown 10 in FIG 48.

FIG 58Ifs vieve forewxdpniekmp g (A tlgr glodhef use

downl oad processing unit shown in FIG 55. FIG 57 is
af vteey SBM ekppai ni ng the external nenory.

FIG. 33 is a view of the overall configuration of the

- communication system of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.

FIG. 35 is a functional block diagram of an IC of the
Ic cérd shown in FIG. 33.

FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35.

FIG..37 is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG. 38 is a view for explaining AP selection data
shown in FIG. 37.

FIG. 3%9is a vigw for explaining inter-AP communication
data shown in FIG. 37. |

FIG. 40 is a functional block diagram of the SAM chip

shown in FIG. 33.
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of the SAM unit shown in FIG 48. 15 FIG 58 is a
functional block diagramof the SAM chip shown in

FIG 48. FIG 59 is a flow chart for explaining the
operation for downl oadi ng-aggapplication programfrom

a personal conputer to an external nenory shown in

FIG 48. 20 FIG 60 is a _view for explaining

procesEtfig £drig 3t VafR¥afOroR BepAGing tesks @xeruted bY
comuni catijon systemshown in FIG 48. FIG 61 is a
thacEPUnghownodk &I&gr 4fh-showi ng nore specifically

the function bl ocks of the SAM chip shown in. 25 FIG

58. - B1G.HEiHA iview ForWekplaenfihgi thagfanotbehns of the
node of use of the SAMchip. FIG 63 is a view for

- Sxptabnbng g_raseeksgaagt 'r@:ﬁt%ﬁe AR KC AN G IEAfG Sygtem

shown in Fl 48. 5 is a view of the overal

contl el 89 4 o o BILD. 8L ML AIBLEM Yol brpoesaing

for ni t he software _configuration of the
7 Sibhe; bngﬁgwﬁb OBRERigAtion EREk EHOME AR FEH AL -

expl ai ning the external menory of the SAM unit shown-
in FI &1@4. 4415 s7viewafennexpbpinibyothedingeamsaM
the SAM chip shown in FIG 64. FIG 68 is a view for

- snphanbcagiohetagskashornbéhweEs. 41

FIG. 45 is a view for explaining the overall operation
of the qommunication system shown in FIG. 33.

FIG. 46 ?s a functional block diagram showing more
épecifically the function blocks of the SAM chip shown in
FIG. 40. |

‘FIG. 47 is a view for explaining another mode of use

of the SAM chip.

FIG. 48 is a view of the overall configuration of the
éommuniqation system of an embodiment of the present
invention.

FIG. 49 is a view for_explaining the software
configuration of the SAM'chip shown in FIG. 48.
| FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
prﬁgram shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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15 the CPU, bus scranble unit, and external nenory
shown in FIG 66. FIG 69 is a view for explaining the
address space between the CPU and external nenory
shown in FIG 68. FIG 70-igpa-functional block

di agram of the bus 20 scranble unit shown in FIG 67.
FIG 71 is a viewfor explaining a wite operation of
the ex¥tfnaPZnbfotyVisT t kﬁﬁPé%ﬁ%ﬂﬂﬂf§ﬂﬁﬂ§“¥ﬁﬁﬁﬁPi?F the
FIG 67. FIG 72 is a flow chart of the operation
dawphopd procesging unit shpgn 13 FIG S@i-ew f or
explainming a read operation of the external nenory by
t he buBIGcrABbis anftnehbonalnbEbck dedgrRlGof74n is a
flow chart of the operation shown in FIG 5 73. FIG

48théndi¥heYohOtne¥Pbei Bi BErEWalreh deveaRserer &f Handler
scranbl e key in a scranmble key management unit shown .

18vELGREfn E%Gf é6 kg a view for explaining swtch
i FIG. 48

rocessi ng a scranble key in a scranble key

o oxbia) iPhot §uf (AP (R PR i ARFHPTIRE che

scranbl e key managenent unit shown in FIG . 70. 15

- drenlaad gracepengornekpFhPHRndns®ilEeh 58i-ni ng of a

FIG. 55 is a functional block diagram of the
authentication'uniﬁ of the manager of the SAM chip shown
in FIG.. 48. |

FIG. 56 is a view for explaining the function of the
download procesSing-unit shown in FIG., 55,

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬁ FIG. 48.

FIG. 58 is a functional block diagram of the SAM chip
shown in FIG. 48,

FIG. 59 is.a-flow chart for explaining the operation
for downléading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG. 60 is a %iew for egplaininé procesging for a
transaction using an IC card of the cbmﬁunication system.
shown in FIG. 48,

FIG. 61 is a functional block diagram showing more
specifically the fqnction blocks of the SAM chip shown in

FIG. 58.
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scranbl e key in the scranble key managenent .unit shown
in FIG 70. FIG 79 is a view for explaining pipeline
processing by a pipeline processing control unit

shown in FIG 70. 20 FIG_.8fis a view for explaining
the overall operation of the conmunication system
shown in FIG 64. FIG 81 is a functional block

di agr aff€hoff nds ndreiew gy regrlaininge anathenmadeo okt use
of the SAM chip showmn in FIG 67. 25 FIG 82 is a
ofetheofAMxphapni ng anot her node of use - 43 of the
SAM chi'p. FIG 83 is a functional block diagramof a
CONMPULtBIG. U6BUikNacl 6l B8k CeRpLALARIRGt afl A6AIBYcAtion of
related art of the present invention. FIG 84 is a
VhEVebfuRXBhRi BhNEyLeemS ShbWAr §nSkiuct yge of a
conputer of FIG 83 and an enbodi nent of the present

7ok, S b B S P AR IR LIRS e

10 FIG 86_is a view faor explaining the storage state
prprRicRhbey S¥shR™ AfFpe epkodimgpt @fi thegPresentgy
is a view for explaining the storage state of the
mvenryiemhown in FIG 83 after witing. FIG 88 is a
view for explaining the correspondence 15 between the
appl i ErG OoNEPrigransiawmdfsy pespbditingathis s86BRaren
FIG 84. ‘

configuration of the SAM chip shown in FIG. 64.

FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64,

FIG. 67 is a functional block diagram of the SAM chip

shown:in FIG. 64.

FIG. 68 is a view for explaining.the relation between

the CPU, bus scramble unit, and external memory shown in

FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a fungtional block diagram of thé bus
scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining a write operation
of the external memory by the bus scramble unit shown in
FIG. 67.

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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,FIG 89 is a view of the configuration of a conputer
according to an enbodi nent of the present invention.

FIG 90 is a view of the configuration of a judgnent

20 circuit shown in FIG 89. 451G 91 is a view of the
configuration of a fetch judgnment circuit shown in

FIG 90, Flg. 92 is a view for explaining fetch access
range B&Fini'AgtdatavifrBuwhornexptaining)a reayd operatjon of
view of fetch inter-AP call relation - 44 defining
&heacxkswnalnueporyoby the bgs scramblewnnittskown in FIG.
configuration of a read judgnent circuit shown in FIG

60. FIG 95 is a view for explaining read access range

5 defining data shown in FIG 94. FIG 96 is a view

for explelnvddid eadlow 8hafP s£lthe bge&utqf%ngﬁﬁbuhnﬂn FIG.
e ..

data shown in FIG 94. FIG 97 is a viewo

- ggnfiguration of a wite judgnment circuit shown in

FIG 90. 10 FIG 98 is a view for explaining wite
access %@sz defining d%ta shown .in FIG 97, FIG 99
is a View foP aRpPaVAPiyteri eEPLALDAingpsEitch progessing
defining data shown in FIG. 97. FIG 100 is a view for
2k pRaPREAYLAROKRY iB8nBogicramble) keyf mapagemendnunit shown
invention. Firs. 101 is a view for explaining another
EbBEEe®®. of the present invention.

FIG. 76 is a view for explaining switch processing
of.a scramble key in a scramble key management unit shown
in FIG. 70.

FIG. 77 is a view for explaining switch timing of a

scramble key in the scramble key management unit shown in

‘FIG. 70.

' FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

FIG. 79 is a view for explaining pipeline processing

by a pipeline processing control unit shown in FIG. 70.

FIG. 80 is a'vieW'for explaining the overall operation
of the communication system shown in FIG. 64.

FIG. 81 is a functional b;ock diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 67.

FIG. 82 is a view for explaining another mode of use
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FIG 102 is a view of the configuration of a

sem conductor chip of a first enbodi nent of the

present- 20 invention. FIG 103 is a view for

expl aining the software confjguration of the

sem conductor chip shown in FIG 102. FIG 104 is a

view for explaining the configuration of a program

rbathe SRYWSHIR-FIG 102. .25 FIG 105 is a view of

the configuration of a - 45 semi conductor chi p of a
secondFé&fho8Rnmést aoffunkéipnadebiocknddagram ofl @ cHiputer
is a view for explaining the configuration of a

peagr am abdskeofiewset81&hbnt186:rmingl & rdDdted8 arv¥iS# the
for explaining the unit of encryption and decryption

ngggﬁqeqnbgnttq%nencryptl on/decryption circuit shown
and parity data. FIG 108 is a view for _

explal |nforrra|ont I.e hel ‘
, encrypgl onléggcry%t‘ﬁlﬁﬁ" cPF e ff tg’eF%%%EYBge stypcture

FIG 109 is a view of the overaII configuration of a
ehnfufPEREFEH SFsFdf-of 3t REdprEs smPodigeatmaf thy gresent
110 is a view for explaining another SAM chip which
imeespibnhi p shown in FIG 109 conmunicates with.

FIG 111 is a view for explaining another SAM chip 15

whi ch rhe. FMichapvisewor RAgIAiniidy ahatgpeat 6 IC cards
with. FIG 112 is a functional block diagramof an IC

KahidiedNBYNtha Ebfpull?. shbn 143¥re.agw ew for

expl ai ni ng the nmenory shown,
FIG. 86 is a view for explaining the storage state

of the memory sﬁownlin FIG. 83 before writing.
AFIG. 87 ig a view for explaining thé storage state
of the memory shown in FIG. 83 after ﬁriting.
| FIG. 88 is a view for explaining the correspondence
between the applicationgprqgrahs and types of IC cards sﬁown.
in FIG. 84.

'FIG. 89 is a view of the configurétion of a computer

-according to an embodiment of the present invention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89.

FIG. 91 is a view of the configuration of a fetch
judgment circuit shown in FIG. 90.

_FIG. 92 is a view for expiaining fetch.accgss range
defining data shoﬁn in FIG, 91.

FIG. 93 is a view of fetch inter-AP call relation
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in FIG 112. 20 FIG 114 is a view for explaining the
software structure of the SAM chip shown in FIG 109.
FIG 115 is a view for explaining the storage areas

of the external menory showngjgn. FI G 109. FIG 116 i's
a view for explaining an application® 25 program AP
shown in FIG 115. - 46 FIG_ 117 is a view for
depiainondathe showss i Bli®e Mppl i cation el ement data
APE, shown in FIG 116. FIG 118 is a view for

expl ai AirGg BHeipr ecwdemngfotthet ImenSAPg‘Iua:IaJt}ios:h@\ﬂna read
FIG 109. 5 FIG 119 is a view for explaining the -
goagmeds vieduith skdwhCisarFdapaoati on macro comrand
script programshowmn in FIG 118. FIG 120 is a view

for exptal ngyo;kh e [ 823
in FIG 1159916EF§(36ET§?@?2 g&gﬁg\kﬁ&gpﬁg}%&aﬁ%‘ o Fange

e.da h in FIG 120. FIG 122"
égfgmgzggwgggrg 3&%?’%. %gn%&ﬁie%\ggM ID. FIG 123 is a
view for ex Ial ning the APP table data shown in FILG
120. 151¢1 @6128 RsVIEHCEPEnGKPhRABRADE EGRIMIBLFHAP call
SAM chip shown in FIG 109. FIG 125 is a view for
eprbianndefankng drsgr ahoyn andFd&at.ored in the
menory shown in FIG 124. FIG 126 is a view for
expl aiFI®Gg 2heisoanviewf ofhehe configuration of a write

judgment circuit shown in FIG. 90.

FIG. 98 is a view for explalnlng write access range
defining data shown in FIG. 97.

FIG. 99 is a view for explaining write inter-AP call

- relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of theiﬁresént invention.

FIG. 101 is a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
seﬁiconductor chip of a first eﬁbodiment of tﬁe présent
invention.

. FIG. 103 is a view for explaining the softwaré
configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configquration

of a program modulé éhown in FI1G. 102. |

'FIG. 105 is a wview of the configuration of a
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20 IC card entity data 73-x. FIG 127 is a view for
explaining the state transition of the entity status
data shown in FIG 126. FIG 128 is a flow chart of

the processing perforned by,4he IC card procedure
managenent task. 25 FIG 129 1s a view for expl aining

t he processing which 47 the SAM chi p perfornms when
SRBERPHCEPHcERIP ngf o dasenddenbadimeytopficthe present
application elenment data APE in accordance wth a
¥nnenkonlef i ned by application el ement data APE when
executing a job at step ST4 of FIG 128. 5 FIG 130 is

a vi ewT@r ¥ nd Ngidwere¥ QoS I i Ehle L& EWMation
chip perforns when accessing processing or data

deld kb Parkd ISdu APPLL SR | £ SrEMefgsdata APE in

accordance wth a routine define y application :

el ene a PE_when _executing a | at step. ST4 of .
fl o Bg iR e e eSE S 0P End B b b iF SRe-vption
on\r/ﬁier | 1" operation _of the comrunication system shown

g REFYRIG O ReTEopned by \they enpripbien fiagryntion
overal | operation - of the comunication system shown
SyFomit shyyn ANGFIB3 365 and qyariory edgtai ni ng t he

prior art.- ‘15 BEST MODE FOR WORKI NG THE | NVENTI ON

Next , FEGhoLDBHAL & wiew ForPeRERALn LAY WYY @A FVrathien table
expl ained with reference to the attached draw ngs. :
heiesh Eiﬁ@@h@&%tl%/ﬂ&&%@k'%@%%% sRo@ in FIG. 105.
enbod?rrent’ cor respondi ng Olto the first ?o slinxt
aSperiGQf1bBeiEn¥3Q&E%nbf the overall configuration of

a communication system of the praesent embodiment.

FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 1@9 communicates with.
FIG. 111 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.
- FIG. 112 is a functional block.diagram of an IC card
shown in FIG. 1095
| fIG. 1;3'is a view for explaining the memory shown
in FIG. 112. |

FIG. 114 is a view for explaining the software

- structure of the SAM chip shown in FIG. 109.

FIG. 115 is a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115:
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FIG 1 is a viewof the overall configuration of a
comruni cation system 1l of the present enbodi nent. As
shown in FIG 1, the conmunication system 1l uses a
server 2, ICcard 3, card r%taﬁder/wrlter 4, personal

~conputer 25 5, ASP (application service provider)

server 6, and SAM - 48 (secure application nodul e)

uni t FId. cdifruins cateidwron etgiaiminy ndie 1¥ypesl of the
perform settl enent processing or processing for other
Yokl B5n USLéget Bedd€a CAPE Shova {eaFptedicér cuit of
‘the present invention). 5 The SAM unit 9 has an

ext er Ralg Me Vi 20 &y ¢ Bréﬁ%e SAI'#‘{%essing of

circuit of the present invention

| onf at as shown in FIG 2 As
é}h%zm%ﬂ‘?néﬁ%%k"“? ch:ll'%]S has, froma bottom 10

| ayer tovva a. top Ia_yer an I—NV(h_ar dware) | ayer,

layer F y%? SFRARAD ARG dhs ‘F%ndsaﬁbse‘i
AP Iayer The Iovver handl er layer includes a driver
imypar IC [erd opegatponaypecrioncbudandappripht Popgram shown
progranms AP-1 , AP 2, and AP -3 defining procedures
iforFIese I8t he 1C card 15 3 by credit card conpanies

or other businesses 15 1, 152, and 153 shown in FIG

1. Inpyee ARd akera ey éﬂQﬁ.l lé@l&mﬁgogfmﬁ%énad&ent
2, and AP -3 and the higher handler l'ayer are

S gge%gg WRRm 1?}9@.1/&tk1f rewalls FW 20 The

appl I'catton programAP -1 is defl ned by a | ater

FIG. 121 is a v:.ev; for explaining the AP man;gement
tabJ.e_ data shown in FIG.- 120.

FIG. 122 is a view. for explaining the SAM ID.

FIG. 123 is a view for explaining the APP table data
shown in FIG. 120. |

FIG. 124 is functional block diagram of the SAM chip
shown in FIG. 109,

FIG. 125 is a view for ‘egplainingr tasks, programs,
and data stored in the memory shown. in FIG. 124.

FIG. 126 is a view for explaining the format of the
IC card entity data 73_x.

FIG. 127 is a view for explaining the state transition

of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the proceséing pérformec_l
by the IC card procedure management task.

" FIG. 129 is a view for explaining the processing which
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expl ai ned service definition table data

(correspondence instructing. data) 201 and scri pt
program (operation describing program 211 stored in

an external nmenory 7. The app)ication programAP -2 is
defined by a later 25 expl ai'ned service definition

tabl e data (correspondence - 49 instructing data). :
Ye SR ety | perfroys awhénpacaessing dpsecebsing or data
program 212 stored in the external menory 7. The :
depfhi ik iyo B thieagappl APatRohSe Dehén € Mddya APELQ accordance
expl ained service definition table data

Wi rae&w&ci%@caefﬁnlaa%w&% plfcsel d) e £&'d RPE when

progran1(operat|on desc ing program 21_3 stored in

P $o4S connect ed

t hr (;ﬁghﬁ r‘%C-gfi?por ts'z?rﬁ #ﬂr ne g%cf to the ASP
server ASP server connect d through the

| nt er ﬁ&% 1395 3 BV Ff’§ %‘Fplr%’r‘i‘&’r"l%l PXRG5SSifRgewhich
|nclud|n a personal conputer 5 of the end user and

harms gihen ggccegpingPoPcepping or data

Abu3|nesses 151, 15 2, and 153. The personal conputer
defingd byanpher apptiratiorceleatmenuginta $0H dh pocdrdance
USB port to a Dunb type card 15 reader/witer 4. The
wdahd ar eadei hdr déLindd Negldppis d0E i orf el tVda®aCAPE when
comuni cation corresponding to the physical 1evel i

eWeldh tihg :C o &3 s i Re i YrlpfeMpegyls to the 1C
card 3 and response packets fron1the I C card 3 are

gener aied ppd anglyzg fg,er?% 1408 AL CD.50 Seucratson

Therefore, e card Tea persona
-°§, gnd ASP server, 6 i nter betmeen

e communication syst own in FIG. 109,

FIG. 132 is a view for explaining the overall operation
of the communication system shown in FIG. 109.

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKI&G THE INVENTION

Next, embodiments of the present invention will be

'é.xpiain_ed with reference to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding -

'~ to the first to sixth aspects of the invention.

!E‘I'G. l is a view of the overall configuration of a
communication system 1 of the presént embodiment.

As shown in FIG. 1, the communication system 1 uses
a server 2-, IC card 3, card reader/writer 4, personal computer

5, ASP (application service provider) server 6, and SAM




10

15

20

25

themonly act to store the conmands or response
content in data payload portions and relay the sane.
They are not involved in encryption or decryption of
data, authentication, 25 ang.other actual operations
inthe ICcard 3. - 50 The personal conputers 161
162, and 163 can download the |ater explained script
(s arp dira tSion ohednle) tunitis? obd zeomehicate through
application prograns AP 1, AP 2, and AP 3. Next, the -
re2ts HoWnand) gd¥¥odm Véétthmen®! piodedssiby Cor
Card 3] FIG 3 is a functional block diagramof an IC
PridbsEinkf £ EHdYy i cedulde d&.lgﬁ‘rém% hasc2pq! &

(integrated 10 circuit) 3a provided wth a storage

(Ridecdh el BLOGENST ) il Odand N PLOLAGH Ui { SO, |

as shown 1n FIG 4, orage drea ed by a

credit,cafrg. o or_ ot her busipess 151, a storage )
ar ea ?gf %seduggggy@ﬁﬁ ABsE*tgIna Hﬂaﬁ°r157§¥fﬂé©§gM:°h¥p
areg 55 3 used by a business 153. Further, the storage
(R COFNcHEs WePuitt sfdtheoPrasant tigrvenitigmy 8 he
access right to, the storage area 55 1, key
i nf or Waei 9AM e Bohag uthy g fittwa e cons igughttilom heeshown
storage area 55 2, and key information used for
ihuBgGNg2t.he 20 access right to the storage area |
. storage area 553. That key information is used for |

g‘;: ;?ﬂ:%‘ﬁgﬁﬂtiﬁeﬁ'i@na , Q{HH YR Qﬂiﬁng HSQ[ YPEERMa Yot tom
1ayer towa;rd a top layer, an HW (hardware) layer, OS laygr,
lower handler layer, higher handler layer, ';nd AP layer.

The lower handler 'lat.yer ihcludes a driver 1ayer.'

. Here, the AP layer includes applicatiop programs AP_1,
AP 2, and AP 3 defining procedures for use of the IC card
3 by credit card companies or other businesses 151, 152,
and 15 3 shown in FIG. 1.

In the AP layér ; the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP 1 is defined by a later
e_kplained service definition table_ data (correspondence
instructing‘dai;a) 20.1 and script program (operation
describin;g' program) 21 1 stored in an external memory 7.

The application program AP 2 is defined by a later

-explained service definition table data (correspondence
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Further, the storage unit 50 stores identification
information of the IC card 3 or the user of the |IC
card 3. 25 Next, the SAMunit 9 will be explained in
detail. - 51 ,[External Menory 7] FIG 5 is a view
for explaining the data and Brégrans stored in the
.external nenory 7 shown in FIG 1. As shown in FIG 5,
ifrfst revdtteirrA da 020 2 St &ScrSipy iptogiane{ bt €fon
tabl e data 201 and I'C card operation macro conmand

b NP Prigrakl o1 eSS dRl e R8T T&D&y 7.

external nenory 7 stores service definition tab

br 001 3?%%2%991# ﬁr%u?’p‘%@@%ﬁ?f”%z R t‘fg’lira" :fater
|
5535 EeRy kel et o b koAl n#%ﬁ‘b%?‘t&?ﬁ

213 of the business 153. The service definition table’

igstrusgingydataljn @ angh senipt maoan niapenstion

Further, the IC card operation nmacro command scri pt
dﬁﬁ@gnh#DQZPrpgzaﬂj &1d 32 B carerl \imi tithen estienthacbonmwory 7.
macro commands. Further, the service definition table

dat a 'Phé, SEA2chipds 203 mé&mrﬁzﬂ@@@ata OFCEBGBSrt, the
command script prograns -20 211, 212, and 213 are

EtRE2ABECdete . PeoSREER SN stali]:%'e@(tﬁer “ﬁxl (f)é:.zre The ; s

scranbl ed data and programnms are descra

cmtﬁ’ﬂé& gllxié\;]gﬁ %éj &g%%r}:'tne%nPB dton%ninlura i %r tlazp tt:a=.ermim—:4.].

apparatuses including a personal computer 5 of the end usér
and persona_l computers 16 1, 16_2, and 16 3 of the businesses
15 1, 15 2, 'and 15 3.

The personal computer 5, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 4. The card reader/writer 4 realizes for

example wireless communication corré3ponding to the physical
level with the IC card 3.

Operational commands to the IC card 3 and response
packets from the IC card 3 are generated and analyzed at
the SAM unit 9 side. Thereforé, the card reader/writer 4,
personal computer 5, and ASP servef 6 interposed between
them only act to store the commands or response content in
data payload portions .an'd relay the same. They are not
involved in encryption or decryption of data, authentication,

and other  actual operations in the IC card 3.
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212, and 213 are produced using the personal conputers -

25 161, 162, and 163 shown in FIG 1 by the businesses

151, - 52 152, and 15 3 and are downl oaded t hrough

the SAMchip 8 to the external menory 7. Further, the

service definition table data 201, 202, and 20_3 are

produced by the manager of the SAMunit 9 upon 5

inStrLﬁh¢(9ﬁ#$qn#lfﬂPQRH¢¢ESSb$;ﬂ511§152,amﬂdl¢§3.can

FIG 6 is a view for explaining the service definition

dainh boaldttthe Qhteds expdeined 5&Lipé, pEdrofvd Ghe SAM chip

definition table data 201 has entries of service type

& eiredi St dRDLE oty nga,sgg ryic

nunber s (opera?%%ﬁfﬁo es?%ciéibeggéﬁgﬁéﬁ?ﬁ§§r¥htﬁgﬂ?'-and

Andg key information. The "service type el ement” shows

the nane assigned to the service provided by the

applicati.on _program of the_business 151. The service

type SfunERP CORPIRRAES FhEwn IR Fisied Wik} bejesplakeed.

service nunber of the service which the application

pr ogr drh%Cansk HJusi ness 151 can use. In the present

enbodi ment, as shown in FIG 6, "Rc", "Rd", "W", and

MW" 1€ .usSed sas thancddioriade bltogke dhlagymint sobfard MEC card

service definition table data 201 corresponding to 20

3t.he business 151. In the present enbodinent, the IC

.card operation macro comrand script program 211 ‘

def i N@sSEh¥A S £ FHENS C%@'I'q BY a3 Bl gyl ¥ F{lntegrated
ref e

service type el enment’s™ &n ects this into
cla'.g‘li:g;it?xBlaaipgeogrildgdctav!i.Qhegt isLXrggteaul(l;.ngHH a?t? epnl?onéessing
unit 51.

The storage unit 50, as shown in FIG. 4, has a storage
areal 55___1 used by a credit card company or -dther business
15 1, a storage area 55_2 used by a business 15 2, and a
storage area 55__3 used by a business 15 3.

Further, the storage unit 50 stores key information

- used for judging the access right to the storage area 55__:_1,

20

25

key information used for judging the adcess right to the
storage area 55_2, and key information used for judging the

access right to the storage area storage area 55_3. That

key information is used for mutual authentication,

encryption and decryption of data, etc.
Further, the storage unit 50 stores identification.
information of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.
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.25 so as to be able to provide a service conbining
services - 53 corresponding to a plurality of service -
type elenents. For exanple, a service conbining a
service for reading data fggnlthe IC card 3 and a
service for witing data in”"the server 2 can be
defined in the IC card entity data. 5 The service
nunberlExterralstemosy ddfinition table data 201 is an
operational conmand issued to the IC card 3 and
anal yFalg.esbystderidw Er ekpladh iRy theNiAbada s Viéframs
provided by the business 151. The "address" in the
STRIPUL & ri e 'et:-ﬂt%r AP fenfllR 7 Mhalll dPGheRl 65, the
address at which data relatlng to a procedure
rel alhao 8.4 0 £08T SSPERdING. Serd Genbvpes Shelenl solfice
store ey versSi‘on n or At on IRt he *S8FVIc
d finition.t Ie dat a shows the version of the ke
deindtdom M%i’p.lipﬂm dihFaichoReRRL QR maEro
"key |nfornat|on" in the service definition table data
cogmang s ipdy pnebremaidlod ¢fedhshdmgimadaadiliy k hat
service. For exanple, key information used when
accesBurnghtlne Rhestatageadr membrxy Of sttheelsCsdavdice he
IC card 3 showmn in FIG 3 by the service definition

deghbhe tdaha tdBlel Hatatl 20 BUEhRETC idArdd@peatich macro
definition table data 20 2, key information used when

céﬁﬁﬁﬁ&' a8 5pe g&eg@% 2n€3 33 thfe %ahgs%gtlgs et 25

Further, in"th rvice deflnltlon ta

Further, the external memory 7 stores service

definition table daté 20_3 and-IC card operation macro
command script program 21_3 of the business 15 3.

The service definition table data 20_1, 20_2, and 20_3
have ﬁhe same format. |

Further, the IC card operation macro command script

programs 21__1 r 21_2, and 21 3 are writtén using common macro

. commands .

Further, the service definition table data 20 1, 20_2,
and 20 3 and IC card operation macro command script progréms
21_1, 21 2, and 21 3 are scrambled to be stored in the
external memory 7. The scramblgd data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21_1,

21 2, and 21 3 are produced using the personal computers

-16_1, 16 2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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- 54 key information used when accessing the storage
area 553 of the IC 3a is set. Next, the IC card
operation macro conmand script program 211 will be
expl ai ned. -5 The script progmam 211 is a program for
defining t he application program of the business 151

%hé: h Ség%ﬁghl and t he procedure of

g pet FRTRED ?Wélﬁsie%atlar%u%ehh%xwt Fhép 8

that appllcatlon program In the present enbodi ment,
gl FREP3 aesmorg Thown 10 in FIG 7, the SAM

chip 8 uses the service definition table data 201 and

scri ptFyrdgrantBé detwi geriefind Hiorcaablematy 201, 20 2,

tenpl ate data 301, an input data bl ock 31 x1, output

aind 20 13 agle pZovdceldogydeha ﬁ&ﬁé‘eﬁ%ﬂ&sb@m unit 9 upon
conputati on defining data bl ock 34x4 used for the

- IHAGRAW o] H Al N Bl esléep £S5, Ehé 18 bS

a view for explainingt commands—used -fof

d the 1C. {i d . .
b ogr ERESELS fﬁl%?n’go%%rp HTHE EOmERITLSE o EhAS tion

f the SAMchip 8 itself - 20 are given the first
QQQ%%Hda 48520 Jhi | e conmmands relating to operation of

the IC card 3 are given the first letter "C'. Further,

t he s@soalovwntivFIG. $ul dbie vekyigeedefanidonr table data
with the application. For exanple, for an issuer

2¢etlt hag ettt ibsnbifosedstitbetype edethahts (opsrakionf famas) ,
service 25 type el enent declaration, it is 'IS", for a

a&ﬁms%erse,a@arv&%e numbers (operation codes), key version
information, and key information.

The "service type element" shows the name assigned

"to the service provided by the application program of the

business 15 1. The service type element is an identifier
viewed inst:ead of the service number of the service which
the application program of the business 15_1 cat'l use,

In the present embodiment, as shown in FIG. 6, "Rc", .
"RA", "Wd", and "Wc" 'are used as the servic-el type elemex:tts
of the sérvice definition table data 20_1 corresponding to
the business 15 1.

In the present embodiment, the IC card operation macro
command script program 21_1 define service content combining
a plurality of service type elements and reflects this into
the later explained IC card ent:’r.tj.gr data (job mattagement data)

so as to be able to provide a service combining services
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decl aration fromthe ICcard 3, it is "R', for a

sinple wite .declaration to the ICcard 3, it is "W,

and for a service - type elenment conputation

definition, it is "F'. The rands used for

describing the script prograns 521 1, 21 2, and 213

i ncl ude an, SC command, SO command, SI command, SL

T RIRPNENG obereh P 1 Orabbhiyeef], SO teemtyple eDRments.
conmand, and CW conmmand. The SC conmand is a command -
decl aflongekhaphanberseafvidd eonbinimm & Weéhericd flor ¢aading
entity -data which the SAM chip 10 8 can process

o Al | #2303 OfHd VIC ROUr£X3NERE a WeHvide M GhiRifly Q28a in
simul taneously process 1000 IC card entity data;

el sl | ' . The. '
o 5 Tha b el py L TEadd nEERR R .
dat a ck 32x2 in ich.th 15 dat.a read. fromthe |
card JHACSeisies RaleRl il dne Siate Bruitiien reatte
d}a%e AM:chi p 8 when perform ng processing using the

B &0%13 Wa $dy B rHe A lerc AN rePue cie dtlemt FEycard
data. For exanple, when the data blocks 1 to 10 are
3prpdi analyzablyney therIGigamt 3dwhenr pedfbrainghs s€rvice
card 3 in the data block 1, "SO 1" is described. The

pSbovidednby ithea baimwyd fi® 1decl aring the data bl ock

for formng the input data™block 31 x1 in which the

data gRebeavlirbben LR ERE LErtdd A& nikalssd Y data
the data 25 bl ocks provided in the SAM chip 8 when

28941 b 00 +R0GASS Mresid a d'§IH U e S P D

oTT t ater explal ne

procedure relating to the corresponding service type elémént

is stored.

The "key version information" in the service

. definition table data 20_1 shows the versidh of the key’

information used when providing that servicé;

The "key information" in the service definition table
data 20_1 is the key infbxmation used when providing that
service.

For example, key iﬁformation used when accessing the
storage area 55;1 of the IC 3a of the IC card 3 shown. in
FIG. 3 by the service definition table data 20 1 is set.

Further, in the service definition table data 20_2;
kéy information used when accessing the storage area 55 2
of the IC 3a is set.

Further, in the service definition table data 20 3,
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entity data. For exanple, when the data blocks 1 to 10
are provided,  when storing the data to be witten in
the ICcard 3 inthe 5 data blocks 2, 3, "SI:2,3" is
descri bed. The SL connand_i%ﬁa_connand for declaring

the data block formng thel"og data bl ock 33x3 for
storing the log data relating to an operation anong

kég taforbhtids psedivieen accédeitpMbdi pt8raenarea 55 3
perform ng processing using the IC 10 card 3 based on
éhechatnr Bxpiaiged. | C card entity data. For exanpl e
when the data blocks 1 to 10 are provided, when

stori ngedie 40 A2l&id dderaiéh kﬂa&?xﬁa %o&réjrﬁétlséﬁigpt

descri bed.” The SF command .is a command for provid

formg. t he conputation defining
oSt g 1 4‘?#2%%6?’1‘%?%@“‘%‘%@ definition of the =
rel ati gn between the service  type elenents relating
to t haCoCHPEProTEBoALah LBi% PROKHDAECR Fghining the
defining data block 34x4 becones the pre-processing
appbbreationm pfogram o€ thedusigesntiil datrmingherCithe SAM
command is a cormmand for declaring the issuer of the
diG e @ cindl (Hhes preseyiuréhefi pkocarking paefokmedgbihehe IC
busi ness defined by the C command becones the IC

el 3 Yo SRR ©lad NHpbidde L0 bR Edn . data. -

57 The CS command is a command for decl arlng

si mul t ”Eﬂgigq%%q{@éinﬂgd%eﬁtﬁ"a‘ﬁ ahebi %1 REaSPLYL£6% d Shown

the | C car
in FIG. 7, the SAM chip 8 uses the service definition table

data 20_1 and script program 21 1 to generate IC card entity

template data 30_1, an input data block 31 x1, output data
block 32 x2, lqg data block 33 x3, and computation defining
data block 34 x4 used for the proéedure relating to the
business 15 1.

FIG. 8 is a view for explaining the q_o_mmands used for
describing the IC card operation mécro command script
programs 21 1, 21 2, and 21 3.

In the commands, coﬁmands for the SAM chip 8 itself
are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "C".

Further, thé_l second letter is selectively used in
accordance with the application. For example, for an issuer

setting declaration of the IC card 3, it is "I", for a service .

type element declaration, it is "S", for a simple read
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citing service type elenents. The CS conmand can al so
declare a function defining processing anong service
type elenents. 5 For exanple, it is possible to

declare "CS:"Rc"+"W"+"WI"" .55 Based on the content of

the CS command, service type elenent designating
information of the IC card entity data and processing
dratrrahion famither EC qeand Bindl. 19 URThefOR a dimpde write
declares to store data read fromthe ICcard 3 in a
declaration dbe atlvd ok csheh 3he tr dlsatiyn amdn@forsar geeeice
type elenents is not defined (when SF command is not
tpserébatint FOSmpuBAPi 6n ABLIN St 06R N0ithesdega read
fromthe 1C 15 card 3 in the data bl ock 1,

"CR S@‘ﬂe‘"%aﬂcfs QFS%Q{ 'fkeﬁd desy}&b% gtﬂgaggrgé%lt gg:‘tgﬁé:‘ams

to vvrlte data storedlnadeS|gnate l'oc

t elatl service type
i][c-:e s—l 5 n idlg-fﬁlf ned. ¥ér & [FEMMRR, # frpgand, SI
data s éoredlnthe data block 202|ntheICcard3
cqRfjadld o Skyeompande ¥ | gRIPante GF commRRd, (o8| gPmmand,

t he data bl ock describing conputation content
Ghanmrrpderand 3 emandinpl e, when descri bi ng
conmput ati on content spanning serVices in the SF data

bl ock The "SCOF.dchfhard\NGESR Kondfarid digslardiigf. the umber of
Further, the SF data block 1 has described in it, for

tﬂ:?éﬁfﬁﬂ'xﬁm m Hembbt &F WE 2h@4 bheRty(d¥¥a wifich the saM chip
"Wi"="We"*0. 08+"Wd")". This forrru?(a expresses the

8 can process simultaneously.
For ekample, when the SAM chip 8 can simultaneously
process 1000 IC card entity data, "SC:1000" is déscribed.

The SO command is a command for declaring the data

block for forming the output data block 32 x2 in which the

data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained Ic card entity
data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 3 in the--data
block 1, "S0:1" is described.

The SI cotnmand is a command for déclaring the data
block for forming the input data bldck 31_x1 in which the
data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing
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operation of subtracting 10 fromthe value of W when .
the 5 remaining nunber of services W is |larger than

10 and addi ng a nunber of points corresponding to 8%

of We as cunul ative points ¢ WI. [SAMChip 8] FIG 9
'S a functional block di agram of the SAMchip 10 8
shown in FILG shown in FIG. 9, the SAMchip 8
Hgdngn tAgpEC EaﬁﬁuﬁlPQFPGn°PnFEPf&é@eﬁnﬁﬁpéélmﬁﬁ(QQHﬂard
menory communi cation interface unit 61, bus scranble
gatdtg2datandom number generation unit 63,
encryption/decryption unit 64, 15 storage unit 65,

and CPEbSGxahipd éSANhehi Ph8 dataabllagkert RRS16taé provided,
nodul e. The ASPS conmuni cation interface unit 60 is an

Whear £ 8621 kg cthd atd iy b@ndrq%ttent iff tHal BcVkdPa (€ n the
ASP server 6 shown in FIG 1. 20 The external nenory -

GRBRVB168%L08 | gt ergc gnIESG&?ﬁb?ﬁggdlnterface used

for input and’ oufput o ata éxt er-nal nenory
7. The,bus cranble unit 62 sc ut dat a_ and -
descra PRt 38 v eFO %ﬁgb* %ﬁfﬁﬂt?bﬁgdata
dat a 25 throuq? t he external nenory connunlcatlon

£eming t the shpg gl tarhd gokn ddm¥dufiear sferdng ithe log
uni t 63 generates random nunbers used at the tinme of
datd eretliadaitnion fropaw cgsst anigl. onl hewoarc thptdotd dderak pedvided
unit 64 encrypts data and
in the SAM chip 8 when performing processing using the IC

card 3 based on the later explained IC card eﬁtity data.

For example, when the data blocks 1 to 10 are provided,

wWhen storing the log data in the data block 4, "SL:4" is

" dascribed.

The SF command is a command for providing the data
block forming the computation defining data block 34 x4

describing the definition of the relation between the service

type elements relating to the IC card 3.

The content of the computation defining data block
34 x4 becomes the pre-processing information of the Id card
entity data.

The CI command is a cqmmand for declaring the issﬁgr
of the iC card 3 (business).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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5 decrypts encrypted data. The storage unit 65, as
explained | ater, stores tasks, prograns, and data

used by the CPU 66. The CPU 66 executes a

predet er m ned program (progr _of the present

invention) to execute the later explained 10 script

downl oad task, script interpretation task, entity

gener aTheL3 gorm@ndoi s agemantd fat alerlziuioig Grinteditaneous
and | C card procedure managenent task (job nmanagenent
dpeaatianagemanplugall tyand ebkeickasks. thextic Hagd 3 by
tasks, progranms, and data stored in the 15 storage

8itin§setticdeypel Péméllts Fhifie &8 dotwfand BWnl A so decla-re

- explaining the tasks, prograns, and data stored In

: i1s wn Ln FIG 10, it _stores a
& LortoCLB0 kbl p-ORetiTll, MohlBesviod e igpints.
70, enti-ty generatiopn task 20 71, 1C._card procedure
nanaggé%ﬁtegﬁﬁ 92, 1F P dHRIG FOndeRRFS command
script progranms 211 to 213, service definition tables
?@%’?Bcgbi c"+tWd4Pd entity tenplate data 301 to 303,

IC card entity data 73-x, an input data block 31 x1

out putBaisgd dgl diie IDnt of dhiea s eolimaddy3 seandce?Type
conput ati on defining data bl ock 34-x4. - 60 The

Saméi t- O radlt 1186 ki 0o rodt SAPWE ithd Te chrddaWti®qdsiata
the service definition table data 20 1 to 20 3 from

4 SXOEP Sin hsrﬁgypﬁ%ﬁm%{imSAP&S&&&@HQ“{;&@S
themin the Mchip 8 5 The script interpretation
task zl%euqﬁ? éoqneh;neci Véecce.l.ares to store data read from the
IC card 3 in a designated data block when the relation among
service type elements is not defined {(when SF commémd is
not described) .

For example, when storing the data read from the IC

card 3 in the data block 1, "CR:S50:1="Rc¢"" is described.

The CW command declares to write data stored in a

,designated data block to the IC card 3 when the relation

am_opg sérv:i_.ce type elements is not defined.

For example, when writing data stored in the data block
2 'in the IC card 3, "CW:SI:2="Wg"" is-de_.scribed.

The CF command declares the data block describing
computation content spanning services.

For examplé,' when describing c‘:omputa:l:ion content
spannj.ng services in the SF data block 1, "CF:CES_FUNC=SF:1"

is described.
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definition table data and script programto generate
the I1Ccard entity plate data, an input data bl ock
out put data block, |og data.block, and conputation
defini ng data block for ea bu5|ness 10 The nunber
of data bl ocks generated for each business is not

' part|cularly limted. Wien the entity generation task

71 r ecERyEBery obhe (F dabmibdlock LhbaaSReserikedoimnit, for

entity production request, it conducts polling with
eremplecal 4Wa)'=Tiferf"Yenpila) eshehe | C 15 card entity

“data used for processing of a procedure between that

(Grenrdo3 Rad=awuspNess "war ). thei & Goanch £iddesses the
plate data corresponding to that business. At this

#Qfatigﬁ Bg sﬁEEQaSEEh§V18'ELSmd§LQ ggiggegft&% when the

ass card entl IS generate

t.hat
g e ner af?g% n %’?b‘?% &1 %gigl"&e? n ‘F t %?P}rb?}hf‘ﬂel eand )?dd"ng
eneration_ task 71 will be explained in_detail later.

HRURREE 2F RRRERY FFRIRARIEIE 188 of Weas ramgdative
or nore IC card entity data 73-x present in the
pebrbgetorWd. 25 65 to execute processing for a
procedure between the I1C card - 61 - 3 and busi nesses
151 t o[sB.CHip the present enbodinent, a plurality of

. processing for procedures performed between a.

pluralgiey, & ilLLFATd A BISRUHIRGISES o¥0 the SaM chip

15 3 proceed simultaneously. 5 The I C card procedure
% k f2 executes the plurality of
processing fo procedures in paralle

As shown in FIG. 9, the SAM chip 8 has an ASPS

communication interface unit 60, external memory

‘communication interface unit 61, bus scramble unit 62 , random

number generation unit 63,‘encryptibn/decryption unit 64,
storage unit 65, and CPU 66.

The SAM chip 8 is a tamper*resistant module.

The ASPS communicationrinterface.unit 60 is an
interface ﬁsed for input and output of data with the ASP
server 6 shown in FIG. 1.

The eiﬁernal memory communication interface unit 61
is an interface used for input and output of aata with the
external memory 7. |

The bus scramble unit 62 scrambles outpuﬁ data and

descrambles input data when inputting and outputting data

through the external memory communication interface unit.




10

15

20

25

The 1 C card procedure managenent task 72del etes the

IC card entity data 73-x when the series of procedures
have been conpleted. 10 The processing of the IC card
procedure managenment task #&h wll be explained in

detail later. The script prograns 211 to 213 are input

by the script downl oad task 69 from for exanple, the
@iternal menory 7 to the storage unit 65. 15 The

service definition table data 201 to 203 are input by

t he scThetrajolum ambbeasgefioratdom dmwit SR generatiess random
external nenory 7 and stored in the storage unit 65.

MtbéLs aife@nhtt ¥héciDhatl 8£0at8h8REiEQL 808 BEkBeessing.
gener at ed by the script interpretation task 70 and

used apyq 20y %ﬁﬁdé&ﬁéféﬁ Jhep @@”&ﬁf‘{-ﬁ%tﬁ&té

card entity da a 73 x of e procedures re

%%grre egaéve gugl e?ses The I C card entity data

AR genef%? T bg fe entlty generation task 71

using the 1C card entit npl ate data 301 to 303 as

f or exﬂéﬂﬁﬂsémaagé%séglasﬁ%n aISnemheénefl }aker prtqras tasks,
- 62 The input data block 31 x1, output data bl ock
Bograns | ognd adatd| wekd Iy xBhe a@BU cOGpuUt at i on defi ni ng
data bl ock 34x4 are generated by the script

i nt er pres APWBE adectitesNaxpretibeki Gaddpebiriyn dpirdgram
73 x will be explained. 5 The IC card entity data 73-Xx

df5Eﬁgmﬁfgéﬁhﬂsiﬂ@bﬁéioﬁﬁrgoe&ﬁééﬂt&e@ﬂéaistgftéxﬁiained
correspondi ng busi ness al ready
script download task, script interpretation task, entity
generation task (job management data production task) and
IC card procedure management task (job management dafa
management task), and other tasks.

Next, the tasks, programs, and data stored in the
storage unit 65 will be expléined.

FIG. 10 is a view for explaining the tasks, programs,
and data stored in the sto;age unit 65.

As shown in FIG. 16, it stores a script download task
69, script interpretatioﬁ task 70, entity generation task
71, IC card procedure management task 72, IC card oéeration
macro command script'programs 21 _1 to 21_3, service
definition tables 20_1 to 20_3, IC card entity template data
30_1 to 30_3; IC card entity data 73_x, an input data block

31_x1, output data block 32 x2, log data block 33 x3, and

computation defining data block 34 x4.
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generated by entity generation task 71 in the SAM chip
8 when for exanple the SAM chip 8 receives a
processi ng request for processing using the IC card 3
and the application program_ 10 of a predeterm ned
busi ness fromthe ASP server 6. FIG 11 is a view for
expl aining the format of the |1C card entity data
73-x. Peeshowiptndéiwilodd, tabk 62, casdskawnt yndata. 7,
73-x has nmanagenent pointer information 80, entity ID
d6wALEalds0Bhe 1be8¥ic@nHbEYnstabis thBlier aRkROR0( 3t U0 3
data) 82, IC card type information 83, serviceTtype -
BLEiPNEofCakaRaiL)0chD! QbiRLEADS §§, bf52aE33LRI a0 Soads
information (processing order data

[ - PL OCEeSSi infornmgtion 86, and post-processing '
?% orﬁ%t?gﬁ " 90k “managenent pointer infornation;

.80 is a bidirectional pointer for nmanaging the IC

card e t5FHARE ivkexprotakiont bagke7Onnsesstheygervice
entity IDinformation 81 is used for a request for
defitrbtion bable data andi sgriptap¥8gxamcbaf gemetrate the
25 of the state of progress, deletion, or the rest of
IC s et iy plhter daeasi ag igpwg ddea Ml d Ritigdty data
data 73-x. The entity ID information 81 al so becones

BLé&t UThy ddte B1Wdk ! @rdd @onPA@atl®h dbFEndRly WathPblock
i nformation 81 corresponds to the descriptor when

ARENLNG, %,jéi%égo a general file system 5 The entity

status 1 nformation 82 shows the state of progress of

a procgedure relating to IC card 3. The. basic_states

of thg[%e(:“&’éh&’&reﬂfi 8@%& ok ,g5MRALRA for each business
is not particularly limited.

When the entity generation task 71 receives from, for

‘example, the ASP server 6 an entity production request, it

conductg polling with the IC card 3, then generates the IC
card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card gntity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

The processiﬁg for gemeration of the IC card entity
data by the entity generaﬁion task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or more IC card entitj{ data 73_x present in the storage unit

65 to execute processing for a procedure between the IC card
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as shown in FIG 12, the state of processing for
investigating the services which the IC card 3 can
use (RS), the state 10 of processing by which the SAM
chip 8 authenticates the IC _card 3 (Al), the state of
processing by which the IC &kd 3 authenticates the
SAM chip 8 (A2), the state of processing for reading

slaaadfpesihbesks ¢8r @ 8o(B¥, 3and the state of
processing for witing data in the IC card 3 (Vv 15,

In therprases ié}[ﬁ;ﬂ}di& pro %ﬁ:‘aﬁg_ rocessing

investigatin t he busi ness, e ceSS|ng for the SAM

aut hent i.cat e . t e IC card i n
£3F "procrlPel BosebEnes, Rervres: o phez iRy, % It Frzds
groce33|ng for reading data fromthe I1C card 3, and
rangdr B’a%s’gvﬁgn%?ezol it FAaglaagarracesd Peme&ftensously
correspond to jobs. "job", as explained later, is a“
uni t dfherist esasddwgroteduwhi nhnagened’ertmk k@ musartes the

determned by the 1C card procedure managenent task

pPurdbi €yt bfit pLbcandidgd £6rNpibeedutdal iaupheatileati on
25 processing between the 1C card 3 and SAM chip 8. .64

- Fur t hepp e it the DERSRINa & iy 's%'é‘inen@'%?s‘ief'ﬂznaetﬂé%es the

communi cation tinme on the Internet 10
ove nt | ne a C St tes, . are as Sh | N
R B B S d 100 R e ot M Rl s have

into post-startup (after issuance of command) states
c%%ﬁ? (after receiving response) states.

' Specifically, the state of processing using the IC

card &he tRreressiry of sthankQeehty pIRcedarQisanagement

gener ati on
task 72 will be explained in deta:.l later.

The script programs 21 1 to 21_3 are input by the script

download task 69 from, for exampie , the external memory 7

to the storage unit 65.

The service definition table data 20 1 to 20__3 are

input by the script download task 69 from, for example, the

external memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 to- 30_3 are
generated by the script interpretartion task 70 and used as
templates (classes) _ when generating the IC card en.tity data
73_x of the procedures relating to the respective businés ses.,

The IC card entity data 73 x is generated by the entity
generation task 71 using the IC card entity template data

30_1 to 30_3 as for example classes as an instance of the

classes,
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(IC card entity data generation) state, RS
post-startup state, 10 RS conpleted state, Al
post-startup state, Al conpleted state, A2
post-startup state, A2 conpl ghed state, R post-startup
state, R conpleted state, Wpost-startup state, W

‘conpleted state, and instance (IC card entity data)

del et i Shesiapet dpsa blegkd3lypd, i vbpnhtdaba dslock 32_x2,
information for 15 specifying the business issuing

tliegt daGac &bk 3Bhecd,Caoal dompyetatnifoor ristfiioniBe dstsdlock

with information defined by the G command in the
oA R g aYEd My tNOFANRA it@ddrdddion task 70.
generation of the IC card entity data 73-x. 20 The

Servi Celtherbef®la ded-anat) g dnher ;m‘%g; 54 de:fgr]fafned.

the service type el enents of "t he servrce i ne .
the sepyice definition.tahle data_used in prqocessin

usi g TRReTFCEasR, eh¥t ) daen 155 1 qeneBafeR Uiho e
el enent. designating information 84 25 is set with one’

GRTAGTRELEY Feaplaffcdata afnt Sressiendng businggsiajeready
CS conmand in the above-nentioned script program at

- gheerpedobygendidyi genefratiion| Caskr dledn tthed®2M chip 8

73-x. The processing order information 85 shows the
ehdarfaf exemplld 6hedAN ¢hiipC8 I diBfys USBHotds DRy request
processing using 5 the ICcard entity data 73-x, that |
ESr phifesd Ay LE2RG ElO e SR Aid G a 1igga§.oh§:>rogram
the processing order information 85 uses the service
b¥pg pLeBRELEmE BeaNBa1HESQ! 8200 ke a5 a0l JeobS
corresponding to the Basrc operations of the °C Card

3. . . ; .
FIG. 11 is a view for explaining the format of the

IC card entity data 73 x.
As shown in FIG. 11, the IC card entity data 73 x has

management pointer information 80, entity ID information

81, entity status information (status data) 82, IC card type -

information 83, service type element designating information

84'7 pProcessing oxder information (processing order data)
85, pre-processing information 8.6, and post-processing-
information 87.

The inanagement pointer information 80 is a
biairactional pointer for manz;lging the IC card entity data
73 _x in the storage unit 65.

The enti{ty ID information Bl is used for a request

for generation of IC card entity data 73 x, confirmation

of the state of progress, deletion, or the rest of a series’
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10 Here, the jobs, as explained earlier, correspond to’
the RS, Al, A2, R, and Wshow in FIG 12. Specific
operations on the IC card 3 are realized by the order
of processing designated.yg%gg_the j obs. For exanpl e,
for processing using an IC¢card 3 with only reading
Wi th no nutual authentication, 15 the processing order
phAfproeessingfisding theWlChedREentity BathheB, xi Thdentity
case of reading and witing with nutua
2Dt DAfbirkation, 818l 56 ASESSheY L El¥utd VTR iPivdd tS the
set with."RS->Al ->A2->R->W . The processing order _
éﬂaoﬁgEEL0@h§5eh%i§ﬁtIW'Ehfbgﬁaggoarggrcggrb% %ﬁﬂym¥b the
In FIG 12 corresponding to the, order of sefrvice

| enents designated i.n _the command in the .
SRETEIRERE, BHER- CBPPARopPofiam GHoR GEREFAL A4 ienavten.
card entity data 73 x. The pre- [ocessing i nformation

86 i s She enbityhetapep Pnfeppytiop §2Jsh@mehthe state of
managenent data for perform ng processing - 66 using
Phegt€ssaprl snprbgedore ¥8latifigr texanpllé, cakd 3.
pre-processing information 86 is set wth points of a
conput Phé Gashier SthtedloMthernd eardasi Ky ddta T3 thdnFiude,
data bl ock. 5 Further, when an inter-service

£ORAL LA ri“lfémfb | QGhe Eﬁaggtoidﬁ.frlneggsihaefor investigating
pre-processing i nformation 86 Ts set Wwth the

equested processi ng, charge, FEor exanple, ,LA,the;cas
B EPt Y inkn, hTRh e, K0 Fard PrgPolrhe BRbunthsr State
charge or nunber of points given 10 etc. is set.
of processing by which the chip 8 authenticates the IC

card 3 (Al), the state of processing by which the IC card

3 authenticates the SAM chip 8 (A2), the state of processing

. for reading data from the IC card 3 (R), and the state of

processing for writing data in the IC card 3 (W) .
In the present embodiment, the processing for
investigating the business, the processing for the SAM chip

8 to authenticate the IC card 3, the processing for the IC

- card 3 to authenticate the SAM chip 8, the processing for

reading data from the IC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

‘A "job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing between the IC card 3 and SAM chip 8.
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The post-processing information 87 is set wth data
of the processing result of the IC card entity data
73-x required at the ASP server 6 side. For exanple,
in the case of settlenent,é Is set with data
showi ng the existence 15'bff%fhornal end to the

‘settlenment. Next, a routine for processing by the IC

card pocekke £ inbtlog gibaien 8 Sknbad Bhavt), | dord (leding the
relating to a plurality of IC cards 3 using a

Sothdh i t¥tPbn | Gk sh aid tﬂlmgiﬁx “hi! a.QSve-—ment:.oned

explarned 20 The I C card procedure nanagenent task 72

L o RO Feny A2 b B, Pl A E4LE LM JRel R CRU
o SUcuTE. mARAELRL VISen 72d PosCerEp-tie. (REeter Sfppance

I C card procedure managenent task 72 selects one |IC °
hapmmandly states7and eorplatedt {affemaeseling response)
processing out of the plurality of IC card entity
skdtedg3- X present in the storage unit 65. 5 The

nmet hod of selection of that IC card entity data 73x

My DePddbSECSEPEY VY ethle SOtLEd £ Prdce eMind Yusthg ¥ReXIC
present in the storage unit 65 or to assign a priority

! n
i B L Bt e e
Q?T;:F g)’l‘ o%%té{ t?e%J %g%t%{’n)s Sr]:e RETLdAE 42 .S state,

RS completed state, Al post-startup state, Al completed state,

A2 post-startup state, A2 completed state, R post-startup

state, R completed state, W post-startup state, W coﬁtpleted

state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for

‘specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined Ey the CI command in the above-mentioned script
program at the time of generation of the IC card entity data
73 x.

The service type element designating information 84

shows the service type elements of the service defined in

the service definition table data used in processing using
the IC card entity data 73 x.
The service type element designating information 84

is set with one or more service type elements designated
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ST1 has already been started up. Wen judging that it
has been started up, it proceeds to the processing of
step STS, while when judging that it has not been
started up, proceeds 15 to the processing of step
ST3. Step ST3: The I C card psoeedure managenent task
72 judges from the entity status infornation 82 shown

ca entl 3.

! e ssshpaeh iy EpE Ao TP porte £ 8 Fodz B6 B0 Fam at

art shomn in FIG. 12 the praocessin relatl

(38 ¥y HRReFIE9th %&h&&cdé?réﬁ %ﬁ%é&%%*

execut éd next fromthe ocessi ng order__i nformation
85. Aﬂm%mqqeﬁé,i%@rp@gcwpﬁg 85n showe ithe grder
25 defines the order of execution of jobs using the
seexecatdn ef enantisseset( jobsh esadrivi thedefonessdng using
table data as explained earlier. Step ST4: The IC
02 ciaoeaeadaﬁalﬂyr@@wmﬁ * Athat2ist athé $Patd tiengDbion
sel ected at step ST3. Thé | C card procedure managenent
g %, ReUtyes the job using the data bl ocks

relating to that job in the above-nentioned input
dat-a K. out put data b] ock _32-x2. |log.data
br ook 195337 fe a3 as 1t et Argofaps s Brodnle tne
34-x4. At th|s tlne the 1 C card procedure managenent
segadcer bypahehenents e shountafPEdey 9E preeataon pf jobs

executi on
corresponding to the basic operations of the IC card 3.

. Here, the jobs, as explained earlier, correspond to

- the RS, Al, A2, R, and W shown in FIG, 12. Specific operations

on the IC card 3 are realized by the order of processing

7 designated using the jobs. For example, for processing using

an IC card 3 with only reading with no mautual authentication,

- the processing order information 85 is set with "RS->R".

ﬁrther, in the case of reading and writing with mutual
authentication, the processing order information 85 is s‘et
with "RS->A1->A2->R->W".

The processing order information 85 is set with i’:he
order of jobs shown in FIG. 12 corresponding to the . order
of service elements designated in the CS command in the
above-mentioned script program when generating the IC card
entity data 73 x.

The p:t;.'e—processing information 86 is set from the ASP

server 6 side with management data for performing processing
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of a job, uses the service el enent corresponding to
that job as a key to search through the service
definition table 15 data to obtain the service nunber
corresponding to that service elenent (operationa
command of 1 C card 3 able-tgg be anal yzed by the IC
card 3) . Further, the IC card procedure managenent
task 72 uses the obtalned service nunber to issue  a
YStadde G readc Y3 9@ Fdfher, the IC card
procedure nanagenent t ask 72 as explalned usi ng FlI G
4, wh&erkeyappie; nehe mrq-samﬂsfléw ingorgatd o %g s set
storage area of the IC card 3a, uses the service
valtdnpotintsr o€ spontpngatdonhfib rpeba toaf seaechitdrdrmgignated
the service definition table data and obtain the key :
i2D e FETRid) HIdxesponding to that service el enent.
Further, - 69 the IC card procedure managenent task 72
uses Ehalnkey whaho: 2R3 eR4 LA Woighitaleion function
authentlcatlon with the card 3, encryptlon and
decr data, _and other proc and ai n

SO S Tt T B S S R T R BT
t he IC card 3. Step STS. Step STS is perfornmed when
witd [the reguastet Rrocardiage RACISask 72 i ssues a
command to the IC card 3 and is waiting for the

pr oceForngxpmpliet, dh the k@seaprd 3ettlewkart,t fhel Gtate
card procedure management task 72 receives the

H1eAaA%Y Y theUhinohhenbEheéhdtgeast Pumbér sef pditits igiven
the IC card entity data 73-x. Step ST6:

etc. is set.

The post-processing information B7 is set with data
of the prcocessing result of the IC'ca;d entity data 73_#
required at the ASP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a rout_ine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card procedure management task 72 is for example
constantly being starfed up on the CPU 66 of the SAM chip
8 shown in FIG. 9.

FIG. 13 is a flow chaft of the processing performed

by the IC card procedure management task 72.

Step ST1:
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The | C card procedure nmanagenent task 72 updates the
15 entity status information 82 of the IC card entity
data 73-x shown in FIG 11. In this way, in the
present enbodi nent, the I1C card procedure managenent
task 72 perfornms processingéffor a plurality of IC
cards 3 present in the SAMchip 8 in parallel 20 while

S A P A SRR B8 gl f g

n nult ne roc ed with the p oceSS|n even

S reé‘é". i giaha 28,87 RES, Bpdubing OFAG ok fritcassing

usi n plurality of | C cards 3. 25 Next, the over al
‘E}Ha BTl toimiihi Kargand -kt ydatam Thowpresent

FIG | will be explained. FIG 14 and FIG 15 are

i e farorage ainithpG he overall operation of the

comuni cation system1l shown in FIG 1. Step ST21:. 5

- The bThienestdeod S tselkrd iein afpahat MTewasridénity data

t hose busi nesses produce script prograns 211, 212, and

2L dﬁ%cbtebtB%@é@é§§ﬂéﬂ)ﬁfﬁléé@&@E§a&£ﬂén9?&{;0&5@9 73 x
by t he busi nesses using the IC card 3 for exanp e on —

n 6 1 and .163_sho
ot SPhe, FRRPMS IR he 40 %0 WM R Sr Ly oxaer
rodu es serV|ce definition table data 201, 202 and
EAFFEBERITRFL 6 1P EhE RF Ik & the higheds Priority.
Step ST22: The service definition table data 201, 202,

and 26%ep STZ2:

The IC card procedure management task 72 judges if

the job of the IC card entity data 73_x selected at step

ST1 has already been started up. When judging that it has

been started up, it proceeds to the processing of step ST5,
ﬁhile when judging that it has not been started up, proceeds
to the processing of step ST3.

Step ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73 x selected at step ST1 which state
of the state transition chart shown in FIG. 12 tﬁe processing
relating to that entity data is in and decides on the job
to be executed next from the proce.ssing order information
85.

At this time, the processing order inforfnation 85

defines the order of execution of jobs using the service -
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15 produced in step ST21 are stored in the externa
menory 7. Further, the script prograns 211, 212, and
213 produced at step ST21 are downl oaded fromthe
personal conputers 161, 162, and 163 through the
Internet 10, ASP server 6, &&hd SAM chip 8 to the

‘external nmenory 7. That 20 downl oad processing is

| oad
R

|nter9retat|oE t ask 70 in the SANIchlp shown - in FIG

T Hs8s ?ﬁe 8&rVFEe definition table data and script.

25 pro ran1to generate the IC card entity plate data,

i nput ¥t¥B SP4fa bl ock, .output data bl ock, |og data

bl ock, and conputation defining data block for each
busi nethe J@ecyrdcproeedane masagemert ftask B2 ssoaage up
unit 65 of the SAMchip 8 showmn in FIG 9. 5 Step
tHa4jobheelleetedsatssted £9P8.1C card 3. As shown in

FIG 4, the storage unit 50 of the IC 3a of the IC

card 3pgé q@%&&@/p&a&eaﬁealleany&&{ieéertatgx@%ae&beu%es the

with the business the user contracts with

iach %fﬁg?éﬁ%t829?2gg§§%29%$1$ﬁ¥n?Cfcar é q?ofprﬁ?ﬁe
I.nternet 10 et Step ST25: For. exanpl e, when the user
Rt hLresdairrehpdet? bheck 34 kbcitrie dafadrlock

2 throegh the Internet 10 to try to
32 x2, log data block 33 x3, and computation defining data

block 34 x4.

At this time, the IC card procedure maﬁagement task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a kef to search through the service definition table
data to obtain the service number corresponding to that
service element (operational command of IC card 3 able to

be analyzed by the IC card 3) . Further, the IC card procedure

- management task 72 uses the obtained service number to issue

a command to the IC card 3.

Further, the IC card procedure manageﬁeht task 72,
as explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through
the service definition table data and obtain the key

information corresponding to that service element. Further,
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purchase a product, the.server 2 issues a processing
request through the Internet 10 to the ASP server 6.
When the ASP server 6 receives a processing request
fromthe server 2, it accesses the personal conputer 5
through 20 the Internet 1069Further, as shown in FIG
16A, a processing request issued by the card

HHRAART /A dd Yrdbddiird %Aagé@nct tasikS 7o IV Whtk ke
t hrough t he personal conputer 5, Internet 10, and ASP

inForat otno é %M‘%he %m a%[?:hgr%gca%éo-[lh %«1’%?5 the IC

server outputs to an ent

ol gfégtl on re uest '5‘{1%{& entity qprggdéﬁté?névgiqre%ﬁ ;

3. Step ST27: Vhen t he SAM chlp 8 receives an entity
Pros@iciingh anck glitsin fhespgght torpeeessBa ipredstduained
polling with the [IC card 3. Step ST28: The entity :
srerergs agrea agk the J@C dagedSAM chip 8 judges 10 if the
nunber of the IC card entity data 73-x present in the

SAM clsitpp8 sat:er the end of the polling is within the
maxi mum nunber defined by the SC command of the script

o0 S8, SRS O U D St P p0g8g-40
n&a&n roc%pz'.ag?ﬁ ggs\h%t gl%ss-rzgcomﬂggde I:I]:tc:-l tt¥le ?[%e rc:%trldo I?‘J and
is waiting for the processing result of the IC card 3.

When the IC card procedure management task 72 receivaes
th_elprocessing result from the IC card 3, it sets this in
the IC card entity d.ata 73_x.

Step S5T6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
shown in FIG. 11.7

In this way, in the present embodiment, the IC card
procedure management task 72 performs processing for a
plurality of .IC c?ards 3 present in the SAM chip 8 in parallel
ﬁhile selecting in order the IC card entity data '73____x for
the plurality of IC car_ds 3. Therefore_ , the SAM chip 8 can
_simultaneously proceed with the processing even when
receiving processing requests for p_rocedurés using a
plurality of IC cards 3.

Next, the overall operatibn of the communication
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business' IC card entity plate data to use based on
the information show ng the issuer of the IC card 3
stored in the entity production request for exanple
and uses that 20 specified IC card entity plate data
to generate the I1C card en#fty data 73x. This
corresponds to the instance generation shown in FlIG

sisterl Bhowdin e %Mlcgieo SAUS to the ASP

server 6 the entity - | the IC card entity
dat a ner s SLER, ;22D ST31:
card éﬁgéeg%rg'fngﬁgggr?e%fg A i ofe ’Fﬂe IEE °‘§erall
|nvest| ate the services which the IC card 3-can

gfs CEEEYY S s porthiey 1 Shave jidh BRS -
shomn in FIG. 12. Step ST32: The 1C card procedure
manag&hem STk 72 of the SAM 10 chip 8 authenticates
the legitinmacy of the IC card 3. This is processing :
cor r e Sihen dhiusg nlea stefze 1501 Alo 4180Wn ori & pPhGtyl ZeqBlesited by
ST33: The IC card 3 authenticates the legitimcy of

HHeSAM s iHe U ) phodlities dc&:t?’tp‘i:ﬁﬁfyﬂ%sc Q1 aspeding and
to the job A2 shown in FIG 12. - -

21 3 describing processing for transactions performed by

the businesses using the IC card 3 for example on thé persocnal
computers 16 1, 16 2, and 16 3 shown in FIG. 1.

Further, the manager of the SAM chip 8 produces service
definition table data 20 _1, 20_2, and 20_3 corresponding
to the buéinesses 15 1 to 15_3.

Step ST22:

The service definition table data 20_1, 20 2, and 20 3
éroduced in step ST21 are stored in the external memory 7.

Further, the script programs 21 1, 21 2, and 21 3

produced at step ST21 are downloaded from the personal

computers 16 1, 16_2, and 16_3 through the Internet 10, ASP

server 6, and SAM chip 8 to the external memory 7. That

- downlocad processing is managed, as shown in FIG. 7, by the

script download task 69 in the SAM chip 8.

.Step ST23:

The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the .service_ definition table data and script

program to generate the IC card entity plate data, input
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By steps ST32 and ST33, the IC card 3 and SAMchip 8
mutual | y aut henticate each other. This corresponds to
FIG 20 16C. Step ST34: The IC card procedure
managenent task 72 of the SAM chip -8 reads and
wites data necessary for_the procedure wth the IC

~card 3. 25 This is processing corresponding to the

| obs and - 74 Wshown in FIG 12 and FIGS. 16D and
‘Jf'ér—}. bgm‘-‘[i‘heﬁ“t‘tﬂ?et |9t R 9soc dRF datdh Rfardnt angkk 72
uses a conputation formula specified based on the
gempdaddeds (dRfinimodaha gk don eadhiChumdhesst.ity
data 73-x to perform5 predeterm ned processing for
conpulthel gengsiatgd Matadatia sdaded Hamthlee sitoraged udit 65
Step ST35: As shown in FIG 16F, the IC card procedure
JRMAGEIAM cHigsl8 Thdn tifie FAM ghip 8 outputs the
processing result of 10 step ST34 to the ASP server

6. Step ST3Gogh0or exanple, the IC card procedure
managenent task 72 deletes the IC card entity data

73-X. expl ai.ned above, .accaordin o the

connUﬁ@%aPF%ﬁ 15 1§78p4the ﬁ% F§r§0§sible to generate
the IC card entity data ,73-x for each processing for

a proR&dghewsc éerhﬁg i t Ehe hetoxraga apst 5 9% elC 3a
the 1 C card procedure managenent task 72 use the

of] thallQ gaotl 3 Gtewred kayiinfamatiith xsed for transactions

with the business the user contracts with.

Note that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer
5 to access the server 2 through the Internet 10 to try to
burchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shown in FIG. 16A, a processing
request issuedAby.the card ieader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, and ASP server 6 to the SAM chip 8.

Step ST26:

The ASP server 6 outputs to the SAM chip 8 an entity
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simul taneously proceed with processing for a plurality
of 20 IC cards 3. Further, according to the

aut hentication system1l, since it is sufficient to
store the IC card entity data 733 actually used for

the processing of the IC cartd 3 in the storage unit

65, it is possible to use the storage areas 25 of the
pkesgdei il tefimegtficiently. - 75 Further, according

to the authentication system1, as shown in FIG 12,

si nce I C rocedur e managenent.  task 72_nanages

t he st%#gg %?Egﬁ cﬁ ?%%cg%o?hﬁejo%%gp?%%ﬁ%geﬁnfﬁfﬂ? i
igto_goé%—startu states and conpl eted states, it 5is

PO RP.thE ifgrer RE ERBCHEi 6ATGf 3one job, then start
the processing relating to another job in the state

whi | e SEﬂPt$ﬁ€7for data fromthe I C card 3. Therefore,;

it is possible to elimnate the wait tine caused by -

t ransféhenf thiat SAMi ¢hipt 8erécetees 3ntdmoih pheduction
Internet 10. 10 Further, according to the
2HhEeBL] Cad | SHbwY SHERTE. 16Be Serddfdusted ipyitliony LaHhe the
data describes a nane showing the type of service
ﬂ?o¥£g8d3py each business, that is, the service type

el ement, the nunber of that service used in the IC
card 3, and . key information used when providing 15

t hat S%?%?c%ipghis is held in the external nenory 7.
Therefore, businesses 151 to 153 not devel opers of .

t he SAe AnFidY gsneppsdanctanki Tl efnthppPai aitiign 8 Judges
prograns for running on the SAMchip 8 by the script

PF othamguidr @f 2thaniiC 24¢8rd st doywndatal Them phesegh in
the SAM chip 8 into the externa

- the SAM chip 8 after the end of the polling is within the

maximum number defined by the SC command of the script program.
If within the maximum number, it proceeds to the processing
of step ST29, while if not, it ends the proéessing.

Step S8T29:

The entity generation task '7.1 specifies which
_bﬁsiness' IC card entity" plate data to use based on the
information showing the issuer of the IC card 3 stored in
the entity production request for example and uses that
specified IC card entity plate data to generate the IC card
entity data 73_x.

This corresponds to the instance generation shown in

FIG. 12.

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity
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- ASPS

20 menory 7 for custom zation. That is, w thout being
informed of key information, operational commands for
directly operating the IC card 3, or other highly
confidential information to the businesses 151 to 153,
t hese busi nesses can custoni’Ze-their own application
prograns. Further, when 25 a business custom zes its

- APRIF Qald it R aMeilty, GQ8S A8t x- gZﬁelrgﬁég Le ge@ws%m. -

the key information or card operational commands,
the | % onddie. business is lightened. Further,
according to the authentication system1, since it is

possi hl'e tg defipe co tation content spannjng _5.a

P o e, 1 G B EY AR (Bl oA e cite s

di verse services conbining a plurality of services in

Ghim Rl wres tigatee sths ctemetres mhiahceha | IC §ard 3 can

approval at the IC card 3 side. Further, according to

udwe. aut hentication system1, 10 by introducing the

concept of a data block, the data input and out put '

W th tihdd G pirdcdsaifigt BOrregpdadingakobengasbbyRs shown

managed. FIG 17 is a functional block diagram show ng

iPrergspecifically the function blocks of the SAM chip

8 shown 15 in FIG 9. As shown in FIG 9, the SAM

chip I S ected through an internal bus 90 to an
5ﬁﬁh%£ggﬁon interface unit 60, external nenory

conmuni cation interface unit 61, bus scramble unit

62, rdRFoFh W RFOradLpranFgenept fgsk 72 of the SAM

eneryption/decryption unit 64, storage unit 65, and
oAy @b authenticates the legitimacy of the IC card 3.

This is processing corresponding tce the job Al shown
in FIG. 12.
Step ST33:
V‘The IC card 3 authenticates the legitimacy of the SAM
chip 8.

This is processing corresponding to the job A2 shown

in FIG. 12.

By steps ST32 and ST33, the IC card 3 and SAM chip

8 mutually authenticate each other. This corresponds to FIG.

16C.

Step ST34:

The IC card procedure management task 72 of the SAM

chip 8 reads and writes data necessary for the procedure

with the IC card 3.

This is processing corresponding to the jobs R and
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In the SAMchip 8 shown in FIG 17, for exanple as
shown in FIG 18, it is also.possible to connect a
card I/F unit 91 connected to the internal bus 90 to
an RF reception/transm ssion unit 92 outside of the
SAM chip 8 25 and transfer ydgata with the 1C card 3 by
a noncontact system- 77 through an antenna 92a of

he RF rec [o trapspmi ssion_ unit_  92. Second
‘Erﬁgb‘?i'f’he’rﬂ eﬂ%‘% yr?e EHiddi hEhtad I8F enbodi nent
corresponding 5 to the seventh to ninth aspects of
the i ng’é’rﬁh%. thpd C ppid paogrenreimatrgenentitiask 72 uses
configuration of a comunication system 101 of the
Ficegpmtadiiiond £ oenti lafspehbfined ibdddd oh9théhere-processing
comuni cation system 101 uses the server 102, IC card
Mot g BEbE| €Kl 1 adatd b BS5LHatal 073 nvery i’gﬁé’ﬁfom
card reader/witer 104, personal conputer 105, AS ;

[ r\ser

Bl 4 il p§%@és§§.rr[§%[_£ .Jr.é \ utatish &Q@n%ﬂg data read

(secure application unit 109, pers

0 er 161 162, and 1163, and aut hentication
S i o e, S

un : and 1173 to communi cate through the
Internet 110 and perform 15 settl enment processing or

ot her S5eBc&IS%ig for a procedure using an IC card

103. The SAM unit 109 has an external nenory 107

(sem é&sndheovwnrin FliGagd 68, r the tIOtarHeppresdute management
i nvention) and SAM chip 108 (sem conductor circuit of
talak TResENthe?B8AM BHEPt BOBhtpdbe S Ehbdeddbhdaseddier of
sof tware configurati on shown

step ST34 to the ASP server 6.
Step ST36:

For example, the IC card procedure management task

-2 deietes the IC card entity data 73 x.

As explained above, according to the communication

system 1, it is possible to generate the IC card entity data

.73 _x for each processing for a procedure occurring with the

IC card 3 and to have the IC card procedure management task
72 use the plurality of IC card entity data 73 x to
simultéheously proceed with processing for a plurality of
IC cards 3. |
Further,‘according to the authentication system 1,

since it is sufficientrtorstore the IC card.entity'data 73_3
actually used for the processing of the IC cards 3 in the
storége unit 65, it is possible to use the storage areés

of the storage unit 65 efficiently.
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inFIG 20. As shown in FIG 20, the SAM chip 108 has,
fromthe bottomlayer toward the top |ayer, an HW
(hardware) |ayer, 25 OS | ayer, |ower handler |ayer,

hi gher handl er layer, and - 78 AP layer in that

order. The | ower handl er |-ay&r -i ncl udes a driver

| ayer. - Here, the AP Iayer has application prograns AP
1, AP d AP.-3 efl ra S U theIC
card fé?tbhaélf ac%c?red“fgcar t%[:)orrpan e§: orst gysten 1,
businesses 1151, 1152, and . 1153 shown in FIG 19. In

- AHENI dPeFIGhb2aphiPEar i 17 68F kT apequrapanagenent

and AP -3 and the higher handler |ayer are provided
Yrkdemanagas i staterae f expautioneqf| the dpbsHerocessed
present invention) . 10 The SAM chip 108 is connected
diviglegh n8CHopbrstartipe Rdernaind atanplatedesitBizs, it
server 106. The ASP server 106 is connected through :
idgpdsdinettd 19td bt aripd Usdditiowfof e Npdb APt sicart

~including a personal conputer 105 of an end user and

L S FEfa bl £ &]aﬁf?ot?éldf&?%]é;ftt hil
busi nesseés 171 1 1152,7 and 1153. T pernsona ScoarerIJ werl €

X ctedg .t u a ser, al
tias FeFate Framsheccaid o PhatdPofe; iy pofeasiple
The card reader/witer 104 realizes for exanple
Ediigdnatsntiha #aditofivey FaygeAdbrgtranefer ppfsietp with
20 level with the IC card 103. The operational
enidhdnnd 3 dhia@aarthd @htanhet ddbonse packets from
the 1C card 103 are generated and
Farther, according to the authentication system 1,

the service definition table data describes a name showing

‘the type of service provided by each business, that is, the

service type element, the number of that service used in
the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. Therefore,
businesses 15 1 to 15 3 not developers of the SAM chip 8
can produce their own application programs for running-on
éhe SAM chip 8 by the script programs 21 1, 21 2, and 21 3

and download them through the SAM chip 8 into the external

- memory 7 for customization. That is, without being informed

of key information, operational commands for directly

operating the IC card 3, or other highly confidential

information to the businesses 15 1 to 15_3, these businesses

.can customize their own application 'progfams. Further, when

a business customizes its application program, it does not
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anal yzed at the SAMunit 109 side. Therefore, the card
reader/witer 104, personal conputer 105, and ASP
server 25 106 between themonly act to store the
commands and response - 79 content in the data

payl oad portion and relay-tfi& sane and are not
involved in the encryption or decryption of data,

AR L L8l kgg ﬂfﬂmaﬁ%#gfro%%%%b%@%tﬁggﬁ cdiftands,

card 103. 5 The sl nesses

t hej.r onal uters 1161, 1 and 1163 t

BT o‘l: ucef °%p5ﬁ‘?c O ot aJrf’sé]Aé'l gAP 2, and AP

-3 and downl oad the produced application prograns

t hr oudfPE HeButIRFRTERT e the (A thenticption gypbenydl,

t hrough the SAM chip 108 to 10 predeterm ned storage
sines it ishpogsibileato miafime tEmputatiohi sontest spaseing
t he busi nesses 1151, 1152, and 1153 have no rel ation:
avighneschtptd®rsedhioeti, 0iage sapeasibila tbepestredaaliiverse
menory 107 where the application prograns AP 1, AP 2,
S ke 5 3o & PEn gl o4 P@f’@ﬁrﬁ)ﬁ &# esdlgrised 4. Q-Srange of

advance and whet her one ‘has t'he right to downl oad to

fe st rea is verified by the SAM ch
Aot WS AP RO Sl el g S 1o

and AP are being executed, the firewalls FVVrestrlct

T3 3238 er and vi ewi ng of data anong t he

application progranms 20 AP 1, AP 2, and AP 3. Wen :
down| d&adi then heacappidisw iten tmeogmwic_a,tmﬁa Bystamd 1,
AP-3 to the SAM chip 108, the authentication units

bid Anltrodiildihg atk kbaZepds ofXpl aabadblatkl, therdata input
nmut ual

and cutput with the IC card 3 and the log data can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

- As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
encryption/decryption unit 64, storage unit 65, and CPU 66.

In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18,lit is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF

reception/transmission unit 92 oﬁtside_ of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system.
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aut hentication with the SAM chip 108, produce the
downl oad 25 signature verification key informtion,
etc. - 80 Next, the conponents shown in FIG 19 w |
be explained. [IC Card 103] FIG 21 is a functiona
bl ock diagram of the IC card75-103. As shown in FIG
21, the IC card 103 has an IC  (integrated circuit)

H0RPadH Qv dRdedht b i CESS i
AiSag 24 difelind D2h SEERIRE Dobed Blond BaREATEST B%n1 ¢

~dws a storage 10 area 1551 used by a credit card

conpany or other business 1151, a storage area 1552

used @gé%l31' ess 115 2, and a storage area 155 3 '
used by—alkugkﬁggéﬂiiéﬁ. Further, the storage unit 150
stores _key information used for judging the existence

of the'hs BResent: prbedbrent is angprhodiRent (ggrresponding
i nformati on used for judging the access right to the :

tn dthgyesevanth 3% hindid depedind arfivathieonmusattifcor.

judging the access right to the storage area 1553.

That Faey. 1% demal view SR bvedldi 6oedibtraPilhdlor a
aut henti cation, encryption and decryption of data,

RinfirarAid Ul dd) Yy s P IHIOIAICHY el LRt WS ment .

identification™ information of t _

cor S MRahRgh an B LU 0 O e 381 s
t evgee::l:vvéxg r1 0e2x,pll2({§l icr:jairn 162 e(is;ft()erc_:]'ar%ete?ir Sia:scuit of the px;*esent
invention), card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SAM (secure
application module) unit 109, perscnal computers 116 1,
116 2, and 116_3, gnd authentication units 117 1, 117 2,
and 117_3 to comxuuqicate through the Internet 110 and perform
settlement processing or other processing for a procedure

using an IC card 103.

The SAM unit 109 has an external memory 107

 (semiconductor storage circuit of the present invention)

and SAM chip 108 (semiconductor circuit of the prese_nt_
invention).

The SAM chip 108 has ﬁhe software configuration shc;wn‘
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the-

bottom layer toward the top iayer, an HW (hardware) layer,

0S layer, lower handle.r layer, higher handler layer, and




10

15

20

25

25 of the external nenory 107. - 81 As shown in FIG
23, the storage areas of the external nenory 107
i-nclude an AP storage area 1201 storage area for
storing the application program AP 1 of the business
1151, an AP storage area 1202 for storing the
application program AP -2 of the business 1152, an AP
A§tg%§%§ §EEQ %%pe§dgcn storing the application

am -?(ﬁ

pr og the Busi ness 1153, an AP managemnent
storage atea 121 used by the nmanager of the SAM chip
108, gﬁ& g°k’8§ fl‘ﬁf‘giﬁﬁt roH St &f‘ﬁgg‘dﬁPeﬁ g53verplayer.
application program AP -1 stored in the AP storage 10

ar ea &!26?4%**%6%&%%@15 aprplicatiey perogeegrAfL 1, AP_2,
nodul es. Access to the AP storage area 1201 is

ands i St dgfiipinge privicecivadds Eaihg The JPplcagd ilo3 by the
program AP 2 stored in the AP storage area 120 2 is
ctediti aafddodomphidalddt bidlerPbagiadsgedul £5.1 15 - CESSind
to the AP storage area 1202 is restricted by the ™

1hisr ewahlbWwEWi 2 rE@de amplication program AP -3 stored in
the AP storage area 120 3 is conprised of a plurality

f les.. A AP
1205 19 P B delony, SFRCaBoh rn iampoaataes AF a2,

present enhodi nent, the above program nodule  is_ the

- apfnPRuth andt thewni otk havdlexdmier ArsPmey igad bgdween

of the SAMunit 109 to the external nmenory 107. The
thembei th @i newaldmsoFHahf ek Bhs fodt thegpmssdnt invention) .

application program-can 25 be freely determ ned by

t he coheespandhdg DO8i BE8S8onnected through a SCSI port,

the Ethernet, etc. to the ASP server 106. The ASP server

106 is connected through the Internet 110 to a plurality

- of terminal apparatus including a personal computer 105 of

an end user and personal computers 116 1, 116 2, and 116 3
of businesses 115_1, 115 2, and 115 3,

The personal computer 105, for example, is connected
through a sérial-port or USB port to a Dumb type card
reader/writer 104. The card reader/writer 104 realizes for
exgmple wireless communication correspondiné to the physical
level with the IC card 103.

The operational commands to the IC card 103 and
response packets from the IC card 103 are generated and

analyzed at the SAM unit 109 side. Therefore, the card

-reader/writer 104, personal computer 105, and ASP server

106 between them only act to store the commands and response
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- 82 Further, the application prograns AP 1, AP 2,
and AP -3 stored in the external nenory 107 are
scranbled. They are descranbled when read into the
SAM chi p 108. Further, the application progranms AP 1,
AP 2, and AP -3 are, for-ekanmple, produced by the
busi nesses 1151, 1152, and 115 3 using.the persona
e 1 : ; i1 A0,
T o e e F o T S g T A ana
.t he AP .managenent

'S rewa

- .external ry, 107.. Access t
2EPoPade 27 a4 T 1P HHG FOSERPEIRY By FRE-FPIawal PRt

Storage area
4. Note that the firewalls FW1, FW2, FW3, and FW4 -
aEBPFB§b&ﬁ&1PB'tRé Pithefapctupdy SRsFAtiANE &» e Ffrecard

AP managenent storage area 121 stores the nodul e
1f8nagenent data 130 shown in FIG 24. 15 The nodul e
managenent data 130 registers the nodule nanes of the
prograhenbdsisesdennildddag 446n2( hangel3bnal use their
conputers 1161, 1162, and 1163 in advance and the

péeyshaadcompaitatyr @ 16eni,f 1aat bonakay1h 8f gr ¥Bt p@Bduce the
(downl oad key i nformation of "the present invention).

aég%gpgﬁ:iiaﬁ’ p_gﬁlgfghggg%g;}a Rp0gr ARyl £ gin%?om‘ﬂ%%g the

i onal & nmamagenent dat havi n

th d mnloid signature verificati o kg i nf rn@ﬁion,
pPregreeg, agplifatiop, PXRgxARE. tRyPPRAL, ¢ %hé“ﬁgﬁﬁlécatl°“

managenent data 130 has the nodule 25 nanes of the
unibgr AkVodduldd_Execendedlfy 3t fhrgpghckhp $8Y ghip 108 to

predetermined storage areas in the external memory 107.

,At this time, since the businesses 115 1, 115 2, and
115_? have no relation with each other, the storage areas
in the external memory 107 where the application programs
Ag_l, AP 2, and AP 3 can be downioaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP 1, AP 2,
and AP 3 are being executed, the firéwalls FW restrict the
transfer and viewing of data among the application.progiams
AP 1, AP 2, and AP 3.

When downioading the application;programs.AE_}, AP 2,
and AP _3 to the SAM chip 1d8, the authentication units 117.1,
117 2, and 117 3, as explained later, perform mutual
authentication with the SAﬁ chip 108, produce the download

signature verification key information, etc.
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and the execution signature verification key
information registered init. That is, the right for
a program nodul e to be executed by the SAM chip 108
i's obtained conditional on the nodule 5 managenent -
data 130 having the executi® signature verification
key information registered in it in advance. The
modul gefRNagaee tongdhant30sndsmskaveTen ThGwil4 be
shows the correspondence of the firewall number of the
%?&%W@ restricting access to the program nodul e

|remaf1 10 identification informati on of the present
i nven n).,. Star addr ess, address |ength, downl oad
signa&gg E@E%iioéétion key information, execution
signature verification key _information, and nodul e
nane F&F-eadhipr 8gFunFhbabad %%0%@1%%?%& ihe IC card
prograns AP 1, AP 2, and AP -3 stored in the AP i5
1980rage areas 1201, 1202, and 1203. Here, the firewal
nunber shows the nunber of the firewall by which
accesast ehblat ipr ggeanzapdehe Ie ceedt 106t Rds ZheIc
start address shows the start address of the 20

(ih%%@&%tﬁhﬁélkﬁhl%@'§53§C£E§§1Hédrﬁ§%ﬁ'é“é%%é%@é'%ﬂit 150

firewall . The address length shows the address
angn &QCOf &he St. rggﬁ area for which access is
res r|CP33 it éwal I . The downl oad signature

verlflcatlon key information _is the_key information
used TBf fHRFageMadl > Qemss phavn 4 Fé@ ;?e?rvf BRfer] shReRge
downl oadi ng a program nodul e through the SAM - 84 -

arhpp1$631t vsefebexa eprrdi brepard c@fpany or other business

115_1, a storage area 155 2 used by a business 115 2, and
a storage area 155 3 used by a business 115 3.

Further, thé ;toraée uqit 150 stores key infofmation
used for judging the existence of the right to.the storage
area 155 1, key information used for judging the access right
to the storage area 155_2, and key informatioﬁ used for

judging the access right to the storage area 155 3. That

'key information is specifically used for mutual

authehtication,'encryptionrand decryption of data, etc.
Further, the storage unit 150 stores identification
infqrmation-of the IC card 10370r IC card 103 user.
Next, the SAM unit 109 will be explained in detail.
[External Memory 107]

FIG. 23 is a view for explaining the storage areas

of the external memory 107.
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The execution signature verification key information

is used for verifying the signature information given

to a program nodul e when executing that program

nodul e by the 5 SAM chip 108. In the present

enbodi nent, for exanple, eag8h -program nodule is given

signature information showng its Iegitinacy When

t hat 0 h b f

tanpe?%dgf‘@"h B 28 PR M L e O MR scerman

nat ver|f| ation _key informatio veri f that

mEg ooy AR (R P8 K6 AR PR H20Ldg TRy gee
that progran1nndu|e The nobdul e nane is the nane
fazsis§ord o thrarBRldGadhoto ragrath & dy afntherbyisdpess
storage area 122 stores the 15 encrypted key

1i15f dr,mani BR Kt@rags akahdi20a@c Eogi agoting sthor age lared-ion
1551 of the IC card 103 shown in FIG 22 by execution

pebgirath AppRi At basagea® £AP512, tdie a@nstyphgd &Keya 120 3
i nfformation K C2 used when acceSS|ng the storage area

£1352 £ il the iHARSROW g}aﬁ ®p 323y t%e%tsll%ss

of 20 the ™application progran1 amd the encrypted

148 5 NLRUIB L0 Jonid L1560 AE", BELESS NGBy SR ASiager

execution of the application progran1AP 3. The key

ofnke A ship &08,kaed a ey gnéermatienrcFiprage 2“5"%”}/ 122.

the key information K X. - 85 Access to the key

‘i nf or Hhei applicabien pregyde AR 1 gitbgwddinntle AP tsH@rage
-manager of the SAM chip 108.
area 120_1 is comprised of a plurality of program modules.

Access to the AP storage area 120 1 is restricted by the

firewall FW 1.

The application program AP_2 stored in the AP storage
area 120 2 is comprised of a plurality of program modules.
Aécess to the AP storage area 120_2 is restricted by the
firewall FW_2.

The applicatiop program AP 3 stored in the AP storage

area 120 3 is comprised of a plurality of program modules.

- Access to the AP storage area 120 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 109 to the external memory 107. The number
of {:he program modules forming each application program éan

be freély determined by the corresponding business. .
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[ SAM.Chi p 108] FIG 25 is a functional block -di agram
of the SAM chip 5 108 shown in FIG 19. As shown in
FIG 25, the SAM chip 108 has an ASPS communi cation
interface unit 160, external nenory communication
interface unit 161, bus ser&abte unit 162, signature
processing unit 163, authentication processing 10 unit

164, [ t] rLage,u

anc c%{ﬁ*é%* TP SR e odEies Ae0%0RE 1Y, Lo e
e ASPS co ni cat i i nterface n|t 16

=ERTe 1o, FR. SaEaivPdr MEMGH Id BEEpaCORbYata GREH are

the ASP_ 15 server 106 shown in FIG 19. The externa

deerspbdeinihictatedd ifter thee SAMi £hiB1108s an

interface used for input and output of data with the

ext er Rakthenprihd @pplilcativsn srogrdshe ABnilt, AB22, and AP 3

scranbl es out put data and 20 descranbles input data :

awleeNforPEkahpleanfrodapadiby kit bhis iidyseegh ke 1, 115 2,
external menory conmuni cation interface unit T61.

anfe 1& 50RaLYY AP RS HrAdndR! bohBdtasseXpkanne ‘i!l'sabe r

produc®s a signature and verifies a si gnat-uf e  when

| oadi I th th
19803 RBEVEY s R e2E 1 e aRporhin Lhe r°#39&593gﬁdtaﬁeﬁm
executing the application progran1 The aut henti cation
%@ GHFte¥G$r&§1e%SP8FHeH 7. _

Access to the AP management storage area 121 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

The module management data 130 registers the module
names of the program modgles downlocaded from the personal
computers 116 1, 116 2, and 116_3 in advance and the download
signature verification key information {(download key
information of the present invention).

That is, download of a program module is allowed
conditionél on the module management data 130 having the
dbwnload-signature verification key information registered
in it.in advance.

Further, _f.he module management data 130 has the module

names of the program modules executed by the SAM chip 108
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| ater performs nutual authentication with the other
party 5 when downl oadi ng an application program
through the Internet 110 to the external nmenory 107.
The encryption/decryption unit 165 encrypts data and
decrypts encrypted data. 9h&3storage unit 166 for
exanpl e stores the key 10 infornation K X for

.aqu%ﬁ tquchqg %e¥1ﬁ?a%r . erlglggtloncﬁéy?g%foFmﬁ%lon

tored I'n the ormati on St Orage area
ti.one external menory 107. The CPU 167
r8?é5%F§§gt&§k§ as expl ained | ater based on a
predet €rm ned program (program of the present
i nventhshk)is1dhm erlsiaécg%sa RrosFiagheedalaph? ikaeixgeuted
programin accordance wth execution of the tasks.
bl Ghe26AMs chipi d08f dis ekphanedngonHétieskd exedbieediodule
by the CPU 167. As shown in FIG 26, the CPU 167

maxaguhnent! Hatdowsbondviidq thekekéButiyat siyhatkrd’l,
AP task 172 (program of the present invention), and

véggﬂéﬁ?—.%npk%eﬁﬁkﬁ 5@%@%3@ o243 14N deunlay nce.

as explalned later orms processi ng
downl a Ilcatlon r fro out si d
e HRF AT S0 S BRs oter RS AT 55 bty t‘H‘e%I%s 24,
external nmenory 107. - 87 _ The systen1task 171 is a_
shqeg fthe ﬁ@FFSFﬁPH@eBFPv@F thanhsereall spebari gfisthe

unique to the IC card 103, and other processing. The. _
fapevad k :_a_emtwnpmmme@ fonthagesodiren eoelidie dfiirewall

-identification information of the present invention), start

address, address length, download signature verification
key information, exeéution signature verification key
information, and.module name for each program module of the
application prog?ams AP 1, AP 2, and AP_3 stored in the AP
sﬁorage areas 120 1, 120_2, and 120_3.

Here, the firewall number shows the number of the
firewall by ﬁhich access to that program‘modﬁle is
restricted. |

The start address shows the start address of the
storage area for which access is restricted by that £ irewall.

The address length shows the address iength of the
stérage area for which access is restricted by that firewall.

The download signature verification key information

~is the key information used for the signature verification

performed when downloading a program module through the SAM
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5 of the application prograns AP 1, AP 2, and AP -3
perfornmed when the SAM chip 108 receives a processing
request from the ASP server 106 or el sewhere outside
of the SAM chip 108. The settlenment processing routine
task 173 deci des which of &#e-application prograns AP
1, AP 2, and AP3 to 10 use when for exanple the SAM

<hlibP 1588 ¢ oV &S Cassl uest relating to the
clcbgarg 103 ron1f% gP seF@g} ? Next, exanpl es

of thg,operation of the ni cation tem. 10

be expPs ﬁ%ﬁcuﬁtﬁsr%’c%ﬁ ¥or ‘t%wf#’o%%@'y XY ghroriacion
External Menory] 15 FIG 27 is a flow chart for

igx 9ERENERE t"ﬁé%prémat ithe sdunadimeoddifegmation given to
application program AP -1 fromthe personal conputer
alpgegrhmwmodnle| @ietdexecuhing xtiva b gprogram ynddiyle by the
Step ST101l: The personal conputer 1161 shown in FIG :
SAR chipnIoBL SIROthE phesSi anivgdikiin€, dvwliatiple, each
request designating the nodul e nane of each program

prRdehae hedadedawn %@ﬁdsﬁahg%ﬂgetaﬁfOQHEQSQH SRhARg its
unit 1171. Step ST102: Thé downl oad task 170 running

n. AM shomn 25 1 erfaQr

180 FaRaBsy SR, 1850 B8 MhraR potg hall KBRH AT 1y
unit 1171 connected to the personal conputer 1161

nedi fed ox kappezed Wity 14 &y PesFab) e ko Ut FhasFecmpion

the nutual authentication, the processing of step
sggnaturesvpoificatdon key information to verify that

signature information to confirm the legitimacy of that

program module.
The module name is the name assigned to that program
module.
The key iﬂformation storage area 122 stores the
encrypted key information K Cl used when accessing the

storage area 155 1 of the IC card 103 shown in FIG. 22 by

' éxecution of the application program AP 1, the encrypted

key information K C2 usgd when accessing the storage area
155_2 of the IC card 103 shown in FIG. 22 by execution of
the application program AR_Z,Aand the encrypted key
information K C3 used.whén ACCessing the storage area 155_3
of the IC card 103 shown FIG. 22 by execution of the
application program AP 3.

' The key information K C1, K _C2, and K C3 are encrypted

by the key informatiom K X.
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Note that, in the present enbodinent, it is possible
to use various techniques as the technique for that
mut ual aut hentication, but for exanple the follow ng
technique is wused. Both of the authentication unit
1171 and SAM chip 10 108-hebkd-i dentifi cation
informati on of the SAM chip 108, that is, the SAMID,

and the nutual t henti catd on ster , key infor i,on.

Pur t hareBase e, M Ko AR O, Rk Rt Bre e H2Z8An

I.LD by the mutual _authentication nmaster key information
oxied divs x the magagrr Sfvths PAMHEhithd 88aMm chi p

108 decrypts ‘the received encrypted SAMID by the

mut uallSaM §&dp d&8lon nmaster key and conpares it with
the SAMID it holds itself. If matching, it confirns

t he | &gict.i @Bcysod Mrectaidientbicatk diagwant of1¥he SAM chip
Further, reverse to this, the SAM chip 108 20 encrypts

1ioise s Rbide yut ual aut henti cati on master key
information and transmts it to the authentication

uni t 7 he_a Nhizcathon it 3117 decrypt.s
recei ééd%hg%rggt ggEgA'SI'D %tgﬁ‘y r?ﬁ%"%’al_ﬁg Ry B Atsli’%
aut henti cation ster key . .and co res i.t with the
CERIIFD TE 7R (8 TR, W k60l ATl MR, e

the legitimcy of the SAMchip 108. - 89 Step ST103:.
cppaugdmitdas dadierfasy yagds 1fdet havs asammbdeuvaifa kb2,
desi gnated by the downl oad request at step ST101 is
siggatigre priogeasisd ngo dnlic 1 genthienddica tish procedsimg
the 5 AP managenent storage area 121 of the external
uARA01 §4 ] Gdncryption/decryption unit 165, storage unit 166,

and CPU 167.

The SAM chip 108 is a tamper-resistant module.

The ASPS communication interface unit 160 is an
interface used for input and output of déta with the ASP
server 106 shown in FIG. 19.

The external memory communication interface unit 161

is an interface used for input and output of data with the

external memory 107.

The bus scramble unit 162 scrambles output data and

‘descrambles input data when inputting and outputting data

through the external memory communication interface unit
16l.
The signature processing unit 163 as explained later

produces a signature and verifies a signature when

‘downloading an application program through the Internet 110
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Step ST104: The downl oad task 170, when judgi ng at

step ST103 that it i.s not registered, ends the

processi ng without performng the downl oad

processi ng, while when judging that it is 10

regi stered, perforns the prgessi ng of step ST105.

Step ST105: The authentication unit 1171 encrypts the

I t A

104 RAplet HahFEE ME! Ui ife eadlBEkhe Bo Fplndcitaon

information. 15 Further, it transmts that domnload
PEPIR&Afure verification key i nformation or signature

i nforndti on Produced using that downl oad signature

veri f Fat ppkhrBFicASEOPNREPERSEANENENSAM BAI pS16BPlained

Step ST106: 20 The downl oad task 170, when receiving
lalkexrdpwemifoxts mmgmaﬂuaath@mwhmeauponwk¢y ithieopichieiroparty

at step ST105, judges if the received downl oad

whie8 @bt PoX@1hd istnhppNikay i ohHididn @hrsathhese \Mntﬁérnet
the downl oad signature verification key information

120 ttgetagr;e QBQ'l”QueHlB §opame in the 25 nodul e

management ata 130. Furt her, the downl oad task

170, gn_recely nat ure, i rnatlo e
170 A SRR et R e o
i nformati on of the corresponding nodule nane in the
dpeguPEsngRsy¥RERd da€2-130 to judge the 5 legitimacy

of that signature information. Step ST107:
The storage unit 166 for example stores the key

information K X for decrypting the key information K C1,
K C2, and K C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167 éxecutes tasks as explained later based
on a predetermined program (program of the present invention)
and executes a designated application program in accordance
with execution of the tasks.

FIG.-26 is a view for explaining the tasks executed
by the CPU 167. |

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 17‘1, AP task 172 (program of the present
invention), and settlementrprocéssing routine task 173.
| The download task 170, as explained later, performs

processing for downloading tan application program from

outside of the SAM unit 109 through the SAM chip 108 to the

external memory 107.
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The downl oad task 170 proceeds to the processing of
step ST108 when judgi ng that they match at step ST106
or when judging that the signature information is
legitimate 10 and ends the processing in other cases.
Step ST108: The downl oad ta8R 170 specifies the
address in the external nenory 107 corresponding to

the magldl &R, 283 9RAt % %tf%% f§¥1%£ logylﬁphe iver

" the nodul e"nmanagenent 15

ram nodul e fraom the persopal ter 1to,th
sl o P et g Hggg%e Fene Rhgpsa £93T Ak other
Oper atiion for Execution of Application Prograni FIG
98t -ow chart for explaining the operation 20 by
whi ch the SAM chip 108 shown in FIG 19 executes the
appl i Thei B3R rokyrbld AemprebeamsiSElyimaphgast bee SMdcution
chip 108 receives a request for execution of the ;
ofpthiec applicptdgnaprdbramst AP exanp| 2, fawdnAMEs ASRfAmed
server 106, the AP task 172 shown in FIG 26 executes
whie® thdl salf QS 118 HecHife sSEl Procedls@hg® estf from

Before the AP task 172 executes a programnodule o

&QGAQB %é&%ﬁf %b rcﬂ:g?ilseé'gere.o#tgfg ok}:t %hn ﬁﬁc&xi OI?I.OS

ure verl I Ca ornation correspon
to the nmodul e nanes of the program_ nodu

r ef er FPfig 56 ﬁ@eﬁﬁdBFeceﬁﬁﬁ&QeHQHFlaﬁt&af§0X73 decides

which of the application programs AP 1, AP 2, and AP_3 to:
use when for example the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 106.

Next, examples of the operation of the communication

' system 101 will be explained.

[Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation

- of downloading an application program AP 1 from the personal

computer 116 1 shown in FIG. 19 to the external memory 107.

Step ST101:

The person'al computer 116 1 shown in FIG. 19 t;ansmits
to i:he SAM chip 108 a download request designating the modulé
name of each program module tor be downloaded through the
authentication unit 117 _1. |

Step ST102:

The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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Step ST113: The AP task 172 uses the execution
signature 10 verification key information obtained at
step ST112 to verify the legitinacy of the signa
informati on of that program nodule. That is, it
judges if the program nodul 88has been illicitly
altered or tanpered with. 15 Step ST114: Wen the AP

Aot e ] bRS £8F1 PLPRAREL MNEL (hl1Cpe2haRa] Udhputer
information 1s legitimate, 1t proceeds 1Bt he
rocessing,of st ST11 ile en it judges it is
QP Mk o vHan i (b AR A0 16 aipnf imed
ST115: The AP task 172 executes the program nodul e for
bihithe mrdualgaytheeticréingy i ShenRECsesfl g dye o fep Fr103
legitimate. Note that, the program nodul e may al so be
isxeanfednind t he CPU 167 shown in FIG 25 as a
subroutine in the program 25 [Operation During :
Execuode @¢hatpphincehéopr&segt adibodfrent) Gt 2% igossible
view for explaining the operation for execution of an

AP RISC FairBuld’ REERN qREEPaS TiRe  tdWRRLLNS A5 tﬂ?‘el‘ht Téual

executes a code in a program nodule 57through the

7 i ng..sho LhF1G 28 -it, Jjud whet her .t he .
Y Bl B £RE, P RIPLe hE TRRI PR e itigme 1
transfer or data view ng wth another program nodul e.

U8FEy ST122:

Both of the authentication unit 117 1 and SAM chip
108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the mﬁtual authentication master
key information.

Further, the authentication unit 117 1 encrypts tr:he
SAM_ID by the mutual authentication master key information
and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encryptéd SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself ..

if matdhing, it confirms the legitimacy of the authentication

cunit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transmits it to the authentication unit 117 1.

The authentication unit 117 1 decrypts the received

-encrypted SAM ID by the mutual authentication master key

and compares it with the SAM ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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When the AP task 172 judges that the code to be

executed 10 next does not instruct data transfer or

data viewing with another program nodule, it proceeds
to the processing of step ST124, while when it judges
that it does instruct the- 8ane, proceeds to the
processing of step ST123. Step ST123: 15 The AP task

172 exgeout eg4lphat code. Step ST124: The AP task 172

for exanple perfornms error processing Wwthout
executjng,that cqde. Ne the overal| operation. of

the cOMMAPERLPSR Eagk sﬁq SMIESE ¥hehhernerrs madelg nane
be expl'ained. FIG 30 _is a view for explaining the
dgrdanatesh dvattben daymlass caawasitc &t erepy STAOL1G6

shown in FIG 19. Step ST131l: The businesses 1151 to
reg3Steresl pgar tther mqdedeedan@gebynthdsta bl30¢ nelssesd in the
produces the application prograns AP-1, - 93 AP 2,
APNflafBgenkeat etakhgegatba oS BESEES dtH{ D mBmory 107.
processing relating to transactions perforned using

the | gropakgd18@3 on the personal conputers 1161, 1162,
and 1163 shown in FIG 19. 5 Further, the manager of

130 ohbmnpinEre S 385 whalf SRpseG FERE 0T hae

.the external nenory 107. Step ST132: The application

1Erbﬁ%rﬁp;f,teﬁpgl2, endls the prgopgssing without performing

the download processing, while when judging that it is
registered, performs the pr;cessing of step ST105.

Step S5T105:

Tﬁe authenﬁication unit 117 1 encrypts the SAM ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced using that download signature verification key
information to the SAM chip 108

S£ep ST106:

The download task 170, when receiving the download

. signature verification key information at step ST105, judges

if the received download signature verification key

- information matches with the download signature verification

key information of the corresponding module name in the

inodule zhanagement data 130.
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10 downl oaded through the authentication units 1171,
1172, and 1173 fromthe personal conputers 1161,

1162, and 1163 to the SAMchip 108. At this tinme, the
processing explained using FIG 27 "is perforned. 15
Step ST133: The user is issf@d-the IC card 103.. As
shown in FIG 22, the storage unit 150 of the IC 103a
of 1t henireard Q3 Rianesd %A&ﬁ»tvlonf LR U SAhd Yhe

transacti ons by the user wt e cdntractlng

husi ness. 20, that us n

HEF R AR A A TG SR Aot oad
etc. after issuance of the IC card 103. Step ST134:
Honatunm verifieatine ey infdatienefsthal c‘?:'c‘)ﬁ%%ﬁ‘é‘?dmg
25 105 to access the server 102 through the Internet

bk ep nan@ int fohet pogudehmenagepentudatat hd0skevandge2the
.sends a processing request through the Internet 110 :
He@rittien AP Seriit HignalifrASRSamatticl)6, when

- receiving a processing request fromthe server 102,

accessqsd Rgqoger sonal conputer 105 5 through the
Internet "110. Further, the processing request for the

IC Ca%ﬂ 1%%wp§r8%ptg% tqqocard r%%ger/MKhtlg %%%ssf%g of

transmtt e u PoRS conputer
Internet 110, and ASP server 106 to the SAM ch|%:d]t10€
s&Eedn ?f?é“hﬁ?'ﬁﬁ@qaﬁﬂ(ﬂhiﬁ‘fﬁ%ﬂééFﬂﬁtb rPr

progr am by

when judging that the signature information is legitimate:

‘and ends the processing in other cases.

Step ST108:
The download task 170 specifies the address in the

external memory 107 corresponding to the module name

designated at step ST101 by viewing the module management

data 130 and.downioads the program module from the personal
computer 116 1 to the specified address on the external
memory .107.

[Operation for Execution of Application Program]

FIG. 28 is a flow chart for‘explaining tbe operation
by which-the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step ST111:

When the SAM chip 108 receives a request for execution

of the application program AP 1 for example from the ASP

. server.106, the AP task 172 shown in FIG. 26 executes the
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the settlement processing routine task 173 in
accordance wth the processing request received at
step ST134 and executes that selected application
program The processing explained using FIG 28 and
FIG 29 15 in the executtoflof that application
programis then perfornmed. Step ST136: The SAM chip
polcautipyt Sft Refesditi2of execution of the
application programto the ASP server 106. 20 As

expl akpgd abgys. according to the comunication
system 101, as explained using FIG 27, since the SAM

chip 108 uses.the_authentigation units 1171, 1172,. and
1175 BPEoHRL RBR RRaLE Fnd TAoRHESHIER &1 Frgran moad¥ of
application program and allows the downl oad of the
pPPiicatipno fredrgm PR J 25 tafaiuaghthaife PraBtERN
area in the external nenory 107, it - 95 is possible:
stignpitavenvenihf icati borker d nfarma timancekrespon@ing to the
exchanging or tanpering wth an application programin
mb@letximé HAF FREGSYodLam nidddlReby Pefdr £img Hoo thBanodule
comuni cation system 101, 5 when the SAM chip 108 -

'mgggaeﬁeﬂkuggmgtﬁ3@ﬂ application prograns, since data

transfer and data and code viewi ng anong application

progr a stricted by the firewalls FW1l, FW2,

and F%?%P %?1?§'possible to prevent processing of each

application programfrombeing illicitly interfered

with TheohPt gﬁﬁgr &d2WPERSbTENGEREF CARR SEradRTe
~program Further, it is possible to inprove the
vesafigetnion key ipformaifion obtained at step ST112 to verify

the legitimacy of the signal information of that progrgm
module,

That is, . it judges if the program module has been
illicit;y.altered or tampered with.
Step ST114:
When . the AP task 172 verifies at step ST113 that the

)

signature information is legitimate, it proceeds to the

.'proéeséing of step ST115, while when it judgés it is not

~ legitimate, it ends the processing.

Step ST115:

The AP task 172 executes the program'mddule for which
the signature information has been judged to be legitimate.

Note that, the program module may also be executed
by the CPU 167 shown in FIG. 25 as a subroutine in the program.

[{Operation During-Executioh of Application Program]
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application program Further, according to the

conmuni cation system 101, as explained using FIG 28,
when executing an application 15 program by
verifying whether that application programis being
tanpered with, it is possitbbe to avoid identity theft
or other illicit acts based on an illicitly tanpered

with pl Lgati_on pr.ogr Further,. according_tq.the
connuﬁ?@ét?%nlfygtg%ﬁ%b%gE A ?1€%n r%gﬁnapggg%lon for
application programby a plurality of program
tdon of an FpRdiigiatioR RFAFER to an ext er nal

menory ‘107 in units of program nodul es. Further,
accor §tep S812Ae communi cation system 101, by
perform ng the usual scranbling on the highly
conf i daehi thhe 2P kaykiI1TDerxatitesus eddeoin @ppragransmaiule
an 1C card 103 to 96 encrypt it and storing it in the
B otghalthee pRbkek@ing kholkh RASPIEL €280 iHPjR¥fed Mhether
security level of that key information. Further,
tREC UM el N LATRY el 3D W YR WHbtrubefullf Gata

e appl i cation program perforns encryption an
decryption at the tinme of cqode access by a bus
tEARSIBIe OF JRE G WG witds angthar, RRosRaR Ragtle.
application program stored in the external nenory 107
from B&epgSELRZsitly analyzed etc. while halting the
processing of the SAMchip 10 108. FIG 31 is a .
f unct Wwheal tld acktashdri@dnjsdgesnchattbe epdeitio baldxecuted
the function bl ocks of the SAM chip 108 shown
next does not instruct data transfer or data viewing with

'énother program module, it proceeds to the processing of

step STlé4, while when it judges that it does instruct the
séme, proceeds té the processing of step ST123,

‘Step ST123:

The AP task 172 executes that code.

Step STi24:

The AP task 172 for example performs error processing
without executing that.codef

Next, the overall operatiﬁn of the communication
‘system'101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining the overall operation
of the communication system 101 shown in FIG. 19.

Step ST131:

The businesses 115 1 to 115_3 or a party requested

by these businesses produces the épplication‘programs AP 1,
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in FIG 25. As shown in FIG 31, the SAMchip 108 is
connected 15 through an internal bus 190 to the ASPS
conmuni cation interface unit 160, external nenory
conmuni cation interface wunit 161, bus scranble unit
162, encryption/decryption @dit 165, storage unit,
166, and CPU 167. Part of the functions of the
AH_gnatdfic A¥ O e5Sk Nghabll ing 26hd G S ML o0 | St # O
processing unit 164 shown in FIG 25 are realized by,

J t ' 8 j

FPRE SR e Lo o Hanplc ABn s e R Bl SERYT D 2c
[ to,connect the card |/F unj 91 npect e

3P UL o R BeEphAd SRmppteza'lib 1)1 8707005 106 5
reception/transm ssion unit 192 outside of the SAM
shaust 498 E1®%7 19nq transfer data with the 1C card 103
by a noncontact system through an antenna 192a of the
RF r e&epttihey/ t rthes mageigar afhitthel §AM Thiipd 108 geinegttes
The present enbodi ment is an enbodi nent correspondi ng
the wdelul@ mhahaghkiidntasipeal 330f shBeni iNePtG o3 Flderadbles
is a view of the overall configuration of a

 iE0MENY GAldAE SHStieM ] Hfed i PLRSEy ampedi ment. As

shown in FIG 33, the conmunication system 201 uses 10
a serwer 2 C card 203, card reader/witer 204,
persoﬁgﬁp %%%nger 205, ASP (application service

pr ovi SAM (secure application_nodul e)

( %gr) seﬁver 206, %%
uni t 288, BPBILGRA oRFGIEARS P ly AP1E pand AP P axe
and authentication units 217 1,
downloaded through the authentication units 117 1, 117_2,
and 117 3 from the personal computers ii6_1, 116 2, and 116_3
to the SAM chip 108,

At this time, the processing explained using FIG. 27
is performed.

Step S5T133:

The user is issued the iC card 103._

As shown in FIG. 22, the storage unit 150 of the IC
103a df the iC card 103 stores the key information used for
transactions by the user with the contracting business.

Note that, the ﬁsar and a business may also conclude
a contract through the Inte?net 110 etc.‘after issuancé of
the IC card 103.

Step ST134:

For example, when the user uses the pexrscnal computer

105 to access the server 102 through the Intérnet 110 to




10

15

20

25

2172, and 2173 to communi cate through the Internet 210
15 and perform settl enent processing or other

processing for a procedure using the IC card 203. The
SAM unit 209 has an external nmenory 207 and SAM chip
208. The SAM chip 208 has tH® software configuration
shown 20 in FIG 34. As shown in FIG 34, the SAM

tely Po3obresse fa potaet , Dohé Gadvaen obovanrds t@ridessing
| ayer; an HW (hardware) |ayer, OS |ayer, |ower

reRdlse’ thIveL é;-h Ringh %E&Qs@;@-‘te R 1l02%8" +haNdspABL-ALE' 1i0% .

t hat order 5 The omer handler Iayer |ncIudes a
drlve& rverl v ﬁn% o essing.request
app! i caﬁ o Brogr ANt ﬁ?f’ and A@; % SRR

: rocg%rres USInﬁ@Phe IC card 203 by the credit card
fESHp e &S5V <5t hRGSFESESs thespersenal coppuiess 105

shown in FIG 33. 5 1n the AP |ayer, the application: :
throyghmihap Inteamer 118nd Fapthgrandhehproicgssingandianest
| ayer are provided between themwth firewalls FW
félre tBAMIChicard08 03s isameel bgd ther eagld &eSGSk/patiter 104
the Ethernet, etc. to the ASP server 206. The ASP

i8€E¥8hsmi thg6th§oﬁﬁ‘ﬁ Neké §5b 14U 40 e dnipf et Ql0REL I%l:@rnet
to a plurality of ternrnal appar at uses i ncl udi ng t he

1B and, 2SR OhrcT0e B HR SR UATR 308, hoccee”

2151, 2152 2153. The personal comput er 205; .fo
exaonEeP 8T iggnected

~The SAM chip 108 selects an application program by
the-settlement prdcessihg #outine task 173 in accordance
with the processing request reCeived_at step‘ST134:and
executes that selected application program.

The processing explained usingAFIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of

~ the application program to the ASP server 106.

As explained AEove, according to the communication
system 101, as explained usiﬁg FIG. 27,.51n¢e the SBM chip
1087uses the authentication.units 117 1, 111m2,'and 117 3
to aﬁthenticate the dqwnloader of the application progrém
and allows the download of the apélication ﬁrogram only to

an authorized storage area in the external memofy 107, it
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15 through the serial port or USB port to a Dunb type
card reader/witer 204. The card reader/witer 204
realizes for exanple wreless comruni cation
corresponding. to the physical level with the IC card.
203. The operational comman®® to the IC card 203 and

the 20 response packets fromthe I1C card 203 are
igepeLati 8dcaBd pAdvdYE &6 ahautR8rSAMAIURAL ¥ 0 r&h GO 1icitly
Therefore, the card reader/witer 204, personal

tar 5P S r ' .
SRS R, A eFERg PR o b SR O AR St ehe
content.s i n dat yl oad portions and relay the 25
%ﬁ%ﬁf“afhévﬂﬁﬁﬁg ﬁ&ﬁeinvolved in the encryption or

decryption - 99 of data, authentication, or other

act ualFugtbesyi 8F§orAinge to| thearampynicekd opy sy Feeged 01,

2151, 2152, and 2153 use the personal conputers 2161
w2t he fAMEB Bp t1d Boruda @eeplhra bply icfaspphicatpongragrams,

AP 1, AP 2, and AP -3 and downl oad the produced '
sApRld RItad R rndFedfand datgh ainlde cadiehetlewdalg @many t S

2171, 217 2 , and 2173 and through the SAM chip 208 to

a%‘ﬂgaq{i@m B ogthRs2dReE88Bri Btid b i Nalr JRIDIY FW 1,
7. At this time, since the businesses 2151, 2152, -

10 have.no relation with each other,.the
RS BRI U Bt S P S b BB R 8L ARL 5 bt cacn

appl.ication prograns. AP 1, AP 2, _.and AP -3 can be

| gBlicadded FEESEPBICEOPNBRERYT MALRAE EN P tRATETE. with

right to downl oad to those storage
or tampered with by ancther application program. Further,

it is possible to improve the confidentiality of each
application program.

Further, according to the communication system 101,
as explained using FIG. 28, when execuﬁing an application

program, by verifying whether that application program is

being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampered_with
application program.
Further, according to the communication system 101,

by comprising each application program by a plurality of

‘Program modules, it is possible to download to an external

memory 107 in units of program modules.

rFurther, according to the communication system 101,

"by perfonning the usual scrambling on the highly confidential.

key information used for operétions on an IC card 103 to-
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areas is verified by the SAM chip 208. 15 Further, the
transfer and view ng of data anong the application
prograns AP 1, AP 2, and AP 3 are restricted by the
firewalls FW The authentication units 2171, 2172,

and 2173, as expl ained | ateP® perform nutual
authentication wth the SAM chip 209, produce

d t5iGRAtd R iy ! iif G3d UktehdINaBty 007, it
etc when downl oadi ng application prograns AP 1, AP

onel’r%tlise éiwovvn |nv?gh@’f%vm‘%q'&? I\F’Ezé{(ep faclﬁﬁet 2t g“T}{C

d 2Q03] - 100 FIG 35 is a functional block diagram
YY" C%ard 203. As shown in FIG 35, the IC card
203 has an IC (integrated circuit) 203a provided wth
a st oF8gEheRit agserding Froodbescoymymicaiipn fystem 101,

storage unit 250, as shown in FIG 36, has a storage
sﬂngp:ﬂﬁﬁlapniidﬂtipnnnmﬁgramnpﬁnﬁnqmﬁnﬁnnrxnﬁﬁgn and
busi ness 2151, a storage area 2552 used by a business

ptath st VHY Aged T o3 dtib Dby D HifesSramble
2153. Further, the 10 storage unit 250 stores key

PR QR u%esoggibnud% rggre&&et et SISCEC O i n 'p Y ram

to the Storage area 2551, Key information used for

d an. acce s r| ht to th age, area n
S Sl ey 0 HAGE p A e Y

t he stora%F area 2553 That key information is
analyzed etc. while halting the processing of the SAM chlp

108.

FIG. 31 is a functional block diagram showing more
specifically the function blocks of th' SAM chip 108 shown
in FIG. 25. | |

As shown in FIG. 31, the SAM chip iOB is connected
through an internal bus 190 to the ASPS communiéation
interface unit 160, external memory communication interface

unit 161, bus scramble unit 162, encryption/decryption unit

- 165, storage unit 166, and CPU 167.

Part of the functions of the signature processing unit

163 and authentication processing unit 164 shown in FIG.

: 25 are realized by, for example, the CPU 167.

In the SAM chip 108 shown in FIG. 31, for example aé

‘shown in FIG. 32, it is also possible to connect the card
I/F unit 191 connected to the internal bus_ 190 to an RF

_,rec.eption/ transmission unit 192 outside of the SAM chip 108
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15 specifically used for nutual authentication,
encryption and decryption of data, etc. Further, the
storage unit 250 stores the identification
information of the I1C card 203 or the user of the IC
card 203. 20 Next, the SAM @dit 209 will be expl ai ned
in detail. [External Menory 207] FIG 37 is a view

and teyRkFeri Agch RE & haJEC HH36 108 b hEnBkbBhRAkLL system
menory 207. As shown in FIG 37, the storage areas o

A : £a. __-

b i e T G A T A AT R
th%:ﬁ&?%ness 2151 is stored, a storage area 220_2 in
WMi'e 'e application program AP -2 of the business

215_2 is stored, a storage area 220_3 in which the

appl i ERdixsh Babadimanto -3 of the business 2153 5 is
stored, and an AP managenent storage area 221 used by:

t he mihggpresénthemiSpdindnp 20&n Fwbodppentatévresponding
program AP -1 stored in the AP storage area 2201 is
teoghd Jartinfta Jd i alddectd oFf agHamoeshtiasn. Access -

to the AP storage area 2201 is restricted by the 10
f'reW@Ib.FﬁélisTQPvﬁ%W'd?ﬂﬂﬁ@“d@éﬂﬂfﬁ“d@%féﬁ&iéﬁfﬁh'JE a
the AP storage area 220_2 is conprised of a plurality

of pragram nodul es. cess o the AP storage. area
PTG (U 74T ST (1 RS SRR RRE
application program AP_-3 stored in the AP storage

' As shown in FIG. 33, the communication system 201 uses

d server 202, IC card 203, card reader/writer 204, personal

computer 205, ASP (application service provider) server 206,

SAM (secure application module) unit 209, personal computers

215_1, 216_2, and 216 3, and authentication units 217 1,

217 2, and 217_3 to communicate through the Internet 210

and pe?form setflement processing or other processing for
a procedure using the IC card 203.

The SAM unit 209 has an external memory 207 and SAM
chip 208.

The SAM chip 208 hag tﬁe software confiéuration shown
in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer towaid the toprlayer; an HW (hardware)} layer,
0Ss 1ayér, lower handigr layer, higher handler 1ayer,.and
AP 1a§er in that order.r o

The lower handler layer includes a driver layer.
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area 220_3 is conprised of a plurality of program

nodul es. Access to the AP storage area 2203 is
restricted by the firewall FW3. In the present

enbodi nent, the above program nodule 20 is the

m ni mum unit downl oaded f or é’xén’pl e fromthe outside

of the SAM unit 209 to the external nenory 207. The
nunbelersf, tAre Javegr amoldid L aplridaitg An@rograns AP 1,
application programcan be freely deternined by the ™
HPOIT eSRRNAUNG RUsSt 11055y priddlired Nes ARP! {1 1@Ncard 203
prograns AP-1, AP 2, and AP -3 25 stored in the

rtié)ékﬁér@ieMa%&Qngéﬁiégr eltg%ﬁll% | pn%%%e‘s’ 31%2 1T, 215 2,

scranbl ed when read 1nto t ur theér,
t he ljcation pr e, AP 1, AP 2, and AP -3 are,
(ﬁ%)%oaﬂ%l%ow o%b%bya%%e busi nesses 2151, 2152,
and 2153 usigﬁ t he personal conputers 216_1, 216 2,
and 5Imthe BRIRYEH, Hite appldcdtion psRaraRgedF_1, AP 2,

- through the SAM chip 208 to the external nenory 207.

afct &d5 3 eandhéhaPhighegehentiletrolageranra p2dvided between
restricted by the firewall FW4. Note that the

thienews s fAWekwalAW 2w FW 3, and FW4 10 correspond to
the firewalls FWshown in FIG 34. The AP managenent

St Or agfeA @ &hipS08eS o R ARCEY %%%g,ﬁlg%;] %Ic?ns%;lzlpg;ﬂk,

the inter-AP confruni cati on data 232

L 37. re, AP select,on,dat 31 and i r- AP
tg'gmir:ﬁ"mecaﬁtdn eq;f‘a‘ RES ahfézkasgf e o1l gbtaéne‘pliﬁ‘,e ASP server

regi,stered in advance at the tine of setting up the

28RMIEhCH RS adu regh Hhead ndairaat #10 to a plurality

of terminal apparatuses includieg the personal computef 205

of the end user and personal computers 216 1, 216 2, and

- 216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205, for example, is connected
through the serial port or USﬁ port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for’
example wireless comunication corresponding to the physical
level with the IC card 203.

The operational commands to the IC card 203 and the

‘response packets from the IC card 203 are generated and

analyzed at the SAM unit 209 side. Therefore, the card
reader/writei 204, personal computer 205, and ASP server
206 interposed between them only act to store the commands

or response contents in data payload portions and relay the

~same. They are not involved in the encryption or decryption
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data 231 and inter-AP comuni cation data 232 can only

be rewitten by the manager of the SAM chip 208. FIG

38 is a view for explaining the AP-sel ection data 20

231. As shown in FIG 38, the Al' selection data 231
shows the IC card type inf8Pnati on and AP
identification information |inked together. The IC

yp sh t

o::fgrﬁ ‘5 OBSgE%%%EIE%B'E?%n, SEEBOSHSF XBgl)x(%p +1!§‘§r?1§§?$§3 in the
Edentl ro ion information of the credit card conpany

e For 2nS’tthe settlenment for a transaction usi ng the

IC card 203, The AP _identification, information,

shown The yginegses 215 1j.q2hei v end %HSJ_ﬁf‘b‘?l“*‘nﬁPPd?F%‘P“al
the application program operating at the AP | ayer of :
compulSAvscALp_208216-1 5 3@l 2%6a3v¢®wrbdﬁzc@xphala9m@qm°n
inter-AP conmuni cation data 232. The inter-AP
pE@difaiisC AH AN GF 2 ,2FhdE I3 wiet h'wanllfhd:Cﬂerpmiucﬂa’d
armng the application progranms AP 1, AP 2, and AP -3

Q\M&a'ﬂio’r:ll Frodfahs daiid @hggﬁfﬂﬁém&%larhhﬁlﬁgw 1,
the conmuni cation request to an application

ogr oW Iy t ep I Ssu t
SR A Sl B PRI G5 o rminea
aI I owed or not. For exarrpl e, a communj cation request

skpPrage arg&Rs ilath eﬁ‘rt@di"a"rﬁ Asmory; $&%e application

program AP_1
At this.time, since the businesses 215 1, 215 2, and

215 3 have no relation with each other, the storage areas
in the external memory 207 where the application programs
AP 1, AP 2, and AP 3 can be downloaded are predetermined.
Whether they have the right to download to those storage
areas is wverified by the SAM chip 208.

Further, the transfer and viewing of data among the
application programs AP 1, AP 2, and AP 3 are restricted

by the firewalls FW. The authenticatior_: units 217_1, 217 2,

~and 217_3, as explained later, perform mutual. authentication

with the SAM chip 209, pﬁ:‘oduce download signature

verification key information, etc. when downloading

application programs AP_1, AP 2, and AP _3 to the SAM -chip
208. |

Néxt, the coinponents shown.in.‘FIG. 33 will be
explained.

[IC Card 203]
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is allowed, but a conmunication request to the
application programAP -2 is rejected. 20 Further, as
shown in FIG 37, the AP nanagenent storage area 221
has an inter-AP conmunicati on storage area 233 used
for comunication (transferl@ data) with an
application program [SAM Chip 2081 25 FIG 40 is a _
functiganal 38 aeK Hdirgdictnonhit BeosRMVuERGRam 394th80§c card
shown in FIG 33. As shown in FIG 40, the SAMchip

has an ASPS comunication interface unit 260,
external nenory comuni cation interface unit 261, bus

scranf)l e ynit 262, at e proces nit 26

oot nors i T de fy e g 265 i Yo

encryption/decryption unit 265, storage unit 266, and
expra tegh «cIggu ) &%H@V&c\e&hﬂéf‘: r 8sPEPRAge unit 250

nodul e.  The ASPS comuni cation interface unit 260 is:

aa frogrssingamnbseddbr i nput and output of data with

the ASP server 206 shown in FIG 33. The external

Menor WwhpBeuihgatuit 2S0grdachown in #G. B6, das a storage

interface used for input and output of data with the

£LL RIS 1R0% Fadliechus é&ﬁﬁgnyeom{hé@%usmess

.scranbl es out put “"data and descranbl es” i nput data when

RS IR P 285 od PP RS T2, ana

a storage area 255 3 used by a business 215 3. Further, the
storage unit 250 stores key information used for judging
the existence of a right to the storage area 255 1, key

information used for judging an access right to the storage

-area 255 2, and kéy information used for judging an access

right to the storage area 255 3. That key information is
specifically'used.for:uutual authentication, encryption and
decryption of data, etc.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in deﬁail-

[External Memory 207]

FIG. 37 is a view for explaining the storage areas
.of,the external memory 207.

As shown in FIG. 37, the storage areas of the external

ﬁémory 2077 include a storage area 220 1 in which the
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That is, the external nenory 207 stores data in a 20
scranbl ed state. The signature processing unit 263, as
expl ai ned |l ater, produces a signature and verifies a

si gnature when downl oadi_nggn _application program
through. the Internet 210 to the external nenory 207
and when executing an application 25 program - 105

appd iggtHon peegram PPodesdi feubusingss 2d Selplis mdgpred,
| ater, perfornms nutual authentication with the other
apatoyagehemedo®APoddingwiaiciapihe caiplatairicygr gmddraon@p 2
the Internet 210 to the external nmenory 207. 5 The

ofN Ahyp buindes YAS @N iwnisito2ed ,eACkERpragaahaean®20 3 in
‘decrypts encrypted data. The storage unit 266 storés
whi@rd 3 Legilicl LAl dBgralf 8ECSSLR0 Ak Bi2iRYL00s 3

The CPU 267 executes lateér expla ned tasks based

o
.10 redet erym_ne rogram (program.of the_present ‘
ey SR A PR TR TR0 bl 221 ead by
desi gnated in accordance . with execution of the tasks.
thecrapager oL ithg £OM ehgPal8ng t asks executed by

the CPU 267. 15 As shown in FIG 41, the CPU 267
execufTbe appbiwvhbidn pradey P dystemetath hvd AR\Rtorage
task 272, settlenment processing routine task 273,

ardher2APlcauakpRl 564 dASK piifrakityy Jfipiioghd modules.

conmuni cation task 275. The downl oad task 270, as
ae¥Bkai #ed tha! b sRerh§eMirea 220 1 is restricted by the
firewall FW_ 1.

The application program AP 2 stored in the AP storage
area 220 2 is comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall FW 2.

The application program AP 3 stored in the AP sﬁorage

area 220 _3 is comprised of a plurality of program modules.

. Access to the AP storage area 220 3 is restricted by the

firewail FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the cutside
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application progi‘am can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP 3

si:ore_d in the external memory 207 are scrambled. They are
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20 processing for downl oadi ng an application program
from outside of the SAMunit 209 through the SAM chip

- 208 to the external nenory 207. The systemtask 271

is a task perform ng driver managenent, operations
uni que to the IC card 203, 182 other 25 processing. -
106 The AP task 272, for exanple, conprehensively

dERRAGRD 1 ) GHRC Pl 0N ntlo he M 183l PdeRr 0gr ans
AP-1, AP-2, and AP_3 perforned when a programrequest

IS regei by [ ASQR ser _
206 of PELRSr 7 prhc arpIadeflich PRl bR AR (38 2T {f a3
sho in FILG .42, when t SAM chi p 208 recej.ves ,

= Re B0%| REAPRYGePLPANGERET ( B1s HebT Eomaneh U8 £} org 1S 2.
the ASP server 206, the settlenent processing routine
angdsR1573 vsgng e eersomadacoswutiens 6 dn %‘1% fAmd
corresponding 10 to the I1C card type information ‘
2iLi6c Bugbgvwinn inh AT Gpr Sde swidngrer clpwadioasiesk dharpugie Wie SAM
sel ection data 231 shown in FIG 38 and sel ects and

| cRAECRDES tioh@happhditeahiadn meegaZH7AP 1, AP-2, and AP_3

corresponding to that AP identification informtion.

15 ThgeaESr tAPth8MABNaAblRReh@SKt8+4gBRHEES 221 is
comuni cation anong the application prograns. FIG 43

is,a.flo hart far_explain] the processing of the
rFﬁFg%FESQ%%Nnﬁhﬁcgffgﬁgggs%hgg4. Here, the expl anation
will be given illustratin 20 case of the

appliHQFFoﬁhﬁFoﬁPﬁnﬁﬁPgﬁagégEgﬂgla EHnRunF¥abiopnd FW_4
correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and inter-AP communication
data 232 are, for example, régistered.in advance at the time
of setting up thé SAM chip 208. Further, the AP selection
data 231 and inter-AP communication data 232 can only-be
rewritten by the manager of the SAM chip 208.

FIG.738 is a view for explaining the AP selection data
231.

As shown in FIG. 38, the AP selectiqn data 231 shows

the IC card type information and AP identification

information linked together.

The IC card type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is
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request for witing data in the AP-2. Step ST201: Wen
an application program AP-1 bei ng executed issues a
comuni cation request for witing data to AP-2, the 25
processi ng of step ST202 is perforned. - 107 Step
ST202: The connunication'?éﬁﬁ%§1 i ssued at step ST201
is received by the inter-AP communication task 274.
i8eaRi$T2ATion TRE dritiadii-ofP oF0 RN icERididN daasK obhbany
views the inter-AP conmunication data 232 shown in

pBrforddndN¢heUde8% ifnente fAPR iGN SAL RO t'h]e ic
can conmmuni cate with the AP 2. Step ST204: \Wen the

P conmuni cation task 274 judges at 10 step-
cg%gogoﬁhat communi cation is possible, it executes the
processi ng_of st ST2 mhll when it does ,
ends %Is’ﬁ gBr 68“6??&@"3%&"%%? examsien f Agms E‘PG“ 3§ FIG.
t he application program AP -1 can_communi cate with the
3Ap Ds islentid igaddeoss infosmationieh thraprl scakdenmypgran
Step ST205: Under the control of the inter-AP

operattingatitotheadle 12yér tfe thieplsadaichdp @0Egram AP -1
wites data in the inter-AP conmunication storage

area @g33.showisi A Flibw 346r 2RpPheAing2@fe IRecnh®r - AP

conmmuni cation task 274 notifies the fact

communication data 232.

The inter-AP communication data 232 shows whether
communication among the application programs AP 1, AP 2,
and AP_3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at a row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a communication request by the

~ application program AP 3 to the application pi‘ograﬁn AP_.1

is allowed, but a communication request to the application
program AP 2 is | rejected.

Furt_hér, as shown in FIG. 37, the AP management storage
area 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with an application
pProgram. | |

| [SAM Chip 208]

FIG. 40 is a functional black. diagram of the SAM chip
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of the data being witten to the application program
"AP 2. Step ST207: The application program AP 2 reads
data fromthe 25 inter-AP comuni cati on storage area
233 in accordance with - 108 the notification
received at step ST206. Duel this, comunication
between the application prograns AP_| and AP-2

208 ayteded rougic i3 fireval I's is conpleted. 5 The
i nter-SAM comuni cati on task 275, as shown in FIG 44,

i n aceQr dasm Wi r1teedio Cathd Ynve X @0 Alds Wh s
i nt er - SAM communi cation task 275 of an SAM chi p 208x

égjg&mﬁ%%e Efi%&%'L Eﬁ?%%é ‘%Aﬁf&ggm%kﬂ’ i ¢ a qﬁ%"/’éy of

~ t hat SAM chip 208x._10 Such e comm S issu
P AR SRR AT 128 4 %f;%rad&d}w@m 5 52

chip 208 to the inter-SAM conmuni cation task 275 of
Fignadae MY IPBIdnd Webfedq3 ¢ rmtthemkt%@mmrm&mg
execute at |l east part of the processing assigned to
urhicc 848N, cenprp8ivhédeteyptianphri t 865 atessigeguibt 266,
| oad of the SAM chi p 208 becones |arge and it cannot

anid toaly wemperformthe processing. Next, the overall
operati on of the comunication system 201 shown in

E!(a ai ni ngAth ?(;r@ﬁ q'%ggr E:ltaﬁg %&e%ﬁ%%“%w“%q“le

conmupl ca stem2 .shown i n IG 33
ST231%1 hés%%m o & o"lis an

request ed
interface used for input and output of data with the ASP

server-206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and output of data with the
external memory 207.

The bus scramble unit 26273crambleé output data and
descrambles input data when inputting and outputting data

through the external memory communication interface unit

261

That is, the external memory 207 stores data in a
s¢ramb1edrstate.

The signature processing unit 263, as explai'ned later,
produces a signature and verifies a éignature when
downloading an application program through the Internet 210
to the external memory 207 and when executing an applicafion

program,
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by these busi nesses produce application prograns AP 1,
AP 2, and A P 3 for those businesses to perform
processing for 25 transactions using the IC card 203
on the personal conputers - 109 2161, 2162, and 2163
shown in FIG 33. Step STA®% -The application
prograns AP 1, AP 2, and AP -3 are downl oaded through

the aghbheghtBaht2Ba¥dbhSplddds s2id ZunPt Bl ,Zlgs_%aiﬂlcmﬂned
t he personal conputers 2%61, 2162, and 2163 to the SAM

bk 2 p : LS, .1 SSHE | I
15552 (irroPhPuiaal’ g PRelEEbAt oh SLER B qindfifhrey
03 .10 stores the key.information us f or
whPh AaRe FRREETp AT aPDH AT HogE RAREHT KETguah Hhg Tnternet
contracted with. Note that the contract between the
21 8¢e tog il e, eprfernads memer vo@9%nc| uded after issuance
of the I1C card 203 through the Internet 210 etc. 15:
St ep The3dncEyptienddpteyptiien unitcléSlemicaypts destem and
the personal conputer 205 to access the server 202
debrgpgls bherbpitedndata?10 and purchase a product, the
server 202 issues a processing request through the

I'nterggk gﬂt@ri&e thiei AR 6 Sivees2Bfie &Qt%ﬁﬂ?ecﬁg%r the

server 206 receives a processing request omt

rver .202, _it.ac t he personal conputer 205
p%ﬁ?%ﬁﬁﬁ“?hgfI%P r%§?52§ . Further, the processing
request for the I1C card 203 issued_by the card
r eadeF gy FPE 26@gexecutes later explained tasks based on

a predetermined program (program of the present invention)

' and executes an application program designated in accordance

with execution of the tasks.
FIG. 41 is a view for explaining tasks executed by
the CPU 267,

As shown in FIG. 41, the CPU 267 executes a download

‘task 270, system task 271, AP task 272, settlement processing

routine task 273, inter-AP communication task 274, and

inter-SAM communication task 275.

The‘download task 270, as explained later, pefforms
processing for downloading an application piogram from
outside of the SAM unit 209 through the SAM chip 208 to the
external memory 207.

| The system task‘271 is a task performing driver
management, operations unique to thé IC card 203, or other

processing.
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i's sent through the personal conputer 205, Internet

210, 25 and ASP server 206 to the SAM chip 208. - 110
Step ST235: The SAM chip 208, in accordance with the
processing request receiyve fﬁt step ST234, selects

the application progran1by the settlenment processing
routine task 273 and executes the sel ected

appl i el BR brokrdiR . fiert fsawpieut¢earprfharmively manages
application program any conmmunication perforned

thet woatdpin edt ithie RpgdriaEich piegiram3®edrby ,tia® 2, and
i nter-AP comuni cation task 274 as shown in the

2D P IRRE fHEIGa bRogrkh FeRPedt?23G rHaRiSAM By Rhe

208 outputs the results of execution of the

S3RP G tg% PLOY" AL U dé heve %V8£ SHex Arace outside

expl al above according to t e conmuni cat’l on
S}emag%% él:bwn'n FIG 34 and FIG 37, the

3%3? grans AP 1, AP 2, and AP -3 are

restricted fron1acce33|ng each other firewal ls, so

it i sAFosdomhe ipg Fffey drt: MbERi EhE] Sﬁ‘%PbgPaﬁQE’f repeives

being illicitly nonitored and tanpered with. Further,

a priccesedgid lreque stpreded-inige toc el d€niaxid 1230301’fr@ach:he

application program 20 Further, according to the

AGPTRRvedt P06, SyRéese€llendyt ipfoddd £Lind\Routine task 273

comuni cation task 274 shown in FIG 41 using the AP

o%ﬁ:‘&ﬁ%%”ﬁﬁbn%&%&@g%lﬁhe n£4imaeloh NG HE WA IR MPbnding

7 shown |n to performthe processing shown

pr ggcrag.tn% catd Ctlommm %%mat:.%%t X\ggfugggl in Q:thaq:n processing

request based on the AP selection data 231 shown in FIG.

38 and selects and executes the application progf:amé AP 1,

AP 2, and AP 3 corresponding to that AP identification

information.

The inter-AP communication task 274 manages
communication among the application programs.

VFIG. 43 is_ a flow chart fér explaiﬁing‘ the proceseing,
of the inter-AP communication task 274.

Here, the explanation will be given illustrating the

case of the application program AP_1 issuing a communication

request for writing data in the AP 2.

Step ST201:

When an application program AP 1 being' executed is sﬁes
a ‘communication request for wrif:ing data to AP_Z ,- the |

processing of step ST202 is performed.
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25 in a preallowed range. - 111 Therefore, it is
possi bl e to provide diverse services by

synchroni zation and cooperation of a plurality of
application progranms. As such a diverse service, for
exanpl e, there is the 5-adfdmatic selection of
application prograns by the settlenent processing
routi geepash2823 shown in FIG 41. That is, while the
same | evel of conputation content, for settlenent

pr OCegfiln Qoﬂ}uﬁﬁﬁﬁh%gohnré&EEEEWEQLuQ&OLQC Q'tepaﬁﬁ'%i' R4

o the issuer of the I'Ccard 203, If the type of

| C card, 203. t he corres ond g,
redgived Byh (RS dpbet B g ShsE PRt R i nedt
Ther ef or e, g regi stering the settlenent processing at
the | %8P §T2PRé sett | enent processing routine task
273, the type of the IC card 203 and the
cor r eSpenth e 28 ldommundicapiogr bask 27 buieds the inter-AP
automatically determned. Due to this, the |load on the

coamenipatioh dataapali edbwan ipr m'geamaeaanhe Jhaideyetse dad the
Further, according to the conmunication system 201,

aggaq%akhénlgkegqah!ﬁ@ 3t @afd cbmbAgc8¥beWith FREDRY 2
scranblfed by the bus scranble unit 262 of thé

SAM cggg Zgﬁ 50 shown in FIG 40, there is
confi Pi ?9 with respect to analysis fromthe
outside. Further, according to the comruni cation
syst elfren1 thepyntre-pForFPErBRicrting Fask, 24Aviudges at
communi cation task 275 shown in FIG 41, it is
sepsFERB3t bhat spemmeni¢rtpences Hqapildd odd Graht-esaphe
chip 208 to. other SAM chi ps. Therefore, when
processing of step ST205 while when it does not, it ends

the proceésing.

In this example, from FIG. 39, the application program
AP 1 can-commﬁnicate ﬁith the AP 2, so thé processing of
step ST205 is executed.

Step ST205:

Under the control of the inter-AP communication task
274, the application pr§gram AP 1 writes data in the inter-AP
communication‘storage area 233 shown in FiG. 317.

Step ST206:

The inter-AP comﬁunication task 274-notifiesrthe fact
of fhe data being written to the,application program.APPZ.

Step ST207:

The application program AP 2 reads data from the

_inter-AP communication storage area 233 in accordance with
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112 nounting the SAMchip 208 in a store server etc.
whi ch has to sinultaneously handl e processing
requests for settlement processing froma plurality
of term nal apparatuses, .dtjgg - possible to use the
function of the inter-SAM comuni cation 5 task 275 to
. mprove the settlenment processing capability wusing a
they matifp tisavraneiveshat migp 4‘%['40%5 a functional
bl ock di agram showi ng nore specifically the function
bl ockBugf tehdhdAM ciormmundgadiionn betweRinGth4) api(l ikmtion
shown i'n FIG 46, the SAM chip 208 is connected
pidogouagis AP _Intaerd AP 12U AW dd HHIH P I I6o MMilrdwl 1 HMNi s
interface unit 260, external nenory conmunication
donipAldftaee unit 261, bus scranble unit 262,
encryption/decryption unit 265, storage unit 266, and
CPU 2 ] f e dni 4ggﬁi . ' e
proce?glﬁn%éﬁgﬁ&&g& andrtlaut iecﬁ?i%g%?cl %Egbf%%ggiﬂ%gln FIG.
nit, 264 sho in FlI 40, are for exanple realized by
e EpgSsETAangs AR MFLOSBART [SFHRLS ATatiup the
exanple as shown in FIG 47, may al so connect the ] ,
ipted -SAM garpundeatipncta sl 2750 0f 3R M fhdpPndPBiputside
290 to an RF reception/transm ssion unit 292 outside .
ofif thd EABANA T 20 8288d sischuler ansiertedatamandtd hbe ifter-saM
card 203 by a noncontact systemthrough an antenna
cifidanichtibe Raskeoss! ioEn/thadn S Yhap Wolghk .292.
- Fourth Enbodi ment 25 This enbodi ment i's an enbodi nment

Corre§98ﬁd5n'9eﬁl8tghgofnm;ilxa is issued by the inter-SAM

communication task 275 of the SAM chip 208 to the inter—SaM

‘communication task 275 of the SAM chip 208x to request that

the SAM chip 208x execute at least part of the processing

" assigned to the SAM chip 208 when for example the processing

;oad of the SAM chip 208 becomes large aﬁd it cannot suitably
perform the processing.

Next, the ove£a11 operation of the communication
system 201 shown in FIG. 33 will be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step ST231:

The businesses 215 1 to 215 3 or a pari:y requested

" by these businesses produce application programs AP 1, AP 2,

and AP 3 for those businesses to perform processing for

_transactions using the IC card 203 on the personal éompute-rs
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13th to 16th aspects of the invention. FIG 48 is a
view of the overall configuration of the conmmunication
system 301 of the present enbodi nent. As shown in FIG
48, the conmunication systemg0l uses the server 302,
IC card 303 (integrated circuit of the present
inventig%%), card_reader/witer 304, personal conputer
23§51, _(Cappimt Al shoredpERG d3- server 306,
SAM (secure application nodule) unit 309, personal
conputS&ep 3I@B2: 3162, 3163, 3164, and 3165,

aut henti cation units 3171, 10 317_2, 3173, 3174, and
3175 fradt hpplicaltion prRyrainsSaP 19f avhe ,presenp 3 are
invention), and the ICE (in-circait emulator) 3I8 to

dONHTYA R G HAYUYHO eHe G e iR 3 0 {deVEI PP 0217 2,

custom ze software of the SAM chip 308, perfornr
rocessin ing the | r tc.

SIS Bra S R e s Rrlerrdy Lo g 6 Sna'Fie
tlS)serri conductor storage circuit of the present

&R iSO chdiy 288w chi p 308 (semiconductor circuit of
the present invention). The SAM chip 308 has a

sof t wiitepc§82Bgur ati on such 20 as shown in FIG 49.

As shown in FIG 49, the SAM chip 308 has, fromthe

| ower Thayaseiroikh& ssppar thayac, cagdHabGhar dwar e)

| ayer, OS |l|ayer, |ower handler |ayer, higher handl er

|ayerAsaQﬁowﬁpﬂhi§§bh0§6§A%he|§ﬁe§053 bitatn@r 4@ ca2a 203

The [ ower handler layer is a |ayer defining the - 114
sBbRESS Thi0 1Y HHIRA LU AP AL ATh o
business which the user has contracted with.

Note that the contract between the user and a business
may be concluded after issuance of the IC card 203 through
the Internet 210 etc.

Step ST234:

For example, when a user desires to use the personal

computer 205 to access the server 202 through the Internet

‘210 and purchase a -prdduct, the server 202 issues a processing

request through the Internet 210 to the ASP server 206.

When the ASP server 206 receives a processing request

from the sexrver 202, it accesses the personal computer 205

through the Internet 210. Further, the processing request
for the IC card 203 issued by the card reader/writer 204
is sent through the personal computer 205, Internet 21b,

and ASP server 206 to the SAM chip 208.
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20
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corresponds to the transport |ayer, network | ayer, and
data link layer in the CSI protocol. The | ower
handl er |ayer includes a driver layer. 5 The driver
| ayer is a layer performn rocessing relating to
the operation of the LSI.” The? hi gher handler |ayer is
a layer defining the processing dependent on the
appl i ctteporsTR3I®Yr am and corresponds to a | ayer higher
than the transport layer in 10 OSI protocol. Here,
the OFHAWMM iAW ASif Qddie-dddSd o idterend _pf&@essing
present. i nvention, the |ower handler l-ayer, driver

and. higpe er rrespgnd to the , .
JJse oner | ayer{%egi] {%256'%&%32%% ﬂ%/’nvséeﬁ o ‘%ﬁ% ?‘FT%LA?Q"“
|l ayer cqrresponds to the 15 third | ayer of the present
EERAERT &Y T H RGO T RAWRRRS 1 2gpFinan gk 273 and
programs AP 1, AP 2, and AP_3 defining the procedures
Fmcues dihe Feleokad REUBLRLIQRe@ToTRAR. conpani es
and ot her busi nesses 315 AP1, 315 AP2, and 315 AP3
shown Imn thieGex48uti®n ©f thaAP dppldicatilee gppigmad, Ghy
prograns AP 1, AP 2, and AP -3 and the higher handl er

- dowftin iddaft U0 Helab Ridaitudiam apd 1t dd tienld o dii¥ms is

(firewalls of the present invention). |In the software

, ' & 11 A5 it e AP | ines
HERTAML ML TR M0 AT Soniin il AR S i ishown
ent of §§ttle pgefessing using the 1 C 115
OCRE: S-or* i rectly operating the I1C

card 303 is defined by the |ayers of the higher
hand| &FePaydr36: o

The_SAM chip 268 outputs the results of execution of
the app-lication program tc the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
programs AP 1, AP_2 , and AP_B- are :f;estricted from accessing
each other by firewalls, so it is possible to prevent
application programs from being illicitly monitored and

tampered with. Further, it is possible to improve the

confidentiality of each application program.

Further, according to the communication system 201,
by the inter-AP communication task 274 shown in FIG. 41 using

the AP management storage area 221 of the external memory

~ 207 shown in FIG. 37 to perform the processing shown in FIG.

25

43, communicatidn between éppl;i.catipn programs is allowed

in a preallowed rangé.
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on down. The SAM chip 308 is connected wth the ASP
server 306 5 through a SCSI port, the Ethernet, etc.

The ASP server -306 i s connected through the Internet

310 with the personal conpytgrs 305, 3161, 3162, 3163,
3164, and 316 5 . The personal conputer 3161 is used:

by the business 10 315 APl of the application program
AP- 1 ERergfegepyithes padsdile tospranedpcdtrmse services
conmputer 3162 is used by the business 315 AP2 of the

byppinchtroon zpitdgna améP cobpexadiiond dfy at ipd uTANiGY ©E

308. 15 The personal conputer 3163 is used by the
applipasion3proftamef, t he application programAP -1
-executed by the SAM chip 308. The personal conputer’

3164 ps §§§ﬂ deivér§8f§t¥\@éfcegef&1: %?z[amﬁbvl\%l%@lles the

to devel op a higher handler [ayer

.| r_i.ncludi t he dri.ver |l ayer shown . in

S TR IS e R A

3165 is used by the manufacturer of the SAM chip 308, .
sehiiempent; RrossretRbe *aRdnsp & skl 373Upern Ag EFS. 41.

right to nanage the SAM chi ps 308 as a whole. 25 The
Thati hssswhilesthpl sageslarel ofid cemputAigse comdent for
- personal conputers 3161, 3162, and 3163 to produce the
sapplemahtoprpeagbing ARfferARg2inagdtAReméntN@rotocol

downl oad the produced application progranms through

at86ravh§epbi €RLi PYsuer of the IC card 203, if the type of
the IC card 203 is known, the corresponding application
program can be automatically determined. Therefore, by -

registering the settlement processing at the level of the

settlement processing routine task 273, the type of the IC

card 203 and the dorresponding application program can be

automatically determined. Due to this, the load on the
developer of the application program can be lightened.
Further, according to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FIG. 40, there is confidentiality with respect to
analysis from the outside.

Further, according to the communication system 201,

by the provisibn of the inter-SAM communication task 275

Shown in FIG.'41,_it is possible to disperse the processing

" load of the SAM chip 208 to other SAM chips. Therefore, when




16

15

- 20

25

units 3171, 3172, and 3173 to storage areas all ocated
5 in advance in the external nenory 307 through the
SAM chip 308. At this tine, the businesses 315 AP1,
315 AP2, and 315 AP3 are pgnties with no relation
wi th each other, so the storage areas in the externa
menory 307 to which the 10 application prograns AP 1,
napn2ingn$hAPSAY chipb208oim| @aslesre ayexr it ertimi .nedhiich has
advance. \Wether or not one has the right to downl oad
tbos behtansbas BgthAidle protesisingdrijuébes AWM sefitlement
308. Further, during execution of the application
pkbeakaihg ;€§oﬁpa1pl€€a£it§r@f Aaiaidde Jﬂﬂa@’ﬂdsﬁe&wlt is
restrict the transfer and view ng of data between the
jeat | rans. AP .1 P, and AP The . .
pBRRI LA LA L Bonllein ol A St sipBmpisayion
rog intQ the SAM chi p. 308 through the, 20 o
cRaRREAE! th: FORTONR: the7 SFUI BB HARCESRATA FEBGPESItY
custom ze the higher handler |ayer and | ower handl er
ugipdar a phoradihy efeSaM ¢biprkaglB.shown in FIG 49 of
the SAM chip 308 etc. Further, the software devel oper
315- SEIR=dodh| bada Aundbipnatiebkookndilagramr showihg mbee
SAM chi-p 308 through the - 117 authentication unit

sPaEOfi8atugt BALZLuRbLiGh BISckAYSE St @l idhilp ©0843hown
The authentication units 3171 to 3175, as expl ai ned :

ihofeE. pytually authenticate and produce downl oad
signature’ :

As shown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication
interface unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit -
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

.The SAM chip 208 shown in FIG. 46, for example as shown

in FIG. 47, may also connect the card I/F unit 291 connected

to the internal bus 290 to an RF reception/transmission unit

292 ouﬁside of the SAM chip 208 and transfer data with the

IC card 203 by a nohcontact system through an antenna 292a

~of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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verification key information etc. with the SAM chip

308 when downl oading a predeterm ned programfromthe

personal conputers 3161 to 3165 to the SAM chip 308.

The personal conputer 305, flo{ exanple, is used by the

owner of the IC card 303, t is, the end user. 10

The personal conputer 305, for exanple IS connected

13t Uegh 6 tderd speqtor toii)rthﬂsarpmntﬂtmla Dunb type card

reader/witer 304. The card reader/witer 304 realizes

for @I@PUE Wisr &l ehsy NG 6akirallCabhesgapdtignt f the

the physical Ilevel with the IC card 303. 15 The

el o QYRGS 30 e e LSS @ibdiMent .

response packets fromthe I1C card 303 are generat ed

and M unj t | - Ih e

card i%:%ﬁé?ﬂv\ﬁ tFteIF’ES ﬁ %géscgﬁg%nilo%g"u OL %g%m 385' uses

SP server,  .306 inte bet ween { hem onI y act

B P HE oA e bS8 e AL BRPL tlaf Ehe Reasent

_payl oad port| ons and rel ay the sanme. They are not
Siem)in oprel sredgpywohter 3@dcrppreemabicaeputer 305,

aut henti cation, or other operations in the IC card

AS@S.(aﬁpllﬁ.h:artiOhheehGEcalﬁrbciderbmildaﬂtrer ised siensecure

debuggi ng 25 a program running on the SAM chip 308. -

appd i ciPibn WHREAYPUAIRH S090Wa risdnEICoch@utidds bﬁe 1,
expl ained. 1C Card 303 The IC card 303 stores the ké&y

31 @f or 8§ 508 eifg 4”%%%?%&@5“ OLutREn8ELLte0E Mnits 317 1,
procéssi ng Usi ng-the S il

- 317_2, 317_3, 317_4, and 317 5 (authentication apparatuses

of the present invention), and the ICE (in~circuit emulator)
318 to communicate through the Internet 310 and devélop or
customize software of the SAM chip 308, perform settlement
processingrusing thé-IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SAM’chib 308 (semiconductor circuit of the present
invention) .

The SAM chip 308 has a software configuration such
as shown in FIG. 49. |

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the upper layer, an HW (hardware) layer, OS

layer, lower handler layer, higher handler layer, and
application (AP) layer in that order.

The lower handler layer is a layer defining the
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308. Authentication Units 317 1 to 317 5 FIG 50 is a
functional bl ock diagram of the authentication unit
3171. 10 As shown in FIG 50, the authentication unit
317 1 has a storage unit Q&_@nd processi ng unit
3511. As shown in FIG 50, the storage unit 3501
stores a SAMID, nutual authentication nmaster key
pogiossramigo moi] depemdlesdt @as tings tagip Ldeya tiimno pradgrem 16kd
15 The SAMID is identification informati on of the SAM
clirespdhdsTike GhéUatamspden lasaid ORetRskR 1508y, and data
information K1 is, as explained |ater, used for
19eRenalidlg ifitdal osau At on key information K2.
20 The access naster Key infornation KA, as expl ai ned

| at er nerating.downl.oad sijgnatur

ot or FRE; 389EE bR TRYEN0 sRRIRagR IR Ty
externS nmenory 307 The access master key information
KA is EdeﬁPSFw&FWEH ﬁécés%éﬂ?rfBF”JSWHFB&dPﬁQCFGSFHQ
external nenory 307 25 programof the AP |ayer. of the
redribiade tor ithet ghergticme of the LSIAM chi p 308 -shown
in FIG 49. The processing unit 3511, as shown in FIG
50, h¥beahfigheal hautihert Lagkirohisuai Lagbzldafdndagnichad
processing unit 3531. 5 The nutual authentication unit

p2oébssingSaepRndantt Gn thht appAR ARWBLORHBTath RMEIN am

to the external menory 307,
corresponds to a layer higher than the transport layer in

0OSI protocol.

Here, the 0S8 layer corresponds t¢ the first layer of

. the present invention, the lower handlex layer, driver layer,

and higher handler layer correspond to the second layer of
the present invention, and-the AP layer corresponds to the
third layer of the present invention.

The AP layer includes the application programs AP 1,
AP 2, and AP _3 defining the procedures for use of the IC
card_303 by credit car& compapies‘and other businesses
315 AP1, 315 AP2, and 315 AP3 shown in FIG. 48.

In the AP layer, the application programs AP 1, AP_?,
and.AE;B and the higher handler layer are provided.befween
them with firewalls FW (firewallé of the present invention).

In the software configuration shown in FIG. 49, the

AP layer defines processing specific to each business, for

~example, the content of settlement processing using the IC
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encrypts the SAMID as plain text using the nutual

aut hentication master key information K1 to generate

the nmutual authentication key information K2 and uses

t hat nutual 10 authentica;if? key information K2 for
mutual authentication with the SAM chi p 308. The

downl oad processing unit 3531, when downl oading a

A% 34 + Fhehpregessiny flenolir 8O0y apeiatvimg rthel ¢ card
52, encrypts the SAMID as plain text using the

M3 ess dmfiaid 1oy ke | Td P r@ o O N RSP f1dPC1layer
downl oad key information K -DA. Further, the downl oa

9 EsHsi ng unit 3531 uses the downl oad key

information K DA to generate t he downl oad signature

i nfor t AM h| 08. The

aut heﬁécgtall%%ﬁﬁk ?85231%2‘: c?'%lefg "a"?ze i gEFEE” 306
he s e above expl ai ned aut hent i catl on unit '

m%@\%f] Rpt 'extgfﬁ)lieai‘etlfﬂf"c'orﬁ%t of the access

mast er informati on KA differs for each

aut heﬁ’thiec Pofegier. 3PFGLs5gonseqtédnthiongh thecknternet
di agram of the 25 authentication unit 3174. - 120 As
3Jifowri tin tHeGpeaSiortdie cushetiirsc #G50N 318 11,3644 hasws 3,
storage unit 3504 and processing unit 3514. As Shown —
315 Ml ,Gane3.31te1& storage unit 3504 stores a SAM I D,

mufual aut hent"' cation nmaster key information Kl 5

and a@ﬁés h%ﬁ Kehplb HRE QN §Au%g%r§ e S%?ness

| D, rrutua aut enti cation naster

3%9_1&&0S%Stﬂaség?éli‘c?é’tiéﬁ UBLon A§A1 executed by the SAM

chip 308.

The personal computer 316_2 is used by the business
315 AP2 of the application program AP 1 executed by the SAM
chip 308.

The personal computer 316_3 is used by the business

315_AP3 of the application program AP 1 executed by the SAM

- chip 308.

The personal computer 316_4 is used by the software
developer 315 MID able to develop a higher ﬁandlér layer
and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316 5 is used by the manufacturer
of the SAM chip 308, that is, the software 'd-eve_loper 315 _sup
having the right to manage the SAM chips 308 as a. whole.

The businesses 315_APl, 315 AP2, and 315 AP3 use the
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the sane as those expl ai ned above. The access naster

key information KMis key information 10 for

downl oadi ng a program of the higher handler |ayer and
the | ower handler layer including the driver |ayer of
the software structure of f# & sAMm chip 308 shown in

FIG 49 to the external nenory 307 or SAM chi p 308.

féespnatesshpgtenst 38617, 356SApvanidn3fé @ 63, pP88ucdSthe

a nutual authentication unit 3524 and downl oad

PLLEStIEn pHbdramshr Me Afitual, ibRent heat HBQn!th the
3524 is the same as the nutuaf authentrtatlon unit

Produddf) Qﬂ)\%ﬁgcéglgﬁ %r %tam% ‘x\@lé . gl?n ?Logﬁgt?{::{]gatlon

unit 3534

FLEh et ?%itfﬂﬁgt%‘héi%%éésaﬁ%%‘% i geyrea

information KA to generate the downl oad key
IhiAtTRRGO R K exdennal; memgswn BO3d throvebsithg &AMt chip
3534 encrypts the downl oad key information K -DA as
IH&in text using the access 25 master key information
KMto generate the downl oad key - 121 information K

-DM  Mextthisheridmnlad BusicRssd0 318 AR53481UsePd Nand
downl oad key information K - DNIto generate the”

T | | t he
S%rﬂﬁﬁ)%%{@ﬁg% (gmg{Sq?&s a functl gﬁgﬁ{nb%;c dé}g%]!r; am

fa thentlcall uni_t 3%ﬁ§§ As sho n H
tq‘ne autrhzfaﬁ iCat 1 on unq} ﬁ‘f? gﬂ%’} Sthe
q_ roceSS|n% unit 351
ication programs AP 1 ‘AP 2, and AP _ 3 can be downloaded
are determined in advance. Whether or not .one has the right
to download to such a storage area is verified by the SaM

chip 308.

Further, during execution of the application programs

AP 1, AP 2, and AP_3, the firewalls FW restrict the transfer

and viewing of dafa between the application lprograms AP 1,

AP 2, and AP 3. | |
The software developer 315 MID downloads a

predetermined program into the SAM chip 308 tl_'lrough the

authentication unit ;3_1'7_4 in accordance wi_th need to

.customize the higher handler layer and lower har_xdler layer
including the driver layer shown in FIG. 49 of the SAM chip

308 etc.

Further, the software develcper 315__SUP__downloads a

predetermined program into the SAM chip 308 through the
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7 to geneéer atpertsﬁ)é‘a

As shown in FIG 55, the storage unit 3505 stores 10

a SAM I D, nutual authentication master key information
KI, and access master key information KA, KM and KS.
The SAM I D, nut ual authen[i%ggign mast er key

i nformati on K1, and access ter key information KA

and KM are the sane as those expl ai ned above. 15 The
authentigataenkupiknBdFnht konckStomikkealkl@yof the layers
information required for downl oading a program of the
§howhayar Fo&.t he . sof tware structure of the SAM chip

308 shown in FIG 49 to the external nenory 307 or SAM
chip 3f8e adthifed¥CASHNGnitS 33919, té%g‘gzo%f]glr% e’ik&‘ained ‘

55, has 20 a nutual authenticatiom unit

0 ' pit. 353 5. The nutyal )
£OL0E DAL B ilentIEh 2 °rd mebifct. diint on gipmature
authgnti%ati n unit 3521 shown in the above-nentioned
¥ tEqatien JorBatisnoeES it tihe §3Y chipyRQP when
-downl] oadi ng 122 a programto the external nmenory 307,
RWrlRARing ¥|Predetermipedproghan SilbhDthe peabanal
text using the access master Kkey information KAto
o e es t 36 dbwhbd 0316 kBytd nElne AN ochifl @8 . Next, the
downl oad processing unit 353_5 encrypts the 5 downl oad
key i nfi Pdrsphdd -ddsedd aids | edy Usldipidie C683d by
ad key

master key information KMto generate the downlo

. ' - ‘ oad pr,ocessing_unit
- 4y %ﬁ%f%@h@'\‘ccb\%ﬁ% o% k% A h%nerllfi- L s

3535 encrypts the formati

| ai n Lext using the agces ster k i nformati on K
p '.'[Ihe e q compuq:er 30@3, for e:% ple, is connegted

- through a serial port or USB port to a Dumb type card

reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC caz:;d 303.

fhe operétignal commands to the IC card 303 a_.nd the

response packets from the IC card 303 are generated and

analyzed at the SAM unit 309 side. Therefore , the card

reader/writer 304, personal cdmputer 305, and ASP server
306 interposed between them only act to store the commands
or .résponse contents in tﬁe data payload portions aﬁd relay
the same. They are not involved in the enecryption or
decryption of data, authentication, or other operations in
the IC card 303.

Farther, the ICE 318 is an emulator used when debugging

a program running on the SAM chip 308.
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8 UBheRRRCSaPabutiRea tady Pu est i crea by the 10

10 downl oad key information K -DS. Next, the download
processing unit 3535 uses the downl oad key
information K -DS to generate the downl oad signature
information and transmits this to the SAM chip 308.

In the present enbodi nent, THEU%UThentlcatlon units

15 3171, 3174, and 3175 store information in the

st or age Neitt,s thz0 bomphiven taNGh3weo inh FEcSe QW &ilhaba
When these units are destroyed by outside factors or

f QrgAdioRRN, this is detected by a detection unit and
the information stored in the storage units 3501,

350_4, 3pd §%535 deleted. ..20 SAM Unit 309

[Extern&——ﬁéwa&y—éO?l FIG 57 is a view for explaining

t he Stor% e_areas . of the external nenory 307. As

shown i ARl &C §¢rdi O35 85rxgs §P§a§e&f1?ﬁ§r@ﬁ¢éPﬁaPtc

25 nenory 307 i nclude an AP storage area 3201 in which

t RecesERIY Appl tbat sehtpeognbinprfcdssing hesbusgi thes SAM chip |
3151 is stored, an AP storage area 3202 in which the : ;
appBi.cati on program AP-2 of the business 3152 is 5
stored, an AP storage area 3203 in which the

-appl i capiieReAt98hBALAPURieE BHe Bugbngsy § 3153 is

stored, and an AP managemnment storage area 321 used by

the mangggr 8h EQeasﬁNkSE%BK%QS?lzgﬁ 8?3% 3281the

progran1AP 1 stored In th orage

firewall EW1.
) As shown in FIG. 50, the authentication un:.t 317 1

has a storage unit 350 1 and processing unit 351 1.

As shown in FIG. 50, the storage unit 350_1 stores

a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key information K1

is, as explained later, used for generating mutual
au—thentication key information K2
The accéss master key iﬁformatioh KA, asrexpléined
la‘te'.r, is qsed for generating doﬁnload signature information
.usecvl when downloading a program in the external memoxry 307.
The access master key information KA is key in‘formation :
nécessary for downloading to f.he external memory 307 a.

'progra-m of the AP layer of the software structure of the



10

15

20

25

The application program AP-2 stored in the AP storage

area 3202 is conprised of a plurality of program

nodul es. Access to the AP storage area 3202 is

restricted by the firewall EW2. 15 The application
program AP-3 stored in the-AR1Sterage area 3203 is
conprised of a plurality of program nodul es. Access

t h r r 34bS restricted by the
f??gmghég §b§ gggwahgﬂpg’ggentbenbodlnent t he above
prograq%nndule 20.1s the m ni mum unit. down| oaded for
exanpl e ??oﬂf?ﬁﬁsﬁb?glﬂﬁlt of 21t B Thewn 3o ¥EGt 020, has
external nmenory 307. The nunber of the program
n%dﬂ*%%a¥oﬂ?ﬁh@ﬁ%&&#ﬁ%&ﬁﬂqqxﬁ|3ﬁ2_§regﬂadpvahoabeproce551ng
freely determ ned by the correspondi ng busi ness.
FamiheB53the application prograns AR 1, AP 2, and AP 3

25 stored in the external menory 307 are scranbl ed.

They arend gthtulesatashitedathen ead 3sat 9 the s'iﬁM:‘E tl'nDFIc:..
308. Further, the application programs AP'l, AP 2,

3w L h S
g?%l l%%%z‘; éhd ugﬁﬁgﬂ#ﬁgqbe%ggng %%h%% ﬁS&ory 307,

Fepele 1i‘%urougm SR IF‘B’E Gasng deg‘sg(‘?‘éﬁ%l

nB_r%/ntSW Access to t he AR managenent storage area
A TREIPR 1B BS* ( FRY finkamratizg KL Nep cgenpratqcthe
firewalls FW1l, FW2, FW3, and FW4. 10 correspond
el ptheaticatiosHosy infoERGtiss KThadARses that mutual
managenent storage area 321 stores the AP ‘
authentication key information K2 for mutual authentication
with the SAM chip 308.

The download processing unit 353_1, when downloading
a program to the external memory 307, as shown in FIG. 52,
encrypts the SAM ID as plain text using the access master
key information KA to generate the download key information
K DA. Further, the downlocad pfocessing unit 353 1 uses the
download key information K_DA to generate the download
signature information and transmits it to the SAM chip 308.

The authentication units 317 2 and 317 _3 are
configured the same as the above explained authentication
unit 317 1. However, for example, the content of the access
master key information KA differs for each authentication
unit.

FIG. 533 is a functional block diagram of the

authentication unit 317_4.
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i nt er f adBERTTRBHAS

managenent data 330. The AP nanagenent data 330

i ncludes for exanple the SAMID, nutual

aut hentication key information K2 (or nutual 15
authentication master key information K1), and

downl oad signature verificatidf® key information K DA
KDVM and KDVS. Here, the downl oad signature

verificad adhdedy idfEIdREDON ¢hd Vi dredSed £ ’Iﬁii@”sl'? 4

for verifying the legiti macy of the si gnatu(rje

| t [ e 20 domnloa e

e Ettﬁ%’ﬁf@e‘i\ﬂﬁﬁtﬁdﬁf%& ESRATUIE WY 1%kt on

key i nf |on . ey . nformation for

verifyi °°T'bg11‘t %xgélty%é tihe Starags enid A5t gitores
gener at ed u3| ng the downl oad key |nforrrat| on K -DM

2% FRLIRmroddad geshenticetirncansbarkbyyi hbomaatbon K1,
125 K _DVSis key information for verifying the

| @gid ianrgspmagter degnatnfiematiomrma andjaper at ed

usi ng the downl oad key information K _DS. The

downl oad'hei @AM UDE WRYthdailC ahitbRrita\-aitibal Wikt 12y S
key information used for si gnat ure verification

PaireRit e dad Rdid Wdled)t 92 TrBUMIS, |
through thle SAM ‘chi p 308 to the ext ng rrerrﬁ-:lryméb‘}{A are

(Lﬁ]th@fgn fg'% Sad wgtional block diagram

of the RO W Ee 48. As shown in

8 has an ASPS communi cati on
FlG 58,1 he SAM chi %gfglﬁapép. ion KM is key information

for downloading a program of the higher handler layer and
the lower handler 1ayer inclu&ing the driver layer of tﬁe
SOftwafe structure of the SAM qhip 308 shown in FIG. 49 to
ﬁhe external memory 307 or SAM chip 3b8.

The processiné unit.351_4,las shown in FIG. 53, has.
a mutual authentication unit 352 4 and download processing
unit 353 4.

The mutual authentication unit 352 4 is the same as
the mutual authentication unit 352 1 explained in FIG. 51

The downloaderocessing unit 353_4, when downloading
a program‘to the externa; memory 307,has shown in FIG. 54,
encrypts the SAM_iD as élain text ﬁsing theé access master

key information KA to generate the d0wnioad.key information

- K_DA. Next, the download processing unit 353 4 encrypts the

download key information K DA as plain text using the access

master key information KM to generateé the download key
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communi cation interface unit 361, bus scranble unit

362, encryption/decryption unit 363, storage unit

364, and CPU 15 365. The SAM chip 308 is a

t anper-resi stant nodule. The ASPS comuni cati on
interface unit 360 is an interd@ace used for input and
output of data with the ASP server 306 shown in FIG

48. O The ex%ﬁ&ﬁﬁ connunlcatlon interface

Lu%% W t §be §eﬂ°?6%°?ﬁﬁ%¥°%ﬂﬂSba@pﬁtl%f353 4
data with the external menory 307. The bus scranbl e
uiises3dhes doydicas dayp diinfpama tieh K O rnigegeiatputthe
data when inputting and outputting data 25 through the

. excemigadieignp tooeninifoainati onnhadf eanshits-i€26o the SAM

361. The encryption/decryption unit 363 encrypts data
arthipdgogypts encrypted data. The storage unit 364
stores data used for the 5 processing by the CPU 365.

The CPUg3g5 egeegtssftQEtauaaRfB&%%i'a X%Fg%he

executlon of "an appl i cation progr am by t

3 S edeterm_ned progrant(prograntof the
p%%gg% 1ﬁ€ent o%f %'%ﬁ ke form of tasks etc. 10 The

CPU 365, for exanple executes a downl oad task 365a
for perfSr BPAYPPLBCELE ng5s othgonHtBaRLAgabiogr apit 317_5

nmodul es through the Internet 310. Next, the downl oad
opesati storhrgepnpdtadthpduassl pyoce331ng unit 351 5.

As shown in FIG. 55, the storage unit 350_5 stores
a SAM ID, mutual authentication.master'keyrinformaﬁion Kl;
and access master key information KA, KM, and KS..

The SAM ID, mutual authentication master key
information K1, and access master key information KA and
'KM are the same as those explained above.

The access master key information KS is the key
infotmatiOn required for downloading a program of the 0S8
'lgyer of ﬁhe software structure of the SAM chip 308 shown

in FIG. 49 to the external memory 307'o¥ SAM chip 308.

The processing unit 351 5, as shown in FIG. 55, has
a mutual autheﬁticatién unit 352;5‘and download processing
uhit 3$3ﬂ5,

- The mutual authentication unit 352 § is thehsame as
the mutual adthehtication.unit 352_1 shown in the
above-mentioned EIG. 51.

The download processing unit 353_5, when ddwnloading_
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t he downl oad task 365a of the CPU 365 will be

explained. 15 FIG 59 is a flow chart for explaining

that downl oad operation. In the foll ow ng enbodi nent,

the explanation will be given of the operati on when a

busi ness 315 AP1 downl oads - p¥23r-am nodul es of the
application program AR- 1 shown in 20 FIG 49 anﬂ

FI _ 01. e I uter 3161 sho
e ARG et o e R R T R e s S

G™ 48 transmts ad~requé esi g

t he modyl e na ach rogram nodul e to be

aSHTIRTE L fiE T S | Y P Zprt Atfogss master
1-through the authentication unit 3171, Internet - 127
3keY AvpormalirnsBi, tepaeam 31 $heodowalsal by pisO@rmation
Step ST302: The nutual authentication unit 352 1 of '

t e Ddr.oNex$i, njhendewgbddd girddes sintdhentitc 36806 &Rctypts the
3171, as shown in 5 FIG 51, encrypts the SAMID as

pain Loaxt kegi s hAfta bLbAH DAAHENSTY 1 £ Ald AN ukBHGCEhKSYccess
information KI to generate the nutual authentication

K 8% sit@frO et 1% Jfna tSlP ¥ 393 ;gen&%a@ét Y3)e dfdml}rﬁatd key

authentication unit 352_1 of the processing

33hkofhaliBaAR! BN ERE] CBhUNilu il da RELLAL IR SULHA: 353 5

aut henti cati on—w th the'downl oa S
ARPRENPIECAER 5 SR oAk frtar P Re HQBHo RaPMy ot dedp toxt
ST302. Step ST304:
using the access master key information KS to generate the
download key information K _DS. Next, the download processing
unit 353 5 uses the domload key information K Ds t§ generate
the download signaturé information and transmits this to |
the SAM chip 308. -

In the present embodiment, the authentication units

31'7___1, 317_4, and 317_5 store information in the storage

units 350_1, 350 4, and 350 5 in a secure state. When these

units are destroyed by outside factors or forced open, this

is detected by a detection unit and the information stored
in the storage units 350_1, 350_4, and 350 5 is deleted.

SAM Unit 309

[External Memory 307]
' FIG. 57 is a view for explaining the: si;orage areas
of the exte;r:lnal memory 307.
As shown in FIG. 5;7, the storage areas of the external

inemory 307 include an AP storage area 320_1 in which the
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15 When the nutual legitimcy in the nutual

aut hentication of step ST303 is confirned, the unit
proceeds to the processing of step ST305, while when
not, it ends the processing. Step ST305: 20 The
downl oad processing unit 3531128 4 he processing unit
3511 of the authentication unit 3171 shown in FIG 50,

a i.n. FILG 52 rypt he SAM I D as_pl aj n text
ASFRIYRLb Roqitn HLALPE 0 A ER 1P et dered,
the downl oad key information K -DA. 25 Step ST306: -

128 AMhetedRdoodrest 2k g whichsdhe appl idation program
downl oad key information K -DA generated at step ST305

t 8Pg@nefatthe theidmad G ¢ dratatcrdd)f @NTHE QoGP area
ST307: 5 The downl oad processing unit 3531 transmts

t Be0_gown| whilchi gatappa i i (01 pirogy r@@n AbaBedraths tiiPs iness
ST306 to the SAM chip 308. Step ST308: The downl oad

task 3698 stoiba, CBMU 36D 29 mtapt%géﬁ%‘i‘:hgﬂor; 33Q§e§h§’£\f used

in FTG 58 uses the downl oad signature veriTication

Ikﬁ¥' itﬂfao[nggg?gg__hgfgg_@ﬁs%ggj&n Flgg 57 to judge the

egi timacy of t Si ﬁﬁ’a ure information

recei ve,g at_ st g ST307. At this tinme, the downl oad

task 3653%] SFHLPMPTUTRAN ML 4oxSe hRsthRAP storage
made at _the AP | ayer based on the 15 nodul e nanes - '
raEepvéflal ifepomnbiedmef spaiutakithef program modules.
Access to the AP storage area 320_1 is restricted by the

firewall FW__I .

The application program AP 2 stored in the AP storage

area 320_2 is comprised of a plurality of program modules.

- Access to the AP storage area 320_2 is restricted by the

firewall FW 2.

The application program AP 3 stored in the AP storage
area 320__3‘ is comprised of a plu_rality of program modules.
Access to the AP storage area 120_3 is restricted by i:he
firewall FW_3 .'

In -the present embodiment , the above program module

is the minimum unit downloaded for example from the ocutside

. of the SAM unit 309 to the external memory 307. The number

of the program modules forming each application program can
be freely determined by the corresponding business.
Further, the application programs AP 1, AP 2, and AP_3

stored in the external memory 307 are scrambled. They are




16

15

20

25

downl oad signature verification key information K DVA.
Step ST309: If it is judged at step ST308 that the.
downl oad signature information is legitimte, the
task proceeds to 20 the processing of step ST310,
while if not, it ends the -pdddessing. Step ST310: The
downl oad task 365a of the CPU 365 of the SAM chip 308

shewerbAbikd whenSResd 8% o REcAYARES bngolg,e ext er nal
25 nmenory 307 correspondlng to a nodul € name

ﬁﬁ%%ﬁ%&a@%%%w@% KRR o o R e A_3

received fromt personal conputer 3161 to that

spEBr  F2Y SXAPR § orredeced ey fde Rwomeses N&d, 315_2,
t hat when the software devel oper 315 M D 5 downl oads

pPBgr dkPnddurésgothenpelisghel kamplhéerisaBa6_and 3Lo@er and
handl er |ayer shown in FIG 49 to the external nenory

38¥6_3at sboep $B3636.tHe dadnheaddseyloatiedmhirenghk tRM SAM
is generated by the routine explained using FIG 54.

Ushily BOBSto 8heSkRReShadbmehBeydauynl oad signature
information is 10 generated Further, at step ST308,

in the QAMEH P65 308 APSnad? n%%% §%<gp§<3éllr§rle_?€‘32]57ls

verification key informatio

Aot REFotSRRY | e CEFPRRPE Blefopor 315 SUP downl oads

15 a progran1nDduIe of the OS layer showmn in FIG 49
to the N8 et thentirsorllatFWikp BU306, FWh3, and FW_4

routine expl ai ned ,
correspond to the firewalls FW shown in FIG. 49.

The AP management storage area 321 stores the AP
management data 33-0.

The AP management data 330 includes for exampleé the
SAM ID, mutual authentication key information K2 (or mutual
aufhentication master key ihformaﬁion K1), and download
signature verification key information K DA, KDVM, and KDVS.

He.re, the download signature verification key
information _K?__DVA is key information for verifying the
legitimacy of the sir_.lyhature informati‘oﬁ generated using the
download key information K DA.

The download signature verification key information

K DVM is key information for verifying the legitimacy of

.the signature information generated using the download key

inf ormation K DM.

The download signature verification key information -
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.application prograns

using FIG 56 is used to generate the downl oad key

information K LDS. Using this, at step ST306, the ,

downl oad signature information is generated. Further,

at step ST308, in the 20 SAM chip 308, the downl oad

signature verification key - i¥%rimati on K DVS shown in

FIG 57 is used to verify the download signature

i & @At e £ devel.opers 315 MD

and 315 Sugceggﬁhﬁsi t é%c@%%’?gg e)}:%%nflc?r%gatﬁuba}gy of
0 Load 25.the_program nodul e of the AP | ayer

F SnbnSIGHRERE ERentnoRs O GoERoted Fring tipelownioad key

sof t war e devel oper 315 SUP can use the access naster '

ka§ER '5h%EA and KM to downl oad program nodul es

of the higher handler |ayer and | ower handler |ayer’

to. theThgtdpHaloadnsignagnreNyeriftiiketppackeyi Agfbamation

a transaction using the 1C card 303 by the

CoATIRY datfioomadiisinens 861 eh edgniaturkGre A8F i ¥4 £ oW Serformed

explained. FIG 60 is a view for explaining the

owReal Honpgbakiiag tHa®f pibg e HeALGal kARoSYa! §Hk3 ip
shown in Pl ags S?epPST§31: B thaoah %%19&%8‘ chip

9,8, Gkl by b nessss o

busi nes. t er processing for 15 transactions

usi ng tﬁ%ard&%g?dggég]on t he personal conputers 3161,

3162, and 3163 shown in FIG 48. At this tine,

down| odit§r ot s Agferptarned biral diayram of the SAM chip

BOBjshown in FIG. 48.

| As shown in FIG. 58, the SAM chip 308 has an ASPS
éémmunication interface unit 360,.external memory
communication interface unit 361, bus scramble unit 362,
éngryption/decryption unit 363, storage unit 364, and CPU
365.

The SAM chip 308 is é tamper-resistant module.

The ASPS communication interface unit 360 is-an
interféée used for input and output of data with fhe ASP
server 306 shown in FIG. 48. |

-The external memory communication interface unit 361

is an interface used for input and output of data with the

7 external'memory 307.

VEhe bus scramble unit 362 scrambles output data and

_descrambles input data when inputting and outputting data

through the external memory dommunication_interfade unit
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59 is perfornmed. Step ST332: 20 The application
prograns AP 1, AP 2, and AP -3 are downl oaded through

t he authentication units 3171, 3172, and 3173 fromthe
personal conputers 3161, 3162, and 3163 to the SAM
chip 308.. At this tine, théiﬁybdéssing expl ai ned

using FIG 56 25 is perfornmed. - 131 Step ST333: The
us@&l.is issued the I1C card 303. The I C card 303 stores .
the key information used for transactions with a

busi neSS'hwhéﬁhgg?%i%%eﬁé?ﬁ%Q%r i gdagy éxbcr.g%ég data and

that the contr bet ween e user and a busi

) oncl ter, i ssuance of the I1C card 303
t%ﬁm@ %%#g-gte%f £

t he er net etc. Step ST334: 10 For
exanpl e, ., when a user desires to use the persona
conput ef P05 tpgage ued & Be4s stpsesadatenpsaghoke the
Internet 310 to purchase a product, the server 302
| B¥QEes81pPgobys $heg CPUe@6Sst t hrough the Internet 310
to the ASP server 306. \Wen the ASP server 306 :
recei ve¥ha QPUCE6Si egereteesivaribubr protbessngVehc3@ding
it accesses the personal conputer 305 through the

| akecneioRldE anlapPelicathen P spst BY €584 chip 308 Based

| C card 303 issued by the card reader/mwiter 3047 is
Séfta f)héﬁgggrﬁlﬂﬁea%% QB%B‘E% c?to %helﬁeesrenneé i%]\?%htion)

in the form of tasks etc.

The‘CPU 365,.for example, executes a download task
BGSa for performing processing for downloading program
modules-through the Internet 310.

Next, the download operation of program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that download
operation.'

In the following embodiment, the explanation will be
given of the operation when a business 315;AP1 downloads
program modules of ‘the applicatiocn prqgram AP _1 shown in
FIG. 49 and FIG. 57,

Step STBOI:

The pers‘dnal computer 31'6_1 shown in FIG. 48 tfansmifs
a download request designating.the module name of eaéh
program module to be downloaded gompri;ihg the #pplication

program AP 1 through the authentication unit 317_1 , Internet
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. comuni catl on system 301, as explained earlier, the

and ASP server 306 to the SAM chip 308. 20 Step ST335:
The SAM chip 308, in accordance with the processing
request received at step ST334, selects an application
program by the settl enment processing routine-task and
executes the sel ected appl rcaZ¥on program 25 Step
ST336: 132 The SAM chip 308 outputs the result of _
exe0)tAsp ebrvbbesapp! haat e PLOOELSMLE 5BR ARDp 308.
server 306. As expl ai ned above, according to the
conmmuni. | stem 301, by the authentication units
3171, é%?é,q%£%§£5 3173 hol ding the access naster key

i nf or i on KA _.the authentication uni 17_4 hol ding . |
the acctld? T aﬂ‘ésenFﬁFﬁFi‘rﬁf‘iW*k%ﬁgtjr@f the processing
aut hentication unit 3175 holding the access naster
KeRitndetnht PENths, auklengicakpeni weit aBbVel, as shown in
perform ng processing for downl oadi ng a program nodul e
tHLIGO0 Ghe emcirypicd thenSAY I07asipldoor disst pesisigithet putual
downl oad a program nodul es in accordance with rights
wvElen i cRELONH dAAS et kEyt DRESHHAVRSE K1 ELA! §8NeEROWNthe
in FIG 49. Therefore, it is possible to prevent an
URAMAD A e ReL EX i bh 0kRY | LA B Lh e 3G RpOI ng or
tanpering with program nodul es 15 to be executed by

the 'S i . Further, according to the

aut hentication units 317, 1, 3174, and_ 3175 store .
i nf or metIORYEHaS dubipntication wnde3820l K ths Psocessing

3501, ' 3504, and 3505. ‘When such a unit is destroyed.
unit 351 1 of the authentication unit 317 1 performs mutual

authentication with the download task 365a of the CPU 365
of the SAM chip 308 using the mutual authentication key
information K2 generated at step ST302.

Step ST304:

When the mutual legitimacy in the mutual

‘authentication of step ST303 is confirmed , the unit proceeds
. to the processing of step ST305, while when not, it ends

the processing.

Step ST305:
The download processing unit 353 1 of the processing

unit 35;_1 of the authentication unit‘317_1 shown in FIG.

50, as shown in FIG. 52, encrypts the SAM ID as plain text
using the access master key information KA to geénerate the

download key information K DA.

Step ST306:
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20 by an external factor or forced open, this is
detected by a detection unit and the stored
information in the storage units 3501, 3504, and 3505
is deleted. Therefore, illicit use of the key

i nformati on used for downl eadisg-to the SAM chip 308
can be avoided 25 Further, according to the

301, 133 why SAM chip 308
_882“33? Ie <8 ;grc‘,?cgﬁ,ﬁr}%aqq:gn tjﬁf o the glgwnload

dat a transfer‘or V|emﬁng of data and codes betmeen

aFpYi tafrenabiegr BoBAi gepezptpdt a§ 5FePh8TRPPeka penerate
FW1, FW2, and FW3, illicit interference or

t thpedpugloptdhssghhtupgeodeformgtabneach application
program by another application program can be
prevent®tep FeT80RE, it is possible to enhance the
secrecy of each application program Further,

aCCOTdifﬁbt&b&HEQQQH?PBéSQEiQQ axstess301, trQMsmlts the
configuring each appli catlon program by—a plurality of

[ m_ opdu SSIb e Qa '
SoBhATLIBAGRy LhebtalRIShoLEnbl 1AM 000LEE FiS0s o
accor di ng to th conmuni cat i on systen1301 by

e vk ng fﬂe3ﬁpghly confidential key information

used for operation of the IC card 303 in addition to

t he usudtepr 18T3@8anbl ing and storing it in the

external nmenory 307, it is possible to inprove the

securi tEhé elminldad hmdie\B65anbdr theéi CPU F65 tderthe SAM chip
according to the Internet 301, the application

PEPD sHOWrADn BREUES €5 Wil QBwADdad it anmﬁeatmn
accessi ng codes by the bus scranble function, so

key information K _DVA shown in FIG. 57 to judge the 1egitimacy
of the download signature informatioﬁ received at step STBO'? .

At this time, the downloéd task 365a judges if thé
download_ request has been tﬁade at the AP layer based on the |
xﬁodule- names received at step ST301 and specifies the
‘download signatﬁre’ verification key information K DVA.

Step ST309:

If it is judged at step STBOS that the download
signatﬁre information is legitimate, the tétsk pi:oceeds to

the processing of step ST310, while if not, it ends the

+ ' processing.

25 -

Step ST310:
The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 specifies the address in the external

memory 307 correspo:_lding_ to a module name designated at step
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is possible to prevent an application program stored

in the external nmenory 307 frombeing illicitly

anal yzed etc. while processing of the SAMchip 308 is
halted. FIG 61 is a functional bl ock diagram show ng
nmore- 25 specifically the fupggion bl ocks of the SAM

chip 308 shown - 134 in FIG 58. As shown in FIG 61

the SAM chjp 308 is connected through an internal bus
396 HoPy et apy dhemmndele imanagenant datahiq aggodownloads
external nmenory conmunication interface 5 unit 361

e programanodul e 38eiormsd Fpomobiie geananadncompiter 316 1
365, storage unit 364, and CPU 366. In the SAM chip

38 howspdrif {ed Glddfads el @steSiVindnboy G07.

62, it is also possible to connect the card |I/F unit

391 CORRAG! QGhaltO Wit 1L N tliS W10 F1slQurp

reception/transm ssion unit 392 outside of the SAM

i.n 4308 n nsfe it.h the .| F [ 0 a
St WedaAl ol i e i SUAITRE Myl ana
reception/transm ssion unit 392, The present |nvention :
i lhI"“i"l‘i‘i §dif"é’ef‘h§ﬂ858v?e“ ’?L%Ge% z!h"ng SefbbaF RRhtmemeTyY
For exanple, in the above_ explai ned enbodi nent, the ]
SAde &t iR ANy pivyrdatioid ey rigiarma tpans dh M is
conputers 3161 to 3165:-through the SAM chip 308 to the

g@enermmadiedibporhe 30ntiae explained edinguFIGhd r Useny this,
20 invention can simlarly be applied using the

BN Gidep) 53304, hacrab RnfDdd B difh A GatEdaaleidfibais
even when downl oadi ng
generated. Further, at step ST308, in the SAM chip 308, the
‘download signature verification key informat;'.on K DVM shown
in FIG. 57 is used to verify the download signature
information.

Further, when thé software developer 315_SUP downloacis
a program module of the OS layer shown in FIG. 49 to the
external memory 307;.at,ste§ ST305, the routine explained
using FIG. 56 is used to generate the download key infomtion
K DS. Using this, at step ST306, the download signature
information is generated. Further, at step ST308, in the

SAM chip 308, the download signature verification key

information K_DVS shown in FIG. 57 is used to verify the

-~ download signature information.

Note that the software developers 315 MID and 315 SUP

can use the access master 'key information KA to download

the program module of the AP 1ayer"to the external memory
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program nodul es fromthe personal conputers 3161 to
3165 to a storage unit 364 in the SAM chi p 308.
Further, in the above expl ai ned enbodi nent, the case
25 of providing the authentication units 3171 to 3175
for - 135 the Internet 310 agothe personal conputer
3161 to 3166 side was illustrated, but as shown in
éﬁfh it is also possible to prOV|de t he

entlcatlon units 317 1 to 317 5 in the SAMchip
308 and all ow access to the authentication wunits 3171
to 317Fuxther, che aphtwiry drvebrper CBHHBEP sc@&ibuse the
to 3165. Fifth Enbodi ment The present enbodi nent is an
eandomests sYBu s o kegpdndbrgationt KR drd (KM #8Whlaagepkdgram
of the invention. 10 FIG 64 is a view of the overal

GRidd 0 A AheOhibRer BQHH!JEL:CI?&%@F aﬁi@tl@?)e‘l:oiaaﬁfdlgielayer
present enbodi ment. As shown in FIG 64, the

la49es the server 402, IC card
403 car #%érer/WW|té£ 4%2 personal conputer 405,
ASP (applicati.on serV|ce ro der) server 406 :
(securEPéﬂbltga i1 ¥ %hﬁ (o3 pn 11130 I"’S’L’“gﬁSMle 1c
conputers 4161, 4162, and 4163, and aut henti cati on

FRES 303 by s comppugatien cwywitem o8t hewnghnt FEG. 48

‘I nternet 410 and perform settl enment processing or

otifler b cogskaymed or  a procedure using the IC card
403. 20 The SAM unit 409 has an external nenory 407

and SAMIchiep #9& vilsr BAM &hbh #0Enddhedot8FhWAl Speration
configuration shown

- of the communication system 301 shown in FI1G. 48.

Step ST331:

The businesses 315 1 to _315_3 or a part requested by
these businesses produce application programs AP 1, AP 2,
and AP 3 for those businesses to per;'form. processing for
trahsactions using the IC card 303 on the personal computers
316_1, 316_2, and 316_3 shown in FIG. 48.

At this time, download prodessing ekplained using FIG.
59 is performed. |

' Step ST332:

The applicatic_m programs AP 1, AP 2, and AP 3 are

: downloaded through the authentication units 317 1, 31'7_27,

25

and 317 _3 from the personal computers 316_1, 31‘6_2 , and 316_3
to the SAM chip 308.

At this time, the pro_ceséing e:c':pla'ined using FIG. 56

 is performed.
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in FIG 65. As shown in FIG 65, the SAM chi p 408 has,
from a bottomlayer toward a top |ayer, an HW
(hardware) |ayer, 125 OS | ayer, |ower handler |ayer,
hi gher handl er |ayer, and - 136 AP |layer. The | ower
handl er layer includes a driyver layer. Here, the AP

~layer includes application prograns AP 1, AP 2, and

AP -3 defining _procedures for use of the IC card 5 403
by cr eGP &P 'npanies or other businesses 4151,
4152, and 4153 shown in FIG 64. In the AP |layer, the
appl i cTheofserodsadssaed thep IL candd 383 --3 and t he
hi gher handl er |ayer are provided between themwith
firewalhe B chi-dli3®3SAMoateisp tHeS kesr domfrastiad dhrough for
a bus 419 using a SCSI port, the Ethernet, etc. to
AR SNL widdb a HaeindSE %ﬁi&ﬁrtﬂQGuéér has contracted
connectedthrough the Internet. 410 to a plurality of

nal apparatuses including a personal conputer
40 of the, end user and personal conputers 4161. 15

2, b B S S R s

‘through a serial port or USB port to a Dunb type card
Yo bR fPpcdndedsattry dgFuapesdef/ fhet BF qendr%fa@. thgough

for exanple wireless conmunication corresponding to
tthe gimreiroglt 320 ledsl with the | C card 403.
Operational commands to the 1 C card 403 and response

- packet stkposriae:l C card 403 are generated and

anal yzed at the SAMunit 409 side. Therefore, the
card rﬁégeéﬁﬂﬁbigﬂ when a user desires to use the personal

computer 305 to access the server 302 through the Internet

310 to purchase a product, the server 302 issﬁes a processing

" request throﬁgh the Internet 310 to the ASP server 306.

When the ASP servér 306 receives a processing request
from ﬁhe server 302; it accesses the personal computer 305
through the Internet 310. Further, the processingrreQUest
'fdr the IC card 303 issugd'by £hé card reader/writer 304

is sent through the personal computer 305, Internet 310,

- and ASP sexver 306 to the SAM chip 308.

Step ST335:
The SAM chip 308, in accordance with the processing

request received at step ST334, selects an application

program by the settlement processing-routine-task and

executes the selected application program.

Step ST336:
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404, personal conmputer 405, and ASP server 406

i nterposed 25 between themonly act to store the
commands or response. - 137 content in data payl oad
portions and relay the sane. They are not involved in
encryption or decryption of ¥ a authentication, and

ot her actual operations in the IC card 403 5 The

busi negses 1, .4152, 3 se the

Conput SFE A, enyps 300, RS Wi Al G Whecution of
appl i cat_i on prograns AP 1, AP 2 and AP-3 and

i [BPRE HGRE iRm0 RRQEF 2 st ithe AP ergrers 4% ough

the authentication units 4171, 4172, and 417_3

t hr ougPst lexp3Alineld pbtde t eguoaaligiqyried thE) gtonggieration
areas in the external menmory 407. At this time, since

Sy HantS i3VAS S @8y Al avitHehtidfittichl undithavELnol y e3 st i DN and
mﬁth each other, the storage areas in the éxternal™

MARDY pl Qe rt‘hé heahn intaldd) P BrmdFidn KX, 2che

~and7AP -3 can ‘be downl oaded are deci ded |n advance 15

| %%Qh‘@%%&'%% e SAT :Jtler eéi %Jtcf]&%% %H&i‘t& key

torage area IS verl

B L, 8 LA

restricted by the flremalls FVV 20 When downl oadi ng

 pifcegsorrsheroheyr gfarpahipon Kip andanys axplaired rbove,

SAM chi p 408, the authentication units 4171, 417 2,

pect £61 13 nga prexelsaiimed float elownierddinmmy rwtpzaigram module to

authentication with the SAM chip 408, produce the
daenkqad rns10RRndTe B, 1iGAaHibnetY g AR i) ddhfload -

a pregram modules in accordance with rights given in
accordance with the software hierarchy shown in FIG. 49.
Therefore, it is possible to prevent an unauthorized party
from illicitly.exchanging or ‘tampering with program modules
to be executed by the ‘SAM chip 308.

Further, éccording-to the communication system 301,

as explained earlier, the authentication units 317.1, 317 4,

‘and 317_5 store information in a secure state in the storage

units 350_1, 350 _4, and 350_5. When such a unit is destroyed

by an external factor or forced open, this is detected by
a detection un:i.t and the stored information in the storage
units 350 1, 350 4, and 350_5 is deleted. Therefore, illicit

use of the key ihfomation used for downloading to the SAM

dhip 308 can be avoided.

Furth_ei:, according to the communication system 301,
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25 Next, the SAMunit 409 shown in FIG 64 will be -
138 explained in detail. External Menory 407 FIG 66
is a view for explaining the storage areas of the
external menory 407. 5 As shown in FIG 66, the
storage areas of the externalzznmenory 407 include an
AP storage area 4201 for storing the application
rogram AP_-1 of .th usi ness 4151, _an AP storage _ . -
CrBghaths vap E{%Pi ﬁagt ARSERHPF 2t POREBLogYaREAPPPEigRtion
the business 4152, an AP storage area 420_3 for
SREPYRHLE heSinege fhpta caranifex p arier@ng off ddtm and codes
busi ness 4153, and an AP managenent storage area 421

Usetiwden tdpp Inivwigioon pirdghanSAis ebsprifBed e the firewalls

_application programA' 1 stored in the AP storage

Fwal A0 2 Sananwi 324 10fi A hhntakiFbYefbePb P X APering with
nmodul es. ~ 15 AccesS to the Al' storage area 4201 is

r I h ' . Th j cat i

R B T ST S e P R

cQ jsed. of _a plurality of program npdul.es. _Access . :
CPRILSAE < sPshe et botp-ProLed Bty ihts Bpesivle
firewall FW2. The application programAP -3 stored in
tiR Shancs dhe spexeapoat | kachnpppiigabion progapm:y

. of program nodul es.. Access to the AP storage area

420 3 iEnntdwy,i ctaeaprdindetd i tlesaddmiiwi Beabon nsysbem 301,
present enbodi nent, the-above program nodul e
by configuring each application program by a plurality of

program modules, it is possible to download to the external
memory 307 in program modules units.

Further, according to the communication system 301,
by encrypting tﬁé highly confidential key information used
for operatién of the IC ‘card 303 in '_addit:i.on to the usual

scrambling and storing it in the external memory 307, it

is possible to improve the security level of the key

information.

Further, accordiﬁg to the Interpet 301, the
application program can execute encryption and decryption'
when accessing codes by' the bus scramble. function, so it
is possible to prevent an application program stored in the
external mémory 307 from being illicitly analyzed eté . while
processing of the saM chip 308 is halted.

FIG. 61 is a functional block diagra;n showingrmore

specifically the function blocks of the SAM chip 308 shown
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139 is the mninmumunit downl oaded for exanple from

the outside of the SAMunit 409 to.the external

menory. 407. The nunber of the program nodul es form ng
each application programcan be freely determ ned by

t he correspondi ng busi ness. pzfurther, the application
prograns AP 1, AP 2, and AP -3 are, for exanple,
produced by the busi nesses 4151, 4152, and 415 3
ddt fg' T hePersonal conputers 4161, 416_2, and 4163

shown in FIG 64 and are downl oaded through t he SAM

chi p 408 tshomine iew (FFGhal6Ineridrey SAOY chlip Adfesiss tapnimcted
AP managenent storage area 42la is allowed only by
tharcmyiagal iaftdiea ISAM< B0 468 the tAsPd i dammlhidhtidn
Note that the firewalls FW1, FW2, FW3, and FW4

G BRI uhe t! B60 | PE=TETNE] ﬁeiu %minﬁnﬂ:@tlgi 1ﬂ§erface

The AP managenent storage area 4 stores the nod u e

NRNAISERNty, lggtgc hQ.lvxvﬁé %6 ngEoﬁ(dL_ érp :Lon unit

managenerit dat a |s used by ‘t

gi executi,on o the p C on prograns AP 1,
% g%’ Fage 3nix 364 %s[érﬂaéé'rrbodi ment, the
application prograns AP 1 AP 2, and AP -3 and AP
managefentheafAMaghip: 3P8dshawnt hn ExFerfhl ferveyaupde as
are, as explained |ater, scranbled by the bus

stoamb lie FITIQ. 4, it tihe s gugsiddie U nprrmct the card
scranbl e key K Wien read into the SAM chip 408, they
an/e uhS td83ar yMRG U NG i SG@mA s 890 ddtan. RF
réception_/ transmission unit 392 cutside of the SAM chip 308
and transfer data with the IF card 303 by a noncontact system
through an antenna 39%2a of the RF reception/transmission
unit 392.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

- computers 316_1 to 316 5 through the SAM chip 308 to the

~external memoxy 307 was illusﬁrated, but the present

invention can similarly be applied using the function qf
the abt:ve' explained download task 365a even when downloading
program tnodules from the personai computers 316 1 to 316 5
to. a si.;orag'e unit 364 in the SAM chip 308.

Further, in the above explained embodiment, the case

of providing the authentication units 317 1 to 317 5 for
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SAM Chip 408 FIG 67 is a functional block diagram of
the SAM chip 408 shown in FIG 64. As shown in FIG
67, the SAM chi p 408 has an ASPS 5 ‘contuni cati on
interface unit 460, bus scranble unit 461, signature
processing unit 462, authentigation processing unit
463, encryption/decryption unit 464, storage unit 465,

U 466., The.S ip 408 is_a tanper-resistant -
B T agies 2o hE' 80 netSentt copBRREeT oS LRot dapad1e_6
processing circuit of the present invention, while the .
b¥kde cYambt blughratads Rukraspohesnt intFEGdabd, it is also
i nput/output circuit of the present invention.
e s$idrle thve pSAaMicel phdO8utbentipatientunite 311651 to 317_5
sem conductor circuit of the present invention, while

tive tiexisTMalnifeBUE aH a000ieaperds t8 the authentication
sem conductor storage circuit of the present

ORS 107, 1788 5P GATENDI SALI AUbdU B 868 W dBfputers

is an interface used for input output of dat

\@fé;éjg%Agf’ go server 406 shown in FIG 64. The bus
scr ) unl?

--4B61 scranbles data to be witten in the
ext ernal. mory 407 and descranbl es data read from
t he exﬂﬂﬂﬁgllﬁéﬁﬁEﬁﬁﬁﬂ?. That is, the external nenmory
407 stores data in a 25 scranbled state. 141 The
pr oces Jhegpsesens eubodimanblis an emhediment gerresponding
to the 17th and 18th aspects of the invention.

FIG. 64 is a view of the overall configuration of the
communication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the server 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM (secure application module) unit 409, personal computers

416_1, 416 2, and 416 3, and authentication units 417 1,

417_2, and 417_3 to communicate through the Internet 410

_ and perform settlement prbcessing or other processing for

a procedure using the IC card 403.

The SAM unit 409 has an externalrmemory 407 and SAM
chip 408.

The SAM chip 408 has a software configuration shown
in FIG. 65. As shown in FIG. 65, the SAM chiév408 has, from

a bottom layer toward a top layer, an HW (hardware) layer,

OS layer, lower handler layer, higher handler layer, and
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explained in detail |ater. The signature processing
unit 462, as explained |later, produces a signature
and verifies a signature when 5 downl oadi ng an
application programthrough the Internet 410 and when
executing an application progi@gm The authentication
processing unit 463 as explained |ater perfornms
mut ual aut hentication with the other party when
BT ng an .application programthrough the
Internet 10 410 to the external nenory 407. The -
encr y ptihen/Igeayy fransiemiliayed iodndns alagdniven layer.
decrypts encrypted data. The storage unit 465 for
exanpl éiexteqr thetAR ldgykea ineledsarapgloicd hicom perogsam3gAPr 1,
of the CPU 466. 15 The CPU 466 executes the

2P|d CHAD AP D HMEn MY IprARdur P Bsdhbf ethe IC card
acCessing thée external nenory 407 through the bus

SHIPBY S dii L A%h Q&iéQrJPo}éﬁtékéﬁ_{%%ﬂP%%%é %}g,g__yL 815 2,

corresponding to the services o

Next, .t pr.ocessin the bus scranble unit 461 wll
Baé“}ex aﬁ]es&‘?‘ﬂ’d’erf%‘ﬁoéf l\é}f‘e that, in the present

‘enbodi ment, the case of use of the bus scranble unit

461 whédm kbechBilayer hdhe pepldcativopyoggamssAP_1, AP 2,
illustrated, but the bus scranble unit 461 25 can al so
lrarda B i3eénidn thiehdgherohandpert lageanareupparidedg between
142 data with the outside by another SAM chip 408
tHNeRl G N £ilkidivdlls E.
The SAM chip 408 is connected through a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to a
plurality of terminal apparatuses including a personal
computer 405 of the end user and personal computers 416 1,
416 _2, and 416 3 of the businesses 415 1, 415 2, and 415_3.
The perscnal computer 405, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 404. The card reader/writer 404 realizes for

. example wireless communication corresponding to the physical

level with the IC card 403.

Operational commands to the IC card 403 and response

packets from the IC card 403 are generafed and analyzéd at

the SAM unit 409 side. Therefore, the card reader/writer
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response.
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‘signature verification key information, etc.

The bus scramble unit 461 encrypts the data input from

the CPU 466 using a predeterm ned scranble key K, then
wites it through the bus 419 in the external nenory

407. Further, the bus scranble unit 461 decrypts the

data read through the bus_4{9;fromthe externa

menory 407 using the scranble key K and outputs it to

the CPU 466. [Address Space] 10 The encryption bl ock

| SRERR bR Héa%%o?%%%& PefHipns hﬁw%sﬂeﬂfw the ppme. They
scranble unit 461 is made Nc, while the data bus

VxR ot ineolved 419 encrppieidip. ot dedtxypbidonwwfigdata,
exanpl e, consider the case where Nc is a whole
rdthereicdtidh, dldlodler adtirlle opeFatsions( INCLNR) IC card
15 Note that the address space of the CPU 466 (address
sfp£e in SAM chip 408) and the address space used when

the bus scramble unit 461 accesses the externa

menory 407, (herei naf I referr 0.,aS._1 .
"ext er na e%%ﬁgﬁggﬁgr‘{e@s—ﬁsggg’ei)’ %’l"? éltrs u‘és?g:%t%%ersonal
addi tion of _parit n? scranbling 20 of the_ address. L
AR e oud18ct a4 60 e Profics ke PrPEfeation
68, converts an address CPU ADR input fromthe CPU 466
EHaEtany il cbs M2 heand AR avd cdnwnigad othg produced
address MEM ADR of the external nenory address space
(egpareloinch tidsly psegehmsheh RAugh ¢henju thwett ¢otjon sinigsad17 1,
predefined map f- (address - 143 conversion

algord t g 4ihe dushsdaiblife WiN Gl UES £ AdklE 85§ned
MEM™ADR t 0 accéss the external nenory 407. Thier; map JfSé

o AU 2 25 SN dofbFbGn Gamd 5y U e

At this time, since the businesses 415 1, 415 2, aﬁd
415 3 have no relation with each other, the storage areas
in the external mémory 407 where the application érbgrams
AP__l  AP_2, and AP 3 can be downloaded are decided in advance
;nd whether one has the right to download to such a storage
area is verified by the SAM chip 408.

Further, the fransfer and‘vieﬁing of data'among the
application programs AP_1, AP 2, and AE_BIare restricted
by the firewalls FW. - |

When downloading'the application programs AP 1, AP 2,
and AP_3 to the SAM chip 408, the authenticaticin units 417 1,
417 2, and 417;3, as explained‘latgr, perform mufual

authentication with the SAM chip 408, produce the download

Next, the SAM unit 409 shown in FIG. 64 will be
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only when the address al, which is an address CPU_ADR,
is 5 "al nod No/ Nb=0O'. For the other address a2, the
external nenory 407 is accessed by f (a2-(a2 nod No/
Nb)). Here, "x nod y" is the remainder after dividing
X by Y That is, the bus scraydd e- unit 461 reads and
wites 10 data with the external nmenory 407 in units
of the. encryption ., block |length Nc. Here, when Nc/ Nb=n
WW%M'P Gt3%Hoi e nunber of n or nore is m the
bus scranble unit 461 perforns transactions accessing
t he extEtigrnade MemerA0A%%r ough the 15 bus 419 (data

i nput/out put transactions of the present “invention)
in uni tRIG@f &6 nnleeviedw thoansapliadndng [tBenfdtgisajd Gireas
of Bus Scranmble Unit 461] FIG 70 is a functional

Rodhdiaganof ddbusoscranble unit 461. 20 As
shown in FIG 70, the bus scranble unit 461 has an

encryptaO8pdRht : 4345 d %%r,quig O{Ié%%%e 43%a A0 @ﬁté %:éﬁernal

managenent unit 433, scranb nagenent uni

e N W R T

438.. 25 The encryption unit 431 encrypts_ data input :
ARRhiqaEiom progepm Mgl g€ the busiegscet ¥ nbd At AEnpEerage
key K. The decryption unit 432 decrypts data read from
Area ddlendlometoring0thaesapglibstperderegramellP 2 of the
scranbl e key K
business 415 2, an AP storage area 420 3 for storing the
application program AP_3 of the business 415 3, and an AP
management storage area 421 used by the manager of the SAM
chip 408B.

The application program AP 1 stored in the AP storage
area 420_1 is comprised of a plurality of program modules.

Access to the AP storage area 420_1 is restricted -by the

firewall FW__]. .

The application program AP 2 stored in the AP storage

area 420_2 is comprised of a plurality of program modules..

‘Access to the AP storage area 420_2 is restricted by the

:éirewall FW_2.

The application program AP_B stored in the AP storage
area 420 _3 is comprised of a plurality of program modules..
Access to the AP storage area 420 _3 is restricted by the
firewall FW 3 ..

In the present embodiment, the above program module
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The address managenent unit 433 converts the address
CPU ADR input fromthe CPU 466 to the address MEM ADR
expl ai ned above. The scranbl e key managenent unit 434
manages the scranble key K used at,the encryption
unit 431 and decryption 10 agwt- 432 and suitably

‘switches the scranble key K. The parity processing

uni t,_.435 .adds parLty data to . the data to be witten

1 (T BAPAPRE Shetgtaded SRR FRPEBLY fEoPafheyoutside
data added to data read fromthe external nenory 407.

1oF e Sipbundd §08cEsstthg esheroal ynemoxngsd @iy Beg number

the processing of the bus scranble unit 461 into a
pfirtdle pyogebmshadebeantbmmointg easht hAppljeheioaopibgkam can
the pipeline processing is performed in units of

Yl OBfee TN 1 Hn iTRID By 4he ido drlid P LSS NY
of the 20 bus scranble unit 461 he control unit 438

conpr elglisingg! Vf8 fcahts?on L8GeSsk Oi %E_,f,eandnp 3

scranble unit ‘461. |te Operation to nory -

407] G. 71 t h [

28 B s empln é‘r‘é %!G%Xr%%ﬁ%%%%fé 5@'%;&2 fle_2,
FI G 67 wites - 145 - data |n t he external g

£ArA 553 reing fhe RRTSNALl RARIGATS rﬁlrfgdtheél 2, and

operation shown in FIG 71. Step ST401: 5 The CPU 466
Al shawn Har FIS sGdarrice and dog@illaasled through the SAM

chip 408 to the external memoxry 407.

Access to the AP management storage area 421a is‘
allowed only by the manager of the SAM chip 408 by the firewall
FW 4.

ﬁote that the firewalls FW_1, FW_2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 sﬁores the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAQ
chip 408 for managing execution of the application programs
AP 1, AP 2, and AP 3.

In the present‘e@bodiment, the application programs
AP 1, AP 2, and A?_s and AP management data 421 étored in
the external memory 407 are, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip -408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.
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data DATA to be witten, that is, "d32", and the
address CPU ADR, that is, "a3". That data "d32" is
witten in the work menory 437 shown in FIG 70 of
the bus scranble unit 461. 10 Step ST402: When Nc>Nb,
t he address managenent uniti 33 shown in FIG 70 uses
the address "a3" to find the map f (a3-(a3 nod Nc/
Nb)) , that is, the map f (a3-1) and uses that map f
(a3-1) S ess MEM ADR of the external nenory
address space. 15 Step ST403: The control unit 438
shown FAGFI €7 ¥8 ayszneionalderk KERgapR PL( §Be1§AM chip
obtai ned at step ST402 to read fromthe externa
MElrshadfly dche¥Bhcrégt ed data bl ock e ({X1, X2}) and
wites this in the work nenory 437. 20 Step ST404: The

decr yplaisOhdwnt ih3ZF18howy, | ihe GaM’ ¢Hder o hidd&n Asps
data block e ((X1, X2)) read fromthe work nmenory 437

[ BN ALS ] NG At j%{;té %60 XPus BEID8ve NG e 461,
parity processing unit uses the parity data added
tq the data 25 black e (.(X ). Jfor parit. .
AR, PRRAT Y S0 I67 s R R AP Beooseying
again in the work nepory 437, Step ST405: The contr ol
Wit 4§§rr‘éWF¥@§1?!ﬁéde§<2YPEb??é§Ho%di% stgrpge unit 465,

- address. "a3" in the data bl ock {X1, X2} correspondi ng

Budo OBk 46cfdr ess read fromthe work nmenory 437 and
al ready decrypted to the wite data "d32" to generate
the datraeblspék chip 408 is a tamper-resistant module.
Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while the bus scramble
unit 461 corresponds to the data input/output circuit of
the present inﬁention.
Further, the SAM chip 408 corresponds to the.

semiconducteor circuit of the present invention, while the

external niemory 407 corresponds to the semiconductor storage

-circuit of the present invention.

The ASPS communicatioﬁ interface unit 460 is an
interface used for'input and output of data with the ASP
server 406 shown in FIG. 64.

The bus scramble unit 461 scrémbles déta to be written
in the external memory 407 and descrambles data read froﬁ
the exterﬁal.meﬁory 407.

That is, the external-memorf'407 stores data in a

scrambled state.
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a
. ex

{X1, d32} and wites this in the work nenory 437. Step
ST406: The parity processing unit 435 generates the
parity 10 data of the data block {X1, d32}. Step

. ST407: The encryption unit 431 encrypts the data bl ock

{X1, d32} read fromthe workazrenory 437 using the
scranble key K. 15 Step ST408: The control unit 438 _
wites the data block {X1, d321 at the _address ADR
f (a3- HProPTReTG %W%%%‘ﬁi‘fﬂl be
data generated at step ST406 in a predeterm ned area
xRirinsd ckmdetabrlatw®y. 20 Note that the control
unit 438 judges if the address next input fromthe
CPU 46&HessigBaturbgimse enoig pningdéde asdakplblined Biter, -
step ST407. If "a3-111, it rewites the data block X1
Brddifcdd id & dpidtutd hE RVt fed ta AIGIMEdRS wHhen i N
the external nenory 407. 25 Due to this, it is ‘
RASS 10 red : A gb‘%[. - i ).
case 1%391\/\}“ ia%ggg glgggggési veo% ret;hg%‘s‘fl.Eﬁ.I %&%t EEF%Eﬁet 410
evedg vﬁ1el{1 V\}/Eititn dat a of ]g_daéallen th Nb in the

rRET MeHoT Yy 2 PR o ot UR T USRS for
exanpl e pads data by the data of (Nc-Nb) to obtain .
data offheh@udhent]qadigin RYOCasfdng% Wijpis3 @s, p¥plained
wites it in the external nenory 407. That is, a
dtadreay perfoanef mutdwtla dwdgntidmtiion with the other party

when downloading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and
decrypts encrypted data.

The storage unit 465 for example stores the data

‘nedessary for the processing of the CPU 466.

The CPU 466 executes the application programs AP 1,
AP 2, and AP_3 while accessing the external memory 407
through the bus scramble unit 461 and performs various
.processing corresponding to the services of the SAM chip
408. |

Next, .the processing of the bus scramble unit 461 will
be e@lained in detail. |

Hote that, in the present embodiment, the case bf‘ use
of the bus séramble unit 461 when accessing the ext_erz-xal'-'

memory 407 is illustrated, but the bus scramble unit 461

.can also be applied in the case of inputting and outputting
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external nenory 407 is assigned even to data of a data
length Nb. 10 [Read From External Menory 407] FIG 73
is a view for explaining a read operation from the
external nenory 407 to the bus scranmble unit 461.

FIG 74 is a flow chart for jeppl-ai ning that read
operati on. 15 Step ST411l: The CPU 466 outputs to the

sw%umt 461 the address CPU ADR "a3" to be
A SFSpifE B ARAHSD SAhimy ALS through an

managenent unit 433 shovvn in 20 FIG 70, uses the

Id& 'ed®. to find the map f (a3-(a3 nod Nc/ Np)),

that is, the map f (a3-1), and uses that map f (a3-1)

as t he Thedbes ssdfaMbARRuEf t 161 earie@ryisits hrDAy tadilngas £rom
space. Step ST413: 25 The CPU 466 shown in FIG 67

whReschierldse sy V¥R ermlided Ectadpie ) & neﬂeatwutes
step ST402 to read the encrypted (scranbled)

I g d
L g the 18 ’&&%%%%y%%%%tep%}y@ The
d t,432 sh i G_70 ts the :
dat o’ bFGERRER, | §57 PREoFT=pinle rinht HE B R e data
437 to. generate {d31, d32}. Further, the parity
Feade§brayahnthe bus 43 Exome ther erlerneh BemelY 401 msing

data bl ock e ({d31,
the scramble key K and outputs it to the CPU 466.

[Address Space]

The encryption block 1ength_ of the encryption

- algorithm used by the bus scramble unit 461 is made Nc, while

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nc is a whole multiple of
Nb, that is, a whole number n (=Nc/Nb).

Note that the address space of the CPU 466 (address
space in SAM chip 408) and. thg address space used when the
bus scramble unit 461 accesses the external memory 40'_?
(hereinafter also referred to as the "external memory adﬂress
space") dj.ffer due to the addition of parity and scrambling
of the address.

| Tilerefore, rthe bus scramble unit 461, as shown in FIG. '

68, converts an address CPU_ADR input from the CPU 466 (first

address of the present invention) to an address MEM ADR of

the external memory address space (second address of the

present invention) using a predefined map f V(add:r:ess
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| R?mqr@r 457 dfe@qs 388y BYs &d @lcdadi Hg’dt B‘ct/hé'hdddr ess

d32 }) for parity processing, then wites the data

bl ock {d31 , 10 d32} again in the work nenory 437.

Step ST415: The control unit 438 fetches the data :
"d32" corresponding to the CPU ADR "a3" in the data

bl ock {d31, d32} read framifie work nenory 437 and

al ready decrypted 15 and outputs the sane to the CPU

466. That is, it fetches the "(a3 nmod Nc/ No) +1" th.
FAYensiom algani thnlck They kg faramble gnite 4GlUwes the
[ Managenent of Scranbl e Key] The scranbl e key

relvkyeree MEMADR 431 sinpes itheFle@te2fhall memoage sty . -
scranbl e key used in the encryption unit 431 and

decr yptrih@s wap if 483rasdnpledVas shensehabt e dyis defined
management unit 434 may use a different key.for every

AARL Shdr dHRe LA N 1T %A 6 %%fd‘ife%rse cBd pln‘iv.

necéssary to hold a plurality of scranb keys— On

eX nEeth L thi wn below., .- 14

Tﬁ§n§E¥%§%i Qﬁégﬁna%gbeggh éiﬁ °8s gﬁdwn rnal
stores a plurality of scranble k s and :

fromthe CPU 466 and outputs the same to the

encr ypHegr  ufikt med1yinis sthe crgprindenftergddividing x by
Specifically, when accessing the address "al", it uses

whe scranbl e key K1, when accessing the address "a2",

it uses the scranble key K2, and when accessing the

addr esgnhatads, ikheUps Lheasplianhhetkg¥1KBeads and writes

data with the external memory 407 in units of the encryption

‘block length Nc.

Here, when N¢/Nb=n and the smallest whole number of
n or more is m, the bus scramble unit 461 performs

transactions accessing the external memory 407 through the

bus 419 (data input/output transactions of the present
invention) in units of m number of transactions.

[Configuréfion of Bus Scramble Unit-dGl]

FIG. 70 is a functional block diagraﬁ of the bus
scramble unit 461.

As shown in FIG. 70, the bus scramble unit 461 haé
an encryption unit 431, decryptioh unit 432, address
managementunit433,scramblekeynmnagementunit434,parity
processing unit 435, pipeline processing control unit 436,
work memory 437, and control unit 438.

.The encryption unit 431 encrypts data ihput from the
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10 Further, as shown in FIG 76, the conputation

circuit 434a in the scranble key nanagenent unit 434
perfornms processing using the key Ks formng the

cl ass and the address input fromthe CPU 466 and

out puts the conputation result, as the scramble key K

to the encryption unit 431 and 15 decryption unit 432.
That conputation may include encryption or decryption

P 4R o Fenan cl ressedetarreimdsly sigranfhibed ikey he

exclusive OR (XOR), or other conputation. Further,

t he buShecdadryptinin vt W@y Belidybite AAtaCkadd Erom the
keys at a predeternined | ocation of the bus and i nput
e eGiA M APF LSRNl die S

by the CPU 4ég%¥hr'ough tha?ﬂgﬁsﬁ% n thz?‘gqiegﬁid Sl ncg2 key
the data bus for transmtting the scranble key is the
sane -as the bus of the bus scranbler, control by a
menory_contraol l er 25 becones necessary. The | ocation

for holdtngdfress-manprementownik 433 iRRNYRF th Wi Aeddress
i nside or outside of the SAM chip 408, but if outside .
SHPURORc Hinput Frops the QRF 4é6urtot Fhef addaesgaMiEM @DR
the chip, the key is encrypted by a transport key and

- edepdppned abaviee tine of arrival at the bus scranble 5

unit 461. The bus scranble unit 461 hol ds the

transpoht keyambiet keyf ﬁ&ﬁhﬁém@ﬁi:dﬁﬁiﬁ 284SREhYEEE- tha
the bus scranble unit 461, however, even if changi ng

.-%%%aﬁnﬁfl@n@éitﬂl‘ﬁléeﬁloét %%%heaé%sééoﬁ %%tnﬁgggg&ecg ge tion

, It co ual'ly accessi a certai
BRSE' by Bha 23Ry kut 1En2S" 202 09a0L1 LM RGR °5°
" The parity processing unit 435 adds parity data to
the data to be written in the exi:ernal memory 407 and verifies
the parity data added to data read from the external memory

407 .

The pipeline processing control unit 436 divides the

.'prdé:essingrof the bus scramble unit 461 into a plurality

¢f stages and controls the system so that the pipeline
processing is performed in units of stages.

The work memory 437 is used for the processing of the

"bus scramble uhit 461.

.The contrel unit 438 gompreixensively controlé the
'érocgssing of the bus scramble unit 461.

[Write Operation to ‘External Memory 407]

FIG. 71 is a view for explaining the operatién 6f thé

bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes
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by spending sone tinme. Therefore, the scranble key is
not a constant one. It is nade variable by a

techni que as shown bel ow for exanple. The scranbl e key
managenent unit 434, for exanple, 15 causes the
generation of a random nunbejfgsyhen powering up the
SAM chip 408 or the like so as to generate a scranble
key, The scranbl e key basically need only, be known by

t %tabbg ERe apkFeFna o‘“‘?’%‘%rlbr‘b%?errs of delivery of the
key, . synchroni zation, etc. do not arise. 20 Further,

t he scridbhl e’%k ey mafdgenehartnforidiptainihgsthé heperation
scranbl e key used for every access to the external '
netoery idOFIG| n7ihis case, it is necessary that the

key for encrypting data already in the external

menory Q4 afggdhe currently held key not be the

same.. 25 Therefore, for exanple, the scranble key is

updat ety 1y - sho in F 77 _and_FlI 78..[1] .
The engﬁ/eptl on 4lf’%s " Vi\ln?;lsnﬁ:ﬁt %,L'g‘?hlé“ﬁaf‘%r‘”&% ef?‘iﬂ# %ﬁ% the
the pus scranble unit_ 461 inputs the :

‘ 4(53!(%3A whj | 2

k20 bo fhe ey it 51 95 2ihe B Gia Afteess
unit 461 accesses the address "f "f (al)" of the
SREARR, et \i907'a3"™3]: The data "e ({dl, d2})" is
read fromthe address (al)" of the external nenory
407 to Thae: detaypd3Dhisnkti¥Bén in the work memory 437 shown
in FIG. 70 of the bus scramble unit 461. -

Step ST402:

When Nc>Nb, the address management unit 433 shown in
FIG, 70 uses the address "a3" to find the map £ (a3- (a3 mod
Nc/ Nb) ), that is, the map £ (a3-1) and uses that map £ (a3;1)
as the address MEM ADR of the external memory address space.

Step ST403:

The control unit 438 shown in FIG. 70 uses the address

MEM _ADR f (a3-1) obtained at step ST402 to read from the

ekteinal memory 407 the encrypted data block e'({X1, X21})
‘and writes this in the work memory 437.

Step ST404:

The dec;yption.unit 432 shown in FIG. 76 decrypts the
data bJTOCk e ({X1, X2}) read from the work memo::& 437 to

generate the data block (X1, X2}. Further;.the parity

7processing unit 435 uses the parity data added to the data

block e ({X1, X2}) for parity processing, then writes the
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10 - [4] : The decryption unit 432 decrypts the data
"e ({dl, d2})" to generate the data "(dl, d2)". At
this time, the scranble key nanagenent unit 434

sel ects the scranmble key K1, while the decryption unit
432 perfornms decryption usipggthe scranble key Ki. 15
Further, rewiting is perfornmed by the data "d3", and
the data "%ds d%&" is generated. [5]: The bus
s@etApPLoghi {Xhe X2 haAgRtn tHe the HeFk memgry rd¥ KL to

K2. The scranble keys KI and K2 are values of tiners,

val ues Step e¥r'4@51 he addresses, or val ues 20 generated

by random nunber-generation or other techniques. [6]:

The encThptdantnoli urd3] 488C FERES thBetheW it ¢ eforf@éponding

"{d3, d2}" using the changed. scranble K2 to generate -

the wad ad'('i%eﬁﬁd‘gaia n Q_%} )I:'llle &Z]:a;@ﬁ)(éifit[ﬁlu exé%dgorgg;%é?ding
a

is witten at the address 25 "f [)" of the exter

4 -.d52 Parity,,Processing of Parjt
S0 ole darged Saad "Bl Void RSS2 RSy 1 ldna already
ext er nal nory 407, the parity processing unit :
Arcnired o, tha ke dasaarpe) taaenana i shgadata block
before _encryption and wites that parity data S in the
ebdtler b2 st wgide s rige viint Heheh evasric mestoayr dd%.  Due

to this, when sone sort of physical trouble occurs in

t he extShrepalST#®®ory 407, data is tanpered with, etc.
this is detected at the tine of readout, whereby nore

Fur thor . dhe Tt R oadart an o S he At a TV BRTieY
data of the data block ({X1, d32}.

Step ST407:

The encryption unit 431 encrypts fhe data block {X1,
d32} read from the work memory 437 using the scramble key
K.

.Step ST408:

. The control unit 438 writes the data block {X1, d32}

at the address MEM ADR f (a3-1) of the external memory 407

and writes pa;ity data generated at step ST406 in a
predetermined area of the external mémory 407.

Note that thg control unit 438 judges if the address
néxt input from the C?U 466 is "a3-1v before.encrypting the
data bléck at step ST407. If "a3-1", it rewrites the data
block X1 by the write data, then encrypts it -and writes it
in the external memory 407. |

- Due to this, it is possible to reduce the number of
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if the length of the plain text and the I ength of the
encrypted text are the sane, the address space of the
CPU 466 and address space of the external nmenory 407
wi Il never conpletely match. This is because, for
exanpl e, when witing at theggdress 15 "al" the data
"dI" , at the sane time as witing the Nc portion at

. (al), IS necessary to wite the parity '

(%‘F%R—zs Np)tltﬂ T3 2f MG drRiGeesSivieheddxes et -
menory 407. The parity data is stored at any storage
area i Fuidhegxt ervegl whesnwni t4@ig idatiorofexadisita themgth Nb
foll owi ng case. 20 The parity data is pl aced

| ifireHead ot ¢/r X ineind riy 0 Tathe it 1l uRY tO4BY Y Fokgxample,
t he corresponding plain text. In.this case, the bus

tﬁ@ldé‘éédéft&ﬁ:%)a tf obthlin EEQtH‘ho’fh\?he data

address "f of the externa menory 407,

r.ead the |ty data fromth address "

ECEY d n%‘% hi's ’t"h £ uswrslg:r Al e ’%hé eﬁ’ztemal
does not have to perforn1153 any speci al caIcuIatlons :
RIEE 3 the map f of the address. Further, in
addition, the external nenory 407 has secured in it

in advdkhed dsst @rég@r@rg@aaeﬁ@r @i weldptiodengdh By iimy the
data. The parity data "pl" is witten in that
extarsialembmeirgr 492 iar easignetiheverc asedatashHasdata length

. scranble unit 461 has to-perform processing based on

e parity address map fp. The parity data "pl" is
witten in the address "fp (aI)" in the externa

menory 41 Ld Wf%ﬁt tl,_?(g:eqa‘r |1t¥4 sﬁrﬁg unit 435

detect a parlty error, aIts the processing of

- the CPEI to.pre ent JmEll_ll cit proceasln of .t he

aining a rea ration from

a’rﬁ NItE™ haF &

data o

the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read

opération.
. Step ST411:

The CPU 466 outputs to the bus scramble unit 461 the
address CPUﬂADR faS" to be read from.

Step ST412:

Hhen Nc>Nb, the address management unit 433 shown in
FIG. 70_usee the address "a3" to find the map £ (a3~(a3 mod
Ne/ Nb)), that is, the map f (a3-1), and uses that map f

(a3-1). as the address MEM ADR of the external memory address

‘sSpace.

Step ST413:

The CPU 466 shown in FIG. 67 uses the address MEM ADR
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content of the parity processing is not particularly
limted. [Pipeline Processing by Pipeline Processing
Control Unit 436] 15 In the present enbodi nent, for
exanpl e, under the control of the pipeline processing
control unit 436, for examlss -processing of the bus
scranble unit 461 is divided into a plurality of

04 s Bk e STID% Y Hacd, Hhm Aprvpted

external nenDry 407 as seen fromthe CPU 466 to be
) Fha bogkhen (eB1fodd2lg Frempdhien@xternal
| east the tine required for processing one encryption

legciryl 407equid eckities thies dacéhe eorkhaemeEy i 3Ir.om
the CPU 466 to the external nenory 407. 25 For

exanpl gtepf sfirarni:-ng a pipeline for the processing -
154 perfornmed by bus scranmble unit 461 in accordance

with amfea ' t f d ) ' ;
i ssuedTE;)% ?ﬁgk ‘L:Jwﬁ % D?odca'égggl%p"%elhvﬁ)éﬁ t %ﬁ% the
ue ata Ss cqnti nuqus fro :
Q-_ %gr PESs S zil(ifi3 By g?ggr’é‘ﬁ?‘go"g@%‘“ @T% w°rqf 36[??7 to
scranble unit 461 reads in advance the data of the )
geaegate (A3151 932} -NEyrtherer threPagatys propessing: unit
it is possible to elimnate the overhead of the
435r ygesotheapardéyr ¥pttrondgedc éosithg. data bilawhl e, (i{H31,
consi dering the case where when the 10 tine for the

a8s@y) Y & paTS tySpkgB8es Sing £ eIk 08e 8ftiRAEA tadsl Sok Sd31,
perfornmed in three rounds such as with triple DES or

882} bkginlin! @R WSrkemulbed kgH.one round of
encrypti on,

Step ST415:

The control unit 438 fetches the data "d32"
corresponding to the CPU ADR "a3" in the data bleock {d31,
d32} read from the work memory 437 and already decrypted

and outputs the same to the CPU 466.

That is, it fetches the " (a3 mod Nc/ Nb) +1" th data

'in the data block and outputs it to the CPU 466.

{Managemént of Scramble Key]

The scramble key management unit 434 shown in FIG.
70:managgs a scramble key used in the eﬁcryption unit 431
ana decrypfion uhit 432 as fol%ows.

7The‘scramble key management uﬂit 434 may use a

different key for every address in the external memory 407.

- Therefore, it is necessary to hold a plurality of scramble

‘keys. One exampie.of the method for this is shown below.
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and Nc/ Nb=l, the CPU 466 issues instructions

designating the addresses "all'. "al+lIl, and "al +2"

for reading data 15 consecutively fromthe externa
menory 407. At this tinme, three rounds of decryption
becone necessary, and three g ocks are required for
decrypting each data. If pipeline processing is not
per f or ned, gmng 20 FIG 79A, three cl ocks

after t EF'{{‘E QY Janagenant unik 434 n s sbewenin FIG.
the data 1'e3 11 read fromthe external nenory

57 FHMES IFe F'éé-é:Y gif| scrsmbder ovedKi hrk2, tam@sk3. It
to obtain the data "dl" which is then input to the CPU
436, telNox tthea kegr uaadt decotditme tod ddles addesdafaomethe CPU
(d2)" read 25 fromthe external nenory 407 using the

il eafd "ailt Js | thel Famdl & WHES Eddtgtildd B0 431 and
obtain the a "d2" which is then input to the CPU

‘%ﬂ%rfﬁ%ﬁ ther three clocks, the data "e3

readlfron1t ‘external nmenory 407 using the
addres "aI+ " decg¥ﬁted three %Lneai o obtai.n the -
dat a i % &?q%nq %66 'Fh%ﬂ: uses
is, all of the data "dl.", "d2", and "d3" is input to
the Gsgambdenkey &lockden pocassd ngpes eaddensss @,

first read instruction. As opposed to this, in the
psesethee Aesdinkdiet keyh&2,1Gungl phiemaqeesedsg the address
control unit 436 converts the decryption processing
oh3t'he idearsya ithe Wirtambd2 keko K3 ._pel i ne processing in
three stages as shown in FIG 79B using each round as

a Stagfurther, as shown in FIG. 76, the computation circuit
434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the address
input from the CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decryption unit 432.

That computation may include encryption oxr decryption
of a padding address number by Ks, finding the exclusive
OR (XOR), or other computation.

Further, the bus scramble unit 461 may hold the
scramble keys at a predetermined location of the bus and

input the scramble key corresponding to the address issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

. the bus of the bus scrambler, control by a memory controller

beaecomes neceséai‘y. The location for holding the scramble
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"Due to this, on the other hand, while it takes three

15 cl ocks fromwhich the CPU 466 first issues a read
instruction for the data corresponding to the address
"al" to be input to the CPU 466, subsequently data
corresponding to the addresisss 'al+l" and "al +2" are
i nput successively to the CPU 466 every clock. 20 Due

kykhdy Br aRbehdEe Piiad| o ol 0 thEcshfianip 408,

flrst i ssues. a read instruction. Note that, when the
BpY 4d6 mtfide ofydthe Ghimhe tQi@nesye e Saguiitgmof the

the address "al" after "al", the data on the 25
piap'bl itoe the dhdpar ddek &y tike edatrypdfed iy addnegsgsort key
a2", - 156 - "a2+1" ... is packed in the pipeline.

Mﬂdﬂé‘&:&yﬁﬂ’eﬁﬁ’&liﬁ thye Adeieeo¥ Myragenenit Wld phidBlkscramble
When the SAM chi p 408 repeatedly accesses specific

GARTCAHY | Veha Aol £ S anddte Idhilda sdxheh Ad! tﬂanPﬂnégzrt key

it becomes possible to predict to a certain exte

EBaEhEh%%rm %Faggg%é%glne Qr rr%% If an array or

her "data econes easy an ‘attacker to obtain

benefi ritical r the ing side) data hy

f ocusi ﬁﬁa’i*rﬁa%&ﬁ £ ?t“mw*ogggol WHYREL - EyaPhif changing
present enbodi ment, the address 10 bus between the

thy sccambdeshryclPs sogh addressd impudydiromhdhsu$PU 466,
scranble unit 461 and the address nanagenent unit 433

if conitibweally addesdimg addeetadn addness, sthapdszibility
make it possible to prevent access to consecutive

26838 bP tHE scrambling of the address area being analyzed

by spending some time. ‘Therefore, the scramble key is not

a constant one. It is made variable by a technique as shown

. below for example.

The scramble key management unit 434, for example,

causes the generation of a random number when powering up

‘the SAM chip 408 or the like so as to generate a scramble

key. The scramble key basically r;eed only be known by the
bus scrambler, so the problems of delivery of the key,
éynchronization, etc. do not arise.

Further, the scr@le key 'm_anégement unit 434 switches
the scramble key used for every access to the external mémof:y
407. In this casé it is necessary that the key for encrypting
data al'rea-dy in the exte;rnal memory 407 and the currently
held key not be thé same ..

Thert,'é.fo_::'cae,r for example, the scramble key is updated
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external nenory 407. This scranbling corresponds to
the 15 above-nentioned map f. If not scranbling the
addresses, the nap f becomes a map of only the areas
secured for the parity data. For exanple IV a C= [CPU
address space] | f (4) = (1+pjall. Here, pis the
alignment size of the parity data. Next, the overall
operation of the comrunication 20 system 401 shown in
BGSHFHiin S exhl AMEEIF d880 is a view for

expl ai ning the overall operation of the comunication
syst emi4d: Thevwnenypt®namitSudg HipGts fihe data "d3" from
busi nesses 415 1 to 415 3 or a party requested 25 by

- thes € HUSI68,S 6L 1 Ofhs Gou 46 @ikt T it PAOTT Bpu i the

1, 1 - 157 AP 2, and AP -3 for the processing for
WRNRSAS QNS IerderRd iy t4ws busi nesses using the IC
card 403 for exanple on the personal conputers 4161, o
4162, 4 hown. i.n Fl . Further, t

manageftajf' t]rg‘% %m &N g‘]léﬁlé:r é;t%éls acﬁr?sr?aensa}gr‘raenﬁddress
data 421, scranbles it, and stores it in the external :
n%rrg(las}%407’.f ﬁ%wa#mi%ﬁ on prograns AP 1,

AP 2, and AP 3 are 10 downl oaded through the

aut hentlBdat ¥be datas"a1(idl 4¥2}) " dsdread3freunthacaddress
personal conputers 4161, 4162, and 416_3 to the SAM

¢l dad08. ofStbp €%48Bnal memory 407 to the decryption unit

- 432,

[4] : The decryption unit 432 decrypts the data "e ({d1l,
d2})" to generate the data “(dl, dz}".

At this time, the scramble key management unit 434
selects the scramble key Kl; while the decryptipn unit 432
performs decryption using the scramble key K1,

Further, rewriting is performed by the data "d3", and
the data "{d3, d2}" is generated. |

. [5}: Tﬁe bus scramble unit 461 changes the scrambie
key froﬁ K1l to K2. The scramble keys Kl and K2 are values
of timers, values stored at the addresses, or values
generated by random number-gengration or other techniques;

[6]: The encryption unit- 431 encrypts the rewritten
data "{d3, d2}ﬂ.using thé changed scramble K2 to generate
the data "e ({d3, &2h)".

[7]1 The data "e ({d3, d2})" is written at the address

"f {(al)" of the external memory 407.
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The user is issued the I1C card 403 15 The IC of the IC
card 403 stores the key information used for

transactions by the user with the business contracted
with. Note that, the contract between the user and a

busi ness may al so be concl uded .after issuance of the

| C card 403 20 through the Internet 410 etc. Step

ST434: For exanple, when the user uses the persona

conput dPATity PEogessing RE Faridy Rrpcessdngh Undd 435]
Internet 410 to try to purchase a product, the server -

402 i s¥hes mrptiogsdatg i2¥or dhecsikiehmalgmeoery 407, the
Internet 410 to the ASP server 406. - 158 Wen the

PER it YLHcEBEihEGM ME Tal c1AGRSES i A deHas ithefl paPI tH@data
server 402, it accesses the personal conputer 405

bl @MU et UEiIP et lYp il e AL BRI arity data
requesting relating tothe 1C card 403 |1 ssued from
the,card _reader/ witer 4. s transmtted through

the BhEr SHAT B é’r’%gﬁl’o ARG ﬁ"é& 410.° ant d data.
server 406 to the SAM chip 408. Step ST435: The SAM -
chip 4B8eskeP dtion¥hen Sppei tex 't &f pP¥giemt FRouble occurs

-accordance with the processing request received at

ipefphep exteznaln gameayuti®d t [datas alse e vl orete- ,
program In the execution of that application program

the sSAY ddib g U8 aendthextbnaalf mensioy t40wheesbynheaé esecure
based on the processing of the above-nmentioned bus
Eﬁééﬁb.l;i.%nu B‘f_t A erogratBeebhd® possible.

Further, due to the addition of the parity data, even
if the l'ength of the piain text and the length of the encrypted
text are the same ," the address space of the CPU 466 and address
space of the extei:‘nal memory 407 will never completely match.
This is because, for example, when writing at the address
"al" the data "d1" , at the same time as writing the Nc portion

at £ (al), it is necessary to write the parity "p-l" (size

Np) of the data "dl" somewhere in the external memory 407.

. The parity data is stored at any storage area in the external

_niemo:i:y 407 in for example the following case.

The parity data is placed immediately next to the data

obtained by encrypting the corresponding plain text. In this

‘case, the bus scramble unit 461 reads the data "e (dl)" from
" the address "f (ai) " of the external memory 407, then read_s
‘the parity data "pl" from the address "f (al) +Nc/Nb". In

. this case, the bus scramble unit 461 does not have to perform
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the application programto the ASP server. 406. FlG
81 is a functional block diagram showi ng nore
specifically the function bl ocks of the SAM chip 408
shown in FIG 67. 20 As shgqws i-n FIG 81, the SAM
chip 408 is connected through an internal bus 490 to

a card I/F unit 491, ASP co ni cation interface unjt
28 SBRLat s dnegsherthay &&ﬂeo’ﬁ?aeﬁ:prF‘?% fpddress.
unit 465, storage uni.t 463, and CPU 466. 25 Part of

t he fuRertbas,otnt pdditgant uthepestersphgmenpry1%97 has
462 and aut hentication processing unit 463 shown in
SeQurefriaretfior aelvamplee ar etbiraged dyei hexdRikoSly Thwer the
SAM chi p 408 shown in FIG 81, for exanple as shown

barktpdLda. ThY FRADNEF Halthen ¥ 4 ol Fitebd i498hat exclusive

connected to 5 the internal bus 490 to an RF

.0 anspi $&i: Qn it Si he  SAM
ERPENLRORLLASIAN ShL0noHRl HAE Bl Lltelll Goitiler s

t t th h 49 f. the RF '
PR BRTFBrP: PARCACELrT PR 702 ShACPBEACH; AGHma06,BaP ©P-

according tg the communication 10 system 401, by

Thei RgTLhE dBbdc Rift LEn¥aitsRnt isnsheoaddsesgyitp (al) "
scranble unit 461 in the SAM chip 408, the foll ow ng

h f bleesenternblamawdryTHA7.i s, according to the

comuni cation system 401, it is possible to store for
exanplwhe®nthel gttty gatcodde 18 aidity 435 @RS B0parity
using the 1C card 403 in an externa

error, it halts the processing of the CPU 466 etc. to prevent
illicit processing of the data or program. Note that the
content of the parity processing is not particularly limited.

[Pipeline Prdcessing by Pipeline Processing Control
Unit 436]

In the present embodiment, for example, under the
control of the pipeline processing control unit 436, for
example, processing of the bus scramble unit 461 is divided
into a plurality of stagesraxrxd a pipeline is formed using
the stages as units so as to enable the access time to the
ei:ternal lilemory 407 as seen from the CPU 466 to be shortened.

That is, when not forming a pipeline, at least the

tﬁe required for processing one encryption block is required

for one access of the memory from the CPU 466 to the external

. memory 407.

25

For example, if forming a pipeline for the processing
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menory 407 in a secure state. Further, according to

t he communi cation system 401, by formng the
processi ng of the bus scranble unit 461 into a
pipeline, it is possible for the SAM chip 408 to
access 20 the external nmemgiy 407 at a high speed.
Further, according to the comruni cati on system 401,

by giving the bus scranble unit 461 a parity function, .
pPer .P@sgslgy Brus serambdey und ked ¢k limbiccprdagicet WatHar aread
read fromthe external nenory 407. 25 Sixth
Enbbdinknbnl 66 dalte pifethet addiredisnal i 4saned by the CPU
enbodi ment corresponding to the 19th aspect of the
188¢NtbPxdnpel &f RhelY khef chUese indeiiendisBlkh SErSthigher
a conputer for executing a transaction business

2588680 HgﬁgﬂnéguL% lcl[all.:%xé q’fehxeglag%r]]%%.%dg g' lfg% Ilgé]oegdram codes

_present Invention

ebic: PP bim sreatonr 57 £ AL 45 FAEanEe ol cata

i nvention. 10 As shown in -FIG 83, the conputer 501

 pfsthe ifness " FefpkNGH NP Lhktamihe address (dital) ",

504. The CPU 502, nenory 503, and contmuni cati on
ttrisipossidlar o colimenate t the GRizhsd dfishs)@nciyption
CPU 502 and communi cation circuit 504 are connected

dihdt @earpbti addpesaebying07. The CPU 502

conprehensively controls the operation

For example, if considering the case where when the

time for the memory access is ignored, encryption of each

'_data is performed in three rounds such as with triple DES

oxr the like, 1 clock is required for one round of .encrypi':ion,
and Nc/Nb=1l, - the CPU 466 issues instrt;ctions designating
the addresses "al", "al+l", and "al+2" for reading data
consecutively from the external memory 407.

At this time, three rounds of decryption become -
nécessary, and three clbcks are required ;-‘Eor decryptingr each
data.

If pipeline processing is not performed, as shown in

~FIG. 797, three clocks after the CPU 466 issues the first

read instruc‘l;ion, the data "e3 (d1)" read from the external

| memory 407 using the address "al" is decrypted three times

to obtain the data "dl" which is then input to the CPU 466.
Next, after another three clocks, the data "e3 (d2)" read

from the external memory 407 using the address "al+l" is
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of the conmputer 501, operates based on instructions of
a programstored in the menory 503, and accesses the
menory 503 during its operation. 20 The comruni cation
circuit 504 conmunicates with the 1C card 508 by the
contact system or noncontacfissystem In the contact
type, the I1C card 508 and the communi cation -circuit

504 are connected by electrical contacts. Further, in
fRE*¥BReOnERERe (imes (¥R qlkadq hepdakag"dRE which is then
conmuni cation 25 circuit 504 are connected through
shputr boagretGRU Wbfos Next, a6ter| aghthetrcthide chbeks, the
received fromthe IC card 508 through the
aaBEEUNEBa(dB)" Ctesdi froHRIthe X OSASSE tndioty e CPLh SRy the
in accordance with a programstored in the nenory

éﬁére E dr Q?LZ " 5.1.& h&eg Q&t @l’lf@g %Q G d rm nlgu? Ydata

the CPU 502 is transmtted throug e comuni catl on
flik kU 4.t0, ard t he CPU 502
m??tesh%%g %ésﬁ#?s 3ng%tfpe%§ntcgggng%;ted by
connunlcatlon wiith the | C card 508 in _the nenpr :
503. Freatas i &1 efelProtatapl v ng % ne2Bes { "els lnP“t
configuration of the CPU 502 shown in FIG 83. In FIG

Bg, the EPLEEE e dlmpks pétemetharGRIMAS6 d5enes thafirst
i's, the hardware conponent of the CPU 502 shown in

Fe&d idStB88ctdbave the hardware |layer is positioned a
conmuni cation driver |ayer. The conmunication driver

| ayer AfSope6sdd 0880this, in the present embodiment, the
pJ.pel:.ne processing control unit 436 converts the decryption |

processing of the decryption unit 432 into pipeline

‘processing in three stages as shown in FIG. 79B using each

" round as a stage.

‘Due to this . on the other hand, while it takes three
clocks from which the CPU 466 first issues a read instruction
for the data corresponding to the address "al" to be input

to the CPU 466, subsequently data corresponding to the

- addresses "al+l" and "al+2" are input successively to the

CPU 466 every clock.

. Due to this, all of the data "dl", "d2", and "d3" is

input to the CPU 466 five clocks after the CPU 466 first

issues a read instruction.

Note that, when the CPU 466 requests data of the address

"a2" far from the address "al" after "al", the data on the

pipeiine is discarded and the data of the addresses "a2",
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in it a comunication driver |ayer for controlling the
comuni cation circuit 504 connected to the CPU 502.

The 20 program of the communication driver |ayer is
usual ly stored in a nonvolatile nenory. Above the
communi cation driver |ayer_ i;san operating system

(0S) layer for providing the programformng the
foundation for the operation of the CPU 502. The OGS
Magéld "25 . pAsvipaskedhd nhitdee ptip@diniecat i on (AP) | ayer

wi th higher 162 concept services conpared with the

| over [ayaressFeerakblRl By AHHQeEGtﬂhnﬁgBhéhﬁeﬁnlt 433]

function "get card type () ", "read card data ,

and "Wihtg Eﬁédsﬂﬁiéhﬁ% 4@§eg§FQgEL8§y Euﬁggggs a ggﬁflc

the OS layer is an AP Tayer I nin e specl

functions. (se V|ces) reallzed ut er
ﬁnsﬁﬁuﬁﬁyér SSPoPTERS et%§p 35?1 mﬁF@&?ﬁ#§7' it

MAI N, APl A22 and AP3. In the present enbodi nent,
PRECBRP BRAFEBRWER PEEAIGH &p A FetPAm R¥tERE that this
provision of settlenment or other 10 transactions :
Lsingubheutineny azgeyvasif ha apHiY oat P tirer dadgr, aht begomes
exanple, in the OS layer and AP | ayer, the function

é@sy d&deray mtrtgadieer ttppebnhihrﬂeeﬁé.‘ftaidl 50&ri i ¢tel ifwms the
by "get card type ()". 15 In the OS | ayer and AP

bp¥Latihfesiyag afathhsyl EoeakingolBeCakthekSBaChi ed
by calling up this function. For exanple, assune that

there 7 eaJJ‘f& Q:‘ht:l}ép,ei i:hlaciaféégét 5&&0&]{@“& ,S 'the address

‘bus between the CPU 466 and SAM chip 408 is passed through

the bus scramble unit 461 and the address management unit

433 is made to scramble the addresses as well so as to make

it possible to prevent access to consecutive areas in the
external memory 407. This scrambling corresponds to the

1above—r-men'tioned map £. If not scrambling the addresses, the

7 m;ip f becomes a map of only the areas secured for the parity
data. For example "Va € [CPU address space], £(a) = (1+p)a".

" Here, p is the alignment size of the parity data.

Next, the overall operation of the communication

system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall operation

of the communication system 401 shown in FIG. 64.

Step ST431:
The businesses 415__1 to 415 3 or a party requested

by these businesses produce the application programs AP 1,
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Types A, B, and C. The return values of the function
for the IC cards 508 are defined as in FIG 85. 20
For exanple, assuming that the Type B I1C card 508 is
| used, the return value of the result of execution of
the function "get card typelg»"_becones-112". Further,
in the OS |ayer and AR layer, "read data (*rp)" is
defined as the function for reading data fromthe
ARt2r and 25_fefior\the PrReepeingr fosdgansagfgionpperformed
"*rp" is simlar in concept to a pointer inthe C
bnn’ghagbusiﬁésshsmsth th¢1eI¢ ctdwoi 4P For a&xagpls n the
poi nter variable, and "rp" shows a specific |ocation
pérkbRal ntempaktereeaREY 10f 4182l Cagar d1808. sWben ihr F'IG.
I's indicated, this 5 sfows th& content of the "rp

dress” in the menory of the |1C card 508. Assune now
that the internal menory stores data as shown in FIG

val uZ“f%f@%ﬁs S FORAPBaa 508 AR PhiboAghoethBzpres

and it is possible to read the data of the "102H

AR pasucnent: Ahra 471 (REERPLGR 1 tin Pih T4gRRS I In the

"wite data (*wp, wdata)" is defined as the function
éxtewnali mgmdaya40dt a specific address of the
internal nmenory of the IC card 508. Here, "*wp" is
sim| astép $he3zoncept of a pointer in 15 the C

| anguage, "*" indicates that the follow ng variable

is a p@h@ts‘lﬁ Vo&h8bbE pROGratl” abnEli CAPES, daf@eRbl BCare
addr ess ?he i nternal nenory of fhe TC card 508.

X%ﬁnlééﬁg %ﬁrohﬁﬁ %ﬁ&egutkgﬁtiggkﬁgk 8£1EQ64W9 1, 417 2,

ress
and 417 3 from the personal computers 416 1, 416 2, and 416_3

to the SAM chip 408.

Step ST433:

The user is issued the IC card 403

The Ié of the IC card 403 stores the key information
used for transactions by the user with the business
contracted with.

Note ‘t;hat, the contract between the user and a business
may alsoc be cbncluded atfter issuénce.of the IC card 403
through the Internet 410 etc.

Step ST434:

For example, when the user uses the personal "computer

- 405 to access the server 402 through the Internet 410 to

try to purchase a product, the server 402 issues a processing

'reque'st through the Internet 410 to the ASP server 406.
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menory of the IC card 508 is indicated. "wdata" is a

~variable 20 in the wite data. Assune now that the

menory of the IC card 508 stores data as shown in

FIG 87. Here, if "wp=102H' and "wdata=73H"' and
executing the function "w. fjggdata (*wp, wdata) ", as
shown in FIG 87, the data of the "102H address" of

that nmenory is rewitten to "73H'. 25 The application

pr ogr affkeRpihe AP sexyeap408nhERpeiNetca PIQEeEsHng request
define operations for transactions relating to

frbhethat seypes 492 ) Gtadces598s tiw morsaspordepeters 405
shown in FIG 88. In FIG 84, the application program
WVAkblugh exacrhedrnédtfi416! Rirtheér | i dprfeisimgiFfuesting
the conputer 501. The application program MAI N uses '

theazhRYccdeRbl AP ed rHUfES iQRneddftof ¥ EXPE oadkl v&iﬁer
determ ne the type of the I1C card 508 used. The U

202 §§! %%%%saﬁ%t%ée%ﬂ%%ghh EHE " P Tl inﬁ%mPuter 408,

appl i cation programin accordance w ype of

| C 10 car 08 det er.nm ned bas on the carrespqgndence
ERbFEnERoMAD. | AnE: BSPhgerrps A6 Rendbe. SPH ahigh 406
which I C cards 508 of the Type A Type B, and Type C

-are hahterdSEY38ifferent businesses, the application

progranms APl, AP2, and AP3 are produced. by 15 the
i ndi vi Thal SBdschips468 sdlehtienshansapplifeatieoaspabgram
the internal nenory of the I1C card 508 are shared by

Lheacappiifiabi PR QY PFodd sifP ek ¥\RdcelifRed at step
application prograns use portions assigned to themin
%g)lléﬁz%zxdpéxgéﬂkéh”Eﬂa@bgléiecttgﬁ apphlicatisn pLoY-AuE
. In the execution of that application program, the SAM

chip 408 and external memory 407 communicate based on the
processing of the above-mentioned bus scramble unit 461.

Step ST436:

The SAM chip 408 outputs the execution results of the

application program to the ASP server 406.

FIG. 81 is a functional block diagram showing more

: s‘pecifida}.ly the function blocks of the SAM chip 408 shown

in FIG. 67.

As shown in FIG. 81, .the SAM chip 408 is connected

. through an internal bus 490 to a card I/F unit 491 , ASP

: communication interface unit 460, bus scramble unit 461,

éncryption/decryptioﬁ unit 465,_7 storage unit 463, and CPU
466.

Part of the functions of the signature processing unit
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20 and AP3 are produced by the individual businesses,
but sonetines there is an error in a program an _
application program of another business is read by a
business with malicious intent by an illicit program
of that business, or a stongge-area in the IC card
508 for which one is not 25 allowed access is :
iLlicitly accessed, .- 165 - [Enbodi nent .of the Present
fﬁ%eﬁ?ﬁo%yth$E$18§thnaP€PsﬁL6Fn9h8ne6nF8 UFEPVBnlafFIG-

t he conmputer 551 according to an enbodi ment of the

o7 cavat fonvenanbphe rpalipednbynthpCPH9466he conput er

551 has a CPU 552, nenory 553, communication circuit -
504, |TwganM chiipcads Hfdkn ianHI6GWRIchfoirrexampbélas shown
Here, the CPU 552 corresponds to the conputation

£LTREG! 93, LSy EASEAL L | EVE 40, 1 A iR TAgt 2%3nected to
corresponds to the storage circuit of the present
£ﬂ¥efﬁtggggi?ﬁugod§en%8nEﬁakrpgﬁgbgiﬂbhlﬁgé?s?ﬁgsion unit

correspon 0 the comruni cati Ircuit o

sent inpveniian [,ud circuit Q . :
Ro7 et b fhe AT, Al ROY. aind SFanatia case pign tne
Eresent invention, and the switch circuit 561
SreasPotd ki 3 mengast o &l tdHhc At gntegma 492a
the present invention. 15 The CPU data bus 506 has a
P UEBS JRF syecebtiond trans@éssipudynéht 482rcuit 560,
and conmmuni cation circuit 504 connected to it. The
CPU datsr dntis1 HDbed 04660 PNE6cbPding t6 athai S6ivatniktation
of the present invention. 20 Further, the switch

SrE€Uhta®h] by FOMNEFIEE A hentioned functions to the
bus scramble unit 461 in the SAM chip 408, the following

effects are obtained.

That is, according to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external
@emory 407 in a éecure state.

Further, according to the commun;cation system 401,
bﬁ forming the processing of the bus scramble unit 461 into
a.pipeline, it is possiblelfof the SAM ghip 408 to access
the external memory 407 at a high speed.

Fufther, according to the coﬁmunicatibn system 40;;-
by giving the bus-scrémble unit 46i-arparity function, it
iéfpbssible to improve the reliability of the data readffromr
the externallmeméry 407 .

Sixth Embodiment
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a menory data bus 562 to the nenory 553. Further, the

CPU address bus 507 has a nenory 553, judgnent

circuit 560, and comrunication circuit 504 connected
toit. 25 Wien the CPU 552 accesses the nenory 553 or

a peripheral - 166 device gqgbside of the conputer 551
etc., the CPU address bus 507 transmts a CPU ADR

showi ng the address. In FIG 89, the comruni cation .

ci r cui Ths@resrpt enbadimendgis; 3o euhpdingpt corsesponding

~nunerals as in FIG 83 are the 5 same as those

bepthend@thnafpectsdf Ehet heventhenCPU 552 has t he
software structure as expl ai ned above using FIG 84.

That | pReBatédeAsppbECRribsantpEAg6aiKeAtt, AP2, and

AP3, ones which define processing for transactions

rel atipgrse, thEeRpLYBESESF difect@itlyy 20Branddb i budiness

d C, are used. The data received from an
h . . . . 04 |
Fofladl H0inb 8" 36 ARy B3TH ReTARAT A6 Bt tng frbent

stored.in the nor 53. Further, the data obtai ned
S PRELBP ooty BY BYPIRERERY 5o5 | 1 tranam tiad to

-the IC card 508 through the conmunication circuit

504. FiF®he$3 imeacPunstionplibloekediaguar of a computer
settlement generated by comrunication with the IC '

- 501 dus6d in éehecheopniy sBbBle@@nthefsai tehatedcart bl the

'switches the CPU data bus 506 and nmenory data bus 562

| PEéY¥ERO 1heesNBACti ON state and

As shown in FIG. 83,'the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication circuit 504 are connected
to a CPU address bus 507.
| The CPU 502 comprehensively controls the operation
of the computer 501, operates based on iﬁstructions.of a
program stored in the memory 503, and accesses the memory
503 dpring its operaﬁion.

The communication circuit7504 communicates with the
IC cafd 508 by-the contact system or noncontact'system¥ In
the‘cﬁntact tfpe, the IC card SOQ and the communication

circuit 504 are connected by electrical contacts. Further,

-in the noncontact type, the IC card 508 and the communication

‘circuit 504 are connected through electromagnetic waves or
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di sconnection state based on a judgnent result signa
S560 froma judgnent circuit 560 (control signal of
the present invention). 25 Further, the CPU 552
executes the instructions (codes) - 167 of the
prograns of the OS | ayer, pr giag1NA|N, and
application prograns APl , and AP3 shown in FIG
84 fetched (read) fron1the menory 553. The CPU 552
iiglktoetlance with the execution of those 5
Instructions, generates an instruction type

I NSt I UCPRE Gda €d Giidie NRSE A6 rdix SEnE | 1Y Akd NS08 UEkid\dgh the
S|gnal S552b, and if necessary a called AP

Wi &00: §h 9084 PP 260 8N Hs QN PULSsed 5 CLH EPE 502 in

ju gnent circuit 560. Here, the nstruct n type

AT iR o B MR B e,

instruction, and wite instruction the CPU 552
&he datp ?%ﬁ%#“?ﬂébYeFkﬁ PFREPERINGPY sthf CPU 502 is
instruction for the CPU 552 to fetch the instruction

cocRssmht bed hthheudP Ut liat comtyepi g@6ion Seffheui £ad04 to the
instruction is an instruction for the CPU 552 to read
det acdd oo, t he CPU data bus 506. The wite

instruction is an-instruction for the CPU 552 to

wite dajacHdy Ousla £he §5% Wil fodUhdtesulis Berse&@ement
executlng AP instructing signal S552b 20 i's aS|gna

AHEA P Bt EAETRA 0B Phe " AR BB R she mpmory
E§§ appllcatlon progranms APl, AP2, AP3, and MAI N. and
%ﬂograns

FIG. 84 is a view for explaining the software
conflguratlon of the CPU 502 shown in FIG. 83.

In FIG, 84, the bottommost layer is the hardware layer,
that is, the hardware component of the CPU 502 shown in F_IG.

83.

Above the hardware layer is positioned a communication

- driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the
communication circuit 504 conﬁected to the 'CE;U 502. The
program of the communication d';:iver layer is usually stored
in a nonvolatile memory

Above the communication driver layer is an operating

system (OS) layer for providing the program .forming the

foundation for the operation of the CPU 502. The 0S layer .

provides the highest application (AP} layer wii:h higher
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shown in FIG 84. The called AP instructing signa
S552¢ shows which 25 program of the application
progranms APl, AP2, AP3, and MAIN - 168 and CS
prograns the program nodul e of the call destination

- bel ongs when a program nodulgybei ng executed by the

CPU 552 calls up another program nodule. Further, the
CPU 552 halts the CPU data bus 506 and its operatlon
FREFERE TPV G gorReErdiwetR kheckrwey daverse IFencaapple,
a di sconnection state. Next, the judgnment circuit 560

whel 1hter xqpkpl anoged rfurdm:ia:id "gEtecpudghepe €O 't cUiteddb@ard
generates a judgnent result 10 signal S560 based on

Hheal MM, UahonwkiRe CASH Wathng)si gral exShplasand
executing AP instructing signal S552b input from the

CPU 55§ugeﬂexsh6a§g%e§ﬁe®y knput 5 LhA@qu¥hEedQ?9nlng

address bus 507 fromthe CPU 552 and out put's

h t 561, 15 FI G, 90
B8R PRPAET 5 BPC PR ubRRTTCeT) Tt B ffomter

FIG 89. As shown in FIG 90, the judgnent circuit 560
GELE aTh§eP@cﬂP§ﬁrCPPEU|f°578xaP898h FﬁﬁéﬁﬁﬁﬁlePrEqurams
571, read judgnent circuit 572, and wite judgnent

MATNy| APL73AP2( Zhd BBBection circuit 570 connects the
switch 574 to one termnal of the termnals 5751

5752, nndth&5pgréasrt ewbodimennst thetépplaypeion will be
instructing signal S552a input fromthe CPU 552 shown
bEthGilﬁgstrating the provision of gettlement or other
transactions using the IC card 508 as the application
program.

For example, in the 0S layer and AP layer, the function
for determining the type of the IC c'ard 508 is' defined by
"get card type ()}".

In the OS iayer and AP layer, the type of the IC card
508 .can be spec:i.fied by calling up this function. For example,
assume that there are three types of IC cards 508, that is,
Types A,‘ B, and C. The JI'.'eturn values of the-'functiqn for
the IC cards 508 are defined as i_nl FIG. 85.

For example, assuming that the Type B IC card 508 is
used, the return value of the result of e_xegution of the
-f_unction "get card type ()" becomes naw

Furtiger , in the 0S layer and AP layer, ".read data (*rp) ™"

is defined as the function for reading data from the internal

memory of the IC card 508.
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Specifically, the selection circuit 570 connects the

25 switch 574b to the term nal 5751 when the

instruction type - 169 instructing signal S552a

indicates a fetch instruction. Due to this, the fetch
judgnment result signal 5571 jé¢ytput fromthe fetch
judgnent circuit 571 is output through the term na

5751 and switch 574 as_the judgnment result 5 signal

S560 f Hewmethé *redgkensivitaniin spmaeph ke awppépter in the
circuit 561. Further, the selection circuit 570
abharghaget, e 'sghbels tld the fdkldwimy nakiabie?i slacpointer
the instruction type instructing signal Sb552a

ivaiGH1eS, antelfpi NEHdwe el BPecifibUfbdridi Sn the {888rnal
judgnment result signal S572 output fromthe read

J&Q@%gﬁ Ll fc Hord %cﬁéé.t Jﬁtﬁcﬁﬁ hraugn. 5 tﬂ?di&[«g%@fﬂ" this

5752 swtch 574 as t gnent result sign
$560 fromthe . ju circuit 560 tq the switch
SR (O ponis S e (E edRERPPQn b o paBopy of the
connects the switch 574 to the term nal. 5753 when the :
iTs eAgE: POR - tAeme pow thatngheiHarnadspemory stares data

a wite instruction. Due to this, the wite judgment

raes ighowsi gl FIEG73B6 out put fromthe wite judgnent

circuit 573 is output through 20 the term nal 5753
and swrughh2#4 af adHeuhimgnEdt reapHin28"gngheSheQuthoMalue
the judgnent circuit 560 to the switch circuit 561

B e Ghd HAHPMrddd WHtla %7@96%4&%@%2( OWEHNGLAY it is

i nstructing signal S552b, ca AP instructing signa

.g%%%&ble to read the data of the ."102H address".

Further, in the OS layer and AP layer, "write data
(*wp, wdata)" is defined as the function for writing data
at a specific address of -the internal memory of the IC card
508, Here, "*uyp" is simila-r to the- concept of a pointer in
the C language, "*" indicates that the following variablé
is a pointer variable, and "wp" indicates a specific address
of the internal memory of the IC card 508. When "*wp" is

indicated, the content of the wp address of the internal

-'membry of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if !pr=102'Hi' and.

"wdata=73H" and executing the function "write data (*wp,

wdata) ", as shown in FIG. 87, the data of the "102H address™

‘of that memory is rewritten to "73HY.

The application programs APl, AP2, and AP3 shown in
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25 and address CPU ADR i nput fromthe CPU 552 to
generate the - 170 fetch judgnent result signal 5571
and outputs this toward the termnal 5751 of the
selection circuit 570. . FIG 91 is a view of the
configuration of the fetch jgydgnment circuit 571 shown
in FIG 90. As shown in FIG 91, the fetch judgnent
circuit 571 has a storage unit 5811 and judgment unit
3L - Bérdefing arefiphionss fesittdransatid g delaldng to
range defining data 5841 and fetch inter-AP call

| ffte nem W dlvipeisngf dER ga38ls 308 . Mhe feotrciespovdenceafigeshown
defining data 5841 defines the addresses in the
ARITELG 5B accessi bl e when the CPU 552 is executing
the fetch instruction for each case where the CPU 552

I's exeqyf % PBAY’ 2AB Qfaplhéa@oha%%gﬁ&g MRk Latdfouted
progranms MAIN, APl, AP2, and AP3 shown in FIG 84. 15 B

. El. 92 vj.ew f xnl.ai ni he f
Hipadad Sufe WA (¥ SERIAD 0 ol JGIAIA0 PP, Tne

direction in FIG 92 shows the r Qgr ams oftheéﬁ .
| S Th @ =R ¥Atbh U prsgha YR menppionggfunction
and AP3 shown in FIG 84. 20 The "FROM in the row

("ssrt Foadatypei (it tordstrrming Hdestaipe afdtbesI6fcard S08

‘storage area in the nenory 553 where storage of the

prsegl.amhef QHE 508 redparidi ropd @xevutier tdd owedkespmnding
"FROM' in the row direction shows the start address

&ppAfi dE il P and 16 RfcddidindERABh Thd Wil dfiethe IC
program '
card 508 determined based on the correspondence table shown .
in FIG. 88.

If imagining a situation in which IC cards 508 of the
Type A, Ty-pe B, and Type C are handled by different businesses,
the application programs AP1, AP2, and AP3 are produced by
the individual businesses. Furtber, the storage areas of
the internal memory of the_IC card 508 are shared by the
application programs APl, APZ, and AP3. The spplication
programs use portions assigned to them in advance.

As expl_ained above , the application programs AP1l, AP2,
and AP3 are produced by the individual businesses, but

sometimes there is an error in a program, an application

program of another business is read by a business with

malicious intent by an illicit program of that business,

or a storage area in the IC card 508 for which one is not

allowed access is illicitly accessed.




10 .

15

20

25

171 of the corresponding colum is allowd access.

The "TO" in the row direction shows the end address

of the address range of the nmenory 553 where the

program of the corresponding colum is allowed

access. 5 For exanple, the-apgtication program APl is

al | owed access to the range of the addresses "2000H'

to "2FFEH' the menpry 553. The fetch, inter-AP cal

rel ati OEE‘blé PRt o%‘fatIS%SIire%%Vvs 2fRPERM nati ons of
progranms to which program nodules 10 which may be

cal | ed F¥&m&® igaf | wew alfokhevhent dgpratiemabdileccppputer
call ed up when the CPU 552 is executing a fetch

| 551 ractopding| to 88 ésbadimentfof ehelprasagttigvention.
fetch inter-AP call relation defining data 5851. 15

The colAmsplidecind Fr@f dd,GendB orpitdesar agsagscpdf 552,
the OS |l ayer and applicati ‘on progranms MAIN, APl, AP2,

TaTem 5%“30"‘90{:.{&115!1 t88n Iy Wsdia eShifheRf fHéuiPs60,
alEows he gr o the "f %‘S %ﬂ?

grans ayer I cation
r ans and 20 AP3 shovvn in FIG 84.
T?r’égl?ﬁ”e‘l;c'é\@c??ﬁﬁ“bgsﬁgftms of the coI ums and rows
show vvhet her a prqﬁham nodul e of program of the
cor r es iR 352 d?q’%’@%‘ﬂ’?‘&i%at? the coRIgFakion

nmodul e  of a program of the corresponding row. The "o"
i eicrcat b Shelptesent umyendizin,obhbd manm e SE¥eccdxtesponds
indicates that callup - 172
to the storage circuit of the present invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corresp.onds to the connection control circuit of the present
invention, and the switch circuit 561 corresponds to the
connéction switching circuit of the present invention.
The CPU data bus 506 has a CPU 552, switch circuit
561, judgment éircuit 560, and communication circuit 504
connected to it.
?he CPU data bus 506 corresponds to the transmission
line of the present invention. |
Further, the switch circuit 561 is connected through
a memory data bus 562 to the memory 553. |
Further, the CPUraddress bus 507 has a memory 553,
judgment circuit 560, and communication circuit 504

connected to it.

When the CPU 552 accesses the memory 553 or a peripheral
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is not allowed. For exanple, a program nodul e of the
application program APl is allowed to call up a
program nmodul e of an OS program MAIN, and

“application program AP3, but is not 5 allowed to cal

up a program nodul e of the_appgication program AP2.
The judgnent unit 5821 judges if the address CPU ADR
is included in the address range of the nenory 553

FEYHR opiside ofFRERe cfmPubey 31 19kC col thm SHdvRddress

FIG 92 10 corresponding to the programindi cated by
thes @t ut ragsribts | 20 SCPUCADR gslsowineg 1855 2pddras®esl. on
the executing AP instructing signal S552b and address

CPU- ADR i . BOQNthlecohitih b2t 560 Wi tduid G048Andndc card
the fetch access range defining data 5841 read from

t i 8 el ' e i 8
O e e dgren e R R "R 8 per e

exanpl e gener at es feteh, jyﬂ? result signal S571
i?1r$kﬁ§?ﬁ@°%%ﬁ%%% Fohand” Gu bué%'it toward t he
termnal 5751 of the selection circuit. 570 shown in

FI G oFuehhedy tihe HEEA e s JIaRe (Hegrays as

-not included in that judgnent, the judgnent unit

580 ha iperbrahese fuginge ¥ 84a Thaghipudaaehbheragplication
signal S571 instructing disconnection (break) and
Gritgapitfing AR DWAARE | hend aAP3 Nadned Adhilclofddfines ghroteuing
circuit 570 shown in FIG 90. 25 Further, when a

ERONERIP £6,08 P T OORM HOLHWL Brpexeskit Asl dyrddesos,
CPU 552 calls up a program nodul e of anot her
that is, Types A, B, and C, are used.

The data received from an IC card 508 through the
communication circﬁit 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
‘the data obtained by the processing by the CPU 552 is
transmitted to the IC card 508 through the communication
circuit 504.

Further, the CPﬁ 552 writes the result o£ settlement
generated by comrﬂunit:;.ation with the IC card 508 in th;a memory
553

The switchrcircﬁirt 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and
disconnection staté based on a judgment lresul'l-: signal S560
from a judgment circuit 560 (control signal of the present
invention).

Further, the CPU 552 executes the instructions (cod’es) :
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program the judgment unit 5821 judges if that callup

is allowed by the conbination shown by the fetch
inter-AP call relation defining data 5851 shown in

FIG 93 based on the 5 executing AP instructing si gnal
S552b and called AP instructdng signal S552c i nput
fromthe CPU 552 shown in FIG 89 and the fetch

in AP cal | relatlon defining data 5851 read from

(e Ebp AR A PO OS WRFS L BPRG PRI « 2PQ PR Ligation
in that judgment, the 10 j udgment unit 5821 for
Pragnany A aAP2 2 ahet AR3] ghgHanin FEGy| 84 stepeheds(mead)
i nstructing connection and outputs this toward the

tfxran ndle o yf 59%. sel ection circuit 570 shown in

FIG 90. On the other hand, when judging that it is

not al ligedpySss9, tlf}aacbudaaﬁ&te witl fH&l @R tidnt of those
5821 generat es for exanpl e a fetch Judgrrent resul t

t(r)lvvar EZ téeP?n]e[ i %3 1 t e se ect gﬁ CItrCUI tlI 570g
? ; Tg 7
tsovvnlr%ﬁ e.re ng gcltgl(r:]nlrcult 5125 and

AR instructing SI nal 8552c and address_ CPU ADR i.np ut
AfoRPERESEPY &5 1lgd AR dngtrugtd ndesignal FRAAC Pégmtputs
signal S572 and outputs this toward .the term nal 5752

dfhesdye tseldet ipdgnerduiqikiot H6Q. 94 is ‘a view of the
configuration of the read 25 judgnment circuit 572:

shown Herel, Gth0 instktetids WP instiGtifg, dimaleabs2a
judgnent circuit 572 has a storage unit 5812 and
dgren 4N ha382+4ng whether which of the fetch instruction,
read instruction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an instruction for the
CPU 552 to fetch the instruction codes through the CPU data
bqs 506.

The read instfucticn is an instruction for the CPU
552 to read data through the CPU data bus 506.

The write instruction is an instruction for the CPU
552 to write data -through the CPU data;" bus 506.

Further, the executing AP instructing signal S552b
is a signal showing of which program the instruction being
execqted by the CPU 552 belongs in the instructions of the
application programs AP1, AP2, AP3, and MAIN and OS-programé
shown in FIG. 84.

"The called AP instructing signal S552¢ shows which

- program of the application programs APl, AP2, AP3, and MAIN
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The storage unit 5812 stores the read access range
defining data 5842 and read inter-AP call relation
defining 5 data 5852. The read access. range defining

data 5842 defines the addresses in the nenory 553
accessi bl e when the CPU 552 ijgg executing a read

i nstruction for each case where the CPU 552 is

executing prograns of the OS | ayer and application -
18ndpPEgrERgrAns Nchamrogysm modnlpd i ihe qallFdgstdnation
FIG 95 is a view for explaining the read access range
dbéllpongg vhea &GEhgrEwe mealulrnbeiagt egabntddribet tlom GRU 552 .
FIG 95 shows the progranms of the OS |ayer and the

apRligatipboAnptaakapEolYRblN, moda1aP1, AP2, and AP3 shown
in FIG 84. The "FROM" in the row . (horizontal)

di rectigp, shops Sgﬁgec'ﬁﬁaéﬁz aﬁgiﬁésrﬂ{ahéﬁﬁ &L%Eaﬂﬁfat%ﬁg and

in the nenory 553 whéere ~storage o € program o
corresponding colum _is _allowed. ;20 The,"FROM. in the .
OFGRPRERESAnCHBHE PRocEPYPINGHPaYST They RELER segeuit
range of the nmenory 553 where the program of the
cBPleSpbrErng dFGRANPStAPPOoREEEScCcess. The "TO' in

the row direction shows the end address of the address
range ofexhe bhepjyd@sénbheircuhbt phOgwaill beSesplahped in
correspondi ng colum is allowed access. 175 The read

i ageaiP call relation defining data 5852 shows the
conbi nations of prograns to which program nodul es

whi ch rBye Cﬂégﬁé&@ﬁrcgﬁ@%é@%é‘ﬂél@@ %n%u%‘ﬂérﬁ: result

progr am

signal S560 based on the instruction type instructing signal
8552a and executing AP instructing signal S552b input from
the CPU 552 and the address CPU_ADR‘ inpuﬁ th:;:ough the CPU
address bus 507 from the CPU 552 and outputs this to the
switch circuit 561.

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89,

As shown in FIG'.. 90, the judgment circuit 560 has a
selection circuit 57-0, fetch judgment circuit 571, réad
jﬁdgment circuit 572, and write judgment circuit 573.

The sele.ction circuit 570 conﬁect_s the switch 574 to
one terminal of the terminals 575_1, 575_2, and 575_3 based
on the'instruction type in_structing-signal S552a input ffom
the CPU 552 shown in FIG. 89.

Specifically, the selection circuit 570 connects the

switch 574b to the terminal 575 1 when the instruction type




nodul e is called up when the CPU 552 is executing. a
read 5 instruction. FIG 96 is a view for explaining
the read inter-AP <call relation defining data 5852.
The colum direction of FIG 96 shows the prograns of
the OS layer and application jograns MAIN, APl, AP2,
10 and AP3 shown in FIG 84. The rOM/direction of FIG

96 t.h the. OS |l a I t
S B o, A T, AR e L

The i ntersecting positions of the colums and rows 15
show whBtgeftoa gr&#ﬁﬁé&&ﬁ@ orudgmendqresudit signal s571
corresponding colum is allowed to call up ak program

'- ~ modkpa tof remptivg farhddf jubdgmeotr espounilt 15T dw. odhputothrough
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indicates that callup is allowed, while the "x"

i melieC dleemibadl 578 HUpnd SWidicraldmned e -julfient result
judgnment unit 58272 judges if the address CPU_ADR is

i Q‘i'gﬂgq_d ssgot rf?:o?nd%%s%tf @07 %@%OV t%s he switch

de ned by the "FROM “and "TO' of e colum shown I n
ﬁérespondlng to the programindicated by the

executlng instructing signal S552b based ogdthe

executing AP 25 jnstructing signal  S552b and address

PU ADRERR GBETs iR ﬁﬁ&e?tl%msgr@utéw SRORRCER HEresswitch

89 .and the read access range defining data 5842 read

fPdfh thRe theotagminnilt 53§12, witken thed givsdruiedtion: type

i ncluded in that judgnent,

instructing signal S552a indicates a read instruction.

Due to this, the read judgment result s.ignal S$572
ocutput from the read judgment circuit‘5.372 is output through.
the ten‘_nif:al 575_2 and switch 574 as the judgment result
'é_ignal S560 from the judgment circuit 560 to the switch
circuit 561.

Further, the selection circuit 570 connects the switch
574 to the terminal 5'15__3. when the instruction type
instrqcting sighal $552a indicates a write instrt;ction.

Due to this, the write judgment result signal S573
Odti)ut from the write judgment circuit 573 is output thréugh'
-'the terminal 575_3 and s;witch 574 as the judgment résult
.signal S560 from the judgment circuit 560 to the switch
‘circuit 561. | |

The fetch judgment ciréuit 571 uses the executing AP
instructing signal S552b, called AP j.nst:;ucting signal S8552¢,

and address CPU ADR input from the CPU 552 to generate the
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the judgnment unit 582 2 for exanple generates a read

judgnment result signal S572 instructing connection

and outputs it . toward the term nal 5752 of the

selection circuit 570 shown in FIG 90. On the other

hand, when judging that it ig#ot. included in that

judgnent, the judgnent unit 5822 generates for 10

exanple a read Judgnent result signal S572 instructing
dEeLGHn dudeBRNth regml tafd 98adp $5I 1 andowantputise this toward

tern1na| 5752 of the selection circuit 570 shown in :

Fitie $@rminaih&?S_dhedff &her sgplevtiodulcd rafiix S7A@gr am

bei ng executed by the CPU 552 calls up a program

nodul e pcaneihee a5viRewngb&MthbheochedgiRatibhi b£58R2 fetch

judges if that callup is allowed by the. conbination

ShauBmaks! BS0oae BHLCLHARnCaN rikel agon defining

dat a 5852 shown in FIG ased on the executing AP

i nstruc sj gn 2b.and, cal Le .instructin

si gnal §5 %orﬁpu E?§ﬁ1?gé B §g§ Q BﬁﬁgP ng261%935t 571

8§ and the read inter-AP call relation deflnlng dat a :
85 Pe§&°FFgﬁ1Pﬂéts?gﬁaéeaﬁﬁiﬂ“§gTe2t wrék Pldging

~that it is allowed in that judgnent, the judgnent

uni t 58Phefstorsgepnd ik gt @tm¢hm¢g1mu acoessl trange
signal S572 instructing connection and outputs this 25

t dafiidihpeldter ABAAL Hkbfateh ineesareallnrslicivn d&ﬂnlng
shown - 177 in FIG 90. On the other hand, when

jadghnggthat it is not allowed in that Judgnent t he
“judgnment. unit 5822 generates for exanple a read

judgment, £ 6Lt Ly SLQ08L s SPdfgh "SLEYSI A %ata 584 1 defines

the addresses in the memory 553 accessibie when the CPU 552
is executing the fetch instruction for ‘each céns;a where the
'CPU 552 is executing programs of the 0S layer and application
proérams MATIN, APl, AP2, é.nd AP3 shown in FIG. 84.

FIG. 92 is a view for e:;plaining the fetch access range
defining data 584_1.

The column (vertical) direction in FIG. 92 shows the
iarograms of thg 0S layer and t‘.h@T application programs MAIN,
APl . AP2, and AP3 shown in FIG. 84,

The "FROM" in thé row (horizontél) direction shows

the start address of the storage area in the memory 553 wher'e“

- storage of the program of the corresponding column is

allowed.
The "FROM"™ in the row direction shows the start address

of the address range of the memory 553 where the program
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5 di sconnection and outputs this toward the term na

575 2 of the selection circuit 570 shown in FIG 90.

The wite judgnent circuit 573 uses the executing AP
instructing signal S552b, called AP instructing signa
S552¢  and address CPU ADR. npyt fromthe CPU 552 to
generate the 10 wite judgnent result signal S573 and
outputs this toward the term nal 5753 of the
s8fePoFOEFPERPNY Y. qalgungis a1 opedyagresie |
configuration of the wite judgnent circuit 573 shown

in FI G The. "Be"showkhenrBwGdig@éctibe showe thdgemdt address
circuit 573 15 has a storage unit 5813 and judgment

uniEt th823addihess rahaee ofnithed GikmosH0663 Wherd ithe program
access range defining data 584 3 and wite inter-A

cakl thel abkersgehidih c@%ﬁm5§§_§-113tl§d\’"&l—_-$§s§‘?cess
r

range defining data 584 3 defines 20 the a esses in

the ne essi bl en_the CPU 552 | .
exoout | ngY PamBEEL EhS SpBTFiatiSh GrodPen APy ip atlowed
the CPU SSEhis executi&&rﬁro rans of the OS | ayer and
apBFEESt FOn T PrEyransot &

in FIG 84. FIG 98 is a view for explaining the wite
aERes8eRaREe5535 defining data 5843. 178 The col um
(vertical) direction in FIG 98 shows the prograns of

the OS Thyefetrhl deeail icll aelpidgndefihliNg dARk, 585 1
AP2, and AP3 shown in FIG 84. The "FROM' in-the row -
(06w OfHedlJonlb iTRAT i diHE YEOPRogRahbers Wl ilci$68TamOhodules

the storage area in the nenory 553 where

which may be called from or called belong when a program
module is called up when the CPﬁ 552 is executing a fetch
instruction.

FIG. 93 is a view for explaining the fetch inter-AP
call relation defining data 585 1.

The ccolumn direction of FIG. 93 shows the programs
of the OS laYer and application programs MAIN, APl, AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 93 shows the programs of
the OS'iayér and application programs MAIN, APl, AP2, and
APS shown in FIG. 84.

The intersecting positions of the columns and rows
show whethef é program module of a program of the
corresponding column is allowed to call up a;programlnodﬁle

of a program of the corresponding row. The "o" indicates

that call up is allowed, while the "x" indicates that callup

es3g% "2400HipF A fIGRRFR" of
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storage of the program of the correspondi ng colum is
all owed. The "FROM' in the row direction shows the
start address of the address range of the nenory 553
where the program 10 of the corresponding colum is
al l oned access. The "TO' in the row direction shows

- the end address of the address range of the nenory

553 where the program of the corresponding colum is

¥ AR >~ The wite inter-AP call relation
defining data 5853 15 shows the conbinations of

progr afien examEdte preo grraguasd wosklghiogh bhey apglllicertilen
called from bel ong when a program nodule is called up
Wisygtdne 0P 5231 Boweade Ccitd | il . up efbricdanuciddiile of an
FIG 99 is a view for explaining the wite inter-AP

@8 | prSGAdnh Ol | AW AR A 85D n Pt ABSN but is not

dlrectlon of FIG 99 shows the progranms of the OS

R L R T

shoms the progranms of the OS |ayer and application
ams MAIN, APlI, AP2, and 25 AP3 shown in FIG 84.
179 The |ntersect|ng §05|t|ons of the colums and

rows Sthewindemest unproefant rikfges € &hpradranssCPU_ADR

the corresponding colum is allowed to call up a
prodmarhuwibgilin tife addregsamaofet b€ the rmopornyli 553 rdefined
The "0" indicates 5 that callup is allowed, while the.
by tHYligaies thad ofdd WE dife dlvddd WM in FIG. 92
corresponding to the program indicated by the executing AP
instructing signal S552b based on the executing AP
instructing signal S§552b and address CPU_ADR input from the
CPU 552 shown in FIG. 89 and the fetch access range defining
data 584_1 read from the storage unit 581 1.

" When judging that it is included in that judgment,
the judgment unit 582_1 for example generates a fetch

judgment result signal $571 instructing connection and

outputs it toward the terminal 575 1 of the selection circuit

570 shown in FIG. 80.

On the other hand, ﬁhen judging that it is ndt included
in that judgment, the judgﬁent unj.t 582_1 generates for
example a fetch judgm_e-nt result signal S571 'ins{:ructing
disconnection (break) and outputs it toward -the -tefminal
5_7'5__1 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being =
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The judgnent unit 582_3 judges if the address CPU_ADR

is included in the address range of the nenory 553

defined by the "FROM' and "TO' of the colum shown in

FIG 98 10 corresponding to the programindi cated by

t he executing AP instructingysi gnal S552b based on

the executing AP instructing signal S552b and address

CPU ADR i nput fromthe CPU 552 shown in FIG 89 and '
t REEGRPE BY e CPInge? a1 AP 8aP5Cshas nadile cfanother
the storage unit 5813. 15 Wen judging that it is

i pebgded, i bhehjundgudgtennit 582 Judydges ifi th&828alldup is
exanpl e generates a wite judgnment result signal S573

| aXlowedi g e RebioE tdketh eHbRui By thd @¥tidch lihter-AP call
term nal 5753 of the selection circuit 570 shown in

Ff@la@@onzﬁeﬂ‘ni QL Lrsdnd, SWAGD i GHY ds‘“@tasetd bh the

not included in that judgment, the judgnent un

5 rages. | le.a d

s?%ﬁg?gggg ﬁ%né rgf ?ﬁgﬂgdls onne%??%% eﬁﬁifsédgp
oputputs it toward the_ termnal 5753 of the selection |
c’r?gﬁFP"%’iﬁgsﬂb%a SEPES HoPuHsLRePt e CRHeRS4 shown in
program nodul e of a program being - 180 executed by
ﬂ%gCFQP 599 cehe Fatirha iptey-aR mdél sedptipot Hefining data
program the judgnent unit 582 3 judges if that callup

i 585 al | oeed ﬁyomhEheomh¢nm¢eomnsho&m1by the wite

inter-AP call relation defining data 5853 shown in

FIG 9%as ghdyind @hat execstd Ly iRSHhd® fRdgment, the
signal S552b and called AP instructing signal S552c

| TRm S 0B s D For LR GEhGraBds?Rdeb DB 5 hbGm
inter-AP ca ation ?ithg da a ares "yhdgment
result signal S571 instructing connection and outputs this
toward the terminal 575 1 of the selection circuit 570 shown
in FIG. 90.

On the other hand, when judging that it is not allowed

in that judgment, the judgment unit 582 1 generates for

- example a fetch judgment result signal 8571 instructing

disconnection and outputs this toward the'terminall575_}

~of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the executing AP
instructing signal $552b, called AP instlijucting signal 55520,
and address CPU_ADR input from the CPU 552 to generate the

read judgment xésult signal 8572 and outputs this toward

. the terminal 575 2 of the selection circuit 570.

25

FIG. 94 is a view of the configuration of the read

judgment circuit 572 shown in FIG. 90.
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585 3 read fromthe storage unit 5813. \Wen judgi ng

that it is allowed in that judgnment, the 10 judgnent

unit 5823 for exanple generates a wite judgnent

result signal S573 instructing connection and out puts

this toward the term nal 57%g40L the selection

circuit 570 showmn in FIG 90. On the other hand, when
judging that it is not allowed 15 in_that judgnent,

Lhe | URFFRot in SEBE. gRher Bhestoed Tesampht Siupnit 572
judgnment result signal S573 instructing disconnection
ands oat phesagai unitwaBll_Lhandejuilgaénb76n8tos82ha .
selection circuit 570 shown in FIG 90. Next, the

sel ect iThe CstSthde SURL M 581 b2 exptas ek r&fd Th€cess range
selection circuit 570 connects the switch 574 to one

Odiet DRid &L ER4D S5 . 54583 t he s

e L 0 2 i e BP0 P D AL dpgining
5 pecifically, when the instruction type :
iéé%?Lé?ﬁﬁ%'signal Sb52a indicates a fetch

instruction, the selection 25 circuit 570 connects the :
swi t ch B 1534 pecesrnraagesdeiining dats $8hud defings the
fetch judgnent result signal 5571 as the judgnent

raddres g560in dhehamangn 53 mnressidle Bhent ¢thehCPU 552 is
t he connection/disconnection of. the switch circuit
Sffedistimprd roddd dibytibhetie choy Usgtk NtaseSuthérsi gnal cpu
S571. Further, when the instruction type instructing

Spnals Hadeutiih C}%%ﬁﬁné esf tRStésIcid 08 application

sel ection circuit =~ 5 connects the switch 574 to the
SRl AR O S ol H P MIUE rd SoHh !

' FIG. 95 is a view for explaining the read access range
defining- data 584 2.

'I'l"lg column (vertical) direction in FIG. 95 shows the
programs of the OS layer and the application programs MAIN,
APl, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row (horizontal) direqtion shows
the start ad;:ires's of the storage area :Ln the meméry 553 where
storage of the ‘program of the corresponding column i's-
éllowed. :

The "FROM" -in ther row direction shows the start address
of the address range §f the inemory 553 where the p:fogré_'m
of the corresponding column is _allowed aéce_gs.r-

The "TO" in the row direction shows thé end addres.s

of the address range of the memory 553 where the prograj_n

of the corresponding column is allowed access.




10

15

20

25

S560 to the switch circuit 561. Due to this, the 10
connecti on/ di sconnection of the switch circuit 561 is
controll ed. by the read judgnent result signal $572.

Furt her, when the instruction type instructing signa

S552a indicates a wite instrygtion, the selection

circuit 570 connects the switch 574 to the term na

575 3 and outputs 15 the wite judgnent result signa

S573 asThferpadginberrdBurallgsébatbonhdefining data 585 2
circuit 561. Due to this, the connection/disconnection
ofhbhe th tainisinstidnS @l progeamsr 0b |withdly gy @ dules
judgnment result signal 5573. Next, exanples of the

ORRi ahiRaly OdalDer £ONTIH bsh | |
[ First Eﬁ%n’pzlle of Oper a?%o%]ﬁill\'lgégfﬂgdr‘] %{%ﬁﬁ@iﬁxﬁ%grogrw

L O he c t cutes_a fetch
RERAL e Ts OB Seh GpT RN Bhe CRY SEFCHE SrloFie, grren
nodu] e og.the application program AP1 and 25

d%%?%ﬁ%f $°Phe address "2100H' of the address nenory

553 - 182 w |l be explained. In this case, a CPU ADR

i ndi catfHg- "260bFraf YR Har exelamingdiks srend bover-AP
and an instruction type instructing signal S552a '
i erfl taré byt dohedefinneygrdataoh8sand. an executing 5 AP
instructing signal S552b indicating APl are out put

from tiee GAlak? dDrédeidndgiertc Ci9e WHowdkhe programs
Further, the judgnment unit 582 1 shown in FIG 91

9
jdEloese i bs theyad da&a%ﬁ,%%?&%ﬁr ,ﬁg&g&gﬁg VAT ge%%, AP2,

address range "2000H" nenor

dgld 685 Pyl ie in Frc. s84.

The row direction of FIG. 96 shows the programs of
the 0S layer and a;ﬁplicat:;;on programs MAIN, '}\Pl, A'P2, and
AP3 shown in FIG. 84. |

The interseéting positions of the columns and rows
show whether a program module of a progrém of the
corresponding column. is é.llowed to call up a program module
of a p;:og‘raxﬁ ofv the corresponding row. The "o" indicates
.t’ha't callup is allowed, while the "x" indicates that callup
is not ali-owed.

The judgment unit ‘582_2 judges if the address CPU__ADR
is ‘included in the- address range of the memory 553 defined
by the "FROM" and "TO" of the column #homi in FIG. 95
-corr_e.sponding ‘to the program indicated by the execut'i‘ng AP
instructing signal $552b based ‘on the e’xécuting; AP

instructing signal S552b and address CPU ADR input from the
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10 "FROM' and "TO' of the colum shown in FIG 92
corresponding to the APl based on the executing AP

i nstructing signal S552b and address CPU ADR i nput
fromthe CPU 552 and fetch access range defining data
5841 shown in FIG 92 read.frigg the storage unit 581

15 Further, the judgnment unit 582 1 generates a fetch
judgnment. result signal S571 instructing connection

ahBY 3o pthewn (in &f-d 8Phandethe mead 78cass ange defining
selection circuit 570 shown in FIG 90. Further, the
sdhtat B8A_8i reardt £530 tbenstbsagheusikt 5A1 20 574 to

the term nal 5751 since the instruction type

i nstrucwhag $udgehg Sbhds i00if£aiRs14dé8t £A. thM€ §@dgment,
this, a fetch judgnment result signal $571 instructing

CeRASHid il S uAYEPSE2 t 'f@%gék%%é ?gg%tz'tag:%shg i Jééé% E;Hdgxnent

570 as t’he judgment result si € SW

259Gl ¥ guj .in FILG.89. 183 Further, the _;
efulEchianat SRT20 AREEGhiRS epteotinn cShgcoufguts it
nﬁnor q%%g bus 562 in_the connection state to allow :
t %"’txz% tegminadsa7h e fetbrysebactigrecirpnit (570 shown
t he above expl ai ned case, when the 5 address CPU ADR

i 18l EE¥ es90310011", since that address is not
i ncluded in the address range "2000H' to "2FFFH', a

fetch Qmdheeatheetiddd siwpeal jElying RHatliti 19 not included
‘di sconnection is output fromthe selection circuit

S5, Pl USE b 0 5213 Sty <o
%ﬁlé’% are?ﬁ'& ngrh&ig hx.eeg.lllstg oé‘:{]ge&aﬁ oél'j'?é aat.r?structing
ci_isconneétion {break) and outputs it toward the terminal
575 2 of tﬁe selection circuit 570 shown in FIG. 90.

| Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
program, the judgment uniﬁ 582_2 judges if that callup is
allowed by the combination shown by the read inter-AP call

relation defining data 585_2 shown in FIG. 96 based on the

executing AP instructing signal S552b and called AP

- instructing signal S8552c¢ input from the CPU 552 shown in

FIG. 89 and the read inter-AP call relation defining data

:  585_2 read from the storage unit 581 2.

25

When judging that it is allowed in that judgment, the
judgment unit 582 2 for example generates a read judgment
result signal S$572 instructing connection and outputs this

ﬁoward the terminal 575__2 of 'thes-electidn circuit 570 shown
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to prevent the CPU 552 from accessing the nenory 553.
[ Operation of Second Exanpl e] Next, an exanple of the
operation in the case where a program nodul e of the
application program AP2 calls up 15 a program of the
appl i cation program APl whenjitthe_conputer 551
executes a read instruction wll be explained. In this
case he ecuting AP instructing signal S552b

S and the called AP instructing signal S552c
shomnng APl are output fromthe CPU 552 to the read
j udgnen®r Y @thes gastﬂz.whm justjmenthati i t582 @ tohllowed

~the read judgnment circuit 572 views the read inter-AP

cahl thetafindgmestj nthg datgméfb2uniBose2i » Feferf6eandor
judges if a call fromthe AP2 to APl is allowed. 25

Fuxalifle hhgehtldguBGheHbl L8822 JEHRARL 8672 iﬁ@gmc%%g
judgnment result signal 5572 instructing connectlon and

o4} PULSNnL AL Soh O¥RE Yot E?u%ggghﬂgltg ggdoﬁﬂéhge %&i 895 2

circuit 570 shown in urt

oh bhe, ReLeRRIBR TR P b r oR 0y BRSrR otp Bt ng é-?ga"al”a'

S552a indi cates a read instruction. Due to thls a
read | RFEHL fsitdomangn ainomit 573 pgesi fhe executing AP
connection is output through the selection circuit
5ings tue hbng wdgmevdt ShB2h| teal pnh APSEHEHt rwc timy svignall S552¢
10 circuit 561 shown in FIG 89. Further, the switch
Canid laddibds SERG AT i tddEH:drbWhe CPU 552 to generate the
write judgment result signal 8573 and outputs this toward
the terminal 575 3 of the selection circuit 570.

FIG. 97 is a view of the configuration of the write
judgment circuit 573 shown in FIG. 90.

"As shown in FIG. 97, the write judgment circuit 573
has a storage unit 581_3 and judgment unit 582 3.

The storage unit 581 3 stores the write access range
defining data 584_3 and write intexr-AP call relation defining
data 585_3.

The write access range defining data 584_3 defines

the addresses in the memory 553 accessible when the CPU 552

is executing the write instruction for each case where the

' 'CPU 552 is executing programs of the 0S5 layer and épplicatibn

. programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

defining data 584 3.
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506 and nenory data bus 562 to the connection state,

wher eby the CPU 552 can access the nenory 553. On the

ot her hand, in the above case, when the program 15
nodul e of the application program AP2 calls up a

program of the application Ff@g[antAPS, it is judged
from the read inter-AP call relation defining data

5852 shown in FIG 96 that a call fromthe AP2 to AP3

i s not Eie svdmn Hranfdrcaldhdijredddont innFIG5828 shows the
generates the read 20 judgnment result signal 5572

| provg Tt s nef dihec OSnkayesradiche appllpvhtibhi rogvamnd MAIN,
the termnal 5752 of the selection circuit 570 shown

IAPE) QrD). akNeabd $Kbén £n MERE. jagignent result signal
5572 instructing di sconnection is output through t he

sel ect iggp, W Gl /Q. J.ud t f;esult.
si gnal 5560%§gﬁ%he smf?% C%%ShoﬁﬁﬁeﬁﬁnT] ST phows

R.G 89.  Fur her swich circuit 561 sets t he CPU

REix: asgﬁﬁ t 2garand ‘?ﬁﬁ?&ey SHAFagp Aresedn(he memory 553 where

di sconnecti on state to prevent the CPU 552 from .
S PE HPherngr s PE sthe cogsiesnedlisisn\eolure is

judgnment circuit 560 and switch «circuit 561 determ ne

taldawsthect i on state between the nmenory 553 and CPU

data bus 506 based on data defined in advance in

accor daheec" FROM" GAC RhBrQsF direb +td6H0SKIAAE W LPaft address

program being executed by the CPU 552. 10 Therefore,

JF AW IfRidSUY Qré?ﬂj@@f:’q{ﬂeg %%Bb)‘whegée tHeY p§:ogram

can be prevented fromillicit essing
orfs%%cgo%es%%% ta c()f.‘l.umnanOtzi.rslser:a.il.ip%I | Cgtclcon pr ogram
store

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program

of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shows the combinations of programs to which program modules

which ntay call or be called from belong when a program module
is called up when the CPU 552 is executing a read instruction.

FIG. 99 is a view for explaining the write inter-Ap

‘call relation defining data 585 3.

The column direction of FIG. 99 shows the programs

of the OS layer and application programs MAIN, AP1, AP2,

‘and AP3 shown in FIG. 84,

The row direction of FIG. 99 shows the progfams of
the OS layer and application programs MAIN, AP1, AP2, and

AP3 shown in FIG. 84.
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in the nenory 553 and a high security can be obtained
anong application prograns even when the CPU 552 is
executing a 15 plurality of application programs. The
present invention is not limted to the above

expl ai ned enbodi nent. For gxgqglg, in the above

expl ai ned enbodi nent, the case was illustrated where

the judgnent circuit 560 stored 20 fetch access range
defininghﬂaiatSBaQGti@wcm°$i¢t9n$¥btatherebbuhna and rows
defining data 5851, read access range defining data

5842w whbathent ar pAPgeah| modhbei 60 deprogpgmdataths2,

write access range defining data 5843, and wite

| 8beredPofidihg! €6 BN SafihBWRe €8t8aPBA% PPrRFram module

shown in FIG 100, 25 it is also possibl'e t0o use an

| Gecar t QFi S 3:.186_ 1 n state . ..
encryp?ggéggﬁngfkggei%?gfn%%g%%l : %"th?%ecage,lPﬁécates

| nt.circuit 560 holds.the key informtion K and
AL R 1 dRes ehilecEiS M fodichtemaBat callup
t hrough the CPU data bus 506 and communi cation 5 :

}7 Pt 3bkowedads the fetch access range defining

data 584-1, fetch inter-AP call relation defining

dat a 58Bie juskgkendconit PBAQGR Jelges nf ddicaabB42ssr eald ADR
inter-AP call relation defining data 5852, wite

ace elaschadgt defihd pgldiaist $84ge o8NEGh@ inbRiokPt 853 ABefined
call relation defining data 585 3 from 10 the IC card

3P Al et (e S ASET R Sb LB SRl S LPEE g
decryption program 590 and key information K Fur her,
t&?ré’é%oez{]ciirlxél Vteonttlh%n przr.'a r%}nog.rendti«h:gtggogg the executing AP

- instructing signal S552b based on the executing AP
| instructing signal S552b and address CPU_ADR inpﬁt from the

- CPU 552 shown in FIG. 89 and the write access range defining

—data 584_3 read from the storage unit 581 3.

When judging that it is. include;:l in that judgment,
f:he judgment unit 582 3 for example generates a write
judgnment result signal S573 instructing connection and
outputs it toward the terminal 575 3 of the selection circuit
‘570 shown in FIG. 90.

On the other hand, when judging that it is not included
in that judgment, the judgment un:;.t 582 3 generates for
example a write judgment result signal S573 instructing
disconnection (brea;k) and Outputs it toward +the ,terminai_
575_3 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
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decryption programin an encrypted state in the IC

card 558, 15 read this through the conmmunicati on

circuit 504 and CPU data bus 506 into the judgnent

circuit 560, decrypt this by the judgnent circuit 560
usi ng predeterm ned key infopggtion, store the

decrypted decryption programin the nenory 553, and

have the judgnent circuit 560 read and execute the 20
d@?f?(ij?GrPipqam SRUf po# ekl sratp ByPEegraf mediete of another
t he above expl ai ned enbodi nent, the case was shown of
theogPams5heufipdghenty toithB8Rudgnmdfesi i€uithatSedlanp is
executing AP instructing signal S552b and called AP

| AF16WEeRI Y te) RRAMbIRA2G onbBholhes G§ EhaNA Std BN RISAP call
be 25 generated,, as shown in Fl 101, by the

JHgﬂ£€ﬂ$nCaéfyhiﬁ&ai%t%5§h§“§H%§Ewﬁmkﬁ*E&éj”§§3 %&F%fcn} the

bus 507 Sevent resent” enbadi

di ne cor ndi n to th nd let
d%%%% gl% #gel?%v $€ igpat igﬁg saﬁngéﬁﬁﬁﬁ PRe
configuration of a sen1conductor chip 631 of an

E? wehingrsigRah 83%%¢ 1ppvEnfren. the SRUwASZnshpen in

102, the sem conductor chip 631 has an interna
kD VB H3md dihie airifier doiter63®, calilt ckleition tlefiGing data
634, judgnent circuit 635, selection circuit 636, and
CRi5_H3read herdnnt Elid) ad toEads YudB€. 58581 Ch circuit
633, switch <circuit 634, judgnent citfcuit 635, and

CPU 63 faht jeeiagt efatt 92 £ daléa Bys +$44 judgment, the
judgment unit 582_3 for example generates a write judgment
result signal S573 instructing connection and outputs this

toward the terminal 575_3 of the selectionrcircuit.570 shown

in FIG. 90.

On the other hand, when judging that it is not allowed

in that judgment, the judgment unit 582 3 generates for

example a write judgment result signa; 8573 instructing
disconnection and outputs this toward tﬁe terminal 575 3
'Af the selectiqp circuit 570 showﬁ in FIG. 90.

Next, the selection circuit 570 will be explained.

The selection circuit 570 connects the switch 574 to

one of the terminals 575_1, 575 2, and-575_3'based.on the

instruction type instructing signal §552a from the CPU 552.
Specifically, when the instruction type instructing
sigﬁal S§552a indicates a fetch insfructiOn, the selection

circuit 570 connects the switch 574 to the terminal 575 1
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15 The internal nenory 632, judgnent circuit 635, and

CPU 637 are connected to an address bus 641. The

internal nenory .632, judgnent circuit 635, and CPU

637 are connected to a signal line 642. Further, the
internal menory 632 is furthgr,connected .20 to an
internal data bus 643. Furthér, the switch circuit 634

is further connected through an external data bus 644

t 8ndnoukputmathee fetghcdddgmBott mespltheigehdcsbdnl as the
circuit 636 is further connected through an externa
ditdghes tbdEsh bt EIEDEPIChe Foi €6H cikdhitHebe. HHE to this,
sem conductor chip 631 corresponds to the S

SEHLCOBHHEERL of /BT BEbnRE kRSN bESEnBSRATEA ol BEui .
I nventi on, tﬁe/CPU dgtacbusn64%'%3§rggg%ﬁgsg%%gPﬁg 561 is

fj i ssikpn Line of the first m_condyct
Frabro 2 RT AR zok kR PucmBnm RspiEepante  5o0A -

i nstruction for xec%%%pg 4 program ~of the first .
aspect Yrg% T i i, 1PRETPAEEPRFYRR ARSErwsdAing signal
corresponds to the storage circuit of the first aspect .
of2¢fr indinaten, at hkeadpingiructirespbhdssedechéon circuit
processing circuit of the first aspect of the

| PR morergcishéhevswitcH G toUule E23miaaleSPON2Sdd outputs
the first connection switching circuit of the first

atipeledt juiRmidnteRteisnt ERgnaM 512 £d 4 HuBdthent result

"corresponds to the second connection sw tching

' [ fLrsSt t nyenid on, e
Pt e B LT e PRBREL Bh1l Bpl MR ST EF o
control _cireujt 15 of the first aspect of the

i FRANT GO A TS SRR LR cPF chpg switch circuit 561 is
controlled by the read judgment result signal S572.

Further, when the instruction type instructing signal
3552a indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575_3 and outputs

the write judgment result signal S573 as the judgment result

5560 to the switch circuit 561. Due to this, the

connectipn/discqnnection of the switch circuit 561 is
controlled by the wfite Jjudgment result signal S573.

Next, examples of the operation of the computer 551
wiil be explained.

[Firét Example of Operation]

Next, an example of the qperation where the computer

551 executes a fetch instruction in the process of execution

- of a program module of the application program AP1 and

designates the address "210@1-‘!“ of the address memory 553
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636 corresponds to the third connection sw tching
circuit of the first aspect of the invention, the
external menory 660 Corresponds to the storage
apparatus of the first aspect of the invention, and
the debugger 661 corresponds §9 the 20 externa
apparatus of the first aspec% of the invention.
Further, the signal line 642 corresponds to the third
twiahb e sexpllaimedof the first aspect of the
invention, while the address bus 641 corresponds to
the fourd RkHisARSHESSIDTPY IAIR Gindit@ Hildgp t* BERHRPt Olows on
the invention. 25 Further,”the judgnent result signha

B> *stPLAASEAE S0 3D 7 ! AnliNn il e @Ok RLINRL e Qficting
the Ju ﬁﬁen¥g

the first aspect of the 1nvention,

resul t, si.anal . SG35b, corre nds.to,  the second control. .
St SRR pRT SR e AR A EREPh Tt eR i PR Ad Aot aEuting
judgment result signal S635c corresponds to the third

PR dMstduchigith s ighal, §562ps i ndi gatingf APhearaventpeh. £rom
FIG 103 is a view for explaining the software .
ddhef iIGRIF i3 rtofthen e wianerdnduictari e 569 631 shown in

FIG 102. In FIG 103, the bottonmost | ayer is the

har dwaFedtigar,, thi juldtiment, unfie 5@2dvAshGeNEN NG 0fo1
t he semi conductor chip 631 shown in FIG 102. Above

S,mg@g dyarihd aRirdss POAIJIHNad &AM Gl 1k address
river layer. The communication driver [ayer has

B o 4 E P oA PRl py ehe
%%W';g‘?‘tﬁie' tﬁ%’ng% _%:rheI ggfgmni sshcgjvﬁrltj %.lnl ¥'I(S;t. oég dcciorprgsponding
to the APl based on the executing AP instructing signél S552b
and address CPU_ADR input from the CPU 552 and fetch access
range defining data 584_1 srhown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582 1 generates a fetch
judgment result signal S$571 instructing co_tmection and
outputs it towérd the terminal 575_1 of the selection circuit
570 shown in FIG. 90.

Further', the selection circuit 570 connects the switch

574 to the terminal 575_1 since the instruction type

- ins_tructing signal S552a indicates a fetch.

Due to this, a fetch judgment result 'signal S$571

instructing cpnnéction is output through the selection

circuit 570 as the judgment result signal S560 to the switch |

~circuit 561 shown in FIG. 89.
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Above the communication driver layer is an operating
.system (OS) l|layer for providing the programformng
the foundation for the operation of the sem conductor
chip 631. 20 The OS | ayer provides the highest
application (AP) layer w thygigher concept services
conpared with the | ower |ayers. Further, . above the OGS
| ayer is an AP layer defining the specific functions

- (servi dEigthen | thel itk corduidndil platep 684, CHliedata

AP | ayer has, for exanple, 25 application progranms
Als PR amhohediRary elltaz dchdb b e2hen- th@0coRhRgaBh state to
nodules PM1, PM 2, and PM-3 shown in FIG 102. The

| 41 Edw b hTEEPY Y5582t 5 HEESs & NEn ORGSR NBElyl e PM - |

of the application program AP1 shown i'n FIG 103. FIG
- 104 i s pppd e Jior | nj the configuration .5 of
t he program m)oﬁj'l eﬁéﬁllﬂ. %3 S omcj?anl CIRfy hRe the

rogram I M-l.is, co ed of ,a plurality of .
P%‘%‘gﬁ?so%%dﬂ‘&e‘g .1'1*4’(33‘1%%1 s ¥ iRk b raddress is

conpr.i sed of n nunber of function nodules FM-1 to FM :
Mol gngdudrd i itherpddregs range ("ROOOH tor' IERKIY), at fetch
t he head of each of the function nodules FM1 to FMn
indomant osdsulistgigndlorgsihidres thecttinid disdonmwddeion is
is alock instruction. Here, a lockinstruction is an
ictstipuic firom thet s§8Téétgon 16 fol ot 700 @hRedwi U8B M cuit

circuit 635 to hold the swtch circuit 633 in the
HHINC PP RS RS, Ubhk! shiiBcHCELrHAL0CKe1 ! DSELUERLOBPY data
bus 506 and memory data bus 562 in thé, disconnection state
to prevent the CPU 552 from access.ing the memory 553.
.[Operaticni of Second Example]
Next, an example of the operation in the case where
a program module of the application program AP2 calls up
-a program of the application program APl when the computer

551 executes a read instruction will be explained.

In this case, the executing AP instructing signal §552b

~showing AP2 and the called AP instructing signal $552c¢

showing APl aré output from the CPU 552 to the read‘ judgment
éircuit 5"72. |

- The jndgment unit 582 2 of the read judgﬁent circuit
572 views tﬁe #ead inter-AP call relation- definiﬁg data 585 2

_s'ho'wn in FIG. 96 and judges if a call from the AP2 to APL

is allowed.

Further, the judgment unit 582 2 geﬁerates a read
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Further, an unlock instruction is an instruction
instructing the switch circuit 633 to swwtch to the 20

di sconnection state. The switch circuit 633 is

i nterposed between the CPU data bus 640 and the

internal data bus 643. The _swgt,ch circuit 633 becomnes

ei ther the connection state or disconnection state
based on the judgnment result 25 signal S635a i nput

f ABHPPRBY) Fa§HdNt sdopadi £5@35instrgctinge connecition and
circuit 634 is interposed between the CPU data bus
cdotantisekhésn&bwdatia tbes té4dindie 5961 Rcbfcitheuisel@34ion
becones either the connection- -state or di sconnection
s¢ateubasbidgoshbha jHdgmrent gpesult 5 signal S635b

input fromthe judgnment circuit 635. The judgnent

Circul tg@3bnaPNIdHY § %Qgtggqngﬁé?&&§!ﬁHﬂcgéﬁgﬁggqgﬁhswitch

line 642. When the address signal output

tp t address_bu 4] indicates the, address where
t e4p€%graﬁ1g% uf%agwﬁ?g—%sS%PS?e%ﬁﬁanﬁgrPﬁFéPﬁaFYPe
NEND 10,632, and_the_instruction type instructing.
s+@ﬁé uping 3Lepal SBy2fnindperbsy korend éP@ﬁﬁchFﬁé-
642 indicates a fetch instruction, it generates a
j udgmerRue kel ¥his gral re&s3Sindgmen t ucesnlt coigmal i 8572
In other cases, it generates. a judgnent result signa
Sasdleruating ctomyedt sennieconbput 1bhfbegh UEREE8Eélection

circuit 635 outputs the judgnent result signal S635a

th #ei € WA BsCLRE Uhlddineh t BUdNa si4HGR éQ&oJé@%gi%“Ewitch
circuit 635 generates a judgnent reSult signal 5a
LS | 58 CORNGE {9 r1d! 8o

Further, the switch circuit 561 sets the CPU data bus
-'5(.)6 ‘and memory data bus 562 to the clonnection state, wherehby
the CPU 552 can access the memory 553.

On the othe¥ hand, in the above case, when the program
module of the abplication program APZ2 calls up a program
of the épplidation program AP3, it is judged from the read
inferfAP call relation defining data 585 2 showﬁ in FIG.

§6'that a call from the AP2 to AP3 is not aliowed.

Further, the judgment unit 582 2 generates the read

judgment result signal 8572 instructing disconnection and

+ . outputs this toward the terminal 575 2 of the selection

25

‘circuit 570 shown in FIG. 90.

Due to this, a read judgment result signal 8572
instructing disconnection is output through the selection

circuit 570 as the judgment result signal S560 to the switch
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generates a judgnent result signal S635b instructing
20 di sconnection and outputs it to the switch circuit
634. Further, when the judgnment circuit 635 generates
a .judgnent result signal S635a instructing
di sconnection, it generates;gsjudgment result signa
8635b instructing connection and outputs this to the
witch circuit 634. 25 Further, when the Judgnent
d?+€ﬁ?%t6§§19§h%Vﬁté§ EI§9289} ydgnent result signa
S635a instructing connection, it generates a judgnent
resul t Bixjeer SG3tc Sl'm:iS:tdlucti.irmgit 561 sets the CPU data bus
i nvalidity/disconnection and outputs this to the

B0 @ CAnd NmeBb £ Udh t836us FE6L Nes, thbedi 588nhddEiBAt state to
circuit 635 generates a judgnent result S|gnal 8635a

B iet | Pe A5G OBBLCELGR, a&éeggﬂ?é | t y ﬁg | on

result signal S635c |nstruct|ng

and out hi the sel rCUIt 3

Furt herppéJ%%gialgeflunc? {on #h? ‘gg'f'eﬁ“ Iﬁ’érﬁ”d'g:r gﬁ? Aot pyitch

PM l1is d u a,branch instruction included in .
Hpt g% n‘i‘l’?%ﬁ“i‘%%lﬁ‘? BRAPRCEARR FtaFph=treenibopemory

durlng execution of the programnodule PM 1 shown in

PS3 arpl GRU datea dmis 6306 hamed weilgndata clefined 685 advance

outputs a judgnent 15 result signal S635a instructing

donaecbirdante whehsyidicpbrograaih £3S£ltd ivdt a0Program
the instruction at the head of the called function

weduwe didcilted Ay 4k THetgdp (that is, when a branch
instruction designating the instruction at the head of

the Cal‘I"h%Q'effW}%t,l %Ql_%?)lfl.ll%at%.ok%lelpr}.%ger)é%(: teq-)g exacuted by

the CPU 552 can be prevented from illicitly accessing
instructions and data of another application program stored

in the memory 553 and a high security can be obtained among

application programsl even when the CPU 552 is executirig a

plurality of application programs.
| The present invention is not limited to the above
explained embodiment.
For éxample, in the above explained embodiment, the
case was illustrated where the judgment circuit 560 stored

fetch access range defining data 584_1  Fetch inter-AP call

- relation defining data 585 1, read access ranée defining

data 584__2, read inter—-AP call relation defining data 585 2,

_ write access rapge defining data 584 3, and write inter-AP

call relation defining data 585_3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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20 As explained using.. FIG 104, since the head of
each function nodul e has an unlock instruction

- (di sconnection release instruction of the first aspect

of the invention) positioned at it, the judgnent

circuit 635 outputs a judgneRgg result signal S635a
instructing connection to the switch 25 circuit 633
based on the unlock instruction until the next - 193

- | dBk2j AteFacererYPhrdcBahnet key infprmpgionulti on of

the first aspect of the invention) is executed. At

this tife, this aoxgp aitted paldnart dikesiw (560 Gidlls tthe key
634 is issued a judgnment result signal S635b

| Defoheh tDgn dkSERANEEELPPLiBnBLbErhhe566! €aELRBses the IC
circuit 636 is issued a judgnent result signal S635c

[ u n [ Y s e O0BpeS Qrary.

o of e ek Bgh ARV CPU AR E g 50g, el hRR Bataon
661 0f . isitign f th U internal status, ]
SR F e Sl the BBl Aeares tpas it fRing data'se4 1,
-Eﬂgrefore, the function. 10 nodules FM1 to FM n shown :
i EEIEeF ATt Feladdeuseatirong P88 Amread access
nodules PM -2 and PM -3 present in the externa

gy SBOLning [datr i c? , 664ad FimtéerAP whahl arelation
function nodule in the programnodule PM-1 is called
ui=fbin drive dGRE 585 2xaati tegcrdsapaiigd e Fir i dada 584 3,

i ncluded in another function nodule while the CPU 637 —

2B XAGd Nth -5 Qe BN FOHM £,,°Mid £ 421685 3 £rom
104, when first fetching an instruction other than the

I8 10 D P O B0 e B0
%%%%%%? Mﬁ%tﬁfggg E'?QIOg naalld Si?e%? ainformation
o : :
Further, the present invention may store the above
decryption program in an encrypted state in the IC card 558,
read Ehis through the communicatit-an circuit 504 and CPU data

bus 506 into the judgment circuit 560, decrypt this by the

judgment circuit 560 using predetermined key information,

store the decrypted decryption program in the memory 553,
gmd have the judgmel‘lﬁ circuit 560 read and exécute the
decryption program from the memory 553.

| Furthér, in the above ekplained embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

- 560 an"execut;ing AP instructing signal S552b-and called AP

instructing signal $552¢, but these signals may also be

genef:atedr as shown in FIG. 101, bj( the judgment circuit
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) judgment circuit

to the switch circuit 633. Further, in this case, the
judgnent circuit 635, for exanple, halts the _
operation of the CPU 637 or perforns predeterm ned
error processing. Wien the judgnment result signa
S635c fromthe judgnment 25 gg4cuit 635 indicates

i nvalidity/di sconnection, the 194 selection circuit
636 invalidates the HALT signal S66la input fromthe
il gy e peheant GBI addresedoest5®E. first aspect
of the invention) and does not output it to the CPU
637.. |lseventhhEmbddingdrgnal S661a is a signal
instructing a 5 tenporary halt to the operation of the

CPU 63%heVBeaskhe &S8R REnE 54 laln Maahﬁg@oifé’%ondlng

t he Judgnent circuit 635 |nd|cates

1V ectJon clycuit 636
|er?13v311 [ da2t{ taﬁ{:&% na?%oreé Se at uhse ane‘ﬁecfﬂf‘%%uest

si gnal 61 nd CPU i.nternal statusnremwlte 10
requestF'S[% 19" S VARLCT e e idaraddeeef and
does not output themto the CPU 637. Here, the CPU
isemdcendusttan Shign P He e stp Sthedinssd (pf | the, Riegrnt
for requesting informati on showi ng the interna
dinayemtiom .t he CPU 637. 15 The CPU internal status
rewite request signal S661c is a signal for

r equeshisnghawhehi Fecof 109{ Ot s&Ri SHRlGBEor BB d‘p 631 has

“internal status of the CPU 637. On the other-han

%eanttawa&dagﬁetgr 8s8l t 55k 98R! §§§$£ E39MINE b circuit

35 |nd|cates |d|ty/connect|on
sel ctlo C|rcu|t out the _HALT, si |
E@ G, St e B o a4y iy ) and ceu
37.

.The internal memory 632, switch circuit 633, switch
circuit 634, judgment circuit 635, and CPU 637 are connected
to a CPU data bus 640.

The internal memory 632, judgment cirt:uit 635, and
CPU 637 are connected to an address bus 641.

 The internal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642.

Further, the inte_rnal memory 632 is further conhected
to an internal data lbus 643.

E_‘urther_, the switch circuit 634 is further connected
rthrc-:ugh an external datarbus 644 to an external memory 660.

Further, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

5 . 661,
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637. VWen the judgnent result signal S635c fromthe
judgnent circuit 635 indicates validity/connection,

‘the selection 25 circuit 636 outputs the CPU interna

status read request 195 signal S661b and CPU interna
status rewite request signal;ggS661c input fromthe
debugger 661 to the CPU 637. Further, the selection
circuit 636 outputs the CPU internal status signa

s637d i Hptie-f thm ereicpndgstornchéipofdincorwesiponds to the
CPU internal status read request signal S661b to the
debwdgondugtor FhecGRY 68 tloaifitst hbpeatdofsthofinv@ition,
internal nenory 632 to the address bus 641 and

| BREr OPUI @athYPasi 850 I d61i8fpoiddNdd 303 28 SOWNG dfi& sion
type of the instruction being 10 executed to the

S | okl c t S '
erre k! %‘F%?éiﬁ%@h@.%&@%%%?é%%?iéL‘Ehaf}%elmm module
Ofpst dule_ PM 1 read fromthe interna
ooty -S89 PRRIR o Tl i PR IR R4 Gredfiiebg progran
daj.a, pbus_640, Further the CPU 637 _outputs the address .
of tﬁg e 1 ELEstePARP R R FPE6ADYELREDAdEhEs inbeEnE4] memory
and_the instruction type instructing signal S637a to

t £32 sFoFEESPPRds 6ho thel storage oridantit wift HhehEigamte aspect

'perforns processing using the instructions and data

obf tttee pmogreniavnd tihes CPY 837 RM PréGochds rasnthe processing
external nenory 660 through the external data bus 20

6dfrceibt 6 €héCRiEsE34spand SPUrHat i‘npgﬁt@ég YWEN @i tch
HALT signal S661a is input through the selection

Cé{féﬁ.{t 66%3 f égﬂégﬁogﬁg ugg eEhg GEirégecgEgeg;%qu aswz. tch:.ng

circuit of the first aspect of the invention, the switch

circuit 634 correspon&s to the second connection switching
‘circuit of the first aspect §f the invention, the judgment
circuit 635 corresponds to the connection control circuit
of the first aspect of the invention, the selectioﬁ circuit
636 corresponds to the third connection switching circuit
of the first aspect of the invention, the extérnal‘memory
660 cptreSponds to the storage apparatus of the first aspect
of tﬁe invention, and the debugger 661 corresponds to the
external‘apparatus‘of the first aspect of the invention.

Further, the signal line 642 corresponds to the third

_ transmission line of the first aspect of the invention, whi.'_l.e

the address bus 641 corresponds to the fourth transmission
line of the first aspect of the invention.

Further, the judgment result signal S5635a corresponds
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operation of the CPU 637. Further, when the CPU 637
receives as input a CPU 25 internal status read
request signal S66lb through the 196 selection

- circuit 636 fromthe debugger 661, it outputs an

internal status signal S637d kﬂ;luding i nformation

showi ng the internal st at us §%7 the CPU 637 desi gnat ed

by that signal S661b through the selection circuit

636 tthet d rodhugodircd6 bignaluoithahe @izt bepeldd @37 the

receives .as input a CPU internal status rewite _

I @fuenitisngN&heS§AAGmEREOHE U] BEsi §RALCE d b S dponds ¢

636 fron1the'debuggg? 661, it remw?f%s t he ponds o

| BHQrJELd.08 AP i le L Ribhti
gdgsligsi a %tfe’Eﬂ% £ .&t&t g%ﬁa&%% é)%ﬁf:ﬁ:%tiélﬂeéltlon .

by the content i gnated by that sign

this,,,10.t operation of. the CPU 637 is controlled by .
tﬁ’éad%}b%é’élgfgm ?e’rﬁgt(f'e’tﬂl‘gféeﬁsgé‘f REELIBRPIREP the third

signal S66la in accordance with the debuggi ng obj ect

t 6oRERPLoFigRelopér dbpofirst prPechUof3 Ehendnvestdorhe
operation of the CPU 637 using 15 the internal status

read recHl@st 183ghal aSeser fnd empiaiaingstheusofkgazk
S637d, and custom zes the CPU 637 by the CPU interna
stahfisgueatiba bEqLhset seinghahdfetde. chiet 532X anbwas iafl FIG.
the operation of the sem conductor chip 631 will be
exgppai ned. 20 [First Exanple of Operation] For

exanpl e, consi der the case where the debugger 661

OUL DUt S e 38, 644 SDSLARUE: B30a1% Sho bl paver,
Si?]?z%g ’ig ?dthe hardware component of the semiconductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
j.n it a cbmmunica!;ion driver layer for controlling tﬁe
communication. The pProgram of the communication driver 1ay‘e1;
is usually stored in a nonvolétile memory.

Above the communication driver layer is an operating

'- system (0S) layer for providing the program forming the

foundation for the operati‘o'n of the semiconductor chip 631.
Thg., 0S layer provides the highest application (AP) layer
with hi_ghef concept services cOmparéd with the lower layers.
Further, ab;;ve the 08 léyex; is an AP layer &efining
thé specific functions (sexrvices) realized by the
semiconductor chip 631. The AP layer has, for example,

application progra.mé. AP1, APZ-, and AP3 realized by the
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CPU internal status rewite request signal S661c. 25

In this case, when the CPU 637 accesses the interna

197 nenory 632 through the CPU data bus 640 and

switch circuit 633, that is, when the switch circuit
633 is in the connection statg .due to the judgnent
result signal S635c fromthe judgnent circuit 635,

the selection _circuit 636 becones the 5

i RFQEEE™: Pedudesn Fattli-oPMi2at @ndy B thsheairedin FEG. 102.
circuit 636 does not output the HALT signal S661a,

CPU i nt Thralintennal mamsay, 68gustores giad pSoGihm module PM 1
CPU internal status rewite request signal S66lc to

t b€ €RY Gpplithtiehoprogidan ASNUGHRWNOGh GaRNONL pACCess
the CPU 637 10 and cannot access the internal nenory

632 e|tﬁ§é £B4th§ thﬁéwhfﬂg wgiglhﬁﬁ?CEHeG%%nf§9ﬁ%5tlon

acceSS|ng t he i nternal menory

sg%t _EggﬁggF ggé“?? bﬁthe di sconnecti on state, due

to t resu nal S635c from the judgnent
CIrCUIt 635 the,selection 15 circuit 636 becones the

val i di t)7 cORAERt 1BnFIfat L04antbeneregren: padude BMi L is
636 outputs the HALT signal S66la, CPU interna
SFRREiped P SqrAvralifuaet avI;iommodnlesnt BE@al104 shows
status rewite request signal S661c to the CPU 637. ‘
Thkee afagreyhehe idebsggenpbfibded af noninbasr afdFweitidemodules
20 operation of the CPU 637, but since the switch
CFMCli £to 6834 nis in the di sconnection state, cannot

access the Tnternal nenory 632. [Second Exanple of

h
g;ar 25'719%‘]85156%11 SXRPLE, f(%]8| gl?é .{Rgtz?@gglg\g e coéeF at the

head of each of the function modules FM 1 to FM n is an unlock
instrﬁction, while the tail instructién is a lock
instruction.

Here, a lock instruction is an instruction dinstructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next uhlock
instruction.

Further, an unlock instructiqn is an instruction
instructing the switch circuit 633 to switch to the
disconnection state. |

The-switch circuit 633 is interposed between the CPU
data bus 640 ana the internal data bus 643.

The switch circuit 633 becomes either the connection
stateror discdnnection state based on the judgment result

signal S635a input from the judgment circuit 635,




25 accessing the external nmenory 660 through the
swtch circuit 198 - .634 and external data bus 644.
In this case, due to the judgnent result signals S635b
and S635c fromthe judgnent circuit 635, the switch
circuit 634 and sel ection ciygquit 636 becone the

', connection state, 5 but due to the judgnment result
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si gnal §835a,,£h§ swtch circuit 633 becones the
di sconnaBti BHIEPRt BT EePdt cls tinterrasad febiigrn the CPU

- 632 cannot be accessed fromthe external dat a buses

64atanhue, 540 andy pxkeradladete bus B4d .seni conduct or

chip 631, 10 when the internal nenory 632 and the CPU

data buFhé4fwitehi @itdeitobBd Baodiinsd A itheX it Monnection
access fromthe external data buses 644 and 645 is not
aktawedorTheE8bahecta6R0HRE B@ﬁ%ﬁeoﬁe%hgoggﬁ%ﬁ@Et result
chip 631, it-is possible to reliably protect e

PLOGhLAM e. stored i.n the internal nory
6329fron????%c%gyg%cgégmf%gﬁl339??38%0F;fﬁ31% 635"

sem conguctor. chip 631 and therefore possjible to .
mai nt ai ?H’eu%%’?ﬁ'f)iﬂéﬂﬁcdﬁti f@ mpRE Earggkam ke es fys 641

1. _Further,_ according to the semiconductor chip 631,

- t3RdprigRal bine et ihenftheaddrggmmional eutput by the

the CPU 20 637 cannot be nonitored and anal yzed from
t¢RU 083 5| Ye. thdrladdmimsg lacc @4l rigdicates e adddeeisOwhere
chip 631, it is possible to prevent a confidentia

pElog rpEd gl fodbid plir onibesBerbll il thy 86688581 memory
e

from program nodules PM2 and PM 3 stored in th

3£l Bal PRENNE 38 ti%n EPELL FMRAITREignal $637a output

by the CPU 637 to the signal line 642 indicates a fetch

~instruction, it generates a Jjudgment result signal $635a

instructing_qonﬁection. In other cases, it generates a
judgment result signal S$635a instructing disconnection.

The judgment circuit 635 outputs the judgmént result
signal S635a to the switch circuit 633.

Further, when the judgment circuit 635 generates a
judgment result signal SGBSa,inst;ucting connectiﬁn, it
generates a judgment result signal S635b inétructing.
disconnection and‘outputs it to the switch circuit 634.

Further, when the judgment circuit 635 generates a

Judgment result signal S635a instructing disconnection, it

generates a judgment result signal S635b instructing

. connection and outputs this to the switch circuit 634.

"Further, when the judgment circuit 635 generates a




199 The present enbodi nent is an enbodi nent
corresponding to the 20th and 21st aspects of the
invention. FIG 105 is a view of the configuration of
the sem conductor chip 6131 of an enbodi nent of the
present 5 invention. As showyjn FIG 105, the

sem conductor chip 6131 has an encryptlon/decryptlon

Ccircuit 6134, judgnent circuit 6135, selection

i0

15

20

257

c Idgmend: 3o sudiy sdpnad $6358h d netemgttingn cdeuragiticon, it

~circuit 6134 and CPU 6137 10 are connected to a CPU

dgeacyad-ed] 40 jullgnentd grmnil tCisigual 8635 At FRAEENhG
are connected to an address bus 6141. The judgnment

Clih@ulti dit9y dardonRdci34 ahg 6Q ?QEE eghilod SldWiection
line 6142. 15 Further, the encryption/decryption

CLEckili+6%34 i s further connect ed t hrough an externa
data bus 6144 to an external menory 61.60 Further,
t he sel cLipn cir ui t g186 i.s further c¢onnected
throughsan xférﬁ FRohPg BHL9BTRE Firguikpligepensgates a
6161. Note that in the sem conductor chip 6131 as :
WaPAIRERE reBFL fatiorte} BE3R2 WIWMNIHLIK dismsiartion, it
simlarly applied. Here, the sem conductor chip 6131
cﬁ?ﬂegabﬁasatﬁuﬁheenSenésuhausﬁgna¢i5635b dhstitecting
second aspect of the invention, 25 the external data
buslfdiddyfoconaspenda hadt batputst tRYQ to the selection
circuit 636.

Further, when a function module in the program module
PM 1 is called ﬁp by a branch instruction included in another
function module being executed by the CPU 637 during
execution of the program mocdule PM 1 shown in FIG. 104 by
the CPU 637, the judgﬁent circuit 635 outputs a judgment
result signal S$635a instructing connection to the switch
circuit 633 conditional on the instruction at the head of
the called function module first starting a fetch (that is,
when a branch instruction desighating the instruction at
the head of the called function module is being executed) .

As expiained using. FIG. 104, since the head of each
function module has an unlock instruction’(disconnection
release instruction of the first aspect of the invention)
‘positioned at it, the judgment circuit 635 outphts a judgment

result signal $635a instructing connection to the switch

circuit 633 based on the unlock insﬁruction until the next
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transm ssion line of the first aspect of the
i nvention, the external nmenory 6160 corresponds to
the storage apparatus of the second aspect of the

_invention, the program nodule PM 1 corresponds to the

instruction for executing a RlgP@ram 5 of the second

aspect of the invention, the “encryption/decryption

circuit 6134 corresponds to the encryption/decryption
ciPel dnstrsdionc did seopaectdon isdartmigmtimmgtide of the

judgnment circuit 6135 corresponds to the contro

- cifiesitt aspeicte ofe thied iaveatti ol uheew@aﬁﬂédunaﬂlﬂhiu)tlme,

selection circuit 6136 corresponds to the sel ection

ChkClikblaghetin@as@send ApREGHi®Lh! RS AN i d & sued a
CPU 6137 corresponds ‘to the second comput at i on

c a nal ta s..6145 coy.respond
ghﬁﬁgggécgﬁéh??aﬁg B§g|%33§% 1n3%fuf%ln§écoﬁ§ OSSR

of tE {gven 15 First, the external nenoné¥$160

wPi1Be Sebion G Rt 636 EPaisTasd 3 nEdgrenhaesult
nenory 6160 stores the programnodules PM 1, PM 2, :
afiiIPRL 35 6PAcL RBSkruSEARdeABYaLAdity /discoasecitions so a

~the program nodule PM -1 has confidentiality will be

i temporargdalip ofhthe opkirddribnad £ BthegCRIN 6 biyetiddebugger
is encrypted and stored in. the external nenory 6160.

Taeinoncasguilentish opr eBeaorULEHtesnRY &takdsP¥nrdrmation -
may be encrypted or not. FIG 106 is a view for

efPJ)ﬁ' ﬂ'lé‘ Q‘.‘f‘t']" S PP rHﬂ'& lHd% éﬁlﬁ.squltehe '].ereeq:%r Q%ﬁe fuMetion
shown in he program

Eﬁé&%ﬁ%cﬁﬁg{' Engﬁfnas J:ililrrrla:ll‘.rllt ¥18f ,flﬂgcgzlaggot ge accesseci
from the program modules PM___Z and PM 3 present in the external
memory 660 or the debugger 661.

| Further, when a function module in the program module
PM 1 is called up bir the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.

104, when first fetching an instruction other than the -

instruction positioned at the head of the function module

~of that call destination, the judgment circuit 635 outputs

" a. judgment result signal S$635a instructing disconnection

to the swit;ch circuit 633. Further, in this case, the judgment

~circuit 635, for example, halts the operation of the CPU

637 or performs predetermined error processing.
When the judgment result signal S635c from the judgment

circuit 635 indicates invalidity/discohnection, the




the case where it is conprised of n nunber of function
modules FM -1 to FM n. As shown in FIG 106, the

heads of the function nodules 5 FM1 to FM-n are set

with I D nunber designating information designating

the I D nunbers. The | D nunbenodesi gnati ng

instructions are not encrypted. Here, an |ID nunber is
information for jdent.if iqg,a correspondi ng function
TBEIFECIRE S Ad6) MR b idatear the ARALT signal Se6la input
encryption/decryption circuit 6134s decrypts the

f finer e debygges, 661 (operaddonohal pemiduesiyofhBikey aspect
information to be used for that decryption. Further,

abft hbet anveatdeondf ahHedbeschbenotmgules tFikbl the EWon637.
are placed instructions designating the ID nunber 15
aBer#0" thbnahtwckignali pdbtat iQ0at Baknhieihokkawiidy a
instructions do not use keys, that iS, are not

e ngt Lo Les, as.sho [ I G
TOSHEEERY nITE HUGEhE RURdNAER B0 LRUTERY B3

pr edet er.m n data | engt hs. .The. bl ock a_l to.n have :
parity a?%\%%et %uﬁgrﬁ%gd:e% 5"9ﬂ%fc'nségéé: from the judgment
encryption/decryption circuit 6134, for exanple,

eTEFGPEE $PR 1udtenbes nbevrbidikviAisaemmertion. othenhe
program nodule PM -1 to be witten in the externa
nepbegtBas0cincuthofd6 | inFGid4Bds theuOPUsinternal status
predeterm ned bl ock data. 25 At this tine, the _
ereEdd it i Sle C£ YPiaDNS 66116 Uhhd 63BY 2RPerfRAL! ¥PhEuBALBwrite
function bl ock using any, key information and sets at

10 tfﬁhﬁ@ﬁ@’é&gﬁ§§rbé@ﬂ£tiﬁ5h@|ffgmu9ﬁ803¥ﬂ£&&e£pk§inand does

15

20

.25

not output thgm to the CPU 637.

Here, the CPU internal status read request signal S661b
is a signal for réquesting information showing the internal
status of the CPU 637.

The CPU internal status rewrite request signal S66lc
is a signal for requesfing a rewrite of .information showing
the internal status of the CPU 637.

On the other hand, when the judgment result signal
S635c from the judgment circuit 635. indicates
validity/connection, the selection circﬁit 636 ocutputs the
HALT signal S66la input from the debugger 651 to the CPU
67, .

When the jru'dgm'ent result signal S635c from the judgment
circuit 635 indicates validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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text) I D nunber designating instructions (information)

desi gnating the | D nunber for identifying the function

5 nmodul es as expl ai ned earlier using FIG '106.

Further, the encryption/decryption circuit 6134

generates and hol ds the key ihRfsor_mation table 6190

shown in FIG 108 show ng the I D nunbers desi gnated

for the function nodules (key specifying information
ofigRalsgetil andLRU igternalestatunt tewribadregyest signal
i nformati on used for encrypting the function nodul es

| Shl6dc fogethfromFthé hdcsbuyden 66k to the CPU 637. Further,
encryption/decryption circuit 6134 encrypts the bl ock

dgha, saseshovn chrEBLGE 6§86 ohl ﬁ%@eﬁ:ﬁtae&PUth't@f:n‘iqt %tatus
for the block data and stores Fhat parity data 15

| hQéﬁQl"‘b%E?&hfrﬁg{i %ﬁgﬁn&%%%%&%?%gl d@%%cc%r ahce with the

ext ér nal menor

QR RePaL BetRn Tt He et e n LI O Gh Bolhe debugger

parity data becones a predeterm ned val ue. Further,
tﬁélencryption/decryption circuit 6134 20 obtains key
information for the:-function nodule input from the

ext er naTheeiAll $33160tbytyi Hve agldresskef thé dntstironl memory
table 6190 shown in FIG 108 using as a key the ID
néBdeto dias gddireds byst 881 | dhd WHairdiasi g alyp0 instructing
instruction at the head of that function nodul e.

FY{ GhL1 . s68¢a COREWPAhG OBhECE YRt L NeRb! EHB tradt®ditveing

uses that key infornation to encrypt t hat functlon -

'dg'?ecu %r%ﬁ éjtng?w’{egsencrilgeu on%&f‘r % %\rﬁ]:%d@r gﬁﬁe Mith the

decr pts the functlon nodul e, then judges the
%/ rms processing using the instructions and data

qf the program module PM 1 read from the internal memory
632 through the switch circuit 633 and CPU data bus 640.
Further, the CPU 637 outputs the address of the

external memory 660 to the address bus 641 and the instruc_tion
type instructing signal SGﬁ'Ia to the signal line 642 and
in accordance with the same performs proceésing using the
instructions and data of the‘rprogram modules PM 2, PM 3 read
from the_ external memory 660 through the external data bus
644, s;witch'circuit 634, and CPU data bt"lS 640.

| When é HAI.T signal'.SGSia is input through the selection

circuit 636 from the debugger "661, the CPU 637 halts the

_operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

‘internal status read request signal $661b through the




of the parity data corresponding to that function

nmodule. 5 At this time, if judging it legitimate, it

out puts that decrypted data to the CPU 6137. On the

other hand, if judging it is not legitimate, it halts

the operation of the CPU 6137 g¢0r. perforns

predeterm ned error processing. Note that, in the

present enbodi nent, the data |length 10 of the bl ock
dﬁFéeﬁﬁa°Ph€1§ﬁFatl§%§tf¢@ﬁ the debngdemn Gfoldulic quhputs an
be the sane or different. The judgnment circuit 6135
génteznal atatuigneignaksidlvd sirgilaldiseyl Infioradadicin Rpowing
i nvalidity/disconnection and outputs it to the

SEheGin ©drd T Gt Bl38 ¥hEeTi &3P, YeBidhatad ﬁylthat signal

accessing (for exanple, fetching) a confidentia

pﬁ@@iﬁr@hw h%%éieglﬂigfleéirtj:&ng? I‘%&tl Egl £id icieb6v.{1<_:r3%5%r 661.

generates a ] udgnment result sig I'nstruc

val i di ty/cannection d outp it to the selection

ci r cui tﬂ%ﬁ %e%h?%%ﬁqu&ior?%eﬁé?s aBR e8P 2 CPU
(for exapple, fetching) a confidential grogran1nodule
PVtEerARt FHRGRRnTeeri tRi Fegusstnehorat sSeALcathreygls the

~.and instructions output by the CPU 6137 and fl ow ng
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otekeghion seiraeit h636 641dm ablie sigaggern666 1 42tandwrites
based on the sane, 25 judges if the CPU 6137 is

adoe Sigi grnidiel g ciamngp dilee ifMeknal 2%t Whe cru 637
judgnment result signal S6135 fromthe judgnent

q‘sﬁr bt c@ﬂn%éni:@éQﬁ%ﬁété&‘ﬁ% !t@l.iattyéﬁiit;ﬁaenﬁééi& Ohud B this,
sel ection circuit 6136 invalidates the HALT signal 7
GO peaddWiln | BHN EAPRI0GE BLRELIREEPEY O D% bugger
request o

661.

The debugger 661 uses the HALT signal S66la in

accordance with the debugging object to control the operation
of the CPU 637, monitors the operation of the CPU 637 using

the internal status read request signal S661lb and internal

status signal S637d, and customizes the CPU 637 by the CPU

internal status rewrite request signal S66lc.

Next, examples of the operation of the semiconductor
chip 631 will be explained.

[First Examplerof Opefation}

For example, consider the case where the debugger 661
ocutputs to the selet_:tion circuit 636 one of the HALT signal
S66la, CPU rintern'a-l st_aﬁus read requeét signal SGGib, and
CPU inﬁernal status rewrite request signal SG_Glc.

In this case, wh_én the CPU 637 accesses the internal
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debugger 6161 to the

second aspect of the invention) and does not output it

to the CPU 6137. Here, the HALT signal 5616la is a

signal instructing to tenporarily halt the operation

of the CPU  6137. Wen the judgnment result signa

S6135 fromthe judgnent 10 g¢hycuit 6135 indicates

i nval i dity/di sconnection, the selection circuit 6136
invalidates the CPU internal status read request

SPYRRFY 535 1th xerplorihe (IR e tas hatsu $40c i switehuedtrcuit
signal S6161c input fromthe debugger 6161 and does

n@3 puthaut 1% hevhdro thbeswdieb 3 £cuit 683 6.5 iheePHdonnection
internal status read request signal S6161b is a

S ged, reiees | Be | PhAGNHBE LR SOV BOghhe skBLAr B
status of the CPU é?%? The CPU |nte?%al s?atus bu the

I 1 ti _

Flligrhnd Bt 6380 R dfactBolt SR [C BEdLs cne
CPU.6137. On the th hand, wh t

1nd’g]arrLiselnc?l t;@}s}g;r?c%r?tb?]%ﬁ:lo% ﬁ%t? ? orm?({l hié}?? uﬁﬁ%ﬁ%{glon circuit

circyit 6135 indicates validity/connection, the

&KALEPPETLY PESPY totlus FART ttana h & 6 GUAL TCEY gntierseuls s hatus

i nput fromthe debugger 6161 to the CPU 25 6137. 205
Wead megyasdy sdionale S§l6dbsi gndl CBU186térnalt Atatus rewrite
judgnent circuit 6135 indicates validity/connection,
trdeeneealte atiigiral 6614 ttd i appuds7 L he CPU i nternal

- status read request signal S6161b and CPU interna

st at Us rhaWaiflg-of equesaeﬁﬁg%% é?:ﬁ?%aﬁge’f"ﬁ Riedd W B8y 637

and cannot access the internal memory 632 either.
On the other hand, when the CPU 637 is not accessing.
the internal memory 632, that is, when the switch circuit

633 is in the disconnection state, due to the judgment result

7 signal S635c from the judgment circuit 635, the selection

circuit 636 becomes the validity/connection state, and the

selection circuit 636 outputs the HALT signal S66la, CPU

internal status read request signal S661b, and CPU internal

Status rewrite request signal S66lc to the CPU 637.
Therefoi:e, -the debugger 661 can monitor and set the

operation of the CPU 637, but since the switch circuit 633

+ is in the disconnection state, cannot access the internal

. 25

memory 632.
[Second Example of Operation]
For example, consider the case where the CPU 637 is

accessing the external memory 660 through the switch circuit
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the selection circuit 6136 outputs the CPU interna

status signal S6137d input fromthe CPU 6137 in
accordance with the CPU internal status read request
signal 56161b to the debugger 6161. 10 The CPU 6137
outputs to the address bus_G%éﬁ the address of the
external nmenory 6160 and to e signal line 6142 an
instruction type instructing signal 56137a show ng the
t§pé anfl enternslrdataochubebad.executed and, in

accordance with the sanme, perfornms processing using

| NSt r uctn aei sARe seyt dud Stdfthieh§uagRghdn-adeit asi fiM1ls s635b
PM 2, and PM 3 read fromthe external nenory 6160

t k@ ' ; US; 4 Ny . .
T b s Wl Julgnent £ 948 Ther, e s Lugiront
r [ input the HALT sjgnal S616la through the
sé?gc%l!:ja%ng%fér%%‘?n é?f%”fl-tr osrsnjé s FEUGEE: coPPesTepn state,
t.he operation of the CPU 6137 _is halted. Further, when
BF 6‘%3&7 FRcER edudamenp resptt cptanaht 86 3R sthpygwitch
read request signal S6161b through the selection :
ettt F55% becomeshthechbimgernedbion jstafg p herafipre, the
internal status signal S6137d including information 25

shobvernpl heenoter 632 cambos ba sbeeiPbH6fBdmdeRegestadnal

by - 206 that signal S6161b through the sel ection

dadlibufd36649 andesgebugger 6161. Further, when the
CPU 6137 receives the CPU internal status rewite

r equeStAsSieQ&éﬂadtSEél]fg 16,444 ougp ¢:he é&ﬁfcgéﬂcgﬁ%tér Chl £y E31,

6136 fromthe ger 6161, it rewl

,'I for B@Eé oinntsegrorm{]qneturt]oerilr néfi ngxlld Sit:.gé u(fs.l?t?fdéir:]ae lg:upsij 640 are

in the rconnection state, external accesé from the external
data buses 644 and 645 is not allowed.

Therefore, according to the semiconductor chip 631, '
it is possible to reliabiy protecﬁ the program mecdule PM 1
stored in the internal memory 632 from illicit access from

outside of the semiconductor chip 631 and therefore possible

' ~to maintain the confidentiality of the program module PM_IV.

Further, according to the semiconductor chip 631, the

process of execution of the progi:am module PM 1 by the CPU

637 cannot be monitored and analy#ed from the outside.

Further, according to the semiconductor chip 631, it

1s possible to prevent a co;ifidential program mo_duie PM 1

from being illicitly accessed from program modules PM 2 and

"PM 3 stored in the external memory 660.

Eighth Embodiment
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the content designated by the signal S6161c. Due to
this, the operation of the CPU 6137 is controlled by
t he debugger 6161. 10 The debugger 6161 uses the HALT
signal S616la corresponding to the debuggi ng object

. to control the operation of j5ge_CPU 6137, nonitors

the operation of the CPU 6137 using the interna

status read request signal S6161b and internal status

si gnal B PrReseHd cobodimends ishan embodbinegiiz zopyesponding
CPU internal status rewite request signal S6161c.

Nest thexafpheandf 21he appeatsonfoththénventionduct or

chip shown in FIG 105 will be explained. [First

Exanpl erpé. Qpes ais 04 v20w| St Phé 83RFDLErLEiOREHAL £RA,
the case where the CPU 6137 wites info the externa

g =yarn t ap PLeg ”EmﬁB ' WLl L
expl%%%ggég%ﬁg %%féG%ggloé?p%?s t ega#g?gwégtgh?théﬁﬁnt
t CPl. data bus 6140 to the encryption/decryption

c?&%%? *3134. 25 Further, the encryption/decryption
circuit_ 6134 - 207 gnery ts the wjite data, as . :
expl ai f B9 &R, FESi n{OReythe stirandrtor chip 6131 has
corresponding to the function nodules in units of

R eRcgariignd dacryedicrectamei t ilddghitdement erinatuit 6135,
data bus 6144 in the external nenory 6160. 5 Further,
isdlzoetooncintedt ngl36, taedkepui v ati on used for

the encryption is added to the key information table

6190 showh datdeicBlecryption circuit 6134 and CPU 6137
are connected to a CPU data bus 6140.

The judgment circﬁit 6135 and CPU 6137 are connected
to an address bus 6141.

The judgment circuit 6135 and CPU 6137 are connected

- to a signal line 6142.

Further, the encryption/decryption circuit 6134 is
further connected through an external data bus 6144 to an
,externél nmemory 6160

Further, the selection circuit 6136 is further

connected through an external data bus 6145 to a debugger

- 6161.

| Note that in the semiconductor chip 6131 as well, the
software structure shown in FIG. 103 is simiiatly applied.
Here, the semiconductor chip 6131 corresponds to the
semicondgctor circuit of the second aspect of tﬁe invention,

the external data bus 6144 corresponds to the first
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At this time, the judgnent circuit 6135 outputs a

judgnment result signal 56135 showi ng 10

i nvalidity/disconnection to the selection circuit

6136, and the HALT signal S6161a, CPU internal status.

read request signal S6161Db, ,agd_CPU internal status

rewite request signal S616Ec i ssued fraomthe

selection circuit 6136 are not output to the CPU

6tg8InsnisfFipnhbine sifidhe férati aspdat of theotinvention, the

encrypted on the external data bus 6144, even if the

edktePALl daéRobyS66804corfebpbhabt tY PREDEHorh88 apparatus

confidentiality of the program nodule PM1 is not

| 8t £n ) raki : I j ,

o onar art o (REPRCE S, G FhUSREi PR Dot 2 AP hGauLe
U K O a8 HOFERERILARIP Sy o §logram

t he-external™ nenory gT&O W

Tead, i nstruction issued bghthe CPU 6137, _instructions

oft dHHA BFCTRR HIRGTanP ot iPKeRtLPR, (BB 25 , from
the designated address of the external nenory 6160 and
-eneryp bien(deervyRbion t fhrewt br 634 deerresponddJtoothe

the encryption/decryption circuit 6134. Further, the

esree sy oo Odeeyyp € 0o chicont t 6d84tNé esscondicadpyct of the
i nformati on table 6190 shown in FIG 108 based on 5
tierdrit 164D SEh & MYigdn £ Nei +&u D NPES5 desi S bids to the

instruction set at the head of each functi on nodul e

(S0t 0 G e e URELORCRLS HRRDALDRy  che

Cslerlceuc.'lzéiOGnl?éircuit 6136 corresponds to the selection circuit

of the second aspect of the invention, the CPU 6137 |
corresponds to the éeCOnd computation ci-rcuit:, and the
external data bus 6145 corresponds to the second transmission
line of the second aspect of the .invention. |

First, the external memory 6160 will be explained.

As shown in FIG. 105, the external memory 6160 stores

the program modules PM 1, PM 2, and PM 3.

In the ‘;présent embodiment, the case where the program
module PM 1 has confidentiality will be illustrated.

The confidential program module PM 1 is encrypted and

"stored in. the external memory 6160. The nonconfidential

program modules PM 2 and PM 3 may be encrypted or not.
FIG. 106 is a view for explaining the configuration.
of the program module PM 1.

‘As’ shown in FIG. 106, the program module PM 1 is
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decrypts the instructions or data read fromthe

external 10 nmenory 6160 using that key information in
units of block data and then perforns parity

processing. Further, the parity processed data or
instructions are output thra the CPU data bus 6140

to the CPU 6137. At this tirfg," the judgnment circuit

6135 out puts a 15 judgnent result signal S6135

i rimratiswyl ofng plukd )it ecofieretion Medilws SERLt 108 shows
circuit 6136, and the HALT signal S616l1a, CPU

i rites Bake SHlRSES ikend db&%&%tadéf&n@hmﬁéﬁ:@f 28¢1Sh%oduies
internal status rewite request signal SGlGTC I ssue

f Egnat e, S gction circuit 6136 are not output 20 to
t.heCPU 613?‘ ‘Further, since the wite data is not

encrypt ed t he xter data bus 6144, even if the
ext eygaﬁ d%}f%""ﬁdg‘ Ef ﬂ?@ ithe) heafly off dhegfurgsion modules

confldentlallty of the program nodule PM 1 is not

1 %8 %_’é@?%lqﬁéﬂ“&%‘vgn nigepriidrpignating information
sem conductor 209 chip 6131, even when storing a
corpiigaatiag rheyIDmuwodelrs . Phle- IDi nuabeaX idaisiginating
menory 6160 outside of the sem conductor chip 6131,
t hestentitdensi alriet yiodf ehkeyptearam nodule PM 1 can be
held. 5 That is, when a confidential program nodul e PM

1 t r o X a
Lot opeerdh MASEOXLERSAL NETLYORIO0LYR BUECTARH Phving

: 6§§x}gggggg?§.n§1€%%é{: n mog um.\/ ? ctanltg 11398 th?% vjjen the

the godul e PM 1 being executed
en 1on/ cryptz.on circuit 6134 decrypts the funct:.on

modules, it is used for specifying the lkey infomation to
be used for that decrirp'tion .

Further, at the tail ends of the function modules Fm;_l
to FM n are plé\ced instructions designating the ID number
as "#0" {(instructions indicating that the following
instructions do not use keys, that is, are not encrypted) .

The function moduleg, as shown in FIG. iO?, are
encrypted in units of block data of predetermined data
lengths. The b;ock data 1 to n have parity data 1 to ‘n added
to them.

The encryption/decryption circuit 6134, for example, -
encrypts the function modules shown in FIG. 106 of the program
module PM 1 to be written in the external memory 6160, as
sho_wn in FIG. 107, in units of predegtémined block data.

At this time, the encryption/decryption circuit 6134
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10 by the CPU 6137 frombeing illicitly nonitored by

t he debugger 6161. Further, since parity processing

is perforned after decrypting data and instructions:

read fromthe external nenory 6160, when unsuitable

key information is used for_15,5he decryption or when

the data and instructions are estroyed or tanpered

with,- this can be detected by the parity processing

aritf SR 59| spde diungiiicn blleekpuedeagt angyvkeli DAfbsmARion and
limted to the above explained enbodi nent. 20 For - '
exaffpt &t itha heasbofeeashl sunedieADBILARNMnehBEypEASE (plain
was illustrated in which the key information table

6 186ct)s EWVMunibdd @eslifha i) :ﬂrﬁstf&@ti%e%s it_fgx?fonr‘}tlailtofdn)

was held in the judgment citcuit 6135, bu S
Al i IRSSIY GHL 18 the key informatiqn table
6190 and stdc[)&re T 5 The fheox elra/heéTt]ﬁ‘&?dﬁ/ function

2 i odi_ment, The present. enbodi nent i s an
e#%gﬁﬁ%%%%?ﬁpe?ﬁ&? | FFTIEER A sh 1% JAG aspect s

of the [ nvention. Next, this enbodi nent of the present

i nvent i BHERPPE hBee RBFrEVREd oW/ decrybéienc eiroutifte 6134
attached drawings. FIG 109 is a view of the overall
cgRPrgatasi endoholde dbenkelycdhiformatibamtaBl c0f61100e shown
present enbodi nent. As shown in FIG 109, the

- COMERG cADBorhayai¢ rthé0iD n&&ﬁ%r‘ér@e%ﬂﬂeg @or the %Slrgx%tion

703, card-reader/witer 704, 10 personal conputer
ARBd( 28! (Ra{! 8Becifying information of the second aspect

of the invéntion) and key information used for encrypting
the function modules linked together.

Further, when the éncryption/decryption éircﬁit 6134
encrypts the block data, as shown in FIG. 107, it generates
parity data for the block data and stores that parity data
linked with the corresponding block data in the external
rflemory 6160. At this time, the encryption/decryption circuit
6134 generai:es parity data so that the sum total of the block
.data‘and -parity'data becomes a predetermined value. )

Further, the enc:_:yption/decryption circuit 6134
obtains key information for the function module .input from
the e:;ternal memory 6160 by viewing the key infé_rmation i:able

6190 shown in FIG. 108 using as a key the ID number designated
‘by the ID number designating instrucﬁibn at the head of that
function module. Furtﬁer, the encryption/decryption circuit

6134 uses that key information to encrypt that fﬁnction




10

15

20

25

service provider) server 719, and SAM (secure

application nodule) unit 709 to communicate through

the Internet 710 and perform settlement processing or

ot her processing for-a procedure using the |IC card

703 (integrated circuit of ghg grgsent 15 invention).

The SAM unit 709 (data proces P g apparatus of the

present invention) has an external nenory 707 (storage
cifedile ofn tiri s eserthe naleotée-angn ehsh SADIIEP JHEa .

(semi conductor circuit of the present invention). 20

The SAMEihithei)8,thd IRGSHESN O/ dd t@lch dahaWid hs134
anot her SAM chi p 708a (ot her sen1con_uct8g CI;CUIt 0

t PSS | a4 S [ a,,.for e
eE%n?pl e, a?};éhomn t;'Jﬁﬂ-)l:Imc(i) 11 ﬂ%&goﬁ'}]%%feut;vfwlt%iglumacy
a P .server. 719a different fromthe chip
73§;§$%!§§u§§%ﬁwé%ﬁ?IﬁQEr?EEfnéﬁ?qszxﬁhﬂﬁnQRPQF}QWNF°dU1E-
S ASP server 719 as the SAM chip 708. - 211 The
c%?i%satti‘&? ofth RRdgdMeE Hit ot ima tsnsiidaldutpute that
same as the SAM chip. 708. Next, the conponents shown .
i AemrEgpteghdatnal toydhecKBU A 1. Onl thearith<aBhndl, Gif Ii2dging
is a functional block diagramof an IC card 703. As
shéwisimo Fllegiltliattde itChadtd 08 dparatidiCof the CPU 6137

(integrated circuit) 703a provided with a nenory 750
aptt pe@folhs’/pledetermined error processing.

Note that, in the presenf embodiment, the data Z_I.ength
of the block data and the data length of the function module
may be the sa.ﬁte or different.

The judgment circuit 6135 generates a judgment result _
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confidential program.
module PM 1.

Further, judgmé.nt circuit 6135 geﬁerates a judgment
result signal S6135 inétructing validity/connection ‘and-

outputs it to the selection circuit 6136 when the CPU 6137

is not accessing (for example, fetching) a confidential

program module PM 1.
The judgment circuit 6135 monitors the addresses and
instructions output by the CPU 6137 and flowing over the

address bus 6141 and signal line 6142 and, based on thé same,

- Judges if the CPU 6137 is accessing the program module PM 1.
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The menory 750, as shown in FIG 113, has a storage

area 7551 used by a credit card conpany or other

service business 7151, a storage area 7552 used by a

servi ce business 7152, and a storage area 755 3 used

by a service 15 busi ness 71538P£urther, the nenory 750
stores key data used for g an access right to

the storage area 7551, key data wused for judging an

access Mhyin the Juugneinds ageubt ad gHaI25 6138 k& tHa! fudgment
used for judging an access right to the storage 20

arciarcibin3. 6 IBmli defet@l A idva 14IALy /5 tnlf@ctlon the
aut henti cati on, data encryptlon and decryption, ‘etc.

entific
Fﬁ%:%lldodqn%of car glq'r?gﬂ'daq-‘egssé{h Mdﬁl@ﬁ Foléla
t.h t 9w ll be explainedin
dg%gult'\%tng ¢ d’r%rgte 7&361a§° R8d had irequesds of

an external 212 menory 707 (storage circuit of the .
pPESERA ATPest Gf) thedingemtien) P08 Hoesi ootdecttput it to
circuit of the present invention). [Software

- C&hRi §EUa63i -oHeSAM thiep HADS] sSghhd SAl6LAI fis7Q8 sigmal

the software configuration as shown in FIG 114. As

shoetruptEhG tﬂaléembbea§ﬁﬂ./ﬁ{0hhmt7Qﬁehémgﬁ:?ﬂht he the CPU
bottom | ayer toward the top |ayer (har dwar e)

l'Iayqu CS | ayer, |ower handler |ayer, higher handl er

| ayer and AP 10 Iayer The | ower handl er | ayer
i ncl UdeWﬁ‘erq th\t/aejr]udg%ent result signal §6135 from the judgment

circuit 6135 indicates invalidity/disconnection, the'
selection circuit 6136 invalidates the CPU internal status
read request signal $6161b and CPU internal status rewrite
request signal S5616lc input from the debugger 6161 and does
not output them to the CPU 6137, |

Here,‘the CPU internal status read request signal
S6161b is a signal requesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signél S6161c
is a gignal requesting rewrite of the information showing
the internal status of the CPU 6137;

On the other hand, ﬁheﬂ the judgment result sigﬁal
56135 from the judgment circuit 6135 indicates
validity/connection, the selection circuit 6136 outputs the
HALT signal S6l6la input from the debugger 6161 to the CPU

6137.
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Here, in the AP | ayer, application progranms "-1, AP 2,

and AP-3 (application prograns of the present

i nvention) defining procedures for use of the IC card

703 by credit 15 card conpani es or other businesses

7151, 7152, and 715_3 shown jn FIG 109 are read out

and run fromthe external ne y 707. In the AP

| ayer, the application prograns AP 1, AP 2, and AP-3

and t he Wheghtheiprijiremt agsnlars galvs6edshpidehe Pldgment
themwith firewalls FW [External Menory 707] FIG 115

| sciaretiety X85 edliiatid) d18 Sl RUM @S Of tHd 'S election
external nenory 707. As shovvn |n FIG 115, the storage

areasodiit IS GRS Y%t 2Q7 Jnglude an
storage area 7220 n vvh| ch't e%’? app ‘{:Sat’-,'eoahd request

pr ylce business 7151 is stored,
sq%rﬁ‘aar% ?rgég éba?%%&gg ?ﬁnagl%tl’?tt% r&ﬁ;ﬂlltéa??SHGSt signal

r%q'é m AP-2 of the_service business 7152 is stored,

7 RP SEBPUGE AR PP SRIIE TR tRethe SEUCALRRR Further,
program AP-3 5 of the service business 7153 is stored,
atdieageApckinageisauits6bBagentpets 788 CRIBdtyedhel status
manager of the SAM chip 708. The application program
ARighadt 61643 7idn ihpe tARrsnothge CRUEE139720h a%coRMcEE Wi th
of a later explained plurality of application el enent

daha ARE (dabanandelasual rbhe PLERERE <1QnLAYeRbi
Access to the RP storage area 72%8 18§ gstr%?tlbg@ jo the

t Benhigly gwak;%del The application programAP -2
store in the AP storage.

The CPU 6137 outputs to the address bus 6141 the address
of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal S6137a showing the type
of the instruction being executed and, in accordaﬁce with

- the same, performs processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the

external memory 6160 through the external data bus 6144 and

. encryption/decryption circuit 6134.

When the CPU 6137 receives as input the HALT signal
S6l16la through the selection circuit 6136 ffom the debugger
6161, the operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as input the CPU
_in-tez:nal status read request signal 56161b through the
selection circuit 6136 from the debugger 6161,' it outputs
the internal status signal S6137d including information

showing the internal status in the CPU 6137 designated by
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area 72202 is conprised of a |ater explained plurality

of application elenent data APE. Access to the AP

storage area 15 72202 is restricted by the firewall

FW 1. The application program AP -3 stored in the AP
storage area 7220_3 is coqpkgﬁfq_of a | ater expl ained
plurality of application ele data APE. Access to

the AP storage area 7220 3 is restricted by the

f ithatlsiowl S6 61 thweoyglesdnd ssthadismntciddifit 6136 to
application elenment data APE is the m ni num unit

dovtrd abstatydarr apeapl e from outside of the SAM unit

709 to the external nmenory 707. The nunber of

appl i catg »d ' ch i i.0
progran1égﬁm%gggﬁggpyﬁggtégﬁi%g%gbgg?%g?e§5 &' & 'Hkernal
c ondi ng.service business. Furt her, the

R I R b8 ag F1658 T s bl it aion, e patpetion
the ext.ernal, menory 707 are scranbl ed. They are

dESEFEHN & IndFrkddrs febugsersA¥edni 5 t7o@wrihashdhe

the application prograns AP 1, AP 2, and AP -3 are, .
f shfermpdiion showdngdtby ihtesnalisbabusiostles JHB6137 by
7152, and 715 3 using the personal conputers 7161,

7182, coatentldasipnatednblyl Eheldigaad dewsheadede to this,
t hrough the SAM chip 708 to the external nenory 707.
h@hb,oﬁé@aﬁﬂ@h'GQHHQQ(ﬁﬁpﬁﬁgﬁsieFéantfgifedqgg1ﬁﬁa%eg%gger
w || be explained in detail. There are one or nore _

a %ication prograns for each service business in the

S The application prograns AP 1, AP 2, and AP -3

The debugger 6161 uses the HALT signal S616la
corresponding to the debugging ébject to. control the
operation of ﬁhe CPU 6137, monitérs the operation of the'
CPU 6137 using the internal status read request signal ‘861 61b
and_internal status Signal'86137d, and customizes the CPU
;6137 by the CPU internal status rewrite request signal
Se6lélc.

Next, examples of the operation of the gemiconductor
chip shown in FIG. 105 will be explained.

{First Example of Operation]

In this example of operation, the case where the CPU

6137 writes into the external memory 6160 data of the program

module PM 1 will be explained.
The CPU 6137 outputs the write data through the CPU
data bus 6140 to the encryption/decryption circuit 6134.

Further, the encryption/decryption circuit 6134




(hereinafter also referred to as AP) are, as shown in
FIG 15 116, each conprised identification data AP ID
for identifying the application program AP, data APE
NUM showi ng the nunber of the application el enent
data APE included in that apglgxation program and one
or nore application elenent data APE. 20 The
identification data AP IDis set to be different for
e &R M DIt datey sfowxplaiped eardierhe using key
application element data APE is conprised of data APE
SERPE armtiiey coerespanding tb £he thiaictim inedueDds in units
el ement data APE, identification data APE ID for ‘
i dgnbilbykndathaindppliteal ithie ehABPOhradR ARE extdhdal data
and the data proper APE PL. Here, the identification ,
dpua AEE4I@ni&hgog&Qgggglogemg§§a ARB- TYPE showi ng the
type of the appli-cation el ement gata APE and t he data
I NS NU Wals) | tification nunber (instance )

® identi ?/F' Egte?q%% ’ n%ﬁﬁa%'?sg%"? hre‘"‘aiaap‘b’r‘u‘% é%? g*ﬁ‘e &Y dptormation
d%ga E wthin tha#,t%pe. The data_INS NUM is managed :
by *Ehe" Thd N8P TXRFIPR & HadARdsS thedkey Foif wsmapien table
when the application elenent data APE is the file
s$1P8sheKRPi §br EZGonl08Bhe data APE TYPE becones 10 "2"
and the data I NS NUM becones "1". Due to this, if the
sane SAM thisstpussithe juwdgpact fyiihei appliSadutputs a
el ement data APE unanbi guously by the identification
dptaghelrt | Besdle eX§RADAE61BHVENoWdgsShown in FIG 115

stores the

10 invalidity/ disconnegtior_l to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read request
signal S6161b, and CPﬁ internal status rewrite request signal
S6l6lc issued_from the selection circuit 6136 are not output
to the CPU 6137.

15 Furthei:, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation]

20 In this example of operation, the case whére fhe CPU
6137 reads it.l-s_tructions or data. of the program module-PM__l
from the external memory 6160 will be explained. |

Due to a .read instruction issued by the CPU 6137,
instructions or data of the program module PM 1 are read

25 . from the designated address of the external memory 6160 and
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15 above expl ai ned application prograns AP (AP 1, AP
2, and AP_3) encrypted by the encryption key data K AP
outside of the SAMunit 709 as the application
program package APP. As the encryption key data K _AP,
encryption key data diffe[i%% for each application
programis used. 20 Next, th F&ﬁés of the application
el enent data APE explained using FIG 116 will be
egtEvtethrough the extarnadwdatanbog 01 4@X et eOf
the application elenent data APE stored in one AP

aledryptASnyldedt vipribhGeikdaditt 8@ 34P area stores card
access 25 key data, file system configuration data,

 SAM nut o2l iGatian key.data, .inter- .
oy pachagiTREy it SRS A B e P ko rievs

SGEI rogr.am (pr.ocessij routi ne data of the

p%é?gkﬁ% ﬁ%g%fpéﬁf?na%ﬁéﬂgrglgvagPUﬁ iRefIfaclf§ebased on
arga regi stration key package, area deletion key

pABRalR Pumhey shorpbytthe IBrmwelepsteigmatsgryinestruction
del etion key package, and AP resource key data K - APE .
a§ethatappri basflonfekanbnfudat iohPRoddiet inpli€é and obtains
application el ement data APE shown in FIG 117 w |

béhexkegi haforh@tbofacdrrespsadiey L8t ehdbBerbahdmber.
access key data is the key data used for a read or

€ o RS A P R R R o 28
e B LR Bt SR TR T9R reFnhe  prtepmal
alegrll&g?t éfgo eﬁgfx?é‘ tth::vl: key information in units of block
data and' then performs parity processing.

Further, the parity processed data or instructions

are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 outputs a

- Jjudgment result signal S6135 indicating

invalidity/disconnection to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read 'request
signal S6161b, and CPU internal status rewrite request signal
S616lc issued from the selection circuit 6136 are not ocutput
to the CPU 6137. |

Furthe‘r, since the write data is not encrypted on the
external data bus 6144, even if the external data bué_ 6144
is illicitly probed, thé confideritiality of ‘the program
module PM 1 is not ldst.

As explained above, according to the semiconductor
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data APE as the card access key data. o File System
Configuration Data The file system configuration data,
for exanple, includes |og data, negative data, and
genre data. 20 The log data is for exanple data of the
history of wuse of the applicgtion element data APE,
the negative-data 1is for ex?%& e expiration
information of the IC card, and the genre data is for
eshipl 618he evenrvheh shecimgon dinfidntSAM pXodi®im module
exanple, the file systemconfiguration selects 217

teE dype «of ekiterhalenafes6idEodtd ey o a3 A i ¥ nductor
sort ring) and, if a record key, sets the recorq

SthRep BuAREr ¢haf cBﬁ‘E%Qﬁt@éﬁt%%lfe th&eﬁgégg%gggbﬁﬁ% PM 1

version, record signature mnet type,

SILZE, w.an cord signature 5 key. Further, when

m%%?iﬁ% gg?§'fron1the outside in the file system it

desi gnates whether to performthe signature

verifi cHt? b Set ¥thepg eonfidentbal prognarenaidnlekM Uhistored
of witing/reading of file data. o SAM Mut ual ' i
AlRrhEhei exteonakeyeary 6060his ascabsedusgdtharcpu 6137,
mut ual aut henticati on between APs in the sane SAM

Thige SAM enttival cAlHduEt 62361 pRokeli €3t end UG 3161 From.
used when accessing the correspondi ng application

ol as M0 LaE Oy B 8, AU P revent
i He rﬁéﬁ%&i’n& a&é‘ aﬂ-?e kp?yoéxsan? nx&é&?itla oﬁ{ffybgfrt;g executed
by the CPU 6137 from being illicitly monitored by the debugger
6161.

Further, since parity processing is performed after
decrypting data and instructions read from the externél
memory 6160, wh-enruns.iuitable key information is used for
t.he decryption or when the data and instruéti'ons are
destroyed or tampered with, this can be detected by the parity
proce_s.sing and suitably dealt with. |

The present invention is not limited to the above
explained embodiment.

For gxample, in the above explaineci embodiment, the‘
case was illustrated in which the key information table 6190 .
shown in FIG. 108, that is, the key information, was held
in the judgment 'ciréuit 6135, but it ig._-also‘ possible to
gnc’.rypt the key infgrmation table 6190 #nd store it in the

external memory 6160.
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~storage areas of the -ex

used when exchangi ng card access key data or other

‘data after inter-SAM nutual authentication. o IC Card

Operation Macro Conmand Script Program 20 The IC card
operation macro conmand script program is generated
by the service business itself and describes the

. order of processing relatingzgg the 1C card 703 or

transactions with the ASP server 719. The IC card

oper at i BantimEmboddmemtd script programis set in the

SAM unit 709, 25 then analyzed by the SAM chip-708,

wher eby ThBep£056£6 RABBdiGhehB iz A ffdliSidd %o%%ﬂo%dlng

generated. o Menory Division Key Package The menor
digwi $£hanabay @gc ed, f ot L di ng the
5334 E§Pg?%§Ig§ %he 1957 % o5 nenory

of the JC card, 703 [e a service bu3|ness starts
to run g sérvg%% ??ﬁﬁgfﬁ%nFCPEthe 7pResenfy tpvention will

Fgglstr tlon Key Package The area registration key

k&58 F%“BQtHlﬁﬁeﬂeﬁHERHCﬁeFPo#hﬁngtﬁﬂehed drawings.
registration in a storage area of the nmenory 10 of

the | C EEfd ¥03 befarviewsef vikbe dustabbscaifidsration of
running a service using the I1C card 703. o Area
DbhetcQMmﬂbycﬁhtbﬂggyétehevoﬂloébﬂﬁéaétéﬁéntTéﬁbé&Eﬁent
del etion key package is a package which can

aut omatAg adhmenerRi@d 14 | NeLSAM G Jwréjystem 701

access 15 key data. O Servi'ce Reglstratl

5%( er i@l g&?&%@“}@ﬁ‘) dh&.S§TY85¢ rezgésﬁéféégfwrl(f%er 704,

age |1s use

personal computer 705, ASP (application service provider)
server 719, and SaM (secufe application module) unit'70§
to communicate through tﬁe Internet 710 and perform
settlement processing or other préqessing'for'a procedure
using the IC card 703 (integrated circuit of thé-presegt
iﬁventioq).

The SAM unit 709 (data processing apparatus of the
presént invention) has an external memory 707 (storage
cixcuit of the present invéntion) and SAM chip 708'
(semiconductor ci;cuit of the present invention).

The SAM chip 708, if necessary, transfers data with

another SAM chip 70Ba (other semiconductor circuit of the

: _pi:esent invention) . The SAM chip 708a, for example, as shown

in FIG. 110, is connected with another ASP server 719a

' different from the SAM chip 708 or, as shown in FIG. 111,

is connected to the same ASP server 719 as the SAM chip 708.
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regi stering application elenment data APE of the
external nenory 707 before the service business
starts running a 20 service using the IC card 703.

The service registration key package is a package
which can be automatically ggnrerated in the SAM from
card access key data. o Service Del etion Key Package
(Internal Ceneration) 25 The service del etion key
package The geafityragdput pgtRe9saMpphiparDea tkepaRtically
data APE registered in the external nenory 707. . The
sdihel careelaat ithie IS8 phaagesi.s a package which can
be automatically generated in the SAMfrom card access
5 key dabat,otKgy P, y ta - APE. |
used as an encryp??@%aﬁg?tﬁkgﬁgbgegﬁiﬁgéfhégg W1§1 Be :
a [ Lqn el enent data APE. Different key data K
7%%E1%§h§§§igned for setting application el ement data
APE 10 r .every AP area. Next, the above expl ai ned

I C cardlgge?ﬁfgoﬁoﬁﬁcro comand script program
(hereinafter also referred to as a script program

wi || beFERpl blfets i fdmctijonaihdlock diagregr af ah 2C card
program for defining 15 applicati-on prograns AP -1,
APO2. and AP-3 of the service business 7151, 7152,

and 7153 running on the SAM chip 708 and procedures

of processsmgeeid arred D ! hehd GEHLa B WIED an 1c
executing the application prograns.

(integrated circuit) 703a provided with a memory 750 and

CPU 751.

The memory 750, as ﬁhown in FIG. 113, has a storage
area 755 1 used by a credit card company or other servi;::e
-business 715 1, a storage area 755 2 used by a service
business 715 2, and a storage area 755 3 used by a service
business 715__3.

Further, the memory 750 stores key data used for
.judging an access right to the storage area 755 1, key ciéta
used fo;‘ judging an access right to the‘st;oragé area 755_‘_2,
and key data used for judging an access righ_.t to the storage
area 755 3. That key data is used for ﬁutual authenticatibn,
dalta" enéryptioh and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card 703.

Next, the SAM unit 709 will be explained in detail.

The SAM unit 709, as explained earlier, has an external
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In the present enbodi nent, as explained later, as
shown- 20 in FIG 118, the SAM chip 708 perforns
processi ng based on the script downl oad task 769 and
script interpretation task 770 and generates fromthe
AP managenent table data and S ript programthe IC
card entity tenpl ate data 736_ , I nput data block 731
x1, output data block 732x2, |og data bl ock 733x3, 25
aRgmespdPdt i(sfottapenthycdatackl tble- p8dsedtuintdehtion) and
220 procedures relating to the service businesses
7$BY, cliip2708anderib3nBhibtot18ireultVbeWEhar present
expl ai ning the commands used for describing the IC
Cahdefipgba) ion macro conmand script 5 progranms. In
t he commands, commands for the SAM chip 708 itself

are gi vea e fd I LS, ' 0

rel ati ng to op%r%%lll%ﬁé%féif %nltg\@%#bg %ﬁpaﬁggbi ven

the firgt | er, 'C' urther, the_second letter is

sel ect i@é‘? ﬁ%f&e‘if“r% 7(1% haz e RRE e (genfiguration as

3gglication._For exanple, for an issuer setting
PER ot ofL®f tHe-1C card 703, it is "I", for a

decl aration of the application el enent APE (service

type demimwnddel #TE.i A4, ithel SAMSChibo708 EaBp! €rom the
read declaration fromthe IC card 703, it is "R', for

bt tmh Elayhy: Wowardlateatap 08ybe ,t B8 I ¢REHA4R8e) | 1ayer,
is "W, and for an application elenent data APE

m%%f ON ARl Rlakld@@r h1hyks Tﬁ$g§%ﬁgg§§g§:na{r%% 13nd AP

describing the script progfang
iig¥é§¥athe SC command, So conmand,

The lower handler layer include a driver layer.

Here, in the AP layer, applicai:ion programs AP 1, AP 2,
andvAP._B (application programs of the present invention)
defining procedures for use of the IC card 703 by credit
card companies or other busiﬁesses 715 1, 715 2, and 715 3

shown ‘in FIG. 109 are read out and run from the external

. memory 707.

In the AP layer, the application programs AP 1, Aﬁ_2 ,I
and AP 3 and the higher handler layer are provided between
them wit>:hr firewalls FW.

[External Memory 707]

FIG. 115 is a view for explaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

‘memory 707 include an AP storage area 7220 1 in which the
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20 SI command, SL command, SF conmand, Cl command, CS
command, CR command, and CW command. The SC conmand

is a conmand decl aring the nunber of the nmaxi num

nunber of IC card entity data which the SAMchip 708

can process sinultaneously._ Wien the SAM chip 708

can sinul taneously process 1 221 sets of IC card
entity data, "SC: 1000" is described. The SO command is

a 3PpHeRticer pregran 3@ _flhefddhe skirvdlkef busfiaesisngls 1 is
the output data block 732x2 in which the data read

f sdorede b6 ARr dt303gui htehe7s20r2diRRRNGH Midakp1iBation
bl ocks provided in the SAM chi p 708 when perform ng

[ [ : d he_l at
R e e e oo e, Py e, BUoaesE 788, 276 TiBheg, an

d 0 are. prqvi de when, storing the

dBroe Pa0808 drdd 2B 0BT R AL he, F5 T G5PL o8 Tifaram ae_3
1 "%ﬁ? " 1§ described. The SI conmand is a command

t 8F e rsrvige Resiness udiroitewrdi Agd ae AR panagement
data block 731 xI in which the data to be witten in :
t AECFEIeaREe20322% used del ofivn gransgen atfa thieoSBM chip 708.
provided in the SAM chip 708 when perform ng 15

pr ocessTing appXigathiond Grearen/A8 hastdred ila&HaR® storage
explained 1C card entity data. For exanple, when the

dat@a DY 224 S1 14 4 odih ¥ fedldp iadadter BeP18E RELNE1 LR T 5
data to be wri tteﬁn the 1C carde%OBSa‘TBn the dgtgggllty of

UggScluudy ¢ Boda e 3 SRCTAL0R BRILS SF ERB0uone
invention). Access to the AP storage area 7220_1 is
raestricted by the firewall FW 1.

The application program AP 2 stored in the AP storage.
area 7220 2.is comprised of a later explained plurality of
application element data APE, Access.to the AP storage area
7220 _2 is restricted by the firewall FW 1.

The applicatién.program‘AR_a stored in the AP storagé
area 7220 3 is comprised of a later explained plufality of
_appliéation element dataiAPE. Access to the AP stOrage'area

7220_3 is restricted by the firewall FW 1.

In the present embodiment, the application element

~data APE is the minimum unit downloaded for example from

outside of the SAM unit 709 to the external memorxry 707. The

number of application element data APE forming each

application program can be freely determined by the

corresponding service business.
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bl ock form ng the |og data bl ock 733x3 for storing the
|l og data relating to an .operation anong the. data

bl ocks provided in the SAM chip 708 when perforn ng
processing using the 1C card 703 based on the | ater

explained IC card entity data,; 25 For exanple, when

the data blocks | to 10 are provided, - 222 when

storing the log data in the data block 4, "SL:4" is

descri b Hhrr SEhednRtidcd tion porgsadsiAP_ Dy GB di,ngnd AP 3
the data block form ng the conputation defining data -
bl ek etB4iert thiesortcing ttemmcdsl M7 iate Forldibiled] AW, are
between the application elenent data APE relating to

t hieddEatilbd Grhenl NRLONEAY il ik CRTRULRNE ON
defining data bl ock 734x4 becones theq%%e-processing

i nf or mMtE,eRneh t PEe |G Ga, tity data, The Cl

command is a cémm%(?gpg%c%gg%grrf%agfﬁ%siégﬁrgpe?'ﬁféd AP 3
I argd 703 (service business).. The data specifying

t é'%é efd‘&r cé"%“d@. %espsr%“g‘f‘?‘?i’gg’i)b*y'hﬁh%%rl% R Raamdds_1,
tgﬁ G card type information of the |Ccard entity :
ddt 3152878 3 oHiid the merenmahcdmputecs Aliad, 716 2,
si mul taneous operation of a plurality of services to

t ARd| C1€aPdshosnbin EIGi P2 nchalemAlkaded ahridigh the saM
application elenent data APE (service type elenents).

- ThBipS708mmntheaaxsksnallenbasey @ofunction defining

processi ng anong application element 20 data APE

- desi gnafieé®t bychd eapgiEc LN pf@érﬁﬁ(@rﬂ_el . IIRP_I_Zs , and AP 3

possi bl e to decl are
will be explained in detail.

There are one or more application programs for each
service business in the SAM.

The'e.lpplication programs AP 1, AP 2, and AP 3
(hereihafter also referred to as AP) a;re , as shown in FIG,. .
116, each comprised identification data AP ID for

identifying the application program AP, data APE NUM showing

- the number of the application element data APE included in

that application program, and one or more épplication element
data AéE. |
The identification data AP ID is set to be diffe;'elflt
for each service business.
As shown in FIG. 116, the appl:i.cat;.ion element data
APE is comprised of data APE SIZE showing the data size of
that application element data APE, identification data

APE ID for identifying that application elémént data APE,
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"CS: "Rc"+"W"+"WI"". Based on the content of the CS-
command, APE -N designating information of the IC
card entity data and 25 processing order infornation
are determned. - 223 The CR conmand declares to-
store data read fromthe |C d 703 in a designated
data bl ock when the rel ation "anong application

el enent data APE is not defined (when SF conmand is
nérdde idadd) px®rear ABEa®ll.e, when storing the data
read fromthe IC card 703 in the data bl ock 1,

"CR SO HetR;" thesidentifFbedtidhedsy Gosaersl He MBS sed of
to wite data stored in a designated datra block to

t lda taCapdy ayHE3 sy eleat .0 n lication
el enent data APE i?aﬁg?%g%ffggg.Qfoég%rggggﬁﬁ e LoRh&tement

camreTRER Ry hedBah. T8 WL eRoBits Fhe'eepsimination

decl ares ,t he data bl.ock for describing computation

cBRFeRE {pBARPAGesifortiticabion numhex) wethe application

descri bi ng conputation content 15 spanning services in .
t ﬁée@,ﬁ“&aﬁ?aatao Bl ithigrtBES HENC=Shedatd INSeHUM Dedanaged
Further, the SF data block 1 has described in it, for
ek¥nphe, ehd\aserf ($e¢iedObusiirass) Viddo;

"WI"="We'*0. 08+"WI" ). This formul a expresses the

oper at i Béir 26xdhp BaIPtviver | e 10051 008 £116n Vé?iébl?e&{ dfta ApE

‘when the remai ni ng nunber of séervices We is |arger

thanpld and addicag POIHY $5.59 LERPRYE
to 8% of W aggcunuﬁgﬁ?v g%%F% nPeHS dé%a.BSE_&QQhﬁgecpmes
"2 and the data INS_NUM becomes "1". Due to this, if the

same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG. 115 stores the

above explained application programs AP (AP 1, AP.2, and

. AP_3) encrypted by the encryption key data K AP outside of

the SAM unit 709 as the application program package APP.

'As the enéryption key data K AP, encryption key data
differing for each application program is used.

Next, the types of the application element data APEl
explained using FIG. 116 will be explained.

FIG. 117 is a view showing an éxample of the application
element data APE stored in one AP érea.

.As shown in FIG. 117, the AP area stores card access

key d;ta, file system configuratiocn data, SAM mutual
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to WI. Next, the data stored in the AP managenent
storage 25 area 7221 of the external nenory 707 shown
in FIG 115 will - 224 be explained. Access to the AP

" managenent storage.area 7221 is restricted by the

firewall FW4. Note that, thegjgirewall FW4

-corresponds to the 5 firewall FWshown in FIG 114.

FI G‘f 12g,i s.a view for explaining details of the data
sPBFBgnticafdonpkrindaéneninsesr §8M kepapieRagdhkepPdata,
managenent storage area 7221, as shown in FIG 120, _
sT6r eard epewa hivragenerd dalandaicaipt0Ptog?aR0 (Brocess ing
1'0 and 7300_3 (rmanagenent data of the present

| noetinendatadofhehdPpréabhe datén¥3dR);, 43ford division

73103 (usage allowing data of the present invention).

g LR, R LB EoR N el s

15, ar xapple. preregistered at. the tinme of setup
- ohef e Rhgr PBE S0 CHit S LR ol e mrtpgn serrres
%&EBOO]&?X 73;%3% and 73003 and the APP table data .
- TR P P31 07CaRP e F U e thay cimiba ByAPReas the

manager of the SAM chip 708. 20 The AP managenent
1R L enk ey emergobpta ARE 73003 are defined for
each application program AP. Further, the APP table

data 73MEGd;, 3E03ppaddatibilelanandelisbsthbRlskaeh SAVIC.
mut ual aut henticati on key data. '

117 will be explained.

o Card Access Key Data

The card access key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC card.?Oj. Further, key data to be viewed by thellater
explained IC card operation macro command script program
is also included in the same type of application element
data APE as éhe card access key data.

o File System Configuration Data

The file system configuration data, for example,

includes log data, negative data, and genre data.

The log data is for eﬁample data of the history of

use of the application element data APE, the negative.data

is for example expiration information of the IC card, and

‘the genre data is for example the record of execution at

the sSAM.

For example, the file system configuration_seledts
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FIG, 121 is a view for explaining the AP managenent

25 table data 73001. The AP nanagenent table data

73002 and - 225 73003 have the sanme fornat as the AP
managenent table data 7300 1. As shown in FIG 121, it
shows the identification dat PE_| D,

i nternal / external designating data IEl, 5

i dentification data SAM I D, i dentification data AP- | D,
k&pe &xpe RfCAhBAf(Léecenaehey (detardf képedpstgaation sort
invention), key data K SAM (first key data of the
présght andyenfi an):ecoe}at RePTsOPR, tHAt 2eE6AP LPredNHumber
data FLAG STR | i nked together for each of the nane

ABE rébaf:dtshathewaélapDL&EQL&O& hEERPL J‘%rgf&@ AEecord
used in the I C card operatlon rrac 0 comman

pl.i cati el ement

ggggﬁ%g%rg:}ge tﬁ ﬁg zfsesci'ogne‘g ?% stlﬁ?'s%?slrdeé’ord signature

on el ement  data APE) provided by the ]
(’?%1? i ca‘fﬁ‘%}he’bfré' biting daty frem bhy py dwibe file
7152, and 7,153. The nane APE -N is an identifier :
VFETERR i nkt ed@stona hes sehether ntorrer&im Hehe seignature
whi.ch the application program of each service
s Hebcattien uste . Hiexe, tde" talmntd f i catdion id BnPRidiX of
is identification 20 data of the application el enent
datiot AR rdd@i ndgit 6 el 1&xde¢nal designating data | El
is aflag for differentiating between vvhether the APE

exi St S AxaN mARd 1l addH¥ Q‘.@tl%%s 'Kt%ﬁa a%%M ( ext er nal

whet her reference I1s nmade rom ano

desi gna.lthll%n)xs also used for mutual authentication between
APs in the same SAM,

The SAM mutual authentication key data is ]-;e‘y data
used when accessihg the corresponding application element
‘data APE from another AP in the same SAM 61:' another SAM,.

¢ Inter-SAM Key Package Key

The inter-SAM key package key is encryption key data
used when exchangiﬁg caid access key data or cother data after
inter-SAM mutual authentication.

o IC Card Operatio-n Macro Command Script_Program

_The IC card operation macro commaﬁd script prograin

is generated by the service business itself and describes

-the order of processing relating to the IC card 703 or

transactions with the ASP server 719. The IC c¢ard operation

macro command script program is set in the SAM unit 709,

‘then analyzed by the SAM chip 708, wﬁereby the corresponding
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25 The identification data SAMID is identification

data 226 of the SAM at the other party transferring

data when the SAM chip 708 is perform ng processing
relating to that application elenment data APE. FI G

122 is a view for explaining.the SAMID. 5 The SAMID

is 4 bytes of data and has a“concept of a net mask
simlar to a TCP/IP. The net mask can be set in bit

uri@ s$ambrenditipldata st geaeradeld. as shown in FIG

122, is classified into three types, that is, an A

cl ass, B Meadzy bAvaeiof BRE@SPackHgkher, between SAM s

to which the sane net mask is allocated, one type of

key dat @nhdS@dm atuak o a ent | [op_i _
sufficient. InBt eﬁgﬁgggﬁ? gé o@%h%%%% E?o§38§aﬁﬁ?g,f°r

t [ busi ness_is allocated the_same net

s efBey Bl BEopISe"BRgan"oF , LBE ek bnrERL, Bomory 707 ox
i ndi cat ed by, "255, XX, XX, XX", the higher 1 byte is
2BEPRE 1Ok %P@d?é?e?ﬁ%e'bd-" PRfRFS & sesFdicey buginkas starts
class, and the lower 3 bytes are assigned values for = -
specFiPi AgSek¥iradrsingatheARE bardngPBg to that

cl ass. Here, "XX' can be set to any value. That s, 20

t he netonbskaoRegistrdtibm e Padlagised to define the
16777215 SAM | Ds belonging to that A class. Further,

the B clissanéh ade % ded w
S cmasrel Sple i) S5 2B whe

the higher 2 bytes are assigne

B BERLAY fiod MpsBISEN Y B o0 B2 oy
of the ;C card 703 before a service business starts running
a service using the IC card 703.

© Area Deletion Key Package (Internal Generation)

The area deletion key package is a package which can
be automatically generated in the SAM from the éard access
key data.

~° Service Registration Key (Internal Generation)

The service registration kéy package is used for
registering application element data APE of the éxternal
memory 707 before the service business starts running a
service using the IC card 703.

Thé service registratic_m key package is a package which

can be automatically generated in the SAM from card access

key data,

o Service Deletion Key Package (Internal Generation)

The service deletion key package is used for deleting
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mask of the B class can be used to define the 65535
SAM | Ds belonging to that B class. Further, the C
class net mask is indicated by 5 "255, 255, 255, XX",
the higher 3 bytes are assig % predet erm ned val ues

for specifying that class, a the lower | byte is
assi gned val ues for specifying the individual SAMs
b iaet-ilcp E@meptasigtalARE regishered inntkeobxitBenal

"B class can be used to define the 255 SAM | Ds

belemogiyngot7a t hat C 10 class. The identification data
AP IDis identification data of an application program

t sbBei e n .{s a | | i
e s AL kB BB 1B EEEARD s

r t{.ng t hat _application el enment data APE. 15 The

o k80 BioR by fSeFRL R AR 1ie (ihEren card access
ggta glg;h the nenory 750 of the IC card 703 when the

f¥ ERi-B-708 perforns processing relating to that

application elenent data APE. The key data K -SAMis

key dat@ ¥sedPabe K &PEfer of 20 data with another

SAM when the SAM chip 708 is perform ng processing ,
rel ati nhe ckehadatapi iXER iien wearant adabacARBtidhCkey when
data SET APP is data for specifying the APP table -

dgé 6t 73¢ Che 4303 catidn/SillReie & taVABRED;
SAM chip 708§%er1?gr msnprocessi ng rel at i ng:'-%rg?iey data

' @_F’Abﬁaié %s@eﬁi W%e@%&%g’o‘ggplicg%gon element data APE

for every AP area.

Next, the above explained IC carxd operatioﬁ macro
dommand script program (he;einafter also referred to as a
script program) will be explained in detail.

. The script program is a pProgram for defining
application programs AP 1, AP_2, and AP 3 of the service

business 715_1, 715_2, and 715_3 running on the SAM chip

708 and procedures of processing performed by the IC card

703 when executing the application programs.
In the present embodiment, as explained later, as shown

in FIG. 118, the SAM chip 708 performs processing based on

' the script download task 769 and script interpretation task

25 -

770 and generates from the AP management table data and script

' ‘program the IC card entity témplate, data 7301, input data

block 731_x1, output data block 732_x2, log data block 733 x3,

and computation defining data block 734 x4 used for
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The data FLAG IP is flag data show ng whether to
di-scl ose data managed (held) by the SAMchip 708 to
anot her SAM chip 708 etc. The data FLAG STR is flag
data showi ng whether to allow 5 data rmanaged (hel d)
by the SAM chip 708 to be helgd, by another SAM chip
708 etc. In FIG 121, the APE -N."Service A" is the
access key of the IC card 703 defined by the

- apiireedwiorr pedgtdma ko thrisezANIcROBusTheskey UBS al pf715 2,

the "Service All is set to be 10 not disclosed, so
camdt7ie i ewed by an application program of another
SAM or anot her application programof the same SAM
Furt her Frghe 118eh @€ vEaw $okhg eynQaf
card 703 defined by that applica ?gﬁﬁg'?ég}rég%n cvﬁgﬁhgs used
t gt P ' t sk of the |ater )
expl ai%r%legg%ﬂé]%g:;ﬂegt% ctkag:y%/l g%te 2207 “Pn8acEg, FoFRagpd sgript
dk&%l% d to an application programon the SAM havi ng
the SAMTD "43,17,19, XX". At this time, the SAM
mut ual aut hentication key is "TT1..., TTn", Further, :
whet her 1Br thecoumands . squmandshfog the $AN chitm 708 gitself
the "Service C' until the next use is determ ned. Wen
p8%8i greenvnhba- £hes bt hettGAM STex twhises dobmanter veda t@ng to
on the card, it is not necessary to obtain the card
aopesatken ofigdien I 68rHNMEO SAMe FHoeACERS E#aM: A tdls: vev .
Service Bis obtained not fromthat SAM but fromthe
SAM haviggth Stk | " v " .t nut ual .

%) Qﬁ, gégéhd4@&%%%}?1%;%%%eé§§$§$3 %gﬁa'ln

aut henti cati on key between -

iécHéggance with the application. For example, for an issuer
setting declaration of the IC card 703, it is "I", for a
declaratio-g of the application element APE (service type
element declaration), it is "S", for a simple reaci
dédlaration from the IC card 703, it is "R", for a simple
write declaration to the IC card 703, it is "W", and for

an application element data APE computation definition , it

is "Ev,

The commands used for describing the script programs
721__-_1, 721_2, and 721_3 include the SC command, SO command.,
sI command, SL command, SF command, CI command, -Cé command,
CR command, and CW command.

The. SC command is a command declaring the number of
the maximum number of IC card entity data which the SAM chip
708 can process simultaneousl_y. |

When the SAM chip 708 can simultanebusly process 1000
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Whet her or not the access key of the "Service B" can
be held until the next use is determ ned by a flag
designated by that SAM 5 The "Service B Log"

indicates the file in which log data to which the SAM

1D of "43,13,137,XX" is asqi%%ﬁs is stored. The

"Service B Log" is the sane net mask as the

"Service B", so the nutual authentication key uses

" g6ts of I&hcand: emtiAgP dadial,e "$at: 009 "PHeV idded fided .

each nmutual 10 authentication key. In this exanple,

per m ssfbe £0r coamaadsiBgat BemmIRAVEEE gelzﬂg;:iﬁg the data
"Service B'" is defined in the APP table data 7310 of

t be oekhebr SAM-NDLG htﬁé"%wfgfm g3gdefellt ??i 48 Men the

t hat ot her SANIV|ems is avie

e [ 73101, The APP table

ds‘?%%%%% £45 e 18 av%%@anwilt Re toreirdhong e data
Eo ARP tabl e daga 73101 As shown in FIG 123, the

APPCPEE| BTa4ded3181 EBROFAM chip 2@Bhwhepl peafpoming

el ement data APE, its identification 20 data APE ID :

HBOGREEART USRI &gl T€ sairsh 788 dramwd dat th\RBteanekplained

read, witten, or executed from another application

pl%g¢and(enbihgrdapplication el ement data APE). For
exanpl e, the APP table data 7310-1-shown in FIG 123

shows fEwr ekamp3es,Vikkén RHOAath i odieddl B 16 axe provided,
possible, 25 witing is possible, and execution

e cif Iy 50 A TSy
Woébq’\f‘ 'iéb:Fi'ﬁi esfglglb chmpl e stores

The ST command A:i.s a command for declaring the data
blocl_c for forming the input data block 731 _x1 in which the
data to be written in the IC card 703 is stored among the

data blocks provided in the SaM chip 708 when performing

Processing using the IC card 703 based on the later explained

. IC card entity data.

For example, when the data blocks 1 to 10 are provided,

" when storing the data to be written in the IC card 703 in

the data blocks 2, 3, "SI:2, 3" is described.

The SL comma_n& is é command for declaring. -the data
block forming the log data block 733 x3 for storlng the log-
data relata.ng to an operation among the data blocks prov:l.ded.

:l_.n the SAM chip 708 when performing processing using the

IC card 703 based on the later explained IC cé.rd entity data.

For example, when the data blocks 1 to 10 are provided,
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AP sel ection data showing the I1C card type data and AP

ID linked together. 5 The IC card type data shows the

type of the IC card 703 shown in FIG 109 and for

exanple is identification data of the credit card

conpany performning settlenent,bor. transactions using

the 1C card 703. In the present enbodinent, the IC

card operation macro 10 conmand script program

d¥PPRe S tegdBgr thes lopndataginethecdatanbantkcdpbl' 8Lng" is

the name APE -N of a plurality of application elenment

ddegscaARbedBy reflecting this in the later explained

IC card entity data (j ob managenent data), it is

possi bl Bhé 0SPr éxindEnd $8T Y1 S6mRLNRI ﬁwggfﬂifaf&%&?e data
a efren

corresponding to a plurality of application e

dei P. e e onbi ni t servij

of Sek (Forhehe PRRD tnpReaFith (Baf OFENG 3¥en BLERE! 3T xa
o] .ting data .to.the.server 702 can be defined in

et HLIRG e, e PunBi SR RE e es Tt ion ortvacny he

its service nunber is_an operational command issued to
t?%Pftc%‘a’r‘an 795enagt jdr k2 t HPE prebatkipg et byhe hEC | @ard 703.
card 703 when perform ng a service provided by the

servi cThrstontands ofl he Tdnmnich HAlHS . delhimiapp | doed i¥lock
program AP_1 is defined by the AP 25 managenent table
de34 WBbebomed thermstetmrdtans ddiadbémdtion0PE ald 98 card
macro command script programstored in the externa

reH @il 84 dta The application program AP -3 is defined

by the AP

The CI command is a command for declaring the issuer

~of the IC card 703 (service business).

The data specifjiﬁg the service business defined by
the CI command becomes the IC card.type information of the
IC card entity data.

The CS command is a command for declaring simultaneous

operation of a plurality of services to the IC card 703 by

~citing the name APE N of the application element data APE

(service type elements). The CS command can also declare

a fuqction defining processing among application element

, data APE designated by the name APE N.

For example, it is possible to declare

. IICS : !IRclt+lch!|+lleII " .

Based on the content of the CS command, APE N
designating information of the IC card entity data and

processing order information are determined.
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managenent table data 73002 and a predetermned I1C

card 5 operation macro command script program stored

in the external nmenory 707. The application program

AP -3 is defined by the AP nanagenent table data

7300_3 and a predeterm ned | 2%a[d operation macro
command script programstored in the external 10

menory 707. [SAM Chip 708] The SAM chip 708 is

connect &8¢t fRogghmandCdpcpares tbhetErhedaes, rehd. £firom the
the ASP server 719. The ASP server 719 is connected

t R€ogghrdt @3| inemndesijfiatedadakur Bibbk *heff thsr %ﬂaltmn
appar at uses including a personal conputer 705 of

eaflongeapplEcRLE SANA ROFRUALES : 7
of service businesses 7151, 71521@"'5 7153déﬁ¥le&u¥%he“ SF

p@&ﬁﬂaﬂh §QMy e exanple, i's connected
hrough a ser?a &6§g?1bgg SB port to a Dunb. type card

20 readﬁr/mwlter O4m?The card reader/witer 404
real | zeSoF of *ERHPI VREY oF EREIRG nHRM k2 oFead £rom the IC.

corr spondj ng to the physical I|evel with the IC card »
% 2 Yhetha %t;é’m’ﬁaﬂds "€8:6Re 1FCReA"diE08eantibed.

response packets fronlthe I C card 703 are generated
and 25 Bl G ezprmand el s ttd G Stalada g i e #8®. in a
the card - 232 reader/witer 704, personal conputer

s igmattbRIsES IsTock/ b Ralangen chiamen! ¥naft tﬁ@ relation
store the conmands and response content in the data

Rt ié%%%f&ﬁttméﬁ_a{g c?ted%f) ned.
i nvol ved in the encryption or decryption of B\

For example, when writing data stored in the data block
2 in the IC card 703, "CW:SI:2="Wc"" is described.

The CF command declares the data block for describing
computation content spanning services.

For example, i-rhen describihg computation content
spanning services in thé SF data block 1, CF:CES FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, for

example, ""He"=If ("We">10) then ("We"-10;

C"HA'"="HWet * 0, 08+"Wd")". This formula expresses the operation

of subtracting 10 from the value of We when the remaining

number of services Wec is larger than 10 and adding a number

~of points corresponding to B%_ of Wc as cumulative points

to Wd.

Next, the data stored in the AP managemeht storage

-area 7221 of the external mémpry 707 shown in FIG. 7115 will
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aut henti cation, or other actual operations in the IC
card 703. The personal conputers 7161, 7162, and 7163
can download the | ater explained script programto
the SAMchip 708 to custonize the application
prograns AP-1, AP-2, and 10 3. FIG 124 is a
functional block diagramof the SAM chip 708 shown in
FI.G 109. As shown in FIG 124, the SAM chip 708 has
aPeASE® Laddiadmi cation interface unit 760, externa
menory 15 conmunication interface unit 761, bus
scranbl 8cgeists 162 ther AP aisinaigaiion t0e4alie0 R rwhl tvzﬁi&ls
encryption/decryption wunit 764, storage unit 765, and

CRdsta8.c tHie beAMhehifa riB 111S §y Lanper - r esi st ant
nmodul e.  The ASPS communi cati ominterface unit 760 is

“an 20 | f us f Qr. d out ut of data with
fbgh @Bgt gﬁe 2l H‘&I %ﬂ _’Eo§° TRepPaRds, g the

the ASP server shown 1n
i on |nterface unit 761 is an
%aég Ekﬁe&?‘%'f‘ Hp&tSand8ut put of data with the

external menpry 707. 25 The bus. scranble unit 762
scranmbl ESSout Ritiid yigwd foz3expbaining| dstanbsitofidtee data
when inputting and outputting data through the
efterad| inekbeyAPomauageatntnsiokagbaaeetniypz 761 The
random nunber generation unit 763 generates a random
nunber TisehRinadnarenidiR: @toddyledtbaay2oN K OB 9n FIG.
120, stores the AP management table data 7300 1, 7300 2,
and 7300_3 (management data of the present invention) and
the APP table data 7310_1, 7310 _2, and 7310 3 (usage allowing
data of the present invention)-.

Here, the AP management table data 7300_1, 7360 2,
and 7300___3_ and the APP table data 73'10__1, 7310 2, and 7310 3
are for example preregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,
7300_2, and 7300_3 and the APP table data 7310 1, 7310 2,

and 7310 can be rewritten only by the manager of the SAM

‘chip 708.

The AP management table data 7300_1, 7300 2, and 7300 3
are 'def:i.ned for each applicatioﬁ program AP,

Further, the APP table data 7310_1, 7310 2, and 7310 3
are def:.ned for each SAM mutual authentlcat:l.on key data.

FIG. 121 is a view for explaining the AP management

table data 7300_1. The AP management table data 7300 2 and
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The encryption/decryption unit 764 encrypts data and
decrypts encrypted data. The storage unit 765, as _
expl ai ned |l ater, stores tasks, progranms, and data used

by the CPU 766. 10 The CPU 766 executes the later
expl ai ned script downl oad-task, _script interpretation
task, entity generation task (job nanagenent data

ngguc ion task), and |1C card grocedure managenent

t A3R0Pop FanHR fite Farpatanggthe AP napagensnipitable data
tasks based on predeterm ned prograns 15 (prograns of

t R8OBrdsent invention). Next, tasks, progranms, and

data stored in the storage unit 765 will be

expl ai Nl sHaw@d ib2BIGs BV, dw showeXfhaiikidht iifiRkation data
tasks, prograns, and data stored in the storage unit

7RBE PO, AsntEpHALY Bxgégpai-2_&&5i§n§£9ﬁ§$d§tﬁci§ft
downToad task 769, script intefpretaiion task 770,

e bbb ¥i ﬁfgg{:%t o@a]%{?%{ 717[;‘ ) J.Icfén %{écoartoi%end léragzgl nﬁgﬂ_&D , key

managenent tas -card operati on macro .

seript.,p 7211.to 721 3, AP managenent table .
A AR Tadfdna Be (dnta o Hho HoTorRt FAnYSREbGn)
IC card entity tenplate data 7301 to 7303, I1C card

%%'i‘ alfiysst key datyeh Hhearrgsenk| invention),
out put data bl ock 732x2, 1o0g data block 733x3, and
i SEL] ARPdeda b FEAGa IR , bamd ka tAAG ThR 1dmkied together
downl oad task 769, as shown in FIG 118, 5 downl oads
tier ARciROAgENS HanablPe daba t?t?@QrJi_ets@.ncﬂag%iiEEf:ion element
necessary, the APP tableé data 73101 to 7310 _3) , for

mlﬁﬁ%‘i‘ used in the IC card operation macro command script
program.

The name APE N of the application eleﬁent data APE

“is the name assigned to the service (application element

data APE) provided by the application program of the service
businesses ';15_1, 715_2, and 715 3. The name A]éE__N is an
identifier viewed instead of ‘ the service_ number of the
service which the applic_ation pJ;"ogram of each service
business can use.

Here, the identification data APE ID is identification
data of the a_pplicatioh element data APE.

The internal/éxternal designéting data IEI is a flag

for differ;entiating between whether the APE exists as an

-entity (internal designation), or whether reference is made

- from another SAM (external designation) .

The identification data_SAM__ID is identification data
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fromthe conmputer of each service business and | oads
it in the SAMchip 708. The script interpretation
task 770 uses the service 10 definition table data
(if necessary, the APP table data 73101 to 7310_3)
and script programto generatg .the IC card entity
tenpl ate data, input data bl ock, output data bl ock,
o% data bl ock, and conputation defining data bl ock
theh SAMuaitnébe. otbeThpamtyhérapsieheidgt dalthoghen the
generated for each service business is not
pSAMi chlipr 798l isi pedfo¥hihgt PRoeBiisiygleBehtthgN thathat
771 for exanple receives an entity production request

fappribatASR agkMenht 44%a hbeperforms polling with the

.1 C card 703 then generates 20 the IC card entity data

to be th SSLN f t he ed

ot veert FRat 115 CarR FSRaEa serbtatntnd; agsthiorng

the IC Y. e data correspondlng to that
serV|ce£€ %ﬁ@e&é %§ ? HPxter 1@f data) end RS cht Fepcept of
pl ate data becones the class, and the IC card entity
daret ask geipi lredtas FCB/AR arfhe gfet maskclcagsbe2dst in
The processing by the entity generation task 771 for
dgehkramiba.of the 1C card entity data will be

:explained in detail later. The I C card procedure

nManagernsst &:eapla? tHS e maskol W shoh G #1eNt by,
data 773x present in the storage unit 765 to execute

t a4 PEESST DL oeh@eereg,ggg ﬁ&t Lvgen 35#%' &gaLd Oélass

and the service busi nes

and C class. Further, between SAM’'s to which the same net
mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,
for example, the same service business is allocated the same
net mask.

In FIG. 122, the A class net mask is indicated by
."2:55 XX, XX XX", the higher 1 byte is assigned a predetermined
value for specifying that class, aﬁd the lower 3 bytes are
assigned values for specifying the i_ndividual SAMs belonging
to that class. Here, "XX" can be set to any value. That is,
.t'.he net mask of the A class can be used to d_efine the 16777215
SAM IDs belonging to t‘;ha_t A class.

Further, the B class net mask is indicated by

. "255,255,XX,XX", the higher 2 bytes are assigned

25

predetermined values for specifying that class, and the lower

2 bytesl are as_signed. values for specifying the individual
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In the present enbodinent, the plurality of processing
for procedures perforned between the plurality of IC
cards 10 703 and the service businesses 7151 to 7153
proceed sinmultaneously. The IC card procedure
managenent task 772 executesaphese plurality of
processing for procedures in parallel. The IC card

p edure mapagenent. task 772 deletes the 15 I1C card
e%%&?&%g?%gng%@?‘i iflats i Ak Iroddfuned magk of the
been finished. The processing of the I C card procedure
manal@fentan kg gyedwte| defingpthen6d53h 8AMaiDs| bedpnging
The script prograns 7211 to 7213 are input by the 20

sto i phatdoBnébaslst ask 769 from for exanpl e the externa
menory 707 and stored in the storage unit 765. The AP

managennanitiab) ecxlaie SR {or RONS B4 S h B cedVid N
script downl oad task 769 fromfor exanple the externa

P T O S 6RRE U (ot

APP tabl e’ data 73101 to 7 u

L Pl downl oad task 769 fromfar exanple the external '
ﬁm)ry 7 %%Hatét Sred’T r?pfgﬁé'ffgt"é‘iga E'rlrgr‘i’l sfgnanghe tower
cagg.entity tenplate data 7301 to 7303 are generated
by PEte 18 d5tignad vildes for sreRrifying ithe dadividuel SAMs
the tenplates (classes) when generating the I1C card
dmtlqnging Fo7vBat oflase. Fhededay cehe alett magktof tihe B class
service businesses. The |C card entity data 773x is
geretet atsdyy Hdeiefirid Ythe 255 SAM IDs belonging to that C
class.

The identification data AP ID is'idenﬁification data
of an application pregram executed by the SAM of the other
party transferring data when the SAM chip 708 is performing.
processing relating to that application element data APE.

- The key data K CARDA is key data used for transfer
of data with the memory 75070f the IC card 703 when the SAM
chip 708 performsrprocessing relating to that apélication
element data APE.

The key data K SAM is key data used for transfer of
data with another SAM when the SAM chip 708 is performing
processing relating to that application element data APE.

The data SETHAPP is data for specifying the APP table

data 7310_1, 7310_2, and 7310_3 used (viewed) when the SAM

" chip 708'performs processing relating to that application

25

element data APE.
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generation task 771 using the I1C card entity tenpl ate
data 10 7301 to 730_3 as for exanple the class as an

i nstance of that class. The input data block 731 xl| ,
out put data bl ock 732-x2,' 1log data bl ock 733x3, and
conmput ation defining data bl 734x4 are generated by
the script interpretation task 770. 15 Next, the IC
card entity data 773x will be expl ai ned. The I C card
entity HBFad??SxFP§GgéReF§t@éauydahe showinggehetheiroto
task 771 in the SAM chip 708 using the already
gdherdree¢ detrosanagedg(hdldpng, ahid ERMPLRLE o8 dcdfanother
the service business for exanple when the SAM chip
788Mr ehepvaeg2@tkrom the ASP server 719 a processing
request for processing using the IC card 703 and

appl ' Cai-hgfh-ﬂé)ﬁi.ﬁ&‘ QIR 1S £l oqve':l.% Sef’n Eﬁggr%tallow

{
busi ness. s a view or exp'?1 al ni

t a /73 X As shown in FIG
é%"—g‘a‘ha“ar d‘rh&“at by BhS b obip To8 % BRokeld by anothes
nﬁgﬁ 50|nter data 780, entity ID data 781, :
e t§ 3 Bselist a (status data) 782, IC card type
dat a 783 APE -N designating data 784, processing
order dHt FEBS5 121y bhy ARB N NPedatiae’ 33, iandthe access key
post - processi ng data 787. The managenent pointer data

780 the al®)i cardcTOdnabrpntat by £Re apﬁﬂ%aalaheprkggram in
card entity data 773x in the storage unit 765 he

gener ati on of ¢ card ety drs I3 RO FfaPPbnto be
%ot disclosed, so cannot be viewed by an application program
pf another SAM or another applicatio-n program of the s;':une
SAM.

Further, _fhe "Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an applic':atiox'l
program on _f:he SAM having the SAM_;ID "43,17,19,XX". At this

time_, ther SAM mutual authentication key is "TTi..., TTn",

- Further, whether or not another SAM can hold the key data -

of the "Service C© until the next use is determined. When

- possible, when. the other SAM next uses the "Service C" on

25

- the card, it i$ not necessary to obtain the card access kéy

again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

. "43,13,137 ,XX". As the mutual aﬁthentication key -Between
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10 the state of progress, deletion, and other of the
series of processings using the IC card entity data
773-x. The entity |ID data 781 is also a return val ue
to be given to the end wuser. The entity ID data 781
corresponds to a descriptor_ g?pq opening a file in a
general file system 15 The entity status data 782
shows the state of progress of the procedures

r 8P¥Si N SE3 -t-he SSB"cdisd uE@Bl.- The basic states of the
IC card entity data 773x include, as shown in FIG
127, thWhethee of PLECERGI AGcé9s kéyp\uestdigatiNG+ie BY can
services which. the IC card 703 can use 20 (RS) t he

ShatKe D WNAGC TR FeRY Wil ¢8 &%é@i\%ﬁ% 'bgt aflag designated

authenticates the 1C card 703
CeRSkN y which the IC card 703 authenticates the
%I E?p %8§b(A2) , the state of processing for

readln ata fromthe |C card_ 703 and_the state

of proggg ﬁﬁefgfcﬁﬁ?tPﬂg"déPﬁlFﬁteESLbﬂef%égcanWVBSh log
- 238 In the present enbodi nent, the processing .

fﬂ?ta|ﬁ9e§PF§htth§ EAY IBr oEC84BuPnd3eBX"t he assigned is

processing for the SAM chip 708 to authenticate the IC

catargd3, Thdne' Serobes B Igpdron st bhel £atarshM et Gask as the

aut henticate the SAMchip 708, the processing for

reséi-vigcda g, f$§OMid e ttuL 4 thedti atd dnh kel A68SSHEE] | |
for witing data inthe IC card 703 correspond to

90 YL e MRN8l hord i Mo mocums
Il Bl 00 BYo hﬁe;,c 1R ERLY BLORSEY! HUERPISIEn ch2ok
accessing the "Service B log" and "Service B" is defined
in the APP table data 7310 of the other SAM which the AP
management table data on that other SAM views.

FIG. 123 is a view for explaining the APP table data
7310 1.

The APP table data 7310_2, 7310_3, and 7310 have the
same format as the APP table data 7310 1.

As shown in FIG. 123, the APP table data 7310_1 shows,

for each _application' element data APE, its identification

data APE_ID and whether that application element data APE

‘can be read, written, or executed from another application

program (another application element data APE).
For example, the APP table data 7310 1 shown in FIG.
123 shows for the "Service B log" that reading is possible,

writing is possible, and execution (deletion) is impossible.
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Note that, Al and A2 conprise the mnutual

aut hentication processing between the IC card 703 and
SAM chip 708. Further, in the present enbodi nent,

consi dering the conmunication tine on the Internet

710, the above-nentioned 15fpsic states are, as

shown in the state transition chart of FIG 127,

managed divided into states after startup (after

i ssuand@dtharomidiv AR menagesiente ¢ Yaragso axrea &8l ed) the
states. Specifically, the states of processing using
tehetdx@all Onayaracy €7 tshalat ain/ BBG arkl Srafmg eskdypldies tores
i nstance generation (I1C card entity data generation)

A ] it 105 [dSArdhbw i@ ithe RS S| @ & Candlap 1D

‘post-startup state, Al conpleted state, .A2

@%ﬂkéﬁfﬁédgkﬁg Ate, A2 conpleted state, R post- startup

~state, R conp eted state, W post- startup st at e,

gglméltg d §I% st atcg andﬁig st aggr“& t%ga{(rfﬂegnt | t?“ daxtc )cau__d

dat.a specifyi the service busi ness issuing the |IC :
J&3ysheyn ’me“lgfb d%aapgpken rpmpde is ddentf fhcabian data
defined by a Cl command in the above-nmentioned script
o dhemanedix. dard iqunpenyy eesfrirdmo fsdtitd dn@rdarftbr
entity data 773-x. The service type el ement

tiregh od aisd ngB4hehAs calrde 73 .managenent tabl e
data 73001 to 73003 and application elenment data APE

defi negni fné KrLRRH @m:%dgiﬁtaﬁt7 3did f@calﬁ%%?ei‘é@ﬂo#r}nacro

processing using the IC card entity data 7

SIS YRS & % e nating.data. 784, is set

one or noreggg:g g F%na?z Jérr‘r%ﬁt Tt resh et? ghtétaetfer‘”'ce
content combining the name APE N of a plurality of
application ele;neht: data APE. By reflecting this in the later

'explained IC card entity data (job management data), it is

possible to provide a service combining services

-COrre5ponding to a plurality of application element data

APE.
For example, a service combining the service of reading

data from the IC card 703 and the service of writing data

' to the server 702 can be defined in the IC card entity data.

20

25

Further, the APE N or its service number is an

operational command issued to the IC card 703 and able to

be analyzed by the IC card 703 when performing a service

provided by the service businesses 715 1, 715-2, and 715_3.
The application prégram AP 1 is defined by the AP

management table data 7300_1 and a predetermined IC card
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by the CS command in the above-nentioned script
programat . the tine of generation of the IC card
entity data 773-x. The processing order data 785 shows
the order of 15 execution of services (jobs) used in
the processing using the Ig%§ rd entity data 773 x,
that is, the state transiti hown in FIG 127. That
is, the processing order data 785 uses the name APE
dpeofa tivn apprbosdnmemEkerept phdqgrak tbeedhivthBeexternal
order 20 of execution of jobs corresponding to basic
@My ongr of  the IC card 703. Here, the j obs, as
expl ained earlier, correspond to the RS, A, A2, R

d W iR:FE.G. 127 Specifi [ t
G car AP 3PRLEpE o Brago AL £0Y Hdeita 3y g e
desi gnat ed usi.ng the jaohs. For exanple, for processing
a’sﬁ"ﬁ%ezkﬁ?t atar'fréec M%o”?%& il 2 RERASIE TG IC card

mut ual aut hentication, the processing order
ReFatadronaegs qopmand sgriRS piRgrargitened in fhemxternal
case of reading and witing wth nutual .
agmoanyt i7Br. on, the processing order information 785

is set 5 to "RS->Al->A2->R->W . The processing order

i nf or mMahleOBpHII catisat progiah@ar O def defFinels bshaNe ap
in FIG 127 corresponding to theTorder of service

I - ' I j.N ' .
FSTUR TSN Hed 1R S LU T M ddLedliingd 1G card
card .10 entity data 773-x, The pre-processi ng
PRESATACIIRR 58 GoRmeed FPERPE RFo9xes! aEpver ip shejqydernal

wi th managenent data.for perform ng
memory -

[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,

~the Ethernet, etc. to the ASP sé:;ver 719, The ASP server

719 is connected through the Internet 710 to a plurality
of terminal apparatuses including a personal compixter 705

of an end user and personal computers 716_1, 716_2, and 716_3

~ of service businesses 715 1, 715 2, and 715 3.

The personal computer 705, for example, is connected

- through a serial port or USB port to a Dumb type card

reader/wr’iter. 704. The card reader/writer 404 realizes for

example wireless communication corréesponding to thé' physical
level with the IC card 703.

The operat_ional commands to the IC card 703 and
responée packetg from the IC card 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card .
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processing using the 1C card entity data 773-x. For
exanpl e; the pre-processing information 786 is 15 set
with points of a conputation formula of a designated
service in the SF data bl ock (application el enent data
APE). Further, when an inters3eryice processing

function is not defined, the pre-processing

information 786_is set wth the requested processing
chaPder/ woptesr 784 anBrEsopal femputer o705 et apdnBEP, server
the state relating to the ambunt of charge or points

gl ¥2batiween $hem onleapbsto prtocesthagdmiaidmbinenré8ponse
is-set with data of the processing result of the IC
cepmitent | 1ty et adat8)pAhl d 6l P cif ahnlde rAIByS @h¥ekame and
719 side. For exanple, in the - 241 case of

‘seid | RBnvbived SR tME! B8R B SHQW LU ¥4 54 €0 Cdata,

of a normal end to the settlenent. Next, a Toutlne,

f PEESSL by_.1h c ocedur e. nmanagepent
tigﬁm%72'shdaﬂn1noélgfﬂ§§5gég?£%i?Eff%ﬁ%P%ﬁu?%JFﬁ? Ig caxd
of g(:oards 703 using a plurality of IC card entity -
dé{a' 773x will be explained. The I C card procedure
managenent task 772 is constantl bei ng started up on

t he CPUPF@PHsanRl SMRHigrs7 162 Flagd 724 3lGan
FIG 128 is a flow chart of the processing perfornmed
[pwrHeoadC ther dapescespleinadagenipt dmsirai’ 2o ShepsSAM chip
ST701: The 1C card procedure nmanagenent task 772

g@lgedics ci¥tomize the application programs AP 1, AP 2, and

AP 3.

FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109,

As shown iﬁ F1G. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766.

.The SAM chip 708 is a tamper-resistant module.

The ASPS communication interface unit 760 is an
inferface used for input and output of data‘with'the ASP
server 719 shown in FIG. 109.

The external memory communication interface unit 761

is an interface used for input and output of data with the

external memory 707.

The bus scramble unit 762 scrambles output data and
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IC card entity data 773x for executing the next

processing 15 out of the plurality of IC card entity

data 773x present in the storage unit 765. The met hod

of selection of that IC card entity data 773x may be

to successively select ICc entity data 773 X

present in the storage unit or to assign a _
priority order 20 and select by priority in the order
slegeranh g sinpnt odd ty  wheSt cpuSTHlihg Hred | Gigautikting data
procedure managenent task 772 judges if the job of

titerduglc arlie ant tdiyn R ten(d Sy Xed@hatl @tk Bdn Streter &30 lunit
has al ready been started up. Wen judging that it has
2fsi1started up, it proceeds to the processing of step
ST705, - 242 while when judging that it has not been

starte , rpceeds, to the pracessin st.ep ST703.
St op D =R Eiber” datB RIS Sl Yo horhias

judges from 5 the entity status information 782 shown
TR nishegiushd 2y Eherire mf eythankicrbionarreeeusing.
at step ST701 which state of the status transition -
chart nicxypt&on decryptprocuni kng64 ebmtiyigts odata and
that entity data is in and decides on the job to be
checaypdes rearctrfprtesd tdatapr ocessi ng order 10 information
785. At this time, the processing order information

785 deheNetoidige Wl 765, @CEHb1 TnOh 1At UstBYekhErsks,
service elenents set in the service definition table
B@Bﬁrgﬁxs ,e)ér?xlcf"id&et% %%reld %ry the CPU 766.
| The CPU 766 executes the later explained script
download task, script interpretation task, entity generation
task (job management data production task), and IC card
procedure management task (job management data management
ta_sk) or other tasks based on predetermined programs
(programs of the presént invention) .
Next, tasks, programs, and data stored in the storage
unit 765 will be explained.
FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765,
As shown in FIG. 125, it stores a scripf: download task
769, script interpretation task 770, entity generation task
771, 1IC card procedure manage.ment:- task 772, IC ca;rd operation
macro command script programs 721 1 to 721 3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310 1 to 7310 3,

IC card entity template data 730_1 to 730 _3, IC card entity
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15 Step ST704: The 1 C card procedure nmanagenment task
772 starts up the selected job at step ST703. The IC
card procedure managenent task 772 uses the data

bl ocks relating to that job in the input data bl ock

20 731 xI, output data block,¥82X2, |og data bl ock

- 733x3, and conputation defining data bl ock 734x4

exi)l ai ned above wusing FIG 125 to execute that job.
A2ERTS 3 pretnpp datachi gk Btk e ontnugedata blesk 732 x2,
772, when issuing a command to the I1C card 703 in

ekex dattn bIzskp(733 w3, ansesompatativhcdefinimgt data block
corresponding to that - 243 job as a key to search
tBHugh. t he AP nanagenent table data 73001 to 73003

to obtain the service nunber corresponding to that

servi ceml eymiilpd QRRIAM 'H%'d ry 750%
able to be analpyzed by ta%{]eqj'laéqégar '7(?% .Ahcél}}r}?hlglr, e 118,

I rLocedur nagengnt .task, 772 s _t he ]
Sruf R PR S RIBNRIE Nt S 0 A A %6 100 3 Gas
card 703. Further. .t | C card procedure nmanagenent :
FdesAry nEha 8 bl e iy BB Trbe T agor example,
information is required for accessing the storage

&rom dhe wemputear ¢£763gh aecyice bheisesyigadeleadstit in
corresponding to that job to search through the AP

rRlvea GAME mthitpa 108 .dat a 73001 to 73003 and obtain the

key information corresponding to that service

el enentrheFdciriph, ihkerbretaidohl 2asHU:HG Owﬁ%@&e PRt selrvice

task 772 wuses that key information to perform nutua
AP GR! 19115 d4elh ti?e le&e®¥aGy 02net i
decrypt the %%t & o performes iy Cne i Rapit aata :
7310_1 to 7310_3) and script program to generate the IC card
entity template data, input data block, output data block,

log data block, and computation defining data block for each

business.

The number of the data blocks generated for each
service business is not particularly limited.l‘

When the entity gene:_:ation task 771 for exampie
receives an entity production request f_rom the ASP server
719, it perforfns polling with the IC card '7.03, tﬁen ‘génerates |

the IC card entity data to be used for the prbcessing for

the procedure between that IC card 703 and service business

using the IC card entity plate data corresponding to that
service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

géne;:ated as an instance of that class.
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ot her processing and obtain the right to access a
predeterm ned storage area of the IC card 703. Step
ST705: Step ST705 is perforned when the I1C card _
procedure 20 managenent task 772 issues a command to

the 1C card 703 and is walLthbRg for the processing

result of the IC card 703. Wien the I C card procedure
managenent task 772 receives the processing result

from t hER¢ PXeFessAo hy the entiity genemetionciagk 771 for
entity data 773-x. 25 Step ST706: - 244 The IC card

preretatonamgtne iiC tamid Bititydelts whdl betekplained in

status information 782 of the IC card entity data
dakasholwtén. FIG 126. In this way, in the present
enbodi nent, the IC card 5 procedure managenent task

772 sel@gd spé rbﬂcg%tréér%dd& %&{%‘%&y.%xﬁj@@r%‘% pne

the plurality of cards 703 pre [

7 Il erform ng. t he ocC ing for the, pluralijt

572 e P8 ASA LR LR RaRE HTE A pretet f cin e chbgage
708, c i.mul t aneoqusly proceed with the processing :
St 9)“1@5 \ﬁr?eﬁ’ﬁ%%/i% processing feguaspEoredure between
procedures using a plurality of 1C cards 703. FIG 129
dive AiGGcarzh 743% andebef seruipkabnsigeshes PiBckstonyls 3.
defi ned by another application elenent data APE in

accor d&mc theipe sen o sinboditehit) ethd p1aH1iGit b8 processing
el enent 15 data APE or processing when accessi ng data

F o , . .
;!?@e 0 gg%ﬁﬁ ﬁ)gr?%%n%@ Be(dReth %ﬂe%fﬁyéiﬂgyaof OZPC aéalrds

703 and the service businesses 715_1 to 715 3 proceed
simul taneoule .

The IC card procédure.ménagement task 772 executes
these plurality of processing for procedures in parallel.

The IC card procedure managemént task 772 delef.es the
IC card entity data 773 x when the series of procedure's. have
been finished.

The processing of the IC card procedure management
task 772 will be explained in detail later.

The script programs 721 1 to 721 3 are input by the
script downl.oad taék 769 from for example the external memory
707 and stored in the storage unit 765.

The AP management table data 7300 _1 to 7300_3 are input

" by the écript download task 769 from for example the external

memory 707 and stored in the storage unit 765.

The APP table data 7310 _1 to 7310 _3 are input by the
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expl ai ned FIG 128. Step ST741: The SAMchip 708,

whi | e executing processing in 20 accordance with
predeterm ned application element data APE, specifies

an application programfor use (access) and

application el ement data APE .jn that application

program Further, that use specifies one of reading,
witing, and execution of that application el ement
dniPHowRAS o8tleha S 7463 frofR £or dhamShd/tde px¥e8nal memory
judges if the application el enent data APE specified

. a0BlAm Stotled siipreasedtdriaddaini¥gehi p 708, | f

judgi-ng that it is not present, it proceeds to the
Processinag 1&f heP eakd: tm'gh | L1aled09i590 1t R 3 155 4
c?? 4:%’ Gte daltyd ng%S‘tle I}%S'FI'??5'3S are

present, 5 proceeds to the processing o

© Step. ST743: The SAM chip .7Q8 views the AP
B A BRI o SR ERIRIhG AF (D Aad used

ggglicationagrogran1 bei ng executed to acquire the key .
the temmttsis dglosarsd 1ieen gepreatdngethe i@ agrd entity

service (application elenent data APE) and uses that
dafad 78 _k cSANhe Frscedunes releitdma dat ithe \wextvidse
SAM chi p 708a having the application el enent data APE
bosimessed.. Step ST744: 15 If the SAM chi ps 708 and
708a aut henticate each other' s legitimacy in the

nut ual radt e ehiraddh 0t PHathePTFH 43 qdhera0dh By PhdUhtity
proceeds to the processing of step §*747. I f.

generation task 771 using the IC card entity template data
730_1 to 730 _3 as for example the class as an instance of
that class.

The input data block 731 _x1, output data block 732 x2.,-
log data block 733 x3, and computation defining data block
734_x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773 x wili be explained.

The IC card entity data 773_:; is generated by the entity
geriération task 771 in the SAM chip 708 using the already
generated corresponding IC card entity plate data of the
service business for example when the SAM chip 708 receives
from the ASP server 719 é proceséing— request for processing
using the iC clard 705 and application program of- the
pPredetermined service bu-sines‘s.

FIG. 126 is a view for explaining the format of the
IC card entity dat_a 773 x. |

As shown in FIG. 126, the IC card entity data 773_x
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not, it proceeds to step ST751. Step ST745: 20 The SAM
chip 708 views: the AP managenent table data 73001 to
73003 corresponding to the application program being
execut ed and acquires the key data K - SAM _ '
corresponding to the service{application el ement data
APE). Further, for the application elenent data APE to

be 25 used specified at step ST741 as well, the SAM

O mroagenend peintear dgtyi 86, Entidy FBndagbachBl, entity

‘table data 73001 to 73003 corresponding to that _
- appitwatdada dséatnts data) ARE2 | d@equid eypbhdakay783] ®APE N

K ¥SAM corresponding to the corresponding service
(Rppldr=atinn &lereds d@ARind Widlds! adde M chip
708 conpares the two acquired key data K - SAM

: 146 - \Wign t S I R.+708 | t,t.he
A 45 eh D Rl S adef 187,

processi ng step S

mat ch, .the routine procee 1 0 rocessi of .,
step-S E7P%ﬁ%4%?e eﬁq5p%§5ega%8t5%%igspFogié£%Qﬁfl°nal

- step ST751. Step ST747: The SAM chip 708 or 708a views

Prangeinfier aanaging the 3& gardoeprtidyrgadas 773_x in the

corresponding to the application 15 program specified
stogage IRA41 765 specifies the APP table data 73101
to 73103 corresponding to the. application el enment

dat a APheueftitySEPPd§ta4881 is used for requests for

generation of IC card entity data 773 _x, confirmation of
the state of progress, deletion, and other of the series
of processings using the IC card entity data 773 x. The entity

ID data 781 is also a return value to be given to the end

-user. The entity ID data 781 corresponds to a descriptor

when opening a file in a general file system.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773_x
inél‘ude, as shown in FIG. 127 ,- the state of processing for

investigating the services which the IC card 703 can use

. (RS), the state of processing by which the SAM chip 708 -

* authenticates the IC card 703 (A1) ; the state of processing

by which the IC card 703 authenticates the SAM chip 708 (A2),
the state of. prodessing for reading data from the IC card
703 (R), and the state of processing for writing data in

the IC card 703 (W).




10

- 15

20

25

The SAM chip 708 or 708a judges the access right of

20 the application elenent data APE to be used
(accessed) based on the APP table data 73101 to 73103
specified at step ST747. Specifically, it judges the
right for reading, mwitingd':?pq_executing t he
application el enent data APéa 0 be used. 25 Step
ST749: - 247 Wen the SAM chip 708 or 708a judges at
step SEMShe paesendr embodimendcedher pgivicesising deaeds

" to step ST750,  while when it does not, it proceeds to

tiherepricigpsaisinmy tife sdmp del tilsidessiad), FhHProdiasHNY for
chip 708 or 708a uses the application elenment data

Altfe s£idH 8 A8 HELRuThihh fQtd Nhid!SRIGHREGIII Sdne
at step ST741. Step ST751: 10 The SAM chip 708 or 708a -

. h i catd | data_APE .
BT Bl EnOLRG G804 3 R BaRp phe g ohiv

741. Further, when executing a_job at step

304 W Biroctizsane 571 APROane 4Cas5FoRKEhe | Ho CoA 703,

chip 708 transfers 15 data with the IC card 703 in :
rtdveh S afaaf ifise foguMinidider idade Hp tthe dfpidaxns (6B

el ement data APE, the SAM chip 708 views the AP

. reragepemd ttabljebgat a 73001 to 73003 shown in FIG

125 to acquire the key data K CADR corresponding to
tdgta; appleBli, 0O8s ebLPEALndat Pa £FE, a8l AI1SAH ¢ bt ﬂ&@bessing
.for which the order of execution is determined by the IC
card procedure manage.menﬁ task 772.
Note that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SAM ch:i.;:; 708.
Further, in the present embodiment, cénsidering the
communication time on the Internet 710, the above-mentioned
basic states are, as shown in the state transition chart
of FIG. 127, managed-divide_d .into states after startup (after
issuance of comma.nd) and completed (response received)

states.

Specifically, the states of processing using the IC

- card entity data 773 x are managed by the instance generation
+ -{IC card entity data generation) state, RS post-startup state,
‘RS completed state, Al post-startup state , Al completed state,

A2 post-startup state, A2 completed sf.a.te, R: post-startup

state, R completed sté.ﬁe, W-post¥startup state, W completed

state, and instance (IC card entity data) deleted state.
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20 . R-CARD to access the nenory 750 of the IC card
703. Next, the overall operation of the conmmunication
system 701 shown in FIG 109 will be explained. FIG
131 and FIG 132 are views for explaining the overal
operation of the connunicat|$%3§ysten1701 shown in 25
FIG 109 - 248 Step ST721: servi ce busi nesses
7151 to 715 3 or a party requested by these service
busi nes§&e Ff sirsktyhatdator T8 ipdegampediXiling 242, service
and 7213 describing the processing 5 for transactions
périfsimesss bysstuimes arhd GRC lusidneases using the 1C card
703 for exanple on the personal conmputers 716_1,

7162, amfie’¥03 ooty BaEa 423 1Fu LLhe L t&?e ﬁlar{l%a %%glned

- of the SAM chi p 708 produces t he P manage

d 7 rr ondi n to 10 the service
2y al €40 bopfiahid 4a® 5 a%’t"p onerl SEE it Rfaanam a

't gle data 73001 to . 7300 _3 produced at step ST721 are

store S e IEREEATP RO Re73E card endd tyt data 773 x.
scrlptTgrogranB 7211, 7212, and 7213 15 produced at -
step ST¥®% ﬁPﬁvaﬁﬁnFﬁHéeélémenttﬂeSpgnabnab darput7@ds shows
7161, 7162, and 7163 through the Internet 710, ASP

sthedP magagemens hhlshe at@87800t Dace2BOONE| arie® E%\Z[:.catlon -
707. The processing for that downl oad, a§ shown

Feleméi6, dasa gegggedl%dts t!ilg %Iéér'?ggpdewiQaQaEQSl?siﬁgl to
7310 3 used in processing using the IC card entity data 773 x.

The service type element designating data 784 is set
witl't one or more application elemént data APE designated
by the CS command in the -above-mentioned script progrant at
the time of generation of the IC card entity data 773 x.

The processing order data 785 shows the order of.
execution of services (jobs) used in the Processing using
the IC card entity data 773_x, that is, the state transition
shown in FIG. 127.

That is, the processing order data 785 uses the name
APE N of the application element data APE to show the order
of execution of jobs corresponding Vt-.o basic operations of

the IC card 703.

Here, the jobs, as expla:.ned earlier, correspond to

- the RS Al, A2, R, andWshown in FIG. 127. Spec:.f:.c operations

on the IC card 703 are realized by the order of pProcessing

designated using the jobs. For example, for processing using
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The script interpretation task 770 in the SAM chip

708 shown in FIG 118 uses the AP nanagenent table

data 73001 to 73003 and script programto generate IC
card entity. tenplate data, an input data bl ock

out put data bl ock, |og 25 dat@gl.ock, and conputation
defining data block for each - 249 . service business.
The_gener %ed data is stored in the storage unit 765

of* ?‘%&%Afn B thosn iy gsrdimavEth mymutpad Sttentidation,
The user is issued the I1C card 703. As shown in FIG

1the procesadimg 730lesf inform@ti@da 786 ishadtC tear®szoR: .
stores the key data used for transactions by the user
WiFly thiee S diny ithe iaSien FS re@inaChed Weiltinotd thatntual
the contract between the user and a service 10

busithent ik idnSOothe - i . .
I C card 1703 JI't hr'ough %%g{fgﬁiﬁgm&é&g‘sﬁgés set

FE, @xad1Bhg.Whenpt heuser uses the personal conputer
705 to access th2R32§Vér 702 through the Internet 710

to 15 gﬁ to gurchase a_product, the server 702 . '
i ssues %r%ﬁ‘é SPAYY YERST Mt 18R drhatety Wi th the
to the ASP server 719. \Wen the ASP server 719

r eEErFesf aiphaceheyngin Effesti2 7 comrnespoyeling tZ0the torder
accesses the personal conputer 705 through the

-pht eeneic@lélelanthedesigpabedsshngheeqseabinignd0in the
relating to the IC card 703 issued fromthe card

rsihdeelmentebnedOdet Spt PRSI At Qbhd W LG PUIRORRY card
conput er 705, '

entity data 773 x.

The pre-processing information 786 is set from the
ASP sérver 719 side with management data for pPerforming
pProcessing using the IC card eqtity data 773 x.

For example, the Pre-processing information 786 is
set with points of a computation formula of a designated
sexrvice in 'thg SF data block’_ (application element data APE) .

Further, when an inter-service pProcessing function
is not defined, the pre—pgoceséing informatipn 786 is set
with the reqﬁested processing charge. .

For example, in the case of settlement, the state
relating torﬁhe amount of charge or pbints given etc. is
éet.

The posﬁ—pro;essing information 787 is' set with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For example,-in the
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Internet 710, and ASP server 719 to the SAM chip 708.
Step ST726: The ASP server 719 outputs to the SAM chip
708 an entity 25 production request. That entity
producti on request stores 250 data show ng the issuer
of the IC card 703. Step ST5h34: Wen the SAM chip 708
receives an entity production request, it perforns
polling_ wth the | C card 703. .5 Step ST728 The entity .
g&’?&eagf GttHamerty, 3t 18t thidntmghowingethe existence
finishing the polling, judges if the nunber of the 1C
c&fdachormpldend tp3thgr eedtiiementhe SAM chip 708 is
wi t hi n the maxi mum nunber defined by the SC command of

the 10 Nextpta RpoOBEne £of phiddaiss indEbForHdie SFd Yroc

it proceeds to the procesg?%g of g?ﬁp ST729, whil?%ﬁFEdure
NRhnagbm@AEStd N 1206RSah N FEECP1 Y (2% t-mi% %%galt tg\g.élé:&.lity

generation task 771, for exanple, specifties,

i ng.the_i h 03
PE 28 FRkAR TR Rhdr s BN ERR P Eac At Bbig;data

: ?zz%ness.#iﬁgard e tLtédteanate data to use and uses

—Zpdt 3 ¥R 8iP8%ntity plate data to generate
the 1C card entity data 773_x. 20 This corresponds to
t he i nstR&E gr¥d Prccedusieopanagenent thak 7326 §6A3Gantly

being started up on the CPU 766 of the SAM chip 708 shown
in FIG. 124.
FIG. 128 is a flow chart of the processing performed
by the IC card procedure mahagement task 772,
| Step ST701:
The IC card procedure management task "f’?Z selects one
IC card entity data 773 _x for executing the next processing
out of the plurality of IC card entity data 773 _x pres-ent
in the storage unit 765. |
'Ifhe method of selection of that IC card entity data
T73_x may be to successively select IC card entity data 773 x
present in the storage unit 765 or to assign a priority rorder
and select by priority in the order of the highest priority.
" Step ST702:
The‘ IC card procedure management task 772 Jjudges if
the job of the IC card entity data 773_x selected at step
ST701 has already been started up. When judging that it has

started up, it proceeds to the processing of step ST?OS,
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The SAM chip 708 outputs to the ASP server 719 the

entity ID of the IC card entity data 773 x generated

at step 25 ST729 at step ST731. 251 The IC card
procedure managenent task 772 .of the SAM chip 708

I nvestigates the services whixgy can be utilized by

the 1C card 703. This is processing corresponding to

the .jjob RS shown, 5 in FIG 127. Step ST732: The IC

c XPdL5r BEEBI IR JdiRn e t Bag o beent abashetl whi proceeds
708 authenticates the legitimcy of the IC card 703.

Thes the processimg odr msdeposdi703.t o the job Al shown

10 in FIG 127. Step ST733: The I C card 703
aut hent BeapesTtrha:l egiti macy of the SAM chip 708.
- This is processing corresponding to the job A2 shown

15 in Frke 1@7 | m 3 g
theI InC car d 70%.3\_&2%%%5\?}% gtrﬁ) p%%%g%?glnﬁ?ﬁgﬁ? j%%?es from
aELQeELEQ@&egtﬁé&st tho%‘rnggi gs'?gﬁe(lpsl’é}?évﬂm@e dz&gti‘zél!'cl‘p;'r—:l’.?é rJz-f the

accordance w t the application

bej.ng execut.ed the_SAM 20 chip 708, the AP :
PR RS, Bl T T n el oSSkl 0 e state

121 are viewed, the key data K CARD is acquired, and

t pht theystatusktraprbtienushartoshone fnt BEG. 172 the

aut hentication between the SAM chip 708 and CPU 751
ghretessigycrella¥fg to that entity data is in and decides
on the job to be executed next from the Processing order
information 785.

At this time, the processing order information 785
defines the order of execution of jobs using the service
elements set in the service definition table data as
explained earlier.

Step ST704: .

The IC card procedure management task 772 starts up

the selected job at step ST703.

The IC card procedure management task 772 uses the

_ data blocks relating to that job in the input data block

731_x1, output data block 732 _x2, log data block 733 x3,

: . and computation defining data block 734 x4 explained above

25.

using FIG. 125 to execute that job.

At this time, the IC card procedure management task

772, when issuing a command to the IC card 703 in execution

. of a job, uses the service element corresponding to that
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Step ST734: 25 The I C card procedure managenent task

772 of the SAM 252 chip 708 reads and wites data
required for the procedures wth the IC card 703.

This is processing corresponding to the jobs R W

shown in FIG 127. 5 Furtherpgzthe 1C card procedure
managenent task 772 uses the processing formula

speci fi ed based on the_ﬁgre-processing data of the IC

c5r° &fit Pt 520 % sPARehy fh roygls thacAB aranageren § drablee data
IC card 703 to performthe predeternined conputation
pr/888sdi hy. 7300 St iy P35 N the $€rvive mmisedworresponding
managenent task 772 of the SAM chip 708 outputs the
ptocthatngeresed te dmeti £ Pttt iR allNBomASRASSEVEE card 703

~719. Step ST736: 15 For exanple, the I1C card procedure

meEpageBnhet a8k1yZz4d Qf}l ehes Ibhgg!rg %59‘t Eg‘hk:‘i:ilaega,t he IC

773-x. As expl ai hed abdove, according to

i ' 0] d it 709, by . .
gg%ﬂi&kf@éé e %%tal%gnz n:!l: @stSﬁM §%ekptlagﬁ‘:a}/a§.ned serv::.ce.

yrlng t he app |pa Ion progr _
PURAer kR abBAER: = SEMBSaM SoaRteABE PABRCTORaa Lo |
define the conputation content of the application
~el enerfugther oPthe | 1C| qapdseroredure ranagemen tetagk 772,
services using the 1C card 703. Further, according to
t#e egpimimeshusdng HEE el 30 lwhen key information is required
for aécessing the storage area of the IC cai:d 703a, uses
the service element correépondi'ng to that job to search
through the AP management table d.ata ?300_1 lto 7300_3 and
obtain the key information corresponding to that sex\;ice '
glement. Further, thé IC card procedure management task 772
uses that key information to perform mutual authentication |
with the IC card 703, encrypt and decrypt the data, or perform '
other processing and obtain the right to access a
prédetez’:mined storage area of the IC card 703.

Step ST705: |

Step ST?QS is perfo;:med when the IC card prodedu;'.:e
‘management task 772- issues a command to the IC card 703 and
is waitilng for the processing result of the IC cé.rci 703,

When the IC card proceduré management task 772 receives

the processing result from the IC card 703, ‘it sets this

in the IC card entity data 773 x.

Step ST706:
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25 it is possible to use the AP managenent table data

and APP 253 table data to flexibly realize

utilization of application element data APE in the

same SAM and utilization of application el enment data

APE between different SAMs whhlg _maintaining a high
security. 5 Further, according to the comuni cation
system 7,8% when using application el enent data APE

bet ween Re 1 SRrd BARSedErRcBanagemen b tdeintT Bavpdates the
Is perforned between the SAMs, it is possible to

i ipRbYEYt Abateeuinfgroatioe PPl bLAthONIQr 68FaEntily data
Further, according to the conmunication system 701,
by783 1 ocstiowmy dn P& D1p6. t he sane class to the
application prograns of the sanme service business, it

I's possiid ecHis wMzEV el Mfé:%rﬁg it ment the IC card

aut henti cati on processing from belng perforned
b4 MEED AP 5l | | enment ta APE of .15 application

pf%grarrs of taﬁgé%%r#en ﬁ-’sﬁsﬁ(es:'g&aﬁﬁlf%ﬁéaeﬁy PrgRtefbentC card
bur den of n ment, of key information and processing :
o% ntq'hl:e]‘:ysgﬂr‘['a@hiqgif—‘u%f’ﬁeﬂ‘e Rlrak iy of EFecards 703 present

cqQmuni cation system 701, it is possible to generate

| @%ckhg EAY ehimal0e8 wisile berfRemEagh theopessesgifgrfor the

procedures occurring wwth the I1C card 703 and have

t Pdurslddyd of dek sl drE Raradde 7 THESREFJRE the sam
plurality of 1C card entity data 773x to

Sichiipt 208aual ¥inn0eaadolshly HEO i t he
plurality of IC cards 0783.9 5 (I%ﬁ?‘tir%%ﬂ g%%oé%ég%%ng even
thﬁeﬁUEQ@,gﬁlvaj_ﬁbl BE°%§%qmg7gaquests. for procedures using a
plurality of IC caxds 703.

FIG. 129 and FIG. 130 are views for explaining the

~ Processing defined by another application element data APE

in accordance with a routine defineci by application element
data APE ox processing when accessimj data performed by the
SAM chip 7087when exécut-ing a job at step ST704 in the above
explained FIG_.' 128.

Step ST741:

The SAM chip 708, whilg executing proecessing in'r
accordance with predetermined application element da*i;a APE,
specifj.es an application progx'."é.m for use (access) and
app]_.icatif:n element data APE 1n that application program

Further, that use speéifies one of reading, wr'ii-:ing,
;md execution of that application elément. data APE.

Step ST742:
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- 254 since it is sufficient to store the IC card
entity data 773 x actually used for the processing for
the IC card 703 in the storage unit 765, the storage
areas of the storage unit 765 can be efficiently
utilized. 5 Further, accordLng go_the aut henti cati on
system 701, as shown in FIG i 7, since the states of
execution of jobs processed by the IC card procedure

‘managenerhe t PP af @8 Indgredifli thelospplication element

post-startup states and conpleted states, after
stdata APR epexddiieel akestep ST141 Ssppsekbhe i diut SAM chip
start the processing for another job in the state

wares Nort fpiagida dfpmitie d Go@?@e@gﬁt Ther %irgh:gedist to the
is possible to elimnate the wait tine due to the

transd&ls ] t-he card. 703. t hrough. t he

| At erné(;('tg %%g§$%$74£c%ﬂf%%§ f? . Jé“%&?‘f?%nf%&ft?’éﬁsent'
systen1zg1, 15?the AP mapagengnt table data 73001 to
TRICF LT T PTRSST LCERERSTIE t ypes of

services provided by the individual service

busi ness¥€P t3at435s, the APE N, the nunbers of

services used in the IC card 703, and the key data

used wha8heprsS@dM dilge s erisevsy ithes APT hesagdimerteltthble data
20 the external nenory 707. Therefore, service

busictessas 7300 1D dohbdifndiify A2V i eirp Bicd oA ogram
chip 708 can custonmize their own application prograns

e e 1Y SO £ OB YA S Rirrssponding
RN RGN
and uses that key data K SAM to for mutual authentication
.with the SAM chip 708a having the application element data
APE to be used. |

Step ST744:

If the SAM chips 708 and 708a authenticate each other’s
‘]fegitimacy in the mutual authentication of step ST743, the

]

SAM chip 708 proceeds to the processing of step ST747. If

- not, it proceeds to step ST751.

Step ST745:

The SAM chip 708 views: the AP inanage:’nen_t table data _
'%3009‘_1 to 7300____5_ corresponding to the application program
being executed and acquires the key data K__SAM corresponding
to thg service (application element data APE).

Further, for the application element data APE to be

used specified at step ST741 as well, the Sm'chip.'TOB




"wWth the 1C card 703 and thée | og
efl ¢ £56 IMS: 1. A data processing apparatus
'co%%

custoni ze their own application prograns wthout the
service businesses being infornmed of the key data or
operational -comuands for directly operating the IC
card 703 or other highly confidential data. Further,
t he service businesses 5 do-n@ighave to know the key
data or card operational commands when custom zi ng

t he, [cati.on r . S0 the |l ogd on the_ service

i REELL R L ERY A RianiZemane (1S Bty 13004 o 7300_3
aut hentication system 701, ~since conputation content
sparRFRTPangHag da Habrrpddnatden ebenent e téehPRdw acquire
it is possible to provide diverse services conbining a

pl thakeyydata & ShMesriaspimdingde the seintiepdndificlervice
are executed sinmultaneous wth allowance at the IC

Cafapliicstiln &Flshdet , d2ELWpltNg to the
aut henti cation system 701, 15 by introducing the

concept Wfrdis dalid HAEkh Gld@épgotd cats il tgvlyc% )%Jct.quired-

n bée ea

onprising: a storage circuit for storing in
predetera ned storage areas a plurality of
appl i caftl ‘each conprised of a plurality of

- data nodul es including processing routine data
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descri bFRgptbeciAM hip J08nAudges abrbhenpratesgingt bf step
an integrated circuit to provide a service and

- sSETiASg thatndye et kdatda tshBEWSAY ha fdied thedebhieind proceeds |

data nodule, first key dat a used for using another
daba thied Prd ded AMYC TS iFSp ST747, while when it does not,

,it Proceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
data 7300_1 to 7300_3 corresponding to the application
p.;:ogram specified at step ST741 and specifies the APP table
data 7310_1 to 7310__‘3 c'or;responding to the., application
element data APE used.

.Step ST748:

The SAM chip 708 or 708a judges the access right of
the application eiement d;itta APE to be used (accessed) based
on the APP table data 7310_1 to 7310 _3 specified at step
ST747. |

Specificta‘lly, it judges the right for readi‘ng, writing,
ax_id -executing the application elé.ment data APE to be used.

Step ST749:
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according to that data nodule, and second key data
used for transferring data with said integrated
circuit in processing according to that data nodul e
and a sem conductor circuit performng processing
relating to a service based pgp7a data nodul es,

viewi ng sai d managenent data in that processing,

usi ng sai.d first ata _corresponding to that data .
nodul e tq‘g“?f%eﬂh%oﬁlrcqh"ﬂ o HORT /08 iipdaas  pls F%pp ST748
second key data corresponding to that data nodule to

t riehict cbheme alsiath acress mighti obt @recdeds 2o Astdep aST750,
processi ng apparatus as set forth in claim 1, wherein
safldi ot orleare T rdoRg 40) ebt airdostdf 1O RNLe procd£atilg of
one of | og data of processing perforned using said

daiteep re¥itBe, program data showing a routine for
registering said data nodule in a storage area,
programggtpasyﬁ,@@:ng a routine for deleting

registration of said data nodule fromsaid storage

area, a r d show a routine for definin :
_said st %?‘&Ségg‘r% l?gigét%'f w&%gsgﬁﬁsaﬁb?i%%ﬁ‘]rb?ﬁt”’“ €lement

program__3. A data processing apparatus as set forth

i ﬁ‘agﬂaaﬁBE Fragidiat athatan i fP1 rthec asagn cwecified
Wi th another data nodule is to be executed by a

sati shepuSTIdlci rcuit, said sem conductor circuit

uses sai d managenent data to obtain first key data

~ correspsrdpngrysisai d predeternmned data nodul e and

said first key data corresponding to said other 257

dat a nogHLesAMA-KSS S Giidt 9lRar adakangp g&%&; n‘%ﬁ) %ﬁ);i]ii%ation

predet erm ned data nodul e bei ng execute

leEﬂSntogg%gnSgEtg%e%&&%%dk%& %%%% E@Sﬁgi%%f the usage

specified at step ST741.
Further, when executing a job at step ST704 of the
above explained FIG. 128, when the SAM chip 708 transfers

dgta with the IC card 703 in accordance with the roﬁtine

defined by the application element data APE, the SAM chip

4

708 views the AP management table data 7300_1 to 7300_3 shown
in FIG. 125 to acquire the key data K_CADR'cOrresppndinﬁ

to that application element data APE and uses that key data

- K_CARD to access the memory 750 of the IC card 703.

| Next, the overall operation of the'cammunication
system 701 shown in FIG. 109 will be explained.

FIG. 131 an& FIG. 132 are views for explaining the
overall operation of the communication system 701 shown in

FIG. 109
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4. A data processing apparatus as set forth in claim
3, wherein said storage circuit stores usage allow ng
data showing a node of pernission for usage of a data
nodul e for each of said data nodul es and said

sem conductor circuit uses anggfer data nodule in a
node permtted by said usage allow ng data

correspondi ng to said other data nodul e based on said
usage alTowW My ata when said two first key data
match. 5. A data processing apparatus as set forth in
clai m IThererrice dusiers sondlidd dr o T8 t3 ovhen party
processing according to another data nodule is

- exeoqestdy layothese SRy IOH Mg Diefdd<L YhtodWSEStRAM Uscript

managenent data to obtain said first key data

C @rcpRaRsiTg (o, said r edel 9hAi Beaegé}:fbiﬂgﬁﬁg a?xl:’lggéssing

said first key'd'ata to performTut ua aut I on

Wi ' her ' ct cifcuit, and . uses said ]

otﬁ'hc_te}r S%lg?l aS%F r‘r%’g‘ Lﬂ%? rF'!o(‘t%Q:’g:&lanleé10 %’P’e%{é?e?ﬁ?ﬁ%‘ae R NHBEF using

bei,n ecu ondi ti onal on mutual |egitimcy being '

aﬁ:ttheng}?:r [oF: ég%% %k FXpRPhroRRdNepergpardt aemRYters 716_1,

forth in claim 5, wherein said sem conductor circuit,
b_Zi @nehi A3 1shavn e FI& dPhenti cat ed, uses

'said other data nmodule in a formpernmtted by usage

al | owi n§ug&her, ntheanangger mfiechey SAWhEhhipuses fpfodadds the

other data nodule is permtted based on said usage

ahlPowanggéaicat EabledahdaPr90eSsi 68 PRIR Al A ifilding to
forth in claim 1, wherein said first kéy data i s
dehenadr%d oS buBilRsbls 715 1 to 715 3.

Step ST722:

The AP management table data 7300_1 to 7300_3 pr«::)duced
at step ST721 are stored in the external memory 707.

| - Further, the sc:r;'ipt programs 7.21_1 , 721_2, and 721 3

produced at step ST‘72_1 are downloaded fx;om the personal
computers 716_1, 716_2, and 716 3 through the Internet 710,
ASP server 719, and SAM chip 708 to the exteinal memory 707.
The processitig for that download, as shown in FIG. 118,\lis
nianaged by the script déwnload task 769 in the SAM chip 708.

Step ST723:

The script interpretation task 770 in the Sm chip
708 shown in FIG. 118 uses the AP ménaéement table da;ta 730(5_-_1
to 7300_3 Aand script program to generate iC ‘card entity.

templatg data, an input data block, output data block, log

data block, and computation defining data block for each
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258 sane for data nodules form ng the sane said

~application program 8. A data processing apparatus

as set forth in claim 1, wherein said storage circuit
stores said application programencrypted using key
data all ocated uniquely to _sa.'%‘gg application program
9. A data processing apparatus as set forth in claim
1, wherein said sem conductor circuit: generates job
mePrjeheatbdsiwesscl udi ng j ob execution order data
showi ng an order of execution of a plurality of |obs
f or mi ng THocpam el E®aixd iapRbsati 9 Eﬁ@%é&kégg unit 765
status data showing a state of progress of execufion
Of o5 A 15k r &b 4 ' f [ ta nodul e dat a,
sel ezlget%aﬂj %]Bil%??e %@%t%‘gr&lﬁt dlb%é‘ed on said

status ta as?ld, i d processing order data of said job
nmanagemnen “Fia a,f@xecut es said selected job, and
updates said status data of said selected job

nmanagenemte dgter ii# deadiadhide da raaded®3-on of said
job. 10. A data processing-.-apparatus as set forth in .
claim &s vhows ins FIE s difidgorrdiec memoaiyr G50t ofuddr: IC 703a
sai d processing order data and said managenent data

t @fyeher ACecdndI0R etdaba Bhe Iy dadd 1BRAVLSBNrfddftions
and generates said job managenent data in accordance

Wy the RISRGESEIHH tHRAWRSviIEY BhsSHel s YO8 e18 Fitn .

Note that, the cdntract between the user and a service
business may also be concluded after issuance of the. IC card
703 through the Internet 710 etc.

Step ST725:

For example, -when the user uses the personal computer
705 to access the server 702 through the Internet 710 to
try to purchase a product, the server 702 issues a processing’

request through the Internet 710 to the ASP server 719.

Al

When the ASP server 719 receives a processing request
fl;:om the server 702, it accesses the personal computer 705
through the Internet 710. Further, a processing reqﬁesting :
;‘elating to ‘Ehé IC card 703 issued from the card reader/writer

704 is transmitted through the personal domputer 705,

~ Internet 710, and ASP s.erver,719 to the SAM chip 708.

Step ST726:
The ASP server 719 outputs to the SAM chip 708 an entity

production request. That entity production request stores




11. A data processing apparatus as set forth in claim
10, wherein said sem conductor circuit: generates said
j ob managenent data for each of a plurality of
processing requests, 259 selects one job nmanagenent
data fromsaid plurality of _ ggpa_nodul es, selects the
job to be executed nhext based on said status data and
sai,d, progessi ng. order data of said selected job
naﬁ%ﬁgnﬁﬁ?“ﬁﬁ?a?hﬁxéﬁﬁFé§ ofi §heel€ceandj 383. updat es
said status data of said selected job nmanagenent data
in accor@kereSTW2h: execution of said job, and selects
one job managenment data fromsaid plurality of data

nmodul es Wiemertlsai SAmM psiain M08 liecdl #ad %&I‘&Q@f@_\i’ gkgroduction
apparatus as set forth in claim 11, wherein sal

Sereg@asitiCt OF ek £8bhs SO E1 67 SR Bn) ORe TRNAYLHEI) S

data when all jobs form ng processing in ~accordanceé

with a pf Sef-fup S equest finish being executed. 13. A

dat a processi ng nmet hod whereby a semni conduct or

circuit Y cal ni cat i nag:_vvith an integrated circuit -
to  performProces IMPIT-oidik d Befi ddhe rssfehip 708,
data with a storage circuit, said data processing

nHHSE pratsing the ralddngd : juddem ishithestomiger of the

-circuit stores in predeterm ned storage areas a

pIi§ sandy egftidppldadat iTH8_pr qorearenteaich tHeogaM @tipf7d8 is
plurality of data nodul es including processing
within the maximum number defined by the SC command of the

10 script program. If within the maximum number, it proceeds

15

20

25

to the processing of step ST729, while if not, it ends the
processing. |
étep ST729;
The entity generation task 771, for egé.mp]_.e, specifies,
" based on the data showing the issuer of the IC card 703 stored

in the entity production request, which service business(]

*

.IC card entity template data to use and uses that specified

IC card entity plate data to ge'nerate‘ the IC card entity

- data 773 x.

| This cor;espor’_:ds to the ix;stancé generation shown in
FIG. 127.
Ste‘g ST'7.30:
Tﬁe SAM chip 708 outputs to the ASP server 719 the

entity ID of the IC card entity data 773 _x genefated at step

 ST729 at step ST731.
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a Servi ce et

‘execute

routi ne data describing processing routines for
communicating wth an integrated circuit to providing
a service and stores managenent data show ng |inked
together a data nodule, first key data used for using
anot her data nodule in procesgbhg-in accordance with
that data nodul e, and second key data used for
transf erqgy i ald integrated. circuit._in
pr ocessi%%é]glcég?r%%mﬁagset%a c a‘gf‘%gﬁ&a’thte ,taﬁgr %3?m°ﬁgthe SAM
by ;sali m conductor circuit processi.n relating to

caifh 98 tfoates the f%mﬁ%%,-wly%@ Arpagubilized
said sem conductor circuit said nanagenent data in the
prcdds if reazd iMBto said service and use said
first key data corresponding to a data nodule to use
anot her Thdat dsnpavicessing udirtgspyndang €8NMEENJUEIRE shown
circuit said second key data corresponding to said
datra FEmluli®@d n processing relating to said service to
transfer data with said integrated circuit. 14. A
data preeessigig et hod as set forth in claim 13,

“further conprising a step of, when processing in

TASBRPEBHEnE BrnRgeRent, tazk nf7 oS athe SAM
segi.boqﬂgctor circuit said nmanagenent data to obtain
sSPAPr /P8 aptpegtigates, thepdegiitdmagys aifd the IC card 703.
predeterm ned data nodul e and said first key data

cor r esp&hdiEngstpreeessvtbgecorat spomding ©ckhdSidl A1 shown
said other data nodule from said predeterm ned data
mbduFEGbeilag.executed conditional on.said two first

key data :

Step ST733:

accordagﬁg Iyyith aai d other data nodule is to be
y sal

The IC card 703 authenticates the legitimacy of the

SAM chip 708.

This is processing correspgndin§ to the job A2 shown
iﬁ FIG. 127, )

.'Acco?ding to steps ST732 and ST733, the IC card 703
and SaM chip 708 are mutua'.lly ‘authenticated.

At this tit.ne-, as explained earliel;:, in accordance with
the application element data APE being executed by the saM
chif» 758, the AP management table déta_?BOO___l to 7300;_3 shown

in FIG. 121 are viewed, the key data K;CARD is aéquired,

and that key data K_CARD is used for the mutual authentication

- between the SAM chip 708 and CPU 751 of the IC card 703.

Step ST734:

The IC card procedure management task 772 of the SAM




mat ching. 15. A data processing nethod as set forth in
claim13, further conprising a step of, when said

storage circuit stores usage allowi ng data show ng a

node of perm ssion for usage of a data nodul e for

each of said data nodul es, us2®g by sai d sem conduct or
circuit another data nodule in a node permtted by

s a0 |1 owi_ng, dat.a _cor.respondin to said other
chtE}g:.;Fng elaebaéfs)se ngln ws’fé“l% Su§8§8 5PABhRY §arathgneRocedures
said twg first key data match. 16. A data processing

ety the b 93%dh793%- claim 13, further conprising a

step of using by said sem conductor circuit, when

pr ocessifig sat e @xberpsinqrotritespdatidngotio thd Jobs R, W shown
execut ed by another sem conductor circuit, said
memadenti261l data to obtain said first key data
corresponding to said predeterm ned data nodul e, use

sai d f1 Feirth@d,dat e RARO P JOduH m%%%ﬁén@téa%a 772

with said other sem conductor circuit, and using sal

ot ey, f | redet.er.m ned data dul e

bel ng gg{?? te c%r%dhoi@c?ﬁrguqon aLil cﬁ%rle]c{]eéﬂsﬁ%cﬁf g‘g'fehg
authenticated. 17 tA ?ﬂﬁﬁ:é\%rocessir&g met hod as set

f BFER BRI QSA g 612ty Fomeats sttt drtr BiB_x and

said sem conductor circuit, when said nutual

| 8§esi they dadag rasehifirom dde J§ wgrshil®3 dichgemxime the
nodule in a formpermtted by usage allowi ng data -

i paiedettenrgiaedp donpy taltiion pseckasing.d ot her data
nodule is permtted based on said usage all ow ng

10 data. Step ST735:

15

rThe IC card procedure management task 772 of the SAM
'chip_708 outputs the processing result of step ST734 to the
ASP server 719.

Step ST736:

For example, the IC card procedure management task
772 deletes the IC card entity data 773 x.

1

As explainéd above, according to the communication

. .system 701 and SAM unit 709, by éonfigu:ing the application

20

25

prdgram AP-using a plurality of application. element data
APE and using the AP management table data and APP table
data to definé the computation contént of the application
-element data APE, it is possible to provide diverse serx;rices
‘uSing the IC card 703.

Further, accofding'to the communication system 701,

it is possible to use the AP management table data and APP
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18. A data processing nethod as set forth in claim13,

~wherein said first key data is defined so as to be the

same for data nodules form ng the sane said

application program 19. A data processing nethod as

set forth in claim113, furt&&3 conprising the steps

of : generating by said sem conductor circuit job

MRAGQITR{Y | NGEUG) ' execut.i on .order. dat a . .
show ng anor e?ﬂoﬁ[’;{1 %&e%allg%eofu é"Liﬁlzl?r 451 Yo RRgEation
for,m.n rogessi .of said application program and

s CATISR, (o teh AR 5 HE st SAY e IO Rataam 1o

of said plurality of jobs fromsaid data nodul e data,
s@PRAdicAtivy edictrendnidadiad dREobedivesni ditfiferent SAMse while
execut ed next based on said status data and said
predadsiing ngoaddighatsecafritgi.d j ob nanagenent data,
executing by said sem conductor circuit said sel ected

j ob, anBuspHaki, Ngcbyradhd £8NLRANEHRMARIELEEHL! s§8dm 701,
status data of said selected job nanagenent data in
agh8hd | ; UL aiyd,.L.0 262 . 20. . e
o et g b LLEAR Ak, S oot Tk g Becufgn Qieforent

f i S t he, st f ! ' b i d
LS SERIE 3O (R R0 ot U b e tamen the

- sal nanggenent data to generate tenplate data of
sara-f ob

nafiaBefiEnPl8ata AMBTg¥Rethei AgoBYisui af the
sem conductor circuit said job nanagenent data in
aReBl Hantion progrpmecessi ng request usi ng
Further, according to the communication system 701,

by allocating a SﬁM__ID of the same class to the application
programs of the same service business, it is posgsible to
prevent complicated mutual authentication processing from
being performed between appliéation element data APE of
‘application programs of the same business and thereby lighten -
the burden 61’:‘ management of key information and processing
of fhe SAM chip.

- Further, according to the communication system 701,

it is possible to genera{:e IC card entity data 773 x for

‘each processing for procedures occurring with the IC card

.703 and have the IC card procedure management task "772 use

the plural:_i.ty of IC card entity data 773 _x to simultaneously
'pr_oceed with processing relating to the plurality of IC cards
703.

Further, according to the authentication system 701,
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said tenplate data. 21. A data processing nethod as
set forth in claim20, further conprising the steps
of : generating by said sem conductor circuit said job
managenent data for each of a plurality of processing
requests, selecting by said-sgm conductor circuit one
job managenent data fromsaid plurality of data

<.Selecti: by said sem cqonductor circuit the
S 1.0 FE A M & B s BB G IF P ard it Hr daBAdT73_x
sali rocessing _order data of said selected job
nfr%OLdgarFe‘rﬂ "&ftﬂg,f%?x%at PHECBysing dEar tisodduched 703 in the
circuit said selected j ob, updating by said
satiamaruamdit d65¢ukhesatarsgatameanicf thk s@bfdage unit 765
sel ected j ob managenent data in accordance with

exesu bieo e fffi ciaink jyo ut ik ese) ecting by said
sem conductor circuit one job managenent data from

sai d pl gihalehky O ; e f i dat i ng. _
22. A data proée%gi@%garlrgtaﬂgé ggés%?&f%r??ﬁg?ﬁf% asl’lf‘ngﬁ',' 701,
fyrt OMNrLskNg £ St ep of .detecting by said . ] '
s oandfcra FEeT LS P (GF RERKGHrBh SHEFuCipRPE Sobs
al Irojc%bs fo;)m' gg grocesai ng in_accordance with a
pPGEESEPRY PEqLEe: 1Fi AREH PHRFPL s dtanagenerss taxk M2 are
programto be executed by a sem conductor circuit for
chfiaArdafingdpid Anke Poségsiaedupi staitest and completed

sﬁates, after starting to execute one job, it is possible
to start the processing for another job in the state waiting
for data from therIC card 703. Therefore, it.is possible
to eliminate the wait timé due to the transfer ;f data with
‘the IC card 703 thréugh the Internet 710.

Further, according to the authentication system 701,
Fhe AP managemeht table data 7300 _1 to 7300_3 describe in
them names showing the types of services provided by thé
individual service businesses, that is, thé APE N, the
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the external memory 707. Therefore, servi’ée businesses 715 1
to 715 3 not the deve.lo'pers of the SAM chip ;]08 can customize
their own application programs running on ﬁhe SAM éhip_708
by producing scfipt prograﬁs.721_1, 521_2, and 721_3 aﬁd
downloading them through the SAM chip 708 to the externél

memory 707. That is, service businesses 715_1 to 715 3 éan
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perform processing for providing services and
transferring data with a storage circuit, said
program conpri si ng, when said storage circuit stores
in predeterm ned storage areas a plurality of
application prograns each coppsised of a plurality of
dat a nodul es including processing routine data

de ol rocessing rautines for comunicating wth
ané‘?% ‘2’5?% gc <t SUP%RPS“p%'iﬁ%’epgeaweeswaW%t dhessexvice
@@gerrent dat a, show ng |inked together a data nodul e,

f iTETINRISL Relng cinformed | of) thothey data okteperational
nodul e in processing according to that data nodul e,

artPryeryddl fay dittectlssespdmatingnertoficded 2708 tér other
said integrated circuit in processing according to

t Heitghtiat aconiftiidentfal Qdtde FOFeReF [ AHE L RFQGE S5 esses
a .

relating to said service based on said data nodul e,

I A4 hBe ke WS WNBG €10d & JPRFYE D44 ggeiagatiggfaa commands

processing relating to said service and using

fi ta _cornespondi.ng ,t.o that data nodule to ’
_ugfeh%tsnai cﬁﬂ%ﬁdﬁo APE SRR el,c(%a%dmaﬂ"'&?c‘i'aﬁbg'f dt° Hnglead on

sq:ic}j‘d second k data corresponding to that data
moddl &Y Y50 CRNRPSeR dtS ddahdedsdd service to
transfer data with said integrated circuit. :
Further, according to the authentication system 701,

since computation content spanning a plurality of services
can be defined, it is possible to provide diverse services
combiﬂing a plurality of services in the range of services
which are executed simultanecus with allowance at thé IC
‘card 703 side.

Further, according to the authentication system 701,
by introducing the concept of the data block, the data input
é_nc_l output with the IC card 703 and the log data can be easily

managed.
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CLAIMS:

1. A data processing apparatus comprising:

a storage circuit for storing in predetermined storage
areas a plurality of application programs each comprised of a
plurality of data modules including processing routine data
describing processing routines for communicating with an
integrated <circuit to provide a service and storing
management data showing linked together a data module, first
key data used for wusing another data module in processing
according to that data module, and second key data used for
transferring data with said integrated circuit in processing
according to that data module and

a semiconductor circuit performing processing relating
to a service based on a data modules, viewing said management
data in that ©processing, using said first key data
corresponding to that data module to use another data module,
and using said second key data corresponding to that data

module to transfer data with said integrated circuit.

2. A data processing apparatus as set forth in claim
1, wherein said storage circuit stores as a data module at
least one of log data of processing performed using said data
module, program data showing a routine for registering said
data module in a storage area, program data showing a routine
- for deleting registration of said data module from said
storage area, and program data showing a routine for defining

said storage area for storing said application program.

3. A data processing apparatus as set forth in claim
1, wherein when processing in accordance with another data
module is to be executed by a semiconductor circuit, said
semiconductor circuit uses said management data to obtain
first ey data corresponding to said predetermined data

module and said first key data corresponding to said other




257
data module and uses said other data module from said
predetermined data module being executed conditional on the

obtained two first key data matching.

4, A data processing apparatus as set forth in claim
3, wherein

said storage circuit stores usage allowing data showing
a mode of permission for usage of a data module for each of
said data modules and

said semiconductor circuit uses another data module in
a mode permitted by said usage allowing data corresponding to
said other data module based on said usage allowing data when

said two first key data match.

5. A data processing apparatus as set forth in claim
1, wherein said semiconductor c¢ircuit, when processing

according to another data module is executed by another

semiconductor circuit, uses said management data to obtain

said first key data corresponding to said predetermined data
module, uses said first key data to perform mutual
authentication with said other semiconductor circuit, and
uses said other data module from said predetermined data
module being executed conditional on mutual legitimacy being

authenticated.

6. A data processing apparatus as set forth in claim
5, wherein said semiconductor c¢ircuit, when said mutual
legitimacy is authenticated, uses said other data module in a
form permitted by usage allowing data indicating a mode by
which use for said other data module is permitted based on

sald usage allowing data.

7. A data processing apparatus as set forth in claim

1, wherein said first key data is defined so as to be the
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same for data modules forming the same saild application

program.

8. A data processing apparatus as set forth in claim
1, wherein said storage circuit stores said application
program encrypted using key data allocated uniquely to said

application program.

9. A data processing apparatus as set forth in claim
1, wherein said semiconductor circuit:

generates job management data including Jjob execution
order data showing an order of execution of a plurality of
jobs forming processing of said application program and
status data showing a state of progress of execution of said
plurality of jobs from said data module data,

selects the Jjob to be executed next based on said
status data and said processing order data of said Job
management data,

executes said selected job, and

updates said status data of said selected Job

management data in accordance with execution of said job.

10. A data processing apparatus as set forth in claim
9, wherein said semiconductor circuit:

uses said processing order data and said management
data to generate template data of said Jjob management data
and

generates said job management data in accordance with a

processing reguest using said template data.

11. A data processing apparatus as set forth in claim
10, wherein said semiconductor circuit:
generates said Jjob management data for each of a

plurality of processing requests,
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selects one job management data from said plurality of
data modules,

selects the Job to be executed next based on said
status data and said processing order data of said selected
job management data, '

executes said selected job,

updates said status data of said selected Jjob
management data in accordance with execution of said job, and

selects one job management data from said plurality of

data modules after said updating.

12. A data processing apparatus as set forth in claim
11, wherein said semiconductor circuit deletes said job
management data when all jobs forming ©processing in

accordance with a processing request finish being executed.

13. A data processing method whereby a semiconductor
circuit for communicating with an integrated circuit to
perform processing to provide a service transfers data with a
storage circuit,

said data processing method comprising the steps of:

when said storage circuit stores in predetermined
storage areas a plurality of application programs each
comprised of a plurality of data modules including processing
routine data describing processing routines for communicating
with an integrated circuit to providing a service and stores
management data showing linked together a data module, first
key data used for using another data module in processing in
accordance with that data module, and second key data used
for transferring data with said integrated circuit in
processing according to that data module,

performing by said semiconductor circuit processing

relating to a service based on said data modules,




260

viewing by said semiconductor circuit said management
data in the processing relating to said service and use said
first key data corresponding to a data module to use another
data module, and

using by said semiconductor circuit said second key
data corresponding to said data module in processing relating
to said service to transfer data with sald integrated

circuit.

14, A data processing method as set forth in claim 13,
further comprising a step of, when processing in accordance
with said other data module is to be executed by said
semiconductor circuit, using by said semiconductor circuit
said management data to obtain said first key data
corresponding to said predetermined data module and said
first key data corresponding to said other data module and
using said other data module from said predetermined data
module being executed conditional on said two first key data

matching.

15. A data processing method as set forth in claim 13,
further comprising a step of,

when said storage circuit stores usage allowing data
showing a mode of permission for usage of a data module for
each of szaid data modules,

using by said semiconductor circuit another data module
in a mode permitted by said usage allowing data corresponding
to said other data module based on said usage allowing data

when said two first key data match.

16. A data processing method as set forth in claim 13,
further comprising a step of using by said semiconductor
circuit, when processing according to another data module is

executed by another semiconductor circuit, said management
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data to obtain said first key data corresponding to said
predetermined data module, use said first key data to perform
mutual authentication with said other semiconductor circuit,
and using said other data module from said predetermined data
module being executed conditional on mutual legitimacy being

authenticated.

17. A data processing method as set forth in claim 16,
further comprising a step of by said semiconductor circuit,

when said mutual legitimacy is authenticated, using said

~other data module in a form permitted by usage allowing data

indicating a mode by which use for said other data module 1is

permitted based on said usage allowing data.

18. A data processing method as set forth in claim 13,
wherein said first key data is defined so as to be the same

for data modules forming the same said application program.

19. A data processing method as set forth in claim 13,
further comprising the steps of:

generating by said semiconductor circuit job management
data including Jjob execution order data showing an order of
execution of a plurality of jobs forming processing of said
application program and status data showing a state of
progress of execution of said plurality of jobs from said
data module data,

selecting by said semiconductor circuit the Jjob to be
executed next based on said status data and said processing
order data of said job management data,

executing by said semiconductor circuit said selected
job, and '

updating by séid semiconductor circuit said status data
of said selected job management data in accordance with

execution of said job.
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20. A data processing method as set forth in claim 19,
further comprising the steps of:
using by said semiconductor c¢ircuit said processing
order data and said management data to generate template data
of said job management data and
generating by said semiconductor circuit said Jjob
management data in accordance with a processing request using

said template data.

21. A data processing method.as set forth in claim 20,
further comprising the steps of:

generating by said semiconductor circuit said Jjob
management data for each of a plurality of processing
requests,

selecting by said semiconductor <circuit one Jjob
management data from said plurality of data modules,

selecting by said semiconductor circuit the job to be
executed next based on said status data and said processing
order data of said selected job management data,

executing by said semiconductor circuit said selected
Jjob,

updating by said semiconductor circuit said status data
of said selected Jjob management data in accordance with
execution of said job, and

selecting by said semiconductor circuit one Jjob
management data from said plurality of data modules after

said updating.

22. A data processing method as set forth in claim 21,
further comprising a step of detecting by said semiconductor
circuit said Jjob management data when all Jjobs forming
prccessing 1in accordance with a processing request finish

being executed.
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23. A program to be executed by a semiconductor
circuit for communicating with an integrated circuit to
perform processing for providing services and transferring
data with a storage circuit,

. said program comprising,

when said storage circuit stores 1in predetermined
storage areas a plurality of application programs each
comprised of a plurality of data modules including processing
routine data describing processing routines for communicating
with an integrated circuit to provide services and stores
management data showing linked together a data module, first
key data used for using another said data module in
processing according to that data module, and second key data
used for transfer of data with said integrated circuit in
processing according to that data module,

| a routine for performing processing relating to said
service based on said data module,

a routine for viewing sald management data in
processing relating to said service and using said first key
data corresponding to that data module to use said other data
module, and

a routine for using said second key data corresponding
to that data module in processing relating to said service to

transfer data with said integrated circuit.




