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COVPUTER SESSI ON MANAGEMENT DEVI CE AND SYSTEM FI ELD
AND BACKGROUND OF THE | NVENTI ON The present invention
woebeoesiss 0 portabl e conputer sessi on nmanagemmreRCTAEL086/001497
devi ces. More specifically, the present invention
relates to portabl e conputer session managenent
d.%@ﬁ/ﬂ)lﬁfﬁi SE’S?IGN'NIAM PEvacga, to: provide
single point safe access to at |east one
conpNDeSYHEBEd application in conjunction with a host
conmputer, encrypt data on the host conputer,
facilitate data backup, provide paraneters for child
FIE PRMIPBACKEGR OUNID BF PARFRNRENFIONT conmputer use by
MeNbers of a group and/ or provi dé secure data transfer
bet ween Flemoprekgnt| dovengidn nealetess tof perigbleupontmietheiession

solid state neno st or age,.deyi ces th lug into a
magiesmegt o Sevisr viors st o T g st disnBist ettty B Bgale
corfifiéC &Bsion aRaPaaaITEd Ve TR&T 4@ Ndonfigthictl] Oflert Blia, to: provide
_ present-day conputer devices, offerlng f ast,, . . .
singl pine s#fe pCcgsvivl ab daast aneegtateraspdappieationin 6pnjgagtion with

r s i . : .
a ot P SRR RPOTORTEL SRNLEE el UE 1B Mbvide
parhdetetsofoe childsemsiutemese dproaide grardnadtérs ifort cnigervuse by members
hands. Additionally, data i ntai ned on a, portable
of & gup 3 AL SRR AN SanTiRBRetNEST ISBOtGA S cpiegdRsRb et 2
gmM%?r with an irreplaceable | oss of data. Further, a
portabl e sessi on managenent devi ce nmay be plugged into
a cHaplbekl solid staip ntinyory cvarhgradviees dhatmhsg stteal (JSB computer

nfidential fi.les resenting a,trenendous.security,..
porf Tepein B oA B PREP G (RAEes P S eCaT P i By ddition
to prbeht-dRe tbmbliterieasRy befkefing ikt Odn- IR RRL OnIaS Siraiifer and/or
rmnagemsnt devi ces, are known. However, software
bagkup Rhdaia Ragiablesespiqramanigeingpt dayifes, hoveves areyasipeehlen free.
pac f1: Kk P '
ot SRS RRAS b Shoa e Qo oD RS Bl fl o
theCcwithig gmﬁas. | Addiaechllyp ﬂglgaﬂﬁiﬁtaineﬂ dglﬂh hettablendessiow meanagement
approach to securing data. Portable sessio nagenent
dexisheids lashey PrssR e 41 “{%MHF%‘&C??;I%HP%% s o o
kKnopiiihel: § phr@it@ lse &8 IhHabORekO0039% WA &l YueBld into a
al), filed 57 Novenber 2002, now published as U§
coigp@dr 0d 03218, damuladg8, Rndv ilgisostadl, Rantdentiappliles;apiesenting a
" 60&?43,150 &%?, et al) filed 13 January 2005 and now
reERIqUS R e 5. 2006/ 0156036, t each

Encryption software that potentially prevent data theft from computers and/or

portable session management devices, are known. However, software packages that

provide backup functions are typically packaged separately from software packages- - -~

that provide data encryption and each requires its own user setup, configuration and
management; a rather cumbersome approach to securing data.

Portable session management devices that incorporate encrypted partitions are
known: U.S. Patent application 10/304,772 (Ziv, et al), filed 27 November 2002, now
published as US 2004/0103288; and US Provisional Patent Application 60/643,150,
(Oh, et al) filed 13 January 2005 and now published as U.S. 2006/0156036, teach
portable data storage devices having encrypted and non-encrypted memory storage

partitions, but fail to provide backup protection of the data.
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portabl e data storage devices having encrypted and

non-encrypted nmenory storage partitions, but fail to
wonreviodeiskackup protection of the data. A probl eaT/1L2006/001497

associated with conputers in general is transferring

data to renote | ocations, fer exanple through a w de

ar e PESHIGHAH kisREi i i tion is

used, Eje ncrypt SiQ)olrﬁl %e??gglg E%Egltﬁrellasrﬁé\vgg?rrgfﬁl{s giiaggf‘é{arﬁa&al(ﬁaowemote
logagiens.i o eramploéhrougnef wideedreh onatwerk oo MiRUTiEEScat When data

. \ Ralgh \ : ) %
enbIRbE it PSR R Bohares Itk o horibhBlsivhe purelboation must be
- tranbferredised ub@ co@pltershiaf Nedfole QBQQtigﬁgnHrchREtiﬂ'g ﬁgtr%gcgﬁ{i&g by

data., Additionally, conputer-resident Troja
unguihgrizadsregipienisa Jais| ntetteptadesnsley ptd than awetl tor tracd, diighjing: and

un! tttPaanéﬁléﬁﬁ%i zed recipients, thereby allow ng, for
exag%l e, access to sensitive nilitary data by

unautdiitionalyl @ogpnicEaEdidms THn MRS QFREARS S8rePWabite of
saf et@l I n 1%en ral, portable session managenent
ungRCryRIen. andofipnsicsing dotadie unaythegized prsipients, dhershy ellowing, for

exABERS - Licatigns. in conjunctign
PR Rodel RO SRk AR B8 yC B BT oBEPLRSRS et sy
compemeige publicrsefetievi ce; present an identification
pr o?llleme en&%@ nsferrin encrgpt ed files and/or
encr YPTIHH ROFES: SCEHY WRBRsMmenbde st hazard to
conput efaibtor g@eidey at c i @i n itiye n
addition to tﬁg .aboéeﬁgglgbggﬁrﬁ %kt%f%girgt&%as I%é) g@%&ﬁtoeﬁ-lbased
nmanagenpilicgbonsde sonjuhgion witlea hosttcomipatepr obl ens t hat

speci fi I ffe | nt er sers: Protection from

| nt er netpa% ggée & {eaP% teﬁt)‘ortﬁ)tﬂ&aﬁar# eE}QBF&ga%eé’é%es to

| nt er nepresaty &t li@stiffcdliorS X 26MbR WHEY et%ﬂsféﬁ‘il% @hbrybledMfles

wasting c any time or preventing children Trom »

accessi typiien cedaseand Wt h respect to I nternet

protect hagnif 9l hRw t ypi .nternet session,

t her e ig aflr.ecor Wofr}gfi@rgn%(grg%plftﬁ{ i Haee i PFERSand

cooki escatttaningsenstivesdareacons to attract computer

sca j U il, a conputer viruses, as well as

provi d{ditéodatogg? g_ﬁ%‘.’ecpff’ggms Wigh _HW‘%N\? 89F108 nppapgereentidgvices,
theteure Siulgsie Prdbiléng (REEIPREITcRPYFLR TiSihefusPlsy 8N comput er

user. Software prograns thdt erase Internet records

fr ok st oPEiRetigs fiosekternet scarmsyand

2) Limiting user access to Internet web sties, for example preventing staff

from wasting company time or preventing children from accessing adult web sites.

With respect to Internet protection, following a typical Internet session, there

_is a record of temporary Internet files and cookies.that serve as-beacons. to-attract -~ —— -

computer scammers, junk mail, and computer viruses, as well as providing a forensic
trail to allow third parties to investigate the internet browsing of a given computer
user.

Software programs that erase Internet records from storage devices are known.

However, such programs are generally limited in their ability to completely hide

browsing history.
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However, such prograns are generally limted in their
ability to conpletely hide browsing history. Wth
woesEp@a#4s8 o | nt ernet access, software that | i nPC$/1L2006/001497
access by children to adult Internet sites is known.
However, because the softwaie resides on the conputer,

it igeefien empting and gasy target for .

cir c%/rl;[\g erzﬁstepf%tﬁo g’;’]te et%%ﬁﬁﬁ’ &¢ -‘g%‘%\y t lippfsgecess by ehjldrenrig gdult
Interndt ditbyis@OMENHOREvAE BELaliSY the QbivAL Rsitbdsn gﬁ%?n er, it is

robl ems associated w th sessi on nmanagenment devices,

ofeniadempting ard casy target foreirmyanideshy a aondputer-sayly dhilé

hi g V, tovi de.devices confiqured to

b rr OGNS RABAUS L iR, SR aie SRRl HSTRt Sotles
as$AiEENT VN sEstonpmesapemehNdevides Ofhts HERsESS bl InferRB0IRESESnd it

t ri sﬂ%ﬁ co(g,i ngs of present known devices by providing
war gB P YedEaRiEeetIs o RERyMredavicge oonftgueashipriesiergidanf the above
lirdigdelyget i cation unit configured to provide
aut hentication of its user on a host conputer and,
condi ti onal upon authentication of the user, to safely

s e canmput er - based application in

ot ohCtF ot rost conmputer. In enbodinents, to

f aCl'l"l‘!et pﬁe@erﬁ_laih{?@ﬂibhcﬁicb&@ﬂfﬂ?_ &d?ﬁeés!&e fhe! gﬁﬂfo‘o}n\f ot Hﬁ resent

user is provided with an activation screen on ?%e 8t
kngwapdaviges iy mbvidingumipquieblasessiomennadeient daviee icomiptising an

- O\ Leation,, th ort.abl e. device is

el AR O BBl BBl e g8 acscomputer
and esenditional | upohuslithgiticfi6 iofti A8 $Rf etod GABES al Rs@lat 1688 one

one, C ter-based application in conjunction with the
CoORpYter (FPlicatign & goniRRion Ndthdtbe hosicpmguigat a on t he

hos ' ' ata, .. . .

Addi et rtnis, 0 SaSRLER o BEK oo WP FEY Tty thesuser i
pravidedp aitha bh excteatiino sere@mage tienhosi euongritdf int REid QSRAE user

ianfifg iof ot EC e contaalodon e Raae deties duppefézured to
sulshtenitiaby seenlbatye hﬁﬁﬁ%es&‘?@ 's%ion%,hﬁﬁﬁmﬁg.p @Ilc?)trvgcgfég Qe tfess to at

host conputer from nternet scans an
leagly| qugwiprgPYtREbased sipmicatiore isntoujendionf with rthe diadt | ®mputer;

3 . ncrypted on the portabl e session
on B RE Y CHRURE AR AP P RGH e okia up dua.
vi r tudditiopally)vinsédebise, iraerded Btkfﬁn% NRSRBRERS, Cthel fordlble session
unaut hori zed user of the portable device, wth no
mapagement dgyice gh therpresesfriniertion ispcoafiguredrte nintain alh fsimrary

IntSHROBAERA, cddiGesP O RLOYides a coupling.
devi ce conf Four esd&t??)ﬁ%'é)nv\z/{nrﬂg a ng (%gf%@ro f@ﬁc‘i}‘ﬁpﬁ% etc%?g%on’
thegabytriretgeting the host computer from Internet scams and viruses.

on the portable session management device, thereby retaining the record virtually
invisibly, and thus inaccessible, to an unauthorized user of the portable device, with
no record left on the computer.

In a secure data transfer embodiment, the present invention provides a
coupling device configured to download a common encryption code setting to
multiple portable session management devices, for example, to members of a select
group. The portable session management devices are later used to download and

transfer encrypted data between group member devices located in remote locations.

-Following the session, the-entire surfing record is concealed and/or encrypted ™ 7
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- theprfablesesso RGeS,

mul ti ple portabl e session managenent devices, for

exanple, to nenbers of a select group. The portable
weeswEigmssanagenment devices are | ater used to #owmlLa€l001497

and transfer encrypted data between group nenber

devices located in renote locations. By maintaining al

encgypti.on.codes and engi nes on the.portable session .
ey HRERTE Al S0P, S0 A, SHIBE Of i RERBle pegsion
maBAEsneRt ideficedarl naNdnaths Okdsttcdchputed sHeeen@slptidt @odes, and
cannot be h%iacked, for exanple, by Trojan horses. In
assqpiatsrivonsfrmed datn, aanRQibeféipelire; for sxargple e Teganghorses.
.Con?ry%ﬁ;%m}%diﬁleﬁp EA %h?d'he zﬁ’grﬁé/tkg%r u%J‘ &f Qrcgﬁ{g)mer by a child are
i nventi oh provides a pa?en portable session
proveded geprdsestaviarioh padvidand pagent @srtable Bedsibnaoatagbinent device
sess] on nanagenent devi.ce to restrict, corEput,er child .
thag sefiaress gHidgIsblestepsian mppageRiat dedecgygfrickpmpputer child
acdeQOTBn ARt SitdtinkGint xln@ssggit‘lg, HIEomhs ab@-1Bid d host
conputer cannot be accesséd w thout insertion of the
chi [epbodisohies, theshild hostanagpetee nanndé be eecessedewidinpt insertion

of ReciiiRroFble s e b Y e ROk dar BB (e g from

cirb@h fMing e feferft Ok Ao Garandi@EDr Y device to maintain a

history of visited Internet sites, chat roons, instant
nmesdadimier ehbasimanid/ the parendi deyiceogonfigyies\i Biemase device to

G bivairS b SBRat dpsh? R Sl HRiAE Rab B Bk AR Ylous

ssages aren
an@lou ekl Tot ReidvoBY tigopareite Adiiienalty) eheparkitt devileds eptionally
restriction paraneters. In still further enbodinent

nts,
cophgurpd fasrnd et gressages Bhihe gareat apdpr ghui dgyvnfe host computer

windd .elp&ﬁfdr‘g&%{es%st@ctg{}ﬁ%garxg&&st he child device is

configure or use ers of the group. The group
devilaesillafugheoerhibgdimedtspthet fregerd diviviviesis reanfigurdé \focese by an

wi.t.h quidelines for usi t.he. conputers into which th
adfinigafiotsit w65 ap Ll R AgwioS (5 FOBHEuaR e Lyyipgnbers of the
orOW. Ak | ERARE lafeCednfi¥Brad 5 the aBinsnisttR6r @&EPYEh guidelines

related to Jew sh religious observance of Sabbath and
foruing thaygemphiers iats Whish drremembertisviconpigtinputied.

ayem lsanonbe _
et icnootisfit 15 BARLRS RoREHAT AT hhe ok Byarmple rgeed

toi Jagdshnteligiaue pbeanck hefy Sabbathpamdv HoBddaysp@hémbtitve use of the
sessi on managenent device configured for insertion
coppuisr aPprpssibed gRd Eesposible BeseRsdRay WG 1R St IcamBHISE PERge-
man EXd 65eEOTPeShih: ; heRtd £35bPed 3! fortabl
con?%gg%{og ?)oé{%gtgpgi n autehenfgll1 gg?elnéﬁ#hb@%téhe%rser © I}O able
segint mmagemestslevivemanfgene fiir ideviiaein sthinpes@es host@omipater,
host _conputer; and a aaf.e access unit oper at 'bve%. -
- THIHOMRISIE uni (hanad BeHeRoR edmit
cohBelBed bb@iPafRERICACHE S tHeQuset pb@A¥d s@B8Bn management device
with respect to the host computer; and a safe access unit operatively associated with
the authentication unit and configured to facilitate safe access to at least one
computer-based application in conjunction with the host computer.
In embodiments, the portable session management device includes a
concealed encryption engine configured to operate with the host computer on

encryption of user-selected data thereon.
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comput er - based application in conjunction with the

host conputer. In enbodi nents, the portable session
woanagenmsat devi ce i ncludes a conceal ed encrypPCOML2006/001497

engi ne configured to operate with the host computer on

encryption of user-selectedsdata thereon.In

enbqdi : r sessi on_managenent, devi.c

i nclqu ggﬂb gélg%)énl%gaﬁl%n@gg‘rl@f: ne doht inbalﬁlﬁ%‘%“‘?’é éf)‘é?eatlégludes a

conpaating reaghestontignyudt @r oiate Oigle ahd MsteediRiitkOBn Yondalifg a
O%therojoér tén. enbodi nents, the condition conprises ~
POt daia{ie AR portion of data after expiration of
aut NamMBih&is,Bie oS L Gat) nit., 1n. .
embodi nent s, .t%_e %o(lr;}tﬁié e s iﬁ%g%b%ﬁgﬁ%%rﬂm&@wfc@tq after
expapiqrefrasthenticationdyl the methemivatal egt.por ti on upon
re- gyt tication. In odi.nents, the conceal ed
por t61 %io‘!n}sg IRSHS @%n&ﬂqaggts)seéﬁﬁ%trﬁa‘}%?qu daviesoisf ¢agligargd to
rewsl theeofl@ldiportioh @FIAQElaiBRhfeatile POrtabl e session
managenent device further conprises a conceal ed
enc i prrksdlimeris.nhecenntealed pdrtton e daty pongdristeasdata partition

dek data. In enbodi ments at |east a portion
Cogﬁétrh&ég%giea&epgceéncrypt ed. In enbodi nents, the portable

ses dh embodinzgesdid pateblecRsdion ARNS IS dedile ﬂ\‘?gl@%&fﬁsrises a
t he (eincr‘ngt.ed data on the host conputer provided the
copeealed £AEBHER ergipgFentigured tp sperapt atdeastivpolition f the date
por YabhBo&iassit vi.ce_ includes a backup
nmanager 8onfi gsgdrﬁcla . ‘condi %’%ﬁlgldlﬁ%lﬁﬁgﬁywﬁg user
aut e eibodiments, the popteble cessiominedbi@nent doicd i WERESured to

rver, t hrough e host. conputer to allow data backup
““%%QPE#‘%‘%W °q 151?’23 P‘éﬁt&t@%@%}@ rAvidadh B useiaushentipagion is
in foa¢d. abl e sessi on nmanagenent devi ce includes a backup
manager configured, conditionally upon the user
aut Hesbedifieafs, theopasiable ssesiomimanagément wietiee dnceded &r backup
b u oS uter to all ow data backup
el %nhgﬁ e!r?f t oty . UPP eh’&oo‘i‘sﬁﬁ nf'el e‘ftﬁéﬁ%c K@ip open

operations o e serv
comguomatiomwitis retiotescie tavhfieel Hedt s hRAILR & bacRup

enbodi ments, the portabl e session nanagenent device IS
0p%%%¥ﬁéﬁ#@ﬁ“?%“%8ﬁ8@hl at least a portion of the data

on tah : | JBF he portahl e.sessio

nan%ig?lngﬁ{lmgfen\?’l !élg Iﬁgag%nsjfg?%%r? tengk?%enpent device 1ncfucfés anbackup
manager configured, conditionally upon the user authentication, to open

communication with a server through the host computer to allow data backup
operations on the server.

In embodiments, the backup is continuous while the authentication is in force.

_In embodiments, the portable session management device is configured to-conceal at~

least a portion of the data on the server.

In embodiments, the portable session management device is configured to
encrypt at least a portion of data on the server,

In embodiments, the data backup operations are based upon user-selected

parameters. In embodiments, the at least a portion of the data backup operations are

provided incrementally.
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encrypt at |least a portion of data on the server. In
enbodi nents, the data backup operations are based upon

wager7/selsect ed paraneters. I n enbodi nents, therPal/IL®ag001497

a portion of the data backup operations are provided
incremental ly. I n enbodi mengs, the portable session

manggenent. device is nf i gur ed S li.sh.a

conneer PRt T bR shvr Bl BRBOHF g 1€ configured o
estAEN @lcohSeckion Aitth ploxf sévEN 1€ embodihic s, Metsbrvie Bilecdted at a

the host conputer. In _enbodi nents, the portable

remgées locafipnith srspesito Heioslecompuwing i gured to conmuni cate
P X . o -
4 RIS, B, A RE SRS SRR U8l
confguniedte withdtha spivexyt the remote lboationtusitigrae hdast ortehef a wide area

authentjcation includes a digital strin 0] i Sing, at
netyveiks AnolREeIBEL: chanBels & Y e ARG EnBiRY dETYS ol g@kpgifeRs; the
autlge#%ié&[onl Q&il@dé%agedigﬁﬁ‘ld sRindS 86 mPASAYOLdieali one of: a session

odiments, the portable session managenent device is
maagafiegudeyitetideriih, a User g namhe, and a mspreassatord.east one

of :_ the rtapl e sessi,on managenent devi.ce, the St
corBurBroaepRe b BTSN FHEeBiepE A5 s, s Somtfthed to
hasBIROGiLIBNuSng b8t R LALLE REHGritable HHREIBH BiRREertkaY d6dcd,She
configured to register the digital string wth a
host eqputet RipseKYesstYeryand|the ¥ di nent s, the devi ce
authent | ' [ ' t '
v PlileR. ok BRI S A RalkeeRRbl 8k ¥s configured to
reg@fidratlé digitustrihd evitharegbhionedsiton managenent device is
furt her cg,nfi ured to. conceal. a, sessi orh; of | nternet.

sur i AEbPABIAOE e jsuice BRLPtBdISoEentEUE {hderRptionally
invaQ4RYy & ﬂkhgéﬁﬁgﬁgﬁéﬂﬁ s, the portable session
nt - I i

manage vice Is further configured to authorize
pay fren¢émbadimants) ethst portablé t egsion benggenthbisdeyice is further

coRl P SR S b SnE SR i bR LaBRE e ou
frofPiRe BeSmBImpieyi ce is further configured to provide at

| east one of funding a digital banking station with
f undis ¢mbedimenisertheeppiahie espseipyi managemeat ndevdesurie efurther
. : o . :
coeSYRPLH A SRR AE Bl Rah S5 YLl
usifg $19ide frofm B dipgtabbinkileyvdtaimnl s configured to shut down
t he_host_ conputer when the authentication i

ot .
obt & nggbodiments, the portable session management geVrfce is further
configured to provide at least one of funding a digital banking station with funds

from a user-designated digital funding source, and supply a physical location to

__receive shipment of the at least.one item. - -

In embodiments, the portable session management device is configured to
shut down the host computer when the authentication is not obtained.

In embodiments, the portable session management device is configured to
maintain a record of access when the authentication is not obtained.

In embodiments, the record is maintained on at least one of: a portable session
management device, the host computer, a proxy server, and a server.

According to another aspect of the present invention, there is provided a

coupling device for coupling a plurality of portable session management devices. The
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magagenent deyigpgash phthertie

In enbodi nents, the portabl e session nmanagenent device
is configured to maintain a record of access when the
waubdtansdsgati on i s not obtai ned. In enbodi ment BCTANM06/001497

record is maintained on at |east one of: a portable
sessi on managenent device, 4t he host conputer, a proxy
server. .and_ [VEr 1 AC [ her e
coiflat i@ Pofpd s ot RERE Y SR, BELIE seRERC g ement
dedleas], amef ffst cds@ssﬁxiﬂ ﬁtgmaghemﬂxam aclleivtc;e, ghd pair lead| enes e&dhdrsession
managenent, devi ces.. Thecoupl | ng devi ce conpri ses )
. . M&P cgsigR SNag IR dfUfHaving a
resﬁ@éﬂv%%ncé%% efn'céﬁioﬁ‘ @ﬁ%lh@,rb dGRIGE gl‘?cr}%pt%\/én%ﬁre s@ﬁﬁllgq{ansfer
east one second sessi on ‘nmanagenent devi ce, each of
unit hpetattvelyoassadibted sels ilen nitipde dnputs, aelvcadgutedviongamsfer a
respective, conceal ed. encrypti on engi ne, a co n
ORIy 5 HEMGIER RS IS S0P ARGIAGPIIERY doViiseiPalhp Vi lst one
secdnd Q&dsRinGHatMobhedthRvidt] i pl € inputs, and configured to
transfer a common setting fromthe one first session
mandig embetdingeid, dee tenpling 1acluflesaarnt awthentetiom unis eesfigned to

Jmana n vice.. In € dinent.s, the coupl.in
e RRaabe Sorvtt AEme RIERETVOTEr G G aa (s for future
authehigdafibne the identities of the at | east two session
managenent devices for future authentication. |

n .
enbdepwbadistentshthecouplingtipvirevs eanfimradgienthaiheenesdist seation
m&Qgerxgéh“t‘ (ielvic%t isSSet gxg% Hi’?%ﬁu?ﬁf@t%oﬁ AieE cbﬁﬁgﬁﬁﬁd Y i&%e the
an®adm ni strator vice configured to 1ssue’the
settiegd forthys at least bee sdcohdsstion pensgandid dsdssi on managenent
devi_ce. .1 n, enbodi ments, the coupl|ng device includes |
. OB ErReRIREN S FOIRTIES dyige Aebides g PEHEPE EFRFHPRI D atipe
setHigs thbRseabodineat s fol l owi ng renoval of the two
‘'sessi on managenent devices fromthe coupling device,
t he Invambyslsmenss fonvdape nenoval of ithe va sessiovo mthanggementt dgvices

co nicate during a first. nmeeting using.the co n
frog R TR Ry ihntls, i PO M PHRL IRt i, Commbured t©
cohffiRida@NSurindad fiadt EndeBiP tuBink! thBcOREKbOsRg, ahd communication

enbodi ments during the first neeting, the two session

takﬁ%nlag%h%tmeela logatiqns that @recrgﬁpieg@@@@aplbo@% erate a second
o P BBBdiblefft au e I M ERR M ey BAEANh iGHEbAn dEes

arec caiffigungl degeneatenc ketdad enimolh acg@gh klerghywarabling rac eecond
conn?ct ed to an input configured to renovably connect

megfing TeRAPY PN 5O IREA1O88r ce that rechar ges the
r eC RALARBRINFIROWRS S Rlevice includes a rechargeable power source

connected to an input configured to removably connect to a charge-providing source

that recharges the rechargeable power source. -

According to a further aspect of the present invention, there is provided a
portable session management device configured as a parent management device that
enables a child session management device. In embodiments, the enabling comprises
providing parameters for a computer session on a host computer into which the child
session management device is inserted, and recording a history of the computer
session.

In embodiments the history is stored on at least one of: the host computer, the

child device, the parent device, and a remote server.



According to a further aspect of the present

invention, there is provided a portabl e session
woannagenmsat devi ce configured as a parent managem@Enio06/001497

devi ce that enables a child session managenent device.

I n enbodi nments, the enablirgg conprises providing

par

ot O eptoRin s It IR s A0 ThAReONR, ARE, ECTRMIRed o
acqesss‘éwtlﬂsipryamﬂmg gideastiong ofi ahmdeaarya aftwdile, anohnpartefrchannel, a

ssion. In enbodi nents the history is stored on at

IOOPE§f§Yero"F|’éiatﬁmx¥ f&V#ost conputer, the child device, the
par gntenstRdihnts,ahd ShildeRBsRINS ﬁ{a}’lﬁéenléﬂlt eEhREi ¥EBdiiFigukdie to
parent session nmanagement device is configured to

5  recggoige Qal’@m@teh ivg)dajxo;as @ﬁlmggthatcon@am sesfionof : a wi de area

net ternet chan | ..sery
or ol cltpBileats ThERisaBIART Peronflier i ELAEdn ofF Yo of a
leaBRO@g effedibita akiCleeyl GofD RipugUstéivérd ihfe @éboﬁ&arﬁ’allh’éw@étadites
vi ol ati ons durln% the conputer session.
reaghesh diaranpamaryh Mte@eb §ie-z B%rlqﬁa‘faédﬁetaéﬁn \ﬁP’iS’P%tﬁh@H"s gl gvideo
stréeﬁ‘nlhgﬁlrgﬁ’%l{guf’{h als { (;last one of: digital text key word
gl secondary Internet sites
10 r eahh edlbmdan@tqo rther&egogjnrﬁedr pertmsiet evjolpidorisoatecal the form of
taken sc shots, . and vi deo stream ng throughout the

chag%cggxpgwp[ap/ﬁ ewp SERPhis R fapt recogni zed par amet er

Vi oy ALinBASiNRAR, th@ &%nﬁi%ﬂ'ﬁa?zfm&aa&@%h@ﬁssa@'Iﬁcﬂ{l@é@ﬁl ANeast -
a graphic interface nbodi nents, the recogni zed

onqa@ﬁmte@netwt@Iaaﬂlamosmarrgtanhmmmgs ableg, indamte-wad. of
sl t hat tant i ng,
o1 ol SERAEIngs: i Pooiflea st TLRRbCER 28 s Joronen

15 atl@@dt@ﬁ@bﬁ&hélpdﬁélﬂﬂbﬁeé aﬁaar@t&tge@ms@ed through at | east
one_of: the parent device, and rating service. In

enb Bt prbpdimepisethen @ BRSSO By wsRognizedle thsgehiilesgssion
mahggen‘fég%ldgvﬁ 38 'cBHﬁ ?@ 'ﬁﬁ\glg‘gg '1@&1% ﬁe %?n%ﬂug LHO%&( B host

east Re: hos
computes hartd dlmmdmfn Iaaealsastome: of thé eIntemﬁeermet chat eoomhmstant
room sta nessagi ng, blog, and the e-mail. In

Mt ﬁt@l @ par aneter violation is recogni zed,

20 t hept BinbgaiiRas MRl RPALBITRIVIGBULSE & feSosmdl Y &1t Rssion
generate a warni ng nessage to the paren Sessi on

manggearokdenicalis voukguredioegrvoditne naming messepd todhe pasnbyession
an%%%%% ggwgeV|ce is configured to
In embodiments, the child session management device is configured to
request a change in at least one parameter to the parent device.

25 In embodiments, the parent session management device -is -configured- to
change at least one parameter using at least one of: the wide area network, the
Internet channel, the local server, the parent session management device, and the
Proxy server.

In embodiments, the parent session management device is configured to
30 change at least one parameter while the child session management device and the

parent device are connected to the host computer.
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request a change in at |east one paraneter to the
parent device. In enbodi nents, the parent session

woannagenmsat device -is configured to change at PCEAK1006/001497

one paraneter using at least one of: the wi de area
network, the Internet chanhel, the |ocal server, the
PaNRNimBEBRERS, RNFAEIEssidaVinafageRgt tbdcpinxynfigured to
server. In enbodinents, the parent session nanagenent
prodéduiat dedss oportime permetes drmegehieh the £yld Gigesion, mapagapent
while the,child sessjon managenent device and the
dev’p?ﬁragmat%?e@?B%Stgfnzlpﬁ%%nect ed to the host computer.In

enbadiABsdifentsNeheppirent sesivai manamenegedevice deviooBgirsd to
configured to provide at | east ope ti ar anmet.e .
provide | ;1deashicnn gomh R?ﬁﬁmﬁe%éﬁgs%rﬁtﬁ%%é@ﬂg'sd@@i ghild session
activatas . h 0 &fd fioth e B EpridiR® extended
marbaégg)ﬁﬁt ?g‘élé‘?gﬂ %gik%tgegngﬁ%v ev":oce%lqgs)%g%dri??i gul?ed ?o .
conifuldti e, sackensto desigrgeal cpapuaicetgamenhost 28easai tantesignated
all ows the child session nmanagenent device to activate
IntegnetsiaT-d from t he group conprising: extended conputer

US€; e%‘fl’fo%ﬁﬁelg?, tH8pArIBlRIine RAP Ull6WingaRBSs tadleat 0as 91 an
to gesn ghated Internet sites. In enbodinents, the

Intepast aitetarhat fooul, inkéanhitiessaging, ablogsandan emalleast one of :

an Interngt sit a chat ro ' j .
o Sl b Ol bR ATRSE B Ra e of
an InBGhatdfte I @O RJo) sk BfeSsdpingdh blogasid anemeil:  an
Internet site, a chat room instant messaging, a blog. .
andlraembodiwients, the roxisble $ASHPR ,m‘%rﬁéefﬁiﬂit‘fiﬁgg 18@5@%‘??“ pie
.panagenent I ce ' ' ' d th
enlERSERIRP-HSHHE e R M, DRI RIE s s b, ad
parfiitGdsiorBmanddemepiderive isswiddn arpoggEimenistrafevi ce i s
i ssued to a group adm nistrator, In enbadi ne .
gr o@_b enbhAdHPERLS, ot SLouR R nf-?gfﬁg’é SSessien d‘g%}llagée]l%!g%t §86ice is
co nécﬁ;%écg Y5 e\%eglte R§ Q¥Rhonatof 8RSIuRMEe Mhenitites B8 thé Préup from

ers group fromreceiving comunications
recgivingeprampeicatiehs diring aperiohoeiedi nents, the session

managenent.. deyi ces of. t he Lti ; r . b

con?\g gfrgl}‘:bé?émi‘%‘_\{sp&g?/ é?ftsmperg%ﬁlnaéf%%l Sgéc(gem\%u% gl%ggtﬁel %ﬁgu Gring
areREllRE 18 hrdveiBrecdiving tb@diviRations dutiggrpetipd of time.

adm ni strator session nmanagenent device is conf i%%&%ﬁ% ‘s

to presmbedimentseticr SEWe BEMIMEAAT PR RRMSETS 0
coﬁ{i&ﬁ?%&'_& Ot NG Medd ' 3 60 THB! Hufaie QRSMBES igFG%h8 B8hh FEom

transmitting communications during a period of time.

In embodiments, the period of time is related to religious observance.

According to still another aspect of the present invention, there is provided a__

method of providing session management, comprising the steps of plugging a
portable session management device into a host computer, obtaining authentication
that the portable session management device is allowed to access the host computer,
and accessing at least one computer-based application using the host computer,
conditionally upon the authentication.

According to still another aspect of the instant invention, there is provided a
method for providing session management between portable session management

devices, the method comprising: providing a setting exchange device having multiple
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In enbodi nents, the period of tinme is related to
religious observance. According to still another
wapEemr44s8 the present invention, there is prorCugrkoa6/001497
___ method of providing session nmanagenent, conprising
the steps of plugging a pond abl e sessi on managenent
inpA&V o EcolnithhiSatidR BetwINPH |1 01588 AU BRI Pehfest |
_p?hat the portable ggssioﬁﬁggzgggﬂ%ﬂfa%geﬁ%% |sh% fggg%e&
inserging epdgpletodtabl sessivnrmpatagementritvies ads thegnatipledaputs, each

e uier.- based a ication ysing the hgst .
of B dERER hElna RO Bloh PrtRonhine 0 fagfieuing cach
corkesied datgerdcdyfion| dngBRONIE 2 @&IRA6H cBérybiiéh bBARMSr concealed
i nvention, there is provided a nethod for providing

COBREBIcaHONMBF WERHEA Porsehloacspiop sranaatnacnt dswiesorhests desreott
devi < 1h rieSk-0Q. ovi di etting.
exchanaginge, ST, SRR dehElae B DH A, BeREHd bRAided o

methodrionmoaitering detpuseusepdobippisiigp prolvidihea pe3aHl©Parent session

nang%%gﬁnt devi ces, inserting nultiple portable . )

AL FEfiG FOREAI et PERRDIP (P seRsiammaragr@eningties using

the€ paRnPf sekfi6n IRMhERBhA Vi | gﬂfiﬁgl &% gﬁ'{té\)lgngﬁﬁ’cpt de8on
engi ne, and configuring each conceal e ata encryption

mapaggimeat devibe tnte erhosincaamuitgptheshy se ptidagisé of theose abeguter
uSico[ﬁmni ation between the portabl e session managenent
Segufigeeq

vIcS BYEE ar eof . Accor di ng to a further

asptiates®bitehgist AsimAl all t¥@MidaPRAnd sEGAEHd RriE QYeHGErefh have
met hod for nonitoring conmputer use, conprising:

the 5am¢ ingapies sormaplyeunsigrséond byeansi dfordinaraghiteintthelent it which

: LUl I iJ d .sessi.on _managenent devi c
AT Sethd RABAER el S BRENAC SRR 8 TR e
desttibedolomrtialohe be hidddn sesmbaivevr iagas 6N the PR3t BEn | dHtRnAsuitable

@gt conmput er. t her ely t,g ui de use of the host
me af)u"l‘_ Iﬁ%tFst tHe EoHRH %fgrl&%o‘ﬁarlﬁrré%sér of agnifliefs the patent
speBiREnH, %ﬁclg&flg RRfnitighd, WRCHNOR! InadiRG %tltngfeﬁalts,efn%ﬁlods,

used herein have the sane neani ng as cofmonly
and gxampdasceeiilluytrasive opty anddioh antsndellitd be limitipe art to

whi t hi;s, i nvention bel.ongs. .Although hqds and .

e a1 SR e e et 6 et pr gammatial
varh@tseihbredfRrd® be edkeh Mst fpecibfiAs the Stalll fefiSidsNtht&erd Neps or

present invention, suitable nethods and material s ar

corgpanepishli g netvprechide dbe adlitioonef pee or trhere paaidigivinal features,
: cifli.catli i nc [ definjtions, will control. In
intGHREE1 3o TbhABonen i bl U ABLCRE L TR il encofBRNES ghe 'hms
"consibtirg ofd ind Econsistingdiseriially iofit. ended to be limting. As

used herein,.the terms "conprising” and "includi ng” or
Thy rigi%sﬁt 1°0FISHngr psiprtially Hofy «¥f eramanatigalpeariagtsctherpof when used

 her8iR8%¢ §/bOBKERNSs S e%ft?ﬂgftﬁégﬁdtengeatkfe&,?g‘ga{g?rs . E}%%’S'r &)rm%ornents..

conponents but do not —preéec t ion ohe
butrdsr potapteéitdeo Hel addiganuofesne or more additional features, integers, steps,

components or groups thereof but only if the additional features, integers, steps,
components or groups thereof do not materially alter the basic and novel
characteristics of the claimed composition, device or method.

The term "method" refers to manners, means, techniques and procedures for
accomplishing a given task including, but not limited to, those manners, means,

techniques and procedures either known to, or readily developed from known
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i ntegers, steps, conponents or groups thereof. This
term enconpasses the terns "consisting of and
woecwTarstss ng essentially of. The phrase "consi BCTALR006/001497
essentially of or grammatical variants thereof when
used herein are to be takenjas specifying the stated
[ or conponents but. do not
mhfELY Bfany (EAEAREE raf ERRREs B TREPE0AGn oY st Gomputer scionce

arfseat ures, integers, steps, conponents or groups
only if the additional features, integers,

t her. eoﬁ bu
st eg@P %ﬁ‘%&’ﬁ@ fsthg mefhed, gad shdematl the presentrinvential involves
t ' n a istics of the,
pedfolBingt B ¢ ﬁleﬁngo%’l&géeﬁj :tacsgg] gc{r &Eﬁ 5 Oanuzi.lipé putomatically, or a

cl ai med conposit
compination theresffeMor¢oyerymncmding toaensl, insteaheitauiSaf uipment of
A

‘ dures. fo onpl i shing a given task including,
pr 8{%&?1 SP%Pﬁ%mePgdgﬁc@{en@ﬁ@e@ aﬁ“gr?b( sif@ ohhenpresans dnyantigesseveral

selredd [Bteps ROUIIES: Rhplbsk r ' evel oped .
from kdr%ovvn manner sl? mgﬁg%}é%ﬁw?%uoeéﬁg%gﬁ%’?%c%rﬂ ﬁpﬁgpwtmg
Sypemfiany drapgreer 2 hembioatiert theresti Bomegamples as hardware, selected
Ls e .net hod and system of {he present
stepRIEHE AR Gl E% Bl *iﬁ‘{f%o?? B OF i Giredr. bt egftware,
selpated steaps oft tipsinveimity tyuldabd afplehalelYas ar plrality of software
. (Eorrbl nation thereof. Mreover, according to act Ual
InSUREYQNSHeME X eHeh Ry 2 cquAPpiee Hsing Any suifable ebrainpoysierN i any
f sdi he.present.inventjon, .
ca's eéeﬁ?&gg#g(gft tgg q%%%%%&@og}{sa&b af ﬁﬁ%df‘%‘ﬂﬁwpecd’uwe déscribed as
beingrgviarmedoby kydasoptosesser, GclRRY aQReipting $l8FHE D Ukedfithe a
as

I{F re _or.a conbination thereof. For exanple,
odiE

PEUCHoNg ot ed steps of the invention could be
i mpl emented as a chip or a circuit. As software,

sel ected steps of the invention could be inplenented
dEF DESGRIRTION Off THEDRAMENGSt r uct i ons bei ng execut ed

oL [ i ny.suitapl e operating system In

iy e BERHAGH TR kiR el R BBl simamayas b evices

that bee configntedpinreoulidl Wenidesad/oPefcrds: B8k NG g%étoé({ﬁﬁ%&yand
or

aigga({?? ﬁricessou such as a conputing platform

PIoXiGectita RRykup;phiay sl inaganesters et ehilst ¢aomputerBRIeERnd provide secure
datPEetRePId N 'I;]rg;, NGSLE0e denvent | ons . descri be
“herei n i nel l}l%nf)(gr g)gi‘f%\ég Esmde, oSG Den é%%cﬂgeda by
way hbexagpde odpf wighiregetendenbehie &cbpatyinhiAeyignd/ or

enc% t daglg g]g: a host conputer and provide data

bac *%; SPETLOG I THIST PSP AoRt & ther dawigs |t detmilo it tsr stressed thatithe

parfiilats GRoWEEUIH W @fé){aﬁﬁ)?; remmt el v | qcat ed

nmenbers of a.rbgfr O%Ip; ar e ée%edi ﬁ?hﬁ@ggﬁsboggﬁusgﬁmglswssmn of
the eprefisppd copdimants hf' thef preemnt eintantivh @by CORPARYBEnted in the

description of the principles and conceptual aspects of the invention. In this regard, no
attempt is made to show structural details of the invention in more detail than is
necessary for a fundamental understanding of the invention, the description taken with
the drawings making apparent to those skilled in the art how the several forms of the
invention may be embodied in practice.

In the drawings:

Figure 1A shows components of a typical portable session management

device;
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Wth specific reference now to the drawings in detail,

it is stressed that the particulars shown are by way
wohowewamsge and for purposes of illustrative dPESTUERDE@IN1497

of the preferred enbodi nents of the present invention

only, and are presented inithe _cause of providing

whatiduge PBlshews the forBlel 265D flankise@idhl daniee bERBUTEY1A being

understood description of the principles and
plugged e agbmastesct s of the invention. In this regard,

: 4 . i |
"0 Bl FERI it TRAP ghOorhShe HE' HiRlialEbE e pethatd!Session
manHFshadiR dtvike, redaed tnslighghetorhpetet OVERLICOIB, il A€cordance with

description taken with the draw ngs maki ng apparent to
embpdiseentiqfithe mventiathe art how the several forms of the

i nv ' b ' [ [ :
r gy e [k fotfiHER i cBnRicAEh Hfiopd Br i parghle session
mapagdradilt elesies ahd compuieg efBigurdl €B) meicEoigune with stmbadinidnés of
portapl e sessi on managenent device of Figure | A being
the IO i nto a conputer; Figures 1CG |F show an
ovenhyd fiot ' ' i
A o SOt oGP} U by MBE Pofible session
madsagement |[dByice mnd computan o£ Figurd 1Brisoaticomslanes with embodiments of
thi nvention; Figure 2 shows networking and connection
DPYPURLY of the portabl e session nmanagenent device and
conpykiRés Of-26BOHON FBwchditsa6L OpiARCedntdd RMPi@diefeIT-$0, in
of the invention; Figures 3-10 show displ ays of user
acepdinsa vigy aubatiaenfy of the ipwitian| e sessi on managenent

deviSRyBD 2SR Ol HoBlhfind PundiBnBR) ARG bdinputer

enbodt MENt S0 e i nvention:

supdrolsfoinagvies a ohild) i haosdapcewitheatbotdimdntgef ths ink€atick), i n
accordance wi th_ enbodi nents of .the inventi OBPVH gures

23AKIEFS Hdw ¢ 1 BREh ar Pati | SERUOR i TRYPABEPEN: 4PViEH rsEiSERIon
pré&ﬁﬁ%%r}(h@do%n@é’%th%nﬁﬁﬂﬁﬁemé 5 BERREAGREE W th

ments of the invention; Figures 24-30 show a
por tFagire Xesbows impleagatmtion ofestandard dgickwpy, aini ageordance with
rgcess ftliln accor.dance wi th enbodi nents of the
enﬂ’rﬁ’@ﬂﬂ?"r%ﬁ, EYGPES 1 shows i npl ementation of standard

bac @Q;reijl SHOGRI pMiferitdtion SMROintBRRH Dablfup, € accordance with
enllbr;\c/iienqélitg cr)]f the invention;

Figure 33 shows implementation of a Secure PC lock, in accordance with
embodiments of the invention;

Figure 34 shows implementation of session management, in accordance with

. embodiments of the invention;

Figure 35 shows implementation of anonymous surfing, in accordance with
embodiments of the invention;

Figure 36 shows implementation of parental control lock, in accordance with
embodiments of the invention;

Figures 37-39 show implementation of anonymous subscription service, in
accordance with embodiments of the invention;

Figures 40-42 show implementation of an anonymous Internet purchasing

service, in accordance with embodiments of the invention;
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Figure 32 shows inplenentation of incremental backup,

i n accordance with enbodi nents of the invention;
weoionrre4438 shows i npl ementati on of a Secure PCPCOAK2006/001497

accordance wi th enbodi nents of the invention; Figure

34 shows inplenentation of ;sessi on nmanagenent, in

acc %gl%n/@f shb% ! i Pﬂ%hﬂ?ﬁﬂgxsotoé sb&ife 1ﬁ§{§rﬁtrh9§§aglﬁg FHtfire, in

35 shows |np enentation of anonynous surfing, In
accaniancajwnhennbodilhleatshﬁcﬂhammemlomt the inventi on Fi gure

36 t at f. t al
o T BBl 2 OB bRy

acc§17d'a§c9e SR Wb BB RARYFAhd BRe@fonanonymous su bS cription
service, in accordance wth embodinents of the )
i nvEighicods sHpye rreesiptOant agmmronr@ arreplpeamesd portable session

anon s.|l nternet, purc .ser or dance
SR R S e R SR TR e

| MPFRURAL a640N sl AingREHERAAS toINh BRESAgongofiBatainger of
~ in accordance with enmbodi nents of the invention;
unauihpuized gampwevise; WicerdicsrWighewsbodiments of thepygtion;

aut C c [ .

v RS Thovt B BRERIABRGE bt (RO 505 e Gsing
secuRiNessienmiahageatchy il eccortacowithenbgdimmts afehe oeention;

accordance with di ments of .th |nven Lon;
46- HIBUESSOrd deﬁ%engfah% ecﬂﬂuah%& VESH ¥S6 Hb?nwngﬁt?ssswe
sesE’iB U@?M Rlehi %@ ﬁgﬁ@yt@r LSUSE abddr@meO WA Qa%hﬁ@kﬁrﬂents of the

nts of th nvention; Figures 48-51 show a
mvdnincal,exchange process betvveen group msrrbers usi ng

embLECHoRD Sa1S CRBRPRIGREP o, R el bSeiab hegordgnecgyith

embodifiRstdfehsualtiongarieVvi ce used in ensuring the secure
sessi on managenent of Figures 48-51, in accordance
wi t Rigsrsc@r Hevhow imlementatinpedfia systenmfgemputsy usgpgaitored by
af | ccordance
an R Gl B B e e G 25
show i npl enentation of a system of conmputer use

! gé Eai ahbﬂlﬂdﬁ& gr dance with

The present embodiments relate to portable session management devices that

provide single point safe access to a variety of computer-based applications; provide
secure data transfer between remotely located members of a group; and provide
parameters and monitoring of computer use by a child.

The principles and uses of the teachings of the present invention may be better

~understood with reference to the drawings and accompanying descriptions.- - =

Before explaining at least one embodiment of the invention in detail, it is to be
understood that the invention is not limited in its application to the details of
construction and the arrangement of the components set forth in the following
description or illustrated in the drawings. The invention is capable of other
embodiments or of being practiced or carried out in various ways. Also, it is to be
understood that the phraseology and terminology employed herein is for the purpose

of description and should not be regarded as limiting.
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DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS The present
enbodi nents relate to portable session managenent

wdevirmesiss hat provi de singl e point saf e accessPCO/IE006/001497

vari ety of conputer-based applications; provide secure

data transfer between renoijgely |ocated nenbers of a

ar Y t

Ot Bl G RRANATHES 1AL S O, ot g pocnie
sesditue nﬁe&ﬁgdfmmaie&fcet hiet pf else presedtv@ntnton, matyrnbﬁveﬂ?tréﬁrred to

understood with referepnce to the i n and

hergip @, SHiop masrgemspt bevsl 14 and/or [%]ggl?yo?@'expl ai ni ng
at | east one enbodi ment of the invention in detail, it
is to be understood that the |nvent|on is not limted
in its applBoc@ablesassion Maragboteai Dsvioé Overvégw uct i on and
the arrangenment of the corrponents set forth in the

S rated in the draw ngs.

R SH-4 bt e ohe R enbodi nents or of

bel Ptgtabteewetsms@ Qneﬁhﬁg&ﬁéﬂtl @dufébltw @ﬁtcatty QS aIRY SringAb&hector
IS to be understood that the raseol ogy and

149t @mﬁent@rlé@ hanggn dlrexchair arha pwivebeoveh 24 tnah diendn a forward
pos ? <§dv@fs a& 0 RS RAYSE BRk chq' 13?9@\?1&16&@'@.128 in t“e downward
raw ngs, Figure T'A

erring now to
posistimwa sade buﬂnnﬂlmmtpwﬁechfomaﬁdahlaedtmﬁem A8 nflen ag@anplatwith a

devi ce 114 prese nventi on rnatively
thupagy WO eeTo tEDE) l?rnt%ng;g@% éggtle&FPrnj%laEf’é %eycqltacﬁon-
rea gs‘i’t‘ionUSB key 114. Portabl e session Managenent Device
rview Some Portabl e Session Managenent Device
Fealartable fesviomivianagessi dclvtmah(atyet%ms coavdcted t0 1ZSB connector

1o 2Rty @B reb e a RO To gas= TOE wREPR UG

N B hehWaditn® ashbd e oY §oftalild dsdakioh ealafagenldnB device 114
connector 191. Wth cover 128 in the downward

comipyises pAASB ke manefapuraddpy degr ®sthsushertionfand maﬁU@cturers
of B, 80 rad i HOURLEL by AT R it it

the@eminect i onready position. Portable session rranagerrent
devi ce body.193 i s conneét ed to.USB.connector and .
t ypil2 4P iimewm@é%mem%t P Ingqng invanifpreganted pq Ieyffgsion

mafadel xﬁrﬁt‘ dBFELED (Y my %ﬁ%ng' £ WBANUSBTHERD 1 RARRI ERRSsing portable
portabl e session managenent device 114 conprises a USB

seskley mamgﬁmcnm ldev:ic@yl lAc epti¢na)ly tding radlasloptéemory andfor USB
profERt g K ey PEin Bt G4 S8 TP LG e eRG Pippocls that
may be used with computer 102, computing device, and/or any computer memory
device. The scope of the present invention includes a priori, all avajlable user
interfaces, memory devices and protocols avatlable today or in the future.

Figure 1B shows a computer 100 comprising a laptop computer 102 having a
keyboard 110, a screen 112, a memory storage 412, for example a hard drive, and
portable session management device 114 input into a USB port 106. In embodiments,
computer 102 comprises, for example, a Lenovo ThinkPad laptop or any portable
and/or non-portable computing device available today or in the future.

In embodiments, session management device 114 includes an authentication

unit 118, alternatively referred to as user access module 118, which obtains
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In non-limting enbodi ments, the instant invention
presents a portabl e session managenent device
woanprorsissg a user USB device interface conpri BCIEL2006/001497
portabl e sessi on managenent device 114 optionally
using a flash nenory and/ons USB protocol. However, USB

authéhtiehtioh BREusd fI@LIBRYsINS HanhPlREdtaRORaND RIOLIGERSWith
that may be used with conputer 102, computing device,

hostnathputen 2. dipopuhe authentisaijordef/the @iserThertahle prssioh nmanagement
resent invention includes riori...all available. .
devigea 14 rouidles safe 2osdp PORRY Ll ApolFilosd 4 gottonction with
host¥@hp@bl €0, oday or in the future. Figure IB shows a
conputer 100 conprising a |aptop copputer 102 having a
keybdapel harein, & "sempuist-based apphieationy corprisgye inaroalia, ype of

e RRTRE SoplNg b B, SOEIHAOPA B PO BPAGT st
datg Gepter icodipAting nipvices encifypr daxdrqekep datal proviie shfd nicfagl of
BB, St hobaris g rermin oy S B (iin
"cogrgﬁ&h%im SoplREBS O HRBLGSIRI 0 08N 81 4 1hdd Bfech UBRoRNan

entication unit 118, alternatively referred to as
Internetrchanmd sssenvmtahd/of 4 proxptsenier.obt ai nsaut henti cati on

r eonSURTLABRIT A BEE: SBloUrER 3t CpBotie o comprbased
appHeb QN kAt ﬂo%b@ﬂcanﬁil? PrRQEntingOhdcesy By, S#8S1 A, Internet scams,
nanagenpnt'ggvzgg 11 éroyidesnézge accgss t%h -
SPYCOIR BPEINZ IS € dcal SOINPRET BIHGSCH,rf jaeerst PH HLHLEGTI4e0 iCTS on
conpu . ' ’ ~ . .
cof TRy L% oo, RpdERER SR L11 4 o SRV RHLRRG OBt dgyice
or @GofPutel NPerdenyi devit® witxein Udessiom dhatagunentadyvisofl i deias been
rogram transfer data between conputing devices,
aul ﬁ‘?}%}ﬁflt data, backup data, S({oytitlgg saf e E&Jr(;;‘ ng of the
n Q i Sy 164, thd'fifput could
Fur ?ﬂglr% thggﬁ ste(gf ﬁdgﬁﬁ;ﬁ# F(gz ! ctg%‘put er - b@ed ’ ﬁq’% ot
alterpgivietat camprisencd usteil t pammsfar iofracdt aesdption wire avigeless
net wor an_ I nternet channel ., a server. _and/ or a .pr.px
coggpptiongor el Or B it HEotuf meattpustaipdly Gt o
thek PacAREES SRR BAHR YERFeeR a$8LoARPIkE Pbitle k&kRhSmArAgement
substantially preventing access by, inter alia,
devipe blhand seunpitingpywase, spying, junk mail, conputer
viruses, and/or access by unauthorized users on
conmput er 102, session managenent device 114, or any
Dealcegogal i ve conputing device or conputer nenory device

wherei n sessi on managenent devi ce 114 has been .
aut FENESG Laisews pirrheanatis l?gfétﬁ}t"fd’to“é%lﬁﬁﬁiséin mapagement device

1 1@ %[Hygé@ fio HRRpRRF 0L Qer L8Rsd RBYIe 998 litkludes a user device login

module 132, alternatively referred to a name module 132 that records a user login

name; and a user device password code module 134, alternatively referred to as a
password module 134 that records a user password.

User device login name module 132 and user device password code module
134 are encoded into user access module 118 during an initial set-up of portable
session management device 114 as explained below.

Additionally, portable session management device 114 includes a unique

device identifier 414 that is encoded into portable session management device 114 by
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alternatively conprise a serial port, an infrared
reception input, wreless communication port and/or
wany7oamssini cat i on neans exi sting today or in PO®IL2006/001497
future that facilitates conmmunicati on between a
so-configured portabl e sess on managenent device 114
the MG F2 GRS Y AIrdIRRAS didhRY | Hénd QBUN Hestildhe diditad oy ai54,
schemati ¢ di agram of portable session managenent
optidestiy together pyitly deed usentlogioomgmug and 1eer. passwerda it drgasferred to

nodul,e 118 .i.n¢cl udes, a_user Vi ce . ' ,
TCIHPRYe tﬂ'é?lgf’vﬂpy&qné’fgesrepgg Y Oggﬁgﬁgﬁ%%%%a% E“géh%g 114. In
emBRGRESS, PoMssle deQ@i nitmEBsmanddevices aniqde Wevie piaisstifierd4 14

code nodule 134, alternatively referred to as a
compaisewe plingwd iimbars and digitsy whetherengyptedror 886 swor d.  User

dewvi.ce LI l S r [

codibeit AT R Bl pReHER o RK 11T ERRRR L0,
used d&edyiniodglean] § cormpaads wetpaigedée plentifityl 44seik iresident digital

_nanagenent devi ce 114 as, expl ai ned. bel ow. 2 b
string| dpH | S EIemPTY poFacantle: dstehvoRreaRigeArREmS tespmRticr P2 by
anott¥r lé%?%ﬁleasegﬁbﬁ WendSMh&GR dedRBUI1MI Bt HkdndthRkn irSgistered with

encoded 1 nto portablfe session managenent device 114
conlpytidrel (@anuf act urer as a resident digital string 454.

Resj dent di gi t al ring 454, optionally togethgr_wth.

t hebH%ré rsu?ct?g? H'ﬁfﬁt? %g)ehgeeep g’gg’i}&o&igltXH %tngigansf %n\ﬁ ggmue
devi&® BABNY AUOHREAcdiZm@ulilend 898indies #HispRK138RI(Bigure 1D) on

sessi on managenent device 114. |In enbodi nments

compirterzistesnddasyian lamnsheanedile dikitha reaviests énnyb of @ display login

id ifier 4 ' [ of numbers and
naryy gﬁ %r,ld f\%ﬁ‘é (#ér&i%é%?\g%ﬂoéh% 9 Upon connecti on of
por Feldweing eiaputosf diphgelorin naaviled drid display)SBdpold4, access

user access nodul e 118 conpares un# ue devi ce

106,
mogplent §& ceippares digplay logw gape 16 gwft]a!pogt@ ySAYY mpagement
deiBIRESY 18 rlgdglge H2. arlinBERBY tp%s%‘?&”cbd[@ 1646 %8&Spdrfible session
conput er~ 102 by

anot her portabl e sessi on managenent
managenat ddvice et pisawoniotodbdéd. regi stered with conput er

102 on successf ul tch up hetwee si dent ..di gint

st r Pl as ST HreBeviie RS e EASS Y el Blon
168.GR& Sy m%sﬁﬂﬂylﬁgﬂgiﬁ% R esmpudt $02.a¥pod0adgin i@t hecekDhnodule

on conputer screen 112, via a | auncher nodule 116, .
118 mignals daurebess modplgt 1 16f togonensp WaRAovH dVh Op Skisen 32 gy seen 1n
Fiiqub of a display password code 164. Fol |l owi ng i nput

&t rsplay login name 162 and di spl ay code 164, access

modi eltdrh@tivosmbiditentisspdcass modila IMdnmsdfiResnvith the auto run

ortabl e sessjon nagemen . . Sy
fea?ure of Windows XP opeg%ng %ystemtby Microsoft Corporation to provide display

In accordance with the embodiments of the present invention, once the user
has been authenticated through the identification of the display login name 162 and
display password code 164, any encryption or decryption process associated with the
portable session management device 114 stores a hash value 456 along with each data -
packet, as explained below.

As used herein, the term "hash" refers to the creation of an encryption code

associated with a portion of digital data.
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devi ce user |ogin nanme 132; and display password code
164 with portable session managenent devi ce user

woasewasds code 134. Fol | owi ng successful nmat chPagIL10b&001497

user is pronpted to press a "Login" button 168,

t hereby successfully loggimg into conmputer 102. Upon

| 09l b fidrefAC LS pi LR d S AR FhHorl" GERE RS the TREIHLES at

116‘A*tlgcl)ls%)cgenrel§’ g\}%ﬁt(éirow 302®8n scr een§ 12, as seen in - )
leadti agportioh DF date, alsingr slalicast @ne rdbgdithisnscs as s pesyeninwiehyitherized

. 118 assqci ate i t.h th uto, run featur.e of Wngdag X
insegsEpRor A5 Gy TR erepBERe EopedPh e b bt ooy
an SleaBlyPoB8cde dotRERR tHA LR Mbrithid@ed liD ORI oMz dle ddie

presént invention, once the user has been

aut Renkis deRsh, t fheRUEEM! "’lﬁ?egﬁcﬁf" fof&8ttb Oftcesirigh @eviewing, or

di splay | ogin name 162 and display password code 164,
detenmyinisg dnfppnatém Gemder digital SHnp Pbdats PoricHEegd o8 agompputing
d the ag{table s§§s%gpvﬁ%nagenent device 114 stores a

G AP AL S AT S "Wt h each data packet, as

expl ain bel ow. .As used hereikn. tha.term"hash" .

e 67 uEhere. e 4 oR S AR el B B obfuscation,
encRPRial St @AY dfftlath BPréveanueitidriged Bispetaioa ofshelded

herein, the ternms "encrypt"” and "encryption"” refer to

t he  codi of at | east ort.ian of dat LS M t ,
| ea8f U E“r‘fg[%é?l&oﬁ%lett 5s 8“% CB‘E‘B‘} AT BHAERHSRI gree er to, infer
alib,"eeRBfhs W Blegdilte ol At dgitdl Mndsktgenepoetiiodi aBmf and/or verifying
i'nspectron of the data is facilitated hy an
they identityy of | D riseio dhoc GagRSsesi A geamtRItBEEeEPY Rk igiyerk; the
I .he .cqdi. . . ' t .
veb S 602 8} o 16y PR SpiRRti St BEIR LoiRac,
codeindroridigingstringor mati on from any digital string or
data portion stored on a conputing device and/or

mMen{ ¥mbodinRge sfetht GeesediSinuaaidnhdteeigenerhtien bEhash value 456,
"cgnceal " and "cgncealing" refer to any obfuscatjo
ag

thee b it pusayPied 2P aiosef op ReRble G sHpeameldeice a4, for

' ' used herein, the terns
exéxﬁ@?%g%?%gfﬁg%%ﬂgia <|r:4§t§iut henticate", refer to,

i nt & ermbodimensy hdshivatpet456 associtpd with pbriableisefistosl management
nes e or portion of data, an verityi t he .
deyige ?’lgtlil St g’r B Ph ¥t Eégggeeg/l)gf E%Wﬁﬁtllc?/nn 39 detrrysg 470, for
ex @RI QR aNBORY Wcatidde fSfibihbC Al 4 SdbuldEhdihtod ubg icodssibyvault

password, bionetric paraneter, digital certificate,
438ode and/or digital string. In enbodinents of the

Press gﬁxbl)&%leerﬁ%si, ?a&n@lfxetr FhoRF ?f()a%rﬁﬁis%g ar}ﬁgt!?)c&axkzﬂ&erf" éﬁng the

« Net” platform program marketed by Microsoft Corporation, of Seattle, Washington.

. Alternatively, launcher module 116 comprises a U3 launching pad-manufactured by =~

the U3 Corporation of California, USA.

In alternative embodiments, launcher module 116, comprises one or more
software programs, including software modules, software components, software
libraries and/or software DLLs that, in turn, include computer instructions for the
relevant operations that operate in conjunction with user access module 118 to

provide the many services of portable session management device 114, some of which

are detailed below.
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the value is encrypted and stored on portabl e session
managenent device 114, for exanple in a device nenory
woetarages408. | n enbodi nents, hash val ue 456 aBeoaLADEM)1497
wi th portabl e session managenent device 114 is sent,
for exanple via a secure VRN connection, to a server

470Thd QftvRX& PRIgearhd oferh@vivith lue@reddcess, mbdule 91 ®aegeptionally
a secure encrypted user accessible vault 430.

|
writtel ol peserdance awitk hetbediments I 6he orprsles G, pﬂag@ oRio[other
H t t 1 n n .
ol 8 B s PRI, QRRITRY SRk B
systniseinoRidinged not lwited &y, Windows Lidiek, oobjpix sletforansU3

| aunchi n ad manufactured hy th Cor por at i of
Cal 4 R T eI Dy i & PORT UG BB DBH RSO U dRepreen
112"@‘({}Vid s %%semmp{ﬂe%sﬁowpgsogﬁo Dlig dEpldyRiBn PRI ans,

I'ncludi ng software nodu , software Conponents,

sof t war &cdesbioar Sesrabubrppted ¥aultdp4 DLLs that, in turn,

i ncl ude, conput I nstyuctians. far e rel evant

oper at i%ﬁ‘?@%ﬂeﬁﬁ‘ﬁgﬁe trage, gélﬁja‘ﬁ?]%qéljon with user

access HRAL ® ald&utOERGOMed Bebite M@hRyrys®8Yi ces of

portabl e sessi on managenent device 114, sone of which

are det Aptessitorebesnrerherfivsonike Witespeglliidper at i ve

W th user_acgces dul [ ptionally witten in

accor dagfgcgsﬁ\fotar}é%%@af ﬁem?}et](gen%ﬁ%tl %’e C, C++, C#, Java or

ot hhe REQOSASTN Be lofinPeagesns andviedewudt fon example "Secure

connection with one or nore operating systens,,
VaplicBOrtiapg sgraen hbt displays g qngningy %%?SSE?%&FMH} segpjexvault
3019' atforns. As seen in Figure ID5 in a non-limting

enbodi nent, a wi ndow 302 on screen 112 provides the

user with the follow ng options via display buttons

320'; @ccess to a Secure Encrypted Vault 304; Access to
Segyr e Storage Databank 306; Access to a Secure

ENnc ky¥ff& dadPeyiL 8edeitriyurdF;, dApROS 8 displa WRRUI® that contains

Surfing on the Internet 310; and Access to a Custoner
folders eanddieseeorgained The sqewe vault ddi §n sempyter kMYt sterage 412.

on_w_ndow, 30 e ) I " 1130
se8fp SR 213 8 st SIS TR DandiRE: G tstanddh 0% 12, o
displalyhvasR AUD oM WstloBD4s pSeable gesvimul hanagement device 114 remains

connected to computer 102.
Following successful login with portable session management device 114,
secure vault 411 is retrieved by pressing a "Retrieve" button 472, following which. the

user can modify secure vault 411 by accessing display vault 410.

Upon opting to end a given session, including allowing and/or facilitating.. . . -

expiration of authentication during a given session, the user presses a "Safely Eject
Key" button 314. After pressing button 314, all changes to display vault 410 are
encrypted to secure vault 411 on memory storage 412, remaining totally invisible to
anyone else accessing computer 102. In embodiments, secure vault 411 is defined on
memory storage 412 by physical start and end addresses.

In embodiments, File Allocation Table (FAT) files and/or New Technology
File System (NTFS) files are encrypted using a concealed encryption engine within

the device so that there is no way that the computer can find the vault data without the
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Secure vault 304, seen in Figure IE, displays a
di splay vault 410 that contains folders and files
woant7arassl in a secure vault 411 in conputer MEADAK2006/001497
storage 412. Secure vault 411 is accessible, herein
nmount ed, hence readabl e oniscreen 112, as display

dev{@d! Mihe 44t 1©That ARudIRNEb ISRt MH 6f HBSRIFGLABA AR Yeen

evice 114 remains connected to conputer 102. ]
entBiet lioni coqpster d82 sTud firdyr wmbodimend secaks vaudedkl anrd associated

managenent . device 114, secure vaylt 4 11 isc.retrieved ..
stafh g GG HFReerary | B Eonh rsnieelPRolf gL Rsion
mahAR e Heia ] PN fofeefbd! fetnalfd ot sphcel dsellYoramee st figrage 412

display vault 410. Upon opting to end a given session,

that riedludis rife sizeoof maultendl orsof thef lotheatrrpgyams deppelatadyerisptly
aut..hept idc%ti on during a given session, the user
ovepgilete dala. o ofo'y Eject Key" button 314. After
pressing button 314, all changes to display vault 410

are encrypted to secure vault 411 on nenory storage
MRC D ning totally invisible to anyone el se

acc [ i (@ 1V
N s A A T

chasenl beritle askly Bdmeked b tee ndyoeli 4#nassy backip fid¢ bnceampigrvault 430
Table (FAT) files and/or Technol o File.System

tha. gl gnly et 9‘1!?68%'}%&%0&61_ AP el ssipiot maagement

de PR | VP @mpRgi108. Sért &l 4705 B caRY] of cdnploadh aldifféreni &ty and
no way that the conputer can find the vault data

is avicedsthle thrdrebiemiloternethennegtion #6G.s that virtually no

vestige |s.left of i nf.or i in en ntﬁ:'ﬁﬁﬁ
i nt o% ngﬁ,b%q%]remfoz}_)or%ﬁﬁa ﬁﬁ?ﬁ#ag%%%% he n?‘k?(geecllﬁe res
inféattiondddd and assoaicatadt 81 Rloh adpreeidmanidreswepeat? with

encrypted upon di sconnecti on, of part abl e sessi on .
remetgagerer3Odeli wever 1470 periodicalin cBreughaih g givedp session. In

entbo{indhis '@/@R;\ﬁhﬁ ﬂ{eaggeigd'ﬂa?s ﬁg@gpécﬁﬁgﬂﬁ %{JEJ?P t 1a8&sfremote

vaul'ts 211, at’ ot her prograns do no _
databady 806, efilet yn cearaniatl 41Hethdahave ResmotlenPed ateaaktomatically

enpt e Dat aban 6 ensures th ta from secure
ba&éeg})"tp tg pqcureyya h‘{gﬁoﬂé@é“&ﬁ‘ag@ﬁ’ab 49 'e user, is backed:

up t s SEY Bbreth! Ah@Sern DRGUP rblekLtPBny SIRAR Yekdd eddying

that Is accessible only through successful |ogin of

magoetialsipion os oltomaivemagdite including ciarer vhiaj serecsilrag/or server
21%&%1};&5% ;/f%%?tfa'% Poglﬁlgy lal?ac/g} gtda re{ngufeelgﬁﬁfspll fr refnn% 1|% ote server.

I'S aCCess rough a nt er net

conmngehibedinttas, alwinésh adD nppitises tioiden Bléns & ghiearsession of all
managenent device 114 co res_information and fi

filppanseloliices inasrire xaut bH BBhatePe hadkes yp &t ?rdaée%&!ﬁsguh 411
er\fint&ryer 470. At the beginning of a following session, the user is optionally
apprised of secure vault 411 changes that were changed in the first session.

In further embodiments, the user optionally configures portable session
management device 114 to backup changes in displayed vault 410 to secure vault 411
on memory storage 412 and server 470 throughout a given session incrementally.
Incremental backup allows significantly reduced communication between computer
102 and server 470, thereby maintaining computer 102 at optimal speed.

In other embodiments, at the end of the session, portable session management

device 114 optionally queries the user whether to save changed files in secure vault
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renmote vault 430 at server 470 periodically throughout
a given session. In enbodi nents, even when the user
waasoras4sgpeci fically chosen to access renote #arabrndo01497
306, files in secure vault 411 that have been changed
are automatically backed up to secure vault 411 and/or
41 Ir RRindteval tt 43036} to Agvél Sdreeulti 41,1 drder hew Mam@e ity Sdrver 470.
refers to any storage device enployi ng magneti c,
Theolsttpicentioppreyentsravarwiidngelofilgs in seenigdianly 411 that wese present at
. . server 212 (Figure 2), located
theﬁggléﬁ{ng%gﬁgﬁsg?ﬁ%{. a renote |location; herein a renote
ser Vs .informatidnodomminid , inasewwerd 4% 32 2ojvpally estriched wse any
during a given, eSSi%P of all files and fol der
COTBRIKEHy go@agﬂ twhigh peable, sessign RARAREIEH! (TVEet Hifl F“T’? been
sucégsgﬁ{n? ly\%htintﬁlﬂn ShbddImS R VB lo ##id: sublestlPloRRY I sLOh & the
a tollfo g session, the user is optionally apprised
optafn te @ctivate \Rafiti¢ves buttam ATidymsretrieae filgsfong beaveretf0i n t he

fi iop. In f mhodi ts, th :
opt T TS LB oot D oy UBRA S el S AR o R the user i
on GRX¥AHR WhérelP BAIP 1NABERHrided AipsdticusBe uvdpisterdd Qleblttop

secure vault 411 on nenory storage 412 and server 470
compiteiliyith uespactgp \ertablesessign mardesment davice 114, dherisrgigtered

backu || ignific I ' j
co LY P UE B R 4 3PV 5P DG B cxamp
an [MéMEERIafd, BPoibeMpuittons102 at opti mal speed. In other
enbodi ments, at the end of .the session, ortfﬁLe )
sesDrERE tae SefsiaRn PoBYIE cessiam RARREERRt| 4P ViFSef H4 sontifwously
e o | r &t Key”
endifis JCUIGh SIS EUANRTIOH! IfSusch sBEM Skl Hhdlt Koy
optien\3 ha e data efthenar entTypted feml ait encptdadoforpy évkavked up to

rer%\e/tg é%qﬁll!{fet {éla?ugtt ‘ﬂ{? %@lgqeqsﬁ# gs%gﬁ%{{r %@X%g%lgltgpg#lviéfhhgﬂ své?erlyg removes

frobNERRPRE 2. COME AsdeRishés, SQVETad/Pl 1i sndobdaaad dikplay vault
retrieved on any conputer 102 to which portable

41¢ e idolnteduliem crnspgisigredi eampuier His shdlat where thgsuser lgaves an
I ed. int ' Il owi _ng.

e
but 0 redbbdithénts, eifr heudry i t@agd rddt beowes deflnctTHer example

retrieval fromserver 470 is optionally used, for
thrayethiyhet 1s iFferied froata srash.sthe HserACeEssorrefoks ¥t %%%191[ »pces
I Y i
e P o KB 2 PEb? Protecting and
restimingedl folkigrs aiddilenorespcatesrantt 48 bmmpspiterof le2cmsly be
| ocated in a hotel or at any Internet provider site,
for exanple an Internet cafe, or other |ocations.

K§¥%%aﬁgn;he session, portable session managenent device . _

~114 continuously = ) )
In embodiments, the user may use the "Secure Device Memory" 308 option to

back up to secure vault 411 and/or backup secure vault 411 to encrypted device
memory storage 408 in portable session management device 114. Data in device
memory storage 408 is not accessible to anyone who cannot successfully log onto
computer 102. Vault, files, and information from device memory storage 408,
however, are available for the user to download on any computer 102 at any location
following successful logon. If portable session management device 114 is lost or

stolen, the user does not need to worry that sensitive information has fallen into the
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encrypts data. Upon finishing a given session, the
user selects "Safely E ect Key" option 314 and data
wei0i1@r44s8 encrypted form or unencrypted form PC$/1L2006/001497
backed up to renote secure vault 430 and portable
sessi on managenent devi ce 414 safely renoves from
wron@ TRMEBT dd®2t0 lehedyPon! SbtodbIs N Gted @BBYE YAUbdrtdblel sdgtibn
associ ated di splay vault 410 are del eted from
managemgitsieviced 1donput er 102 so that when the user |eaves
an terpet.cafe, there is trace of any data. fr
¢ neOrfipllE eSS oot sireg A8 b 8P R 3ded SRR Crver
470 Ixut&ﬁam%a}lﬁmﬁ&;oﬁﬁ&d@ﬁammewﬂﬁf tHaciiser o) iarABghputer 102
a

t hrough is referred to as a crash, the user | .
follawinss spiacemant ef Josh devieg ol 14ngven aewstiyanedifed dilefeip device
I e 4: r
mefBEP 0 ShEY B05e03e A AREF SBIRAY, HEop eIEPSr cae
folls ®tigrlossvallfottalle kdssion mpidgemerit delvizedrldsh. Key Menory In
enmbodi nent s, tBe user may use thg TSeﬁgre Devi c )
Ven¥eieovai osigbleotestign gamasepetodedeql & wapyifless e user the
oprRRAAE (FREH B FGHkn B} ffmbly 498 ROGK HEL KX oK HiREhas no
intematicomnetfidn 46@ytfar ¢xanghdydwengreevasatjorstocr mgwtetdfiags not
accessi bl e to anyone who cannot successfully log onto
conmputer 102. Vault, files, and information from
CuSlSMbCCai®fey Storage 408, however, are available for
the user to downl oad on any conputer 102 at any
| oclatthe svéns thewien §as frgeitesfdevice dggin napfe I9graralsivise password
eln age 0 N
o BSaEerBRRIBLY PRE Eayrtteh ColfEbn i 3 2 B Tiblte 17

as Biaplaf@l ben wiidow BEW Aligndibetls thiel@sdrocatls Ghygietador located at
prot ocol s, noted above, on portable session managenent
Cugtewerceare {entengd?onal |y, device menory storage 408 is

dowpl : < 3 AL o€

i G REmBAt, B D P S RN lrhade 132
or devipapasswbiR codd [l D4y ogionelly sdtndenticeofiniqos tdeviey iidmtifier 414

ven .recent | di.f.ied fi.les in device, nenpry 408 na

a3 g Bl FaliCeR ey Tos PGS BOGRY F i degame.
UpBh stade8sthiy Ipividiag! idesifbtingrhahlser xepRivied RillRGeior Aevice

device 114. Moreover, portable session managenent
logitewpme 1324 micwvieyies pareworkecodhd3bppdietngtively, Casigmek Care

Celi?tg%lfgsil%eaﬁow G du%\e/f cf ergt%{r:%g%etvs? %%vﬁé Sggiipgr}a%éelx ggn%lltaég/%r device

as n8 I'nterne

pasdwbid@da 184cation to a renote village. Customer Care
Center In the event the user has forgotten devijce
| ogHnporiahle FSSI mpBageenh Leyigsr 414 iS missing, following proper

identification, a new portable session management device 114 that includes user login
pame 132 and user password code 134 is optionally issued. In embodiments, the user
then uses new portable session management device 114 to enter encrypted remote
databank 306 to retrieve files and folders from server 470 to computer 102.

In embodiments, new portable session management device 114 is optionally
provided with a replacement unique device identifier 414 and the original unique
device identifier 414 is invalidated.

In this manner, if the user lost, for example, a briefcase containing both the

portable session management device 114 and also his note pad with the login name
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code 134, the user optionally contacts Custoner Care

Center 312, seen in Figure IF, as displayed on a
woiodom4a82. Alternatively, the user calls an BOEAE1006/001497

| ocated at Custoner Care Center 312. In enbodi nents,

the user is required to przvide either device login
andNBABwWORL cOde, AL Wioukl-baSHpOster eodle doidaccest seomel Vaulilh. In

devi ce uni que device identifier 414 and/or unjque .
embasimepia) acceRs RIPSIRBAomRRres Ry tableasepiien MaRaggaept device unique

t.her,. ' _ . > l. idi

devignE e A 35 Refif Rk AR RHEGESSI i ndplchl RIS 412 and.
follbafigrefeatien 452, upnihorizetbdévies, pafssins a racorfieio hpprise the user.

Al ternatively, Cu toner,Carg CEager 312 all ows tﬁe.

(15 6T e ipcapplisec 1B WERRiTeed GETIAPIA SO B aRRIaY dovice 114

r [ t.ad . .

hasqnge}]ég ggur%%ta e 1869 g?mﬂ)ﬁér 1b3 aRE, mlf%hiﬁlbé Sidefity and time of

vice 1147 1s m ssing, foll'owm ng proper

© theiudewthofizedgfligsin. a new portabl e sessi on nanagenent

devi ce .114 that includes user .l ogin n 132 ~and~user

pasé‘ag?l&nélb’d Bﬁ‘ﬁg%rﬁéas 35? ioé’ﬁg‘il it nggf}e@g&?lﬁer CARECems 312
wh&RRRIHIRAL Sieaduf® HSEbe tdkRD, % RPN Rakthabihe tset@iutidrized

managenent device 114 to enter encrgpted renpt e

devdest wisdrike So®itherized tuspreipenctiified end/ed afigppished With Aespestiterthe
n4§§)gp gQ%%yter 102. I n enbodi nents, new portable
una §18% agenent device 114 is optionally provided
with a replacenment unique device identifier 414 and
the_origi nal, unique device identifier 414 is
Sequg biteragh Buling n this manner, if the user lost, for
exappl i %egfdnefn%ﬂé%nféﬂptd%bi% NG 402 dvd B BRF ti8eBurely surf
sessi on managenent device 114 and also his note pad
websiteh drhéhe bremetn dmeeamtsb dpasswofodlogdnge Jogin wodilaptipg for secure
i.npaoster coul d not .access, secure vault, 411. . 1n .
swGRBogOmen TEoalle COLEE g GRiTI T R st Jat gt dRogm by dfvice
whiBh"REREBBsi heMFsiRatitn Guéh SeVddkees ANl Histbrydihda Wy that the
_identification information stored in nmenory storage
infarhpatipncantad be dvippeied withewtitbpdeicean unaut hori zed
devige I pt.aj_ns re t ' :
usert el ety Roh ) the yABEThA: Iy 50y, S it
510e3aed b e Gy hedankldoiidsadeddnfophb@@eot ¢conimoudiegiionp during a
.conmputer 102 and, optionally, the identity egd,ti of
giviep SUiiing seFrinn are gntgred gutoportablgisessimananpeemeny dewice ks
t he Aanid 1@9% th Bt B hbagdhent&i& 114
addfgﬁ%%gﬁmhgggggg%ﬁ%ay gpggLen,I%%r exanpi e { ,’
refésac tihy sedcbrigoftdigital aadivhaval ged idfeymateonandidr comerunications via

aut hori zed usger is tified and/ or adnmoni shed with
o BT e o Bt SOt sah aoes.

Secure Computing Environment

Figure 2 shows an optional computing environment 200 in which portable
session management devices 114, 206, 216 and 220 are connected to computing
devices comprising laptop computer 102, desktop computers 222 and 208, and a
handheld device 218 respectively.

In embodiments, portable session management device 114, for example, is
inserted into laptop computer 102 that is connected to a server 212 via a local area

network 214 and activated by user access module 118.
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Secure Internet Surfing Portable session managenent
device 114 allows the user to securely surf websites
wonoda7e44sat ernet . I n enbodi nents, foll ow ng | ogCWIE2006/001497
opting for secure surfing 310, a specially configured
internet browser is |launchd fromthe device which
St oK @fitiGRSl§] QRskibh OEdBBUtED 308 Mnds 22 okbeisg apettabld &ession
history in a way that the information capnot be
managemertdeyiops 20 ard FHbregrssiivay, avf eemicglselyyia & locakarga pework
ore 1 ,CE:1.T, ] ' s f
24} PR 01 et ok 25 Und koAl R SBrver
212 aafdompliepn0Dr conmuni cations during a given surfing
session are entered into portabl e, sessi on manageen .
devceilh Tthegoermbaimeape mr,ta@% SR BBy AN 216 is
connfGBFt a b dg@@%@lssﬂ?&'é@n kel BbASE 518 QvIRBY i &AEMed

digita nd/ or anal ogue | nformation and/ or
to seoenil ciameonwsk 2ild. t he | nternet, chat roons, bl ogs,

d/ -mai,l. . ... S [ Envi
g s e Fefsaron PO PR SR P BARER 102232 and
204, RoWpuh sRPided Rdreexafipid QitvdrarIagenest halrerieoniputing 2R0ices
216 and 220 are connected to coqgutlng devi ces

21 & anveri methgdy anst prptaselsfor eenneging hershetyiger.dnrplutes & prior, all
nd 20 nd a handhel I.ce. r (¥
v s st ote B P PE DTS RS U RER ¥ Fiee, T many
optidk fexaimtEionibstweeadiptesicimpuied AR dpkopropoutpaterd DA ark222,
IS connected tq a_server 212 via a cal arﬁe nth?rk .
harpthgldpempyting dexie2 iy apd ssrverdésee EP%WH to those familiar with
118. Additional Iy, desktop conputers 208 and 222,
-havi ng portabl e session managenent devi ces 206 and 220

r esPadlieryed ysedaherengrihe tdrad "aonzputer! O8I refare do ey womputing
240 vi.a a

nnection 269 to i.de area.hetwork 224
de g Caeansgtion. Ceronssidied i hy tebalRuteh gprecige that
portitié beskibh bk o SARAALWRE BI4, DOG,1ABlaAd 926 SieddptivRLIR esTRBEed
device 216 is connected to a handhel d device 218, for

to exapying deviides JR3N30% 18, WA2 end/ps serwerneleh elireetldy e Migeyatious

212 via hetwor : S r.ej
nerffie e B R 2L it BROS b5hbus s ERE orbcols
cug@fiRUiveilateé oF age devedopedxanpl e server 212, and or

handhel d conputi ng, devi ces 218 and/ or net hods and

pr otbebadimsptsdsserihed; belpw.tharlametofemigte mRREysorage uses the

exzﬂﬁf.)lgr&f’ bﬁjkhp to server 470 and/or to remote vault 430 contained therein.
However, as used herein, any reference to server 470 and/or remote vault 430, refers

to any computer and/or storage available today or in the future.

As non-limiting examples, laptop computer 102, or any computing device, ..

including inter alia, computers 208, 218 and/or 222, may back up files to any one of
computers 102, 220 and 208, server 212 and/or handheld device 218 using the
presently presented protocol of portable session management device 114 or any
protocol developed in the future.

In embodiments, server 212 generates a hash value for each of portable session
management devices 114, 206, 216 and 220 based upon individual user login name
132 (Figure 1C), user password code 134 and/or portable session management device

unique device identifier 414 that are optionally stored on each of portable session
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avai | abl e net hods, devi ces and/ or protocols avail abl e
today or in the future. The many options for
woamT@cidsen bet ween | apt op conput er 102, deskt BOT/IL2006/001497
conmput ers 208 and 222, handhel d conputing device 218,
and server 212 are well knzwn to those famliar with

mahdpemeht devidds i I¥51206 231 QusRIDd0eheion in tefotestorabe asguiaesd 'with
208 refers to a conputlng devi ce having a USB
coramimacieviss |Be aihAd Seterdi 22 niior seuera . wi | | f ur t her
appreci ate that portabl e session nmanagenent devices
114, 206, 216 and 220 are optionally connected to
DegioerBetupng devi ces 102, 208, 218, 222 and/or server

2L AFIgHE DA S0 B0 et o e et BsorBcted to
set ré&ﬁwt%i @é{ffﬂoh@pgg chﬁklln?tcﬁlr aifl R RLORSE Vault" QERPhITRAL $05.

SCr | o renpte nenory storage uses
Figutee4 ehawp hese@fre yaglk umndlozw 462 vomr a 4izplay rﬂﬂ)ﬂdhatt fs)llloenmheosmg

e A205 I i 38 St SIS R 8 Vot

buﬁ&{ﬂrssana%ma%mwhﬁmcmd/b%r@war age avail abl e today
or in the future. As non-limting exanples | apt op

c onﬁatléﬁd bewin, ghe averde degale.i diskd shoese, selert] and ﬁgﬂmrw@lally
rel:%g& 0§8 g}é)&}'t eW%I’(?Soé Vel r% %J{%ﬁjﬁq/ é]&g%_a%ngrg Gpgg l:C\l/’lggeg ]15 ﬁ are
exaR06AF tﬁ@ﬁﬂéhﬁélﬂg dmw 6Ba, 21&ybsdragmbiive, fouetssonédny and/or pen.

present ed protocol of portabl e sessi,. n man genEE%, .

dev Vel pame $04 apjiopalist euBprige Y & BipHiqnn sttng fgatddentifies
valg{@ fn%ﬂg)?ter §ﬁ>’fé@% (413 L4 RE VLR SE nfasep\%? B7y afheeudeP Eé%tlonally

e sessi on managenent devices 114
ch@k6és amdt ﬁaﬂe B6% dltht Lip oonnecttidvividiu she ulety dfogeated apelt 138, for

i€ e nn G Ao RS g s Bodperraishy pf FE: Sgpaor

exdrigit "R 8Péipiaadd Belsiy.or ed on each of portabl e
sessi onmanagenment devices 114, 206, 216 and 220 and/or

in freadiox botha qierassiests theedefonli Bize ipault M@4d & eample 30

ol g LGP LB o P

inpukted Us eoxha. S[&ieeﬁtee df tvauB et04uy Bimitedy PhBdby atik tabd@g dfythe
cli.cking on an "Encrypted Vault g\ﬁug but { on 305.
operalg wskenseggntaliles ofifldsrathat ThintRibw caessnsize408i spl ay
400
opt 1o a4 ey 159 VefSnalb P S SHELIEUN fime after
credting viulbdi4 dmaltei@atve ¢nibodinents vaalt bize AdGris s¢0th heodimamic, so

cre : . . . . .
that Va\ﬂ% gl(zje 406 changes depending on various predetermined parameters including,

inter alia, the available storage space in computer storage 412, user preferences, the.. ..

user's preferences with respect to computing device 102 or server 470, and/or the
volume of files and information stored in vault 411.

The user clicks button 418 to create vault 411 or clicks button 409 to cancel
the operation and return to previous window 300. Upon pressing the "Create Vault"
button 418, user access module 118 instructs the operating system of computer 102 to
create a secure vault 411 on memory storage 412 and/or on another predefined

storage, for example remote vault 430 on server 470.
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As used herein, the words toggle, click, choose,
sel ect and grammatically related words and/ or words

waavimgs4ssmi | ar connot ations, refer to choi cespCinaL20a6/@1497

executed by the user using, inter alia, a keyboard,

nouse, touch screen, and/ @5 pen. Vault nane 404

optgeem@! yaltCANPIsi & usigle Bbifentiahdl GcSptibi @rdtbals. In a

identifies vault 4 in conputer storage 412 and/or
nonviiting Azebadimenty (e enpryptionnerotpsel corpprisss al ugCryRb §a@¥ption

schffe oy YAty T hioh uEORREF SRE PO oftfect pd ikgRigs for
encry@eion Being svelldinoiieto ititesa farhilieawithnhodrt.t he user, for

exanpl e "John" as expl ained below. In a box 406 the
user selects the default size of vault 404, for

Dri%(é‘é'{ﬁée 30 negabytes, though any other nunber

ating a given size of vault 404 may be inputted.
i n Bigure4Dshowihe cempetenscreeaudispldp 400 svitli aiwiadbvo R0y degicting

varko dEEs PRAEOTIEIS, WEO CHAEHOGUR 10 ESREREL bR modifE 178 i

stoR AR IEARO ault UNE VHESE nRBiorPRMkAge FITARAESs ViRdwi toSthé Giser on
406 any tinme after creating vault 404, In alternative

browmerodindent592, feaekampleze 2 4gplayed yault o4 designpiedris @ remgvable
disl% B%h B%/sgtl#e:ﬁl ﬁléjla*ég gfogﬁé,fg] ‘?@9 %Eerdﬁ?%‘@ééma% sP8 ¥’ BPXSStlﬁ gre also

incladi ng, rater afr a,
sho@ab kigbhser 64 @ig@isy s¢gace i n conputer storage 412,. user
preferences, the - - user's preferences wth respect

t o laomphadimgntg of theepressnt grvenuen, ayhilezppriahleyestion fanagement
I . Of {1 ' I i i il v
el M Fone o A PRy 8L PARCSM R bl and
availhble ifsr hoitagenf ARS ahd infameationt Ae lappersatcwn vawnlt4 t eisupan, the
to preYi ous 'ndO\g.S 0. Upon, pressi ngl-ttfg "Create .
usey/gpfiqnally spyssiosand iplopmatiQn i seiieg 1B & Tneipy g saving
files Bfid BREYIAL DA LE Msplay&PrRt Ry, 102 to create a
secure vault 411 on nenory storage 412 and/or on
anolthalterpativgedrbrsiimenty ofidles presentaruensioa. theniser max dreg and
4 on server. 470, Sg v ' LS
crop o2 BB iy sk VA oof 4t oy BRERHFPEH i e
vahodiFies bnd idfernenivhyItdipinyed shok 604 aenaidrgesd along with the
TrueCrypt encryption scheme by Tr ueCrygt 1FounC({*lat i on;
user' hhapivplueniday it FeHaiped b dFrsaceres FOMHISAL! apd/or in memory
Stoga:‘é%r‘q L PR, Sii&gsg%évéﬂﬁgm to those famliar with the
art. I've Setup Figure 5 shows a conputer screen
di splay 500 with a wi ndow 502 depicting various drives
on _conputer 102. Displayed vault 410 generated by

Dr 118 is stored in secure vault. 4 11 within

Wﬁ?fgﬁrékog}ﬁ,% 4 3And &5 %22 SorS RONEp1hP F00ErelSRY tPthe status.and

options associated with displayed vault 504. Displayed vault 504 is opened by default
upon launching of access module 118. Open displayed vault 504, referred to herein as
being “mounted” as secure vault 411 on memory storage 412, is available for
receiving data.

Closed displayed vault 504 unmounts vault 411 so that neither memory

storage 412 nor displayed vault 504 are viewable by the user and vault 411 cannot be

accessed.
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browser w ndow 502, for exanple as a displayed vault

504 designated as a renovabl e di sk that has been naned
wO20iTv74450y t he user. Drives 506, 508, 511, 51PCTAL2006/001497

are al so shown to the user on wi ndow 502. In

enbodi nents of the present2énvention, while portable

sessi WihdowneQE depictsde ttate 404 of displiyed otagll 502, GaripytLkitle
dlsplayed vaul t 504 renmi ns vi ewabl e_and

102,
“JohyabiaBlienlevd Wb dds esignatedaseing MewHtph o 6AMPUET storage

4li Rty ?H&e&‘i’g%‘dtl&n 30%1176" &3P s gH@d Hﬁﬁ(/? ﬁﬂ;dfﬁgf’i‘ %kx‘( in

saves file ormation Into secure vau
thicepy b hgteofF'savi ng files and pressing the button of

di spl ayed_vaul t .50 n al.teynat] enbodi nents_of the
pr eSisRlai ﬁ?@éﬂ@ﬂmaﬂi’ ﬁé O dze \[\%5@5 W&ﬂ%%ﬁ%& ¢f jeguregault
411 ML E@% Qrbat ﬁfd@ca@khg m@af&qmv aph&e gl%e 6@kt heailaBRYor use in

encrypte into secure vault 41 | es and information-
secafe mﬁuﬁpﬁl 1dy éual otheu lembbOimentss aktmnatym dapiciions @f watlh sizhd06 and

user'.s. hash val ue that i ont ai.n in u er .ac
ot et pgoas aebe ot GHBILE P BpE SHET demieon
theiﬁwcfptmay Edr éﬂﬂhlcgsbé’&at& HitHidplGUER. FrdfIROBpAnMSRY as
on a display 600 related to the status and options
freasme b &Q.cdte well knava o theselfamilisn witlpthe apj. spl ayed vaul t
504
h%le]ﬁ%ﬁ%%gi eSfOQ% b é’g&ggtﬁ{i @H%g& 1{1&'11 féer ?eceégﬁ? %ppremated
thah eﬁﬁﬂynacﬂl&ldiﬁl Wgultmnblﬁﬂ)nahﬁ dSplcwﬂeanalﬁﬁIhﬂ‘cﬁ'lﬂlaMI alongside
nmenory storage 412, is available for receiving data.
dlsﬁaﬁ%wlléﬁ@ﬂr ayed vault 504 unnounts vault 411 so that
nei {her BeMR ishOEHS Qrega]vgllél% tdfRAlsay §5ja§’ ﬂ»ufnﬁngggdmﬁﬂ%ed
vi ewabl e by the user and vault 411 cannot
vadt 664 sé chuttoni rl@oemablR2 wepiocsunt wudit 4l dﬁ)manniory storage 412,

di spl ayed. vaul t . havi ng *John
vy &Y BRIy hudf i Aeaedihud il 0 B uREE A chntigh 614
enfHIEPHELTo SbS aBplagdd vadt YU likerdbyl dnh¥uRind8mulNAL | i@ Memory
‘active" 632 and assigned a drive indication 634, in
stordgiest 18adebuftoned bepnables usey topiddye Bt dasribed A CPRRestigimeyith
{vault 411 and
drgg F.QO 18 a %Ht? @g@t %r%gle? Hszée? éc? Eelgt%%wfa% r ee space 610
stlll avallable for use in secure vault 4 11. In other
enbodi nents, alternative depictions of vault size 406
of free space 610 are optionally displayed,
for ACRRLL 780 Rrs R §LRAROWE B TRAN PRLIEHS
forAbﬁé |cg@%s l{}g?{gdsv\nth d?gpoay 622 and ore ment
prosempensat gptons A0 hfollowing selection of remote databank optlon 306.

Se

In embodiments, when the user selects the option of accessing secure databank

306, window 702 presents selection menu 701, Selection menu 701 allows the user to

choose folders to be backed up 704. As used herein, the term "folder" refers to any
created storage component that comprises any created data, individual files, multiple
files, individual folders: and/or multiples folders. Menu 701 additionally presents the
user with choosing folders to restore 706, and viewing activity of folders 708.
Additionally, the user optionally toggles a "Backup" button 710 to see backup
information 711. In embodiments, a backup information section of the display 711

includes, inter alia, a backup utilization count 712, a field stating the current
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free space 610, are well known to those famliar wth
the art. Wiile displayed vault 504 is represented
weimglog44s8t wil | be readily appreciated that nRAY/IL2006/001497
additional vaults are optionally depicted in a simlar
manner al ongsi de di spl ayed2vault 504. A nunber of
opedatidnORnLpRfRrRAIME] h abine dfehd Bitedisd!inSwhidls thedrelaagtle is
di spl ayed vault 504. A button 612 enabl es user to
locm@uﬁlé,\aa@ pmame P e filsbsing backadampeorsestored/dB. whi | e

di spl [ 3 | iS.

BRI AP i, 2 ntEN n el n rspone
thedisaieRygnly Cavbde Fdders 70 rwndounsiumbiidgs theulser #ith folders to

menory storage 412. A putton 616 enabl es uyser to add
chapg fikom, des e¥apRlg: %@%&ﬁq BAIGRPRY FfF’%Ell 8 ﬁ’lrsﬁa%‘free %18
: n b I .
ne 3, 81918800k 5,48g 481030 oM e conol

of partaitesesddd mhbdgemenstdeide Idd. menu presenting user
optjons 701 .fol] owing sel ection renpt e dat abank
opt TBh s @PPTALLU R & Mol oor (L SBrk 08 B8 pplg My
MRR! 803 MY TG &R 806 FOCHcRuS! AT 808, foldeRsigud £RL06 are
presents selection nmenu 701. Sel ection nmenu 701 all ows

highlighted end 2 storige symniasy 8% i presepiedbdiokass supegy 80%\gptionally

used.herein, the term: er' s: ta.
R S e e R A e
thel diglbust @8 atorddel @ed, iMuthisi gXampld O @égabiyted) ariddthalanicindef storage

and/or, multiples folders. Menu 701 additionally
reppipeindhis gramrle 2 gigatyteshoosi ng fol ders to restore

706, and viewing activity of folders 708.

Additionally, the user optionally toggles a "Backup”
Babluigt on 710 to see backup information 711. In

enbqdi nent s, kup inf.or i on.sectio t s
i i ey e s ein g pUbISEE e 870 e oo g
ex&RMBL as’ 129294 flliRJugiet pdrl B@ohdl€isC BpfiGRHIgPBFeRérten B eihdJuser.
d;‘)jgrforrnapl 714, a name of the directory in which the
Additlosaheptichs [ieclhde, |for exasepld, 16, ClaidAll (ﬁ%{m@e%ﬁvuﬁtﬁ% 8424 & "Save
bei ng.bhack up JOor nkest@r Lour
oogfesi® BIRGHEPH iBGR (ERE IRl ¥, Ml cEndels 18D Bnd soturns
usérQo Wigdows 802 Geheet7h.ng Choose Fol ders 704. W ndow 802

provides the user with faolders to Ig se flrorr];l fdor
exafion selestiqmands ereritam, olders S0 apg 30p cer agy@ther data selected
byt GEEL ra)f? tsfoggd & %ghg)%gét' it 408 af8MPRoRl VauliCh P Efher as
e 4 t hat of

for exanp an are under the control
enrypted bk eneesgited filmnhganentimdets, the optidn toTharkug encrypted files

opti onal sel ects,.qne or nmore folders to work on, for
or @B%‘}?Hpge%lewgadﬁ% 3AY OWIWF}W‘?H l@é{hg 3% or backup.
UPQ'Foﬁ@JVﬁfgtét(ﬁﬁge,erét&%ﬁ& 8P1b1adrs 869 Gnd@bHL806 to computer 102 will

only be allowed via use of portable session management device 114 after

authentication, as described above.

In emergencies, the user has the option to notify Customer Care Center 312
and request that data from backup 810 be made available for downloading to
computer 102, without using portable session management device 114. Such
emergency backups become extremely valuable when, for example, there is a

computing error on computer 102 that makes it impossible to login with device 114.
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hi ghl i ghted and a storage summary 808 is presented.
St orage sunmary 808 optionally provides information on
woheo7amoisst of storage available, in this exanpCe®122006/001497
gi gabytes, the anount of storage used, in this exanple
O gi gabytes, and the anmounts of storage remaining, in
RedidieS exanpl e 2 gi gabytes. Backup A backup speed 810
~ herein designated as upload speed 810 and shown

t hi 4 displayp?® @égure 9) sl Momdave 80D & whishoier hassﬁelected the
, al,| nted to the user. Additional options
IGFE’ Eﬂ (%@B Zégnple " ear AU Choi ces" but?on 812,

a §3¢Vlﬁd@0 309 @ﬁow&lstth@ﬁseﬁ th e dpon (asetet Whinbt foliers are to
817, which cancels actions and returns user to

be matprqdHitgrservey 47Qfon examle v Rersonabioldes 209 Iélrﬁmhomﬂa@%‘% the
use? 95 st BARnao o6y o%lﬂ rthﬁdfgi‘sttz)f%ﬁ&ﬁmeﬂ%lw inl fofieH @@F tIn the

e stored in Corrp renote vau
exaeﬂrﬁ@e ghde rthaas@ 113 yﬂéﬁdd dor neserationpt dide f8drgd.mp3i 930, a file

W EMbodi ment s, " kup encrypted files or
S%ﬂéﬁ%@yé’?%&n@?l %%gurggafﬁ 3?{1 is an option chosen by
therys g§er h Lé?é’ﬁtg‘g e 1%9&10&' ofd Rf @dﬁcﬁnﬁl% 9@@' 973@ 5fmd 934

804 and/or 806 to conputer 102 w

willibe nesteredf fpoetaiple GY3eiuorentsaand §némgs\£évn\Mﬁ liqmnnents on
ation, as..d scrl bed above.

f h
meBiEY GRG0, o S BTG TR S Bl b el HgHE guitabe path in

boCUAROTEY eleahfleCRAIGRE vl 4310 ohegdiest 470 aAltéiﬁh@vefly,the user
backup 810 be nmade avail abl e for down] oadi

ng t
optéanay tageesg@ browpar o SﬁOﬁgF S Abped breyspgpRntil ﬂndmg target

nt device 114. Such emergency backups becone
km%@@?gﬁng val uabl e when, for exanple, there is a

COﬁDIlizbbh Bele€tingod "Rastarenputtoer 9 1K) Zilds 280, Ak esd 934 are restored to
npossji ble to | ogin h device 114. Restore
(o OPRPBIE. ) BHEIEL dhOSRIGH S | GANGEY CHIDR 9P Ratitim to
“nﬁﬁk@ﬁ%féz%ﬂg7)Restore Files" option 706. A wi ndow 904
e

provi e User with the option to select which
folders are to be restored from server 470, for

A_gm%rsonal fol der 905. In enbodi ments, the

£ £8V8hown a wi ndow 906 showing the |ist of
encny@ssidy 10O® eFibire f10) dedwHO Hvinddw 1068 amamlvﬁies Reser with
t he user ¥1as selected for restoration: a fil

opmg(;;ng)jlomp@ selgefiongtof View “ssayd. %g'ltyggé)SaMcgurgl geiivity 708
dlﬁp g;'hltﬁg)n étich tasqs% teEh\gF}%flstgés bg@ﬁ,ﬁb %?Z?é:s{o?e %8%1%{191%1 of storage

devices, including memory storage 412 and server 470.

The user selects a drop down report menu window 1002 that displays storage

devices for example, shows information on a group of storage devices. titled "PC- . -

M_Room", including server 212, memory storage 412 of computer 102 and server
470. The user then clicks the device 212, 412, or 470 about which a detailed activity
report 1004 will be displayed.

The selection of PC-M_Room in window 1002 is shown as display 1006.
Optionally the user selects a time frame of activity 1006 for PC-M Room 1002, which
in this example is shown as “from 9/4/2006 until 9/14/2006”.

Following user input of account activity and preferences noted above, the user

chooses “View detailed activity" display 1004 which provides a window 1014
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will be restored, for exanple C \Docunents and

Settings\John\My Docunents on nenory storage 412. The
wager7/ak4sgr nat i vel y manual |y enters anot her suPCamlLm06/001497

path in box 918, for exanple renote vault 430 on

server 470. Alternatively,2% he user optionally
shoW&ZES FARInD] QWEMle SphdiinN4dalParhbhd W StoPdgeaPabenlsedt 026 and an

until finding target |ocation 918. Upon sel ecting a
amovRe of gpwpe ppace shill 9v@lable 1028. 930, 932 and 934 are

restored . fo t ' : [ vel Y. s :

usar b TP RhadfiBbisal e Bios Gl hieRRbl 4B by Rindow
lOSZgifoﬁﬁéQﬂhléﬁls@ wit\eI0attit/itids erfoinyedfbydospodiathe 104pe devices in
. (Figure 10) shows a w_ndow 1808 t hat _proyi de é&e user
winglpwh! 0+ 06 BxaniRle SepTTty Os el Abeqvares i Gt odd

actd Vity. t. act iyt j

S fesgribtn, SRRRNE JnF 4 ol il oF Relihg howrs, 1032, 2
nundee raft bronsingf hatrol 6y adewmbasefl files|addedd M@ ramdya number of

st 2 and server 470. The user selects a drop
delq}g%?q%383§1 menu wi ndow 1002 that displays storage

devi g&fiohAly, Q¥R C1053NWSys BEOTJTBklcd Mdaed a084,08iRe @ files
storage devices titled "PCM_ Roonf, including server

delgte® 104 amt size pbfitegacstired 305G didstitienallyowingdpy Kdpphews a file

470, h Li gk devi 1 0
st s B aebided BhEAR O R B B Bl 0o
or 4l &Y SIPCTVIERSGNE0D2 €t thd timEidnRabowhin wethaigwlishld21006.

is shown as display 1006. Optionally the user sel ect
a tinntherexampleoshoxey ithe file typersinchide ocwmegfs h0ghophotos To2,

Vidg@'l%%ioglgg@il 8??@:{%& h?e OMbHERS "from 9/4/2006 unti |

OW Nng user I nput’ of account activity
and preferences noted above, the user chooses "View

detail ed acti " di splay 1004 which provides a
Flogichartsphigavies & L maxi mal st orage space 1024, an

Aoy N Q¢ hast 1$PReE e PSR s aBEira o girakd bubntication

storag% spacgsti [ aglglg ablg 1028. I n accordance with

perfirbdibysnodnlof 1§, starimaeienta stagee00ol a emngefianstagp 1102, the

wi_ndow 10 rovides the er Wih. th L Vi
ushaieS inban Pt itickdal iisct! bl Gulilil i Bip netvork
stadddQ3 04 f QbcesX afipdile SIERV @éterhfides Grhettleh Al@ive@RB tdhnection was
C- M Room 1002. Such description includes, inter alia,

estgblisheebotwisen carapiey2rindservens?- a nunber of browsi ng

2]9 u%f&é?ibﬁ@eﬁ rgzgg%;%)%e&io'n,e et e D d 3% 10?2 aQivaHBR &fage

1106 wherein all applications become active. In a login stage 1108 the user logs in by
providing display login name 162 and display password code 164 (Figure 1C) and in a
device communication stage 1110, access module 118 communicates this input with .-
server 470, along with unique device identifier 414.

Server 470 performs a look up of user login name 162; user password code
164 and unique device identifier 414 and determines if the user login is authentic.
Upon authentication in stage 1110, a toolbar 1112 is displayed. Toolbar 1112 is
shown in Figure 3 as window 302.

In embodiments, if there is no connection to server 470 or a VPN connection
is not present, access module 118 informs the user that connection must be made to

continue operation. The user is referred to an offline stage 1114 that, with proper
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Addi tional ly, w ndow 1054 shows size of files added

1044, size of files deleted 1048 and size of files
woesi7oreds 1050. Additionally, wi ndow 1010 showeC&I1£10h&001497

summary of the file types stored or handl ed, for

exanpl e by, for exanple, sedver 470, or all devices in
inpRSolF fAeanetd802116ws cohgectionBof Jeaiile sdudA1] rondkt T tu¥er may

di splay 1006. In the exanmpl e shown the file types
additionallyoptiosisn perfopes! mpihl@glwtageéi vi deos 1064,

g \S;Ih%: a }%(2 ! gl{& 1(1)5%% g&t;h'entﬁda Sn ¢ ;gegﬁ)tn}lgcﬁ %X fg%&%i‘&g ﬁgérsin t 1og1n

nas8d3dse secinpet hsmglpassmddamtlb a3t wiah iinformpatidm smsmd bxy portable
nodul e 118, starting froma stage 1100. In a

S“%@Hﬁ@%?%%ﬂmgﬁﬁﬁéelh 2, the user plugs portable session
Mg ey & Adkdsd RoyieAT Uh@iichdO2 filk rw@cu@%wr&m to
stage 1104, access nodule 118 determ nes whet her "a

loakefommhm@e o delidesn fovascasgpl a My sPietirdst 1806 eandc'Bvip dvlasic” 804,

erver 470. Wth net connecti g .
vignee RLdpREH S detraint vk HRERo i SIgaty SRR ERy via
medhdni@RPLuch at MOR8oWESANR M&kigédoxtd) a | ogin stage 1108

the user logs in by providing display |ogin name 162
and di splay password code 164 (Figure 1C) and in a
Vi ni cati on stage 1110, access nodule 118
Ending 2 Sestid es this input \?vith server 470, along with
uni gue fibexcha® pottimt 12‘00e(rF1gti1412}$ejegianingmit1parjﬁmtm 802, the

| ook up of user |ogin nane 16 yuser pa rd code
uS%rmoeﬁ@ﬂa@feaw@wééaaed@% Prep chqosing i %@ ?nuﬁ%rsprpFeegiﬁéo a

n
st S e HEIbAS, B SIS SR s BB
stagh o2 avcédisguoduld 148 ensochowhai02ll dat entmdnmefns‘csrageMlZ are
here .is ,no connection to, server 0 .
GG (T OP So COBIERR 10 SU¥gs ST Miscanfiiehy B gydovice
rethb®al Usife 198E a6QBHEREIUA 1T8 SEnRGUMPABtal & GRAL péttidle session
operation. The user is referred to an offline stage
mapagemerkidevicod Hhsafel pempygsdton copantanktleans the paspipg 1s closed.
Conlrllf ﬁlt IL?SH ge?ec%f &)?5(:ec]e¥saé[' lsgcuf‘él' %a\ﬁp lsté%e TB@S lﬁfﬁ% r Y ex1t stage

additrona I'n stag

1208, 1 ceds m@lugd Blgii‘aclzés’b8s SES:&fe cﬁB{ﬂhlﬁdtVanhtSIOé s IdSsqnﬁ)etﬁ ibe]nsadand

by nmat.chi.ng user_input %I n nane 132 and i nput user
Pr‘ﬁf%@i/\)ﬂﬁél%&éni%hov\}lﬁlﬁuﬁeﬂfor mati on stored on portable

Ses§f gy \E%P ?&@H?% U ﬁ&n&té‘hatal Barft I%E A6E rdrlSAnpi€hin server

access no l"aunc | e watcher programto
470poka fstage dRaRgasessombdild erl§, procaeds t@aglectionyy 1 Hidcdescbed in

Figlgrg 1%” ﬂ” theWserMéﬁéoCses 121;(9{4% access the remote databank in server 470, access

module 118 proceeds through a junction 1216 and the user_is returned to a junction.

1128 of Figure 11.

Creation and Management of Vaults

A flowchart portion 1300 (Figure 13) shows management of secure vault 411.
In a determination stage 1302 access module 118 determines whether there are secure
vaults 411 previously defined and present on computer 102 and displays secure vault

icon 504 seen in Figure 5. If no secure vaults 411 were previously created, in a
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(Figure 8) Information regardi ng such changes is
preferably communi cated via nechani sns such as W ndows
wetai7us44sessage boxes. Ending a Session In a fPowthang/001497
portion 1200 (Figure 12), beginning with a junction
1202, the user proceeds tos@an exit stage 1204. Upon

500
GIESRLPLI0I ! WP AR 2085 il

scr@lnel@@eéﬂ1gutm4)an unnounti ng stage 1222 access modul e 118

d
ittt it e aR AR ek oRia9 Tty Bphh 94 apg vour
s1z@4(¥@ﬁ®i§lﬁ§ tpghd i BagdeB08 dishREY aaulssmﬁlglﬁa 4) RGBEWS.

118 unnmounts data so that port e session
rranlﬁgérﬁéaﬂe 2 vampuated spary veplihld sis favailghde Aprumepntigpon

nu el f& 4 gsrﬁ lﬂltlh%u tgg ﬁ?a geééﬂggﬁ %??1 és:ﬁ{ Eﬁ{ea eag(llg td1sp1ayed

€ss’a Secure v rat
ascﬁﬁpa@;%dk%ﬁﬁ50&ccess nmodul e 118 accesses secure

V1 et Siagscl | grfeaze 5 b om0l Doy ) (UHre Gofsbpn o
thefc}%?@ g\ﬁ:%gs} 01{1855% 9 1835Aitd %r?slélekﬁ G tPle %ﬁ{er&lxl?}nmeeuéef‘ in a stage

In a stage , access nodul €
1310k Ghe edslable salectionst dro shabd@ilid adésechiabigeriion H(@L(ngu1€614)l f

e ISGE PRI 4 SESE3R AT SRR

AcbééE‘ %{ddﬁfé 131610883 hnl B GREY SpenBeblird8Aukt @12 ih UngdedM04 and
of Figure 11. Creation and Managenent of Vaults A

rettlirhS)\m tamatiop ol k2800l E@@ LFi Bupkeradjvespivhedimgntzg émstage d04

secur u a_d e
RIS 450t B BB P PR R e
dexﬂc&ﬂlm&e&h&bﬁlﬂorﬂeéﬂnpaérmm present on conputer 102

and_di spl ays secure vault icon 504 seen gure
T JoA sees éo@a%ﬂeﬁ%m@iqlevléﬁéieﬁﬁn@meéagﬁv Re2 Se%?lecr ‘secure

va@ggﬁ ool 2k B sh 34 FE0s ayaellN} ﬁma&l% [ABY3ERifke0 YRithRkcure

ay create ault screen gure
vadt 4Hutht wearliasgaleatd dor enipe ahd @Jﬁocteh@ nogesta@wtﬁwf\%gurt 15

na nd vault siz U.re 4 sta
(opaar 0BT et st abie [ ferpdbiags poeBRGmiEfh SERE Sau
41 '15 1s8Rn b3 Q4. HEHIRINAH 43 GLHA o‘IS@h” ih a4label 1S 0¢‘é§éés§¥ﬂo@ule 118
for ‘mounting on conputer 102, in a mounting sta

il et s oY paties ik v oot &1 iayedhepsicate that
enfARLRL A P 130 B R ABEAG RS L finnme
132 and dev1ce password code 134 on portable session management device 114
plugged into computer 102.
~ Alternatively, when a network connection is not available, the authentication
described above is performed on portable session management device 114. If the
lookup is successful, in a stage 1506 access module 118 opens and mounts selected
secure vault 411 and displays displayed vault 504 on display 502 (Figure 5).
Portable session management device 114 provides the hash value associated
with secure vault 411 as well as for mounting secure vault 411 that is available to the
user. Optionally, in a stage 1510 the content of secure vault 411 is displayed to the

USser.
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the user. Access nodule 118 awaits a selection to be
entered by the user in a stage 1314. The avail able
weebwmrisasas are shown in a flowhart portion 1200/1L2006/001497
(Figure 14). In an exit stage 1402 the user selects to
exit secure vault options 83bol bar 304. Access nodul e
118nGd 95RS] 489 cheekss Midules 1 Kpduteratinasri€ theausbt hab stlecied t@close

stage 1404 and returns to junction 1ﬁ ?(I Fi guris, él.
secis At i had iesce o et 0 Accrsipage Thpeatbls whighgraure
vaui’tlég'l 1ok n(ﬁ)lrl‘?&?ﬁxe%"ﬂ ths u8Gthad 'f?l%&h’&‘ tf&dclblﬁltr% EJ%CFgfoEé\Qis Qo Figure

essi ot management devi ce I's renoved from conputer
15.182a slape 4532 adeFigd@6] A dicssdeterodedde wheBerd displagrech evgult 504 is

t he use s sel ected_secure lt.4 .11 to open. and.,i :
ey ofeieh, 6 Qagfaved i ctios EloRed il 3 #oPesefnt Pesiilds of
FigaRCly e vault 411 the user has sel ected for opening and

proceeds to a stage 1502 of Figure 15 (fl owchart 1500)

wheAberaatiedy ifrocturevauigt deis @pen.rie showve i 8pwekare & Uh(Figure

secyre lt.4 .11 is open.or not.. |f - vaylt 4
15} “Hgt 13Ebinnichies tng B k8 polBhtisc o ES B elp adkdnst

ideptiiEioh o dlottablR&e4S& maNageaichpdewittgl Bl Tnalktdgp 1506, using the
server 470 to authentjicate that en%fagg_user | ogi n
hashaypbue) sgcusn s 41 1 puslovrst ands Berou rcagael beoagestsed or
I.Ce ode 134 on portable
S“%%&EP%%%ﬁgﬂgagﬁéﬁS(ggﬁﬁgéﬁ%?ﬂgblugged i nto conputer
102In Bhitweridatn ¥ ety vaulh ereadomsbgold 2cocese atddole 118 determines
..available, the authentication described above.i ]
if thRp§cs ABHIGSHAIOITEAN B NEWSESWR Yﬁlﬁhégle A S gt Eansfereed to
a oo Q31 O Rt UG GSH 141UMcBeS AR 906 dRREARNSS if the
nodul e 118 op%ns and nounts sel ected secure vault 4 11
usartos delepledyts ddletp hayedcws aultzd and disoplimy e 1416 access

Fi gur.e,5).. Portabl e sessi nagenent, devi.ce .
moplsoh Baetines Rt e SRt 201 MRTBG R e kbl
11 aptivedlly, 85 afstipe MAUB tthdses €€ tiqRIrv@ W torfirilhik Raith tsdelete

_availabl e to the user. tionally, in a st%Pe 1510 ¢ he .
displswied eulb 0% ebuipentisatipr of the yssr & Hisnapefarpest phis described in

. . . C
osPRfliol B Bbed8p 1O RigRRCRS Y M e MhRoARARA AR Sechfc vaul
418 ¢ deldtecbarsl @gaoll I&uaedas 8 jumtioh 3 18 8f Fideret 1i3f i es whi ch
secure vault 4 11 or portion thereof, the user has
sel ected for closure and proceeds to Figure 15. In a
1&&&%&%d¥ﬁ&%g@f Figure 15 it is determ ned whether
rsplrayed vault 504 is already closed. If displayed
vaulFigus®416 s 22Bosledy batiey atderestopsvflowchartssthab axst exgeuted by
12 of dFi qﬁge 13. Alternatively, if secure vault 411 is
aces5emodueidRown in f1owchart 1500 (Figure
A flowchart portion 1600 (Figure 16) shows a stage 1602 authenticates the

4user as in stage 1514 of Figure 15. In a loading stage 1604 the user backup

configuration records are loaded. The backup configuration records include the user-
defined parameters including the list of files and folders the user wishes to back up. In
a stage 1606 it is determined whether computer 102 and portable session management
device 114 are properly matched.

In embodiments there are multiple computing devices 102 and/or memory
storage devices 412, associated with portable session management device 114, as seen

in Figure 2. In embodiments, computer 102 into which portable session management
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15), a stage 1514 authenticates the user by conparison
of input identification against identification on
woani7ank4s8 sessi on managenment device 114. In a BCagE2006/001497
1516, using the hash value, secure vault 411 is cl osed
and unnmounted and it cannos3 be accessed or seen by the

devik®eT 1495 pRidseH id'@&fired of pEifiAPHE@hpde2102 for bagutg add secufe. In
a new vault creation stage 1412 access nmodul e 118

accgestanearivith $his fembiedirnend s prifaary scompues d 02 ind ritsaassociaterdb gpemory

secyre v t._4 control is transferred to a
Stoﬁagﬁ g?‘ﬁ%"ﬁ %11% f6° %h%]dﬁfaglﬁlgtrsg&?[gf' In a stage 1414 access

modil £fldvkhaepetion N80 (Higirbd 8))sler udeadefmisadiridnilaomputing

del ete new secure vault 411 and if so, in a sta%e 14%@
deviges @ad stogras devices forchagk up i2Bd IGHATE BraSsdyrs 4 hagiup ftagg 1502

is lgl?iglggﬁ?g ngtﬁlﬁlgﬂsgxcﬁlﬁgt 196 \gﬁhﬁg&gé}s a@?é @ﬁ@kﬁbﬁfd oh 'Eoﬁitputer

user“iIs required to confirmhis wsh to
102 eTlet wsediis phayea display of @dmotaudatebatk G861 @iguoé 3).nEha slagsen
s then perfar s I s descri in association with
foldgrs gre ﬂ'i%b%torﬁa Hﬁgﬂﬁﬁ%cai@: on TR gﬁgs er is authenticated,
thep, gegidcBoy gk TBOLL theS usle! el RMErE ot b&kup Sor exits the
returned to a junction 1318 of Figure 13. Backup and
displayrimgetaie B8 sat1ghich 2ip® ehangestadha flders liseare spyed in a save

fl harts th r Xec AGCE nmodul e 118. A
stager g%\l\?hg‘rjfm‘btbqnta]i%g% O%geb%mﬁ gé %3?@1\/ 1%@@@%% a stage 1602
aut {rané L6RIIRS ndtR1d¢8 &Y exaiSinl kit Sitaag € 808, lAd@érnfhgionestaps. 1814

. In a | oadi n.% st ajge 1604 the user backup c%nf,i guratiqgn
is highlightrd andeil adaliien waspBegsyhagkedoynta Favesh/gin pdeypyd stage

s YAy Shds e Pocameictn | LB e e
awsttiagesdGAfititd ldop toek dronghetie shgt tbflowdmpuiisé. 102 and

portabl e .session managenent deyj.ce.l1l4 ar r r

D 05 e AR Nl TS s R EIRTH Yo v
predftisBaRort@ Anand{darioRs JREY 18508 46le618Y f6186r id hdded to the list of

assoCiated with portabl e session nmanagenent device

folddarg fordwckeen in Figure 2. In enbodi nents, conputer 102

i nt i.ch rt.abl. ession e hC '

ol uBse RS (iUl R e YRABHSHRR: 1L Rt 1of romote
daRBshkSHIBUK Rlispldyed cmarialan @ecess btagd M1 swbsdnoadule 118 awaits the
pri rraré conputer 102 and its associ ated nenory st orﬁ})gre
usefs\seleson fronpa dist RE opldensy I the useraggdects 19 &Ik pesarpalpplbar for
reR Qe dPibad® %@6.(15' QAJ%)%& Js@[ge 1%, gl%ﬁ_rind?f%o@@%o%détﬁgeo &6 the

comput1 ng devi ces and storage devices for back up and
ac¢aamt tokbap b eandlate elatabanlb3kisplatdged 4 $0Rtios 1128 of Figure 11 is

.highlighted, awaiting user input as to which fol ders
mg‘rl‘%n g encrypted on conputer

If the user selects folders for back up in a backup stage 1618 then a junction

1824 (Figure 18) is highlighted and user input is awaited.

If the user selects a restore folders stage 1620 then a junction 1902 is
highlighted awaiting input (Figure 19).

If no folders are chosen, a junction “I” 1702 is highlighted (Figure 17) in
flowchart portion 1700, awaiting user input. If a backup “on” determination 1714 is
made, the user goes to a toggle stage 1724 and toggles button 710 (Figure 7) to “off.
A shutdown stage 1734 sends a signal to junction “F1” in Figure 16 to shut down the

backup process.
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102. The user is shown a display of renote databank
306 (Figure 8). The chosen folders are then stored in
woiben7sgat ed on server 470. In a sel ecti on sPEGAEL2006/001497
1806, the user selects folders for backup or exits the
display in a stage 1808, at4which tinme changes to the

f ol dRESatived 195 %a&él‘ée@fﬂ’"ﬂe&nﬁﬁl‘éﬁoﬁqmls% th® user goes to a
junction 16 ure 16 is then hl?h|l hfed. 1f the

toggkaes’tagh wnﬁowcls@iggbs opxilf (Figuexi} ta 1eem, bagkup stage

term nati.qQn. st « dif a

ciane et s ELAgE EE il it 1 b 39%?‘8
r errw@hseﬂsa@mrﬂ&ﬂ@ ﬂdmaﬂllse@dyo@ghﬁ@tmpldoelxﬁar bdckup shut
renmoved and a {unctlon 1820 is highlighted awaitin

dows er bhelpwptresdy foobReimb akk therissuBrocese 1@ wslémsfda?w m%a?&bar
16f(ﬁgé)n%flsﬁ t\f?&é&%ﬁﬁ?}éﬁ/ n pebfolfhfe 8 tlb e%glj'%ﬁu

er sel ec s not pre ous y sto
addBtlectivh dftragereptian 1620 brigacheuset of phactiors] Waddd ﬂo@vchart

the |list of fol f backup.. Ref b t )
poriogu19001@ ey 90t b EuBePIar SHES 1600, e gt B orsrs P ppigue
idlahahank 230 Fea'di Fgﬁl | aiede@ifbatitn @éfef%cfbeﬁﬁ:s $hadfe k&ked on

access nodu walts the user's selection froma
compstingdevages othes thahfcotipaten $&2- selects to exit account

t ool bar for t e dat abank 306. anelt stda QH d
¢ hert ¢ fser aniggaerREns Cagecoring eV ibe 6, v 1S fgtiogan
thd SORuE ﬂé‘ﬁtﬁh}%ﬂlsn 3@ 6stbiBd ChiD Poetalile Usedsibhi NBANARBmEAR evite 114

Figure 1 1 is highlighted. If the user selects folders
asfogratedawikh rematevanibd®up st age 1618 then a junction

182% Ehg{)l%% fs‘lae}gésl)%BsdlgBl lfog{s«} éindaﬁgas l{ﬁﬁrar %ﬂablesfor restore

e usef a restore fo ers st age
froh® 2QvérEgo a3 sj:ddﬂmtlhgﬁrewﬁ?a ckodsé @ifltlelgsm@dl 998amictdss glodule 118

avjolhBhar Splecdon affbichaolEGHNHEbEP EFiogu S Aot Yage 1910 itis
de%lrﬁ}iﬁ%ﬁ %\;htethgp c}{etlﬁgr ﬂa%qgade%"@letcﬁ&gtolé&tr the ﬁﬁﬁiay ofFiglre 9 and if

ermnation 1714 1s nade, e user goes
sogmcaond)g@ﬂ ef&ga@el&l?hlghaghtwoggl es button 710 (Figure

of f hut down st 34 d ' .
j un(t!{l IaoﬁageFll@l%s ht 18 %ﬁ %g Wgéﬁmfh%glgﬁ ht%%zﬁ%iggi sd18tion to
reﬂglgqgﬁérs@nﬂqn&ﬁfrbﬂ@ek’ver U0 dhivacdse! @sso@i%feddﬁiﬂewﬁlplﬁéﬂ 1302 and

6 is made, the user goes to a tog%l e stage 1716 and
pw@@gwwwmemot deviigput - ¥ sop gptigrlly Al get isier 14 the

usi%a?)%s%seég rt]asr éca%oﬁ_l%e afl&gl{efr?) \%Vféﬁ@frfté éa%%eecgéd fo'lc%la[ré: bd fe§ are to
belkB&bretthr ough junction 1608 with backup shut

In a selection folder stage 1916 if selection of folders has taken place, display
folders 1918 displays the files related to the folders (Figure 9). In a file selection stage. -
1920, if files have been selected, in an add files stage 1922, files are added by the user
to the restore list. Restore list 1922 contains the list of files to be restored during the
next restore operation.

A flowchart portion 2000 (Figure 20) shows a start stage 2002 where the
restore procedure is started. Start stage 2002 initiates a loop that stores each file until
the restore list on list stage 1922 is empty.

In a stage 2004 the name and other parameters of a first file to be restored are

read from server 470. The first file is divided into small parcels, for example at least
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down or backup ready to begin and the user proceeds to
openi ng data bank tool bar 1610 and is provided wth
wOopbi7ox4438r f or mance stage 1612, awaiting user PAPAL2006/001497
Sel ection of restore option 1620 brings the user to
junction 1902 of a flowchaBs portion 1900 (Figure 19).

abdud 63 BytePiraYiz6 taadendIPddt Wih [the hadf viled deosiaRddvitnipatigble
identifications, are read. Unique file identification

sespiopanapagementideyice Akt are stored on conputing devices

Ot el 3530c GOBRHER! o7 byIC S Shie ARHON b 2RI 8B 1 to
eac%‘ own t ?Pan?? ?ﬁé

conputin evi ce Icati o
65,585 qwes | Theerdoicfyiptal pancrels are $he<mmdt torcopq;ut@bb@ ag®Bsd @Ive stage
20@ ema t dewge 114 associated with renote vaul t

& PAICGISHT 3AY°d CRYMABOE SHIregH folders and files
t hatn %rﬁag%V@@ﬂOaQ|fﬁe i rcoﬁs@ﬁ'éféﬂefr&ﬁotﬁb ?%Ré?sr tat Qerfed SBRRgh

in Figure 9. In a choose fol der stag access
computat ¢02.18 astage 201ksthe fde Ile dcqryjpte@fusmglthm héshl vdwesassnclated

willrofBhlereie o Smaserint degst 118 A iR0a0 et dhs frstope list is
em@tv tthd REktdils R @ thEilBY iserefd aRd thd pReds WastMRR ad @& ribed
Figure 16 is highlighted. In a stage 1912 it is

ab@@t erm ned whet her the user has nmade a selection to

resypl og ngﬁ%{iﬁ: v@l{b‘ﬁ éeolu%svl%gtoan d?J éﬁ%neé@s WUCH 2fwohart

assocCl ate uter 1€ Session

pomnagemﬂtguﬁfyl)ge fil& wﬁtchér ét@gehl)ml 9 raahwlyed that @tbmatgany or
stage 1914 the user chooses the target ocat| on an
Serpa@lrgsoméﬂwl#ﬁ/chaqkﬁ 105 N Chanrges Jp Jibe scapfent jaf eseeeevatyf fbl as

selE& &e [g{' g uslS#1 T?lo.fﬁer < Lﬁlﬂ)u@ gtcg%gs hadsm tgg & dffﬁl? r glrdgrs to

lon o as t ace i spla
wammdd)asbﬂlmysstoﬂage fri $ezeer gD anteenbatl dn stage 2602 eané clidsiggutoethe

In a fi.le sel ect t , It files have .
I Nt of aff FieSaficaiiies ip b dfig it 29bsestyrpy EGE apaeiencda? s
ded¥ivhieg wieBsedule VARt 485k GloSed. | St Restore |ist 1922
contains the list of files to be restored during the

nexin p&dipspEoR plaga] Un if the toahimiens prosesstaf Gtagend 2 and 2104

' restore
ha bl ipoBOd RIRAP 1B, Bolasf RSN EY DI B 3
: oofn hhaitgegﬂgg g&e@ﬁﬁiﬁbdﬁllel 1618lWet1ts| fot M&ng%si or Iﬁad tlﬁ:tpa@ﬁnedters
i st stage is a st age the nane an
of gt gigpn Eﬁf? éﬂétpé?‘éld%fnog%ﬁt’roélt thay the il t9ereptess Basehessy ghanged,
adcgéﬁag ﬁél@ﬁhsﬁﬁé’ Bl 1 Hepa foofr 2[‘0%%55]:11[1% 4 Stafll %1 lglyzﬂld' ¥Qferred

parce or exanpl'e I"eas out 6 tes in
to siczeatastdgeA203 pt Bgum 2h Glweghhfite pahmetems&atcaratrm:mmetdware

ad&1 %oneﬂ | 1’?10{?'1 osrgc!l gor, IT?er aﬂa,rﬁe }ocgt%/n size ané save data.

A flowchart portion 2200 (Figure 22A) shows stage 2202 in which the file -
compression algorithm is performed using the hash value associated with portable
session management device 114. In a stage 2204 the file is compressed with the hash
value as a part of the compression.

The compression optionally uses the WinZip compression algorithm from the
WinZip International LLC, Mansfield, Connecticut, US. Persons skilled in the art will
appreciate that other compression algorithms can be employed in similar manner.

In a temporary stage 2116 (Figure 21) a temporary work file is prepared on

server 470 to buffer the parcels of data arriving to server 470. In a stage 2118 the
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Alternative to parcels of 64 bytes, files are divided
into parcels from1l to 65,535 bytes. The encrypted
woanw@rsisare then sent to conputer 102 and i n RCTAVE06/001497
stage 2008 the parcels are saved onto nenory storage

412. In a stage 2010 a fil®ais constructed fromthe
arrRMLCirseld bPdatlieirva I Brparghste@PIRethe Yazels dte avrfiteadito a
Zofczlﬂtrhe fileis decryptpgd usi ng the hash val ue .
temposasy vl filenOnge gy lastiparce femy aogivernhlsJiBirbatn Welipndhe file is
4 [ [ t: i i .
sorf seqtly i = fond YR UEREmpHGy R iRaRerd ' P ldkrng
theCmbdsnofethe e emead trecomieotian with thelpodable essionmamnagement
secure vault 411 is opened, as seen in a flowhart
devies Hi4on 2100 (Figure 21), a file watcher stage 2102 is
act v &&ahgﬁ- RRFiuRd 5B Mho98 Airedd 9B DSEM Wlerein th
bac sﬁ%p an %:t}](gllr%es i:og(at?‘%e c)gsatoent rgf secure vaul(t3reln ©
recdidl staies sled Blet reahel pathh endi sssociakdi enipsites 103nin agtags 2306, the

roce rein the,list of files_or fqol.ders.t tch
ey dix phorcerddag e ren et Shegisd 1§ Bl ge
210PersaRdsiGNaNEEhe @t WIE appreCialol thit Al Wavhdridi0s @igure 21),
added to the file list for restore. File watcher 2102
malysecrepart Plancess mpdule 488 or an jaglependent gompiten egiam oimgdule
uspension e 2106, | h ti C
op§ B B b eut g For R AR ey S nBher 102
assoCiatedwitldp@tadisseifiBmasgienrent fsvigeriddess again. In a
stage 2110 access nodule 118 waits for Wndows to read
the paraneters of a given file and provide

Pa{éﬁ{bfa{'ziﬁéﬁslét that the file to restore has been
-~—changed, a

ded, or deleted. The file is prepared for
pr oFesse AgAiina dlosichege prtibhdhawthgt seang DEa pedable parent session

t 02 in .Fi 22. dfil .
ARGt SIS e BT TSt OaiPe At ¢ BHS gevice 98. The
pat¥RD plQ pRfknt %évicé D8 Siito Aohiputel 102 2&1518 ?6(%_@%%5 fhrg@hai“Internet

i

save dat a. flowchart portion 2200, ure 22A) shows
costegtjen’2siage 1 Havridcartivaidors pf an Cenpbicetions sipeal 4oPo-tasriepeibed

‘ j ; | . . . .
WAELBETLBBLR OB gl ol A, 19RPHE) bl i ot
IogéﬂﬁtbPSmEhﬂem(i)zs conpr ess_erﬂ with the hash v?! ue lals a
{ .
s e o Fingy Ry ebgicatian 8 PHFgoR R VY bR e to
he}eEﬁ %F nag&ﬂeﬁﬁ tioh &6 pAY@IFﬂE&é\%ed 98, CRIBRE &l S Place UR- dBBABRN Sith
skilTe w T h

I'n the art appreci ate that "ot her
respociyio dbsichart 4l YbHigured 1k dihelpareahiiicn pexteeds toiariauliquery stage

1300 a8 géegpégqﬁp}ijrlypq%ég{lﬁog tr(gﬁlfeé iig)g ﬁ\(t ii au s‘(za1 £ 931 8, a parent

vault 350 is created on computer memory 412. At a “backup stage” 2320 a parent

backup 352 is created on remote memory in server 470.

Additionally, or alternatively, backup stage 2320 may backup data through use
of a proxy stage 2321, to a proxy server.

As used herein a proxy server refers to a server that receives requests intended
for another server and that acts on the behalf of the client, as the proxy, to obtain the
requested service. A proxy server is optionally a gateway server that separates an

enterprise network from an outside network, protecting the enterprise network from

outside intrusion.
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server 470 to buffer the parcels of data arriving to
server 470. In a stage 2118 thearriving parcels of
wdav@E/as4ssread. I n a parcel stage 2122, the paPCelB2086/@1497
witten onto a tenporary work file. Once the | ast
parcel froma given file h3ds been witten, the file is
senin éMb&Rmeéss, profly ange 230¢ wacles dhforinetidre opar aely séiveethat
is added tg a database storing al] the nanes. of the
act§ py Esinkrwedigry ‘PPt‘é’S?fh@ét‘ﬁs?frﬁl\%it hWERECTYEY togﬁﬁfélcg dpppytance
j tion 2300
Wh%?%%ﬁgg gg’ﬁfﬁ’?ﬁ%\%&y ?rg?o%ng%\g?@aé%e&%ggg wherein the
r ecdr & shderesod (et fas| wsed dreeginpanyh refarsdea of declatpedr services

asso R B VP AT, 903 EOR B e waghny pufnePbased

proibcdl bieGdpiBHallyPEsrERAFedSH! st @brbXy sdiPerdThe Wdthods and protocols
appreci ate that file watcher 2102 (Figure 21), may be

foracopfigtration hetovess embadineentsi of the instantninverdionesnd @ prazytsgrver

pr ogr.am or dyl e..opt i ||y executed and kept

arer%egﬁff@ﬁ”f“ Oﬁﬁ?sﬁgarpgﬁgg%%g@%e 's memory of conputer 102
asspgllaviag Weitiond OF tikkep 3635 itlen phaRey PiesReddeyi Kigure 23B
114. Parent Device Setup Figure 23A is a flo

, chart
begiaring snthghugaingnée ophier 102 penidevice 5y dimatiely fhprred to
i ce.08 i vel : i
heﬂégp%ggr%gﬁapfe eﬁﬁ'sgfsb? m?%lgegl%ﬂla&év‘i’& 90, @gﬁ%ﬁ%dcéﬁlﬁ_d%@fcg g@gm

Vi ce arent puts arent evi ce
stab® 2309 ancbari euthdiiRatordstpgeitld ss elsild yrubiLAfO ianreatedtopraoetputer

ot} 4304 LRk 4% 66reod pogereiaimah Frvsp il

to ({6 i kkbved a08icha083C i
parg%?\%%ﬁig%g%sstgl%é%ﬁ%&?% (S)té%%nputer 102. ighe) "

whitdi pavenit dgvice §B configiventhe vatipwrpasimeiarsand seoghards gaiding use
al ternatij.vely referred.tq.herein,as authentication of
Ofﬁ%fP%W?ra@g\fﬁ%yew’@&eelfn&ﬁg 'y ‘gﬁ@ec{gvﬁs gg'e as described wth
r espepirameteld PWRN@Afdad b6h efthiglished, fby exdmplephraigh Wielows

proceeds to a vault query stage 1302, as described in .
contegfadniser. upgninseitiog ot @arenl devage 99, apagligrownd-pracess tepgporgyily
\ S t Yusls, DAk
sulRh§ e (BHichy ARisds st APAE i AN peBPON L 18, king
thesuspanRvheetivdrayent dewes Yeis opOnalkdeed ioetaingy parameters.

o Sl BASKURRL95,2520, R YR SR e o

logded $aeshdRRBVEd BoRf @Rpuis rm@.erll%ﬁ;ﬁﬁ%ng@u@ fSeKMBpld BRbwing
feceives requests intended for another server and that

entpetlding of phagodsdh by parsht devicec?§ emcompster he2.gheWindews content
obtaipn the requested service.,.A proxy server is
adyisps rgﬂ’éﬁ‘ﬁ Y péovggltng\ﬂgﬁesi%?t%? ! %‘é?ttéars eparates an

In embodiments, child device 99 remains in computer 102 at the same time as

-parent device 98 and child device 99 and is directly linked to parent device 98 during

setup of programmed vault 360 and backup 362. Alternatively, child device 99 is
removed from computer 102 and at the next login with child device 99, parameters
and configuration of vault 360 and backup 362 are uploaded into child device 99.

In still other embodiments, child device 99 is used only for login; such that all
parameters are stored in vault 360 and backup 362 and the parameters are uploaded

onto computer 102 with each login of child device 99. The many interaction protocols
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enterprise network froman outside network, protecting

the enterprise network fromoutside intrusion.In
wenhodramsat s, proxy stage 2321 caches i nf or nat POWIDI00&001497

web server that acts as an internedi ary between the

user and the web server; o#$8particular inportance when
and hetlRds $o préfidenpdrambtetsoaridnitdradtivng detvesed/child tdeviverfe vault

470. It i d t ood t hat sed h [
360 ekeekher 364 arp sehponp 1@ S LBl S SIB R B ¢ her ewi t h,
to ﬁl%%?@%iﬁlégté?{h@feo[s ieH b i‘o‘?ﬁbi?’ {:@}n@gé‘r access, in general,

| nt €r net - based” prot ocol are optiona nfigureéd to
unlessechildieoicy 99 ds plapgedling oahpueis] Gndn friomevsedrsthewhild cannot

REITEIEN = i e e e
roo%xgs'ghio%gﬁ,ror\éﬂ;rﬁﬁl HitBodt rghidag&% B?ﬁéraglefeﬁ§ ation of backup

e process proceeds to Figure 23B beginning with
pl ughs wgdibetein, dhersnmeiblagd 2efercto 4 W abesitedbatggniains, inter alia,

alternatively referred.to herein as r chi
on $ulSF G shi ajeienEomE0Te 8eetes ABUBR ORI Bloyited by o
writ§GissbciltatDnitk 8R%Welgieb. an aut henti cation stage 2311, a
child vault 360 is created_on conputer nmenpry 412 and
a ch lemhsdisrents, 3oHowing: cenfigatinn o Rbild ARG y9; ghanges to
server 470. - Pr S S 1 .
rodfi oSy \R RS RSSO0, R ARG e 9
pr¥8ntiign fchiddir deeice hg9 \feorh Cbesng arsedred etampan dvifa fcegpatedsl 02. In

ui ding use of conputer 102 that wi]l be link to.
ern%ﬁiimgp . oifeg npeent ﬁg“ﬁ%\?% ﬁﬁpg{ﬁ & s,qa(mg] parend éllalylcs ?g rprlvﬂeges to
mcgg@?sg%éraﬁb gaiamws LIREE Wi AHGRNEOJoNs cont ent

pon iInsertion of parent device 98, a )

baclyr eubatlipeasess tdhitionradr lavel ofispotattion his ptavidadt against
advi soy,.as || expl.ain ithr ect. 10 Fi

BB olhl B S SRA IEC0 LARRE B B G fgerrs

op@id 2338l tb Yoo PEREdddOthFdtRA Gd ddadaiiBdeOlirs préiseens, Bsoddted with
W ndows content adviser continues until the parent

devfieed 2ea8P%-s | ogged out and renoved from conputer 102.
Fol I owi ng | ogout, for exanple follow ng enbeddi ng of

protocol s by parent device 98 on conputer 102, the
Iniéied oiBess Goheolt advi sor returns to providing all

restrictions indicated. In odi ts,.child devicge.
00 (FONAFHE 10808 Slpateat deyise W %ﬁeﬁﬁéveqen@ad@%r@m% o8
| | hfl «doyi bigesdi 73301 i kRd parent
A i Sl b e
chB36@s ahild baretsilde 363, frodh tadish af Inferhst sitehifbiex@ample siteggelating to
renoved fraom conputer 102 and at the next login with
SCIBAFS FPIRNFHON99,  parameters and configuration of vaul t
360 pnfltibRtlsun aBSrhafldy 4P IRadag Thieinet advebsiodsypored tuternet

>sites 2382, the parent has the option to enter a “block stage” 2384 and block Internet

sites.

In conjﬁnction with block stage 2384, the parent may enter a “Device word”
stage 2386 and enter device words that cannot be used by the child. Blocked words
are optionally tailored t0 specific situations. For example, the words “suicide” and

“euthanasia” will be optionally blocked from a child that has been diagnoéed with a

terminal illness.
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In still other enbodi ments, child device 99 is used

only for login; such that all paraneters are stored in
woaw07868 and backup 362 and the paraneters aPeT/IL2006/001497

upl oaded onto conputer 102 with each login of child

devi ce 99. The nmany interaé?ion protocol sand net hods

t o PAdditiodallyaat anéhduls stagel’ 238e tlmcparemioptienaleblocks wdrds or

S S AL SRR L (TS0 e

an gptgr&Rnt fcddOi At P EHeL QiteRfifeRfitng HECRISIXRE Bdking a user
unl ess child device 99 is plugged into conmputer 102

to chiclk ti sonfirmbe is oiver éhiordneludingtweidingl suchasn“rowst be 18” are

conput.er .102 it hout chil d vice 99 cce the. .
onf Y 52 AR . "l B oL o Bk P
gr@g%cdﬁf&ﬁc@ Yeddan gt SlotocoRSsudh @bhthesdidp, sikliar t@rMust be 18>,

0g" refers to a Wb site that contains, inter alia,
appgaripg in seraphicdemaat yibalsede tdesksdi si ng refl ections

q . - . .
oy ST, PEOYIRY i S RSB S
cawbs chitolwa exfi @en@fler titangeksing gfathanivteenct lasks ddieatatively, a

with child device 99 are only nade wi th parent devic
waggng gesiagRtis ﬁﬁ“&‘ﬁ 19 AhBATFRle FUCPHERBG iR AgVidscea Betwork, an

Int%ﬁfgpﬁ{ It Eo&ﬁﬁ@@f’ﬁiﬁ{, stR2r 470 adYBOS bR Rrved: efﬂdrtg% parent has

arent device 98 allows a second parent device
thepopition lte gesmusicatedivitly thepbdd find/opshut dewe cemauien tdat ed

Wi t hi | evice 99. In e I_ment an_ additi onal

e ignaify SEAT el e g o BRI MRGE that shu
oftleythpifts: BB, ARAd9 A BhGOHFithE Iitbined BdrieBRdn, Skdrlis Bt trigger a

and/'or other paraneters ogtlons 2380 to be provided

warting ghthe. disrdaye af eempeiend B2 spd,ap isupgdiate messegs o g parent,

an .8% P’g\j\/l&ﬁ\r%ﬁﬁ%egrgﬁ aﬁwga%gﬁ Pé@&?@éw%gﬁgﬁ% gﬁ‘l?llt :jOldevi ce

99, IpawedhiondievivorlsIBompd ivebadileyinatexe 98 egaphid ifedmanf computer
" Appr ov Internet Sites" 2382 wherein . .the parent
st 8 G0 AR B 55 AR BALY! £ BECTE i I TORUL R e K g

pa§siv$0?§s, ah®leR¥ R Gisk lalsBSoniglyahtehtt Qe Bfak RNEEMRAYia a primary

education. ‘Additionally or alternatively to limting
Inferrteesiteet access to Approved Internet sites 2382, the

parent has.the _.option to _enter "bl o t age" 2384

P Bheqbient hog e R han e Pl ale? o8 A% WY Ronsy Beeemole
witdhaBeus3d4 child@eRed 9Pis ABYhRINRE Randdntedret WorfThg Siag@ers.

2386 and enter_device words that cannot be used by the
Upasi ingertign ool elildyslewise 99 into computer 102, the approved sites 2382,
blocked sites 2384, block key words 2386 and/or adult parameters 2388 are updated

to provide new parameters for the next child computer session.

Blocked Sites

In embodiments the list of blocked sites 2384 is provided wholly, or in part, by
a software program, for example Spector Pro by SpectorSoft Corporation of Vero
Beach, Florida.

In embodiments, computer 102, parent device 98 and/or child device 99 are

configured to receive automatic downloads of sites that have been tagged for blockage

by Internet rating services.
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are optionally tailored to specific situations. For

exanpl e, the words "suicide" and "eut hanasia" wll be
wopbi7onadsy bl ocked froma child that has beenPCT/IL2006/001497
di agnosed with a termnal illness.Additionally, at an

"adul t stage" 2388, the pafént optionally bl ocks words
or phras@immdmtoralr E-mait'ostage @390 add Adobnigired S hat dgtooms"

" b Dot t hi ite. . t
sag, 2306 ROt bt TS OPE L shoeth i) RN Bodnet oha
rocSK g Are USREiflcAULE hinChohifor€@NEbF br@ébh?gl;@ AV BhmaSitRed e-mail

i ncludi ng wordi ng such as "nust are optionally
addsbsscineyl inchadti a1 addiedsyof aldivoreed 1B@erdwhepgin gnenitoring of e-mail

tional ly configur Lth..graphic interface
Co‘ﬁggﬁeﬁﬁ'i%ﬁnoeﬁn r8§sg%egf g()t Sgﬂll(?'hat wording similar to
" MuThelRerd 8everd RPaass 108 ckéluding lcAphioomb andvet ewhdils fadrs Being
be bl ocked. 1gnoring bl ocked key words_and/or enteri nq I
ua

masitarede tn MRSHORHONe 82rpRERH aTe Padainiier medifigd gplygyith by mu
t 4 O I l4 :
s SRSl 80 B0l WAL 9t o i computr
10parent, for exanple, via a wi de area network, an
Internet channel, conputer 102, server.470 and/or. a
pr oAy REHTEE; thribpree DRSS e ARECRmRT Wihod P ripation and/or
agl%glgigﬁ'ﬂq bE #E c%i\qlciy, hpdthe n6hfitRiofnsY B &hube | OWELtCRMMEL &ild via

Opti ona there are multiple levels of kei;jJl )
compnigs 102.dn ashampliensutiredparentanaleh whanges vateputhe child agreeing

rds.that sh ff.the Internet connection, words
an%{\ﬂﬁtcmlpilfgﬁ%tﬁoﬁhﬁgpﬁhﬁﬁﬁ?ﬂget he di splay of conputer 102
and Il@ﬁ‘kéj’mﬁﬂd HELBRSQUL3I86) palfent @RVRO198 @Agl/a0d keorwisds, in

that nerely alert the parent w thout warning the )
addifion do thoge aafgredifonthe dntamicti shat tdagea blgskags uievirnings Resogfated
qr r i
Ol S g R B L i B S 8 0 M s
messHed s cor@aigo ths woah dpomdjy dist -hail ddiess dnedeah daoptionally
Internet site that is reached via a primary Internet
Pr%br‘?l&dnf%@ fb‘éli‘eéﬁf’mﬁa’émtaﬂgn‘opt ion to insert parent
deviig 6 AR ndorcd W mbil™Bhast 2898 %R FRIOWIGRd LS IS8T Fﬁése 2398,
child device 99 is at school, and change Interne
pagut devige 98riaradtisiosalliUpsad fonspseify sneafic elmiill addrgssee agd chat

roél}qtsgt g%%{,ee]érp%@éé%g@re ﬁg s g\égd g?rgcfré%ef/saodr%@egs%e&l t?xgtoé:nléggrage the

chi@i@mekepechRa88 are updated to provide new paraneters
for the next child conputer session. Blocked Sites In .
enbdaiarises limifation"sphasy 2B44h peeant slevisg 9838 sonligyspd e geayide

b ol RBEE o DRI PR O5aRe

daily, weekly or monthly schedules for permitting usage of computer 102 are entered.

In a "goals phase" 2348, parent data session management device 98 configures
computer 102 and/or child device 99 with goal parameters whose attainment allows
child device 99 to activate a reward from the group comprising, for example,
extended computer use, access to designated computer games, and/or access to an.
Internet game site. Such goal parameters optionally include, for example,
mathematics, reading comprehension, social studies, writing, and attaining a favorable

assessment on at least one predetermined task.
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Beach, Florida. In enbodinents, conputer 102, parent
device 98 and/or child device 99 are configured to
woeewiwesaut omat i ¢ downl oads of sites that havecCbgewos/001497
tagged for bl ockage by Internet rating services.In an
"Unnonitored E-mai |l " stage4R390, and "Unnonitored Chat
RooRmce&ligg eto 23 9Becqdimenpatieetas” Jhakea 2360 papnt odevice 98

S i f -maj | d d t t hat
cppety <Pesicy b oHulh SORE00 RBIOLLEHR B CROUIIR e dabe
rechrde8! I.I{ec\%g(g{lg Péraﬂﬁi’e_ré i) ofRl1PRENRESa Mricd o kML RS, full-

par ent n nonitoring of €-mail could present an
timentideorsassmingt andingdge redvighifionThere are several options

for _excluding chat r.oo a r e-makls from.bei .
ron it SRLAER s, A OBfE BRO 2 SRERP AL s Rl e sits

and/Bichhe dit® Nl v ¥ishtibrRY ildtiameagp@enBIll ehfailpane ¥miydinents,
child, for exanple with both devices 98 and 99 in

recoutipgiphase 2332 ontioarlhairicludes lists tof wely difes Wit gtopiqstbat were
agreement .wi.t hou ritiCi ' a greenent of
sefFTeT] 474 e Do B A s PRSP Ege T < sent to
t he 1€ binbeldivientss esvpttiag pA42 235D optibesllydptludesspictuted posted by

parent. makes changes w thout the child agreeing and
(g GIldc PRS- SeWes DY Beich g I RS e sgﬁ%ﬁﬁnhowgwwﬁ 402

bl o a" ; . .
eI PR Rk 299 S BRI 3A sbnppE
spéitti gigeschblsitek ARY. oUnifarmi Rgsouasss doicatbs) dattlase- Akl questions

g PLY O URCHELI% of el SABEIot B8 gt he wora

" POMR embbtnRdTRbImRAHEL AR lishv OptiRElly Sncditid @B aink s to where
prohibited fromfurther communication. In a "nonitored

n
thefileavdsfopivhgad pBer, inepmaputerdPs the ehild prved thsoide- phase
2398, parent device 98 is additionally used to specify
specific e-mail addresses and chat roomsites that are
RdebRIMPCoRbutef O&ssionanpl e sites and/ or addresses that
encourage the child to make purchases. In a "user .
i miAddifionatlyprias subodimentsy r ¥iieo gand/pe Yiliq sStpeanyRg inghydes
. - QVI r ' 99. For
i 0 e B B Rl R TR bl B Sur 1y ity
weekiWith aeferamot od p-rsailse decosting phasp @302 taptingallyswegerds fiechnical

. conputer 102 are entered, ln a "gqals.phase". 234
inPien BEAE SBRL SOt R P 5ic0 e SURC AU} R tiprotoco!
(SHPMBULERitbARIR R REing Hhhst 283211660189 puktidTfig®plotocols (POP) for

par anet ers whose attainnment all ows o
retrieval of e-mail from a remote server over a TCP/IP (Transmission Control

Protocol of the Internet Protocol suite) through which connections and exchange of
data streams takes place. B ’ o - ,

‘ The ma:ny types of activities and protocols that are optionally recorded in
recording phase 2352 are well known to those familiar with the art and a priori
include all future activities and protocols that will be invented in the future.

In embodiments, data from recording parameters phase 2352 are stored in a
“store” phase 2354 in parent device vault 350 or backup 352. Additionally, storage
may be made in child device vault 360, child backup 362, with child access blocked.

Figure 23D shows a typical session with child device 99 plugged into
computer 102. Following “authentication” stage 2311, an “allowed” phase 2326 pops
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child device 99 to activate a reward fromthe group
conprising, for exanple, extended conputer use, access
woaodasigaat ed conput er ganes, and/or access t BCaML2006/001497
Internet gane site. Such goal paraneters optionally
i ncl ude, for exanple, mathé&matics, reading
up 60 Shensindnhe SOl wer shoudbesy alewdd e site adhiatibitd, mgd/or
a_favorabl e assessnent on at | east one predeterm ned
e-mafladdrestceeding to a "recording paraneters” phase
235 r ' hHofpa ; it ol ”»
dovy o GHIN (REIKE 1B SHeCpi) AR oIS HAGhTEIEE by Chithithed
phase 328 e deviBe O8r shpundpafanetaende, 288R o notdvatiby’ phase 2364,

i ncl udes a ies of screen shots ublti Vi
wheihe SREer 108 Greifs Rowgame g bbb dlRse Ly has been
entbR801HiREalRN *8MpARP 2 0P kdverta | Hadk | {aChisles Iphades2346 GHiRtein
sites ‘and/ or chat site conversations, instant

allovesslsopgions argpdesentad! s. 1 n enbodi nents, recording phase
2352.opti.onal |y incl s lists © It i Sict e .
C o PUERAIERT, b gL AORC Bl Ho By Rh oMBad Hlogp drhercin
corﬁﬁitelf 10?2 i$¥aitRloen pYiEagcRr exdinslotiapitiofphent deviverad. ng
phase 2352 optionally includes pictures posted by the
child, pictures viewed by the child, and al
d entered into conputer 102. In enbodi nents,
Pm%ﬁyﬁg{ &Eﬁnhase 2352 optionally records how | ong the
chi Iid adgigioh tat theaatovs) b e rapiRl ndtifivafion’ mpRes )2iitdeis optionally
Locat ors) database, all estions _answered by the . .
e o B A LS 8 PL 0 oS vis o wie
areq %@fgrﬂeﬂ{ RiterfQ\WhhRRHGd ol d1 IsErvit, 3h& a PR&yoRA)k ViniehfodBfents,
the Iink as to where 'the file was found, and where, in
a nussgpetiedisplaged athepahit agllphonelor stberf personalRrosuneniegjion device

uter Sessions Additionally..in e di ments, video
<m§ﬁ@$89‘8&§P§%§?P§8 OﬁﬁmWﬂgPﬁﬁ%gﬂhﬁfﬁgﬁgtion on the
|'i nia ddRicREE) ovlteidati gy, Viod @QampR foll6Rirdshutibwn phase 2362,
reference to e-mails, recording phase 2352 optionally
ther dldrip sespewrsiple & contacBngre; R@ﬁengfso il therparent gelivalgscomputer
10'nc|uding inter alia, sinple mail transfer protocol
%SNWP). Addi tionally, recording phase 2352 records
pos in afxbmplarprenttodohent{, ROP) flan sestion eualageahed- devite 99 is
froma renote_ _server over TCP/1 P (Transm ssi on .
CORGITTDIO PRER SEGHIST PHES PACS hEHUBF Gt SeRe 1) pyrayieters that is
seﬁthﬁ gﬁﬂtﬂt Whjicho QRGeS iphRs B dprehARISNad 1ilabaucst (R Wide
takes place. The many types of "activities and
arqar watwork, st Ingdrnetr chanpeli bastl ¢ompuserot e deiviar Hée andioip proxy
hase 2352 are well known to those famliar with the
Pt and a priori

In embodiments shown, parent device 98 and/or child device 99 are portrayed .. . -

as being dedicated solely to computer monitoring functions. To those familiar with
the art, it is easily understood that portable session management device 114 as
described with respect to Figure 1A, is optionally configured with protocols that are
similar to protocols described above for parent device 98 and/or child device 99. In
this manner portable session management device 114 is configured to provide a full
range of encryption services, in addition to the many child guidance parameters

presented above.



10

15

20

25

30

include all future activities and protocols that w |

be invented in the future. In enbodinents, data from
woeowrodi43g par anmet ers phase 2352 are stored i nPET/IL2006/001497

"store" phase 2354 in parent device vault 350 or

backup 352. Additionally, 4torage may be made in child

deVvincenbolithnts Bows, pakatht Hevdbaip8 36 or ohildndeviviel 29 ae @eﬂsayed

bl ocked. Figure 23D shows a C SPeSSsi on
as belvg @éd%teéw@&éﬁéao iCAREUIEH ﬁmﬂ@ﬁna Gonciear |eambhawg Setvech a

paretﬂtgnla%mlh C?]h Af¥natie %%ogﬂeh nﬂﬂti%l@lchﬁ&@lg\nc@sh@@ Gredidwd to
popsup e screen an C user chooses an

muHiﬂI@\mdmbhyt &hulte isexs.t Ehe vdoat b@ng,eﬁor amtnplﬁ memdets of a church
gddress Shoul d, Chl| devi ce 99 enter o an

hils parent feyiony84s: lﬁﬁus 55y eon JmeEeSeh TodetuiS selibious

. leagés P%&ﬁde\flé’é 984 S ARInCuscitd Qstﬁbhé&oédrﬁp&@{ lhs@rbarﬁﬂ@eéﬁ that are

erel n conputer 102 displ ays war ni n

copomti il brpragmia S et e o bRy In group
st BF B it P e B Pl AR L Pecilthramptors, for

exéh%"[@ lﬁr@l'hbﬂt @b efies ahats btd)&ncﬂ@ writchpiafis 2362, detmﬁie rcﬁf i group
nput er is shut down pending, for exanple

| paf@mf‘»]@areé?abhﬁ)émﬂé enggisage p GOTRGSET 102 ¢ BRSPS atifh FHect to
| Fl%lr%st&e]fbove "rapid notification" phase 2366 is

ional'ly activated so that a rapid notification 2366
is sent to the parent, for exanple via a wi de area
network, an Internet channel, a |ocal server, and a
proxy server. |In enbodi nents, a nessage is displayed

A%ﬂiﬁaﬂ@%ﬁ% Aggiéaﬁgggne or other personal conmunication
own o alert the parent to comunicate -
vv| t Mdditeonahpplicafionli of pertdble swﬁsloalm@iagampmedwcer b4 will be

oo SRR 2 e IS5 AP Posldres 2

thIB M iRbide\ideRwCOMRIieaIT tHdgrevionsl® pedsphtad yrocesses, as well as
odi nents, child data sessign nmanagenent dewc%l
prmsseza hat fervedas epeAlieg pltfopag ﬁ@s%ddﬂﬁmé @pplicabiops, that will be
change in paraneters that is sent to parent
de%g%%gﬁgﬁgf Request phase 2372 optionally sends the
r eqUégire 2 ashawsire@i rc&*qaorteblmemomamageewn‘ede\cmhh’ethru the
host. conputer _102, server 470 d/or. a 1§ (004 ser\f/i 114,
regiRTasiof oo e SRR, FeoshRs forbl Tevign SIS firtiee

1n§é?t¥ B8R s@LBnPRLhiRYRE: ASviBei NG HesliCcafser paal Rluidtéh the
ter nonitoring Tunctions. To those famliar with
computer and is prompted to make a decision as to continue on to the registration

process.

Figures 25- 30 show the continuation of the registration process and user =

selection of desired functions, for example backup (Figure 31), the end of the
registration process.

Figure 25 shows user identity authentication that is used in the future to
recover lost or damaged portable session management device 114s. In Figure 26, the
user selects a login of sufficient length and strength necessary to meet the minimum
requirements, for example as dictated by company and/or government policy.

Figure 27 shows the process by which the host computer reads the serial

number of portable session management device 114 and authenticates through the
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the art, it is easily understood that portable session
managenent device 114 as described with respect to
weoeionrroe44s8, i s optionally configured with prot 8CoOiK2006/001497
that are simlar to protocols described above for
parent device 98 and/or ch#éd device 99. In this
IntEfMBN Eiat (Aist pditadles essiof maRapegent devidevildehak1doti already been
configured to provide a full range of encryption
regé%@reﬁigegnoth%paﬁanu on to the nmany child gui dance

par ?f;ﬁ@}r@ BEBEeR priautist tered,
par e e\F/e‘l S(%Ee %g&tdﬁ%f%?ﬁééﬁevﬁ(% @g\t}lﬁgg 99 g‘r"z por t%?}%lesdere
as @&nhﬁ Fixgrebefi-2hthe dustibedlity selectompuntinuasoln Figuierdd a summary
functigns establi en arent. and, child. |
is SHOPGH RS V6T SBbU B Lo o0 S aEyF Bios S ene-e
| S S gRfink GuitHohAlR %ele@cﬂﬁls Rl %eﬂ@d&'tﬁe OPYRS 19 selEBiSre RS Backup,
bei ng, for exanple, nenbers of a church while par ent
theckeldctien 08 whichicessses thet ackupytoowprkad thebackerpund,, asfseen in Figure
31exarrple a religious | eader. Parent device 98 is then
used to establish conputer use paraneters that are

congRiatatedehidte bRkuphenbe bepink ibgicpeitinpel lisebf direlioties and

par ochi al school hours. In group usage of devices,K 98
filggndranare toHee baskedriat Patagm ptabim sessiph; Aifeems ‘ﬁfe‘g"éﬂe 114 is

r iting web sites that

auf%;ﬁ%a?rig?ffnﬁ ud%%{ngﬁ?ﬁg@uﬁtbﬁggﬂg& ails of group paraneter

est dbpicatippht fitalist ispgeesséd saoppntiathy abd2neryptedpeme s tdnsfer

with respect ures 62-73. Addi tional I C .
OV PR B hRAPDRRIe A BRGSO Bh Bpdable session
ma?ﬁ%?xh%ﬁ cﬁ@ﬁ@g ?ﬁﬁ@@vsﬁ QY {iF8rdattbn s ltd tHeCerRFyPEBA bRAess used. The

ng safe purchasing, parental control, and safe

enmgpsagmg:ess:lf@ua ezivausanris uggtionaly weleelad agcardinigety edmpany

revi ous resent ed C
nBpdadernlih Rrabe Pl PR BT Sy, CST BRSiory e 1HC tsPhave
be@ﬁigﬁkb@Q@| applications that will be described bel ow.

Figure 24 shows receipt of portable session managenent
devifdgure122 ¢ showst e pegsest rthali bn ipiHaiees whempige yyg chooses
mé'rgl%gﬁt?lfsﬁ E) P!)r? nﬁﬁﬁﬁbt%h QPQW 0ls gﬁvrh ﬁéﬂt dev1ce 114
abf e session nanagemnent devi ce

intdSBIHB rptortt @ barkgeount! peocesipigiresrwiziokl rétdeyes mhmaoedurtt cnnﬁmarh&tmn
a .deci si o%?gs to, conti.nue, on to the. reaqistr

fop iz dewice 9 deiparingsvhetsr e, HqrHS PRBHR atlvgfa € Bngtp packup

fedtRQ. $f HRLARP IPIRGRSR &) arH@i‘f;ﬁtn%’%l&%ﬁtd JE13 &ff thgﬁloﬁﬁﬂ)ns being
unctions, for exanple backup (Figure 31), the end of

rembtely bgql@dn@tw@hbeppng@tgé sThe directories found on this list that had been

created will be monitored, and any file added or changed while portable session

management device 114 is in the USB port; and if something has been added or .. ..

changed when there is a broadband connection to the Internet, will be copied to the
remote servers.

Figure 33 shows the startup and functions of the Secure PC lock. If this feature
is selected to be used during the registration, then when portable session management
device 114 is placed into a USB port and the user logs into portable session
management device 114, a background process will begin and continue monitoring
the USB port to see if portable session management device 114 has been removed.

When portable session management device 114 is removed, the system will bring up
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Fi gure 25 shows user identity authentication that is
used in the future to recover | ost or damaged portable
weeswiogmssanagenment device 114s. In Figure 26, PCIAL208&001497
selects a login of sufficient length and strength
necessary to neet the m ni msm requirenents, for
thee3tad¥h|sBvedand iréduide @B Bder EO TRk RiRE MY ccﬁ\&%ﬁéﬂ PiRRto being able
policy. Fi guré(;CI 27 shows the process by ich the hos%
to piopgRdt er reads the serial nunber of portable session

e Ry n s oo Rl 3P e iR g AR fhr postable
seivi @endebhehndeviod 1ak) eadthebsied baJdtableeststion anaiapenent

person. |f portabl e session managenent device 114 has
deyige 1 b0 6UPBYSY Pemary SPr@eedeviess seen in Fi gures

2. ot . ! ; .
Lo b LR SRR ESL P GO b S o
the dveyputay thesetaeat the harddrivieeandrppctebls sessitsn mBnagemgnt device 114

functiopality selection, the r h t he tion to .
thal SNelE SO REREL R BaERGIPIY 1pEe SUBIEE, G B9 roh soW i vailable
detitgs. RAGKHEs {AHWPIIthedR hAfitRPEKEA QIS erdfyptRiefitdniatically.

Figure 31. To initiate renote backup, the user begins
by dmaricripted filles storsid idithase lenatiens aradesrypled auteatatieally upon

t 0. be. backed- up.. Dat a. bl -
sely e LY 155 TOTOAROIGUPPy [1h e CRRao g AR Bgesses
cof@li@uliftil fepisalloys oheffpdrablel sdssiof REmEessaddevice 114 or

sequentially and encrypted prior to transfer over the
rempyesmeseble sssipnanetagpnerf device Lilf dromyke USRradr i al

C\gr&? urd BSE%\R@%’%’[ gﬁ%glg Sﬂlfn%@ipﬁggiaﬂﬁ ROy S0 saffink 6 BS Internet

S inforna encryption procéss used.
fedllne. &Vidteypdriabie gessior sitanhgementglevien IUdes in sheoPSBoprat hyd the

sel ected according to co ny and/ or_.gavey nment

i SRS, DBHRTE O B SEPIE iR PESSEh ¢ he
i1 gnlefritoafienes, PERHIPEQSRA TR hagSh St R iz 130948 up & browser
process that is'initiated when the user chooses

to juge mperteble slessierc knapaganpeah device duigotet-basedf prpwy setyerethat is run
Sessi managenent devi ¢ce.114, i o) USB. port., a .
s Dpe RS RO TE e ey iSvichn 14, PoRafle PR RhnasRmnt gevice

114 ot tfil® and @mpdins fley heociueddeitie isinp ehaviieérer broteer that
er is participating in the renote backup feature.

us | f
hag heenyloaded gnigbqActies: EtigarllY. dhp bnterigt krRwserdopdediongthe hard
| td: ' . U0 W
oSSl SRS TR SR EP Rl b, s o
pobiable sessari adinugdnhenbdevivaili ried tlendSBmorf addethaddedisologged
.chanr%\%? whi.l e portable sessLoLgermnagerrent devi ce 114
with poripbiesestipmngpgemenh deviee Lisiret hi ng has been added or

Parental Control Device

Figure 36 shows a parental control lock feature in which a user is logged into

portable session management device 114 and the Windows content advisor has been

. enabled. Upon insertion of -the parent control device, a background process

temporarily suspends the content advisor. Suspension continues until the parent
control portable session management device is removed from the USB port or the user
is logged out of that portable session management device 114. Following logout, the

Windows content advisor will return to providing all restrictions indicated.
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changed when there is a broadband connection to the
Internet, will be copied to the renote servers. Figure
wGQ2owhowsst he startup and functions of the SecBCE®IEB06/001497
lock. If this feature is selected to be used during
the registration, then whem portabl e session
managenent device 114 is placed into a USB port and
the user logs into portabl e session managenent device

Andriivinows Subsdciptionideéryieeocess wi I | begi n and conti nue

nonptoring.the USB port to.see .f .por | e. sessi on
na ng’éﬂ’ﬁ"@ n g 7213<I.§v i Sggwl 1 %@Qﬁggcg npﬁﬁ{é’ﬁ\% e@?ﬁlgﬁ‘ ﬁ)gr ?kéeb | P,
funSBSRIBN 2ABNRSE MEANAIHE ViceBunt 1kt I i, rEMBiéeshonyhius Yabsiiption
wi Il bring upthe screen saver and require the user to
serviggg back into the conputer prior to being able to
iy

pr ogcess. -, aur 4 .S Welo
enc R S grE fafig b3l B BAGch mEs0Rt. S0
to §ewbaRisddl ervicbethbalses hakeds die pob tsadvices sattstheraid of portable
managenent devi.ce_114 or on a conputer nmenory storage
sesgien managpey dpyes dkt-e sessi on managenent device 114 is
pl agegl | Pgﬁ, A [l acchlift s8f & td
ﬂﬁtgcra élg%cho%p fo ggér?{ &g)lﬁgmbt@s&@w accbilft s&f &3 tRY user

t he rive an a sessi on nmanagenent device
will hdvd thatability &0 deliteis irefiguce b éning thotiermatéomsgeived framdthe

s, A P o SR R gl S R

Sefl&!l; NRELGA] frim FBYreSOC theRisedsubbdrbes Shdyafbukly tb figsReb-based
ocations are decrypted automatically upon sel ectiaon

serivicet #relong epporatiel seasioni andigomentFewice dfippluggedidp the USB
%e% ption JQrocesses continue until the user |ogs out
pog B%VPQEW% 'sessi on managenment device 114 or renpves

_ por 1aplgrs 88 Shcdisenhna grmbility de ¥étas dnldadnymoud bertdlitiBsession
port. Figure 35 shows set up and functions of_the

h
magAgyeRs L visar Misrgelo Praxye Seivel SHCTIPURR GpeoUninnf e user enters
i ! ' laCGedit fatdSod B tail abi¥Rnt b
GBI L 95, RSB Rt iy B UAIE o
wifidr the xabgotiptian i anehpmotipwsde.. All inferrwibine natgloged and stored

ortabl e sessio nagemnent vice.1l14 sets up.the
bR e e TG CkeeloBlF b aHes 14
| nt g, PEhrd 99 8fle BEQMNalRS b \E8GuekNBIpoktable WBssidromhR@emahl ®vice
sessi on managenent device 114. Portabl e session

Interne FeorenBenyen i subistribe &9 laewels seivics aneaymenypr Hipe portable
fil I ated. wi [ h . .
BB 0 0, ML AP ANRL he

prompri N6t endéroeesost aaddd web theidsakquatddy eAfies thetuses eckepts
File collection continues while the user is usin he

purshags ehargn vk BiocessHIE: sebYiee st dhe talpl herasre PERsgried against

thdit &reliif chr ok BEnlRBoRAr t and the user is logged

After receiving approval from the user's bank for the charge, a debit card is
initialized for the user with the amount requested, and the user is given the
anonymous information required (account name, account number, expiration date,

etc) to sign up for the web service.

Anonymous Purchasing
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wi th portable session managenent device 114. Parent al
Control Device Figure 36 shows a parental control |ock
wobeainiretssn whi ch a user is |ogged into portabPeT/1L2006/001497
sessi on managenent device 114 and the W ndows content
advi sor has been enabl ed. #pon insertion of the parent
CONipftes 4GVAXhowlardB Gkl OLRInT Sinf SERREALEIWL setup and

suspends the content advisor. Suspension continues,
useyRigure 40 shqyay bat aftes heyise mprstetthp lecigian & pyrchass é@@ﬁ@lﬂﬂg thru

evice iS re e : .
the RPN e LB Tl ost R BRidn AindeBelib@hicela
11411 thelkevwddrg noo g an alvmyiions puschasing eadouatsdtspy the user
will return to providing all restrigtio

hasj thejopBere i, 54 SR PHELA ZeRERLASFhP YR il geal pihgER Bg vserengers
. . Lt . . iy g h ‘
nTReR T 6 R ERRRL e 185 0080, St
inforineation dimt ioersrgitdibal ongowith sersd muinber 118, gure 37 shows

th ft ; [ de t.he degi Si t b i
oLt 66 intpanaadaepion 35 pufed i ROBSF alf i paable
seskibf M@tﬁg%ﬁ%iéﬂ Héﬁcé’\"[lﬂlti}nétlhfProt@(de&f/erP Q& tsadd e %‘Gﬁ?gé @n, the user
Vv

managenent devi ce . e user does not e an
makerothy raposysotsprchast end avyaentineeto piychash @neyERrougly 4s long
have.the .ability to. do.thjs i [ [

o5 PTG On PPaetemyi e s By s B poiP g e cBobiee
madgigduge B0 b Ahen&Ess 0 IFigms Agesnts e wiserembkihg ranekjuest to
Proxy Server as received fromFigure 39, the user

poralie sessloagnaRene slevige (emngbPIRsE Seaws &0 Burlise @nogdnously.

-apl ' R [ F i

Vsl B PR B AR A TP AR IE Mol Y Weack S iforpation,

thedBet Berermpied hasnteihthe aduit bf the item ®giurehasan anonynous
portabl e sessi on managenent . device |nternet ﬁr axy. .

ase and service

Ser rstBBs‘LSPT pribgpiicates Shat he Twill Aecspt thig R
chérgés‘?rt‘ﬂ@t R 168 LRkt ® RERSEIT ©REAIBRIRIHDSE:r Barkl @Bddunt.
card or a bank account by which the subscriptionis
FoHowimgnepployandten e bsetdr henki o reedidacaiiogedosable session

stored . based n_the .serj. e {
R SRLEE OB A S Rl By TRE o 7 B b regyesied
AddRonAE S hERkE Sis GriveRdiie ShohyimPar infdrhatisesejuird (account name,
managenent device Internet Proxy. Server to sugfcribe
acqaympnyyabers exTaEian dasrfrdo Prichatgdthe femsrenardssessi on
managenent device 114 to | ook up the account
information, the user is pronpted to enter the cost of
Setine [ustimtddesgaging r equest ed. After the user accepts

Figure 43 shows a simplified pictorial illustration of the set up and

functionality of the secure instant messaging feature. While portable.session . ...

management device 114 is in the USB port and the user is logged into portable
session management device 114 and optionally initiates an instant messaging session
with another user of portable session management device.

While both of the users have portable session management devices 114 in
USB ports of their computers and are logged onto their respective portable session
management devices 114, the instant messaging session continues and remains secure.
Each message is encrypted at the message initiation site and decrypted at the

message-receiving site.



10

15

20

25

30

pur chase charge and processing service charge, the
total charge is processed against their credit card or
woanmk/aessunt . . . After receiving approval freaarahmos/001497
user's bank for the charge, a debit card is
initialized for the user wit h the anount requested,

andrigif 46 8HowsS Ginphfied prtoaabiijeBaton ¢ffthe salip anplementation
requi red (account hane, account nunber,, expiration

of gamulii-lagtoy authestieption pnf B rVinaWaeSIves RV BRI, JHifHp gartable
sessigh %ﬂ&%p&%ﬂt%@ﬁé 114: ﬂ&%ﬂ@%&ﬁ%ﬂ%@émé&t&&%tm tygically
purchasfhg service account Setup and. use. Figure
inchidewst lbiabnafdditiotahvdcngtyntede it bie fdemniof positiveoaythentiaatsm for
sonmething thru the Interngt anonynously, the user uses
thepsrontogeiaelily Be Cﬂ@ﬁ%@%ﬁ%ﬁ?r tgég?%’é’ﬂft 14. 1f the user

doe ?\dﬁﬁfonﬁl?% e BEhdPRNMFRUSA RS %@éd?ﬁ% 3&eBUYe BEudsD, each
the user has the option to set up such an account as

additionah seeurfy devek refjuiringhastditiariak autbenticatior paramgtesy. fdpitiofactor
eeded to pr.ocess charges ainst. their credi rd or
N e e TR T R R
ser Fgur s igiwslalSmplied gictdiRl iRk@4HeRt dfahe pRcadure trith®ter
t he purchasing request nmade to portabl e session

to ressiag ane Aetivies » sew pertablasessiosgnagempst devige Lldaipanithe loss
Figure 4 the u . . and

o ekl e D e R S AAMBB R bage a0
por Fakhe 45 ehsivenhatadhegestecemetie praessl begins after pdreabldSEBession
port of the conputer. Figure 42, a caontinuation of

mampgURet JoVien Al 1% piEher dest Oﬁﬁwqﬁgedaum’éatﬂ%i’f/ Hlag%rlo%%?f&cess

inchGRS | AmIRIAAGRL ?\gﬁéfélrﬁﬁ MRS 164t BF WhdhaS&l (RktabR session

e anonynously. Usin

pur chas g portabl e session
mampganerredevicde i eAfidrdautentioationy . nhw mgistratian record for new

Pt e ErEY xP B1 PR, I 8 et BB sbion
mdriBmae ddick 134 §edicr AT GbASEypRA daer scsptednaidgasied on

the charge is charged against the user's credit card
theypevh saskion cerpagamentaViessi ng approval fromthe user's

bank _or, credit car.d, t ab £55].QN :
doviin e the kit nBEl GtUE SRR o HAHRERBle sgusion
maRpenéntrdeHeestidds tWedflidoed aind ydisdbiedy s@ praventgiuvea nikese, for
anonynous i nformation r e%ui I eq ZEt)account narIE account bl
expmplsey, 2 @RisPR athooknschiglen devies 1ib gursHayReEhlo fqpaj portable
ﬂgﬂ¥g?ﬁ? nesl nstant Messagi ng Figure 43 shows
S@% st npl #§§"§?§?3??a| illustration of the set up and
f undligweako4 shbwtlvev pertable s¢ssnananagemsetgdavipes Hat aleds the

us\eQh i ! filed grret gzgtlas%ed o modtfied without user knowledge. Figure 46 shows the

flow of the process whereas use of portable session management device.114 enhances. .
security. For example, if portable session management device 114 is not in the
computer USB port and an intruder enters one of the directories selected for
monitoring during setup, referenced in Figure 47. Any intruder access, additions or
changes to any file cause a log entry to be created and the user is e-mailed.

The e-mail address is typically recorded during the functional setup (Figure
47). Additionally or alternatively, immediate notification of intrusion takes place via a

hand held device such as a PDA or cellular telephone.
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managenent device 114 is in the USB port and the user

is logged into portable session managenent device 114
wana7gpsdsenal |y initiates an i nstant nessagi ngPSESE10061001497

wi th anot her user of portable session managenent

device. While both of the ugers have portabl e session

man algestRbddifentsChs ubddsetsug BBuRteht syskin fd?qg#;nifbgl Yhi&stons

and are | ogged onto their respective portable seSsion ’
f%ﬁﬁ%@@ﬁéﬂ%@l%%m fgles onhardweigar¢as do aemiton odteghatiyelyetimiuser opts

e. ..Fac ssage is .
togRR MHE Jo R hSTRLR BB RO ATE PR Pyt device
1Ht the nessage-receiving site.Figure 44 shows a

simplified pictorial illustration of the setup

i npl enmentation of a nulti-factor authentication in a
SSRGS MEMBLr CINhLABARIAL uSi ng portabl e session

managenent device I14. Portable session managenent

devilogue1s® showiscatoyplingalevide $166 hheiag tancideiigdatbs mpat 3104
thtg%g@i%Y'liveliig he form.af positive authentication

o> RE JeFighe g&‘f“%ﬁniaﬂ{ném? Of §FSiOR emanagament device 3112

inf@tedahdeinAdghicalR2ddnYinisEReS P Q&sﬁﬁ%gﬁgﬁﬂeﬁd@ﬁdeomb includes

securjity levels are included, each additional security
an adpnisirgusgssian mendgeent ahginait hent i cat i on par anet ers.

Mul t | - t.Qre: tication. is i.onally inteqgrate
ot o1 PRI "0 b i E HehfelRer BT RE moup
inputnpdrisf BELH phdt & k&dn inl Figatd 85, amligfle tdsudd E&gil“éﬁ%ﬁndcg‘é‘ﬁlent

t he er. to receive and activate a new portable
deyices ggrpWﬁé’ﬁ%‘h@ﬁ?ft%’e‘moclép%l’@ftaéblﬁ-t he | oss or

destpgt HOR:Qf i A4S t a £$.j.0n

managenent L tcsggidﬁ%alglg 6%62@4%&2‘{?%\/@ Pl concealed
encgyplioe engmt A8 cthsisishegpansivaftb er comchlad)| sdns@sisaton encryption
enrrﬁtréégg nt device 114 is either [ ost or rendered

& ‘e by danage. The process includes

aut hentdenaihi PBuRf 5WIRE $HuP offdelitss 5Pl al?c¥ 39PTBORM: session
portabl e session nan&?enent device 114. Arter

beging i a readombuttan A0S isayiskadrthet aeatesse tmdomby derived common

-abl.g.: ' evice.l is.created, The
o aPhOE s g Ty AP AR T ori G b S GpBE Dol Giteon
3166cisypresdd andl theisaacsiypi 6d @aismhi@ar chiti@tn@nats iRl Sdom
on t.he new sessjon managenent device. In addition, the

engiypiiof seliindis ety fonbansgidded or 1 ost portabl e session
MRNagRERS [ j f n S d, .to
prevent f u]{l% \ér?n&géijgftblfgfr%ggléﬁ%ﬁg&beglzg lgg?%t%gpﬁrgbﬂggthe
cogmgineencagioneseliing, createdhag coaplagedeice 3 B)labi ep@Fpiaddl engines
device 114. Figures 46-47 show how

S13E BT SRR Miah Rl b b U o el menghs mumber

indicating, for example, the date of the meeting..

Following completion of the reception, coupling device 3100 removes and/or
renders invisible any trace of the common encryption setting from coupling device
engine 3158.

Each of group session management devices 3120 is removed from input 3116
and taken by respective members of the group.

At a future date and time, group session management devices 3120 and
administrator session management device 3112 are input into remote devices, for

example cellular telephones and/or computing devices (not shown).
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user if files are accessed or nodified w thout user

know edge. Figure 46 shows the flow of the process
woher@asissise of portabl e sessi on managenent dePCTAL200d601497

enhances security. For exanple, if portable session

managenent device 114 is n&t in the conputer USB port

andUpbn i RlafUdsT @Ririifcaion, oéndritiodi regimesi 8448 elandt 8449
for nmonitoring during setu re 47.

| . {) referenced jn gll u
conppaynicaterdireetly Sdibeangh otheIhont bejng arsgHBRs 1 egﬂvn@m Qf the
S 0 r ; e tfae; HS
renf A Rt BefEBy el (URRANRRIGTCr RS D12 R g 112 o
exdiuple Rt H@rdjamboisanadditenally, (Fedwomndin)catidul pirtvicotsadetgction
or alternatively, imediate not i(ii cation,of intrusi %1 d
andlgy Exgergertion of cHoyHHARFORET BoTIRPL 85 SREHPSR SnBES 48 an
314¢! I ul ar tel ephone. I n enbodi nents, the user sets up a
custom system for nonitoring intrusions, for exanple
spe®iufing atgivdn deegogrdenimes dblearat B9 are ableip communicate with

Al ternativel the user opts to.accept t. .
ea‘?l?oﬂﬁ%f”b Ph ax%fﬁl?}BPP%fé(Parf% Iﬁla%o o a‘?ﬁfee&%tg S %%%Hgﬁ%gg‘lf%ln?evwes
310eYALR12b14. Secure Group Menber Communi cation Figure

52 shows a coupling device 3100 having an

admiOntionalst dellgwipg complstiop jphe given ssetpn Phdatp dispgfes om the

has ;an..adm ni 0 ' t j ;
rer S PR LI, B b ST BRI P o ich ryption
settiBg 8@ elrdevicelediloand 3120, Tinchevd escrapticadsettiigsprowides the ability

sessi on_nmanagenent engi ne. ggr s?en i n_Figure 54,
fordsiyisies Al s He0 3a pemmypicatgeiregting anpiher 584900 * gr oup

| NpYS RRIhEVE thBo@lnts29dRGER st Sos@bh SnanagerdiltideRic® 3112

group session managenent devices 3120 have been
issuesthe thahged encrjptjputcode ta gro8p dedcesEHSA (BiigutprvUp sessi on

gﬁ 238 g{q gamgq%é:, %@%@%&29({:#%%554’1'12&?1%%8%%&0%2}1%% 1&2 is capable of
rufRRE aRl&dl EHbB1 MbsROT beBNESY Biff@ente g ®eBhdihg AS different

seen in Figure 55, after input of devices 3112 and
gr@peoFomeanme, asesss BINPHAYINEsSoum SessionJREBErHeRtk 4ryiess 3820,

i d t ‘ ' .
3 YIRS B TR, compan
widRninbtilet gebupygrausli'BhLaypiies phydiciks tmploysd 8§ thessapreasgrny .

R s 4 Ty SARER IS 05 Dt o
gr%lgir) RAPUSHL RO R [RGRLd bl (R ibdiflisudbol deeut 3832 3hddbdiieen

ts 3116 receive the common encryption setting
membeas eaf tgyoupotiBl'i dlpvaeei, c grodp0bAbrdeyives ypi20o wamnegi erechange

information remotely with devices 3120 of group "B".

Optionally, communication between session management devices 3112 and ..
3120 occurs via a wide area network, an Internet channel, a local server and/or a
proxy server.

In embodiments, group session management devices 3120 comprise USB or
flash drives and are input into ports 3116.

Figures 60 and 61 show coupling device 3100 in which a rechargeable battery
3130 is being recharged by a charger 3140. In embodiments, coupling device 3100
includes a charger connection 3142 and an adapter 3144, which is used to connect

charger 3140 to coupling device 3100, thereby charging battery 3130.
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3148 and 3149. The encryption engine typically
includes a six digit neeting nunber indicating, for
wexenTpesst he date of the neeting. Foll ow ng ceapietona@oni497
of the reception, coupling device 3100 renoves and/or
renders invisible any trac#& of the common encryption
settighi 43 eRdWS HMdvthatierg00ofethgiprece3d o8 usingCdbupling device
roup session managenent devices 3120 is renpved from,
3100rfiouprositle enamygtiom RedesHy teasa sessnbeye thap drselogdet optgencryption
rou f ' i
engfiefafuashe® 4550008 1955 Hffrebd, Mo, SRR BTGNS tho system
admmiagRrenid devisees, 3nfit2poatablei sepsitn imdragementit devitey i witls box

S e GBI o comut
T i s R

eac g inscribed in the nenory
a light thiteblinksod sighel/theieal] sestien atapagenenedeviery 3120 and 3112 are in
cont am nat,i of  deviges 31 or 3112, for exanple
coughing 25viee o O 1Ro1ees ST 6021 yhou mefling TR s created
to g%ﬂéniocm s@RicRr RYSIPemeHei8GEdsON 2BNSHIOB 11 NtIBrEAIRE 48B4 and
f encryption codes contai ned on encryption engi nes
4838 48crapidorsanine ousiek aty areajpd/an reaiiedon cgely fession guapggement
d and%ﬁﬁgo ﬁr? able to communicate with each other, for
“e& émg & %pting data for safe transfer directly
bet peefe doWhees a3 flbk2handf Ihalkmenpitionnall 4 ywonflEBB dlsshgirive
conpl etion of a given session of,datg gransfer froT
deviprused ke portalkls sessios, mapagpraentdeyice 1of ofjihyingggniipyention that
WA G | ARl §d BetidIIR provided with
ISR OREIROE A QTR AR AR i ORidANT phovided vi
coyplimgi dberet3160 gBiguid §2)f The den-USEs flashl drivendevaE2i9 issged a serial
conmuni cate directly at.another sessign
nugPrHIADS GE TSRS S P OB S on
nman 3H HBWh CL pRtddl fSSsRdinchentileng et SRsibd RhardRement
code to group devices 3120 (Figure 55). In . .
dewintrodli |Rners remdici lncationatigure 84 shews garelgepldit repeivingee-mail
3112 i s capabl [ ral renote neetings
n“ﬁ%?ﬁ%%%“%?&?g?gﬂﬁﬁSééggmggféﬁéﬁhg to different groups.
For exanple, a user group having group session
managenent devi ces 3120, group "A" are optionally
! er software progranmers froma certain conpany
Whi 6o 30 RNG o var %ﬁg}aﬂf OURire BoyraMNR herebIdP BSioh! Bhgement
enpl oyed by the sa conpany. oup "A" transfers data,
devict h 1 biniFiguse r 59,0 shales/ | adi-Bak?2 featareh efoned ninreprsiabls eession

management device 114. The anti-spam and anti-virus features, for example,

comprise any of the many spam and virus protection that are readily available today
and well known to those familiar with the art.

Figure 62 shows receipt of portable session management device 114 and
registration process. The user inserts portable session management device 114 into a
USB port found on the computer and is prompted to make a decision as to continue on
to the registration process as seen in Figures 63.

In Figure 64, registration authenticates the identity of the user and the user
selects a login of sufficient length and strength necessary to meet the minimum

requirements required by either company policy or federal regulation.
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group "A'. Goup "B" transfers data with adm nistrator
devi ce 3112 and between nenbers of group "B". However,

warorm74448 devi ces 3120 cannot exchange i nf or nRCTAN2006/001497
renotely with devices 3120 of group "B". Optionally,
comuni cati on between sessPdn managenent devices 3112
andIBERure6% thesprotess af\wearehmpethe mpstemrangd amthehticamgehat the
channel, a | ocal server an /or a proxy L..In

Sy 3%l WHIPHS InagPoRpiateemicEia Sn’én%‘ﬁ%ﬂ@‘i’?{i Hbdig B the syocess of

loag% dcR ErotiRB sQividel %ga st \6%& anrd rﬁ‘écﬁﬁbaﬂﬁﬂﬁ i '&Bﬁ&f%dt Shese

gures 60 an 1 sh o coupling device.3
servitec hnchmnéxfhaﬁncgsam ecdrasary iy ti®1@Mplete meaniigring ahd sepuing of
?harger 3140. In enbodi nents, coupling device
ﬂmé%ﬁ@ %cl udes a charger connection 3142 and an adapt er

314‘ﬂn Figmecd;v 4 Surk® ﬁfé: ﬂs@h@@ﬂ 76 e webeaL@at tha ¥édurles that have been
coupl ing device 31 hereby charging battery

lncmld:ed Oﬁlt@QJU§B¢ESh ﬁbma%d the aoa HEation PEBESHdE he p rocess
co dgiglutrr]cg 6? %H@wé n%gogce\éhf%fo%]rggm{ g Ry 'ug& nc 2 Bap{t' s%stem

eam nenbers ed ont

ad @QGstRRs, forkxanpleade bBdol-bdsbé nstywile fonmapgepriataluse either in

referred to herein as the sy sten1adn1n|strat8 , ang
contaat Qrsitra mappgs thatoib At A1 & PERRSE U IPaPsgit AeTrdiga P 4 group
3100, also referred to herein as coupling
ad é@ggg&gloo In a stage 4820, display panel 102 (not

sh O\Emgur@ 69 \sh@kes a @r«suegmal for ﬁmplemcamg e calehdagHoundhean the USB
bl i nks,

fagh v et an 3 nesd: Witk fipiopRgT B VT LB SR 00 oA et s @
ééﬁ:g Qintnd 48 Qﬁe cAnp@BIRN SREInaNY pPHARS thé BseFIveigh ﬁﬂllﬁ[ﬂe time

vide to all session managenent devi ces 3120 and
zoBdsiRouridthe vadds 4834 and 4836, encryption engine codes

d .
ggslﬁéﬁg%goshg&a ag&%ggﬁ%%fgﬂrrngﬁljg RS %a%nfom%gﬁﬁ Rbutent as
detefRliREEI Bt igfdupoddndinidaatot!SEhd bsp administraley optionaHe ahomtors

i ke portable session managenent  device 114 of the
e- kb 6B ASPEA IR et ﬁra?nﬁmr%@m bast-a USB port. A

s of t PY! f
D e e e R
m:i)l lamiWsd on the Idmmec,éaasal mmmqﬁd/ﬂagw alabd by ﬂ@@rom@ﬂmmgstrator
encr ne is in i nt 0.one.of ts 31
F1 o BuscfAoiotia hoprppst aRanerdd ORIt PREMEE SBign wit
m&ﬁﬁék 8Pa WWI)U}Q%’W@E 8s thbhRorfi KON SRk ehes@g ity fon proper
Figure 5 1 Sshows a protocol for receiving e-nmai

conmsbgéggn@umglnd@mr@@s 3112 at renote | ocations.

Figure 73 shows a process of engaging in a chatting session with members of a

designated group as well as monitoring the chatting sessions for proper content by the ___

group administrator.

It is expected that during the life of this patent, many relevant portable session
management devices, USB key devices and/or alternative digital data transfer
mechanism will be developed and the scope of the terms “portable session
management device” and “USB key” is intended to include all such new technologies
a priori.

Additional objects, advantages, and novel features of the present invention will

become apparent to one ordinarily skilled in the art upon examination of the following
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Ann' Spam Figure 58 shows anti-spam features found in
portabl e sessi on managenent device 114. Figure 59,
wehemw7assi - virus features found in portabl e sSEETIDIV06/001497
managenent device 114. The anti-spam and anti-virus
features, for exanple, conptise any of the many spam
exaﬁf}ﬁiesy iwhish preoh@cintended b be dimiting.adidiiyional by, lcath ef tthod sgrious

and novvntothosefamll r wwth.the art.. Eigure
1%%@@@%% ob fhepRresenh IRVeaHeR 2§ ﬁ‘ehﬁﬁ%ﬁ‘g@hfé abdi ang as
clalHe‘a gﬂ%é eRim¢ sBLANbALRC RS e@k@m&bﬁ%ﬂ éuB &k lifi the followmg

portabl e session managenent devi ce 114 |n o a USB port
exahmlesd on t he computer and is pronpted to make a

dec si on as, onti nue on e registra rRCEsSS.
de APPITCE eguﬁ%ggc - fea ‘E?Sgﬁ’fg’ CaRveion gv{h}c g’n%% c?anty,
des@HE&? Nhi %t @8ntke olf dﬁa? jate/ @hbddiferts © magndisb hBe vided in
selects a | ogin of ficient Iength and stre

com@uets@arryatsmgnke emboqhelem fronymiselyg uam@ﬁ%eﬁa@reﬁ&*gmhﬁ éavapgion,
whit te{}?efrefoc %r’g) yd@ dgeg alrnc e cglqt[%% eJ)fS 52 eaetlﬁtg)'zhrhéhtl:hﬁy afso be

proaidehespar@taty (ﬂgn taﬂyaéultable sabsdxﬁwinatsonm t hout

i nappropriate materials is conp gd I n _Fi ﬂ

pr oAdbeugt thedaYsiionakaeyPeth &13‘%%’?3@ 8 Coppn ’é’ge“’lt specific
emﬁ&gﬂ{‘é}l%.rtPg@gf k4l 16 @Lid0RShdtSn efila8ide Hlﬁ?t?caﬁ@ﬁé’érﬂe\%natmns

and nodificafions are necessary In the conp
wilirbaiapparemgroathcseseiliedi inghofirtt Aecm:dmglyt @ris mtnndédgg remb@a:e all

sudoipPEaaks. RERRERPRS P RR"S (K T i i SORG and Broad

scx{p@%isttﬁeatabﬁéhd@ﬂ OAFB . %@Spubﬁbﬁwhs @&eﬁd@ OM&l PaRhO@pplidations
or nonitoring the user conputer stem

meatioedi st thist epecificatioresgrisirain om@p@ﬁdan 1 i erfirast Mo Federence
mt?rglhehgg C F 85 | attﬁe %%fele e%:e]rng g% }f‘ o{&:ﬁ 9&%191'&{1611 elgub'tli@at?on patent or
patefiCappttatfbnt anst dﬁ)@qﬁbﬂLyparﬂdﬁmﬁi(ﬁlhﬂﬁhﬁﬁcatdal tg lbeéncﬁ)i?pcﬁlmad&erem

%%rocedure for inplenentin 1%Pa cal endar f ound g}r‘]
by ueprenradh additips, @%@nu% ideptiBeationeef anyRicTSe &p Bin pRiisation
sha?]ﬁﬁéter;@ (t,ochsﬂﬂéchgsn&ﬂ Q(ﬁ{lﬁsﬁ){f Fhatishcil ?e SreROR SN atidvi® ad Erl&sﬁt to

conmput er and optiona provi es the user wt

themprbdenplneettiore zones ar ound the world. Figure 70 shows

a procedure for nonitoring e-mail for inproper content

as determ ned by the group adm nistrator. The group

adm nistrator optionally nonitors e-nail on a specific

i ndi vi dual or on a random basi s.



Figure 7 1 shows a procedure for controlling where a
user in a group of users may browse on the Internet,
woaswed7u3en privil eges granted by the group PCT/IL2006/001497
adm nistrator. Figure 72 shows a process of engagi ng
in an instant nessagi ng se&kion with nmenbers of a
desi gnated group as well as nonitoring the instant
nmessagi ng for proper content by the group
Whatiki (Asasddor . Figure 73 shows a process of engaging
in a chatting session wth nenbers of a designated
group as well as nonitoring the chatting sessions for
proper cAnostabletsgssidremgnagemenidiavidesionfigened fort inpegtion into an

. exgecgﬁg t hat d¥ in Fe li.fe of this,patent, nmany.
inpib 0T Aot cpPRigh e BREbIC s b amesent Aot Somiie; o
devjyces aNaniBEntRati6h DAk ic¥efigired iordbiaiat Mithenfib@&iodr of said user

mechani smw || be devel oped and the scope of the terns
" poperidhlesession imsnagramend dender Witk yespect ta said hostgopmpyter; apd

I nt epnded_t o-i ncl -al | : | Qi LOLL . o
Addf't i on%lsatgbﬁce%#g,l% lta(a)\‘/3 5%1&%56%’?3%%%& %@le 94 ggtp %?Lc'«gﬂ%,# unit
t heafd esefifuredvienticilitatei bdfe ecawetoappdemntoneocanputer-based
ordinarily skilled in the art upon exam nation of the

f ol PRRAICAGR BrgoPRICtion éth saiddofRommitdnded to be
limting. Additionally, each of the various

enbodi ments and aspects of the present invention as

del Rneat &te hportrbiea sesstorambnagemérdi dexdcd racedrding 4 ndaim 1,

. segtion below finds experinental .support |i. h )
inglipst ot Rlpc ApATERGON HEe SopREger I R At b gt computer
on B HiGSofset- BedtdV @M HRfeonWhi ch are, for clarity,

desCribed in the context of separate enbodi nents, may

al so be provided in conbination in a single ,

enbqdi nent. Co rsel vari e S .

[ nvgnt [ oﬁ?‘e \/\B?‘Jga;l??%rsg,ss\(?no rm%lrag‘%}lg%&, a%l\gé% r%cggérghltéﬁ t? h%lalm L
ind@dihext cecedlingl BAGiRe FRAGIBEND, optRyte akislo the hostovordpater on
separately or in any suitable subconbinati on. Although

copgealingy potios o Hafa thisedn descri bed i n conjunction with
speci fic enbodi ments thereof, it is evident that nany
alternatives, nodifications and variations will be
appat.ent The piutaehde sdebdidrednanageentadeviccasoodinglty, clpgm 3,

WSt ORI E TRV SIeCHE & Wil PYPR ChLCHR e fgpiaton of

audtinfibdtiofttd shfdoRtheaEeRR Mt he appended claims. All
publicati ons, patents and patent applications
mentioned in this specification are herein

ook PO S A S0t L] RSB !B o

speci'fica
confighinét €iatveslshid watdnl pasedponde-authentication.

6. The portable session management device according to claim 4,

wherein said concealed portion of data comprises a data partition configured by said

device.

7. The portable session management device according to claim 1, further

comprising a concealed encryption engine configured to encrypt at least a portion of

said portion of data.



pat ent application was specifically and individually

i ndicated to be incorporated herein by reference. In
wadai7to7ersg citation or identification of any reCenewe&001497

in this application shall not be construed as an

adni ssion that such referefte is available as prior

art to the present invention.Wat Is Cained Is: 1. A
portabl e_sessi on managenent device configured for _ .
Pno8r L ofbs rRtses SO0n GHOSIRRY dHPERITPEEl claim 7,
WA EhA Gt 1888 2 6RioNRAAA TR Rl datFis CAIPPeal nO: 1) an

aut hentication unit configured to obtain

aut henti cation of said user portable session

mangagene devj with respect t ai.d host .conput er.;

and?i i) he st Besstonn, rptgamant; Jeise Acsding; By Jaitm, 8.
Cco eBtetUrRAd Sedal dOshetptdd @4l of 41l st Rehputer hesliddd Alduser

sate access to at |east one conputer-based application
authpnticgtipmyisonifersewi t h sai d host computer. 2. The

portabl e session managenent device according to claim

1, including a conceal ed encryption engi ne configured

to oper lalrﬁe vyiadﬂgbteheedginmt nmmm@ﬁ Mim@gcl;qmﬂimgntmfclaim 1,
. user-selecte ata thereaon. 3, The portahl e session .
m#%%é Fitupdainage wogightfidngonditienally mpen sy Useicatpngcation,

c&Mh [

o bR 0 FRAGUTE: AT Yo Bub0f IRV data
badkup qporatiabd en thesshomr semeagenent devi ce according to

claim 3, wherein said condition conprises concealing

said portion of data after expiration of

aut hent i ¢ag i guHable %@dsﬂ)na%ﬁﬁgélh&ﬁt d8Acd kéordg 1 laim 1,

portabl e session managenent device according to claim
indudispnf | gurbeekupo menasal  senftBucwsh c sandiiopdlyt iunenupeisl  user

- .h i i . '

oG RO o i g self, 8 R By EDRLE RIS B er 0
allp@rdatatiachiip ol ftiono opkhesedved. data partiti on configured

by said device. 7. The portabl e session nmanagenent

devi ce according to claim1, further conprising a

congeal e [ : ' [ : rp

onat o pag LB, &350 IR RaEOh FIRE abQrllE (¥Phny bne of
clapos tlAlznd 1desdiem smdhbgekvpns cdetinuwas adile rsdidrapthanticatainnis in
f 7, wherein said at |east a portion of said portion of
orf&ta is encrypted. 9. The portabl e session nmanagemnent

devi ce according to claim8,

13.  The portable session management device according to claim 12,
configured to conceal at least a portion of said data on said server.
14.  The portable session management device according to claim 12,

configured to encrypt at least a portion of data on said server.

15.  The portable session management device according to any one of
claims 10 and 11, wherein said data backup operations are based upon user-selected

parameters.



configured to unencrypt said encrypted data on said
host conputer provided said user authentication is in
wobanw®74458. The portabl e sessi on managenent dePCTAL2006/001497
according to claim1, including a backup manager
configured, conditionally sgpon said user
aut fent i i inBRablk OscRRAEA HAHFUMERAHEAR: WckSrdthe' R Am 15,
server throébh the host conputer to all ow data backup
whephr atidoat least tehgortemmooé st \data bagkupTiepengtionsalate provided
.- session managenent device according to claiml,
lncqﬁﬁﬁékhg a backup manager configured, conditionally
upon sai d user authentication, to open communi cation
wth a server through the host conputer to allow data
backlip oples awrighls eessione mapagestent 19evioph acgeudipgbpioe claim 1,
el e e ' to any one of
‘ Cmﬁﬁéﬁﬁﬁofﬁgﬁ%%fﬁ%@&ﬁﬂg%gﬁﬁl%ﬁ%%9ggc ﬁp i s continuous
whil e said authentication is in force. 13. The
port abl e _sessi on managenent device accordipng to claim
12, 1%onfﬂ§fu PeHably SesTie Aranggemey eVécep%‘?cPF‘g’hg ¢ 2y epe of
clafiid 7 Q84 $7 vgliégihvs%fd selbr i 322l ot 8RB0 RASSBA with respect to
managenent’ devi ce according to claim12, configured to
saié¢ hostypmpater. east a portion of data on said server. 15
The portabl e session managenent device according to
any one of clainms 10 and 11, wherein said data backup
opefat i ONfe YPoprabRS S&hsidR OMakkiRhrehie | RE1cE dadeaFmiE 46T Haikb 18,
The portabl € session managenent device according to
conflgairad toSommmariesite withisdidzserviee alstaidirapnte losatiess using of least ane
f_ba(:kup operations are provided increnentally. 17. The
‘portabl e sessi on managenent devi ce according to claim
1, configur edawadestahttobk;a connection with a proxy
server. 18. The_portabl e sessi on managenent device
accordi n® t o amjtenet danralai ns 10 and 11, wherein said
server i§)locgg§gep % renmote |ocation with respect to
sai d host’ conputer’ . The portabl e session
managenedt dewipoexyaeoer.ding to claim 18, configured to
conmuni cate with said server at said renote |ocation
usi ng at | east one of:

20.  The portable session management device according to claim 1,

wherein said authentication includes a digital string comprising at least one of:

a) a session management device identifier;
b) a user login name; and
c) a user password.
21.  The portable session management device according to claim 20,

configured to hash said digital string on at least one of:

a) said portable session management device;
b) said host computer;
c) a proxy server; and

d) said server.



a) a wide area network; b) an Internet channel; c) a
server; and d) a proxy server. 20. The portable
weeswEigmssanagenment devi ce according to cl ai m BCT/IL2006/001497
wherei n said authentication includes a digital string
conprising at | east one of 57a) a sessi on nanagenent
devpge i Whatpokiable; sd3pion tmesgehmgt rlemaargccarting )to aclarisrerZO,

password. 2 The, portabl e sessi pn nmana t deV| )
wheeein rgidh Qo‘tt%ﬂ?’clsﬁsrﬁfm‘ﬁanégﬁ’i’??né Lﬂsﬂ&fetlé ‘I"?é‘gﬁ“‘é?g Fald
%ﬁﬂb&@ﬁgﬂﬁﬁﬁféﬁﬁéﬁo aritpf - @) said portable sessron
nt de

nage I ce; sai d host conputer; c) a proxy
server and d) said server 22. The portabl e sessi on

enme accordin to clajm 20 rein

por 2361 o 1 SRl A gBmER R i casePTGe off S5l 22
wie&h $hiardesRb duhefiidafibn 3§ Ed)tfﬂgu%dtt’ﬁ R digiohdly ivhldhted by said

entity. 23. The portable session managenent device
registegiogientjtyt 0 cl ai m 22, wherein sai d device

aut hentication is configured to be optionally

invalidated by said registration entity. 24. The

po r oAbl e The poitslile FERRGaNR e deeicaacarrdinggo tetriml 13ifmther

gﬁ further configured to conceal, a sessron of .l nt ernet
CO

gyphde ereerha eerpeet Tyamehpuiag T aprgsRectioy At out

he portabl e session managenment device
ﬁog@g%i?gsgtcoﬁgute im1l, further configured to authorize

paynent for at |l east one itemto be purchased

el ectronical | sing.funds from |taI
st at4%on. g‘ﬁ {W@%&@&%‘% % Lﬂ}’?‘cle further
coﬂﬁ@&i‘é@ kd) guth@nfel ﬁdy‘iﬁe%@ forf & "1&&1%@ bné Bt B Qiﬂmﬁﬁsem El¥dtetically

| east one of: "a) fund a digital banking station
usmgtfnnd&rﬁrmafdlglmlhald@mﬁémlgnat ed digital funding

sour ce; and

26. The portable session management device according to claim 25,
further configured to provide at least one of:
a) fund a digital banking station with funds from a user-
designated digital funding source; and
b) supply a physical location to receive shipment of said at least

one item.

27. The portable session management device according to claim 1,

configured to shut down said host computer when said authentication is not obtained.

28.  The portable session management device according to claim 1,

configured to maintain a record of access when said authentication is not obtained.

29.  The portable session management device according to claim 28,
wherein said record is maintained on at least one of:
a) a portable session management device;

b) said host computer;



b) supply a physical location to receive shipnment of

said at |east one item 27. The portable session
woanagenmsat device according to claim 1, confi §gararkod&001497

shut- down sai d host conputer when said authentication

IS not obtained. 28. The pé8tabl e sessi on managenent

devi ce agyor dapgbxyGeslegiamdl, configured to maintain a

record of access when said authentication is not

obt ai nedd) 29. aPP¥®hort abl e sessi on managenent devi ce

according to claim28, wherein said record is

mai ntai ned on at | east one of: a) a portable session

mandgenmedt oeplinge ;debice sfurd chwdingc enplutaity cof popally ysession

server; and d) .q server. 30. A coupling device for
map3gHNey Je s, é?lglcP't‘R}medeB’&FlC%‘E‘P@S@ ssi on managenent

devi ces, jsai d yaAeRk iRt RH GRS SREBId fisfibh nahagBthdrk Rkfices,

i nputs for two portable sessi on managenent devi ces,

one oh¢ r Bitst sseswoD Marageryente devide \ande atleasht orlee §&r0nd ngession

second sessi on _mmna nt. devi ce ach of said .
por EuBrE et eiEnaRa S eidt U Bafe ReoingP@ieBemtt devices
I es pefihh ¥eespRiitRAIBELaRIAGHYBIpLiON cafifE;Ne; 11) a conmon
encryption éengine setting transfer unit operatively
associ at did wi ©hcosamen fIGYPiIe engipg sefting hgnefehrniy gpeigtively

to LLANBEAN witnG 1t§:.?é tiﬁ;{ﬁgs, fJnﬁgBo%?i'gﬁreﬁnt% fiddsft a common
session nmanagenen evice ‘1o sald at “l'east one secon
sessetting Maomageideode ey isesion3handdementdpliceigo agidoatdiessy one
to claim30, includin n, aut hentication unit
conﬁPWé?ﬂ@@@%@F‘ﬁ?ﬁéﬁf’ﬁé- identities of said at

| east two session nanagenent devices for future

aut henti cation. 32. The coupling device according to

cl ai3h 30, Theawiipljng actosting btatlagnild, orwduding gn agibsstication unit

copBRREg Pt P dt SRt BTG 8t ERL I PP A tfent
deSReONH feRESLIRentRageent device. 33. The coupling
devi ce according to claim 32, wherein said

adm ni stration device includes an operating function

to V§2p € Sﬁltetéoﬂlgﬁngt &%fc%fa%&;pdﬁlfgttg c1a%1%0, configured so that said one

first session management device is set up as an administrator device configured to

issue said settings to said at least one second session management device.

33. The coupling device according to claim 32, wherein said
administration device includes an operating function to wipe settings therefrom after

use.

34.  The coupling device according to claim 30, wherein following removal
of said two session management devices from said coupling device, said two session
management devices are configured to communicate during a first meeting using said
common setting, and wherein said communication takes place between locations that

are remote from each other.



34. The coupling device according to claim 30, wherein
follow ng renoval of said two sessi on nanagenent
wdevirmessssr om sai d coupl i ng device, said two SEETIDIV06/001497
managenent devices are configured to communi cate
during a first nmeeting usinig said conmon setting, and
whensi N 8k oGslpUddEed Adebrdigk ®Sclpind 84, Whtrekeduring said first
l ocations that are renpote from each qther.35. The
meghi| SaigviResassien AWHLRIeR} deyices arensosdiguipddp dienergify ¢ sepond
comBlol s];ftirngtthgi%ﬁik %liné%' sgcéﬁﬁqnée‘?ﬁlg'f%lﬂﬁ € PElte locations.
Vi'cés are confi gur to generate a second comon
setting, thereby enabling a second neeting from
mul tiple renote, |l ocations. 36. The, cqupli .devic
accdbdi nghe &OBPIéﬁ&ﬁ(i%‘i?e peferies Ffbglémi‘ ggh HPB@AIH g rﬁcg\?kgﬂable
poSRHEGfcE BARRELE Dot RPul Bitizuf@Nid! BHoRably ConféMUSRI dharge-
connect to a chargeprovi di ng source that recharges
preddidg sewbathgerbhageoseid reshargeable Brver Aopget abl e sessi on
managenent device configured as a parent managenent
devi ce that enables a child session nmanagenent devi ce,
whersei n i ghrRBab| se8ifort AiRao&REat IdEvibé Odndigh@dats | £agdrent
one paraneter for a conputer session on a host L.
mayegpuendrdevive dheinenablesan ghilchpesgion ananagamarindgyigee Atherein said
vice is. inserted; and ii) recording a history of
ong f%cé)g}%lﬁ‘?ser session. 38. The portable session
managenmeny devireddimgCarieistgnt pataheten 87 o cohgpueir sessiindon a
history is stored on at | east, orlg of : 21 said host. ., .
conput er :hoY camaper: tp Jviely jsaid: child sespigh gnanagemegd devige is
and d) aiﬁseep@a;eatﬁerver. 39. The portabl e session _
managenent device according to claim 37, wherein said
parent sdfsi onecmdiagerigstoryddshideomputel isgpsiond t 0 access
said history using at |l east one of: a) a wide area
network; b) an Internet channel; c) a |ocal server;
and 19 a THeOPYrtME ViREsidP - maAiemeitl ablice S06SHRR to claim 37,
managenent device according to claim 37,
wherein said history is stored on at least one of:

a) said host computer;

b) said child device;

c) said parent device; and
d) a remote server.

39. The portable session management device according to claim 37,
wherein said parent session management device is configured to access said history

using at least one of:

a) a wide area network;
b) an Internet channel;
c) a local server; and

d) a proxy server.



wherein said child session managenent device is
configured to recognize a violation of said at | east
wonepassaset er duri ng said conmputer session. 4RCTThm06/001497
portabl e sessi on managenent device according to claim
40, wherein said recogni zeéh violation is in the form
of ap, | e?ﬁé gﬁﬂ@bl@f ses@idn AhfhdoBehie ¥bvicd )ackayingOtd claim 37,
input; c) password input; d) secondary Internet sites,
whereacteed] chilhseasipn inmaagenant devieg isstonfguisy tg Escpgize aviglation
t aken screen shots; and f) videg am ng t hroughout
of %ﬁk %ﬂgeégg QG pAratgSler qyrng g }cﬂ %Qélilpgl%esres é‘g‘sslioglh nmanagenent
devi ce according to claim40, wherein said recognized
violation is in the formof characters displayed on a
gr afhi ¢ The awortable. session TRENGEEMERb |déVl§%sa§Ffb‘ﬁmr%F%gfi%ht40=
devi o] I, 4 ' Lg recogni zed
whEl 54 BR SR o af n B R TR B oBELE 2
| nt gy net digithltexth) a chat room c) instant messaging;

d) a_bl o%; and .e) an e-mail. 44. The portable session
manRYyenekey Weld BRUaccording to cl ai m 40, wherein said

recqgni z bRl & ﬁtgn i s established through at | east
one gf: E%Sﬁlgllqdl arent device; and b) a rating

ser ) ce. setdndarh dntpmet sitek ecashebvian prisayy briernet sievi ce

according to,.claim43, wherein en a violation is
rec8yni z griodically t : Isareglég]%(ﬁ%r?nﬁgnagenent device is
confyj gur eglieh QuridnaMp dRoddhdueatd sésienof : @) shut down
sai d host conputer; and b) shut down at |east one of

said: i) Internet site; ) chat room
42.  The portable session management device according to claim 40,

wherein said recognized violation is in the form of characters displayed on a graphic

interface.

43.  The portable session management device according to claim 40,

wherein said recognized violation is included in at least one of:

a) an Internet site;

b) a chat room;

c) instant messaging;
d) a blog; and

e) an e-mail.

44,  The portable session management device according to claim 40,

wherein said recognized violation is established through at least one of:

a) said parent device; and
b) a rating service.
45.  The portable session management device according to claim 43,

wherein when a violation is recognized, said child session management device is

configured to provide at least one of:



i) instant nessaging; iv) blog; and v) said e-nmuail

46. The portabl e sessi on managenent devi ce accordi ng
woaowlas4s8 40, wherein when a violation i s recogQiraemp6/001497

said child session nmanagenent device is configured to

generate a warni ng nessageét o said parent session

nanggeneg&nQ§whgﬁdhﬁﬁcoﬁﬁgmﬁgﬁﬂable sessi on managenent

devi'ce according to claim39, wherein said child

sesk) on sndgenehlcagone ebsdid configured to request a

change ig saiﬁgg%dgwgst one paraneter to said parent

device. 48. T portabl e sessi on managenent device

accordi ngyto ehairsord;7, wherein said parent session

managenent device is configured to change said at

| east onélpar HWENEMEHEEHE at | east one of: a) said

w de ar eqnet Kind) said Internet channel; c) said

| ocal ser er;“g%’sald parent session management

devi ce; apnd d}yaidetmaipr oxy server. 49. The portable

sessi on managenent devi ce according to claimA47,

wherein said parent session managenent device is

confygur qelet orEfN98ssRh hAASdenRNE RVURTRICOEdiNGit eclaiai di0,

. chil'd sessionh managenent device and said parent device
wharein odrenec vadatican isaliedognizst, sxdnbildrsesgon nrmagqet gsvise is

coRfare] § EAP AR B CHESTes o AL A Fhdfddent dovice.

configured to provide at |east onetine paraneter

during which said child session nanagenentggevice ‘

act i47at e heapertahiss ssessistp rapgenent deyicenaqoaling Qeslaiy B9

g - devi. . . . . , )
R EGR nARERR T el & Qg U REQ5T SRl in
saldl @ Vdagort paraasitr oseidgasint gevienet er whose att ai nent

allows said child session managenent device to

activate a reward fromthe group conprising extended

conmy er THRE oRAAESSsdidh ROMhSIAR ISAB UERididaM®DS claghid47,

access to eglgnated Internel sites. 52. The portable
wisesinisoill praegessont mdeagewentadayinedp sgnfigired to ¢hagge said at least

one parameter using at least one of:

a) said wide area network;

b) said Internet channel;

) said local server;

d) said parent session management device; and
d) said proxy server.

49.  The portable session management device according to claim 47,
wherein said parent session management device is configured to change at least one
parameter while said child session management device and said parent device are

connected to said host computer.

50. The portable session management device according to claim 37,

wherein said parent session management device is configured to provide at least one



wherein said at |east one paraneter includes allow ng
access to at |least one of: a) an Internet site; b) a
wohed7/res81 c¢) i nstant nessaging; d) a bl og; aRdTA).20861001497
e-mai | . 53. The portabl e session nmanagenent device
according to claim 37, whefZzin said at | east one
tinRapANREEF diiked wlsh i€ \aNd isegidcmanspehenatevieaattiang said
of: a) an Internet site; b) a chat room c¢) instant
hostwemayieng; d) a blog; and e) an e-mail. 54. The
portabl e sessi on managenent device according to any
one of clains 37-53, including nultiple child session
managenefhe deyviables séssivnethahagemeht ideliee nachetisg dé @aim 37,
group;, .and sai d parent session panagenent devi.ce i.s
wibisd ] PATeEt SPBah THIRETRGE AYiGY 15 CRTIEHRg tp grqid @ 1Sast one
goéﬁé&ﬁbﬁ&emggée IRALmERY MERvLEHQ il GedstorC hRhiBertbnt device to
rern said group adm ni strator session managenent
actifeaté @ereveud droii ghe @godro cpmpsising axtdnded tcoppatesfussaperess to

e ERA Y Geor g  p potprple T ERE "

portabl e sessi on managenment device according to claim

54, wherein said sessjon managenent devices of said,

mul 62p1 e The nitsstablea sessioan magegeaeent gleyicey agsording dpvelaign 37,

communi cations durin ' ] 57 .

wETY S B0l Q0 bRy BBl B Phe BB o tealfihegt

- 54, ayher ah Ints@dketkigt oup admi ni strator session

managenent device is configured to prevent at | east

one bdf saicBatFaP®; pl e menbers of said group from

transmttj ations during a period of tine.
%?r tlﬂs%tg‘fégg%gi

58. The porta §i on managenent devi ce according
to ahy omélagf andai ns 55, 56 and 57 wherein said period
of %Bne i S rgﬁFated at | east once on a daily basis;

an e-m.

53.  The portable session management device according to claim 37,

wherein said at least one parameter includes preventing access to at least one of:

a) an Internet site;
b) a chat room;
¢) instant messaging;

d) a blog; and

e) an e-mail.

54,  The portable session management device according to any one of
claims 37-53, including multiple child session management devices issued to multiple
members of a group; and said parent session management device is issued to a group

administrator.

55. The portable session management device according to claim 54,

wherein said group administrator session management device is configured to prevent



on a weekly basis; on a nonthly basis; and on a yearly
basis. 59. The portabl e session managenent device
waceowrodi4sg to any one of clains 55, 56, and 57PGHAL®DEI001497
said period of tinme is related to religious
observance. 60. The portablé@ sessi on managenent device
at deasbeuti ofsdid mulltgilemfetbalsesfesaid gwiug fve kedivilg édnMubBations
drelated 0 éeligious observance. 6 1. A nethod of
UG #iRgrRg o HLE) on managenent, conprising the steps of :
i) plugging a portable session managenent device into
a host conputer; i1i) obtaining authentication that
sai POor tTalsl portabls isessianamegegendint ddsviee aérdihg ovedlatrn 54,
..sai d host conpuier; apdiii).accessing at |east
W R T R  eab R feFicns PERI e FISERAbAG e contizured to
pré@ipiiceivingCRRthidietiohd NuiioNp&Ridbramident i cation. 62.
‘A method for providing session nanagenment between
portabl e sessi on managenent devi ces, the nethod
co i Si ARG | ovidi hg etting,exchange,device .
ha\r}.ipsg7I g multi %‘%%é%:ien\éh is0 g?a n%%errr?ﬁ%i 4155 ﬁc%éql% éf Slaim 54,
whendin ispidezrquyr ddatihistrates sdscion MRMAgRREN HeHley iseBhfigirkd to prevent
i nserting | t.iple portable session managenent devices
at FF("Bt Qe Yy s prenliiplg | membesg nofofsaishi grodp v fiems thansmiiging
coRmiHIGERBhE il Ap&IAAT¥RdON engine; and iii) -
configuring each conceal ed data encryption engine with
a common encryption setting for conceal ed
co ni c iong@gfmeen sai d portabl e session managenent
devi*Ces or'® ¢ PraveR manggemant devieg) agcording dpt @i Age of
clBRFBEL 3 arldST, whRBRshidll fofiod b timRnE fegeité&‘& 1BasPBhdeaP! €
sessi on managenent device as a parent device; 11)
confongudailiidagipiot her portabl e sessi on managenent device
as.%n%ﬂké 2 Eyild sessi on nenagenent device using
sai d parent” sessi on managenent devi ce, said parent
devione momtlydiasg; s@ssi on nanagenent paraneters to said
child device; .iii) inputting said portable child
ses§P&ﬁwﬁﬂﬂ§§%ﬁent device into a host

59.  The portable session management device according to any one of

claims 55, 56, and 57 wherein said period of time is related to religious observance.

60.  The portable session management device according to claim 58

wherein said period of time is related to religious observance.

61. A method of providing session management, comprising the steps of:

i) plugging a portable session management device into a host
computer;
ii) obtaining authentication that said portable session management

device is allowed to access said host computer;

and



computer thereby to guide use of said host conputer
usi ng sai d sessi on nanagenent paraneters.

WO 2007/074458 PCT/IL2006/001497

64
ili)  accessing at least one computer-based application using said

host computer, conditionally upon said authentication.

62. A method for providing session management between portable session
management devices, the method comprising:

i) providing a setting exchange device having multiple inputs for
communication between multiple portable session management devices;

ii) inserting multiple portable session management devices into said
multiple inputs, each of said devices having a concealed data encryption
engine; and

iiij)  configuring each concealed data encryption engine with a common
encryption setting for concealed communication between said portable session

management devices or hosts thereof.

63. A method for monitoring computer use, comprising:

i) configuring a portable session management device as a parent device;

i) configuring another portable session management device as a portable
child session management device using said parent session management device, said
parent device providing session management parameters to said child device;

iii)  inputting said portable child session management device into a host
computer thereby to guide use of said host computer using said session management

parameters.



