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1 TITLE OF THE FNVE%HthL__________

I NFORVATI ON STORAGE MEDI UM AND INFORNATIO“MSTORA

I NVENTI ON 5 The present invention relates

informati on storage
i ncorporates an 1C (

T

medi um cal | ed an | C car d4isowhi ch
Integrated Crcuit) chip having,

e.g., control elenents such as a CPU, ROM RAM

EEPROM and the |ike.

Furt hernore, the present

i nvention rel ates toTTa"'ﬂEl(PF gizeTs rﬁé‘NEé‘ﬁ"Iéll\br age medi um

proceSS|ngTa§ arat us_cal an | C card reader/witer,

tHEPBY

dal@f o™ s”&“&‘P]I UM AR ol RMAT B0 gl R Fum

s 05 SWLp ey gL e o storape y

for 15 Settlenen%ﬁC?ERgHﬁbn8§sThEa??ﬁgﬁ#?Qﬁ such as

credit cards, conmu

asseées, "and but al so

as 1D capdsp §g§eneslﬁ{mhey8§ Lag%gstor@ﬁbﬁﬁ %}e tion

cards, I nsur ance car

ds, and the like. This 1s cause

thest@ragarﬂéd@a\xﬂ 8Dl eent variops, funcdh oifc St ates an

t hey 20 conprise cont

rol el ements such as a CPU,

RAMIC EERREWratad Checlike, cland wdeidhgy e id. f aF@ecddl
greatly inprove security, conpared to conventiona
magaéeinentgsasdsh dpna PaU, PP NRANKONE PRAMI iarat itdre like.

No. 2002-342734

Furthermore, the present invention relates to an

information storage medium processing apparatus called

an IC card reader/

writer, which records data on such

information storage medium and reads out data from the

information storage medium.

IC cards are
settlements of bus
cards, commuter pa
cards such as empl
insurance cards, a
cards can implemen
comprise control e
EEPROM, and the 1i
improve security,

cards.

used in various fields not only for
iness transactions such as credit
sses, and the like, but also as ID
oyee ID cards, membership cards,

nd the like. This is because the IC
t various functions since they
lements such as a CPU, ROM, RAM,

ke, and are hard to forge to greatly

compared to conventional magnetic

Jpn. Pat. Appln. KOKAI Publication No. 2002-342734

discloses a techni

que associated with an IC card. The

IC card operates based on commands transmitted from an

external apparatus

(IC card reader/writer). For

_—
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+ 25 discloses a technique associated with an I C card.

The |C card operates based on commands transmtted
froman external apparatus (IC card reader/witer).

For 1112112122222 1000 treer rri1a1aazazaset i

*A000R * 2 exanple, upon reception of a command
transmtted from the external apparatus, the IC card
confirms if the received commgndis a command
registered in a command control table. If the

received conmand is a registered 5 command, the IC

car §X8XRdHr e§PPPoEESSPRACPagEdaoRoMmandy Egangeitted from

co nd, %nd returns response data. |SQO|EC14443
spe&ifi §¢ §r883nﬁﬁP€5?FBﬁ'pFBFOESICBégmééﬁfﬂﬁ@scbﬁnﬁh@

dat%eand rgsgonse at a. ISCYIEC1é443

That is
spetfied®s COMMGRFCACT 8n pFBRBEoF=IASFERGRr & Rhenmgand

Sonb%g@ggﬁttEGlggrdI%e@gggggggﬁﬁég LLanspyt $<C n?%ggstered

ata to a non-contact | non-cont ac

Car@ohﬁ%ﬁhye§hEhQCC@ggﬁn@xgéhﬁeQngrogéggyﬁgsbase% on the
processi ng corresponding to the received onman

dat @ecandetiheon@ne9nkaat rk€ueasdrE6byhBE dal’.
processing result as response data to the non-contact

| C card rneadaEinidusr spdpafiieeceaptbanuaf cdatant pabtocol
does not conply with the |SQO | EC14443 comruni cati on

pr obetokeent hbe pommeodt detal endardspahbs date.a That is,
non-response state 20 since it cannot execute

pr oé€8<ilkg144ABespeRdifAhgst 8 chmnunbeetved pacbocihen

the non-contact I C card receives
required when a non-contact IC card reader/writer

transmits command data to a non-contact IC card, the
non-contact IC card receives the command data and
executes processing corresponding to the received
command data, and the non-contact IC card returns a
processing result as response data to the non-contact
IC card reader/writer.

Upon reception of data that does not comply with
the ISO/IEC14443 communication protocol, the
non-contact IC card falls into a non-response state
since it cannot execute processing corresponding to the
received data. When the non-contact IC card receives
data complying with the ISO/IEC14443 communication
protocol but cannot reconstruct the received error due
to some communication error, the non-contact IC card
also falls into a non-response state since it cannot
execute processing corresponding to the received data.

The non-contact IC card reader/writer waits for
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» data conplying with the | SO I EC14443 conmuni cati on

prot ocol but cannot reconstruct the received error due
to some conmuni cation error, the non-contact |1C card
25 also falls into a non-response state since it
cannot execute processing corresponding to the

recei ved data. The non-contact |1 C card reader/witer
waits for - 3 response data fPonithe non-contact 1C
card until an elapse of a nmaxinumreception waiting
time, which is set in advance, and determ nes a
nonr?égﬁﬁﬁged%F?oFrO%f¥%ﬁ @?ﬁa%QQﬁﬁﬁicﬁctQﬁ¥QMHQ9%ﬁ;a“

t That i th t t. I1C d fal. i
tElashanof ot gt eSS iy ive i s

nong ggnggcgd!/g:n gr da?§eged$rl/“n\{\{net nggegrferl{%sg)eosnsxel lﬁf or

non-response err of

rec n [ [ nef y.
BRI B0 SONKRY GRS AR O 11 1 ST o o v

presgat nbAvEsht 88t oc PLAYI e BN i A Oriatd pn StAge
medi um and an information storage nedi um processing

appatatds, avhieScr Codd paeyen! the ARG EatdaN IC card
efficiency drop. 15 An information storage nedi um
accoediag/voivae denbodimenta afortmespivesd iedror after the
conprises a card main body enbedded with a nodule, in

whi ehappe abdbhe BawpRum esecepyrmivwaitioly dome,olresulting
means for |nterpret|ng received data, and selectively
exetlt tRGEAEFHBRCYrocessing for 20 returning response

data to a transmsslonARNES & 1 rwventzon

It is an object of the present invention to
provide an information storage medium and an
information storage medium processing apparatus, which
can prevent a communication efficiency drop.

An information storage medium according to one
embodiment of the invention comprises a card main body
embedded with a module, in which the module comprises
communication control means for interpreting received
data, and selectively executing normal processing for
returning response data to a transmission source of the
received data based on a determination result
indicating that the received data is correct data
complying with a predetermined communication protocol,
and error processing for returning an error to the
transmission source of the received data based on a
determination result indicating that the received data

is error data.
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* recei ved data based on a determ nation result

indicating that the received data is correct data
conplying with a predetern ned communi cati on protocol,

and error processing for returning an error to the 25
transm ssi on source of the received data based on a
determ nation result indicating that the received data

is error data. - 4 An informafion storage medi um
processi ng apparatus according to one enbodi nent of

the invention conprises communication nmeans for

transnit BPngndafR2F6CRNS TP RRBE NBLH SHMSPBP @ges Hed| apparatus
and_recei,vi ng regﬁonse data 5 frﬁn%the.infornation

st of5gRTHRPuRP @Ha TBRATHTEAE 9 %%nw‘é?dn%%?scmr,ises
Lon con el
RS IR T S T L Y

pre rm ned perio

theigfsﬁ?ggﬁ$negt89a§érﬁédiémfe&ﬁ%vggc?fﬁ£8§8r§§§onse data

el apse o e predetermned perio er

trapsphseheniREcthet 08k ast JELGE ThEi NG 2 arF@ MO GRE & 20 on
error, and re-transmtting the data to the

i nf obMBEbONMELAE a6 MEGh &N t NEldid & 9Rs e Ol €t Sardik be
advant ages of the invention wll be set forth in the
descecpived whtiohnfal possetandind® perpadtofitindeafter
obvi ous fromthe description, or may be | earned by
pratrepoemabsihe Phveheidnta Toe wirecas andor aty ard@gesed
of the invention may be realized and obtained by _
neaR§TBFet AR Ph3PFENRAL B¢ tPEadebRIr bRt PR i @hsof time

articul arl oi nted out hereinafter. _
b after tran missfon of the data, determining a

communication error, and re-transmitting the data to
the information storage medium.

Additional objects and advantages of the invention
will be set forth in the description which follows, and
in part will be obvious from the description, or may be
learned by practice of the invehtion. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a schematic block diagram showing the
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+ 20 BRI EF DESCRI PTI ON OF THE SEVERAL VI EW6 OF THE

DRAW NG The acconpanyi ng drawi ngs, which are
incorporated in and constitute a part of the
specification, illustrate enbodi nents of the

i nvention, and together wth the general description
gi ven above and the 25 detail ed description of the
enbodi nents given below, sérve to explain the
principles of the invention. FIG 1 is a schematic

bl ock di agram showi ng the 5 arrangenent of an IC card
sysPéﬁ?&@@B?HFn@fténaﬁc EAbAdFBREMoRCEPEI pR@SEMt AN
|nveg§ g hs a schematic view of a non-contact
P lPFHFoPﬁaF BnPEESFAGel B8R LAY according to the

5 enbodi pept L k _di f
the nont g6t ActS) & sgﬁamaiis?gﬁ‘ﬁa%g e hEoBribga Hent 1C

F
ot [ LGt BRCt e o s corathgoa fb " ERETHIRAATLS
FI GemBob$man¥kew show ng a state in which

transm ssion error notification data is transmtted by

changi ngrtibe Breguaneyhupye;ef baosubaangken aecerdi ng
to the enbodinment; FIG 6 is a view showng a state in

whunbnisohcansnﬂsscandeat00rnohgft@atm@neﬁh6duméht,
transmtted by changing an encodi ng net hod accordi ng

to the édboddnment 2 Ehe&rt7£fps axpilewnshgwingranstaseion
'n g@;gg notification timing according to the embodiment;

FIG. 5 is a view showing a state in which
transmission error notification data is transmitted by
changing the frequency wave of a subcarrier according
to the embodiment;

FIG. 6 is a view showing a state in which
transmission error notification data is transmitted by
changing an encoding method according to the
embodiment;

FIG. 7 is a view showing a state in which
transmission error notification data is transmitted by
changing a modulation method according to the
embodiment; and

FIG. 8 is a chart for explaining a method of
detecting the front most part (SOF) of transmission
data from a non-contact IC card reader/writer according
to the embodiment.

DETAILED DESCRIPTION OF THE INVENTION'

An embodiment of the present invention will be
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* transm ssion error notification data is transmtted by

20 changing a nodul ati on nethod according to the
enbodi ment; and FIG 8 is a chart for explaining a

nmet hod of detecting the front nost part (SOF) of
transm ssion data froma non-contact |IC card
reader/witer according 25 to the enbodi nent.

DETAI LED DESCRI PTI ON OF THE ™I NYENTI ON An enbodi ment of
the present invention will be - 6 described

herei nafter with reference to the acconga
dr aflPRgs 1PeAcherefigagteeneihhi ESbEBBRCE BYr %@shOMAng

t he arr ang ement .of an I C card system As shown in
FI G2CEomPs VﬁggIEFégFBQEysten1conprlses a ternminal 20

and a_nopeontagl e eRLALL AT RY IR ﬁ”g%%%a%wmg “he

10. The termn nprises-a

controkb Eﬁbﬁ% 8% a ﬂ §@| Xr%mfyg§¥yoarg%2§h dd; FIGy 1

non- cont ct 1C card rea ter 24 h ernlna

cantgemuncaatiesyQcuint BohPei 588- S0PEARInA £ £6r ghd0s
The termnal 20 transnmts data to the non-contact |C

car dohbcoandctr ececved dahaotnetibhesfOPagONh@giuhC 10.
card 10. The main body 21 instructs to transmt or

re- Ehan$armloemnﬁﬁdcdmpa;saedacmminrh@dyonpéem|cwmt&ol

15 command processing based on reception of response

dat #nithe2di spiaplag despkayboshd Z2ommamd cabnoromeset tIC

and the like with the non-contact |IC card 10. The

keyﬁéépdreader/writer 24. The terminal 20 can communicate
with the non-contact IC card 10. The terminal 20
transmits data to the non-contact IC card 10, and
receives data from the non-contact IC card 10.

The main body 21 instructs to transmit or
re-transmit command data, and confirms completion of
command processing based on reception of response data.
The display 22 displays the communication result and
the like with the non-contact IC card 10. The keyboard
23 is used to input characters, numerals, and the like
to the main body 21. The card reader/writer 24
communicates with the non-contact IC card 10.

Note that the non-contact IC card 10 may support a
contact communication function. In this case, the card
reader/writér 24 also supports the contact
communication function.

FIG. 2 shows an overview of a non-contact IC card

(information storage medium) according to the

embodiment of the present invention. As shown in



» 23 is used to input characters, nunerals, and the |ike
to the main body 21. The card reader/witer 24 20

communi cates with the non-contact IC card 10. Note

that the non-contact I1C card 10 nay support a contact
comuni cation function. In this case, the card
reader/witer 24 .al so supports the contact

comuni cation function. 25 FI G’ 2 shows an overvi ew of

a non-contact IC card (information storage nmedi unm
according to the enbodinent of the present invention.

As §RGwn<inthe ppr-contpre AGncasdt 4Bt isCfeandd10fis card

forned o car mai n body (plastic card), which _
conBrLBepodk TeLeRFRC 0301 B Snbbrsses "ot caip

' [ / i t it 11. Thi .
nondantBBRURE caRd 26°RaT Freshe REBPhYAT cBRE SERa I enit
Car@lteaQﬁﬁémﬁbthogﬁagg ?E 8£E§r1 88t§fie% Fh%
conmuni cati1 on error as OocCccurred, hus preventing a

CO”HHHLE@BkQEte&&igh?gc¥ega89/w@§tggg@@ b EhGr3erthBen a

non-contact | C car conpri ses

tragshingplientieaeptirer ARteBRauYRLY, 1dhus Preventing a
nodul ati on/ denodul ation unit 12, CPU 13, co-processor

14, cronualiabiienmedvl yidbcyaddopower supply generation

unit 16. For exanple, the I1C chip 10a includes the

nmodul at i &s/ gbewduliat Fd6.udi t th2, n6BRYcéBtaco- pcocesdotd

14, nonvol atile nenory 15, and power supply generation

15 GRMPriéesThBet FAABANESFOANY ceepPt ban adteanaa untt 111,

'S %gdulation/demodulation unit 12, CPU 13, éo—processor
14, nonvolatile memory 15, and power supply generation
unit 16. For example, the IC chip 10a includes the
modulation/demodulation unit 12, CPU 13, CO-processor
14, nonvolatile memory 15, and power supply generation
unit 16.

The transmission/reception antenna unit 11 is an
antenna used to exchange data with the non-contact IC
card reader/writer 24. The modulation/demodulation
unit 12 modulates transmission data to be transmitted
to the non-contact IC card reader/writer 24, and
demodulates reception data received from the
non-contact IC card reader/writer 24. The CPU 13
.executes various kinds of data processing and overall
control. The co-processor 14 encrypts various data.
The nonvolatile memory is an EEPROM or the like, and

stores various data. The power supply generation unit

16 generates a stable DC voltage by rectifying and
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» antenna used to exchange data with the non-contact 1C

card reader/witer 24. The nodul ati on/ denodul ati on
unit 12 nodul ates transm ssion data to be transmtted
20 to the non-contact I1C card reader/witer 24, and
denodul ates reception data received fromthe
non-contact 1C card reader/witer 24. The CPU 13
.executes various kinds of dat8 processing and over al
control. The co-processor 14 encrypts various data. 25
The nonvol atile nmenory is an EEPROM or the |ike, and
st oPBSOVRENGUS HAERLVIHeD PR Wt 3Ndeteprtiem W t
16 generates a stable DC voltage by rectifying and - 8
smoBERFRGEETr BeEFF88 POWERSHRGEL VAN Kipm@ s e tareration
generated voltage to respective units as an operation
vo|Y8§ 294 communi cati on protocol of ISCYIEC14443TypeB

will 5 Qe ggﬁgﬁhggglbeloygtocgf tg %QQ/%ggfégﬁ% peB will

card 10 enters an —operalfon wagnéti
radbgtggsgylggg bQP contact |1C card reader/witer 24,

it 1s activate Yn 5 nms, and is set in an idle

state. 1Qn¥hepnt hﬁonoaoﬁeg&@Cic | & £Qr o 1&&&@ ar3)

normally receives an initial response REQB (Request

Convpadat Typem) gnet WPB: & Vakeahdpe coramandtdpeBhd rom
the non-contact IC card reader/witer 24, it sends an
AT@Bon{ Apsect TOC Regue st e adermandi tympeB), tix tie activated
non-contact 1C 15 card reader/witer 24. The REQB and
WUPBLEbhmahdssarand is set in an idle state.

When the non-contact IC card 10 (CPU 13) normally
receives an initial response REQB (Request Command
TypeB) or WUPB (Wake Up command TypeB) from the
non-contact IC card reader/writer 24, it sends an ATQOB
(Answer To Request command TypeB) to the non-contact IC
card reader/writer 24. The REQB and WUPB commands are
used to detect whether or not a non-contact IC card of
ISO/IEC14443TypeB exists within the operation magnetic
field.

The non-contact IC card reader/writer 24 transmits
an ATTRIB command to select the non-contact IC card 10,
and receives Answer to ATTRIB as a response. After
that, the non-contact IC card reader/writer 24 enters
respective command processes.

_The amplitude of data to be transmitted from the
non-contact IC card reader/writer 24 to the non-contact
IC card 10 is modulated about 10% with respect to a

carrier (13.56 MHz). The NRZ encoding method is
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 used to detect whether or not a non-contact |IC card of

| SO | EC14443TypeB exists within the operation.

magnetic field. The non-contact |IC card reader/witer

24 transmts 20 an ATTRIB command to sel ect the
non-contact 1C card 10, and receives Answer to ATTRI B

as a response. After that, the non-contact IC card
reader/witer 24 enters re3petive command processes.

The anmplitude of data to be transmtted fromthe 25
non-contact 1 C card reader/witer 24 to the
nondRBht 2dt to | ' bardpa®d- | sThdetated ARAPADS Wiate to be

respect to a  carrier (13.56 MHz). The NRZ encodin
met hod PR ECRA Bl i Wf tRPR QN Rt ta. [T HeR phakl ot the

d b ' d f h - t act
| © R e fe o %‘%%?“ea%%v?meér&? Srag%ﬁﬁé‘quﬁﬁa”q%f by a
cort SEREL AL SR £ P U o eliie UG o) of
car ¢ her arJhendR snceding, 1@t hodri s yi@ tséﬁ%&glaﬂrggqﬁéoﬁod is

this response data. Wien the non-contac

(CP4JL 43) aeTRd o €0 @ﬂ@t@eéBwrr@é phigh does not conply
with the 1SQO1ECL4443TypeB protocol and determ nes a

10 transWhssi oine end0f c ot a g TE@CEPEd 010 Of C B MENdr £t Bre s
fromthe non-contact I1C card reader/witer 24, it

not & f deka t hermoh-woitlacdod < oatr dcomgalderW it ttere 24 of a
transm ssion error. O when the non-contact 1C card 10

( CPLPABIEG bt YRrefatrr el el corpldesse miitrre s Hee

transmission error during reception of command data
from the non-contact IC card reader/writer 24, it
notifies the non-contact IC card reader/writer 24 of a
transmission error. Or when the non-contact IC card 10
(CPU 13) receives data which complies with the
ISO/IEC14443TypeB protocol but suffers partial losses
due to the influence of disturbance ﬁoise or the like,
and determines a transmission error during reception of
command data from the non-contact IC card reader/writer
24, it notifies the non-contact IC card reader/writer
24 of a transmission error.

For example, the nonvolatile memory 15 of the
non-contact IC card 10 stores information associated
with a data format that complies with the
ISO/IEC14443TypeB protocol. The CPU 13 of the
non-contact IC card 10 interprets received data, and
checks based on the information stored in the

nonvolatile memory 15 if the received data is correct
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* 15 1 SO | EC14443TypeB protocol but suffers partial .

| osses due to the influence of disturbance noise or
the like, and determ nes a transm ssion error during
reception of command data fromthe non-contact IC
card reader/witer 24, it notifies the non-contact |IC
card reader/witer 20 24 of a transmi ssion error. For
exanpl e, the nonvol atile menordf 15 of the non-contact
| C card 10 stores informati on associated wth a data
format that conplies with the |1SO|EC14443TypeB

pr ofi®Ed| thahecePpligsofithethg ﬁ%ﬁlbﬁ%létiiﬁ!p%%ﬁmrqxbcol-
interprets recejived data, and checks based on the

| nf BENEF onedt b7 ede T ATRRRSS nbRTb bR | e rebRY datafis
the r is correct 10 data,that conpl

w LROEREY 7 P a5t BEeS roTRRtre 0174 i R seeceived
detgLabngsoLhal Lheccecehypd dptale cooriect data, 1t

returns response daf 3 is received

proggsei PR - réfet feq GELL 13; de §£ﬁ1n§§t§ &K%Ehtﬁg%s not
received data is error data I ch does not conply

W t Boipey | SOt h EC14443dy PEB) I 93 PGOLE Brddtol N8 that the

received data is error data that” suffers partia

| osseseivédnosthi s ari6ANSHt SSt0at eSEPfefd ddSial

recei ved data (error processing). Note that the CPU 13

10 deseeswni nes nbuifide aeceirvedi gaten isresy ofo de s

whi ch does not conmply with the | SO | EC14443TypeB

pr of BEDL VeRh@AL & héc v Pordassindle. nottattifot the CPU 13

freguenc%, encodi ng nethod, ratio of synbols 0 and 1,
and¢hgrmines that the received data is error data which

does not comply with the ISO/IEC14443TypeB protocol
when the data format (the modulation frequency,
encoding method, ratio of symbols 0 and 1, and the
like) of the received data is different from that (the
modulation frequency, encoding method, ratio of symbols
0 and 1, and the like) complying with the
ISO/IEC14443TypeB protocol.

A transmission error notification timing by the
CPU 13 will be deécribed below.

Assume that a transmission error occurs while the
non-contact IC card 10 receives first command data
transmitted from the non-contact IC card reader/writer
24. Data transmitted from the non-contact IC card 10
to the non-contact IC card reader/writer 24 is assumed
as first data, and second command data to be
transmitted next to the first command data from the

non-contact IC card reader/writer 24 to the non-contact
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* like) of the received data is different fromthat (the

15 nodul ation frequency, encoding nethod, ratio of
synbols 0 and 1, and the like) conplying with the

| SO | EC14443TypeB protocol. A transmi ssion error
notification timng by the CPU 13 will be described
bel ow. 20 Assune that a transni ssion error occurs
while the non-contact IC c¢ardl10 Teceives first
command. data transmtted fromthe non-contact | C card
reader/writer 24. Data transmtted fromthe
nonitortsdt l1? deadsicumediads t $RERFh-Fm act | C card
reader/w.iter 24 is assuned 25 as_first data, and

second c RheREEBRL S t 35 be oY ah nf 1€ ed! nekttia) $Hession

r cotnr S o Ts oo bRt el [T wip e 6 ShrdTe C% tm—
'S féé&fﬁ& @ﬁdsngW%ﬂ%gék £§¥te l Sd? ram of the
4, a'transmssion error is |ed urin

perfPstT&ﬁafEQHﬂ:}t@@ ofe@%nﬁr&ﬂgncg t fSt‘cahrt of
(ECF: End of Frane) of the 5 first dat ot at of

frontsmst arthé S.Q.;corﬁ addtof THATE)s Oft Hdh & $8EMG sion
data. That is, the transmssion error is notified

duréngot hies pest bfi o dieid@sthpagdriafd dheard nststdyat of
or wwthin a predeterm ned period (2etu) fromthe

trathe nfiesd @fta her lwesthiparda mfeddies frinrstd @ rdatda. (2etu)
More preferably, the transm ssion error is notified

wi t REPM athRrt ol h¥n@renghi af i d orasin Rentpsd gfhe first

data.

More preferably, the transmission error is
notified within a period after waiting for an elapse of
another predetermined period (2etu) from the trailing
end of the last part of the first data until the
leading end of the frontmost part of the second data.
Alternatively, the transmission error may be notified
immediately after an elapse of the predetermined period
(2etu) from the trailing end of the last part of the
first data. The reason for this is as follows.

Within an EOF period in the period TR2 shown in
FIG. 4, the non-contact IC card 10 transmits a Low
level signal to the non-contact IC card reader/writer
24 between 1l0etu and lletu. "letu" is defined by:
letu (Elementary Time Unit) = 128/fc fc = 13.56 MHz

A subcarrier (847.5 kHz) goes OFF within 2etu
after an elapse of the EOF period. Since the period

from OFF of the subcarrier to the leading end of the
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+ anot her predeterm ned period (2etu) fromthe trailing

end of the last part of the first data until the 15
| eadi ng end of the frontnost part of the second data.

Alternatively, the transm ssion error may be notified

i mredi ately after an el apse of the predeterm ned

period (2etu) fromthe trailing end of the |ast part

of the first data. The reasont4or-this is as foll ows.

20 Wthin an EOF period in the period TR2 shown in

FIG 4, the non-contact IC card 10 transmts a Low

IevéPFsﬂénalnPB Wﬁ@uhéﬁe@oﬁ@éé@dlC?C%F@bl%aﬁ@b¢@wxew
2 n | Cetu and Iletu. "letu" is defined b | etu

(EI ?yP?Fh%dUn}?)outR?‘S/fcD%mg 181 5% Wb @av@rlod

hi n f
RN T ittt o
d he 12
o I EURROLEE A2 SOOI T, 8

DEergﬁltS PHL PHE - DY BG: L Pl S $ERDL & REL ) O ¢ o § can
18T

non-contact I C card 10 nofifies the non-con

car daseagenimbhit 52420l Lb8- L& 20SHE S5 %@fﬁ&&ff@d a
5 result, the non-contact IC card reader/witer 24 can

eastkynéﬁmﬁdubﬁtéra@ﬂ.decode data of the notified
transm ssion error. Note that the case has been

descri beNoabotbatwhbeecasthbatsrhbhasmn sssonilesd oibdse
notified within a 10 period after waiting for an

el apBereint heept saeser #f hen epedt obs (Retifidd omthien a

| eadi ng end_of the |ast part of .
period after waiting for an elapse of the predetermined

period (2etu) from the leading end of the last part of
the first data until the leading end of the frontmost
part of the second data. Alternatively, the
transmission error may be notified before the leading
end of the last part (EOF) of the first data.

Note that the non-contact IC card 10 detects the
frontmost part (SOF) of transmission data from the
non-contact IC card reader/writer 24 as follows. As
shown in FIG. 8, the period of the SOF transmitted from
the non-contact IC card reader/writer 24 is continuous
", (Low)" level. The non-contact IC card 10 recognizes
a signal of continuous "L" levei as the SOF as a result
of demodulation of the received data (the SOF continues
for 10etu to lletu). After that, "H (High)" level data
continues for 2etu to 3etsu, and the non-contact IC
card 10 recognizes the next "L" level data as a start

bit and fetches data.
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* the first data until the | eading end of the frontnost

part of the second data. Alternatively, the
transm ssion error nay be notified before the | eading
15 end of the last part (EOF) of the first data. Note
that the non-contact IC card 10 detects the frontnost
part (SOF) of transm ssion data fromthe non-contact
IC card reader/witer 24 as foliows. As shown in FIG
8, the period of the SOF transmtted from20 the
non-contact |IC card reader/witer 24 is continuous "L
(Lomb" | b8l metRedneiA- Eéﬁﬂa@@tan@aﬁaan@n¢%%vghiQ@@ora
gnal continuyous "L" level as_the SOF as a result

ot CRaha RLrSEroh R ey, b Con Bar i ke St ibad
cong for | Cetu to |Iletu). After that, "H (Hi gh)"
| evel §ata 25 continues for 2etu to 3etsu, and the

non-cont agk éﬁégérgf19ré§$8?9%é§§d%??o?%é%t##}ci@ c‘data

data as a st

of tsapsghibied E?aﬁ§81§§589rﬁfé9f (8Pt feation data
by the CPU 13 wi | descri bed bel ow. The ‘phase of

tr apspt85pOAdEREOEoNDEiéi cati o) det achd dsr iyl ated 4
by the subcarrier (847.5 kHz) correspondlng to 1/16

(= téahlof the tasnsefssPsnaerresuldtifheati@Nddtssi on
error notification data conplies wth

| SOt ECL 444 37y ple Bl SQNTEE héd hdhymedt axtd | the qarrd-contact IC
reader/witer 24 can denodul ate the received 10

tr afi8hfissfrafce/vottabt 24| ean i dpmerdeate the received

transmission error notification data.

As shown in FIGS. 4 and 5, the transmission error
notification data may be transmitted by changing the
frequency wave of the subcarrier. Also, as shown in
FIGS. 4 and 6, the transmission error notification data
may be transmitted by changing an encoding method.
Furthermore, as shown in FIGS. 4 and 7, the
transmission error notification data may be transmitted
by changing a modulation method.

FIG. 5 shows an example in which transmission
error notification data is transmitted by changing a
modulation frequency. For example, the transmission
error notification data may -be transmitted using, e.qg.,
a subcarrier (6.78 MHz, 3.39 MHz, or 1.695 MHz)
corresponding to 1/m (m = 2, 4, or 8) of the carrier of
13.56 MHz.

Since the non-contact IC card 10 generates a

subcarrier by frequency-dividing by 1/m (m = 2, 4, or
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+ As shown in FIGS. 4 and 5, the transmn ssion error

notification data nay be transmtted by changi ng the
frequency wave of the subcarrier. Al so, as shown in
FIGS. 4 and 6, the transmi ssion error notification
data 15 may be transm tted by changi ng an encodi ng
met hod. Furthernore, as shown in FIGS. 4 and 7, the
transmission error notificati d4 data may be
transmitted by changing a nodulation nmethod. FIG 5
shows an exanple in which transm ssion 20 error
notd ¥ ichativh TitElas ta arsiduitted By movhrigitigiaa the
nodul ati on frequency. For exanple, the transm ssion
er rorahioti§g i |%?F%atr§§?a§ﬂ%3t%@ﬁatt@dl st egpsily
a subcarrier (6.78 MHz, 3.39 MHz, or 1.695 MHz)

corJr‘@]p to 1/m(m—2 4, or 8) of t he carrier

of 25 non contact |C card

gener at glternM_%l‘é%X ‘er -4 Vitdity l'B%Fllfllrﬁatlon
(M E2y e tgéhsﬁptégathi rr'§ﬂbc %!rCU|t for

nodu at| n the ‘transm ssion er notification data

Carbcbﬁr@?&drld/lnd R e %lt@ﬁleé' Qﬁ‘t iy el 36artrl'l%r of

transm ssion error notification dat a may be
trarsd tvgdz USi ng a subcarrier correspondl ng to an m
multiple of the carrier of 13.56 MHz. FIG 6 shows an
exanpl e FIGwhé cdhdwsanamnesingrle e avhindt itfraeainions idat a
encoded by an encodi ng net hod
error notification data encoded by an encoding method
different from the NRZ encoding method is ﬁransmitted.
ISO/IEC14443TypeB specifies that data to be transmitted
from the non-contact IC card 10 to the non-contact IC
card reader/writer 24 is to be encoded by the NRZ
encoding method. By contrast, transmission error
notification data encoded by the Manchester encoding
method may be transmitted, as shown in FIG. 6.

With the NRZ encoding method, a signal is at Low
level during the period of data 0, and is at High level
during the period of data 1. With the Manchester
encoding, a signal changes from High to Low for data O,
and changes from Low to High for data 1.

The operation of the terminal 20 will be described
below. The non-contact IC card reader/writer 24 of the
terminal 20 transmits command data to the non-contact
IC card 10, waits for response data from the

non-contact IC card 10, and receives the response data

from the non-contact IC card 10. The main body 21 of
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+ 10 different fromthe NRZ encoding nethod is

transmtted. |1SQO | EC14443TypeB specifies that data to
be transmtted fromthe non-contact IC card 10 to the
non-contact 1C card reader/witer 24 is to be encoded
by the NRZ encoding nethod. By contrast, transm ssion
error 15 notification data encoded by the Manchester
encoding nethod may be transmMitted, as shown in FIG
6. Wth the NRZ encoding nethod, a signal is at Low

| evel during the period of data 0, and is at High

| evele Hermhgat hel peenbirms eemmldt ion tdf theocessing of
Manchester 20 encodi ng, a signal changes fromH gh to
Lowr®r EBaR s bt tedneC iR 3 $8 DL Ve $ P H Yh Florthrat a

1. Th ration of _the terminal 20 will be descri bed
bel Bﬁf‘ep%ﬁgen %E%ontga‘éftkll?f%%?%' r e r Y i ‘is)\f 12he

t er?%?@ét} épi%%fpmgﬁég Eggggrg]sge dc?atlta%;»?%él?f%nrﬁop%rgeoégtaecrtmined

25 for ¥ esponse

- | C '
Ry Theroh. CHRT okt "TE Cara 100 e it bady T At

15 ot hgnt@r Ahaaha 20 KO8 | 5 B EOIDYES | A0 Of r PF QSERSIGin
of the transmtted conmmand based on reception of the

r espoasse daf ath&Up @8 fOF R nadepe £ hed i N hedya e r
cannot receive the response data within a

pr ededesmi pedond PErtiosl ofmhame @dter it adestd Ssirods of
the conmand data, or when the nain body 21 receives
an eprmunbed bien aprref apsed ofns heupredst erer tnech peirt od
of time after transm ssion of the command data, it
det ePHPped gata to the non-contact IC card 10.

In this way, the terminal 20 can re-transmit a
command to the non-contact IC card 10 without waiting
for a maximum reception waiting time. As a result, the
data transmission/reception time can be shortened, and
communications can be speeded up.

When the non-contact IC card 10 cannot understand
transmission data from the non-contact IC card
reader/writer 24, it cannot notify the non-contact IC
card reader/writer 24 of a transmission error. In this
case, the terminal 20 waits for an elapse of the
maximum reception waiting time, and starts the next
processing based on no response returned from the
non-contact IC card 10.

The non-contact IC card 10 cannot understand
transmission data from the non-contact IC card

reader/writer 24 in, e.g., the following two cases. In

the first case, the non-contact IC card 10 exists
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15

« communi cation error, and instructs to re-transmt 10

command data to the non-contact I1C card 10. In this
way, the termnal 20 can re-transmt a command to the
non-contact 1C card 10 without waiting for a maximum
reception waiting tinme. As a result, the data

transm ssion/reception tinme can be shortened, and 15
conmuni cati ons can be speedédjﬁb.'vwen t he non-cont act
I C card 10 cannot understand transmi ssion data from
the non-contact 1 C card reader/witer 24, it cannot
not?‘flgrsf‘%% AOPCWBH HAT I 3LRY FRRIATAIN e D4 aa

tr 20 t.he t |
e TS0 Ve GF BREER T IR Rl S PGS | SRR | ng

-tin?eaégg/ﬁ%f{é§d§¥?om tthé”é)égﬁanaéggféﬂm9q69260ntact

response returne non-cont

Thewoeaf@ni@c‘;xigg%éﬂa%%@mn ndanln 23e

transm ssion data fromthe non-cont | C car d

r eagdehhMh i E&F i @¢ dFea €artH 1 a tﬁ@d-fégnl]lﬁl’ﬂﬂﬂaﬂlv&u GASES, alrnj is
the first case, the non-contact I1C card 10 exists -

out 8¢ slet by £OSIUML € atd QFowdd LasHOPEL RS | DMt B €d) rfgtl.ﬂ:ns an
radi o wave generated by the non-contact |IC card

readeirt il t eespdnsé nt¢ hehes evomntc@asest te qwrd cont act

| C card 10 exists near the boundary between the 5
conpeddient Vohte¥ edd and a non- conmuni cation area, and

is deactivated due to power shortage after it returns
an initPafiteepdhsedidntaeehornd gt gat iy will

readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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« reader/witer 24. Additional advantages and

nodi fications will 10 readily occur to those skilled
in the art. Therefore, the invention in its broader
aspects is not limted to the specific details and
representati ve enbodi nents shown and descri bed
herein. Accordingly, various nodifications may be
made wi t hout departing from t he 15 spirit or scope of
the general inventive concept as defined by the
appended clains and their equivalents. 17 - WHAT IS
CLAIMED 1S: 1. An infBiffat £8nCsREMEelAedi um

conprising: .a card majn body enbedded.with a npdul e,
"1 Whi chit hePRodiF BrRORDPT SEEOLRI% JATRINTIE 4 VB LMY bl

means for interpreti recei ved dat and sel ectively
executi ng noFﬁa alﬁrggggs?ﬂﬁe¥§?drﬁf€¢n?n%°$%L onse

data to 2n LHADAMAS! AadeU conplille, fecel ved data

based on a determnation resu I ndicating that the

recei vedc@ahaniBat $oR0EHRE o Hah&a ROMBLY T DG ¥ b Fe@ing
predeterm ned communication protocol, and error

proeessi fgdf @ataf eANN Nt OTe @i €ET PretOclititnd Nadh&id SSi on

source of the received data based on a determ nation

respkbcesnthgatongrétaintihe recedvesd data ¢S £rror

data. 15 2. The nedium according to claim1l, wherein

t hetrepamuns cati spucont ¢bHl tihearscaeted ndaes ,based ey a

error data, the received data which does not conpky

wi t @efpemination result indicating that the received data
1s correct data complying with a predetermined
communication protocol, and error processing for
returning an error to the transmission source of the
received data based on a determination result
indicating that the received data is error data.

2. The medium according to claim 1, wherein the
communication control means determines, as the error
data, the received data which does not comply with the
predetermined communication protocol.

3. The medium according to claim 2, wherein the
communication control means determines, as the error
data, the received data which suffers a partial loss.

4. The medium according to claim 3, wherein the
communication control means returns the error during a
period from a leading end of a last part of
transmission data to be transmitted to the transmission

source of the received data to a leading end of a

frontmost part of next transmission data to be
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predet erm ned comruni cati on protocol. 3. The nedi um
according to claim2, wherein the 20 conmunication
control nmeans determ nes, as the error data, the

recei ved data which suffers a partial loss. 4. The

medi um according to claim3, wherein the

comruni cation control neans returns the error during a
period froma | eadi ng end of d8 ast part of 25

transm ssion data to be transmtted to the

transm ssion source of the received data to a | eading
endtBRREMIEERAL BT Paft EEANFRAES PN E] on data to

be - 18 - trapnsmtted fromthe transnjssion squrce. 5.
The medi dm alfor BFAG FORCr&F RS WherLATM (e whezein the
commn Al Lop; sontrol Jpans. 1 ansm Ls {06 Ld NS gsian o
dat & us?ng NI AR RS correspond?ng 0 h of &5
cargier, s.t ] S8L0on rrier, Wthin a
e e T R A e
reappst e Parkt 9hst beahERNSH 591 O dA agu A RIMUNS hin a
the . error wiwthin a period after an el apse of the

pr egetge ik pRAnpET hOL] At o hend eagh g renceraf dthe 10
frontnost part of the next transm ssion data. 6. The
medraaracsordang 6 chai ordnsmhesedm ddwen, and returns the
comruni cation control neans transmts the error using

a subearvithiogoarespondi afteo drneXapse mf ofhg he
carrier. 7. The medium according to claimb5, wherein

t hePr¢getprMuneeaPebho@ont tbl Reanseadamsfing qhehe

transm ssion data by a first encodi ng nethod, and
t r ahépnERoghepart of"the next transmission data.

6. The medium according to claim 5, wherein the
communication control means transmits the error using a
subcarrier corresponding to 1/m (n # m) of the carrier.

7. The medium according to claim 5, wherein the
communication control means transmits the transmission
data by a first encoding method, and transmits the
error by a second encoding method different from the
first encoding method.

8. An information storage medium processing
apparatus comprising:

communication means for transmitting data to an
information storage medium, and receiving response data
from the information storage medium; and

communication control means for, when the response
data cannot be received within a predetermined period
of time after transmission of the data or when an error

is received before an elapse of the predetermined



 error by a second encoding nethod different fromthe
first encoding nethod. 8. An information storage
medi um processing 20 apparatus conpri sing:
conmuni cati on nmeans for transmtting data to an
i nformati on storage nedium and receiving response
data fromthe information storage nediunm and
communi cation control neans fdr’ when the response 25
data cannot be received within a predeterm ned period
of tinme after transm ssion of the data or when an
errBeripd péckinedabetbrieramsel apsen off tHee data,
predetermned - 19 erjod of tine after transm ssion .
of ﬁEeH‘a%%,lngd%t%?‘Fﬁﬁ%fi‘h%a%l%n%ﬁ%at?% BT T oy angfitt1ng

re-LEAngI Lt noLhe, faLR. £ 0,8 he, L 0T 9L R g, St or age



