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CLAIMS 

1.  An enclave identification method performed by a computing device comprising a 

processor and memory, the method comprising: 

receiving (1503) an identity type and a request for an operation related to an 

instantiated enclave; 

determining (1508) an identity value for the enclave based on the identity type and 

information derived from an enclave image from which the enclave was instantiated; and 

performing (1512) the operation with the identity value, 

wherein: 

the identity value is determined as an output of a hash function; 

the enclave was instantiated with a plurality of enclave images; and 

the identity type indicates which of the plurality of enclave images are included at 

least in part in the hash function to determine the identity value. 

2.  The method of claim 1, further comprising: 

verifying integrity of the identity value by verifying a signature in the enclave image with a 

public key related to an author of the enclave image. 

3.  The method of claim 1, further comprising: 

determining, based at least in part on the identity type, an identity portion of the 

enclave image; and 

computing the hash function over the identity portion. 

4.  The method of claim 3, wherein the enclave image includes references to additional 

dependent enclave images, and further comprising: 

  determining, based at least in part on the identity type, which of the additional 

dependent enclave images are included in as input to the hash function. 

5.  The method of claim 3, wherein the identity portion includes one or more of: binary 

code copied into a secure enclave container during instantiation of the instantiated enclave, 

and one or more identifiers that are not executable code. 

6.  The method of claim 1, wherein: 

the operation includes generating an attestation report with the identity value. 
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7.  The method of claim 1, wherein: 

  the operation includes sealing data to the enclave by sealing data with the identity 

value. 

8.  The method of claim 1, wherein: 

  the operation includes incrementing a monotonic counter, wherein the monotonic 

counter is identified by the identity value. 

9.  The method of claim 1, wherein: 

  the operation includes making a trusted time measurement, wherein the trusted time is 

determined based on the identity value. 

10.  A system comprising at least a processor and memory storing thereon instructions 

that, when executed by the system, cause at least: 

receiving (1503) an identity type and a request for an operation related to an 

instantiated enclave; 

determining (1508) an identity value for the enclave based on the identity type and 

information derived from an enclave image from which the enclave was instantiated; and 

performing (1512) the operation with the identity value, 

wherein: 

the identity value is determined as an output of a hash function; 

the enclave was instantiated with a plurality of enclave images ; and 

the identity type indicates which of the plurality of enclave images are included at 

least in part in the hash function to determine the identity value. 

11.  The system of claim 10, wherein the instructions further cause at least: 

verifying integrity of the identity value by verifying a signature in the enclave image with a 

public key related to an author of the enclave image. 

12.  The system of claim 10, wherein the instructions further cause at least: 

determining, based at least in part on the identity type, an identity portion of the 

enclave image; and 

computing the hash function over the identity portion. 
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13.  The system of claim 12, wherein the enclave image includes references to additional 

dependent enclave images, and wherein the instructions further cause at least: 

determining, based at least in part on the identity type, which of the additional dependent 

enclave images are included in as input to the hash function. 

14.  A computing device configured to: 

receive an identity type and a request for an operation related to an instantiated 

enclave; 

determine an identity value for the enclave based on the identity type and data stored 

in a container of the enclave; and 

perform the operation with the identity value, 

wherein: 

the identity value is determined as an output of a hash function; 

the enclave was instantiated with a plurality of enclave images ; and 

the identity type indicates which of the plurality of enclave images are included at 

least in part in the hash function to determine the identity value. 

 


