METHOD AND SYSTEM FOR PROVI DI NG REMOTE ACCESS TO A STATE OF AN APPLI CATI ON
PROGRAM FI ELD OF THE | NVENTI ON [001] The instant invention relates to
conput er wetzamwdédzeg and in particular to a nethod and systrambevooprevi di ng
renote access to a state of an application via a conputer networKk.
BACKGROUND [002] Heal thcare institutions, such as hospitals and diagnostic

Ly O MDA R TSR YNNI Pl RERISR O SEIREGP Lo
(C'S), Picture Ar chl ve and GRPTUCATIONFROBRUAE (PACS), Library
I nformation Systens (LIS), Electronic Medical Records (EMR), to nane a few.

I nformation stored and processed |n such s&rt ens includes, for exanple,
patient medical histories, FiEd?R§ U ANVESSHONesul ts, diagnosis
i nformati on, managenent i nf ormation, and scheduling i nf ormation. The
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conpu network - typically corrp sing a ¢ Ver arc ure.
Heal tdystemefoppmeiditg enetsa@esstsa stdteofat apphitationfvis aabinpitephetabtier
information at various tine instants and | ocations using sophisticated

sof tware application prograns t r al yze, mani pul ate, and store
data. [003] For exanple, using %‘%ﬁ&mt ation a radiol ogi st perforns an

image reading for a diagnosis based on content of diagnostic inmages and
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of the l'arge vol une of data and intensive computing requirenents, the
sof t viyptemg sech etS&Imrtaldnfnrmlatlsn Bpgtems (HpiSy.aRddjologyIniforasative dysams dRIBYY kst at | on
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abilit radi ol ogi sts, technicians, and other specialists who are not
on- sdnérm@tl@estal@ﬂ@nd pr(g:as;snd AT Systoms freludes desevaynpio fpatient enaglicil dat a t o
pr OVI t| el or exa

Si S an urgent situation. [004]
presdh P’&}es e %/g%n%&%%qﬁf‘?sé‘ % ﬂ?@ﬁ%iﬁg’i}l@?‘@&n@a‘?ﬂ%ﬁpﬂ g‘?rﬂ’ﬁ UpRAte net wor k
accesghédulihf érformation. The information is stored centrally or divided at a plurality of locations
of a computer network — typically comprising a client-server architecture. Healthcare
practitioners access the patient information or other information at various time instants and

locations using sophisticated software application programs to gather, analyze, manipulate, and

store data.

[003] For example, using a PACS workstation a radiologist performs an image reading for a
diagnosis based on content of diagnostic images and reports the results electronically in a patient
application file. Because of the large volume of data and intensive computing requirements, the
software used to perform this task typically requires dedicated workstation hardware and high
bandwidth network access to the diagnostic images. As a consequence, there is limited or no
access to the diagnostic information and analysis capability off-site from the PACS workstation.
This limits the ability of radiologists, technicians, and other specialists who are not on-site to be
able to gain access to the necessary software and data to provide timely diagnosis, for example,

in an urgent situation.

[004] Presently, this problem is typically overcome by providing remote network access to the

screen or console of the workstation hardware, or by downloading sensitive data such as, for



screen or console of the workstation hardware, or by downl oadi ng sensitive
data such as, forexanple, diagnostic data, to a renote system In the first
case, remwbaeososens software does not have any speci al lpowdAa2deaoofo4t he
application prograns that are executed and are not able to optimze the
presentation of the display of the application programto the user based on
the state of. the.application program-resulting in inefficient use of
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of | arge unts of information.whi.ch is b nd .t he capaci of many
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of the_ application isoglresent ed to a renote user in a fashion adapted to
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It is also desirable to provide a nmethod and system for providing renote
access to the state of an application wherein transm ssion of data is

substl80li df is desieablecte provadpammthodrng e NenergvidmememofaNgesss tophe e pl
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systemtor providing renote access 10 t state of an application such that
t he sidajted @fhdrdearapppabilitids @ff tHeSrepbRs@Ripattrt 0 a renote user in a fashion
adapted to hardware capabilities of the renmpte conputer. [009] Another

obj ect of the present invention is to provide a nethod and system for
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the state of an application wherein transm ssion of data is substantially

reduced. [001 ccqrding tQ one aspect of the present invention, there is
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SUMMARY OF EMBODIMENTS OF THE INVENTION

[008] Accordingly, one object of the present invention is to provide a method and system for
providing remote access to the state of an application such that the state of the application is

presented to a remote user in a fashion adapted to hardware capabilities of the remote computer.

[009] Another object of the present invention is to provide a method and system for providing
remote access to the state of an application such that the state of the application is presented to a

remote user absent replication of the application program’s data processing.

[0010] Another object of the present invention is to provide a method and system for providing

remote access to the state of an application wherein transmission of data is substantially reduced.

[0011] According to one aspect of the present invention, there is provided a method for

providing remote access to a state of an application. The method comprises executing an



a client computer connected to the server conputer via a conmmunication
network a renpte access programis executed for providing renbte access to
a state obothm/geezobor ned application. At the client conmpaTarA2e09io1zomt

di fference program having encoded data indicative of a change of a state of
the application |ast received fromthe server conputer is generated and
transm & e_server co ter. the server conputer the clie
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for exdiffutch@nbeowedn the apésedstatefof thecippBertion @ tiestate ShtheRbpiESA lasnhdip
executing the commands providing renpte access to, an application perforned
on a Q& rdientcomuiteis gusried: dge serapidifferemprepiograrnisdben Gansenedte the ¢l i ent

di ff ef:enc L3 lendi Gat | . Of: ate of
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the seceinard famnhietserver dhrapmen Oigsor daenricadse bf houplaed sthteat tigoapplitationa
server difference program and executes jt for updating the state of the
appl ilashEsesiyed from the SeveePmRUIeH arh genseaicband dsplated n ahymap copprdiensiblien

gener | SR data indicative of the updated state of the application

| ast tggehgog}@{e%@ltsﬁ%%the server computer. [0013] According to anot her aspect
of the present invention, there is further provided a storage nedi um having
st or 40012} ekeebriiexecanbthet aspecrofalciprefcnt irvxntiort, tiene Brfuahqrppcedaba stofaga server
conput ef.. The processor, when eg)(ecuti ng .t he conmands providing renote access
to adn%ﬁ{%mi g siorespeisimexgcwadle semamands for e¥eryiOR PR APracessar Ok Cheitput er

i 11 ek el e R REAR AL (MR PR SerfibleSRles RIBEL ) 2, Gt e ot
t he applicatiah iperforln@siton ewever @dmpuRrtanneekd eeratoPhd rocaBsk generates a client
difference program having encoded data indicative of a change of a state of the application last
received from a server computer and transmits it to the server computer. The processor receives
from the server computer a server difference program and executes it for updating the state of the
application last received from the server computer. The processor then generates display data

indicative of the updated state of the application last received from the server computer.

[0013] According to another aspect of the present invention, there is further provided a storage
medium having stored therein executable commands for execution on a processor of a server
computer. The processor when executing the commands providing remote access to an
application performed on the server computer to a client computer connected thereto. The
processor receives from the client computer a client difference program having encoded data
indicative of a change of a state of the application last received from a server computer and
executes the client difference program for determining an updated state of the application. The

processor generates a server difference program having encoded a difference between the



executes the client difference programfor determ ning an updated state of
the application. The processor generates a server difference program having
encoded awdi2bfoarceav6e bet ween t heupdat ed state of the applCrcakziemosmd t he
state of the application last sent to the client conmputer. The processor
then transmts the server difference programto the client conputer. [0014]
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adapted to hardware capabilities of the renote conputer. [0015] A further
advant age of the present invention is that it provides a_nethod and system

for pPBIAldihsgdyaniagect theprssent mveniionsis that itgrovidesampthed and systegre fort hat t he
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si mpli di agram of a sy m for providing renote cess to a state
of arpregepled ¢@s rammote ossyrabisang raphicatiqorafftier applicatidmqoogrant’s ddta preeessmgent i on;
[0019] Figures 2 to 4 are sinplified flow diagrans of a method for

P of AP A BEBuT nBRAEgE of e iRty SHic Gu 38Tt S RaRrEodSnd Hstelt Bra 11 ow
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access to a state of an application illustrated in Figure 2; and, [0021]

Fi gurssbgantimlly reduepd.i fi ed fl ow di agram of anot her inplenentation of the

met hod for providing renote access to a state of an application illustrated
in Figure 2. DETAI LED T HE | NVENTI ON [ 0022]

Unl ess defi ned otherinﬁﬁﬁiﬁég¢éﬁ%ﬁ#ﬁiﬁﬁggﬁkMgg%SKﬁ§¢gg terns used herein
have the sane neani ng as conmmonly understood by one of ordinary skill in

the 300110 Mpr&Brréd@nboiigbhi SMAEHREGS invehiidioid Wescrib¥d BBloRORHH adfekeh®I B | al S
simlar or equivalent to those described herein can be used in the practice

or t dbe pergmpanying drsmargsnin Whighnt i on, the preferred methods and material s

[0018] Figure 1 is a simplified block diagram of a system for providing remote access to a

state of an application according to a preferred embodiment of the invention;

[0019] Figures 2 to 4 are simplified flow diagrams of a method for providing remote access to

a state of an application according to a preferred embodiment of the invention

[0020] Figure S is a simplified flow diagram of a preferred implementation of the method for

providing remote access to a state of an application illustrated in Figure 2; and,

[0021] Figure 6 is a simplified flow diagram of another implementation of the method for

providing remote access to a state of an application illustrated in Figure 2.
DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

[0022] Unless defined otherwise, all technical and scientific terms used herein have the same

meaning as commonly understood by one of ordinary skill in the art to which the invention



are now described. [0023] While the description of the preferred enbodi nent
herein belowis with reference to patient application files in a clinical
envi r onmewo 201lopofoer t he sake of sinplicity, it will beeomEAvdento4t o
those skilled in the art that the preferred enbodinent is not limted
thereto, but is applicable in nunerous other fields where users renotely

access. a stagte of an appl.icafion .programvia.a.co ter .net. . 10024
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invention i1s shown. The systemconprises a plurality of client conputers

110A arda@Bdescfibed.exanpl e, wor kst ati ons, personal conputers, |aptop
conputers, and/or wrel ess handhel d devices - connected via a conmuni cation
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hi g or exanp inaclinic envi ronmen
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i mges of a patient and entering a diagnostic report into a respective
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Localpreg@@maw@fhisgtéﬂ_moﬂ@nnecti ng the client conputers with one or nore
server conputers within an organization such as, for exanple, a hospital.
Al ternatively, the conmunication network, 108 conprises a Wde Area Network

( WAN)[0824] 1 nRefermingrte Figuee hrewsistery 1 00 fos aroviding rRnats agaesy/Rrthe sfate ¥ @8ni zat i ons

such . f 8 j i i j i j physi ci ans
or 1 Dol 25 R 0 PRI o nBHAR e fuiiol' Shonltny SRkl POV T hgan
appl i @aiprises AplapdinpsRdichhesmepitén 116A EXOBH fod exdmple os@kstatiosOhersénal he server
conputer 102, for exanple, by executing executable conmmands stored in

me o répMEUESTS, FaptorsQinpiters, andpirivaaless handhsldydevicey i-eqnpfgtediaa Aodi f yi ng of
medi cal i X i.ew i fvi a ' [ i
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patient Tile or requests a different view of a nedical imge.[0026]. For
exanpinethe gestory 10 aregplateditproewmerarie syrass of 3§ Paliel PRY RIS PSR ABERYHR | mage
readi rrelgort into a respective patient application file; and for entering other information such as
scheduling information of the patient’s appointments with medical practitioners. The
communication network 108 comprises, for example, a Local Area Network (LAN) connecting
the client computers with one or more server computers within an organization such as, for
example, a hospital. Alternatively, the communication network 108 comprises a Wide Area
Network (WAN) or the Internet connecting client computers of various organizations such as, for

example, hospitals, diagnostic clinics, and family physicians offices.

[0025] In the system 100 an application program for performing an application associated
therewith is executed on processor 104 of the server computer 102, for example, by executing
executable commands stored in memory 106. For example, applications enable: viewing and
modifying of medical images, viewing and modifying of a patient file, entering a diagnostic
report, and scheduling a patient’s appointments. A state of an application is changed, for
example, when a user changes information in a patient file or requests a different view of a

medical image.



for a diagnosis by renotely accessing an inagi ng application execu

dedi cat ed PACS workstation and to en?er a regor? igPo a patient fifgdbgn :
renot el y wocesgisngea patient file application. [0027] Typiraa2bes/o0am4
application such as, for exanple, the patient file application is processed
at different client conmputers HOA, HOB connected via the comunication

network 108 to the server coppu 102, FEqQr. I ' e
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wor ker “enters schedulirig information for an appointment into the patient
appl i oadrkspatiohiang to Jter prepor setpagagenttiie by éﬁ%ﬂtﬁlé(tai"%???mgialfé‘tlﬁlﬁﬂh?cat i on at
two dlffﬁreln;tl client conputers 110A, HOB results in different states of the
pat i efPPHGhQ appl i cation. [0028] The system 100 provides rempte access as
wel | as synchronizes the states of an application by executing a nethod for
provi dpgwy) " ersgﬁ&ugpgmumidnr@cs hgtfer ohmpie, dpplatieattfile appliationlispyotassed
enbodiments of the invention, as will be deicri bed her.ein bel ow  The method
for prabiliftreng ghm@@pa@tsels@z% 413 gomtestied v tha rompRLER BrPOLK S8 P,
or exa e cHtin : ©BA, 112B.
For o Bt TR L B AR e vt abl ¢
ggmr@@nt%gi@ oed _n{eﬁicﬁﬁi@iﬁfg& idtd 4 patibABapplibationeite whilaetelsmt poroputand 104 & n

ni cati on wi a renpte server access program executed t he. pr.
104I ofhealile care wpdlrer epiepickeduliog infgpmelpT Lot ?lﬁala%hm%mp@a{q {%‘ﬁ Pﬁﬁ'c‘)"tn‘ﬁ aPﬁéC%{‘gr(‘:es >
applicatiqgn brogr.am t I kePs | I rect
oL L P B e R R e et o T or
provi dj 1B RS dEREas Stated of e mitiattefilobpplivadppl i cation, the processor of
the server conputer 102 comruni cates with respective processors 112A, 112B

of the client conputers 110A, HOB usi ng standard .connunj cat i t -
such a@,02$]§)rTh&mnéloqvﬁéﬂe%‘%@mqﬁ%?ﬁgaérw %?tsé'eﬁ)t}ro?llzﬁsltbf S{a{egf%f%g ocols
conmmruni cat i.on ;net wor, 0 ' . i iof t he
art. [Wgﬁﬂthnrpyp%\é&rtriélg#orﬁet}j @@fﬁg’éﬁ‘%ﬁg&#%tﬁ%%@%%?& Eﬁ fegOftsaﬁg IpiEs)lt;}fahtucka)ﬂof an
appl i calchRihg to\hodiaings ofahe irtventidrpbewill be descabgpl liereinibolovarlde geatodioed and
transmtted 1n a fashion accordjng tgi har dware capapilities ,of the.cl]ient

conput providinggemeseaeptss to Prestaie of apnphpaiiangy pen yIoLE3mp ylafee%]cuting a

remote access program on processors 112A, 112B. For example, the remote access program is

performed by executing executable commands stored in memory 114A, 114B. The remote access
program is in communication with a remote server access program executed on the processor
104 of the server computer 102, which is in communication with the application program.
Alternatively, the remote access program is in direct communication with the application
program. When performing the method for providing remote access to the state of an application,
the processor of the server computer 102 communicates with respective processors 112A, 112B
of the client computers 110A, 110B using standard communication protocols — such as, for

example, Hyper Text Transfer Protocol (HTTP) - of the communication network 108, which are

well known to those skilled in the art.

[0029] In the method for providing remote access to the state of an application, “view data” of
the state of the application are generated and transmitted in a fashion according to hardware
capabilities of the client computer — for example, processing capacity, memory size, type of

graphical display, and type of user interface. For example, “view data” generated and transmitted



graphi cal display, and type of user interface. For exanple, "view data"
generated and transmttedfor a personal conputer are different from"view
dat a" gemnwpabsxbeeavd transnmitted for a wrel ess handhel dpdexiszecs/ibor4
exanple, during a renpte access a user nodifies data of a patient file.
First, "view data" indicative of the data of the patient file are generated
at th r j 4 , i AR 3 he
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an applj.catio rogram for perfor.m ng, an lication associated therewith
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programis executed - 12 - on processor 112A for providing renbte access to

a st atreplisatingef theafndicaten’ s gash prasessmg ondthe chentebingnter.conput er 110A a cli ent
difference programis generated - 14. The client difference program has

encod t g i-ndi cat Lve a ange of .a stat f th |.jcation | ast
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118A, 118B of the client conputer 110A, 1108, .respectl\(elgj. [0031] The

di f f ecemputep Gpareanpliesigrnregrasiior perdming ahapphigatiqrogssestated theprwviyisa
processor., The, encoded da re.indicatiyv f;. a path Lo the change iR the
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"insertion", with the value for deletion changes being enpty. An exanple of
a di f flé2Aderprpyidipgaampte: acress o a stekerdfdhe pattomecdiapplication. At the client computer

110A a client difference program is generated —~ 14. The client difference program has encoded

data indicative of a change of a state of the application last received from the server computer
102. The data indicative of a change of a state of the application are, for example, received from

a user interface 118A, 118B of the client computer 110A, 110B, respectively.

[0031] The difference programs comprise executable commands for execution by a processor.
The encoded data are indicative of: a path to the change in the state of the application; a type of
the change; and a value of the change. The type of change is, for example, a “modification”, a

“deletion”, or an “insertion”, with the value for deletion changes being empty. An example of a

difference program is:

Path="Patient/Name/First"
Type="Modification"

Value="Jane"



Type="Mdi f cation" Val ue="Jane"Path- 'Patient/Hobby" Type="Insertion"

Val ue="Knitting" Path="Patient/Career"” Type="Del etion" Value="" [0032] The
client diwbensvmseprogramis then transmtted - 16 - toPCHEAR@IMBI7T0¢60NPUL er
102 via the comruni cation network 108. At the server conputer 102 the
client difference programis executed - 18 - for determ ning an updated
state of the application followed by generating a server difference
program The server difference program has encoded a difference between the
updat Bdh=s'Patientdfobblit applicati on and the state of the application |ast sent
to th C|L€Pt .coqmputer HOA. This difference al so captures changes, for
exanpl ¥ %TQ%d fromanot her client conputer - for exanple, client
conpuygiedktingor generated due to execution of the application programin
dependence upon the executed client difference programfor determning the
updated state of the application. The server difference programis then
transpﬂﬁ;ﬁﬂﬁ-t&p kfto the client conputer HOA via the comuni cati on network
108. A S e ) conputer 11CA the server difference programis executed
- 22 TygeerDeleigd ng the state of the application last received fromthe
server conputer 102. Display data indicative of the updated state of the
appl i ¥alupon | ast received fromthe server conputer 102 are generated - 24 -
and displayed in a human conprehensi bl e fashion on di splay 116A.

Optio i
updat E@khp{/at e 0 nt%élffez%%ﬂp %‘%ﬁei?%rllg ggw%{? f e?t ﬂ) %Héa%g‘{%ggdea@gt% 1g&/(;ed on the
di spl fy cdhbnidafiOBBdtwidkiet 68. dalthe seaver eombpetes 0/ the cliemelferpnagsragiansisexecut ed

on the processor 104 of the server conputer 102 for _executing the client
di f f epxequied pri§gdandeteranninaion apiaied faterol thrappppatioadell %‘Ne%%g?r&ﬁ%tmra

det er (gl gk érgﬁce %ﬁdTﬁé -Gy ff%%ﬁce%}%ﬂaﬁﬂ}a!s eoRBY FHARAH bdidedtfe SET Ver

di ffefence progr rovision o te server access program enabl es
r enpt epdaeiatse bbthehf)plidaﬁms ed theapiod ofttht aplicpti@glasinsent torihe eéenesomputer

subst ?P(}A allhllsy dlfffleree)l(llceb EILI|S(I) E:gptlflrgg cftlargléesp rf(?rvelxgllng e, Pefcexgzgg from another client computer

— for example, client computer 110B — or generated due to execution of the application program
in dependence upon the executed client difference program for determining the updated state of
the application. The server difference program is then transmitted — 20 - to the client computer
110A via the communication network 108. At the client computer 110A the server difference
program is executed — 22 - for updating the state of the application last received from the server
computer 102. Display data indicative of the updated state of the application last received from
the server computer 102 are generated — 24 — and displayed in a human comprehensible fashion

on display 116A. Optionally, step 24 is omitted, for example, in situations where the updated
state of the application does not affect the data displayed on the display 116A.

{0033] Preferably, a remote server access program is executed on the processor 104 of the
server computer 102 for executing the client difference program; communicating with the
application program for determining the updated state of the application; and generating the
server difference program. Provision of the remote server access program enables remote access
to off-the-shelf application programs, increases substantially flexibility for the provision of the

remote access absent modifications of the application program, and substantially facilitates



renote access absent nodifications of the application program and

substantially facilitatesinplenentation of the renpote access as a retrofit.
Al t er nat iwel2g1o/a6bmeappl i cati on programis enabl ed to perCorambi»@ooper ati ons
of the renpte server access program [0034] Further preferably, the nethod
for providing renote access to the state of an application enables [imted

t d i ned t] t f onlication. F
oo AeRel AR eSO e RPN, B PR aRSE, PO
for exad 8 peHbRK BRSIpREAtiGAPALTht Yembie RBYvYr &ices, progtpd. of graphi cal di spl ay,

and type of user interface - of the client conputer - for exanple, the

hardware capabilities of a persaonal conputer are sub tanti&ll different to
the HA3%hatartherpipierably.dke pethad fprapudumgdemalsarceesy e testaty, 'ﬂéapd? 90 bl e

i € h QTG DRELE b DRdSAHE pBfichidf R GAL of HeBpIiGRARRUE & ckamBRhe

i npl eémenti ng user access restrictions to 1nformati for providing

di f f ein€ited avsess & enhblbd €irf f erent access to the state of an application - for
exanple, an admi nistrative user for scheduling a patient's appointnments is

prevented fraom accessj.ng diagnostic infaormation of the patient. [0035]
Fur t Fesetipg Bardpvars) C?Palilh%esrﬁa{.%gﬂamﬂf” MPEge ﬁ@’atcgﬁ’d{“émﬁré'ég es%){pg %he state of

an a%?élﬂf@ Bi\%ﬂﬁg%ﬁﬁ k@% IR iGeRGEESSE thOElicht BhMpatet L YorQdkafipleS tHe HaRTW#E €T S

110A, h ar for exanple, sinultaneously, connected to the server
conphpabilitdR of b petshinl computer emtsubstanieilydifferaigo therhasdwars shpapilities ofpat e of a
sanme applicatjon. . [0036] As illustrated in Figure 3, upon receipt a second
cli eﬁ"(lreg‘?sﬁ é‘l“{é‘ﬁ‘[}’éi%i%gram recei ved froma second client conputer 110B is

executed - 26 - at the server conputer 102 for determ ning a second updated

st at &,epfs dolifpafRRWidAdifteRnf YeranRGyRYmIBPEIRdNBlicht 26ePURrs ender difference
program- The second server differénce program has encoded a difference

between the second updated state of the application and the state of the
app! iimptanentih@eser sesess testricHenstodofosmatianefer providing different asers pithdidaenter

difference programis then transmtted - 28.-. to. th jent conputer
O S ies, RS S helr AP aS B b PP ARGl oo
the gﬁﬁgﬁ% BbiEherlé {5 RERARA fRIRAERRIhSdiagasut aform@dn-of il patiediat i ng t he
state of the application |ast received fromthe server conputer 102.

Di splay data indicative of the updated state of the application |ast

r ecei [0835]f ranthehpreferablysthe Gwﬁmdefgr poyidingregeitiaesdo thegate obayapplisaiion ed in
enables remote access for a plurality of client computers 110A, 110B, which are, for example,
simultaneously, connected to the server computer 102 via the communication network 108 for

accessing the state of a same application.

[0036] As illustrated in Figure 3, upon receipt a second client difference program received
from a second client computer 110B is executed — 26 - at the server computer 102 for
determining a second updated state of the application followed by generating a second server
difference program. The second server difference program has encoded a difference between the
second updated state of the application and the state of the application last sent to the second
client computer. The second server difference program is then transmitted — 28 - to the second
client computer 110B via the communication network 108. At the second client computer 110B
the second server difference program is executed — 30 - for updating the state of the application
last received from the server computer 102. Display data indicative of the updated state of the
application last received from the server computer 102 are generated — 32 — and displayed in a

human comprehensible fashion on display 116B. Optionally, step 32 is omitted, for example, in



human conprehensi bl e fashion on display 116B. Optionally, step 32 is
omtted, for exanple, insituations where the updated state of the

appl i cat iwo 2dmeso096t af f ect the data displayed on the dipsplGazomdiodBio4] 0037]
At the server conmputer 102 a third server difference programis generated -
34. The third server difference program has encoded a difference between

appl FRaR WRERE Qb RSl of BF AR BT R0 ey R bl Bled B,

di ff displagd 1pBogram is then transmtted - 36 - to the client conputer 110A
via the conmuni cation network 108. At the client conputer HOA the third

serv ifference programis. executed -.38 - for updating the_state of the
appl ﬁ@%ﬁ ot B ErYGE COMPBIFT # i iLsessr gif ef%‘;?ﬁﬁa‘?gé?fgﬂ)é‘?ne%t%(g_ré;- e a
i ndi g@td spvep Hiftddéncld Iib?@ér@rﬁ hab @ﬁ&)dgci a UiTer&RR bk ftlch O 4e@§ﬁd ﬁﬁﬁ?édvs%ﬂe bf@e the

server conputer 102 are generated - 40 - and displayed in a hunman
conprapplsateminsl the stateorf theaptilicpticnylagi ket to Gt ¢lisnbédmputet HPA4The shishierteed, for

exanp} in _situations where the updated state of applicati on does not
o r oSt aliere i PR ARG fied acare fleipieahdroubr dn IR AF ' RGeS 54 o
40 apgwRXetos. o thd Mithi 8RRAME! V1 0A0the MIarEped difftetle prb8RM 14 BxdcAted2. 38 -
Alternatively, the steps 34 to 40 are omtted and the changes received from

t he derompdating the statecafitheiapnlicatic@dastrrecepvedvirate thet ssrveh eompitent 0% dhigniayedatd 1 0A
after recei of clhient differ.ence .program,from,the client co ter 110A
0 0sendieEh BF e ol e Bror e ApLRRTD 1BE SR B o M e bR B stat e
of thenampl LastiMA diplHeavh §88mas c&ﬁifiﬂéﬁéﬂs?&l@ﬁhshiﬁn o QlpRayA 1 4R TbtioR&IS), Pt of

a request fromthe client conputer QA for the state of the application a
ser vetepdfps dmitedolor sxample pnsijnations svhgreribe updaged state of thetappheativadees naonput er

102. . | § i Q h d i ndi i f
Lo aPSRaREHaHisPRR St A B AL RIEAT R SRS PO R 40 B 2R84 am 1 < Chen
t r angimiifagebuslyAd the &HQchtith S ste@RD6EO TP UA IRdrnabeXy, Hetstd IS 430 AUARI Sriftie@N
network 108. At the client conputer HOA the server application state

pr ograadrtheshengss mecetved fipdn thefseeondelientragoniputer tl heB ser previdsd &t die slienthe
application i spl ay data indicative of the server state of t application
ore. semekEl LA ey eale? ai DBt for Brosiion S Bl hndre FR4 o0 on

di splay 116A. Optionally, the steps 42 to 48 are al so perforned during

provieo3s) AponhfitELePEEhIEERSE abesetT WieclRnPEN Atk oftHeapplisdidhes of the
application at the server conputer 102 and the client conputer 110A. For

examprevidedris ilustrpted 4ip Fignre1$ Upan ieeqiptor peaquest fiemdes eliant pemputeink! GAnfosr val s

or ‘f’nc‘dtieesrtate(‘,1 8k fhe la81§l§caggrr1 'a@grvglr %%?i%t?o%i e program is generated — 42 - at the server
computer 102. The server application state program has encoded data indicative of the state of
the application. The server application state program is then transmitted — 44 - to the client
computer 110A via the communication network 108. At the client computer 110A the server
application state program is executed — 46 - for determining the server state of the application.
Display data indicative of the server state of the application are generated — 48 — and displayed in
a human comprehensible fashion on display 116A. Optionally, the steps 42 to 48 are also
performed during provision of the remote access to ensure a provision of a same state of the
application at the server computer 102 and the client computer 110A. For example, the steps 42
to 48 are performed in predetermined time intervals or after data loss during transmission.
Further optionally, step 48 is omitted, for example, in situations where the updated state of the

application does not affect the data displayed on the display 116A.

10



Further optionally, step 48 is omtted, for exanple, in situations where
the updated state of the application does not affect the data di splayed on
t he di splwp 20006%03060039] Referring to Figure 5, a preferpret/darplomoentati on
of the method for providing renote access to the state of an application is
illustrated - with reference to the nethod shown in Figure 2. In the nenory

106 of the_server uter 1Q2 ta.indicati of t fy

appl [0@_§§]i oﬁ‘egeﬂc‘:‘?'g té?g@g 5r> %Rﬁﬂ%ﬁ“&lmﬁtﬂ@% Q\f{Fi & %8? }f%ﬁ%?‘gqul,ntgg?%mget ored -
10A accb{s_ th ¥R stdt@besn AficaRn is Suswafed daith ek td R méthédishosar mdtigwt at e of
the application - the state of the agglication at the server (and possibly

changdd thymemerysKowdithe seavet comphtes il 02 flata indiensivg of a diateafitheapplicatien Ycht e of
th licati | ast t t.o.th ] J { 114A
ot o Teramp s e A kaRliGaod” e ol G - S Bl e epdb SV GTRART Y

| VE 0 e of the application

are g§lajfagde of thé ferver dtaté wth%tagf,msaﬁbbertﬁ@ﬁate@hvﬂemppﬁemmrat drtservenindat i ve of
the state of the application |ast received fromthe server conputer 102;

and, pedsiténchaggedaby theiserver)vandoeryereclispidaia ipdicatiee alpthe saka Crf(rihe aRIEAIQY | ent
i nt tion..ln. 14 i ff t i cat |
Lt elCrenbiiens it Edrplef L (R RIFGpOS AR BERhELEmBle} IR0 BP0 OF

S of e app ast received

f r omddiatis@ bV £6tate QM Hplitiodreosietd— PA- in twiotshatédthedof: icliesenebéditag t he
difference between the client data and the client server f&tia. In step 18:
secoirdlicative of the istataaf theapplisponlestaperivrddram themervey omputerd 94 gnddiery i ent

Got o nafeR e SEHT e be\Ge BFTINGloR ah S lichhRrackBh Th ST freltRES B ©

dete e client erence programon the server

dat apefvess theatatdbf the bppeatipn agéaiehSingerabatedihe sl of tht hpplicatioobss a
di fference between the updated server data and the second ls?erv%er client

dat azecehied frogethe servel asmputerds enceded ddfArnyifde difigence hsnedhe differsiget he

server, difference, pro m.oen.t hYE, | ; the server
cli e‘rf?f"wffﬁ? E{jea lgmr%aga[ aqc e H% ég{%’el\f\n&%ﬁ rh? ﬁ%ﬁtlﬁi {eggéde%\%err%gﬁlﬁedgwgt a.

Opt i @B@lthited 2 18ACKIy G ePitRBARE clight Biffecérde grgaam lonake segvdrivtiestaiates updiaedr i n
order to prevent the same from being nodified by other processes pyior step
18B, severdata aredelennined — 1188y - toxexepning the elagnt étfﬁfﬁe@s@.marﬁm@ége syverdatayng

client seryer data are deternned ¢~ 22A - ' d

Gi £ £ drseREESFertRt roafy RLBFAAT1G T8 Gples BB PObURAP B (Blatcd

det ergmiyBeghta artliBe sedd¥d 849 EUlicROddthahis@karedr dliehf dtenederrmprdm 18D tthe client
data; the client server data are replaced - 22C - with the second client

ser vexeaging theawatver diferasice @rgrama thy secprdseaves ¢lientaiaty; andyithgseryd clgriond
| S B BLL 08 o B LR ROSBERAER, B, PRy bk che
provided for locking the server data in order to prevent the same from being modified by other
processes prior step 18B, which is released, for example, after step 18C. In step 22: second client
server data are determined — 22A - by executing the server difference program on the client
server data; second client data are determined — 22B - by executing the server difference
program on the client data; the client server data are replaced — 22C - with the second client
server data; and, the client data are replaced — 22D - with the second client data. Optionally, a

locking process is provided for locking the client server data and the client data during execution

of the steps 22A to 22D.

[0040] Referring to Figure 6, an alternative implementation of the method for providing
remote access to the state of an application is illustrated - with reference to the method shown in
Figure 2. In the memory 106 of the server computer 102 data indicative of a state of the

application are stored — 10A - in two states thereof: server data indicative of the server state of
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of the steps 22A to 22D. [0040] Referring to Figure 6, an alternative

i npl ementation of the nethod for providing renote access to the state of an
appl i cat iwo 208/d6bloastrated - with reference to the nmet hedTaaaw/tomoli gur e
2. In the menory 106 of the server conputer 102 data indicative of a state
of the application are stored - 10A - in tw states thereof: server data
indicative of the server. state of | Ithe application - the state,of. the
appl feapplgatign —thgstatg ét?‘e PBHEAOBA t@ﬁﬁwﬁbg‘gpﬁw? @ﬂ@ﬁ&%&’q%ﬁﬁwggg%ﬁ er
COMPUL GLconfplilr); 86, SEfver lica Hatd Mdicatine bf Heisiee Of th BSpIfdabe 1681 schli® the
application'last sent to the client conputer 110B as a server state

app! chait canpwteobitinas d serer spteldplicpthat progreey lestepl b8 :aipdpted derver dathad - 18F -

by execut.in lient difference.programon the server data; a
serv ?te'a?lfl?‘gT igﬁégb FEGHLRS }}? c&@ﬂ‘e‘ﬁgrrgage- PIPgi@m oy ﬁ?tserevﬁﬁ 8%}3’331“?’ %I?%}?eerr ence
bet Hglah [ O 3 1R Endoldss £ 8FFEdnce be@ten @Rl wpdaled seifvep 22
di s\glagi}r%?g I'ndi ca e?x\%/réaYe(;Qlf g% lg%dat ed Sst ate .élfc t he arpl)pl il(;ipa?ieor? | ast

r eceidetacind thersetvieeclsant datn. lnotqpuid2etisplardath insicatiye gbheruptiatdd staexet the py

executing.the received server difference program and, diispl ayed - .23 - in a

hunaﬁpﬂﬁgr%?%ﬁétrfg?%wg fg%ﬁli‘%sﬁrﬁﬁ CaﬁnE’BﬁeIé\?ref%g : megat?%@ﬁéﬁ%&aetx%uﬁmébvi at es

st or ag&eOfiveditdeel ﬁifﬁvﬁﬂe ?Ebgtrﬁ}ﬁ afl @fsﬁla?.éd 1 he _apRlhufRhicemptdheARBRTYshvn t he
ic

client computer HOB i's beneficial for client conputers having limted
st or agdisphydd 6By This chplesehtatidn hbVidtes storage of d@ta e¢lated b0 the state ok ther
applicatiqn state pr am t hat has oded, dat a |ndj catj.v f server

st at gp@fcap%mdagpptg'éﬁﬁ%%%eglt 6%3‘%8‘[ @@%a‘ﬁ@“ﬂ? r‘szaal?]eélﬁbfl?fe@r cg%n‘%&lgrsng}ltggsed her ei n
abovegyit 91 £t HULET as K00 heredRicRs. PrifeRibBd atservet ichtid¥estate

ot o aving ki Clor A caPRA WL Bl as 0l HEHATIRICE, efteh %_th_e afi?fl t he
enbogiopemh shap hag éneodgdsdatarind@tinndf the sérock stase opthevapplication énganeraiaskands t o t he
state of an_applicatjon according to the inyvention have been descri bed with
r es pdiapsmiged, aéldfséﬁ’rg@iﬁ‘?rVé‘ra%ﬂﬁ‘f’\%%? CgiF‘&trﬁofIH’(’:'%/elﬁ’r r 8’64%@?’6? wee ciEndent
conpyi.ersiehplis t he sake of sinplicity but are not linmted thereto and are
applicable for other network architectures as well as various nunbers of

client conputers. [0042] The enbodi ments of the nethod for providing renote
acced8041) tAmissvident totthasa skiplpd ircthe iagnthe embpdinentsridhe 5)6?611@9(80@(%@6@9(1

ooyt MOYOITG RO GEea SR TRl B dnel GuRar SEiile Wi ThyarigRueFi e = "¢

described with respect to a client-server network architecture comprising two client computers

for the sake of simplicity but are not limited thereto and are applicable for other network

architectures as well as various numbers of client computers.

[0042] The embodiments of the method for providing remote access to the state of an
application are performed, for example, by executing executable commands stored in storage
mediums — for example, the memory 106 using processor 104 of the server computer 102 and the
memory 114A using the processor 112A of the client computer 110A. The executable commands
for being stored in the memory of the client computers are, for example, transmitted from the

server computer 102 via the communication network 108.

[0043] The present invention has been described herein with regard to preferred embodiments.
However, it will be obvious to persons skilled in the art that a number of variations and
modifications can be made without departing from the scope of the invention as described

herein.
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menory 114A using the processor 112A of the client conputer HOA. The
execut abl e commands for being stored in the nenory of the client conputers
are, for weanmlmwe206ransmtted fromthe server conputer POZ/CA2009%00€704
comuni cati on network 108. [0043] The present invention has been descri bed
herein with regard to preferred enbodi nrents. However, it will be obvious to

P b b S IR EHOR TS B SR SRR BT

her eigr PEVEVBEH MENTAINEDAREMENNIEN ASNFOHI@WAN EXCLUSI VE PROPERTY OR
PRI VILEGE | S CLAI MED ARE DEFI NED AS FOLLOAS: 1. A nethod conprising: a) at

a server conputer, executing an application programfor perforning an
appl |1cétmdh0é19@0ml$m$d therewith; b) at a client conputer connected to the

i e T TR

appl iagﬁicla@éa,thgﬂgwﬁh the client conputer, generating a cI ient difference
pr ogr am havi ng encoded data indicative of a change of a state of the
appl itat & elient gempyteteinpeeied Fohe %ers@mmlﬁerefweﬂ@munmﬂm WAk ti ng t he

I diff
CompursringgagoEAe R B A e TRk TR IRLFlon PR DIRRERLE'

updatgglisdiohe of the application and generating a server di fference pr ogram
havi nqg encoded a difference between the updated state of the appl |cat| on
and t @t@@ah@n@pmn@r S5pereting # ehent differancqprogam haviogicaspded shafsndicatiye)

transs aﬁ;%totfgestﬁg f’t% gé(ﬁécaﬁ{)ﬁ) ﬁ%@&eﬁ&gg{ AbhlRe E%}‘f er ol 'il{e conputer; and, g)

at the e Server di eren e programfor

updatd)i@néhitist e ehaft dﬁﬂf&e@q@gﬂrog}am tonthd sesler cempitesd from the ser ver
computer. 2. A nethod as defined . in ¢claim1 conprising: af the cli

Corrplﬁ)@F the SEIHEY Qﬂﬁllpqﬁern@fﬁgm}:ng the chigrtt dififgrange F&%%r%rfoﬁéﬁtﬁmillﬁmg@gtq ate f t he
Stal ¢ 0f of He BORLLGRL PR o b EREY §5cldiR bld}fart REWRE AU LKL 1 ent

dat a §
between the updated state of the application and the state of the application last sent to the client

computer;
f) transmitting the server difference program to the client computer; and,
g) at the client computer, executing the server difference program for updating the state of the

application last received from the server computer.

2. A method as defined in claim 1 comprising:
at the client computer, storing in memory thereof client server data indicative of the state of the
application last received from the server computer and client data indicative of the state of the

application after client interaction.

3. A method as defined in claim 2 wherein ¢) comprises encoding a difference between the state
of the application after client interaction and the state of the application last received from the

Server.

4. A method as defined in claim 3 comprising:
at the server computer, storing in memory thereof server data indicative of a server state of the

application and server client data indicative of the state of the application last sent to the client.
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application after client interaction. 3. A nethod as defined in claim2
wherein c) conprises encoding a difference between the state of the

appl i cat iwo 2afovoe02061 i ent i nteraction and the state of tRreTapebiswatioon | ast
received fromthe server. 4. A nethod as defined in claim3 conprising: at
the server conputer, storing in nenory thereof server data indicative of a
server state of the application and server client data indicative of the
state of the application |ast sent to the client.5. A nethod as defined in

cl ai 51 & m¥aRSdals Aefhe A INSENherd Bl &/cBhplig: second server client data by
executing the client difference programon the server client data;

det edeteminigg spepad serveeeliant defaby egeuting thetdlient differeare piogram PR HreeBT pr ogr am
on thl‘feémigrt\e{'er data; generating a server difference programthat encodes a
diffé& et ween the updat ed server data and the second server client

dat agetdhifinglupifned bt értabety &lectlingeht chédt diffdteregRoirhGr the s&reendita;
di fference programon the second server client data; and, replacing the

ser veenegatinggiserygr diffgrange pragram ithay encadeea differense batyresn tles updatedisarygr data

defin i.n.clai [ g) conprises: determ ning second client server
dat aalgythgggc%ﬁl?is%grt%g{sgér@er di fference programon the client server data,;

det edéeermhinhgikied suave dlient datiabpexeyuttneibebémer differeas p@grath bit eegaesndpr ogr am
on the client data; replacing the client server data with the second client
ser v&verlignt dafpg andhepl aci ng the client data with the second client data. 7.

A ”E}{b?a%ir&%yggér%}%%eh{‘da it tﬂfrdgér%ﬂ“'aieﬁt %a?%ﬁ conprising: at the server
conputer, Sstoring 1n nenory thereof server dat'a indicative of a server
state of the application and server client data indicative of the state of
t he agg{ication | ast sent to the client, as a server application state

pr ogPedmethed aseliped i Qyimed HeieHes): COMPIEPSH ni ng updat ed server data by
exec Héfet%’infn@ese&ln‘dec'i]i‘éntdéewe? H&Q%?f REQHUNE BORPQiFGENE 'program on the client

server data;
determining second client data by executing the server difference program on the client data;
replacing the client server data with the second client server data; and,

replacing the client data with the second client data.

7. A method as defined in any one of claims 1 to 6 comprising:
at the server computer, storing in memory thereof server data indicative of a server state of the
application and server client data indicative of the state of the application last sent to the client as
a server application state program; and,
wherein e) comprises:
determining updated server data by executing the client difference program on the server
data; and,
generating a server difference program that encodes a difference between the updated
server data and the server client data; and,
wherein g) comprises:
generating display data indicative of the updated state of the application last received from the
server computer; and,

displaying the display data in a human comprehensible fashion.
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data; and, generating a server difference programthat encodes a difference
bet ween the updated server data and the server client data; and, wherein Q)
conpri seswogeraretosng di spl ay data indicative of the upaarah2swanecof the
application |last received fromthe server conmputer; and, displaying the

di splay data in a human conprehensi bl e fashion.8. A nethod as defined in
claim?7 conprising: at the server conputer, generating a server application
state program having encoded data indicative of the server state of the

appl BCAtGIGd ds'dRAREd intdldieh 7 Benp@diN@r application state programto the
client conputer; at the client conputer, executing the server application
st at at the sqjverraomputecgeaetaing Agervapappieaton state pPegrm hadng pptaded datan:

genernadtigaﬂg?(d’%tz@Isgr)(,.erdsg}ﬁ[g?kg%isagﬁfiéa\{%n;of t he updated state of the server state

of tHE appl rcation, ayi'ng’ the display data in a hunman
conpeahiiginglthe §exodtia@plication AtafEprogena thetlisnedorapytegne of clains 1 to 6

conprising: at the client conputer, generating display data indicative of
t he aphacbent sompetenexeqing tha seever ppplicetien staledepsram pr defernnpingdhe sarver

conp re..and. ..di.splaying the display data in a human conprehensi bl e
fashlg%ﬁepff%ap/ghrgmé@tfq%d as defined any one of clainms 1 to 9 conprising: at

t he gederftingGlpdait ®ita indicatué oMilie apdeedsiske Off tiRvervdt ﬁtﬁ%ﬁﬁ‘ﬂ%ﬁﬁﬂi@&icﬂﬂhﬁ@cei ved
froma second client computer for determ ning a second updated state of the

app! disalayss thindisplay datain afumas eempighensible fashionf er ence progr am havi ng
encoded a difference between the second updated state of the application
and the state of the application |last sent to the second client conputer;

t r angmitrhdtha dshifined amdoreesettimdilfth ercenpeisipgogram t o t he second cli ent
conputer; and, at the second client conmputer, executing the second server
di f f e i elienscogpulier. fasnerajiemdisplgy dafe indieative of thernpdaep stateel thhaprlisetionecei ved
fromle'{spgecesl%&/ﬁ(r)mctﬁenpe%éarrcbm%%ter;Aéng?t hod as defined in claim 10 conpri sing:

displaying the display data in a human comprehensible fashion.

10. A method as defined any one of claims 1 to 9 comprising:

at the server computer, executing a second client difference program received from a second
client computer for determining a second updated state of the application and generating a
second server difference program having encoded a difference between the second updated state
of the application and the state of the application last sent to the second client computer;
transmitting the second server difference program to the second client computer; and,

at the second client computer, executing the second server difference program for updating the

state of the application last received from the server computer.

11. A method as defined in claim 10 comprising:

at the server computer, generating a third server difference program having encoded a difference
between the second updated state of the application and the state of the application last sent to
the client computer;

transmitting the third server difference program to the client computer; and,

at the client computer, executing the third server difference program for updating the state of the

application last received from the server computer.
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at the server conputer, generating a third server difference program havi ng
encoded a difference between the second updated state of the application
and t he sweteioafeozohe application |ast sent to the clienPCTarn2oaomn]704
transmtting the third server difference programto the client conputer;
and, at the client conmputer, executing the third server difference program
for updating the state of the application |ast received fromthe server
conputer.12. A nethod as defined any one of clainms 1 to 11 conprising: at

t he ¢b.i/%nethodnpdified mo@ak of B@irhs DO Bl teprising: er f ace connected thereto the
data indicative of the change of the state of the application. 13. A nethod

as daftheeliens sompyer, seceping ﬁf@mp ysgr mierigne pennscted dheaste Seredptaindicatiyeof the
| ndl ﬁl?a’il' %Sﬂ% ‘stafe @qﬁ@\}%ﬁlc&p&} change in the state of the application; a type

ange; t he change. 14. A nmethod as defined any one
of cI ains 1to 13 wherein the difference prograns conprise executable
commands faqr execution by a p@m(iessor 5 A. net hod gs def ) ed any. one of

cl ai ke A method as dghngd any fine of aims hép l%@’ st the spgadad lcﬁt‘}ffe sRdence
gltogtn gﬁtig? ﬁﬁ%ﬁ’a{%g%qn ¢ld £Ak O#J(flfg aﬁgﬁ‘&%‘éﬂ ngé 8L Qhaflfet SdT %1{18 ?f m]@ cHifat ed

I’ cat’l on defined any one o alns 1 to 15
conprising executing a renote server access program the renote server

access ogram for: executing the_ c di f ere ce program conmuni cating
vvithlffh’g d.%é@f%@dqawd@e&gp a&é}nélﬁew FH HERFSPEQLTANS CRMBFSE he

32}0: ks %“%ﬁ%%e 1 ;e?(%%&% tgé; %Séa‘é%r difference program 17. A nethod as

erein the renote access program enabl es
access limted to a predeterm ned portion of the state of the application.

18. A rrethod as d fined any ope of clainms 1 to 17 conprising:. at the server
conpif et setings! anyse\né elaippl (A4 poTPing %Xeﬁl‘%% aﬁakwaﬂanam%%d dat a

| ndi ﬁ{i&éfp\ég%eﬂg? a@ ik k&updd ctn*a ,} 8@1%ﬂogﬁm tok aeéﬁ:h me hp aSELUR of

appl i cat’i progran1to onput er; |ent
conptheatpplieieaut i ng the server appllcatlon state progran1for deternlnlng
the server state of the application.19. A storage nedi um having stored

t herei n executabl e commands for execution on a processor

16. A method as defined any one of claims 1 to 15 comprising executing a remote server access
program, the remote server access program for: executing the client difference program;
communicating with the application program for determining the updated state of the

application; and generating the server difference program.

17. A method as defined any one of claims 1 to 16 wherein the remote access program enables

access limited to a predetermined portion of the state of the application.

18. A method as defined any one of claims 1 to 17 comprising:

at the server computer, generating a server application state program having encoded data
indicative of the state of the application;

transmitting the server application state program to the client computer; and,

at the client computer, executing the server application state program for determining the server

state of the application.
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of a client conputer, the processor when executing the comands providing
renote access to an application performed on a server conputer connected
t heret o, wbeopmvwwemssor perform ng: generating a client a@cifcremnae1psogram
havi ng encoded data indicative of a change of a state of the application
| ast received froma server conputer; transmtting the client difference

G 7 AP ehBristSuRai TaHe SBRe e OB o e oB B reE
Uupdalof BGliédi@ompaic (R piobesaPRhérfeich g 8 borARRIYAE VIR £OEX S an

conmput er. storage nedi um havi ng stored therein executabl e commands
for @pgmtlompermdmmmpomputar egmmneeied &@rq@mtthtr prowﬁémpmﬁ)em when

on- ¢ W Edinecro ERTRShoP bR PR ool 87 hinRn P dat Rund e - St '

Pr oC eRsSAIpliB/IonAsdrdt@ivet FFodh ¥ kdtder dopiputdre client conputer a client
di fference program havi ng encoded data i ndicative of a change of a state of

t he drapshitiang the clien differerde\psagrimdmtle @Wé@mp@ﬁput er; executing the client
di fference rog bam or det ated state of the application and

enor e Rogdh e B o s R et Bl R B Blited a 11 oFenca: bot waon

the wpeqiiag il s@hwer aiffdréie pdtramdbl @iiaBAdiheRRE6Bthe apflidation RBPIetiddd On | ast
sent to the client conputer; and, transmtting the server difference

pr ogrieom the setver eampiter. conput er .

20. A storage medium having stored therein executable commands for execution on a processor
of a server computer, the processor when executing the commands providing remote access to an
application performed on the server computer to a client computer connected thereto, the
processor performing:

receiving from the client computer a client difference program having encoded data indicative of
a change of a state of the application last received from a server computer;

executing the client difference program for determining an updated state of the application and
generating a server difference program having encoded a difference between the updated state of
the application and the state of the application last sent to the client computer; and,

transmitting the server difference program to the client computer.
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