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System for facilitating the 'ordering and paying of services by means of a

communication network.

BACKGROUND OF THE I TIO

The invention relates 1o a system for remote electronic transactions,
which system comprises a telecommunication network, such as a telephone
network. The invention specifically relates to a system for providing electronic

5  services, including financial transactions and identifications, and in which use

is made of electronic payment means, such as so-called "smart cards" or "IC
cards”, and a communication network for transmitting payment data.

Remote ordering with the aid of, e.g., a telephone is known per se. It
is possible, e.g., by telephone to order items from a mail-order firm. In this

10  connection, however, the payment must take place later, upon delivery. This
is experienced, both by the service provider (the mail-order firm)and the
consumer (the ordering customer), as inconvenient, definitely in the event
that the customer orders for someone else.

Systems for electronic payment are also known per se. It is known,

15 e.g., to carry out, with the aid of a remote computer (PC), financial
transactions (".elebanking"). In this connection, the computer of th: customer
is used as an aid for giving commands to the computer of the payment
institution. The computer of the customer may also be used for identifying
the user by means of, e.g., a PIN (Personal Identification Number).

20 Furthermore, it is known to use card-shaped electronic payment means
to pay electronically. Thus, telephone booths nowadays are usually equipped
for paying by means of an electronic payment card. It should be noted that in
this text the term "smart card" or "IC card" will be used to indicate electronic

payment means comprising an integrated circuit having at least a memory, but /
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cards"), and often also allow an identification of the user. It should, however,

5  be understood that payment cards having a magnetic strip for storing a
balance and/or identification data (so-called magnetic stripe cards) are for
many applications equivalent 1o smart cards.

Existing systems for electronic payments make it possible to pay for
certain services during use, e.g., in the event of the public telephone booth

10  mentioned above, which may be activated by means of a card. It is often not
possible, however, 10 securely pay for a number of different services in
advance with the aid of an IC card and a telephone set. Moreover, in existing
systems the option is lacking of revaluing the IC card in a remote manner,
i.e., at the customer’s premises. Furthermore, prior art systems do not allow

15 an easy expansion of the systems as the demand for remote transactions
increases.

International patent application WO 94/11849 for example, discloses a
system for effecting payments with the aid of mobile telephony (GSM). In the
known system, the rights of the user are checked with the aid of the user card

20 (SIM) and an identification code which is checked locallv. The known system
offers no previsions for applying payment cards such as so-calied "prepaid
cards”.

International Patent Application W(092/21110discloses a system for the
acquisition of services using a telephone set equipped with a smart card

25 reader. The smart card is used to identify the user. This known system
provides a coupling between the smart card of a user and the computer of a

service provider, but does not comprise a specialized system for facilitating /
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to pay electronically. Thus, telephone booths nowadays are usual ly equi pped
far paying by nmeans of an electronjic paynent card. It should be noted that
in " this text the ternf'smart card” or "IC card" will be used to _
indicate electronic 25 paynent neans conprising an integrated circuit
having at | east a nenory, but _

2 pretveydhhpaal so a processor. Such el ectronic paynmgi/Emasse Whi ch
usual ly are constituted by a card in which the integrated circuit

i s enbedded, enable in nost cases the storage of a bal ance
representing a value (so-called "prepai@ cards"), and often al so

allow an identification of the user. It should, however,
remote transactions. Also, this prior art system does not comprise means

enabling a shortened transaction time.

Eurocpean Patent Application EP 0 590 861 discloses a method for credit

or debit card authorization. An authorization code is given to a vendor if a
5 card holder is authorized to incur the expense of a purchase. The vendor then
charges the credit card company for the purchase using the authorization
code. This prior art method does not offer the possibility of direct payment.
The use of smart cards is not disclosed.
European Patent Application EP 0 618 539 discloses a method for

10 providing service using credit cards via a telephone network. There is no
direct debiting or crediting of smart cards.

European Patent Application EP 0 658 862 discloses a method and
system for mediating transactions using smart cards. A smart card gateway
serves as a mediator between the user and a service provider to obtain credit

15  information. A credit bureau host is used 10 validate credit information.
Smart cards are used in this prior art system for identification purposes only.
There is no disclosure of direct payment by means of smart cards.

European Patent Application EP 0,588,339and corresponding US

Patent 5,396,558disclose a method and apparatus for the settlement of

20  accounts by means of IC cards. The method uses secret and public keys and
digital signatures to protect the card data and to enable a direct exchange of
data between card terminals. There is no disclosure of a system in which

payment data are stored at a trusted third party.

25 SUMMARY OF THE INVENTION

It is an object of the invention to eliminate the above-mentioned and

other drawbacks of the prior art, and to provide a system which makes it /
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5 be understood that paynment cards having a magnetic strip for storing a
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for * many applications equivalent to smart cards.
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invention to provide a system which makes it possible, in a simple but reliable
manner to remotely process electronic payments. It is a further object of the
5 invention to provide a system which makes use of existing télecommunication
means such as. e.g., the public telephone network. It is an additional object of
the invention to provide a system which offers the option of revaluing remote
smart cards. It is a yet further object of the invention to provide a system
which offers the option of remote revaluation of a smart card and/or remote
10  identification. It is a still further object of the present invention to provide a
system for remote transactions which is scalable and readily expandable.

To this end, the present invention provides a system for electronic
remote services, such as financial services, comprising a communication
network, a facilitating unit coupled with both the network and one or more

15 support units, a terminal coupled to the communication network, a service
unit coupled to the communication network, the terminal being provided with
means for exchanging information with 2 payment means.

The said facilitating unit for enabling services by providing
communication routes between a use: terminal, a service unit and support

20  units, preferably comprises a voice response system and a communication
server mutually connected by a control link and a data link, the voice response
unit being arranged for handling a service request and passing the request to
the communication server vis the control link, the communication server
being arranged for setting up, in response to the service request, a

25 communication route from the voice response system via the data link and the
communication server to a support unit.

With the aid of such a system, it is possible for a user, by way of his /
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I ncreases. Eur opean Patent Application EP-A-0494530 di scl oses

a_system for accessing anenities using credit cards via a public

t el ephone network. In this known system transactions are
facilitated by neans of a unit which is 20 constituted by a
store-and-forward swtch and authentication is perfornmed by means of

credit cards. waarhaqhdom facilitating access to anmenities angcpapiddhoz
of services no provisions for direct paynment using smart cards or for

reval uing cards, nor use of smart cards or application of a voice response
systemis disclosed. 25 | nterndtional patent application WO
94/ 11849, for exanple, discloses a system for effecting paynents
with the aid tefmimabaihd theetamimmmjcatiGhierwork, tdestablish a direcywomsmsinécationhe
rights of the user_are checked with the aid of the user card
route with the facilitating unit, after which the facilitating unit contacts the
service unit of a service provider and the transaction unit of the system
respectively. In this manner, a service may be ordered and, by way of the
5  tramsaction unit in combination with the smart card, be paid directly and in a
remote manner. Moreover, it is possible with such a system to remotely
revalue smart cards in the event that the system is also provided with a
revaluation unit coupled to the facilitating unit. Furthermore, it is possible to
identify a card user if the system is also provided with an identification unit

10  coupled to the facilitating unit.

BRIEF DESCRIPTION OF THE DRAWINGS
The invention will be further explained below with reference to the
drawings, in which:

15 Fig. 1 diagrammatically shows an embodiment of a system according to
the invention for electronically carrying out financial transactions
and ordering services,

Fig. 2 diagrammatically shows the facilitating unii and associated parts

of the system of Fig. 1,

20 Fig. 3 diagrammatically shows the processes of the facilitating unit of
Fig. 2,
Fig. 4 diagrammatically shows an example of a resource table as used in

the facilitating unit of Figs. 2 and 3,
Fig. 5 diagrammatically shows the exchange of messages between the
25 constituent parts of a remote payment system in accordance with

the invention.

/
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AMENDED SHEET 2a

(SIM and an identifieation code which is checked locally. The known system
of fers no provisions for applying paynent cards such as so-called "prepaid

cards”. I nternational Patent Application WD 92/21 110 di scl oses
a systemfor 5 the acquisition of services using a tel ephgne set
equi pped wi t h WO car d reader. The smart card is usGGVERYYM&R ity

the user. This known system
6

EXEMP ODIMENTS

The system 1 shown in Fig. 1 by way of example comprises a
facilitating unit 2 coupled with three support units, i.c. a transaction unit 3, a
revaluation unit 4 and an expansion unit 5, by means of communication links

S 13, 14and 15 respectively. The facilitating unit 2 is connected with a
communication network 6 via a communication link 16. A service unit 7 and a
terminal 8 are connected with the communication network 6 by means of
communication links 17 and 18 respectively. It will be understood that in
practice 2 plurality of terminals 8 and service units 7 may be coupled to the

10 communication network 6 by means of a plurality of parallel communication
links 17 and 18 respectively.

The communication network 6, which provides the communication
between a consumer (via a terminal 8). a service provider (via a service unit 7)
and the transaction, revaluation and expansion units 3, 4 and 5 respectively

15 (via the facilitating unit 2), is preferably constituted by a fixed telephone
network (PSTN). It will be understood, however, that the communication
network 6 may just as well comprise a mobile communication network, such
as e.g. a GSM or DECT network, or another fixed communication network,
such as an ISDN network. In the example shown, the communication links 16

20 through 18, and also communication link 24, are telephone lines.

The terminal 8 of a consﬁmer (user) may be constituted by an ordinary
telephone set, but possibly also by a mobile telephone, an ISDN set or,
possibly, a fax machine. The terminal 8 is provided with (internal or external)
interface means 10 for exchanging data with an electronic payment means 9,

25 such as a smart card, provided with an integrated circuit for storing and
processing payment and/or identification data. A terminal 8 may be used

which is especially equipped for carrying out electronic payment transactions /
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provi des a coupling between the smart card of a user and the conputer of a
service provider, but does not conprise a specialized systemfor

facilitating 3

renote transactions. Also, this prior art system does not conprise neans
enabling a shortened transaction tinme. Eur opean Pat ent

Appl i cati on Ewden3£24861 di scl oses a nethod for cr edigerarpogedaps card

aut hori zation. An authorization code is given to a vendor if 5 a card
hol der is authorized to incur the expens7e of a purchase. The vendor

and which, to this end, comprises a smart card reader/writer. An ordinary
telephone set, however, may be advantageously applied in combination with a
device as described in International Patent Application PCT/EP96/01739Such
a device (acting as interface means 10) provides a transparant interface
5  between a smart card and a telephone set, converting electrical smart card
signals into ecoustical ones and vice versa without altering the transferred data
proper. The transparant interface provides a transparant path between the
smart card and (the security module of) a transaction unit, as will later be
explained in more detail. A suitable interface 10 may also be connected in the
10 communication link 18 and thus be electrically connected with the terminal 8.
The service unit 7 preferably comprises a speech generating response
unit ("voice response system"), which may be controlled by DTMF tones
generated by either the user’s terminal or by the response unit itself. The
service provider’s response unit may be constituted by a suitably programmed
15 computer. The service unit 7, however, may also consist of a further terminal,
such as a telephone set, and a data processing device, such as a personal
computer which is controlled by a human operator. The service unit 7 may be
equipped for rendering services at a charge, such as, e.g., delivering foods or
booking transportation, but also fiLancial services such as remitting money.
20  Although the service unit 7 is shown to be connected with the facilitating unit
2 through the network 6, alternative embodiments may be envisaged in which
a service unit 7 is coupled directly with the voice response system 21 of the
facilitating unit 2.
In the example shown, the facilitating unit 2 facilitates services by
25 providing a (preferably transparent) intermediary between: (a) the terminal 8
and the smart card 9 of a consumer, (b) the service unit 7 of a service

provider, and (¢) the transaction unit 3 _which enables the payment of services /
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then charges the credit card conpany for the purchase using the

aut hori zati on -code:~-Fats prior art nmethod does not offer the
possibility of direct paynent. The use of smart cards is not

di scl osed. Eur opean Patent Application EP 0 618 539 di scl oses
a nethod for 10 roviding service using credit cards via a tel ephone
net wor k. Ther eVP37/j24 direct debiting or crediting of SHEFEPI404#43s

Eur opean Patent Application EP 0 658 862 di scl oses a net hod and
system for nediating transactions using gmart cards. A snmart card gateway
serves as a medi at or between the user and a service provider to obtain
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paynent by means
revaluation unit 4 in order to provide financial services.

The facilitating unit 2 consists of at least one voice response system 21
S  and at least one communication server 22. These two constituent components
of the facilitating unit 2 are mutually connected by means of a control link 23
and a data link 24. As will be explained later in more detail, the control link
23 and the data link 24 may comprise a communication network (e.g. PSTN,
ISDN or X.25). The transaction unit 3, the revaluation unit 4 and the
10 expansion unit S are connected with the communication server 22 of the
facilitating unit 2 through communication links 13, 14 and 15 respectively.
The communication links 13, 14 and 15 may be transmission lines, but may
also comprise suitable networks.
The system of Fig. ! may be applied as follows (it will be assumed that
15  the terminal 8 is an ordinary telephone set and that the consumer in question
disposes of an interface or transfer device 10 according to International Patent
Application PCT/EP96/0173%0r coupling the smart card 9 and the telephone
set 8). The consumer uses the terminal (telephone set) 8 to set up a
connection wich the voice response system 21 of the facilitating unit 2 in a
20 conventional manner. The consumer chooses a certain service, either by using
a (telephone) number related to that service, or (in the event of 2 common
number for several services) by entering supplementary numbers on the
terminal 8, possibly in reply to questions posed by the voice response system
21. Subsequently the voice response system 21, by way of the network 6,

25 makes a connection with the service unit 7 of the service provider in question.

In this connection, the voice response system 21 may output some /
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Eur opean Patent Application EP 0,588, 339 and correspondi ng US Pat ent
5,396, 558 di sclose a nethod and_apparatus for the settlenent of 20
accounts by neans of IC cards. The nmethod uses secret and public keys and
digital signatures to protect the card data and to enable a direct exchange

of data between card termnals. There is no disclosure of a system
I n which woPAynent data are stored at a trusted third roTEPI6/04425

SUMVARY OF THE | NVENTI ON It is an object of the invention to
el imnate the above-nenti oned and ot her drawbacks of the prior art,

and to provide a system which nakes it
(cryptographically protected) identification information in order to mutually
identify the voice response system 21 and the service units 7.
The consumer orders his service (or product), whereupon the service
unit 7 of the service provider produces a series of DTMF tones which is
5  representative of the service and the costs thereof. Alternatively, the service
unit 7 uses another protocol to exchange control information. The voice
response system 21 then places the service provider in the waiting mode and
gives the consumer instructions with respect to the payment. Substantially at
the same time, the voice response system 21 establishes through the
10 communication server 22 a connection with the transaction unit 3. In order to
control the switching process in the communication server 22, the voice
response system 21 subsequently sends commands to the server 22 via link 23.

" The consumer starts the payment process by pressilng a certain key
(e.g., "*") on his telephone set (terminal) 8 or on his transfer (interface)

15 device 10. Which key must be pressed may have been communicated to the
consumer by the voice response system 21. Another key (e.g., "#") may serve
to discontinue the transaction. In the event that the payment process does take
place, the subscriber line of the consumer is connected through to the
transaction unit 3. The :onsumer places his payment means 9 (smart card) ir

20 the device 10 in question and holds this device 10 against (the handset of) the
telephone set 8. Subsequently, he presses a key of the device 10, whereupon
the card 9 an<? (a security module 31 of) the transaction uﬁit 3 proceed to
exchange payment information. Such a device 10 is preferably provided with a
display screen on which the status of the payment transaction is shown.

25 After the payment has been effected, the consumer receives an (e.g.,
acoustic) signal indicating that the transaction is completed and that a new

transaction, if any, may be started. To this end, the service provider receives /
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4 possible to renotely pay for a plurality of different services
with the aid of an —-—electroni c paynent nmeans, such as a snmart card.
It is also an object of the i nvention to provide a system which
makes it possible, in a sinple but reliable manner to renotely
process el ectronic paynments. It is a further object of the 5 I nventi on
to provide a SY@PUHIHhi ch makes use of existing tel ecommuni cBEFERP6/04402
means such as, e.g., the public telephone network. It is an additional

obj ect of the invention to proviq% a system which offers the option
of revaluing renote smart cards. is a yet further object of the
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for rermtetf%t 'S scaa and rea 'y expanda
The system 1 of the present invention thus provxdes a transparant end-

to-end path between the smart card (9 in Fig. 1) and a security module ("SM’,
S  31in Fig. 1) for exchanging payment information. Alternatively, the system 1

provides a (preferably transparant) path between the smart card 9 and the
revaluation unit 4 (for increasing the balance of the card 9) or the expansion
unit S (for providing additional services, such as user identification). The
system 1 also provides a (voice) connection between the user’s terminal 8 and

10  the service provider’s service unit 7.

The structure of the facilitating unit 2 will now be explained in more

detail with reference to Fig. 2.

" In the embodiment shown in Fig. 2, the voice response system 21
comprises two switches 211 and 212, at least one voice response unit 213

15 (denoted as "VRU") in Fig. 2) and a control unit 214. The first switch 211is
coupled with a network, e.g. the network 6 of Fig. 1, via a communication
link 16. As shown in Fig. 2, the link 16 may consist of a plurality of sub-links,
e.g. individual telephone lines. The first switch 211 connects an incoming call
with an available voice response unit 213. Preferably, the voice response

20 system 21 comprises a plurality of voice response units 213, e.g. ten or twenty.
The second switch 212is also coupled with the voice response units 213 in
order to connect such a unit with the communication server 22 through the
data link 24. Data link 24, which is used to exchange data messages (data
signals), is shown in Fig. 2 as comprising a separate network rather than

25  consisting of .2 mere transmission line. However, a direct connection between
the switch 212 and the first interface 222 of the communication server 22 is

also possible. It should be noted that the network constituting the data link 24 /

L




To this end, the present invention provides a systemfor electronic

renote services, such as financial services, conprising a comunication
network, a facilitating unit coupled with both the network and one or nore
15 support units, a termnal coupled to the comrunication network, a
service unit coupled to the comunication network, the term nal being
provi ded w t hwo 9714124"8@NS for exchangi ng i nformati on w th apqervemnidereans.
The said facilitating unit for enabling services by providing

conmuni cation routes between a user termnal, a service unit and support 20
units, is according to the invention chddacterised in that the faciliting
uni t preferably conprises a voice response system and a

comuni cat i omaydreveePSTN netwonk;tand that thrisimetwarkt thyy be édentical to thek and a data
| ink, the voice response unit bei ng arranged for handling a service
request and petveirk® ofléigr dquest to the communi cation server via the

control link, the_comunication server getng 25 arranged for ?etting up,
in response to thEhe¥pige aespopsp BEtem 21 0f Hign? Eugthescomprises a control unit

214, which may comprise a microprocessor system, such as a personal

5 computer. The control unit 214 is connected with the voice response units 213
and with control link 23. The control link 23 is shown in Fig. 2 as comprising
a separate network, such as a local area network (LAN), for passing control
messages (control signals) to and from the communication server 22. This
enables the voice response system 21 and the communication server 22 to be
10  at different locations, and to interconnect a plurality of voice response systems
21 and a plurality of communication servers 22. However, a direct connection
between the control system 214 and the second interface 223 of the
communication server 22 is also possible.
It should be noted that alternative embodiments are possible in which
15  the voice response system 21 is much simpler and merely gives an attention
'signal, after which the system switches to transparant mode and provides a
connection with the server 22,
The com.munication server 22 comprises a processor system 221, a first
interface 222 (preferably comprising at least one modem), a second interface
20 223 and a third interface 224. The processor system 221 may consist of a
commercially available microcomputer system having a microprocessor and a
memory, using e.g. the UNIX operating system. The processor system 221
interfaces with the control link 23 via the second interface 223. Similary, the
processor system 221 interfaces with the data link 24 via the modems of the
25  first interface 222. As stated before, the data link 24 preferably comprises a
telephone network (PSTN), in which case modems are used to convert the

data into the appropriate formats. However, in case the data link 24 is /
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route fromthe voice response systemvia the data link and the _
conmuni cati on server—to a support unit. ~ Wth the aid of
such a system it is possible for a user, by way of his

5.

WO 97/14124 PCT/EP96/04402

12

constituted by a data network, the modems 222 may be replaced by another
suitable interface or may possibly be omitted.

In Fig. 2, the communication link 14 comprises a data network, such as
a network based on the ITU X.25 recommendation. The third interface 224

5  provides an appropriate coupling between the processor system 221 and the

data network 14. It will be understood that the revaluation unit 4 may
comprise an internal interface (mot shown).

A transaction unit 3, connected with the processor system 221 via
communication link 13, comprises at least one security module 31 (denoted as

10 "SM") for securely storing transaction data. Such security modules are
preferably mounted detachably in the transaction unit 3 and are protected
against unauthorised access. An example of the use of a security module and
of the associated exchange of messages is described in European Patent
Application EP 0 637 004.

15 For the purpose of the authentication of users (consumers) on the basis
of payment means 9, the transaction unit 3 is provided with authentication
means. To this end, the transaction unit 3 may comprise a data file containing
key data, including e.g. master keys and/or diversified keys, and possibly also
encryption programs. Although a transaction uait may comprise a separate

20 processor and memory for e.g. performing cryptographic operations and for
securely storing data in memory means (e.g. hard discs) associated with the
processor, such a unit may in its simplest form be constituted by a card
reader/writer in which a security module card is inserted. Such a card is
similar to a regular smart card, the integrated circuit being designed for

25  securely storing transaction data.

In Fig. 2, two transactions units 3 labelled A and B are shown by way

of example. Similarly, two revaluation units 4 labelled A and B are shown. It /
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term nal and the conmunication network, to establish a direct comunication
route with the facilitating unit, after which the facilitating unit
contacts the service unit of a service provider and the transaction
unjt of the system respectively. In this manner, a service my be
ordered and, by way of the 5 transaction unit in conbination with the
smart card, bewpawdgh rectly and in a renote manner. MNeCEEPISO440RL | S
possible with such a systemto renotely reval ue smart cards in the
event that the systemis also provided with a reval uati on unit
coupled to the facilitating unit. Furtheldore, it is possible to

identify a card user if the systemis also provided with an identification
unit 10 couwilldet unslerstood shatithe auinrher ofi trapsaction unitsgipnt-reyab@tionT) ON OF
\T\,,HtE h DrRQ]\cAé rNSEd’é‘iﬁsdf vhich can be-l;ggp% Srg{hoﬁq%vlﬁlpa%eng llljxii% Eig oxelf(sp fi:%litrésqaybel ow

the processing power of the processor system 221. If necessary, additional

communication servers 22 can be added.

S The facilitating unit 2 is thus easily scalable (increasing the number of
coinmunication links 16)and expaudable (increasing the number of
communication servers 22).

The revaluation units 4 are shown in Figs. 1 and 2 as separate units,
but may be integrated in the transaction units 3. A revaluation unit 4
10 comprises means for increasing the balance of a smart card. Such means for
increasing a balance may comprise a processor system (e.g. a PC) running
suitable software. During the revaluation, the revaluation unit 4 exchanges
data by way of the facilitating unit 2, the communication network 6, the
terminal 8 and the interface device 10, with the payment means 9, preferably
15 by means of a security protocol.
The operation of the facilitating unit 2 will further be explained with
reference to Fig. 3.
Fig. 3 schematically shows the functionalities of the communication
server 22. The main process 200 running in the processo: system 221 of Fig. 2
20  comprises three parts: a session manager 201, processes 202 and resource
tables 203. The session manager 201 exchanges control information with the
voice response system 21 via the second interface 223. In response to an
appropriate request, the session manager 201 checks the resource tables 203 in
order to determine whether a new process can be initiated. If this is possible,
25 a new process 202 is created. This is indicated in the resource tables 203, as
will later be explained with reference to Fig. 4.

Each process 202 exchanges data with the voice response system 21 via /
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15 Fig. 1 di agrammatical ly shows an enbodi nent of a system accordi ng

to t+he—nvention for electronically carrying out

fi nanci al - transacti ons and ordering services,

Fi.g. 2 di agrammatically shows the facilitating unit and associ at ed
parts of the systemof Fig. 1, 20 Fig. 3

di agr ammat i caMAP?"8#B4s t he processes of the facilitating uniRCTHP96/4402

Fig. 2, Fig. 4 di agranmmatically shows an exanple of a resource
table as used in thegfacilitating unit of Figs. 2 and
3, Fig. 5 di agrammati cal | y shows the exchange of nessages

betveen, {1° » BRigm 22 & mpdem 227885 bt wbighedd | Rl GRS RO
the resource tables 203. Depending on the particular transaction requested by
the consumer, a process 202 interacts with e.g. the revaluation unit 4 or the
transaction unit 3.

5 As will be understood from the above, the facilitating unit 2 operates in
two phases: a control phase and a data phase. In the control phase, a
connection is set up, while in the data phase, a (transparant) message exchange
takes place.

Fig. 4 shows an exemplary embodiment of a resource table 203. The

10 table comprises several columns, a first column being labelled "Type". In this
column, the type of a resource is indicated, e.g. processes, transaction units,
revaluation units, expansion units, modems, etc. The number of types may be
increased as needs arise. Each type comprises a group of items, each item
having a reference number.

15 The second column of table 203 is labelled "Item" and provides a list of
the resources of each type. In the case of transaction units, a further
subdivision is made as each transaction unit may comprise more than one
security moduie {(SM).

The last column of the table 203 indicates whether the resource is

20 available ("F" = "free") or not ("U" = "used"). The resource table, and in
particular its last column, is regularly updated by the session manager, e.g.
each time a new process 202 is started and terminated. The session manager
201 scans the resource table before starting a new process 202 in order to
determine whether the resources necessary can be allocated to the new

25  process.

In the example shown, the shaded areas indicate that devaluation

process #5, transaction unit B_,___s;c_l,l_ri__ty module #2 (of transaction unit B) and /
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6

EXEMPLARY ENMBODI MENTS
way of exanple conprises a

The system 1 shown in Fig.

suppori units, 1.e. a transaction unit 3, a

1 by

facilitating unit 2 coupled with three
reval uation unit 4 and

an expansion unit 5, by nmeans of communication |inks 5 13, 14 and 15
respectlvel y. The facilitating unit 2 is connected with a
communi cat i on Relowedilks 6 vVia a communication |ink 16. A servi eeTmpddiosdozand
a term nal
comuni cation links 17 and 18 respectively. It will be understood that
practice a plurality of terminals 8 and Kervice units 7 may be coupled to

t he

10

15

20

25

8 are connected with the conmmuni cation network 6 by neans of

modem B are claimed for a devaluation process (some other resources may be
claimed for other processes). The devaluation process claiming said resources
is a process 202as depicted in Fig. 3. The process is initiated by the session
manager 201 in response to a service request from the voice response system
21. When the devaluation process 202 in question is terminated, the resources
claimed are returned to the pool of available resources. This will be indicated
in table 203 by setting the corresponding entries in the last column to "F*
(free).

In Fig. 5, the exchange of card data (commands and data sent to the IC
card and their responses) between an IC card on the one hand and a security
module of a transaction unit on the other hand is schematically represented.
The IC card may correspond with the card 9 of Fig. 1, the transfer device
may correspond with the interface device 10 of Fig. 1, the transaction unit
may be the unit 3 of Fig. 1, and the security module may correspond with the
Security Module (SM) 31 in Fig. 1.

In accordance with a further aspect of the present invention, a
distinction is made between two levels of card commands exchange. Between
the IC card and the transfer device, a low level exchange takes place: the
actual card commands and card data are sent :0 and received from the card.
As this exchange is performed using electrical signals within the transfer
device 10, the exchange can have a high data rate. Between the transfer device
and the transaction unit, however, an acoustic path is present (between the
device 10 and the handset of the terminal 8). This section of the connection
between IC card and security module usually has a limited transmission speed.
For this reason, in this section a high level exchange takes place in which

several iow level commands are grouped. together and are replaced with a

single high level command. In this way, the transmission time required for a /
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10 conmuni cation network 6 by neans of a plurality of parall el

conmmuni cati on TTnkS I7 and 18 respectively. The
comuni cati on network 6, which provides the comunication bet ween a

consuner (via a termnal 8), a service provider (via a service unit
7) and the tr #iafn, revaluation and expansion units 3, 4
respectively %:Ug (wﬁa the facilitating unit 2), is preferabry c%%’sof‘”?ut ed

by a fixed tel ephone network (PSTN). It will be understood, however,
that the comuni cation network 6 ngy just as well conprise a nobile
comuni cati on network, such as e.g. a GSM or DECT network, or

xampl ¢ shovi SRR LEbe SRalTRaRl feducer, Hoer Mhe Sonient b 8l so |
conuni cat i Caférniitio‘tramférréd hsemcmﬁngedl 1€Fhis will further be explagnddewithnal 8 of
a consumer (user) may be constituted by an ordinary t el ephone set,
but possi bl yreférencérto Bignsbi | e t el ephone, an | SDN set or,
As is shown in Fig. S, the transaction unit 3 may issue 2 high level
5 command (indicated by H). In response to the receipt of this single high level
command, the transfer device exchanges several low leval commands
(indicated by L) with the IC card 9. The result of this exchange is sent by the
transfer device to the transaction unit as a single high level command (H).
Subsequently, this high level command results in the exchange of several low

10 level commands (1) between the transaction unit and the security module.

Each high level command (H) thus represents a routine comprising a plurality
(e.g. five of ten) low level commands (L). Preferably, the high level
commands are'optimized for efficiency by e.g. having each commonly used
routine represented by a single high level command.

15 Preferably, the transfer device supports two different modes of data
exchange. In a first mode (indicated by Mode I in Fig. 5) the transfer device
operates as described above: a high level command represents several low
level commands. In a second mode (indicated by Mode II in Fig. 5) a single
low level command (L) is sent as a high level command (H") to the transfer

20  device, which passes the command as a low level command to the IC card.

The resulting low level command (L) produced by the card is again sent by
the transfer device to the transaction unit as a high level command (H"),
which subsequently converts the command back into a low level command
(L). It will be understood that the high level commands H' merely convey low

25  level commands (L.). That is, the high level commands H® may e.g. consist of
a low level command plus an appropriate header. In this way, low level

commands may be transparantly passed 1o the IC card while using the /
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possi bly, a fax machine. The termnal 8 is provided with (internal or
external) interface means 10 for exchanging data with an electronic
paynent nmeans 9, 25 such as a smart card, provided with an integrated
circuit for storing and processi ng paynent and/or identification data.
A termnal 8 may be used whi ch is especially equipped for carrying
out el ectroniwo pggeRNt transactions PCT/EPY6/04402

7 and which, to this end, conprises a smart card reader/witer. An
ordi nary t el ephone set, however, may be advant ageously applied in
conmbi nation wth a device as dd¥cribed in International Patent
Appl i cation PCT/ EP96/ 01739. Such a device (acting as interface neans

10) provi desgtractukréasdror dida protoesll 8C the high level commands. This transparant

passing has the advantage that low level commands may be used for which no
high level command is available, i.e. which cannot be grouped in an existing
high level command. This is especially advantageous as the introduction of an

5§ IC card with one or more new commands does not necessitate an upgrade of
the software of the transfer device.

Preferably, the transfer device, as well as the transaction unit, is
capable of shifting back and forth between Mode I and Mode II, so that high
level commands (H) representing a number of low level commands may be

10  interspersed with high level commands (H") merely conveying a single low
level command.

All high level messages are passed directly to an application, e.g. the
revalue and devalue processes shown in Fig. 3. The system of the present
invention thus provides a high degree of transparancy with respect to the

15  messages exchanged between the smart card 9 and the applications.

The message exchange of Fig. S will now be explained in greater detail,
using a devaluation of the smart card (i.e. a payment)as an example.

The aransaction unit 3, which handles card devaluations, issues a high
level command H, = DEVALU(2.00, R), where 2.00 is the amount which is

20 1o be deducted from the card and R is a random number which serves to
securely identify the transaction and thus to prevent fraudulent replay. This
high level command H,, which itself may have a length of onily several bytes,
causes the transfer device 10 to exchange a series of low level messages L, -

L., with the card 9. Such messages are e.g.:

" z.g :m g.}j , Tt
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5 between a smart card and a tel ephone set, converting electrical smart

card signal s i nto—acotsti cal ones and vice versa without altering
the transferred data proper. The transparant interface provides a
transparant path between the smart card and (the security nodul e of)
a transaction_unit, as wll later be explained in nore detail. A

suitabl e i nt eMOSH4Y nuy al so be connected in the 10  corRANEESEM448% | i nk
18 and thus be electrically connected with the term nal 8.

The service unit 7 preferably conprisesyg speech generating response

unit ("voice response systenf), whi ch may be controlled by DITMF tones
generated by eithergphe user’'s term nal §[> y the response unit itself. The
servi ce provider 4 response unit may be constituted by a suitably

progranmmred 15 %os];ug@lrv,ﬁ[@e Qaoyi(ce yunit 7, however, may al so consist of
a further termna uch as a teI ephone set, and a data processing

device, such as &gpdem®nal conmput e{ -ashich is controlled by a human
operator. The service unit 7 may be equi pped for rendering services
at a charge, such-apresenyranddml (Rering f 6&d3 or booki ng
transportation, but also financial services such as remtting noney.
b Lg: done (->)
Lg: calculate response (<)
L,o: response = W (->)

The arrows indicate the direction of a message: from the transfer device to
the card ( <- ) and from the card to the transfer device ( -> ). W is the value
10  of the calculated response. As can be seen, the actual data (2.00and R) of the
high level command H, are not altered by the low level commands L and L.,
After receiving the response W in low level message L,,, the transfer
device sends a high level message H, = RESPON(W) to the transaction unit.
The actual value of W is not altered by the transfer device.
15 After receiving the high level response message H,, the transaction unit

starts an exchange of low ievel messages L, - L,, with the security module:

L,,: select SM revalue (->)
L,;; OK (<-)
Lz p:tseﬁt value (2.00) (->)
20 L,;: OK (<-)
L,s: present random (R) (->)
L& OK - (<)
L,,: present response (W) (->)
L, OK (<) This Sheet Has Been Rep
B wsmerm () T
L., OK (<)

The arrows indicate the direction of a message: from the transaction unit to /
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20 Although the service unit 7 is shown to be connected with the

facilitating unit 2 through the network 6, alternative enbodinents
may be envi saged in which a service unit 7 is coupled directly with
t he voi ce response system 21 of the facilitating unit 2.

In the exanpl e shown, the facilitating unit 2 facilitates services by 25
pI’OVI ding a (vw;gnf,ﬁﬁﬁbl y transparent) internediary between: pfegEpdsmadozr m nal

and the smart card 9 of a consuner, (b) the service unit 7 of a
serV| ce provi der, and (c) the trlgnsaction unit 3 which enables the

paynent of services 8

the security module ( -> ) and from the security module to the transaction unit
(<)

As stated above, the actual content of the messages (the value, the

random R and the response W) is transparantly transferred, while the length
S  of the messages exchanged between the transaction unit and the transfer
device is significantly reduced.

The use of mixed low Ievel and high level commands will now be
explained, still referring to Fig. 5. For the sake of the example, it will be
assumed that the syntax of the instruction “calculate response” is changed in a

10  new release of the smart card. In the example given above, the low level
message Ly will consequently produce an error message L,,: "unknown
instruction”. This message L, will then be transparantly passed to the
trafisaction unit, which may in return produce an appropriate instruction and
send this command to the transfer device as high level command H';. The

15  rtransfer device subsequently transfers the command H', as low level
command L,, to the card, which then produces the proper response W. The
response W is then sent to the security module as commands L,;, H', and
L,,.

In this way, only : single low level command is necessary to remedy tke

20  use of an incorrect (e.g. outdated) command. Still, a significant saving in the
amount of commands transferred over the network (6 in Fig. 1) is maintained,
and thus a significant saving in transmission time is achieved.

Although the system 1 of Figs. 1-3 is preferably applied in combination
with smart cards having a prepaid balance (so-called "prepaid cards"), which

25 balance is reduced during a payment, the system may also be applied with
payment means which serve exclusivelyfor identification, and in which

payments are debited to an account. Such payment means may also be /
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offered. Additionally, the facilitating unit 2 can act as a (preferably
transparant) internedi ary-between e.g. a smart card 9 of a consuner and a
revaluation unit 4 in order to provide financial services.

The facilitating unit 2 consists of at |east one voice response system 21
5 and at | east one communi cation server 22. These two constituent
conmponent s WOITR$124 he facilitating unit 2 are nutual |y coRPGEFGPeci0ddez
means of a control link 23 and a data link 24. As will be expl ai ned
| ater in nore detail, the control link 23 and the data |ink 24 may
conprise a conmuni cati on network (e.g. ﬁg%N, | SDN or X. 25). The

transaction | L. t.he_ r l,uation. uni.t 4 and.the 10 xpansi on unit 5
are connect eg%&{tﬁtefl hﬂ;' %%%ﬁi%%ﬁ s&?ﬁ‘éﬁfgﬁg"ﬁ‘gﬁﬁm’ %hepsysf% of itheyt i ng
unit 2 throu &Qﬁn‘lﬁl' i 1 . | vel . The
comuni cat i og‘hfl nks 1§,8@§1dﬁ %r?gia l}éém@eggt r Se#?gé?p}ﬁ&ﬂ&néx% 'y%ﬁitmﬁ;ﬁ?/d
al so conpri sef siaitadakds, RS ViR 'Prepaid cards storing balances.

It will thus be understood by those skilled in the art that the invention

5  is not limited to the embodiments shown, and that many modifications and

additions are possible without departing from the scope of the invention./
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The systemof Fig. 1 may be applied as follows (it wll be assuned that 15
the termnal 8 is an ordinary telephone set and that the consuner in
guest'i on di sposes of an interface or transfer device 10 according to
I.nt ernati onal Patent Application PCT/EP96/ 01739 for coupling the
smart card 9 and the t el ephone set 8). The consuner uses the

term nal (telwpyomgaset) 8 to set up a connection w t pCriBpIs/RMa2e
response system 21 of the facilitating unit 2 in a 20 conventi onal
manner. The consumer chooses a certain service, either by using a
(tel ephone) number related to that servEte, or (in the event of a conmon
nunmber for several services) by entering supplenentary nunbers on the
terminal 8, QLAIMSIy in reply to questions posed by the voice response
system 21. Subsequent|y the voice response system 21, by way of the
network 6, 2b  dtacHitatingwnit£2)fos enabling serxicse by peeviding compuniqationey i ce

Dr OV der 11 S Wi pser terminal 8, sk MO e ippblt il 6 4 SPONS°

S), the facilitating unit (2) comprising a voice response system (21)and a
5 communication server (22) mutually connected by a control link (23)and a
data link (24), the voice response unit (21) heing arranged for handling a
service request and passing the request to the communication server (22) via
the control link (23), the communication server (22) being arranged for setting
up, in response to the service request, a communication route from the voice
10 response system (21)via the data link and the communication server (22)to a
support unit {e.g. 3).
2. Facilitating unit (2) according to claim 1, comprising a plurality of
voice response systems (21).
3. Facilitating unit (2) according to claim I or 2, comprising a plurality of
IS communication servers (22).
4. Facilitating unit according to any of the preceding claims, wherein a
voice response system (21)comprises one or more voice response umnits (213),a
first switch (211)for routing an incoming call to a voice response unit (213),a
second switcl. (212)for routing an incoming call to the communic.tion server
20 (22),and a control unit (214)for controlling the voice response units (213)and
for passing control signals to the communication server {22).
5. Facilitaring unit (2) according to any of the preceding claims, wherein
the communication server (22)comprises a processor system (221),a first
interface (222)for exchanging data signals and a second interface (223)for
25  exchanging control signals with the voice response system (21).
6. Facilitating unit (2) according to claim 5, wherein the first interface

(222)comprises at least one modem.

’ m,"c, ",IIL, '"J, "l,sl " ,!Il " TTI lsiiietlliii Beelnlllze‘plliced .| THIS SHEET HAS REEN .
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9 (cryptographically protected) identification information in order

to nmutual ly I dentify-the voi ce response system-21 and the service
units 7. The consuner orders his service (or product),
wher eupon t he service unit 7 of the service provider produces a

series of DTk klones which is 5 representative of the service and the

costs thereof .w

H 4t i vely, the service unit 7 uses P&REPARP4402

protocol to exchange control information. The voice response system

21 then places the service provider in thg waiting node and

gi ves the

consuner

I nstructions with respect to the paynent. Substantially at

10

15

20

25

7. Facilitating unit (2) according to claim 5 or 6, wherein the
communication server (22) further comprises a third interface (224)for
exchanging data signals with a support unit (4) via a data network (14).

8. Facilitating unit (2) according to claim S, 6 or 7, wherein the processor
system (221)of the communication server (22)is arranged for providing a
session manager (201)which starts new processes (202)providing
communication routes in response to information stored in resource tables
(203).

S. Facilitating unit (2) according to claim 8, wherein a resource table (203)
comprises a list of available processes (202), support units (3, 4, §) and
interfaces (e.g. 222).

10.  Facilitating unit (2) according to claim 9, wherein an expandable
resource: table (203)allows resources to be added without changing the session
manager (201). |

11.  System (1) for electronic financial services, comprising a
communication network (6), a facilitating unit (2) according to any of the
preceding claims and coupled with the network (6) and one or more support
units (3, 4, 5), a terminal (8) coupled to the communication network, a service
unit (7) coupled to the communication network, the terminal (8) being
provided with means (10)for exchanging information with a payment means
).

12.  System according to claim 11, wherein a support unit is a transaction
unit (3) comprising at least one security module (31)for storing transaction
data.

13.  System according to claim 11 or 12, wherein a support unit is a
revaluation uhit (4) for revaluing smart cards (9).

14.  System according to claim 13, further provided with a data network

REPLACED
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the sane tinme, the voice response system 21 establishes through the 10
communi cation server 22 a connection with the transaction unit 3. I n order
to : control the switching process in the comruni cation server 22, the
VOoj ce response system 21 subsequently sends conmands to the server
22 via link 23. The consuner starts the paynment process by
pressi ng a cerweiotrideey (e.g., "*") on his tel ephone setrfpsgdigral ) 8
or on his transfer (interface) 15 device 10. Which key nust be pressed
may have been comruni cated to the consuner by the voice response
system 21. Another key (e.g., "#"') may 28rve to di scontinue the
transaction. In the event that the paynent process does take pl ace,
t he subscri bdd)fornexchingihg tansaction datasberwean che facilitating hnit(2) ard the
transaction unit 3. The consuner places his paynment neans 9 (smart card) in
20 . the devievalugton unit(d3ti on and hol ds this device 10 against (the
handset of) fhe t el ephone set .8, Subsequently e.presses a key of

t he device 1% Mﬁ?ﬁ@ﬁbéﬁ’f"’rﬁmgmﬁﬂlﬂgé"ﬂc “&ﬁgl(tgf%bu&’t“g"ﬁﬂ%ha? 31 of) the
transaction ilrjxtnér%ac% crv?c%e(?g)itsgrranged for communicating with a support unit (3, 4,

5 5)on a first level and with the IC card (9) on a second level, each level

involving a different data rate.
16. System according to claim 15, in which a command of the first level
(H") c‘:omprises a single command of the second level (L).
17.  System according to claim 14 or 15, in which a command of the first

10 level (H) represents one or more commands of the second level (L).
18.  System according to any of the claims 11 thrbugh 17, wherein the
communication network (6) comprises a fixed telephone network.
19. System according to any of the claims 11 through 17, wherein the
communication network (6) comprises a mobile telephone network.

15 20. Financial transaction, carried out with the aid of a system (1) according

to any of the claims 11 through 19. /
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exchange paynent information. Such a device 10 is preferably provided with
a.display screen on which the status of the paynent transaction is shown.
After the paynent has been effected, the consumer recelves an

25
(e.qg., acoustic) signal indicating that the transaction is conpl eted
and that a new transaction, if any, may be started. To this end, the
service provi %0 9vRLei ves PCT/EP96/04402
10 a feedback fromthe voice response system The voice response
system 21 may invite the consuner, to choose other services with the
aid of DTMF tones. The syas m 1l of the present invention thus
provi des a transparent end- 5
o~
2 S
Ts) 2=
= o ~— £
& 2| g”
Lt
&
.; :
" g5 =] £
E & s =
) 23]
N_ose| R 8 o
e o 2, ¢ ™
o o w -
= o
92 o
ot =/ [
B =l
o =
a5
o
= N~ ™
- F
A=
.
/] o]
( ° 2
\E £S5 [~
w

<t—f

Interface
{
10

/

Card
¢
9




to-end path between the smart card (9 in Fig. 1) and a security nodul e

("SM', 5 31 in Fig. 1) for _exchangi ng paynent informatiaon
Al'ternatively, the system1l provides a (preferably transparant) path
bet ween the smart card 9 and the reval uation unit 4 (for increasing
t he bal ance of the card 9) or the expansion unit 5 (for providing
addi ti onal sewgbweszs such as user identification). The PCTBRPSt0e402 1 al so
provi des a (voice) connection between the user's termnal 8 and 10 t he
service provider's service unit 7. The structure of the
facilitating unit 2 will now be explaZyggin nor e detail with
reference to Fig. 2. I n enbodi nent shown in Fig. 2, the
voi ce response system 21 conprises two switches 211 and 212, at

| east one voice response unit 213 15 (denoted as "VRU') in Fig. 2) and a
control unit 214. The first switch 211 is
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coupled with a network, e.g. the network 6 of Fig. 1, via a conmmunication

link 16. As shown_in Fig. 2, the |link 16 nay consist of a plurality of

sub- I-1 nks, e.g. individual telephone lines. The first switch 211
connects an incom ng call wi th an avail abl e voice response unit 213.
Preferably, the voice response 20 system 21 conprises a plurality of

VOi Ce responsgp tHHaim 213, e.g. ten or twenty. The sepomHEP®SMMdoech 212
is al so coupled with the voice response units 213 in order to

connect such a unit with the communi cation server 22 through the

data link 24. Data link 24, which is to exchange data nessages (data
signals), is shown in Fig. 2 as conprﬁg? a separate network rather than
25 consisting of a nere transm ssion |ine. However, a direct connection
bet ween the switch 212 and the first interface 222 of the

comruni cation server 22 is
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al so possible. It should be noted that the network constituting the data

| ink 24 nay _be a PSIN. network, and that this network may be
i dentical to the network 6 of Fig. 1. The voi ce
response system?21 of Fig. 2 further conprises a control unit 214,
whi ch may conprise a m croprocessor system such as a personal 5

conputer. Theaveomdanl unit 214 is connected wth the voi ce rEEprIaHSsORNi t S
213 and with control link 23. The control link 23 is shown in Fig. 2 as
conprising a separate network, such as a |local area network (LAN), for

4/5

Type [tem Free/Used
Process Revalue 1 F
Revalue n F
Devalue 1 U

Devalue m F

Other 1 F

Otherp F

Transaction | Unit A SM 1 ;

: F
F

F

203 /

Modem Unit A

M F
Revaluation] Unit A 1 F
2 U
3 F
Unit B 1 F
2 F
3 F
Expansion | Unit A F
Unit B F
F
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passi ng control nessages (control signals) to and fromthe comunication
server _22. This enables the voice response system 21 and the communication
10 server 22 to be at different locations, and to interconnect a

plurality of voice response systens 21 and a plurality of

communi cati on servers 22. However, a di rect connection between the
control systewpsddznd the second interface 223 of tPETEmMGHizcat i on
server 22 is al so possible. It should be noted that alternative

enbodi nents are possible in which 15 the voice response system 21 is nuch
sinmpler and nerely gives an attention signal, after which the system
swtches to transparant node and provigiézi connection with the
server 22. The conmuni cati on server 22 conprises a processor
system 221, a first interface 222 (preferably conprising at |east one
noden), a second interface 20 223 and a third interface 224. The
processor system 221 may consist of a
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commerci al |y avail abl e nicroconputer system having a nicroprocessor and a
menory, using e.g. the UNI X operating system The processor system 221
interfaces with the control link 23 via the second interface 223."'Sim|ary,
t he processor system 221 interfaces with the data link 24 Via the

or et or abl B ERreE 2t Aflting PhFR T 474 pp BF RGNS MY muiE AL, oo

are used tg Vi éndflzp etwork data into the appropriate fornmats. However,
in case the gat f n g

12
BACKGROUND OF THE INVENTION

The invention relates to a system for remote eléctronic transactions,
which system comprises a telecommunication network, such as a telephone
network. The invention specifically relates to a system for providing

5  electronic services, including financial transactions and identifications, and in
which use is made of electronic payment means, such as so-called "smart
cards" or "IC cards”, and a comm'unication‘ network for transmitting payment
data.

Remote ordering with the aid of, e.g., a telephone is known per se. It is

10  possible, e.g., by telephone to order items from a mail-order firm. In this
connection, however, the payment must take place later, upon delivery; This
is experienced, both by the service provider (the mail-order firm) and the |
consumer (the ordering customer), as inconvenient, definitely in the event

" that the customer orders for someone else. |

15 - Systems for electronic payment are also known per se. It is known, e.g.,
to carry out, with the aid of a remote computer (PC), financial transactions
("telebanking™). In this connection, the computer of the customer is used as an
aid for giving commands to the computer of the paymént institution. The
computer of the customer may also be used for identifying the user by means

20 of, e.g., a PIN (Personal Identification Number).

Furthermore, it is. knowh td use card-shaped electronic payment means
to p#y electronically. Thus, telephone booths nowadays are usually equipped
for paying by means of an electronic payment card. It should be noted that in
this text the term "smart card” or "IC card" will be used to indicate electronic

25  payment means comprising an integrated circuit having at least a memory, but
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constituted by a data network, the nodems 222 may be repl aced by anot her
suitable interface or nmay possibly be omtted. : I'n Fig. 2, the
comuni cation |ink 14 conprises a data network, such as - ra network
based on the I TU X. 25 recommendati on. The third interface 224" 5°°
provides an appropriate coupling betweerp the processor system 221 and the
data network 14. It will be understood that the revaluation unit 4 may

conpri Secgﬁréf@%a%?%sto';]{'%:ﬁ&fe%‘?. Saad e?e'&%wg&rfe\x}it means, wifich LSRSRF b

unit 3, nec e processor syste conmuni-cati on

link 13, Cﬁ}%gﬁﬁﬁ:ﬂ 8% 2l &2dtin WPRiICAGEY riﬂ%ag%ﬁ%i?mﬁ% il gﬁ%gﬂﬁgd,aénaé)lé(?n' " SM)

for secure toring transacti on data. security no es’ ar

pref er abl Yl Bised tgefsﬁﬁbgé) bY aialdde ﬁ%&%ﬁ@@i&o@ vifilel (s3-c31€d ?f:feyﬁfd)t B

agai nst unauthorised access. An exanple of t use of a secu nodul e and
of the assegdghedn@eFianslSo aflowesns RETificaridaSH HROEker NTIRHARE Aok 't

Application EP'D 637 004.

5  be understood that payment cards having a magnetic strip for storing a
balance and/or identification data (so-called magnetic stripe cards) are for
many applications equivalent to smart cards.

Existing systems for electronic payments make it possible to pay for

.ce_rtain services during use, e.g., in the event of the public telephone booth

‘10 mentioned abb_ve, which 'may be activated by means of a card. It is often not
possible, however, to securely pay for a number of different services in
advance with the aid of an IC card and a telephone set. Moreover, in existing
systems the option is lacking of revaluing the IC card in a4 remote manner,
i.e., at the customer’s premises. Furthermore, prior art systems do not allow

15 an eésy expansion of the systems as the demand for remote transactions

| ‘increases. |

- European Patent Application EP-A-0494530 discloses a system for

accessing émenities using credit cards vig a public telephone network. In this
known system, transactions are facilitated by means of a unit Whiéh is

20 . constituted by a. store-and-forward switch and authentication is performed by
means of credit cards. Apart from facilitating access to amenities and payment
of services no provisions for direct payment using smart cards or for
revaluing cards, nor use.of smart cards or application of a voice response
system is disclosed. |

25 International patent application WO 94/11849, for example, discloses a
system for effecting payments with the aid of mobile telephony (GSM). In the

known system, the rights of the user are checked with the aid of the user card
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15 For the purpose of the authentication of users (consurrers) on

t he basis of paynent neans 9, the transaction unit 3 is provided

Wi th authentication means. To this end, the transacti on anirt: 3 may
conprise a data file containing key data ihcluding €.'g. naster keys
and/or diversified keys, and possibly 3l%0 encryption prograns.

Al t hough a transaction unit may conprise a separate 20 processor and
menory fo f. ecurely
Stori ng A PandShBERFt a0y 880 AR0H S OREIAK BEIIF PR Ko pyped |

processor,, f'éyscﬂoq; mgwsg?ne% agPiﬁﬁgyggg{e%%tcai ML £oNaLT &gﬁqﬁm a card

reader/wrlter a sec e car Is1nserte a card is
simlar t@aras,r.egul ar smart card, the integrated circuit being designed for
25 securely storing transaction dat a. In Fig. 2, two

transactions Ufidesn ldnawa'[aﬁ&g %zﬁggmgbgmpd YR¥oses a %akﬂem' e.

Simlarly, two revaluation unit and B are sl
5  the acquisition of services using a telephone set equipped with a smart card

reader. The smart card is used to identify the user. This known system'
provides a coupling between the smart card of a user and the computer of a

service provider, but does not comprise a specialized system for facilitating
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13 will be understood that the nunber of transaction units 3 and

reval uati on units 4 which can be connected with the facilitating

unit 2 is only limted by the processing power-of- the pfocessor
system 221. If necessary, additional-: communication servers '22>can be -
added. 5 The facilitating un%t 2 is-thus easily scal able

(i ncreasing the nunber of communi“cati on |i nks 16) and expandable

(i ncreasing the nunber comruni cati on,servers

The'r eval UEAEt HAPHCtiats, Alsonthin BRI Sr S SR Cora s mea 1 5

enabling a shortened transaction time.
| Eufopean Patent Application EP 0 590 861 discloses a method for
credit or debit card authorization. An authorization code is given to a vendor if
S acard holder is authorized to incur the expense of a purchase. The vendor
then charges the credit card company for the purchase using the authorization
code. This prior art method does not offer the possibility of direct payment.
The use of smart cards is not disclosed.
European Patent Application EP 0 618 539 discloses a method for
10  providing service using credit cards via a telephone network. There is no
direct debiting or crediting of smart cards.-

European Patent Application EP 0 658 862 discloses a method and
system for mediating transactions using smart cards. A smart card gateway
serves as a mediator between .the user and a service provider to obtain credit

15  information. A credit bureau host is used to validate credit information. Smart
"cards are used in this prior art system for identification purposes only. There
is no disclosure of direct payment by means of smart cards.

European Patent Application EP 0,588,339 and corresponding US

 Patent 5,396,558 disclose a method and apparatus for the settlemenf of
20  accounts by means of IC cards. The method uses secret aﬁd public keys and
digital signatures to protect the card data and to enable a direct exchange of

data between card terminals. There is no disclosure of a system in which

payment data are stored at a trusted third party.

25 SUMMARY OF THE INVENTION o
It is an object of the invention to eliminate the above-mentioned and

other drawbacks of the prior art, and to provide a system which makes it

AMENCED SHEET



but may be integrated in the transaction units 3. A revaluation unit 4 10
conprises neans for increasing the balance of a smart card. Such neans for
increasing a balance may conprise a processor system (e..g. a PC) ‘running
suitable software. During the revaluation, the revaluation unit 4 exchanges
data by way of the facilitating unit 24 the comunication network 6, the
termnal 8 and the interface device 10, with the paynent neans 9,

f bl . f ' . . . . i

o "t he. 1 st iope 9 REpERRY ot foP s MU R EGHERL serviess igh the oIXSEGROTTT O
Fig. 3 : Fi | I h | [ ti f

the commreapHig peyment iidan; RN pblly ed R doben UBELL AP 1T e

Process Orzig?}‘.ﬁ{igﬂ]tg S%\gifdggdzgyasﬁég whichCAEREd ﬁeﬁos%%ﬁggpggéﬁﬁ#ablﬁ%ﬁiagﬁ

manager proce resource he sessIon

e  Shbp At APAESEGBIGes LIRS bWl 1L s B 120070
' 5  invention to provide a system which makes use of existing telecommunication |

means such as, e.g., the public telephone network. It is an additional object of
the invention to provide a system which offers the option of revaluing remote
smart cards. It is a yet further obieét of the invention to provide a system
which offers the option of remote revaluation of a smart card and/or remote

10 identification. It is a still further object of the present invention to provide a
system for remote transactions which is scalable and readily expandable.

To this end, the present invention provides a system for electronic
remote services, such as financial services, comprising a communication
network, a facilitating unit coupled with both the network and one or more

15  support units, a terminal coupled to the communication network, a service
"unit coupled to the communication network, the terminal being provided with
means for exchanging information with a payment means.

The said faci_litating unit for enabling services by providing
communication routes between a user terminal, a service unit and support

20  units, is according to the invention characterised in that the faciliting unit
preferably comprises a voice response system and a communication server
mutually connected by a control link and a data link, the voice response unit
being arranged for handling a service request and passing the request to the
communication server via the control link, the communication server being

25  arranged for setting up, in response to the service request, a gommunication

route from the voice response system via the data link and the communication

server to a support unit.



appropriate request, the session manager 201 checks the resource tables 203

in order to determ ne whether a new process can be.initiated. |f"-
this is possible, a 25 new process 202 is created. "This is .iindi.cated in
the resource tables 203, as will later be explained wi'th reference to
Fig. 4. : Each process 202 eangnges data with the voice

response system 21 via

O L e

transacti on requested - by the consuner, a process 202 interacts wth
e.g. the revaluation unit 4 or



the transaction unit 3. 5 As will be understood fromthe above,

the facilitating unit 2 operates in two phases: a control phase and a
data phase. In the control phase, a connection-is.set up,.while in
the data phase, a (transparent) nessage exchange takes pl'ace..

Fig. 4 shows an exenpl ary .enbodi ment of _a resource table 203. The 10

tabl e conpri ses several columms, a firs§ colum being | abelled "Type". In

this cqQlum, . the type of a resource is indicated, e.g. prqcesses,
transact i oi§TEiRglsand the communicatien JRTWRG 40 eésabgzﬁéi TEGH CENIHEHEROD et c.

The nunber of type .ne . ..increased gs peeds arise, Each type
conpri ses W4T B‘ﬁﬁ‘ ﬁ}enﬁ/%ﬁg,tmgawti ‘?fg?ﬁ e a’rﬁ’agq%ta&”‘tge‘ﬁ’é#‘éﬁééacﬁ% r. 15
The second col umm .of .table 203 is, |abelled "lIten and ptovi des a list of

the resour€&¥IcsumLoh chelmonﬁi&'r thetrARsaREaR (igh Ofi tRE SYSIEMY ur t her
AT N YR R ST, TR E e
| .n.di cages t\{'\glxgstagfexgn tur}lei\t if %8&%‘{%&0% with thé smart card, be paid directly and in a
remote manner. Moreover, it is possible with such a system to remotely
revalue smart cards in the event that the system is also provide'd with a
revaluation unit coupled to the facilitating unit. Furthermore, it is possible to

identify a card user if the system is also provided with an identification unit

10  coupled to the facilitating unit.

BRIEF DESCRIPTION OF THE DRAWINGS
The invention will be further explained below with refefence to the
drawings, in whicﬁ:

15 Fig. 1 ~ diagrammatically shows an embodiment of a system according to
the invention for electronically carrying out financial
transactibns and ordering services,

Fig. 2 diagrammaticélly shows the facilitating unit and associated parts

of the system of Fig. 1,

20 Fig. 3 diagrammatically shows the processes of the facilitating unit of
Fig. 2,
Fig. 4 diagrammatically shows an example of a resource table as used in

the facilitating unit of Figs. 2 and 3, |
Fig. S diagrammatically shows the exchange of messages between the
25 constituent parts of a remote payment system in accordance with

the invention.



20 . available ("F'" = "free") or not ("U' = "used"). The resource table,
and in particular its last colum, is regularly updated by the
sessi on manager, e.(g. each tinme a new process 202 is started and
term nated. The sessi on manager 201 scans the resource tabl e-before
starting a new process 202 in order to determ ne whet her the
resources necessary can be allocated to the new 25 pr ocess.

' ] S QN . areas indicate that deval uation

process #5; Bt FoTT—ot B—s€curity nodul e #2 (of transactlon unit B)

and The system 1 shown in Fig. 1 by way of example comp}ges a

facilitating unit 2 coupled with three support units, i.e. a transaction unit 3, a
revaluation unit 4 and an expansion unit 5, by means of communication links
5 13, 14 and 15 respectively. The facilitating unit 2 is connected x;vith a

communijcation network 6 via a communication link 16. A service unit 7 and
a terminal 8 are connected with the communication network 6 by means of
communication links 17 ahd 18 respectively. It will be understood that in
practice a plurality of terminals 8 and service units 7 may be coupled to the

10 communication network 6 by means of a plurality of parallel communication
links 17 and 18 respectively.

The communication network 6, which provides the communication
between a consumer (via a terminal 8), a service provider (via a service unit
7) and the transaction, revaluation and expansion units 3, 4 and S respectively

15 (via the faéilitating unit 2), is preferably constituted by a fixed telephone
‘network (PSTN). It will be understood, however, that the communication
network 6 may just as well comprise a mobilé communication network, such
as e.g. 2 GSM or DECT network, or another fixed communication network,
such as an ISDN network. In the example shown, the communication links 16
20 through 18, and also communication link 24, are telephone linés.

The terminal 8 of a consumer (user) may be constituted by an ordinary
telephone set, but possibly also by a mobile telephone, an ISDN set or,
possibly, a fax machine. The terminal 8 is providéd with (internal or external)

~ interface means 10 for exchanging data with an electronic payment means 9,
25 suchas a.smart card, provided with an integrated circuit for storing and
processing payment and/or identification data. A terminal 8 may be used

which is especially equipped for carrying out electronic payment transactions



modem B are claimed for a deval uation process (sonme other resources may be
claimed for other processes). The devaluation process claimng said ..
resour ces is a process 202 as depicted in Fig.-3.. The process i's
initiated by the session manager 201 in response to a service
request fromthe voice response system ~ 5 21. Wen the deval uation
process 202 in question is term nated, the resources clained are

et e Uit R By B A B S Rt e AL o -
(105D i e i AL SOOI D B BTASS
hand 15 s cRtiet s BpRE b tnrermeridRE Pale AR NCRRERE AT DL Be 6%t
the card @b fHevicd (adeifi bé m{'ﬁrceqﬁ&xfsel_m provides a transparant interface
S  between a smart card and a télephone set, converting electrical smart card
sigﬁals into acoustical ones and vice versa without altering the transferred data
proper. The transparant interface provides a transparant path between the
smart card and (the security module of) a transaction unit, as will later be
explained in more detail. A suitable interface 10 may also be connected in the
10  communication link 18 and thus be electrically connected with the terminal 8.
The service unit 7 preferably comprises a speech generating response
unit ("voice response system"), which may be controlled by DTMF tones
generated by either the user’s terminal or by the response unit itself. The
service provider’s response unit may be constituted by a suitably programmed
15 computer. The service unit 7, however, may also consist of a further terminal,
such as a telephone set, and a data processing device, such as a personal
computer which is controlled by a human operator. The service unit 7 may be
equipped for rendering services at a charge, such sas, e.g., delivering foods or
booking transportation, but also financial services such as remitting money.
20  Although the service unit 7 is shown to be connected wiih the facilitating unif
2 through the network 6, alternative embodiments may be envisaged in which
a service_ unit 7 is coupled directly with the voice response system 21 of the
facilitating unit 2.
In the example shown, the facilitating unit 2 facilitates services by
25 providihg a (preferably transparent) intermediary between: (a) the terminal 8
and the smart card 9 of a consumer, (b) the service unit 7 of a service

provider, and (c) the transaction unit 3 which enables the payment of services
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rFay correspond with the interface device 10 of Fig. 1, the transaction unit
may be the unit 3 of Fig. 1, and the security nodule may correspond with

the 15 Security Module (SM 31 in Fig. 1.° . I'n accordance
with a further aspect of the present invention, a - distincticon is
made between two | evels of card commandg exchange. Between the IC

card and the transfer device, a low level exchange takes place: the

20 st R R USRS 30 R TaReE nil oB e SGRITELY hin the
et o psparRY R SRR PRl WA B Lo Bt veen
For m nal " ejt Lbe B et Ofter o proitifindil AVicdy, 10NV carg and

security modul eTysyaki¥arfias udid 2 Wh&Sst drAR Ikt Uty 5iRE $8spond® systcd 21N S
a. |gh? I1<esp POIRE FKFER

reason, in this section evel exchange ta
5 and at least one communication server 22. These two constituent components

of the facilitating unit 2 are mutually connected by means of a control link 23
and a data link 24. As will be explained later in more detail, the control link
23 and thé data link 24 may comprise a communication network (e.g. PSTN,
" ISDN or X.25). The transaction unit 3, the revaluation unit 4 and the
10 expansion unit 5 are connected with the communication server 22 of the
facilitating ﬁnit 2 through communication links 13, 14 and 15 respectively.
The communication links 13, 14 and 15 may be transmission lines, but may
also comprise suitable networks. | |
The system of Fig. 1 may be applied as follows (it will be assumed that
15  the terminal 8 is an ordinary telephone set and that the consumer in question
'disposes of an interface or transfer device 10 acc'ording to International Patent
Application PCT/EP96/01739 for coupling the smart card 9 and the
telephone set 8). The consumer uses the terminal (telephone sei) 8tosetupa
connection with the voice response system 21 of the facilitating unit 2 in a
20  conventional manner. The consumer chooses a certain service, either by using
a (telephone) number related to that service, or (in the event 6f a common
number for sevefal services) by entering supplemen_tafy numbers on the
terminal 8, possibly in reply to que_sﬁons posed by the voice fesponse system
21. Subsequently the voice response system 21, by way of the network 6,

25  makes a connection with the service unit 7 of the service provider in question.

In this connection, the voice response system 21 may output some
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‘several |low |level comands are grouped together and are replaced with a
single high level command. In this way, the transm ssion. tine reqw red for
a : - 16 '

transaction can be significantly reduced. However, the content of the
information transferred is not changed, This wll further be explained with
reference to Fig. 5. ?s shown in Fig. 5, the transaction

fo the rQtBImoRGRBIHY Broktedh p%mfmm#?ﬂ% SIRAEE ihara 1R o
device eﬁggg{i\ 7 the %gx%garleslgo%vge s?r\s/t%m %mmc{]%e service units 7.
The consumer orders his service (or product), whereupon the service
unit 7 of the service provider produces a series of DTMF tones which is
S  representative of the Service and the costs thereof. Alternatively, the service

unit 7 ﬁses another protocol to exchange control information. The voice

response system 21 then places the service provider in the waiting mode and

gives the consumer instructions with respect to the payment. Substantially at

| the same time, the voice response system 21 establishes through the |

10 commﬁnication server 22 a connection with the transaction unit 3. In order to
control the switching process in the communication server 22, the voice
résponse system 21 subsequently sends commands to the server 22 via link 23.

The consumer starts the payment process by pressing a certain key
(e.g., "*") on his teleph@ﬁe'set (terminal) 8 or on his transfer (interface)

15  device 10. Which key must be pressed may have been communicated to the
consumer by the voice response system 21. Another key (e.g., "#") may serve
to discontinue the. transaction. In the event that the payment process does take
place, the subscriber line of the consumer is connected through to the
transaction unit 3. The consumer places his payment means 9 (smart card) in

20  the device 10 in question and holds this device 10 against (the handset of) the
telephone set 8. Subsequenﬂy, he presses a key of the device 10, whereupon
the card 9 and (a security module 31 of) the trénsaction urﬁt 3 proceed to
exchange payment information. Such a device 10 is preferably provided with
a display screen on which the status of the payment transaction is shown.

25 After the payment has been effected, the consumer regeives an (e.g.,
acoustic) signal indicating that the transaction is completed and that a new

transaction, if any, may be started. To this end, the service provider receives

. ~
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(indicated by L) with the IC card 9. The result of this exchange is sent by
t he transfer device to the transaction unit as a single high |evel
comand (H). Subsequently, this highlevel comand results.in the
exchange of several low 10 I|evel commands (L) between the transaction
unit and the security nodul e. Eagfg high level command (H) thus
represents a routine conprising a plurality (e.g. five of ten) |ow

opt 1 m zec 4 HEABHH Ciomh dye s tesbRlite e B ovaiem FoprbBE ST o2 g
{ranstor aBvIE ofie ShARiel GBI Rt Win the wid of DIMERRL 1TV

first node (i ndfﬂ@%gsge%%yggﬁe 'pﬁ%%ﬁ'%iiﬂver?()ioﬂ B d é?rﬂﬁfi@g a $¥spErant epd-

operates as descri a h-l"evel conmand represents-several |
ovel MBI ragEa e LAk sty b MRS byt BBl oL
ggr d devi &9, inVBig M PRE SR hhRGingO Sy h B S ton EX b rit R VBN CrleQsystiin 1€
provides a (preferably transparant) path between the smart card 9 and the
revaluation unit 4 (for increasing the balance of the card 9) or the expansion
unit 5 (for providing additional services, such a’é user identification). The
. system 1 also provides a (voice) connection between the user’s terminal 8 and
10  the service provider’s service unit 7.
- The structure of the facilitating unit 2 will now be explained in more
detail with reference to Flg 2. | |
In the embodiment shown in Fig. 2, the voice response system 21
comprises two switches 211 and 212, at least one voice response unit 213
15 (denoted as "VRU") in Fig. 2) and a control unit 214. The first switch 211 is
‘coupled with a nefwork, e.g. the network 6 of Fig. 1, via a communication
link 16. As shown in Fig. 2, the link 16 may consist of a plurality of sub-links,
e.g. individual telephone lines. Thé first switéh 211 connects an incoming call
with an available voice response unit 213. Preferably, the voice response
20 sysiem 21 comprises a plurality of yﬁice response units 213, e.g. ten or twenty.
" The second switch 212 is also coupled with the voice response units 213 in
order to connect such a unit with the communication server 22 through the
data link 24. Data link 24, which is used to exchange data messages (data
| signals), is shown in Fig. 2 as comprising a separate network rather than
25 o consisting of a mere transmission line. However, a direct connection between
the switch 212 and the first interface 222 of the communication server 22 is

also possible. It should be noted that the network constituting the data link 24



The resulting low |l evel comand (L) produced by the card is again sent by
the transfer device to the transaction unit as a high level comrand (H),
whi ch subsequently converts the command back into a I'ow:l evel -comtand

(L). I't will be understood that the high |evel conmands H* nerely convey

25 low |level commands (L). That is, the high, Ievel commands H may e.g.
consist of a low level command plus an appropriate header. In this way, |ow

el oM et hEASRSLAH LY. BOFRERLA RIS SSRGS Lol he
transpar afibyyork 6 of Fig. 1. :
| The voice response system 21 of Fig. 2 further comprises a control unit
214, which may comprise a microprocessor system, such as a personal
5 compxiter. The control unit 214 is connected with the voice response units
213 and with control link 23. The control link 23 is shown in Fig. 2 as
comprising a separate network, such as a local area network (LAN), for
‘passing control messagés (control signals) to and from the communication
server 22. This enables the voice response system 21 and the communication
10  server 22 to be at different locations, and to interconnect a plurality of voice
response systems 21 and a phirality of communication servers 22. However, a
direct connection between the control system 214 and the second interface
223 of the communication server 22 is also possible.
It should be noted that alternative embodiments are possible in which
15  the voice response system 21 is much simpler and merely gives an attention
'sigﬁal, after which the system switches to transparant mode and provides a
connection with the server 22.
The communiéation_server 22 comprises a processor system 221, a first
interface 222 (preferably comprising at least one modem), a second interface
20 223 and a third interface 224. The processor system 221 may consist of a
commercialiy available microcomputer system hairing a microprocessor and a
memory, using e.g. the UNIX operating system. The processor system 221
interfaces with the control link 23 via the second interface 223. Similary, the
processor system 221 interfaces with the data link 24 via the modems of the
25  first interface 222. As stated before, the daté link 24 preferably comprises a
telephone network (PSTN), in which case modems are used to convert the
data into the appropriate formats. However, in case the data link 24 is
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;Sassi ng has the advantage that | ow | evel commands may be used for which no

high level command is available, i.e. which cannot be grouped in an

exi sting hi gh | evel conmand. This is especially advantageous as the
I ntroduction of an 5 | C card with one or nore new comands -does not
necessi tate an upgrade of the sgftware of the transfer device.

Preferably, the transfer device, as welt®as the transaction unit 3 S .
evel conaTHIES §op BECRETTRY ka BRIRRSETEY F ORAE PEITeBAsAR RIsanRY Do 10
L 2ber segtid el el SRR LR AT el Comue ho s S0 e tow
3 The syet em di Frie rigsanmmunicatin g 14 omhaus oy braca ok dety o of
transpar anaCXetV\\:@JrQ Pazed %%t thteoﬂtﬁeXZS recommendation. The third interface 224

5  provides an appropriate coupling between the processor system 221 and the
data network 14. It will be understood that the revaluation unit 4 may |
comprise an internal interface (not shown).

A transaction unit 3, connected with the processor system 221 via
' communication link 13, comprises at least one security module 31 (denoted as

10 "SM") for securely storing transaction data. Such security modules are
preferably mounted detachably in the transaction unit 3 and are protected
against unauthorised access. An example of the use of a security module and
of the associated exchange of messages is described in European Patent
Application EP 0 637 004.

15 For the purpose of the authentication of users (consumers) on the basis
of payment means 9, the transaction unit 3 is provided with authentication
means. To this end, the transaction unit 3 may comprise a data file contaiﬁing
key data, including e.g. master keys and/or diversified kgys, and possibly also
.encryption programs. Although a transaction unit may comprise a separate

20  processor and memory for e.g. performing cryptographic operations and for
securely storing .data in memory ﬁeans (e.g. hard discs) associated with the
processor, such a unit may in its simplest form be constituted by a card
reader/writer in which a security module card is inserted. Such a card is

~ similar to a regular smart éard, the integrate& circuit being designed for

25 seéurely storing transaction data. :

In Fig. 2, two transactions units 3 labelled A and B are shown by way
of example. Similarly, two revaluation units 4 labelled A and B are shown. It

-
e
el
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15 messages exchanged between the smart card 9 and the applications.

The nmessage exchange of Fig. 5 wll now be expl ai ned I n.greater

detail, using a devaluation of the snmart card (i.e. a paynent). as an

exanpl e. The transaction unit 3, vvhi ch handl es caid.

deval uations, issues a high | evel command Herr] = DEVALU(2.00, R),
where 2.00 is the amobunt which is 20 tp3be deducted fromthe card and R is
a random nunber which serves to securely identify the transaction

and thus t@lllP'b%V@EHerE{o%Hdtﬁhteﬂie AGRILRY of thirfsaction unifdi IBnd S¥eAluaAsHEBN
Herr], which itself may have a |l ength of only several bytes, causes

the transfenird@WERhl&d Be euEAGIEE VoS ehé eﬁclniati:@mhﬁvp s @iﬁsrsme@dm;er r] -
L[err] with the card 9. Such nessages are e.g. L[err]: select

EF;er] : Setlheeclt)rog;s;:ixlfgc };{)\INSE of the prc()cesbdr)eiyrsiemmle If necessary, additional ( >)
communication servers 22 can be added.

| 5 The facilitating unit 2 is thus easily scalable (increasing the number of
communication links 16) and expandable (increasing the number of
communication servers 22).

The revaluation units 4 are shown in Figs. 1 and 2 as separate units,
but may be integrated in the transaction units 3. A revaluation unit 4

10  comprises means for increasing the balance of a smart card. Such means for
increasing a balance may comprise a processor system (e.g. a PC) running ]
suitable software. During the revaluation, the revaluation unit 4 exchanges
data by way of the facilitating unit 2, the communication network 6, the
terminal 8 and the interface device 10, with the payment means 9, preferably

15 by means of a security protocbl. .

The operation of the facilitating unit 2 will further be explained with
reference to Fig. 3.

Fig. 3 schematically shows the functionalities of the communication
server 22. The main process 200 running in the processor system 221 of Fig.

20 2 comprises three parts: a session manager 201, processes 202 and resource
tables 203. The session manager 201 exchanges control information with the
voice response system 21 via the second interface 223. In response to an
appropriate request, the session manager 201 checks the resource tables 203 in
order to determine whether a new process can be initiated. If this is possible, a

25  new process 202 is created. This is indicated in the resource tables 203, as
will later be explained with reference to Fig. 4.

Each process 202 exchange_s data with the voice response system 21 via

. .~=7 SHEED
hiacrie -



18 L[err]: done (->)

L[err]: present value (2.00) ( <) Ll[err]: done-

(->) L[err]: present random (R) (<-7) 5..0 .

L[err]: done (->) L[err]: calculate
response ( <) L[er%: response = W (->)
The arrows indicate the direction of a ssage: fromthe transfer device to

the val ue SadmAR ARIHER OF % Bay HESBREA 0 HY RECROCHHOBRTES data
ow level SbrimAtiourss ples 403 DEpgaine b e phAbluVepBttoR fhflsT ne
esponse Vs Dok el TBRRARE AR oo ik R BE vy e e
the transaction unit 3.
5 As will be understood from the above, the facilitating unit 2 operﬁtes in
two phases: a control phase and a data phase. In the control phase, a

connection is set up, while in the data phase, a (transparant) message

exchange takes place.

Fig. 4 shows an exemplary embodiment of a resource table 203. The

10  table comprises several columns, a first column being labelled "Type". In this
column, the type of a resource is indicated, e.g. processes, transaction units,
revaluation units, expansion units, modems, etc. The number of types may be
increased as needs arise. Each type comprises a group of items, each item
having a reféfen_ce number.

15 The second column of table 203 is labelled "Item" and provides a list of
"the resources of each type. In the case of transaction units, a further
subdivision is made as each transaction unit may comprise more than one
security module (SM).

The last column of the table 203 indicates whether the resource is

20  available ("F" = "free") or not ("U" = "used"). The resource table, and in
particular its last column, is regularl& ui)dated by the session manager, e.g.
each time a new process 202 is started and terminated. The session manager
201 scans the resource table before starting a new process 202 in order to
determine whether the resources necessary can be allocated to the new

25  process. .

In the example shown, the shaded areas indicate that devaluation

process #5, transaction unit B, security module #2 (of transaction unit B) and

.~y GHERS



15 The actual value of Wis not altered by the transfer devi ce.
After receiving the high I evel response nessage H2, the transactjon

unit starts an exchange of |ow | evel nmessages L[err] - L[err] wiith the
security . nodul e: L[err]: select SMreval ue-" . ( ->)
20 Llerr]: & 15 (<-) - Ll[err]:
present val ue (2.00) (->) Llerr]: O

random

(L[<-e2 r]: OK modem B are [c‘famled PorreasgeYaiujnonzgréce)ss (some Bgli;r)rﬁ%%ré:ﬁf n?%'sB%n se

(LEAZar (] caﬁl%‘ﬁ%e& gorx:ther pro'cessis?. ﬁ'}: %)valuauon process clﬁi[ném s_aiﬁ(ggs_c)urces
(<) is a process 202 as depicted in Fig. 3. The process is initiated by the session
manager 201 in response to a service request from the voice response system
5 21. When the devaluation process 202 in question is terminated, the resources
claimed are returned to the pool of available resources. This will be indicated
in table 203 by setting the corresponding entries in the last column to "F"
(free)
. In Fig. 5, the exchahge of card data (commands and data sent to the IC
10 card and their responses) between an IC card on the one hand and a security
module of a transaction unit on the other hand is schematically represented.
The IC card may correspond with the card 9 of Fig. 1, the transfer device
may correspond with the interface device 10 of Fig. 1, the transaction unit
may be the unit 3 of Fig. 1, and the security module may correspond with the
15  Security Module (S8M) 31 in Fig. 1.
' In accordance with a further aspect of the present invention, a
distinction is made between two levels of card commands exchange. Between
the IC card and the transfer device, a low level exchange takes place: the
actual card commands and card data are sent to and received from the card.
20  As this exchange is i:erforme’d using electrical sighals within the transfer
device 10, the exchange can have a high data rate. Between the transfer device
and the transaction unit, however, an acoustic path is present (between the
device 10 and the handset of the terminal 8). This section of the connection.
between IC card and security module usually has a limited transmission speed.
25  For this reason, in this seciion a high level exchange takes place in which

several low level commands are grouped together and are replaced witha

single high level command. In this way, the transmission time required for a



The arrows indicate the direction of a nmessage: fromthe transaction unit

to 19 - the

security nmodule ( -> ) and fromthe securlty modul e to the transaction

unit ( <- ). As stated above, the actual content of the

nmessages (the val ue, the randon1F1§nd the response W is

transparently transferred, while the length 5 of the nessages ex?hangfﬁ
| uni t..and, the, tr devi ce s significan

reduced.  BabSRNER CanTe SRRIGEY et M oA, thsCHRGHT PEh ] commands

. ke of
the. exanpl Broppatipn HGisPrAed is oL pd T Bl el 56 oplained et  on

"cal cul at e S changed ina 10 new rel ease of the srrart card.
In the exarrp?lzeq%gv lgbg the | ow | evel

As is shown in F ig. S, the transaction unit 3 may issue a high level

5 command (indicated by H). In response to the receipt of this single high level
command, the transfer device exchanges several low level commands
(indicated by L) with the IC card 9. The result of this exchange is sent by the
transfer device to the transaction unit as a single high level command (H).

. Subsequently, this high level command results in the exchange of several low

10  level commands (L) between the transaction unit and the security module.

Each high level command (H) thus represents a routine comprising a plurality
(e.g. five of ten) low level commands (L). Preferably, the high level
commands are optimized for efficiency by e.g. having each commonly used
routine represented by a single high level command.

15 Preferably, the transfe; device supports two different modes of data -
‘exchange. In a first mode (indicated by Mode I in Fig. 5) the transfer device
'operates as described above: a high level command represents several low
level commands. In a second mode (indicated by Mode II in Fig. 5) a single
low level commaﬁd (L) is sent as a high level command (H") to the transfer

20  device, which passes the command as a low level command to the IC card.
The resulting low level command (L) produced by the card is again sent by
the transfer device to the transaction unit as a high level command (H"),
which subsequently converts the command back into a low level command
(L). It will be understood that the high level commands H" merely convey

25 loﬁv level commands (L). That is, the high level commands H" may e.g.
consist of a low level command plus an appropriate header. In this way, low

level commands may be transparantly passed to the IC card while using the

.
o0



fressage L[err] will consequently produce an error nessage L[err] :"unknown
instruction”. This message L10 will then be transparantly passed to the
t.ransaction unit, which may in return produce an appropriate instruction
and send this command to the transfer device as high | evel comuand
H[err]. The 15 transfer device subseguently transfers the comrand

H [err] as |l ow | evel comand L[err] to the card, which then produces
t he proper_response <il'he tr spo,nie Wli s then se[ijt .to the security
modul e as % Fﬁjgnqi_%/o\lé'r ata p,tptpgﬁ)lr? igh leve E([xgp;a]nds. his transparant | this
way, only a single lLowdevel conmmand.is,necessary to renedy.the 20 . use
ofyan ing(ﬁﬁsgeggl%aé. ?@?B%ﬁaﬁ‘%ﬁﬁl CSF}IPF?d%nQYgﬁ? PPE%Q‘PT ?M 8% n the
anount of o R ARk S HuaIE! . Fnlt SRR Eibubed inn tSisting

high level command. This is especially advantageous as the introduction of an

5 IC card with one or more new commands does not necessitate an upgrade of
the software of the transfer device.

Preferably, the transfer device, as well as the transaétion unit, is
capable of shifting back and forth between Mode I and Mode II, so that high
level commands (H) representing a number of low level commands may be

10  interspersed with high level commands (H") merely conveying a single low
level command.

All high level messages are passed directly to an application, e.g. the
re\;alue and devalue procesées shown in Fig. 3. The system of the present
invention thus provides a high degree of transj)arancy with respect to the

15  messages exchanged between the smart card 9 and the applications. |

The meésage exchange of Fig. 5 will now be explained in greater
detail, using a devaluation of the smart card (i.e; a paymexit) as an example.

The transaction unit 3, which handles card devaluations, issues a high
level command H, = DEVALU(2.00, R), where 2.00 is the amount which is

20 - to be deducted from the card and R is a random number v?hich serves to
.secu'rely identify the transaction. and thus to prevent fraudulent replay. This
high level command H,, which itself may have a length of only several bytes,
causes the transfer device 10 to exchange a series of low level messages L, -

L,, with the card 9. Such messages are e.g.:

25 L,: select purse (<)
L,: done ' (->)
L: select application _ (<)

AMENDED SHEE?



and thus a significant saving in transmssion tinme is achieved.

Al t hough the system1 of Figs. 1-3 is preferably applied in conbination
with smart cards having a prepaid bal ance (so-called "prepaid cards"),
which 25 bal ance is reduced during a paynent, the system may al so be

applied with paynent neans which gerve exclusively for
I dentification, and in which payiments are debited to an account.
~ Such paynent . means al so be ) _
20 -constit'uted Dy so-called magneti@ St'ri pe cards. Furthernore, the

system of the L prevemt viei S(2000) subst gt |)al |y changed if magnetic stripe
cards are used |nstead

Lg: done (->)
L,: present random (R) (<-)
S Lg: done (->)
Lg: calculate response (<-)
L, response = W (->)

The arrows indicate the direction of a message: from the transfer device to the
card ( <- ) and from the card to the transfer device (->). W is the value of
10 ° the calculated response. As can be seen, the actual data (2.00 and R) of the
high level command H, are not altered by' the low level commands L and
L..
After receiving the response W.in low level message Lo the transfer .
device sends a high level message H, = RESPON(W) to the transaction unit. |
15  The actual value of W is not altered by the transfer device.
After receiving the high level response message H,, the transaction

unit starts an exchange of low level messages L,, - L, with the security

module:

L,;: select SM revalue (->)

20 L,,: OK (<)
L,,: present value (2.00) (->)
L,:O0K (<)
L,5: present random (R) (->) |
L, OK | (<)

25 L,» pfesent response (W) (->)
L,g: OK (<)
L19:' calculate X (->)
L., OK (<)

The arrows indicate the direction of a message: from the transaction unit to



‘of smart cards, e.g. as prepaid cards storing bal ances. It wll
t hus be understood by those skilled in the art that the invention is 5

not limted to the enbodi nrents shown, and that many rodifications and
addi ti ons are possible w thout departing fromthe scopé of the invention.
21 CLAI M5 1. Facilitatinggunit (2) for enabling services by
provi di ng communi cation routes between a user termnal (8), a service

ni (1) the sediiflySHBRRIS ( YONRa Ront nSlec IO ABHEIY A0M BabliBlighle

facilitati i Ses esponse sy
comuni cahhq)p( <)

As stated above, the actual content of the messages (the value, the
random R and the response W) is transparantly transferred, while the length

5  of the messages exchanged between the transaction unit and the transfer

device is significantly reduced.

The use of mixed low level and high level commands will now be
explained, still referring to Fig. 5. For the sake of the example, it will bé '
assumed that the syntax of the instruction "calculate response” is changed in a

10  new release of the smart card. In the exaniple given above, the low level
message Ly will consequently produce an error message L1'0: "unknown
instruction”. This message L,, will then be transparantly passed to the .
transaction unit, which may in return produce an appropriate instruction and
send this command to the transfer device as high level command H" ;. The

15  transfer device subsequently transfers the command H", as low level
command L,, to the card, which then produces the proper response W. The
response W is then sent to the security module as commands L,,, H', and
L,,.

In this way, 6n1y a single low level command is necessary to remedy the

20  use of an incorrect (e.g. outdated) command. Still, a significant saving in thé
amount of commands transferred over the network (6 in Fig. 1) is maintained,
and thus a significant saving in transmission time is achieved.

Although the system 1 of Figs. 1-3 is preferably applied in combination
with smart cards having a prepaid balance (so-called "prepaid cards"), which

25  balance is reduced during a payment, the system may also be‘applied with
payment means which serve exclusively for identification, an‘d in which

payments are debited to an account. Such payment means may also be



‘'server (22) nutually connected by a control link (23) and a data |ink
(24), the voice response unit (21) being arranged for -handling-a
servi ce request and passing the request to the communication server
(22) via the control link (23), the comunication server (22) being 10
arranged for setting up, in response to,the service request, a

communi cation route fromthe voice resp% se system (21) via the data

i nk d th i i . . uni . 0. ' )
N e oL AU oL ver 220 0, A, SRR S S e 2
Ol ee oY B Sl el it e 8 S AR ©
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comuni cation server (22) conprises a processor system (221), a first
interface (222) for exchanging data signals and a second interface
(223) for exchanging control signals with the voice response system

(21).



-

6. Facilitafing unit (2) according to claim5, wherein the first 30

interface (222) conprises at |east one nbdem 7. ~Facilitating unit
(2) according to claim5 or 6, wherein the conmmini cati on sedrver (22)

further conprises a third interface (224) for exchanging data signals
with a support unit (4) via a data network (14). 35 8. R

Facilitating unit (2) according to clakh5, 6 org 7, wherein the
processor system (221) of the conmunication server (22) is arranged
for provi g8 session manager (201) which starts new processes (202)
provi di ng comupddiat tingouties (2N foesaabieng Gernfaxsnay ippovsdigized in
2 2 JO%QH{(% iggbéo%éeé ?b%%)légn a user terminal (8), a service unit (7)
and support units (3, 4, 5, éharacterized in _that the facilitating
5 unit (2) comprises a voice response system (21) and a communication
server (22) mutually connected by a control link (23) and a data link
(24), the voice response unit (21) being arranged for handling a
service request and passing the request to the communication server
(22) via the control link (23), the communication server (22) being
10 arranged for setting up, in response to the service request, a
communication route from the voice response system (21) via the data
link and the communication server (22) to a support unit (e.g. 3).
2. Facilitating unit (2) according'to claim 1, comprising a

plurality of voice response systems (21).

15 3. Facilitating unit (2) according to claim 1 or 2, comprising a
plurality of communication servers (22). .
4, Facilitating unit according to any of the preceding claims,

wherein a voice response system (21) comprises one or more voice
response units (213), a first switch (211) for routing an incoming

20 call to a voice response unit (213), a second switch (212) for routing
an incoming call to the communication server (22), and a control unit
(214) for controlling the voice response units (213) and for passing
control signals to the communication server (22).
5. Facilitating unit (2) according to any of the preceding claims,

25 wherein the communication server (22) comprises a processor system
(221), a first interface (222) for exchanging data signals and a
second interface (223) for exchanging control signals with the voice
response system (21). .
6. Facilitating unit (2) according to claim 5, wherein the first

30 interface (222) comprises at least one modem.
7. Facilitating unit (2) according to claim 5 ot 6, wherein the
communication server (22) further comprises a third interface (224)
for exchanging data signals with a support unit (4) via a data network
(14).

35 8. Facilitating unit (2) according to claim 5, 6 or:7, wherein the
processor system (221) of the communication server (22) is arranged
for providing a session manager (201) which starts new processes (202)

providing communication routes in response to information stored in

[T
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9. Facilitating unit (2) according to claim8, wherein a resource
table (203) conprises a list of avail able processes (202), support
units (3, 4, 5) and interfaces (e.g. 222). 5 10. -Facilitating unit (2)

according to claim9, wherein an expandabl e resource tabl e (203)

al l ows resources to be added w t hout changi ng the session manager
(201). 11. Syst em (1) for electronic financial services, conprising
a conmunj catlon network (6), a facilitating unit (2) accor di ng to any

of 10 th@ew@@edtMesl@o@ and coupled with the network (6) and one or
mor € guppo Facl lt?%lr(%('unlt (2} acco&gf. i slga%}n gol’é‘%leggl a. resour

conmuni cat ron commnl cation
net wor k, tleble (203)krcoinprilset sy Metr@ﬁ pwevlacb ! wwhsmﬁgozno;wmt

exchaggl ngtuh{‘ésfr(ﬁatdl(i@) and 1ﬂ\ﬂ:éﬂiaé1e§3€()én'§nt22@?ans (9). 15t 12. : Systemt

accordi ng claim erein uni ransaction uni

(3) corpri %gng §la°+]é§§'fl%é‘“§rec(§l)l iy °ﬁ8£ﬂ§ é"°(§i1‘3mf ?)r wherein, ap, i ng

transacti oexpiatdable resod®e talfesi(20d)aatbowdi mgsduwrceb agarbé ladgied1@itheherein a

support unléaﬂs%sm% the se%ﬁ\é‘al Hgﬁaggg ng (4) for revaluing smart cards (9).
e

20 14. accor llaim1 further provided with a data
net wor k (14}. fors}'é‘s'&ﬂwéhblﬁ?ﬁ elecisaniq Shneneial RATNEE?S + KEMBLIEANG téat i ng

unit (2) agemifi@chieibdl HedworR (8)i,!a(fhcilitatingbunit BYStaetordingr €6 APyt dE any

g]; ; ggéed al Cpé:]l%;}% J'rga??arfgxs at%(ﬂ cou%fe% witfh t&xQ ene't@z%?kf(%searg Y:Inec % 192@ 'S
support units (3, 4, 5), a termlnal (8) coupled to the communication
network, a service unlt (7) coupled to the communication network, the
terminal (8) being provided with means (10) for exchanging information
with a payment means (9).

15 12. System according to claim 11, wherein a support unit is a
transaction unit (3) comprising at least one security module (31) for
storing transaction data. '

13. System according to claim 11 or 12, wherein a support unit is a
revaluation unit (4) for revaluing smért cards (9).

20 14. System according to claim 13, further provided with a data
network'(14) for exchanging transaction data between the facilitating
unit (2) and the revaluation unit (4).

15. System according to any of the claims 11 through 14, in which
the interface device (10) is arranged for communicating with a support

25 unit (3, 4, 5) on a first level and with the IC card (9) on a second
level, each level involving a different data rate.

16. System according to claim 15, in which a command of the first

level (H*) comprises a single command of the second level (L).

17. System according to claim 14 or 15, in which a command of the
30 first level (H) represents one or more commands of the second level

(L).

18. System according to any of the claims 11 through 17, wherein the

communication network (6) comprises a fixed telephone network.

19. System according to any of the claims 11 through 17, wherein the

35 communicatidn network (6) comprises a mobile telephone network.

20. Financial tranéaction, carried out with the aid of a system (1)

according to any of the claims 11 tﬁrough 19.

L



.25 un‘a’.s{li&(Bl, 4, 55 on.a first level and with the IC card (9) on«q’ﬁgjond
| evel , each level involving a different data rate. 16. System _

accorgding to claim 15, in Which.a command of the first | evel )

cqrrp‘ﬁjses' a single cdomand of the second level (L). 17. SXQ ' '2.4’67"?
according to'claim 14 or 15, in which a conmand of the 30 e
represents one or nore ‘commands of the second | evel (L)
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(57) Abstract

The invention relates to a system (I) for electronic orders and payments by means of a communication network (6), such as a
telephone network. A facilitating unit (2) comprising a voice response system (21) and a communication server (22) makes it possible, with
the aid of simple subscriber equipment (8, 10) and a smart card (9), to order services and to effect electronic payments. The facilitating
unit (2) is designed so as to be readily scalable and expandable. Preferably, it is also possible to revalue a smart card (9) by way of the
system (1) of the invention.




