0 8 JUN 2004 SYSTEM AND METRO] FOR PRODUCTI ON AND AUTHENTI CATI ON OF

ORI G NAL DOCUMENTS FI ELD OF THE | NVENTI O N The present invention relates to
the field of counterfeit resistant docunents, and nore particularly to
systens and net hods enpl oyi ng dat abase techniques to verify authenticity.
BACKGROUND OF THE I NVENTI ON The probl em of counterfeiting is(Bqoy 2[][]1,
established. Since it was recogni zed that a docunent itself could

represent value, a notivation has existed for forgery. Two types of

- met hods evol ved for pr e‘SWE!MMMEWﬁ@D@UMRGBH@‘[%N@i §r esi st ant

features, such as signatAreRENTIOREH lﬂfdlﬂl%l.r?ﬁe bypocunent recording
medi um recordl ng stock magneti c an ectrl ca ures, and the like;
and | egal sanctions f an ot herw se easy copyi ng process For exanpl e,

nost cul t HIEEDOBT '. Oranctions for counterfeiting of currency,

typically nmuch _harsher, . than p Il vat e do@i@p ment caounterfeiting, The issues of
aut hent i cat i on Q@ CERHREPIY 1 “{:Fétt'élﬂ'reéif fequnteréeit rﬁﬁﬁmtaiﬁtmmwt&mﬁlmor e

contexts. Bilchirpto @dféﬁ@&ﬁd’ me%@?&nﬁﬂﬂn?@%a@@ E}gﬁdu\‘é :{u?ﬁénE ards,

passports, bills” of ‘Il adi ng as  man curren (e.g.,
deeds, wills, etc.) Al rrust be reliably authentlc to be usef ul .

Authentlc erfeiting can also be inportant in
nmany Iessafu W‘n@% %%W@m e, inproved _
verification/ CG‘hB?ﬁMdﬁh bf dd@nfRFeNMA $tsll@ﬁg SYRGHMBA, SSiRce iYVRME Qc&ﬁiuiéﬁ&h{atusef ulin,
for exanple, veri g t he contents of shipping containers, quickly

9

i denti fyi rﬁ’@“‘?'ﬂ‘m‘\fﬁ uid w&eﬁpnﬁa?lw,@uwwam@ eged friferigera Trwcstvmswés etc.
Count er f eiteya@ ARt RF Evever?ﬁ‘l %dl&&%‘l’l% fogfﬁl@r%%}ggl&tg q‘ca(fl?rgé %ﬁc &'8 qua%lUCt

its packaging, |abeling, I'ts tractive tar e
colint er f eispessat peintingi spsee! dmcuhcstl rgenrfling anatliviprrasoldieg) stiothy nmgn&;crﬂndﬁor elestditale,

wher et he ceaste Shy BeACh kel Sulicho Lho TRrkel, val ue, Lo Lhe commerc al

manuf act uri ng Wor

unaut hor i zedt gdmes piovijchareyssinasiing farctoustedéifindstt Aftend@NE pRallydnidh kdhect
conpetition with %i"t hentic gQods. Counterfeiting has reached epidem c
propor t i ofE@NBIEG oG %g%ﬁ? WRE.-in the area of consumer goods including

goods nade fromyé abids Qxf aRh@tichiton dnf QBMrfcltrEF'eté’i‘Jenceo&{an SQ Up;h&a“ Aany t heT €of

such as cl ot hi nga handbags and wal | ets, perftunes, er consuter goods.
El ect r oni E3ntexH Hb@&%rre@cvpﬁtgdu@ndsboad@ermﬁmespmmt wﬂamaisamrgsebéls of lading, as

count er f ei frs H@Bth@PB ARk dned G% S,VL%L:He mfs etd Lﬁﬁl IR (K Sre by ryea%}/e{xh?& be

Wi t hout Ilcense I nce osts sav on decreased I'nc
useful, Authentication and avoidanoc of counterfeiting can also be important in many less

obvious contexts. For example, improved verification/counterfeiting prevention mechanisms
would be very useful in, for example, verifying the contents of shipping containers, quickly
wdentifying individuals with particular health or criminal histories, etc. Counterfeit products are,
by definition, unauthiorized copies of a product, its packaging, labeling, and/or its logo(s).
Attractive targets fof counterfeiters are ttems with significant brand equity or symbolic value,
where the cost of production is below the market value.

In the commércial manufacturing world, it is not uncommon fur counterfeit or atherwise
unauthorized goods to he manufactured, distributed, and sold in direct competition with authentic
goods. Counterfeitings has reached epidemic proportions worldwide, especially in the aren of
consumer goods including goods made from fubric, plastic, leather, metal, or combinations
thereof such as clothing, handbags and wallets, perfumes, and other consumer poods. Electronics
and software products are also particular targets of counterfeiters, who appropriatc the value of

trademarks or copyrights without license, Since costs savings based un decreased incremental
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| 08 JUN 2004 cost of production (exclusive of |license fees) is not a
necessary elenment in the counterfeiting schene, the counterfeit articles
may be of apparently high quality and closely resenble authentic articles.
I ndeed, counterfeit articles can so closely resenbl e genui ne goods that
consuners readily confuse the counterfeit articles with thd fgdﬂ”ﬂﬂﬂkic
articles. In other circunstances, the manufacturer segnents the world

mar ket for different sales and distribution practices, so that the
"counterfeit d e n L

Furt her, ‘foﬁt?ﬁﬁ gqcﬁ%'{n&)ﬁl%iggw 313 rchénu aX gtﬂ‘?gﬂtﬁgﬁw c‘ggﬁ%}%mb ﬁﬁg‘g?&??%ense
froman i ghehtand thahicAtopgicley mawbe o agpatntiy ighsahles ‘md)dvmlxi@—*mlﬂc piethendicof
the license agreenent are also "counterfeit” @WI de vari ﬁ]:%/c oAkl enpts
have beenarfiglge ledsed.icaprtenfeiparicigesarip SHOsEY rSHRE SPPUNG BT TEOFOSUNGRp) e,
SOme ha"eret.:ﬁn'l)ﬁdontﬂf%c ﬂﬁ%ﬁ.ﬁcﬁ&?ﬂrﬂbﬁh@nﬁ teiabthec drli@BH IDMhBUIcUMGas@eaRk OF
uncodecl ereon an artist's signature on his or her

pai nting) mahlifﬁmmtcumghehty ,'Lhcasorhbowkasfm differcoionbes joad Pistsibution pragjices, o that the
counterfeiter learns to d cat S t

wor t hl ess @BP“’&G‘& ot DAy F‘o?fbﬁuv‘ﬁbé"é‘é“&r% atldﬁlgmé%pn "Z’thq o?[ ﬂgrag‘grrﬁ gﬁﬁg:f 3
(€.9., CunnhGhGMrer ER}UE‘&:@ pb&istunBgr1RERE € anintetithiod préjeng oa'h&o.mislédﬁ sales

t wo- di rren5| onal authentication mechani sns- - wat er mar ks or speci al

t hr eads i nelsidpdrederay Wlleﬂichnsf-ﬁéfcﬁ'&ﬁérarﬁﬂ% CP'H“gr‘é‘Rb the currency. These
mechani sns are,cl. sg,r,,ux: 5 RE b HOWE bR Gl Vi B2 IRGIRYRIGF QOerEaingeRa! e,
counterfelters rOUt I Nel 1‘1 a one dollar bill (in such a way that the
col ored t bx:efsls, sadnk adve umtio dﬁ:mc élpenuhaiucmapf weraybypiping eaded aoencadstaged) and
then inprint .the markings ’ t he
mer e r el eS¥EKIBES (RO Q:é”r agéglﬂ"l %‘9"‘%‘5% 3" g‘é?’ghgrf{dm{“ﬁp U [Oéﬁg{bﬁpgqrsr?@n%ﬁg‘c
limtati ogofdis bﬂﬂthﬁ--éﬁ:f‘e&duafcﬁdnﬂsaammrdeplmtﬂjmgmmattlusmlcn@ﬂwgd:snd'iave
utilized nmechani snms at provide tg di mensi ons ofd 4 g :.uerE gxanpl e,

t he hol ogmaniless by pebentigiiatatPostedl e MY OhPRT BEHBY & ari ablPes (i . e.
relative tQ, 5 Wehig ﬁ!nﬂ@@lneﬁl@ﬂ@@% AR5 w6 Emkislonahawtic nieyiob encchanisms--
precallbrateci an hereafter, wused to verify the authenticity of an item

Never t hel ess. watrmasks hospegiahhscarnineommomicd varyn thg paper e Ak teEUTsA™ or n
they may alll Qc rlac.chqtl(‘lpllls ﬁ@lﬁ%l?ﬂﬂgﬁ%ﬂ% l%E)t @Jn ta1 TR ANEicE MBI exdiiplt her ,  si nce

t he hol ogrars I nvaril are subject to pilferage before
applicati &buﬁt@rtgmmdsuurmty bltacamsnungdah}mbllf @@mcalft%b’r‘i\i‘éhl“t orgd §uite MhFg

goods in the rket lace. Authentic bR M Phngitdtlal oge-
det er mi ni P “}B?‘P'fcé r‘i?"’%?’é’a'f’crﬁ“ecrnen %Al%}fﬂ nerabl 6o counterfeiting

hundred dollar bill thereon. Thus, the mere rclcasc of physical security materials into th:_ market
forms one limitation on their unfettered use.

Other authentication methods have utilized mechanisms that provide three dimensions of
data. For example, the holograms provided on many credit cards provide more variables (i.c.,
relative to two-dimensional threads or watermarks) which may be precalibrated, and thereafter,
used to verify the authenticity of an item. Nevertheless, since holograms have a pre-sct, or
deterministic, pattern they may also be duplicated and counterfeit products made. Further, since
the holograms are invariant, they are subject to pilferage before application to goods, or
ransiocauon from authonzed to unauthorized goods 1n the marketplace. Authentication
mechanisms, which utilize deterministic patterns, are inherently vulnerable to counterfeiting
since the counterfeiter, in essence, has a “fixed” target to shoot at. High secunty schemes, such
as military codes, have encryption keys that change frequently. This method, however, assists

prospectively in sccuring valuable time-sensitive information, and does not prevent subsequent



since the counterfeiter, in essence, has a "fixed" target to shoot at. High

security schenmes, such as mlitary codes, have encryption keys that change

frequently. This nethod, however, assists prospectively in securing

val uabl e time-sensitive information, and does not prevent nt 2 U8
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JUN 2004 decryption of a previously transmtted nessage. her end
of the spectrum a random clenent-based authentication nechani sm woul d
provi de an incessantly "noving" and nonrepeating target that would be
practically inpossible to undetectably duplicate, w thout know edge of the
encodi depramivemd a pRivnalslyyransmitisd ighsagsi Attharibeint ehthe Bty A 9 sms
provi de, adequat e pr ot.ect i [ erfelll. [ nt ext s,
increaéFHﬁP?mﬁ8§$ﬁ§%+tﬁggﬁgxggﬁmgééfpjﬁyg&i%ilg%% gyeﬁg?@ tgg? nessages,
meki Ng ngReFeaBiAg Uirfet SRheoEd bepertsaAlyyimbossiblongniacaabpy degenicowitha®dr exanpl e,
in conjunction wth its nonitoring and surveillance activities,

gover nkBe dgoRf thhencpdisg sthefs: break or circunmvent encryption codes. The
technol ogi eg; aND! &% h%&%_ﬁﬁ%%hﬂﬁi’cﬁlﬂnﬁn@:ﬁﬁmlﬁﬁprb\)ﬁd& B&quie ipraddtios agdiest, and
i ndeed governnent redul ati ons seek to maintain weak encryption standards,
faci | i cabiterdeitnglm-some atritexys. inqrcahglyt pooverfubloels pfaivataple eerencrypted
counterfeiters have access t extremel y power . ran ni ng
physicéW”ﬁﬁﬁ?Pﬁ*HwéWFFﬁﬁugbcﬁﬁW@§*9%?6¥%“@%Pb%LHBﬁ%%%é@g%?%g“ﬂgﬁfﬂhent,

I eVer S@ofStbASH NG Mbni@aRk aaNsliediince itipies gloscmilies eoftaetycrek todvesk

conbi ned to continually provoke strong demand for new nethods,an
mechanios gEcypYent enctYPERR Fedes | Ty PYBRSBER epRISY S 37§ "Wﬂﬂﬁ‘&g'? *Qﬂ%‘“?r@% ﬂ’éni SIE

t hat arp?iv!n%%@clﬁﬁj hx%ﬂ@&h%g@&nm@&qgétﬁ&fo‘ﬁk tdeR @ RBRHA wedRdrRYypriensErdayds,
prot ecti on nechani sns. re recently, techniques have evol ved for

aut hentfaigbthiioncak-biéaingaln dddition tmedroputert, gurrerl CawPe IS EhAYC 8759 pt ol ogi cal
techni ques. However, these N : L RELGE sEiRmetrt by cdibe
authentﬁEFT?Y&P“%ﬁ%%??fﬁﬂrﬁﬁgﬁﬂﬁb@gﬁﬁﬁﬂgxﬁﬁk5rné%ﬁén. I'n fgck, noder n

di gi t alpheaab@ibg plugineot,ireversezapmresgdd sgeietndugopelape pte. Thesk fatore B ng of
content; however, these rely on secur Jar dwar f ¥ @f the digita
cont entcoMRHid 40 6?‘E'£Bﬁ ﬁ”d’f‘°¥f’é‘¥ darE "é’é'é'ﬁ f ?rt'VwrPé‘é‘s?%dP é gﬁ F@%ﬁn’?sg gi ﬁ copyabl e

cont entyyWehficatiag Gt ichisdeia@p neiode and Mechaiis @b tal araigs auloopylcther eof . A
nunber of nodern ;éstens i mpl ement challengpzfesponse aut henti cation, which
provi deosnRepitiag asdeq MRy POY T IBTIVINEEYES Bhd encrypted content. See,

for exanmpl e,pldeSecenfPRli@RhiqhEShavl A fodI37 adileatieidy as Gigi@l infdrmationt f@26, 167
(Aziz), 6,009,171 (G acelli et al.) (Content Scramblin

" CSS") , exBmpRIbas@bon iy pieinRicaldechaiquys. Hoveergr, twse eahifies flo (131;3 %}é%ﬁﬁhe
authenticity of a particular copy of the information. In fact, modern digital content protection
schemes do seck to prevent digital copying of content; however, these rely on secure hardware
for storage of the digital content, and a breach of hardware security measurcs results in copyable
content with no distinction between an original and a copy thereof.

A number of modern systems implement challenge-responsc authentication, which
provide enhanced security for encryption keys and encrypted content. See, for example, U.S.
Patent Nos. 6,028,937 (Tatcbayashi et al.}, 6,026,167 (Aziz), 6,009,171 (Ciacelli et al.) (Content
Scrambling System, or “CS8S"), 5,991,399 (Graunke el al.), 5,948,136 (Smyers) (IEEE 1394-
1993), ana 5,915,018 (Aucsmth), expressiy incorporated herem by reierence, and Jim W rignt
and Jeff Robillard (Philsar Semiconductor), “Adding Security o Portable Designs', Portable
Design, March 2000, pp. 16-20.

The present invention theretore addresses instances where the issue is not merely whether

the information is authentic, but rather whether the information is authentic (and unatiered), and



1995), ano :),9 f S ui 8 (Aucsmitn), expressly incorporated herein by
reference, ana jim.wrignt and Jeff Robi I ard (Philsar Sem conductor),
"Addi ng Security to Portable Designs", Portable Design, March 2000, pp.
16-20. The present invention theref ore addresses instances ﬁhh@re t he i ssue
is not nerely whether the information is authentic, but r BN et her the
information is authentic (and unaltered), and 3 0 8 JUN 2004 the copy
itself an ori gi naI Qovi ousl y, known t echni ques may be used to authenticate
the cont ocunent [ ng
digital ] ﬁﬂﬁ’f ‘m TEDL O%\é{ lgb'aggwn Ef:'ﬁng%{c??:ngylbgh&qtt?ﬁ%% H&l? 1r(gér&?ne létry

t echni quegsa d@ﬂd\ctlhﬁ)ﬂdxklﬁplt,l.bﬁ@tt\ﬁl&lﬂg sel(+amhentsatingafigiiatisigstaes rauancldatabacf or
provi ding sel f-authenticating features for t si-cal medi um

R Tt R e A e T
techni ques,;k6teJor profilifglseip: aﬁlflérﬁfcalﬂ% featite € F? el g ?QEﬂW)um flbt@mappent inks

and/ or fibers, stenangl ographi ¢ patterns, magnefic and
el ectri caéduet)abtt:acm|uﬂ~snalpclaIﬂmf‘swalanuhrkmermudgewhhmun‘-h@t" ilagliprintingechni ques

k f t hent t bj t d I
A R S S S e R e

further E%E@&Qm&ﬁm&%ﬂ@ér@s dal abfdge W th aut hentication information for the
docunment or associ ated object. These techni ques, haowever, é@t i nt ended
e e d

to primarily belegsdatahpse g6 fre knpwa fqr auligpUGaHDE ORIBRLS $S504iRE fail to
parti cul %r{,.yme%gs b8 ﬁogaﬁﬂ%s) G GhRA R Hﬂh&&zxs @&ﬁsctﬁmtmrmm@tdnammyas vel |

as nodel s rci oitation t er eof known that the col or
of an objfedtier cderetie aremresiiabed wWith authestecation m@ymaawdfqr thetdochment®s| or may be
used for identifi cat ntication.. .For n -
obj ect cé’ﬁ“’“ﬁ%d sﬂ‘ﬁf"a‘ﬁqﬁ"quﬁ OWENEL e 01N ET dﬁg)fo\a}n%)%grélytqgﬁ"?ﬁlltcgﬁgﬁmﬁ
vaI ue angs€elaad t}disﬁlfca&ammcvlajlm@ﬁ‘uuhmr@ adGteks daument cohtebyseirity aad e known as
"tristinmulus val ues" mgro s ot her '1?” hogﬁnal coFbl natl ons. For nost
4

tr.st.nu|auew%ty§9@m'~»\~fHés iy spmmerciyl explopggn geel. 5 o any

conbi nation ofy it WRov&h SAEME §olbtrbftah%bji@ltcaﬁ%8H,%cq@(ﬁcd Wihﬂﬁ&ﬁmcﬁl dndehdt e d
el ement. One such nethod of quantifying the color of an object js to

i1l um natceloamdmbpeléqd fer identicatien andythenatier For ogmp!a iy ‘ﬁ?ﬁ‘éé’br“é“'ﬂﬁ‘é‘ can
i ntensit X)c%prgsjaﬁtfpr ggf Fﬁ:@n L Xl @Jlﬁcez Fanl |F1tcn@§' ﬂﬁn@ﬂn@@&&%ﬁlﬂ:&h@@@ﬂud}abf oW

band filters y three filters (such as red Ogy en and blue) are
used to FlEwable, ¢rrtiysvlitmteu@owghfmsmwluﬂe@hrtepwesmwﬁ er gfthegedalcol or of

mﬁ oim L??éﬁxb naF on% AL A8 IRIRA ¢ gs?entlso tltz tlugmvjﬂ Sar@BrRRbRALi e Wryh three

sources or rrow 't ght sources {such”as red,
green and:ombmauon ot two elements in the set cannot be included in the third element. One such

method of quantifying the color of an object is to illuminate an object with broad band "white”
light and measure the intensity of the reflected light after it has been passed through narrow band
{ilters. Typically three tilters (such as red, green and blue) are used to provide tristimulus light
values representative of the color of the surface. Yet another method is to illuminate an object
with three monochromatic light sources or narrow band light sources (such as red, green and
blue) one at a time and then measure the intensity of the reflected light with a single light sensor.
The three measurements are then converted to a tristimulus value representative of the cotor of
the surtace. Such color measurement techniques can be utilized to produce equivalent tristimulus
values representative of the color of the surface. Generally, 1t does not matter if a "white" light
source is used with a plurality of color sensors (or a continuum in the case of a
spectrophotometer), or if a plurality of colored light sources are utilized with a single light

SCNSor.



blue) one at a tinme and then neasure the intensity of the reflected |ight
with a single light sensor. The three neasurenents are then converted to a
tristinmulus value representative of the color of the surface. Such col or
measur enent techniques can be utilized to produce equivalent tristinulus

val ues representative of the color of the surface. General IB I@; does not
matter if a "white" light source is used with a pl urallt 04“ sensors
(or a continuumin the case of a spectrophotoneter), or if a pl urality of
col ored IPRGDR slDrces are utilized with a single light sensor. 4 08 JUN

2004 PRI ART TAVPER EVI.DENT CERTI FI CATES United States Patent Nos.
5, 913, 54%%%‘5% WQEM?:CF‘&"FIQP)TESGXDI’GSQ y incorporated herein by

reference, reb@\h@&s&&\%kﬁm&f SGDVB‘ﬂﬁ‘?SncPS‘ﬁ’?(P% Fn&l‘i"c&g(cgée' y filch mgkacunent

for exanple a tenporary vehicle registration paper or
paper boamhekreuilthercfoenerontaldsas a aimsxoneddtm pnd trmleterﬁcm gesistihp domiricon farcdample a
pattern within sajd zone for |st|n terfeitin ansparent tape
Ot e v bty 5 b e Graioh B Bt T gt niParr brretisnid ThE SRR s o
adhesi velyne HeHdERHg OUEIM:BhH ALIR pA®An GRAInIhIASDndVdr fﬂés&uhgemmmmdgmot her
enmbodi nrents, an alteration resistant article contains variable data and

i ncl udes UARSPBIANEIaPE Muﬁ\rpavaglydws @ pieonegeyin aeaing Nhich OB @ WaXrif a@@sww h an
adhesi ve é@?&&he VFn?o g{} e(}ﬁ&mé&kb{ ﬂﬁ fhe 2000 3h 891?959160% m&fRE Gh WidlghidH reliGa@nt 2

portion ari ata on € upper surface 1's secure to the out er
film | owartickrongdes \andblc idata@né inchwibozh mrtﬁlmtliaeingmhmgpcanum aptbnﬂo\ms V\:hl ch

have relea e pr.gperties and rtions whi ter .adhe i ng

b oper ¢ 1 SATHRAHCT HeadEruEEuRE I i et Sirte: A ASloe ek e Rinaar Iy » PR one
may be est aklvaslisie di oRtiMifbeNgirRcd € ls@ar@ Wicaduté! filMNow& shfhdt 4p0) ihioaas of
the upper surface of the hol ogram and ovi di ng adhesi ve enhanci ng

mat er i al $MBAIGIERE theduiagraR Sapportipns Wiieh %gsaﬂws.s&m%f e%@rﬂ%évw BAYEam

may be erghossadhand bhaefﬁ,, BropeiiRl lﬂazﬁférula&%oﬁwnir%%mﬁs ekt Rkpdehvef
relatively small hol og ramfartlc es may be provided in the outer |ayer

and/ or t WQFUO&@IH@SMG“PGVM byrpre vidoieogegasei materid @p eeftaimpertigupftthegnpeihi ch,
in one e 9 heMhi ch
”’9@9&%‘?'&1& alﬂggélpjpﬁgg%rﬁwh%%&cvcgﬁ %ﬁéﬂg\éﬂ‘:&lbo@%r&ﬁé}d&t ﬁﬁ?x@ﬁ

are printed to a |
enbodi rrerhmblogtdmupwlr eug'ha;m Tle iplagyard edy &s cabossed and ll.iwctllrret«bmcémpmrlﬁmfmdf\

el oo g VAR B T A B BT PRE SR B o
adhesive layer, The hologram is secured to a substrate which, in one embodiment, has an upper
surface printed with pattern means which are printed to a lesser depth than the variable data. In
another embodiment, the hologram is provided as a unit with the outer film and overlies the
variable data. This system therefore provides physical techniques for document authentication
and preventing content alteration.

U.S. Pat. No. 5,601,683 (Martin, February i1, 1997), incorporated herein by reference,
provides a photocopy resistant document, having a background pattem or logo which is printed
with solvent-sensitive, dye based ink. The presence of this photocopy-resistant background

* pattern or logo limits copying.

U.S. Patent No. 5,949,042 (Dietz, II, et ai., September 7, 1999), expressiy incorporated

herein by reference, provides a gaming ticket validation system and method.



U S Pat. No. 5,601,683 (Martin, February 11, 1997), incorporated herein by
reference, provides a photocopy resistant docunent, having a background
pattern or logo which is printed wth solvent-sensitive, dye based ink.
The presence of this photocopy-resistant background pattern or logo limts
copying. U J. Patent No. 5,949,042 (Dietz, it, et alL, Se t§e 7, 1999),
expressly incorporated herein by reference, provides a @ n‘ﬂﬂ@hq!‘i cket

val idation systemand nethod. 5 0 8 JUN 2004 ARTI FI Cl AL WATERVARKS Uni t ed
St at es  PARRFIQAL WATERMARKSHow and, et al. July 27, 1999), expressly

| ncorporat ed Rgied SR pREhENEN e A8 IAbERANd CorlalHLGA0 BOF UK eat ures T or
paper, and in particulfar to amethod of making paper and transparenti sing
sel ect ed iadoggsated hqreipey réfercpe vélaes toémpmvedstcsmty deuaturgs foepapgr.@sd uThe

i nvention thus provide t hod of makin aper conpri si t he sSt. of
deposi ti P iBe ‘BHﬁB‘f%ta'_Qgg%P‘l?cgﬂ}df%@a?@%F'gg ﬁ?l‘é‘"_ O‘F‘éﬂifrflgﬂ_?f)r“dgﬂi"ggheet ,
appl yi N9 e@hadctPEre B Gtk red. Mhe irRhon tRusBiroVi8&Sd mQsd bRalkady FpkitcoRpiiging_Sheet”
and subsequently 1 npregnating the porous sheet with a sizing resin. The

f ol | owi nghesiemeftdepositio fdweey gnto A senpptsbrfacs thormiapopsys abfosheah et pprixinga
h d i.ty feat W | - -
hone cur r drEspasiniiale RS aE e Bouth ¢ Mid BorbddnB By ARG A negnating the |

appl yi ng arqs ehedowrhaslzimy dsino paper. This nmethod conprises the
preparation of_ a _paper containing, thernall sen%i;(t L%e mat er

Lal, the
presence of  IiHF &M IERgRAENS,: ﬁt&pr{zgg’rfg?%%!ﬂ'e hegein, HP&r P{Pé’ﬂq%afﬂl“g‘%@

t enper at Ui RAGRes (YNQR W1BAInidHEd 3Bk hffok Rorfcadnky Sid ddiesesutty paRrOfER-he
paper, a region of the paper becones sem - translucent. US. Pat. No

2,021, 141A%- P9 disgiosasiaancthoaiar paplying gseuda waTRBE B PaRsspl s MEhodseudo
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material placed in con-tact with a sheet of paper. This resylts in,an
surrounding area. GB-A-1489084 describes a method of producing a simulated watermark in &
sheet of paper. The sheet is impregnated in the desired watermark pattern with a transparentising
composition which, when submitted to ultra violet radiation, polymerizes to form a simulated
watermark. U.S. Pat. No. 5,118,526 (Allen, et al., June 2, 1992) describes a method of
producing simulated watermarks by applying heat, in the desired watermark pattern, onto a thin

J solid matrix of waxy material placed in contact with a sheet of paper. This results in an

impression of a durable translucent watermark. U.S. Pat. No. 4,513,056 (Vernois, et al., April
23, 1985) relates 1o a process for rendering paper either wholly or partially transparent by
impregnation in a special bath of a transparentization resin and subsequent heat cross-linking of
the 1esin. EF-A1-0388090 describes a method ot combining a see-through or print-through
feature with a region of paper which has a substantiatly uniform transparency which is more
transparent than the majority of the remainder of the sheet. IP 61-41397 discloses a method for

making paper iransparent and a method for its manufacture for sce-through window envelopes.
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Bl oonber gdmegnts opiyf syPreficipraunqd i lamati o (AP PE SPBRe ‘1‘?“*1‘*38 e"h“ig{‘ 1994

under Ser wciiiquedBlied 4. .Zt%&halfdarwtﬁa{ EanTeQeddilp Grifdey plx rﬁbdﬁﬁliﬁﬁﬁbtoddpﬁd Pat No.
5,453,605 (Hecht et al., nber 26, 1995) for d obal dresiﬁjaF for
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spatlallyforrnatf‘ iptical or slash-like nmarks or gk
Application, filed May 10, 1994 under Ser. No. 08/240,798) for Sclf-Clocking Glyph Codes and
U.S. Pat. No. 5,453,605 (Hecht et al., September 26, 1995) for Global Addressability for Self-

Clocking Glyph Codes. To integrate these glyph codes into line art images, the data typically are

! embedded in small, similarly sized, spatially formatted, elliptical or slash-like marks or “glyphs”
which are slanted to the left or right in generally orthogonal orientations to encode binary zeros
("0's™) or ones ("1's"), respectively. Customarily, these glyphs are written on a spatially periodic,
two-dimensional lattice of centers at a density that enables up to about 500 bytes of data per
squart inch 1 de stored on a aocument. These glyph codes are well suited for incorporating
digital data channels into wxtual and other types of line art images.
U.S. Pat. Nos. 5,193,853 (Wicker, March 16, 1993), and 5,018,767 (Wicker, May 28,

1991), incorporated herein by reference, provide anticounterfeiting methods wherein a marked



which are slanted to the left or right in generally orthogonal orientations
to encode binary zeros ("Us") or ones (" I's"), respectively.
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hal ft one MG M call.ed nhat t ans_and al so
are sonetp?%ﬁgg&ggEﬁoedhfg?%%g{#%@fg%%% FEEQQ"%CIG%"S"@%%@E‘D ﬁ’rﬁglf'ﬁ'fre det ai |
in U S RagthenNnstatigngbaligdgyistaBlerpair of DalftonOstrut @8%) Thae stnARatyhidve bl datiene
Dot Constyuet i . [ Hyperacuity Printer U S . Pat. No. 5,410,414 (Curry,
Apr. 25, bﬁ‘g@gﬂtﬂggpgﬁ}gﬁﬁcgﬁ‘lﬂﬁ[ém‘fsr{cénﬁglb°e‘f5é’5'af"ts§fpﬁ?t1“ﬁf'er, and U.S. Pat. No.
5, 710, 636 ( CurAsydesclibad in B6re di@Q08) U PadvBlohR 606604, ADREY, by, i 997 Eener ati ng
Hal ftoneAglf .e'j_!il—}avi %man Readabl e Patterns Fornmed Therein, which are
her eby i Al 3%8 aﬁé?i‘cﬂg"‘ pRpushonslior p typeepityFaintes a3 Bag Noh &.4184h4 fGuren

somewhat AdirfI5n698)liyr HAIAGAiEHR & HAdcuRy RlintdBYnd DAL PRENDL 9P 8G6H (@:uqﬁnﬁ.hat ed.
The goal _is, .to mre precisely control the way the edges of the hafftone f

|
| 1 pat t Pnl%8) fasMghed and Arpatatug for Generating Halftone Images Having Human Readable

Patterns Formed Therein, which are hereby incorporated by reference, halftone patterns may be
generated somewhat differently from the traditional way that hatftones are generated. The goal is
to more precisely control the way the edges of the halfione fill pattern or "shape"” evolves as it
grows from highlight to shadow. More particularly, in raditional digital halftoning, turning on
an appropriate number of bits in a threshold array generates the desired tone. The array holds a
sequence of threshold values that may spiral outward from a central location as the threshold
values ascend. Bits corresponding to those locations in the halftone cell "turn on® if the incoming
data intensity 1s equal Lo or greater than the threshold value for that bit location. This method
genzrates halftone dots that grow asymmetricatly, as one threshotd after another is traversed
through a range of intensity values from, say, 0 to 255. For serpentine patterns, however, it is
desired to grow the halftone fill pattern at all positions on its perimeter simuftaneously to

maintain better control of the shape. Therefore, i two step process typically is employed for



grows from highlight to shadow. More particularly, in traditional digital
hal ftoning, turning on an appropriate nunber of bits in a t hr eshol d array
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anal ytic accuracy. This allows the shape, which is delined by a hyperbolic
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halftone cells upen 90 dcgrcc rou.lxon This is achieved by SCICCllllf, the points of intersection for
the curve pair defining the {ill patterns or shape to be equidistant from the midpoint of the
halltone cell side. Two hyperbolic curves are used to define the serpentine shape, and the points
at which those curves intersect the periphery of the halftone cell are selected so that these
intersections are ;;qually displaced in opposite dircctions from the midpoint of the cell side. In
order to make full use of the analytic precision with which the halftone shape is delined, the
icadering vl e edges of thic shape typicaily 1s carried out Dy modulating the laser of a laser
printer with a precision that is finer than the size of the scan spot. For instance, in the time it
takes the spot to sweep out its own diameter, up to eight bits of digital information can be

provided for modulating it. Likewise, inkjet printers may also produce modulated dot patierns:
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points of intersection for. the curve pair defining the fill patterns or
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serpentine inmages is to scan themin, process the inage to erm ne cel
ori ent at Ptb‘lfi'if:l)tbrewcﬁefpr 6@@@watmn@ﬁpg¢rnal data file required to print an
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For cat
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pri nti ngnokd gar;mnhmdmﬂunﬁnP:&délhai:mﬂnﬁad&eﬁmgmedhﬁrﬁm mmdqumenronmuam is
embedded in at least one of the scrpentine pattemns that is printed on each original document, so
that any given instance of such a document can be later verified or refuted as being the original
instance by attempting to recover this known information from the document in question. This is
not an absolute safeguard against counterfeiting, but it is a significant hindrance to those who
may attempt to pass off xerographic copies or other conveniently produced copies as original
documents,
‘I'ne feature that gives serpentines a large dynamic range also makes them difficult 1o

copy. As the hyperbolas asymptotically approach the limiting diagonal of the halltone cell, the
-small region of white is extremely difticult to copy without loss of contrast. The resulting
"waffle" appearance of the halftone screen conveniently lacks directionality. This makes

serpentines a candidate for image authentication and counterfeit deferrence.
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| atent inmage, using the tTechni ?ue known as "phase nodulation”. In this

t echni qudifferentmhissr on foisllydr adiffesenoerientationt Berm Inynan thedaledmagg hyppanted g
pr i nt ed A Lﬂ h(?Oéqu%Mq?mm l(phllt\u r}f’élhplt%n{ mﬁkﬁagfé Ibﬂ?ghé}pr Qﬁ.‘rré'lcgflr lmaﬁrclné? ent

i mage on the —document ine grati respectively, the same
random debaggimgefijn idgngiai, rbueuhquuaatcddlnﬁd gmerm (resipetivelyorangders dpbasogecnhisg

Oy kB4 xRl o A s bR RIS BBt 1o

t ranspar elimgmumem&‘.smmag.mﬂyambldentt @dthin lmc-uatmmLHoadcedm Irioivé cffeat i ng

(respect Id\[/)g(L% in & c?rmudp 1ase t ci;nenﬁ Qﬂc t;ackground

United States Patent No. 6,039,357 (Kendrick, March 21, 2000), cxprcs\ly incorporated

herein by relerence, relates to security bands to prevent counterfeiting with color copics. A

J protected/security document is provided that foils counterfeiting even if a laser photocopy
machine is utitized. The document has at least three discrete half-tone printed bands disposed on
its surface, provided by dots or lines. Each printed band has a different screen density and within
each bands the dots or lines comprise a warning word or symbol (e.g. "Void"}, or a background.
Tiie dots or lines of either the “voia” or background drop out when photocopied, while the dots
or lines of the other do not. The dots or lines that do not drop out may be dimensioncd so that
there are about 24-34 per centimeter, while for those that do drop out there arc about 52-64 per

centimeter. The bands are typically arranged either linearly or in concentric circles, and

interband areas having density gradually transitioning between the densities of adjacent bands

11-



super posed on the docunent, thereby generating a noire effect, the | atent

| mge pre-designed on the docunent becones clearly visible, since within
its pre-defined borders the noire effect appears in it different phase
than in the background. United States Patent No. 6,039,357 (Kendrick, March
21, 20(X)), expressly incorporated herein by reference, rd dieH0ko
security bands to prevent counterfeiting with color "copies. A

pr ot ect edfSREHAID Yhé R4 BBty vEridlioR bedleeh tikatiebahdsSs Gpialipabitt0ag%sven i f
it |aser photocopy nmachine is utilized. The docunent has at |east three

di scr et e dppentling ypren pkicalosdypiemyabettd kb Eed srdatiqnsbeswgengdiacery bandse Bell iope dot s
or lines._ Ea | hted ban a. different r nsity and within each
bands t hé"(}g"d’ggv lgéh %Lﬁgcélg@o%gﬁagtéc‘ a I\J/\b/él)rp ﬁﬁ“ﬁg Oé\lg@dglg%}mggnbol (e.g. "Void"), or
a background. United S1adoPateirNd. 5995,688 (femiidih@r cttaheNovendiea3ri 988 kgogundedar op
out wnen phot ocog}i{red, whil e the dot or lines of the ot tagr do not. , The
dots or PPIFEORKEFCES reldtes H’r'B‘f:}ﬁ%t““ ERPARSUPRUR RGPS GPRIRENS BEYSINE, r o
about 2434, RELHGEEIE TR hBIré piftintsCodclFring HRARch BifferiiRedldiReittnd. B§hRInge about
52-64 per centi'meter. The Bands are typically arrangwgli either 'linearly or

i N concenpaciatlyaiesigheddasia seteen and exdsignskranewherh avieaiy the basic ssreeyy iy gomprised in
transitigni bet ween. t he densi t|es.of adjac b Y . are
br ovi ded S B Pt sk ey Boh e 2ho D o Bhp dReSpiig el s@ldpiesitionyt)
about 103héby alld@pRnik AghdapiomiondK tedbarment.yph aadrbl¢nadrenytis ised-as@%agteadat i on
bet ween adj acent bands. Ful | t{?n% .indicia, which does readi lé r.eproduce,
i's al so PFEFD & PRUMERY camBEtipgie baginicree may dedsinisgoadf oRpIUCS e Ve 38

- (Anmidror suﬁﬁon@hmrcb%ﬂzﬁﬁh@ the3uad 2980 of thé FRIR MidisRe prdfid g} fefleptidne hQroeimge,
relates to nethods”and apparatus for authentication of docunments by using

t he i nt eoruryenyputhérilisatisi ifBHRPETgsH W ARBArABE ERITPIIFRE HBEHRE S DRV PBERd
dot - scr eep uisi&éfr{ H2Auéh as SRECH Shofa 9554 aﬂﬁ&gnggr&%ﬁ&r EH5cHE TR oRpaRCr €en,

where at as asic screen I's conprise e docunent, a noire

i Nt ensi t yhoaeghirdemoiié micohospnfichvdpe: wetond s:lubgichnesd. Peppraiing euhe mpei t i on,
t hereb | | owi ng the authenticatio t he docu i ] arra
is useé g]éc (gm g?té}"""dléngr EelC CPEt o?giﬁ%%({m%lg%lp &?lg%ar ‘lcﬁfé‘ﬂi)ggslﬂcgé?ri%en ma§
be pri nt edc@ficrdnA® piEpiant (&b iregiciiy/tat theipjootsk cart heinedporaredlitonlge stirelard

visual ization of the noire i Ht_enskft%h rlofi | e by reflecti nt-mﬁ‘;‘i'rtd% -u:t(i) .
docunent YQEYRHENPIRURS RSACTS Se BB P SERAITY, AAPLIARE ESHBPTOERG SE s ter
screen, apy dddB@ent pASdlLlicH. t ITRB syl s bSsedlbnake Rolcphenanihawhiet afe goepadi ng

processor whose task is to conpare the acquired noire intensity profile
with a presyespéave pemarcspedal |y Assgncdrsolseitgt &It e oﬁ&ﬁm%*w&ﬁw%%w&ﬁt

handl i ng @eyihah iCanTEet 5l-stRed BsSRUPANMG PIAF A6E AUndAECRRIcRerREd bRIIRES S the
paramelers: its repetition frequency, its oricntation, and its dot shapes. Dot-screens with complex

dot shapes may be produced by means of the method disclosed in U.S. patent application Ser.

No. 08/410,767 filed Mar. 27, 1995 (Ostromoukhov, Hersch).

United States Patent No. 6,014,453 (Sonoda, et al., January 11, 2000), expressly
incorporated herein by reference, relates to a counterfeit detecting method and device to gencerate
counterfeit probability data and apparatus employing same. Counterfeit probability data are
generaed indicating (that a non-reproducidie gocument is being processed even wien the patiern
which identifies such documents has been defaced. One set of rules and membership functions is |
stored in cach of three memory sets, for each of (1) an unaltered pattern identifying a non-
reproducible document, (2) an altered version of that pattern, and (3) a pattern identifying an

ordinary reproducible document. A fuzzy inference unit uses these rules and membership




docunent. An inportant advantage is that the process can be incorporated
into the standard docunent printing process, so that it offers high
security at the sanme cost as standard state of the art docunent
production. The systemis based on the noire phenonena whi cH tilN Héner at ed
between two or nore specially designed dot-screens, at |east one of which
being printed on the docunent itself. Each dot-screen consists of a
lattice of tiny dots, and is characterized by three paraneters: its
repetiti bimcfiensqogereyate fats reprasentingttheoprobability that a genntesfesingsattempt 1S QEFUSERE Wi t h

08 pat SHEe AP0 PRy P iRl RS R opy TR eblifh [ EIGFOPy s 1 7
( Gst r onoukla@Yul cbipyisgh) . United States Patent No. 6,014,453 (Sonoda, et al.,

January 11, 2000), expressly incorporated herein by reference, relates to
a counterfeit detecting nmethod and device to generate counterfeit

pr obabi | mhqsfﬂggg'rmar atus enpl oyi ng sane. Counterfeit probability data
arc generate ndi cati ng that a non-reproduci bl e docunent is being

processed evehinutkbSraten BatpattNe 61030665 tHansaigatdt hi. dsbauoh2d 380hetnpseshids been

def aced. . One set, of .rul es. and ershi.p f.ynctd ons i §. t h of
hr o meispypories Bireip By RaBRe, FRIR G Bk vl st D aroSh B Bf eochRAET D)
r epr oduciufihg ifksy FRfrpridt AetdoRly € AGYstvRisprovided fdr kedtingatgoriom ofaied (3) a
pattern identifying an  ordinary reproducible docunent. A fuzzy jnference
uni t usedopufEEEMtpSEeEinY REWBWIL Frgetermining ag ineg¢ DETEUPIuIRER aﬁéf“i gepsot
generate ﬁ‘iieﬂtpila%\ficﬁﬂé Qﬁ@&frﬂcﬂﬁ,nkh?aﬁgﬁnfp&nurtcxcmwcoa[ w S1ERL A porsioR bl @D i S

occurring. ese probability a are transmttetlj o the copy machi ne

t hrough docomnteippEig anmopvesdnimapgenavihecheougsn)y coried M AR TESTICRG
niteC ShRGabR 54805 0 P Re (RN Soluibn M e AGRENBI60R0p0RAAC)

- expressl inc rporafled Rerr Feférence, rerates to positive

i denti f i eétlicalcanéht pr eved tliekimagd thd@opoe idestifyingi thgstimpddogagé fongewpng it

met hodol og%/a_.' A system.is provi ded fﬁllrc .?:(oati ng a portion of the docunent
with a cHERERPCddBHBLERAL 4 fWPeHst 8F B kR an | mage t hereupon, including the
steps of firstspr0WNbRg934TaGEARA )., Fdlary 2DAVHN thearpotagarheedieby cal
coating onto at |east a portion of the docunent; appllyi ng an non-visi bl e

i mage ontreferenes: dieirsa melbod logawheticyinesrticesdnedingisRerPoralpe N FYTISh

act i vat Ologbdlid P midRR LY hitast RE> GotdcHRBEcitbdehiORative BRfetdhe Aoty
coated portion of the docunent to reveal the inage thereupon; identifying

t he st anpekimaringibe pesivaigd siatejang otiisadifferentpropetipied PTRIGE apthemispting display
counterf Eaqu: M ind Ql%cllci :K]ﬁjecting the display data to various steps of the authenticating method,
activation of all photochromic compounds, preferential bleaching of less than all of the
photochromic compounds, and/or bleaching of all the photochromic compounds, and subsequent
examination of the display data following the various activation and bleaching steps by verifying
’ means to enable authentication.
U.S. Pat. No. 4,507,349 (Fromson, et al. March 26, 1985), incorporated herein by
reference, provides a currency sccurity system employing synthetic layers and sublimatable dye-

formed images on the layers.

PHYSICAL CHARACTERISTICS
U.S. Pat. No. 4,767,205 (Schwartz, et al., August 30, 1988), incorporated herein by
reference, discloses an identification method and identification kit based upon making up groups

of microsized particles normally visible to the naked eye with each particle in cach group being

- 13-



U S. Pat. No. 5,289,547 (Ligas, et al., February 22, 1994), incorporated
herein by reference, discloses a nethod for authenticating articles

i ncluding incorporating into a carrier conposition a mxture of at |east
two photochronic conpounds that have different absorption WBXINGIlAn the
activated state and other different properties to formthe authenticating
display data on the article, subjecting the display data to various steps
of the au} heqti&g@{#g met hod, actjvation of all photochrom c conpounds,

pr ef er enff AFCHt OFfg SBF: sharssandiegior 4rqded identificyting fsrstablbivhed by sapsderriog 2

and/ or bl i firt; ] .

axcar nat Pop yorTutRles fiohey NGl ASHBER f o Rab e (A o JAERER b e

bl eachi ngowfirapag $wgh wdeniifigatiog by asamising chemartibditau uhdon highabdgaificalibiBwitPat . No.
4,507, 34 ] &lFrlorrsson, et al. March 26, 1985), incorporated herein by

ref erence® p’Pg{ﬂ & a cur rency security system enploying synthetic |ayers
and sublimat abl e dye- fornmed i mages on the | ayers. PHYSI CAL CHARACTERI STI CS
US Pat. No. 4,767,205 (Schwartz, et al., August 30, 1988), i ncorporated
herei n byHYS¢ ,R'(TiYs%q:’dEE@SaTFlLMérANDiEMSEBBB%FWENESi dentification
kit based upo | 1,.Cr OSi ' vi si bl e
o the naked Systa N SRsRT8LRRouR, aFL AN TSRS ebleRuaNREh bY ) (626 R
of a sel edtredceudis¢losesn sbaenens baparyaystemahabptidillg eebehid erkires 6rambdificdti®ons
establ i shFd.bX transferring a .population of particles froma sel ected
nunber of! PHECYMBYSs to the itemto be identified and then confirmng such

i dentificatiow $p.eXans nonNg7d (Buzsar dad, Jiutﬁrif%agﬁ%&orb&%d KB [;ISE:@&%&& with a
light mcroscope. PHYSI'CAL SECURI TY SCHEMES- - FI LMS AND EMBEDDED FI LAVENTS

U.S. Pat disggscsa cpegaeapgiy sysicon thatiprovides adichroir filen coperingoimrmationcest horaded
herein by re [ : 0 ecur tically
reveal s eras upggs'@gfr?ﬁ#bg’ikg(ﬂﬁﬁg%%m%é?‘ ll!’g]ra p%g%f:ﬁgﬂﬁé@ﬁ%ﬁgﬂ&%&?& c'ﬁgi

3, 391, 479is¢iBsps palopuratnt s¢curityJysigm 186844 by nbusedpimbechehwitkinn faperpelder ence,
di scl oseg ;a, qard security systemthat provides a dichroic filmcovering
information on the card. U S. Pat. No. 3,880,706 (WIllians, April, 1975),
i ncor por at ed bef.@unNoy4,247 2rictice, ctdi. Jaheses?,d 98 D¢ ineeipbrase@tefdin by sfatea)

provi ded plbé(ric%s Elélgc%glyp ;%'pé’r”r‘?)ﬁmé‘f }rOIanmwnovg'n B&Bngylgrlxjcl I?lm-tslgr?lss‘nr:cai;[ .e'

U.S. Pat. No. 4,186,943 (Lee, February 5, 1980), incorporated herein by reference,
discloses a banknote or document security system that provides an optically distinctive thin film
structure in the body of the banknote or document.

U.S. Pat. No. 4,445,039 (Yew, April 24, 1984), incorporated herein by reference,
discloses an encoded document security system having a security element with a readable
physical characteristic,

] U.S. Pat. No. 4,652,015 (Crane, March 24, 1987), incorporated herein by reference,
~discloses security paper for banknotes and currency having a metaliized film having fine
imprinting thercon.

U.S. Pat, No. 4,552,617 (Crane, November 12, 1985), incorporated herein by reference,
wISCioses a document security system provides dissolvable strips of microcarrier material having
encoding thercon which persists alter the carrier dissolves. U.S. Pat. No. 4,437,935 (Crane, Jr.,
March 20; 1984), incorporated hercin by reference, discloses a document security system
provides a dissolvable carrier web material having encoding thereon which attaches to the paper

fibers and persists after the web dissolves.

214 -



U S Pat. No. 4,247,318 (Lee, et at., January 27, 1981), incorporated
herein by reference, provides a security paper fornmed from non-woven

pol yethylene filmfibril sheets. U S. Pat. No. 4,186,943 (Lee, February 5,
1980), incorporated herein by reference, discloses a bankn(ﬂ;ﬁe Lmrm@ocurrent
security systemthat provides an optically distinctive thin i‘, tructure
I n the body of the banknote or docunent. U S. Pat. No. 4,445,039 (Yew,

April 24, 198 I, r ' efer di scl pses an _encoded
docurent seouttyy ‘E3% BSOS SREN relulry o) BAS R inepfiefirRdn i gens:
physi cal paiviiesat enti-sduneericiing. méthdd foNourrche il 04 fikd K3vaipaembvBdcmidh imb@87) |

i ncor por at ed yﬂle-rei n bg ref?rence, Lfiir{?cl,oses_security paper for banknotes
and cur r SFEGUHEHIS s4Chis halegramyand qifffacion §ratingsne i nprinting thereon. U.S.
Pat. No. 4,552,617 (Crane, Novenber 12, 1985), incorporated herein by

reference, discloses a docunment security system provi des dissol vable
strips oPHYMEAbTHARITA SCHEMESa BLECTROMAGNETICher eon whi ch persi sts

50 “Tosay. Con s el NREReHET (iaBlinbdk ol dbman i A dbS IS ot M, 5 colBRF T,

syst em pridashiies ecal difebakimalll, @9TBY iht@pord@ld hértin®yi réferdndd! irélfte ENGRBNGdL her eon
which attaches to the paper fibers and persists after the web dissol ves. -
14 0 8 Jmkthegdar aythsnueasing lajsls bysedgn ayandoppistbution of meagnetierRArtes Widrsthe

| ncor por e rAGh Xh&yphéd k SR ' ifRB4 br 2h & pds 4 hod
for currency and tﬁg&}gi k(g(fcﬁ% iﬁ’g"'é %gggﬂﬁ?ﬁgﬁpgﬁ?%%gﬂﬁ%gﬁrruﬂxglés?’g'aﬁ{r es,
such as Huprogedersthatbeldi ffraction gratings. PHYSI CAL SECURI TY

T1 1007) - and UTE a0 RS ¢R8P (08, broonyelietn pl B 17

1997), i dedopsnat@bbdemedrkin gamedhaerneificesubk@haideickabr by intighandictsdhhod for
aut hent i Fc1at.i ngg) abel s based on a random di stribution of nagnetic_particles
aB&f é}b

; hrs ( . ey
‘wi t hin t R N gdrazResd sutange oy & SN ERETHE i"Fl’@C“E‘hé‘ TR praking
printed @frnicha, i@b@{uent%ﬂﬂnd?@ﬁﬁkﬁh%l 4R actufBY Inte§RAnQNo REIhRREN of  S. Pat .
No. 3,701,165 (Huddl ester, Cct., 1972), incorporated herein by reference,

di scl ose8Ulngpt hod of narking garnents with a substance detectabl e by

magneti ¢ det egld g, N&CX 898512 WARR ! AGrIMRINRG) 288 i REE DGR b9 Peibifcgar ment

part is detected in a process of "nmakl ng
provides a method and apparatus utilizing microwaves for authenticating documents, having a
random distribution of stainless steel (ibers embedded and scattered in a card base meniber.
Microwaves are applied to a large number of metallic wires which are embedded and scatiered at
random in a document or a card, and a proper digital mark responsive to a response microwave
signature is recorded tn a suitable region of the document or card according to specific rules. To
check the authenticity of the document or card, microwaves are applied to the document or card,

j and a response microwavce signature is collated with the digital mark. The document or card is

delermined as being authentic when the microwave signature and the mark correspond.

OPTICAL CHARACTERISTICS AND DETECTION

U.S. Pat. No. 3,345,167 (Melen, June 1.5 1994) reiales (o a record document
authentication by microscopic grain structure and method. A record document may be
authenticated against reference grain data obtained from the document at a prior time. The body
of the document is formed by base medium bearing the record entries such as text within record

site. The grain seal site is located at a predetermined location within the base medium. The



garnments, subsequent garnent meking steps are actuated in response to the
detection of the stitching. U S Pat. No. 4,820,912 (Sanyn, April 11,
1989), incorporated herein by reference, provides a net h(ﬁ% ﬂﬁ&,ﬁ@ par at us
utilizing mcrowaves for authenticating docunents, having om

di stribution of stainless steel fibers enbedded and scattered in a card
base nenber. M crowaves are applied to it large nunber of netallic wires
whi ch are enbedded and scattered at random.in a docunent or_a card, and a
proper dinggueairainsirketuigyibunsiho scal sitcore pugsReRIC A FUBGHUEaSs asetif9 ure i s

recor de.?%liﬂpeélﬁc:ﬁu Igt br.'lo%upge fl% S%{Il bﬁlgsﬁ ARGHI B &Y 10 PREVIIALERAA F GefbRn&PeC Ti C

rul es e au I Cl e docurrent or card, m crowaves are

appl i ed d:a pdmertcoy@auriice ﬁ:ﬁlﬁ:chon il ek grhmneequsélumafﬂommme defa at mredr S
col l ated vvlththe digital mar ment .or car

bei ng auldiBserY {Qf{utre H’éh‘rﬁ'PE‘F'BM%i‘r Pl5r ‘e”ﬁﬂﬁurtrﬂﬁlyr?ﬁ‘r‘q?@&ﬁe@gr Sond. =
OPTI CAL fgﬂ LT B PRy DEFPLRUE o cBlc bl i, 3[S, 10/ (ivied en.

June 123 es to a record docunent authentlcatlon bg croscopi c
grain strutt airhs amdNnel WISMArkemonmldb’tﬂmre%th@ymS@fP%!H{dH@Fﬁ“i wiederenai nst

referenc rain d ai ned fromthe d The body

of the d@é‘gﬂ%’hf‘ met ‘%&“ﬁ@@’“ﬁ@)u %5&""%‘3?“&% bear plme%%g‘h?gﬂgg{oguéﬁcf es such as
text W t tHcdin® G éhlorS bi individRe! [@étalerticmals in ntf:&:rlcaaattmaiy&dmaarutg pe Borek odr i ned
| ocation within the base nmedium The - 15 0 8 JU 20014 u ‘gglg“gm% ve
st r uct ur BavEINse oheellsealice of the pigtyre glepreR'Ht BI5TElesltd WRYREPE BT S3{ves or

aut hent i g4 #ds@rg gl‘%fi%%& 10 EBRrAE 8 nubdth€old® iditiati Vbt e S16¢TaRke piowps Ovi de
a stream rence data generated by the surface reflectjion of the

grai n st clooeur 4. cofiprsilar efak fontes ;gmnmuwawamﬂs ageHPEShCr RroRRRtBRY P HIE fut ure
2? f, ngqt g%agil](?rlﬁéllﬁ?le { consqang%?l ?6 {hgl 1'h§ mtltP@tQ)f G croﬁﬁ‘)ta}aYoriﬁﬁnﬁlﬁéjdlé Refpeniate a

raln Ison to the reference grain data.
U. S. Pat theNeore@yfldeif indnguiialue forehc pittuce dldamanhisdyitli® 7 6§riaid rrose pohas@fFdher ei n
by reference di scl oses a nethod and apparatus for recognizing colored
patterns valghe method i ncl udes encodi ng the colors of individual picture

el ements in ayfapmi Ndali£085 (wdyeqa:rmaBt)ngJS’ﬁhendomhcd)hcnihrbamsfmmctance or
refl ectance of the picture elenent at pre- sekect ed, wavel ength Wi tbrllhectdored

val ues  PEDIdS @mpqthngl fgr ausheaticaling degHmegnts by T g thedogument Wity gi ence

i ndi cati yg,Qfec)sh@, Halfih dfeciing uRl dokttnént ufde? A8 tiord vAREEpEtiOihe us:adc for this
pur pose incorporates an error either proportional to the wavel ength or of

const ant opa¢ahehaserteristies efguislaryitals-of the conparator will indicate identity
W th U.S. Pat. No. 5,591,527 (Lu, January 7, 1997), incorporated herein by reference, provides

optical security articles and methods for making same, having layers of varying refractive index
forming an image, which is viewable only across a narrow range of viewing angles and is
viewable in ambient (diffuse) light, thus affording a readily apparent verification of the
authenticity of the substrate.

U.S. Pat. No. 5,580,950 (Harris, et al., December 3, 1996), incorporated herein by
reference, provides negative birefringent rigid rod polymer fims, formed of a class of soluble
polymers having a rigid rod backbone, which when used to cast films, undergo a self-oricnlalion.
process aiigning the poiymer backbone paraiiei to the {lim surrace, resulling in a [itm that
displays negalive birefringence.

- U.S. Pat. No. 5,549,953 (Li, August 27, 1996), incorporated herein by reference, provides
oplical recording media having optically variable securily properties. Thin film structures, which

have an inherent color shift with viewing angle, provide both optieally variable security
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the stored value if the input value for the picture element is within a
certain range of the stored value. U S. Pat. No. 4,514,085 (Kaye, April
30, 1985), incorporated herein by reference, provides a nethpdyfai

aut henticating documents by marking the docunent with an encapsul ated
liquid crystal, and then_observing the document under conditions which
exploit the unique optical characteristics of liquid crystals. U S. Pat.
No. 5, 59propertieq drid, opliesl dataylcondatlp 8y )opuaahmmpo"t at realtibgercinterfogenceedoating s, a

provi des pti cal curity articl d f h
| ayers of"c\P&Fyl'\"rﬁ"}“@f‘Y'a@l Esﬁénﬁphéésg"‘f‘bﬁﬁ? yé ‘H’if Ay (r’Tfa‘\lf\h‘ﬁq'gﬂ g’e 108 e\(f;\l/\alblng
only acr ﬁﬁﬁ %Q%Nsﬁumﬁdﬁg‘&uﬁf chahSEWE RekeRRO bES magikid-Spud eMeRll DAt isabodeat

(di ffuse s affording a readily apparent ver|f| cation of the
aut hent i Oplia;xllpbr plveolBhrgsaphically asd bagcodeapr digggal d5ch580 950 (Harris, et al.

Decenber l.ncor por at 18 tive
birefri ngent 'i“'g'l)‘sﬁ °If88“°p‘g fﬂé’ﬁﬂ:fﬂl 'H%"anlfiglr(’ﬁ%n 8 b%ﬂ?'f %‘Sg'ﬁo?'] 'PQ‘ gp&a

pol yIer s ;kiahiiths Ssukh 8 idks QG' c&lﬁlﬁéﬁféﬁffﬁooﬂHﬁj}lti‘dﬁlnM%llchme:drrtm:yCmt genedicbly for
undergo a self-orientation process aligning th r 3 k ? (? par aii ei
to the roentivcempesitignssThey arlessiibad Hpne@mple: indy Sp? *’ayé 1éd ? '& A
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-dielectric layer, and at least one semi-transparent metal layer. Various combinations of these

a

layers can be utilized 1o achieve the desired optically variable effect. Layer thickness can be
varied according (0 the particular desired characteristics of the pigment. For example, U.S. Pac
No. 5,135,812, incorporated herein by reference, describes uscful thickness being on the order of
i 80 nm for the metal reflecting layer, 5 nm for the semi-opaque metal layers, and thickness of a
plurality of halfwaves of the particular design wavelength for the transparent diclectric layers.
United States Patent Nos. 6,038,016 (Jung, et al,, March 14, 2000) and 5,966,205 (Jung,
et al., October 12, 1999), expressly ihcorporatcd herein by reference, relate to a method and
apparatus lor optically detecting and preventing counterfetting. Perimeter receiver fiber optics
©_are spaced apart from a source fiber optic and receive light from the surface of the object being
measured. Light from the perimeter fiber optics pass to a variety of filters. The system utilizes
the perimeter receiver fiber optics (o determine information regarding the height and angle of the

probe with respect to the object being measured. Under processor control, the optical



5,171,363 (Phillips, et at., Decenber 15, 1992), and 5, 214,530 (Coonbs, et
al., May 25, 1993), incorporated herein by reference. Pignents of these
types are prepared by depositing inorganic transparent dielectric |ayers,
sem -transparent metal |ayers, and netal reflecting |ayers bhtbNa flexible
web, and separating the |layers fromthe web in such a manner as to fragnent
the deposjted thin filmlayer structure into pignment particles. These
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det erm ne, § rmation regarding the height and angle of the probe with
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utilized for purposes of détecting and preventing eifting or the
li ke. FLUORESGERTPat| MERS3AGE7 BXITERNS LU.1374) Patorpdated hei@BithyTdfd rdnSa mbidloses

Dec., 193R)id 3€Sn LMl le fibers.which have been speciall
treated w th Fg@%ﬂeﬁ cgﬁ?’r"y"q?é’ﬁ@‘?ﬁp‘ AndingpSic i d e “H@S\‘ Bd‘r"gf’ 'é’t'.fﬁ’l ey
paper andiaylightdnt edirhac visiiy sy hpapbjccwidiiurasesaonght ke m 63koageglide t he
det ect ablg, [ f&%ﬁé&ng,ho"%r}r%%sucn%lg%diggqo cnable visual counting of the number of yards of cloth

in a rolt from the end thereof without the necessity of unrolling the bolt.

U.S. Pat. No. 4,623,579 (Quon, November 18, 1986), inéorporatcd herein by reference,

_—

discloses a decorative composite article, which may be longitudinaily slit to form a yam product,
which has a combined phosphorescent and fluorescent decorative appearance. The composite
article includes paired outer layers of a thermoplastic resin between which is disposed a
Gevuraiive layer comprising a composition inciuding a coiorant component having a
phosphorescent colorant and a fluorescent colorant, and a resin binder material. The fuorescent
colorant is present in an amount by weight that is up 10 an amount equal to that of the
phosphorescent colorant. The present binder material may be selected from polyester,

polyurethane and acrylic polymers and copolymers, with a mixture of butadienc-acrylonitrile
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beconme di stinguishable. As illustrated in U S. Pat. No. 2,208, 653

(Wi t ehead, Jul ., 1940), authenticatable paper can al so be made by
including fibers of an organic ester of cellulose that have been treated
with a tertiary amine. The treated fibers are invisible m@q@%@ﬁ er and
becone fluorescent under ultraviolet light. U S Pat.

(Kantrowitz at al.. Jul., 1945)di scl oses aut henti cat abl c paper made by the
addition of a small percentage of cellulosic fibers that have been treated

wi th hydraf80adasiolufetiAk @b llle' lﬁ:'fh ch&e ’Tfh@&qﬁﬁﬂs}@ Qﬁlxcfc‘?c biefied by dr oxi-de.

The treated fibers are capa U|r|ng a deep bl ue col or upon
appl i cat comingdwe asin fidapemlhdhc cprmuma@m quthekhyomyatnillatetllstﬁIm theaCh@ll‘ncowed by

an ortho ) hor| Iutlon at 839 6 1,
1974), ﬁﬁﬁ}g' Vyf"é'f”?f‘ WS&"""H“sm ’6’%‘5“‘“'} Wé’ézcr(“ﬁodﬁ'aﬁ fon of
spaced cew@ﬂﬁeet)mw[smmca fabric with a material which is not visible
under daylight, but which is visible only when subjected to uItra vi ol et
light, so as He> r?ﬂb%od@7§@|§§5’e(l(ar-‘i‘*nél§lfbﬁly K%ﬂ%&?g?w&r“ Lrdncstrorg hefeipbya t o
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end t her out t e necessity
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di scl oses_a decoE)at 4S9 osite arg whi ch. malﬁ be Ipnﬁi ‘ﬁ nalr y slit

to form B'YENPP iﬁﬁﬁ‘f‘y D 5% 2y ‘E‘d‘r‘?{f S ASHIOSREREES SEREYARE I ot escent
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of a thernoplastic resin between which is di Sﬁosed a decoratlve | ayer

conpri si Hif threadaprbdifferinginithrn piysicy pEoRESIcSs Estthreadis e RTabiy \ropgruged
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mat eri al | 'uor escent orant 1s present In an anmount by wei ght that
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present hﬁﬂﬁw@ Legr R scgﬁxﬁgﬁcfﬁk B LT ROLARRELSr e QbR RA Bk AN d

acrylic po ure 0 |ene-acry onitrile
- 18 0 8muulMl g&ﬂﬁuﬁwbbernbandl mojcytmnatdaadahcmtrpto@nhncmm bei ng preferred. The

compost {1 on. Lot EbNa BFERONRT adiosdtPhuF: eh-f el res oy

coat ed switREAS ranes @RPhyhtRgnbRM caokd cpém&mqmﬁcrt;@ommdpa{mm frogeattiiekhdd
formthe decorative conposite article. 6,.557 Kaule et

Pat .
al ., Jul ghemicalpypesnakiag ,5%&2 FONRIRIS AJBIASK %dﬂ%@'ﬁ‘"awf Pg\?ié}"éﬁ% 'MAE| at es

to a secClbbledOCH IBRAILIEBLNEoRisERE B thchadibdl QRCEnRIFRERIGRA] haniel n and
met hods for producing and testing the aut henticity of t he security

docunent tharmomeghapicalging lepeigdechemithermomechanical, in an amount sufficient to be
detectable with the use ol a phloroglucinol staining technique.

United States Patent No. 6,054,021 (Kurrle, et al., April 25, 2000), expressly incorporated
herein by reference, relates to a process of manufacturing authenticatable paper products, in
which the paper made from the papermaking furnish includes fluorescent cellulosic fibers.

United States Patent No. 6,045,656 (Foster, et al., Aprit 4, 2000) retates to a process for
making and detecting anti-counterfeit paper. I[n this process, a certain percentage of wood fiber
lumens which have been loaded with one or more fluorescent agents are added to the
papermaking puip. 1hese wood tiber lumens would look normal under regular light, but will
glow when exposed to various manners of radiation.

United States Patent No. 6,035,914 (Ramsey, et al., March 14, 2000), expressly
incorporated herein by reference, for counterfeit-resistant materials and a method and apparatus

for authenticating materials, relates to the use of fluorescent dichroic fibers randomly
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protection of security docunents such as ban notes, etc., against forgery,
security threads are enbedded in the docunent that have at | east two areas
extending in the longitudinal direction of the thread and differing in

t heir physical properties. The thread is preferably a coext@qﬁﬂ@ 0

mul ti conponent synthetic thread whose individual conponents con a%w
additives such as dyes or fluorescent substances and/or particles having
el ectrical or magnetic properties. The testing of the authenticity of the
security WRPTER@P v ithn eredd la prridean improyed festled fof authenticatwgiding covmeerfeiting

their mu . ge I [ i SLE] Lon.in rtain areas.of,the securit
e ond. TRBREUHETIELENGR (R ded ) 5 g hERE Mldle QbR R &l Mool ThtiEhed
expr essl yofi the Dbgrn Tat Edoleycent Bfeey wrocide an fliadnisation nidthixasth of edraiak ¢evisedched

chem cal paper. products, prepared froma bl eached chem cal papernaking
furni sh cERRbl/in i@c wthgnfigtiop Senzfuicdepend en faws aramsters: theri i PeBHemitA ng

fibers SeJ!i@lﬁ'B%Qldcnﬁ@l_f@IB&‘#cWiRHR}chQ‘T‘ﬁéﬁlﬁﬁlﬂli@fof@@mg RbetedlRSFOVARG6RANI cal ,

chem - thernonmechani cal and bl eached-chem -t her ani cal, 1n an anount
suf fi ci enmakes chenterfpatingodifishle. Bischiiallicfiheschayingaa meidibr degictablcnodn-BGEI ni ng

t echni que, , Uni t States Patent No. 6,054 021 (Kurrl.c t al... i1 25,
2000) . oSkt Shanieil. £ Moo eyt ot ampdedrapdmid Wi ranEos o
manuf act usubsgatd UFibaR hé dedaHeceRBPRAdIRY i@ehiTled duk b théd FiGbreiddfcd AR IfibaRGee f rom
t he papernmaki ng furnish includes fluorescent cellulosic fibers. United

States Patehinaged Brgiphrasng icrdatieg a pelprizion apg, The positings s theyealiglyeis 1o a

process f@iers sRIGLIG forshutlaliShihk M sBhddaeCOUNt erfei t paper. In this process,
a certain percentage of wood frber |unens which have been | oaded with one

or . nore fl uor eBedibersagedicisibaeed thaokpboutite mpdia ipapedomiashpnpiyrips ¢these wood

fiber lu o} .re r. L.Lah Ll .. gl ow when
exposed F@rﬂ é‘é%ghg)c%%hﬁheurggﬁ%@crr aé‘?q %{ﬁ'%"rf. %J%I %H‘g@& E?Jgagcﬁ\ﬁthg?\'tm 5. 6. 035, 914
(Ransey, ddteradinistichedi fdct, it RA00Yelicexdpha asy ynethodc preporigicedt foergiyingdyber
reference y for count erfeit-r e[%i st ant rr?t erials ang %‘fFEt hod, and agpar at us
for aut heRPTEET KEMRACUYAes The Spndtws of gvary dem oalt Be dHfqiay SukRset TP%Enhr oi ¢
fibers raditfuwyo relBrsOedinkeN FADENIPIS; G4 PO SidnaMitligdd (g MR Aex-| plape)fi de an
i nproved nmethod for authentication and counterfeiti ng,] _ protectiagn. The

di chr oi snP4PETSARGTRaTERERNE iaucniive uerescenishichresg &ibes Pegiidegtrsest surYAYgT thhe

length  ofridrAR "biuBetheads d i LRFeRSE AdontdaR e rSo N o ted GrhinRAH hRENNLERIdcRE:
mechani sm of varyi n&l | evel s of capabili tE/ﬂ The aut henti cation signature

depends ofh2gptfoving Rmbvedimensigaal distybugign pf flemscentdchrgicdhewinsenidpsdniave | ocal
envir On”ei'ﬂi’ormy?@ry E4tsh Rk al SdheRf the QurFROYE MO Pafte bRV sHsbiGcd Y InRRINGE light
image but are quickly masked below the surface. In a fluorescence image, fibers that lic betow
the surface are also readily observable. A comparison of the two imaées provides a signature.
Furthermore, processing of the paper (calendaring) further alters this image comparison. The
pressing process reduces the fluorescence from the surface fibers while not perturbing the
subsurface fibers thus depth information is available by comparing the two images.

The fluorescent fibers' emission characteristics will also vary depending upon the anguiar
orientation of the fibers within the media relative to a polarized excitation source. For example,
ai a given waveiengin, the iniensity of ciectro-magnetic energy emitted by the fibers may vary
considerably depending upon whether the fibers within the media are vertically or horizontally
oriented relative to the direction of a linearly potarized excitation source and a parallel
polarization analyzer. Hence, the dichroic nature of the fibers provides a fourth variable for each

point along the fiber (i.e., x, y, z and dichroism/emission behavior).
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makes counterfeiting difficult. Essentially, fibers having a readily

det ect abl e, non-RG@ col orspace characteristic, e.g., fluorescent

di chroism are enbedded randomy within a fibrous substrate. Fibers near
the surface are readily identified due to their fluorescencgg jifeyfi bers
are then analyzed for dichroism i.e., having a polarization axis. The
positions of these dichroic fibers are useful for authenticating the
substrate. Theht eRgsdn3peudinsdflehdhiliRilestét ditBROfibdran FRVide data éh tha fider
fashion during_the production process. Thus the f| ber. related signature is
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dichroic fiber, can provide data on the fiber’ ? | ocal, env¢ ﬁ%nengt

exanpl e, ©ARS WeriliE REPCEEINEAEnYEnsised ORreRRBA TIPSR CPRipRgdpe IHAFTCYr | n an
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fi bers cause photon
pattern of the fluorescent fibers in the item (e.g., by logging the particular random pattern of
fibers present in a particular credit card when the card is manufactured). When the item is

\ presented for authentication the observed patiem is compared with the prerecorded pattern. Since
cach item would have a unique pattern, detection of a counterfeit would simply involve detection
of a duplicate or unmatchable pattem. At the highest level of authentication accuracy, the x-y-
apparent fluorescent anisotropy pattern of the fluorescent dichroic tibers in the item would be
piciecuided. As in the abuve case, when [ne item is presented for authentication the observed
paltern is compared with the prerecorded pattern. Since the values for the variables in the x-y-
apparent fluorescent anisotropy patiem are random, this level of authentication yields an item

that is virtually impossible to duplicate. Calculations, using the number density of "blue” and

"red” fibers incorporated inlo currency paper as a base case, indicate that the probability of a
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scattering (e.g., the orientation and nunber density of the paper fibers)
and absorption (e.g., varying thickness of the dried carrier vehicle in an
aerosol application). This local environnent is indirectly gs @ @

t hrough the neasurenent of the fluorescent dichroic fiber’ @

fl uorescent anisotropy. This apparent fl uorescent anisotropy assumes random
val ues because the process of incorporating the fibers into the nedia is a
random process. It is not necessary to anal yze each vari abl e f

aut henkingamirgeat ofahyx-gapbreml flioadscaneanisdtiopy pateyn seabolt bhpartid 1By sm ecting
one or nore feature for analysis. For exanple, at the first level (i.e.,
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pat t er ns thawcasetie Shnglh'e&tcr){lm‘whdf isglimHend cati on accuracy, the x-y- apparent
fluorescent ap) sy Ql&%ﬁ%htlﬁs ppcpgn &J&%&lh&ﬁﬁnﬁ:ﬁ@ﬁéﬁatéﬂ I6Ys A€ adeigRirsed N t he

item woul d be prerecor di e above case, when'the itemis presented
for auttbgnbdrcBchday tritbe pius p,trrtmdh Upanmwfun@w@@ﬁﬁ&r%@f WP it ¢ kY er ecor ded

be 3 ina
P Lor e5enPaafie SOtF BBy XEaekapnd UF R, BBLAR, L kiPorly ¥aodRpSE Kbvees

af'h are ran of authentlcatlon
yi el ds saiplé igdtkioh, Mablic Key bnictryralohys alsmbsmrbisesxrommp Icn@ap'eon Gacoptat ishs,
using the n

cur rencyd }fﬁggﬁt‘)'%raé‘c{; E"&Eé’“@%‘é‘é‘“y f’l?fﬁ'i“ég? Brivis cﬁ’llg‘l?cp{ oﬁgog%glqlt% yﬁn%qu gao D 8
JUN 2004,y 49 5: (IRRGAIN 18 vatdtee X Ay &N aTd dl cnorypd @mtssanios oerilppyrigoed t er n
is about 1 part in 101g0", an

message, but only someone in possession of the correct Private Key can decrypt or signa

message.

The two primary uses of Public Key cryptography, encryption and digital signatures.

Encryption messages are encrypted by using the Public Key of the intended recipient. Therefore,

in order to encrypt a message, the sender must cither have or obtain the Public Key from the

intended recipient. The recipient of the message decrypts the message by using their Private Key.

Decause only e recipicni as aceess 0 the Frivate Key (througn password protection or

physical security), only the recipient can read the message. In order to create a digita! signature,

the sender's computer performs a calculation that involves both the sender's Private Key and the

message. The result of the calculation is a digital signature, which 1s then included as an

attachment to the original message. The recipient of the message performs a similar calculation
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extrenely unlikely event. CRYPTOGRAPHI C TECHNI QUES The original forns of
cryptography involved the use of a single secret key that was used to both
encrypt and decrypt the nmessage (known as symetric crypto?gqmn”w. One
challenge to this technique is the logistics of conmmunicating t é secret
key to the intended recipient without other parties gaining know edge of
the key. In 1976, Witfield Diffie and Martin Hellman introduced the
concept of Public Key cryptography (asymetric cryptography). In their

syst em thadctiugrs tiwanessauet the dewksigroturaofitht endet, aondithe gendet'slubdic gy rBased keys:

Publ i ¢ Key, intended.to b i lable t ts it
Pr i vat o RS sl bV Eieig Sueifons e p DAy erETe peoddie O

messages;i@fatur® R%ﬁM@ﬁtﬁ!ﬁ?Nstffhuﬂulﬁ)ﬂ? hh € wh@eraRdmeaizediak befitintberpiphrtioby t he
related Private Key, the need for the sender and receiver to comunicate

secret |alfedmbrnyoppifidstween therendesaad f regipiest ri ¢ crypt ogr aphy) is
elimnated. Rubli YR | - Rt Lsifnl the RbAt ed
keys that ar e[ "E‘J‘e°ﬁfe:‘:r“§‘}e§sdmﬁ‘rég‘gi"ﬁg‘%‘é %ggﬁg'fgﬁn&ﬁléﬁ%a#? @Eéer?[?o rn mset hée

i nver se thtRey tig) tefstroger dicheatrypiomiVéhilesomelpegple coudd yrgue that yow can hever haxe

D o oS BB y ST o ) SRS Bl ARGEbD 7 °
single ) ' n y
encrypt i giicene Winf dudRg@Racrypdh@Mds Gdate? stﬁcﬁ‘tk@orﬁ;ﬁlaﬂﬁ_{l Adtibvipai pracedsifgar i ng

of Private Keys: each person uses only another's Public Key or their own
Pri vat e deytionatybnikercaypt gathdecayptencr ypt ed nessage or verify it signed

s _ yoted r veri | !
Gocrypt or i Rur. WECRE it FRABIOENAD, Bl I 1f Wb Rplpurbl NEpforcEhth:can

crypt ogr Apivy, gredecgi yeatriioimnah nl priogriction (49itgnfat symersetric EmuyptpniosAl sages are

or det 1 oruin BeraLagg (b Sehini it GO ARG RELD ER-aphaRaa e 1

Publ i ¢ Kgays ki@ BletrBEvery thst@ad sidhCisRhadB that flater @i (Risent pokotahe milss dgse
decrypts the message by using their Private Key ucca,isc ?E"[ﬁv .. he

reci pi enthiEsess CEFONGYY iR 'P’FT'V‘&P@%@W?&“H%&‘JQG%‘E&%#&’% ¥l ion or
physi cal sy3@etkk by 102408 MmEdi@) 1s&doRiRdilded RN iTBRkhibR @alRSARGBIe ahdifatyder to
create a'digitii! signature, the sender's conputer perforng g cal cul ation
that i nvesnvige segttnstmanadriceractory iNdikey kege Biol-tihy mmRde a4 Phe result of
the cal CHJ ﬂ‘Fnlanrl?ﬂli?rc@t)lghgﬁcfcalforsih%@lg' nethatvwirﬁlk)_sbﬁsit;ﬁ@lﬂd hﬂ@lﬂﬂ@gt REretdl
attachment 10 tHe ori gi nal nessage. The recipient of the nessage perforns a
simlar salaslati on -22 08 JUN 2004

United States Patent No. 5,984,366 (Priddy, November 16, 1999), expressly incorporated
herein by reference, relates to unalterable self-verifying articles. Sclf-veril’yin‘g article creation
includes receiving recipient-specific data, encoding a first sclected subsct of the recipient-
specific data and fixing the encoded subset along with other human-recognizable data on a
surface of an article. Self-verifying article authentication includes scanning a surface to locate an
encoded first data set, decoding the first data set and comparing the decoded first data set with a
control data set, which may also be fixed upon the surface, to determine the authenticity of the
received self-verifying article. According to one disclosed embodiment, enhanced data security
can De obtained and maintained by ventying a machine-readable data set on an object for
acceptability against predetermined criteria which may include searching a data base (e.g.. an
organized, comprehensive collection of data stored for use by processing system(s)) of
previously issued articics to determine uniqueness. The transmission may be by wired or non-

wired communication. In order o verify authenticity, an encoded data set {divided in two) onan -
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that includes the nessage, the digital signature of the sender, and the
sender's Public Key. Based on the result of the recipient's calculation,
known as a hash, it can be determ ned whether the signature is authentic
(or is fraudulent) and whether the nessage had been j nter@pgt/gdiand/ or
altered at any point between the sender and the recipient. hi nost
cryptosystens, with sone exceptions, such as elliptic key encryption, the
| ar ger ap?clé<mm@nl.cfnt&a iSh PR eabecd%smp&r br@flotePol s SR RRGRERyCcoul d
argue th ou can never 0 Str 'R the

wor | d of bew;ephdgrchphgd fhalms, .wdnd pro@ulerblrmhdtnc mahbnuemoaumbmfﬂmn aamplalpmbhte:
Wth stron tion conmes greater system conplexity and | onger
processi 7§ Tﬁﬁ ﬂ'%ﬁ%“%o both encrypt and decrypt. Presently, there are
four differentyn@dsdeRs ’Patchh@& SEhan o Ragike cﬁilrﬂﬁ'@km Ol EndoWel $1794197;
Export grade gives m ni nal real protection (40-b for symmetric encryption
or 512 f @haclasnarplatexprejsly iRev:pomield hgreidby l(ef‘;!@ence.rrclemb ndesespukigrsygemggh

asynmetric eys that, are not ver t ch as
oo t ndves Al ERRBIE e RuldictER hptila Bokabfe. Jhiel MRy

' sessi on skeyd; and May bONkhdIRiCAEAMER:gh raaiilﬁlBEsEJ idfor KFOOFIY fcdre catifidae 6128- bi t
symmetric or 1024 asymmetric) i s reconmmended for information that is

val uabl e s4REnealyy Ingludigg a8 iipsgpol the markedotischapesorting forkianisn ?‘é‘hsdml\ﬂull Rary
grade (1605 Bifce SHAREREAsiEs A an<BABr Lk lisedds }imé%i& Ehecf (650 QHERRE fiflsdaBe

information that is truly sensitive and kept secret at any cost.
Uni t ed Stassogitadaridhnthe peojectsT l%elclswte(r@hudday bm«en@é or fegorde© 99y stogedpfoess| y

| ncor por gt ed Qﬂhe.{ .PmRéL; gontihé phier, ort .' %tdi%basg Hé‘vgniaﬁéo%?l' em%&' ched §lehbNk NG

artlcles -veri rnclu
reci pi entand phmmfttmud@ﬁmg bedweiored frgmamfnmlagd ofabd eh;tceda;sulhd af Lcmjunthrm wekihei ent -

specific data and fi the encoded subset al.
AN, 1 oaBRE e ZEer sl Ay SO e b Ak S A GIng o s 1 R iknd

articl e agtiflentibetlicORcablehles: SRABREBEESs fo Bakdiated Red AGelcRNinedioded
first data set, decoding the first data set and conparing the decoded f| rst

data set advinseal weawmsr-ordmgao g 2 sgpgnag Uigenpiest whepathenyisd perhon! pinclude
surface, JAQ) rqert B FkddRd &Ihleda@ﬂ)ﬁmfnlaﬁhﬁ@’ th@tialﬁ RGatirgq6 @lcvcﬁﬁl.& & fe-avifiehiiciicad
CCO

article. ding to one disclosed enbodi nent, "enhanced data _security can
be obt ai nuds dlmvsndpmﬁionedaw tvehatrﬂwrﬁgceofﬁhem%wblada@t«écdéﬁeﬂ@et on an

obj ect f%peng; &H&%Jc' Worﬁv.%h@?&b(g&h@g‘?éz g{jﬁ%&?%d%%ﬁ[:ﬁ&mw fﬂhé‘&yednn%de

searching a rehensive co ectlon of
dat a st oriedgd ofrthdglaubym pltgmésstp ngdlsgrrsmem)( sy b@ﬁscdm eeritp tisit Vwi@med articles

to det er m ﬂlcnmp vg'll"lOIpd)wdu,Egd ﬁn%li)ﬁ ru_or(? ﬁf' l?l% l&%%{flCd%OPXf MVIL os_g {(])% \L.?fM i ed

CO”WUﬂICéFIOﬂ enco
(di vi ded doaudy araihmeahods for making secure documents and/or markings are disclosed in U.S. Pat.

Nos. 5,393,099 (D'Amato, February 28, 1995); 5,380,047 (Molee, et al., January 10, 1995);

} 5,370,763 (Curicl, December 6, 1994); 5,243,641 (4,247,318 (Lee, et al., January 27, 1681);
4,199,615 (Wacks, et al., April 22, 1980); 4,059,471 (Haigh, November 22, 1977); 4,178,404
(Allen, et al., December 11, 1979); and 4,121,003 (Williams, October 17, 1978), expressly
incorporated herein by reference. U.S. Pat. Nos. 5,464,690 (Boswell, November 7, 1995)and
5,515,850 (iviickka, et ai., Aprii 3, 1950}, expressiy incorporated herein by refererice, relate 1o
certificate having holographic security devices.

It is known o provide a number of different types messages for cryptographic

authentication. A so-called public key/private key encryption protocol, such as available from

RSA, Redwood Calif., may be used to label the workpiece with 4 "digital stgnature™. Sce, "A
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-23 0 8 JUN 2004 article to be authenticated is read and processed, locally
or renotely, to first check consistency between the divided parts, and to
provi de bionetric authentication infornmation about a presenter or bearer
of the object. United States Patent No. 5,932,1 19 (Kapl anqj @ zdﬂ August
3, 1999), and WD 97/25177, Shachrai et at., expressly inc $§ Nilkd herein
by reference, relate to a | aser marking system w th associated techniques
for authenticating a narked workpi ece. | mages of marked objects are

stored, Medtodrey cnm.aug Imegltnl Sigh@dreh mtnmgima(cgialraﬂaagesenan 8¢ &r Lt Rivesigh. a
secure certifi henticity, ding .an i of the marked

by oct . SRy AdE e ComBigion of ACMANDT: '%éﬁgfwaﬂ?té%ﬁa%m%ém stics
of an ohh&ffordkE hiteh

associ at e%%wth t he ?ﬁ%ﬁé\c#ﬁi?ﬂf&gﬁ%#gg{?@r‘&;n t| c O&QQngE% neas ed or

recor dedlpp@nddlsmlﬁoadlm.fvoﬂlathahpd wlwctRmynTtadmdcktmgmmmgtmmmsebt jnor in a

dat abase_ Advant eousl t hese SyUrenment s t| C be
dor | veq TP GOL SRR s calfS ABRE KGR RO FEL S Ie GF POl Y

mar ki ng apﬁ@ﬁcﬁﬁl&d wlilﬂ tlfca@kodlﬁg’piﬁ{yOUb&gus%Whnk pRgR ke ANAe Scophel rﬂ&s@geﬁ@' nter to
t he i mage, serial nunber, the neasurenents or characteristics to

be corrpaﬂceah?{eée"ﬁmc'B@U&e‘?féhmrﬁe‘ans partyavprdise dn Uik sshemsr Be carodinediay t o
such a sgheps, bcﬁ#\gn{?&i §iGhe &&xt.@&oﬁ%ﬁﬂ.}{’&@&ﬁ% M qoMnylhl Gk dplEandef  POI Nt er

to a record of at abase contalini'ng t tare atlngtotheOJect to be
aut hent i rcattlegomnipjcatiers|boween plroenatesonwedkatsi |tmg1st1a: sehanaof damdstamxscpof t he
obj ect, t to repeatably ter

subj ect i \\I/\lgér ct“gﬁ'é"g d"%é?%go'f ?lm‘é%iﬁf"ﬁ‘g iifﬁ Wl PIH ‘FH’@ cnmﬂﬂ yf%‘F‘hge of

t he obj emtccmman a@pﬁogn‘"apﬁﬁ't EERH Tand. heirhtichyrhasy, Wel. used ;t;pemessdy that the
obj ect '\i her]lti V\:hl l e pr %ﬁl ding a tangible record of the

i dent i fiRAEMBRF b 61 ReCPYprklerand By dlidigg aipiien dpdSiERMEHY f or

maki Nng SReUGE M%a&mmtxenan%wzn?@nm.a}gﬁh@he vl smzas 12@ 390 cpfdthber NOS.
5,393,099 (D Amato, February 28, 1995); 5,380,047 (Molee, et al., January

10, 1995P78: Hatgpd Shyir( Haw @lprovosessy érpr@:ucalggw}lomeozdmmewomngmnym
(Lee,

950) , *4"0L5"y TR p S0 24 D93 A 105 sl oy ey 3

Decerrber“ltmllurqgi.?@)ﬂ!ma'ri‘dhlwndZI.btmO@ol(Mmhdardirmgl Tectrobgy, D7, ME&) l9%kpnessl y

Novenber o1 10085 A RGN I B kgrelBea o BRnGR WERTNER oo

i ncor porfave & rivgo il %ft)yppr 84@B¢M eemcqsm latc&pdimtcd hedein Byl :eﬂ:trcemcha)ﬁm@chol ogr aphi c

securltyndod i %ﬁ“ H_,#%ol rtow de 'I’]L1 er Olfl i f er § H{ges
messages !F Ijjt bfb&“r"ép ypcanc ption system, which does not allow u:o n&,o 1

requires involvement of the encoding party, who decodes the message and assists in
authentication.

U.S. Patent Nos. 6,028,936 (Hillis, February 22, 2000), 6,021,202 (Anderson, etal.,
February 1, 2000), 6,009,174 (Tatebayashi, et al. December 28, 1999), 5,375,170 (Shamir,
December 20, 1994), 5,263,085 (Shamir, November 16, 1993), and 4,405,829 (Rivest, et al.,
September 20, 1983}, incorporated herein by reference, provide encryption and digital signature
U doturnem conient distribution schemes. U.S. Pat. Nos. 3,600,725 (Kueppel, et al., February 4,
1997), anc 5,604,804 (Micali, February 18, 1997), incorporated herein by reference, provide
public key-private key encryption systems. U.S. Pat. No. 5,166,978 (Quisquater, November 24,

1992}, incorporated hercin by reference, provides a microcontroller for implementing so-called
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authentication. A so-called public key/private key encryption protocol,
such as available from RSA, Redwod Calif., may be used to | abel the

wor kpiece with a "digital signature". See, "A -24. 08 JUN 2004 Met hod for
otaining Digital Signatures and Public Key Crypt osystemngdw ?% L. Rivest,
A.  Shamr and L. Adel mann, Conmuni cations of ACM 21(2): -1 (February
1978), expressly incorporated herein by reference. In this case, an

encodi Ng REHA §chened ag.st Pfe i iat ri

so-cal l ed private key. T‘E)qu:ggggmﬁ eépr%%g}%géﬂlp%r{g @321 g&rcqt\r?’m"corggr@ggl on of
a second hewineby whirense, proyidtsl Arcerimddalbdigit evaictmanhycheenedi st r i but ed to the

public and i codi ng part Upon use of this public
key, the encr??ﬁﬁf Sé‘ﬁg W&‘B‘E‘gf‘gﬂe e, &6{2361 k eENES By rerPeraed encodi ng
party vehedelnag refeterchipioiadi@Micthbd 6f ficRdi:Ndg B?gﬁﬁlb’dalﬂ%@ﬁia@ﬂ&asP{%rﬂcﬂfsor med of
the verification procedure. Known variations on this schene allow private

communi c A HYE MREiSRE ERVIERRMEP@EPYPOSS OF mt%@wﬁc.@nédmna} Efmamhlmqurl'agct he

data exc ] rocedur es

o1t i 6 agn MR SRR aRRl e R RGO Ao R O e S B vt

| nf or mat powsiblt @mthentidodd difitel A&) coxpain Adid-rihds quabliN@Re anl O &nsRictéd frdvRr Kl e
and M E n,."Hding informatjon and si gnatures in trapdoor

knapsac ks“’ldegfl na'mhbéﬁ*élporl’%fjé?f"ﬁﬁﬁ MIPF RS kayolo vanfy soricyed or saxived digital
Sept enbetata 1A Gataniedrics 206k10PBIOm héRWidved B r@é’&véﬂ%fasﬁé éomﬂ'}%.wﬂ?al'n lar
solutions to identification and signature problens”, Proc ypt o éé pp.
186- 194 {REdRrsRcsLalspiped toythye regninved pf r@equdmn@i data. Jiligicomparisen goatrines the

al gorith Mo n Draft, . August
1991; andm e Fgmgunr&nﬁ &Hl% 8 "0% SI s 0 ‘Qlé’lb'h{}f:lmm%doémf’ ¥5¢h based
on’ pol ynéigitalldagubsti t ution”, Pr oc Crypto (1985), pp 340- 349, expressly
i ncor por at ed Iy b enc not her. .encodi n rre uses a DES-type
encryption sys ehr%ﬁ V\hyh'fjf' ‘c'fﬁ'd‘um" ’f“‘%i’?"?tb% ‘H@E’bﬁ\crﬁid‘a&fg "#Hé‘ L‘H&%ﬁ@é"’by‘ t he
pﬁbl i ]?’ butmaoive yndays @whliditd digitkl [Hﬁl}lle]Oi%&ﬂll ﬂl(&gﬁﬂ@%ﬁﬁ Wa%%m:; P%dgérhoa-ﬂ' S

t her ef or uires. |n venent of the encodi ng part o decodes the
nessage g‘rhlﬂwaeg:gfr %”it‘h £\<j'(d$3ﬁt%mmhy Stgeanogmaghi e LK%‘“‘BWGYES’LQQB WHillis,
Febr uar yBaier, 498uhl, fadid IM3Rmo{0AN dBEhHRIueObr gltaiHldlEEbrPHﬁr gPl:lE b%qog)tmd

6, 009, 174 (.Tat ebayashi et al. Decenber 28, 1999),

Decenber %‘0“"’?&9’9‘4‘)“385“2%%"19‘8?&?%5?714 9-10dRkenth@9S. San Jorggéy-f Hmjrcﬂnrﬂ@s 929
(R vest, aid isdhcorporRBPhGRRDY &Brendd83) . 1 ncorporated herein by reference,
provide encryption and digital signature or docunent content distribution
schenes. U. S. Opamethpgs! inprasiog a/dpsal Wwurempek is getendty G. Taedmniam YA hpring

Ownership Rights for Digital images,” Proc. Reliable IT Systems, VIS ‘95, 1995, edited by H. H.

Bruggemann and W. Gerhardi-Hackl (Vieweg Publ. Co.: Germany). Anotier method is given by
I. J. Cox, J. Kilian, T. Leighton, and T. Shamoon in "Secure Spread Spectrum Watermarking for

! Multimedia,” NEC Research Inst. Tech. Report 95-10. 1995. These refercnces also are
incorporated herein by reference.

Unlike the checksum or digital signature that calculate a measure of the original data,
digital watermarking tcchniques modify the data in order to encode a known signature that can
ve recovered. The presence of the hiaden signature in received data verifies that the data are
unchanged, or its absence reveals that the data were modified from the watermarked form. The
method of Cox et al (1995) supra is designed specifically for digital images, and it is sufficiently
robust to survive even transformations of the digital data to analog form. However, all the above

methods proposed for digital watermarking generally detect modifications by means of an
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1997), anti 5,604,804 (Mcali, February 18, 1997), incorporated herein by
reference, provide public key-private key encryption systens. U S. Pat.

No. 5,166,978 (Quisquater, Novenber 24, 1992), incorporat @ qﬁ&%hn by
reference, provides a mcrocontroller for inplenenting so-c i b5 0 8
JUN 2004 RSA schenes. U.S. Patent No. 6,002,772 (Saito, Decenber 14, 1999),
expressly incorporated herein by reference, provi des An enbedded digital
wat ermark sc 65,1 9- andford, It. et al.. My 16
2000) | STRUSIEuiEs -5 sl o) ledr e FASTRY i Orgipt b B i o

aut hent i caistq@ndy, gharetx;@tahadsmmoamnmaﬁur@rmmlshc dXehe of BE chiRgésaidde or

envi ronnment al purposes, or forensic purpose, and destined for archival

st or age (0 @pumrtaﬁmrscswhmtlh‘r saghed i cacanons bk arsemarking rgihes differ
t | dat
cor Pt | 8n e ARG igf LN LB RAR nloBiodPRIALAL Gy bAE NERGLELEH, il ip! data
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received digital . data, t data-netri cs cons ed fromthe retrjeved or
recei ved datalsgr Batery ntg‘érr%{]ﬁ\va‘@nﬁéﬁ 9L gk J“G‘é‘f’ég n'é@h ExPresay di!ﬁ"él?%"‘; 7Phe
retrieveg, @ferkiRESEMRY 1ol guhah dﬁi@L@memopemmﬁamaﬂm HaRSSIrbMa sedp€at i on
and measures the amount of nodification or corruption in the retrieved or

recei vednfcmmgil@rarouwt A dqve-'tchbétscl@wdtform:@evmaIuifqerrquen ﬁ‘pﬁriwniﬂs elspretlie hi n t he

data bei nﬂﬁ:t %ﬁ&é‘n {(')tu Eg'u?\ A %%sr%&a\a% 2 .rﬂanHd‘(,%b s lﬁ'éﬁ%rgﬁu‘{ A E% fipgi tal

data. Di d to data ng general ly
into thedcfcr)@lm fof uset 'E@.’Bdl@giapﬁipnscst (egamgpm:rhiwmgmnhmpﬂs da\r:e: ‘rnd\u dispby by W
Bender, Mor i nmo | di

Exo chnlﬁq s for Data &_’l}—é’l' nrgd " Proc.
SPIE, St "éﬁje“’éh‘d"‘*"ﬂét"? PRUALOD ¢, T‘H&dé H’d“ PrERRHIPEEES ilvi = Y
1995, Sadarrik@fiicviea) dobipled 1 ®ie EQ&IPIENER r@lieand BreisREQEPRfhAGbREM IR DY
reference. One nethod of inpressing a digital watermark is given by G

Car onni , infaymaaisipurgeg(c) ofdpayRifnsicRiCgHoupied o thy gerrrter) {opgessyp ﬂsrabk:‘d“Rer i abl e
| T Syst eﬁﬂi‘uor\llﬁlhcg%lwég 9:5(): B E ?Q.np\\{,dl'[’ronhhc (L MARBRRARARM M) a data logging

Ger har dt - Ha (Vi eweg Pub . Germany). Anot her net hod I's given by .
J. Cox, dchcKr ¢qua2hd g lhcl_cemgmcorﬁor maudainingShdurplon of he'sdeeted efcspweeuasspemrum

vat er mar ki 0G4 fbm . Mﬁllﬁfo?ﬁ‘iﬂo"ﬁ s'éuJ\‘E?rmFE% 1&1“/\&1%&.% ofec%t'm S Iu?a 40, 1995.

These ref€erences also are I ncor porat ed Her i n erence. e the
checks unmnana cbagn!& altorsatgnaby, u:icetrbinaallycalﬂedjioait Bagl *-maas[rthe sdéctttthmdoicclgpmél

dat a, |t1a I\‘NatggonLB ﬁd“gotechnl ques nodify the data in order to encode a
known S|¢} APiPe @ 5 &
: U.S. patent application Ser. No. 5,394,469 of Robert Nagel and Thomas H. Lipscomb

discloses a personal compuler or "host computer” a CD-ROM reader and a "decryption
controller”. The decryption controller is addressable by the host computer as if it were the CD-
ROM reader. Upon receipt of an information request, the decryption controller initiates a request
j to the CD-ROM reader for the desired information, retricves this information, decrypts it (if it is
encrypted) and then passes it to the host computer. The deeryption controller is thus
"transparent” to the host compuler.
U.S. Patent No. 6,044,463 (Kanda, et al,, March 28, 2000) expressly incorporated herein
Uy reterence, iciaies v a method and syswin for message deiivery utiizing zero knowledge
interactive proof protocol. ‘The message delivery system guarantees the authenticity of a user,
the reliability of a message delivery, and the authenticity of the message delivery, while
preventing an illegal act, and which can prove them at a later ume. The system has an

information provider terminal including a user authentication unit for carrying out a user
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be recovered: The presence of the hidden signature in received data
verifies that the data are wunchanged, or its absence reveals that the data
were nodified fromthe watermarked form The nmethod of Cox gzt ﬁ:z {]£1995)
supra i s designed specifically for digital images, and it i S0 SHFEi entiy
robust to survive even transformations of the digital data to analog form
However, all the above nethods proposed for digital watermarking generally

d difications b of an -26 0 8 JUN 2004 '. ,
o o ahr R R ERRR o it g R RS B RRRLRANREL 2

used.  ConsE@uRiitky acchRBiLoWEk ke W, akd b ichisniigiomBaguserdnsmany Wekeaiskr 4 he
extent of the changes made or to estimate the precision of the received
data. Théirbrieigaifodt uh ¢ nwaties biokeglivrsechigdle wer B epciPhareiceerdingiight al

si gnat ure. 1 Qs uRM TRk W BYa BECRGK bIY ESTR! §siciNibods HST NY
the di g?‘ftatﬁciagtb%gﬁﬂé%ﬁg}eggﬁ@:agwa(?gr n}Jar k,I tﬁus ‘el i mnati n\‘g?hltche_ r?eed for an
appended uvalitreinalirSludRgtientssige. redpb@PyHvfer (akimgealu} thetwosk key Weahyumimg avleast997) |

I t her ej b f , I to a Nell
ppar at udha e B eiemadhs Bt Brdbrone e Sl SRR RS on

sour ce. éuda}ﬂc @r)jpﬁ)sytjuﬁﬁbpsgdgﬁ@rwdrgk,;)jw\_/i ng i nformation from_ a secure _
electronic information source, wherein at | east sone of the information is

in encrypted Ho¥-hatentNemy %55 dPeiogpeed- fdy 295@9*’#%@";&%%F‘E@fl’eﬁﬁ‘b‘r‘l%“é’_é!’Y(a)
a_Comput Gl AaY bk 8 LyIRM PINUGey BPCken e RhRK ofdRK Gy db@lmS el NG

i nformation retri‘eved rromthe In tion source; "(b) an information
r et ri evalsysaviaskmethod plcd datt praok hacospeuifenterf suchnet doewmeny hivhleces s ¥tacd
information fromthe .information source; .(c).a decryntion.device, coupled
Lo, the: coRpBRRSTRegRy Sl P a R of H s S e AL AP Ay

i nf or mat ispeLifiiishé eV Bl nfap @R tce proabesinich anbys slindiag o amd coph dacudat@ | oggi ng

device, coupled to the conputer, for paintaini a datg | og of thg selected
i nf or mat ifee caBlyjthe big map gy GO PG 45 W‘?Eﬁ"&ﬂ%ﬂ?ﬁgﬁ‘éﬁﬁf g% SHEGSEA pt ed.

Accor di Ngch@ ihé"@uthWl?.@ﬁﬂ:Pﬂs thé U:‘;rlbisgb&‘?ng £ SRk AReur (Brpdatl OTBI G akdRgme. The
el ectroni calfg added"to at | east sonme of the selected and ,decr_}/lpt ed t

i nf or mat ioswinahdrFument heodfarercicoltionpighe pengind 45a¢ CRETFEIILGA 0! hgggnature
5, 394, 469&9I‘q1§99 %(ctcom%licuﬁ@rqn%%?fmﬁs !Tlrcs'ultﬂﬁg%mmnﬂloﬁ%lf ArkRiald s@nﬂrp%vf@:ls
conputer or "host computer” a ROM reader and a "decryption controller™.
The decr ygooé!mf theomtheolidigrofits: deneefsbdbdasuimgnt he host conputer as if it were

the CD- ROVI rﬁﬁg.elga'cn'ip\?on Srﬁggbﬁ) E gfl'caﬂp%gw ,i CQEFCL‘SEF?Hl%g ru‘t%q\cﬂ:%% ption

controller initrates a reguest 1}40 the r)ea er tor e desire

i nf or mat ireRencEréliey e khidy imforomir: dor,claeoniy phissacdonsi A pleraliy of
certilication authorities connected by an open nclwlbrk arc interrclated through an authentication
and certification system for providing and managing public key certificates. The certification
system with its multiple certification and its policies constitute a public key infrastructure

! facilitating sccure and authentic transactions over an unsecure network. Security services for
applications and users in the network are [acilitated by a set of common certification functions
accessible by well-detined application programming intertace which allows applications (o be
developed independently of the type of underlying hardware platforms used, communication
networks and protocols and sccurity technologies.

A digital signature standard (DSS) has been developed that supplics a shorter digital

signature than the RSA standard, and that includes the digital signature algorithm (D5SA) of U.S.
Pat. No. 5,231.668 (Kravitz, July 27, 1993). This development ensued proceeding from the
identification and signature of the U.S. Pal. No. 4,995,081 (Leighton, et al., FcBruury 19, 1991)
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encrypted) and then passes it to the host conputer. The decryption
controller is thus transparent” to the host conputer. U S. Patent No.

6, 044, 463 (Kanda, et al., March 28, 2000) expressly incorporated herei n ~y
refers ne, iclaics Wa rift titan and sysecrn for nessag@ diiNi Nlry
utilizing zero icnowteage interactive proof protocol. The nessage delivery
system guarantees the authenticity of a user, the reliability of a nessage
del i veryandmwcchmgafmmdmlqewsqham Itcmé"dWES%{dg?e Pate Nov#200,7{(hiHedimapradabnt i ng

o e ab. A MU B BB P ARt .8 2E A R KBRS o

i nformati 18 menal 9 A user aut’ henti ca I‘on “uni
carrying apdih S&\gU&ESchc&E E!BchM\D&&% uogaml]hhe’nt!l ld:lat‘mmmfhcfmtahmmfsrmauancor di ng

to a zero know edge interactive proof protocol using check, hi ?)
gener at ed "5%‘6’01"%!1&93 I Hlo; 4. Jb A RBR A Whé‘rhd“‘éc’m‘%fﬁ'é'di“g’é?%ﬂc‘ﬁh‘?’?‘“ @'Jr"’fe‘e“ce
transmtting {ps tBGatRE 6,641 'ﬁjd,F(bﬁfscﬁlﬁﬁgr r@m‘cﬂ 2000y, xRS HAdorPbrad herein

delivered to the user I's enciphered atcording to a secrét key cryptosystem
by usi ng tyhefermrd rdiaes tdja rmbbic kmn&hmktum-h@eidlgﬁﬁbf pindadapsREstysieas e user

by Usi ng 6 Panrmm Ve ERaER HiEFecket Bttt s R el ey ™
deci pher i2ngo) %@ Fukdpeai Pt pg.pﬁemn @B@Q’IG exﬁram 1ae¢crp@m,hayrcermprcmmt em by
using the work key W U. S. tent No. 592 551( y 20,

1999) ex pY'E@SMP‘BI %Wﬁfémtw magkuEh ipail. - dSe PagptdNo- ér%?é@% @)%f’c%ﬁéi“em and
met hod f ?gﬂ%ﬁfb& 4 'l%&?&[ﬂh Hgv lrQ:fc)BJaﬁftgj' &beiflﬁwt §iscldR8 a pAY&L /&Y ABdod

nmet hod f Itate pro at“a specific 1tem such as a docunent, has been
sent vi a far atloamticming abstage maskiingsn Asiw@hutasnttcmommdlc (DALY iscferretd froma i t ed

States Pastal Serv specific X uced,
such s DyRER AP rordes iR Fwefobk T o Blplep R, TiRER b ﬁﬂi :
conpr ess aghniditdgDES Yt @mstnrd'nnga adith 1h.8shedNo. 'Bk%’tﬁa%EIﬁd‘::hreci:ﬂ $lirgn Dy a
certifyi nP“ t hor.i ér B such_as st gﬁp% 45 % Ff' stent| c\'/qmr&forgeabl e
si gnat ur é® %@Pﬂé‘l‘fﬁ’“" His bipg ﬂ?“ﬁ'é'P dBEthmehet l? glfjré‘ neRr LA, lélotcl"on of the

string, adighdardsdslidaBRR)esentation of the signature are sent via the
communi cation nedium As a result, the conbination of nateri.als sent

provi des pr odfhesptapm e guciphsied BRISYEIRCINGES aeAfGRaue LT IS WS Gent . UL S.
Pat ent Nocha.élu%ﬁﬁté f& d(IMéFI&legOﬂ AR id scBEme, AR kodi8X PA8SRdel nbieQhRPinad 6lihe

herein by reference, relates to it securlty infrastructure for electronic
t ransact |mm$|catmnp1r@ncdt|xrpt y of certification authorities connected by an

open networ k afy%igapén%wpﬁhl?atgcpdc}cmnghl%nccﬁiﬁhg%ﬂm&tlhﬁ%;inQ incorporated, in whole
or in part, in the system and method according to the invention, Lo produce secure certificates
and/or markings, are disclosed in U.S. Pat. Nos. 5,422,954 (Berson, June 6, 199%); 5,337,362
(Gormish, et al. August 9, 1994); 5,166,978 (Quisquater, November 24, 1992);
5.113,445(Wang, May 12, 1992); 4,893,338 (Pastor, January 9, 1990} 4,879.747(Leighton, et
al., November 7, 1989); 4,868,877 (Fischer, September 19, 1989): 4,853,961(Pastor, August 1,
1989); and 4,812,965 (Taylor, March 14, 1989). expressly incorporated herein by reference. Sce

~ also, W. Diffie and M. E. Hellman, "New directions in cryptography”, IEEE Trans. Information
Theory, Vol. 1T-22, pp. 644-654, November 1976; R. C. Merkle and M. E. Hellman, "Hiding
information and signatures in trapdoor knapsacks®, IEEE Trans. Information Theory, Vol. IT-24,
pp. 525-530, Seplember 1978: Fiat and Shamir, “How to prove yourself: practical solutions to
identification and signature problems”, Proc. Crypto 86, pp. 186-194 (August 1986); "DSS:

specitications of a digital signature algorithm”, National Institute of Standards and Technology.



and certification systemfor providing and managi ng public key
certificates. The certification systemwth its multiple certification and
its policies constitute a public key infrastructure facilitating secure

and authentic transactions over an unsecure network. SecuritB d@ﬁ@ﬂ&es f or
applications and users in the network are facilitated by a set of comon
certification functions "accessible by well-defined application programm ng
interface which allows applications to be devel oped independently of the
type of underlylnaphardmare glatforns used, communi cation %ﬁtmorks and

pr ot ocol Brafdugest ?k'yn@é!cﬁﬁ rse Bitfin, "dinglysisof 8 publickey aPrrpachpared qnpss) has
been devgf, g.ﬂ:gﬂajh BluRiP, Bro t(ﬂﬁ‘g%ﬁ) F. 8ud-3ho, &bﬂ&%tmﬁn&héﬂ e BSA

standard |nc igital 'signature aldgorithm (USA) of U.S.
Pat . rcﬁ;ra&b 6(8 1. 668 (Kravitz, July 27, 1993). This devel oprrent ensued
proceed| ng fro e identificati n an natur e

4,995, 081 (Le ‘i“g"rﬁis“dr‘l" P'é’t"'dglc“d‘"lft&b‘r” P'ix“‘%@" ‘?‘B@Yf}“ "o‘gi‘r‘1 L']‘@B(ig a'nd

pr oceedi &gmt:ﬁ:q?utfraeedfmfom.bammffa&ﬁp;cdmg boerldoded diahe object, 6, t8AGE a0
(Hel I man, et a ril 29, 1980) or fromthe El Gamal method (El mal ,

Taher, " sxcmtbrqu onkesdedy hrsached ot @maicaﬁ@l@@rﬁ‘fﬁghﬂda?"%&?ﬁ%ﬁ% BRI r et e
Logari t ik, is avi l.#}lcv\tkfaunﬁqgsmﬂﬁlcﬁﬂﬁ F&jtﬂﬁ ! PPim %Q&cyma)yﬁ?é pro“ﬁc@% anNO. 4,

Jul . 198 arc expressly incorporated herein by reference.
U. S. Pat ﬂphariﬁmanﬁ 50 of 04 dighaus oldingrc i linkerbahcadg ma2®0 G)scrieodpyids 518,512

[ ncorporat reference, relates to a public ke -
i nfrast rEPH‘E %bg’g‘gﬁ" ‘}Jdﬁgq" B 1of 90'5%%'(5’3’8 "ﬂf&’é’t’%{lo'é gs$§? B?ng:"ge%“'r 1Pesd oy g
Pat ent Nﬂgharﬁrr%l sBihg by Bl @Rl ficalVedsCdT tlplac2Rieft)of abla@eBecabAs, (Butee ce, et
al ,, 2000) and European Patent pI i cation j_go 270, xpre %
rKi ngs

i ncor por alzl@eprﬁelmrﬁow PedubiigRcind Oﬂwamtﬁ cSFEMps ah t"éEP“ﬁB‘S Qgac
to mail. \Uudur RREENmINGE, 05111@@@% 3G r(lW:W?iﬁch nﬁidu@hﬂn Eaepb e linckéhsink899)

expressly i ncorpordted herern y reference, discloses a private key net hod
for aut hesrnplomtedey ipostay monadikiavydo read ded decinbefent i cati on code (DAC) is

formed Trom ! RS s LRk fmrﬁﬁnﬁgéénaepﬁg,g?gg?g% s & ieanendiaf: 8009ori gi t al

si'gnature. The a encryption sta rlthm disclosed’in US
Pat. No. 1r8rn|9ﬁ-2mﬁﬁa‘c(tlﬂn‘s pspmuchatiahs in tlhmakm.'ggﬁﬁr)tw rsay bdexipksirpd &ppl ied, thi s

bei ng desc | bed. PS P B 113 (Federa nf t P, St andar ds
Publ i cat f“bl ““cﬁ‘@ dﬁ't"é L) [FWem'd'e ‘ffﬁv'f"'e‘JdWir]r'ﬁlég‘ﬁ{% Aln%lg f“‘tﬁlcrzlglgﬁgls‘ggtg "of uni que

or quasi tddhmhigues. for cophizacd gink ity asaviiMblaUT e d maﬂtingqmttcrhnc%tch |app!gadhlemg t he
enCOdI ngstgr?éd& mrc.]:gnesd mr.};? tprotzftedcl arlllfo([))rp(r)rrltaudnlt(y)fffog cb:ﬁntcn}/fcel{ }c];llst(z:lg'tt llt.dturc 1d %%ca 100
In like manner, intentional or “pseudorandom” irrcgularities (seemingly random, but

carrying information in a data pattern) may be imposed on the marking, in order to encode
additional information on top of a normally defined marking pattern. Such irregularities in the
marking process may include intensity modulation, fine changes in marking position, and
varying degrees of overlap of marked locations. Without knowledge of the encoding pattern, the
positional irregularitics will appear as random jitter and the intensity trregularities will appear
random. Because a pscudorandom pattern is superimposed on a random noise patiern, it may be
desirable to differentially encode the pseudorandom noise with respect to an actual encoding
position or 1ntensily of previousty formed markings, with forward and/or backward error
correcting codes. Thus, by using feedback of the actual marking pattern rather than the
theoretical pattern, the amplitude of the pscudorandom signal may be reduced closer to the actual

noise amplitude while allowing reliable information retrieval. By reducing the pseudorandom

signal levels and modulating the pseudorandom signal on the actual noise, it becomes more
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Typi cal encryption and docunent encodi ng schenes that may be incorporated,
in whole or in part, in the systemand nethod according to the invention,
to produce secure certificates and/or markings, are disclosed(ignjy.;fy Pat.
Nos. 5,422,954 (Berson, June 6, 1995); 5,337,362 (Gorm sh, et al. August
9, 1994); 5,166,978 (Quisquater, Novenber 24, 1992); 5,1 13, 445(Wang, My
12, 1992); 4,893,338 (Pastor, January 9, 1990); 4,879, 747(Lei ghton, et

al ., Novenber 7, 1989); 4,868,877 (Fischer, Septenber 19, 1989):

4,853, 9611(fﬁals|t @rdupk\ugfuélp nlarkmags@t) rnoe;rmlﬁwulsmdc%smem}q without/ peipri 14, 1989) .
expressl t reference. See also, W Diffie and M E.
Hel | man, &8%'90 i gg:ﬁg% g&%ﬁ%t ography", IEEE Trans. Information Theory,
Vol . I T-22, pp mﬁrﬂﬂn GEaﬁlllldNQv;&hinethch&?ﬁmyFBL sﬁ:ulll}hfoklklg agxithblel Picferdtidy,| man,

"Hi di ng i nf ormation and signatures in tra 8 kna sacks" | EEE Trans.

| nf or nat iHfEraHRfpymatigg is cncedesby cagh metiod, '%0 ¢ 05t @ tafy formpaligy  ang

Shamr. " I { fication and
> gnaturé‘h@rﬂ‘o‘%ﬁe Eﬂ.‘(@c%’ﬂ@ﬁf@r{cfodm sé\ﬁ:?ﬂe@éﬁ‘o lﬁﬁ’éﬁtnfozﬂ?txhngragﬁt Aenle fleatio

specu hcatspmnspmdtolactdc gultdaeindsnggmm(mmaatbrgdhuat hased oNgiei pyesaimphion that ut e of
St andar ds, and Techno -29 08 gust 199 Fel |
and W DeEfPRing ARSI Sp Bt M BEna) BE g e me T oss A phen
subst i t utfbOvrifyilg @@ -infoFiaion mdyltiiShide apfilabRAM BhhecaXpy eSSl y i ncor por at ed
herein by reference. |In order to provide enduring aut hentlcatlon it ma

be desired thdmomngshpiaaeciogusng IR B\*ﬂ‘%’ﬁi‘?i’éo’&f‘?fﬁe‘f‘éﬁ?dl"ﬁﬁ“&f AT
di f Fer enteo5 Py ofRcGREARALhE brlrEKARI £E UisciBRURRLS I N8, 5,361 Ly Of

one code |s reac ed or threatened to be breached, another, generall nDre
conpl ex (8wde, cti ., Morithbes 22, F394): Js283i4R2 pisbrntink dicbonry FoPoBx anb#.814.

primary V. f 14 digits. In
addi ti on%ggrﬁhnﬁledér El)"p“hoiéloggébr)ﬁa&pgqul?n CBB’%B‘H%E @%E%%&ga‘% synbols. A
further 2-D ann aydiodn tpcuemgs;nm;edfer infiraniidrechniedt, o, t@snakipgs, tiey object image
superi nposed on the | ph meric strin t .modifications of. the

pl acerrent“"‘B’f“'%?B?‘*éﬂ"li’ﬁ‘cé Faheﬂ“s’m“%dmcg i gﬂf%‘f ‘r“%r:@cr"foé‘sglm‘eﬁo%arpmmgfﬂtw%| on,
and ot herjg&iidichionsd hﬁﬂﬁﬁcl\/\ﬁh ﬁ:ﬁhgﬁ@&ﬁrcﬂ@h&ﬂt dbide i$ Quﬁ:ﬂre@dﬂlcliﬁagddftbcbout | k-4k
symbol s, or higher, using multi-valued modul ation,

i ncreasi MGEYMPEYHAIESE ivBERcomRared with (e storedymasgapg i”?: ?&Eca“"ibé%‘iﬂ‘ anplyjzed
deci pher. fofﬁgﬁ:ﬁc;{ﬂw%&é Afeiehids Gthy e ah A z4Aah MBI auborPatidally. Wherdk@gddan, ct

al ., August 9), intrinsic inperfections or perturbations in the
mar ki ng proheser oty chde knpeirs; thisds £56¢ 0 miriave Ad@bast scordrgagssPordisgiq ten nay

be provi q)%ﬁiccm |F\Da ;ﬁ'gpé?@/ lﬁs%'bé’t‘}QQh lIQLH:nIlq{um\ﬁ@l" &lRode. Where the code corresponds (0
characteristics of the object and markings, more than one record may be retrieved for possible
matching with the unauthenticated object. In this case, the information in the database records
should unambiguously authenticate or fail 1o authenticate the object.

United States Patent No. 5,974,150 (Kaish, et al., Octaber 26, 1999), expressly
incorporated herein by reference, relates (o a system and method for authentication of goods. An
authenticalion system is provided based on use of a medium having a plurality of elements, the
elements being distinctive, delectable and disposed in an irregular pattern or having an intrinsic
irrcguiarity. ach element 1s characterized by a determinable attribute distinct from a two-
dimensional coordinate representation of simple optical absorption or simple optical reflection
intensity. An attribute and position of the plurality of elements, with respect to a positional
reference is detected. A processor generates an encrypted message including at least a portion of

the attribute and position of the plurality of elements. The encrypted message is recorded in
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techni ques for copying are generally unavail abl e. Thus, a marking: pattern,
even applied using standard neans, may provide an opportunity for
counterfeit resistant feature identification. In |ike nannergahﬂgﬁﬁkional
or "pseudorandom irregularities (seem ngly random -but carryi
information in a data pattern) may be inposed on the marking, in order to
encode additional information on top of a normally defined marking

pattern. Opﬁyﬁal_] hdsb&GEdnALH {18 ek Mrd. e cIERickds A8 RERMHBHIiCTRYic Bk UMR th't €nsi ty
nmodul ati on; fine changes in marking position, and “varying degrees of

over| ap oftribute ksqucfenblyta pokgizatiin ¢rolichroik nuwd vehighemay vark evertbolgngih opafiber n,

the positional .irreqularities wll pear as random ] | n

e ent c i SREHARRBY N8 i uii e PRRERNRAT mSRRETY) b AiherRERed B
pattern isgatistitaPloleties,alscdrond veaidd aidppiag SEthp alchRAt of ihk nidiunk avithdeskqialhe t 0
differentially encode the pseudorandom noise with respect to an act ual
encodi ng 2 ompiets igrse el thamedwm ndslemnngsip be &cgrdedy med nar ki ngs, with forward

and/ or backuangl 6f o, 5395 5EF NI SBAESy 7.11999), idbbrpthdhet AR BPRMeRE, Che

actual marking pattern rather t e “theoretic pattern,. the anplitude
of the psegghsts angoem siagpaividensn Hehenbcuinedrackingntidvetsiem, ant angikcounloifeiging

anplitude while allowng.reliable information retrieval . By reducing the
pebudor amdi g Fen Sk YEFGS ghi Sht Pl e 1Sk R lof el e
actual nGhfRing k§stdieGRIE FicldeRier Sfrdth, WhidiNre A0ortbatible @nd tari i ghypikilzainked he
mar ki ngs, and nore difficult to detect the code without a priori know edge
of the ertébeAthyansenssion links. Mvigenifighle 20d HEiAYS BatkipAacdRofIEh Byl pePn
si mul t anﬁ%géjia\is auer lﬁﬁ#eh e FR08d £t ADbYmaded wh{cheRibics subQE R irRPectisn ahgoded by

. W

each net e nore rudinmentary information encoded in the |ess
conpl ex emrbdenmttenh awinde aCsnwhax a inmiiangragenbis applhediim gn erfeypted patiem and

Spect rophot okLr ii{:iéggtt a%ﬁligfq‘hi: gglg:rerr%ir:zg]fb%rs tnicggr c%nﬁ’nsd b)pzfiﬁggcrqnd PnP:f})th:d

. Areas Ccl{C
presunpt i‘on  t Nat cl‘phering conpl ex codes w1 genera

required iab chadded dath MEhcpalry 0dlsthee Giticp be cdmpakal divcedy foyi segof dughennié gnnestdnon

may be made available only as necessary.. Known techniques faor. using-—l D
unbor s BRFBPEAs PSARET B RV 0 BSeh O 0 M RG o B el e B B
Secur e CeahirkinkGRi@n pRvidIRENILIDYEVARERp et Sifbedng Nlikit nifaicr oNuBhorbyeB6aticd 48
(Storch, et al., 'November 22, 1994);. 5d 83, 422 QSt. rch, - et _FI aorebruary 1,
1994) ; arlelba pEES befgre rpashyrizptiongif reguircd. N profr B9 1pro ‘8’9@_ Jrking,y3piduion,a camer
i ncor por ah e rdd$Bted oPnprfitS MERE Rnprinting dflink eAddEP mRAIHRY aitlp¥ B€ Ehefmlirking
informati on content, i.e.. the markings, the o_bgect i mage . maly al so be
conpar ed inpbthinghandregieal b atheaticatedns aanbie seds. wirsa ey §F slorgkig e ghasg along
presunpt i ¥ieh siored pertinent information pertaining to this specific product. Monitoring of the marked
goods is facilitated by including a unique encrypted pattern having, for example, a unique owner
identifier, a unique manulacturer identificr, a unique plant identifier, a unique destination
identifier, and time and date information.
U.S. Pat. No. 5,367,319 (Graham, November 22, 1994), incorporated hercin by reference,
.provides a system wherein an object, such as currency, is randomly marked, such as with an ink
jet printer. Counterfeiting of the object by copying is detected by sensing duplication of the
random pattern.
U.S. Pat. No. 5,499,924 (Berson, et al., May 30, 1995), incorporated herein by reference,

relates to a digital camera with an apparatus for authentication of images produced from an

image file. U.S. Pat. No. 5,351,302 (Leighton, et al., September 27, 1994), incorporated herein
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identification of an object, an image record in a database is retrieved.
The image of the presunptive object is then conpared with the stored

i mage, and any differences then analyzers for. significanc@g JUNBR

di fferences nmay be analyzed manual ly or automatically. \Were a serial
nunber or other code appears, this is used to retrieve a database record
corresponding to the object that was properly inscribed wth the serial
nunber o e LAGL

o ah&%gn&cev\n?at& .&Q%c&gﬂero.caﬁﬁc%ﬁ&%g%bfc&q bl glpg@gg&#,g@y%@gp@l .
mat chi ng matiold uh&tﬁhngrmumdmmuab;latch&mh)mctof thLmbjchl suchas @ setidl @umbéror mati on in

t he dat abase ec rd na oysly au cate or fail .t

aut henti cate \ ]%Jé'c?s?%tlljtléh@ﬂ“‘@ l%ESH &3%@ gFarep 5‘?"§ﬁy et al.,
Cct ober ?gfcn.ﬂt%9 wd@*?‘Pﬁlﬁﬁﬁ)\é(rcaﬂd?QWtQﬁ’fcﬁftﬁmcﬂWaﬁbrﬂoﬂ*{lélQ BiseNgemultipleat €s to
a system and nmethod for authentication of goods. An authentication system

i s provi sdedBemescon dissimifatiag Muthblem suelv iygaveienptharamnltydessand timeadelays * t he
el ement Sm*?fﬁ%v@% o‘élulﬂl%'.ﬁ’ummﬂ% rg}h?*%‘hglg%%sc% P.RS%%qnéJ}Bﬁgtck g{aﬁmu' ar pattern

or having an At rInst ¢ irreg ure erized by a
det er m naBtrbudbits subtuischad cdeks mﬂlséﬁmm\gtmurcdltaﬁe&manwcr daemdnerbrind
representation of sinple optical apsorption or sinple optical reflection
i nt ensi t ProsRmEhle ?‘H@tpé’oéﬁg‘hﬁé‘glcf‘isé}ﬁ“}l‘if‘“? We"B¥urality of elements, with

respect 1o a pogiphi M35 426 PACERRAGR, Jufe Ql@tl‘?gﬁ)eﬁmoﬁiop‘ﬁ&ﬂ%?éﬁby%&Qﬁ@t es an
encrypted nessage incl uding at least a portion of the attribute and

posi t i on pofvidena ppblml@vlmyargﬂccxemmfos vcﬂﬁmu@n@ww@mf@g@w@ teverdy dikded i n
-31.08 J Vwoéx%(?ﬁn @Qr}/lgl*t?l cho?sﬁ %Ci’ﬁt HQP SVM?.%) %E‘? r%dl:tl'l'm MB’Q’& 5 n\tnP aa.r e

preferably e 1S prefe rization
or di chr 6i384 846 sBerwdnl ethal. nhrynuu-gtay 098y, nidomdr.eetgbdmoﬂvyacﬁ.rdnew prov,kh: secure

aut henticati.on of t erredlumbase on.the en ted ne

St hent | SEriGeEn R bBgE AL kR o £ e stnode eRi i O E B By o

the el emadospodiicd ML rdfBicnol, blaRides i R@tHol ifdtdnal@nCOIFduaicar ﬂcmﬁgagmﬁqtt he

medi um and el enments to be recorded. U S. Pat. No. 5,592,561 (Moore, January
7, 1997) ReEineE BBRILF B her ei n by reference, suggests a system t hat

provides an agthent Ncatd, no,61B! 8¢k 09 @}ai.arw %€l S NabemBg?d 0, 1992). 5.606.609
anti-counterfeitin sy stem t hat can track vari ous goods The system

i ncl udes (Hoessner 8. %EIUHWtzér 1997). 1484 #.98 bATRIRzic Wik et Had x1udgy by 8¢ Bnﬁ“%‘ﬁﬂ“&?d
field regdgf, I?Vl%h:%c Vm&»ﬁﬁk &chrrt]'n@!'ltl putth W‘lbpkﬁtcﬂﬂq’\&%Ql&ﬁoﬁ@%él%%ddwked

via data transmssion |in abl € and unique nark pl aced on
each goodl.Sofat.dvosn@049.78% G abahastof ctwhi &erltlheZ@ﬂhcﬁs!"éﬂr‘éﬁ(B ayer. frHelest Zwhi ch

enabl es. Usequshyd RAREE Bcolhel 15 1088 K5 L6 PO QA5 AGLMIe 196552 where 2

mar ki ng agéent “i'sapp!l i an encryp
incorporated herein by reference, provide digital notary schemes for authenticating electronic

documents.

U.S. Pat. No. 4,816,655 (Musyck, et al., March 28, 1989), incorporated herein by
reference, provides a document authentication scheme which employs a public key-private key
scheme and which further employs unscrambled information from the document.

U.S. Pat. No. 4,637,051 (Clark, January 13, 1987), incorporated herein by reference,
provides a system for printing encrypted messages which are difficult 1o forge or alter.

U.S. Pat No. 4,630,201 (White, December 16, 1986), incorporated herein by reference,
provides an electronic transaction verification system that employs random number values to

cncode transaction datit.

-33 -



areas where it is not applied. The pattern can be scanned or captured by a
reader and deci phered into encoded data. The entry can then either be
conpared directly to a set of authentic entries on a databa88é JUN lilécoded
and conpared to a set of data on the centrally | ocated host database. The
mar ki ng system provides control over inprinting, allowing a limted nunber
of authorized-codes to be frlnted before reauthorization is required. In

order to proviHé. fitk Renbddhi0dNsight. et slardulys 1, E284).inespiraed bereinfbyi npri nt s.
f Ki
et A kS Doy e o AR, o o

in a dat airasmahdmgauumnhmtmh(argedmertl nent information pertaini ng to this
specific prOdlrJ;ft' l\/bit ri of the nmarked goods is facilitated z/
Chel udi ng a Ui AsOeHG it s At 508h (hhvrrmen. & an ABRRADI 1979k 4637 435 Gatker

identifiey uni ppse):edEdf n a d ler. a
uni que desaﬂ]ﬁ?;tl on |)dent|63}|gt<9gvrri%[lt Hd‘ﬁ ¢ t%'ﬁ%cr agge@:)'n' rzﬁ‘{a?%%ﬂt %ﬂgr&}b

No. 5, 367N9vq@e(@alwaﬁ} 41982 4ADrorioR Jam@fm 199 He 5,0pHBRE2 Rhchenl it nl. @eeember

referenc te er rrenc
r andon yezr#arlgéﬁyssuc ‘Sr“PEE“’é ! aﬁﬁ‘lyaﬁ' ?gé:ﬁn Eﬁs; 5@@&%&%@“[ ihy- o:‘ St he
obj ect byFa:tmqnyy 8g199%); demgseqiwkau &ems Imgu&@phomts m) 1143 (t:hﬁcl D&Y 6,

pattern.

95) ,

i ncor por a%é)g) ﬁe&é’rﬂsﬂy arks é‘rﬂﬂééf'l( 2%, é?@)e‘b‘?%“% @i’l&l’-t%lﬂf c%?ﬁ?ﬁ‘&cw It hOH:
appar at usa,i of, 06 WIBAC Bki88 Of gh,f L
Pat. No. 5 351,302 (Leighton, o 'MP’%Z?SQS% 5[7"%”6 3393), g?gggéjpgr@%?ged
herein - 3’2‘3382\]\%226@7594 (MtEiggmsest al. March 261 k98§) aed BB®, 1281320 Untrepeaedt | ng
obj, ects q;-a% 8 DefreRdP! | € key cryptography method encoding an
ascertai nabl e tharacteristic of the object, such as a serial nunber. U S
Pat. No. 5, 574I‘hZ@0hérlc|rangm anccalforadywenrﬂaenncltﬂ),d foB&Bientinaaigdicaingd herein
by reference rovi.d ste or authenticatign of
o7t or oe SREEEBACHINE Fosfte™d ot Bal P RRrRuRibRy e LibeRi S ins s tdsies,
such as V\ﬁ\kﬂhmﬂglﬂi&c r&ﬁﬁ]h'i:thkﬁﬂ?for Piethdd AR FOkANSr muRid doé@mbfs ajcnmﬁuhﬁt ed

fl uorescent. indicia incorporates spati al

illumnatin

di stribut 6‘%&‘ 8£°H'°é§°a ihy reppRfuebledvity commmaplyainailalje teshralegies andgo dit tige a
user - det ewnfkiHgd caitiin sPARENAINTRRLGorPRE ¥R Al auicntiBRio! b filfRStioRAdIENt i C
identity. U.S. Pat. No. 5,426,700 (Berson, June 20, 1995), 1 ncor porated
herei n byveriéicatiom dieretofore ichesystamp hayieihed R@W%ﬁhmmlmy system for
verification of classes of docunents, to verify the information content
thereof. U S. Pat. Nos. 5,420,924 (Berson, at at. May 30, 1995), and
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5,384,846 (Berson. et al., January 24, 1995), incorporated herein by
reference, provide secure identification cards bearing an i nage of the
object to be authenticated. U S. Pat. No. 5, 388, 158, incwﬁ@@ d herein
by reference, provides a-nethod for making it docunent se i nst
tanpering or alteration. U S. Pat. Nos. 5,191,613, 5,163,091 (G aziano. et
al.., Novenber 10. 1992). 5.606,609 (Houser, at at., February 25, 1997),

and 4, 98 SUMMARRZ AP OBJBETSOF THEMIRENTION1991), incorporated herein by
reference, provide docunent authentication systens using electronic notary

t echni ques. Uhsprepent invepiion thereloo: ERes tora kst which grovides authgiticptiqn of

17, 1001 A0 b b A, Gl 4RIEhicg naliRG oyl ediin i MRRHEL BT

r ef er enceociynienv taheendisgirabtred,ind that the ldecmseni csntau isheptinedvh iy appexgiirioni c
docunents. U. S. Pat. . 4,816, 655 (Musyck, at al., March 28, 1989),
i ncor por 404 FEPEAENE BEAUMef er ence, provi des a document aut hentication

schenme which arPLRYILEVEPHRI fre KENerBls MBWR Hf@iNods FEMRMRnAALnyRLAIQué Ur t her
enpl oys unscranbled information fromthe docunent. U S. Pat. No. 4,637,051

(dark, Jenordingymedium] J8ede arg plemnyrasronsdaolvarmedthpds jorrathenigaties 2 dpguinbes a
system for.pri,.nti crypt nessage keh,ar LEf Z'g't orge or
alter. U%gﬁpclgabty.a ".tﬁg?té§8[,' %’f’?%ﬁ?é‘a h\é@e%@ﬁ%g’rﬁyga&&bﬁ fnﬁtcfri]’(t:‘%rr por at ed
her ei n byuihehtRheHCE!, botpthe \srigaligf dlecidturne corttér@nad ticireterdigg medioat i on
system that enploys random nunber val.ues to .encode.trgnsacti.on data. - 33
0 8 JUN 2eRsefors; 15 @ pagner RBtable 1y F%@L(-%NB‘?%??O grgifal dogipsgy, 1984),

i ncor por at ed hRE&kghY the RERRERER I B tHE BroBudtRh RO duthaticaletie eFing!
counterfeit codes based on a | ow density coding schenme and an

aut hent i @aesroemntuangdhe ahanticationghesenf mayge peelprmadoff-lipcigocappe that Jupidg b, et

I, i SW, T unica asks ne uc atimme? sk redls , 618
(W ght . RegeeSy nd BdabhuniCofl siRincehtdnagersd JBIidde) QAR el B O rber

20, 1990)cpmnudBalid maylleranuiloyedanuary 1, 1991); 5,075,862 (Doeberl, et al.,

CeCerber ) 24T PSR T R B Dot SRR

al ., Augusdihl® andl.ﬂ:Qdi_]){ arla ) 3D fed®izes (oCtheiradordibe eedb ewhibh malOBdgery Mhet@9, 615

(8.l ool o e M A 5 G B %

1995); 5,diRufopHoWBgy without appearing copied, are preferred. Intaglio printing also imposes a
difficult hurdle for a forger.

In addition. one or more inks or printing features which provide a “chemical” level of
security, may be employed, requiring a forger to obtain proprictary or difficult to obtain
components, such as thermal color change inks, iridescent or dichroic particle inks, specific dyes
or fluorescent properties, fluorescent and/or dichroic fibers, or the like.

One known method for authentication of the recording medium comprises use of
randomly distributed optically detectable fibers included in the papermaking pulp. These fibers
may be colored or fiuorescent. Typically, it is preferred that a small area of the recording
medium having number of fibers be scanned for authentication, rather than the entirety of the
stock. Howcvcf, during production, the entire stock may be scanned, with normal authentication
based on a subset of the scanned data.

" In this case. the authentication requires two inquiries: do the fibers have locations that

correspond to those of the authentic stock? And, are the fibers real or imprinted. The former
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May 12, 1992); 4,507,744 (MFiggans, et al., March 26, 1985); and EP

0, 328, 320, incorporated herein by reference. Thus, there renains a need
for a systemand nethod for efficiently authentlcatlng docypngeng bei ng
unal tered originals, while providing high throughput docunent pro ucti on.
In addition, there remains a need for a nethod and system for marking

docunent s such that the markings are not readily reproducible wth
comonl y| ingpiryicps bt addressediya ST Gengionak Ynagig Progess. WPR’P"I‘!@@’ vyt A Kze

suffici eple] g Wmlh?ﬂrsfl&'k qﬂﬁqggiﬂgtlsé 30t XaRbieCadidilned Wy5REIRk F8La! Pline ang B

verification. Hereto suc ms havé had variouds shortconi ngs
JUN 2004 idsighvedRn ANDv OB gEkErsOpr speiall piveti¢sOS intha ghepfites ehﬂratheqtm on-

R T

that the sydaaiamAb: ORISICIE cérifitti@ it cRebdir el véh aiffit e wdnaeetnbly agplicert 1 s
I mprint ed on the appropriate _unique recordi ng medi um As noted above,
am

there are numSheiayinenisaledisingsishariniedifensyres ramiibgrsds tnsrepley dickrois fiherry
medi um - [heLS, ?r g?ﬁ\l §°8’ap%qﬁ‘%§‘9§ Qﬂl‘("ﬂ éx}aﬁﬁj&né‘? e ﬂﬁ"l i d‘??‘gll“?%llu dggument

defined by a a se Wev er he ar addr ess
t he need dEmctmgauhtshﬁmburmt fibers mhy betiisungmshod frgmqalmdd;mm'kzm,he docurrent

content and t recordin refor ner_ suita

decentral i zedngﬂaﬂﬂ‘ﬁ“ng%g% Fﬁll’i‘? S‘BB&E‘iﬁ‘f‘r’ér‘l‘P’é‘s aﬂ(‘:’%&l‘%ﬂ"‘%"t 8”[5'} |gsent

i nvent i ondenB@kefofthiCdRUAERGS b:ﬁﬁlogéd Yo 4 eaiotddy Gorlirgiraahatisineunent s and
the authentication thereof may be perfornmed "off-Iine", neaning that,

during t H’@CU'B¢'UCIE§IBd"‘&5b'€fcﬂWﬂ1 fennythemicatipny Th %@éﬂ“%’é“ﬁ%ﬁd‘éﬂf‘t‘@tb’ b anigiage
time. O o?gkl[%réﬁ dcgﬁﬁ’x 10& #)er c z&féﬁﬁyﬁlhgat%du%ﬁl %%r&ﬁdﬁﬁ@llﬂyﬁgduﬁxeh bicRbdsya it

is noted th irst line of authenticati on derives
from vi sigita manidumélzmh) of theitymedr 4 destuiption ofn ptbentisaderametyodrediid Mighi ch

make for %ebymgl{f&é@?jc or(alnf'fl(\l),\ﬁu' 1‘1 schceulc d%%ml g?t rrTl]l C{l ?p'{dl&lf l'hQth_ M?ljcﬁ ﬁnﬂ,‘%t terns

and ot her are hot ocopy wt
appear i ngaceriieprefeatdy futefassniiael for nttherticatiqn, bmhldmg tcaxlusmel. mpb@ssusa llds fficult
hurdle for a. for

whi ch pr Riegdes Eﬂ‘féml“géfl%q-d‘i' é?/gpc’“ﬂ'?on"e%foé‘(ﬁrg?‘%s“{cﬁaf ‘g‘é“ ﬁ%‘? 5 ng’ Ior eq / (rals ng a
forger tqQuaRhatdie Bt afdunRhalNaui, dhdriabledhbsct 6f thbintormatic® rmmﬂam&ds withaah as
thermal o om glrc],%nqle lol pelf.rgnt rl:crolngt?u%%gl? E)f t?nr: sc()julrgchéa?zln ﬁlc %hnsldcaldeml ur:]l(nsls psr gl% lfyl ¢
dyes irreversi P
. transmitted using a secure scheme, although typically the content of the transmission will be
available at the authentication station. Hardware security may be provided 1o limit access Lo this
information, but this level of security may not be warranted in most cascs,
The document content, or a digital signature thereof, may be stored remotely, and
retrieved based on a unique identification of the document. The required communications may,
for example, occur through use of the Internet. Sce, U.S. Patent Nos. 6,052,780 (Glover, April
18, 2000), 6,011,905 (Huttenlocher, et al. Januafy 4, 2000) and 5,933,829 (Durst, et al., August
3, 1999), expressly incorporated herein by reference.
The document conient may aiso pe avlienticate using an on-iine digitai signatire, or may
be authenticated using a digila} signature or other self-authenticating cryptographic technique,
which also confirms the document identity.

In an off-line authentication technique, the authentication information is recorded on the

document, and must thus securety identily some irreproducible and essentially unique
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or fluorescent properties, fluorescent' and/or dichroic fibers, or the

i ke. One known nethod for authentication of the recordi ng nmedi um conprises
use of randomy distributed optically detectable fibers ingfudgdpin the
paper maki ng pul p. These fibers my he colored or fluorescent. Typically,
it is preferred that a small area of the recordi ng nedi um havi ng nunber of
fi bers be scanned for authentication, rather than the entirety of the
stock. Hewsuaéristidaspeagohokosidingimediung veHidli hay B¢ Dertaiid abthesid@uted, with
norrmal aut hentication based on a subset of the scanned data. In this case,
the aut h@HDFRUMNGH Abdaied-dlis Chasacieintic PRy ge a fbes pasem; ol dhePapen fecqrdiRgt i ons
that coridsmen rfrﬁ:dtiB&ﬁi%cP(f)nﬁg&u%ﬁthﬁoﬁgﬁnﬁfo feliiths, &'t ke fibers real
or inprinted. The former -35 8 8 JUN 2004 inquiry can be addressed by a

t wo- di mensi ondlypicaibyg imerdpr to pesvsde apbmtbgpatth sichuaiiewiomilsy pravatel keyeof tifei semder thept h
within the.stock. This depth is, for. exanpl det.er i ned b rall ax, focal
bl ane. | MONAES tadSeAoBA B 0eh FymAgheisaran Fisk SHCRBe gl effecs. “si nce
the fiberuhBRIAGSELIHLE is §pibAR-und@lean] ¢t oblaiked (trouSEQREM B ans SBYr exhinprR!
properties provide a characteristic that existing duplication systens
cannot cdlftansity seekiag awthenticpiontpsoaivaly eontesds the aubentispyongiutiiorigy (thustrpnking

undet ect ' . | S ' kNt f eat ures
fromfi bZ‘P‘bg rlsém'? éﬁ gﬁﬁpﬁlﬂ/q&?g rdi'cﬂ?a?%ré%'g‘?iok\*ﬁﬂ'é%“h{a%w Vg% kg F‘g’&g £ri‘opi c

i nt er act icommumnichtidd, ghvis risking d seiungy tacarh drs the lpére of digtivsupobiathe ket itwrprednt
detecti ng t hi.s ani sotro ,dfi(gers ma]?/ be disti n?ui shed from printed

mar ki ngs. ““FH%"‘GB’&’&WE%‘E"’%\? RIS RHer g 2 X0{aHE T AR U AFAITHE RS Bhn- 1 i ne

t echni quempdies Edrizaéuthdntl&diioh nicedng® fwHehen R HEMMEd syt @cy akri eve
a renotely stored representation OF the docunent, .including fiber pattern,
for aut h&HbsdBPriBKd oFHie dosymen QR UINsMifadee thSRumePigEon it flyd bl k¥ pr ess
descri ptighefe i D& REbb&G ddc9ht dnll GudOGIAR Mhe MARM Rl ih Wil réddirdaduss | on
process, a digital signatuie (hash) of the patbfern, or a description of an
aut hent i estheoyrapreg hedocwtineh nmay vary randomly, according to a cost
schedul e, or o - [ h , kiR IS
preferably no'(t?Ili F'f Ez’atrgis?ﬁ"%%tﬁel L?C%)‘éonarlﬁﬁ"ﬂ(g#ﬁ? %é%’??gr‘{% ‘@gtéhﬁ’%ﬁgn %‘g@' ?? govgcﬁtgtgﬁnglnd
because tchitdicaypissvidigstha céroergewne which imsfpodvides arcstpedgrahioveridication of the
characteri &ti.fs whi ggcr%lsﬁmpg &2 @cedletnp falsely authenticate the docunent.
Rat her, &"V8PPaBROEEISSRE MG foMTE™ P hation is preferred, with an
irreversibl e ITashecoding @edinise adnhuy ncludofeantestwidctsatditbedatoacprothee, Thi s

Gata, M S BT LT, e SR L S e O B 2E g e e e, o hough
aut henti cat i O hgkefdre, Qs sEdARMBLSQ TRQA&Nel bauifyitiBRioR! @Y hetRehiicy of 1hB1 t  access
to this recording medium may be examined, generally without any required assistance 10 the human

senses.

While this level of security is often very powerful, it does not address the use of authentic
media {or forged documents. This concern arises because the recording media according to the
present invention may be widely distributed, and further the production facilities cannot
generally be made totally secure. Thus, it is desired to have a further level of security to
autheniicate (e medium iseir.

A preferred authentication method for the medium provides a cryptographic level of
security. In this case, an overt (readily visible) marking is placed on the recording medium,

which includes a message. This message may be, for example, a cryptographic message that

delines an irreproducible characleristic of the recording medium, such as'a microscopic fiber
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I nformation, but this |evel of security may not be warranted in nost cases.
- The docunent content, or it digital signature thereof, may be stored
renotely, and retrieved based on a unique identification of the docunent.
The required conmuni cations may, for exanple, occur throu@l§ Umeomf the
Internet. See, U.S. Patent Nos. 6,052,780 (G over, April 18, 2000), 6,01
1,905 (Huttenl ocher, et al. January 4, 2000) and 5,933,829 (Durst, et at.,

August 3, 1999), expressly incorporated.herein reference. lLe
oounent PETeHisoae 3o PG R AL ST DT gy e

Si gnat ur ephu@ra BRYveNe sl BRrIGRE CGpISYeB D Foridy EHal Bk mcSi@P dhpHReddén @€ her
sel f-aut henti cating cryptographic technique,” which also confirnms the .

docunent réapeding mpdiumis aythantif.-dndtlat thetrhrssage describey the a¢ingl gerordingmedium.

authentication. information is recorded t :

secur el y "GERPIIEAR '5-‘;@*"5"}‘1.1'55% qere P uabﬁlgke sg 1l ?@1 y&%ﬂil@ﬁgs@g%&c&"@@UN
2004 chan@g isSinobiniot camn/ptined oh 1R doerfuntli Tig: ubtic uey iswhinadmpiayed e
ascertained at the time of _authentication. As stated, this characteristic
may be a2ptheptcaishe messagss Which ISR usgettg ptheRficatedby ﬁFﬁ’rdH‘gﬁ?ﬁdH’t’%d dentifier
on a docypent o Yrbnlglh@tgﬁéilﬁf\%rg?rnl\‘intﬁlﬁ:rd% & Secrd anldifhck lll&%ubﬁ?’ﬁéﬁ.ﬁﬁh'p\‘wmb'&c?r der

to provide counterparty identitication, the private key of the sender 1s
mai nt ai ndor apair, érgaEbdiredt tho pahiligrkeg emdrgryiptit msamge dyibgnaicates g @essage as

aut henti cat.ion _of the. auth i cation.aut hqr | i yYphcal essary or
bt af ned Y BRGRmIREre AT eI LfBafiHiot iy fdeolrpd ¥ IR o, ARASES

aut hent i GaéfeRed PhQAGHINRligh AAIRAE be availitheioadti hyemat ibakeyoin aathodved] sithpugthus
maki ng i npersonation difficult. Therefore, instead of enploying the same
private KBy maybedsedstatistity mtberithagfor eRLranfackPhg a security breach in the

event of di sclhggyis Mentfl HEG¥oordiRE mPAiBHORy bel MURAGQM WKIDY V61 high deBicBOd
and system wherein a unique or quasi-unique private key is enployed for

each aut méneducian. | Dis es sappstanygserss phmpteerehod gt thesyayiongiidhisoifili ¢ key
are either, i N ansoidt L lehe@t i on
site. Thed?&buﬁlépﬁg:mﬁggm%ﬁle%gﬁ Sﬁg&%ﬁgﬁ gég %ohy'bgf%r&%'e\?%;}b?o&ayn Ogu%tér}gﬂticate

t he nmessagdessdricohgern, Rspeots of the seaprigemdaathentication efihdhegeidaptmesium weyddcunent .
In an of f-]i ne aut henti cati on nmethod, preferably the authentication site is
provi ded W% a certificate issued by the content owner, which thus

provi des a cr ypizogioadiyg dediem| #hichid pefemblytaseandandtsire piapar, suespobi¥ible for the

\(/j\ll(”)l fgﬂegj éga}nc%,fel?'é{fpg&?%gﬁggﬁ iﬂ:[}:ggtm?:gcl)r? pric);[:c?;se \lfv]:th rzﬁ'l iqu:] |iJ enli Hc(::rl, Hga%h fn%?tbg €S

serial number, but is preferably a random identifier. This randomness may be, for example, a
combination of a serial number and randomly selected word, facilitating human reading of-the
identifier. The random component is called a “one time pad”. The tdentifier for this purpose
may be the same (or overlapping) with the authentication marking of the recording medium.

In order to provide further security at this stage, the unique identification message may
also be included within the authentication scheme for the recording medium.

With the authentication information for the recording medium and unique identifier
present, the recording medium may then be publicly distributed. Thus, it is a particular aspect
according o an embodiment of the present invention that the authenticatabie recording medium
need not be held under tight security from the time it is produced until the time it is imprinted
with the desired content. In fact, according to this embodiment of the invention, a business
model is provided for the distribution and sale of authenticatable medium, for various uscs,

which can be customized with particular content on a standard-type printer. Thus, original
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such as watermarks, enbedded fibers, security threads, hol ograns, or the

| i ke. Therefore, it is seen that, as a first |level of authentication, the
authenticity of the recording nmediumnay be exam ned, gerbg/gwﬁ wi t hout
any required assistance to the human senses. Wile this | Wsecur ty
is often very powerful, it does not address the use of authentic nedia for
forged docunents. This concern arises because the recordi ng nedia according
to the p&EEENEs JudN 8NbirR ReAFEalS wille] Bbohsel, sdpyriphtvastks, anditht liké @y bk pénted
production facilities cannot generally be nmade totally secure. Thus, it is
desired tdifabeled lgcauqnganderglirstt aythogibeefig ?PPE?:P"“‘&:U'(':H"@F'{YE WEH PECQURINE AN um
Itseir. / f en: Wt hentication nmethod for the nmedi um provides a

crypt ogrg%ﬁ%pgmﬁg\q)gﬂog@g&securi ty. In this case, an overt (readily visible)
mar ki ng i s pl Goetheonasdshere rgasididegwitbdiragty pristhhectocumentside syhichreasesthge: Thi s

T opr odtENES SIS 250 S IUPPE TGRS SPCEDRIA G N O<Ctbh 2 &
m croscopi ¢ f|,pgider 3 4d@uRR colthPBe RRLMEANhe TdthendESSAE piece ¢Trenordleg With a
digital signature, making alteration thereof difficult. Thus, a relatively

si npl e abgdnin tantiesbegipingyidentifier VierscAyencias Uaieiyesde agustehprhorttect A’  he
recordi ng el diRindc AY L. fen d8eABbe bRReAPPRANRAGIRLIRAAe dffeaC! Ual
e cryp Ic tec y

recordi ng medi um ograp nique is prefera a public key
al gori t hmpgotheseiith thaghie bpldet bymtemallly iaccouks yor the kseoamd rewwmsveliormatieri nt ed on
the docunent. The publ ilgl gle is then enployed to authenticate the nessage,
whi ch i n PEERSsrY forpaipting e ﬂ%/LH’é‘Wf'i cate the recording medium The private

key fromthe qhigitndtifforrhsionBi, Thadamgieade do&RSInEEontehl ilsctl], peferitheinyriphic key
and private key for a Rai r, the ability of the public key to aegre/.gt_.t_he
message Aothehiy eatcasis phe digivly gieneds witiahg seroging mgdurhideniiieg MG REreIoRrs  he
key irrprisarf_gglhgﬁhctd@gg.docunent is relied upon, then it is preferred that a
certification authority be, available to verify that the key is authorized,
al t hough t hi §hpayhdrecardiag mdam stautghticpledathh senter agputlisptiendss gnd he FANSY | on.
Thus, it iisscgi%?rﬁogtng;ccy&%grfﬁg&rjlgiiggﬁﬂgrdi um may be authenticated wwth a very
hi gh degre of Security. I's is an I nportant aspect of many enbodi nents
of the invent iAdrernaady, hios-liselidchnigss map bt haetd fotvatgotatient! the regardyrd gi nal and
not a cop | n cases

1o SR SERTE P R IRt PRSP Al SR BETRER

rel axed. ascquential serial number) for the recording medium is used (o reference a remotely stored file
containing the authentication information. On-line authentication potentially increases security,
but reduces anonymity of the entity sceking to authenticate the document, often increases
transaction cost and may be an inconvenience. Preferably, however, an on-line authentication
scheme is available in addition to a self-authentication scheme, possibly defining different
authentication information. Further, even when self-authentication is employed, at least a
random statistical sampling of the documents being authenticated are authenticated using higher
scrutiny, thereby increasing the probability of detection of counterfeiting and the risks thereof.
Further, since authentication using cryptographic techniques requires a computing device, it is
picicried ihal autheniicadon infonmauon fiom ofi-iine transactions arc later upivaded anu
analyzed. Even alter the fact, the detection of forgery may allow action o be taken to apprehend
the forger and/or reduce future risks.

According to the present invention, one embodiment provides a new type of

cryptographic technique, For each recording medium, a public key-private key pair is selected.

-30.



The recording nmedium which is preferably a standard size paper, such as
8/ax 1l 1 inches, is preprinted early in the production process with a
uni que identifier, which my be a serial nunber, but is pr@)mﬂfg{ a
randomidentifier. This randommess may be, for exanple, a ion of a
serial nunmber and randomy selected word, facilitating human readi ng of.
the identifier. The random conponent is called a "one tinme pad". The

| dent i i efy, {06 i (Eniﬂ}érfg?éﬁn d0EMAAE A BEcRRABscHA mAVMRE haPRhdhly Wledled he

aut henti cation marking of the recording nedium In order to provide further
security patscod (8.gsaagelontipeclentddguerd iodpnt offdicmniwyrwards daspéectedyandamponisd

i ncluded within the guthentication.schene far the.re din I Wt h
e aut neRTCAIBHTY (1P GPHASGR tegitn be pasriey o PE oAl Brintho

i dent i fi gff thedWcRRANE ciphbetek e licNEel KREH HERETRAY nlihid? ahe ppsitide aleydotintdadedut ed.
Thus, it is a particular aspect according to an enbodi ment, or, the present
i nvent i orframacenuesl awibereyiand priatsi en thecdorameny rvs: thPuRbekeY oIt d under
tight secprj f s LB ATR el r . | €1 hil®adel the HriviiRkkyt ed
w £h t no et Third S dubnchea BEUGRR TSt B, e AR KLY

i nvent i onmayebdisdanied smmedidely :ifer predvi @l chufhontidation stibsiies, butclneddatpuidice of
aut henti catabl e medi um for vari o%ljs ses can befﬁust Qgggéed W th

) . I.ch
parti cul €Y HMSENEUE FOTMUMEARRLS 3P e"b'ﬁl}’i’f'gﬁ] theggrigtnatos of T1CMGS4888 98 JUN

2004 certifi catipsyisd!ethePRcltigded mag bk binpogéE:s, meH thé cortit dagiasd ferapyr i ght
works, and the like may be printed at distributed |ocations under direct
aut hor i t ypagticuidssecaphropedinmaviththaanadiym. Ggrienample GLEAPHE P ™A% EOunt abi 1 ity

provi ded. : i il AlEPEcoMdion dThEEA Y, drinBlprihti of the
docunent s?rL'{;}Hﬁ%Eﬁggcgéglﬁ}gdl%@EE[?%%' gut r(':))r_i t[;/)_nrra_y be di sﬁlggtgeldm\j\ith as a
party to donenpmisatdndgrdpharisagt ingynbd pringedde cotjonciigd. inhdogorhehtfagibatehe
docunent, the identifier for each.piece of.rec ' 2 UBSeWn & he

begi nni ng"'¥F b‘gﬂt“u“?‘r“é?"ﬁ"ﬁ"%“"s‘eq‘“&é‘ﬁ@‘e‘ L‘?Vsc‘ PLREN @%‘QWOI gﬁﬂcljjsat e%rogﬁt hority,
al ong W prbieatiorn euics b @' dbarmdnheas delt usmtn posdntigrl cicdig spmiquestaradiprstc
trusted authority then either negotiates wth.the rights hal der. .

i nt er nal | 91 tHE EGOHNS PUYUPHAINEREYP ﬁ'aer"é?ﬂPﬂgjc?lh(?"(}?‘fpﬁﬂq'ghor 'Pﬁ%‘(k:‘"g%' S‘F@rrc o
printing 5.{}@0?@9“%1 poskite fo@libdtituté ko iMRimddi WRhout iviexdigplalatal eicHocument
content itseli, preferably in graphic form The content is also digitally
si gned, wesdbRacvcaled denngpuRealtA¥ -dentifier, and therefore is

sel f-authenti Cﬁééoﬂﬂngl{m&h or-Nfe RGP EHeNEeHARIAES AT bimpRYEd QA tB@t&iflent blifting
content is authenticated, and the content ) .
process particularly being preferably on-line. Itis noted that, in some instances, a content printer
may “check out” certain recording media, and thus perform the actual printing off-line. This
occurs, for example, when the printer is the content owner, and thus the risk of misuse 15 fow.
However, it is preferred that all such printing be an interactive on-line process.
Preferably, the technique employs a relatively simple recording medium stock, which
may be printed on a relatively standard printer. Security is obtained, therefore, by ascertaining a
feature of the stock which is difficult to copy or alter in a desired manner, yet may be readily
examined in use. Thus, the problem is asymmetric, with a forger having a significant hurdle,
inciuding poth pnysicai ang algoritnmic sieps.
Because of the preferred business model for usc of the recording medium, in contrast to
many prior authenticatable document production systems, neither the customized printing which

defines the document content, nor the security of the printer and stock, can be or is mainly relied

upon to prevent counterfeiting. Thus, proprictary printers are not required, and the stock may be .
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I's specific for the recording nmediumidentifier. Alternately, an on-line
techni que may be used for authentication of the recording nedium content,
and/or the merger of the two. Thus, an identifier (preferably not in the
formof a sequential serial number) for the recording nmedifufdN¥lused to
reference a renotely stored file containing the authentication

I nformation. On-line authentication potentially increases security, but
reduces @iy HistribuRb WilRueidhd dfindaakiingsys@npdebinant Thitueerétbe allowsfont , of ten
i ncreases transaction cost and. ma}/ be an inconveni ence. Preferably,
however , esrmpla-standerdizatioreand; ubiuity ol hedesbpelogs available in addition to it
sel f-aut henti P%E ' &hh ﬁ?c“&%l’ow%%?ﬂl%u sudff bl fbAR ﬂl'dfstaﬁfuﬁpﬁckcé%&gﬂﬁ, o den
i nformati on. urt(her, even when'selt-authentication is enployed, at |east a
random stiké nfaly ibe adadd @ prdiscig sofording tolbisusebontes Brehung of ticHeglt lieved o€ secanty

aut henti cat ed usi ng hi gher crutiny, thereby [ncreasing the.probability of
det ect i orttigrded it certifisaes: Hauciﬁra- CHBY Fyreney ialipblgrocimgyy FEpntsy H%gé’gab'e

aut hent i GaydhARAESIAY CRYRLEENGRNCuEREN NN §TivaRaHA besinds EahRUALABns e Ce,
it is prefered that authentication information fromoff-Iline transactions

are | at ethalpicoadpdisabe sccandy prmget. IEWeercass ofapersond idepgificaliondogdipentt. i on of
forgery may allow action to be taken t r Ok o €duce
future rirgg .mgﬁ%%’? 3}br'1°g’mtlrdc fi}"?éac%:rr B4 e?lttLR‘f ﬁ@@h [ gﬁl,gy %Eﬁrg%%gﬁ@rgﬁg%r ovi des a
new t ype datumér ypiiegi@phinektee bipheruext, dranereigddpicdiyassicngdvath therdeamsabl i ¢

key-private key pair is selected. -39 0 8 JUN 2006 These be uni gue for
each document .S\'/‘)Sc derugibeh Prederpbiy notRifyided lé?h'df“i“&ﬁd‘fi‘f?ﬁ/l%é Il%g'?éﬂcusboéglﬁqﬁde

(e. 9., atahaaginteefl AGhadbdRodided aadiffer@ht 18Vet in@ Ideld, WRIK tispl ik shegeindng ed,
and inprinted "on the docunent. In conjunction therewith, the gpub ic key is
print ed. Prérssewhickpniquely pysgeipies feiofginakdocpment copieriyith e gieprtRE PESFMrpssage
i ncl udi ngpyt el 1REdn Bf: A%t i cchir@MudhofigMvhizh

aut hori tgl:llcgbﬁ?ﬁb[?‘m%%‘g“on t"hrgm%bggéngﬁlﬁ T%@}‘ggﬁgg}lgﬁg?f&c key pri nt?’gg on the
docunent mEprithen awboniednd congratshén prapaintng precesi.pheeode dwpritfed WHBENC | n this
case, the private key may be discarded i i f : > ati

el - aut HERETE 40T R LunBRber PPt Rl STty IR, B prtedRhialntuloRraively
communi cafigioseuandialtheot ydbimal ahtrbhdyoid gniraltaothodfy thivethrebidigge, the

Li kew se, ,oﬁt]her t echni gues rrg% be (?\r%})l.oyed to match the content destined
for a pahtd BYRAl Gk SRS HRIOBRANE ARt h t hat nedium For exanple, a graphic
pattern nmay bEp R, pRéas cRlorhized prafting iy i5pebivided davingign idantifical Duning

production. Thereafter, during printing of t Pe content . a s C(_)ngl, gr aphi c

i mge mayhe@aprippeP! it Y} UI‘%B’fq"dlr‘E'cch ag TPASKeH WY & HUANe 9Py Ty gad
particular characleristic (intrinsic or imparted) of the stock is recorded. For example, a fiber
pattern (basic, colored, fluorescent, etc.), which is essentially random, may be recorded.
Alternately, a bieed patiern of an ink droplet on a porous surface of the stock, or other intrinsic or
applied feature may be used. 1t is important that the feature not be deterministic; i.c., the process
defined for forming the feature is not useful for replicating the feature, and that no known
technology could nevertheless be reasonably used to replicate the feature.

Alternately, stock with sufficiently secure anticounterfeit features is preprinted with a

dighiai, signature and an idemifier. The preprinied stock is distibuted. Wnen a party gesires 10
print an authentic document, he identilies the stock and the document (o be printed to a central
authority, who then receives an authorization (or accounts for a preauthorization) from the rights

holder of the document itself. The central authority then transmils a document definition for the

printed page, including a public key-private key encrypted message which a verification of the
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unai ded human exam nation. As noted above, copying is limted by a visible
set of copy- protection features of the docunent, as well-as.the
possibility of encoding a unique characteristic of the redpgdimgiidredi um
Si nce cryptographi c authentication techniques or digital signatures are
enpl oyed, it is not possible to substitute recording media wthout having
digital data, which would be reveal ed during authentication. Accordingly,

bot h on- | doRemamddtificdtionea tigrinighiRee ¢IMtke &NMKNG A othét idbnﬁﬂ'@u&ﬁmlmtlcanon
printing process artlcularly bei ng preferably on-line. |s not ed t hat,

in some i NEYEAs This ReTHigns UpRsIHt forr?éwpleﬂaﬁq@sbmﬂln@m&% PEEBt di ng
medi a, ang} Incb'ls(h@elrdmu%f{ah[ﬁgﬁﬁtopﬁ}mﬂ%ﬂv@; '@ (ﬂélt‘ﬂ %I&u nP&ntnBis (e

exarrpl e, nter i he cont ent owne us the risk of m suse
is low prdoneierthe srbck sTcpmﬂhcﬂmmd mchatdoainmcmubhstpck ngelfngedmmingd font er acti ve

on-line process. ef er abl t echni | oys rel.ati

P eor 01 ARG LT SPEIAE Marpas it et o P Gping whei & Fid
printer. Qe di¥rddSah@ideftkicatibe malcRéQnhe Mprtsaidémifiehiieh ¢h thé @adunicat. of the
stock which is difficult to copy or alter in a desired nmanner, yet my be

readily bl)@amhﬁew,llnhl“ul@é!hcmmmniefcpﬁ%l emis asymmetric, with a forger
havi ng a signi _r '

st eps. Becauseglo?calp%CJ?‘E{ng¥’ g?‘?“@dpg{ﬁ%ﬁbreﬂggp Bl !]e‘?%&sgﬁﬂsoe&@? ‘ﬁ%g'qé'}ég@r |ng
medi um imloded! Sadhg & docunmenyimpigt for daplidaeing.iot phatbtepythgouonid be pf mchvail) since
systens, neither the cystom zed printin h def i the doc

content, WBFWF?@“’?@E[?PH‘E V'CE}FC%'ﬁ‘éBb'HFWPé&“H’HH e stagk. l@&iorg‘ér kijdh grymrfr%l nly
relied U,s}eanmh@&&%mrdm@mmnﬂ BY blittihg allBHBry MFsQMcn@k 86oh '@ﬁhdﬂﬁnﬁﬁ&e(ﬂmﬁ not
requi red, and the stock be -40 0 8 JUN 2004 wi dely, distributed wt out

tear of unwe#m#pﬁgrssydkwglét% {nyfactyigy Wiscawsy Bco B BB fact # organaly
standar di zat Lo ﬁg}ﬁhil&hn LYW THRFork&GNNAhi? Fise, RHELL Mmememﬁg.dapm

cast, itens suc% as theatre and stadr%umtlckets coupons, and the |[|ike may
be readi | fprgnrpdlivralk Geidosdibaggdico atdapyng piocens) wd Anesiosivercpre Hieghcyréyel of

oo ony sfeatk@ o fifhrafkdihg SR o GRBe of DUARS! ReaBfY | P OUET DOV VAL uaD! €

docunent s, securities urrent s, stock certificates, |egal
docunents, wl As;:mpﬂmda&mlmnﬂhbu&rmmes cdnsm;momm’tq‘ldnslca:mf 'iquhekaCIi@ecd widly

al so be secur.el int he case of  per i denti.fi nts,
o e SRS gB fho Wi ARG SRRl R B hSRIAGE ket =,
on the domuemivh. @Spreftered BeSHomEORbAN priced thd Blink ilﬁéﬂas&l’comnﬁh&p ztllhmlgh the

merely Iog‘écall associated with itgggzrzgo%unent ce security i.s preferably

not provi SREPES TMAURSIProRgieticy gkeep hg ﬂ%%ﬁ%@t%ﬂlﬁ“fe‘&“‘"“‘ cation

instructions imprinted therecon. Use of the database may therefore entail a cost, for example to
print content or authenticate a document. Since the content printing is preferably an on-line
process, while the authentication may be on-line or oft-linc, preferably the content printing
process includes a higher margin than authentication. On the other hand, a differential pricing -
scheme may be provided for authentic and counterfeit documents. In fact, counterfeits may be
charged either more or less than authentic documents. A customer may reasonably pay more for
detection of a counterfeit. On the other hand, the central authority may pay a bounty for
| apptchSinio Ui CuunietTElers, seekKing (0 assure e iegrity of lhe system.

In use, a user of the system seeking to print a document, defines the desired cortent,
which may involve a monetary accounting to a rights holder, either directly or through an agent.
For example, the central authorily may serve as agent, collecting funds and authorizing printing

of content. Alternately, a rights holder may seck 1o produce documents on ils own account.
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recording nmedium it nust be provided at a different |evel, and indeed,
this level is the printing process which uniquely associates the original
docunent content with the recording nedium Therefore, thﬁ{%g ?mﬁlcatlon
relies, at least in part, on the security of the central ' whi ch
perforns (or authorizes and controls) the preprinting process, the code
inprinted with the content, and the authorization process, if on-line. In
fact, the present technlques al | ow rel tlvel h.security, |imted nore
by 1t ernal | C O S BYPIEHPES VPG BB (PRI HED HBEEal SRS

third partnddanlheoiated Svilld OO RPN ffer SRAEITRE a 4dI-SARDBERIon PidsSige Which
custom zed printing, stock is provided having an identifier. During the

manuf act imadudss an dentificatian of disteckduBhe gsifnedeontangisrthendaypripied lon aha stodu e
Sent 11 ol BEPh PR 5 O P 1

fluor eSC%ﬁtgmagt & gloupitfiof theb@ 055K inapbé Mad@MMa p”my:*:sb@ dfﬁc:emzjed?hus the
Al ternately, Feed pattern of an ink droplet on rous surface of the
st ock, ordOF)‘tfh‘Eﬂ* L?'HF‘?‘P’(%Q?‘&“(J’F“Y beopsFseat ‘?ré‘é?‘ﬂi’l’é ‘H‘EX/‘“b@“ L¥B8%t is inportant

that the featyyg 004 m}&ﬁ]sféq{'rgﬁ wnl"ﬁff- 'f&turé oﬁhc sth&l€is RR QMBS Iind HRfskdrds f or

formng the feature I's not eplicating the feature, and that no
known t @wnmbkygrpdtcoudaetdnmmg nmdleicgmdmbwe featuse ardoidgntifica opying eb@ PR t he

f ff I
ot ur o5 FGBRITH BT PR e Tal o PR ARARIBIAPLRL

prepri nt eskusfiiekt 16 Gnddihing ieleadity shée procparty desires to print an
aut henti c docunent, he identifies the stock.and the.dpc r| nt ed

to it central WhftHEGtfiguityingerpdyrinedberss ’%@%ﬂ'ﬁb‘r‘?’i%ﬂ ‘(‘Jﬂ“‘ﬂ(lg’fmﬁ{: ount s

for a pr %Pi}ngrdd?@ﬁ]h@% takEPD dsfiRe HaOME docuiRhOdliqufiddriificfQ@bomitoblitctdd or The
central ofity then transnmts a docunment definition for the printed

page, i noligetidnigr axqsurtit yséngegndprd toelmiqure yFuster PNk dosHIREhEFEURHI (BRCEC
verificatj, HQR }Rﬁub@i‘nalmﬂﬁc UN 2004 docunent identification, a digital

si gnat ureI & ‘Cont ent, and other identiftcation/authentication

i nfornmation. Thils: qmsdag;elﬂ«xgtltznmsm dacyehent, the coxtgrph ghis edse SEGRIYPISE UPIAE &r net

to an Intey Peh:eydprdvatt& Ollcfc(hno Fg‘ﬁogrdgtsécdq”lthaa &P Imn%ghdlgﬁ rf]d &tocﬁ:@ro\ﬁqrm The

di gi tal | PUBIE ocu con on"the stock.
aut henti Ct&ic&méru(ﬁil canjairaomeith thet 1hep1$)ﬂmlklc lchzsmdtefrictis obtha monledAfﬂbpnhC-lllOﬂ 15

aut hentic The to phi.c .i nf or then e 0, 9%3 fm ne
ahet ner  tHER eestirand oY Rag ot Brm G bR PR GORR b IR e e el
| mpri nt edhé d8dilnichi SiitthOFondmt thlaﬁ:odoﬁﬂﬁ'ﬁlﬂhsc sekivitg of tmq)r.@nmgc;nalnetqmy td he
docunent is verified.
ensure authenticity, in the manner of a digilal signature, for example, using a modm(, iion of the
method disclosed in U.S. Patent No. 5,912,974 (Holloway, et al., Junc 15, 1999), expressly
incorporated herein by reference. However, in contrast to the prior art teaching, by encoding the
characteristic of the stock, verification of originality is also achieved.
The present technology differs from that described in United States Patent No. 5,932,119
(Kaplan, et al. August 3, 1999), WO 97/25177, Shachrai et al., and United States Patent No.
5,974,150 (Kaish, et al., October 26, 1999} in that authentication of document content is
ciupioyéd. ‘A principal motivation 1or an embodiment of the present invention 18, rather than to
authenticate a secondary article, or for the marking to autheriticate the substrate itself, to use a

marking on the substrate to authenticate 2 document content imprinted on the substrate as an

original,
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Since the content printing is preferably an on-line process, no duplicate
prints would be allowed. Saving a docunent image for duplication, or
phot ocopyi ng woul d be of no avail, since the cryptographicgdtiilhcl udes
the unique identifier of the stock. If a forger was to try to preenpt the
true recording nediumby printing a forgery first, then as soon as the true
medi um appear,s .faorgery will be i tified. In fact, in this case, the
Torgerye s ey ine e ARibeeSmpapieat o R tave e dpeiih coBient s feP e
The for gy ¥ assétidtionSwitda pieckol dech@ s&%i@b@(&dnﬁﬁcl?ﬁhcﬁﬁﬁ@l) @ﬁjrencf: sulPAsAg By
after the fact (e.g., based on a copying process) would have to overcone
t he securdr fgreigh aataqry ausreagdy. t Fherefareoindhin gaseennit oty taee the ntninsic piete¢tipan ployigded
medi um ' refor | A . each piece
of st ock. aEH shAlcaBE bl B8 BREed AL BRI Gl BesEndin 838 Foriofipe 7T P e
wi del y dicstutetititeesd, THeGeridl s mber efabocutnceis \hdntusédi@ acéeny £ ddiatare foA preferred
econom ¢ ngﬁgl Eriﬁgs the bl ank stock as a commodity altho%gh_the

a lilc'z} n%

dat abase BRYANE G derument gonisy. JBheyrney BaY by ARyscplly pssopiied with tgay
aut hent i GREdReht, foNSlaiipfd dLPISd b PMced iRl dBR R -enWS6peObr thbBo ARl ABRADENERY

therefore entail a cost, for exanple to print content or authenticate a
docurmrent onShereusreneieitelfriwdene iegally pemyssitde)p de therfatmey casn, ibrs-poistde tpt dcess,
while th | ' on-line. aor off-li. referabl ont ent
e oSSBT AL BB B8 R s A RS A

ot her harnktanges] sdchenbiitivn ipnot@bigtiommblecsiBeetiyy & "prigiviald defided by ahe degalt | C

and counterfeit  docunents. In fact, counterfeits may b charged either

Tor e of GBS 4 SHITHEH S TRt e MOS ROt BHUR Shore oy OF EOBRBLEYTHIRY ror e
for det el quplieficPscraitintiehs e tediRiqul & oRldRheIMNAl, iddQak@RblIdbe BrrliQid ty
may pay a bounty for apprehension of counterfeiners seeking to assure the

i nt egri t yo aYoid pen-ugiguedyidentifiglqurrepeyy deis ngfedith UsS cuaprcy dand abprengiciest a

document ,inG&dds RERomiEuifRB &8 Hol6RAIRRE; whith 'nﬁP TR VBV NiBjeft tHRMGL RN ion,
accounting to a rights holder, either directlfy or through an agent. For

exanpl e, the depdealo dgicchdichroismator esample obdiclugisribersccnibicddrdiimg nfedivgs oand

aut hor i z1.BGBinb ik 5. indk \?n\ﬂatrgﬂﬁe' ﬁ%t"h@ as b i gt &ﬁ&' JeNinBarifeK to
pr oduce OCUNMENT S on 1t S oWt account - p%%%%téiﬁﬁﬂﬁgg X ué{ for é"aﬁ%le, a
page desdighpiovon syseglage leaiRDivd detectbistomapimenvagengdeiess hypagao ilkimicet ined
and asso\(lg\;'{i]c ]trelgl ﬁw-rt hq %htevcﬁloc,k‘ i.derhtci f iter , fi n(%:klud(ixntﬁ;s a ‘Eﬁ—,' f - aud h,ent.gi cation
message wWhieHC MPHE SGEELY R, MEREHEE e PatGT8 3f B PHACETHEV T BHEFFSdY cont ent
i s then ioppedl ahigslropisni.he stock preprinted with the identifying B
information. In the case o nylﬂ%@qﬂg docunents or multiple Q(lg%nals,_a
groupi ng of sHEME: FFespOWGHINTECHQALS "t Fauat:- 4 Pior 8881 R BF% Plct ency.
Thus, t heounterfeiter being caught is sufficient. Therefore, the technique need not provide 100%

detection of all counterfeiling, bul rather 4 significant probability of detection. Thus, for

example, picces of stock may be classified into one of 256 classes by a reliable but secret

mcthod. Therefore, less than (0.5% of counterfaits (on otherwise authentic stock) will be able to

pass as authentic. To make the problem more difficult, for example, the fibers of an entire

document, e.g., 8.5 x 11 inches, are analyzed and encoded into a class, by each 0.5 x 0.5 inch

poriivin. Duiing auihenticalion, one or more of e poruons are randoimniy seiected for

authentication. Thus, whilc the probabtlity of accidentally authenticating is less than 0.5%, the

task of the counterfeiter is 1o copy the entire pattern, since the relevant region is unknown. This

makes the authentication and counterferting highly asymmetric.
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docunent content signature nmay be present, for exanple, only on the first
page. Where an intrinsic irreproducible feature of the stock is encoded,
and the stock is preferably authenticated using the irreproducible feature
and identifier, copying of a properly printed docunent |sﬂsgmq)m1 bl e.

Furt her, possession of stock and an otherw se valid printer s

insufficient to undermne the security of the process. Wiere the difficulty

in reproducing the rec ng .nedi ymi s, t subst ant i barr.ier to , .copying,
care must be %QN@H“&"S“sgléd'Eﬁsg“?'H‘é‘f“ h‘é"dé%é’gﬁ’éﬁ‘ﬂc%mgd’ﬂgh‘i ﬁ%?ﬁ'? ppRgntedifingt be
obl i t er atyg@niAk reaBABIETdRAL; fof SXanF@TIREaddSik i 8 pefaB& Afaghcii€ Gk dodbke fecodditigt her

bl ank docunent security (prior to preprinting) nmust be maintained. In the
case of 4&MIER] toaen harrepilesald ey epdesy prother kngwndomnse fidvariagdensly cthe samessensor
encrypteqg_u R K e with a
di gi t al o1 gn«kﬁgg"%me Bhotad s E XE B SRl ech O6/10RY '?ﬁ*f‘"%“gl fofett N e

i rreprodudetdihent. ch@fe&ﬁ:h@lﬂ Hitahord attdne ofiagrictic tant:h@mﬁalcxam)oumﬁns thetrivedom
perforned by neans of anal yzi ng 'ihe code for aut{}'ﬁ@%lmt(}/ cﬁ, to verify
the ori gichAPYFAHE, whi h'émabBEnFFéHt‘"’ IbBe $AME SEBRRF anAn baracigrieddi.s case,

security of therpr bH@fxagcéf%Vm'c%\}%ﬁG&'?ﬁr@GMcst@cod@n:%Hﬁﬂc@Hﬁ hﬁrélbb&hén‘x’usuhg‘at he

manner of a digital ature exanpl e, using a nodification of the

met hod dumlas@ﬂcodmgjcels F&F@mmmaEHQIQmQJ?mS(PHmCIdW faeg ofghe docaeat. 15,
1999), ex a b n h t to
the prior S'é'ﬁw?)‘éoaf((:) smﬁ:g Pé’ﬁ‘%ogﬁ %r‘h ar ag:trgcﬁ“cqlfgm \A@Mﬁ] ? 6§‘gﬁg§tf(c,fa?as.
veri f i catBréfarably, omfgmaadmg ycﬂn%s akqmmiﬁeﬁugz:dhanTﬁne d[ynmdmrg Tehdi ok oggnal
differs fromthat gescm bed | United States Patenf1 t?bl932 119 . Kapl an,
et 1a]. APgUSdcsandigumcod Wj“@/ﬁ‘% crempleyrd i rgpringdpnaghine readadi pythericaga

Pat ent NQpformath4, 150 (Kaish, et al., October 26, 1999) I n that
aut henti cation of docunment content is enployed. "A principal nptivation
for an enbodi FEAPESENt {THENEANGISORNCPMBaAsHRSi2H Fuhgnticatipmdsviceydch Bay BEYKEAM i cat e

a secondafiherfidated ocu rqr,ntfbg cl‘é:ﬂ”‘-%lmd‘.ﬂid}g ub&s qg‘)hﬁ/ﬂib' LAliBaldA& AR iRER,

itself, to use a marking on the substrate to authenticate a docunent
cont ent iwiplci maietdinig mmcwmgf thetseheans. Thusp forgkample, seqgitp deauony pOOLE

pccor di ng, LA aNGIRSE m%qbgpehgﬁmuam%edcmx%ﬂer@&» el e ARG TR qaggﬁ?:gri s

imprinte n associ at e of secure serializ
uni quel y dxdmpi‘cl iihtledds apudené fication i die fegures S:m;, authdnocgedyn nati on currency.

T e i S imgRols SRl B WIS e BB B B R AL 7

for sanctdnemisag, for example less than 0.05 cubic meter, preferably less than 0.()03 cubic meter; (2)
low power consumption, for example less than about 10 Watts average, more preferably less than
about 0.2 Watt quiescent, S'Wntts pcak power draw from a power supply; (3) physical sccunity
against disassembly and reverse cnginccringf (4) electronic security against reverse cngineering
or code readout; (5) operational security against repeated attempts to verily counterfeit
certificates; (6) time-out authorization, requiring periodic reauthorization to remain operational;
(7) audit trail capability, Lo track users and particular usage; (8) adaptive capabilities to
compensate for changes over time, such as dirt, defective pixels, wear, etc.; (9) non-predictable
auiieniication scnemes, for exampie seiectiveiy analyzing diiterent sub-portions ol the
certificate in great detait for normal anatyses; (10) high security encryption algorithms and
optionally support for multiple redundant and independent encryption schemes.

The principal purpose ol the authentication device is for cryptographic processing.

whereas recording medium authentication may be performed primarily by cye. However,
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counterfeiters. The serial nunmber of the currency is then used to,access a
dat abase for authenticating the docunent content. The currency may be
physi cally associated with the docunent, for exanple staph%dl@f | aced ion
an associ ated envel ope, or the docunent inprinted on the cur+ H@@ itself
(where legally permssible). In the forner case, it is possible that a
docunent which is a photocopy of the original is associated wth the

. h - i nst . [ tution. i v
bj et oI Snedift ARy s BEARAET MDA Wi devite, BRociaty et

the curr gican dp‘iicﬂ‘i‘bmtﬁcﬁiabﬂ@pridté) scEnndpfoe ebatling endotled Hiithnsfoumewonof
counterfeit currency wth duplicated serial nunbers,.t t echni gﬁ%glqmul d

.. th
general |y fai The dorgimentriayhroupydptwilkeades Bare ¢ Bul\pYFy ?i‘gcr‘?"l? 4 _
dent i {1 Gl LULLARG Yirs: ddvel SaBRISken Gt o mire FiAERBRYIkAT o R ieiieNC €5)

l
i ncl udes ‘rar y distribute ored fibers, which may thenselves be
subj ect emphiytdidiieiadamiaga of this sysicmrovein drglekyeldooiploicode isflont Locamplesityf

dichroic fibers enbedded in.a nedi one enbodi. f ' '

pr ovi deg of B (e LG S wed LU M Pave Ehreetoaye Sy o LANEREEAS,
source sYiRMiptRF 1cdt] cb8ASleed A be eREIEPLRil Pecedsdry. MPurktiE Wi B goda ties Hidfereny st em
to illumnate l;Ehe dichroic fibers, selecti veI‘Kr measuri ng t.Be attern. of

] 2Cti v P :
the char applésaliensi requisteiléerentisequpins apdiderefase ILATAIVARRESRNT SORPYIPF & MPEI TS ne
cases, abs Lzﬁérgilc?xgir,ﬂé%m g&hiuﬂﬁ wWhichi3bn P§9H!a§99¢rdv%BWitlu AdeFinedieleiGANt i sk

of a counte belng caught 1s sufficient. Therefore, the technique
need not speupiey.dBhid,0f %em,cilb@s the ket tabd segmemedintedingsptyof usens. wba may haye

significapt probability.of detection, Thus,  f. £xa R - tock
may be cﬁ"gé%‘ﬁﬂicgh‘ sf’?ﬁ‘b&{%'?‘?ée%ﬁ"cgl%r%( B §§%@w'§£'r£ﬁl'aﬁqwéceﬁﬁﬁr§ crg?& w?'(gfhod.
Ther ef or g, .1 @8farddiPawbbd BF 1 cdlMIRITiiting ch@ticd ib@mwing avhdlaothemt may cqeok)
will be able to pass as authent] % . To_make t.ge' E)rop,l e, mor e 1d'imfdf i.o(l:,ul t, for
exanpl e, WHEMPMPBEFHEIt,AorLXa@ple; 1048 DYSBERHRIRN With (MOlgaUCANEAUPD LS are
anal yzed 406, RNGERedicabienRaGdBE@ S, MYcPARN oPihd b¥arbk & hdi@drunike.iioi u. Dui
iiig authentication, one or nore of the portions are ranctoi &l}ly sel ected

for aut henti datfewhly. higacodigsiang apthentispinadipqericy CHPIOY AT HER B pyrvents
authenticating i 8. Lessnd Dortssivl BuertitforR tvhidhenzALRE eIl ik @iriaGolk 6f COpy
the entire B%?P’é?cﬁ'j,'&é?nr%'gé Fﬁi’eorrqﬁ&é'\/anltlbrﬁcgg’gi.on 'S _uﬂ%ﬁom._oThiLs l;rakes t he
aut hent i ahe oderlgmg abgoutine pfdiortthagenkiation 9f vadig sadastprcounierfeld 8gods R pyalY,
Advant agepusl y, the serial . § . r Al BELAR whiiSros ERmlnld, &

i mpri nt edlﬂf ﬁ“‘x‘ﬁﬁ'éiﬁ%’h'é‘# ‘é‘%{‘a‘é@ﬁgﬁ%ﬁ %ﬁ%@%o@&t}ﬁlﬁ?gﬁ% adapt od t;/)pef a{(?:)es,
magnet i ¢ wiidesadaghuhgansdinkgo a cMi@Ryervan@hys, farexewplgsa seziyesgplrd Serae, My

ot her known fornmgs. Advantageously, the sane Sens
|)r0wdc authenticauon s¢ ces, over secure communications

Qfannels. For example, a wircless
application protocol (WAP) compliant device may be employed.

When the central server is queried to authenticate a forgery, an entry is made in a log, and
further if multiple queries occur in a clusler, Lhe server operates (0 generale an exception report.
The server may also cease responding, alert an operator, or throttle the throughput to prevent
rapid brute force attacks. Thus, by providing on-line authentication, enhanced security is
provided through monitoring and responding to event contexl.

Seif-auinenticaion may be based on a secure pubiic Key aigoriin. A sccurity risk exisls
in that if a common private {secret) encryption key is discovered or released, the uselulness of
the encoding on a bulk of document is diminished, and a counterfeiter can generate self-
authenticating documents without the knowledge or consent of the normal provider. Untl the

pool of authentic goods bearing the broken cicoding is depleted, or the authentic goods deemed
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for detecting the characteristic of the substrate is used for reading
information fromthe docunent. For exanple, a random pattern of nagnetic
toner particles may define the random characteristic, whi CB g]a be read
with the sane sensor as an M CR character reader. In fact, 8 ct of
the invention provides a code inprinted on the docunment using a plurality
of coding levels. For exanple, a serial nunber is printed on the face of

t he doCumgnfhdrawhs bdlhdr ®haliQ Therefore. eac

char acter ¥ elprrdesent Sl T O%r% glfyt Uﬁlérgll%%%ﬁcpzﬁw §g¢f-t[8m écleffagﬁlég ca[lo? f{: e

codi ng defbubjes lcabrsmpfarcatcmchmgaagﬁptt hrage tlhemdacg’stnctmnhsrhg: noT\pabld;ihaiﬁn@hmal
bar codes and h codes so be enmpl oy to i nprint pmachi ne readabl e
aut hent i c2FPg ﬁglffi"o‘pf%ﬂfé dsFaxeEth "le’ﬁf‘P?ﬂfca?‘%‘iﬁi Yen@ﬁr%%@'ég"ed‘ﬁo“
aut hent i Ciﬂdrﬂﬂrc%h&% Mah Gy smum@m%% dRum@ntt Q‘ﬁ'?ﬁ)h&@atl &n "ﬁnEinﬁHémiQﬁmﬂy
relatively untrained users, to provide a validation of the docunent, |l e
mRi Nt ai ni REPCERAIsHE@Wffergntepde srcogpheaits, wikthiis cmi)bwuéwdn:pl enderslyuo agsyre a
features [ r to Use of the authentication device to
"break" twgﬁ%o EFQYdQﬁ&mtn%lQ il ﬁ'ﬂ pf“‘5 nlm§§3<’;1rrpl e, includes an

i denti ficati onlwf ncthtEthﬁﬁﬂé Uﬁ,&ﬁtdbﬁjoﬂgoﬁufchemﬂﬂcﬂahedi nol Be kgl fd/d nunber of
characteristic e desirable for the authentication device: (1) snall

size, for ‘8RB ?%‘H¥fe§§‘fPWahmev tss!f gty secundy feature, Thps spasta) inksRiREN” 0. 003

cubi ¢ et ichndgdies, bPWFGIRMESH SOASUSREM& may | &dvERTecoa] ROQh; I O
Watts averart:glg gér;gsre prefer anbl ?Less thana)f abec;ﬁ{i@%mz WE{ gw egc[en%waS Watt s

peal , poWBHIEer{r ¥nigin ldcrwém)rol saghslogumgrg jnap Ihysroof&lcdswemﬂcmryy featymésnand
dl Sassenbl lydcérf'ﬁlm .llﬁ}{ﬁ c?&g}ep&%g I&ng CC(q ? E OFELt‘Jr ﬂF[Ofslgfg')g ChtC)é t..ag)llbnlc‘;?

reverse engi neering rea 0u operati ona curl
r epeat ed dtet@gptcs‘ tbeoscmelrnuﬁr;bccmmntmdiﬁ:emlvcsqm\tidih'g detres;de(chintstioeharudieristic.

(7) awai ¢ 1 00 55 R R E Pt B tRsple ARty B rieFiseite g By

adaptive eﬁllimﬂilhddu'&lly es,nm lh&dlffpﬁlﬂﬁlaﬁrebufl.ﬁﬁy ChanN@ASuuBiicatinfBohcid Cicas ifli It
defective pix é non-predi ctable auiiiesitication
sci nemes, PfO! "@)E’ﬁrﬂ‘ﬂ Cg'é‘F’é‘c't“F\‘/‘ "y "éﬂﬁ%‘?ﬂ‘i’%@f the Irrcgrlarity Wdp-dserptions! B t he

certificadgcinendEonany, 16 8hsdkd thé@had e Rb aRGIOHS 85 -;ds(:;LQ/)mJaldgmﬁ&PHran M
encryption al gorlthms and optionally support for multiple redundant and

i ndependeffue Hirdpsumer cantprag be mgeenisdian cylll ansuanbiodie ipfgulaniey subidsetet i cat i on
devi ce i s fi@kndchidi: Gﬂﬁsa\pm&tné QEQ%LHQ%ﬁ ad@E.%&ﬁ@?ocr& &,&@w&dffggs Wifhose, for 004

aut hentication may be performed prinari Wever
aut onmat ed cxaeRle airkign Mm%admhelmkpcamddmwfasp lh¢ goregmsiengdrucfonh durhentd s

devi ce, eﬁggﬁﬁc%t st;uj't{cicin[.

Alternately, the irregulanity scanner may be distinct from the code reader. For example,
an imprint may be formed on the document with an ink having reflective or dichroic fiecks. The
reader, in this case, may be a simple diode laser, with a uniform beam pattern, illuminating the
imprint, and capturing the reflection/diffraction patiern thereof, Thus, while alphanumeric codes
and other readily visible codes may be read by eye, subtle encoding methods may require
specialized equipment for reading. Therefore, another aspect of the invention provides an
automartea system Ior reading codes inscribed on a document. The tmage analysis capability will
generally be tuncd or adapted for the Lypes of coding employed, reducing the analysis to relevant
details of the marking. Where a pseudorandom code appears in the marking pattern, the

individual mark locations and their interrelations are analyzed.
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has an optical (or other appropriate) scanner for reading encoded digital

i nformati on. The docunment may be provided with codes having a multiplicity
of conplexity levels. Thus, even if a first |evel code iB%bWﬂH&h, one or
nore hi gher conplexity codes may then be enployed. The advantage of this
system over a single |level conplex code is that the conplexity of the
detection devices used in the first |level may be reduced, and the nature
and even exi SA@Bffng Rfanbiier dhhibaBhcol BVEE ifeftam, Ha6shneat xtm i prooRfed ebitint i |
necessary, Further, it is noted that different applications require

di ffer erﬂubmmllvwcguémolphmﬂmwed ECTPSEORIE SeRif: BUHYOE ARNHPIR AYFEEE si ngl e
st ock b C provi ded
R g A S i e L e ey
segment eliiack@b@ncbﬂ:&ﬁﬁ&&claf abtsmt:sorgwy@lzrmyodnavlean piedefcfisinmtpr stosk. Blwmsitivities

require different | evels of servic ers nma uf fj th a
1570 Chamauer hSRRTIY HOTeH HEETOENANS B CF e BRI RCEIENE Mun |

ot hers %E RAUbEEICWTRSS H BEREHL tifg ek Mligees M hawe &Q4ially tnvaitsle.yRérd on Wi th
renote autfientication, and, for exanple, bionmetric authentication (e.qg.,

fi nger préxamplepif tb¢180¢iea¢19dt-o:fn-ltdh€clnlbl@ dessety oplightaplapidycellglpge ‘é??é‘bdﬁ?ﬂj“’and
aut hent | Catl 0 c%%?dsbes e%lo%yth stgéﬁsl}s i C.E?a‘imcgﬁgv?ﬂé foré # ld BOdifficaiCr S€

engi neer'i’ SR errogation, lead tOo a determ nation
of the Mﬂd@bksﬁll@ﬂa Blalyaé t'tdﬂyrbcﬂ&ﬁvcmﬁoddfehtgdm:amntitoﬂmuvﬂgwﬂ:lﬁbstr&:fwasmfl@d
counterfeit goods. Alternatel t he aut qentl cator

t
i nf or mat 4H h&t“'c’éﬁ' | the gpeugpeaf &‘i"éd Binaythepticaied by knogun ')?‘éff%ﬁ’oég‘pg c‘"\‘/ﬁ"? er glggr ©

conmuni Cad, Oﬁﬁrﬁﬁl@#&x&&ob%n%%mu{ AbcuwRInY Rith thBMiber arfddot pxemPveuldde Setiseive
central server may provi de aut henti cati on services, over secur

conmuni csinéeorisuabliathn atoss apperrarseayguidbe diffarepirers an auhentic dgeyrat pﬁb‘f’ i)
g \OAA;’L t ﬁg{gg:m@zp, a Qe;ﬂ.‘mc OBV p&dw&,@%&.ﬂmmm bR EREVE i Rbict &R ehe | biucer i ed

orgery, an entry 1s made 1n a log, and further
mul ti pl ethguesimgs oadkuor sttnnlamsltusigeldptqtm@vgé*)\pevldd*péﬁ%’tfesmtlb}'"@eﬁé’r“a%réi an

or ¢ hr ot PrETEREE RSt Fam e DB B AR, MR R B B

or throt reven rapl ofce atlacks. Thus, by
provi di ngptasat Jnh:ncensmﬁzhemtmgaunmmsmmmuedysﬂdlgm thytigroveghayedioddles t hr ough

t d di t Se| f h
based onodbegBEhy B BRBEEhd It P jocadtr | R MAGRRARIo MR, ¢

a comonupidh\sabed Gaackedors @ncwpnmmbkgy allﬁlrdlnﬁﬂmbﬁhmi\ wintecdeased, the
useful ness of the encodi ng on a bul k

Dl SRS b Softe el 1] SOy A0d v8
count er f EonteH. g fgunie matkedediors locutionfwhtch shRy ‘ﬂE‘“’ﬁd‘(?tf%ﬁ? APt Y PR
know edg@.«;9£n,ﬁ&r\§ﬁﬂéd Of ik N8r MAKERLatidh Ok d6dumckinédde id led (p@alupain aausciaesdt i C
goods barring the broken encoding is depl eted, or_the ?uthentlc g?ods
deemed - d@abase record, or the self-authentication codes read. This defines the four masks, which ar
applied scquentially to the light shutter.

According to a preferred embodiment, the pattern on the docuraent is represented as an
image projected on a surface, with the surface not necessary being constrained to be planar.
Therefore, relative deformations of the authentication pattern may be resolved through
mathematical analysis using known transform and image normalization techniques, such as
Fourier, waveiet, etc. transforms. The reiative deformations, as well as any other deviations from
the encoded patterns, which may, for example, represent lost or obscured markings or fibers,
noise, environmental contamination with interfering substances, errors or interference in the

original encoding process, ctc., are then used to determine a likelihood that the document itself

corresponds to the originally encoded certificate. Thus, the determined authenticity is preferably
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0 8 JUN 2004 w thdrawn, counterfeiters may continue generally undetect ed.
Sel f-aut hentication schenes are subject to brute force cracking attenpts,
since the hacker's activities are not published. Once an (pitjingf00j cati on
code (private key) is discovered, it may be used repeatedly. The present
invention therefore provides, even for self-authenticating docunents, an
optional on-line authentication process using a different code or

conpl exi tassooniédwith néwbuhuyvéercai bhied op stoshrgbmyaiafipnsyig dhe propertics of eyt
counterfeit detection a re

i mpri nt e 0('1 (;’;Bamgnl led tsﬁ’éh‘]é e ¥MPI% mth usiﬁ{)“ g@ﬂ% iug#){)?lléé Sadr% {c%d& h’@thréshﬁld
conpr eherh%hphﬁn b® U;Bplfua'fld’l@.fﬁnﬁay ad:dcﬁﬁblfc cher Aucsédser pasitive ead false nefduye) mslthCl al

inks, printing technologies, or |nfornat|on st orage q? n$¥
enpl oyed. aulHVEFURY SESTSy In general for luablg papes dacpment acfﬁ'é’ ﬁﬁ\ai" é?l) of each
docunent IVQ? eg'ho\{/'hgﬁﬂ)r%\L balﬁtl.eﬁél:"u'nr{c}{txfllﬁ?%‘tﬂcﬁt%atn@ﬁ‘%rcéhﬂﬂﬂﬁﬂf B Rgrifidantipsi c

irregul ari l'laser print toner patch edge
roughnessl)oumn the edges of the serial nunber inprint thenselves providing

t he non-deter ic characteristi lke sk et al.,
supra, an opt | ‘a[‘l”"'gﬁ'a?‘?r?é'F °p %PSFE%?@QC 't"vem'OETlﬁ%l&ga?%JédrhKﬁ'ﬁ%ﬂmg ?%ﬁrﬁaneousl y
capture t {#grfRe uivthies i Fh@GUionkdatiing llhd’llrﬁqt&&:'hfir'lauﬁhﬁmbf maisionlg ssdhasee, it code

is provided on the docurrent i ncI uding a descrl &-E‘: i rrbe arl ty
and a despelpsiation seasitive Enagiecdsishford %‘td'%“‘é hrejg fi ‘ﬁ&E‘S 4o
alteratio

And 336k p@grn‘?eraé %ei‘o@fiﬁpﬁhd@ aAbstfialt} ﬁr‘-ﬁH@e idbRFicd QfdI BRIUnally a

content c ‘H)ete presen only the 1rregularity subject to
aut hent i caieésage, ofhiiesstagk] |A dbecmm@n@aslenmmé thepreaddip foumalinn 1§ 19Fqd in @ database

custom zed for. .ng &1 t.puggnu 1cau(?|%(§‘ |l:(?loqﬁ£ % ﬁikn OGR! uEoRfizaBbRAIME &i ckets,

and t her el vF&% Sessi on ntic -document i's sufficient.
Al t er nat etypicallp@n bhidiagpdoadss ttyc SEaIN e:rdmagd BEhediostentn g descripyart dresigrathec r eader .
For exanple, _.an inpri an ink having
reflectivewser dl“bﬂﬂ"oﬁ“lf"# 'I“e%’ﬁ%’"c“ﬂ? &E'gﬁé‘il""{l‘ﬂ Y’Hlp%ccélgglew"%gqc be a sinple
di ode | aser, W{JbnR ikdinkcey, MREAV deaitddab Moairthih ud dvabierg cohitent qctrprirmh a and
capturing the reflection/diffraction E\z;ttern the(rjlgEd Thus

al phanunefdeote aybentcaling sgyise feepial fiafahasg)- singug c3sg ?Wcﬂbéor"écé'él "E? Peye,

subtl e 6“89&#1&1 R bR USioBB¥ert Afial SgnaBiRE GitRsbkes iIqHIoRTRIN 1661 bitadd iamdgh
Therefore ot her aspect of the invention provides an autonmatea S)

for readi ng)bemﬂasoﬁm@emqlbédamwrwgd@rewﬁ%tFur}hehé thigergerbaKaNsIios. XpiX| g|‘F"i y
Wl gent%%l?luln% er, tdlm&ge PJ ;s%‘iﬁ%&gﬂ-ftaﬁ uwf'em{\)ydﬂﬁ% & whiRH iURCHaIBRSeOy Bidrar

reduci ng e anal ysi s evant etail t he marki ng. Were a
pseudor andoes recdie: mpp@m nommheumhc knmg\tpwmlekiﬁi for the dopHeR™i dual mar k

locations and H?j%lné cusrl]c}{%rzarueolna& ?&?\uﬁ&%oﬂgﬁll%%ﬁ)g’k and the identfication of document

content (or the content itself) is transmitted 1o the ccnlral server hosting the database, and the
document content stored in association with the identification. For self-authentication, this
information is then encrypted using an algorithm, to produce an encrypled message, which is
then printed in the document stock, using a standard type printer, possibly along with
authentication instructions. The encryption may be a multitier system, for example including a
36-Dit aigorithm, a 128 bit elliptic aigonitnm, and a (V24 bit algorithm. Each message icvel 18
preferably printed separately on the stock, for example, the 56 bit encrypted message as a binary
or bar code, and the 128 bit elliptic and 1024 bit encrypled message as a set of two-dimensional
matrix codes. Allernately, the higher level messages may be encrypted by the lower level

algorithms, providing a consolidated multiple encryption system. Preferably, each encrypted
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-47 08 JUN 2U 4 According to anot her enbodi nent of the invention, a
docunent stock is provided with a substantially irregular calor pattern on
a mcroscopi c scale, but having a uniform average backgrouﬁcﬁ HBNBct i on.
Therefore, attenpts to copy the docunent will require that the background
be subtracted, and the forgery placed on a clean piece of simlar stock.
This provi des t he opportunity to stenangi ographically hide pseudorandom

i mage | %@{s\l‘i%doﬂesﬁoﬂd\ttbeucdcfmq mmr(h&tlcdjqurmumi altdueliﬁ(bdlqmm’(or thesqbists
techni ques which are essentially invis

t ]:I oyt ap AR f ? ﬁ?&gﬁ Gt k
i ncl udeso;worlelimwﬂwrlyﬂ%nbwca‘éﬁg pE potgptially tjh‘{‘ ‘Eé‘f 6%"& R FUTOSER" T Ber
sparse pat L f d@qg ﬁagq? BB&&hluﬂ:tf%l'd bel duEcesii Al rdpﬁcago:t xhgra&hdavd'ye

Ther ef or €, i npossi ble to analyze ever oI or
portion (i)zfncwm rdnicnsniamtlcd;ode mcstlarngemslhx ¢odgerBy Hinuing ¢ they Moot p‘H‘owever

t he docune uI d be authenticafed b h g@g;@l;ge of the
dot s. fﬁﬂg B‘tkb'é‘o?)';ﬁoffg p@f‘d’f'ﬁe orgﬁ%eﬁhp nt@ %le%lh@c lgggfﬁgrr?d dot pattern

woul d bemb&ﬂéotj&q& kdd@cedS InngRinonstha ube/of coliea @wmmmpm@uomm@nmnal
different froman authentic docunent. Thi SPEEIF E advant ages that the

Stock neew ayer where SERHRICHSE IRSITIGHORPAT NG 4% e the pattern,
that a sinpl eAEr&ﬁ(h%Q[o zﬁ;ﬁ&fcﬂ-&d E’f‘ﬂﬁ&ﬁﬂ\énﬁ, Heustomfbe ﬁ'ﬂﬁdM@érdﬁbnﬁﬁuﬁdmbﬂcmed for

aut henti cati on e stock precustom zation nmay _be distr.i buli1ed and
decent r apiovaitd toAﬂu@Mtage@usﬂnyxpncamn mrpnthaprcfm&ly thgoyghy Ws?‘?é‘ roug

transm ssive liquid crystal ht sh a fAt. In
this manHgdl ““'E‘C??Sr"ﬁscﬁég ROKE ldg‘: SOGoY "'I(:O(’:Oan%3 x%én[‘) m}‘ghsg(H ?o\?]@en%g@%ggfl nes

| ocat i Ongrivibh&@vodd\@itadetlave no dots (but may have fibers), a third mask

defines a printed document content, and a fourth mask S
whi ch shoul d Aavesities! Rager e (o Biper 5ty %ﬁ‘r“é‘?fy gty m‘*syu% qsi:/aqgaon# i rme}éfgﬂ

Thus, fof d@%@ﬁ W AL Mbed MAIAAS Wikake Bodeantfeostra bar cod u:quzsecan
associ ate dat abase record, or the self-authenticati.on cod e(\ 'gm
PO R RaLRe

defines wpheepdiarantas ipsper pathoh thersiock o Alipmatglys & FatsdeFoafifrues o
shutter. Acg %aﬂldp gloélpm?y L REGIHA dwﬁﬂ?tﬁ&’hﬂi@&‘ tncrdrt@iR@ bt @€ BeqBndeh@hdqaevitent

is represSente i‘mage projected on a surface, with the surface not
necessar yubmadg':camrst mmdneicbrtrmrbmﬁomw!ﬁ softppiise a7y 08 cm,pgqygcé i VS8t B %at i ons

of the Byl el ol i anRALACHBJURY (RRerkIRSRURE doF MG bysidHl ANBS értgibycd.

anal ysi s "UEPRTWNS sform an nor mal I'zat ron techni ques, such as
Fourier, 'Mﬁ\{ﬁdnﬁis m®{ erelarabsobeuged, Iihvehmleloammet iethoprtef bidwarasii {81 | as

any ot her devi ati lroin the e cod R [Hdre,
Fepr esent PGSt S GOUBEL U LA Mo G CBToT. e Cein AL G810 U R

cont am Natd.Ran Wllatidate ifi@micagoathslieanis mayrooomsungrald wittlehe sPwrit &Y @ he
retrieve the authentication information and provide accounting information.

([ the self-authentication reader includes secret information, it preferably has a sccure
memory for storing specifics of the algorithm(s), which is lost in event of physical tampering
with the devices. Further, the devices preferably have a failsafe mode that erascs the algorithm(s)
in case of significant unrecoverablc errors. Finally, the systems preferably include safeguards
against trivial marking or continuous interrogation, while allowing high throughput or checking
of documents. Since the algoritim memory witiun e reader may be iragiie, a central database

or server may be provided to reprogram the unit in case of data loss, after the cause.of loss 18

investigated. Any such transmission is preferably over secure channels, for example 128-bit

encryption or so-called secure socket layer (SSL) through a TCP/IP communication protocol.
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original encoding process, etc., are then used to determne a |ikelihood
that the docunent itself corresponds to the originally encoded
certificate. Thus, the determ ned authenticity is preferably) 848N @8 JUN
2004 associated with a reliability thereof, based on-stochastic variations
in the properties of the docunent and stochastic variations in the
generation of the associ ated secure code. A threshold may then be applied
to defi nBaghreadze eystembprefeerblyphasramaquefidanti Geation inuimber aad detfoeswypiopdeyso1 in
the authentication process. | 9enera|, for val uabl e paper docunents, a

t hr eshol #hERPBEIABER Wi Iué"[‘?"?gir‘lf HF%h, white for |ow val ue documents the
aut hent i cat i ofyd fe@aNQlEhER YrdViies b @aiticiiaAeohynicloppertunithdaamadidmipisiar ofizn
enbodi ment of the invention. the stock precustom zation sx'stem t herefore

i ncl udes aethergimaenn, dafabpser dhdindminisHar sy 36 2 dnsed iindpady,aliowine Rraduction ol

such as a. .pol ari zati o [ (Waa=Tel ' inhiBAGksREL, andli stribution
of di chr8f”é'gglia33ra ls’t%é%gtaglggial&'}r{héﬁ%a%g;?c?dcg%éﬂgglsotclgglt(ﬁlél%ri nter, 2-,. ., for

i mprinti gghéntkuigi difotwhdnys withap direal eorhinfrnieatioan tetwypen ba ghgpalgr ongsage, on
the stock. A description or_signature of thﬁ' r ,ad.i.regg)rlmtjj(?{loifs stored in
a dat abagecunegt %Bgfcﬁtpi‘ctﬁ'h The Frppstrangouey pasdes BISEEY 1 eq To

t he stock.

Duri ng C']’r?ﬁnﬂﬂhﬁn@tsé&ﬁty SMhEhardbase dndRh@ ity of 82 s9flein] 4hd rgypoadisg prohipdy cont ent
i s defined. The content, a description or signature t,hereofd maé be stored
i n conj udotunumt wicgtipniand oidien pithprcationyequssisc ERE thete SEEcshdRpadmigisuy Ay
I nstances, il Sudes! { 4Bl @ieRt S50 PSMTERE] 6ORLADE repRGERéd by om a
renote aﬁ[‘ﬁéﬁﬁﬁ% &Sﬁnqgrilfj{o?g‘ 1 'bé]‘t'?rdg#‘mcfg% ar}t}gl%e?_._ [n this case,e%t he docunent
ConL e MR ypbaricum ol on e Pl AT L e o
substantial infaormation |ass u i a.hig S LdibX 68, det&agdihen o
t anper i ngUEPRRF LA ICIRS, t’ﬁ'é? ',deaovtcﬁﬁ‘é"ﬁfoﬁa{??rge’?'ggcngf;dg't| o{rll,'}u?)mlo "Vl ng thlelg
content QyBfdks cdpdiaRasRDVESIh&Liear, and content user, may occur, in which
t he dat abase registrar does receive the content nor n?J Q'Er,}aiui&éﬂewhich the

T o[,

aut hent i cat i o gares! 1ty Paymentigell REfE be BaRsIdRly SUSEBM YAt Re
i denti i GahiRNol cfRAscSt RRKaRIYE alshRilirGRiphitideaatticonivelof decsunvins, c.gdmtsent (or
the content itself) is transmtted to the central _ser_v%(rs'host |n[? tr‘)ve_vcr
dat abase, amibouhtl . 00 O¥ beresrssrasaint crditong RIYMP S SGRGIHE MeY iP5 P RICPH Higwever.
i denti ficatiang FonSekdinfdt REREdSrHehQBohnbRES is profeRbR B gyl S Mibepayment
encrypted using an algorithm to produce an encrypted nessage, Wwhich is
then pri ntdaology irag atiopravideta degeesiof angsiymity awharensderdigiongl slecppmin fyds It p) v
along with apthentication i b QRSGnick6n SNk on may be a nmultitier
syst em f%f‘créﬂ%lﬁﬁf" S Lﬁ“@fbdﬁllynog§%r{d§§ﬁé fr?ljlgt aigorltnm a i 2ti bit elliptic
al gori thm andi & nb@a4hdoitic radtigmisiatdndingEcthe prsed eventopghay dso be employed as a

digital content management system, in which case compensation may be provided to the

originator of the document content for usage thereof, with a central consolidated accounting

scheme. Sce, for example, U.S. Patent Nos. 5,991,414 (Garay, et al., November 23, 1999),

5,949,876 (Ginter, et al., September 7, 1999), 5,982,891 (Ginter, et al., November 9, 1999),

5,943,422 (Van Wie, et al., August 24, 1999), 5,933,498 (Schneck, et al., August 3, 1999),

5,629,980 (Stefik, etal., May 13, 1997) and 5,634,012 (Stefik, et al., May 27, 1997), expressly

INcorporated herein by relerence.

Micropayments are often preferred where the amount of the transaction does not justify
the costs of complete financial security, and some degree of anonymity is desired. The
transaction produces a result which eventually results in an economic transfer, but which may

remain outstanding subsequent to transfer of the underlying goods or services. The theory
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preferably printed separately on the stock, for exanple, the 56 bit
encrypted nessage as a binary or bar code, and the 128 bit elliptic and
1024 bit encrypted nmessage as a set of two-dinmensional %ﬁLﬁﬂfﬁaﬁs
Alternately, the higher |evel nessages may be encrypted by | eve
al gorithns, providing a consolidated nmultiple encryption system
Preferably, each encrypted -49 0 8 JUN 2004 nessage corresponds to
successi ygleMy mﬁ Qs dfdrapdyaént sthaneBithay theabenstary hlatslaaimimllamudﬂg}r such Qm)bil@ct
redundant encodi ng or. pot

t N t th
gﬁcloggg pleﬂémrm ;remacuowﬁl%ugcyéft‘éﬂw’am"aﬁng"fn | EWM@%U&@@%R ‘i(‘)S\ﬁ/’er“t% f"’. eI d
to be S“&%&%‘M%Lnxuﬁ Satf%cc%’q s M&&@qe@nqx@&mcﬂuafm (M msm@deam bfadondecode

the nore conp mting use of the nore COR‘E{L codes, and
rel ease @l ctme uamqaarmhs ngsmzdblmon@a'denss argisubistantidlydesg than seiob RECYFe: pr emat ur e
breaking these codes n adde ,msdcw& use of codes of.varying

conpl exi t’?/l“a‘ltqdo‘?wofeﬁf'ﬂl l?&‘ﬂ'é‘f '%E@cévréﬁ"d ere export or use restrictions

are in place @fyd PRphSafhBigciRUl S8R eRAINENDEcORig tpntef;ﬁesrcadnmmmdmwnt a
custom zed print driver or printer firmvare is  provij deg to uto the

conmuni camploy anwbpletaldcal tp s dieatsystemnybigly oramesiespvidh ibgr app P’cﬂj r e

| nt er net u5| ng secure r n tdnapsgtik. a VPN or
t hr ough & ?)rrl vof e :r:]ndtoﬁ%ﬁr??mhi?%'lg)n\'gﬁ ; &A&%gédoﬁeﬁ lf)‘ggket%bﬂ%lr ay (or l‘paper tray

accessory) i nids patedither thegscubiey fosthd ecanomint pryaentlar # gocumeggnacH 80593k seri al
nunber, which |n this cas

advant a us r de di sposed
per pend| stmalevelgs heFErEy g%{taH”‘S?“%“H%" %ﬁ'@ T(cg'}/%?% g‘%ﬁ' gt%gtl y, a stated
i dentificati onn@foiRwefd USe PRents f@piddsly dtorpasedhiienl bystebordncrade fipe aspects of

identified, with automated_i ncrementing of the seq ew
nodi 1 catwisiesay et EitegsRfigis pad aRtincRRYBEP Y SBEY 5&?@’%@"@* 1%2392%

Possi bly (BDErs ol B0 k@%&é?y(wﬁﬁ B Th3aBIai} e T (et 6L6636 sbandar d
oper at i né systens ha

Th t
in whol e (manm Wﬂwssmogm qglﬂh )nt5«§f59 hbﬂe Ogtﬁf)r rSTa é«wﬁ'%ejé@g@ H?g 5%§’§ged
in the ha ?P YR & y&eﬁaﬁ%g e8lnnb Qe Ll 5?6.’5 Bét}“‘umt%t) @ﬁ)ﬁdﬁﬁ&ﬁlﬂcrr)ed 8820 Ne

prlnter ifcatron or |nter ace, t he prlnter é
conmuni caKeostil; b%mesz:mmnla)l 5.963 924 (Witliamset nh )eé@% AZ6 Rervien et Hai §-BHp-484

i nf or mat Ir&f]ﬂand Egﬁvéﬂf? 2?‘{: mm %%2[%9 m‘:h%g cf !ﬂf) 685 @@j(fw@mtyﬁm | cat i on

reader rab has a secure for
storing spepi fysqsmefodidivy)abgaes, nshnr(akamsmmmn) |65§JSB(3§t (Nefs a6 lo¢48piﬁ§ﬂ cal

TP 0% R SSRGS R e e SR BBl purvon

unr ecover alIzgiEMRL Twd$iRpld MicréagmeinSchemesp(tbe 7alslop). icnpksstieinserpeyiedr ds
hercin by rcl’crcncc;'Micro PAYMENT transfer Protocol (MPTP} Version 0.1 (22-Nov-95) et
seq, htip:/fwww.w3.org/pub/WWW/TR/WD-mptp; Common Markup for web Micropayment
Systems, http://www.w3.org/TR/WD-Micropayment-Markup (09-Jun-99); “Distributing
Intelicctual Property: 2 Model of Microtransaction Based Upon Metadata and Digita!
Signatures”, Olivia, Maurizio, hutp://olivia.modlang.denison edw/~olivia/RFC/09/.

It is therefore an object of the invention to provide a system and method for
authenlication 0f 4 counterteit-resistant document, comprising means for automatically
describing an apparently non-deteimimstic characteristic of a recording medium of the
document, means for receiving a document content of the counterfeit resistant document, means
for storing the description of the apparently non-deterministic characteristic and document

content in association with each other, and  means for comparing the stored description of the
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against trivial marking or continuous interrogation, while allow ng high

t hr oughput or checking of docunents. since the atgoritiun rrem)ry W thin
the reader may be fragile, a central database or server g ] vided to
reprogramthe unit in case of data |oss, after the cause-of @ @gﬂ{g

I nvestigated. Any such transm ssion is preferably over secure channels, for
exanpl e 128-bit encryption or so-called secure socket | ayer (SSL) through

a TCP/IP 99 [}'rﬁﬁltd %mpx{t C%Qll ctn,m?Q '19d 90«#0 ntzrg)Qlfs: g@@ﬁ&:ﬂ%g{ atrcett

pr ef er abl as "a unique | ent| I cati on number an encryp
for any noonkeiennmistic charadtédistic had deninead chaystdstic. The present [ nvent | on

provi des a partic r econom c oppaortunity for an adm nistrar of
Pt hent cat | ot ihduies SEIRAE Uiinranties Foro et Peaipangrton e L?'HP‘I‘%P%‘hr ty,

al | owi ng plﬂ]’r!ﬂ‘iiﬁl%? iieBiaOfach RhVifg Eﬁlurﬁﬁ)do%h@mﬁ FALAAL FordREHIRRIR MMHdn6, a

accounting to the originator thereof, and authentication of docurnent s
Wi t hout dieteeior. d@@ ¢ alemens, aaeometews'tenefooslpmm'atlmnmtontOIﬁdm dgzcedent and

the et Risile, T0oAND DLk A e Bk nehAS, A Sl FhEEBLubichLons

mai nt ai ni ng secur Integrity of (he Sys

respondi rgniprnmt rlnyants Gor HQPEATNA sut bPddidcRd mﬂ:n&nmh Istoeedoddh ey ite akd@n
requests. For these services, the adniinistrar charge for _the docunent

stock, eo§servesalerpeiiyfeht media gag et i authegticate @ﬁ"&d%ﬂﬁéomeﬁr defrEanthy

t he docun®itoonfppike, Qb'ltéiﬁﬂtblecﬁhbr@&t@r‘ﬁ{lyktﬁmcﬁﬁtaﬁ%id{%k)(cﬁﬂ%lgm fergntially
based on an authentication outcone, a flat rate over time for maintenance

of aut henespegitviegiement. ¢Ehe mmq@tmmlﬁgbc dl@ﬂe@d'ﬁer‘ res@asnnigistiesparial y t heori es.

in generad}mn%%& Eﬁ}ylgg%g often be consi dered m cropaynents, e.g.,
those in transact | onal expense is low and of a simlar magnitude

to the val ue dfistulhatizepbjeced theangrniion moviﬁhaxyea:lnomd idh &) for\fheviding a

R s et R A T S R T

M cr opay rigntifict @eiin aQ@yic BRyiried BRuR( @fintgy Hv: @Iiegr. ﬂBc@rﬁcnﬁﬂﬁﬂymderpM\ﬁlﬁfgeaS
traditional elect r(gnl c funds transfer generally requires tracability of
funds and@"idePTHIPE HEPYHNEIReUUBORNE. thy YarfaRle dgeieent Foftent Hia fittispdexed

accor di N@ytadsdcht:aRio st tddﬂ\z{ﬁ&t ARNuERY i @hiR L 1R SIBIGY R siad Rcudidibt al
content managenent system n whi ch case conpensation nay be provided to

the ori @PhgpiRting tttcr'iew@@cttﬁ@rﬁ and sAmeing the “asagecwef gtent W"t‘ﬁ‘ n&neeﬁti ral

consolid |
5,991, 413"&)%&63‘?5%9“% are géﬁlopm’cnﬁgﬁm? t%‘ﬁg?ﬁmﬁ 949 876 ’aééﬁ ﬂ‘% S0t al.

Sept enmberexeutiongh) s:rystogsnzh@gatoc(c@ fugher, the pedeess nmmmmou@mz,llgegynm and/or

authenticating, for example, charging a financial account, or otherwisc allocating cost and profit.
The authenticating may, for example, be a self-authentication process performed without outside
data access, or, for example, a local process for authenticating the security feature and a remote
process for authenticating the document content. The remote process may be asynchronous with
and delayed from the local process. '

According to another embodiment of the invention, it is an object of the invention to
provide a process is provided lor authenticating a document comprising providing a document Lo
be authenticated, having predefined document content, providing a serialized picce of paper
currency, phyrically associating the document and the paper currency, storing document content
in assoctation with the serial number of the paper currency. Thus, the presumed authenticity of
the currency {and intrinsic sccurity features which underlie that presumption) is bootstrapped to

authenticate the associated document, For example, the document is authenticated by recatlinga -
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5,943,422 (Van We, et al., August 24, 1999), 5,933,498 (Schneck, et al.,
August 3, 1999), 5,629,980 (Stefik, et al., My 13, 1997) and 5,634,012
(Stefik, et al., May 27, 1997), expressly incorporated nerlﬁ@r} W
reterence. Mcropaynents are often preferred where the anou H qﬂhe
transaction does not justify the costs of conplete financial security, and
sone degree of anonymty is desired. The transaction produces a result

whi ch evedntababd rgcord sneluding aseainl :ROEROOT £pitteadTHhtical PubsotAte@PapdYurrt B d

out st andi né;%ubse%uent t transfer of the underlying goods or services. The

theory -5 Rt a4 Xﬁ“H’g"‘F RRRST RYIEGTSY SQ7 gt s efiferidlizaton anghauthenticynet ar y
uni ts ar eandr@hipa®pOHE feciltG o hatni chbkm witlf a (ﬁ&hh\ﬁh(eto fnd thpesc?bchhlg tg #)OS ure

S relatlvely i nsignificant for both parties, user
chances tiythsdfiead before credlt is withdrawn. On the ot her hand the

transaction cog f i trapsactions aof small nonetary units
are substanti al o?hc?o%;@ct{lﬁrhc 'Pﬁ '3" gfogléov Cn A Hhenialan SYSIMHEATRSI gty hi gh

val ue, re:anlthchnmoneﬁnnﬁc@dhdmmﬁ%lcﬁfaﬁ resTsiind eleReftl 0 b SFoLRRGI SHRE:, SUSEEM
enbodi nent accor.di ngﬁ" o the present invention may enploy an applet, |ocal

to the cl§8nessegaled ”d‘H‘eeB?ﬁﬁ'ﬁh Fertiiieye defimnaorrtanpaapit eansdeterafiwstic he
server anfaRteAsteTdQ dobh@hkie rclgﬂlaqﬁélcﬁughvﬂcll b Qﬁ’hﬁ:ts@gq%.[u?@?ﬂ% d(?pu’mcnI con%n[

transactional costs. It is noted e securi he™ ec paynent
for a docwri¥semiercgadies the pppatendysaneelcsuimistiash: trhmcrsec,mdmprdcmmor for

Ut el A 1 A O RG0St P B Bap LS

expressly I ncorporate erern

mi cropayrmdtcpntdmtghdrajf vaevthe fn.qscdhted su%{hfé code lo m&:ruﬂaﬁmﬁ%th&r}’(ﬁﬁ@mm& 930, 777
(Bar ber); ai . ﬁﬁ mer s );.5,815,657 (WIlianms); 5,793, 868
(Mcali); "?El“r‘ '9%9°“t' et ?‘3“" "%"6@ bging asyagfaed| wifh a wlighhliygheaeoiobigdon et

al.); 5, 839 v(ulﬁ[lﬁ}tﬂ in tRé a%ar&nly 50@3&1:9&31\&(.8@}{ IL"{CH:I'IQIIC afl'ld ) ct?\} t?r.&%n%%%w
(Wbng, et. 933, 498 hneck et al. 5, ? 5,903,651

|.);
(Kocher) ;"™ %8%"?‘7‘7"?"( M?szP'as@"c'Bu%ef tbegsquwle‘éa\qcym c@d%’eh(g@aurewm i s et

1) 5, Q96mpit6s a@ked) i , 1 { B 6,018, 724
?Arzant) QSm’oz’% 2'(‘5‘?“?%%’8?25%‘%’% é@"g"l‘ﬁgﬁgég s t’/%g}ﬁh’ aAﬁ‘QrS"“ & 049, 786

( Si nor odlqlig'légf‘):"'ﬂﬁ nggfoy swr(lnfakcahmsm onepr mbrc:)cjlhuapﬁﬁﬁgcs&ﬂlcc(t&tbﬂrsm e groun

683626 ; | gg&o(ﬁﬁ'{/ﬂeﬂé{&f a?] g$c§ﬁ$rﬂdon$ [r%ﬁ%zﬁ?n" I§On\Mr’1le &hgwf ﬂ{; pét%?B béﬁ%}ﬁ% BQ hr Crmn) :

M cr opay rpgmpnggg]dmﬂh( mw&actma%)q al&mpr afdijuyd dy‘t&ﬂ[lp@j’rﬁtldﬂdmld‘iﬁfcqiaﬂcrhwf
e N A G SRSl b i R o o
M cr opay mesfum,

The apparently non-deterministic characteristic comprises, for example, a feature that is
incompletely represented in a tri color representation, e.g., RGB, MCY, YUV, CIE 1931, etc.

J Thus, the feature may include, for example, non-optically detectable features, such as a magnetic
or thermal signature, an optical characteristic which involves a narrowband spectral analysis or
more than three color bands, or an optical characteristic relating to optical polarization.

The apparently non-deterministic characteristic may, for example, also comprise a
deteriministic charactenstic which is hidden, i.e., a stenangiographic code. In this case, a sparse
pattern generated by a pscudorandom code may be provided. This code may be imprinted
separately from or together with the document content. In order to make the stenangiographic
characteristic counterfeit resistany, it is preferably hidden in a feature of the medium. Thus, if a

counterfeiler seeks 1o copy the counterfeit resistant document in sufficient detail 1o include the
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Systens, http://ww. w3. orgfl' R WD-M cropaynent - Mar kup (09-Jun-99):
"Distributing Intellectual Property: a Mddel of Mcrotransaction Based
Upon Metadata and Digital Signatures”, divia, Maurizi 0, 0 8. JUN 2004
http://olivia.nodlattg. denison.edu/-olivia/lRrC09/. It is pherepore an
object of the invention to provide a systemand nethod for authenication
of a counterieit-resistant docunent, conprising neans for automatically
descri bing an apparently non-detei-ntinistic characteristic of a recording
medi um oftetdngiogdpbicroedt., thavapp svill also irebele Véangesindsiang the neadittng nésulifngtim e
“counterfeit.resi Zt ant docunent, .nmeans for .Cit.or.i r“g bhe descrhﬁt_i on of the
appar ent fSACHERCY AP PRPhT SYTEPYINRedym hich is Algell sbisnety coptisting featupes. a
associ at k@firdhédl WG MmO iShadcARE JERAR HyQElcGRINRA ek Ner Bt Ssuekrascr i ption
of the -52 08 JUN 2004 apparently non-détermn nistic characteristic and
docunent Seeshicpy @itkyHheappatsadazumceidpinven thostenjogiograptse pedeivaitlibe filtered,
char act eq, 5, € 306 Hﬂ%@é%oﬂﬁﬂﬂﬁ% 915 a§ctn'llg 'IlOIII-EiCIICISmiﬁiSIi Eﬁapz%{cri? e 1%?1# f the
invention to provide an authentication systemconprising a plurality of
medi a, eéaoprimad/ome dogmenaini deyenoiitio tizhinf Alltermaedy, Sieaippadaty- elet er m ni stic

el ements, a .detector det eptl’n‘g the el ements, .a stor age system for storing
a descri PEFOHNSHC thgclrgucpay e Gyly pepdsterminisie. d cq it de il ERdPBYafecor di ng a

content  grpkdtRiciBRAbbERs sl BRANS R aifk RF &xXhpld) Sray G MtRRNic 10ARI nEBRARSsubRfate.
conparing a set of detected elenments and storéd content with a set of

obser ved AsFerdiatysa ghiqehidentifisc af tindocusrnemay cempriscliential camben hed thedi a and
content. aaj}@c\?% Sk rrnimﬁc 9!9%?;&1%8% chQJr]isgga(‘:?HQL&jm@onP&-pgﬁ&es?f%zmt rﬂh%g ¢

di rection ector of a characteristic o respective

el enment s mrgkingvdereirea slicep oigedthinndedineonmdgiisg batwest the scsipbbuelicr asd § pngenent
in the medium It i@ a further tob{'e,t _o{‘. thg i nvent.ion to provide a system
and net h8H P IBFBYI PRy 5SS ey R Eing e P pulbRn B On SR ™ e Vi Chg

medi um  bevpring ridaas B Bxaufiede bidnadigdrihmghdlasiaRntg a dcdemliof Herseaad at

| east one security feature, defining a variabl e docunent content for

i npri nt i AGCTB AR MEUREPTOEW P REH PHYCHEUFATHATISEG O (RFUTRY 19 B fybyngcuted
document (£anéuRl of the@x&latiabasshsi ndexed by associ ated docunent identifier,
and authentication the counterfeit resistant documenr by authenticating
the security PeHTHNg 0N EBRParIhY hhBvertmnerdesecriinaml hegiwpartiymarh a

per cei vede ARt Alar RSN -imfﬂ?rﬁc&Lset{?ncﬁfﬁabe?l&a%ﬂtth@@&cbﬂ\g . DfowiRE e nf¥ium

feature preferably conprises executio a cryptographi c process.
Fur t her , ttbreseffroffestcaing| Tibkesore s ouprsiiblg 6 detemnios Whetheriby medium is the same

gﬂ[ gggt : ﬁ%mélgg[ior g«ﬁg:hg%(%%@ty%mdcﬁP\r\&lqr])glg%a]‘l{; Qc?f?n%'cjall:u%?c(fqy (ﬂtgi’lai(?urg:u?thlhcegf \Mcse
document content, which may be code ranging from a checksum of the digital data representing
the document content io a complete representation of the document content may be provided on
the document. Thus, a digital signature or digital notarization, in known manner, may be
employed to authenticate the visible conlent of the document. Advantageously, the description
ol the apparently noon-deterministic characteristic of the media and the digital signature
representing the document content are combined and encrypted together, so that neither is
separable prior to decryption. The encryption preferably comprises a public key-private key
aigoriinm, _

Aliernately or in addition to self-authentication features, the authentication may comprise

a remote database access. In this case, the medium or document is uniquely identified. such as

by a serial number. The document identification is then conveyed to the remote database, where

the authentication data, including the description of the medium and description of document
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The aut henticating may, for exanple, be a self-authentication process
performed w thout outside data access, or, for exanple, a |local process
for authenticating the security feature and a renote proc ﬁs kg

aut henti cati ng the docunent content. The renote process nag b @%nchronous
with and delayed fromthe |ocal process. According-to another enbodi nent
of the invention, it is an object of the invention to provide it process
is provided for authenticating a docunment conprising providing a docunent
to be audbhentii eaiceed. Aevordigy mr@deﬁibwdmﬂhoawmemnw\omnm in (hE @dnhdle Bgatise
serialized piece of paper .currency, phy.,ically associating the docunent
and the b\&bérmb{ﬁ?'ﬂé'ﬂp vlmt@ﬂ@mpwcdj%@ﬁémuwwéﬁt thejremals SERVFHS PEAUTFE I8 t he

seri al nH@tJ%ruled sO &, PAREN cSMIDRREYon bERMS N rdif\ie Rrelﬁtmm aa&ém%m&vedof

the currency (and intrinsic security features whi underli1e that

pr esunpt rdmplei $n brhott@saﬂiathedmttodatahzmhmnhdgaﬂelttctﬂen@slsmmnatrédcmmnl For
exanpl e, dthe docuEe ntlc ﬁd ¥ recal g 5% 0 Q:JU 2004

dat abase SFEEBIY PIETHNTO B oy Far Bﬁ"b“ HEpn ths drcunen

associ at Qﬂ:npﬁmﬁdypwlﬁﬁﬂﬁﬂ’y anehd By € QErdSREH autoanitieally acgivaldy ZdrRgarhjie bpaper
currency for |dent|tﬁ¥of serialization and authenticity, and conparing the

recal | ed cdvev pasnpercMieR maded entha lilecunent content of the docunment to be
aut hent i cat edy, ; Anghie 5%,9910?% iR¥entibftd | YRR ta..Pnr.llémfc&r@m\gF&%ﬁ@
e havi ng a

aut henti cati on system conpri sing an ntication certificat
count er f aeitthemegiableaniginel doremtntanding relagvelyestinde it cquapremt uindhis cage

non. et ePHPRICEPS Mol ur B ied Feough sphterh AR Euffut Eopds FBRESflia: and

a di gi t alThes :ganad 1rseridized Hird LreeHpRidh of Appaiily nobetGyisihiens étaractegiatksng: t he

apparently non-determni s characteristigc, and a essor faor onpari ng
the read "&#8pAeddt Pefym: i’t‘gr'?rfhr'ﬁ %?Epemréﬁrwr%&i‘p 5§ﬁ f'Rek- 2aYiREATIIat i on

certifi cabRrustiifhalcRy %Ldé:&ﬁmmc Mk bRRIRIERS b A S8RLHBcEREEW R the
determne an authenticity of the authentication certificate, the

aut hent i ¢¢qoydqde'icwg'|’a9's*efema@@df yesariptionaf ip AN Wpeymin fas ayfem. l?&éed on
stochast iy &n){@gﬁé@i{!h%%dl ﬂ.dh@:?mq ﬁ%rﬁ&@( lr}ﬁ :ﬂg(& ;ﬂﬁ&%romlﬂdﬁéd& T:M'lﬁ&tl@rdaaéd ¢,

and stochastic riations e recelved input used for generation of th
associ at ealosgewice widube scfhénlselmn: epcordetbaridgntckask intogpitplaes, apglication executing

publi c- k%X/ R lnY r@crlﬁﬁarcgv nt '126\ n%pdr?v%ggr prltmg%q%cqqgs%c1llcﬁ with the gnnlcr In

non- det erni M St Teri ot rrses on nor e
char act enlicstas€ sf eHl@dicatitafingdodu hEnts%oemth doomsins bnmgd ofic sodtupsaeanwbcundo m
imprint pattern

Gai AL At DR S Er RN hnBlenBl AR AL GRIPELRLAG e

medi a, ak"PRRr AEIIERCYRIEREYPY 88 f 1'&“’8'5?& PRTAERHAREE RSOl ¢

pattern @he medium as well as a digital signature of the document content. Since this may occur at an
operating system level, application programs need not be modified. The encrypted code may be
generated in a number of ways. First, the document content and medium identifier may be
ransmilted o a remote server, for processing into 2 digital signature, hashed (irreversible
process) with the description of the apparently non-deterministic features of the medium, and
encrypled, using a public key-private key algorithm. Preferably, the data is compressed. In this
case, the information may also be stored at the remote server for remote verification. Second. a
aescripuon of the apparenuy non-determmmstc teatures of the medium may be downloaded from
a remote server or a local storage medium, such as a CD-ROM, and processed locally to generate
the self-authentication signature. In order to provide system security, in this case, the description
of the apparently non-deterministic features of the medium arc preferably output from a secure

encryplion processor, for example having a decryption algorithm stored in volatile memory with
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el ements conprising the nedia nedia, and a non-determnistic pattern of an
inprint on the nedium The apparently non-determnistic characteristic
conprises, for exanple, a feature that is inconpletely reﬁre%ﬁ%hﬁd in a
tri color representation, e.g., RGB, MY, YUV, CE 1931, 8.] t he
feature may include, for exanple, non-optically detectable features, such
as a magnetic or thermal signature, an optical characteristic mhich

i nvol ves a narrowband spectral analysis or nore than three col or hands, or
an opti edmahpuiipanitsd dvenr@luahpotigg ! whioptdceiaes pddcameataoh@n andeedappar ent | y
non-determ nistic characteristic ma for, exanple, also conprise . a

actcri ni'ﬁ’ﬁ“§f‘F‘e aph oIt &) meﬂwwlydf@l%ﬁ'aa@nrcq f the document caalrafiadr aphi c
code. Qlagcl?l' tioflf A6 .1@)1?&1@15151%n -dBREh&lc &%Hﬁésac;f% i BmP TRHGRERRIP MaG 888 MaY
be provided. This code may be inprinted separately fromor togethér with
the docusemnt canoetiopto a tomprderctwaknmldenthedstienandge e aph| ¢ characteristic

counterfeit I’F@I at ant . |tt b ‘EB‘r ef rably hi dd.e‘n nt a fﬁah duof ,qth rredl um
Thus, if a doRROEFRRIGLY thedparey yB%’bé"(f'WEméb% FEFF S 1RSSR B ('j" cument
in suffig iRNlerfi@itaion df ehd mediwed esueRas pldofQB rebiNng fi®nbihe Hangmwnanhh aicode,
the copy will also include f eat ur es |ntr| nsic to the nmedium resulting in a

requi r ermepiible & awiheatigc deopndiws prshéncHme perangm skparalys Jhupisslff | absent any
conflict hﬁlg?éc?ﬂﬁé'&ﬁﬁ iy qc][;ﬁg,ﬁlnn&fmhmm nﬁ%dtaafgn@@a: vﬁrarg.qum squﬁl t by

selection o e stoc e counterfeiter seeks to copy only t

appar entprmmmtnch:éaﬁutriw,tiﬁtdnémsﬂ elmnghmgrfapmmmme semial huipkerf Howeverd,

and t hus, absent from.the 8] rent

char act &P 0pf e Hﬁ&?"‘bﬂétﬂ“wﬁﬁ}‘ ‘Prq‘{ ‘éodm cﬁfcltﬂe"oa‘g ﬁﬁ%%‘f“?‘ 'anr te)l(r%ra‘nIE ﬁllcgblqvciﬁ‘#hahs i on.

Al ter natqehaahzct tvah aftpﬁmaﬂi duniiegnnd d&hapmdans hp,car@hl@mamt:ewd Qtﬂ-'ﬁ:tlﬁmycaﬁent ruly

non- det erm n| stic, e., the result of fndom and Jﬁ ‘ngﬂﬁ uci I e processes
't

and ef f g¢gogith 'arrb°4f“b’r' aghentispiion weyld pat ergy fhs deeentign ‘l‘n“’slu"bstrate

Accor di ngthtni@iidh higYBhORP el h&@hul kR MY ERAEe, NBYv&GPaTTib 800 hisal-
nunber, and the apparently non-determnistic characteristic conprises a

pseudor aﬁd\?ml@@sys’bééll@t ant printed marking, wherein a secret algorithm
defines a mapgy,ng, qu\aﬁ@a Jritce .ﬁeuhgh d‘t’:’é@ﬁé pARCr R PERED raRfmilili an

pseudor andom copy-resi stant printe ing. The authentication system may
further idgurigsiges! veamsorfiog resdesutidhgdeshentpact dic decgositchneaing 2marde ai ni ng

a securit t he. n for conparing an observed
character?lvsc“l%onoﬁn"%ﬁgg%ﬁé’ﬁ% cmf&u@ﬂ%nﬁt% gﬁ:ﬁ%;lt?"éd to an out put of the

execut i ng nmedns.alsd@ae@b@ing thoinedraioe nd poed e ptinodrivichsofiware o omsmating an

descri ptxldgnrglh%r o} Jﬂg rc%BPﬁJge:ﬂMier?c? Q_rcmotc server, recciving a description of the apparently
non-deterministic characteristic {rom the remote server, and imprinting an encrypted message on
the medium comprising a description of the apparently non-deterministic characteristic and the
document content or a digital signature thereof,

It is a further object of the invention to provide, for authentication of document, an
authentication device having an optical imaging system for automated description of the
document, either the document content, the apparently non-deterministic features of the medium,
or both. The automation provides two potential advantages; lirst, human effort is not necessary
ror describing the features, and second, a definition or identification of the particular features
employed in authentication need not be published in human comprehensible form. Optical
systems are advantageous because they are well developed, provide high precision, accuracy,

and speed, and may be readily shielded from external influences. Of course. other types of

authentication devices may be provided, for example magnetic, thermal, electronic or the like.
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determnistic characteristic is inprinted as encrypted data on the
docunent, allowing the nedium to be self-authenticating. Therefore, it is
possi ble to determ ne whether the nmediumis the sanme med)gmuNqQiliwhi ch the
encrypted data was originally defined, Further, a digital signature of the
docunent content, which may be code ranging froma checksum of the digital
data representing the docunent content to it conplete representation of

t he docunddvantagaewsht. theeigatiqation feguesapquinchetwion GA@-2B00 drhutssohalodlogﬁ:qahl

si gnature k ed to
aut nont 1 cxaen iy b BAANLERL Rk ih Br s BRARGng o Rlrd g IRASIET

descri pt i Breferafly tihveanaday @na00ydph 6 Hit dﬁbecsrm'cni s8driner BRaphisie Irorsmti@nwéanbdne
media and _the digital .signature .  representing the docunent content are
conbi ned ShECWife Ay HE @umtwb-fm'&""cgfantfw&trc Mas thaepsesthe Aty tg dpibcoynicsteitery

decr ypti Oftso THRJEPERNRANARN ANEACSARMMHRIP LS B ult BHIM St (AL A BakceY

algorithm Aternately or in addition to selt-authenticati features, the
aut hent i cexntan 1mh<yb\cnnmrlllsqupaa:nﬁ}3nm -delchatiaibasfeatans @f #ic madivrhpes@agk, t he

medi um or ,docu |SU|quel identified such as r. The
Gocunnt MISTHERT tsbf ot ohFe it StestPiar e st sl L emPlfieF e « ne
aut hent i Ca:'hlcﬁnrdi&:&&u.dluﬁﬁl, UGpsr@ropABhiE eREfowBhAd) BpAtal ked@ndrEintaBhand

description of docunent -55 0 e JUN 2aa4d4 content is retrieved. According to

one enbodPIAFEMIPHSPEGEY AEVCIEEISHE WHP ap AbCREd seselnkchamcispatacfor puthenticatiqnet

from i nf ofrpgt ,megcrgpmngrt&qmggplt:tg@m;;qum;q;gt oviddice the renmote server is
presunmed to he a trusted source, a di rect communi cati on between renote

server and reqlresicdwuiteniowmtion eteb@hlmrrte‘ln‘mblcellcllllnndt:hetrl*@aé@sbl}'t*h'é renot e
dat abase. LOGINIE el AFAIEAL ol LR P e e RS TRA FOALGD oc g Lhdon

i nformati on an ormati on entt cati'on cunment
identifi er:t nmd gml ngzmuaé Iaynfnniled)ed\dby(_danpemhm:cmnonammonfmn dramp;aompupuc%ed
for exanpl e by an

1 oth
RS R R e (S s R A ‘“1"B%F“Q'e}’ré?%ﬂ“ﬁgy“c'“ o

aut hent i cat@iRhenF p@onad ndaksRifcSof MSINGe htd Febdf uyubhandanshi phd ¢fCe
equi pment. In this case, preprocessed media are distributed through

st andar d H‘“E‘idrd%d‘&PBW"‘c‘,H&%%P%‘Yf(ﬁ"ryp'ﬁfsf’PE‘é) “WBblies. This nediais

serialized andagvfesesisht HRHoSdm@R R&ER I proiady Hlal @6l Mb&kdifg file or page
characteristics are recorded. The nmedium which in this case is paper, for

exanpl e 18¢s30ptian laagugekfornaiyiatyr tan gy bigon. pliksqueh sibardpin yray be acceptable.
non- det er m ni sgi;C,)RAL &,ﬁé}n Bplﬁ!!'kxtclim rTvEmman@ﬂHJ‘v%tm{ hAY REREEIIERcotlibd the

recorded description ng either a description of a non-determnisti T
pattern, eystans for self authenticating documents which reflect alternate schemes for recouping

investment and compensating a service provider. These include a charge per sheet of
authentication medium, a charge per document creation, i charge for database tookup or
retrieval, a flat fee for a type of usage, a vaniable charge depending on an encryption algorithm
complexity, a charge for authentication services, a selective charge (or authentication failures,
c.g., instances of possible counterfeiting, a recurring fee for on-line data storage, and/or a
combination or subcombination thereof,

Tie present invention also means lor companng at feast two descriptions of apparently
non-deterministic characteristics of the same medium having differing degrees of complexity:
Thus, “simple™ and “complex™ authentication modes are supported. Each of these modes may be
separately accounted; thus, the cost for obtaining a decryption key for the simple authentication

maybe tess than the complex decryption,
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st enangi ogr aphi ¢ code hidden in the non-determnistic pattern of the nedia.
The paper is loaded into a printer, with the serial nunbers recorded and
entered into a software application executing on a prinf lsBMNE¥ devi ce,
for exanple a print driver or print spooler associated with the printer. In
t he case of sell-authenticating docunents, for each docunent printed, the
software application prints on the docunent an encrypted code descri bing
t he appar ent | jceoxding dedrerembodsiancof hatnvemsonofhe appaenvydionniememivshit as a
digital signature of the docunent .coBtent Since this rTE occuge t an
e

oper at i nESYGTIHE FRVRISCSS ARIST B TFRIAN BRORS & MRBHRYS RFOPSTLY hEOLXAMP The
encrypt eg,,cQ4R (GRY pﬂ'ﬁclug%rkerf@&i@@cdﬂ&uﬁn?%%lu@éd NAYS dedsity Pdndotliedi Qﬂﬁﬁlﬁ@nt
content and nmedi um i dentiflier ransmtted to a renote server, for
processi rigmmhtadwv;r diigfict rahcrszagnégm the, resuiibngenting wrlk kave ms\omdelcrrmmﬁ@agyerwi h

t he description the a ent.) y,. po c t ium
and enct K/B'““ﬁ plﬁ'é“} ng‘ﬁ (P"H) %‘"Ledf/ p‘rqlf\ij/laeiacc &5 gt"%con f)‘%ﬁd?%rnéﬁﬁe {j

data is ﬁﬁmrrﬁslfiﬁﬁl\ujrmibmc&u[}ﬁa&ﬁt,y t he |nformat| on may aI so be stored at
the renote server for renote verifjcation Second,  a aes C”BB n of the

apparent | y noH-asdiansting p dopwmensdt i perlergd thifdha,degisiam afauhecy {in MBI £ r om
a renot e,senhVifkicQhadet, QR (B0 RUErDBAIHAR. AHfdhidMidh &QlWor@tBLdprBh@@@SSGd
| ocal l'y Fo generate the self-authentication signature.” In order to provide
syst em segri ttcymlonmstvmllsn@a%%wm stgsieoal geliptolity. durthdreongmdedimany provides
non- det eL M Mipatd Bk U8 94 d .%pﬁﬁg'n WAL G REEL SRR OV bR
secure ptTon rob Tor aving a decryption al gorit
stored i ﬂummh@l |nloec lﬁ"emllfrt)(:n%ﬂ'hlor’é@uﬁur&%d :]ierhgT@(Mcmt’nmys p&ncglothgulhmttCheorevent
of . tanper.i ng, {ecel ves a d?current ct?ntent and hrgsdl |dent| fier, and
outputs & “'lé’rﬂ:r‘ ?’e‘& ey Gragy e o asngl FtRogr PR CHIW %le content and
descri pt ,oMm.qfcatidie apparently non-determ nistic features of the nmedi um
This processor nmay be a server connecting to a conputer  network B ave
“dongl e" devi AEcOTBNg thand §rkedignt phic SRR YRS Bm WSHEMIIAS R S5 image
non- det e'bmlﬂ'd%t:ﬁrﬁwfl Qﬁd V(cﬁﬁp(@uoﬁ B‘ﬁhgﬁg}cu @.&Llsanﬂ BbdeRicharad@riiBeol the
identification of the medium such as part of or resulting fromthe
seri al i zabiomnt ptréarnicd it suupiersed demaip oa it hertibizederrdse The Hrinerahd: @bcunent
cont ent %Qﬁfﬁsflgte Yuiodk: nﬁ%nv%..ﬁﬁuo di QUK & ffoRY THO HensiBHYn NSy mu@p&hmad on
t he nmedi um docurre d ignature 1s processed to 1nclude t
i denti fi dat:i sdm‘mfunsdn&ctmddmmm ﬂxo@nema;nmn-eum,mercaerqna$kcwwtb@ﬁl andodézer t hi s
has t he potenti.al fIaW un erfelter t 0 1o}
bl ank nedi a V\;I‘lll X fyrder Olé?’(?é’ll lhz"e"éw‘\mp?'h (ViYL Ir‘l IeI (frtbﬂj [%IIQ% tﬁg_{ﬁ&aﬁph es
an appar e@uydauiiaenticcios@hdit auuhe bting atohﬂl‘h,maicgoﬂurtlinmma)r(salgumﬂnh‘ for
aut henti cati on, woul d not {eve t he dec? tion. peref(j)re .the Fe[ f-. .
transmitting 1n encrypled form the descripuon of the apparently non-delerininistic churactenstc
and document content, for decryption by the decryption key.
It is another object of the invention to provide a method of authenticaung a document,
comprising providing a document stock having anti-counterfeit features; preprinung the
documicnt with an essentially unique identifier; defining a content for the document having an
associated digital signature for verification of the document content and essentially unique
idesiadion, and priviing ihe conicn and dighai signidure on e docurmicnt swek. The meihod

preferably further comprises the step of authenticating the document by verifying that the digital

signiture corresponds to the document content and essentially unique wdentifier,
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aut hentication algorithmfor the medi um nust he highly secure, i.e., very
difficult to forge a self- authentication signature. Thus, it is an object
of the invention to provide print driver software, transnﬁ)@ﬂmgguﬁn
identification of the recording nmediumand a description ocunent
content to a renote server upon printing of the docunment content on the
medium It is also an object of the invention to provide print driver

sof tware, for Thé anEoLhkiagfcatiresipederablyicompasc 4 ReoneqRNEHREnTEBHWM dad 1 T
renmote server, receiving a description of the apparently non-determnistic

char act edpatmet flegnindia arlshegrephed pytiem prifHed hgid dacrmgnigteckndhg pasetialgssage

on the ' Fe Sl (o1 No]a Yo ) MPYN o t, A+ Li stic
char act en Tt MeCRAEH LA BRE ot BRilor s M BARRKRR i A R8MAEL FELE =1
is a further ®bg exthodfisb ipezlenabigrdmpnses chepropwf degoufidrg tautchatait pragirietr fafa

docunent, .an au h&nti catign device havi nig_ ura?n optical. i magi rlg ‘S{ét em for
Ut omat edr g s WL (HE “RlipgeHED PERERY CISSHstER eHYRt BT ¢ he
appar ent kyni6Qand ek sHi OhShit fRhHOES afd rdchiQingR AR and QsoBRED dighbie

automati on provides two potential advantages; first, human effort is not

necessar yi&ngtgre. descri bing the features, and second, a definition or

identificatioro0f . artl A i i on need
ot be punl i SRg i A 8 BB sEBk - thpe S RURRICH o B T AR
advant agseusitbetaisse whihyr ke pageamhgdenmehed redsmapioo vécdredh by the prieer &i on,
accuracy, and Lﬂoe d,and ma _lg_e# eadi |y shiel ded fronhgxt ernal influences.
Of cour s&*YPHE "t‘ﬁi)%lﬁ‘“o?r 15 SERIFRL 1P S P ISHPIS P TR AUALS IR A PSSR, for
exanpl e nmaResihle clehedi®@dign£ (L€ ! hRRLE aPExiEME! dablePdelming Be Srislbpdo@Rists.
Advant ageously, the authentication teatures require between 600-2800 dpi
resol uti on op?CEYAinede apmbargmppdineael the Hrentigynarpdasigfleracerigisantesrhpr e

brOadban%ﬁ’hh@%&‘a\’i@ﬁﬂﬁiﬁ RNG8Szed 15 BvideaRlche &iéﬁl&?@@éﬂﬁ;&)\’ﬁb@uﬁoo dpi 36 hit
col or optical scannéer is enployed Por aut hentication. O course, as the

m ni mum authhetrelignpiosessf Ehtuths nongdelermisisbia shasactariiac ghsell epploged giepcrypt a
counterfeiter b VP d 171001 n Lhgl e -opt i cal anngr may he
coefor o, PR hotRIERIRY ol ARERey ARUDILROR o neGEGL TR
non- det emifilinilsto @p.eThmey tefs symencridilgomiton es puliledey-pAvite keptlepryhmsdeur i ty

e o0 LS I ARSE A MR TAPE TSR
mat ch a lpeaded, annigoe tdeapRetdfale danat iriminiieduw b kensne plesasved spectr al
character | St.'i Claf' o alHt' Hecrbtrrilc(r:uag in(t)cr:]xi cncTh ied usin vsai nu%lig kSy-prvite key al 'rl)lf'lilllgi'iii Qll'lCF
scanner AECHBUEPHOS Gedo 0 ryp gap Y-P y a8

information defining an appropriate public key is transmitted to a local cryptographic processor,

wherein the local cryptographic processor decrypts the document based on the encrypled

document content, public key and private key.

The medium may be subdivided into a plurality of regions, cach having its own
authentication code. Thus, during initial medium preprocessing and identification, it may be
completely analyzed for all regions. However, during authentication, a random subset of the
regions may be selected for analysis. Thus, while the authentication process imay be
subsantiaily simphiticd, a Couiterivilel Wuuit Ue requiied o rejirodule e enute imediui, nou
knowing which region will be randomly sclected, in order to avoid substantial risk of detection.

The characteristics of cach region may be thus defined and encrypted separately.
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In a self-authentication enbodi ment, an authentication device is preferably
sel f- contained, including one or nore readers for the docunent digital
signature, docunment content (if the digital signature id]adﬁmaﬁted), and
medi um aut hentication feature(s), decryption processor, and user
interface. Preferably, the authentication device includes an internal
accounting system and is tanper proof, to nonitor usage of the device and
prevent unaut hpeiezd oaRabdjsés wa bcc%m%f}ﬁdmatmrmné}%d@mn&ﬁg Wf i Yresent
(cryptographic) codes. Advantageously, the docunent content Is provided in
a wor d- prioeeagsimgfefanteshopidmagebe miadeap itpst fodewing dglatiebddseription of the preferredhan as
a bit nnp’enlfdohmclﬁ%hof?ﬁé i'ﬂ%u%ﬁ%“af&?*m@&n%& ?&B%ﬁ!\:ﬁvm Aréwh s.aI so an obj ect of
the present I nvention to provide 11 nancial node SNV counting systens
for self authenticating docunents which reflect alternate schenmes for
recoupi ng i nvestnent and conpensating a service provider. These include a
charge per sheet of ‘authentication nedium it charge per docunent

creation, a charge for datahase |ookup or retrieval, a flat fee for a type
of usage, a variable charge depending on an encryption al gorithm
conplexity, a charge for authentication services, a selective charge for
aut hentication failures, e.g., instances of possible counterfeiting, a
recurring fee for on-line data storage, and/or it conbination or
suhconmhi nati on thereof. The present invention also nmeans for conparing at

| east two descriptions of apparently non-determnistic characteristics of
the sanme nedium having differing degrees of conplexity. Thus, "sinple" and
"conpl ex" authentication nodes are supported. Each of these nbdes may be
separately accounted; thus, the cost for obtaining as decryption key for
the sinple a authetatication maybe |ess than the conplex decryption. - 58
08 JUN 2004 According to one enbodi nent of the invention, the apparently
non-determ nistic characteristic conprises at |east one region having a
magnetic property. For exanple, if nmagnetic toner particles, e.qg.,
ferrite-containing, are included at | ow density randomy distributed

. through a laser printer toner cartridge, the resulting print wll have a
non-determnistic pattern of mall;lletic particles. It would be quite
difficult to selectively place magnetic particles in the exact |ocations
necessary to forge authenticity. In authenticating it docunent, it is
preferred that the decision of authenticity be made in a prnhabilistic
manner, rather than a concrete nmanner. Authentication may therefore be
provi ded
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with a decision, as well as an associated statistical reliability. Further,
one enbodi nent provides an adaptive threshold, based, for exanple, on the
circunstances of presentment, value of the docunment, nopgej@rginterfering
factors, required throughput, correlations of sets of aut henti cati on
features, and/or other factors. Fuzzy |logic or neural networks nmay be

enpl oyed for authentication. According to one enbodi nent of the invention,
a transf RIEFDEPPRIFTUIONOR THEDRAWINGEe of the docurrent and a conparison
of the stored data and obhserved characteristics of the cunent perforned
in a transfor G'wﬁ%ws‘r"% %1%Efr'*?ﬁél‘i",u_’efas@ﬁ‘a‘(%é'wdm‘émﬁ8 £ SigyEesi i whicly
exanple,|ﬁ(,gﬁﬁkﬁqegkﬁ&&1&k afl ih Wil mensional transform The transform
may t hus normali ze acterlstlc selected fromthe group consisting
of rotation, dJKéw lsstuoewmh!,ofazmdlffaadxenudmng docanfcurztchmldmgbpﬁmtprcxbnttnhmnuon

invention to vide it plaintext decr on it secure
docunent, ¢ he P02 PRNERTDa e NG E oS e Fespgtes §, OF aFesmeSHHRY | <i ng
means for tramen istd REerhicOiéh ¥P4i 6tubRAIPrERBcAARE Eysiih MtoRfing BehRRRRENt | Y
non-determ ni stic characteristic and lIincunlent content, for decryption by
t he decrybﬂﬂwﬁ"key It is another object of the |nvent|on to provide it
Tethod of aut N6t h 60 LRt RicARGY BPR locunERTRAICA! AthuPE QU A& AAPRHTENT St ock
havi ng anti-counferfeit features; preprinting the cunent an

essent i al pryscaingergiondentifier; defining a content for the docunent havi ng
an associatengigitall H%nature for verification of the docunent content
and essent | al 15CuRISUE FHRIC g™ BT § documen| agtieRiicstion SYGT ieroRyivg o, PEE
digiuti Shonabure (Ji mdie docunent, Snock. Tile nethod preferably further
conprises the step of authentlcatlng t he docunent b) verifying that the

digital signdtitiet?ard €8 ety diaemRe. erettiht of s medied oA encsuigift al | y

uni que i deifenfitRing aA3ciiend INpeQRAIyThe anticounterfeit features preferably
conprise a set of visually dlstlnct fibers in said. docunent stock and/ or

a lithographed pattern printed on said docunent stock. The essentially

uni que identifier preferably conprises a conposite of a random portion and
a serialized portion. The nethod al so preferably conprises the step of
accounting to a content proprietor for a printing of the docunent. The
accounting step preferably conprises issuing a request for the content and
el ectroni c paynment information, and receiving content and associ at ed
digital signature. The printing may be through a secure or unsecure
conmmruni cati ons channel. This




security relates to whether the page inmage or other information received by
the printer is transmtted in the clear, or is subjected to cryptographic
t echni ques such that no easily interceptable electronic ﬁiqmﬁh Me.g.,

t hrough an external cable) defining the printed page exis g. cgording to
anot her enbodi rent of the invention, a stochastic characteristic integral
with the recording nedia-is analyzed to provide an encryption key necessary

for an  ayifefiersASCRIATONS THEEFEIIEE BMBIEDAMENTEST i ¢ charact eri st ¢
e

is itsel nmpl oyed to encrypt a nessage, which is then decrypted using the
sanme key, whi dheidetailestpréfosedernbodimentnelidhainventpn villinpivdgldesariped wigh respefits may

s | e gl Al hauid P
o1 nboal Bt PRE Tkt P B oA pE B S o ARG Sbed At 2

trusted party. In the later case, a unique identifier of the docunent is
transmtted to a renote processor, a representation of the docunent content
encrypt edEXSMPYEA public key-private key algoritliin and information

defining an anpLORK fodhm P&Mn{rféit-‘?@{snﬁrﬁdBE&%UixBék?ﬁu&:@s&n! AeRbicbeRIRG RPhI C

processor, wherein the l'ocal cryptographic processor decrypts the docunent
based on ihtveparaed i gopechakinpprocessest sifitbersprithin the pelp raxtx pf # peRCEMXGRE  The

medi um may be bdivided intqg a plurality of regions,. e LG own
aut hent i dat9%h &gé’.c" Fefthen aHgPFWB‘“f%i ‘Y"la% "ﬁéﬁ?sﬁg?cpsr"e'%lryon%g'gls%%lng%(ﬁ' nd

i dent i fi cRkh&@Neopying TR¥r 18EatiohOATY @ictlaiomnaiilbeaesehdllyahdpossitge.oTise degoesutr
during authentication, a_random subset of the  regions tmaé/ bmﬁeﬁct ed for
anal ysi s.ffﬁFﬁB%‘,'OWFﬂcéibF%é“%‘tﬂcH%'t‘lP‘Eé’Pf'B‘?P-ﬁf'%é%‘g‘-a‘ﬁi}h% ibher it g DX,

I i1~ u Lo EbibEindidr 5 : (T Eeerhitrdcavir@idn WCC |1 Vi e:
ciktilc |4‘9&?f?ﬁ/¢]}:&hﬁﬂ{t&&§ﬁ%trggc%lgg%(?%%élgﬁ%cﬁ be randomy selected, in
order to avoi ditedbetcasent dichmicdlbersfcan be seedite providesevesH dp vt A iPLE 08 of each

region nﬁ}{lggc%ﬂ}::{eféﬁl\?mglfer{térgﬁgn @J}:gccg%% r1¥\E{])?ch§r§th?$rg L¥d the® Qickrdfisrd Ut ghififbnThese

and ot her™obj ec econe appare ul f'er "understandi ng of the
present indugithiaten off fiest tnclepd hodikvimomeiief fids, ho spdswalfahiaowiisigs @bt ai | ed

description. o e preferred. enbodinents of the.inventi as illustrated
in the ac‘é‘g‘r’fﬁg‘ﬂt&ﬁ‘ > il Wé‘.""b‘%gﬂfﬂﬂcﬁﬁﬁﬁ“’éh‘l"@ﬁ"@%@%ﬁﬁlpm OF THE
DRAW NGS The i avanivihonFig. |1l a sonahiRentieatipidaecmatit ishproagd@abintvitgo ¢k Idpamiedgs

of the Figures, in which |ike nunbers designate Iike”jgar_t S and i n which:
FIG 1 is9osugpt ppiei dRuEerichonERIne At PP Bet SRRt &8 Sr di ng to the

present inventERNy differs from FIG. | in that the encrypted encoding region 4 of FIG. | is replaced
or supplemented with a document identifier S, which may be a serial number or the like.

FIG. 3 shows a schematic diagram of a document preprocessing sysiem, and FIG. 6A the
corresponding method. Raw stock 1 is scanned 101 by scanner 10 to determine a nan-
deterministic pattern of fibers 6 within the authentication region 3. This data is then stored 102,
for example in temporary memory |1 under control of a processor 15, orin association with an
identifier of the stock 1.

In the case of a self-authenticating document, as shown in Fig. 1, the data is then hashed
with a digital signature of the document content 103, defined by a page description language file
i Z, encrypied, and prinied {04 on tne face {0r oDverse) o1 the aocument in the encrypled coding
region.

Aliernately, the scanning operation may be performed prior to stock distribution, with
cach piece of stock having an imprinted document identifier 5. The database of document

identifiers 5 and scanned images may then be maintained locally to a printer 13 or remotely. If
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FIG 2 is a top view of an authenticatabl e docunent according to the
present invention; FIG 3 is a schematic view of a document preprocessing
system according to the present invention; FIG 4 is a ﬁfﬁ]ﬁﬂwqf Vi ew of a
docunent content printing systemaccording to the prese e} FI G
5 1is a schematic view of a docunent authentication system according to t he
present invention; FIGS. 6A and 6B are flow di agrans, respectively, of a

met hod of,,Q8nehakiyns amdmvm Btiof dayngeess tho dilnieméal tmeslprecah mellnscmc@'& JUN
2004 DETAT R LR Shey pant e

HE PREFERRED EI\/Bﬁl MENT E.F L’f
pr ef er r edr ethtyodiwek ecess anneCﬂionvé'ﬁﬁcF‘@)ﬂf%FF‘f““ﬂ"d peSREIFY ‘%E\ WY R r espect
to the drawingSs: khdiss fif AbtISSy Rbaddl sUhmth RES b8 8ud UL 0AICKiiclrh, of i same

ref er encB™ % PO counterfeit-resistant
docunent fjgt.ock, fluorescent dichroic fi bers may be incorporated into

paperi naki ng processes, as fibers wt . f r maki ng
process. The %{aaérs“%b%ﬂ %C?‘Hﬁ“‘!frﬂia‘&"g%ﬁ'{]aa‘?qcﬁﬂcww P&H& c‘rﬁaiislgéjéegrggégg strictly

non- det ef . pj; {',55 vaﬁﬁ fgrﬂtﬂ‘éémn&qmﬁ Pdvided &y a p@CElta papar tenydom pranieradi ons
will be essen ' e. The degrees of freedomfor these fibers

i ncl ude memrsa;bs:mat bl@r(US@ﬁ icommeaianond, to ddpstsolpuer b or Gt AFH Y Ber

mat rix, d|c olc ratj coal o. LEIVGrishRNAmtigg, iusd fitess fi-ber
mi cr oenvi'i8 ;h{’““t%rt'Slcgﬁceorfﬁr'%%g’c/;é%?&gg Lr@gﬁg [ ;y(t?gr s c@ﬁ' 1b’Ee used to
provi de SAURY He ab@¥aicatiad rcgiimﬂeﬁnssd‘lgncd with scanner 16, and the data transmitted to the

aut hentication/counterfeijting-detection. The enc fi c hei r
i Chr of S HESKGREIRUSE 11 PG APRITEUEn BFebPE pRUEON ouist F BroteGaint

envi ronmepl,0f 1&15&&9&&1’1 abE’§‘c &RaFHbANang i RBDEY filstIRescedled torrpdunwgi@aihcf i bers,
spatial variation of characteristics within a single fi (gcsc ozhown

in FIG Ipringerddl fThentitahmivecnplisaion dathgetrd GrerypisdlA ?‘fé'&f‘cﬂé'\)f‘g’i'g(or t'oCK I,
printed chrco w:t&t &%li;][gﬁ rﬂi& gz? gi%ﬁEllbﬁﬂﬁﬂe%r&ﬁglb%@nc@dlc an\do-anﬁ:l’nythﬂdb.u

encodi ng T edgi from | 1nthat the encry [
encodi ng doagboglygh bff pRhidig withip ﬂrceqm:a'@@d engpdingUpgiPw Aebi @H‘“\M“t%‘%cﬂ‘d%bﬁent

dont {1 ey Rl BRE TN (RS o B bPlonPURBR Eodiakibfyihd 62 aufb B reonora

schemat i ¢ e Giveh preprocessi ng system and FIG 6A the
cor r espongdi Bgcurinhad uﬁmﬂgsﬁmﬂmulom is pefamtipanchdad ywdkanner 10 to deternmi ne

g n'(l)'ﬂl- Sdg;te;rr: @IO?%:EP .g_\lt { e%lqibgocumcn{ an apparatnn, B sh&n AU Eeﬂg IPﬁﬁtdcanTr‘ﬁgl on

device includes a fiber scanner 20, having a polarization-sensitive beamsplitter 21 {such as a
calcite crystal), illumination source 22 (such as a krypton incandescent lamp), transmit filter 23
(c.g., Ratten high pass for excitation of fluorescence), receive filter 24 (narrowband for passing

' Auorescence), and a pair of optical imagers 25, 25" (for respective polarization axes) (1.0" 1024
pixel CCD line scanner). The device also includes document scanner 26 having a 200-400 dpi
monochrome line scanner 27, much as is found in a standard facsimile machine.

During use, as shown in FIG. 6B, a document to be authenticated is scanned by all three
scanners, in a single pass 110. The fiber scanner 20 acquires an image of the fiber pattem 111,
as well as the 2D bar code or glyphs 112, The document scanner 26 acquires an image of the
GOCUMICRL CONENE § 13, A Processor 30 then appiies a Gecryplion algontiuni 113 1o Ihe acquicd
code, and compares the extracied fiber pattern to the observed fiber pattern 116, and the digital
signature of the document content to the observed document content 117. The comparison is

then subjected to a statistical anatysis 118 10 determine authenticity. Finally, an authentication &8

output 119,
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for exanple in tenporary nmenory | | under control of a processor 15, or in
association with an identifier of the stock 1. In the case of a

sel f-aut henticating document, as shown in Fig.. 1. the dat(8 U8Nil8en hashed
with a digital signature of the docunent content 103, defined by it page
description | anguage file 12, encrypted, and prinmed 104 on the race for
ooverse) or the aocunent .in the encrypted cooing region. Alternately, the
scanni ng operation may be perforned prior to,stock di stri.buti?n, with each

pi ece of st ockhhproseisr 4 maydeilpgable thetanws and paingrl. 35 in 9584 at abase of
docunent , i b I FBRRS iAo EAbSBFehOCal |y
to it prFlhl{]ée@@'i@noe?ﬂb?grﬁr%%g%aglﬂm &qé% 0 Sm\%?\éln%%gﬁl g’? t)red renotely, a
print dr iTheencaypion aloridm meysci{cmdwesticatien énbadimentis 40r axample: hpdigkeym

I nternet 18 r Qt her network access connection. Instead of the scanner 16,
a sinpl eP’f“é"é"dg‘Fy ﬁ?rﬁé‘?' be provided for reading the docunment identifier 5,
whi ch may be a bar code, MCR inprint, or the Ilike. Fig. 4 shows a
schematic draw n%s of a document printer according to the present

i nvent i oEXAMBPBREZageously, the scanner 16 is provided as a part of a paper
tray for a pr 'A@&%éin&%oas%ﬁ&crﬁb&iﬂhé’n@ﬁ@ orﬁﬁg'n@diJﬁPﬁo&kU@%}o&Qﬂmﬁﬁhg Qledsd tO
a host conputer , cor comunicating through a printer interface or print
server i nheafiroentedeiniestiuss simjlapioithe navoUS. cvrrénay (3200854, iAndrsd 00 fipdemln ¢ he

aut henti cation_regign are scanned with scanner 16 nd. I
t ransni ttRéécri’%NPﬁg' q%i*il“cg{ﬂ%ﬂf B’Pg'i%'f)"ﬁ 'ﬁ?‘f’ 15 rr}mv"é‘P]cgﬁ%ﬁL@ﬁ'tlﬁ%h’%executi ng
on the hogdnifeN® th&inidborPthe 86amRa1 tIARonEGAORAedYRAE: idwitifler & poefgmbly not a
description | an uage (PDL) file 12 recejved for on. th ri.nter

v Byt

] ] . I i r]ti n }p
13, The selisimumbes bt e 4 CaRosie HASRRSIESROLAR A Enperl PORionn By ANGEE ( or

descri pt or §mobi&S, Rﬁ; ondWhfelcRiBeedPR rfildbf pbiid maked U@ki@hing g i1 i@eduTer eof
to generate % TWo- di mensi onal bar code or glyph for printing within the

encr ypt ediffingladviily thesgrishpagliongserhs (gt aaslbepmrsieteruiqucddenifioned pPDL
file. In h,i CaARe : f | e ‘ e&dbﬂ'ﬁ" I feh gk BQ; rRH O kZad

pr oducer %%cﬁlfﬁﬁe‘cdgcéﬁ?rlgﬁr‘&gﬁcg&{r?cglg{?i ﬁé&?ﬁf or rra'{k}co%, ''s pref eraqblqil encoded
as wel | . rhaéxsgedacrypted svithhdortg aatyption ycunent, an apparatus as shown in Fig.
S is provided. This .device includes a fiber er. Lhg

pol ari zat i on- SEHSFLIYE ‘Sé‘;lf”ﬁs"f)‘lyi #iog}dvﬁﬁn%?ugﬁﬁ%g&ﬂ?h(%gf%lpr?ée{ crystal),

i || um nat\in@Redf@ibiciocitidng, suithh@surabek aydlocarion it drdiesoeadrdédinp) , transm t

]]: : : EZ; gi (E]g_r %%g&h&?@}lﬂ:hg}ggFﬁ%soffll%ridgrﬁﬁilcg,?‘ltsl:l?-rzllul 1];ntf|<:|zl 19;5 SR sggccig)deﬁ&:%?e' ve

including the identificr, using a public key-private key encryption mecthod. The key pair may be
selected on a per document or random basis, per ream (range of recording mediumy}, per pre-
identified client (i.¢., content owner), or in other manner, and is used (o generate a cipher-text
message, which is stored in association with the identifier of the recording medium. A message
is then recorded on the recorded medium including the document identifier (serial number a‘nd
randomly-generated password), and optionally, the public key.

The private key is maintained in secrecy at the point of origin, and indeed need not be
communicated in any way.

Al a ialer ume, a user defines the gesirea gocument content and communicates this to the
service piovider, for example a gift certificate or theatre ticket, as well as the unique identifier of
a piece of recording medium which was obtained through, (or example, a retail channel. An

accounting transaction takes place 10 account for the value of the content. This accounting is, lor
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fluorescence), and a pair of optical imagers 25, 25 (for respective

pol ari zation axes) (1 .0" 1024 pixel CCD line scanner). The device al so

i ncl udes docunment scanner 26 having a 200-400 dpi nonochromne |ine scanner
27, much as is found in a standard facsim|e machine. Dulibnd/N@sE, as shown
in FIG 6B, a docunent to be authenticated is scanned by all three

scanners, in Ii-t- 'fi_r]%[e ass L 1.9 Jhe fiber, scanner 2Q ac l1ihres an i mage
of the. f cBuRPe P gty franacuog wigh fhe Sy iE BEPAR BRI PUEMG BT 12 The
document 36300 &EccplnPe EdthmBSioR And COAGRnAing IR cofiefiivaRE. content i i 3. A

processor 3u- nen applies a aecrypuon algor,tnin i 1:) to the acquti_ ea
code, and conpie eenterids Ber puthorizad farpwpripiae: ardn wMessagedrmpBRied &Ry the jupss from

pattern j(ﬂ'%cnﬁ@c%rgaﬁcqugpaiﬁg? ﬁﬁ%@%*r H{C%UQJ“-.&R@OIQQR%QMSI@anaﬁmh,ét..gos

obser ved ‘docune conten e comparison Is bjected to “at
stati sti akd udqal igaitigicd, bBtdmildatder mitnm @ukly@ntingitd yhe cblonddts yn ttenecording

authentication is output 119. -64 0.8 JUN 2004 The processor 30 be
local to rﬁw@lwgﬁﬂwlvaﬁmw@ﬁ?‘%Bfﬁt"af'ﬂédwy'&e%?frfhaf%ﬁ g igEb By AR R Ve

enbodi Ment;e; kgt Forat 88kuRient @R EaddIhurli §IDHEN L REAbHEARIIPR sedhedi ment .
The encr yp%l onalgorithmin a self-authentication enbodinment 1s, for

exanpl e, randontly genckagd passwardt EhigSigial tgnaiure ped EexpPeicorimplied idgpiilcagion af
second enbodi nent I rdi : i um, .l r-Q\i j ast
one anti cqgcu?lsts%crl‘cheq ?U%fl '8a§ ﬁ?'g',r&g"l'@f‘grmtl %El{ﬁg@cﬁg(\)/vrplﬁéo%gg?a??négegF %%\6!)'%50,
And $ 10Grbddarhagh seRaag foreonNaicasihenddation.| at er st age of producti on,

a
readily ascertainabl e essential l.y unique identifier is i.nprinted gn the
docurment. In COHERdYH "fYﬁ‘?BE‘I“Fl&%é‘,“OP W?%‘"‘i"dé‘h‘f ﬂ]l"ir‘é‘l""i'gb BF%%E’BT‘W }?gcf" a
serial nuiiRhiic, M prE RIS idénTRIRREhEsahOfdeAifR® phidlct WRH tRWohicAN addthe @cloandom

portion. By providing a conposite, two ends are achieved; the random
portion revkest gecEdnimissandlisyel vhrythentigainn rreddes thntahs GRICE- X AICF 8BS he seri al

portion Glke e wiftahe E@ﬁf@ l&?qﬁ:ﬂahﬁ thel Bchificrt N lfed A8 Joe6ALhQBatedi0get her
the identifirer has greater Tength, often an advantage when the identifier

is it pardorigfpoads wahsdgealsigonprted wWith a | ong encryption key. The

recordi ng mediym, ..als. TR HLed ot ) Gl Qe dots in
unpr edi ct abl e ‘#g?égﬁ%{ho%é',é%\;\?@r\@% ‘[em{itﬁbzgg héjlﬂgjdl‘e'gﬁgg?)ic?%h%% ‘tf’fﬁ’e lgot s recorded:
Associ at edbcwintd chinentimpgd. i idngpnaeint $daandr detht phineof, aughegadation,fohenanipie 208y

Eg;sgggr ;/ ?%%h%gg%'d} %%h%%&l%‘gﬁgﬁlE?g{l}xtnlhlférld?lruhy B2 LR . ﬁmq}iﬁ)clch ?hckey' private
authentication may be embedded in a facsimile machine. In case the document is consumed at
the point of authentication, the original may be truncated, for example by shredding or marking
with a “VOID" indication. A record of cach authentication is preferably maintained for deferred
transmission o the central server, and possible accounting.

There has thus been shown and described novel anticounterfeit documents, and
associated apparatus and methods, which (uifill all the objects and advantages sought therefore.
Many changes, modifications, variations, combinations, subcombinations and other uses and
applications of the subject invention will, however, become apparent to those skilled in the an
alier corisides uay S speviiicaiiva and lile accompanying drawings which disclose (he prelerred
embodiments thercof All such changes, modifications, variations and other uses and applications
which do not depart from the spirit and scope of the invention arc deemed to be covered by the

invention, which is to be limited only by the cliims which follow.




sel ected on a per docunment or random basis, per ream (range of recording
medi um), per pre- identified client (i.e., content owner), or in other
manner, and is used to generate it cipher-text nessage, which is stored in
association with the identifier of the recording medi um0&Jikgdage is then
recorded on the recorded nedi umincluding the docunent identifier (serial
nunber and t randonl y-generated password), and optionally, the public key.
The privatCeAd®is is maintained in secrecy at the point of origin, and indeed
need not g@ Qrf{imu nicated in any wily. At a later time, it user aciines the
aesirea dSOWRAMESA%ent and communicates this to the service p: ovider,
for exanple a gift certificate or theatre ticket, as well as the unique
identifier of a piece of recordin i um wh

exanple, it retlail Atsasigmifor ‘NH‘“"%%??‘B'UH??‘r‘t‘lj‘“t’“r"lﬁﬁé‘é\é\t%}néno " ﬁgq%{“g

account for t hz )Val HEaRfod th?oxﬁﬂi’&&l%cscrﬂ?hgs.uﬁ%%ﬁﬂy high- ﬁtﬂbrﬂﬁmﬁuc cﬁﬁra@teﬂsthUN
2004 exanpl e, three party transaction, W th the user paying the service
provi der, otitidedohm\@mmume)fllpr@amdeﬁ accept| ng a commi ssion and conpensati ng
t he content ovvner The content. is th Vddeurddngt a
message. transnitk ed “t’“d"‘tfﬂ‘ercﬁ‘§E'r‘1gflrd8crn'm ?géngcg]r bf@gc%‘%ﬁm@yl?ml udi ng an

i mge of the dQEuUIeReasO0F /Bking maﬂe@ﬂeﬂ:dnwﬂmtmhcm@ soredggrofistia he uni que
identifier, optionally a dot pattern corres on & to Hpe col or dots on the
recordi ng chamdiegistic @Q@P@H@I“F WW%‘é”‘pﬁb‘ﬁ"ﬁ“’Ré‘{})“ ‘3\/ BUstY defined for the
recording nedi L{H} Rdanal ta{n,ﬁmnguw skébd &dq&ﬁ\ﬂtoﬂroe tlchfppﬁrbﬁt)damwmmmlmnm ent
and t he uni que I dentlfler d optionally a second ran ge e
passwor d. chhaiustceigi ttnaldosmlymacwgﬂa'w@dar‘?bwdl‘h?l’tm'&ﬂy 'P%‘f‘é?’%/“"l ﬁt‘n‘ft‘fr(‘:h'tl on
of , the assocjated p ey are required for self-authentication. The
opt i onal s‘]é‘é’d#‘?ﬂ"‘ﬂ‘af’ééﬂﬂ?%mspr ovi des high security for on-line

aut hentication. Thus, a first IeveI of aut hentication provides that the
recordi ng nedluntappears to be nt| (e i Sl @G reristic
mat ches the idehtifigf PrERLeF” ‘W Tt HE lcgmt’ljg'ﬁlt& Eﬁ%h%]ft%q%ﬁeg’g?h c§Iot s are
covered. AgGeRRd; faned s ﬂidblli\ﬁlﬂtdgctabtcmuﬂnmv|uuie®|0thatc“tfhémel pher -t ext
nmessage, decrypted with the public key, matches the docunent identifier
and the docunent content corresponds to the digital signature. A

machi ne-r eadabl ¢ gl ygh 4 PQE:B%E&)@BL & dPaiRAr, whedn siby/appercdef noredetesnipalic  of

t he docunent content nage. A docunent scanner at the point of

aut hent i cathapaxerdfsoe c'e)timﬁpt e‘ita'h'zg@bmph'c code.

4. The system according to ¢laim 1, wherein said description of said apparently non-

deterministic characteristic is imprinted on the document.

5. The system according to claim 1, wherein said description of said apparcntly non-
deterministic chairacteristic and said document content are imprinted as encrypted data on said

document,

0 The sysiein according 1o ciaim 3, wherein $a1d SNCrYpLION COMPprises a pubhic Key-

private key algorithm.

7 The system according to claim 1, wherein said document comprises a digital

notary signature to identify alterations.
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dpi scanner (simlar to the ITU telefacsimle standard) may be used, and

i ndeed the authentication may be enbedded in a facsimle nachine. In case
t he docunent is consuned at the point of authentication, the original may
be truncated, for exanple by shredding or marking with08& NG
indication. A record of each authentication is preferably maintained for
deferred transmission to the central server, and possible accounting.
There has thus been shown and descri bed novel anticounterfeit docunents,
and associ atgd apparatus. an { ' t jLcts and
advant ages sog'ght ?ﬁ“eﬁé#%r%?gfdﬁsgtrﬁé;ag%rllgvlg}stﬁar?éw’{"%l% ?%hgﬂ}@é?ﬂét?l ons,
conbi nat k&Mfsarc,AHENI fladikeniTRadeHbGhideecontigs madidm sap pldescaiplions! thé t he

subj ect invention will, however, becone apparent to those ski l({ ed.in the
art nmg uBpEumenyeQni¢nt o 3 regigte "-"é‘{&’é”i’?{bpré{li'&&ﬁgéth HoRYMEPLERITALORGAHY BFPUR; st ose
the prelerred enbodinents thereof Al such changes, nodifications,
variations and other uses and applications which do not depart fromthe
spirit and sc8pe oTh¢ ysteimacesrdingrio akaam delorther comprising pstwpBPTHY dfi per
invention. which is to be limted only by the cl ai Leh ol low.. .- 0 8
JUN 20045%&‘7&}‘&5&” it 1o0E ap e o P e If“é‘Jrhm}cl)raﬁé&ﬁ‘é‘?\{rﬁé'a@(}%éﬁngg a
count er f @kdcrib8&i 8t AN appRCHIERGN-dTQ RIS dd@iaceaiyticRan thefremotastroerasndcal | y
descri bing an_apparently non-determnistic characteristic .of, a recording
medi um ofimpHRLingGEARETYPICA IS aEE Q §Aid BlediuELAMANSYE daﬁifi!?HB'h?f%%‘tf’Eﬁ't"“‘gf the
counter f %'oﬁ-d{:éﬁhﬁh@@%h;@ﬁ)&&mﬁghéd sk FJodIRRMSohRht staQfi iR si Reud@seddlpt i on of
the apparently non-determnistic characteristic and docunent content in
association with each other; and (d) nmeans for conparing the stored
description ofj,t heqﬁﬁpa’ c%P%Jchdﬂmgggb‘éﬁﬁlﬁﬁ%ﬂ r2in'sfid agt&ﬂ{aﬁghgﬁhflﬁdlﬁnéﬂg
docunent contéRt Wi n observ apparently non-determnistic

char act ercofifphises aargtictd auagmg syskeax acteri stic. 2. The system according to
claiml, wherein the said non-determnistic characteristic conprises a
feature that is inconpletely represented in a tri color representation. 3.
The system acqar di Mie kihh adcBidlng toleedimi Inwhak kppaseatd docmoentdettentri ni sti c
characteristic conprises a steng ngiﬁoglr aphi ? code. 4. The .s?\ﬁ,t em a Hprdi ng
to cl ai MgV RS ORIPHSTSRART I5F TSRS A0LIGUaHP BPSSePSr PAGH fanguage Tife.

12. The system according to claim 1, wherein said comparing means comprises an

optical imager.

13.  The system according to claim 1, further comprising a financial accounting

record, 1o account for at least a portion of a verification procedure.

14. The system according 1o claim |, further comprising a financial accounting

record, tc account for a database lookup process.

13. The sysici aceoriding 10 claim i, wherein Sait COUmparing means is adapied

compare at least two descriptions of apparently non-deterministic characteristics of the same

medium having diftering degrees of complexity.




determni stic characteristic is inprinted on the docunent. 5. The system
according to claiml, wherein said description of said apparently non-
determni stic characteristic and sai d docunment content @rBeJUiNrmﬂi nted as
encrypted data on said docunent. 6. iitc systemn according to ciaimw
ereiii saic encryption conprises a public Key- private key algorithm 7.
The system according to claiml, wherein said docunent conprises a digital
notary signatyre tQ identify .alterati o , %&kgﬁb@[ system
according to tg'ai T,"yf’lﬁfnt"l‘iéé{‘frdlé‘ ﬁr%r’l?lté]? ir)lg%vrllue'ltm\j\ﬁ/gr dcg??lﬁygér_i ver sof twar e,
transm t t,igen@for [0 kAl fe@fdr @dmpiringaiach ofcocirudicag twe dicssnphons of apRAsEYYpt i on
of the docunment content to a renote server upon printing of said docunment
cont ent opn-deliunipedl ehracenstitle syst em according to claim1. further
conprising network print driver software, for transmtting an identifier
0l said recording mediumto a renote server, receiVvi ng a .description of
sai d apparent }y. nofhdetermicaosingco clhiam dcugh¢reomprisipg mPAY AFHE ey ver |

and inprinting an encrypted nessage o ' i i3l BH a@ecisi
descri pt ir%fﬁrﬂbf*gg‘éwa'Yd‘ﬂﬂé?f@%?‘l‘gﬁy ARyt BRLftr Ry R AR AR Bl aBecision

docunent dgﬂ,ﬁ\&ﬁﬂtlhé_?&on@ digital signature thereof. 10. The system according
to claim1] erein said automatic description nmeans conprises an optical
i mgi ng system 1 1. The systemaccording to claiml, wherein the automatic

document contegt Recalyd &H%EF GRIRN ®BScFBROG Rlerik@rieinegrgl with said
el ectronic pagg‘ deg@f? S}/c:"gn I an ulggeufi e . 12. The system according to

claiml, rhedigizinc8@di d conpari ng neans conprises an optical inmger. 13. The
system according to claiml. further conprising a financial accounting
record, to account for at least a portion of a verification procedure. 14.
The system acq@r di Nye k@s@h abddrding foulsiiner, whompr ths Eingacierislin e adeds8@Bunt i ng
record, to account fora datahase |ookup process. M he 36&PhingbinNg to
ciaiin 1,"ﬂméicéitFP“S’&PH"’Gd?ﬁ?é‘r“l‘ﬁ@‘cflr‘éairfé'gri"g:déraiéé{s%'&f'qtpgocg%orrpar‘g at 1 east two
descri pti QpgoQfinAPRA&Nt | y non-deterninistic characteristics of the sane
medi um having differing degrees of conplexity.

20. The system according to claim 1, wherein the indicia is imprinted on the

recording media in a consolidated process with an imprinting of the document content.

21.  The system according to claim 1, wherein the document further comprises an

identifier, and wherein the apparently non-deterministic characteristic and document content are

stored in reference te said identifier.
22 The system according to claim 21, wherein said identifier is a serial number.

23 The system according to claim 21, further comprising a human uscr interface for

manuaily entering the identifier.

24 The system according 1o claim 21, wherein said identifier is a machine readable

code, further comprising an identificr reading system.
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-68 08 JUN 2004 1 6. The system according to claim15, wherein an
accounting system selectively accounts for a different fee for conparing
each of said at |east two descriptions of apparently non-determnistic
characteristics. 17. The systemaccording to claim 1, furtihesitiprising a
financial accounting record, selectively and differentially accounting for
conmparing operations based on a decision dependent thereon. 18. The system
according to gkai mri, :.\)Q’{Eﬁ{zfélc&dh@% chah ACHRIrkiRlshig nhelind i e@eiRtng\d dddumentd
recording nedia. 19. The systen1accord|ng to claiml, wherein the

char act erdestripdon sorppreses ateeptigsl satnnei.nprinted feature of the recordi ng nedi a,
generated in a distinct process fromthe recording of the docunent content.
20. The systemaccording to claiml , wherein the indicia is inprinted on
the recordi nggnedirae kyiet £08801d ©atad | pubeeinsaidiautonsric dessribinginmgnodnd he
docunent content. 21. The system according to claim11, wherein the docunent
further cowgeesass aiﬁu““lcd@iﬁ)ﬂ"t‘i%‘?“‘m‘a‘HHBWHé%Yﬁc'f‘he apparently

non-determ nistic characteristic and docunent content are stored in
reference to said identifier. 22. The system according to claim 21, wherein
sai d identifie?. isThesprinphccnuiiyen cl@8.1, Fheemyssidaniaag rﬂaﬁoﬁg‘“ﬁ 6‘-&9('9&“&1 21,

further co rising it human user interf ce f

i dentiti P 2&0""?‘% S 49, QR “&‘C‘Eﬂg&fpﬁé "t"a i %cﬂiwmmilg sal i dé‘%’? ﬁil er
i s a machijdpclegadabl e code, further conprising an identifier reading
system -69 08 JUN 2004 25. The system according to claim11l, wherein said
means for receiving a docunent description conprises an optical scanner.

26. The syst emgaccayi sPler %&L&hgnolom.mewm.mudi.,wcamanmcdamammm ng
means and said receiving nmeans enploy a conmon inma subsystem 27. The

syst em acduraiengtic engitgésat leastameredion Ring AreleatvaLACTHIGE SHENTE RIBEY bi ng
means conprises an optical spectrographic anal yzer, selectlvely anal yzi ng
nar r owband spectral o

20.  The system according to claim I, wherein said an apparently non-deterministc

characteristic is an indicia printed with MICR toner.

30. The system according to claim I, wherein said comparing means provides an

adaptive threshold comparison for authenticating.

31.  The system according to claim 1, wherein said comparing means applies fuzzy

logic for authentication.

32.  The system according to claim 1, wherein said comparing incans apphies a
transform 10 a scanned image of the document and performs a comparison in a transformed

domain or in 2 normalized space.

33.  The system according to claim 3Z, wherein said transtorm s rotationally invariant

two dimensional transform,
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characteristics. 28. The system according to claim1, wherein said
apparently non-determnistic characteristic conprises at | east one region
having a sel ectively defined magnetic property. 29. The system according to
claim1l, wherein said .in apparently non-determ nistic %li] mﬁgeristic is
an indicia printed wth MCR toner. 30. The system accoUr % o claim1,
wherein sai d gENPaf{NgyERIBOUREY it BuhoAdR Riid usmpdsingsivahdhypiienar | son for
aut henticating. 31. The systemaccording to claiml. wherein_ said conparing
means apphiséarnf wznymageatitiee dasnmauitth oprmaliae fos s charpcterigtic seloeted fFPRARTERIRG ¢ o
claim1, wherein_ said conparin applies it transformto a scanned

i mge of C‘E'Hé“%eﬁ‘i%’ﬁ‘f’"'a‘gﬂ peFk r%@afg&(iorrpari son in a transformed domain or
in a normalized space. 33. The systemaccording to claimJ2, wherein said
transformis rotationally invariant  two dinensional t r_ansfoorrqrrd]cgéscui!n 1004
34. The syst eM.accHidiyigmtascasiimge deimpharhsrsin saifl §oRBEIS S Heahs appl | es a
transform tlo t?‘:[ﬂ*ric & [,mt he docunent to nornalize for a characteristic

sel ect edc?ll‘g%thqugoup consisting of rotation, skew, stretch, and fade.
35. The system according to claim11l, wherein said storing neans stores the
docunent content [n encrypted. form. 36. T .S 1 i isgkaim 1,
wherei n said éﬁpariﬂ‘ﬁy?“’ﬁéﬁ??fgtnér{ %%?I ‘ghcq‘gﬁggr{lgé’?‘ggrr?‘g f]@qld%%{:gl:ﬂé and said
docunent Gaatemkicahdeis @l &l ddtufrpasontent dré sbatd infeparadaficdrsieal dagipascThe
system according to claim1, wherein said docunent has a pl aintext
decryption key inprinted thereon, said docunent content being stored
remotel y, f‘”?s'?er N :.ﬁ&ﬁiaf&r %[bscliiﬂ{l.m@féﬁmaﬁddidwnicmlamawqhtled form the
description of the apparently noh- determnistic characteristic and
document denyhent keyfioprioked thepionovaidgocumentgepieici g eq regaptel ﬂ‘tf@n'éﬁst em
according to claim1, further co Sl ot [ B€ and@ilk InghNg a
docunment SORANEE 18P ’gﬁﬁﬂfsﬂ'lﬂﬁgg‘ Sbﬁ}r{fég%? &ﬁgﬁﬁg%{pugﬁgfﬁg c ‘gr ac'? eristic
reader f Qfedd@imyidicRirageritibandppanent ¢optanodertisceypidhbys thiedeerppludicdr i sti c.

39. The system according to claim 38, wherein said reader device is renote
froma storage nediumrepository associated with said storing neans,
wherein sai d rgaderrydepwidiRadcdfdibefo claim 1, further comprising a reader device, comprising 4

document scanner for acquiring a document content, and a characteristic reader for determining

the apparently non-deterministic characteristic.

39. The system according to claim 38, wherein said reader device 1s remote from a
storage medium repository associated with said storing means, wherein said reader device further

comprises a telecommunication subsystem for communicating with said storing means.

40. The system according to claim I, wherein said document comprises seif-

authenticating features.

ti. The sysicin accurding © Claifn i, wilerein said gocuinent COmpriscs i seil-

authenticating digital signature.
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conprises a tel econmuni cati on subsystem for conmunicating with said storing
means. 40. The system according to claim1l, wherein said docunent conprises
sel f- authenticating features. 41. The system accordinggty p im1l, wherein
sai d docunment conprises a self- authenticating digittal signature. -71 0 8
JUN 2006 42. The system according to claim1, further conprising a reader
devi ce, conprising.a characteristic.r far de e) ] o
characteristi 8% anah‘ésyété‘frfQcﬁefﬁ’t“ﬁit%‘élamég‘taﬁg&‘tricgg ﬁgh’? b garagléﬁe]‘gé'té?'ecgb“&’?ﬁt" Fﬁg on

data deriygadciidie ¢y [%cht@:?:ﬂﬁiﬂ%ﬂ@%bﬁéclﬁﬁﬁm ity bifconBaitied ad@entEatorsy st em
according to claim1, wherein the docunent further C\ivgp” ses self-

aut hent i patdessgr praatinges datardsrives diegcthy ardeanowrrendly (s BESATURS SN of t he
content, said systemfurther conprising it secure cryptographic processor
associated with said nmeans for conparing. 44, The system according to claim
43, wherein thg cryTpé sgtcapitcordigas emaon, ebarippbedocnepniduaher spmprises §¢li-bot h
said docunent content and sai.d apparent non-deterpini stic_ . h

char act erdugepicating EF":‘}!“"CFH@'W%‘PEH‘?%&W‘&{ %ﬁ“’f‘ﬂ“%'logio%mi,mn Jétf widsvglem turther
char act erj 8 iiCing QRIS ES B AbRE Pastds6r assRaNark Rk k64 neadsoegmalaringt h t he
recordi ng&)ﬁ%‘ilg’? A élr('e{i%zpt%ebchgr acteristic is analysed to provide an
encryption key necessary for an authentication process. 46. The system
according to cl.ai m45, wherein. achedeahad Bl dashit Grdc8ssoPdcREpES ed
in alocal autfienticatydH" 8‘5\9%&@%5%@3% -g%?hent?ggtli’oﬁ of said docunent.
47. The SystcaiRiea06Holgsaiddaddaenn obblenvindrseidrppatal yormarder@rigici
corresponds to a. private key of a public key-private key cryptographic

al gori t hnghagicni#ie syst em according to claim47, wherein a uni que

identifier of said docunent is transmitted to a renbote processor, a
representation of the document content encrypted using. ubl i ‘hasti
key-private ke al Jarisy Rem aecprding Brofain lowi‘ﬁréf'\ lﬁF FRj ‘-gfﬁgﬁF P rllsﬁ :éSIB(l:I}MT[II%
key is t Elﬁﬂ?&@r&&@&&ﬁu it QUi cSEMRIRALA RN RiONO BlRE &M st ndnsigial tbpoalide
cryptographi ¢ processor decrypts 1 nc document based on tile encrypted
docunent aoatceypion pehdcosstrydyr anvditen{igHiios PRISYSS- 49, The system according to
claiml, wherein a unique identifier of said docunent conprises a serial
nunber, the characteristic conprises a pseudorandom copy-resistant printed
mar ki ng, wher ek a Beoystmalcguding kmeldef 47 edicwintp prFgadehndeR 1 i5e’ seri a

number angro%c.seg' 1tnearlgcal authentication device for self-authentication of said document.

47, The system according to claim 45, wherein said characteristic corresponds to a

private key of a public key-private key cryptographic algorithm.

48.  The system according to claim 47, wherein a umque identificr of said document 1s
ransmitted to a remole processor, a representation of the document content encrypted using a
public key-private key algorithm and information defining an appropriate public key is
wransmitled (o a local cryptographic processor, and said local cryptographic processor decrypts

tie document based on the encrypled document Content, pubiic Key and private Key.
49, The system according to claim 1, wherein a unigue identifier of said document

: : bt SRR P . Creviel: rinted
comprises a serial number, the charactenisiic comprises a pseudorandom copy-resistant »

marking, wherein a secret algorithm defines 2 mapping between the serial number and a pattern
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-72 08 JUN 2004 of the pseudorandom copy-resistant printed nmarking, wherein
said systemfurther conprises neans for executing said secret algorithm

and mai ntaining a security of said secret algorithm andﬂaé]ﬁﬁ.@imor
conparing an observed characteristic of a docunent to be cated to

an output of said executing nmeans. 50. A method for authentication of a
counterfeit resistant docunent, conprising the .steps of. ut ically
descri bi nef Ha PEEYHaRBHAM GORYHS HaPN ﬁ?‘:ﬁl @Tp'ggt%hlﬁ'fﬁﬁf:ﬂ&%s?ﬁ"&mg\% L%(%"}pg{gg% di ng

~medium of t.he QP%?{V ol seERCAENH NG afd HRGIUIRAS a SQUHGIT sOil stdiex atigudinliray f i t
resi stant docunent; c,L) storing the description of the apparentl

non- det er mdnedrisdortvapachgan eiscryed lerackststiereha dossmerifie be H“‘h%‘lé'&t‘,‘f’%iq ¥h with

each ot her; an(% "d(d‘);' c.orr?ari ng the stored description of the apparently
non- det er AFRPSR! S BHAER 5Pt i ¢ and document content with an observed

apparently non-determnistic characteristic and docunment characteristic.
51. The nethod according to claim50, wherein_ the . a

rent | .
non- det er mi ni s69.c  AHetbed foF pughgnsicationjof @ sapterfay r{]"“?"@ﬁ%8%‘%‘?'%&%“3“%3I'-'&EB

col or - spage 2. The nmethod according to claimb50, further conprising the

stet) of unf"‘quél y identifying the recording nedium 53. A nethod,
conpri si ng t he@dt epsutohatically dprobing pmgpraraady now-déleiminiseseharagorisiorlient
recordi ng madckum havir} t(?e_r eon a predefined uni que docunent identifier
and at | e&&Pr %"@@é‘ﬂ'r‘i?&‘)‘ %8P e; (b) defining it variable document
content for inmpgint iRGvRR aBchdancbdiadl treotdedig: resimdntudoruro}; storing the
variabl e docunent content in a datapase i nd?xed y  associ t_elgl,ri\?cc_%ent
identifier; anée)(d) seuembsdreapionol heRBEmte PP TRYFLT ARt §oeUnent by
aut hent i cal (igor UG RGN LsbotuiohAlEeh 8ir.GAIDAr I ng the st or ed docunent
content with a percelved docunent content. -73 a 8 JUN 2004, . . _
- (d) comparing the stored description of the apparcntly non-determinisuc
characteristic and document content with an observed apparently non-deterministic charactenstic

and document characteristic,

51, The method according to claim S0, wherein the apparently non-deterministic

characteristic is incompletcly represented in an RGB color-space.

52. The method according to claim 50, further comprising the step ol uniquely

identifying the recording medium.

53. A method, comprising the steps of:

{(a) providing a counterteit resistant document recording medium. having thercon a
predefined unigue document identilier and at least one security leature;

(b) defining a variable document content for imprinting on an identilied recording
medium;

(c) storing the variable document content in a database indexed by associated
document identificr; and

(d) authenticating the counterfeit resistant document by authenticating the securily

feature and comparing the stored document content with a perceived document content.




54. The nethod according to claim53, wherein said authenticating the
security feature conprises execution of a cryptographic process. 55. The
met hod according to claimb53, further conprising the step df§ flijpapci al l'y
accounting for said storing. 56. The nethod according to claimb53, further
conprising the step of financially accounting for said authenticating 57.
The met hod according to claim53, wherein said authenticating step
conprises a |local process for authenticating the security feature and a
renot e processsfor Tk Meibd sabidig tblrRimddowienh sadnobenticat@ thd kesurret hod
according to claim57, wherein said renpte process is asynchronous wth
and del ay&Mre BHMRISCEHCHESBUIN O AFEYRIGBrAmYC PIRCREt hod for provi di ng docunent
security, conprising the steps of, (a) providing it docunent to be

aut henti cated, having predefined docunent content: (b) providing a
serialized pie6& of Thamethod necomimyyto clazin S3hipsthersgomprizsigs ghei st A dinpdtaalyoc unent
and t he paper curtrencg' gd storing docunent content in association with
the seri aPSSPURMRE fo55alt Hig B%per currency. 60. The method according to claim
59, further conprising the step of authenticating the docunent by
recalling a database record including.a serial nunber

) rof i f
physical Iy as$bci aff BeimehedpccoiiingeicAiBing: @r'ﬁﬁcﬁ?ﬁﬁ’ﬁ‘t““g8'?&52‘?5{)(%&55'%&‘1?@)% ng the

paper curr, Q.Xn@%)for'«zﬂ&%nhI:Mic%w.56ri alization and authenticity, and
conparing the retal led docunent” content with a docunent content of the
docunent to be authenticated. 61. An authentication systemconprising: -74
08 JUN 2004 (a).,a pluralj.t f di a, . h 1NG: BBl akihd Ye@f T
counterfeit-resistants H‘élr%‘-oxég oédrm lr?%éf'?‘gs%é‘fvgﬁyﬁg gl;da](] %L%&ggé g%'?(t)?]??mcw

det ect i ng isai Proedse MENuticn{eing e tsenaigelcayst :euhafromog tposdesigf opawtbanticatsgitem  of
said detected elenents; (d) it recording systemfor recording a content on
sai d medi HeFupent cR¥EMs for storing said content: and

58.  The method according 1o claim 57, wherein said remote process is asynchronous

with and delayed from said focal process.

59. A method for providing document sceurity, comprising the steps of:

{a) providing a document to be authenticated, having predefined document content,
(b) providing a serialized picee of paper currency;

(¢) physically associating the document and the paper currency;

{d) storing document content in association with the serial number of the paper
currency.

60.  The method according to claim 59, further comprising the step of authenticating

the document by recalling a database record including a serial number of a piece of physically
associated paper currency and a document content, analyzing the paper currency for identity of
scrialization and authenticity, and comparing the recatled document content with a document

content of the document o be authenticated.

61, Anauthentication system comprising:

.74 .




(f) neans for conparing a set of detected elenments and stored content with
a set of observed elenents of the nedia and content to authenticate the
medi a and content. 62. The system according to claim61l, wherein the

el enents conprise a non- determnistic directional vectdr8 ¢iN 0L
characteristic of a respective elenent. . 63. The systemaccording to claim
61, wherein the elenents are disposed in a non- determnistic spatial
arrangenent i rasai d phesalityef media. qash hayisg a RuEIHP FONCHBESEPRT 8P wherei n
sai d stor(g ‘deslscilri:g&;m%@g_ of said detected el enents conprises an encrypted
nmessage ¢ Pt y a process conprising irreversible conpression of said
descri ption of(bpai G diekeetddktcehesmbhilemesi. The system according to claim
64, wherein an encrypted nessage is separately  defined, for each O k
plurality of r&yi oﬁ’é“‘lff‘gcoﬁé‘c'b‘farg%ﬁ?‘lf‘% Sgriptigg of ﬁ‘ﬂ‘zd%lf/cg‘tdeerlr‘flé‘éng%r ding to
claim 61, whergin sgid, FRARIRTorGUBRARE ABorfkGH 6h BAid Afediudn; COr r espondence and
an associated reliability thereof, between said set of detected el enents
and stored colel entmeans foratosior sof coedrydd el ements of the media and
content. 67. The system.according to claij. A (oW Al & L oof

el enents conprike ’P?"Bgl(g YR 'g"l sr?g()ldétc‘ﬁgggigicmaﬂggﬂhgk%&%&??%b%ﬂk codr(rpri si ng
a di chr oi gpeetvagcRafents 68 1he Theli:sytdtcenaac avtimigate chaohedimugliconigher ei n t he

medi a conprises paper. -75 0 8 JUN 2004 69, Al authentication system
conprising: (a) an authentication certificate having it counterfeit
resistant el enpnt aﬂﬁ:?m@ﬁ%&ﬁmmg&%aiﬂm;, wiBdkirBths elpkRs codpri@samni at ed Wit h
the authentication cerfificate déefining an apparentl non-determ ni stic
char act er deitingnigfic dimstioml newerfadjsrchpraaiprattig Ml 2 635eFRANE GAY™a digital signature
of . the docunent content; (c) an systemfor reading the apparently
non-determ ni stic characteristic; and (d) a processor for conparing the
read appar ent| §3.nonTidetyerem xiating toHaimatt.evticsin de glemeptiarcadisngsstt PAdMon
certificate and.‘cont.enlt_ t her e‘oE.‘\/\éia¥dr}1%]Ji1\(ﬁ1associ ated secure code to

det er mi ne SR™MGEHRERITMAPHEGYE W2 SUPHENT cation certificate, the
authenticity being associated with a reliability thereof, based on:

ZLSChaSt 'covar I()d?t ! O?l?c :lec%hﬁ_cgiB n%rtg QI'EJ“Y()ROW -c(rtlce"'g \eln(mlc)rschIdEsL%Bﬁé:?&ltsqd' stic,

detected clements comprises an encrypted message generated by a process comprising

irreversible compression of said description of said detected clements.

65.  The system according Lo claim 64, wherein an encrypied message 15 scparately

defined for cach of a plurality of regions of one of said media.
66. The system according to claim 61, wherein said means for comparing determines
a correspondence and an associated reliability thereof, between said set of detected elements and

stored content with a set of observed clements of the media and content.

67.  The system according 1o claim 61, wherein the piurality ol elements comprise

fibers exhibiting dichroism, said description comprising a dichroism thercof.

68.  The system according to claim 61, wherein the media comprises paper.
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stochastic variations in the received input used for generation of the
associ at ed secure Code. 70. The system according to claim®69, wherein the
secure code is it public- key/private-key authentication Uccp)?lmmﬁl The
system according to claim69, wherein the apparently non-dete istic
characteristic conprises one or nore characteristics selected fromthe
group consisting of: it Bse.ucl urancloin.iiiiprint pattern, a

non- det er mi ni A% ¢ it PEhCRUERUOBRSENEREY ™ ENS i sing the media, an interaction
of an aliquot of liquid dye with non-determ nistic pattern of el enents
conprising the nedia nmedia, and a non-determ nistic pattern of an |nprint
on the nedi um(ay2. af anththiidtio ¢¢fhfﬁﬁﬂﬁéh'ﬂlnéé!tqoh'§f°%“ﬂ€9&'ﬁgfﬁ flemend An 4 dqeigent 7¢
0 8 JUN 2004 providing a docunment stock having anti-counterfeit features,;
preprinti fY'4™e docunent with an essentially unique identifier; defining a
content for the docunment having an associated digital signature for

verification of the docunent content and essential | v- upi 0 [ £l e,
and printing tfe conice¥e coe ‘f‘%'*ﬁf@c‘fﬂﬁbﬁf W ."E)'B’l?f’“of%’c.'“ralﬁhcé‘[?:rf@ﬁ ﬁl(')‘iiqgg é‘ff‘gﬁﬁg to
claim72, further . bRk S eAkit Rfsishihi feméfiand didgithialigmiwnefthee on
t he docurr\':}‘r)l'f'd‘élfro%wg@%‘.r‘& "?’kggﬁgﬁgﬁ&?géor ding to claim 73, g:‘ urt her

conpri si ngodunensteenaf aut henticating the docunent by verifying that the
digital signature corresponds to the docunent content and essentially

uni que identifier. 75. The nmethod according to Caim72, further conprising
the step of reggi Vi fgsyblam fodiegdihgthesippnatiyrenalcttrainisie shiredtisig: 4 He
docunent by verifying that the digital signature corresponds to the
docunment content and essentially unique identifier. 76. The nethod

according to clgi m (2., W67 8 forhpaBing DicireAUphaTHB fionf dadruniregicabnpetenyic of set
of visually distinct fibers in said document stock. 77. The nethod . ...
accor di ng thoaushealientip? cerifiesre ! qonenhbescebyith B PR SEUFCLE ST T Ses ' a

|1 L hogr aphed, RaLi el B, AL AGSiONe & 8 il BRUTRBAH RRlng stfbci ey imet Rbability
accor di ng ‘t'o SraPm QL, wherein the essential | y unique identifier conprises
it conposith@cdf bacd andom portion and a predictable portion.

stochastic variations in the apparently non-deterministic charactenisu, and

stochastic variations in the received input used for gencration of the associated secure

code.

0. The system according to claim 69, wherein the secure code is a public-

key/private-key authentication code.

71.  The system according to claim 69, wherein the apparently non-deterministic
characteristic comprises one or more characteristics setected from the group consisting of: a
pseudorandom imprnl pattern, a non-deterministic paitern of clements comprising the media, an
interaction of an aliquot of liquid dye with non-deterministic patiern of elements comprising the

media media, and a non-deterministic pattern of an imprint on the medium.

79 A method of authenticating a document, COmprising:




79. The nmethod according to claim 72, further conprising the step of
accounting to a content proprietor for it printing of the (a%cwﬁ -77 08
JUN Z004 80. The nethod according to claim79, wherein saidVac b ng
conprises issuing a request for the content and el ectronic

paynent -i nformati on, and receiving content and associated digital
signature. 81. The nmethod according to claim72. wherein said preprinting
conpri ses pri npiovglingw ddruitenpnoakthering ani-nepnterfegrfeaderesir e communi cat i ons
channel . 82. The met h'olﬂ gecor di nﬁ to cl a}i, 72 \Mﬁerlﬁ‘:crr'- said printing

conpri ses pri nPTREMURE fe dogument with pn gSSg ‘r‘fg} 4TSRS e communi cat i ons
channel . 83. ThendiR} heshaf ¢aniRd detubrenCadingad dssovfarRa @i ghabagwhtpe fortvinification
conprises conmmunicating the essentially unique identifier over a network
to a servel thedsgangitsenieand exetlly upigee idemiliciedndor k from t he server, and
printing the r . ved . cont nt stock. 84. The net hod
according to cﬁgﬁeﬁay%lg‘fug Lé?g}]ﬁl%glfﬁ:gﬁggg@?g?ng and preprinted are conducted
securely. 85. The method according to claim 72, wherein the anticounterfeit
features conprigse | east one .integral .non-determnistic charactepistic
of the docurrentﬁsto%i%‘? mgRiod #rordiRg 19 "'%‘c@oﬁ'ﬂ'ihﬁrg“’f'ﬁ’”é'l"ﬁi%llh @%’,‘n r'é‘?"tég %“’t he
non- det er g n{;ﬁsg-,h,q,d{@[@%@gg:t(ﬁ,rchﬁlg,inq;mcgprrpri ses a fiber pattern, further
conpri si ng tfhe Steps of recording the fiber pattern prior to said

printing, and authenticating the docunment stock by conparing a consistency
of the recorded,fibey . LE D ik fHaD t : Lo el ddbiaihi e
of authenti cat ?8h. t.""?ﬂ}tgh%rré%ﬁ\c{)“d&’ tz}c%%”r“d—}i'zhgfrglgﬁcﬁrﬁ%nggﬁﬁtﬁq('?her corrpr{;si ng
the step ahe datuhent bycatifyige i the dihitslsigmaturbesmepands fa the dbdunenkenyigst tidht e
key al gori t‘hm.ymj ch authenticates the essentially unique identifier

toget her VIRUERTHSEURER"*tont ent . 88. An aut henti catabl e recording

medi um conprising: a docunent stock having counterfeit resistant
features; -78 Q B JUN 2004 an inpri ntlggb@gﬂg%brem stanF uni &urgccliden{hlcfl er

on the document’Sst odike MsHd agcqeding dhe CURFYESNC sep Ving

digital signature and authenticating the document by verifying that the digital signature

corresponds to the document content and essentially unique identifier.

76.  The method according to claim 72, wherein the anticounterfcit features comprise

a sct of visually distinct fibers in said document stock.

77.  The method according 1o claim 72, wherein the anticounterieit features comprises

a lithographed pattern printed on said document stock.

78. The method according o claim 72, wherein the essentially unigue idenufier

comprises a composite of a random portion and a predictable portion.

79.  The method according o claim 72, further comprising the step of accounting (o a

content proprietor {or a prninting of the document.

277 -




89. The authenticatable recording nmedium according to claim88, further
conprising information content r:,:orded on the content recording surface.
90, The authcnticatabl e recording medi umaccording to cl ai thBg8IN Bl ¢ her
conprising a self-authenticating nessage recorded on the content recording
surface for authenticating the information content and the tanper

resistant unique identifier. 91. Th ' I i_na. '
ccor ding Lo, Chi m BB MR iPriRmB AP TG, Wa ASREPE RO SR B 2

non- det er Pﬂqgl.ﬂ% td e PR @R Lifd dSddonicHaynBe i fREHARAL urift B&divin@ontehit @nd associated
aut henti cat e recording nediumaccording to claim9l, wherein the netn-

det er m ni dtgiwl gppatwaet eristic conprises it fiber pattern. 93. The

aut hcnti catabl e recordi ng medi um according to claim&88. wherein the
inprinted tanper resistant unique identifier conprises it predictable
portion and a gaNdomMhe Methbll @étording to claim 72, wherein said preprinting comprises printing

with a printer having a non-secure communications channel.

82.  The method according to claim 72, wherein said printing comprises printing with

a printer having a non-secure communications channel.
83.  The method according to claim 72, wherein said printing comprises
communicating the cssentially unique identifier over a network to a server, receiving the content

over the network from the server, and printing the received content on the document stock.

84 The method according to claim 72, wherein said providing and preprinted are

conducted securely.

85.  The method according to claim 72, wherein the anticounterfeit features comprise

at least one integral non-deterministic characteristic of the document stock.
86. The method according to claim 85, wherein the non-deterministic characteristic

comprises i fiber pattern, further comprising tie steps of recording the fiber pattern prior to said
printing, and authenticating the document stock by comparing a consisteney of the recorded fiber

pattern with a fiber pattern determined at a time of authentication.

87.  The method according to claim 72, further comprising the step of authenticating
the document based on a public key-private key afgorithm which authenticates the essentially

unique identifier together with the document content.

88.  An authenticatable recording medium, comprising:

a document stock having counterfeit resistant feaures;

.78
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an imprinted tamper resistant unique identifier on the document stock; and

a content recording surface.

89.  The authenticatable recording medium according to claim 88, further comprising

information content recorded on the content recording surface.

90.  The authenticatable recording medium according to claim 89, further comprising
a sel{-authenticating message recorded on the content recording surface for authenticating the

information content and the tamper resistant unique identibier.

91.  The authenticatable recording medium according to claim 88, further comprising

an ascertainable integral non-deterministic characteristic of the document stock.

92, The authenticatable recording medium according to claim 91, wherein the non-

deterministic characteristic comprises a fiber pattern.
93.  The authenticatable recording medium according to claim 88, wherein the

imprinted tamper resistant unique identificr comprises a predictable portion and a random

portion.
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