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The present invention relates generally to multiparty communication

10 systems, and, more particularly, to a point-to-multipoint private

communication network directly incorporated within a cellular or land line
telephone system.

15 II. Description of the Related Art

Mobile cellular telephone service has been in use for some time, and
traditionally has been characterized by a central site transmitting with high
power to a limited number of mobile or portable units in a large geographic
area. In early cellular systems only a limited number of radio channels were

20 available, thus limiting the number of radiotelephone conversations within
an entire metropolitan area to the number of channels available.

Modern cellular radiotelephone systems have a comparatively large
number of radio channels, which may be effectively multiplied by using
identical channel frequencies within the differing smaller coverage areas

25 (i.e, "cells") comprising a given service territory. Each cell includes a
cell-site transmitter, or base station, which broadcasts at a power level
selected to ensure signal reception at the cell boundary without unduly
interfering with reception in adjacent cells. This allows channel frequencies
used in one cell to be reused in another cell geographically separated

30 therefrom according to a predetermined plan. Thus, a large number of
channels can be made available in a metropolitan area and the service
provided thereby can be identical to a standard wire line telephone.

Numerous standards exist for the implementation of cellular
telephone communications. These standards include the advanced mobile

- 35 phone system (AMPS), Global System for Mobile communication (GSM),
and Code Division Multiple Access (CDMA). The spread spectrum
modulation technique of CDMA has significant advantages over other
modulation techniques for multiple access communication systems. For
example, the use of CDMA results in a much higher spectral efficiency than

40 can be achieved using other multiple access schemes.
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PCT/ US97/ 01%2khe like when desmng to broadcast voice information2to other member
users. However, the infeasibility of providing repeater stations over a large
geographic area limits the extent to which the set of member users may be
geographically dispersed.

15 Although both cellular and conventional land line telephone systems
are capable of facilitating communication between widely separated users,
closed "PTT-type" communication networks have not hitherto been
incorporated within either type of system. This may be due in part to the
absence of a convenient mechanism for automatically joining an identified

20 set of users into such a closed network. Moreover, even if such a
mechanism were available, both types of systems are easily compromised by
unauthorized third parties and are thus unsuitable for secure
communication.

The conference calling capability provided by both cellular and land

25 line carriers is also an unsuitable surrogate for a PTT-type communication
network. In particular, conference calling between users within different
cellular or land line systems requires some degree of prior coordination with
the responsible service provider. Moreover, in many conference calling
systems the information signals from the conference call participant are

30 combined and the resultant composite signal universally provided to each
such participant. This effectively precludes separately encrypting each such
information signal as a means of increasing communication security, since
the separately encrypted information signals would generally not be
recoverable from the composite signal.

35 Accordingly, it is an object of the present invention to incorporate a
private communication network directly within a cellular and/or land line
telephone system in such a way as to obviate the need for prior coordination
with a telephone service provider.
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includes a network call manager havmg a telephone network interface for
establishing a telephone connection with each of a plumality of telephone

20 lines of the PSTN. Each of the plurality of telephone lines is associated with
one of the plurality of member users.

The network call manager further includes a telephone line switch
matrix, coupled to the telephone network interface, for providing an
information signal received from an active member user over a selected

25 telephone line to the remaining non-active member users. A network
manager controller identifies the active member user the basis of
push-to-talk (PTT) request signals received from the member users'
telephones over the plurality of telephone lines. The active member user
may be identified as, for example, the member user from which a PTT

30 request signal is first received after the previously active member user has
relinquished speaking privileges. Alternately, the active member user may
be chosen by using predefined user priority criteria to evaluate all PTT
request signals queued by the network call manager.

The telephone set of each member user will typically be capable of

35 both standard telephone operation, and of PTT operation over the private
communication network. When configured for PTT operation, each
telephone set receives and digitally processes input voice or data
information from a member user. The resultant vocoder data packets, as
well as any PTT request signals initiated by the member user, are then
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apparent from the following detailed description and appended claims when
taken in conjunction with the drawings, in which:

FIG. 1 illustratively represents the elements of an exemplary
telephone system within which may be established a PTT

15 point-to-multipoint private communication network of the present
invention;

FIG. 2 is a block diagram of an exemplary network call manager of the
PTT private network of the present invention;

FIG. 3A shows a block diagram of a land line PTT dual-mode

20 telephone comprised of a transmit section and a receive section;

FIG. 3B depicts the land line dual mode PTT telephone of FIG. 3A as
modified to facilitate encrypted communication within a PTT private
network;

FIG. 4 is a block diagram of an AMPS dual-mode PTT telephone;

25 FIG. 5 is a block diagram of an CDMA cellular telephone configured
for use within a PTT private network of the present invention;

FIG. 6 provides a functional block diagram of a network call manager
designed for employment within a PTT private network in which signaling
is effected using analog tones; and

30 FIG. 7 shows a land line telephone configured for communication
with a network call manager using analog tones.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

1. Structure of PTT Private Network

FIG. 1 illustratively represents the elements of an exemplary
telephone system within which may be established a PTT

40 point-to-multipoint private communication network ("PTT private
network”) of the present invention. Referring to FIG. 1, the exemplary
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incorporated within the exemplary embodiment of FIG. 1, it is to be
understood that the teachings of the present invention are pertinent to
other cellular air interface standards as well for example Global System for
Mobile Communications (GSM) and Time Division Multiple Access
20 (TDMA). A brief description of the constituent elements of the CDMA and
AMPS cellular communication systems 14 and 18 shown in FIG. 1 will be
provided prior to discussion of the operative principles of the present
invention.

The CDMA cellular communication system 14 includes a plurality of
25 cells, two of which are identified in FIG. 1 as including cell-sites (i.e., "base
stations”) 56 and 58. Each cell may be partitioned into a number of sectors,
where communication with CDMA mobiles 22 and 24 within a given sector
is handled by a cell-site transceiver providing radio coverage over the sector.
The base stations 56 and 58 operate to receive and transmit the signals
30 enabling a radio transceiver within each CDMA mobile to communicate
with the PSTN 10. In the CDMA system 14, data packets are used in the
over-the-air exchange of information between the base stations 56 and 58

and the CDMA mobiles 22 and 24.
Telephone calls are routed by the cell-site base stations 56 and 58
35 between the CDMA mobiles 22 and 24 and a CDMA mobile switching center
(MSC) 60, which will typically be located within a mobile telephone
switching office (not shown). The primary purpose of the MSC 60 is to
provide voice path connections between the CDMA mobiles 22 and 24 and
the PSTN 10. To this end the MSC 60 performs functions such as, rating data

-1
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10 The AMPS cellular communication system 18 also includes a number

of cells, two of which are identified in FIG. 1 as including cell-site base
stations 70 and 72. Each cell may be partitioned into a number sectors, where
communication with AMPS mobiles 28 and 30 within a given sector is
handled by a cell-site transceiver providing radio coverage over the sector.
15 Telephone calls are routed by the cell-site base stations 70 and 72 between the
AMPS mobiles 28 and 30 and an AMPS mobile switching center
{MSC) 76, which is coupled to the PSTN 10 via a plurality of T1 channels 80.

20 H. Operation of PTT Private Network

Turning now to FIG. 2, reference will be made to a block diagram of
an exemplary network call manager 40 in describing operation of the PTT
private network of the present invention. The manner in which the land
line or cellular telephones associated with each member user are configured

25 for cooperation with the network call manager 40 will be described below
with reference to FIGS. 3-5. In what follows, communication links from the
modified land line telephone 48, from the AMPS mobiles 28 and 30, and
from the CDMA mcbiles 22 and 24, to the network call manager 40 via the
PSTN 10 are termed "reverse links". The reverse link associated with the

30 member user currently designated by the network call manager 40 as the
active member user is assumed to be the only one of the reverse links
carrying valid voice or data information. All other reverse links are
available for use in providing signaling information to the network call
manager 40. Each “forward link™ through the PSTN 10 from the network

35 call manager 40 to each member user carries the voice or data information
provided by the active member user. As is described herein, the network
call manager 40 is reconfigured upon each new identification of an active
member. This reconfiguration results in the reverse link voice or data
information from the newly identified active member user being provided
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Referringipo FI G ghe hétotk @8R inager 40 is designed to appear to the PSTN 10 as
would a private branch exchange (PBX) system, and thus the call placed by
the calling member user may be received over any one of the TI
channels 44. In this regard a telephone network (T1) interface 92 is provided
for forming a connection between the T1 channel 44 associated with the
15 calling member user and one of a plurality of network manager modems 98.
As is described herein, the T1 interface 92 also serves to connect various
other ones of the network manager modems 98 to ones of the T1 channels
44 associated with other member users.
If the calling member user is serviced by the CDMA cellular
20 system 14, a telephone connection is established when the network call
manager modem 98' coupled to the T1 channel 44 receiving the incoming
call becomes synchronized with the one of the MSC modems 62 (FIG. 1)
assigned to the call. For a calling member user having a land line telephone
or AMPS cellular telephone, a similar telephone connection is established
25 upon synchronization of an internal modem (FIGS. 3A and 4) within the
member user's telephone and the network manager modem 98' receiving
the incoming call. In an exemplary embodiment the network manager
modems 98 comprise, for example, so-called "AMPS modems" especially
well-suited for over-the-air information transfer.
30 Upon an incoming call to a PTT private network being received from
a member user over one of the T1 channels 44, the T1 interface 92 uses
standard techniques to determine the access number dialed during
placement of the call. The dialed access number, which corresponds to a
given PTT private network, is communicated by the T1 interface 92 to the
35 network controller 90. The T1 interface also connects the T1 channel 44
associated with the calling member user to an available network manager
modem (e.g., network manager modem 98'). Once modem synchronization
has been achieved, the network controller 90 may require the calling user to
furnish authentication information used for verification of the calling
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systems 14 a}?ﬂ’ﬁ%&aihﬂvmei&ﬂal Gnerhbd ldsePSs serviced by an AMPS or land line
telephone, modem synchronization occurs between the modem internal to
the called member user's telephone (FIGS. 3A and 4) and one of the network

15 manager modems 98. If the called member user is serviced by the CDMA
cellular system 14, modem synchronization occurs between the calling
network manager modem 98 and one of the MSC modems 62
(FIG. 1). It is to be understood that the MSC modems 62 need not be
physically proximate the MSC 60, but may be located elsewhere within the

20 telephone system infrastructure.

When the calling network manager modem 98 achieves such
synchronization, it produces a CONNECT signal which is detected by the
network controller 90. The network controller 90 may then instruct the
called network manager modem 98' to send a CONNECT signal to the

25 member user originally dialing the access number of the identified PTT
private network. The network controller may also periodically send each
authenticated participating member user of the PTT private network a list,
to be displayed at each authenticated user's phone, of the other current
participating member users.

30 A PTT controller 104 is provided for according speaking or data
transmission privileges among the two or more member users joined to the
identified PTT private network. In particular, the PTT controller 104 is
responsive to PTT request signals ("PTT requests”) generated by the land line
or cellular telephones associated with the member users of the identified

35 PTT private network. Each PTT request is generated at a member user’s
telephone either in response to manual engagement of a PTT switch, or in
response to detected voice activity of the member user. A PTT request from
a given member user is detected by the modem 98 assigned thereto, which
provides the PTT signal to the PTT controller 104.



provided prior to discussion of the operative principles of the present

I nventi on. The CDVA cel | ul ar conmuni cati on system 14 includes a
plurality of 25 cells, two of which are identified in FIG 1 as |nclud|ng
cell-sites (iWV@%728685e stations") 56 and 58. Each cel| FfAU§s2®

partitioned into a nunber of sectors, 9v\,here comuni cation with CDVA
nobi les 22 and 24 within a given sector Is handled by a cell-site

tr ansgel ver provi dnngh éﬁdﬂ\lﬂaﬁ)ﬁ)&lgab?aﬁn&’ﬁeﬁht etll;:r:‘r asﬁﬁsner 1051 d iflilé’sﬁgs 5“‘*?; Id ?gs
56 and 58 operat o_receive.,an ransm e sign

transcei ver V\‘I?“trﬁ?'?# AN e(ﬂsﬂ‘%b‘i'ﬁeé%ﬁﬁ S c?‘éﬂ R e’ e frst i thzepseiisio. | n
t he CDVA systxegeivad sithsequentktot aemg'hjspdalﬂngtpavﬂegesobemgt redeasied by(czhgnlge
f f t atysgps 5 8 iles
of 1 nf of Tt | opyehuieadtiRe stk lisaRS SNEMIHRS sprakiigd pritteEElPatp

22 and 24. ephone cal re routed b
stations 58 aAGHngH 5§3§ i Ve JIRmber Mser, in t%‘& "é‘ﬁ%loiwlmnbl | e
swi t chi ng cenfEF mgnal(n@()zpﬁﬂ mlhasultg verigagepment abf ythbePTTC sivitthwiof hitie a

nobile tele n e of
(e MeC o | o Heaker's téa%ﬁ&%le th, e, b8 of Ve aitbled BT Hpnllig REGGRY
mobi | es 22 an‘ﬂ)ezh%anw egQSherquemqms efb upems the, pocumrensC ofoa paviser ofs
functi ons sucpredeterfrahed dudation. WO 97/ 28658

PCT/ US97/ 4521 In an alternate embodiment, PTT requests Peceived prior to
relinquishment of network speaking privileges by the currently active
member user are queued. When the currently active member user
subsequently relinquishes network speaking privileges, the queued PTT
requests are evaluated in accordance with predefined criteria to determine

15 the next currently active member user. Such predefined criteria could
include, for example, member user priority as well as order of receipt of the
queued requests.

The network call manager 40 may employ yet other techniques for
selecting a new active member user on the basis of the received PTT

20 requests. For example, each member user of a given PTT private network
may be assigned a relative level of priority within the network. In this case
when a PTT request is received from a member user of higher priority than
the currently active member user, the network call manager 40 preempts the
currently active member user and grants network speaking privileges to the

25 higher priority member user. It is also possible that each member user
would be allowed to alter its priority within prescribed limits known to the
network call manager 40 as a means of obiaining network speaking
privileges under urgent circumstances.

After a new active member user has been identified by the PTT

30 controller 104 on the basis of the received PTT requests, the PTT
controller 104 configures a multicast switch 110 to accept the reverse link
voice or data information exclusively from the modem 98 associated with
the currently active member user. That is, the reverse link information
from each of the other modems 98, each of which has been assigned to one

35 of the remaining (i.e., non-active) member users, is ignored by the multicast
switch 110. The PTT controller also configures the multicast switch 110 to
provide the reverse link information accepted from the newly identified
active member user to the modems 98 associated with each non-active
member user. Because PTT requests are transmitted only on the reverse
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(iv) the queue of member users (phone number, name,
priority, order of request} who have provided PTT requests to the PTT
controller 90.

20 This network status information is received and displayed by the
telephones associated with the member users. The following section
provides a description of particular implementation of PTT duai-mode
telephones suitable for use within a PTT private network of the invention.

25 III. Land Line and Cellular PTT Dual-Mode Telephones

Referring now to FIG. 3A, a block diagram is shown of a land line PTT
dual-mode telephone comprised of a transmit section 140 and a receive
section 142. The transmit section 140 of dual-mode telephone of FIG. 3A is

30 configured for standard telephone operation when input switch 148 is
thrown to pole 150, thereby coupling input microphone 154 to the PSTN 10.
The input switch 148 is thrown to pole 158 when it is desired to configure
the transmit section 140 for PTT operation within a PTT private network.
Similarly, the receive section 142 is set for standard telephone operation

35 when receive switch 162 is thrown to pole 168, and is set for PTT operation
when receive switch 162 is thrown to pole 166.

During PTT operation, voice information from microphone 154 is
coupled by switch 148 to a codec 172. The codec 172 is disposed to transform
this analog voice information, or data information from a peripheral device

40 (not shown) coupled to switch 148, into a pulse code modulated (PCM)
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bei ng associ a@)guxqﬂuﬁe@ with one of the network manager modems 98 durmg PTT
operation. Although the PTT processor 184 is depicted as being functionally
distinct from the microprocessor 178, both of these functional elements may
be incorporated within a single microprocessor unit.

15 The receive section 142 includes a modem demodulator 192, which
also becomes synchronized with a companion network manager modem 98
within the network call manager 40 during PTT mode operation. The
vocoder data packets generated by the second modem 192 in response to
forward link information from its companion network manager modem 98

20 are provided to a receive section IS-96A vocoder 196, which in turn produces
a PCM signal from the received vocoder data packets for use by a receive
section codec 200. The analog output from the codec 200 is then applied to a
conventional telephone speaker 204. It should be noted that the functions
performed by codecs 172 and 200 may be performed by a single device.

25 Similarly the encoding function of vocoder 176 may be combined with the
decoding function of vocoder 196 in a single device.

As is indicated by FIG. 3A, certain information received from the
network manager unit 40 by the receive section 142 may be provided to
microprocessor 178 via signal line 212. This information may inciude

30 various network status data (e.g., identities of other participating member
users, currently active member user) to be provided by the
microprocessor 178 to a conventional display 214 {e.g., LCD screen).

FIG. 3B depicts the land line dual mode PIT telephone of FIG. 3A as
modified to facilitate encrypted communication within a PTT private

35 network. Specifically, an alternate transmit section 140 for the telephone of
FIG. 3A includes an encryption module 210 interposed between the IS-96A
vocoder 176 and the microprocessor 178. In an exempiary embodiment the
encryption module 210 operates to encrypt the vocoder data packets in
accordance with an industry standard algorithm such as, for example, the
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cal ling rrenbaletwmkr calbmanagerA40. aBhe-enayREeR Ianagésrocxat with a parncular
"key" used in decryption of the encrypted information produced by the
encryption module 210. The network call manager 40 multicasts the
encryption LD. to each of the telephones associated with the remaining
20 non-active (ie, non-speaking) member users, each of which includes a
decryption module similar to the decryption module 214. Each decryption
module will typically include a look-up table identifying the decryption key
associated with each encryption ID. Each non-active member user is thus
able to decrypt the encrypted information from the currently active member

25 user upon receipt of the encryption LD. provided thereby.
Turning now to FIG. 4, a block diagram is provided depicting an
AMPS dual-mode PTT telephone comprised of a transmit section 240 and a
receive section 242. The transmit section 240 of the AMPS dual-mode PTT
telephone of FIG. 4 is configured for standard telephone operation when
30 input switch 248 is thrown to pole 250, thereby coupling input
microphone 254 to the an AMPS transmitter 255. The input switch 248 is
thrown to pole 258 when it is desired to configure the transmit section 240
for PTT operation within a PTT private network. Similarly, the receive
section 242 is set for standard telephone operation when receive switch 262
35 is thrown to pole 266, and is set for PTT operation when receive switch 262 is

thrown to pole 268.

During PTT operation, voice information from microphone 254 is
coupled by switch 248 to a codec 272. The codec 272 is disposed to transform
this analog voice information into a pulse code modulated (PCM) waveform
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encryption module 278 or dn:ectly to the microprocessor 279.

The receive section 242 includes an AMPS receiver 291 for receiving
forward link information provided by the network call manager 40. The
analog output from the AMPS receiver 291 is coupled to a receive path
modem 292, which becomes synchronized with a network manager
modem 98 during PTT mode operation. The vocoder data packets generated
by the receive path modem 292 are provided to a decryption module 294
during periods of encrypted PTT private communication. When encryption
is not being effected, the vocoder data packets are processed by a receive
section vocoder 296 operative to produce a PCM signal for use by a receive
section codec 300. The analog output from the codec 300 is then applied to a
conventional telephone speaker 304. When encryption is in effect, private
network status information and the like received from the network
manager unit 40 is decrypted and provided to microprocessor 178 via signal
line 212'.

As was discussed with reference to FIGS. 3A and 3B, it should again be
noted that the functions performed by codecs 272 and 300 may be performed
by a single device. Similarly the encoding function of vocoder 276 may be
combined with the decoding function of vocoder 296 in a single device.
Furthermore the functions of encryption module 278 and decryption
module 294 may also be combined into a single device.

FIG. 5 provides a block diagram of a CDMA cellular telephone
configured for use within a PTT private network. The CDMA cellular
telephone of FIG. 5 is comprised of a CDMA transmit section 340 and a
CDMA receive section 342. During PTT operation, voice information from
microphone 354 is provided to a codec 372 disposed to produce a pulse code
modulated (PCM) waveform. The PCM waveform is provided to a
vocoder 376, which in turn generates vocoder data packets for optional
encryption within an encryption module 378. When encryption is not
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from the CDMA receive section codec 400 is then applied to a conventional
telephone speaker 404. The functions of codecs 372 and 400 may be
15 performed within a single device, as may the functions of vocoders 376
and 396 may also be performed within a single device. Furthermore the
functions of encryption module 378 and decryption module 394 may also be
combined into a single device.

20 II. Analog PTT Private Network

FIG. 6 provides a functional block diagram of a network call
manager 450 designed for employment within a PTT private network in
which signaling is effected using analog tones. The network call

25 manager 450 includes a network controller 490, within which is stored one
or more lists of the telephone numbers associated with the member users of
corresponding PTT private networks. When desiring to access a given PTT
private network, a calling member user dials an access number identifying
the given PTT private network.

30 The network call manager 450 is designed to appear to the PSTN 10 as
would a private branch exchange (PBX) system, and thus the call placed by
the calling member user may be received by the Tl channel 44 associated
with any one of a plurality of network manager tone detectors 498. The tone
detector 498' receiving the incoming call impresses a detection signal upon

35 its output line 500', which is sensed by the network controller 490. The
network controller 490 then begins to scrutinize the tone sequence detected
by the called network manager tone detector 498' in order to authenticate the
calling PTT user. Once the dialed access number has been recognized by the
network controller 490 and the member users of the associated PTT private

40 network identified, the network controller 490 initiates paging of the
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the 1dentxf1ed PTT private network. Each PTT tone request is generated at a

15 member user's telephone either in response to manual engagement of a
PTT switch, or in response to detected voice activity of the member user. A
PTT tone request from a given member user is detected by the tone detector
498 assigned thereto, which then provides a PTT request signal to the PTT
controller 504 over one of the output lines 500. In an exemplary

20 embodiment the PTT controller 504 is operative to assign speaking
privileges among requesting member users in the manner described above
with reference to the PTT controller 104 (FIG. 2).

After a new active member user has been identified by the PTT
controller 504 on the basis of the received PTIT tone requests, the PTT

25 controller 504 configures a multicast switch 510 to accept the reverse link
voice or data information exclusively from the T1 channel 44 associated
with the currently active member user. That is, the reverse link
information from each of the other T1 channels, each of which has been
assigned to one of the remaining (i.e., non-active} member users, is not

30 multicast by the multicast switch 110. The PTT controller 504 also configures
the multicast switch 504 to provide the reverse link information accepted
from the newly identified active member user to the T1 channels associated
with each non-active member user. Because PIT tone requests are
transmitted only on the reverse links of non-active member users, such PTT

35 tone requests advantageously do not interfere with the receipt of reverse
link information from the active member user.

Although the forward links of each PIT private network are
nominally used to carry voice or data information from the active member
user to all other member users, the network controller 504 may also
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(iv) the queue of member users (phone number, name,
priority, order of request) who have provided PTT tone requests to the PTT
controller 490.

Such information could be transmitted using sequences of tones or

15 tone combinations capable of being detected within the telephone of each
member user. Various PTT private network information (i.e., member user
lists, priorities) could be stored within the telephone of each member user,
and specific entries retrieved for display upon receipt of the associated tone
or tone combination from the network call manager 450. In this regard a

20 land line telephone configured for use within a PTT private network
orchestrated by the network call manager 450 is described immediately below
with reference to FIG. 7.

Referring to FIG. 7, a block diagram is shown of a land line PTT
telephone having transmit and receive sections 540 and 542 designed for

25 communication using analog tones. During PTT operation, an input switch
548 is nominally set to pole 550 by PTT processor 552 50 as to couple voice
information from an input microphone 554 to the PSTN. However, when
PTT switch 560 is engaged by the associated member user, the PTT processor
552 sets switch 548 to pole 562 and enables a tone generator 566. The allows

30 the PTT tone requests generated by the tone generator 566 to be transmitted
via the PSTN to the network call manager 450.

The receive section 542 includes a speaker 568, and an internal tone
detector 570 for detecting analog tones or combinations thereof transmitted
by the network call manager 450 during PTT mode operation. These tone or

35 tone combinations may be used to convey a variety of status and control
information to the PTT telephone of FIG. 7. In an exemplary embodiment
this information may include:

(i) identification of the currently active member user (name,
priority),



Al t hough the forward |inks of each PTT private network are 5 nomnally
used to carry voice or data information fromthe active nenber user to
all other nenber users, the network controller 104 may al so transmt
syst em st at usWPATRSHht i on over the forward |inks during paud&3P70152 55
in information transm ssion by the activg7rrenber user. In an exenpl ary
enbodi nent this systemstatus information’includes the 10 foll ow ng:

(i) eligible nmenber usgfipak RBERIGH AR the hidiRberPiide@ Hséotiated vaith the PTViEN PTT
private netwoy

1) _Jyenber . (s (phone nunber, nane,
priority) cur'fei‘fﬁr\"?e has *ﬁeSE‘ﬁsﬁP‘E‘S‘(lfﬂéa‘Wé’ﬁ“ﬁt%%qri vate network, 15
(iii) the currently act(iiVe noticpcshatithe spetiing privileges ofathe membeyr uset ty)

and associ?ted(wh thEPTIN 81Ep I nd TRADBEInE Y8V Skd D 0 Hov IS neriBER
priority, grder e}?eli*e;t .Who have provided PTT requests to the PTT

of. .r.
controller 90‘.‘392'0’th3 %"ﬂ’é‘?v\ork status information is recei ved and
di spl ayed by the t giv) pldentificatéoro of e dhambér tisers roantentlysirtes. toltle

fol |l ow ng secpgs : ies a description of particular inplenentation
f’g? rivate ReQVOAE \ rLie ;
of PTT dual -no erb ?@]epﬁones suitable for yse within a PTT private

network of the i nEashi tane opstong| compinadion; (veill, haveepssgrigtedpthe Nbde
Te: epgolnes Pcharacter gtrﬁ?gfl eargt‘he mmhg@sﬁéa vﬁ_ﬁhinga ldisplay pro@sson 573. shomlzg
a lan [ al - e C e L ans n

and a r eceq‘:ave;l;gpon%eec | of 4£&%§‘Pt ?%%S m&{m{soégt i%ogﬁﬁ%héﬁ’ d?é% - ﬁgsgyyo

t el ephone of Pracesson 5%4 provides i thar agsacirted t megsage ttol ahoniphepumerion

when input swiisplayl8#8.i SThe cohtioDVihd @tdtas einfdiinatidier @ymentdd | dbbvenpt
m crophone 154 L 04dd'% &S&'éré'& exemplary, and in alternate embodiments other types
of information may be provided to the PTT telephone by the network
15 manager.
The previous description of the preferred embodiments is provided to
enable any person skilled in the art to make or use the present invention.
The various modifications to these embodiments will be readily apparent to
those skilled in the art, and the generic principles defined herein may be
20 applied to other embodiments without the use of the inventive faculty.
Thus, the present invention is not intended to be limited to the
embodiments shown herein but is to be accorded the widest scope consistent
with the principles and novel features disclosed herein.

25 WHATIS CLAIMED IS:



The input switch 148 is t 8 when it is desired to configure
the transmt section 140(1 mwg’iuﬁﬁ FE n wthin a PTT private network.
Simlarly, the receive s " for standard tel ephone operation

35 when recHOs328688t ch 162 is thrown to pole 168, and is SRET/ESHTOBIN
operation when receive switch 162 is _thrown to pole 166.

During PTT operation, voice information Brom mi crophone 154 is coupl ed
by switch 148 to a codec 172. The CO(E;ETA#M i s disposed to transform

this anal og voice information, or dat $mat ion froma peripheral device
40 (not shown) coupled to switch 148, into a pul se code nodul ated (PCM

WD 97/ 28658 In a communication system in which users ROMMGRTdaRd521

1.
11 wawef oV| d Al € A i t he
vocoder 1;6 ﬁg@gg@'g@g&;&rﬂ% i or%aﬁ%%ﬁt A %ﬁ%lﬁﬁé‘?j{%ﬂ%&éﬁm and
operates to fnfasiitabing qonpounization. ABISIE Rlusalitys of yesmben fusers aid
dat a packat spﬁ%ﬁs@ommd@ﬁmhmkﬁlﬁpﬁgﬁgsuppl led to a first input of a

5 mcroprocessor 17%8%%@?1 al so _has adgge.cond i nput coupled to a PTT
processor 184 and®&f PRIRP A E NG e 180. When a PTT switch
188 is engaged by the mdelephanednetwopkrinterface fore eptEblishinge s delepBane
provi des PTT Gal@teACHRhSedcR dfic gmaﬁty 8P HentWer! ey e DA PRAARG/ of /8.
The mi croprocessor 178 .t hen nagrf ﬁves t{}; li;l’T dat a#liacket s"wth’the 10
vocoder d& achaRnels of said syp elephne Defyyerk, ZesREERKEY80, whi ch becones
a switch matrix, coupled to said telephone network interface,
10 for providing an information signal received by said telephone network
interface over one of said plurality of channels to other of said plurality of
12 channels via said telephone network interface, and
controller means for configuring said switch matrix in response
14 to talk request signals received over a selected one of said plurality of
channels; and
16 a plurality of authorized telephone sets disposed for communication
over said plurality of channels, each of said authorized telephones sets
18 including means for generating one of said talk request signals.

2. The private communication network of claim 1 wherein said
2 controller means including means for identifying said selected one of said
plurality of channels by choosing among ones of said talk request signals

4 received over corresponding ones of said plurality of channels.

3. The private communication network of claim 1 wherein a
2 selected one of said plurality of authorized telephone sets includes:
vocoder means for digitally processing input information in
4 order to produce a sequence of vocoder data packets, and
modem means for generating said information signal using
6 said vocoder data packets.

4, The private communication network of claim 3 wherein said
2 modem means includes means for multiplexing said talk request signal
with said vocoder data packets and for using the result during formation of

4 said information signal.
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synchroni zed wi th one of nodens 98 during PTT
operation. Although the P nmm‘mm lmﬂl s depicted as being functionally
distinct fromthe nicroproeessort178, sboth of these funct e} ts may
be i ncor por aPWPHHRi n a single microprocessor unit. pé'}m%%%

ceive
section 142 includes a nodem denodul at or4gl92, which aI so becones
synchroni zed with a conpani on net work manager nodem 98 Wi thin the

network call nanager A4Thdprivage Rbfimunizatiper a¢twork dihelaim 1 wiowdier saidt a

packets geper G}xﬁ%nQY xﬂ%ssﬁQRf&s riRQﬁ[E fotvé rﬁgﬁ%io '?%‘3195 ﬂxfgrmaﬁBﬁ"@%ﬂal i nk

I nformati on fromit npani on networ mana FE‘ are pr vided to
a recei ve secdeseived SY%%@éé'Gﬁéii opgef sgjd EW’?]#Yt aﬁ%‘amenera

signal frogn ta*‘%ivéﬁ@ﬂeﬁ&ai@phd&litydéﬂmtheﬁkﬁ telépghoniessethy a receive

section code 00. The anal og output fromthe codec 200 is then applied to
a conventional tel g%hone speaker 204. It shoul d be noted that the
functi ons per Bor ned hgyprivate somumppnicationonetworkpel gaim d mherpip saidi ngl e

de;/ihctehe%z %aggio%}h&m %&gﬁ&iéosnﬂ\eﬁﬁ@qbf QBnﬂ guMAg osked tlé%ﬁggﬁu Réwrkbi ned
W

As is indi cat‘BEFrgv ggéaﬂ&ercg?? s? fab‘.ﬂh%‘f?% @5@@?@%3 et % %F‘H‘éem to

net wor k nadageceiphby saigt bgrtwdnrls callcmanagerof said informatjom esigmadviramd said

mi cropr 0CeSS Qsydef Bn¥iot sﬁicﬂgﬂraﬁty%tﬁéﬁzedTm?}idﬁe%@t ion may include 30

vari ous net k status dat e.J., identities of other participating nmenber
users, currently active nenber user) to be provided by the

ni croprocessor 17§.to dheorprivaté orohmainiqation 2detwarkg.of Eldinscl efnyher
FIG 3B depi %él | Rikeieks fiﬁtﬂsﬁ! HOAR ¥or! o g@l'mléﬁneco%l%%ng’pb@%ld

m)dlfledtof lt t pt ed nication wt riv
networ k. Sped? F F“é‘ﬁ“?#eéir QIFBH]TU%ni‘?’f?ttOSQCF‘?‘SﬁSPP&@“E o&“qtfg’tf"é'ﬁephone

of Fl G4 f;iluraittymfedlaanelsncryptlon nmodul e 210 i nterposed between the

| S- 96A vocoder 176 and the m croprocessor 178 In an exerrpl ary

enbodi ment the encrﬂlptlon nodul e 210..0 er qan,cr the voc%der
. e private communicatio ork of d herein eac

data packets in
2 of said plurality of authorized telephone set includes means for generating

an encrypted signal by encrypting an information signal provided by one of
4 said member users, said encrypted signal being transmitted over a
corresponding one of said plurality of channels.

9. The private communication network of claim 8 wherein each
2 of said plurality of authorized telephone sets includes means for recovering
one of said information signals from one of said encrypted signals

4 transmitted over a corresponding one of said channels.

10. In a communication system in which users communicate
2 through a switched telephone network, a network call manager for
facilitating private communication among a set of member users, said
4 network call manager comprising:
a telephone network interface for establishing a telephone connection
6 with each of a plurality of said member users over a corresponding plurality
of channels of said switched telephone network;
8 a switch matrix, coupled to said telephone network interface, for
providing an information signal received over a selected one of said
10 plurality of channels to other ones of said plurality of channels via said
telephone network interface; and
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12 Dat a Encryption St IarI y, an alternate receive
section 142'WO97288 seen to i ncI ude a decryption nodul e 214drarsevessmvi ng
encryption from t he vocoder data packets produced by the second nodem
192. It should - agai n be noted that 2he functions perforrred by codecs

Functi onar " (GRAgHEt TR ioh oo B R AR e BB ot fn or

vocoder 196 control infermatign ée%%dc averri lepstrons of said pluradity @lﬂsh@lﬂnéﬂcr yption

accordance with an |ndustrﬂ sta l:Jlar llalluj'orlthm such as, for exanple, the

nmodul e 210 and decryption nodul e 214 nay al so be conbined into a S|ngle
device. The | and P ocj at wi t.h
the menber users ot a&hg%ewgﬂf%# ?niﬁl%big ‘@i‘f}'&m 3% c?)%tf?ﬁ%’i pati ng

in encryp? edneans ipghidign acon equr|sekpsh§grsaicb$e19ctedmnegmsmd phurslitynef ypt i on -~
and decrypt 'dhﬁnnels iNREHoRSe @ al tali€rdqiiese signal rece:ved\/&% it 418 & he

| and line,tel ¢l gﬁéﬂFﬁG 3B has been a desi gnat ed as tﬁée1 cﬁcrlﬁenne% |y
active ma‘f‘rbé?f 14 ‘iha tessor 178 will 15 generate an encryption
i dentification nunber (1.D.) for transm ssion to the networ k cal |

Laed’in docrypti oo of ThpeRetwdk ifgna Fﬁ*aﬁﬁo\r@*ﬂ‘o?&ﬁgﬁ*%w flciuding ©©
encrypti ﬁ%ﬁﬁ\eﬁs ey H‘h@“"ﬁ@? Fi€s ‘EB ’!l'??ég’FSntﬂelean

one of said member users and said sthched telephone network.

13.  The network call manager of claim 12 wherein said controller
2 means includes arbitration means for choosing said selected one of said
plurality of channels on the basis of talk request signals received from ones

4 of said member users over corresponding ones of said plurality of channels.

14.  The network call manager of claim 13 wherein said controller

2 means includes means for informing ones of said member users via

corresponding ones of said plurality of channels of the identity of a selected

4 member user providing said information signal over said selected one of
said plurality of channels.

15. The network call manager of claim 14 wherein said controller

2 means includes means for informing at least one of said member users via a

corresponding one of said plurality of channels of the identities of ones of

4 said member users associated with corresponding ones of said plurality of
channels.

16. In a switched telephone network incorporating a private
2 communication system disposed to allow for private communication
among member users, a dual-mode authorized telephone set operatively
4 coupled to a telephone channel of said switched telephone network and
disposed for operation in first and second modes, said dual-mode authorized
6 telephone set comprising:
transmit means for:
8 during operation in said first mode,
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encryption 1. D. to each of ssom ated with the remaining 20
non-active (i.e., non- spe m bﬁ!@gﬂ! , each of which includes a
decryption m)dul e SI m | ar m)dul e 214. Each _decryption
nodul e wi | | #$y i ncl ude a | ook-up table identifying tﬁg@%ﬁ‘i on

key associ at ed wi th each encryption |. D. Each non-active nenber user is

t hus able to decrypt the encrypted iTiformation fromthe currently

active menber 25 user upon g glépt ggceggiﬁ ERRI YRHhONsi Q ﬂQ&pVthﬁl fth1er eby.
ramis

Turning n to FIG. 4, a block d ctln MPS
dual - rmde?(\é\’,ﬂ“foé MAR0EN SRR TS BEORRE2H0R, Qﬁgll:n ?a‘ Ee?t; ela anﬁ‘

recei ve sect igened4ing artadk temmlgrwmneepomﬁoq?redtfmmduaﬁb apddoRTT

t el ephonepf FIG 4 ISdﬁﬁﬁ £5hrd Q{sasgq,@ga{djn{ﬂeephone operation when 30
input switch 248 is thrown t F&I e 250, her eli)¥ ch‘

mi cfophone 254 to the an ANPSVIFRESR MP; S liich tﬁ??‘o gAnels and g

t hrown tolpol e 258eceinesar meanssfattaS| red to configure the transmt section 240
for PTT operation wi thjp ﬁé’ig%?‘ ﬂ?fr\.ﬁpfrlﬁ Simlarly, the receive

section 242 is set for sta one eratlon when receive switch 262
35 is thr&wm to pole 266, m%ymwgmoaﬁeeaeuesn@hewmeéebma@w tch

26]? I's tté!é Woné @haahel &ﬁg ior providing th@r:és(;ﬂ%nPBEo@ésﬁéh dzizi Is t&hﬁg
i nformati i's coupl ed by switc to a codec
272. The géo]d le}ghi&';s‘g%?g‘ggfsg’d to transform t hi s anal og voi ce
information into a pul during®peration in said secmd meoder or m

20 providing information signals carried by said telephone

channel to said output device.

17. In a private communication system incorporated within a
2 switched telephone network, said private communication system including
a call manager for facilitating communication among member users
4 through said switched telephone network, an authorized telephone set in
communication with a telephone channel of said switched telephone
6 network, said authorized telephone set comprising:
a transmit module including:
8 a vocoder module switchably connected to an input port for
digitally processing an input signal into a packetized information signal,
10 a controller for generating a talk request signal in response to
predefined user input, and
12 reverse link transmitter means for transmitting said packetized
information signal and said talk request signal over said telephone channel
14 wherein said call manager determines routing of said packetized
information signal through said switched telephone network on the basis of
16 said talk request signal; and
a receive module for receiving forward link signals routed to said
18 authorized telephone set from a selected one of said member users by said
call manager.

18.  The authorized telephone set of claim 17 wherein said reverse
2 link transmitter means includes:

a modem having an input port and an output port, said output port
4 being coupled to an input of a transmitter, and
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13 provided to an | S- QHHme(jmwﬂ'ﬁMhe resul tant vocoder data

packets may t hen opti onalley d by an encryption nodul e 278.
When enowepr28es8 i s not desired, the vocoder data packetecTarsermsnpl i ed

to a m croprocessor 279 for interleaving with PTT packets froma PTT 5
processor 284. Again, PTT packets are g?énerat ed by PTT processor 284 in

Vocoder dat a auqR R foinibflexdly B itk FiGrhgAbh Btk AOR 188
nodem 28® avacqstesnadule with saidaalicrequast pignaband &or praviding tbairesultantt o

the AVPS bagguliphixe@ighal @6 tHe ingut gt of bfHNAbae@bOdi ment, data 10
i nformati on froma peripheral device (not shown) may be supplied to the

encryption nmodul e 278 or directly to the mcroprocessor 279. The
recei ve section ¥2 | TFa¢ authorizad Aplephene s¢tafrclaio 18 avhereineiaid trpnsmitf orward -

link i nf of np{ddile RHEMIGRS CarP inplteswRENGhierEatel H&Wﬁra&@nepﬂ_tl;?f]al pal og

out put fromthe S.receiver 291 is.coupled tq a.receiv dem

205" uhi ch HBBCHELRS Jew titoRots. i Solecigntk heding an cutpbf camRret dur | ng
PTT node 4pér anhiinput dhsaid owodder madalesacket s gener at ed by the receive
path nodem 292 are provided to a decryption nodul e 294 during periods

of encrypted PTT_private communicatiqQn. Wien epcryption ~  is not being
effected, the vog der%?&aﬁ%@%ﬁ r‘fféé’§§§d“‘039é‘vh@§§‘l vaidogwitshct i on
vocoder 296 comtdctd said ihpup meidrophonePtd\Vbaid gnpit bbsaid odby ufiitr @heh Vsaid
section cod : - | . Lied to
2 onyeantitiliked WRpAR: 06t 1 pibuve N (R ORCENd il S0 (BB
private 4 mHgtoRNoRestigt Faidj ARBYheRf SAidafrrnsmutter KWhepc snid autherizede
net wor k teleplugey setis bpdfative inecseephddnaded provided to microprocessor 178
via signal 25 line 212'.

21.  The authorized telephone set of claim 17 wherein said transmit
2 module further includes means for encrypting said packetized information
signal.

22, The authorized telephone set of claim 17 wherein said receive
2 module includes means for decrypting said forward link signals.

23. In a communication system in which users communicate
2 through a switched telephone network, a method for facilitating private
communication among a plurality of member users, said method
4 comprising the steps of:
establishing a telephone connection between a network call manager
6 and each of a plurality of telephone channels of said switched telephone
network, each of said plurality of telephone channels being associated with
8 one of said plurality of member users;
providing an information signal received at said network call
10 manager over a selected one of said plurality of telephone channels from an
active one of said member users to other ones of said member users over
12 other ones of said plurality of telephone channels;
generating talk request signals at a plurality of telephone sets
14 associated with said plurality of member users for transmission to said
network call manager via said switched telephone network; and
16 choosing said active member user on the basis of said talk request
signals received at said network call manager.
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As was discussed with refe and 3B, it should again be

noted that the functions p mmﬁﬁ! H 272 and 300 may be perforned

by a single device. Simla function of vocoder 276?.{Iay be
30

conbi ned wi t WAKE8Ecodi ng function of vocoder 296 in a sin HageL.
Furthernore the functions of encryption dul e 278 and decryption

nodul e 294 may al so be conbined into a stngle device. FIG 5
provi des a bl ock diagram of a CDVA cel |l ul ar tel ephone configured for

s conpri Sed of | a2bovalte amained ol i Srer i BECRE Slction
342. During Hdantifyingsaidselected delephone ehannel by gheosing pimongyanereofsaidi s
provided to %H&&Qﬁm&?& A5 NRedtled Ovief QdERBSpEnditleS BnEP @ said pHRANIAISE]

(PCM wav veformis provi ded to a vocoder 376,” which in
turn gener‘; giepﬁeaa aﬂga]ﬁ packets for optional encryption within an
encryption nodule 378. Wen encryption i s not WO 97/ 28658

PCT/ US97/ 01521 furth t he
vocoder data packeztss are supp?d Oé cfaim Z?n cr o%l; uécé‘slgoﬁ % s‘?%s Qpaiglﬁﬁy

i nt er | eavi fig PAPEessIpgriniormation Bh?aé busenin opder; 9 proguce acket s
are gener at eGelueritelofprarodes datajbutkets fbﬁﬁmﬂm transanigsigant baidf nétheorRTT
switch 388, m'ﬁﬁﬁ%é'l ng interl eaved vocoder data and PTT packets are then
5 provided by the croprocessor 379 to the CDVA transm tter 355.

26. The method of claim 23 further including the step of coupling
2 said information signal from said active member user through a wireless
communication network to said selected one of said plurality of telephone

4 channels.

27.  The method of claim 23 further including the steps of:

2 encrypting information signals generated within the one of said
plurality of telephone sets associated with said active member user;

4 transmitting the encrypted information signals to said network call
manager; and

6 decrypting the encrypted information signals received from said
network call manager at the ones of said plurality of telephone sets

8 associated with said other ones of said member users.

28. In a communication system in which users communicate
2 through a switched telephone network, a private communication network
for facilitating communication among a plurality of member users, said
4 private communication network comprising:
a network call manager including:
6 a telephone network interface for establishing a telephone
connection with each of a plurality of telephone lines of said switched
8 telephone network, each of said plurality of telephone lines being associated
with one of said plurality of member users,
10 a switch matrix, coupled to said telephone network interface,
for providing an information signal received over a selected one of said
12 plurality of telephone lines to other ones of said plurality of telephone lines
via said telephone network interface, and
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The CDMA receive section 342 j.ncl s a CDVA receiver 392, which
gener ates vocoder data packéﬂ“ﬂﬂﬂﬁ@jﬂwuﬂjﬂ forward |ink information
fromthe network call managéery " #g. " data packets are provided to
a decrypti owoorzsess 394 during periods of encrypted PTT prircatumofdis2
comuni cati on. When encryption is not in effect, the vocoder data packets
are processed by a CDVA receive section24ocoder 396 operative to produce a
PCM signal for use by a recei ye sectian codec 400. The anal og out put
fromt heﬂCDI\/A recei vec%té‘t’ﬁ%rfnsi&iie réﬁ%‘%sgnpﬁesﬁ“gﬁﬁfﬁcgd"?‘ﬁl"a"‘c’@m onal
t el ephone speodalk reqodst sigrals tereiviedravesisaishplyrality7of telephodo liney; drel 15
per f or megg wi t hi n 2plid] CofdRihEEze P telEBllonid) Seth %dseasropt:ogﬂﬁaﬂﬁaaﬁio /6

e t he re the

4

and 396 may al so ert.or W fhin.a single 1 ce. Fur r
Rt ono. SIOVER PG UNG O felCghane, finese E1GH O SHBHHIEIZ8d. fIAphaneso. be
conbi ned18 nisetsansiudihg nmitans dar. ger@Pating ondwhbaid RIKTrdquiestadignalet wor k

FIG 6 provides a functional block diagramof a network call manager
450 designed for enplgoynment within a PTT private network in _which i
signaling is effdeted DEiRTyals spayneRication network ofglain: 2B whereimsaidger 450

i ncl udes 22 rehwollér aneirisoinchidiigOmeahs for idéntifying saidoselectedctelephoiie NOI €

lists of theg., tekep . U i o r users.of
correspondi ﬁ’d‘ePﬁ %ﬁ‘%eg}r?l‘g’% %orgﬁgé)%\s\%éﬁp esi rp?i&(g% g:’? é%@sesrgwo' 'Eﬂv%‘ﬁerPTT
private nktwortespending aneg ohsaiseplurality ofi tglephgnedinesss nunmber identifying
the given PTT private network. 30 The network call nmanager 450 is
designed to appear to the PSTN 10 as woul d a private branch exchange

(PBX) system and thus the call placed by the calling nenber user may
be received by the Tl -channel 44 -associ ated with any one of a plurality

of network mnagerﬁi@iﬁ@aﬁ%&@ﬁ@éﬂ%ﬂ%- The tone
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detector 498' receiving the incomng call inpresses a detection signal upon
35 its output line 500", which is sensed by the network controller 490.

The network controller 490 then begins to scrutinize the tone sequence
det ect ed WRO¥MEBcal | ed network manager tone detector 4RCTYRTBSYer to
aut henticate the calling PTT user. Once the dialed access nunber has
been recogni zed by the network controller 490 and the nenber users of
t he associated PTT private 40 network |dent|f|ed t he network controller
490 initiates paging of the 17800 97/ 28658

PCT/ US97/ 01521 15 menber users of
the identified PTf?prlvate network over e r ining Tl channel s 44
usi ng standard tel gpbhape network proceduﬁf ;Sggn sensi ng that a first
of the other nmenb@ly users of the identifie Eﬁ¢ private netjwork answers
a network call, t & work controller 49( Exﬁs a CONNECT fsignal 5 in the
forms of tones tqG™ penber user original qgallng the adcess nunber
of the identified pbrivate network - tF rg-to the

cal ling nenber user §hat at |east one other tas j oi ned the

identified PTT privake network. itroll ér 504 is provided
i ¢ re" mefrber users

joined to the identififed PTT prlvate , the PTT

controller 564 M -of —one
or a conbination of anald%.unnes ("PTT t one
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requests”), generated by the tel ephones associated with the nenber users of
the identified PTT private network. Each PTT tone request is generated at a
15 nmenber user's tel ephone either in response to manual en a%enent of a

PTT switch, WO%@86&sponse to detected voice activity of tﬂ'@ 2 ser. A
PTT tone request froma given nenber user is detected by the tone detector
498 assigned thereto, which then provides a PTT request signal to the PTT
controller 504 over one of the output Iines 500. In an exenplary 20

enbodi ment the PTT controller 504 is @fferative to assign speaking

privil eges anong requesting nenber users in the manner descri bed abovey

with reference to the PTT controller 104 (FIG 2). Af ter new
active nenber user has been identified by the PTT control | er SQi'on t he
basi s of the el ved PTT tone requests, the PTT 25 contirol |l er 504
configures a M cast switch 510 to accept the reversetilink voi ce or
data informatid éﬁclusively fromthe T1 channel 44 assgci ated with the
currently activ‘uﬁgnber user. That is, the reverse |ink ' et i on
from each of thgadgher T1 channels, each of which has bgen assijgned to
one of the re Ei‘ﬁg (i.e., non-active) menber users, i34 | ticast
by the nulticasf®sw tch 110. The PTT controller 504 al s{ configges t he
mul ticast switc -0 prypvide[rne reverse M nK HHTUTHE ‘
fromthe newWy identified ctive nember user |to the T1 ¢ pg i ated
w th each non-active fenbel use[. Because PI m
transmtted only on tlhe r ik s—of—hon quh PTT
of

35 tone requests adv@ntag¢ously do not inter
reverse link infojmatién fr TETT

Al t hough the forward |ji nksjof each PTT privat L 64nﬁh§lly
used to carry voice of datq infprmation fro @-1pape Eﬁser to
all other nmenber userg, th¢ netywrk controlldgr | 50 E
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16 transmt system status information over the forward |inks during

pauses or aps in information transm ssion by the active nmenber user.
In an exéwgl nmbodi nent this system status i nfornati ®CTusgiaisys t he

follow ng: 5 (i) eligible nenber users (phone nunber, nane,
priority) of a given PTT private network, (i) nmenber
users (phone nunber, nanme, priority) currently joined to the given PTT
private network, = (iii)348ne currently active nenber user

(phone nunber, nane, 10 pri g%%), and (iv) the queue of
nmenber users (phone nunber, , priority, order of request) who have
provi ded PTT tone requests t@fhe PTT control |l er 490. Such

i nfarmation could be transmft ed usi ng sequences of tones or 15 tone

conmbi nati ons capabl e of bei etected within the tel ephone of each
- } ion (i.e., nmenber user

menber user. Various Va
| ists, priorities) c ored within the tel ephone of each nenber
user, and speciffc ent Btk retrievég $or displ @y upon receipt of the
associ ated tone br ton E? nmbi nati of"fTom t he n¢twork call manager 450.
In this regard a 20 |l and | t el ephgie nfigureg for use within a PTT
private network = ©°
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orchestrated by the network call manager 450 is described i medi ately bel ow
wth reference to FIG 7. Referring to FIG 7, a block diagramis

shown of a la i PTT t el ephone having transmt and receive sections
540 and 542 designed for 25 communication using anal og t ondCTAUSITALSE PTT
operation, an input switch 548 is nomnally set to pole 550 by PTT
processor 552 so as to couple voice information from an i nput

m crophone 554 to the PSTN. However, m@@n PTT switch 560 is engaged by
t he associ ated nenber user, the PTT prd€essor 552 sets switch 548 to
pol e 562 and enabl es a tone generator 566. The allows 30 the PTT tone
requests generated by the tone generator 566 to be transmtted via the

PSTN to the network call marBger 450. The receive section 542

i ncl.udes a speaker 568, and g;internal t one detector 570 for detecting
anal og tones or conbination ereof transmtted by the network cal
manager 450 during PTT node@®feration. These tone or 35 tone conbinations
may “be used to convey a varfféty of status and control information to
the PTT tel ephone of FIG 7 Ii;aﬂ exenpl ary enbodi nent this
i nformation may incl ude: (d) _identification of the
currently active nenber user(nane, priority) WO 97/ 28658
PCT/ US97/ 01521 3 E o 17 r
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(i1) an indication that the nenber user associated with the PTT

t el ephone has been accorded speaking privil eges,

noti ce that tQﬁ%%ﬁé

the PTT tel epho
priority, and

currently joined to the
t one conbination wll
ot her nmessage stored
each detected tone or
control and status infor

nmerely exenplary, and in

(iv)

king privileges of the menber: user
8 bei ng revoked in favor of a fmenber
identification of the menber

PTT private networKk.

wipkgi n a di spl ay @®cess
|lconbi nation, the (i
provi des the associ ated ness to an al phanu
[

enuner at ed abovegd

at e enbodi nents

have associated therewith a

574.

PRy
ric

(iii)
associated with
5 rcyavsoabisii gher
users
Each tone or
character string or
In 10 response to
processor 574
di splay 578. The

tthe

S
B
informati on may be provi dg@&p]the PTT tel ephone
manager . The pr %% 5 description of th
prowi ded to enabl e an son skilled in thejaf
present invention. Thgq v ous modigi§ations|to
be readily apparent to 5e skil | Th the art,
principles defined herein be 20 pligd to O
t he use of the invengH ulty.
intended to be limtgd fe=4 enbodi nent’s sho &éL&LQ
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18 1. In a communi cati on systemin which users conmuni cate
through a switched tel ephone network, a private conmuni cation

network for facilitating comruni cation anong a plurality of menber
user tel ephoMO8H28ES8 sajd private communication net weCkusoms2i Si ng:

a network call manager including: a tel ephone network
interface for establishing a t el ephone connection with each of

said plurality of menber users over a plurality of channels of

said swi tched tel ephone net®8rk, respectively,

a switch matri x, coupled to said tel ephone network interface,
for providing an information signal received by sai d tel ephone
network interface over one of said plurality f channel s

simultaneously to a plyrality of others of sald channel s via
sai d tel ephone networ rface, and a con%r for configuring said
swtch matrix in resporise tjo tal k request sidnal s jreceived over a selected
one f said [T gty of channels; & a

plurality of eligible rrE‘r()ermuser t el egh&e se 5 di sposed for

si nmul t aneous comuni cati O r said p (gty > ~of channels, each
(e
r§|

aD

of said eligible nenber usgrzt el epho i ncl udi ng neans for
S.

generating one of said ta %equest
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2. The private comuni cation network of claim1l wherein said

controll er neans including neans for identifying said sel ected one of said
plurality of channels by choosing anong ones of said talk request S|gnals
recei ved oveWa®¥B&8pondi ng ones of said plurality of chann‘iﬁq'é"'

3. The private comuni cation network of claim1l wherein a

sel ected one of said plurality of authorized tel ephone sets includes:
vocoder neans for digitally processing input information in order to

produce a sequence of vocoder data pack8ts, and nodem
means for generating said information signal using sai d vocoder
dat a packets. 4, The prlvate connunlcatlon net wor k of
claim3 mhere$.~°aiu modenmeans—nctodes—mgans for nul ti pl exi ng
said talk redupst signal w th said vocoder data packets and for
using the res Q:ﬂurlng formati on of said irnformation signal.

19 . The private conmmuni cation netwﬁn¥ of claim1
wherein said E 2 controller means includes nmeang for verify]ng that
sai d infornatlxbiglgnal recei ved over said|selected ong of said
plurality of ch&hnels was generated by 4 a gi en one g spi d
plurality of al | g T
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6. The private comuni cation network of claim5 wherein said 2
controll er neans includes neans for configuring said tel ephone network
interface to call other ones of said authorized tel ephone sets subsequent
to wWO9aRsssHt by said network call nanager of sai d PCAfUS?HHPAloNn
signal from said gi ven one of said plurality authorized

t el ephone sets. 7. The private conmuni cati on network of
claim 1 further 2 including_ wreless network neans for
operatively coupling one of said 8/8 plurality of authorized

t el ephone sets to a correspondi ng one of said 4 plurality of
channel s. 8. The private conmuni cati on network of claim
1 wherein each 2 of said plurality of authorized tel ephone set

i ncl udes neans for generating an encrypted signal by encrypting
an tnformation signal projg ded by one of 4 said nenber users, said
encrypted signal being tr&&ntted over a correspondi ng one of
said plurality of channel & & 9. The private

comuni cati on network of 8 m 8 wherein each 2 of said plurality
of authorized tel ephone s&'s includes means for recovering one
of said information signal rom one of said encrypted signals 4
transmtted over a correspondi i
10. In a commcation systlem in which users
through a switched tel ephone network, a network o= —
for facilitating private comrunication siwhl t ane
plurality of menber user tfel ephone sets, said netwgrk ca manager
conpri si ng: a tel ephone network Iinter'
establishing a

conmuni cat e
—ca&l l—manager
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. . . \postc wopyb

yel ephone conn 3“! Jl J ﬂj!ltf a pluraltly of s

user tellep_honeel p u”w I"“ ﬂ spondi ngcidxMsal i tyﬁcﬁPmEMENTC%E&E
of said swi tched tel ephone network; a switch matri x,

coupl ed to kai d | pFOREURECASARN system inj whirhassersorcomouitate an
informatio | r ' o] sel ect.ed, one of said .
plurality g:fk&l (%Ié?u{ne %@F&uﬁgfl aﬁg%ﬁ%ﬁ‘?}‘e networ‘:')‘c, 3 ?‘% VREF SREEUBCRHI P
plurality oetharnnefcr igcshithting commun i SO andias Wk (i erfypces and

20 : . controller means for configuring said switch matrix
in . membey o NFETs o ted epboneo| Sehfer neaidn PrbEted eywruzicadten one
of - : i |uwrality of channels. .11. The

" network ca|?¢t%°r¥2§e°?°"?§#%ﬁ%f% 10 wherein said controller nmeans

i ncl udes a comr@ﬂﬁrﬁo&aﬁplﬁﬁasf& St @it ed one of said plurality of
channels in response to a talk request signal™ received over said sel ected

one ofa seelephona|netywark cirtrerface for establishing a 12.
- The net wor all. manager of claim 11 further ingluding.. -

wirel ess n&%ﬁt‘%éqrﬁc@ﬁ%m*%ﬁ@%oﬂﬁuﬁﬁa Pgﬁrgéfﬁé(er?fatm?%
one of sai §EBEDRKelSEr 51@9&&@*%@%&&9@% %ergagaesgﬁwﬁé&- $lephone

13. The network call nanager arm 12 wherein sald contro
network, respectively,

a switch matrix, coupled to said telephone network
interface, for providing an information signal received by

said telephone network interface over one of said plurality

’ E . ﬁJff chaﬁnels simultaneocusly to a plurality of others of said
& § ¢hannels via said telephone network interface, and
§ g a controller for configuring said switch matrix in
§ : response to talk request signals received over a selected one
5 o bf said plurality of channels; and
= a plurality of eligible member user telephone sets
disposed for simultaneous communication over éaid plural_ity
of channels, each of said eligible member user telephone sets
— including means for generating one of said talk request
P ﬂtignals. -
% BETE c’ 2. The private communication network of claim 1 wherein said
& & & & Zitontroller means including means for identifying said selected one of said
i‘é 8L 88 ";fé‘plurality of channels by choosing among ones of said talk request signals
= '8 9% '8 B E received over corresponding ones of said plurality of channels.
Egage H . - . .
gt é 3. The private communication network of claim 1 wherein a
% % - % 8 belected one of said plurality of authorized telephone sets includes:
é'g §§ g © vocoder means for digitally processing input information in
) ,3'\§ g ﬁ % prder to produce a sequence of vocoder data packets, and
ngoo A modem means for generating said information signal using
said vocoder data packets.
4. The private communication network of claim 3 wherein said

modem means includes means for multiplexing said talk request signal
with said vocoder data packets and for using the result during formation of

said information signal.
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geans 1ot uces ar IR M- conosi s <o semencemenTSREET
0Inefal.'t of > nngli?apzdvmm keop et grk ca?liafrris?ader of
Pl i m 25 ssreliE Binas insiydes means for venfvmsm% i i maien by

i nf orm ngrmstedoéverasanﬂlsehbmd orseof saideplurality of channelsowassgmathta@ lynes of
o her tL8 gkt Bhe GF2R0F bRuliny BP LU itprbriclas o

menber use I'ng sa or matl on Si gnal* over said sel ected one of
said plurality of "channels. 15. The network cal

manager of -cl agm 14TKe m&e%anqnﬁﬁﬁ&seé Ghetwork of claim 5eteinNgaiddes

nmeans for info one of er user,s
corr esgo nﬁ?‘h’@"’@% Wa!‘!&ﬁaﬁ? aNeans mgﬁm @hﬁé‘?ﬁ‘? tREWQFEK ones
of S Biterfaberies callwthér ones of daitl auttidrisedr tdephaﬂe Ngkto Babs&jueniti 1

pIurallty of . channel,s ln_a rlvate nuni,cati on
- Potvor # | FERGHEY 3o, hetwork call manages. of oaif InfornAtRfy Smel e, gaid
‘tel ephonegmammé(pf saxdephndhty authorized teldphonesets. i tat | ng private

comuni cation anong a plurality of el i gi bl e menber user

t el ephone sets, said nethod conprising t he steps of:
~establ i shing aZt el eBhenPrivate e COMIMURIRHOSN mﬂkor‘?f claim 1 further| |
-managep a Wirdleld Hetwokl eahs! 12N &dupling one of said Said

swi t ched t gl ephone netwotk,, each _of sai urallt
tel ephonel”g"F'F%'%f%l‘gf BEMO’@SQR}W’W’[% e? Oq:ogémpndmg one of said;r g ty
of elidgib ity of channelsel ephone sets;

phuratioy of c

8.  The private communication network of claim 1 wherein each

2 . of said plurality of authorized telephone set includes means for generating

an encrypted signal by encrypting an information signal provided by one of

4 said member users, said encrypted signal being transrmtted over a
corresponding one of said plurality of chanmels. -

9.  The private communication network of claim 8 wherein each
2 of said plurality of authorized telephone sets includes means for recovering
one of said information signals from one of said encrypted signals

4 transmitted over a corresponding one of said channels.

10. In .a communication -~ system .in..which users

communicate through a switched telephone network, a network

cdll manager for facilitating private communication

simultaneously among a plurality of member user telephone -

sets, said network call manager comprising:
a telephone network interface for establishing a
elephone connection with each of a plurality of said member

ser telephone sets over a corresponding plurality of

channels of said switched telephone network;

a switch matrix, coupled to said telephone network
interface, for providing an information signal received over
a selected one of said plurality of channels simultaneously
to other ones of sgaid plurality of channels via said

telephone network interface; and
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21 ﬂ“ﬂﬂumﬂmﬂm\:r mation signal’ received at said network
E?L*lrllrlg?ga??(r)lrrflg dct fve"olns_e of ;saaim(cth?:'d' E: gﬁéﬁ)éfﬁ?ﬁ%%ﬁﬁ@g‘g.r
Gser -t ol ephons oRErBYLETomegns’ £0r GhagianriBa sRidr BTt RaPE e

channel s; zepponge tSefﬁ%éJ{‘anoﬁlaEign;?GHQ a rg\h%g?éts leattPn@nogal |y

si mul t aneous at ap y of  sal I gl bl e t el ephone sets
for transmsaddopluraidcyg o€t vhakneadbkl nanager via said swtched

| enh | . 3 o VIE _ o
st o ont nelbas; She ek W AlanaBEL ot e AW AR B BfirdeSPIONe
net wor k caineanaindjudes a controller forrselegting aaidhselected ang of seddiplnrality of

! i 9 (R Hhepor5'a Gk Hqae b ERAISRet di°bIBh AR sianstlory

choosi ng anpng ,ones of sai d tal k“reque signals recei ved over
correspond‘?nggalér&?f%‘ﬁtk%ﬁa lity of 4 tel ephone channels. . 18.

.The method of claim 16 further including the steps of digitally 2

processing info ti fromsaid tive nmenb ser | rder to proeduce a

sequence of vocofter ﬂfa%&?@fscﬁg@ﬁﬂﬁﬁ?ﬁt ar‘fi?ﬂshgn%f‘gﬁ%iﬁ‘cg‘é W& k
wireless network means for establishing communication between at least
one of said member users and said switched telephone network.

13. The network call manager of claim 12 wherein said controller
means includes arbitration means for choosing said selected one of said
plurality of channels on the basis of talk request signals received from ones
of said member users over corresponding ones of said plurality of channels.

14. The network call manager of claim 13 wherein said controller
means includes means for informing ones of said member users via
corresponding ones of said plurality of channels of the identity of a selected
member user providing said information signal over said selected one of
said plurality of channels.

15. The network call manager of claim 14 wherein said controlier
means includes means for informing at least one of said member users via a
corresponding one of said plurality of channels of the identities of ones of
said member users associated with corresponding ones of said plurality of
channels. ' '

16. In a private communication network in which users
communicate through a switched telephone network, a method

for facilitating private communication among a plurality of

eligible member user telephone sets, said method comprising
the steps of: .

establishing a telephone connection between a network
call manager and each of a plurality of telephone channels of
said switched telephone network, each of said'plurality of
telephone channels being associated with _one of said

plurality of eligible member user telephone sets;




Al

4 call manager he nmet hod -of cl-aim 16 further including the
&t ep of coupli num“l mm “I"Wﬁ Imt I on signal from sai (Eapm ET
through a wireleds © ' cdmmini tation ngfwork to said Tﬁgﬁj

pl urali ty of tel ephone 4 channels. 20. The_ nethod of claim 16
further includi PECYHIRG g imformation signal ymcfwgfedlfa;r wadcoreswgRkl s

gener at ed WLt il ddiedie 9652 4 se1edUdl 2LhkY SE Lol £0NgRG, 833 AogeCt Al od

‘with said acﬁ'lve HETher Oser nsm crypte

i nf or mat i opedefiiche diargRild If(ib\hoéh gative onémdimgéﬁld ﬁld.glﬁale member
decrypting the encryoted I nformation S|gnals received fromsait net wor k

cal | mmnagegesn: tepeps g@g §ﬁt§a|%@&wg§ i ttcemgﬂgg@lsleﬁss 08 asBeti at ed
ai user
ol BehpdE der i, BT8R SEUSF chod

I d conmiheh: pneayd shfkinlE e

t el ephone BgEWOLE, s&llarp!ﬁ\f&lltycém@léﬁﬁbﬂé\ @E&Mﬁéksf or facilitating
conmuhni cati on anong a plurality of nenber user tel ephone sets, said

private comm@enexatbngnet ielk comequsiatg:  signals - substantially

simultaneously at a plurality of said eligible wmember

telephone sets for transmission to said network call manager
via said switched telephone network; and

choosing said active eligible member user telephone set

on the basis of said talk request signals received at said

network call ‘manager.

17.  The method of claim 16 further including the step of
2 identifying said selected telephone channel by choosing among ones of said
talk request signals received over corresponding ones of said plurality of

4 telephone channels.

18.  The method of claim 16 further including the steps of digitally
2 processing information from said active member user in order to produce a
sequence of vocoder data packets for modem transmission to said network

4 call manager. '

19. The method of claim 16 further including the step of couplmg
2 said information signal from said active member user through a wireless
communication network to said selected one of said plurality of telephone

4 channels.

20, The method of claim 16 further including the steps of:

2 encrypting information signals generated within the one of saxd
plurality of telephone sets associated with said active member user;

4 transmitting the encrypted information signals to said network call
manager; and

6 decrypting the encrypted information signals received from said
network call manager at the ones of said plurality of telephone sets

8 associated with said other ones of said member users. REPLACEMENT SHEET

26 AUG 999




_-\%1_ net wor k cal | '
interface for eﬁﬁmmmﬂﬁ
| "

Iﬂ;‘iﬂnt el eplhone conne?t |t gl\%\%ﬁiﬁ%ﬁﬁrgﬁ SHEET

plurality of te of sai stvvi tched tel net work, each
of said plurality of tel ephones |ines being associated with one of

sai'd plurality menber_ user tel ephone sets, . . a switch matri x,
coupl ed to said4 Ieﬁi’br% ‘i?é‘t‘%ﬁ?a%l%tséﬁ%,”ﬁ Shigh HeRTy an

i nfor mat i oRecHinGidlcdter AMAShdY ¥ swittchedl @1bHIMe HetSRizdk Pld i ivat Of
t el ephone lines to other ones of said plurality of tel ephoné |ines
si mul t aneowsimpupigationaigtwerkpfonefacihbtiting cedmmunicakion among a

control l-er neans .for cenfiquring said swich matrix in response to talk
request si é’ﬁgﬁrsairlé:é’ei ved 5% €&ai §°cT p?%#eolﬁ’??eofs?%?’ep | e atshd

a pluralit Yvcmslic@tilen I}@%rwsﬁj’mgtﬁ| ine sets di sposed for

si mul t aneous comruni cation over said plurality of tel ephone lines, each
of said eligibl @ matherkiszll mamsigexhdmelsdiang:ncl udi ng neans for -
generating one of said k request 'si%gal 2 .private

t al S 22. . _Th r
~ Conmni cati on” net wor &?k‘?‘g??ﬁ%ln%’éﬁn %?HfQCEOFPFoﬂséPbH&éEE- n@ udi ng
means for ida) Hoﬂ@%q?ﬁié%ﬁ%ﬁ%ﬁfhté&?hgﬁea Phh?ﬁl@ﬁf%@%&% ones
of said talk réquest signals received over 4 cofresponding ones sal d
‘plurality dfines epfiorsaid newitched telephone network, each of said
plurality of telephones lines being associated with one of

'said plurality of member user telephone sets,

a switch matrix, coupled to said telephone network
interface, for providing an information signal received over
a selected one of said plurality of telephone lines to other
ones of said plurality of telephone lines simultaneously via
said telephone network interface, and

controller means for configuring said switch matrix
in response to talk request signals received over said
plurality of telephone lines; and

a plurality of eligible member user telephone sets

disposed for simultaneoug communication over said plurality

of telephone 1lines, each of said eligible member -user
telephone sets including means for generating one of said

‘talk request signals.

22, The private communication network of claim 21 wherein said
2 controller means including means for identifying said selected telephone
line by choosing among ones of said talk request signals received over

4 corresponding ones of said plurality of telephone lines.
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(57) Abstract

A private communication network through which a plurality of member users communicate using the public switched telephone
network (PSTN) (10) is disclosed herein, Each member user utilizes either a modified land line telephone (48) directly connected to PSTN
(10), or uses a modified mobile telephone (22) operatively coupled to the PSTN through a wireless communication system (14). The
private communication network includes network call manager (40) having a telephone network interface (92) for establishing a telephone
connection with each of a plurality of telephone lines (44) of the PSTN (20). Each of the plurality of telephone lines (44) is associated
with one of the plurality of member users. The network call manager (40} further includes a switch matrix (110), coupled to the telephone
network interface, for providing an information signal received from an active member user over a selected telephone line to the remaining
non-active member users.




