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Aut hori zati on Deci sions 5 BACKGROUND [000]j Access
w@onBne4sYySt ens aut hori ze prograns and appl i CBECT/OS201/G84057
perform operations, such as authorizing a software
package downl oaded via the Internet to read, wite, or
open a file located on a user's conputer.
Traditionally, access control systens deci de whet her
or not to authorize an operation by referencing an
10access control list, a look-up list, or the like.
[ 0002] These |ists, however, often enploy schenas that
are fixed and offer few capabilities. These schenas,

| dent | REPHGEROATBAIAATATI Hox 244681 akcIstofis °

requested operation. In so doing, they nmay all ow an

untrustworthy software package (e.g., the

above-nentioned 15 I nternet-downl oaded software

B }iﬂ B, do anything it likes so long as it is
BH-Hg—oH— he user's conputer under the user's

i denti . In such cases the user's identi.t .
ool ot At SoBHE! oF don R e B TS A eplisatiggs to perform
ackage' s requested operation. 20 SUMVAR Q0Q3] Thi s
OPHBEARBICHES A BRI IPEA) %oailéwgmaégage W&Yfeﬂcf?& via the Internet to

reputation net adta} a , ..
read, write, or open a file located on a user’s computer. Traditionally, access

control systems decide whether or not to authorize an operation by referencing an
access control list, a look-up list, or the like.

[0002] These lists, however, often employ schemas that are fixed and offer few
capabilities. These schemas, for example, may do little more than look at a user’s
identity in deciding whether or not to allow a requested operation. In so doing,
they may allow an untrustworthy software package (e.g., the above-mentioned
Internet-downloaded software package) to do anything it likes so long as it is
running on the user’s computer under the user’s identity. In such cases the user’s
identity effectively controls the decision to authorize the package’s requested

operation.

SUMMARY

[0003] This document describes tools capable of receiving reputation metadata
effective to enable better decision making about whether or not to authorize
operations in a computing system. The tools may build a reputation value from this

reputation metadata and, based on this value and an authorization rule, better decide
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effective to enable better decision maki ng about
whet her or not to authorize operations in a conputing
wG@yBBemMe4The tools may build a reputation val usCT/D82907/084057
this reputati on netadata and, based on this val ue and
an aut horization rule, better decide WO
1 Q7 PGHSZ09d ! r ot
W a%o(gi Ig(gﬁénéag%e rat % 5 %ﬁ%ﬁ’&%ﬁ%gﬁ g g’nsldgf?% P g%rg%, application,
i ion, or other actor. [0004] This Summary is
Orgﬁ%\rnag@%' to introduce a selection of concepts in a

P S R R AL oG SRR hceps i o
st Sk s S SRR i GRS bl o
oA e AL, L O e U e s

refer to systen(s t hod(s), canputer-readabl
matigEt POl 9 é%g}tew i beadss i%;%é{ls%lgpaﬁél PR tﬁ? sehe of the
cont ext .above and_t hroughout the document. 10 BRI EF
clapnedry C@mﬁermﬁﬁisﬁswm%solsg gg@s}rﬁi@cea may| Riet 49 system(s),
an exenpl ary operating environnment having a reputation
mefhod(s). trgnrier-taadabls preriansr ped/or depbaiUumemt 2 Rerniied by the
tools may operate. [0006]Fig. 2 illustrates another
cogigahphameyanshidrengheyt dindowmmait havi ng a 15reputati on
provider and in which various enbodi nrents of the tools
may oper ate.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Fig. 1 illustrates an exemplary operating environment having a reputation
value builder and in which various embodiments of the tools may operate.

[0006] Fig. 2 illustrates another exemplary operating environment having a
reputation provider and in which various embodiments of the tools may operate.
[0007] Fig. 3 illustrates an exemplary reputation value builder configured to
receive reputation metadata and output a reputation value.

[0008] Fig. 4 illustrates an exemplary authorization input builder configured to
receive a reputation value and create an authorization input.

[0009] Fig. 5 illustrates an exemplary authorization module configured to
receive a request and an authorization input and output an authorization decision.
[0010] The same numbers are used throughout the disclosure and figures to

reference like components and features.
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[0007]Fig. 3 illustrates an exenplary reputation val ue

bui | der configured to receive reputation netadata and
wWO@0p0t36dr reput ati on val ue. [0008]Fig. 4 ill useCHUS®OHIB4057

exenpl ary aut horization input builder configured to

receive a reputation value and create an authorization

] 9P 5 illustrates an exenpl ary
%[EEDZIQ $ PTRON configured to receive a request

O‘%p‘%‘%n aut hori zation input and output an authorization
ecr'sion. [0010] The same nunbers are used throughout

[oozlgrerpgin"@%i ggg{)]\girfgg E{;%gfne %\?\%ﬁigeesf fotd! %%Vir{gk he above-mentioned
2008/.073647PCT/ US2007/..084057 DETAI LED ,DESCRI PTI .
o GRLaRT G010 gt P Ao RaEn ety i ae o bulding an

avi ng the above-nentioned capabilities and capabl e of.
authorZanaR 1aPHepRRed: Fiol v aluBaIofoth e ESRSHAL Gy Y n GoRaEng the
ut hor.i zati ogn i nput  based at heast in part on the. ..
authggization apPuido Al AUBRPER I PP %Yaacﬂdng}aﬁzk%& pghorizatien dgceisions
an aut hori zation palicy, and nmaki ng aut hori zati on
ba%féicpgitg%oag@éla%-n Twe s @ws%vlr%e@ﬁéﬂw@ﬁﬁ the tools may
envi ronnents in which the tools may enabl e these and
enghlpdhesgcanc athes astigny arppetHopd kshowninga seettqmopntitled Exemplary
entitled Exenplary Operating Environments. Another
OpgsetinonEmdranments. entAndteer Regiamtipdawvalendtled Beputaben Value
whi ch descri bes one exenplary way in which the tools
Buplelgr,axhichglesesbeseong eaemptars wasput athidn theatogds firagnact to create
reputation netadata. A fourth section, entitled
an Actdrds iremttaoon [vapuet fidoi Irdeutatide soetatats. hdwfaunth sewiom, entitled
may operate to build an authorization input fromthe
Audlotrordtionr bgutt aBiiddery alegeribés hiott he ¢aolsomayeopérateetb build an
Aut hori zati on Modul e, di scusses nmanners in which the
authoolzstiomyinpat ftoon nthkeactor’s reputation value. A fifth section, entitled

Authorization Module, discusses manners in which the tools may act to make
authorization decisions based on the authorization input indicative of the actor’s
reputation value. A final section, entitled Exemplary Implementation, describes
one non-limiting way in which the claimed tools may collectively operate. This
overview, including these section titles and summaries, is provided for the reader’s
convenience and is not intended to limit the scope of the claims or the entitled

sections.

Exemplary Operating Environments

[0012] Before describing the tools in detail, the following discussion of
exemplary operating environments is provided to assist the reader in understanding
some ways in which various inventive aspects of the tools may be employed. The

environments described below constitute but two examples and are not intended to
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15 aut hori zation decisions based on the authorization
i nput indicative of the actor's reputation value. A
w0 peal7mecti on, entitled Exenplary | npl ement atPONPS2007/084057
descri bes one non-limting way in which the clained
tools may collectively operate. This overview,

iR L3R eSS, LR SR Sylfment. Ot
eniOARPRS Svehtivbnd Wit Reflmbach G P affit srene of the
lagooipwefgre tdesc!ri bing the tools in detail, the

¢ I@F_ S Jr?ﬁ ]a]iags{Js& on of exenplary operating _

o0fder SRR 1d1BaPEEY SR EayeR R 0BRSS s at 100 in

aspects the tools e, enpl gyed...The. envi ment s
WHHOLE st S0 b RESHEC FHRTE JSutCet - el S 0D REgererally a
not .intended to WO 2008/073647PCT/U%ﬁoo7/0840 7 Limt .
COBHINE ASVET- SHCh K8 & BEISENRlLCARPUISEr ARE A 1 filpgpl service
envi ronment. Ot her environnents may be used without .

prefager f@]@g Ichahﬁ@rwyesmqwfergfﬁﬁt g@g&e grtegiad Wiflyjaeggssible by, or
subject matter. [0013]Figure 1 illustrates one such

sepppelediomglieny ievsed At Jasems ngtagees; decal seryighpiayider 106 may
user 102 nmay operate a client device 104. dient

cogpvise @ digkdiise.géasbrmpmpradaseptip idiiy cdev e othendavige capable of
personal conputer, and may include a |ocal service

cogplonvg wegomp@er-ressiablesmediac & qyrezaingée, lood saaicoprovider 106 may
integral with, accessible by, or separate fromclient

congviseen {O¥VDVYD dume imstlank es compusdr-rsedatble enpdioni decluding a
106 may conprise a disk drive, flash nenory drive, zip

softwhuegppdrcatioy nodyhlee idexted end @pehiited.of 10 coupling to
conput er -readabl e nedi a. For exanple, |ocal service

[oopsjovi délieritOdeviey 104 nmay senacEDr VD ndtword, 108 todal cdmete service
conput er -readabl e nedi umincluding a software

pr@eéi CHl. | Remotysdreicengevided 1 ah thBxanupast a kEIEAbLHeeliite, from
device 104 may connect via a network 108 to a renote

wieH Mhe eugroxndlethe 1dentReswice ﬁ@?VHQQnR{a@V lndesftwaft mPylication,
conprise a server or the like, from

program, or other actor capable of requesting an operation. The client device may
also connect via the network to a reputation value builder 112. As described in
detail below, the reputation value builder may build a reputation value 114 usable in
making an authorization decision.

[0015] As illustrated, the reputation value builder may receive reputation
metadata 116 from one or more reputation metadata providers 118. Reputation
metadata 116 may comprise any information associated with a reputation metadata
provider’s estimation of an actor’s reputation. An actor may include a software
program, application, dynamically linked library, installation program, file, picture,

document, applet, ActiveX control, or any other code capable of executing on

software or hardware. Reputation metadata providers 118, meanwhile, may
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15 which the user and the client device nmay downl oad a

sof tware application, program or other actor capable
wWo@BooseTpsest i Ng an operation. The client devi cePCEYSADTBEB4057

connect via the network to a reputation val ue buil der

112. As described in detail below, the reputation

colf e ST AL A S Ui, e B

[ ]k he reputation value builder may receive
reﬂrdé%ﬁ(?ﬁa{)f%lﬁg%)ﬁadata 116 from one or nore reputation

tadata. providers 118.. Reputatien netadata 116 y .
00pr 1 b2 BT Tnee PR BOL R Lo SRR, Tl gprise o
tadata provider's estimation of an_ actor’ .
soffiali Revam &h e« B i el QR ractadas pygyider may
application, dynamcally linked li.brary, installatio
cofPBigh amperione W B racd 385 e nrepRine abtied- MerT pestically, a
control, oy any other, code capabl e of executing on ..
el AR PRI e gﬁ%wgs SOk SIHPHS R S94EY gpplication,
118, neanwhj] e, may. WO 2Q08/.073647PCT/ US2007/ 084057 .

w éﬁﬁ?ﬁﬂé@raﬁ epr@pg@ivﬂoarm@t@ Madnggipmme Qandagensrdepigreview and
judgi ng, or val uing the reputati on of an actor. .
anglyeisePiribe ragior el Jnegetat Ahprlatipdaeputptipn esagidiat provider,

may itself conprise a software programor the |ike,
megnmheleagotldeeornppse atmembgeoadat enlprocemeruniyy Insthis example,
_ conprise a person who has used the actor being judged.
indvpidaak pesiltfare af iy onling epumaunipnmaytjadee ar peievindde rgputation of
the first type could conprise a security application,
a painiicilacectiod pf thesdenembersdtaverhadepaiava ckpenasponath the actor,
an i ndependent review and anal ysis of the actor being
thgnuidhgeel mefiteers atdyeproveqatepuitaromettdatal b dwitdpeaks positively to
meanwhi | e, coul d conprise a nenber of an online

that agtur isniepytation. il sowes@pthese hiembnets hiadehhd mepginevesexgferiences,
an online community may judge or vote on the

therethes@tmeanbeds @aparrbielél @puttioar metddatah €56 thaendi@aks negatively
have had positive experiences with the actor, then

abblneset sa@eers may provide reputation netadata 116 that
speaks positively to that actor's reputation. O

[006QUT S€ln érhbbHBS tERHREE SehayRomdlReB@ldarel 12 receives reputation
experi ences, then these nenbers may provide reputation

mTRl A4 o %ﬁiﬁti?%@%@%ﬂﬁ%@%ﬂ@kﬂ Yehv¥deks, 3B REputhigh value builder

actor. [0017] odi nents where reputation val ue

LA R FEMAEL |9 TSR TR v
bulHld 8&%tes and outputs a reputation value that represents an average of the
received reputation metadata 116. Furthermore, while a single reputation value
builder is shown, multiple reputation value builders may exist and be utilized in
making authorization decisions. In these instances, each reputation value may be
compiled together to form an aggregate reputation value.

[0018] In the exemplary environment 100, the user may wish to allow an actor

to run on client device 104. This actor may be run from the local service provider

106 or from remote service provider 110. In the former case, the actor may make a
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may aggregate the reputation netadata. In sone

i nstances, the reputation value buil der creates and
wWOpNTBH4Aa reputati on val ue that represents anPCWESRGEI84057

of the 20 received reputation netadata 116.

Furthernore, while a single reputation val ue buil der

locg? AR 0L beyPinin SERY L AR 4 oBiSct GEE ST ] 4. This
obieg? Sh? '38{’112)"1%8821 ﬁgcgoéﬂ%tayi&ﬂrev%rUSWh ed&t?t%'clltgg on or
get ner Ue.

or‘m ar aggregat e ¥eputat i va

oo O0ARY 19 15, R S0P o Al S TRt e
SR T e DRI B A 575 TRy e

ase, ctor

t he ..make a ) )
soBR3% amEatPe BS BT SaHDSTOM IOt Seuies Piosderol 10, the actor
erfﬁrm some operat | on %n obj ect of client device
meiomake i EMOt; BEUCHR)24 BHBFTSEN 2O QereidRl RRpMe objcct located

picture, or any other data | qcated aon or .accessible. b )
onyr agfgssthlg pran pBent dsicen cas difusssdin detaal, @1@%@&5@% device
| ocal request 120 to read, wite, or open a file )
mayo Elzstetpebntc VEEht theverdaton ofsihe acipr pefemgegraniagor denying
software application or the like is run fromrenote
pegBisyiondo the ¢etae to pardorm Hee wegestedwperaioa. a renot e
request 122 to perform sone operation on sonme object
[0019cat eWitbrther oeEEseitbingndythishdocoimentmosedesseibepshe contents of
di scussed in detail below, the client device may first
theselednttdevicer mfhych hee nsgbul foritbe foflowing distussidef Asellustrated, the
granting or denying permi ssion to the actor to perform
clieitedewqeastiedeoparcasi amre frop&308] W4 hartdhiose crenwire womputer-
in mnd, this docunent now descri bes the contents of
reddablechiediat 1 2evicthe iosichted reentusiightst ooniploeerfrohdable ngedia 126
di scussion. As illustrated, the client device includes
incdiidesain AVess PoesisBodslel2B, avtdclongayodert® @ grant or deny access to
conputer-readable nedia 126. In the illustrated
actORPSHKIMNE SntaClORRHceftalrealsiablks dodmed anlottictewinld®s @lent device
access control nodul e 128, which may serve to grant or
104leny access to 15 actors seeking contact wth certain
obj ects |located on or accessible by client device 104.

[00k020] AE&RS L oRRB! MdduIPdvkemh28nERMe! A1 hi8ridhtion input builder
aut hori zation input builder 130 and an authori zation

130084! & dRRoriMidIP M ARd ‘?P2.i %ﬂhoﬂk‘éﬁ&?ﬁmﬁ%%uﬂﬁ&h $86 i§ay serve

to receive reputation values 114, as we as ot her

to FRTRNRBL B IInSEHESEH L&k WeIl 808ther components discussed below, and

create an authorization input for use in making authorization decisions.
Authorization module 132, meanwhile, may include a rules module 134. Rules
module 134 may implement local or remote authorization rules or policies for use
in deciding whether or not to grant access to actors seeking permission.
Authorization module 132 may receive the authorization input from authorization
input builder 130 and compare the authorization input against one or more rules in

the rules module. Depending upon the authorization input value as well as the



10

15

20

25

20 create an authorization input for use in making

aut hori zation deci sions. Authorization nodule 132,
woreasfacie, may i nclude a rules nodul e 134. RUPEBUS2007/084057

nodul e 134 may i npl enent | ocal or renote authorization

rules or policies for use in deciding whether or not

coiﬁ% A8Bh o?.‘%ﬁ@ﬁﬁe% ﬁ}"gﬁ&% gfte ﬁﬁt%h%i&%ﬁdg?ééﬁ{éﬁ JHermit or deny the

/ ori zatl on nDd. . nay recelve I zat1 on
sclob R et Ta W) £ Ay opthioh o SbarREMsF Yhiges requested
ul es

Orlth RS Dmed 3 Wil DS s BREURE iR §F prompting the user
008/.07 7PCT/ US2007/ 084057 fi i f th

o FgPle MRAEST pRE Rl heenBRT B Bhiolopiaciyy Rythermore,

Wiy fiahg RSSO A aTho0] P PRt RSPl icts foce, it can also

results may al so.occur, such as access control nodul

be ouptost BRI PORD e RIEs108 & RS T TRl te Guder 112.
all ow the requestedq operation to occur. Furthernore, )

(00211 whi |4 ihestaéecsiignre | gnd fhsuseed abasigedh actprypay apake either
of the client device, it can also be |located renotely,

a lgealsphremesnindusstng BeBomE iseRCoPPRIaat A1 8h abigdie In response,
builder 112. [002]] As illustrated in figure 1 and )

clignts dersised Odbolae, resfuesiceod rapytatrak evadig arldgr [ld@amagrprovide a
renote request to perform sone operation on an object.

refiiaties palns d 1 4dhdieativel el theeactods meputatéequehisaaputation value may
reputation value builder 112 may provide a 10

thanepeatmbioiedvial the adeess mdintrat imedwdé andepessitdy’ suthorization input
reputation. This reputation value may then be provided

butldert h#0.adoehssecembodimerssiuthe anomas®inbinput builder may then use
aut hori zation input builder 130. In these enbodi nents,

thit valwytabovél as iodreri copuoreutd decussey bichen tosteuitdias authorization
val ue, as well as other conponents discussed below, to

inpai indicanvauwthtel Zabi’orepifatibni NThe atutvaitiohhgpac tnedy shen be
reputation. The authorization input nmay then be 15

prévigyd @@ ehd guthbeizatidh aiddudd, | WhichDeBY @onWair€ fhé BYthorization input
conpare the authorization input against rules within

aghinbesEPHithen hdds nfdulon 82 atA@RoIRAIdnembddlemd? #lagthen output

out put an access or authorization decision as to

an WOEERRT RkhdHPatibl ECANN 8C ke ReliRr bRR0RES Bfant BEcess to the actor,
whet her to allow user 102 to decide. In enbodi nents

or BerlBEIRGE &S FON Ec{) g{:Tigg.d 4h %n%’lﬁfﬂeﬁﬁswﬁe&%’é i agges%f control

the reputation val ue r 112, the reputation

md’(ﬁjlhﬁ %ohﬁi‘risg@ fa gg}’tiéﬁ ¢! the Sljteﬁﬂé{a}fi]oﬁr Al eod'iﬂ%r #q9€3he Yeputation

aut hori Zati1 on cision to client devic

ok QRIS M D L AR Sk SRR By geision 0 e

t10ols.my al so operate. Figure 2 conprises nmany of the
Ché@%e é&gmsnt s as illustrated in and described wth

k81 ST PR USRI B2R s OURSCEe 200
. t at ] | bui | 112 of _. [ t 100.

wrR S ool BpdlF b AR oaniege PRI 2RBTesarimyA the same

elements as illustrated in and described with reference to figure 1. In environment

200, however, a reputation provider 202 may take the place of reputation value

builder 112 of environment 100. Similar to reputation value builder 112, reputation
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WO 2008/ 073647PCT/ US2007/ 084057 provi der 202 may
receive reputation netadata 116 from reputati on
woreoadzsedr provi ders 118. Here, however, reput ae@¢DIS2007/084057
provi der 202 may al so out put reputation netadata 116,
possibly in response to a request fromclient device
i . . o r . cavi d o
e, 22, P el Al SRAEK NI iy eaca
il oz [ [ t izati .dechgi -
i i e A BhatPineah pPRUEr 2% B bR oG ipputation
onput.er- readabl e nedi a 204, which.may j.tself .inclyde .
mRIRY I3 PSP RonT KRN 06 rlef PRY shibECaegt o Aain,
cont r.ol . nmodu 128, .access contral. dul e 206 ma .
wif e {iBeieR oD AP uRES Rt Sah Qe e fulary ers way exist
dule. 132, and rul es .nodule 134. 10 Access contr ol
anDiE7808 nibed v oA AN Ao ncl ude o r eput ati on
val ue ui.lder 208...Repyt at i orbflval ue. bgﬂl}({ der 208 ma

[00f3hnct i % WHHSEAtRtn AT LsqN PG L Oomaatnchde; @peitodt TR computer-

val ue bujlder, 112, That is, the reputation val ue
reaéalofed@@e%ﬁ%c\@ ¥ mepuitaelf omchideadmt accesss captok maedude 2006.

.and output a reputation value. [0024] Therefore, in ,
SimHak do ciepei Aemrel maduietlds. Sgedssaeotira onpgrlee206 may include
application 15 may request to perform sone operation
authosizaaen erpuichuildst d38d apthosizatier esedwt d 38y apdjrelgs module 134.
device 104. In response, reputation netadata 116 ,
Acgestpicprdobynodpat 206, ochowevsr deay 2ozthernyinpledpr aviegeiation value
the client device. Mire specifically, reputation
buitderad3t. aRep@atray viakepraolded @98troay &t iora mahoer similar to that
bui | der 208, which may output a reputation value to
of agpitteti oz atlverbuikdent] 1B8ui Thieris,18@. repatatiioncumse budbBevmay receive
20 aut horization input builder 130 may receive this
repiepudatietataval Leaad dreateeatccodpuby témrtatzat valne nput .
The input may then be provided to authorization nodul e

[00d432, vihherbforayincthespaebdbiendmyuin dQoonehods aeskewatrd plication
or policies wthin rules nodule 134. Authorization

magpféqhestlta iRyt §iffe OubRitlonahoRCHE65je0t |otdtdidosh saht@Rsible b
eci si on, Zi)as di scusseg in dgt[pai I beIJovv. WO Y

cligR084HR¢8a44PCIH Hsstfdndé, ORpamfionemidtatat0 N1 ¥aloueyiRd beaeputation
provider 202 may be provided to the client device. More specifically, reputation
metadata 116 may be provided to reputation value builder 208, which may output a
reputation value to authorization input builder 130. As discussed above,
authorization input builder 130 may receive this reputation value and create an
authorization input. The input may then be provided to authorization module 132,
which may compare the input to one or more rules or policies within rules module
134.  Authorization module 132 may then output an access or authorization

decision, as discussed in detail below.
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[0025] Figure 3 illustrates a conputing device 300
i ncl udi ng one or nore conputer-readabl e nedia 302,
wawbiosh7sey couple to a reputation val ue bui |l depCB0#2007/084057
The reputation value builder may be integral wth,
accessi ble by, or separate from5 the
RQ&%%&%%%%?&??Q@H@? medi a. The reputation val ue buil der
y tfunction in many of the ways di scussed above in
gar ds. re [ % i . r. .2
P pbRe TR g PhiBuRik A5i5e 30, uShg2PRe or more

rt her rore, ures (
cop B TerGb I THEE T2 ickoBY BB G R yaJug puilder 304,
T g5 GRS V265 Bldsr g sl B RSP LDRY ot feartte from
B B SRS RE B gion o

val ue byilder 304 may create and output r at i
of i iays dipcusier AROVS 1 AR 0, Pyt Yl pidacs 113 and/or 208,
reputation . Again, reputation nmetadata 116 may co )
Fupthermere Wil e plitad énﬂ T3tathaty FRRHtAS magdga 116 is
the 15 like. Reputation netadata provjders may be .
provadedt rsmetelsin repitptien duetdatar payr alﬁﬁyb%éﬂﬁ"@@étlﬁ)ﬁa]é}’ at client
pfogran1capable of tracking actors' reputations via
deyiggdPéndent product review and anal ysis and operati ng
on a conputer entity. A reputation netadata provider ,
[002618 redys dllustratedpini sigute subspniapionowmalpe opwiddart 304Hnay receive
users nust subscribe in order to receive reputation
repvédtaciatmactad®taol 16.epétsadisonssedl abovdl 4n @@ands sauckeputation value
actor's reputation may evol ve over tinme, as nore
buddensunil 2 y amde 28, s reputatcomp utalungy tenidet | 834 pmayi deatenpuid  output
pertaining to the actor's reputation. It is to be
repunateors volad 1t Hatvhedh isendichve spae bttioe’ swapstatabn c dgaiit,iroputation
reputation netadata 116 have been provided, this
métadars Mho ineay c@me Hone onpiok &tbrereputitivRN@pdItapkevitiers 118 or the
coll ect netadata indicative of actors' reputations.

like5[FEpAAIRAP tedd deM pyaridershiby drrmafvbe Ry 8h idihe @mmunity or
| ocated renotely in relation to a client device as

maSTONA sbftwlar @ B rdm @Hg_ellbiéc@f ir¥clafig 3BOMT dePufatidnt &i2indePendent
the WD 2008/ 073647PCT/ US2007/ 084057 f or mrer

o tharid aRll sy BtifydNNA NGputati
P a1 A R B R Uy o Mpuation

ma@&‘dﬁtt%iﬁ)gé)ﬁﬁef ‘Tl@_rﬁ%{ LaoNcARpALe a 'k d}g)%?lg}zﬁ(%&f??oe % to which users

I nc an attribute that unique t he

mREsMWschBe iMYrds B Leays Qéﬁlﬁaﬁé{ﬁhﬁa&zﬁa 448 g{rer utﬁioﬁ Whie 114.
t Igitally

I nstances, this attribu nmay conprise a
As3iPeR Bl sbfiatioR aB Prdf s Ret YRl 8 AReitgRARAS members
or BB g SR R B B AR e B GR 1 to be
B Rk S e s e E N S MRl P Buigy metadata 16
o ORGSR, AR SaPaBS R, ] BESHIARD FEARISNS HRrbte o
he.client 10 device may conpile theminto

Xi st, then
CO@W&@@@@@%&@%&Y& qt #GATSy AFRpEations.

[0027] Reputation value builder 304 may either be located remotely in relation

to a client device as shown in figure 1, or locally as shown in figure 2. In the
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[0028] I n enmbodi ments utilizing a | ocal rather than
renote reputation val ue builder 304, the | oca
WO epsvzion val ue buil der may instead request PCT/US2007/084057
reputation netadata 116 fromone or nore reputation
provi ders 202. The | ocal val ue buil der may then

fo&?&@ﬂﬂ?ocﬁﬁféf%g HEIF dtegg% &%&)%@dﬁfeﬂgﬁ?ﬁgﬂ% ﬁ%{é@rrﬁay send a

reputati on roviders Into a repu va

reqigt fln? g?l%pﬁ?&&#) aLLeR %&Jté{ﬁin%uw detefQd {Eﬁgﬁﬂgﬁfﬁg Pquest may

ransrtiverqualities in sone< nstances.
. hnstances actor requesting.to perform.sone - -
inc e B AR ou RO T S P o 8 Mgy value i
node pf a chain of processes. |ln these inst es, :
depigist B ne VBhcahs e iRiTBER may corRiSe adteiallERigned atribuce
ranch of calling 20 nodul es.that are related to {he
suftidy & 5RoERBIG HSSeEe aTiakn PHEEvarabEreorvAETS the local
.client device cli ckfs on.a tR/perI i nked %irct ure, \Aﬂ')ﬂf{i‘l
clighisigrests feRtHatien GHOFBALRR {141 ong PPt FRPAHEFePHidsts)—the
on a | gcal, object. Reputation val ye builder 112 may )
reRtRi et AUdREE) SRy PERGEP otiqe dogghghient yithy ane ers Blorg Heputation
icture, but it may al so anal yze the_parent and/or .
valyiean dgrehe el arowes Suyer al aidygageregated snyléipten pigsee 1of reputation
I n sone 25i nstances, an individual reputation val ue )
meigdatpd 1 prinig deeputaionerdibe ddde I whiltiple buibdease exist, then the client
I nstances an aggregate result may be given for the
deeigeimay eorapde therOIREOSIRTEBUT FPIMAIBROGH1084057
[ 0030] Furthernore, reputation value 114 may be offered
[ooztt] varlpi agpbodieews aftilizing a local rather than remote reputation value
builder 304, the local reputation value builder may instead request reputation
metadata 116 from one or more reputation providers 202. The local value builder
may then compile and aggregate this metadata from one or more reputation
providers 202 into a reputation value 114.
[0029] Reputation value builder 304 may display transitive qualities in some
instances. In these instances, an actor requesting to perform some operation upon
an object may merely comprise the leaf node of a chain of processes. In these
instances, reputation value builder 304 may traverse the entire branch of calling
modules that are related to the leaf node. For instance, envision that a user of a
client device clicks on a hyperlinked picture, which results in an actor requesting to
perform an operation on a local object. Reputation value builder 112 may therefore
not only provide a reputation value for the picture, but it may also analyze the
parent and/or grandparent processes running previous to the picture. In some

instances, an individual reputation value may be provided for each node, while in

other instances an aggregate result may be given for the entire branch.
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granularity. For exanple, in sonme instances a

reputation value of an actor may be one of "good",
wab@d/o736er "unknown". As discussed in detail beCDUSI007/084057

the section entitled Authorization Mdule, these

varyi ng values may hel p determ ne whether or 5 not the

[00 tor shoyld ke %ﬂﬂftﬁ)‘ﬂ {18e glglql?ﬁéaé/ege %‘lﬂgf a'[ )\{/}Q.?)iiﬁ%lleevels of

reputation val Ges“nay conpri erelative

gre}/n‘fillllalff . FAS% e A SO TREAREs @ debfkioh§4fte 8F an actor may be
y- r d 1 45

granutari instance,” a reputation value o
on s R v Bl s BB o, AT Rapd BF ot Bty %in & section
f . Sof t ted b :
enfitd dGVRriBen Rt T8 Sarng YR bl delsgipe whether or
noplfEeeFhauId e eanied dhar rapred acclss: WHTeGghpisgionvapues may
regr).ut afli on ) ) 230/f neg%t i ve reputation 20
COBIPISg /4 escstelativgly sgple values,™ ey BhgY 419 §ouPgsed finer level of

document _by .publ i sher ) Sour ce netwqu )
gr 1Hys KRR pRstange; \ﬁaf@%gorbggléqen@gan actor could comprise one or

more of the following:

o Known malware

o Possible spyware

« Reported Trojan software

o Software updated by vendor

« Software obsoleted by vendor

« Software no longer supported

o Known security vulnerabilities

« Patches for software available

o 85% positive reputation

o 23% negative reputation

o 23,234 installations

o Digitally signed document by publisher
« Source network address where software was obtained

[0031] It is specifically noted that the above list comprises only a portion of
possible reputation values. In any event, in some instances reputation value builder
304 may provide reputation value 114 to an authorization input builder. In these

instances, the reputation value may form a portion of an authorization input for use

in determining whether or not access should be granted to a requesting actor.

Authorization input Builder
[0032] Figure 4 illustrates a computing device 400 including one or more
computer-readable media 402, which is shown to include an access control module

404. Access control module 404 may couple to an authorization input builder 406,

11
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[0031] 1t is specifically noted that the above Ii st
conprises only a portion of 25 possible reputation

W 2088%3641 n any event, in some instances reputBtT/U82007/084057
val ue builder 304 may provide reputation value 114 to
an aut horization input builder. In these instances,

wlgaf hiP %teaﬁlit%}ay @Jlt’he, fdl%&sfi&%% , dgltoé%énﬁgteofroaﬂ é:toﬁlé)ruteorfreadable

horl zati o I npu or use | ni ng
mdf} 489 358 ANCHLLRRQB AL A Y8 S IREHER I A AEDIdc 6 may
cofpFRETiRhY St ¢ Sonielde s el RSl Shgve iy prpards to
GG T B TR it nor s sat o inout bui | dor 406,
¥, 2008 QT384TECT 52007 00807, W TBY B\ 8291 3
Valﬁ\% %%ééégggﬁgkgﬁ%tfogﬁ%ﬁﬂg %{laéﬁg c e%i)é%)or:gé{ﬂ(?l Authorization

. conpr.jse ny of the sanme features as those descyribed
inpuf sl der 4:5%9%5&1% TECRIK® Othedt INPHTS, SHER a5 v 1dengty 408, an
5[ 0033] As il lustrated, authorization input builder 406 )
actenyype ddlvandep it sYstem Wae k2114 heppaddiiopat frpyts — along with
reputation value builders 112, 208 or 304.
repaid et valaeildd + Aot hedpite devm 4os onpyut oI eothosizetioe inpuietl4. As
_inputs, such as a user identity 408, an actor type
disgussedzabgrver autheyizatam mppemayxompressea eesdlttafchese inppistand may
- along with reputation value 114 - may help to form
be teventatlpwongfareditheritleadt polidynpuordét 40 déermMhaivicthes ed not an
above, authorization input nmay conprise a result of
actohekeuldripuytran@ddtsnmeyuésedaemnessial | y conpared to a rule
or policy in order to determ ne whether or not an
[0oagt or Shwuiddntiy $0anemdsdrits the ddmesitedtacasss(e.g., 102) operating
[0034] User identity 408 represents the identity of a
theuslégnt (@ vite, (egéozlozt)p eUadriidentifyel(8 t@ittibdeyite ehd essalting value of
104). User i1dentify 408 contributes to the resulting

authdlriggtioh inpuft At herdizetdnemiseRpiby hbde dffettnt fRE@NSions. Actor
users may have different perm ssions. Actor type 410

typeed BY fefb® fohfie Akt ®fQhe hb®r 26§ RIstIHBALESIsI MbrafsaRse, the actor
For instance, the actor type may conprise one or nore

tyr R nf RlprRwi P fhearf1APRL §pks08oft lication;
YIRS nbd}P cbf iﬂéﬁwpdrs%gtrogm %éifﬁgfm o kL Sk R ary . CPPHCAHON:

ins1t R bﬂalggg;ﬁ‘b);l &l AR P G ligzli}?ranﬂ)’cﬁ‘%ﬁsﬁﬁé{tiéill ?g?gram. Other

exl st n an object's label” Again, the ac

typek Qﬁ@? ORb ek b3Sed Gn %ﬁz i)%ﬁkgcgs g?‘?{%’lélr iY 3hH SRk thfl€contributes to

aut I zat'i on | nput t "actor types may

thé;%&glt$ f\ta%;ug rBf Blreg%ﬁ%%(g{i?%t' £ n@gﬁ tﬁ%?,n%sy%gfeﬁ%@%%g&(i%esamay have

ans

dif‘gﬁ%gﬂ %Qfltéﬁsdof §§1§1%1ts£183t YWRULE Q?étpatrngg,ga Efirfleai"%%rs ?tfro’?o%foi ﬁf’gﬁ) actor

atron as a wor ssor. cour se,
may also be. dependent on the.systemtype 442 which .
tatad SR Rs e RORES s Chabrn i st e s et BoFkation such
as \eltmv%lr Sprgges%gf “of 'cogr%, this may also be dependent on the system type 412,
which refers to the type of system upon which the actor wishes to access. For

instance, system type 412 could comprise a personal computer, a work-based

server, an FTP server, or the like.
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25i nstance, systemtype 412 could conprise a personal
conputer, a work-based server, an FTP server, or the

WO 2008/0736¥10 2008/ 07364 7PCT/ US2007/ 084057 [ 0035] AWI/US2007/084057
hi ghl i ght how system type 412 may i nfl uence the
out putted aut hori zation input 414, attenti on returns

00305t oty RGB! JKRC AP Fpf 372 R ARfee, the dButputied
aufh%rﬁ%ﬁgfﬁ r@ﬁ d4e1?lg§'&#fé§én %tﬁs{é {oh Fﬂ'ﬁla %8{03&%%%(\&%%1}41%% ﬁlscussed
b ﬁg@l RSt B4 B wad Lot RE @“% ?ﬁ?{e it 5 Heef'iPfa personal
cobbpBEnfrt B by b ! Mo AT DR B R [lfvorin. 10
hopeKE 4 h%ﬁﬁ%ﬁb'rfp}ﬁ‘* &6 ab £ Bp Renisaty enﬂnthgﬂﬁﬁwr 410 may be

combi nat of these It| le in uts
MOfE P ICER afwridm%w Buileter 1t dbgno réhw theeETE program

aut hori zation input 414, In sone i nst ance repum

TURPHNE é’nlt_flﬂpﬁlfséﬁél CRIPPWET ISTPAtVATRt PYRATRAT ¢ Badiksnw sdhls is less
bui | der 406, In_these instances, the resulting

likghyt tedrs tFag 1fghe FAFLRrog 1AM mnSsmr@mF T&feavert o t he
reputation value 114. In other instances, however,

[00pE put alii HIm.\2AlY RO MbInaGen of thesemmafipleanpsis MApgnter authorization
bui | der 406 along with one or nore of the other

input |hyskdentd@8, i pagys create ahiboszathen anprst14 hén some instances,
resul ting authorization input 414 is based on sone

repoatbdmativen! l6f alone svay putnpet intal anglsorntatioa iwpiit budldémg06. In
indicative of an actor's reputation. Wiatever its

thogal instameys,béhe aesiiong zatthonzdtmputingldt4 4idyist kemplye equal to the
provided to an authorization nodule for conparison to

repanatiar viahree 1 &4t hbr odatr i iostanuése showeyeo) reiestiomsalue 114 enters
di scussed i medi ately bel ow. 20 Aut hori zati on Mdul e

au{hQ@i3d{iéh dupet buillidrusoes aflesg aviclo et dngndte Vot enedBther illustrated
i ncl udi ng one or nore

inputs. In these instances, the resulting authorization input 414 1s based on some

combination of these inputted values while still being indicative of an actor’s

reputation. Whatever its value may be, authorization input 414 may then be

provided to an authorization module for comparison to one or more authorization

rules or policies, as discussed immediately below.

Authorization Module

[0037] Figure 5 illustrates a computing device 500 including one or more
computer-readable media 502, which may include an access control module 504.
As illustrated, access control module 504 includes an authorization module 506,
which in turn includes a rules module 508. Authorization module 506 may

function in many of the same ways as described above in regards to authorization
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conput er -r eadabl e nedi a 502, which may include an

access control module 504. As illustrated, access
weosonae4hodul e 504 i ncl udes an aut hori zati on POOUS07/084057

506, 25 which in turn includes a rul es nodul e 508.

Aut hori zati on nodul e 506 may function in many of the

O Y i AT B s Bl 895 ] BRBHED, Banamyof s fane ways

au
i 47 y, rules nodule 508 may function in many
aséi%ﬁg)@érrgﬁ\?\'ays as rules nodule 134. [0038]Figure 5

50, LR PUER AP SR BaRfSDRGELEA R 8 reaues
1t B (SR PBRERPP LT a6 earS gtk S10 Which may
be SGHIGF f J8RUIG b 40T OrroLoY. 12 B30T Vipmol Tesbiedh S22 dicussed

open) on an object (e, g., file) located on or )
B oLF @P@rayaiéﬁwét IRyP Qe SOBPPI I ER- 81 65A% IViitFe delete,
request, authorization modul e 506 al so receive .

OPGIY: PfHAR Qhﬁ%kﬁ-gﬂ@@) pated an of aseaead byherraputing device 500. In
aut horization input 414 is at least in part indicative .
addigiopf toatheeisqiasti gutherizatan seedile Sk may also peedive puthasization

_operation on the object. Al so as discussed above, o

inptHdA. cenisaessed abaye.aauboprasiondapihfld ig ¢ least in part indicative
aut hori zation input 414. 1f, however, authorization

of arppietation of dles actot s¢aking de potfhen thoppensnnan theebject. Also as
aut hori zation input 414 sinply consists of an actor's

discegpaedadbore, wileneconjp®aisAmtayaalse proade nopud ® S@boragtion input
conpare authorization input 414 agai nst 15 rul es

414r dat leavenat/ enthonpheore mped Ay dedsesotnmdiide &B&: cothpsnents, the
conpari son may serve to determ ne whether or not the

authotientishmpud 4bé sgnpht eshspsts of 85 hotor saepetation vahequest
510, which may be outputted in the form of

[ooswit hor Aagioriontiohe eheddd 5Hd2nay Roapasy dathoeizutidh inpgig 414 against
rules or policies inplenmented by rul es nodul e 508,

rules thatddzaid/onimisiehhel Bl 2ileeshodudns08 hehicdodfiparison may serve
perm ssion to performthe requested 20 authorization,

to WR¥erAeRY WIBh&C bOnoP ehdNagfirofhou®d bEBYraRtRIMBErrhRSiIOHSRY perform
to deci de whether or not to grant the actor

redRRENS 531 Which B SBE duypdttddem thefoAl JIMekRdrAkioANecision 512. In
package actor type may conprise the follow ng: Do not
acddrhld With AW Al&aldrOBolieRY! ithdtbrhénte®@By rules module 508,
authorization decision 512 may grant the actor permission to perform the requested
authorization, may deny the actor permission, or may prompt the user to decide

whether or not to grant the actor permission. Exemplary rules for an installation

package actor type may comprise the following:

o Do not install if authorization input 414 is “bad”
o Prompt user if authorization input 414 is “unknown”
o Allow install if authorization input 414 1s “good”
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25 Pronpt user if authorization input 414 is "unknown"
Allow install if authorization input 414 is "good" WO
WQR2D8HBAB647PCT/ US2007/ 084057 [ 0040] I n sone i nBCEOSME7/084057
utilizing the above-rule set, authorization input 414

may sinply consist of reputation value 114. Here,

[oogd‘it horj,zadih9 rln&ﬁﬁﬁsi ﬁf?lizriﬁgat??yab%%%lé b&, %ﬁﬂﬂ;&iz,ati\(l)\ﬂi input 414

rm ssi on where e repu on value Is goo

ma&e%q}é{gﬁij gz)q.ﬁ%tg&t %{Q}Jﬁifoﬁﬁ S3hO1 tl%‘"; q@&g%{\ﬁhg)ﬁgﬁi(ﬁ} 4&sion 512 may

alue er nor e, utnorization
gra?ﬂi gjﬂﬁs 'g?ﬁ%g; %@%&%@@h&%ﬁtﬁﬁ%\%ﬁut% lgﬂ %%L %:is\éméhg’l’, While denying the
sctgly SRRl P QTP AR ecirors pieda. onfyilermore,  the

ut.hor.i zati.on i nput and, the i ml erent ed rul es, or the .
aufirReNPS AEr o HRUIPSORRY T GegIsoRPeTE e etAen value is
.. decisipon. 10 [0041] Furthernore, rul es nodul e 50
w7 AP e@{soFX%‘]&Pb% H@Ww%ﬁhqw@%w@fﬁa%og%w make

I nst ance, authorlégiion.nndule 806 and/ or, rul es npdul e
aukonEAtiea T AreEClyaNneH deeifonsabased ¢t the gutharizeyign;igput and the
. making the authorization decisign 512. To_highlight,
1mp}¢éﬂ¢%¢¢ dWlehg obtbepsubigrization wedple 8wy defgpitexa user for a final

aut hori zation rules that rul es nodul e 508 may
de¢ifisinenent when maki ng the authorization decision: 15

[0041] Furthermore, rules module 508 may contain rules of varying granularity
levels. For instance, authorization module 506 and/or rules module 508 may also
evaluate the nature of request 510 in making the authorization decision 512. To
highlight, the following exemplary list comprises complex authorization rules that

rules module 508 may implement when making the authorization decision:

o Do not allow install if < 1,000 good reports

o Do not allow firewall port changes for unknown reputation

o Allow registry changes only for “good” software components

o Allow *.doc files, but not * .xls files

o Allow digitally signed documents, but not unsigned

o Prompt user for software installation decision if reputation unknown

« Do not play media if reputation vote is less than 5,000 votes

o Allow certain actors to only run on device’s with certain operating
systems

o Only allow certain actors to run on servers, but not workstations

[0042] In embodiments utilizing complex authorization rules, authorization
decision 512 may be relatively more robust than embodiments that utilize simpler
rules. For instance, the authorization decision may allow an actor to only perform

certain operations on certain objects. More specifically, the authorization decision

may conclude that a software application may open a user’s file, but may not write
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Do not allowinstall if < 1,000 good reports Do not
allow firewall port changes for unknown reputation

WG@RdosM7Iseyi stry changes only for "good" softwaP@I/US2007/084057
conmponents Allow *.doc files, but not *.xIs files 20
Allow digitally signed docunents, but not unsi gned

or rﬁé%ﬁﬁ} Zﬁé uﬁ“&?th%ﬂﬁ&% B%éc'ﬂssfo%hieﬂtcgpgr gﬁ?cce'sﬁ'opéqb a chent device

nknown reputa

ma&ofﬁvé Rifr&3S %Q&Hlt? 1%99][8 vVghe ’:'1 10(%| noc\f\éa%ﬂ{%tlﬁ gé} %19 raﬁﬂ%)glzatlon

rOh on davice h cer al'n opera
decBiopsr Aef i 5%%85@?1?‘5&%%3%&%" S ?ﬁ?@%devké?”%m&x be labeled
DAy A o my“te e ERdBM RS nt el Sy be
eivGaP SRR il 479 G0k SR TSR el gnfiﬁt per f orm S0cer tai n
00883 hor FABEORRBEIeGIB e BOEl Ao 4| Sapasgnislide thata
SO twglré Ca%tpilcatlon shoﬁle(f1 0%13l1J S}?arves acf:éelsse tob %t]es laberl]gé ‘yv(r)xth %rlvacy
Furthermore, these authorization decision characteristics may act in unison in some
instances. For example, one possible resulting authorization decision may be that a
certain software application can only read “high privacy” files on a client device,
but may perform read and write operations on “low privacy” files.
Exemplary Implementation
[0044] This section describes one possible implementation that utilizes the tools
described above. It is specifically noted that this exemplary implementation is but
one specific example, which i1s not intended to limit the scope of the described
subject matter or the claims.
[0045] With reference to figure 1, assume that user 102 downloads an
application from remote service provider 110 via network 108 and launches the
setup of that application on client device 104. In this instance, the downloaded
application may attempt to open a port in a firewall of client device 104. Before
access is granted, however, the firewall component calls the access control module
128 to check the reputation of the application requesting the port change. If access
control module 128 already has a reputation value 114 cached for this application,

then it may use this value. If access control module 128 does not have a reputation

value, however, than it may request a reputation value from reputation value
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Furthernore, objects |ocated on or accessible by a
w@bdosnt3edlevi ce may have differing security | evetBUS1001/084057

al l ow i ncreasingly granul ar authorization decisions.

For instance, sone objects (e.qg., files) on a client

bu 8(5!1J f "@gqﬁ rgeala@!:éasg coﬁ'ﬂ%&nﬁﬁ 9‘?[?8 .ﬂs?ea(zit %g{léstr@%futation

| abel oW’ privacy y b
me[ﬁ%ﬁ]l 6?{% éee[ﬁjtatlélpﬁent a |2(?r?;me§6%{“%1lgllr8¥a?§ 4|gned20| si on
[00%6?{ ZyHﬁi\/aé{)ygg%%gea%C%%% ic?gt}of gﬁ)@uge 8 %W%I%FFJV\%Q é)% hbuulds reputation
h t.h {i d
valit bR IR Epp lgE RGP g%q&{ RS GRORR! Bishig 128 maselben use his
b exaﬁ% o BESRE S R RN
aufirizg n{ﬁ i gwh QAN Eeﬁé?raﬁ%nﬁﬂ {58 Sl eXatnple, no
ot QGRpSBi e EPGR. BeLdrDR é’ﬁ%&t@%" .‘%é’é‘fél%%r%pnses this
utilizes the tools descri bed above.
repyieiion valier y Aisherdzation inmit SalderpiSr ghfmnmoymt thei Eputation-
is but 150one specific exanple, which is not intended

bagesl |auparizaiens s tf authorerssioni beludeib] Bt Whigh eongpares the
the clains. [0045]Wth reference to figure 1, assume
reputationsbased1 ontheswentiom dapain oiphe i applicetion ragainsérast @uthorization
service provider 110 via network 108 and | aunches the
policy from rules module 134. Here, the reputation value of the application may be

labeled “bad” and the authorization policy may state that “bad” applications cannot
open ports in the firewall. The application may therefore be prevented from
opening the firewall port. Finally, the user may be visually notified of the denial
via a user interface.

[0047] This exemplary implementation highlights that the overall security and
integrity of a client device, its operating system, its users, and its applications may
increase with use of the above-described tools. More specifically, security and
integrity may increase due to a client device’s ability to automatically compare an
actor’s reputation to a set of authorization rules and use this comparison to
determine whether to grant access to the actor, isolate or deny the actor, or run the

actor with lower privileges.
Conclusion

[0048] The above discussion describes tools capable of receiving reputation

metadata and building a reputation value for an actor. These tools may also receive
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setup of that application on client device 104. In

this instance, the downl oaded 20 application may
WwW@raosnpis4t o open a port in a firewall of clieneCTEY100B084057

104. Before access is granted, however, the firewal

conmponent calls the access control nodule 128 to check
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to Bead E%?ﬁff) H&ﬁttée §QRlR dg Ingd dp dhg @pp%ndedt @amﬁ AEF Bof necessarily
aut hori zation input with authorjzation input buij]der
linptpgl to Hherspecidir feahires Raapisalespabet hBethesndendse i iatures and
|nputted and the authorlzatlon i nput. nerely conprises
actshire disefnsed es exnemplany formg abrmplgmesting ipeitoddui | der 130
then provides the reputation-based authorization i nput
to authorization nodul e 132, which conpares the 10
reput ati on-based authorization input of the
appl i cation agai nst an authorization policy fromrules
nodul e 134. Here, the reputation value of the
application my be | abel ed Thad" and the authorization
policy may state that Thad" applications cannot open
ports in the firewall. The application nmay therefore
be prevented fromopening the firewall port. Finally,
the user may be visually notified of the denial 15via
a user interface. [0047] This exenplary inplenentation
hi ghlights that the overall security and
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integrity of a client device, its operating system
its users, and its applications may increase with use
of the above-described tools. Mre specifically,
security and integrity may increase due to a client
device's ability to automatically conpare an 20
actor's reputation to a set of authorization rules and
use this conparison to determ ne whether to grant
ThaccesgPt olt.he actor, isolate or deny the actor, or run
¢ yenpop clagmed ISy er orivil eges. Concl usi on
25[ 0048] The above di scussi on descri bes tools a[‘JJabI e
of Fecel OPRGOT SPRIEaEPBRIRETCAIAPR StormEs, UPHicRY PVing computer-
reput.ati on value for an actor. These tools may also
reaflghle fiRiriaBoDD dherenobat p@wmmﬁdoﬁx@sqo@w%és‘(%ncwse the
value froma reputation service provider and create
COTHPHIHY dovige t@rperfgﬁma,ctmmnw be indicative of the
actor's reputation. These tools may al so conpare the
aut Hiwingt § gefiwase tappbcationa i@ HERi emitd ¢Hentucempating glevice, the
i n deci di ng whether or not an actor, such as a
soffyrasg apphicasivo uwbem mumaing: bringsingxeratingsdforare application;
operation on an 5 object |ocated on or accessible by a
us ereceivogyfone the eNechingysoftwaretapplisatieantbatisexlowed to run on the
described in | anguage specific to structural features
clienadboiputing hledwkepgireqiesaod perfotm iasparticider upeletisn @ada file on the
that the tools defined in the appended clains are not
clienecempating geviceri ted to the specific features or acts
descri bed. Rather, the specific features and acts are

di seceivity s astheriptisnyinpar, The @hthofipatisieinpun hcliting a reputation
t ool s. he invention claimed is: 1.0One or nore

val GO idlikative o€ @tadcBuBi O§FBRare QppEEFi AR EPEaGSHTPUL er -
readabl e instructions therein that, when executed by a

CONgyhparthgd @M CRuthG@sednt lﬁ?pul@ OffRUIding t@LfeV'keqﬁtétRm value to an

performacts conprising: 5allow ng a software
autAdtioalhe to run on a client conputing device, the

in response to the comparing, outputting a granular authorization decision
pertaining to the requested particular operation on the file on the client computing
device, wherein the reputation value comprises a single reputation value aggregated
from a plurality of reputation metadata from a plurality of different reputation
metadata providers; and
wherein the reputation value is based on: (i) input received from a group of
human users indicating each human user's experience with the executing software
application , and (ii) input received from a group of computing entities indicating each
computing entity's review or analysis of the executing software application; wherein:
in an event the authorization input meets or exceeds an authorization
rule of a first type, in accordance with the authorization rule of the first type,

the granular authorization decision allows the executing software application to
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sof tware application, when running, being an executing
sof tware application; receiving, fromthe
executing software application that is allowed to run
on the client conputing device, a request to performa
particul ar operation on a file on the client conputing
devi ce; 10receiving an authorization input, the

aut hori zation input including a reputation val ue

i ndi cative of the executing software appl.catjon’

" epBETARTL Fe Particulag SREcaFipR dedirsted iors PerpieR PRfE file on the
i ncl udi ng the reputation value to an authorization

r ul EMent QOPPUHREARVIES t he conparing, outputting a

granul ar , aut hori zation decision 15 pertaining to the . |
request el pReveRiuthgr ausherizatiop inpyt meetst 9 exqspds pR authorization
client conputing device, wherein the reputation value
conPtl¢ 964 sgcendhgips, it peroadiansa wish the aghedguioadrule efihe second
plurality of reputation netadata froma plurality of

di f typeeithe gapudart awthorigatiadecipioovprteends aapdgompt for user input
wherein the reputation value is based on: (i) input

r ecatoedihgf tontha grxasupingf sdfOviranepplicstos perthrosng nipe particular
each human user's experience with the executing

sof opaaommguested t®be pedodndd o1 thenfileton the eliemtdcdmmrting device;
group of conputing entities indicating each conputing
entadd/' s review or analysis of the executing software
application; wherein: in an event the authorization

i nput NeRi gh &FeneWeeRMFordAtion iMitidoad hétmeet either the duthogization
of a first type, in accordance with the authorization

r ul gi19bf tHeefifst fype drRE authelbRid AMIbAtheeehR tyR! irPstcordance
deci sion allows the executing software application to

per {hm R Rathblisaic n@ thatdrafulhe B st 24idnod&esion blocks the
performed on the file on the client conputing device;
N &echlf tséﬁlﬁm@“hﬁ@idgfi@h' &dr :}%Hforﬁﬁﬁﬁg Sth@" gﬁfifcﬁﬁa‘i‘soperation

an authorTzation ru a seco type, i n accordance

Wt RqhB&e @t BIOpdFdH Qb Mk §i106n HREIRAE B8 puting device.

2. The computer-readable storage of claim 1, further comprising making

the authorization decision based on the reputation value, a type of the operation

requested, and a security level of the object.

3. The computer-readable storage of claim 1 wherein the reputation value

indicates that the reputation of the executing software application is good and the

authorization decision is to allow the requested operation.

4, The computer-readable storage of claim 1 wherein the authorization

decision is to allow the executing software application to perform the requested
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5 type, the granular authorization decision presents a
pronpt for user input acceding to the executing
software application performng the particul ar
operation requested to be perforned on the file on the
client conputing device; and in an event the

aut hori zation input does not neet either the
authorization 10 rule of the first type or the

authori zatjon rule of the secgnd t in accordance
OPSIRUFN 5 Of nithe) A€ haRRz 40 GGt  AIEW FOUgE o RREEftion on  the file.

aut hori zati on decision bl ocks the executing softvvare

application fromperformng the particul ar operati on

requested to be perfornmed on the file on the clie

comput i nheicpmpaterysadaple stsagsu P claimadamiherap dhﬁgaélﬂ&nzatwn

claim1, further conprising making the authorization
inpykbeing secebeeddsl fiom amacqespeaniral mpcgléﬁ that isindspsadest of direwall.

operation requested, and a security |evel of the

obj ect. 3. The conputer-readabl e storage of

claiml wherein the reputation value 20 indicates that

t hebr epuOati on méret hemputec-uecddables sforage elesizp$ i laving rcomputer-

is good and the authorization decision is to allow the
readehjeapstadtiope thtremnthat, when éxechitel byprpuomputiendabice, cause the

storage of claim 1l wherein the authorization decision
computing ddviestotpeefoements ¢corgprisdiig:war e application to

performthe requested operation on the file and to

not alidwidg cedetdRin ¢iP£ thdrt@Bmputihfdelbicke. S.
The conputer-readable storage of claim1, wherein the

aut heeeivaid, iffin tHedde iRAtNY aNl @G Ed Wefhni 6h the Q[Ibﬁ?trbo@&[ﬁﬁﬁlg device, a
control nodule that is independent of a firewall.

reqﬁest%‘ Pedbr A AR BRFatfoR e SbjedtOnale cﬂéﬁt'c‘éﬁﬁ)utmg device;
havi ng conputer-readabl e inst ructl ons therein that

whepcgy t g Mh@ni‘e@ﬁﬁmlh%ﬁ R Can GBUSS ESfrol module, the
conputing device to perfor acts conprising: allow ng

autﬁ@ﬁlﬁitfo e'ir}ctﬁlé ofﬂcﬁl % rfg‘?é"ﬂ‘ébﬁtﬁﬂoﬁ eleﬁ@;iﬁéﬁ%ﬁQ@' of Bk code's

romt to run on t I ent

repﬁ&%ﬂt {Hégslﬁg 'r(?ﬁut%t?oﬂ' N %%:H% %ﬁ%?%%?é , on‘pu idrglgtérac;f reputatlon

oper atl on ect on
mega?% giﬁfeﬁi{%?dl 8\{ hor Ip%lgia.:&gn&lét%g% ?'hrﬁxgﬁglgs and representing

at léés@gl e reputation val ue indicative of the code' s
reputation, the single reputation val ue being

aggr egat ree%u{artl%lrln & e?adéll{aallh;tnyt recelveﬁu Al ol a group of human users
indicating an experience of the human users with the code, and
reputation metadata input received from a group of computing entities
indicating a review or analysis by the computing entities of the code;
comparing the authorization input including the reputation value to an
authorization rule; and
in response to the comparing, outputting a granular authorization decision
pertaining to the particular requested operation on the object on the client computing

device, wherein:
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15 netadata froma plurality of different reputation

net adata providers, and representing at |east:

reputation netadata i nput received froma group of

human users indicating an experience of the human

users wth the code, and reputation

nmet adata i nput received froma group of conputing

entities 20indicating a review or analysis by the

conmputing entities of 1he code; conparing the .

Ut hor i 28t 7V Ehipthe b Raing eRel PRps: S pAsHEds A @ughprization
ayt h ri%ation tul e gnd In.response to.the

an ; . h

confB4f Ohg, sk YR i AgFoRdafics it theapitharization; gile of the first type,
deci sion pertaining.to the particular requested )
opetét $13AUIER atlﬂ@naaﬁi@bflé@ﬁmr@foe*fs Wit cadsnigupsriymghe particular

devi ce, .wherein: in an event the authorization .

i npRRerAtiQn geqiestedciocbe PeHormed oM tigr PRIgCt an dhgrclignt computing
first type, in accordance with the authorization rule

of €eMcdir st type, the granul ar authorization decision
allows the code to performthe particular operation
request eth aw elyentpthef aitherizationtinputoficest oroexaehds an jagghorization
comput i ng 5devi ce; in an event the authorization

i npotle vfatsscond typee v acamdanct hoith st authorizdtmnafuleaof the second
second type, in accordance with the authorization rule

of tyipe, sl @rahularp euthbiieatgpmadadisionaptebents zatprampt for user input
deci sion presents a pronpt for user input acceding to

t heaswedmgpeor fthe rdodg pdréorpdng i thell partioyler aipecationetpgmssted to be
to be 10perforned on the object on the client

co orngeddevihe @bje2non the clienbcompetghdeiés and
aut hori zation i nput does not neet either the

aut hor i zaf irdévent e QlithdrbAtibh isfut AYBEnST médiither the authorization
aut hori zation rule of the second type, in accordance

Wi t fnl@ of Hef fﬂrsassiﬂaczfri tﬁé‘ta{llﬂhﬂri&éﬁcﬁm rdi&'8f eHeARUbAd type, in accordance
ec

aut hori zation i sion bl ocks the code from pérform ng

t he rgi ' r&eqy f :
ool M) BB e[ 2SR AaBRLAEH QL Mk i

co npdﬁeeﬂélﬁ‘iﬁgl%g:nﬁé:t:hg gﬂ&?cu?irnoye 110G e YR @ Heferfofi®d on the

is run on t onput | evi ce.
object on the client computing device.

7. The computer-readable storage of claim 6 wherein the code is run on the

client computing device.

8. The computer-readable storage of claim 6 wherein the object on the
client computing device is a file and the particular requested operation is selected from

the group consisting of reading, writing, deleting, and opening the file.

9. The computer-readable storage of claim 6 wherein the code is selected

from the group consisting of a software application, a software program, an
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208. The conput er-readabl e storage of claim6 wherein
the object on the client conputing device is a file
and the particular requested operation is selected
fromthe group consisting of reading, witing,

del eting, and opening the file. 9. The
conput er -readabl e storage of claim6 wherein the code
is selected 25 fromthe group consisting of a software

l.icati,on, a sofiware. program 22 application, a
apRS AR OV PATCARR KPS dibFSFY: & Ths{Qfation prog iy HocH pigture, a
file, a picture, a .
dogymeitent , andibpl et , &PRI&hact i v@BSnt r ol 210, Theclve control.

conmput er -r eadabl e storage of claim6 wherein the
single reputation 5 value indicates that the code's
reputation is that of one selected fromthe group .
condhst i Rbe spmavissreaable uipwae of claimdnaieEe tipingle reputation
a software no |onger supported, a known security
valyg | indicatss | that, they code's wepwiatien dh that abonrespleciidyifican |the group
signed by a publisher of the docunent, and a network
comthting S o softwanhiupatehan obsidetosoftolate iarmofitwar® no longer snpported,
nore conput er-readabl e storage devices having
a knommusesnrity eabetdbilityn at saftwdre patdhher documdmtdiginalbyn signed by a
executed by a conputing device, cause the conputing
publeshecef the qrenientmandtasnatoork addrogs frainl whichghe odde tvas obtained.
run on a client conputing device; receiving, fromthe
code that is allowed to run on the client conputing
device, a 15 request to performa particular operation

on an ob(aet oOMnérRe compeRt-réable isitgagte\deORes having computer-
readable instructions therein that, when executed by a computing device, cause the
computing device to perform acts comprising:
allowing code to run on a client computing device;
receiving, from the code that is allowed to run on the client computing device, a
request to perform a particular operation on an object on the client computing device;
receiving an authorization input from an access control module, the
authorization input including a single reputation value indicative of the code's
reputation aggregated from a plurality of reputation metadata from a plurality of
different reputation metadata providers, the single reputation value being aggregated at
least from:
reputation metadata input received from a group of human users
indicating an experience of the human users with the code, and
reputation metadata input received from a group of computing entities

indicating a review or analysis by the computing entities of the code;
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recei ving an authorization input froman access
control nodule, the authorization input including a
single reputation value indicative of the code's
reputati on aggregated froma plurality of reputation
netadata froma plurality of different reputation

nmet adata providers, the single reputation val ue being
aggregated at 20 |least from reputation net adat a

Ialﬂpg:t? : ecglﬁ\é&d ]ﬂuﬁ‘}%‘llﬁ‘gr i lgt]; I1120 aF ;Sf ﬁﬁgtllgtgtn@lge to an

atiop netadata i nput received froma group of
authgfigitnigles

ntities indicating a review or analysis by
t he, conp utln gtltles of the code; ﬁg{g
t he"hﬁ%ﬁRSPT’ez itBf qqli‘tﬁi’tﬂngmﬂ“%t%g tahgfqné‘&?ﬁt at Za&’é?lnuéwsmn

to an authorization rule; in response to the

pertaipingriprihe Péﬂt%‘lﬁftrﬁﬁ'{ffséﬁdg‘i’m%ﬂcﬁ’r on i ebiestaen ghe client computing

deci sion pertaining to the particul ar requested

devigesrwharein: on t he obj ect on the client conputing 5

devi ce; wherein: in an event the authorization

i nput melt an @verix heeaishenization hioputz ateetsnor exeeeds am authorization
first type, in accordance with the authorization rule

of tle of iar Bist typee in hberdarmewvish theititborizaionomlel of it Girst type,
allows the code to performthe particul ar operation

r eqthesgradulao abthopizafiar decision dllvavsotijeecddeoto pérforai itlenparticular
conmput i ng 10devi ce; in an event the authorization

I npoperatien Seqresedcrets prifoambdwn #rt object vhethefclgnt computing
second type, in accordance with the authorization rule

of Hédcgecond type, the granul ar authorization

deci sion presents a pronpt for user input acceding to

the codejpgh feQehf the zhﬁﬁorﬁb?d’tf‘ohciﬂbétr nﬁ@@f&t bRl € aH anitiestization
to be 15performed on the object on the client

CONPYE iohQ LBYAS ?ype:a“i‘l?I accordarlc® fth %H@Hﬁthbfi@auon rule of the second
aut hori zation i Aipuf does not meet either the

aut fRe! 7R 'g‘i’&hurl;&ij Guddl Pm&ﬁﬁ)ﬂ‘ ldeSiki hygﬁzs@r{tsta{‘ rompt for user input

aut rization rule o e SGCOI’] cco dance

1+ ecabl 16 L0 éé*’f%fﬁﬂ § b pUIEGF ARl requered 10 be
{ hepgRSnlditthPthe YRR bh A l?e%‘%ﬁq?gtngé’gaﬁc@%%or med on’

t he ec evice. 12. One or

comput or 141 eé%eéﬁﬁl%aﬁ%r%@?ﬁ%wﬁ B 0 et st ghe quiborization

S’éifﬂﬂé Sﬁ@%gg} t&gw&é@i na%é ey 1g1‘1 ﬁlél%%%%het pe%oﬁ&) ngpe, in'$tcordance
with a third authorization rule, the granular authorization decision blocks the

code from performing the particular operation requested to be performed on the

object on the client computing device.

12.  One or more computer-readable storage devices having computer-

readable instructions therein that, when executed by a computing device, cause the

computing device to perform acts comprising:
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all ow ng an actor to run on a client conputing device,
the actor, when running, being a running actor
conprising at | east one of: a software program an
application, a dynamcally linked |ibrary, an
installation program a file, a picture, a docunent,
an applet, or an ActiveX control; 5receiving, fromthe
runni ng actor a request to perforn1a particul ar

P OUROME A hcil RahR S it b TR e Adtef SYhéiPrumning
bCIBE %grtupllélﬁgtag? ngpsslinréatlrelﬁﬁ %ﬁé agé{)?ﬂfy‘?%gte rﬁ!)é]rg}n: ah'ap application, a
Ay P AP ofn pefatlaibnbrpBEH 4 i ikt dgghment, an

provi ders,. wherein the single reputation value is
ap @g%%ﬁé‘ﬁv?ﬁ( coek from reputation netadata input
received froma group of human users indicating
ex pECFiRgS fim therunumgracteres sequestomesformmparCelat gperation on
and reputation netadata input received froma group of
an ebjepien Wg chisn| earepntingdleyiael ng a revi ew or anal ysi s of
the conputing entities of the running actor; 15
confeseiving aheauthomzationainpoh thepatthomzAtiodi m@ut hieclading| @ single
reputation value to an authorization rule, the
repatatioorniahst indicativé eof beepgatioreobtheauphing aalctdryhatfis aggregated from
of authorization rules; in response to the
a plorafiey ofi geputatign mdtadata fgmanuplralaytdfodiffesdnit aeputation metadata
decision that controls the requested particul ar
providigiwieteianhd siagkhepahtion viloe icdeetatedaqleist fipnz0
devi ce, wherein: in an event the authorization

i nput  Megipatalione ¥keRTAt dfipRUtdeivedatiodd 4 WreuPfofd human users
first type, in accordance with the authori zatl on rule

of {rdecating SkpéridiRe of B KA hsEs With B hARiALAt6eGh@i ONn
allows the running actor to performthe particul ar

oper at i OpsphRieRStheddia 19ﬁulﬁ%&é1%dﬁﬁ)n§"& éﬂ&ﬁp Q] &ﬁ;ﬁpd@ﬁ‘l entltles

the client 25conputi ng devi ce; In an event

aut ﬁﬂ‘idaﬁﬁ%'a‘l@weg’%{'tan%% sofQhe ETHEET: §1ﬁltﬁ4§%ﬁﬁﬁé ﬁﬁ‘lhir%rhctor

rule of a“second type,” I'n accordance W t

aut Ekﬁﬁ?zat h@l‘lf’i‘tlo'hqﬁ ﬁ@ﬁl%ﬂﬂhﬁ%'ﬂ‘fe sfhE% %gfsllglroﬂrvalue to an

aut eCISI on pr sents a

auth&‘?%htno"ﬁc ?ﬁg' rlﬂe tfl(gl'?za'hgﬂngt{ie dl??%iféé)r o dfOh ”blﬁilal&{) of types of

cul ar "operation feque
authorization rules;

in response to the comparing, outputting a granular authorization decision that
controls the requested particular operation on the object on the client computing
device, wherein:
in an event the authorization input meets or exceeds an authorization
rule of a first type, in accordance with the authorization rule of the first type,
the granular authorization decision allows the running actor to perform the
particular operation requested to be performed on the object on the client
computing device;
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5be perfornmed on the object on the client conputing
devi ce; and in an event the authorization input
does not neet either the authorization rule of the
first type or the authorization rule of the second
type, in accordance with a third authorization rule,

t he granul ar authorization decision blocks the running
actor fromperformng the particul ar operation

Efﬂgﬁf t gd .y be 1@18\%%Egr¥z%§oqﬁgp%tﬁ@%g eq%ge)gceectlsh &n authorization

ter-rea Ie st orage.as reC|ted|

¢ B Arpopoial BEndn pertssmcs arih (rcauloRRRICRLERG Af the second
|nput nmeets or exceeds anp authorlzatlon rul e of the
sectiRe: R @ranular, auihprzat dpeHophRICARRth G PFAPPLACT Ypgyr input
of the 15 second type, the granul ar authorization
deciaseginggpdbe Aurning acior g hedarticiian opgratien Fryuested to
to the running actor perfornng the particul ar
opebaperéormedneide objachon thepdienb computang desdceigndct on
the client conputing device, and wherein:
r esponsi inean evens the aumnnzaaon anfiut doesonaetioeet pitheneauthorization
perform ng the particular operation requested to be
per fude ot thedfirst typealsjthe authorizéteonchile of theosepond type, in accordance
devi ce, the 20 granul ar authorization decision
al | withrg thitte awthorizatipnanti@rthe graparioauthofizatjpar décisibmiblocks the
operation requested to be perforned on the object on
t herunhirgntace@midin NEerft@nine; the particeRp ovgdratort Qegssted to be
i nput not acceding to the running actor performng the
par pérfotrdd cIBE dbjeRNoh B @Rhecorhputing @aniéer med on the
object on the client conputing device, the granul ar
aut hori zation decision blocking the running actor from
performng the particular operation requested to be

per {pr ”E’T}h@ kN6 aRire ConDhitéRagat18 Mord8ERIt felfled in claim 12,
devi ce; and responsive to not receéiving user

whefet lin 2HeC A {0 ahNEvdnt nﬂiﬁbngu ?zglo‘ﬁe 'irﬁﬁft Mgt B exceeds an

particular operation requeste e perfornmed on

autﬁgﬁﬁ:ﬁiton%let Qlet ls'e&g}{d ﬁrpgf’f(_ﬁ:’{écbﬂﬂa{ngW1ﬁnethetalﬁﬁl&{zﬁﬁ ‘i’ﬁle of the

aut hori zati on eCI SI O € runni ng actor

secBﬁ('i ftgéén tgg (ﬁ%mﬁﬁ l%l}héfg%eﬁfo ?ﬁcré | en ﬁ%gﬁn%h}?grﬁéﬁ 1%? user input

accggl\ﬁ' “f6 the running actor performing the particular operation requested to be
performed on the object on the client computing device, and wherein:

responsive to user input acceding to the running actor performing the particular
operation requested to be performed on the object on the client computing device, the
granular authorization decision allowing the running actor to perform the particular
operation requested to be performed on the object on the client computing device;

responsive to user input not acceding to the running actor performing the
particular operation requested to be performed on the object on the client computing

device, the granular authorization decision blocking the running actor from performing
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14. The one or nore conputer-readabl e storage as
recited in claim12, 10 wherein the authorization

i nput being received is froman access control nodul e
that is independent of a firewall.

the particular operation requested to be performed on the object on the client
computing device; and

responsive to not receiving user input acceding to the running actor performing
the particular operation requested to be performed on the object on the client
computing device, the granular authorization decision blocking the running actor from
performing the particular operation requested to be performed on the object on the

client computing device.

14.  The one or more computer-readable storage as recited in claim 12,

wherein the authorization input being received is from an access control module that is

independent of a firewall.
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