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1 VEH CLE SECURI TY SYSTEM Field of invention *159159*

5 The present invention relates to security systens
for granting access and enabling operation of
vehi gl e. Bgckground of inventi gn 20 Nowadays, \\\\\\\\\\\\\\\“\\\“\\\“\\\“\\“\\\
vehi cl es such as cars are tygically provided with ar159159”
central processor unit (CPU), which provides

comput eri sed opere' sk GO QI -\ has led to

wi despread use of-—Tenore EKg—systefts; i n which the
processor unit is responsive to an infra-red-based

ot Koy o, mock o gan door, 15 Wil sueh oA
Figld phinvention ven of f which will alert the public to t Rewooz
break-in. However, such systens are wusually overly
sensitive and are prone to raising false alarns even
when there is no intentional forced entry. Therefore,

Thepressitileritiohl refatb ta1S8@lrty sYSterir igraftthg 4ccdsstand
al arm and does not always recogni se a car theft even

[ pven away by a thief. There are

eg%@ﬁdaé}&rsgg%?\?é%hc 'ée' security systens which use
wirel ess positioning technology for tracking stolen
cars, e.g. GPS (dobal Positioning Systens). GSM
CDVA, 3G etc.. However, these systens require a

Baglgroynd of invention

Nowadays, vehicles such as cars are typically provided with a central processor
unit (CPU), which provides computerised operation and control. This has led to
widespread use of remote locking systems, in which the processor unit is

responsive to an infra-red-based remote key to unlock a car door.

With such systems, in the event that a locked car is broken into, an alarm is
given off which will alert the public to the break-in. However, such systems are
usually overly sensitive and are prone to raising false alarms even when there is
no intentional forced entry. Therefore, the general public is usually de-sensitised
to the alarm and does not always recognise a car theft even when the car is

driven away by a thief.

There are available some vehicle security systems which use wireless
positioning technology for tracking stolen cars, e.g. GPS (Global Positioning

Systems). GSM, CDMA, 3G etc.. However, these systems require a special
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2 network and hardware. For exanple, a special radio
channel /frequency band, receiver (Rx) and transmtter
(Tx) stations are required for tracking the |ocation
of a transponder concealed in the stolen car, which
are costly to provide. Furthernore, such systens are
servi ce-provi der-dependent; the car owner nust 5

ri erv ce of service prpvigder ovi din
QWA Br8hrlyad, f camide S sheih P hshadlifRdrcl nand
t hus ve di sadvantages. in preventing theft and .
recelyek Rﬁg) ane frapsmitter T xyptations are feadirest tordragking therlogation
better neans of protecting a car from 10 unaut hori sed
ofsa tresspanderieancealad! ihdhestolenayr, whichtare eostly ta padvidene
car has been stolen and driven off, to | ocate and

Furthernsore, siieh systeats arerseriAesmmovidef-dependemetid €ar dwner must
In a first aspect, the invention provides a vehicle

SUREHDEtY sBIAEE BF aYBRYiLE :ﬁﬁ“gviéer H@%i&ﬁ%s@éﬁ%%ﬁiﬁbtiﬁgréer to

capabl e of disabling and enabling opéeration o
icl wherein the processor unit is arranged to

ﬂéﬁgﬁﬁéﬁ¥he vehi cl e when an identifying signal froma

nobi | e phone is detected. 20 In a second aspect, the

i nvention provides a vehicle security system

conprising, a processor unit capable of disabling and
Seshsystamstthus havedisadvaniages in prevepling thafbanditracking stolen

enabl es the vehicle when an identifying signal froma
carebT hereplh dhereferede neet dor ahettehengansasfgsotectingta car from

conti nuously enables the 3

unauthorised access and use, and for a means, in the event that the car has

been stolen and driven off, to locate and retrieve the stolen car.

Summary of the invention

In a first aspect, the invention provides a vehicle security system comprising a
vehicle processor unit capable of disabling and enabling operation of the vehicle
wherein the processor unit is arranged to enable the vehicle when an identifying

signal from a mobile phone is detected.

In a second aspect, the invention provides a vehicle security system
comprising, a processor unit capable of disabling and enabling the vehicle,
wherein the processor unit enables the vehicle when an identifying signal from a

mobile phone is detected and the processor unit continuously enables the
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vehi cl e when the identifying signal fromthe nobile
phone is periodically detected. In a third aspect,
the invention provides a nmethod of enabling a vehicle
5 conprising the steps of a) a processor unit in the
vehi cl e detecting the presenge of a nobile phone; b)
the processor unit enabling a function in the vehicle
i,n_ respopse to.said.detectiqp: and c), repeating.steps
vifllg g Biige B s hen VaumEhis dneie Fhegifa &
hope ceases to be detected. 10 In a fourth aspect,
detgetgdavent i on provi des a renote vehicle conmmunication
system conprising a processor unit, the processor unit
bei ng responsive to a signal froma nobile phone and
the nobil e phone being responsive to a signal froma
Inn@thiat &spsautvihednpemtionderoviddsed aigthdod of eatiblindasehidiee
provider is able to renotely instruct the processor

campfisihg tﬁ@%fe’é‘irs‘e??fgé;)ga Efo{gf\ﬁéé&r Ei4iP it iHé'\?efE?l?.dBT@ctjfn the presence

I nvention th es the possi ity o avi ng

oA 5 1 BRLROB, At St 0 RAB i Blepi

con ere

reERane Foustie et and's TopRATo slebs, A bf Sng cebing the

Furthernore, the invention provides the possibility of
vefiGierwhemthednakile ghope ceasaste Rg daiectgdnber of gadgets
carried by the owner of a vehicle and a nobile phone.
In a fourth aspect, the invention provides a remote vehicle communication
system comprising a processor unit, the processor unit being responsive to a
signal from a mobile phone and the mobile phone being responsive to a signal

from a network service provider, wherein the network service provider is able to

remotely instruct the processor unit to operate one or more functions.

The invention therefore provides the possibility of having an advantage of
enabling a vehicle to operate by continual permission of the owner. Therefore, if
the vehicle is stolen or taken away, the owner can request the network provider

to locate the vehicle.

Furthermore, the invention provides the possibility of having an advantage of
reducing the number of gadgets carried by the owner of a vehicle and a mobile

phone.



4 5 Brief description of the draw ngs Enbodi mnents of
the invention will now be described by way of exanple,
with reference to the acconpanying draw ngs in which:
Figure 1 a illustrates an enbodi nent of the present
invention; Figure 1 b illustyates a flowchart of an
enbodi nent of the enbodinent of figure 1 a; 10 Figure

Bregéean xpa %$d flawchart of the enbodi ment of figure
—4—%—5¥L§§98£g—#?g§§¥ﬁ8§es a flowmhart of a second
enbodi nent of the invention; and 15 Figure 4
illustrates a further functlon of the enbodi nents.
Det ai | ed description of the preferred enbodi nents 20
Embodirhentstofdhe dniendion, will noar bé describedibyiway of exampleewith
security system (VSS) which conprises a nobile phone
refierefice do enelateornpeanyiag drawlrgysdniwtgioh: The owner of the
car also owns the nobile phone which is registered
with a processor unit in the car. The processor unit
is of a conventional design which controls operation

" Bhre,f B4l A RS EP P e SshE BB A .t °) Cac

one operation of the processor essential for vehicle
operati on, such as ignition timng, is disabled in an
initial stat

Figure 1b |Ilustrates a flowchart of an embodiment of the embodiment of figure

1a;
Figure 2 is an expanded flowchart of the embodiment of figure 1b;
Figure 3 illustrates a flowchart of a second embodiment of the invention; and

Figure 4 illustrates a further function of the embodiments.

Detailed description of the preferred embodiments

In a first embodiment, a car is fitted with a vehicle security system (VSS) which
comprises a mobile phone used to enable the car to be driven. The owner of the
car also owns the mobile phone which is registered with a processor unit in the
car. The processor unit is of a conventional design which controls operation of

car functions from engine ignition timing to air compressor functions. In this
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The vehicle security system (VSS) al so conprises an
interface board which is 5 shown in Figure 1 a. The
interface board 502 comunicates with and is
controlled by the processor unit 501 of the vehicle,
via input/output ports 501 ag 502a on the interface
board 502 and on the processor 501. Wen the owner

e@‘ﬁ*@ﬁﬂ%@%%ﬁ)&%ﬁbﬁstﬁﬁﬁgﬁ 6 oBERE sl 2 belible

502 to poll wreles fQ ce o e nobile
ORRINENBEcPE IS St i CRABISEL I W A S#He. of ¢ he
interface board 502 (for exanple, within the car).
Preferably, the polling is done by a Bluetooth
transmtter/receiver. Alternatively, the nobile phone

Theyehislalstauritpdybtient (MSSpalsoasshaprises an flérface@ baard which is
hardwi re cabling 504b, of the sort which is known in

sHéwh e F@T e 4c irhasnidiBce Mane %Zté&nhﬁhﬂaft@é?ﬁntﬁ%oa@d

t he nob phone 305. Figure 1 a also shows the

c hﬂé&[g'a%d\bmﬁ% &%E%‘ééﬁrﬁ ‘Po“ H%véﬂél% vfaniné’m/éﬁ‘tpﬁ?agps 501a,

re ca ronal’fy pr erpo

spgofafe Tighaon 28 "%Bbé%wph" Weogratenter 0% gnbl i ch

contains an identification of itself to the Bluetooth

transcei ver 502b. The interface board then forwards

the signal to the processor unit 501. If the nobile
Witemthe3nanérsattarnpts toestardt tieel cby; the@rocesses sioit SiMi is tBggered to

the processor unit 501 enables certain operations in

comenurdcatetwittther intdrsicesticarti SR tohsolbwireleksly fexkprademice of the
the engine 6 ignition timng control function in the

moBile pRONEBOPNIIGH d'8pekifi¢ HeldttioNtaRc® BP e interface board 502
(for example, within the car). Preferably, the polling is done by a Bluetooth
transmitter/receiver. Alternatively, the mobile phone may be detected by .the
processor unit 501 via a hardwire cabling 504b, of the sort which is known in
the art such as USB, between the interface 502 and the mobile phone 305.
Figure 1a also shows the alternative hardwire cable link 504b, in which case,

the hardwire cable link may optionally provide power for operating the mobile

phone 305,

In response to the polling, the mobile phone 305 sends a signal which contains
an identification of itself to the BIuletooth transceiver 502b. The interface board
then forwards the signal to the processor unit 501. If the mobile phone 305 is
thus detected by the processor unit 501, the processor unit 501 enables certain

operations in the car which are for starting the car, for example the engine



10

16

20

305 is not detected, the processor unit 501 di sabl es
certain operations critical for starting the car.
Preferably, these operations are disabled by default
until enabled by the processing unit 501. In this
way, as long as the processigg unit 5 501 does not
enabl e the di sabl ed operation, the car engi ne cannot

r nn ven _a
BlBhrtfRE dalfio EMeBRA e tREDR RO @@f@@p@ﬂxm%ble phone
oces unit 501 v the interf board 502 and
3&[’1@ %%tr‘?’éﬁﬁﬁeﬁetﬂ?aer%ﬁﬁ$9rw|t 5953 bﬁ%i%%%%ﬁa'ﬂ mqefatm%@trmlca'
continues to poll for the presence of the nobile phone
fopstarting the gaaPrefarablyathesevoperatiors aeecdispblgddysdefaultuntil

at any interval the nobile phone 305 ceases to be

eniattled hydhe tprecgasieanio 504 nIn thidwaw) as lahgsadthe proeessing unit
sel ected function. Thus, even while the car is being

5@1 Ubé@ ’nol Bﬁaﬁ@rthéﬂdléatﬂ@d OPEFRN he b4 érgglhé canfbPtafand the
I'e phone 305 can no | onger tected at any

Cﬁ%%&g‘@ﬂgﬁ{'@ﬁ LQRglly, the 15 operatl on may be

I re period, for exanple 60 seconds from
the tinme when the processor 501 determ nes that the
nobi | e phone 305 is not (or is no |onger) present
Therefore, in_order for the operation to be ena
Exemeftatigsmpbile paorsR05chambaen detegted ki the prpq-%sor unit 501
operation node (so that the nobile phone 305 can

viadbe intarface biearg 302 ang thencar endiepthasistarted,dhe processor unit
detectabl e 20 range of the interface board. The nobile

5@heontiids fospdlEfor meﬁféise\mbfoftth@ nislsiieastrsie 306 &t Pddjuldry
havi ng the nobile phone's International Mbile

mFéWél@”ﬂ%tlnie?'%b' Hder@ 5020 1F(dt %&)m%%e AubileiHuHR 305 ceases

nmber entered into the nmenory e processor unit
t05:9éldetected, the processor unit 501 will disable the selected function. Thus,

even while the car is being driven, the car will be forced to cruise to a stop if the
mobite phone 305 can no longer be detected at any point in time. Optionally, the
operation may be disabled by a time period, for example 60 seconds from the
time when the processor 501 determines that the mobile phone 305 is not (or is
no longer) present. Therefore, in order for the operation to be enabled
continuously, the mobile phone 305 is kept in an operation mode (so that the
mobile phone 305 can respond to the polling) and is kept within a detectable

range of the interface board.

The mobile phone 305 is registered with the processor unit 501 by having the
mobile phone's International Mobile Equipment Identification (IME!) number and

phone number entered into the memory of the processor unit 501.
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7 The I MElI (International Mobile Equi prent |dentity)
nunbering systemis a 15 digit unique code that is
used to identify the nobile phone to the network. The
IMEI is internationally unique to every nobile phone
and is programmed or 5 burneg¢ into the nobile phone
305 by the nobile phone's manufacturer. Wien a phone
is switched on, its unique |IMEl nunber is transmtted
and checked against a database of phones in the

E | D R | St Thi.s E .
ThE B rfeematirtar ot ReEsibmene HentEy obetne sydenpisa 15
toinitiate and. receive caIIs 10 When polled by the
digi usiqueceodsotiiad issased fonidentityi the rm@ieepm tetheonmiworly The
the polling with a signal containing the I MEl of the
IMiolbs linte pratiomalip Binidliectol évEiry mobilerphepenaledhis progeamn@id\or
(Subscriber lIdentity Mddule) in the nobile phone 305

byrhed iolthe raebileaphoneT™Be5 biythé meuBlledshdrites hidrRifactuiaWhen a
Mobi | e Subscriber 15 ldentification, IMSI, which is

l;
o Rl e, FORbEF Uil i
- LS. ind f.th
G iR SR Rbapis PBopRe ey Wﬁﬁﬁﬁe@%&mm%w sgister).
T@ﬁ%{éﬁ%@%%p&% | tggrf e Tor}]%;ga;r;obge cpé;get é%%tvegﬁ( tgontw)mlate and
pre-programed into the processor unit 501 by the

resgivecallganuf act urer or car deal er before the car is
sold to the owner, or a nethod of

When polled by the interface board 502, the mobile phone 305 responds to the

polling with a signal containing the IMEI of the mobile phone 305. The IMEl is

independent of any SIM (Subscriber Identity Mddule) in the mobile phone' 305
(the SIM’s serial number is known as the International Mobile Subscriber

Identification, IMSI, which is unique to the SIM, not the mobile phone).

By using the IMEI instead of the IMSI in this embodiment, the enablement of the
car is independent of the SIM inside the mobile phone 305 but is reliant on the

mobile phone 305 itself. Therefore, the car and mobile phone 305 form a pair.

The IMEI may be pre-programmed into the processor unit 501 by the car’s
manufacturer or car dealer before the car is sold to the owner, or a method of
registering the IMEI of the mobile phone with the processor unit 501 may be

provided to the owner.
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regi stering the I MEl of the nobile phone with the
processor unit 501 may be provided to the owner. 8
For exanple, the interface board 502 nay have a card
reader 502d with which the car owner on his/her own
may regi ster the nobile phong 305 with the processing
unit. 5 Preferably, the card reader 502d is integrated
with the interface board 502 and mnmy be a nagnetic
card reader, smart card reader or a reader for any
other type of security cards. In order to register a
Fapexarapieh e inteface heaiddRd nayrhavena cgr@t@m%qadi with which
501, the driver first let the card reader read the
theecarrowneraar His/Hed orenmyaegister therrdobile phenai3i0&hwithathe
been pre-registered with the processor unit 501 and,
p&ﬁﬂ@ﬂn@hﬂﬁ@ard reader is able to authenticate the
security card. Preferably, the card is pre-registered
with the processor unit by the manufacturer/car
deal er who sold the car. Wen the card reader 502d has

PBYSABHf T S rGfeo LIL B1F A5 5502 o
f il 30 i
mRYIR Gradneti GG ARl ST S47d [6A0EE0C 8 SaRpt o5 gny oifer

When such a new nobile phone 305 is detected, the

. typemnfisecprityrardsi lncarder {0 ragistenagnelilemphene indo theymemory of

obtai ned and the interface board 502 then registers
thehgrocessdraunihsor, tha@bivedfirst idtthe maod téwderaead fthebetinéty card.

processor unit 501.
The security card is one which has been pre-registered with the processor unit
501 and, thus, the card reader is able to authenticate the security card.
Preferably, the card is pre-registered with the processor unit by the
manufacturer/car dealer who sold the car. When the card reader 502d has
authenticated the security card, the interface board 502 sends out polling
signals to search for the presence of a new mobile phone 305 which has not
been registered in the memory of the processor unit 501. When such a new
mobile phone 305 is detected, the mobile phone’s identity, in this example the

IMEI, is obtained and the interface board 502 then registers the mobile phone

305 identity into the memory of the processor unit 501.

As the IMEI of the mobile phone 305 is used for registration with the processor
unit 501 of the car, the mobile phone 305 owner’s choice of tele-communication
network service provider (SIM) is not critical or relevant to enabling the car. In

fact, the presence of a SIM in the mobile phone 305 is not necessary for
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20 As the I MElI of the nobile phone 305 is used for
registration with the processor unit 501 of the car,
t he nobi |l e phone 305 owner's choi ce of

tel e-comuni cation network service provider (SIM is
not critical or relevant to gnabling the car. In

fact, the presence of a SIMin the nobile phone 305 is

ngt. necessary for, .9 nabl i ng. t he vehi.cl e and,is,only
efimedhB 3 qle aKds caRpRerstiics e MG atecads ol t 1
t he phone network provider, An exanple of an | NEl
cpmslicate ylbing pRPRONYATK PEPIER - Speci al Mobile") 5
standard is: 10 GS MI ME I: XXXXXXX XXXXXX X ----
(Spare) (Hand set serial nunber) (Type allocation
code) As described above, the nobile phone 305 nust be
Anrexapglaiof an |MEl sequehoe accdeling taGSM ¢IGrloapSpadialtMebile")
wirel ess polling of the interface board 502 in order
sthPfadpist he car to be enabled. Thus, even if the car is
stol en, perhaps because the owner of the car left his
nmobi | e phone 305 inside the car, the car is traceable
to the nobile phone 305 by the tel e-conmunication
network service provider with which the nobile phone
305 is registered, at a first level, by sinply

det er m ni n
GSM IME!: XHXKXXX X

(Spare)
(Hand set serial number)

(Type allocation code)

As described above, the mobile phone 305 must be in operation and within a
detectable distance of the wireless polling of the interface board 502 in order for
the car to be enabled. Thus, even if the car is stolen, perhaps because the
owner of the car left his mobile phone 305 inside the car, the car is traceable to
the mobile phone 305 by the tele-communication network service provider with
which the mobile phone 305 is registered, at a first level, by simply determining
the car in which the mobile phone 305 is located or, at a second level, by

triangulating the location of the mobile phone 305.

Tracking of the car is possible even if the SIM card has been removed from the
mobile phone 305 and is substituted by another SIM card. As mentioned above,

a unique IMEI number of mobile phone 305 is transmitted and checked against
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the car in which the nobile phone 305 is | ocated or,
at a second level, by 20 triangulating the | ocation of
t he nobil e phone 305. Tracking of the car is possible
even if the SIMcard has been renoved fromthe nobile
phone 305 and is substitutedqdpy another SIMcard. As
nentioned above, a unique |IMeEl nunber of nobile phone

' t. c i 10, .
2 e SNSRI B RS ORGSR R FRRPhghR T % BRRAS
network . ser ro er. Therefore, .in.the en ,
SPige Broyider fiheretRis 116 BeTtbakdisar 8hi8p hestales themobile
has driven away the car, the car owner may contact the
phenedPk anskhas ddven awaydhe car itthacrr owmaes anay eentaghthe network
searching the I MEl nunber. The owner 5 may even

semipecprovidet toétackithe sar throegipsesaiahing the IMBceumber.riéhve owner
phone nunber of the new SIMcard. The present

inRuebhBleeistiverik BBRABESrovRIbH It tiaceltht ivwe phohd number
that a thief would have to get the nobile phone 305

f:tHeSﬁe\P%ﬁm&rBe can get away with the 10 car.

urthernore, the present enbodinent is nore robust in

preventing a car from being stolen and driven away

than the conventional al arm based systens. Cptionally,

the car has an arned npde and an un-arned node.

The msesentrrabodimend iryegforedmpravessecurty 9&3&§ardﬁdhat a th'ef

enable the car. In the un-armed 15 node, the car is
woulst kateetd gefdthepuobile phone BOb dinstdrefotmbe daocgetaway«w‘gth the

systens. Figure 1 b is a flow chart show ng an exanpl e

carf. Farrtheonoeenthe wresent emsleadihent s tritrs rebistdi peeventifgea car
programas shown in figure 1 b is activated, at

from being stolen and driven away than the conventional alarm-based systems.

Optionally, the car has an armed mode and an un-armed mode. In the a"rmed
mode, the embodiment is used to access and enable the car. In the un-armed
mode, the car is protected and operable with conventional lock and key
systems. Figure 1b is a flow chart showing an example of a program routine
useable in this embodiment. The program as shown in figure 1b is activated, at
100, only when set to the armed mode. In the un-armed mode, a Bluetooth
transceiver 502b of the interface board 502 which is connected to the processor
unit in car does not poll for the presence of the mobile phone 305. In the armed
mode, the processor unit 501 causes the Bluetooth transceiver 502b to emit
regular polling, at 102, to search for the mobile phone 305. Furthermore, on
being activated, the engine is initialised to being disabled, at 103, as the default

state 101.
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100, only when set to the arned node. In the un-arned
node, a Bluetooth transceiver 502b of the interface
board 502 which is connected to the processor 20 unit
in car does not poll for the presence of the nobile
phone 305. In the armed nodgq the processor unit 501
causes the Bluetooth transceiver 502b to emt regular
polling, at 102, to search for the nobile phone 305.
Furthernore, on being activated, the engine is

il 8 63V 1S ety erariecTioye: TednoRlS PhoRR 05 & be
node, the nobil e phone 305 has to be detected by the
dste@é%by the Blueleethvieansseimer 582b1 ab106:hEN@idetastipa process, at

process, at 106, entails the Bluetooth transceiver
160,2@1taﬁ$1ti’imBILmdeotbdrans:iehmaISQZbaienﬂmﬁ; odtnublbsigeale) &t TR, and
a response fromthe nobile phone, which includes the

revelving apreepense froiHhe mebil® phor&) Whichh6l688€ ehe®moblle phone's
nobi | e phone 305 within detectable range of the

II\%lJ €6 @8hfirmh ﬁl?é‘EF?‘ﬁe\h%b ot k& gbcgfn ! ne.l 305 @ithit Eé’teEQ{He range

ere 1s no no phone IS responswe

ob B RLRRER Hend &%ﬁé%% A HBEaleE O el 5 Figote

W th I at t he ocessor unit 501 proceeds
obtyieiaBB 13 RspRBSeeS The ProressRBURL §0d Hhese\gig gemains

its menory, at 106. If the IMEl is one mhlch has been
disaflesk ered into the menory of the processor unit 501,

the processor unit 501 enabl es the engine

When the maobile phone 305 responds to the polling with an IMEI, at 105, the
processor unit 501 proceeds to determine if the IMEI is the one registered into
its memory, at 106. If the IMEI is one which has been registered into the
memory of the processor unit 501, the processor unit 501 enables the engine
timer, and thus enabling the engine, at 108, to be started by the owner, at 101.
If the mobile phone 305 detected by the Bluetooth transceiver 502b is not the
one which is registered with the processor unit 501, the processor unit 501 will

continue to keep the car engine disabled, at 103.

Even on after successfully enabling the engine, at 108, the detection process, at
106, is cyclically repeated to enable the engine continually, at a regular interval

(i.e. delay) 107, as long as the car is in operation. If at any cycle of the detection
process, at 106, the mobile phone 305 ceases to be detected, the engine will be

disabled, at 103. Optionally, the embodiment may be de-sensitised to disable
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15 tinmer, and thus enabling the engine, at 108, to be

started by the owner, at 101. If the nobile phone 305
detected by the Bluetooth transceiver 502b is not the

one which is registered wth the processor unit 501,

t he processor unit 501 wl| L?ontinue to keep the car

engi ne di sabled, at 103. 20 Even on after successfully

T A T

cont Lpual | at regul ar i nteyyal i.e._delay) 107,
Pl oy Sarbnile iadlard. tisanablopnone 306 haw it e kesbwithin
the detection process, at 106, the nobile phone 305
detegtable ﬁ@twejéf) et Blyetaath trangreivenbORb land hisstatbe Kept in

at 103. Optionally, the enbodi nent may be
ceidirgsiousiapesetion in oidealfbrethdZarthbeangibied.only after a
pre-determ ned nunber of non-detections of the nobile
phone 305's presence. Therefore, the nobile phone 305

has to be kept within detectable distance of the

If Bhe'850RUD I RRSKIR 4 %ar %\%R%@c;}ﬁdg%%{ﬁginggtr egérbﬁeék first to be

conti nuous operation I n or
5.f the car, is to.he.left with a car
R B i the A8 nidY e SpRbeign i odivaditBng ey and the
ugﬁr nﬁd sQ that the car may be operable in the .
MEBRE PAPNE R NOhASeeed faribe Waskshep tachniciars troteshthaiear. In this
for the workshop technicians to test the car. In this
ershpdigentnthe caramaybenunarnediusingdie secutitytdaedsecurity
card. 10 An exanple of howto armthe car is by
pressing on a button which is provided
An example of how to arm the car is by pressing on a button which is provided
at the interface board. When the button is pressed, the car will be disabled. The
processor unit first disables the engine timer. Successful disabling may be

signalled by lighting up an LED of the interface board.

In a further example, unarming of the car needs to be done via the security
card. The interface board 502 waits for the security card to be presented to the
card reader 502d for authentication. If the security card is authenticated, the
engine is defaulted back to an enabled state (just as in the conventional state)
and the car is protected in the conventional way, without using the security

features of the embodiment.
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at the interface board. When the button is pressed,
the car will be disabled. The processor unit first

di sabl es the engine tinmer. Successful disabling may be
signalled by lighting up an LED of the interface
board. 15 In a further exanpkg, unarm ng of the car
needs to be done via the security card. The interface

VR fhe S 17 B Sy BREHh HipheERl Br Bes p oo fRafe
olkseRsp LG RADIB SRS AR ABH (8¢ K8 Tops BOaRL o3 remeins

conventional state) 20 and the car is protected in the
passivelltwaiting fordhe apmingpsecurly agrd.he security features
of the enbodinent. 13 Wen the car is unarned, the
Bl uetooth transceiver stops polling for the presence
of the nobile phone 305 and the interface board 502

Il §6merap th@@ééuﬁr@lderm bhwgné‘e%dt\hﬁe@nﬁhﬂﬁn‘g%urdatrbr when a
card. 5 In genefal, the Security card is only needed

né‘ﬂerﬂoHlngbeﬁ‘& 3bB%s Be?ﬁgn@‘%ﬁ@d ith 'Ry Eééfo Q.Bﬁt”ﬁﬂ?’%

Isto reglstere e process
the.secur card be

TRARRse % 5O olTR SAHE Ma 56 bl 84y a?f%e&mﬁi@ Whign fhg car s

arnmed, operati on. Advantageously, having a security
used dathsyadenppimal FReEonesgtian rlédvamag?@w%m ha\dng Arsecurity
car thief from 10 registering a new nobil e phone with
cargebasad mobie phoneuagistratian systenabrevents a candhieéfrom
Typically, the security card is provided by the car
redpstedng ahtew ahsbilehshone with the car processor unit 501 to enable the
engine. Typically, the security card is provided by the car dealer who sold the

car to the present owner.

Optionally, the embodiment may also include an alarm system by which an
alarm is raised, at 109 (optional process distinguished by the dotted lines), after
one or more specific number of failed attempts to detect or authenticate the

mobile phone 305, at 104 or 106.

The embodiment may also include a wireless car-locking system (not shown in
the figures) which may replace the conventional infra-red based wireless door
key. For example, a button may be provided on the mobile phone for unlocking
the car door. Alternatively, a special key sequence may be entered into the
mobile phone via the mobile phone’s keypad which will cause the mobile phone

to send a signal to the car to unlock the car door. This provides the advantage
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car to the present owner. Optionally, the enbodi nent
may al so include an al arm system by which an 15 al arm
is raised, at 109 (optional process distinguished by
the dotted lines), after one or nore specific nunber
of failed attenpts to detect @r authenticate the
nobi | e phone 305, at 104 or 186. The enbodi nent may

[ i . cal - ' stem ( sho
174 ¥ 0o 4 rBeth ot FRPing o e ML T B M e
knfra-red based wireless door key. For exanple, a
Wil fe R K8l Sp ulless i ke iare afieBre0 sty {0 be placed
unl ocki n the car door. Alternatively, a special key
og @q@@ﬁ&%qﬁ%{w"@eﬁ%ﬁéﬁ earriesh sepaatelyrdtanlacipg tne wiretessHesy with
nobi | e phone's keypad which will cause the nobile
aphobite phane 808 raay thysateduce the naatber of gabgets ddreed dy the
door. This provides the advantage 14 that the owner
owhef.reed fromhaving to carry a nobile phone 305 as
well as a wreless car door key. Such wrel ess car

keys are often too bulky to be placed on a normal key
ring and are carried separately. Replacing the

N ‘ .t h nobj | hopne 305 may thus reduc

Tt o8 ERK Yy teined s FakSE IS en e drate whefeia he

| ocki ng, system npay al sg be |inked to an al arm system
amr'ﬁis’ﬁt Pﬁa\lh% g\%ﬁ?i'%ai‘értcegfqnt%en there is a forced

entry. 10 Figure 2 is an illustration of the

enbodi nent of Figure | b, wherein a nobile phone 305

is registered with the processor unit in a car 303
Figuoh2tihian illstration of the embodiment of Figure 1b, wherein a mobile
phone 305 is registered with the processor unit in a car 303 such that the
communication 307 between the processor 501.and the mobile phone 305

enables the car to be driven.

A network service provider 301 is able to locate the mobile phone 305, at 309,

with the mobile phone 305 camped on to network.

Therefore, as a car thief who has gotten away with the car 303 and mobile
phone 305 is forced to keep the mobile phone 305 in operation in order to
enable the car 303, the network service provider 301 is able to locate the car

306.

In the above-described embodiment, the processor unit 501 is the active

component while the mobile phone 305 is the passive component responsive to
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comuni cation 307 between the processor 501 and the
nmobi | e phone 305 enables the car to be driven. 15 A
network service provider 301 is able to |ocate the
nobi | e phone 305, at 309, wth the nobile phone 305
canped on to network. Therefgge, as a car thief who
has gotten away with the car 303 and nobile phone 305

ol o5 ATER ST b SRR B AR o
SR S5bo Pl etk B 46551 53 bl po

the active conponent while the nobile phone 305 is
fariie paesance ofdhponebite phepe38bvinstead 3he nebiler plvaras 305 is the
unit 501's polling, via the Bluetooth transceiver.

atthwecemponenteand sendeloandigdalsesuntintibaslpito ties fterface board
501 of the car does not search or poll for the

502 SiSERE nPastbNBomPBhEAt, RifANBus 8% Pfdt%s@@?'unft 56179 Rédgonsive

phone 305 is the active conponent and sends out

T TR o TS e e v
onsl| Sl ave

501 is r e, to,the signals, j.e. th
ARENERNE AdNal, Gouttha Bopli8 pBoRs A0hndicsagintetsnse of the
car, receives the signals fromthe nobile phone 305
moakdle PhonePG. dae peecassor Heit SPdrnables teecars, be déven.
processor unit 501 enables the car to be driven. 10
Optionally, the driver may have to key in a sequence
of pass code into the nobile phone to trigger the
Optiodalhg tieedrioér Magiedve tokeytia aseasfe of pids cdtb intdthe
mobile phone to trigger the sending out of signals to the processor unit 501. In
this way, the mobile phone 305 does not have to be actively signalling its
presence to the processor unit 501 until activated to do so, and so saves

energy.

The second embodiment is also described by the flowchart of figure 3. As in
figure 1b, the car is protected by the conventional lock-and-key method until
armed, at 100, which sets, at 103, the engine to “disabled” as its default state
101. When the owner of the car wants to start the armed car, he activates a
trigger on his mobile phone by keying in sequence of pass code from the
keypad to start sending signals to the processor unit 501, at 300, via the
Bluetooth transceiver. The signals include information on the IMEI of the mobile
phone 305. The processor unit 501 then determines if the IMEI received is one

which has been registered with the processor unit 501, at 302. If so, the
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this way, the nobile phone 305 does not have to be
actively signalling its presence to the processor
unit 501 until activated to do so, and so saves
energy. 15 The second enbodi ment is al so described by
the flowchart of figure 3. in figure 1 b, the car
is protected by the conventional | ock-and- key nmet hod

which s at 103 engi_ne ..
P'iogesa‘? Bt eBapfeRdngeriainy SEE: s bycanayinging 319"”“6 timer,
wner_of the car wants to start the arned car
atat(?& viteemopile phopp s continues tﬁﬁugnaét%mErO&yswyﬁhﬁdMEl at
i n sequence of pass code fromthe keypad to start
reguitatiintgredlg oaldelays, ahé0priocedento maintaibGhe emgirgDenabled, at
the Bluetooth transceiver. The signals include
108\fIbtheaprozeseor drhie50 Mstopfedelvingthe Isgynab fronetOmobilBphone

processor unit 501 then deternmines if the | M

30565 o Brb- uétamed’vaégétsu gﬁgm%egesge@eﬁ 1@% BHi liddifes the

processor unit 501 processor

0, nabl es the engi ne of the car by enabling the
e@@él 'n% f?%e at 108. The nobil e phone 305 conti nues

to signal to the processor the I MEl at regular
intervals or deI ays, at 107 in order to maintain the
engi ne enabl ed, at the processor unit 501
Alerdigtivelyeths lh@EItcpfetheurgmle pla@mﬁ 8h5 mapbe sopHakreicateziup the
for a pre-determ ned period of tine, the processor
pracess&Oinitib@hblyescatble anenutrvarelessi03. Al ternati vel y,
the I MEl of the nobile phone 305 may be communi cat ed

to the

In order for the mobile phone 305 to remain sufficiently charged during a
journey, the interface board 502 may have a built-in charger terminal to which
the mobile phone is connected and secured while the car is in use; this ensures
that the battery of the mobile phone does not flat out and that the phone is kept

securely in place during a journey.

In a variation of the embodiment, a plurality of mobile phones may be registered
with the processor unit 501 in car so that the car may be driven by more than

one authorised person.

The information sent to the processor unit 501 may be encoded to discourage
and prevent reverse engineering of the mobile phone’s IMEI number, or other

identification information.
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processor unit 501 by a cable and not wirelessly. 10
In order for the nobile phone 305 to renmain
sufficiently charged during a journey, the interface
board 502 may have a built-in charger termnal to

whi ch the nobile phone is copnected and secured while
the car is in use; this ensures that the battery of

does ot f| at ou and, that th
The Yellfte "ﬁ%‘ﬁ’ 8L B &eA na?sébs Hotorid tanegtherdoas of
ariation e enbodi nent, plurallty of nobile
trﬁm Sétloé 'ﬁ%?%@rawtfarﬂsﬁ)ﬁ@aﬁﬁaﬁcessor unit 501
in car so that the car may be driven by nore than one

aut hori sed person. 20 The information sent to the
processor unit 501 may be encoded to di scourage and

Inpei yrtiver emavediarertnipienaebile\phohe 306 dalgblresphresies fo blﬁﬁbls
nunmber, or other identification information. 17 he

frdr%ﬁh@'rfétﬂ@ﬁ@séﬁtceb&o@m‘é?% bFfoﬂﬁYuﬁ@gﬁ}s”&b@F t |§a8fng a

any other form of ranspoPt ation

o588 ANERRRAA o SRR B gy, Fo

oxAiel: Hanasesat b SRT ey log /Sntobcaidte s enans tnaperature,

include collecting data on car performance. For
méﬂa% etc. Theselorecthewnerfithegar may awhorise egardaaintenance
data on engi ne tenperature,
garage to regularly download the data and analyse the car’s condition for pro-
active maintenance, i.e. the car maintenance garage is permitted to contact the
network service provider to send a signal to the mobile phone 305, which
causes the mobile phone 305 to consolidate data logged by the processor unit
501, and forward the data to the network service provide, which then further

forwards the data to the car maintenance garage. Similarly, the car’s

manufacturer can collect data on test results conducted on their cars.

An example of such a remote operation via the service network provider of the
mobile phone is illustrated in the flowchart in figure 4. A user, intending to
d.ownload logged data from the processor unit 501, sends a request to the
mobile network service provider, at 401 (maybe by just calling the customer
service person). The mobile network service provider then responds to the
request by sending an instruction to the mobile phone 501. The mobile phone
then communicates with the processor unit 501 via the Bluetooth transceiver, at

405, and causes the processor unit 501 to transmit log data via the mobile
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m | eage etc. Therefore, the owner of the car may

aut hori se a car nmaintenance garage to regularly
downl oad the data and anal yse the car's condition for
pro 10 active maintenance, i.e. the car maintenance
garage is permtted to cont the network service
provider to send a signal to The nobile phone 305,

whi ¢ causes the nobil e, phon 5 to._consglidate data
plAE Rt B r SER AR o, At 464, 40 TR ReaciK pRafcs
data to the network service provide, which then
pravideidhen frgngatitgdhe feg dateato thetans neaintanansegssage.
garage. Simlarly, the car's 15 manufacturer can
collect data on test results conducted on their cars.
An exanmpl e of such a renote operation via the service

Imgénerak itds prefeeablefthatthe probessornimitBo1 Gand theshteraRe board)

in the flowhart in figure 4. A user, intending to

is%‘ﬂ“lis‘?é‘r%é‘?ﬁ&@@, i.@,"’.”s%\fer c%mh{!;ﬁerﬁ’cf %ﬁsréfErEHHé to ff&lmobile phone

sends a request to the 20 bile network service
i ! . ' | Ling,th u ner
oK M RBLssyor IESOE s ek iEb B Tonsbfudtd S g PERHERnce data
hen respon to the  request by sending an

O{Wﬁﬁg?ﬁﬁﬂgiﬁef’ﬁ froihe ‘goﬁﬂ‘rbﬁe- 501. The nobile phone

then communi cates with the processor unit 501 via the

Bl uet ooth transceiver, at 405, and causes the

processor unit 501 to transmt |log data via the nobile

Inl8 furtiferrembaedintent nibevmokiles phune és pmoodified onethalg a feature
409. The network service provider then transmts the

tha® thelaiodifiedl iddilé PhofBiis bbRAIeAtiBatha BIM tarddANRE Fhoebild
is preferable that the processor 'unit 501 (and the

I S e
determined SIM card and, thus, to determine whether the SIM card has been
changed. If the mobile phone detects that the SIM card has been changed, the
mobile phone’s functions, especially the Bluetooth feature for communication
with the interface board, may be disabled. Consequently, the mobile phone is
unable to handshake with the interface board to enable the vehicle. Thus, a
further degree of robustness in the security features is provided in this
embodiment. If both the car and the mobile phone are stolen, the car thief will

not be able to enable the vehicle if he changes the SIM card in the mobile

phone.

In further variations of the embodiments, the interface board may be embedded

in the car CPU or integrated with the car CPU. Alternatively, the interface board
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except when processor unit 501 is required to
consolidate the perfornmance data of the car to send
the data to the workshop. In a further enbodi nent, the
nobi | e phone is a nodified one having a feature 10
that the nodified nobile phoﬂ§ is able identify the
SIMcard in the nobile phone.” Thus, the nobile phone

be progra d to expe re- determned Sl Mcar

e Pl By T 4R (B sugh scer fendasfiiand, and
. changed. If the nobile phone detects that the SIMcard
Isd ANeRtY: feagrated intadfe £ar-phone' s functi ons,

especially the Bluetooth feature for comunication 15

with the interface board, may be disabl ed.

Consequently, the nobile phone is wunable to handshake
Inva furtherevaiatien fofitite Bamodirmenenaid mtésce/Bbare farth&éPbsmprises

a further degree of robustness in the security

: . : . . . h the
2 PRASCSSEF LN WY bEEI gt Brofieid STk eoroBf o
| : . e to. I ehigle if.he changes.
othfrugicfHon it e oG MO8 S Syali: fretpassitihafinfeiftation to
hvari ations of. tFe egb@)di ments, the interface board may
e PraGesRINt iR theyeBige.cpy or integrated with the car
CPU. Alternatively, the interface board 19 nmay be
installed remotely fromthe CPU board, such as on the
dashboard, and 1is not permanently integrated into the
It shouldibe andenstdnst that theembodirhentsedesdoibdd renein, aretrit
interface board further conprises 5 a processor unit

embbdimenteef sinderlying doreepasbitBiedhvdéritRnBAB MBS to the
embodiments, though not described, are intended to be within the scope of this
invention as claimed. For example, the interface board 501is just one way of
allowing communication between the processor unit 501 and the mobile phone
305. Other methods are possible within the scope of the invention, such as a

communication port which is in the same motherboard or integrated circuit

board in which the car processor unit 501 is installed.



10

15

20

comuni cation with the nobile phone, as well as the
passing of information to the processor unit in the
vehicle. It should be understood that the enbodi ments
descri bed herein are but 10 enbodi nents of underlying
concepts of the invention. Abbernatlves to the
enbodi nents, though not described, are intended to be
o i.thin the scope of this invention as clainmed. For

le, the interface board 501 is just one way of
al  owi ng conmuni cati on between the processor unit 501
and the nobile phone 305. O her nethods are possible
wi thin the scope of the invention, such as a 15
1c dvehicteaseaurity systemhcaemprisingn t he same not her board or
integrated circuit board in which the car processor
unit 501 awehiclé processor Unflcabablelof disasiiigcand &ﬂaumgy
system conprising: a vehicle processor unit capabl e of

di sapbrfliontst teBaBhics wikergper ation of the vehicle;
whereli n the processor unit Is arranged to enable the

Blﬁ?,'né' Fs“’élﬁ{“le@saégiﬁﬁ'k%%"ﬁ%ﬁée@@a%n%'?%éygﬁ@ﬁ Woen an
gi 21’;&%&'@?@5%% %P@‘ %er'é?\bel n'ler&“?rg%ﬁt qs;gr ug: tgnal from
the nobile phone is not detected. 3. A vehicle
security systemas clained in any one of clains 1 and

2 wherein
2. A vehicle security system as claimed in claim 1 wherein the processor unit

disables the vehicle when the identifying signal from the mobile phone is not

detected.

3. A vehicle security system as claimed in any one of claims 1 and 2 wherein
the processor unit continuously enables the vehicle when the identifying

signal from the mobile phone is periodically detected.

4. A vehicle security system as claimed in any one of the preceding claims

wherein the identifying signal comprises identification of the mobile phone.

5. A vehicle security system as claimed in claim 4 wherein the identification is a

unique serial number identifying the mobile phone.



10

15

20

the processor unit continuously enables the vehicle
when the identifying 15 signal fromthe nobile phone
is periodically detected. 4. A vehicle security system
as clainmed in any one of the preceding clains wherein
the identifying signal conpryges identification of the
nmobi | e phone. 20 5. A vehicle security system as

Lai : , : . titionLi -y '
s FUETREIS ) B oHEE inbl GG OBRUAT e sprie
WO e S P iRtiond) FGBiS Belinedt ERbtlivatanat e mpbit
Mobi | e Equi prrent I dentification of the nobile phone.
5 PNONR- vehi cl e security systemas claimed in claimb5
wherein the unique serial nunber is the International

Mobi | e Subscriber Identification of a SIMcard in the
nobi | e phone. 8. A vehicle security system as clai ned

71 A aslyicleseulity Sgstemeasdiaitted limclim BwhBadig ke LARue serial
nobi | e phone is able to receive renote comuni cati on

f rRMmB&Es .t@%vgﬁgrﬁaﬁiohﬁﬁﬁ@gflg %&%eﬁeggﬂiiehﬁﬁé&%n%f?& 8% %¥ard in

unit to di e ve cle security

SXﬁéﬁ%tﬁ%@cﬁLeEEd in any one of the preceding clains

wherein t i1 e phone enables the vehicle to be
| ocated. 15 10. A vehicle security systemas clai ned
in claim9 wherein the nobile phone enables the
vehicle to be | ocated by GPS system or any | ocal
8.né\ Vefrirle security system as claimed in any one of the preceding claims

wherein the mobile phone is able to receive remote communication from the

owner to issue to a command to the processor unit to disable the vehicle.

9. A vehicle security system as claimed in any one of the preceding claims

wherein the mobile phone enables the vehicle to be located.

10. A vehicle security system as ciaimed in claim 9 wherein the mobile phone

enables the vehicle to be located by GPS system or any local network

service providers.

11.A vehicle security system as claimed in any one of claims 7 to 10 wherein
the mobile phone is able to identify the SIM card installed in the mobile

phone;

the mobile phone is able to communicate with the processor unit to

enable the vehicle; and



service providers. 20 11. A vehicle security system as
claimed in any one of clains 7 to 10 wherein the
nobi | e phone is able to identify the SIMcard
installed in the nobile phone; the nobile phone is
able to communicate with theprocessor unit to enable
the vehicle; and 22 the SIMcard installed in the

Tob! e SO R R 8RB FESHEPIR BB SRS SredBphnipea s

aaove clainms further 5 conprising an alarm wherein
C8fHe alarmis raised when there is an attenpt to start
the vehicle and no identifying signal is received
fromthe nobile phone. 13. A vehicle security system as
claimed in any one of clainms 4 to 10 further 10

1Z.dnvehislergecarityasystem adelamned (hanploaenofitse abose dlaimefurther:
the identification of the nobile phone is not an

5 | d8MprisiriPhh QlarfRAtSreM Dy processor unit. 14. A
vehi cl e security systemas clainmed in any one of the

above ghgbighof WhRBK wikdh BRUFRTL Sh M b GBS AL bbRGIo and

syste ereln the proceéssor uni ock's ‘'or unl otcks

< G et Pl T 1 S ST bl FRBIY pRBng, commend o

13.A vehicle security system as claimed in any one of claims 4 to 10 further
10 comprising an alarm; wherein
the alarm is raised when the identification of the mobile phone is not

an identification expected by processor unit.

14. A vehicle security system as claimed in any one of the above claims further
15 comprising a remote locking system wherein the processor unit locks or
unlocks the vehicle for physical access on receiving a command or signal

from the mobile phone.

15. A vehicle security system as claimed in any one of the above claims wherein

20 the vehicle is enabled by enabling an engine timer in the vehicle.

16. A vehicle security system as claimed in any one of the above claims wherein

the processor unit detects the identifying signal wirelessly.



15. A vehicle security systemas clained in any one of
t he above clains wherein 20 the vehicle is enabl ed by
enabling an engine tinmer in the vehicle. 16. A vehicle
security systemas clained in any one of the above
clains wherein the processorognit detects the

i dentifying signal MAreIesst 23 17. A vehicle

e .
1575 hible ST hERaf & PRkl uF o T WHBEIE g piessor uni
Bl pet got h t echnal ogy. : vehi c urity system as
cli.%?ﬁéa tF?\ *ffﬁrrgﬁwg %Ygi}itg%rﬁu%tpofml?%‘PQ tng 5 clains
wherein the processor unit enables and di sabl es the
vehicle via an interface board. 19.A vehicle security
systemas clainmed in claim18 wherein the processor :
18 vehieleestaurityhsystdiemas thaimgdsm glaih iniamytdre ofthergreceding
board. 10 20. A vehicle security systemas clained in

5  aryainrewbérei e prot8ssnuriPebisiesiand digsbles the k/éhlcle via an
processor unit has an unarmed node and an arned node;

“ﬂﬂhﬁb H%the processor unit is set to the unarned
e vehi cl e 15 processor unit is not capable of
disabllng and/ or enabling the operation of the
vehicle. 21. A vehicle security systemas clained in
éla|n120 wherein the vehicle processor is arranged to

1§\ vehiclesqasity BYTRBAHE@IMBY i claifypsi&wherein the processor unit

detects the identifying signal via the interface board.
10
20.A vehicle security system as claimed in any one of claims 18 and 19 wherein
the vehicle processor unit has an unarmed mode and an armed mode;
wherein
when the processor unit is set to the unarmed mode, the vehicle
15  processor unit is not capable of disabling and/or enabling the operation of the

vehicle.

21.A vehicle security system as claimed in claim 20 wherein the vehicle
processor is arranged to be set to the unarmed mode by a physical

20 identification means.

22.A vehicle security system as claimed in claim 21 wherein physical

identification means is a smart card or magnetic strip card.



20 identification neans. 22. A vehicle security system
as clained in claim 21 wherein physical identification
neans is a smart card or magnetic strip card. 24 23.
A vehicle security systemconprising: a processor unit
capabl e of disabling and en ing the vehicle; wherein
the processor unit enables the vehicle when an

| dent.i.fyi g [l froma..mbile phone is detected;

2% V%\I{:%eg%yglbg%&&uqﬁrpp%%ﬂ% nuously enabl es the
vehicle when the identifying .signal fromthe nobile .
bhorfé PrRSeReRT Yt saPaple R disting Shd enahiici e vamicle; wherein
enabling a vehicle conprising the steps of: a)a
pr oceesocessar unit enables thevehidietwien ag idértifgingssignal from a

of a 10 nobil e phone; b) the processor unit enabling

a f umobilephonetih €etetted;land N response to said
detection; and c) repeating steps a) and b) and

5  di sapll ﬁf@cé%r‘{.ﬁéﬂﬂé@rﬁi&‘ﬁ%&?lﬁﬁéﬁblé@ﬂié FeHBBeh & feliRiehfifying

be detected . od of enabling a vehicle as

[ ai . ™ " o ¢
Che SBfal o Rbthotl Mdels SARICAMNuobEE, o7 FP 0
board; wherein

24. A method of enabling a vehicle comprising the steps of:
a)a processor unit in the vehicle detecting the presence of a
10 mobile phone;
b) the processor unit enabling a function in the vehicle in response
to said detection; and
c) repeating steps a) and b) and disabling the vehicle when the
mobile phone ceases to be detected .
15
25. A method of enabling a vehicle as claimed in claim 24 further comprising
the step of the processor unit communicating with an interface board;
wherein
the processorlunit enables the function in which the vehicle response to

20 said detection.

26.A method of enabling a vehicle as claimed in claims 24 or 25 wherein the
mobile phone is identified by the International Mobile Equipment

Identification of the mobile phone.



the processor unit enables the function in which the
vehicle response to 20 said detection. 26. A nethod
of enabling a vehicle as clained in clains 24 or 25
wherein the nobile phone is identified by the

I nternati onal Mbile Equipne I dentification of the
nobi | e phone. 25 27. A nethod of enabling a vehicle as
claimed in any one of clainms24 to 26 further
conprising the step of: d) raising an al arm when the

resence.of. the nobile device s not 5 detected in
20 Apnelioa g7 anaglif g vehicle asiaaimes panycone gEclaims#btp 26
in any one of clainms 24 to 27 further conprising the
stfepher coraprising theisterofihone receiving a first command
initiated by the owner of 10 the vehicle to issue a

secodiraisingemdalammtwieepthecpresence of thé mabilealBvice ishot
engi ne. 29. A nethod of enabling a vehicle as clained

5 i n ag@teRfsd Bf stepal)ms 24 to 28 wherein the processor
unit has an unarned node and an arnmed node; and 15
when the processor unit is set to the unarned node,
the vehicle processor unit is not capable of

isabl.in nd/ or enabling the .oper.ation of e,
2845 ethOd of SRaRlind B FebIcE AT B Ak i ok dBinspada 27
[ r} c‘\ai m 29 wherein the vehicle
urther comprising the step of:
e) the mobile phone receiving a first command initiated by the owner of

10 the vehicle to issue a second command to the processor unit to disable

the engine.

29.A method of enabling a vehicle as claimed in any one of claims 24 to 28
wherein the processor unit has an unarmed mode and an armed mode; and
15 when the processor unit is set to the unarmed mode, the vehicle

processor unit is not capable of disabling and/or enabling the operation of the

vehicle.

30.A method of enabling a vehicle as claimed in claim 29 wherein the vehicle
20 processor is arranged to be set to the unarmed mode by a physical

identification means.

31.A method of enabling a vehicle as claimed in claim 30 wherein physical

identification means is a smart card or magnetic strip card.
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20 processor is arranged to be set to the unarned node

by a physical identification neans. 31. A nethod of
enabling a vehicle as claimed in claim30 wherein
physical identification neans is a smart card or

magnetic strip card. 26 32. Apgent e vehi cl e

communi cati on system conprisrng: a processor unit;

the processor unit being responsive to a signal froma
nobi | e phone and 5 the nobile phone being responsive
to a sign froma network service provider; wherein
32%r@f@mgmvw@l@mrer@uamvpa@vsnesn gOMPIrisH: enot el y
instruct the processor wunit to operate one or nore

f uncaipsacessod UBH; A renote vehicl e comuni cati on system
as claimed in claim32 wherein the processor unit is

ar r athgegrocesser urtitbeingirgspdsivdto &isigiadl floh® Bnrhbisile phone; and
nobi | e phone via an interface board. 34. A renote

vehi t i
o 3 e R e o PR e Servioe
fBﬁH&? éne vehicle. 35.A renote vehicle

connuhlc {§"%n systemas clained in any one of clains

32 0 34 wherein the oGes unit | ogs jnformation
~boutia bk sEoe By s RBRLe TRt Has i be piacessor

i ncl udi ng sending the | ogged information to the
unit to operate one or more functions.

33. A remote vehicle communication system as claimed in claim 32 wherein
the processor unit is arranged to be responsive to the signal from the

mobile phone via an interface board.

34. A remote vehicle communication system as claimed in claims 32 to 33

wherein the one or more functions includes disabling the vehicle.

35. A remote vehicle communication system as claimed in any one of claims 32
to 34 wherein
the processor unit logs information about the vehicle; and

the one or more functions including sending the logged information to the

network service provider via the mobile phone.
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network service provider via the nobile phone. 27
36. A renpte vehicle conmmunication systemas clained in
any one of clainms 32 to 35 wherein the network service
provider renotely instructs the processor wunit to
operate the one or nore funcéyons for purpose of car
mai nt enance. 5 37. A renote vehicle connunication

GRS v Eemiiniatel 3o fm &S Mahsitio 4 de.gf piaims 32

| gcation of the vehlcle t he network service provider

vit %«%@H’& hersin ihe peluesk sepvioe peaHrer realntelydnstructs the processor
comuni cation systemas clainmed in any one of clains
3anitto aperate theans or mose furvtionsder puiposkanf can maiatemadce.
node and an arned node; such that when the processor

unit is set to the unarnmed node, the vehicle

processor unit is not capable of disabling and/or

SEIRRIMO® \vé‘rﬁcle%h%uﬁi&aneﬁ sy8@m w8 Hisihfed |i|=|5anr§/90r‘9e of claims 32

renote vehicle comuni cation system as cl ai In any

f 3
o1 5 AR o Lt RGP RE S gFEERR or e
h t L t
pefﬁﬁl?i?bﬁ?%%[sé&weg@r%w@wa%h%m@ AN ¢ ai s
to 39 wherein physical identification neans is a
srrart card or magnetic strip card.

38.A remote vehicle communication system as claimed in any one of claims 32
to 37 wherein
the processor unit has an unarmed mode and an armed mode; such that
when the processor unit is set to the unarmed mode, the vehicle
processor unit is not capable of disabling and/or enabling the operation of the

vehicle.

39.A remote vehicle communication system as claimed in any one of claims 32
to 38 wherein the vehicle processor is arranged to be set to the unarmed

mode by a physical identification means.

40.A remote vehicle communication system as claimed in any one of claims 32

to 39 wherein physical identification means is a smart card or magnetic strip

card.



