ND OF THE | NVENTION 1. Field of
4 -ENCRYPTI ON SYSTEM AND METHOD BACKGRQU (
&ﬁgmrﬁvgntion The present invention relates to a data encryption system

i/ ‘ i nor 5 placed between a
; a conputer having a cache ne y _
%?Eggggg:egngna naigpnennry, and in paatlcular to databFncrggéhogssystenl
and i i tion tables
/and met hod of encrypting data using transforma uch as
/ substitution tables. 2. Description of the Related Art 10 Sy

i ' t data
| Enei pherment ALgor i thm o1 phor s yp el 1o o MBERES et er ot 1 ons.
/. Encl pher ment oot b ber at i | usi ve- OR, substitution and
" each of which contains operations of exclusi . subst! il
i 15 permutation. The substitution is perfor y '
ggf{ghngFeboxeg, whi ch are substitution boxes or, sinply, |ook-up tables

i i i i ts. In general, S boxes are
o aso fel cocordinoct nqgﬁﬁﬁG§é%ﬁgs§¢t%éﬁniﬁﬁﬁﬁilo%ac% S box being
classified according to the nunber 0 i >oovach S pox being
i ndicated by 20 Si box, wherein i is the nunber p ,

box and S9 box. During cipher or deci pher for one block, each Si box is

i i i f a conventional encryption
o Bipldrafi theofl niviemssiorAn exanpl e o _
g;i?é&?S{?I béﬁldescribed with reference to Figs. 1A 1B and 2. As shown in

2 Fig. 1A an EREr yPETIP BysRERNLS cronpobete of ta [ 0gieat encryption

System implemented on a computer having a cache memory
5 placed between a processor and a main memory, and in
particular to data encryption system and method of
encrypting data using transformation tables such as
substitution tables.
2. Description of the Related Art
10 Symmetric block ciphers such as DES (Data
Encryption Standard) ciphers and FEAL (Fast data
Encipherment ALgorithm) ciphers typically employ
Successive iterations, each of which contains operations
of exclusive-OR, substitution and coordinate
15 permutation. The substitution is performed by using so-
called S boxes, which are substitution boxes or, simply,
look-up tables having a predetermined number of possible
inputs. 1In general, S boxes are classified according to
the number of input bits, each S box being indicated by
20 Si box, wherein i is the number of input bits, such as
S7 box and S9 box. During cipher or decipher for one
block, each Si box is referred to a plurality of times.
An example of a conventiocnal encryption system will be

described with reference to Figs. 1A, 1B and 2. As shown in



controll ed processor (here, CPU) 1, a nenory (main nenory) 2 into which an
encryption program3 is |loaded froma disk or the like, and a cache nenory
4. The cache nenory 4 is 5 connected to the CPU 1 by a processor bus 5

conposed of data |lines, address lines and control lines and is connected
to the menory 2 by a menmory bus 6 cohposed of data |ines, address |ines
and control lines. As known well, the cache nenory 4 is a snmall-capacity

10 nmenory al |l owi ng hi gh-speed access conpared with the main nenory 2. The
cache nmenory 4 stores the contents of frequently accessed nain nmenory
| ocati on§18nd BRldr égsesncryehon heyGREm issussippgsshuest 4 oprdatramer

i nstruction tgaoagh t he processor bus 5, the cache nenory 4 checks to 15
see whet FEPYPIRGRIBTPRESE ke (RPFSY t CREP dd -t ReMSRREY( dHEAB MRIOYY)t Ren t he

cache ne 4. et ur.ns t.a _t 1. f it . does not hold the same
(a cacheqﬁﬁésfPl?Eea@aé%%%ﬁﬁgéﬁy%ﬂkgégﬁgq%:ﬁ?e%%?%$%1ﬁﬁams?zglg d4t a

i ncl udi nghkher i ¥eequastiech dahanar hdigdFpcli on rhem the bRy EeRory 3t hrough
20 the nenory bus 6 and stores the predeterm ned size of data” while

t r ans¥ er congethedr equebtedPtatlaber ai psbreesbenbtie theomPBYell. oFhe@ata
predetermned size of data read fromthe main nenory 2 is, for exanple, 32
byt es or 1i28shyresiresisndeingssandicepphsol odanes et ihecpneerbad! yo

execut ed, address 25 are frequently executed, the cache _hit rate can be
i ncr easeaﬁebym%?oole ng ?@éhaa IF%EP%%Y e gf FEP9SH aBfarftd 3 nttd"eRe cache

menory 4ada§§ggthﬂgegnagthaﬁeﬁsg 2¢{ESS. The encryption program 3
instructs the CPU 1 to

As known well, the cache memory 4 is a small-capacity

10 memory allowing high-speed access compared with the main

memory 2. The cache memory 4 stores the contents of

frequently accessed main memory locations and addresses.

When the CPU 1 issues a request for data or instruction

through the processor bus 5, the cache memory 4 checks to

15 see whether it helds the same. If it holds the same (cache

hit), then the cache memory 4 returns the data to the CPU 1.

If it does not hold the same (a2 cache miss}), the cache

memory 4 reads a predetermined size of data including the

requested data or instruction from the main memory 2 through

20 the memory bus 6 and stores the predetermined size of data

while transferring the requested data or instruction to the

CPU 1. The predetermined size of data read from the main

memory 2 1s, for example, 32 bytes or 128 bytes. Since

instructions located near the previously executed address

25 are frequently executed, the cache hit rate can be increased

by storing such a larger size of data in advance into the
cache memory 4, resulting in high-speed access.

The encryption program 3 instructs the CPU 1 to



performa symretric block ci pher such as DES or FEAL cipher. Its program
architecture is shown in Fig. 1B. A substitution table section 305
conposed of a predeterm ned nunber of substitution tables is previously
provided in the 5 encryption program_3. For exanple, each substitution
table of the substitution table secti on 305 has 16 entries each havi ng
addresses 0-F(H) assigned thereto and having hexadecimal nunbers O-F
stored therein, as showmn in Fig. 2. For exanple, in the case of input bits
"0000" =0 (H 8(H) 10 stored at the address O(H) is read out and a

cor r espoRBFRGTMbRNEFPNALEBES '19296081P§e§u§pgh apsDE8seri BE4Lbefipher -t he

substitution table section 30 s referenced aplurallt times to
perform étﬁstl B aESH bya%&ala?%cﬁ?%%sf OF matF oW ™ setti oﬁlé04 5 Theré are

proposedsﬁegewht%xptt%q'eytgeccﬂfarbogxgacom nal.yzing Ahgﬁéﬁétggﬁqne& an

encryption algorithm for exanple ust Ve Key sear efenti al

crypt anahyibser o&nGubisteéain tGbyptratalesiss pﬁ@é?ﬁ@lhé/ly nﬁi‘\bﬁi&@&am@ ¥8kes
called timng attack which 20 mainly targets public-key encryption systens
has Beenenprppbied byoBaah G. Kdtdereamp e ngedth askissontutipherabliat i ons

of Diffie-Hellmn, RSA, DSS, and O her Systens" Advances in Cryptol ogy:
Proceedi fifs 16 FYWptol s iomp EﬁﬁﬂrﬁPrS@é—"stlong%OE’ pB§94 1@3?“-7\%:%% gPRY to

AR S SR -yl Sohen, o R gL coystem g e
power-reﬁzegaae@@ﬁa@t hoRbERat oLy Q%%r_%dt Q:Hé}eelrp,ubilé Cs#fayn CiRheig. 2.
For example, in the case of input bits “0000” = 0(H), 8(H)

10 stored at the address 0(H) is read out and a corresponding
binary number “1000” is output. As described before, the
substitution table section 305 is referenced a plurality of
times to perform substitution by a data transformation
section 304.

15 There are proposed several cryptanalytic methods of
analyzing the key used 1in an encryption algorithm, for
example, Exhaustive key search, Differential cryptanalysis,
and Linear cryptanalysis.

Recently, new cryptanalysis called timing attack which

20 mainly targets public-key encryption systems has been
proposed by Paul C. Kocher (“"Timing Attacks on
Implementations of Diffie-Hellman, RSA, DSS, and Other
Systems” Advances in Cryptology: Proceedings of Crypto 96,
Plenum Press, 1995, ppl04-113). According to timing

25 attacks, the secret key candidates of a cryptosystem can be
narrowed based on differences in the amount of time required
to perform power-residue operation that 1s basic to the

public-key cipher.



4 A technique for preventing tine attacks has been disclosed in Japanese
Pat ent Application Unexam ned Publication No. 10-222065. A basic idea of
this counterneasure is to change in delay time of critical path 5 for
each power-residue operation. However, in the case where the

above-descri bed encryption system u§1 ng the substitution table is

i npl emented on a conputer having the cache nenory 4 therein, a
cache-attack cryptanal ysis nethod, which was found by the 10 present
inventor and will be described |ater, can narrow the key candi dates of the
encryption sydt erheahrfiiqves | yfofti ngprchventemg r ¢ lkey by teedsur hag t hesanount

of tine requi_)red to ,encrypt data. Since the cache-attack cryptanal ysis

met hod ThRCHBSEPpl i B t JARARRAG i ¢ FGtr s RRPdAC@sipst u¥BesApinsd
power - r egj, Efc%pfégtl LS. tfg %Qgpkgr msasu%o qjea%gclzgggglgnbechg J%Ranese

Pat ent Applicatron Unexani ned rcation ones

i neff ect tygnt£aRE8s8LLack Ty Ride/Sie As18hOWAHdn c!:fgcr§t1&£l §a%ﬁsum?d
that an encryption 20 device cal cul ates an exclusive OR ( of plain

t ext 3PO fod eachnpbierkeyskéieoopeteteoge an substitution tabl e S and an
exclusive OR of plain text P10 and an n-bit key kl to reference the
substitution thyeveg, Wheh dithfer epdsent Whege artdh¢ ookbdvepdeacrhbed
substitution table S, the follow n >Egﬁrel at i onshl ps are obtal ned:; PO XOR
KO Pl XFETYRIIO®nd PE SR UHL gubstijggition (qyable is

implemented on a computer having the cache memory 4 therein,
a cache-attack cryptanalysis method, which was found by the

10 present inventor and will be described later, can narrow the
key candidates of the encryption system to finally find the
entire key by measuring the amount of time required to
encrypt data. Since the cache-attack cryptanalysis method
can be applied to symmetric ciphers which do not use any

15 power-residue operations, the countermeasure described in
the Japanese Patent Application Unexamined Publication No.
10-222065 becomes ineffective.

Cache-attack cryptanalysis

As shown in Fig. 3, it is assumed that an encryption
20 device calculates an exclusive OR. (XOR) of plain text PO and
an n-bit key k0 to reference an substitution table S8 and an
exclusive OR of plain text P10 and an n-bit key k1l to
reference the substitution table S. When different entries
are looked up in the substitution table S, the following
25 relationships are obtained:
PO .XOR. k0 # P1 .XOR. k1, and
PO .XOR. P1 # kO -XOR. k1 = Ak e (L),

where Ak is hereinafter called a key differential.



where Ak is hereinafter called a key differential. 5 The fornula (1) can be
generalized from2-table nodel to n-table nodel as follows: Pi XOR ki #
Pj XOR  kj, and Pi XOR. P} 0 ki XOR kj = Akij ... (2), 5 where i, | =
1, 2, 3, ... n. The fornula (2) indicates the case where the substitution
table Sis references n tines during?® cipher/decipher process. In this
case, with regard to any two plain text Pi and P}, an exclusive OR of Pi
and an n-bit 10 key ki and an exclusive OR of Pj and an n-bit key kj | ook
up different entries in the sanme substitution table S and further an

excl usi ve OR ofhepi fapmulby ($) neenedpsalgarere Keyed df fémr @ntable Akicdewhi ch is

an excl usi ve CRBff ané t wo keés ki and kj. When such a key differenti al
Akij is bBtArheb; c18°8Re RangBLLPWExhaustive key search can be narrowed to

22N - 2N. For exanple, n N.bigts.of 7:KO_XOR k|l are obtained, the
exhausti ve search f%? Nyggfswéf¥k cé%ggé &3’bfp§F;f the other kl to be

cal cul at ed fron1thep&eLgbhqn@Big:kiklxaRU.kECB.ngj Accordipgly, the

exhaustive search for 2N 20 bits of kO and kIl can be reduced to that for

only 5N bwhsrefil). jHewlt o2pbBai n hhe key differential Akij wll be

described with reference to Figs. 4A and 4B. First, as shown in Fig. 4A a

counter tabl e The prépaneda whizh 28ndépeseas iHiei akised coumterstbach

correspopding EQ:8bn ARSI egvalpes ol die ey differential Akl g
cipher/decipher process. In this case, with regard to any
two plain text Pi and Pj, an exclusive OR of Pi and an n-bit

10 key ki and an exclusive OR of Pj and an n-bit key kj look up

different entries in the same substitution table S and
further an exclusive OR of Pi and Pj is not equal to a key
differential Akij which is an exclusive OR of any two keys
ki and kj. When such a key differential Akij is obtained,

15 the range of exhaustive key search can be narrowed to 220 -
2N, For example, when N bits of Ak = k0O .XOR. k1l are
obtained, the exhaustive search for N bits of k0 causes N
bits of the other k1l to be calculated from the relationship:
k1 = k0. XOR. Ak. Accordingly, the exhaustive search for 2N

20 bits of k0O and kl can be reduced to that for only N bits of
kO.

How to obtain the key differential Akij will be
described with reference to Figs. 4A and 4B. First, as
shown in Fig. 4A, a counter table 1is prepared, which

25 contains initialized counters each corresponding to all
possible values of the key differential Akij.

Subsequently, an arbitrary pair of plain texts is

extracted from a set of plain texts, which would cause

s



Subsequently, an arbitrary pair of plain texts is extracted froma set of
plain texts, which would cause 6 different entries to be | ooked up in the
substitution table in all rounds of the cipher process. Thereafter, a
counting step of increnenting by one a counter corresponding to a value
of the key differential Akij which i equal to an 5 exclusive OR of the
extracted pair of plain texts is repeatedly perfornmed for all pairs of the
plain texts. As a result, the counters of the counter table are updated as
shown in Fig. 4B. The counters of the counter table each having finally
obt ai neddéddrrenty &ntead cgr & osday chekddrum 10 thansebstakusioh zebdeor an
extreme snall _value to i tif a correspondiﬁg@counter, whi ch det erm nes

d .
a key di ffefrt FAP AP, Ehe §ﬁ8é}ﬁa_ PECRGEEd t RAETERE “E%Y r emeosmdRNval ue
s a_ valugsdependindeaant BfgPiayabhll Ly ofusellsiylng e figguig (2) 15

There w escri a e Obtaining a set o rrary plain
texts whivghuwi ldf cause el f anertbrenthihes A4 benheakeds upgRi1thgy an
substitution table Sin all or a considerabl e amount of accesses in the
case WheeectlheiveubdRi t af i onh¢ abder Sidised effprienced n diaies itesas 2Q0s

ci pher/deci pher process. However, when applying such an encryption program
on the é@ﬁ@éﬁ?ﬁgﬁapeéﬁ@FVQﬁiéﬁrsﬁéﬂeﬁﬁhé@iﬁé the paehe ety 4Asag shown

in Fig. 1A_ th d I d diff int t of ti ired
L0 porf of APBRETy o onPABEEGREI OH 260 QofBHNERY obeBHe oo AHRFRBROAS oxt |

ProvidedsWoll in Fig. 4B. The counters of the counter table each
having finally obtained counter values are searched for a
10 counter value of zero or an extreme small value to identify
a corresponding counter, which determines a key differential
Akij. It should be noted that the extreme small value is a
value depending on the provability of satisfying the formula
(2} .

15 There will be described a method of obtaining a set of
arbitrary plain texts which will cause different entries to
be looked up in the substitution table S in all or a
considerable amount of accesses in the case where the
substitution table S is referenced n times in a

20 cipher/decipher process.
However, when applying such an encryption program on
the conventional encryption system having the cache memory 4
as shown in Fig. 1A, there are developed differences in the
amount of time required to perform encryption/decryption
25 depending on given plain/cipher text. Provided with
different plain texts, the data transformation section 304
may look up different entries in the substitution table,

resulting in different cache hit rates when the substitution



different plain texts, the data transformati on section 304 nmay | ook up
different entries in the substitution table, resulting in different cache
hit rates when the substitution 7 table is accessed. In other words, anong
gi ven pl ain/cipher texts, one providing the highest rate of cache m ss
needs the longest encryption time. It is estimated that a plain/cipher.
text providing the highest rate of cache mss 5 increases the possibility
of causing different entries to be |ooked up in the substitution table in
all or a considerable anount of accesses. Verification The present

i nvent or tgkief iedachesabdve ést Pvhekoworde, usitnggagwekh- khewn/cipher

al gorithm M STY1 pégposed,b Mtsuru Matsui. Detail ed_descriptions of
M STY1 5FELSpr GRSUF By M ublenit ighest i 62 r por K36 (8heS " BREER

Ci pher algari STY . M STY2" version 1.11 Qctaber, 2 996, and
" Sanpl e g%gr%ﬁgg%%%hﬂ%ﬁgﬁfggﬁ Uﬁﬁgﬁage"%vérgfbnes %mf.ﬁg'JEP€%2231996).
Ref er ri ng1konFtgsne PAtaRe M&Bﬁhid@_@@@rﬁiglﬁextcwﬁr ofM LhcR4- Riiksdat a

bl ock and 128-bit secret key, including a data random zing section, which
uses ¥ woihonetbonsthl pandibElityThé tanethgndE@Ecusas eumeteenthbl b, which
uses two_20 substitution tables S7 and S9. The substitution table S9 has a
9-bit inpofkafAduB1Pnerhei esbpeathtionpiebéat iy pAl Sinpl ecPsddeariter sion) .
The substitutjon_table S7 has a 7- bit input and 128 entries (each 8-bit
entry i n283HBFe° T PROGFERTSer si on) .

Verification

The present inventor verified the above estimation
10 using a well-known cipher algorithm MISTY1 proposed by
Mitsuru Matsui. Detailed descriptions of MISTYl are
provided by Mitsubishi Electric Corporation (see “Block
Cipher algorithms MISTYl and MISTY2” version 1.11 October 2,
1996, and “Sample Programs of MISTY1l in C Language” version
15 1.00 July 22 1896).
Referring to Figs. 5A-5D, MISTYl is secret-key cipher
with 64-bit data block and 128-bit secret key, including a
data randomizing section, which uses two functions FO1 and
FLi. The function FOi uses function FIij, which uses two
20 substitution tables S7 and 89. The substitution table S9
has a 9-bit input and 512 entries (each 32-bit entry in
Sample-Program version). The substitution table 87 has a 7-
bit input and 128 entries ({(each 8-bit entry in Sample-
Program version).
25 The data randomizing section includes 8 functions FOl-
FO8, each (F0i) of which includes 3 functions FIil-FIi3.
BEach of the 3 functions FIi1-FI1i3 references the

substitution table S9 twice and the substitution table 87



- 25 The data random zi ng section includes 8 functions FOl- FO08, each (FQ)

of which includes 3 functions Flil-M3. Each of the 3 functions Flil-Fli3
references the substitution table S9 twice and the substitution table S7 8
once. Accordingly, during an encryption process, the substitution table S9
is used 48 times (= 8 x 3 x 2) and tHfe substitution table S7 is used 24
times (=8 x 3 x 1). Fig. 6 shows the distribution of the nunber of plain

5 texts with respect to cipher time when a nunber of plain texts are
encrypted by MSTYL. Fig. 7 shows the relationship between cipher tine and
t he nunbencet opeRacpoAlngayri edurangubsni t encoyrtabhe $FocEisg., 8tdleows t he

relationshgg bet ween cigﬂer ime and the nunber of operation 10 entries in
subst i t uPPBRATLEBFECR7E2RAE Rdnbar UePdopEr ALTEA (Enfres s 2defifed&s the

nunber of,BOLELER; WG 8T & edy LA ENEEYRLI On N, assybstitution tabl e

The maxi num nu r of operation éentries is Substitution table S9

and 24 in thersybsti kubivan tabl @ striddridni srundey standf rom Kigs, 6 and

7 that a plain text taking T or nore cipher tine causes different entries

to be | beked wpthn tdspsobstiiot utipinet abieeSiHar al msibeal | of apaasses.

Therefore, cache m ss occurs every tine, thereby taking much tine for

encrypti BRAXtEN HE otPRGTrHaFRd aBY20 PN i n Fi §198, ih takossbsttheuti on
nmber of o nentries is

table S7 he. distripution in,the n erati ,

appr oxi TEELF REBELBoREFHREN RUBBBRIAPRY=0F FHE CUBREF oI FECTSHHER the

substitup}ep;tabl ,S75(fsai MR bnt abLg Wi thg Fig. 8 shows the
relationship between cipher time and the number of operation

10 entries in substitution table S57. The number of operation
entries is defined as the number of entries, which are used
for encryption in a substitution table. The maximum number
of operation entries is 48 in the substitution table S9 and
24 in the substitution table 87.

15 It is understood from Figs. 6 and 7 that a plain text
taking T or more cipher time causes different entries to be
looked up in the substitution table 89 for almost all
accesses. Therefore, cache miss occurs every time, thereby
taking much time for encryption. On the other hand, as

20 shown 1in Fig. 8, 1in the substitution table 87, the
distribution in the number of operation entries 1is
approximately kept constant independently of the cipher
time. Since the substitution table S7 is a small table with
128 entries, almost all entries are loaded into the cache

25 memory 4 after miss hit has been repeated several times,
thereby the occurrence of miss hit disappearing. In
contrast, the substitution table 89 is a large table with

512 entries and therefore the occurrence of miss hit will



128 entries, alnost all entries are |loaded into the cache 25 nenory 4 after.
m ss hit has been repeated several tinmes, thereby the occurrence of m ss
hit disappearing. In contrast, the substitution table S9 is a |large table
with 512 entries and therefore the occurrence of mss hit will 9 not

di sappear. Such an operation-entry distribution difference between the
substitution tables S7 and S9 nmakes the above-described cache attacks
ineffective on the substitution table S7 and effective on the substitution

5 tabl e

is gener
conput er
text to

encrypted by M STYl encryption and 15 the tinme required

S9. Fig. 9 shows an operation of extracting a set of plain texts

havi ng andt ghdpsebebilri-ty t hdtchhe asubstpdratom-tabiey S9ibsrabukssed about
48 tinmes during cipher process. First, the cipher programof M STYl
| oaded oﬁlg%%r%%%%rPQBWeﬁnlﬁhﬁnﬁﬂH%ﬁlY%ﬁ%&P1bi?le¢hgﬂeéFF%rS9amﬁkﬁﬁn t ext

BT USRI SRR BTELS oL A0E) SNd e ook T Yol Lhe

Q@b@@fﬁﬁ@i@ﬁ (Sher 164) and therdbaife tGXt ¢ % b%uBQE£¥QE§9n

encrypti

nmeasyr edc 4lstepsd05). Subsequently, it is determ ned whether the nea

encrypti

ontinme is equal to or greater than a predeterm ned thresho

(step 106) . TFha -t f el ap icpeistiskon nell svtradhing aesetsafypaadn
suf ficient nunber of plain texts can be 20 obtained so as to stand_th

fornul a ¥2¥tS FRBIAP gRePiORe PLARGRAN LY Qﬁts?%%dFHBSFhEu?b?ﬂuFab%?) t he
| ower th§9 chgéégégegugpg 058pk?ﬁgst86£§ngvg$phggepgggégr?d First,

10

15

20

25

the cipher program of MISTY1l is loaded on the memcry of a
computer (step 101l}. Thereafter, a plain text is generated
using random nhumbers (step 102) and the cache memory of the
computer is cleared (step 103). The generated plain text is
set as a plain text tc be encrypted (step 104) and the plain
text to be encrypted 1is encrypted by MISTY1l encryption and
the time required for encryption is measured (step 105).
Subsequently, it 1is determined whether the measured
encryption time is equal to or greater than a predetermined
threshold T (step 106). The threshold T is determined so
that a necessary and sufficient number of plain texts can be
obtained so as to stand the formula (2). The higher the
probability of standing the formula (2), the lower the
necessary number of plain texts. When the measured
encryption time is equal to or greater than the
predetermined threshold T (YES in step 106), the plain text
is stored {step 107) and the control goes back to the step
102. When the measured encryption time is not greater than
the predetermined threshold T {(NO in step 106), the control

goes back to the step 102 without storing the plain text.

IS

a plain
is
onis
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encryption tinme is equal to or greater than the predetermned threshold T
(YES in step 106), the plain text 25 is stored (step 107) and the control
goes back to the step 102. Wen the neasured encryption tinme is not
greater than the predetermned threshold T (NOin step 106), the control
goes back to the step 102 without stof¥% ng the plain text. 10 The steps
102-107 are repeatedly perfornmed to obtain a sufficient nunber of plain
texts having a high probability that the substitution table S9 is accessed
about 48 times during cipher process. 5 Based on the plain texts obtained
li ke thi8hetheteey WWZfEdentdrsl Akpestdeilgr npaefiousédg tde aetaied as shown
in Figs A.and 4B and the key_ candi dates of the encryption system are

nar r owed SUARCRPRAI INPRSE et | PR KRy TRSESqdadimichedl By IhsPagrelhddsti ve
h k 1 i t to det i h i ni, bi t
searc Oﬁ:hy&e tgi%;rglﬁgglgé{tl nc%g Ilgaﬁ lS(? agﬁ%%;sns ieoa oeutre |r%|r+%|%§ :

val ues of 'the key. escribed "above, 1 n an Syst [ ment i ng

the encrypthiag prpgeanp¥siagssubstitution tables on a conputer having a
cache nmenory, the cache-attack cryptanalysis nmethod can narrow t he key

candidat es of BdwedS5oenchyptplonsyséetst obtanakty Ifiiked tittes entheekkgy by
neasuring.the amount of time required to encrypt data. Accordingly, the
cache- at faékeepppianalNsiss ndehounipgd besangkithe ofetttiad ngs ashaek. i8i nce

Lhe cachysLiack, YR IRl 1sk o, et 00 canbs, apel Lef Lo, syl i ot phers
describegystem are narrowed. And finally the entire key 1is
determined by using exhaustive search of the narrowed key
10 candidates to determine the remaining bit values of the key.
As described above, in an encryption system
implementing the encryption program using substitution
tables on a computer having a cache memory, the cache-attack
cryptanalysis method can narrow the key candidates of the
15 encryption system to finally find the entire key by
measuring the amount of time required to encrypt data.
Accordingly, the cache-attack cryptanalysis method may be a
kind of timing attack. Since the cache-attack cryptanalysis
method can be applied to symmetric ciphers which do not use
20 any power-residue operations, the countermeasure described
in the Japanese Patent Application Unexamined Publication

No. 10-222065 becomes ineffective.

SUMMARY OF THE INVENTION

An object of the present invention is to provide an

25 encryption system and method, which can provide a defensive



in the Japanese Patent Application Unexam ned Publication No. 10-222065
becones ineffective. SUVWARY OF THE | NVENTI ON An obj ect of the present
invention is to provide an 25 encryption system and net hod, which can
provi de a defensive 11 neasure agai nst the cache-attack cryptanal ysis.
According to the present invention, dldata encryption systemfor performng
encryption/decryption of agiven plain/ciphertext usingtransformation tables
whi ch 5transforns bit strings ofthe given plain/cipher text, includes:
anmenory forstoring an encryption programincluding the transfornmation

t abl es emehsofewhgehnebnthensaahprettsekntngdhanbéysisentri es, wherein
atargeted transformati ontabl eis previouslyidentifiedfromthe

10t r ansf or mat {5 At epenbifig PSR SFREL HEV N diiget ed2t R aRBEEVRELPBN t abl e

exhibits rend_of increasing in_the unber, of operation entries as a

| engt h o?ﬁgkgﬁprggn |ﬁ§8r%ég ne%nFEXBE%?nZdSFS§P§ﬁ930n??olFedgﬁyggessor
for execgihigd/ciBge@NCryPLi ON PEOY aMe & CANGIETN Y RLaged between the 15
menory and the programcontroll ed processor; and an entry | oading section
for |adtnrgnatokmastbibbe paringd tde thar getied:t r ansfioy/mdipher t abke,i nto
the cache nenory. The entry | oading section may | oad the at | east one part
of the targénddstranasf semeiivon fabl estiqniona hearachrcr2pt irenor proefreme t he

encryption/ decryption of th iven plain/cipher text. The entry . | oading
secti on ﬁﬁ?ngéégaFPe FF%HE%B%W@FF8§ tables PAEB PheWBaEReCRBABAPS fherein

the predetermined number of entries, wherein a targeted

transformation table 1is previously identified from the

10 transformation tables depending on whether the targeted

transformation table exhibits a trend of increasing in the

number of operation entries as a length of encryption time

becomes longer; a program-controlled processor for executing

the encryption prcogram; a cache memory placed between the

15 memory and the program-controlled processor; and an entry

loading section for 1loading at least one part of the
targeted transformation table into the cache memory.

The entry loading section may load the at least one

part of the targeted transformation table into the cache

20 memory Dbefore the encryption/decryption of the given

plain/cipher text. The entry loading section may load all

transformation tables into the cache memory, wherein the

targeted transformation table is loaded after the other

transformation tables have been loaded into the cache

25 memory. The entry loading section may load all

transformation tables with priorities into the cache memory,

in which a transformation table with higher priority is left

longer in the cache memory, wherein higher priority is



targeted transformation table is |oaded after the other transformati
t abl es have been | oaded into the cache 25 nenory. The entry | oadi ng section
may |oad all transformation tables with priorities into the cache ne
in which a transformation table with higher priority is left |onger
cache menory, wherein higher priority2is 12 assigned to the targeted
transformati on table conpared with the other transformation tables.
entry |l oading section nay |load the at | east one part of the targeted
transformation table into the cache nenory at a plurality of 5 timngs
bef ore taesearegptonheedansstent dfrariref gimenionpl Galnlei pbepatedt widb

anot her

i ncl udesthg ﬁﬁﬁéﬁeﬁéﬁpsﬁéﬁmétéSHt&%ﬁ%ﬁf eiran

aspect of the present .invention, the entrg Igadagg sect%on
Yy ofamraRagERERLCEN

each correspondin the O entries of the targete nsf or mat i n t
each nan% engﬁ%(%nt?y i ndi %%at? &het%%? a @6kre58gndﬁﬁ§3enF?§ g§fed

tar get ed&a%%%%&%%&@@éelﬁéé bgen-HsRE: naRdrd aHNYs %@Q%p& ngrager

for | oading unused entries of the targeted trans ornatl nta

e |nto

cach& menbhyndy befbeter ehel ngidsgrragestydwlle. dhe tRegeyeden
transformation table nmay be identified by calculating a use rate of

nunber

oplapefaibbarehextes to a total nunber of entries for each of

transformati on tables and selectln% a transfornmtion table havin

smal | er
present
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20 us¥ rAURET t AEPEEF gefedfr AT Hat 1RV Bb Ry BEEoParAY
18339&50%@é%ﬁE4aiﬁgfﬁagé!0% management table containing a

plurality of management entries each corresponding to the
entries of the targeted transformation table, each
management entry indicating whether a corresponding entry of
the targeted transformation table has been used; and a
unused-entry manager for loading unused entries of the
targeted transformation table into the cache memory by
referencing the management table.

The targeted transformation table may be identified by
calculating a use rate of a number of operation entries to a
total number of entries for each of the transformation
tables and selecting a transformation table having a smaller
use rate as the targeted transformation table.

According to the present invention, a data encryption
system for performing encryption/decryption of a given
plain/cipher text using transformation tables which
transforms bit strings of the given plain/cipher text,
includes: a memory for storing an encryption program
including the transformation tables each of which contains a
predetermined number of entries; a program-controlled

processor for executing the encryption program; a cache

on

nory,
in the

The

tries
abl e,
he

t he

a
t he

to the



system for perform ng encryption/decryption of a given plain/cipher text
using transformation tables which transforns bit strings of the given

pl ai n/ ci pher text, 25 includes: a nmenory for storing an encryption program
including the transfornmati on tables each of which contains a predeterm ned
nunber of entries; a programcontrol I*éd processor for executing the
encryption program a cache 13 nenory placed between the nenory and the
programcontroll ed processor; and a cache-m ss generating section for
generating a cache mss so as to make a nunber of cache m sses uniformfor
any pl ai hepppliepleert. bsthieenc ddive-miresr yeded athagpsegreoncrngroddkedde: a

managenment table containing a plurality of managenent entries each
correspoHHPﬁﬁsFBrthe‘%Hﬁri oF 2E4ERMLPPansI Rt F o0 t aisEti®ich &Pt he

manageregloghleigs J NALEALI fa helper, -2 gor Lespondi g, gntry. of Lhg 10

transformation ha een used; and a caché-m ss genéerating section

for genepatkBg antdch® PbeSapynNYNRen/8fpnkkmesxhich is equal to a _
di ff erence between a nunber o usabl e entries and a nunber of used entries

of tHe transfBreratcaorhd-alles whetieratime usedtiohrimsyar @énclbdedenti fied

by referencing the managenent table. The cache-niss generating section may

i ncl ude: Mangagment miagdfentcadsiaiognt & nikbueapluy al Pfy sRnpaRAGERENt

entries each.correspgnding to the entries of each transfor ion t%ble,
3 b Ao

each of tHe'hifagée efiPFFESPIBRGI cat? ng T SunBRFEOEST |
correspopdLAgrERLAY 185 tQ%ble, each of the management entries

indicating whether a corresponding entry of the
10 transformation table has been wused; and a cache-miss

generating section for generating a cache miss a number of

times which is equal to a difference between a number of

usable entries and a number of used entries of the

transformation table, wherein the used entries are
15 identified by referencing the management table.

The cache-miss generating section may include: a count
management table containing a plurality of management
entries each corresponding to  the entries of each
transformation table, each of the management entries

20 indicating a number of times a corresponding entry of the
transformation table has been referenced; and a cache-miss
generating section for generating a cache miss a number of
times which 1s equal to a number of cache hits for the
transformation table, wherein the number of cache hits is

25 obtained based on management entries having a count value of
at least 2. The cache-miss generating section may generate
a cache miss each time a count value of a management entry

exceeding 1 is incremented.



transformati on tabl e has been referenced; and a cache-m ss generating
section for generating a cache mss a nunber of tinmes which is equal to a
nunber of cache hits for the transformation table, wherein the nunber of
cache hits is 25 obtained based on managenent entries having a count val ue
of at least 2. The cache-niss generdt#ing section nay generate a cache

m ss each tine a count value of a managenent entry exceeding 1 is
increnented. 14 The transformation table may be a targeted transformation
table which is previously identified fromthe transformation tables
dependi ng on Wiet herttdres faumgetssh t riasisior mahapn tlabl e exhi bakgeaetirend of
increasing in the 5 nunber of operation entries as a length of encryption
time betbABSIPBEMAELIONABaRLS| WRLFhi &8 hEeHbausiHelidangéfedd framstbemation

t abl be Ldentjfied I ting. a e rate. of a nber of operation
eﬁtr?ega¥5ags%8§%F£ﬁéﬁbe€X% gsgﬂ gb%ﬁ&%%ﬁu2§kh““ %?Wﬁ'th%sz?ﬁﬁ?FS tab:es

and selegggﬁgf%QmQtEBH”%%%%EEQ%E}Hfﬁ?E%h€¥égg %fsqﬁéf¥ﬁ$ﬁﬁ§rfﬁetﬁ§ the

targeted transformation ta cording to further another aspect of the

present nimpent o@n opk rdafidrensiyPid HNasyst aBrigitl uweserc {ynf @imesStoring

an encryption programincluding the transformation 15 tables each of which
cont ai nsbacpredet epngaed nurber of siemtldifdsd wiechodncl tles atrbeast one

transformation table groug containing N transformation tables having same
cont ent stTAReFeFR2hiPRahsPoEnEEYoRS dientiif et dencrbc N2t ingsaf BFean

encryptIPQéQeSEy%“ﬁﬂ] éPngsogéeribﬂgkﬁtries to a teotal number of

entries for each of the transformation tables and selecting
10 a transformation table having a smaller use rate as the
targeted transformation table.

According to further another aspect of the present
invention, a data encryption system includes a memory for
storing an encryption program including the transformation

15 tables each of which contains a predetermined number of
entries, which includes at least one transformation table
group containing N transformation tables having same
contents, wherein a transformation table is referenced N
times for an encryption/decryption process of a single

20 plain/cipher text; a program-controlled processor for
executing the encryption program; and a cache memory placed
between the memory and the program-controlled processor,
wherein, each time accessing the transformation table group,
a different one of the N transformation tables is referenced

25 within the accessed transformation table group.

As described above, according to the present
invention, the number of cache misses for a transformation

table can be made uniform for any plain/cipher text, which



20 plain/cipher text; a programcontrolled processor for executing the
encryption progranmi and a cache nenory placed between the nenory and the
programcontrol |l ed processor, wherein, each tine accessing the
transformation table group, a different one of the N transformation tables
is referenced 25 within the accessed>ransformation table group. As

descri bed above, according to the present invention, the nunber of cache
m sses for a transformation table can be nade uniform for any plain/cipher
text, which 15 causes encryption/decryption tine to be made substantially
equal i ndependemror vt itdne danrhyert ioh opEnat kon kentmads HSobstbhéially
transformation table. Accordingly, it is very difficult to extract plain
texts us&dUed d@ﬂ&ﬁﬁqmﬁnélweyﬁgr¥¢%rBHWPQF,oﬁSQRﬁﬁﬂﬁim@ eRtBiesi EGfties in

crypt ana i s, . BRLEE DESCRI PT OF THE_DE NGS.Fig. 1A is a_block diagram
showi ng %ﬁgex5%6?505P951080E3%§?Ton%chﬁ§$§ﬁ VOnlgygFeXFrFiﬁ}f%échta

di agram sBowkRg .8t PLEL AM akeRi LeehuEs eéte%ﬁiheeaCQ@yeeﬁfgaékn%gaﬁxpt'Pn
system Fig. 2 is a schematic diagram showi ng an exanpl e of a substitution
tabl & Frgsultiagaiachemitcaldiagr am shoptagaaysigplified data random zing
section for explanation of a cache-attack 15 cryptanalysis nethod; Fig. 4A

is a schematic diagram showing an initialized counter table used to obtain
a key differential Ak; Fig. 4B is a schematic diagramshowing a finally

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1A is a block diagram showing an example of a

conventional encryption system;

Fig. 1B is a diagram showing a program architecture of

10 the conventional encryption system;

Fig. 2 is a schematic diagram showing an example of a

substitution table;

Fig. 3 1is a schematic diagram showing a simplified
data randomizing section for explanation of a cache-attack

15 cryptanalysis method;

Fig. 4A is a schematic diagram showing an initialized

counter table used to obtain a key differential Ak:

Fig. 4B 1is a schematic diagram showing a finally
obtained counter table to explain how to obtain the key

20 differential Ak;



obt ai ned counter table to explain how to obtain the key 20 differential
Ak; 16 Fig. 5A is a diagram show ng a data random zing section of M STY1,
Fig. 5B is a diagram showi ng the structure of function FLi in the data
random zi ng section of MSTY1l; 5 Fig. 5Cis a diagram show ng the
structure of function FQO in the datl& randoni zi ng section of MSTYl; Fig.
5D is a diagram showi ng the structure of function Flij in the data
random zi ng section of MSTYl; Fig. 6 is a graph showing the distribution
of the 10 nunber of plain texts with respect to cipher tine when a nunber
of plain texts are encrypted by MSTY1; Fig. 7 is a diagram show ng the
rel ati onship between _cipher time and the nunber of operation entries in
substitution tldlfle S® 15 Figg. ddadgag disAghamdshewi AgteherprBRRNLEABHEI p

bet ween ci?her t%nﬁ §£? t he nunber of operation entries in substitution
tabl e S7TPSBFY 0T sME>Ffdichart showi ng an operation of extracting a set
of plain texts having a high probability 20 that the substitution table S9
is accessed about 48 tines 17 during cipher process; Fig. |0Ais a block

di agram show ngin FNCIY R | @Tag BBt SMDRLEYr thagst euathikesbremadicient of
the present invention;
FLi in the data randomizing section of MISTY1;

5 Fig. 5C 1s a diagram showing the structure of function

FOi in the data randomizing section of MISTY1;

Fig. 5D is a diagram showing the structure of function

FIij in the data randomizing section of MISTY1;

Fig. 6 is a graph showing the distribution of the
10 number of plain texts with respect to cipher time when a

number of plain texts are encrypted by MISTY1l;

Fig. 7 is a diagram showing the relationship between
cipher time and the number of operation entries in

substitution table 89;

15 Fig. 8 is a diagram showing the relationship between
cipher time and the number of operation entries in

substitution table S57;

Fig. 9 1s a flowchart showing an operation of
extracting a set of plain texts having a high probability

20 that the substitution table 89 is accessed about 48 times



5 Fig. 10B is a diagram showi ng a program architecture of the encryption
system according to the first enbodinent; Fig. 11A is a bl ock diagram
showi ng an encryption system according to a second enbodi nent of the
present invention; 10 Fig. 11B is a diagram showi ng a program architecture
of the encryption system according td’t he second enbodinent; Fig. 11Cis a
di agram showi ng an exanple of a use- entry nanagenent table enployed in the
encryption system according to the second enbodinent; 15 Fig. 12A is a
bl ock di agram showi ng an encryption system according to a third enbodi nent
of the pdeséng cipbentpoogefsg. 12B is a di agram showi ng a program
architecture of the encryption systemaccording to the third enbodi nent;
20 Fig. 13A is a block diagram showi ng an encryption 18 system according to
a fourth enboq}nentl% t he preg nt_.i nyention; s a_di agram show ng
C

f g ¥ FH%%.13B i g&

a program architecture of "t rypti te [ rt

_ i 1%ct dP8 of St e SRt FORIEHSt ALY aitfy FBCERESASHr th
embodi egy ;8 good2&ihng acdll Agr A SNOWdRG ALRATPIE Oy UpeeseRtry
managenent table enployed in the encryption system according to the fourth
enbodi nenhveht@onldA is a bl ock di agram showi ng an encryption system
according to a fifth enbodi nent of the present 10 invention; Fig. 14Bis a
di agram showi ng a program architecture

5 Fig. 10B is a diagram showing a program architecture

of the encryption system according to the first embodiment;

Fig. 11A is a block diagram showing an encryption
system according to a second embodiment of the present

invention;

i0 Fig. 11B is a diagram showing a program architecture

of ‘the encryption system according to the second embodiment;

Fig. 11C is a diagram showing an example of a use-
entry management table employed in the encryption system

according to the second embodiment;
15 Fig. 12A is a block diagram showing an encryption
system according to a third embodiment of the present

invention:;

Fig. 12B is a diagram showing a program architecture

of the encryption system according to the third embodiment;

20 Fig. 13A 1is a block diagram showing an encryption



of the encryption system according to the fifth enbodinent; Fig. 15A is a

bl ock di agram showi ng a first exanple of an encryption system according to
a sixth enbodi nent of the 15 present invention; Fig. 15B is a diagram
showi ng a program architecture of the first exanple of the encryption
system according to the sixth enbodilfent; Fig. 16A is a bl ock diagram
showi ng a second exanple 20 of an encryption system according to the sixth
enbodi ment; 19 Fig. 16B is a diagram showing a programarchitecture of the
second exanpl e of the encryption systemaccording to the sixth enbodi nent;
Fig. 17Asystemblaokodiagy amcsshaw figuahhensmypdiment 5 «fystém apresednng to a
seventh enbodi ment of the present invention; Fig. 17B is a di agram show ng
a prograhi&eehi®@tture of the encryption systemaccording to the seventh
enbodi nent; 10 Fig. 18A is a block diagram showi ng an encryption system
according to an eighth enbodi mrent of the present invention; Fig. 18Bis a

3 ognam St M5 OB 89 9L lASEL S Mok Ds PELBL OB Pyl e apsor o

to the eighth e Als a gram show ng ah
encrypti@n tBySée8T AEE06H 8Pst OmaabLBLHi egbedi PRAt fOfirt heaib&SERéNt ;

invention; Fig. 19B is a diagram show ng a program architecture
5 Fig. 13C is a diagram showing an example of a use-
entry management table employed in the encryption system

according to the fourth embodiment;

Fig. 14A 1is a block diagram showing an encryption
system according to a fifth embodiment of the present

10 invention;

Fig. 14B is a diagram showing a program architecture

of the encryption system according to the fifth embodiment:

Fig. 15A 1s a block diagram showing a first example of
an encryption system according to a sixth embodiment of the

15 present invention;

Fig. 15B is a diagram showing a program architecture
of the first example of the encryption system according to

the sixth embodiment;

Fig. 16A is a block diagram showing a second example

20 of an encryption system according to the sixth embodiment:



of the encryption systemaccording to the ninth enbodinent; 20 Fig. 20A is
a bl ock di agram showi ng an encryption systemaccording to a tenth

enbodi ment of the present 20 invention; and Fig. 20B is a di agram showi ng a
program architecture of the encryption systemaccording to the tenth
enbodi nent. DESCRI PTI ON OF THE PREFERRED EMBCODI MENTS 5 First Enbodi nent
Referring to Fig. 10A, an encryption systemaccording to a first

enbodi ment of the present invention is conposed of a programcontrolled
processor (here, CPU) 1, a nenory (main nmenory) 2 into which an encryption
program 3A i s Eily.| ohéied ikr @m @i aisdm oshbvheénti ke, prangiram cacheitreabuyed. The
cache nmenory 4 is connected to the CPU 1 by a processor bus 5 conposed of
data |ine§, thadpesend geampdg &dntihst ¢ﬁ¢ﬁ¥9t%ﬁﬁi$%S%%%n%%@%ﬁd%%gggé menory
2 by a nennrg.buaMG coaPosed. of data lines, address |ines and control
lines. 15°AsSkAbWnSHRPTI™EAE’ cache nemory 4 is a smal | -capacity nenmory

al |l ow ng hi gh-speed access conpared with the main nenory 2. The cache
menory 4 stores the contents of frequently accessed main nenory | ocations

and addresses.righen7hhei €PU 1pissesdaagearesshdwinglatsa oentRgbtuehi on 20
t hrough the processor bus 5, the cache nenory 4 checks to see whether a
caché hi systemr sacddrdirgaclie hat ssocurtdy thendimketcache thenopyedenst ur ns
the hit data to the CPU 1. If a cache m ss occurs, the cache nenory 4
reads a pr¥8BEePATned size of data including the requested data or

i nstruction

Fig. 17B is a diagram showing a program architecture
of the encryption system according to the seventh

embodiment;

i0 Fig. 182 is a block diagram showing an encryption
system according to an eighth embodiment of the present

invention;

Fig. 18B is a diagram showing a program architecture

of the encryption system according to the eighth embodiment;

15 Fig. 1%A is a block diagram showing an encryption
system according to a ninth embodiment of the present

invention;

Fig. 19B 1is a diagram showing a program architecture

of the encryption system according to the ninth embodiment;

20 Fig. 20A 1is a block diagram showing an encryption

system according to a tenth embodiment of the present



21 fromthe main nenory 2 t-hrough the nenory bus 6 and stores the
predeterm ned size of data while transferring the requested data or
instruction to the CPU 1. The predeterm ned size of data read fromthe
main menory 2 is, 5 for exanple, 32 bytes or 128 bytes. The encryption
program 3A instructs the CPU 1 to péPforma symretric bl ock ci pher such as
DES or FEAL cipher wusing a transfornmation table to performbit-string
transformation. The structure and operation of the 10 encryption program 3A
will be described with reference to Fig. 10B. It should be noted that a
maj or paihvefiténnryphidon operation is the substantially sane as that of
decryption operation, provided that the key generation and the data 15
transformation in the decryption operation are perforned in inverse order.

Therefore, hereinafter, .encrypti %Pa n %rypth§¥e§£ T A pFaln ¥urﬁer

encryptlon/decry tion, and an cip

text. ReEﬁrEh@geher§b910ﬁ0§ys£8ﬁ §8§6¥8Eh8nt8r99éaﬂb§€h'émbgglﬁQHPosed of a
key generation section 303 and a data randon zing section including an

i nput section 302, a preload section 311, a data transformati on section
304, and an output section 306. The data transformation section 304
performs substitution using a substitution table section 25 305, which is

conposed_qf a_predeterm ned_nunber _of _substitution tables. 1) Targeted
substltuPFBHRFEEFQN OF THE PREFERRED EMBODIMENTS

5 First Embodiment

Referring to Fig. 10A, an encryption system according
to a first embodiment of the present invention is composed
of a program-controlled processor f(here, CPU) 1, a memory
(main memory) 2 into which an encryption program 3A 1is

16 loaded from a disk or the like, and a cache memory 4. The
cache memory 4 is connected tc the CPU 1 by a processor bus
5 composed of data lines, address lines and control lines
and 1s connected to the mémory 2 by a memory bus 6 composed
of data lines, address lines and control lines.

15 As known well, the cache memory 4 is.a small-capacity
memory allowing high-speed access compared with the main
memory 2. The cache memory 4 stores the contents of
frequently accessed main memory locations and addresses.
When the CPU 1 issues a reguest for data or instruction

20 through the processor bus 5, the cache memory 4 checks to
see whether a cache hit occurs. If a cache hit occurs, then
the cache memory 4 returns the hit data to the CPU 1. If a
cache miss occurs, the cache memory 4 reads a predetermined

size of data including the requested data or instruction



Anmong the substitution tables included in the 22 substitution table section
305, a substitution table which is nost likely to be attacked (hereafter,
a targeted substitution table) is previously selected based on the cipher
al gorithm of the encryption program 3A. In the case 5 of M STYl as shown in
Figs. 5A-5D, the substitution table 43 should be selected as the targeted
substitution table because the nunber of operation entries varies :
according to encryption tine as shown in Fig. 7. In general, a targeted
transformation table is a transformation table exhibiting a 10 trend of
|ncrea5|ﬁéomntbﬁeMﬂkﬁxﬂe%ﬁrmp%rEhréhgbnﬁhﬁe@EM§ﬁMNhnmg6t@n@nﬁﬁvgﬁﬁon

time. Alfernativ met hod for idept y|n the targeted
transfor ?ioHrF§8¥ng§ gp Plghti Py adfFanst F Bgapégﬁérﬁ @i ndh& smal |
use ratipeqplotha tokal, nugber gtr_»s,t,@&sacectoent{ﬁees gpperation e

e tota

entries) t funber of entries. As Showh B, whén the

encrypti pRepe0gEAMMEA siseCd ath@ndreidr tedm( Ehep n{’aﬁln) ,mérh@rg; nput ssection
302 inputs a plain/cipher text and perforns initial pernutation t her eof .

The prel 6ad seampda, 332 bphds dhelPargeted.20 substitution table into the
cache nenory 4 before the data transfornmation section 304. [} Prel oadi ng
schenme The pr eit¥ad SEEPdH 031 1 Pire9aATendfy 1 BIETFAGT fredre f 1PV adj usei ng the

rurter o SEEDE T SYRRSLRARCHIENS, ARG R R e
substitupb9ngtabl @ transformation table to perform bit-string
transformation. The structure and operation of the
10 encryption program 3A will be described with reference to
Fig. 10B.

It should be noted that a major part of encryption
operation is the substantially same as that of decryption
operation, provided that the key generation and the data

15 transformation in the decryption operation are performed in
inverse order. Therefore, hereinafter, encryption and
decryption are denoted by encryption/decryption, and an
input text is denoted by a plain/cipher text.

Referring to Fig. 10B, the encryption program 3A is

20 composed of a key generation section 303 and a data
randomizing section including an input section 302, a
preload section 311, a data transformation section 304, and
an output section 306. The data transformation section 304
performs substitution using a substitution table section

25 305, which 1is composed of a predetermined number of
substitution tables.

1) Targeted substitution table

Among the  substitution tables included in the



into the cache nenory 4. For exanple, preloading all entries of the
targeted substitution table into the cache 23 nenory 4 is performed once,
whi ch causes the cache hit rate for the targeted substitution table to
beconme 100% in other words, the cache mss rate for the targeted
substitution table to become zero. %2The data transfornmation section 304
repeatedly perforns the basic transformation of m xing the plain/cipher
text after initial-pernmutation with extended keys generated by the key
generation section 303 by referencing the substitution table section 305.
As descr Bbedtbefibren §E@de mmaﬁmonaagé;ea sulistti ttuttiiom t adtbee habibeen

| oaded in the cache ¥ the prel oad section 311, there is a high
probabi | £y PRSE aééé?%yng Pheb?argéFéGk§GbstP?G??éﬁeﬁablé caggesethe
occurrenge ache h|t For exanmm e s of . the t et ed

15 substhaggﬁﬁu Abf'e BPRIDr el’SadBd Vﬁpgmﬁﬁé E%&ﬁggﬁ%nﬁ? Fis %égche hi t
rate forc&ﬁﬁekaégﬁh§@tﬁh\b%tf' i b dARE orP f 090 'ﬁn%ﬂsr cWagds, the
cache mss rate for the targeted substltutlon abl e beconmes zero. Since
the cachef WisSyiake Bhbwhhensebskit 8ri-6D,t abkesudkhietuthan the120sbar get ed
substitution table is substantially kept at a constant value C, any

ci pher/ dekpphdr bext sekhirbetds ghe thpprorirgetely savstaGnibépnof tehdke

m sses durln t he cryption/ decr tlon rocess, causing the tine reqU|red
for encP%? ﬁ/aasrwf%ﬁtooﬁf& BTiPeqUar1e952aEeEAANAGIER, it is
very d'fEh89b£t£8ne§aﬁgcgspg%b%n %§F%ﬁg¢ . In general, a targeted

transformation table is a transformation table exhibiting a
10  trend of increasing in the number of operation entries
accerding to encryption time. Alternatively, a simple
method for identifying the targeted transformation table is
to identify a transformation table having a small use ratio
of the total number of referenced entries (operation
15 entries) to the total number of entries.
As shown in Fig. 10B, when the encryption program 334
is called and started (step 301), the input section 302
inputs a plain/cipher text and performs initial permutation
thereof. The prelocad section 311 1loads the targeted
20 substitution table into the cache memory 4 before the data
transformation section 304.
2) Preloading scheme
The preload section 311 is an entry loading means for
adjusting the number of cache misses to be made
25 approximately equal for any plain/cipher text by preloading
all or a part of entries of the targeted substitution table
into the cache memory 4. For example, preloading all

entries of the targeted substitution table into the cache



whi ch are used to determne a key differential Ak that is -the keystone in
the cache-attack cryptanalysis, resulting in effective defensive neasure
agai nst the cache-attack 24 cryptanalysis. The data obtained by the data
transformati on section 304 is subjected to inverse initial pernutation by
the output section 306 to produce a<4finally obtained 5 cipher/plain text,
which is returned to the main programthat called the encryption program
3A. In this way, the encryption process for a single plain/cipher text is
term nated (step 307). 3) Other preloading schemes 10 In the

above- desempbgd4exanples foameyl tdied,angetad causarsfidieratacine t abt erabiech
exhibits a trend of increasing,in the nunber of operation entries

accor di n§°fotBRAcEFBIRBARIt FHESELEUBienohakYei RPobERENEatABS neibr gther

However, the present _ipvention is not.limted to this exapple, |f the
cache 15w%£§%fyqimha§agﬂguf aRs eﬁ?t8a6§€iP%bealﬁaﬁﬂﬂ)%qw:ﬁng%lFBtF8§ of
the substityti ey babbgessectbon 305 are prel oaded into the cache menory 4.

In this case, a substitution table to be left, which is nost likely to be
attacked, is Imadeddafter tehherosmhsiohut isucdadh es Jnave begrateaded into
the cache 20 nenory 4. The reason is that the substitution table to be
left is peevennedtheobmpsénovabntfomahéonachemdxangortdengledn/aipheep

al gorithm such _as LRU (Least Recently Used) algorithm Alternatively, in
t he Caset%¥taagaﬁﬁuﬂ@9 éﬁqﬁiqgutatlon with extended keys generated

by the key generation section 303 by referencing the

substitution table section 305. As described before, since

10 the targeted substitution table has been loaded in the cache

memory 4 by the preload section 311, there is a high

probability that accessing the targeted substitution table
causes the occurrence of a cache hit.

For example, when all entries of the targeted

15 substitution table are preloaded into the cache memory 4,

the cache hit rate for the targeted substitution table

becomes 100%. In other words, the cache miss rate for the
targeted substitution table becomes zero. Since the cache

miss rate for the substitution tables other than the
20 targeted substitution table is substantially kept at a
constant wvalue C, any cipher/decipher text exhibits the
approximately same number of cache misses during the
encryption/decryption process, causing the time required for
encryption/decryption to be approximately equal.
25 Accordingly, it is very difficult to extract plain texts,
which are used to determine a key differential Ak that is
the keystone in the cache-attack cryptanalysis, resulting in

effective defensive measure against the <cache-attack



25 function of providing priority to-data stored in the cache nenory 4,
since data with higher priority is renoved later, the target substitution
tabl e should be attached with high priority and be | oaded into the cache
menory 4. 25 The first enbodinment is directed to the symetric key
encryption such as DES, in which a séétion of referencing the substitution
table section 305 is provided within the data transformation section 304
in the encryption program5 3A. Accordingly, the preload section 311 is

| ocated imediately before the data transformation section 304. As

anot her prgbbadangssehene, the prel oading step of the preload section 311
may be perfornmed i mediately after the start step 301. In this case, the
first embodi nefite cdAtBe PGPS & t BhEnsadpmerdi el xegateher y SEFSACPN whi ch
not only he, dat a ,transf orpati on_section 304 but_al sq the input ection
302 and ?R% klég getke ear]l_‘l‘aoér)\ $Ect tBRT303 chM FeF ré?\ecrénuottaotjt% %leStl fution

tabl e seghipe30%edurdfier sddie el 0albagost eh CaTihRING f ObER ka2 15

plurality of locations or timngs. For exanple, the preloading step is

per f & nediphaedpatehy tafdtgr Whecht airs stepurded and theediaire! proegfame the
data transformation section 304. Furthernore, it is possible to separately
call a phatoadildgdr by amntsyrpienodot gy ame3tar geted thi snecegsatne20

substitution table into the cache menory 4 before callin the encryption
progran1§ﬁ?rxgta8§ch58&eﬁéfo%@F'tﬁb pﬁ%ﬁ%%% s@%@%%ﬂcgﬂﬁg¥s tgXpabl-é of

adjustingegmgnggggeqsggpcgggg_nisses to be nade

3) Other prelcading schemes

10 -In the above-described example, only the targeted
transformation table which exhibits a trend of increasing in
the number of operation entries according to encryption time
is preloaded into the cache memory 4. However, the present
invention is not limited to this example. If the cache
15 memory 4 has a sufficient capacity, all substitution tables
of the substitution table section 305 are preloaded into the
cache memcry 4. In this case, a substitution table to be
left, which is most likely to be attacked, is loaded after
other substitution tables have been loaded into the cache
20 memory 4. The reason is that the substitution table to be
left is prevented from removal from the cache 4 according to
a sweep algorithm such as LRU (Least Recently Used)

algorithm.
Alternatively, in the case of a computer having a
25 function of providing priority to data stored in the cache
memory 4, since data with higher priority is removed later,
the target substitution table should be attached with high

prioxity and be loaded into the cache memory 4.



approxi mately -equal for any plain/cipher text by preloading 25 all or a
part of entries of the targeted substitution table into the cache nenory
4. Al entries of the targeted substitution table are not al ways prel oaded
into the cache nenory 4. For exanple, about one half of the entries of the
26 targeted substitution table may bé2prel oaded into the cache nmenory 4.
Such part preloading also allows the nunber of cache m sses to be nade
approximately equal to sone extent for any plain/cipher text. 5 Second
Enbodi.ment Referring to Fig. 11A, an encryption systemaccording to a
second enbodi Mt birstheeppedenent nyentdigrcitededmposterl spim¢heisakey

har dwar e conponents as the first enbodipent: the CPU 1, the nenory 2, and
the cach®fEhBEYOR, SHREr & Q%Sf16“eﬁ@?¥%%i%nsﬁﬂ&dpénﬁ@@ refpEgaEdNPnt o t he

menory 2 ef errin Eig. ,11B, .the.encryption program3B is . conposed of
a key ge%%?gfﬁ%ﬁ éggﬁﬁSR 3 %%dsécgégﬁ :ﬁg%d%%i Fﬁglgggtf%HEQH%lu Fng an

I nput  segitan +3Q%s R r@dlka onl I 8ASE D ARHAN SeCthan A4 Cl i BgoBram

used-entry managenent 15 section 312, a unused-entry |"oadi ng section 313,

and @an 8Atput BectrdindDy, Theedapaeloadsfoesaibnn 3etti o8 304capednf or s

substitution using the substitution table section 305, which is conposed

of a preteredhphedynbffercothesglade ttutansif aralkitdon 2B TMheorusdeM ent Ay

managenent section 3%2 ases a_ managenent tabl e entries, which
CusRatt

have beef Rti%hl I§F % eﬁﬁ??ﬁ?ionFB%cr96??8%8ﬁ$8228§68nnﬂa t kBSentri es

of preload section 311 may be performed immediately after the
start step 30l. 1In this case, the first embodiment can be
10 applied to the symmetric key encryption in which not only
the data transformation section 304 but also the input
section 302 and the key generation section 303 can reference

to the substitution table section 305.
Further, the preloading step can be performed at a
15 plurality of locations or timings. For example, the
preloading step is performed immediately after the star step
301 and immediately before the data transformation section
304. Furthermore, it 1is possible to separately call a
preloading program for preloading the targeted or necessary
20 substitution table into the cache memory 4 before calling

the encryption program 3A.

As described before, the preload section 311 1is
capable of adjusting the number of cache misses to be made
approximately equal for any plain/cipher text by preloading

25 all or a part of entries of the targeted substitution table
intc the cache memory 4. All entries of the targeted
substitution table are not always prelcaded into the cache

memory 4. For example, about one half of the entries of the



t he substitution table section 305. The unused-entry | oading section 313
accesses and 25 |oads entries which have not been actually used in
encryption/ decryption process anong the entries of the substitution table
section 305. A conbination of the used 27 entry nanagenent section 312 and
the unused-entry |oading section 31%F%rovides a an entry |oading neans for
adj usting the nunber of cache m sses to be nade approximately equal for
any plain/cipher text. Hereafter, the used-entry 5 nmanagenent section 312
and the unused-entry | oading section 313 will be described in detail. Fig.
11C showsasgeggdnpgressituheomtadpdwemat dig epvéloadred usetlo enbey camhagenent
section 312. The nanaggﬁent table _is provided for each substitution table
I

havi ng amﬁwaﬁylﬁ'proﬁ_ P@%QMPEﬁ%QQQ%@%ya%ﬁ% EacRESat iR KDEPYPE akdl ysi s
o1 ha2ScBEnEnON UL 89 82 Aafe! LERRANTLAR IS 08 LBk eriERt) POt

of the managenent table is inrira 0 a val ue"i'nd S

not usedfgt HA¢ plaih/tipBeef teghcryption/ decryption process. In Fig. 11C,
"unused" is 15 denoted by a synbol "/". Every tinme an entry of a

substitution table having a high probability of attacks is referenced

during the encryption/decryption process, a corresponding entry of a
corr poﬁﬁEﬁ@QnéEh@ﬁhﬁﬁﬂEtable is changed to a val ue indicative of "used".
In Fig. 11C, ‘used" is dEnoteg 2¥ a synbol "o". In other words, the

bPe ddfire

entry of the 50T oht §Hbﬁﬁ@ﬁ??{;%ﬁ BREFFD PEGOEEdTHi th "o

in the nﬁgage@%@Bnﬁagﬂ%édiﬂ@ﬁﬂng¥E%ﬂé"bresent invention is composed

of the same hardware components as the first embodiment: the
CPU 1, the memory 2, and the cache memory 4, wherein an

L0 encryption program 3B is loaded into the memory 2.

Referring to Fig. 11B, the encryption program 3B is
composed of a key generation section 303 and a data
randomizing section including an input section 302, a data
transformation section 304 including a used-entry management

15 section 312, a unused-entry loading section 313, and an
output section 306. The data transformation section 304
performs substitution using the substitution table section
305, which 1is composed of a predetermined number of
substitution tables.

20 The used-entry management section 312 uses a
management table to manage entries, which have been actually
used in encryption/decryption process among the entries of
the substitution table section 305.

The unused-entry loading section 313 accesses and

25 loads entries which have not been actually used in
encryption/decryption process among the entries of the

substitution table secticon 305. A combination of the used-



entry. Wien the substitution table section 305 is not 25 referenced in the
encryption/decryption process any |onger, the unused-entry | oading section
313 references the nmanagenent table of Fig. 11C to execute | oadi ng, that
is, referencing and reading, all entries that have never been 28
referenced, for each substitution ta®’e having a high probability of
attacks. Assum ng the substitution table S9 of M STYl as the substitution
tabl e having a high probability of attacks, the 5 total nunber of entries
in the substitution table S9 is 512, and the maxi num nunber of operation
entri es eperat magaigemeevicr ypct oot d8dly pandnther wnsientenitiext 1ogddBg As
described in Fig, 9, attackers may clear_ the substitution table S9 before
startings?ﬁEl%%cg§BtP6ﬁvﬁ§8§r§mQﬂB%ﬂﬁFXrﬁﬁ%ﬁ%ﬁ%,m%@nﬁhéﬁraagﬂH@Fénﬁlain
text is r d,. the maxi num.nunber, of . cache misses for. the substitution
tabl e SothE $BhERr (P FRFLRLMBEE s Rat Moo PR S RgTRC 1 % Bt 1

encrypt eglpy tHgyM mgyméeyﬁpsz ofegache nmyssegetar, t hengubgkbhubhep, table

S9 is 1, which may not be devel oped. 15 In the case where the nunber of

cach& mssesgefeat BaXtLiumM G 24&nd hehaunbhesedfepey al badient Ekesiba al so

48 and therefore the unused-entry | oading section 313 reads 464 (= 512 -

48) entr$esd. wihlthe¢sdeaseibedeinudbbridf cache mnisses becones "a snal

certain value",becaﬁie %Eere are 20 left in tgg cache nmenory 4 many ot her
e

entries that Hawe heveP BEEN iG] Ph HE STEITHIont#bt P80 after

48 the used-entry management section 312. The management table
is provided for each substitution table having a high
10 probability of attacks by the cache-attack cryptanalysis and
has as many entries as a corresponding substitution table.
Each entry of the management table is initialized to a value
indicating that it 1s not wused at the start time of
encryption/decryption process. In Fig. 11C, ™unused” 1is
15 dencted by a symbol ™0O7. Every time an entry of a
substitution table having a high probability of attacks is
referenced during the encryption/decryption process, a
corresponding entry of a corresponding management table is
changed to a wvalue indicative of “used”. In Fig. 11C,
20 “used” 1is denoted by a symbol “o”. In other words, the
entry of the substitution table corresponding to an entry
labeled with “o” in the management table is an operation
entry.
When the substitution table section 305 is not
25 referenced in the encryption/decryption process any longer,
the unused-entry loading section 313 references the
management table of Fig. 11C to execute loading, that is,

referencing and reading, all entries that have never been



cache m sses have occurred. On the other hand, in the case where the
nunber of cache msses is a mninmumof 1, the nunber of operation entries
is also 1 and therefore the 25 unused-entry | oadi ng section 313 reads 511
(=512 - 1) entries. In this case, the nunber of cache m sses becones "a
| arge certain val ue" because there a8 not left in the cache nenory 4 many
other entries that have never been 29 referenced in the substitution table
S9 after only one cache m ss have occurred. Accordingly, the finally

obtai ned nunber of cache m sses becones 48 + "a small certain value" when
t he nunbeefefepaetie nfgseseasht heunakinubmiof 48abhad Ha®Birg" aal ahgghcertain
val ue" when_ the_nunber of cache msses is the mninmmof 1, which neans

t hat thePHPPFEFéhEﬁ Bet AeBACKEhem becones smaller. This provides the

count er measur nst he C%FQ§ attackbgayﬁéﬁggey%ioMFg@§ﬁgE%%O%ge sane

reason as the IITEI’]i]t SCI’I

descrlptseﬁstaeﬁtyaﬂsegb@@tﬁa€§n&0£ Hﬂgu p§39§ﬁiiy£y08fté@ksékBthﬂg a high
probabil ity of cache- attack are’loaded in the unused-entry [oading section

313. 5 Theoualsedmpakrb€schoriakl isubkéi subsonthebbestapyebsol oadedz2,to
achieve the simlar advantages. 15 Third Enbodi nent Referring to Fig. 12A,
an encr ypiflortisy shemmesordimier t of a arvinad ierbodihehes ofondia pies et

invention is co d of the sane hardware conponents as the first
enbodineﬁ??r¥HEgB%§§?EIYPFéoﬂeﬁBFy ZSlaﬁﬁetF%an&ﬁe4ﬁennﬁ§ desgrRéPefn an

20 encryEﬁi%ﬂgﬁrogfa%k%gdﬁérEOQQ%Q cﬂ%grthﬁugegﬁﬁgt%tutlon table 59

before starting the encryption program 3B and therefore,
10 when a single plain text is encrypted, the maximum number of
cache misses for the substitution table S9 is 48. It 1is
further assumed that, when a single plain text is encrypted,
the minimum number of cache misses for the substitution
table S9 is 1, which may not be developed.
15 In the case where the number of cache misses 1is a
maximum of 48, the number of operation entries is also 48
and therefore the unused-entry loading section 313 reads 464
{= 512 - 48} entries. In this case, the number of cache
misses becomes “a small certain value” because there are
20 left in the cache memory 4 many other entries that have
never been referenced in the substitution table SS9 after 48
cache misses have occurred. On the other hand, in the case
where the number of cache misses is a minimum of 1, the
number of operation entries is also 1 and therefore the
25 unused-entry loading section 313 reads 511 (= 512 - 1)
entries. In this case, the number of cache misses becomes
“a large certain value” because there are not left in the

cache memory 4 many other entries that have never been



Referring to Fig. 12B, the encryption program 3C is conposed of a key
generation section 303 and a data random zing section including an input
section 302, a data transformation section 304 including a used-entry
managenent 25 section 312, a cache-m ss generation section 314, and an

out put section 306. The data transford¥ation section 304 perforns
substitution using the substitution table section 30 305, which is conposed
of a predeterm ned nunber of substitution tables. The used-entry
managenment section 312 uses a nanagenent table to manage entries, which
have beencéierantkyl i tbedsnhsemntunypdbnonAdéer gpt adhepr ondgsocanongchhbe
entries of the substitution table section 305. The cache-m ss generation
section BidsSgeheVat eRCAITTIHANY cAIOUHIIEY ras th el fliapdAde BEEREBARI he
naxinun1nun$er gf usgble.entri s and th nynper of fctuale useq eptries
in 10 a BHEPSPt PENFEELFy BEiTEE SprEEdEs A% ohbi hatTohl of SFha ls&d Yent ry
managenephefeehbORuAbe rale e HEAGNEJUSS JeNRt il 0 uit Gt 98, 34AqPAOVI des
a cache-m'ss adjusting nmeans for adjusting the nunber of cache msSes to
be nede +apgpr d¥irget ekycagdakaiqe”anyenl ahs/ aupber bExtacher pakkek, 145 the
used-entry managenent section 312 and the cache-m ss generation section
314 wi || the ddésdmupedf nldetwdiilch Theammnabeterithe abl efofende bstdeentry
managenent section 312 as descri bed before (see Fig. 11C) is provided for

each subSPPRut?YFPREDI WSy a hiyhs privabtdet y T 26°8PL&ERE2BY Ehe
CaChe-atgSgkngEygﬁﬁpahg%h%_g@%agﬁs g?yﬁ%ggélysis based on the same

reason as the first embodiment as described before.

10 In the above description, the unused entries for only
substitution tables having a high probability of cache-
attack are loaded in the unused-entry loading section 313,
The unused entries for all substitution tables may be locaded

to achieve the similar advantages.

15 Third Embodiment

Referring to Fig. 12A, an encryption system according
to a third embodiment of the present invention is composed
of the same hardware components as the first embodiment: the
CPU 1, the memory 2, and the cache memory 4, wherein an

20 encryption program 3C is loaded into the memory 2.

Referring to Fig. 12B, the encryption program 3C is
composed of a key generation section 303 and a data
randomizing section including an input section 302, a data
transformation section 304 including a used-entry management

25 section 312, a cache-miss generation section 314, and an
output section 306. The data transformation section 304

performs substitution using the substitution table section



entries as a correspondi ng substitution table. Wien the substitution table
section 305 is not referenced in the encryption/decryption process any

| onger, the cache-m ss generation section 314 references the nmanagenent
table of 25 Fig. 11C to calculate an adjusting value that is a difference
bet ween t he maxi mum nunber of usabl e 3ntries and the nunber of actually
used entries for each substitution table having a high probability of
attacks. Thereafter, the 31 cache-m ss generation section 314 generates as
many cache mi sses as the adjusting value. Such cache-m ss generation can
be perfoBdkd byhitbr esanplompdsssui ngf a 4 eadredgueshited thembepor pf2 at
intervals of a time period equal to or 5 longer than the data size that is
per i tt edupat beulit PRt BAPLEHt o the cache 4 at a time. As in the case of the

first enbodi t, consider the substitution table S9 o STY1l as the
Subet i tutt on TS o SRBGIEGCE i GRORROBUBNF: Yo SPE PR ackchl? hatdhs 512

entries gnd,d0n Htteaﬁﬁeogggﬁéhg eegﬁﬁkgﬁg,éghggﬁcﬁgpgdbE@angtu 1ly

attackers may clear the substitution ta ore starting the

encr ypt i @Befr 0gr &N ARyt M @i il oWhgRo8es i Bgbagpltid éeXEiéS of
encrypted, the maxi mum nunber of cache m sses for the substitution table
S9 is 48thetsussturtheenlbahssusedtibat 30dhen a single plain text is
encrypted, the_ m nimum nunmber of cache m sses for the substitution table
S9 is 1. In tHe c&8ChFNEYESt hESRBRBELCBf TREHECR stkb igenesabasumsSof 48,

the nunbﬁéngfcggﬁéa%h QegngglSsdﬁ%fgkggcé8between the maximum number

of usable entries and the number of actually used entries in
10 a2 encryption/decryption process. A combination of the used-
entry management section 312 and the cache-miss generation
section 314 provides a cache-miss adjusting means for
adjusting the number  of cache misses to be made
approximately equal for any plain/cipher text. Hereafter,
15 the used-entry management section 312 and the cache-miss
generation section 314 will be described in detail.

The management table of the used-entry management
section 312 as described before (see Fig. 11C} is provided
for each substitution table having a high probability of

20 attacks by the cache-attack cryptanalysis and has as many
entries as a corresponding substitution table. When the
substitution table section 305 is not referenced in the
encryption/decryption process any longer, the cache-miss
generation section 314 references the management table of

25 Fig. 11C to calculate an adjusting wvalue that is a
difference between the maximum number of usable entries and
the number of actually used entries for each substitution

table having a high probability of attacks. Thereafter, the



20 and therefore the cache-m ss generation section 314 cal cul ates the
adjusting value of O (= 48 - 48). Therefore, no further cache mss is
generated. On the other hand, in the case where the nunber of cache m sses
is amnnmmof 1, the nunber of operation entries is also 1. Therefore
the 25 cache-niss generation section 314 calcul ates the adjusting value of
47 (= 48 - 1) and generates a cache mss 47 times, resulting in the
finally obtained nunber of cache msses being 48 (=1 + 47) . In this
manner, the nunber of cache 32 m sses is made uniform This provides the

ef f ect i veacheumt ef nemsgra tagal nsect hencadHe- genacktes ypisamdygi sabased on
the sane reason as the first enbodi pent as described before. 5 1n the
above de¥¢PPpei 6, it RAEHREHRSsVEEHBr at i DI sC2pRETBE FRd IRBELERILPD

ove. ( | havi i ah bili f he- k. Th
cache: m SelgBhaPsEE e D . Ml P o A3 S FraR bRALSET 620 o

cache- m Ss"generation may per for a : _ _

achieve the mdBAAr 2ad¥antagesvalq Foprth Enhodigmnt,Rebenhingd ook 9.

13A, an encryption systemaccording to a fourth enbodi nent of the present

i nverit i ohohgeeonpasedhof dbhe sdre harabvaie gerponerids ws bdewkitsen

enbodinent: the CPU 1, the nenory 2, and the cache nenory 4, wherein an

15 encrypitentbeograhe3d 85 Rokd@d.-into the menory 2. Referring to Fig.

13B, the encryption ogram 3D s, . conposed of a_ ke eneration section 303
PhE" SES Gt | heF oo

and a data rdrntlohtzi uditiG CarfTft M SEet | GANSH2Sr athst a
substitution table S9 of MISTYl as the substitution table
having a high probability of attacks, having 512 entries and

16 up to 48 operation entries, As described in Fig. 9,
attackers may clear the substitution table S9 before
starting the encryption program 3B and therefore, when a
single plain text is encrypted, the maximum number of cache
misses for the substitution table S9 is 48. It is further

15 assumed that, when a single plain text is encrypted, the
minimum number of cache misses for the substitution table S9
is 1.

In the case where the number of cache misses is a
maximum of 48, the number of operation entries is also 48

20 and therefore the cache-miss generation section 314
calculates the adjusting value of 0 (= 48 - 48). Therefore,
no further cache miss is generated. On the other hand, in
the case where the number of cache misses is a minimum of 1,
the number of operation entries is also 1. Therefore the

25 cache-miss generation section 314 calculates the adjusting
value of 47 (= 48 - 1) and generates a cache miss 47 times,
resulting in the finally obtained number of cache misses

being 48 (= 1 + 47). In this manner, the number of cache



transformation section 304 including a used-entry managenent 20 section
315, a cache-m ss generation section 316, and an output section 306. The
data transformation section 304 perfornms substitution using the
substitution table section 305, which is conposed of a predeterm ned
nunmber of substitution tables. 25 THE used-entry managenment section 315
uses a managenent table to nanage the nunber of cache hits for the
substitution table section 305 in encryption/decryption 33 process. The
cache-m ss generation section 316 generates as nmany cache m sses as the
cache himngssascombi nmtiden vhifhem.usedTentr ypranadeaenthsectifdnc8ibeand t he
cache-m ss eneration section 316 provides a cache-m ss adjustnent 5 neans
for adj uSPPRESERE2AUABe RIS PEac Hd o SEE 13- R ey P appt b%F hat BR§edqual

for any plain/cipher text. Hereaffer, _..the used-entry managenent .section
315 and Phe iChe=Messt CHitibr 481 on Sediiigh T8GRI TCE dioorrBEd:PROdetai |
Fig. 13G,ghgws an exanple of the nanagenent table of 10 the used-entry
managenent section 315. The managenent table is provided for each

substg tuti on tEblEhdaybdge adbsghipPiobabihét yaoheahli askgeh¥ribeon is
cache-attack cryptanal ysis and has as many entries as a correspondi ng
substi t upeshAcrablle. LoEaclenémt r ysudfs tikaltiemagersntes abtaving i nit i Aliiigked to
zero at 15 the start tine of encryption/decryption process. Every tinme an

entry of PROSEBSLFHt Ptén Pabice HdFhg a MYCHrovabt 13 1 S BF 2t PACREYi s
ref erencsg eé]{fcgrrﬁgciS%%rygiions{u%es rYRI QL RLRFESS: 4 NS SedENLLY

managenen ctilon I'ncrenents a
similar advantages.

10 Fourth Embodiment

Referring to Fig. 13A, an encryption system according
to a fourth-embodiment of the present invention is composed
of the same hardware components as the first embodiment: the
CPU 1, the memory 2, and the cache memory 4, wherein an

15 encryption program 3D is loaded into the memory 2.

Referring to Fig. 13B, the encryption program 3D is
composed of a key generation section 303 and a data
randomizing section including an input section 302, a data
transformation section 304 including a used-entry management

20 section 315, a cache-miss generation section 316, and an
output section 306. The data transformation section 304
performs substitution using the substitution table section
305, which is composed of a predetermined number of
substitution tables.

25 The used-entry management section 315 uses a
management table to manage the number of cache hits for the

substitution table section 305 in encryption/decryption



correspondi ng entry of a correspondi ng managenent table by 20 one. Wen

the substitution table section 305 is not referenced in the
encryption/ decryption process any |onger, the cache-m ss generation

section

i Ssui ng

to or longer than the data 34 size that
cache 4 mtoaetsne. TAs achhemtasegefierheibnr stcenmbndBimnteneoasedenst he
substitution table S9 of M STYL as the substitution table 5 having a high
pr obabi | PEpYofagheadk$sagaishgtza 2ceahei Bitand Aupcend Wsrtobat a®f ohhentri es.

attackers may cl e the substitution table S9
% g;ﬁd Afet ef dte, GRAERSE™IEPNgl e

lain t ' : : [ f e m S he
Cunsti tupranr e SoPe ST E G 1T PN Lo chREe e ahdn e e hgl e

As described in

bef ore

315 references the managenent table of Fig. 13C to calculate the
total nunber 25 of cache hits and gem8rates as nmany cache nisses as the
cache hits. Such cache-m ss generation can be performed by, for exanple,

a read request to the nmenory 2 at intervals of a tinme period equal
is permtted to be witten into the

Fig. 9,
UPSFTPRHTY he "ORGSTPE Gn HiTgrEh 3B

pl ai 15 t exbahs ewer YHAGtIMe thHe nhiwFerUHIEr cEhsaghesBESIRSs KOr mhhe

substitution table S9 is 1. In the case where the nunber of cache m sses

is a 1bappxprumabély8equad Mabeznpf pdpendtipheenttd:as i sHaksef48rand

therefore 48 entries of the nanagenent table of Fig. 13C have a value of 1

and t he

10

15

20

25

Fgﬁmqﬁqﬂjqﬂﬁqyegaﬁgggmgﬁq,ﬁgq%ﬂan 315 and the cache-miss

generation section 316 will be described in detail.

Fig. 13C shows an example of the management table of
the used-entry management section 315. The management table
is provided for each substitution table having a high
probability of attacks by the cache-attack cryptanalysis and
has as many entries as a corresponding substitution table.
Each entry of the management table is initialized to zero at
the start time of encryption/decryption process. Every time
an entry of a substitution table having a high probability
of attacks is referenced during the encryption/decryption
process, the used-entry management section 315 increments a
corresponding entry of a corresponding management table by
one.

When the substitution table section 305 is not
referenced in the encryption/decryption process any longer,
the cache-miss generation section 315 references the
management table of Fig. 13C to calculate the total number
of cache hits and generates as many cache misses as the
cache hits. Such cache-miss generation can be performed by,
for example, issuing a read request to the memory 2 at

intervals of a time period equal to or longer than the data



val ue of 0. The cache-m ss generation section 316 obtains the total nunber
of cache hits by calculating the sumof 20 val ues obtai ned by subtracting 1
fromthe value of each of entries that is not smaller than 2. In this
case, the total nunber of cache hits is 0. Therefore, no further cache
mss is generated, resulting in the3total nunber of cache m sses being
48. On the other hand, in the case where the nunber 25 of cache msses is a
m ni rum of 1, the nunber of operation entries is also 1. Therefore, one
entry of the managenent table of Fig. 13C has a value of 48 and the

remai ni ngizenthaesibayeran titeid itad hval weiote. ithe caeheaulss B85ageaer ati on
section 316 calculates 47 (= 48 - 1) cache hits and generates a cache m ss
47 tinmestiP@sulting in the finally obtained nunber of cache misses being

48 (= 1 + 47).. _In this manner,_the nunber of cache m sses is made uniform
5 This provi dé¥ tHe Eb?egﬁﬁ9é‘%%uﬂ?%r#éégér@WﬁﬁﬁiﬁﬁJEWEFO%%ﬁﬁ%EaFPﬁck
cryptan LSq o] STe, TS e ir Srhgdi nwnt
describg%ggi?%ggffg% ?ﬁ%ﬁgbove 8£scr|peﬁbn%gtﬁggcégﬁé-nlss:ggﬁng?%%n is
per f @r mega ¥ O g ofl i ghbstbbatbi DNt § abk est hayksg Ratigh 510 prnebabil bhy of
cache-attack. The cache-m ss generation nmay be perfornmed for al

substit utap orta alfifes cperachiceveenheiesi.m | aks adleatEdes] A aFsgconfl, exanpl e

of the present enbodi nent, the used-entry nanagenent section .315 nay have
a functi®ntafkens gBA¥r afilR§ra chehe SHRSEItAId Usedidmdy Panabehene

section 315 MONLTQLS 08 MBRAOSPY, A 98 T 186:8P8re®Sibn o
single plain text is encrypted, the maximum number of cache
10 misses for the substitution table S9 is 48. It is further
assumed that, when a single plain text is encrypted, the
minimum number of cacﬁe misses for the substitution table 59

is 1.
In the c¢ase where the number of cache misses is a
15 maximum of 48, the number of operation entries is alsoc 48
and therefore 48 entries of the management table of Fig. 13C
have a value of 1 and the remaining entries have an initial
value of 0. The cache-miss generation section 316 obtains
the total number of cache hits by calculating the sum of
20 values obtained by subtracting 1 from the wvalue of each of
entries that is not smaller than 2. In this case, the tctal
number of cache hits is 0. Therefore, no further cache miss
is generated, resulting in the total number of cache misses
being 48. On the other hand, in the case where the number
25 of cache misses is a minimum of 1, the number of operation
entries is also 1. Therefore, one entry of the management
table of Fig. 13C has a wvalue of 48 and the remaining

entries have an initia} wvalue of 0. The cache-miss



time a cache hit occurs and thereby the increnented value of any entry
becones equal to or greater than 2, the used-entry nanagenent section 315
generates a cache m ss once. This 20 second exanple can al so provide the
effective counterneasure simlar to the above-described first exanple.
Fifth Enbodi ment Referring to Fig. 14#A an encryption systemaccording to
a fifth enbodi nent of the present invention is conposed 25 of the sane
har dwar e conponents as the first enbodinment: the CPU 1, the nenory 2, and
the cache nenory 4, wherein an encryption program3E is |oaded into the
menory 29eBer®Reienr pagtionFidd.6 i culatamct YptFordBprogilans@Ehéshigsnposed
of a key neration section 303 and a d %a random zi ng sectiqn ing¢luding
an i nput aggct?%rhe%tfs a HaCAC e alisPsr nal i ot Ret i o‘?‘?%‘g‘iﬁl%d 13 50€put

section 3961 TeoB:0ahaq! LasLor UB! £00naegl LoD, 04, REr {8 1B gubsyyyuti on by

referencing a stitutron ta sectron sum'Ag ‘that a substitution

tabl e istretpienaadnir,t ithRsS ni@ibean ENCEydid ol 88 VP ARAB! aaessrafl a
single plain/cipher text, the substitution table section 305 is 10

conpdsedTbisa provadesy bhesubstettiven tabhésrmmebudengagaihatgetied

substitution table group containing N targeted substitution tables 305-1

to 305- NChabPnattRekssryPEonedneds Wisech @R nfhe Fadien/xadier aexthes
tion 304 referencing the

encrypted. by, the at a ransfornatgo e _ _
_substltugfﬁ%t 3@b?gb?%n e%?lﬁﬁsgﬁﬁ,eghéeggfﬁ'transfornatlon section 304,
each time accessifg the+ar 9ol & SUPSh] tfLopERRLR: 9EOUBheration is
performed for only substitution tables having a high
10 probability of cache-attack. The cache-miss generation may
be performed for all substitution tables to achieve the
similar advantages.
As a second example of the present embodiment, the
used-entry management section 315 may have a function of
15 generating a cache miss. The used-entry management section
315 monitors the management table of Fig. 13C and, every
time a cache hit occurs and thereby the incremented value of
any entry becomes equal to or greater than 2, the used-entry
management section 315 generates a cache miss once. This
20 second example can also provide the effective countermeasure

similar to the above-described first example.

Fifth Embodiment

Referring to Fig. 14A, an encryption system according

to a fifth embodiment of the present invention is composed

25 of the same hardware components as the first embodiment: the
CPU 1, the memory 2, and the cache memory 4, wherein an

encryption program 3E is loaded into the memory 2.



references a different one of the targeted substitution tables 305- to
305-N within the accessed targeted substitution table group. 20 As

descri bed above, with each reference to the targeted substitution table
group, some cache msses inevitably occur, nmaking the nunber of cache

m sses for each substitution table i formfor any plain/cipher text. The
substitution table section 305 nay be conposed of 25 a plurality of
substitution tables, which are divided into a predeterm ned nunber of
substitution table groups, each group containing N substitution tables
305-1 to 305- &4 g t he e coABenttdhie 3gnSryrhiEnboediogeam A ofdi ng to
a sixth enbodi ment of the present inyention, a |length of
encryptiSﬁWH@EggptP n & nkS¥s gﬁBFH@Féansos§§t98nnag@3itaaﬂffﬁcuﬁ?t?o

determn > i f.f i al e t X I f. th j xth di ment
will be g%@%%ﬁ%égngeﬁg\%{ﬁ% %I}%]tlﬂ?%l%aﬁm%@ EEParT i%ﬁseé:%tlgtﬂﬁ%g@ "15A, 8%%8
encrypti gRag¥sbemnacenr debdiocho 3@ 4l 9l el df d&er Sdxthogmbogdhaent of
the present 10 invention is conposed of the same hardware conponents as

t he fi r stlaeabodiarentormdiel GPU skcttie mdoar yp&r fands t haikcadhe t inimoby 4,

wherein an _encryption program 3F is |oaded into the nenory 2. Referring to

Fig. 15BrefRECBREPYpRi BHOPESYRAAPBFtRBle15cebhpPBs@@Sof a key generation

section 303 aqgsghéggéi that a substitution table 1is referenced N
times for an encryption/decryption process of a single
plain/cipher text, the substitution table section 305 1is

10 composed of a plurality of substitution tables including a
targeted substitution table group containing N targeted
substitution tables 305-1 to 305-N having the same contents.

When a single plain/cipher text is encrypted by the
data transformaticn section 304 referencing the substitution

15 table section 305, the data transformation section 304, each
time accessing the targeted substitution table group,
references a different one of the targeted substitution
tables 305- to 305-N within the accessed targeted
substitution table group.

20 As described above, with each reference to the
targeted substitution table group, some cache misses
inevitably occur, making the number of cache misses for each
substitution table uniform for any plain/cipher text.

The substitution table section 305 may be composed of

25 a plurality of substitution tables, which are divided into a
predetermined number of substitution table groups, each
group containing N substitution tables 305-1 to 305-N having

the same contents.



random zi ng section including a tinmer start section 321, an input section
302, a data transformation section 304, an output section 306, a tiner
determ nation section 322, and a waiting section 323. Atinmer T used in
the sixth enbodi ment 20 may be a tinmer incorporated in the CPU 1 or a
software routine included in the ené’yption program 3F. The data
transformati on section 304 perfornms substitution using the substitution
tabl e section 305, which is conposed of a predeterm ned nunber of
substitution tables. A conbination 25 of the tinmer start section 321, the
timer determnation section 322, and the waiting section 323 provides a
tinme adgustnent means for adjusting a length of 38 encryption/decryption
time for h r text to a predetermned tine. \Wen the

encryption prqg@@g&%ﬁggs_@gllgd %gg%étag&&gﬁﬁéggﬁp %9§)1§%%ei%%§$éngtart

section 321 star tiner t he section

pl ai n/ ci pheent exh, and, perdtw i Bt i alnReHURLIRRAperieef . dhes data
transformation section 304 perfornms the sSubstitution using the key

gener at i adjssttdorsd03asantot heksubsti tditffoiculabl €o séeténniBOS5 aaskdgscri bed
before. 10 The data_obtained by the data transformation section 304 is
subj ext ediféerapeiae- i nilese, pérputstdwnasy ehe theutpirteerbodingstt o

produce a.ﬁgngllé obtagngdb gigher/plain text. Thereafter, the tiner
det er mi n8tion°“sBtPFoh~822°0etBr ni nes whether the current tine count of the

15 tiner T155F§EE£|8£aﬁB§Q a predeterm ned maxi mumtine Tmax.

Referring to Fig. 15A, an encryption system according
to a first example of the sixth embodiment of the present
10 invention is composed of the same hardware components as the
first embodiment: the CPU 1, the memory 2, and the cache
memory 4, wherein an encryption program 3F 1s loaded into

the memory 2.
Referring to Fig. 15B, the encryption program 3F is
15 composed of a key generation section 303 and a data
randomizing secticn including a timer start section 321, an
input section 302, a data transformation section 304, an
output section 306, a timer determination section 322, and a
waiting section 323. A timer T used in the sixth embodiment
20 may be a timer incorporated in the CPU 1 or a software
routine included in the encryption program 3F. The data
transformation section 304 performs substitution using the
substitution table section 305, which 1is composed of a
predetermined number of substitution tables. A combination
25 of the timer start section 321, the timer determination
section 322, and the waiting section 323 provides a time

adjustment means for adjusting a length of



When it is determned that T < Tmax (YES), the waiting section 323

prol ongs the encryption/decryption tine by a difference tine interval Tnax
- T. Wen it is determned that T >= Tnax (NO or the waiting section 323
conpletes the 20 waiting step, the finally obtained cipher/plain text is
returned to the main programthat calPfed the encryption program3F. In
this way, the encryption/decryption process for a single plain/cipher text
is termnated (step 307). The maximumtine Tnax i s determ ned dependi ng on
the 25 encryption tinme distribution. For exanple, the maxi mum encryption
time as ShewiPthoR! gechyphyobe tiged Bert hay rmbdhufeipher Thext Adcise
slightlyﬁ%%ager than. the maxi mum encryption tinme in Fig. 6 may be used as

t he maxi Fﬁﬁm%@e#nﬁkmeAccorqing to the first exanple of the sixth
ebodi ment 2 hRROLLOT RBELAELLANARGIUA | 08 LLMRAGL AlLg PLELILELPNeT
text is made uniformat aro The Frrexi mum B encryption t1ne. SAccordi ngly,

the firstsexambe)pr eviedasimd:hesef{feckb¥ei spuURLEN MRASWL @pai Pshet N
cache-attack cryptanalysis. 2) Second exanple Referring to Fig. 16A, an
encr ypt | and sydeeni meeor derng iob0 31@2 alspaand &xabplie/ofiphbe siedth entodi nent
is conposed of the sane hardware conponents as the first enbodinment: the
CPU 1, tRerherpfy 2indh#athe Pgerutabdsny 4 thfi@adin an eReeypt f8hapr ogram

3G 1 s | opded F0LOA NS RIRN A F CLLLRGAAS Fhe 9B A0CTYRLEGY
the key generation section 303 and the substitution table
section 305 as described before.

10 The data obtained by the data transformation section
304 is subjected to inverse initial permutation by the
output section 306 to produce a finally obtained
cipher/plain text. Thereafter, the timer determination
section 322 determines whether the current time count of the

15 timer T is smaller than a predetermined maximum time Tmax.
When it 1s determined that T < Tmax (YES), the waiting
section 323 prolongs the encryption/decryption time by a
difference time interval Tmax - T. When it is determined
that T >= Tmax (NO) or the waiting section 323 completes the

20 waiting step, the finally obtained cipher/plain text 1is
returned to the main program that called the encryption
program 3F. In this way, the encryption/decryption process
for a single plain/cipher text is terminated (step 307).

The maximum time Tmax is determined depending on the

25 encryption time distribution. For example, the maximum
encryption time as shown in Fig. 6 may be used as the

maximum time Tmax. A time slightly longer than the maximum

encryption time in Fig. 6 may be used as the maximum time



15 the sane as the encryption program 3F of Fig. 15B, provided that the

time weighting section 323 is replaced with a constant waiting section
324. Here, a conbination of the timer start section 321, the tiner

determ nation section 322, and the constant waiting section 324 provides a
time 20 adjustnent neans for adjustiidg a | ength of encryption/decryption
time for any plain/cipher text. As described before, the tiner

determ nation section 322 determ nes whether the current tinme count of the
timer Tis smaller than a predeterm ned maximumtinme Trmax. Wien it is 25
determ negdakhat T < Tmax (YES), the constant waiting section 324 prolongs
the encryption/decryption tinme by a constant tinme period Tc. As in the
case of the mBdannditrigre Teax,thde ddmsttant eAdmpilae pefi odlifc cahxbbk al so
determ ned depending on the_ encryption time distribution. For exanple, the
const ant SWpPHENPRE i 08 ﬁéﬂﬁﬁjbe?ft8n8rHHFFOPﬁ@eﬁﬁypﬁﬁﬁPeﬁeﬁvbtf%ﬁ fhe. A

time perjod.slightl hor.ter, _or_longer .than a_balf _the. 5 Xi . ryption
time T REg LR e W s e T e Tl i 1 SHELERG Peak

of the disty{PHiban time ! oc%%rariggm},thﬁl&e@&@gtasemﬁ!F;Ebgdeﬁ, a
peak of encryption tinme distributidn after the constant waiting section
324 i s shhét edftfecariawnd ddenthexheamnencr yphiastl0 tHhgre. cAcherdingky,

pl ai n/ ci pher texts exhibiting the actual naxi mum encryption time are m xed
with thecsyiptardlpeak-of the distribution of Fig. 6, and thereby making it

ver difficult to extrac lain texts used to determ ne a ke
y b) Second exampiep y

Referring to Fig. 16A, an encryption system according
10 to a second example of the sixth embodiment is composed of
the same hardware components as the first embodiment: the
CPU 1, the memory 2, and the cache memory 4, wherein an
encryption program 3G is loaded into the memory 2.
Referring to Fig. 16B, the encryption program 3G 1is
15 the same as the encryption program 3F of Fig. 15B, provided
that the time weighting section 323 is replaced with a
constant waiting section 324. Here, a combination of the
timer start section 321, the timer determination section
322, and the constant waiting section 324 provides a time
20 adjustment means for adjusting a length of
encryption/decryption time for any plain/cipher text. As
described before, the timer determination section 322
determines whether the current time count of the timer T is
smaller than a predetermined maximum time Tmax. When it is
25 determined that T < Tmax (YES), the constant waiting section
324 prolongs the encryption/decryption time by a constant
time pericd Tc.

As in the case of the maximum time Tmax, the constant



differential and providing an effective counternmeasure 15 against the
cache-attack cryptanal ysis. Seventh Enbodi nent According to a seventh
enbodi ment of the present invention, a length of encryption/decryption
time is adjusted so as to make it difficult to determne a key 20
differential. Referring to Fig. 17A “8n encryption systemaccording to the
sevent h enbodi nent is conposed of the sane hardware conponents as the
first enmbodinent: the CPU 1, the nenory 2, and the cache nmenory 4, wherein
an encryption program3H is 25 |oaded into the nenory 2. Referring to Fig.
17B, thetiarer ystiiod plegramn 3P4 s alsonpdstdronined keleryenbrat | on seleei on 303
and a data 41 random zing section including a tinmer_start section 321, an

i nput seRRFHPBHN Fidst adi FRALPBEHER! on SBEL | DFRATRUS, akPSoutPRE-RREL I on

306, a t} er mpation ciion 32 fir random. n [ generation
section %gﬁ% gg%%% oﬂ?nh%b%§§5£%e egﬁgﬁa ?%nm%%%?P%ng %%¥5§P§%c%ﬁ%§random
nunber generakl PerSRELEONGRETy aAMb A MRI b} NG 3@l h328a AdlifTeEnd used
in the seventh enbodi nent "nay be a tiner incorporated in the CPU1 or a
sof t war engiobhime drmetyeeicbn n tile eder yptigon 6 prmgy ame3HusEde dat athe

transformation section 304 perforns 10 substitution using_thelsubstitution
t abl e se@eRIFRBOSL iR RRried EonpoSedcef the ppedlst ef ntheddhahbelpubion

substitutio ination of the tinmer start section

t abl . A 321,
Cimer det®rhPRAEFOnaLeERionbeISeRtRF (25 SEPPURGOM Rifiberds 3 Peak Of

encryption time distribution after the constant waiting

t he

section 324 is shifted to around the maximum encryption
10 time. Accordingly, plain/cipher texts exhibiting the actual
maximum encryption time are mixed with the shifted peak of
the distribution of Fig. 6, and thereby making it very
difficult to extract plain texts used to determine a key
differential and providing an effective countermeasure

15 against the cache-attack cryptanalysis.

Seventh Embodiment

According to a seventh embodiment of the present
invention, a length of encryption/decryption time is
adjusted so as to make it difficult to determine a key

20 differential.

Referring to Fig. 17A, an encryption system according
toc the seventh embodiment is composed of the same hardware
components as the first embodiment: the CPU 1, the memory 2,
and the cache memory 4, wherein an encryption program 3H is

25 loaded into the memory 2.
Referring to Fig. 17B, the encryption program 3F is

composed of a key generation section 303 and a data



generat i

on section 325, the random nunber determni nation 15 section 326,

t he

second random nunber generation section 327, and the waiting section 328
provides a tinme adjustnent means for adjusting a | ength of

encrypti

sections simlar to those

15B are
t her eof

on/decryption time for any plain/cipher text. In Fig. 17B, program
20 previoddly described with reference to Fig

denoted by the sane reference nunerals and the descriptions
will be omitted. When the tinmer determ nation section 322

determnes that T < Tmax (YES), the first random nunber generation section
325 generatdsmazingdeachunbennclwhick bstﬁmaﬂtéﬁﬂrﬁ)smcﬂioN%éhl;henrandom
nunber determ nation section 326 determnes that r = 0 (YES), the second

random niRBeE

i BR%seck | Gﬁtezﬁwﬁ%ﬁ%@%ﬁﬁphgom R04, fABm

random ”U”g gene:%a%jlri)gwgé @am %19 :ﬁc%%%’rs?trﬁaqqﬂgye ig{}bﬁﬁfg gggti on

within a

328 pr ol

en it is determn

999§tt Esndea%mg'eqn/g%%@ﬂéw N stééE%)cW ﬁ%@ 9&“?5&&&9 g@ﬁ%b?g time

t hat >=

e waiting

sect ison 32Beemipheies tbetvehtBng, skepecbhe rhhaahl Muﬁbéal @@de@hﬁh@h/ plain
returned to the main programthat called the encryption program
3H. I n thesthay, 32i/he aevdcrayptd onimecsgption pPBcesd ftoimexr ST ngsed in

text is

pl ai n/ ci

characte

becones
act ual
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Eher text is termnated (step 307%, 10 Accordingly, the
P&t PEVEN HhLIRG VIR onme Y mPe it sHATBEL (IO CAPOLRGRE i H f Fhe 6

EBGOLET TnaLe. oo FRSHLL T 19 i Lhat Rl kel pher fexts exhiBLLi ng the

program 3H. The data transformation section 304 performs
substitution using the substitution table section 305, which
is composed of a predetermined number of substitution
tables. A combination of the timer start section 321, the
timer determination section 322, the first random number
generation section 325, the random number determination
section 326, the second random number generation section
327, and the waiting section 328 provides a time adjustment
means for adjusting a length of encryption/decryption time
for any plain/cipher text.

In Fig. 17B, program sections similar to those
previously described with reference to Fig 15B are denoted
by the same reference numerals and the descriptions thereof
will be omitted. When the timer determination section 322
determines that T < Tmax (YES)}, the first random number
generation section 325 generates a random number r which is
either 0 or 1. When the random number determination section
326 determines that r = 0 (YES), the second random number
generation section 327 generates a waiting time t from

random number generation. The waiting time t is randomly



maxi mum encryption time and ot her plain/cipher texts are developed in the
sane encryption tinme zone. This nmakes it 15 very difficult to extract plain
texts used to determine a key differential and therefore provides an
effective counterneasure against the cache-attack cryptanal ysis. Eighth
Enbodi ment According to an ei ghth entf&di mnent of the present 20 invention,
a length of encryption/decryption tine is adjusted so as to nake it
difficult to determine a key differential. Referring to Fig. 18A an
encryption systemaccording to the eighth enbodi ment is conposed of the
sane har dedeemidsdconpdrients asngdeffomst) enmbodhieentxinhe ERdripttibe nenory
2, and the cache nenory 4, wherein an encryption program3l is |oaded into
the nenoFy™2- 43 Ref ERBi ng "iedtHing. 18BeCEh@NencPySt i orP PP bera®n 31 tine
conposedeggra Ee ggnerat%on section 3q: and a q%%a randoniz%ng section

i ncl udi n§ SAYPNPUL7 SEEFYBR302 1 H e da TG A BT et R oNESEEET ofiT864 . an
output sgeehon30G JetSAMOME pHAPeR ganefalionysect Lar,331, a4 rapdom
nunber determ nation section 332, and a constant Waiting section 3. The
data 5transf ovabting Seeidiem 3048 pefdsIs: Saibshict Uhh 0Dibgi NGkLddle the
substitution table section 305, which is conposed of a predeterm ned
nunber ofisabsyi wlptiagmedaltigshe N oy naekonis0 weft urred aneothaumegn
generation section 331, the random nunber determ nation section 332, and
the consPARETAR FPRY CedierohNS3sNErEvrdes RrePHeMadflust ABnthieai@ye or

adjustinghg encryption/decryption process for a single plain/cipher
text 1s terminated {(step 307).

10 Accordingly, the characteristic of the encryption time
distribution as shown in fig. 6 becomes indeterminate,
resulting in that plain/cipher texts exhibiting the actual
maximum encryption time and other plain/cipher texts are
developed in the same encryption time =zone. This makes it

15 very difficult to extract plain texts used to determine a
key differential and therefore provides an effective

countermeasure against the cache-attack cryptanalysis.

Eighth Embodiment

According to an eighth embodiment of the present

20 invention, a length of encryption/decryption time 1is

adjusted so as to make it difficult to determine a key
differential.

Referring to Fig. 18A, an encryption system according

to the eighth embodiment is composed of the same hardware

25 components as the first embodiment: the CPU 1, the memory 2,

and the cache memory 4, wherein an encryption program 3I is

lcaded into the memory 2.



| engt h -of encryption/decryption tinme for any plain/cipher text. 15 In Fig.
18B, program sections simlar to those previously described are denoted by
the sane reference nunerals and the descriptions thereof will be omtted.
When the output section 306 produces a finally obtained cipher/plain
text, the random nunber generation séétion 331 20 generates a random numnber
r which is either 0 or 1. Wien the random nunber determ nation section 332
determines that r = 0 (YES), the waiting section 333 prolongs the
encryption/decryption tinme by a constant waiting tinme period Tc. Wien r =
1 or when the Refieimignsetoi ditB331ebnpltétcese2Er yiiel evai pirpgratep3I t he
finally obtained cipher/plain text is, returned to the main programthat

cal | ed tﬁ@mﬁﬁé?gptPgn Apr 6§¥ anPS2eTRh1PRI sSREYIOPhe3BAcr §BEi oA/ dE&FSpti on

process . 8&oﬁi§§9§g%?§kﬁbﬁl%hﬂ%é%g%ﬁ?taﬁsiégﬁgi”%%%QOESFﬁgz3Q§)da%§ The

constant “TiInme peri can be ned pending on the ‘encryption time

di stributionsasrelgsebhbedctiBnFing4,168 Sipexaddl€iod Ngo6oNst aRhdbhme
period Tc is set to a half the maxi mumencryption tine. Atime period 5
slight | ynahbetregenerbhohger sthahoa Balf sheamdmhnuombencHyperadnbicien n Fi g.
6 may be used as the constant time period Tc. Accordingly, the

char act efpSEienof 3€ne agery pEpBAtanevadiringi becitdenass ShownTha fHaga 6

becones [ndeterm nate, 10 resulting in_that plain/cipher texts exhibiting

he. ot UFARBRP RIAE SHEr SEACIATY | 14 QBCASPTBF o A Hira e EREFYpErsn

substitution table section 305, which is composed of a

predetermined number of substitution tables. A combination

10 of the random number generation section 331, the random

number determination section 332, and the constant waiting

section 333 provides a time adjustment means for adjusting a

length of encryption/decryption time for any plain/cipher
text.

i5 _ In ¥Fig. 18B, program sections similar to those

previcusly described are denoted by the same reference

numerals and the descriptions thereof will be omitted. When

the output section 306 produces a finally obtained

cipher/plain text, the random number generation section 331

20 generates a random number r which is either 0 or 1. When

the random number determination section 332 determines that

r = 0 (YES), the waiting section 333 prolongs the

encryption/decryption time by a constant waiting time period

Tc. When r = 1 or when the waiting section 333 completes

25 the waiting step, the finally obtained cipher/plain text is

returned to the main program that called the encryption

program 3I. In this way, the encryption/decryption process

for a single plain/cipher text is terminated (step 307).



time and these are devel oped in the sanme encryption time zone as other

pl ai n/ ci pher texts. This nakes it very difficult to extract plain texts
used to determne a key 15 differential and therefore provides an effective
count er measur e agai nst the cache-attack cryptanalysis. It should be noted
that the waiting section 333 may be 4%%ocated at any location of the
encryption program 31 as shown in Fig. 18B. Alternatively, it is possible
to 20 distribute the waiting step of the waiting section 333 anong the
encryption program 31 as shown in Fig. 18B. Ninth Enbodi ment According to a
ni nth enbodi méfite of cohetpnesertime nvestion, &cl emgirh ofe determined

encryptign/decryption tinme is 25 adjusted so as to nake it difficult to
deternln@eaengngdPPféﬂéﬁt?%FrYP%%%Prﬁﬁ&@xﬁ#ﬁRflbﬂﬁ¥oQuﬁ%n@ﬁ?ﬁ?ﬂ@ﬁdsystem
accordin 340 4 nln%h enbaodi i.S COEB ed of .t he sane

conponent § asgthe i st - ebodinen ?’t?ﬁ? aFEet&gﬁDﬁeﬁfOJwiﬁ ﬁﬁe cache

MEMOry 4scWheiei 1 AR 1ENCINPt 1R ALAYIAE bt o, | PBHEd mnt@lxwepggrfeay 2.5
Referring to Fig. 19B, the encryption program3J is conposed of key

genersat i shigetlyonsB@3tand aidat bong@ndofhahng aseaidion i fieé udmagmnml nput
section 302, a data transformation section 304, an output section 306, a
random ﬁﬂﬁﬁéptg@neﬁamﬁoﬁfsé%MJ0n63@ay éﬁduﬁadmasr@h%ec@néhaBBStlme The
data transfornation section 304 perforns substitution using the
substituP?BﬁoaaB?e section 305, which is conposed

Accordingly, the characteristic of the encryption time
distribution as shown in fig. 6 becomes indeterminate,
10 resulting in that plain/cipher texts exhibiting the actual
maximum encryption time do not provide the same encryption
time and these are developed in the same encryption time
zone as other plain/cipher texts. This makes it very
difficult to extract plain texts used to determine a key
15 differential and therefore provides an effective
countermeasure against the cache-attack cryptanalysis.

It should be noted that the waiting section 333 may be
located at any Ilocation of the encryption program 3I as
shown in Fig. 18B. Alternatively, it 1is possible to

20 distribute the waiting step of the waiting section 333 among

the encryption program 3I as shown in Fig. 18B.

Ninth Embodiment

According to a ninth embodiment of the present
invention, a length of encryption/decryption time 1is
25 adjusted so as to make it difficult to determine a key

differential.

Referring to Fig. 19A, an encryption system according



of a predeterm ned nunber of substitution tables. A conbination of the
random nunber generation section 334, and the waiting section 335 provides
a time adjustnment nmeans for 15 adjusting a |l ength of encryption/decryption
time for any plain/cipher text. In Fig. 19B, program sections simlar to
those previously described are denot'ed by the sane reference nunerals and
the descriptions thereof will be omtted. When 20 the output section 306
produces a finally obtained cipher/plain text, the random nunber
generation section 334 generates a waiting tinme t from random nunber

gener ati B@. thEhenivaili r@gl%ﬂdd@e[ﬂti sig aggopopedet@f nthed sdnai hagdrvange from

Ototh ' iop,tipe. The waiti ti 25 335 | th
encr ypt | GTGBETOpti On EPfiot by°FnEBaneraret Ca EFig ti hBot "RReyoar ter .

the Tinabby ehbacaede seaer/ bl ahdexts |5 &L 40 bhe Pmhnapr ogram

that called the encryption”prdgram I'n t

encryptip@éa@@ryﬂtbOﬂh@rﬁgﬁgﬁyfQ[ a single plain/cipher text 1is termnated
(step 307). Accordingly, the characteristic of the encryption tine

di st 5 buti on &efshovimg ntbi giige bkgBneshiendaterypiate, prbgresul3d ngsi n t hat
pl ai n/ci pher texts exhibiting the actual maxi mum encryption tinme do not
provi de t£RBPRI8AE effrypti bAY tGﬁﬁeﬁﬂHl?ﬁeséeﬁFéOHevépépeﬂnﬁn #hedghfre
encryption_ti . Zone ai ot her Ialn/chg?er texts. This es

. t
Gi 111 cul 1P CREr 5P RECELRBy 4 AhBTEnEREFOPR T8 3r ovi HBban
ef fecti verSQURL BHABASHT 8e288bASEOUNE LAR Ut section 306, a random

number generaticn section 334, and a waiting section 335.

10 The data transformation section 304 performs substitution
using the substitution table section 305, which is composed
of a predetermined number of substitution tables. A
combination of the random number generation section 334, and
the waiting section 335 provides a time adjustment means for

15 adjusting a length of encryption/decryption time for any
plain/cipher text.

In Fig. 19B, program sections similar to those
previously described are denoted by the same reference
numerals and the descriptions thereof will be omitted. When

20 the output section 306 ©produces a finally obtained
cipher/plain text, the random number generation section 334
generates a waiting time t from random number generation.
The waiting time t is randomly determined within a range
from 0 to the maximum encryption time. The waiting section

25 335 prolongs the encryption/decryption time by the generated
wailting time t. Thereafter, the finally obtained
cipher/plain text is returned to the main program that

called the encryption program 3J. In this way, the



attack cryptanalysis. The waiting section 335 nmay be | ocated at any

| ocation of the encryption program 3J as shown in Fig. 19B.

Alternatively, it is possible to distribute the waiting step 15 of the
waiting section 333 to a plurality of locations in the encryption program
3J as shown in Fig. 19B. Tenth Erbodiffent According to a tenth enbodi nent
of the present invention, a |length of encryption/decryptiontinme is 20
adjusted so as to make it difficult to determne a key differential.
Referring to Fig. 20A", an _encryption systemaccording to the tenth
enbodi meRPCEYPESRPOSEATBPLEAR BARECHAr §RAr @ SaBAPEnBARINASiPRETS test

enbodi nent.: . , ,the y 2, 25 and the cache nenory 4, wherein an
encryptig% 6%g§%§§£§é #E © gggzé'into the nenory 2. Referring to Fig. 20B,

the encrypti om@OQiamMBK i ShéTckorposed; of; @ 5§yt98n§ﬁ€‘rkﬁﬁiéﬁcﬁ:iig@ 303

and a data random zing section including an input section 302, a data

t ransf or dasienbaedbhona804sh@in outputf isect iON H3RGmea f i hdkterandamenunber
generation section 336, a random nunber 5 determi nation section 337, a
secomd r ZRE¥ACADEDEN (draly aplahn/sephépnte834s @mhiditking ngheeetitonl33s.
The data__transformation sectjonwgo4 perforns substitution using the

subst i t uUPPEATPEFELEEOR 305 Wi? cROF s PEOTIG€ed i 22Mpr 8BEEEPHLRE

omorng ERESd UERRCT 3RS b FOFRANIN Ohd¥ sdhe! NEnd iyt SR demenumRer
zone as other plain/cipher texts. This makes it very
difficult to determine a key differential and therefore

10 provides an effective countermeasure against the cache-
attack cryptanalysis.
The waiting section 335 may be located at any location

of the encryption program 3J as shown in Fig. 19B.
Alternatively, it 1s possible to distribute the waiting step

15 of the waiting section 333 to a plurality of locations in

the encryption program 3J as shown in Fig. 19B.

Tenth Embodiment

According to a tenth embodiment of the present

invention, a length of encryption/decryption time 1is
20 adjusted so as to make it difficult to determine a key
differential.

Referring to Fig. 20A, an encryption system according
tc the tenth embodiment is composed of the same hardware
compenents as the first embodiment: the CPU 1, the memory 2,

25 and the cache memory 4, wherein an encryption program 3K is
loaded into the memory 2.

Referring to Fig. 20B, the encryption program 3K is



random nunber determ nati on section 337, the second random nunber
generation section 334, and the waiting section 335 provides a tine

adj ust mrent nmeans for adjusting a length of encryption/decryption tinme for
any plain/cipher text. 15 In Fig. 20B,_ programsections simlar to those
previ ously described with reference ﬁg Fig 19B are denoted by the sane
reference nunerals and the descriptions thereof wll be omtted. Wen the
out put section 306 produces a finally obtained cipher/plain text, the
first random nunber 20 generation section 336 generates a random nunber r,
whi ch i sCOBPPRBE 0°6r 2. WA&¥n Qﬁéeﬁéﬁé@ﬁln§ﬁ€§ﬁodet§pﬁ1néﬂﬁonaseéﬁt@n 337

det t.hat d random.n ge atio ction
Sg4e5ghgfng§%éz%59tFﬁ%xﬁfﬁb %n? %agaﬁ%oﬁpﬁghbéﬁc éﬁ%%a?ﬁ%h %@ iting
tine t '§réﬁggeg}n¥tgénd%te%rtmo%ed3d\4théﬁ‘ Buk age 91 404 heg mppiaum

encryption time. The waiting secti‘on 335 prol ongs t
encryptlﬁahdemryﬁhmﬁartl@Enb!atﬂenge@@b@had W@BElngatl&ﬁnHom Whegiber= 1, or

the waiting section 335 conpletes the waiting 48 step, the finally obtained

ci pher / pHatarmérationr eegcned 8387,t hespapndpregdam nhabecaklees ritie on
encryption program_3K. Therefore, the second random nunber generation
sectlon 894t 18Rd 7 'waitthg 3ecFfoR1BE5 &f&tdPrronetPto opeFBEe SRR when

= f th
ai stri bubEehS S A kan! P i A0 Bk TrRe, era S Post TR 5P ¢ ha

distribution as"s eCofEes

pl ai n/ ci phBEtt ek soRXNi Rb1d ngséct&cﬁ@t Wls, MKk EHM SHCTYRLHOfed | B dg not
provi de the sanme encryption
predetermined number of substitution tables. A combination

10 of the first random number generation section 336, the
random number determination section 337, the second random
number generation section 334, and the waiting section 335
provides a time adjustment means for adjusting a length of
encryption/decryption time for any plain/cipher text.

15 In Fig. 20B, program sections similar to those
previously described with reference to Fig 19B are denoted
by the same reference numerals and the descriptions thereof
will be omitted. When the output section 306 produces a
finally obtained cipher/plain text, the first random number

20 generation section 336 generates a random number r, which is
either 0 or 1. When the random number determination seétion
337 determines that r = 0 (YES), the second random number
generation section 334 generates a waiting time t from
random number generation. The waiting time t is randomly

25 determined within a range from 0 to the maximum encryption
time. The waiting section 335 prolongs the

encryption/decryption time by the generated waiting time t.

When r = 1, or the waiting section’ 335 completes the waiting



10 tinme and these are developed in the sanme encryption tinme zone as other
pl ai n/ ci pher texts. This nmakes it very difficult to determ ne a key
differential and therefore provides an effective counternmeasure agai nst
the cache- attack cryptanalysis. 15 The waiting section 335 may be | ocated
at any location of the encryption prigram 3K as shown in Fig. 20B.
Alternatively, it is possible to distribute the waiting step of the
waiting section 333 to a plurality of locations in the encryption program
3K as shown in Fig. 20B. 49 5 Clains: 1. A data encryption systemfor

per f or m ggerenthgptioaldycopprilowdofciphgn/el gilri texti pher rétxtrnedi hg
transformati on tables which transfaornms bit strings of the given

pl ai n/ ci PR&r Mt , PEBAPAMsi TRAT a Gy £BF st T Wit 591 em&AEFE N 3Br ogr am
| ncl udi ng,thecLranstarmaid on, 4 aples eaghy gl MR CoNtAl ns, & predgher m ned
nunber of entries] erein a targete transf ormation tabl e 1s préviously

identifigdqffee hheritganstoipRt 89n Labl g51d6pandbngpanavBebRel (hen
targeted 10 transformation table exhibits a trend of increasing in the
nunbé of eperation entries as a |length of encryption tinme becones |onger;
a programcontrolled processor for executing the encryption program 15 a
cache nenory pgicseadisetieerttchechsrantieairt ¥heof the encryption time

distribution as shown in Fig. 6 becomes indeterminate,
resulting in that plain/cipher texts exhibiting the actual
maximum encryption time do not provide the same encryption

10 time and these are developed in the same encryption time
zone as other plain/cipher texts. This makes it very
difficult to determine a key differential and therefore
provides an effective countermeasure against the cache-
attack cryptanalysis.

15 The waiting section 335 may be located at any location
of the encryption program 3K as shown in Fig. 20B.
Alternatively, it is possible to distribute the waiting step
of the waiting section 333 to a plurality of locations in

the encryption program 3K as shown in Fig. 20B.



programcontrol |l ed processor; and an entry |oading section for |oading at

| east one part of the targeted transformation table into the cache

menory. 20 2. The data encryption systemaccording to claim1l1l, wherein the
entry | oading section |oads the at |east one part of the targeted
transformation table into the cache “enory before the
encryption/decryption of the given plain/cipher text. 50 3. The data
encryption systemaccording to claim1 or 2, wherein the entry | oading
section loads all transformation tables into the cache nmenory, wherein the
t arget edCiaamsformation table is | oaded after the other 5 transformation

t abl es have been | oaded into the cache nenory. 4. The data encryption
system according to claiml1, 2 or 3, wherein the entry | oading section

| oads all transformation tables with priorities into the cache nenory, 10
in which a transformation table with higher priority is left |longer in the

cache menory, wherenn hphghgr peheribyibs aggsgngd teothe hargst@dng
transformation table conpared with™ the other transformation tables.” 5. The

dat a enceyptrypnisystiearactoodi ngf t @ agyvene plbiofcigieepr ecedi ngsthai ns,
wherein the entry | oading section |oads the at | east one part of the
t ar get edtraapEpoRARL Pon tapdisise Vihieht heagadherwenpty atrangburad i tpeof
timngs gfgggepléyg/gggﬁggt%ggé?egg%gggggngi t he gi ven plain/cipher text.
5 a memory for storing an encryption program
including the transformation tables each of which contains a
predetermined number of entries, wherein a targeted
transformation table is previously identified from the
transformation tables depending on whether the targeted
10 transformation table exhibits a trend of increasing in the
number of operation entries as a length of encryption time
becomes longer;
a program-controlled processor for executing the
encryption program;
15 a cache memory placed between the memory and the
program-ceontrolled processor; and
an entry loading section for loading at least

one part of the targeted transformation table into the cache

memory.

20 2. The data encryption system according to claim 1,
wherein the entry loading section loads the at least one
part of the targeted transformation table into the cache
memory before the encryption/decryption of the given

plain/cipher text.



6. The data encryption systemaccording to any ene 20 of the preceding
clainms, wherein the entry |oading section conprises: a nmanagenent table
containing a plurality of nanagenment entries each corresponding to the
entries of the targeted transformation table, each management entry 51

i ndi cati ng whet her a correspondi ng eﬁpry of the targeted transformation
tabl e has been used; and a unused-entry manager for |oading unused entries
of the targeted transformation table into the cache 5 nmenory by
referencing the managenent table. 7. The data encryption system according
to any one of the preceding clains, wherein the targeted transformation

table is identified B%bg%]culatiqﬁéa,use rate of a nunber of operation
entries to a total n TS DHETTRS P or SERER oA CES TARBIt rtehsF iRt ton
tables a sel ect.i tra or i avi mal e se te as
t he targgged%'trdﬁs S?H%tigﬁgtagﬁéﬁgg. ;?%% %&engggﬁ P%n §§§%%%1f%;i

per form fganeperydt i @A/ deginay | 9Acef thdi vaenpl ahdhsi pheryHedi ustng 15
transformation tables which transforns bit strings of the 20 given

pl ai n/ ci phegetedt ,tconpiosiaigiora metirey fer bbadedg sditeencityet | ohhprogr am
including the transformation tables each of which contains a predeterm ned
nunber ofTaRBfPEBathopr obRrakPeonbP BRI cBEPR 0cbla8BRAf ok nbRectengcafibe

memory.

4. The data encryption system according to claim 1,

2 or 3, wherein the entry loading section loads all
transformation tables with priorities into the cache memory,

10  in which a transformation table with higher priority is left
longer in the cache memory, wherein higher priority is
assigned to the targeted transformation table compared with

the other transformation tables.

5. The data encryption system according to any one

15 of the preceding claims, wherein the entry loading section
loads the at least one part of the targeted transformation
table into the cache memory at a plurality of timings before

the encryption/decryption of the given plain/cipher text.

6. The data encryption system according to any one

20 of the preceding claims, wherein the entry loading section
comprises:

a management table containing a plurality of

management entries each corresponding to the entries of the

targeted transformation table, each management entry



encryption program a cache nenory placed between the nenory and the
program control |l ed processor; and a cache-m ss generating section for
generating a 25 cache nmiss so as to make a nunber of cache m sses uniform
for any plain/cipher text. 52 9. Theéﬂata encryption system according to
claim8, wherein the cache-m ss generating section conprises: a nmanagenent
table containing a plurality of managenent entries each corresponding to
the entries of each 5 transformation table, each of the managenent entries
i ndi cati ng whether a corresponding entry of the transformation table has
been usedPdaRALANGacHeiYS GerneP REPTROREERY 0 PRGY geherldld n§aggetgehe ni ss

a nunber _of tines ich is.equal to a differenge 10 between a nunber of
usabl e eEF?P%gogﬁ %go%uﬁ%é%eoﬁaﬁséaeEnP??%S 8?8the transformation table,

wherein the used egtri@ﬁhgg&Lég@P§if5%%a L ef egencing 41 mepagergnt

table. 15 20 10. The data encryption systemaccording to claim8, wherein
t he cachentirsssgefierak NG rIRAIHDOMN ICOMHTJISER 1 ¢h Citaliile NBNBGEHRAt chahke
containing a plurality of nanagenment entries each corresponding to the
entries vemosrchyt rafsfenaangohheabhragenehtotabhe. nanagenent entries

i ndi cating a nunber of tines a corresponding entry of the transformation
tabl e has been referenced; and

7. The data encryption system according to any one
of the preceding claims, wherein the targeted transformation
table is identified by calculating a use rate of a number of
operation entries to a total number of entries for each of

10 . the transformatiop tables and selecting a transformation
table having a smaller wuse rate as the targeted

transformation table.

8. A data encryption system for performing
encryption/decryption of a given plain/cipher text using
15 transformation tables which transforms bit strings of the
given plain/cipher text, comprising:
a memory for storing an encryption program
including the transformation tables each of which contains a
predetermined number of entries;
20 a program-controlled processor for executing the
encryption program;
a cache memory placed between the memory and the
program-ccentrolled processor; and
a cache-miss generating section for generating a
25 cache miss so as to make a number of cache misses uniform

for any plain/cipher text.



a cache-m ss generating section for generating a cache m ss a nunber of
times which is equal to a nunber of cache hits for the transformation
tabl e, wherein the nunber of cache hits is obtained based on managenent
entries having a count value of at |east 2. 25 11. The data encryption
system according to claim8, 53 9 or 0, wherein the cache-niss generating
section generates a cache mss each tinme a count val ue of a nanagenent
entry exceeding | is increnented. 12. The data encryption system accordi ng
to any one 5 of clains 8 to 11, wherein the transformation table is a
targeted transformation table which is previously identified fromthe

t f ti t abl d di whet her the t ted t f ti
table exhibits'a trdfd 6F Fnci st o PYHEMABEYT G bpEPationTertri s as

2 | engthygb-&0RT YRLI 0chd0n} LEBGbEEORRS LOBORE; A 3coThe ata encrypt on

system according to claim erein the targete anstformation table is
identified by calcul ahbAggamyse resw1ef comumein®f Ppenatd-0n t§nt kires to
a total nunber of entries for each of the transformation 15 tables and

sel ect i nganagemasfoentirien etabhechavesgoadsngl ker thesentatiesasft kachar get ed
transformation table. 14. A data encryption systemfor performng.

encrybt i bRPREEPTPEF bR 0f t&RGiven $AER n/ Bfphdiia exPaARRIHHENE r aRSESLREL | on

L e VRRRRCLERAST o FRRL; ! 9% QLo bqhl venal 2/ chgher et
transformation table has been used; and
a cache-miss generating section for generating a
cache miss a number of times which is equal to a difference
10 between a number of usable entries and a number of used

entries of the transformation table, wherein the used

entries are identified by referencing the management table.

10. The data encryption system according to claim 8,
wherein the cache-miss generating section comprises:

15 a count management table containing a plurality
of management entries each corresponding to the entries of
each transformation table, each of the management entries
indicating a number of times a corresponding entry of the
transformation table has been referenced; and

20 a cache-miss generating sectilon for generating a
cache miss a number of times which is equal to a number of
cache hits for the transformation table, wherein the number
of cache hits is obtained based on management entries having

a count value of at least 2.

25 11. The data encryption system according to claim 8,



.o

including the transfornmation tables each of which contains a predeterm ned
nunber of entries, which includes at |east one transformation table group
containing N transformation 25 tables having sane contents, wherein a
transformation table 54 5 is referenced Ntines for an

encryption/ decryption process of a §?ng|e pl ai n/ ci pher text; a
programcontrol |l ed processor for executing the encryption program and a
cache nmenory placed between the nenory and the programcontrolled
processor, wherein, each tinme accessing the transformation table group, a
di fferen? ohelBf YhersiprhhsferARErBASEaBPBSTaLsnpeferEheBdIRNERRACEhe
accessed trangfornatlon table 10 grou 15 20 15. A data encr ptlgn system

for perfdrffRge BASS) fATh/ HERT vt FBHRBf valhey & pt a7 cPpHer -t Rkt “¥si ng
transforgﬁ&ég&lﬁgbﬁe§sm@hgge$égg§éorns bit strings of the given
p

pl ai n/ ci pher text, conprising: a nenory for storing an encryption program
i ncluding the transformation tables each of which contains a predeterm ned
nunber of entries; a programcontrolled processor for executing the
encryption prddtam Taecasta nemoryeipl @t edybeemeercorel imgnory amd bthe

5 of claims 8 to 11, wherein the transformation table is a
targeted transformation table which is previously identified
from the transformation tables depending on whether the
targeted transformation table exhibits a trend of increasing
in the number of operation entries as a length of encryption

10 time becomes longer.

13. The data encryption system according to claim

12, wherein the targeted transformation table is identified

by calculating a use rate of a number of operation entries

to a total number of entries for each of the transformation

15 tables and selecting a transformation table having a smaller

use rate as the targeted transfermation table.

14, A data encryption system for performing
encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the

20 given plain/cipher text, comprising:
a memory for storing an encryption program
including the transformation tables each of which contains a
predetermined number of entries, which includes at least one
transformation table group containing N transformation

25 tables having same contents, wherein a transformation table



programcontrol |l ed processor; a waiting tinme determ natien section for
determning a waiting tine; and a tinme extension section for extending an
25 encryption/decryption tine for-the given plain/cipher text by the
waiting time. 55 16. The data encryption systemaccording to claim 15,
further comprising: a timer for nmeaswing an actual encryption/decryption
time for the given plain/cipher text, 5 wherein the waiting tine is a

di fference between a predeterm ned maxi mumtine and the actual
encryption/decryption time. 17. The data encryption systemaccording to

cl ai m 151isorref@rege@ceith thechaiforngn i pecrypblenideanyotioe pspceds 10 18.
The data_encr tign system according to claim15 or 16, wherein the

wai ting P?nﬁ % n ?aﬁé@ﬁp C&Bﬁ@FnFﬁgB' time period. 19. The data encryption

syst em accor di ng togﬁﬁ%égy%mjgbﬁg '2$§g%§é%éggogL%épeéx%ggp%#ﬁgggé 15 a

time adjustnment contr or rando eterm ni ng whét
adjustneahck§pexgﬁubgagrgﬁergha the waiting tine determ nation section and
the tine extension section operate only when it is determ ned that the
time fadj ustment i s execghed me®130.plhaat denorept tlox peogranendsthecting a
cache- equi pped conguter to performencryption/decryption of a

program-controlled processor,

wherein, each time accessing the transformation
table group, a different one of the N transformation tables
is referenced within the accessed transformation table

10 group.

15. A data encryption system - for performing
encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the
given plain/cipher text, comprising:

15 a memcory for storing an encryption program
including the transformation tables each of which contains a
predetermined number of entries;

a program-controlled processor for executing the
encryption program;

20 a cache memory placed between the memory and the
program-controlled processor;

a waiting time determination section for
determining a waiting time; and
a time extension section for extending an
25 encryption/decryption time for the given plain/cipher text

by the waiting time.



gi ven pl ain/cipher text using transformation tables which transforns bit
-strings of the given plain/cipher text, the program conprising the steps
of: 56 a) generating the transformation tables each of which contains a
predet er mi ned nunber of entries, wherein a targeted transformation table
is previously identified from the trPansf or mati on tabl es dependi ng on

whet her the targeted 5 transformation table exhibits a trend of increasing
in the nunber of operation entries as a length of encryption tine becones
| onger; b) | oading at |east one part of the targeted transformation table
into a cache ¥fenor fhef daka cansunmtionosaaten) perdodingg tdat alaim
transfoigatkggtgé bit strings of the given plain/cipher text. 21. The data
encr ypt 1 oh prograﬁ158%%¥ﬁ?ﬁggto claim 20, wherein the step b) conprises
the steps of: 15 |l gadin sfor ion tapbles other than the_ targeted
transf or mati on tab?e in?%hﬁ e cacﬁg&hennr@?ag%ﬂln%fterEﬁhvingaF%ﬁagd t he

t ransf oematypoivapiesrpphesnt hape t t & r j e, loadin
ypui ropbesnt bafet NErt BhEey 6t ﬁféiﬂ???ﬁhgg %§Q£ 9

the targeted transformation table into the cache neno The data
enc®yption progranvhereidi npet wadltding tAGhe wherei aifhersheg brtGesari ses
the step of: loading-all transformation tables with priorities into the
cache noryp’?/\?fg‘?’%eg“%r?%sf ortAtigH  t atiligeni t hamidgher thei ori agtisll ef t

Ionger,exﬁ§§§%IbQPQQS£yption time.

17. The data encryption system according to claim 15

or 16, wherein the waiting time is a constant time period;

10 18. The data encryption system according to claim 15

or 16, wherein the waiting time is a randomly determined

time period.

19. The data encryption system according to any one
of claims 15 to 18, further comprising: |
15 a time adjustment controller for randomly
determining whether time adjustment is executed,
wherein the waiting time determination section
and the time extension section operate only when it is

determined that the time adjustment is executed.

20 20. A data encryption program instructing a cache-
equipped computer to perform encryptién/decryption of a
given plain/cipher text using transformation tables which
transfo;ms bit strings of the given plain/cipher text, the

program comprising the steps of:



25 priority is assigned to the targeted transformation table conpared with
the other transformation tables. 57 23. The data encryption program
according to claim 20, 21 or 22, wherein the at | east one part of the
targeted transformation table is |oaded into the cache nenory at a
plurality of timngs before the data ¥ransformation of the 5 gi ven

pl ai n/ ci pher text. 24. The data encryption program according to any one of
claims 20 to 23, wherein the step b) conprises the steps of: preparing a
managenent table containing a 10 plurality of nmanagenent entries each
correspondi ng to thélerd§iestoing hehe atgansd orpafdoor eal e t abEe, ofach of

whi ch indi.cates et her_ a correspondi entry of the targeted |

t r ansf or ffAt-~6n € Pénﬁafiﬁﬁﬁﬁqﬁﬁgﬁl%ﬁ£qT %QO%nEEEHl@ﬁtrW §TEfIt Re
target ed¢ 13t EANSHANTRLLAR L3 etauﬁeo_we%]?ésbguﬁg%& Ry k6LEr §9¢ing  the
managenment table. 25. The data encryption program a corﬁlng 0 any one of

cl ai ms 2@ht0 t24ns\Weh@itA ohhe drarget b ddainsf osmefhebhetabhe iksirigderd fied
by cal culating a use rate of a nunmber of 20 operation entries to a total
nunbdr ofrencfpematopnedalrlef extiditransf oreatl @f tabtesaahdy séhedthieng a
transformation table having a smaller use rate as the targeted

t ransf or FREPER CdbIPSFF 1M REB B9 r 95t Por- UG ot | ABEFUBELRY &if&che 58

becomes longer;
b) 1loading at least one part of the targeted
transformation table into a cache memory of the computer;
10 and
¢} performing data transformation of bit strings

of the given plain/cipher text.

21. The data encryption program according to claim
20, wherein the step b) comprises the steps of:
15 loading transformation tables other than the
targeted transformation table into the cache memory; and
after having loaded the transformation tables
other than the targeted transformation table, loading the

targeted transformation table into the cache memory.

20 22. The data encryption program according to claim
20, wherein the step b) comprises the step of:

loading all transformation tables with

priorities into the cache memory where a transformation

table with higher priority is left longer, wherein higher

25 priority is assigned to the targeted transformation table

compared with the other transformation tables.



5 equi pped conputer to performencryption/decryption of a given

pl ai n/ ci pher text using transformation tables which transforns bit strings
of the given plain/cipher text, the programconprising the steps of: a)
generating the transformation tables each of which contains a
predet er mi ned nunber of entries; b) ﬁﬂrforning data transformation of bit
strings of the given plain/cipher text; and c) generating a cache m ss so
as to make a 10 nunber of cache m sses uniformfor any plain/cipher text
before term nating the encryption/decryption. 27. The data encryption
program according to claim 26, wherein the step c) conprises the steps of:
preparing a ge t table containing a 15 plurality.of nmanagenent
entries each c Teggﬁﬁdi -3 o SPREYPEAL ié%r%ﬁrgﬁcﬁcFP§ﬁ§P8rﬁﬁ?igﬁaﬁgble,
each of bhe panagement wenldiesdddicaling vhelher, a cortaspanding gntry of
the transformation table has been used; and generafing a cachée’m ss a

nunber otrbhBESrwAtEBn 2QW1e efwahohaca difftfcerensechehveaieriunier of
usabl e entries and a nunber of used entries of the transformati on tabl e,

wher ei n pherasédventfs iteigniargs | deher$i eétdebylartef eremts Tgridiel omanfgément
table. 28, The data encryption program according to claim 25 26, wherein
the step9eYSRoRpRiBESIPRB sEBBE-0of . preparing a count managenent tabl e
containing a 59

24, The data encryption program according to any one
of claims 20 to 23, wherein the step b) comprises the steps
of:

preparing a management table containing a

10 plurality of management entries each corresponding to the

entries of the targeted transformation table, each of which

indicates whether a corresponding entry of the targeted
transformation table has been used; and

loading unused entries of the targeted

15 transformation table into the cache memory by referencing

the management table.

25. The data encryption program according to any one
of claims 20 to 24, wherein the targeted transformation
table is identified by calculating a use rate of a number of

20 operation entries to a total number of entries for each of
the transformation tables and selecting a transformation
table having a smaller  use rate as the targeted

transformation table.

26. A data encryption program instructing a cache-



plurality of managenment entries each corresponding to the entries of each
transformati on table, each of the managenent entries indicating a nunber

of tinmes a corresponding entry of the transfornmation table has been
referenced; and 5 generating a cache mss a nunber of tinmes which is equal
to a nunber of cache hits for the trafsformation table, wherein the nunber
of cache hits is obtained based on managenent entries having a count val ue
of at least 2. 29. The data encryption programaccording to claim 10 26,

27 or 28, wherein the cache mss is generated each tine a count value of a
manageneffUéAPE] egeBRUERY 1L¢ s PeRr=me ey yIE0.onX dfatry rériemy pifonapr ogr am

instructing a cache-, equi pped conputer to perform encryption/decryption of
a 15 gi vghgﬁpai}%ac’ir}fl‘%lr%%i%gt LEEF NG I HhstoPRELPERAt ABPest 4 ©h WiESAST or s

it st7ipgsnQbobhE Glver Al alql chphen t exte o o AT AONAN CODRLE ST gt he

steps of ;' generating the tramnstofmationta eac contarns a

predeterﬂkaggaﬂuabﬁprggiggtEhgsst@@gcaf:zo i ncludes at | east one
transformation table group containing N transformtion tables having sane

conténts, wherein aa)t rensfortniatg obhhé ablranisforeberiencachiNdd nesclt obfan
encryption/ decryption process of a _single plain/cipher text; and 25

per f or m WG @&t GOPFanBFoRNBFFERTErMBREdsREMAGE 6f epheigFven pl ai n/ ci pher
pext by referenct 0,3 SRSl 0 OfadDE NI ANST SFBLLODL3RLES each

of the given plain/cipher text; and
c) generating a cache miss so as to make a
10 number of cache misses uniform for any plain/cipher text

before terminating the encryption/decryption.

27. The data encryption program according to claim

26, wherein the step c) comprises the steps of:
preparing a management table containing a
15 plurality of management entries each corresponding to the
entries of each transformation table, each of the management
entries indicating whether a correspoending entry of the

transformation table has been used; and

generating a cache miss a number of times which
20 is equal to a difference between a number of usable entries
and a number of used entries of the transformation table,
wherein the used entries are identified by referencing the

management table.

28. The data encryption program according to c¢laim
25 26, wherein the step c¢) comprises the steps of:

preparing a count management table containing a



transformation table group. 31. A data encryption programinstructing a
cache- equi pped conputer to performencryption/decryption of a 5 given

pl ai n/ ci pher text using transformation tables which transfornms bit strings
of the given plain/cipher text, the rogram conprising the steps of:
generating the transformation t abl es %8ach of which contains a
predeterm ned nunber of entries; 10 perform ng data transformation of bit
strings of the given plain/cipher text; determning a waiting tinme; and
extendi ng_an encryption/decryption tine for the given plain/cipher text by
the wai t Phgrelaby ©F Jpanagemenr esdtypeisorra@t hegrresrpadiognity the

ti d [ f ' in/ci t [ t f ti
abl L0 WATER-CPARET 7RG bFE7SEPPRBS.0F LRBICgi 98 pPhi hNE BBROPBROE 1 no

net hod CQggE&%Engnhﬁ%a%ﬁ gsepfﬁuﬁpeﬂegfr%'kgg Epec5%§%%%85@?ﬁ&aEnE§.les

each of Ich contains a predeterm ned nunber o ries, erein a

target edotr ansf erantEopmt ebbe tsppsenhousbyni denbiéhedafrany the .
transformation tabl es depending on whether the targeted transfornation
t abl & exhi bits a tregrdeghtiingr easiamhe nmikhe anunmirererofodpeints owhénhri es as

a length of encryption time 25 beconmes |onger; b) |oading at |east one
part of ihec@edet'dl 81NFFRRSF GeEdenet BBEE iftto B abRENAERBRGTHPIL he

COHDUterfang, wherein the number of cache hits is obtained based on

management entries having a count value of at least 2.

29. The data encryption program according to claim
10 26, 27 or 28, wherein the cache miss is generated each time
a count value of a management entry exceeding 1 1is

incremented.

30. A data encryption program instructing a cache-
equipped computer to perform encryption/decryption of a
15 given plain/cipher text using transformation tables which
transforms bit stringé of the given plain/cipher text, the

program comprising the steps of:
generating the transformation tables each of
which contains a predetermined number of entries, which
20 includes at least one transformation table group containing
N transformation tables having same contents, wherein a
transformation table is referenced N times for an
encryption/decryption process of a single plain/cipher text;

and

25 performing data transformation of bit strings of

the given plain/cipher text by referencing a different one



c) performng data transformation of bit strings of the given plain/cipher
text. 5 33. A data encryption nethod for performng encryption/decryption
of a given plain/cipher text using transformation tables which transforns
bit strings of the given plain/cipher text, the nethod conprising the
steps of: a) generating the transfor®ti on tabl es each of 10 which
contains a predeterm ned nunber of entries; b) perform ng data
transformation of bit strings of the given plain/cipher text; and c)
generating a cache mss so as to make a nunber of cache m sses uniformfor
any plai 8fciprer N ekransfopapsieont ekabhasi epehe iy ypoicessdegr ypheon. 34.
A data e cr¥g%ion gethod ffr gerforning encryption/decryption of a given
pl ai n/ ci phaP>t8XPabLPRg 2P TGS B Rat i on tabl es which transforms bit strings
of the given plain/cipher text, the method conprising the steps of: 20
generating the transformati on tables each of which contains a

predet erm ned Jwnben cfatent ehegypwhbsh pridigtdidesnat r1888hgONe cache-
transformation table group containing N transformation tables having sane
cont ent segwhepeiln eompriaest dromatreorf drab| enics ypefiemeieed vidttilomes offor aan 25
encryption/ decryption process of a single plain/cipher text; and 62

per f o m A§VERt £ ki <Hiehea | BAxbBf USinst EragsLermathengitanign avhiehpher

text by §£§r§gcin a _different ope . of the N transfaor ion tabl%ﬁ each
ti me acce§3i'Ag €

Fﬂ%gblt strings of the given plain c1ﬂ§gr text,

program comprising the steps of:

generating the transformation tables each of
which contains a predetermined number of entries;

10 performing data transformation of bit strings of

the given plain/cipher text;

determining a waiting time:; and

extending an encryption/decryption time for the

given plain/cipher text by the waiting time.

15 32. A data encryption method for performing
encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the
given plain/cipher text, the method comprising the steps of:

a) generating the transformation tables each of

20 which contains a predetermined number of entries, wherein a
targeted transformation table is previcusly identified from
the transformation tables depending on whether the targeted
transformation table exhibits a trend of increasing in the
number of operation entries as a length of encryption time

25 Dbecomes longer;

b) loading at least one part of the targeted



transfornmation table group.

10

15

20

25

6l

transformation table intc a cache memory of the computer;
and
c) performing data transformation of bit strings

of the given plain/cipher text.

33. A data encryption method for performing
encryption/decryption of a given plain/cipher text wusing
transformation tables which transforms bit strings of the
given plain/cipher text, the method comprising the steps of:

a) generating the transformation tables each of
which contains a predetermined number of entries;

b} performing data transformation of bit strings
of the given plain/cipher text; and

c} generating a cache miss s0 as to make a
number of cache misses uniform for any plain/cipher text

before terminating the encryption/decryption.

34. A data encryption method for performing
encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the
given plain/cipher text, the method comprising the steps of:

generating the transformation tables each of
which contains a predetermined number of entries, which
includes at least one transformation table group containing
N transformation tables having same contents, wherein a
transformation table is referenced N times for an
encryption/decryption process of a single plain/cipher text;

and



62

performing data transformation of bit strings of
the given plain/cipher text by referencing a different one
of the N transformation tables each time accessing the

transformation table group.



