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MANAGEMENT AND FORTI FI CATI ON OF AUTHENTI CATI ON FI ELD
WOR00IMIE6bNVENTI ON [ 0001] The present inventi onPQESGHI0B800037

to the field of secure networks and conputing
devices. More particularly, the present invention
relates to automatic user authenticati on. BACKGROUND
OF TH ON_[0002] Wth rapid growh of |nternet
and neAvoYRd ENhFQBIIPEN U MANA GEMINT AN Bgy
ri ses anong users of network servrces In order to
provi de sEQRTBICATION 9thm names

and passwords are utilized to aut hentl cate t user
logging into a system providing particul ar netmork

services. Users nmay accesses several applications,
wﬂiﬂm%ar ate authentication nechani sm
causing the user to renenber nultiple user names and
[000%k swor d$he Prgsentt inviehiian parzorsie theciide ofiwens neswaks ynd
utilize the sane user name and password for nultiple
corBppingaRiicesn Mére hrtichRyly Ahe pESentlifiventiodl tdlatedto dus@haic user
choose easy to renmenber passwords, which usually are
mng@ﬁﬁaﬁglcrack by hackers. Cracking of one password
for an account breaches other accounts with the sane

BAE§§§$BEEBQggg¥ﬁ%§ﬁg2§@¥O$Ptmork set ups such as
ks, renote access features,
[ ection crease vuIn rabl
00331 pacowdtfivabs SowitiinEmd abSHs ne ranat? pobrdpet
Many hackers are able to trick users by posing as
techRAd eIl sed BMANE UFeaS of Retwerk psTviepst Ineordesdp pravide secure access to

voluntarily provide the hackers with their passwords
netemtk sesecesnaseegames and passwords are utilized to authenticate the user logging

into a system providing particular network services. Users may accesses several
applications, each with its own separate authentication mechanism causing the user to
remember multiple user names and passwords. Due to this inconvenience users usually
utilize the same user name and password for multiple applications that they access. In
addition, users choose easy to remember passwords, which usually are easy to crack by
hackers. Cracking of one password for an account breaches other accounts with the same
user name and password. Network setups such as wireless Local Area Networks, remote
access features, and weak intrusion protection increase vulnerability of passwords to
technical attacks by hackers.

[0003] Many hackers are able to trick users by posing as system administrators
causing the users to voluntarily provide the hackers with their passwords and user names.
[0004] Due to multiple accounts and multiple passwords that users maintain,

password management for system administrators becomes a tedious and sometimes
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[0004] Due to nultiple accounts and nultiple passwords
that users nmintain, password managenent for system
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[ SR a {, enpl oyee .are exanpl.es
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.in order to manage, passwards of existing accounts in
i I (P ERAES PRSP EXISHEE REAUNIS TR fifyBRet. ThaggUREsRpSsword
to security breaches, such as failing to delete a
myRe SRR sy lead toseeirity: hysaehasesushyas @nﬁ@g\m drdete emppbovard of a fired
to access network areas that that enpl oyee shoul d not
chplayee emnyiatigwethstrentpdoy e 06 8&desdnettvbek gremsthnt thét employee should not
passwords are correctly managed, using passwords
be@tdegsihg dnfrAdreaut henti cating users is fundanmentally
vul nerable to various attacks from anywhere on the
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of potential attackers is to use a“cert cat e-base
] ' I ; ' L vat e stored n

oS A5} SR AREMER S Bllebby B NENEERY R R F RS from

asswor d-.b d authenfication to . }
oBGREF OB T OIS QoA NEAHE 2 Ievies e Roplagigprgl agrentil
Er ocess. However, it is a transition process that all
afipakersds fosess aertifinate-based authpricatipn meehanisny witaivage keys stored
undertake. [0006] What is needed, therefore, is a
og physital tokenst Theyrecessreltrarsdipaingfilomtpasswordbesddcmthiengsation to
of the prior art. 2 WD 2004/ 053667 PCT/ SG2003/ 000037
teitdivideRiYicete-bkstd AivEnNEAIN is a complex process. However, it is a transition

process that all enterprises serious about digital security need to undertake.
[0006] What is needed, therefore, is a solution that overcomes these and other

shortcomings of the prior art.



[00071 A nethod and apparatus for automatic user
aut hentication are described. The nethod may i ncl ude

W@ olokesIsbng aut henti cation credential s by noni POT/SGLH03/000037
authentication procedures of a plurality of

Y ORTIACRGTERA 8K @ user and replacing the
credentials with st ronger

of credentjals. Th t haod al sg incl.ud
matic pgp?ﬂ?ci Wcﬁqp@@raﬁwgt%gﬁtgmga Xsﬁ eBthatlon are described.
credentials to provide the wuser wth access to the
Theanethod pagingdpds ¢ollgetingauthentigpsioneredes ey monitoring
PCT/ SG2003/ 000037 BRI EF DESCRI PTI ON OF THE DRAW NGS
aifeoBdatibherpredumstofiampluralifyad appli¢dtions accassed by useyamif replacing
exanple and not limtation in the figures of the

the eslitpred wutt@gntl e gtignn@edentinls WHihCdironigkiefolaé 6f &8é@sials. The method
indicate simlar elenments. [0009] Figure 1

rhdyl 183 RIS a@fbn%ﬁ:ﬁﬂ* ailziny ﬁie%i‘oﬁé&‘"ﬂohﬁ@ bredanm | ?thzide the
to one enbodi nment the Tnvention; [0010] Figure

ess Agent according to
1%%2Hﬁﬁ%@%%?uﬁﬂ?Bﬁ?ﬁ?k%fg lﬂﬁlﬁ%ﬁ [0011] Figure 3
illustrates conponents of a Secure bject for
Convenient Identification according to one enbodi nent
of the invention; [0012] Figure 4 illustrates
conmponents of Identity Managenent System according to
one enbodi nent of the invention; [0013] Figure 5 is a
flow chart of a startup procedure according to one
enbodi nent of the invention; and



[0014] Figure 6 is an exenplary architecture of a

processi ng system according to one enbodi nent of the
w0 poogasicon. 4 WO 2004/ 053667 PCT/ SG2003/ 00003 7PCT/SG2003/000037

DETAI LED DESCRI PTI ON [ 0015] A method and apparatus for
BRIEF DESUREPTICRIQOTHEDRARWING®d. Note that in this
description, references to "one enbodinent or "an

[086%10di MeNthe HRAM ﬁrﬁ@hﬁ&hﬁ 111&&1%}&1 ?){aﬁ' %)gé ﬁxﬁgnét(hmnatlon

I's included Tn at |east one enb pres

in éﬁﬁ)ﬁg@:eg n{‘ the. agéqtrﬂfa%yldlgscr ; %lglg Olﬁ%vﬁclhfgge egecr %cse 1nc}1§/ate similar
refer to the sanme enbodi nent; however, neither are

elemes-enbodi nents mut ual |y excl usi ve, unless so stated
and except as will be readily apparent to those

(080911 | ed i Biswrrel ilstratesranuexemutary sy egeyarchitp@ie pesarding to one
i nclude any variety of conbinations and/ or

embudigesitdfehsinvkntidye enbodi nents descri bed herein.
[0016] The present invention discloses a nethod and

[08Y6]t em f OFigatd Dilusiratad torfpondBRIof\dh A deBysA ok hecdbdifp t®bne
user credentials. Passwords and usernanes of a user

erRB iR he iReftidigVi ce and automatically provided to
correspondi ng appl i cati ons t hat the user is

[0??1{ enptin 1&&196 fﬁﬁx@ &Q%Q Hen s of elcul%eotﬂgarfglctgﬁx%%ent

t he erein,
aut |caII sertln tored ser authentlcatlon
1apiaar Afertined Shp o Paaga’ Eﬁrﬂvsa?%ns The term
"“client nmachine"”, as used herein, neans a processing
[082k em  hBibTedillpskpiet pemunientsofidentity Mapagenent System according

Identification. Related Technology
to one embodiment of the invention;

[0013] Figure 5 is a flow chart of a startup procedure according to one
embodiment of the invention; and
[0014] Figure 6 is an exemplary architecture of a processing system according to

one embodiment of the invention,



[0018] Introduction to related technol ogy may be
hel pful in understandi ng sone enbodi nents of the

wOo pwensicon. [ 0019] One enbodi nent of the i nvenk@DRG2003/000037
utilizes Sinple Object Access Protocol (SOAP). SOAP

‘DETAINED ERCRBEEEONOr ot ocol based on Extensi bl e Markup
Language 5 WD 2004/ 053667 PCT/ SG2003/ 000037 (XM.) for

o e T
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or accessing secure Wb servers. Usjng HITPS in a ]
ff?ﬁﬂlfﬁ@?%%%{ﬁdé@ lwe%\lflsﬁ? iny ipbgast P%@@M%@anbe Biesendtimvention.
t he nmessage to a secure port nunber rather than to a
Rysthguisepgsaierelsrampes to “Pre apbedigentdhithie deseriptip@d@ bt necessarily
Figure 1 illustrates an exenplary architecture of the
refev émthesame Ambadiness; hodgeet, ndiiier aegguchicabiodinetits Mutually
Identity Managenent System (I MS) 110 via SOAP or

HEIUEve, hrl¥Bssisd st@sePdrtbx0Ept s HB11 B8 reddBGRbPRent!tB those skilled in the
addition, the Access Agent 100 interfaces wth Secure

DITRGL, OFreSHYRRh bt bl Ch)inSEHs R A0

via SCOCI fn;g\pp |Ycat ﬁ%c%ﬁgg@ggn n%%%éggﬁ%lggtﬁaé{ﬁgﬁ ahf

-Fj . L) rates.c nents .of the Access Agent

@5%[.%1 Iﬁg%{;}%leéﬁﬁﬁ?ggﬁn@ﬁg{srﬁgb%&e&lg’ Agent 200 i ncl udes
jnstaller 205, which installs the Access Agent 200 .

Bte1"e) 7'enfhestresng invReian digelpsta aS@iﬁF?‘i qbSYAleRL Y anfenticating

200 includes a user interface nodule 210, which

Useovip physiedzationjof sy cipileials. Prespiordsednd ysememeg efa user are stored

al | owi ng managenent of the Access Agent's functions.

ifthhalenive @sd adigeraticAdBOprovided to corresponding applications that the user is

attempting to access.

[0017] It will be appreciated that the term “playback”, as used herein, means
automatically inserting stored user authentication information into appropriate
applications. The term “client machine”, as used herein, means a processing system

hosting a Secure Object for Convenient Identification.

Related Technology

[0018] Introduction to related technology may be helpful in understanding some
embodiments of the invention.
[0019] One embodiment of the invention utilizes Simple Object Access Protocol

(SOAP). SOAP is a message-based protocol based on Extensible Markup Language



al so includes a duplication nodule 215 that allows the
user to performduplication of the SOCI, description

w@Roowbsshr wi | | be apparent fromthe foll owi ng PCT/SG2003/000037
di scussion. The Access Agent 200 nay conprise a

(XML Yol Abelsd) sl ¢ B WMy SAP @ﬁl%l’dg)g gﬁ\g%gé%gﬁg% send text

users with a nmechanismto wite ne Cri

cgmajnaggségg}ltﬁ%_Access Agent 200 for managi ng

asswor or new applications. A sniffer nodule 225

' ' ! ... Agent 2
[Q@&] Eﬂr zouggqﬁl ﬁ%@é@gﬁ%}tlogﬁ%eh@y%lcogéggl@ gyt)erT%gt ’}‘roansfer Protocol
authentication information, The Access Agent 200 al so
Sepe (HdPa)- SELERD 18 antntogelion ecapssing secesoWeb sepjstsablsing HTTPS
graphi cal 6 WD 2004/ 053667 PCT/ SG003/ 000037
ima Unéfiorth Resowpe Locatorf GHRL) insteiboSHT TR rdireo the meswdge to a secure
sessi on managenent control on the client machi ne. An

pAaarahelrgeint tlomnd halebailt dodmaatyrr ol | er) 235 ensures a
proper startup of the Access Agent 200 upon an

ijgﬁlgfij;ég@cm{ecﬁm into the client machi ne. The Access
Agent al so i ncludes a data managenent nodul e 240.

dat a I ' rtificate
[m!\gerrent %SI e ré‘@%@%%‘?éﬂ’?’h%%%‘%@ Iy B An Access
265 nfigur.ation, ag. t Modul e 270 Audi t
ALl DR e ik TR B hnesratt Suam A0 i B8e or

% related tqQ digital certificates such as parsi ng)p_

Ffllﬁfz? - S5 fqcatetl OnARersE mAchinenty additian, fiis Aeaces Aseridd interfaces
The Access Info Managenent Mdule 265 nanages data

with) Sacae Qljeeidpr Connanomt Eoptifsatinnc(S Q) daticat2 vig IQET
identification and password information. The

ApptitatgpurProgram Mearfage fimretiohdh Gigiere 2 lustmnagempdatis of the Access
related to configurable paraneters of Access Agent.

ABREt O ofeddnBAEMbA: (RS AcBRR 208t 200°89{uAes & installer 20T5ﬁ which
e

activities of the Access Agent for audit purposes.

iR SR ASERE .égglgt 0 2 Lifkat %QE@%H@E&Q gg?’ft RO Access Agent

nodul e 245, nmuni cat1 on no
200 includes a user interface module 210, which provides the end user with a graphical

interface allowing management of the Access Agent’s functions. The Access Agent 200
also includes a duplication module 215 that allows the user to perform duplication of the
SOCI, description of which will be apparent from the following discussion. The Access
Agent 200 may comprise a scripting tool module 220, which provides the end users with
a mechanism to write new scripts to be utilized by the Access Agent 200 for managing
passwords for new applications. A sniffer module 225 may also be included in the Access
Agent 200 to capture user behavior and play back user authentication information. The

Access Agent 200 also includes a session management module 230 to replace graphical



managenent nodul e 255, functions of which wll also be

apparent fromthe followi ng discussion. [00221 Figure
W@2004l08856T at es an exenpl ary architecture of theCBSE003/000037

according to an enbodi nent of the invention. The SOC

autherticBA6 e fhck ABR sGRBRANING pPdviBSidibion ‘ﬁ{lﬁﬁ%&ﬁ&t chRrd1M the
user's conputer. The”SOCI includes a chip 300. The

cl?é?llt Fhu glqge Ry rAQE?sg A?%éﬁ{ éon(fl%ﬁg%(fﬁb tc%g%rgggrl) ?g? %%S?QQQS a proper startup

ocessor
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asynmetric key and hash al gorithns such as RSA,
Ageit300gisanelHdesirdata managsmenfiodnle249. Wat datp mmgement module

the art and do not require any further explanation. In
24@ittichidenCertifivated¥ianngameni Moluld @60 NVEvess Info Mamagement Module

sensitive private data, such as private keys. The 7 WD

2@5) @onfigafabion REHa€H G NVONN0370 asDBLdinLog ModhledTS. Certificate
Fl ash RAM 315 to store software drivers and

Mh‘ﬁa RRE Mddife 260 Rasalel da@TeldRAlo G@tfal i At dte sudRb@parsing the
di g| tal certificates, etc. The USB Fl ash controller
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COﬂ ro rOVI ES access Tromt |ent co

h F h ,RAM
nighiss ataaﬁf%% R RrmTAL ha a%’.alsﬂﬁ%t@@%ﬂfewgon and
Interface Functions via which the client
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Functl ons provide high-level abstraction for SQOCI

tsennfigorsble parehetars afdkaciessi Agand Thentiglikbeg Magaites2 75 manages
encryption/decryption, and digital signature

lgeiey altactivitied bEthe Woctssohigene Rpaséil pbsposése Thé\Bskéss #tgenhn200 also
Progranm ng Interface may be inplenented by a SCCI

irduitek AByhdhBs ALt on(tAGdn1S DAIVRDmrkihiEfien ety 260dnd SOEL

SOCI stores its authentication information to be
management module 255, functions of which will also be apparent from the following
discussion.
[0022] Figure 3 illustrates an exemplary architecture of the SOCI according to an
ernbddiment of the invention. The SOCI is a hardware token capable of being connected
to the user’s computer. The SOCI includes a chip 300. The chip 300 may be a smart card
chip. The chip 300 includes a crypto processor 310 that performs cryptographic
calculation described below. Cryptographic calculations include symmetric key,
asymmetric key and hash algorithms such as RSA, DES, 3DES, SHA1 and MD3, all of

which are well known in the art and do not require any further explanation. In addition,

the chip 300 includes NVRAM to store sensitive private data, such as private keys. The



provided to the Access Agent in a certificate signed

by Certificate Authority (CA) trusted by the Access
wo\gwans3edhe Certification Authority (CA) is anP@nsG093/000037

entrusted to issue certificates asserting that the

SO€L hRb @ibludR A INhAVAM 3 TGN sOftwiedRIVieZPdridHdn-sensitive data such
requesting the certifi cate fulfills the conditions of

alkefe a?ﬁ%chapéjld {dihi c%ﬁ £d et U@epﬁ% cefﬂtﬁﬁle¥ 320 is

prlvat yS may b ut I ’'n S tohaut entica
eaéé%%ﬂfl@r%y@t 5 SoRkahe 1&#??1&5% PR tog from the

server machin conmuni cat es th_the client
CligaE FOTHRUER &€ DRGL gO%twemps@a to é]?:‘?:]\é\iaéﬁ' Rg-M staspge 315 and the chip
enbodi nent of the invention. The Identity Management
3@ Jihe BOCTHntludessApplifiasion IntepcedBmetiorsviavdu¢leths thient computer
synchroni zati on services nodul e 415, admnistration
canmuhiceiss withithe SOFT. dthd Appdikativoh arfrice Esnetimhs ipeovd@Shigh-level
In addition, the |M 400 includes a system

amﬁémcgwoasom seidsf A ad 26rtifichie\th A geMEhtCaatOPer at or s
to access adm ni stratl on serV| ces and backend

ﬁnﬁl g@he'rmcﬁ‘lr THE ?Llldcﬁons"‘&ﬂd@d-by the

e’ regi rat rvi ces

A‘B@%@%&%’a%’a‘%ﬁ%% &‘?‘&l r‘%%ﬁ%“%g 4 3 U (Ryntime Library
chZghesidy Bpnabidi @S@& s s db DR iB Bt o be

user of the SOCI. In addition, the_ accaount
proyifledti the Aercerpiarn i 3@65@@&%6@@&%@@6 iAgharity (CA) trusted
regi stration and email address registration. During

by e Awesy ppergeThalCattiftogtiore4uthorify (OA) istanenfitycadmisiad émissue
provides IMS with existing credentials of an

catifiestpy asserting et ithe/resipidnt ardivided], indelihé bi oghhiantiorayetuesting the
password information. I M5 confirns the information by

cSAREAE Fl1AYs R RRIRINB bF 82 estMUUEd pSl. URRIFicates together with
confirmation, | M issues a certlfl cate and registers

phbfte Hé}%rmhybé ¥tized in SOCI to authenticate the user.

[0023] Figure 4 illustrates the Identity Management System (IMS) 400 that is

located on a server machine and communicates with the client machine that hosts the

SOCI according to one embodiment of the invention. The Identity Management System

includes registration services module 410, synchronization services module 415,

administration services module 420 and backend services module 425. In addition, the

IMS 400 includes a system configuration interface 426 allowing system operators to

access administration services and backend services. In one embodiment the interface is

an HTML interface. The registration services module 410 includes account registration



dat abase. During the email address registration,
Access Agent provides IMS with an email address, upon

w0 e@eiopisedf which, the | M5 sends an enmai|l nessSBOESGHI05000037
the provided enail address requesting identity
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t he II\/IS i ssues a certificate
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nchronl zes data on SOCls with a copy on the IM5 in
8¥da%is registrations BURDS dhessniarprizeyideniity vreasirating, theAgcesFiagent
update nodul e 440 updates software and data on the
Bogideb IMSdwifin bxiatiinigreddntiol of e eBERre identityheich lak asdr identification
machi ne hosting the SOCls. For exanple, the update
amihdssvérdQnformatomIMScbnSiomt MRS i8fotReH B cot&i@EShe enterprise
scripts for conmmon applications,

Serihg uped @6nﬁ1ﬁiéﬁbﬁ' MESlisshdselertfiald Sdr @ %F@fk th€ her in IMS

The escrow nodul e 445 stores sensitive | ornmati on on

SRR i RE Sl ad B GG %c\éeiség@?ﬁr%%%'v RS an
enc ed form e all.. SOCls are

PG MBI P RectiR ikt e B ORI iyt 5ot Sl the provided
devices, the encrypted data staored in |M can_be

praaih %@ﬁ%ﬁﬁ TRQuSsHRE KlenHly verkicatiannOnpe ideatityoierifisetianels zepsived by
The escrow nodule 445 nay keep the CSK of the SOCI in

the [ thedMES) isuesn eantificatearsl M@sREOME 05366 the IMS database.

PCT/ SG2003/ 000037 recoverable when IMS s private key

[0924) ovi de@he syricheorgztivn sermvivasine ddidst 18 iaklides syseronization
presents a predeterm ned password phrase. CSK is an

R0l AB5 Ap dRYMOGHE 440 afkDE3cHdH modER44S. R {RBkioRRktiSimodule
i nformati on such as user's passwords. Every SCOCI

g?@{ i gltnrolﬁﬁztfe% Fl%tgltolﬁmlﬁ 3&;151%%0603@/;831 tgc?] ﬁg&?&&pf‘o SdFRirobhsistency
between the data. The update module 440 updates software and data on the SOCI by
downloading it to the SOCISs via the client machine hosting the SOCIs. For example, the
update module 440 may download software upgrades, access scripts for common
applications, administrator-maintained client configuration, etc. The escrow module 445
stores sensitive information on behalf of users for future recovery. The escrow module
445 stores the Common Symmetric Key (CSK) in an encrypted form. In a situation where
all SOClIs are lost and data is not recoverable from any of these devices, the encrypted

data stored in IMS can be recovered by restoring CSK from the escrow module 445. The

escrow module 445 may keep the CSK of the SOCI in an encrypted form that is



can be decrypted by another SOCI bel onging to the sane
user. [0025] The backend servi ces nodul e 425 i ncl udes

waeentiosicent e managenent nodul e 450 and data npdUE€2003/000037
455. Certificate managenent nodul e 450 i ssues new

ré@veiablec®h@SIMS BMRKALR 165115 Ffdvf&td% {1 Chc AR Rb@hIBR45 and the user
Certificate Revocation Lists (CRLs) for certificate

| dit g . a I ,
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belomas FRiie SAmS sTH 28 fie Sae, ¢ S $0 Sk nlpHBAN P RCBR#RSL by on SOCT
such as serial nunber and issued certificate. The
canbe Begrapteddy aapther SRE bdlongingde thetsane wbout t he user,
such as applications that the user accesses, encrypted
[peZSjwor ds Hrebackerdd guvieds modudadas incl 82 6¢rtifibste management
adm ni stration services nodul e 420 i ncl udes user

Al 50 £ QO modRTHYI3, deRificdienatm@EmastTtheduld 450 1sQiks new
nodul e 460 all ows the adm ni strator of the system to

R ERLRs eV MR RErt ARG BhE maARARE @efﬁ(ﬁc%{e' R REFHUINER (CRLS) for
assign roles to users, 1.e. specify users wt
] Nj ation.authorization, bin sers to,a nt .

BRI B O KREME hraddlents S e e PR RS icgies win
nodul e 460 all o dm nistrators to configur X
aGesch 5 Uit ot gn IS efelicesciNS o Resy repidf i Retetions
lﬁa,%bl ic_and private keys, revoke existing certificates

tare ) anagement stystem SDBMS); diregiady perverares staplegile system. The
may be perfornmed in SOCIs. Public keys can then be
detabreed contain néorimation abeutiS3Clattvines tdbthetses@gns, such as serial
certificates, together with private keys stored in
naBer aiisheedusetilfidate. Jht denbiea by ST¥al intladé Mborinthtibl a¥€xt the user,
2004/ 053667 PCT/ SG2003/ 000037 order to retrieve data.

shiéh 89 plicAonsAREtithe LR bER sk M riMtddpREW AL Gnk 8¥5Hi dWPMion data.
al so beé used to

[0026] The administration services module 420 includes user administration
module 460. The user administration module 460 allows, the administrator of the system
to create new user accounts, delete existing accounts, assign roles to users, i.e. specify
users with administration authorization, bind users to accounts, i.e. email accounts. In
addition, the administration module 460 allows the administrators to configure SOCIs
before distribution, create new key pairs, i.e. public and private keys, revoke existing
certificates and keys. Generation of public and private key pairs may be performed in
SOClIs. Public keys can then be stored in a certificate issued by IMS. Theses certificates,

together with private keys stored in SOCI can be used to authenticate SOCI to IMS in

10



aut henticate user to applications that utilize

certificate-based authentication nmechanisns. [0027]
wab@4pssel cal processing platforns that enbodyPe€118G2003/000037

Access” Agent and IM5 nmay include processing systens

StdehtoetreRo ¥t In%ﬁitloﬁeée?ﬁﬁﬂtescﬂg%ﬁglﬁ% gn(fﬁgﬁ)s}{saﬂ%é Q50 be used to

server-cl ass COfT'pUt er syst ens acc to va
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a processing sy

roces system of Fl ncludes one or
@E}? pr oceigﬁs}%y %gprop%sg@g% g’%ﬁ]ﬁt)‘?m(b egiigsess Agent and IMS
random access nenory (RAM 620, and a nass storage
8y, Incdds30esssipe sstinas sish s eenventionsh perspral copptisr @41) and/or
The bus system 640 i ncludes one or nore buses, which
seEverfsdass compelet sxdtants asaardingt th earitsr amnilggdimants oﬂEhe invention. Figure
bri dges, controllers and/or adapters, which are well

& iliustrates at Beanasle of fueh a@f@é’@élﬁ% sydtém Bus hiEh &N BADroEsing
i nclude a "system bus' whi ch may be connect ed

$yRteaVBIFidRrearRRRAELS §rik RREore 'i)rd'ﬂegs%rsewg’&'d%ly ﬁ’l‘éﬁﬁr}aa{@M) 610,

peri pheral conponent i nterconnect bus “or

L Y
FLEPRESsiEBeA, g e TR o falies BB Mpieipom hich may be

devi ce 660 tQ communi cate wiith renote proceSS|n%

%%F%tﬁi tq,4agh gher Groughpyasions hridgasceaniroHersianiior gdapigrpgvhich are
670, respectively. The 1/0 devices 650 may incl ude,

Woll kemm the aginljoroaxemplte, therbais system @46 phayyinclodé & &ystem bus’,
keyboard, a pointing device (e.g., nouse, touchpad,

Wwhizh kingl Be) conaectediranghpaakaster foAh2d} mdre eyansies ssuch a3 a

600 may include one or nore conventional general-

PeHpReRE céth &fbﬂ@in@érc@hh@&QP@IWx@% afeRih&ed 1ndustr&sstandard
m croprocessors, digital signal processors

A e o G {0 445t
%%)?/& & Vbiteor mgrréeinp tp%tt &/6)g§evgc%\§ '656 agci% gne[rg m'or%CAa!fla
communication devices 660 to communicate with remote processing systems via one or
more communication links 665 and 670, respectively. Thg I/O devices 650 may include,
for example, any one or more of a display device, a keyboard, a pointing device (e.g.,
mouse, touchpad, trackball), an audio speaker.

[0028] The processor(s) 600 may include one or more conventional general-
purpose or special-purpose programmable microprocessors, digital signal processors

(DSPs), application specific integrated circuits (ASICs), or programmable logic devices

(PLD), or a combination of such devices. The mass storage device 630 may include any
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11 WO 2004/ 053667 PCT/ SG2003/ 000037 one or nore

devi ces suitable for storing |large volunes of data in
wW@200053661 ati | e manner, such as magneti c di skPOT/SGZP&)00037

magnet o-opti cal storage device, or any of various

In¥RERE devtQishRibiM fd?%%ric. zg‘gﬁé DMidhne? 5? gﬁﬁg B%;g\\;aﬁtile manner,

(CD) based storage or nation of s I Ces.

T LA
S TS oo o e o S aion ot et
or

Wi rel ess transceiver a conventional tel ephone
Bm a wireless nodem an Integrated Services
Digital Network (1 SDN) adapter, a Digital Subscriber
[00293 ( DSL)Theskdtnonamudtdtionniedieais) 66Gaickndytte any devices suitable
transcei ver, an Ethernet adapter, or the liKke.

fdddriabling h@\prodeSisdiysidhi 1o doRBRRGCAOBAE it d RnlBtdFrocessing system
enbodi nents of the invention can be further explored.

oPbad 8P cRNBRBRUA6H [iR03ddn As(rjh S o t{‘agﬁrs%ég\é#%? G cBﬁvQﬁPH%It

automati cal ly authenticated for eac ication
e h cess en 0
S B SOl BT 657 Mg RS sDny
hi ne;. . tartup. pr ure will be described with
Haigr B g gubrithet Eirk BSES Bogerimcalsmodimm mguimmmsceiver,
agggule 225 is executed upon the boot up of the client
herpct adapier, eedilks. managenent nodul e 225 interacts
with a | ogon procedure of the operating systemto
itialization procedures. The initialization
procedures are
[0030] With theses concepts in mind embodiments of the invention can be further

explored.

Startup Procedure

[0031] In order for a user to be automatically authenticated for each application
that the user attempts to access, the Access Agent 200 can be executing on the user’s
machine, i.e. client machine. The startup procedure will be described with reference to
Figure 5. At 510 the session management module 225 is executed upon the boot up of the
client machine. The session management module 225 interacts with a logon procedure of
the operating system to handle initialization procedures. The initialization procedures are
the following. The session management module invokes the AA controller 235. Upon
initialization, the AA controller 235 at 520 directs the session management module 230 to

start a thread, which may poll USB ports of the client machine. The polling thread

12



the follow ng. The session managenent nodul e i nvokes

the AA controller 235. Upon initialization, the AA
we@oaosdeber 235 at 520 directs the sessi on manBQESENN3/000037

nodul e 230 to start a thread, which may poll USB

LA S i e T A tlﬁﬁl%?ﬁ“ﬁ% ez does
gy (B SOGE B So step bR PP Qg2 pifgnpts the wser to

sessi on _managenent nodul e 230 at 525 pronpts the er

insrt theS@FY arhaw T Dienseion of the SOCKLY PRY le%lpyrpcgﬁng the USB
the SOCI by periodically polling the USB ports. If

potte Ifthelpotmg dueadddan@lﬁns thiat 8@CT lre@monnsctaqi taethgySB port or if
connected to the USB port or if the new SOCI has been
thégav SOCT hdBechdfiserted, the sagdimmnagaett eaciale 2A0sjismyyes adialogue
di al ogue box pronpting the user for a personal

bitog Z}P&ngllé\lﬁrf%"&lé Al THPSErsdiAl f@ennﬁmanﬁlhﬁlbléﬁg?m ). €y the @ser

he sessi on managenent nodule 2 at 535

whtie B 5 MR o essp LR i R R RO RT T  ReY 3Re
n
T S e *@EZ‘E&@?%%?‘E%%% Ly yerified the

and password information, of the yser at 540, Fqr .
pagement padulg 25 3 RFOVidEs Hhgesyian Fﬁﬂ?ﬁeﬁgenwlﬁg‘é\%&” with the

Operating System the SOCI managenent nodul e

qremiing epstethdogin 9ud passwardigdomationpbitieaissr S4P tFrPr example if the

W ndows Login ID and Wndows Password. |In one

aichodhdmin istrinvming WiadowgOpsratiegrSyvensthe 8O intanegerment module

and password data are encrypted and stored in the

B ProRaes thekédsRGHarRY etbe nédule D3RR WeintlowshdgindD2md Windows

via SOClI APl's. The user may have several operating

]?%g\;v&@ 12 &*&mﬁ&aﬁﬁéﬂtfthé:@ﬁérﬁﬁ‘% §dmPBsmMBEiFicati¢h drdl password

IS case the user presénted with a pull down

é%? grg:?gc%ﬁ gcatgﬂ tsa)’&?d @%&Qﬁg@% N - RASUDYInd 86CT Bemagement

module 255 via SOCI APIs. The user may have several operating system login

identifications and passwords and in this case the user may be presented with a pull down
menu to select the login ID and password for the current session. At 545 upon
determining and decrypting the login ID and password, the session management module
230 inserts the ID and password into the operating system logon procedure.

[0032] After successful logon, the session management module 230 invokes the
user interface module 210, invokes the sniffer module 225 and the synchronization
module 245.

SOCI Initialization
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determ ning and decrypting the login I D and password,

t he sessi on managenent nodule 230 inserts the ID and
wW@amsmese7 i nt o t he operating system | ogon proced/s&2003/000037

[00321 After successful, [ogon, the session nanagenent

093] € 230 KD ikt v P&?glﬁgﬁ 8?3%65(5@9 Ul ﬁlpgo am located in

I nvokes the sniffer nodu e syﬁchro

%%#é&@%%@%@%“%%%‘ﬁ A e R i rpess Agent 2001s

Jns t he etup program ] ocated in the
inpalnd el fetsmachipectidfe Aok dgaRSh npbindailed an fee client machine,

whet her the Access Agent 200 is installed on the

{hp SRHP PFAREHN fasates the cgévrﬂ@%h@svmgemwmbadmdte acnessalgbdnstaller

on the client machine, the setup program/locates the
nlodwle.obe sseip\peogram rmoyednten atdefuitdoesion af e inktaBémhb@ile. If the
nodul e. The setup program nmay contain a default

deagirogramokil folot416 thl ih@hlleFasitd Fvnlbdd, tlSset ﬂé ram prompts the

programfails to | ocate the instal [ er for mn

isBefod %ddﬂoﬁ’ﬁ%@ ?tf@tﬂfe? BPfof ah Rierthbadds ]@ cﬁékg td %?ttlt]j) RdM including the

the install an 1nsertion o ske
n

| ns{ al I&{ﬁ?on oﬁ q?%%g%luﬁ%to gh%érrl&aqeﬁe%ugé? 1 ro&%tﬁ%foe%pt?roan SOCI
ent er . identificat
pfﬁ%onag@ew@%rpﬁw&r??h@ Ssesreord; DY pEE SGGh s isbitped with

.User can change the PIN after obtalnlng access
th% S06d. Werran ghange HiedfNafter Rbtairng gicrss torhaSOGIapon hatering the
user entering the PIN and password, the installer
ariginal AN sUpdrethe Ridd eateingdbs RO andipdsswond, thednsthier ttamsmits the

one enbodi nent data transmtted to the I M5 includes
HRCind hedwiordl idetattd e IMOYIA bné einbbéivedt d4t0 WahiiRitSOW the IMS

devi ce, SOCI properties, SOCI public keys, encrypted
iROIEEY S G Bt fiatibe Muta b b ric VP FrohPhE SO 1%V 8, §8ERproperties,
SOCI public keys, encrypted Common Symmetric Key (CSK). Upon receiving the data,
the IMS creates a new user account and registers the SOCI with the account. The IMS
generates a new certificate and transmits the certificate to the Access Agent which stores
the certificate in the SOCI. The IMS may also encrypt the CSK with a key derived from
the SOCI password and further encrypt the CSK with the IMS’s public key. In one
embodiment, the server’s public key is stored on a separate secure server, or stored in a
hardware key device.

Automated Authentication

In one embodiment the sniffer module 225 of the Access Agent 200 executes in the

background at the client machine and identifies user’s login, logout, change of password
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the I M5 creates a new user account and registers the

SOCI with the account. The I M5 generates a new
w@eooiosicent e and transmts the certificate to PEESG2003/000037

Access Agent which stores the certificate in the

a%mtres dRerebdds %br@éeﬁﬁre% RE L Yiin S48 &@&g? }e%%lh 'f‘hé‘géée?s scripts are

derived from SOClI password an

one

FieErisinlishdied “&Pé BT eltfus Bt sg%fszrrra?@ﬂg 220 piptures
ser , stored I.n a. hardware key devi Aut omat ed

RSTAg Y S FRARIERS (e AP HeAtons pl enies highen-ay of the
225 of the Access Agent 200 executes in the
BRRK BessasescopREse Pses Arthenticatioredain df theeniffarineariules 223 ilentifies
| ogi n, |ogout, change of password 14 WO 2004/ 053667
theTesanibeBition gblicaider deita fopa partitutag applitstibhyahe sniffer module
procedures in a formof an access script. The access
2X5rstqresstha irfornedtivn)ip S GOH Upba id@atifying e W6 utiididichiih

| M5 server. The sniffer nodul e 225 captures operating
pYHEAION RS SAGRE mbahle Y25 'g@ﬁ’e?at@@@cbéé%Ehgﬂgsto 88 glaé/ed back when the

| dentif1es whether any of capt ur

er o ehﬁ)gziésd%%e ?ﬁ?ﬁ@ caﬁ@#eaﬂmﬂ taﬁt e t1c ati Cal? orrszitlec)rn When the

e USE Ion

|on datg for ul tjion,.the
lgﬁﬁt#e Srﬁ?&ﬁ?eés the oG aLne & fr?amaﬁﬁs@?%ﬁesemé whether an
pon, i denti fying the user authentication
a&ﬁ??ﬁ .S%rg%t exists fphige SAptien. 16 fhejsecezs seripé euists; e s srodule 225
scripts to be played back when the user attenpts to
injeets $he anthentipatiandnfosmatiayinia the dpgimpieeedure af therepplication. If the
i nformati on. When the wuser attenpts to access the
apss isadiitidoes ndtkeiss thd dnéffermatiule2 22Giptietctheioes infoembtdn
an access script exists for the application. If the

MEGEBBy Biefubdan@%tosésSthe by tad nfr@nafBA fh ﬁwml Al IRE$.SAn access
the authentication information into the |ogin

REPCE I k1 BhsddBripiRA BRfatRBnfolthatidi®n how to playback authentication

information, such as the location of the application in the computer, the name of the
application, the buttons to click, etc. An example of an access script is provided below:

<AccessScript ASPoint="explorer.exe'>

<ASMethod MethodName="explorer.exe-1" MethodType="login"><ASStep
ID="1"><ASResult>

<WebSignature><PageURL></PageURL>
<UserFieldName></UserFieldName>

<PwdFieldName>

</PwdFieldName>

<ActionFieldName></ActionFieldName></WebSignature>
<WndSignature><WndID/>

<WndTitle>Connect
to</WndTitle><ServerLabel></ServerLabel><UserNameLabel>User
name:</UserNameLabel><PasswordLabel>Password.</PasswordLabel><New
PasswordLabel></NewPasswordLabel><VerifyPasswordLabel></VerifyPasswo
rdLabel><LeftStr>Connect
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access script does not exist, the sniffer nodule 225
captures the | ogon information entered by the user

wW@re48536Es the encrypted information in the SEO/SGHU3/000037
I M5. An access script is an xm-based scri pt that

cont %meﬁm hmfb@ng %&%@J«% 92 />< New
: Ef? WdPHDIe. @ BhLA 6 9§9 79@5‘1% en essage></M
but t onsg%mp%‘ﬁrv ',Zt et cgﬁ%h t€0> §/A§6?'5‘F'§Qr ipt>

IS prow ded bel ow <AccessScri pt ASPoi nt = "explorer.

& I\/Eé({l thodName— "expl orer. exe-1

[ ‘ﬁ?gt hodTy %ccemwontms mfornsationgRewing the sniffer

WebSi gnat ur e> <Page URL> </ Page URL> < UserFi el dNane>
usdP FecoriRg aecess pentii fahapplietion/ thedise idthkifreation of the
<Act i onFi el dNanme> </ Acti onFi el dNanme> </ WebSi gnat ur e>

apphied Sy passsroed soic bDissosidibd Hithl the eeplivacibn, etc.
t o</ WhdTi t| e> <Server Label > </ Server Label > <

[0936] mmLEﬁ@hﬁffeSﬁfodﬁﬁ@Srﬁ f)\l?}!f@'hﬁﬁ’@h?nt—mde single sign-on, b
<PassvvordLabeI >Passvvord asswor dLabel <Ne gl sign-on, by

<Ver P y%{agzé)ﬁgﬁ i3 ée’rfaﬂ}?wéj‘#&g%gﬂmg the SOCI and entering the PIN
P BB b AR PR e

D> < Use | D > <New
creger i Fs to a%llurahty of app[tcanons th%t the user accesses.

[0036] In one embodiment upon identification of user’s authentication data, the
sniffer module 225 converts the user’s authentication data into a stronger form of
authentication data to be then presented to the applications that user attempts to access.
The conversion of the authentication data may be performed without the user being aware
the change. The sniffer module 225 can generate a longer password by adding alpha-
numeric characters into the password, for example to the end of the user’s password. The
sniffer module 225 can also generate a random password to be utilized for user
authentication purposes instead of the user’s chosen password to ensure higher security
levels. The new password is generated base on configurable criteria such as the minimal
length, or the inclusion of special characters. In addition, the stronger form of
authentication data can be digital certificates, private keys, etc. The request for change of
passwords to the application can be performed by either Access Agent or IMS. This is
done by supplying both the old password and the new password to the application. Once

the application accepts the change and is aware of the new password, Access Agent will
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Passwor dDl gl D/ > <CkButtonl D) > </ WhdSi gnat ur e>

<ASEvent > <Message> </ M essage></ ASEvent > <| ASResul t >
WO LASBsIBpP> </ ASMet hod> </ AccessScri pt> [ 0034] PET/SG2003/000037

addi tion, the access script contains information

st@x]e!tﬂét’% éa%oﬁﬁhftﬁ@fommwkﬁgi 9‘16{?@'85 @h REDHIEe CSK, The
poi nts

't cation ass i1 dentification of
b g@@ﬁ' o4 SRS Gl PR e

may . al s rma client-side si Ie Si
st o RO e JPIRGHEnETr T e e Ao Ao R e purposes
inserting the SOCI and entering the PIN to unlock the
insteadefrser” o passwordi thaanphieatods comvested fip psesiPubbia ey 225
pl ays back credentials to a plurality of applications
athaiticativn mschananc €xse agai{x,&ﬁ@ﬁx]ocbature o€ cenveomidnrefuserip password
identification of user's authentication data, the

in$dh b @geP R o adRnEamiva cldlehtivls Hagbepetvihanithaitikmowledge
dat a |nto a stronger formof authentication data to

offie LblE g tﬁéJAE&%s ARPitits @Eh&ﬁ@aﬂyhﬁfd dt$&thatically perform

atterrpts tO acce conversi on of

hent | t

AP MRERr P LR gﬁﬁéa@v?ﬁfé@%%@ %‘%?@%H‘E‘i‘*‘%& Y8 e Rficea
gen e a | onger passvvord by addi ng al pha- nuneric
D@F?a$ﬁlf'&‘é?’é‘z?ﬂ? t he. password, for exarrploe to the end
of the user's password. The sniffer, mpdul e 225 can,
[098Zb genelmens anhosinenh thuusehavtientivatign dete(and éEFeP%f'CﬂPtS are
user authentication purposes instead of the user's
stotedse 8 QEkaworrthe BVSrsstvee firiadiackups ddgrdatajon the $EN angtipS
new password is generated base on configurable
s&tétisfdeaticdlomles dutieg bhadftht update geshione by theesnififer rusdwde 225, the
of special characters. In addition, the stronger form

s@ber @é‘stﬂ'b? Bédesdble Ae %Ie%aﬁlﬁfé Relaglt 6f héttvofiesdrinbéticat RSween the
private keys, etc. The request for change of

ggﬁ Eﬂgﬁﬁg g.lég gﬁé}ﬁ%%g&bércﬁk%?ﬂ%‘?ﬁ& REMBEHEF #BH bB¥pdated when the

hi's 1s done by supplying
ug%éxlrtlllh%%% (ﬁ.}pﬁ‘w%q 3@'&[ 9au%lrlll% tﬁé‘c‘?né}% SEPHR 9 1hPe {0 Fatest copy of

the user authentication data. In one embodiment, all the records stored in the SOCT and

IMS server are time stamped allowing the synchronization module 245 to determine
whether SOCI or IMS server includes the latest data. Upon determining the location of
the latest user authentication data, the synchronization module 245 updates the data to
ensure identical copies of user authentication data on SOCI and IMS server.

[0038] In one embodiment, the user authentication data may be stored on the
client machine as software. If an SOCI device is not available, the user may request the

stored authentication data from the IMS server. Upon downloading the user
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the application accepts the change and is aware of the
new password, Access Agent will 16 WO 2004/ 053667
wEFQNABBO0D3/ 000037 store the new password i n PEESGIOBN00037
of configuration data encrypted by the CSK. The
' . e | for di gi tal
o Flio e o1 a8} ghRioefiq fud bR used by he
This stronger formcan he used for user authentication
AR et B et Bt hed oo svor d i 1 & he
applicatign is converted to used public key
[(Eﬁghent i canpdditionthedwta siorgdtdhe PYS servenmapy b dovmtaaded to a new
conversion of user's password into a stronger form of
S laequiteldyyi the usere Thermfainmtionstdred pethe SQGIdo be tépdaded by the new
knowl edge of the user. By configuring the Access
ogisrhciyptademdapicdbd Yo asgve valthimeabé the®™S &iver. Theoriginal

above procedures, user credentials will be nore
SEET ek sﬂﬁsméﬂf&%p@dﬁs'ﬁ el P dOCTOHuBlic key. T
Synchl?gtni zation [0037] Ilngone enbogi '%’tr‘ft 1%Eeey usl,lgrneWSOCI

' ] ipts are. stored on

GBI b€ il el keI BRI B M n s, e
t he .S and |.M5. seryer jis.identi ., unl ess _during
oAsRotE e gl d= S S dpoasy ot Y oo nB SR 10 3 decrypred
the server was not accessible due for exanple, to | ack
u%lrm%ﬁmnwaﬁﬁ Key-i e nsst Si@Chis therefosp pbistto peeshs the same

.the I M5 server. Also, the data on the server may be
infgrenation agtherprigieal SEE; and is|saikdte hmsthugbhabitreddal container.
causing the original SOCI not to have the | atest copy

Public/Phizatesiiey Amtlnarticaciahi on data. |1 n one enbodi nent,
all the records stored in the SOCI and |M server are

[004OE St anpeehedrhBdiMent STehS ¥R QN ISORETS %lﬁ%ﬂbﬁc%ﬁﬁ/ge key

to determi ne whether SOCI or | M server includes‘t

péliéttg Sk réAk@red %ﬁ{e]an ?,Té%:tg‘{c?}gﬂzk\gg?%gﬁ?tl RER TN c%x%[ﬁg%te and key

atest USer aut he synchroni z

peﬁpgg ls%rgcfl' 1% e %@ﬁsv}h'%% tlgea.kgcésg Agent detects an application that has been

configured to employ public keys for user authentication, the Access Agent directs the
SOCI to perform crypto function to automatically cause the application to provide the
user with the access. The private key is stored in the SOCI and is not provided to any
application or any user. The SOCI has physical tamper-proof features to ensure that
private keys are not released. In one embodiment the private key may be burned into the
chip of SOCIs during manufacturing.

[0041] In one embodiment administrators of IMS may cause the authentication
system to utilize private-public key method without the system users being aware of the

change. Due to automatic user authentication, the users need not be aware of the
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ensure identical copies of user authentication data on
SOCI and I M5 server. [0038] In one enbodi nent, the

w@e@n/0s3s6hent i cati on data may be stored on t hePCTEGENS/000037
machi ne as software. |If an SOCI devi ce i s not

i l.abl e, the.use eque t he r.ed
agll\jq?ehbﬁ%o%ép?tgﬂd gxgpggy]g? %Molng as ag%px\p&cﬁ:d%ghthe desired application
downl oadi ng the user 17 WD 2004/ 053667
38€93FSx2003/ 000037 aut hentication information to the
client machi ne, the downl oaded data nmay be used by the
Magual-Crogasion of SQChEemtentsdescr i bed above. [0039] In
addition, the data stored at the I M5 server nay be
[a042]1 oaded[ntme&nrbedimé‘sﬂ)ﬂfle weraithadichtion fata isSdwnlddted to SOCIs
information stored in the SOCI to be replaced by the
fRVa dafBadcmBNGITY REQE:E %:?‘jsyﬁféh{)&ﬁﬁlﬂlshﬁtcﬁs JstéeRT adrﬂY'ﬂisﬁlators create

rray be the I M5 server. The original SOCl "exports the
id new
AR %%%rf%%%@ B B SRstorkie 07

kay d t he t.ed .
Aepl SRR LR A e S aH Ay Bebiorr T aFTesor o ppnpane
SOCl to_be decrypted wutilizing the encryption

CPMPUIFE R ersh uses Unoayths vies C%Imee?%ara@@@zﬁo heagapgatmpute, the
information as the original and is said to host
aaﬂ?@nts@?é@ndnf@a@hwrafromdg@ éatnb;ase stopesbinith¢ M s,computeyis downloaded
Aut hentication [0040] In one enbodi nent of the

t0 thed3DCh A lteBREivslyi, systen edmpittistiatens dbowaload Kiey/cregtad astheftication
be registered with a Certificate Authority of IMS. The

dagsfue tleeddtibdse Blofedan thdRyver BRESTAHEnELS BSOS Pribh® distributing
SOLI. When the Access Agent detects an application

S0K t0aR RERNan Q6L BFtat

user aut henti %natl on &Phg ﬁcegeags 8&(;%%%&{ |a|*ragt((:)t%l g% %&l%ndmg SOCT

t?‘%‘ik hi8 perform crypto function to automatically cause
app?l cation to provide the

Single Administrative View

[0043] In one embodiment, the synchronization module of the Access Agent
uploads credentials of all applications that the user uses to the IMS. IMS organizes the
uploaded information and presents information about each application to an administrator
of user’s system upon request. Therefore, a single consolidated user directory can be
created that contains information across a plurality of applications. The administrator of
IMS will use this consolidated directory; directories of each individual application will no
longer be necessary. In one embodiment, the administrator can remove these directories
and effectively consolidate them into the single user directory. The administrator is able

to remove access to all applications that the user is accessing with the provided
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user with the access. The private key is stored in the
SOCI and is not provided to any application or any

wais@r/0536e SOCI has physi cal tanper-proof featPCBESG2003/000037
ensure that private keys are not rel eased. In one

RAGQHHBRMThik Rtayle doak GulceatiRYy Beotdh RGHtetBLLalldG lof
chip olfaﬁSCIél s gﬁi ng rrgnuf algfmﬁ};i ng@ﬁ[ 004f] (M one ©romovale

' t .St I P I .
BT Pt ASBhtvely YDl 9@12%@?%%@?ibef;tzadmlmstraton
d without t stem user.s. bein re of the

WaaEe "o B te mfdiiBhe ResaRisisesionss BAS bewirortiion access o a
sers neged not be aware of the 18 WO 2004/ 053667 .

PRmiEotrlisins o tie isre M e comtorecpes énpmdigetionssand inject

| ong as they are provided with the desired application

Prhavisatioppiniamatios af themewily S@@ed Goctvah trgo fHe@4&]ential cwmeainer
enbodi ment the user authentication data is downl oaded

ftoreSOChs seriven The daatsphaseningtivnahbdule bLmkebcbis Syl @8wnloads the
adm ni strators. System adnministrators create user

information ap@aswos tadlay ek hfoduR ofRRS Actse A gBhit tbMRilize the
system and store the authentication data inh a

SAAOARE ihRAhatE to M s Qﬁefxqeva cPeabdll 8okt 3l 2

corresponding conputer of eath user. Upon the user

%ﬁ%‘ﬁgﬁﬂﬂgﬁg@% to the user's computer, the

Ica "fmation fromthe database stored in
usr's conmputer is downloaded to the SCCl.
P Fee P BN P ARG FOgHS Z0Natemcodse Agent detects
created authentication data fromthe database stored
that & web pagotbat & wser ratlempiing ithaccesCiontains embedded XML tags
distributing SOCls to the users. and upload the
ipdieatirgithatthh epplicativn ceyuites strdng autleaticakmahtbiupl SS6dn Challenge
for each user.
response. The sniffer module 225 contacts the application server to present a certificate.
The application issues a challenge to the Access Agent, requiring the Access Agent to
digitally sign a random datum with the private key. The Access Agent signs the datum
using the information stored in SOCL. The applications returns a session identification to
the sniffer module 225 allowing the user to access the application.
[0046] It will be appreciated that user authentication information does not have to
be stored in a hardware token, such as SOCI, but maybe stored in a database located at a
server. In addition, it will be appreciated that user authentication information does not

need to be converted into a stronger form of authentication and original user

authentication information can be played back by the sniffer module 225.
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Single Adm nistrative View [0043] In one enbodi nent,
the synchroni zati on nodul e of the Access Agent

waploeasiserr edenti al s of all applications that PCESGH®3/000037
uses to the I MS. I M5 organi zes the upl oaded
' mati o i nformation out each ;
LOB4PY St i onn B pRUERERarlieflTB! R 5B IcB56 B bpsgtoscrived
reguest. Therefore,. a,single consqlidated user .
ARty PESHT S eClip R BRL At cr oA pH s LrA G apecific exemplary
across a plurality of applications. The adm nistrator
enbodimentsy if will, be eyigens thygspigmpdificationscmdropanges may be made to
directories of each individual application will no
theseranbagéments withawtydephriingrfeone thedstoaden spirdt iad scope of the invention
adm ni strator can renove these directories and

afsteftthiethe dansoAbeatmgly)ehe dpatiFichiith &I EhRinsi%ke to be regarded
directory. The admi nistrator is able to renobve access

ih@nalthstRRPé bidb kAN thdPd rdshR VS §LnsbS accessing with
t he provided 19 WO 2004/ 053667 POT/'SG2003/ 000037
information. This nay be done automatically through an
interface allowi ng renoval of wuser access to
applications. Alternatively, this can be done manual |y
by the adm nistrator. [0044] In one enbodi nent, the
adm ni strator of | MS can provision access to a
plurality of applications to the user. |IMS can create
accounts in applications and inject authentication
informati on of the newWwy created account into the
credential container store on the server. The data
synchroni zati on nodul e of the Access Agent downl oads
the information and instructs the playback nodul e of
the Access Agent to utilize the downl oaded
information to access the newly created accounts.
Sessi on Chal | enge/ Response [ 0045] In one enbodi nent,
the sniffer nodul e 225 of the Access Agent detects
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that a web page that a user is attenpting to access
contains enbedded XM. tags indicating that the

W@ ppkios®mbT on requires strong aut henticati on t hPOU§R2003/000037
Sessi on Chal |l enge response. The sniffer nodul e 225
contacts the application server to present a

CL[%?T(MS ficate. The application issues a challenge to
ccess Agent, requiring the Access Agent to

digitally sign a randomdatumw th the private key.
.G sAgent signs the datum wusing the
Wﬂ-%q(s)??gltﬁlégﬁﬁstored in SOCI. The applications returns a
session identification to the sniffer nodule 225
all ow ng the user to access the application. [0046] It
wi |l be appreciated that user authentication
i nf dr AeDFBAd AOTBTINGE have to be stored in a hardware
t oken, such as SOC|, but nmaybe stared in_a database
| oc spliecting authestpafisn credenialivyi rgpItaring gufljenpgation procedures of a
appreci ated that user authentication information does
plurality afepplidatiohsacessedbyeduserit o a stronger form of
aut henti cation and original user authentication
i nf QEpREihE thecalebrd putheaticdtaalcrdientidle wsthi stioagemfodus ef
225. 20 WD 2004/ 053667 PCT/ SG2003/ 000037 [00471 Thus,
and apparatus for user authentication have
cr ggﬁ&%’g%gri bed. Although the present invention has
been f W bk g8 ke user with
embo el Rt A EURIBRE Rk of BRALANd @107
nodi fi ca iops afnd i:h%n es may be nade to these
acesp & TRl ALARRUCHOPSr ti ng from the broader spirit
and scope of the invention as set forth in the
claims. Accordingly, the specification and draw ngs
are to be regarded in an illustrative sense rather .
t har2.a r eEhe methodefstaimd. whareinthe gollycting @6 the authentication
PCT/ SG2003/ 000037

credentials includes monitoring user’s procedures of changing authentication credentials.

3. The method of claim 1 wherein the collecting the authentication

credentials includes collecting authentication credentials manually inputted by the user.

4. The method of claim 1 wherein the collecting the authentications
credentials includes collecting authentication credentials inputted by a system

administrator.

5. The method of claim 1 wherein the replacing the collected authentication

credentials is performed without knowledge of the user.

22



CLAI M5 What is clainmed is: 1. A nethod conpri sing:

coll ecting authentication credentials by nonitoring
wa@edaohesaobTat i on procedures of a plurality of PCT/SG2003/000037

appl i cations accessed by a user; replacing the

col l ected authentication credentials with stronger

forms of credentials; and automatically utilizing the

stronger fatgg, og{ﬁqgm 1f %@refrpthg raﬁ’t‘fllex‘ijt?ca;iaﬁ %ﬁggﬁ%a}f%q%lglude user

access to the plurality of applications.

f.clai.m 1 rein the collecting of the
§Hpﬁéﬁpﬁ?§¥%%§ps%?edentiaIs i ncl udes nonitoring user's
procedures of changi ng authentication credentials. 3.
The nmethod of claim 1l wherein the collecting the

aut hentication credentials includes collecting

aut hert i caffihemethadielnlaim Ewhensinethe puthemticationl ctegdenttads include
user. 4. The nethod of claim1 wherein the collecting
pheatalteyent i cati ons credentials includes collecting
aut hentication credentials inputted by a system

adm nistrator. 5. The nmethod of claim1l wherein the
repl acing the coll ected authentication credentials is

perfogmed v,k R, iROehakint g aB it ials i
2004/ 053667 PCT/ S?GZd !ofossléloooow 6 “he grr’g%?%“ gﬁgd%rf%aulsrﬁnilude

ﬁ%ﬁ‘%ﬂe‘i}f pﬁesaut hentication credentials include user
n an :

password pairs.

9. The method of claim 1 wherein the stronger forms of credentials include

longer passwords.

10.  The method of claim 1 wherein the stronger forms of credentials include

random passwords.

11.  The method of claim 1 wherein the stronger forms of credentials include

private keys and digital certificates.

12. The method of claim 1 further comprising storing the authentication

credentials in a hardware token.
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7. The nmethod of claim1 wherein the authentication

credentials include private keys. 8. The nethod of
waebkm@imsibewher ei n t he aut hentication credenti al BCT/8G1008/@00037

digital certificates. 9. The nethod of claim1l wherein

the sjiyr ongeke MMl o?t:laﬁﬁqcfﬁﬂﬁér%ﬁqﬂrﬁﬁﬂg%@cﬁmgl tRE Qﬁtﬁentlcatlon
passwords. 10. The nethod of claim1l wherein th

redentials include random
C§%d$§{vi\%§lisg%%sstc%%ecnet hod of claim 1l wherein the
stronger forns of credentials include private keys
and digital certificates. 12. The nethod of claim1l
further conprising storing the authentication
credeldt i al A methed ¢RIPRARS t oken. 23 WO 2004/ 053667
PCT/ S&003/ 000037 13. The method of claim1 further
conprieiitnyingt pracedurehel hangiog tuthentiation arferhesitongiesformed by a
a data storage. 14. A method conprising: nonitoring
uperocedur es of changi ng aut hentication information
performed by a wuser; automatically generating
St r ongImdtRially g@ﬁerhtlih@g AN SRR R kR hutHEhAE AR 1Hfb1matlon

repl aci ng oId authentlcatlon information stored in

cred %gév'aatlg %?& Qutﬁérﬁfc@ﬁ’&l W{c&xﬁmah%vﬂ gtr?.lc‘écf 19%%?Edén95ﬁaté) gtorage with

the n authenti cation

the stronger forms of the new authentication information.

15. The method of claim 14 wherein the authentication information includes

user name and password data pairs.

16. The method of claim 14 wherein the authentication information includes
private keys.

17. The method of claim 14 wherein the authentication information includes
digital certificates.

18. The method of claim 14 wherein the credential data storage is a hardware
token.

19. The method of claim 14 wherein the credential data storage is a database.
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15. The nmethod of claim 14 wherein the authentication
i nformati on includes wuser nane and password data
w@2008853686. The net hod of cl ai m 14 wherein t hePCT/SG2003/000037

aut hentication information includes private keys. 17.

The nethod of claim 14 wherein the authentication

information includes digital certificates. 18. The

nmet hogly of j [ . ' t. g

e o P cuar SIS o AR HaRkif e Ao AR B HPfcludes
rein.the eredenti.al ., data storage |.s a database. 24

B SRR R 63 RS 3 SsliSne et hod of

clai m 14 wherein the authentication informtion

i ncl udes aut hentication credentials utilized to access

an application, 21. A nmethod conprising: uploading a

firstllr edArnethed eppmprisingsr age i ncl udi ng encrypted user

authentication information; transferring an

encr yyloaling eyfirsiccredentalatath sterage hiclhwlingkaicaypédiiseg authentication

downl oadi ng the encrypted authentication information

inforidadog;econd credential storage. 22. The met hod of

claim 21 further conprising uploading the first

cred i : . .hod

Efdrlsfdrringl 84 cg%ﬁgog‘lqn%?'tt(? a §ec%§g &ﬁdgrétgaﬁ rc}lafﬁ{hﬁogggé,

of claim21 Turt I SI ng
encr y@o%rﬁoading the encrypted authentication information to the second credential

storage.

22, The method of claim 21 further comprising uploading the first credential

data storage to a server.

23.  The method of claim 21 further comprising downloading the encrypted

authentication information from the server.

24.  The method of claim 21 wherein the credential data storage is a hardware

token.

25. The method of claim 21 wherein the credential data storage is a database.
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aut hentication information fromthe server. 24. The
nmet hod of claim 21 wherein the credential data storage

w0 go0a/osmmsdwar e  token. 25. The met hod of cl ai MP@ISG2003/000037
wherein the credential data storage is a database. 25

- WO 20@4/ 0936 etifdld 25RO YR8 he %@theth'IL%uHEHQt‘a‘i‘s Phser

claim 21 wherein the authentication data is a user

n%gﬁggﬁ%?ﬁggg? ta _pal r. 27. The_ nmet hod_ of claim?21

entication data is a private key. 28.
The nmethod of claim 21 wherein the authentication data
is adigital certificate. 29. A nethod conpri sing:
col l ecting authentication credentials for a plurality
of apgpl i cdteasrshedeicdaim lgyherein the puthentinefipy detads a private key.
aut hentication credentials in a credential container;
pl ayi ng back the authentication credentials for the
plurality of applications upon subsequent user

accegs8es. THe mellel sfildimd lovhatkial the d@thedtsation dithes a digital
credential container is created by an adm nistrator.
cificdiBe nmet hod of claim29 wherein the credenti al
container is distributed to the user by the

adm ni strator. 32. The nethod of claim 29 wherein the
credential container is a hardware

29. A method comprising:

collecting authentication credentials for a piurality of applications accessed by a
user;

storing the authentication credentials in a credential container;

playing back the authentication credentials for the plurality of applications upon

subsequent UsCcr accesses.

30.  The method of claim 29 wherein the credential container is created by an

administrator.

31. The method of claim 29 wherein the credential container is distributed to

the user by the administrator.

32. The method of claim 29 wherein the credential container is a hardware

token.
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token. 26 WO 2004/ 053667 PCT/ SG2003/ 000037 33. The

nmet hod of claim 29 wherein the credential container is
w@2@ansdsese. 34. The nethod of clai m 29 wher eP@I/SGE03/000037

pl ayi ng back the authentication credentials includes

inserting authentication credentials corresponding to

an application to be accessed by the user. 35. The

net hogs of Th@neihél ofoRIRIZ0 vwiRkdiR ed RechiSI container is a database.
authentication credentials includes nonitoring

aut henti cation procedures of the plurality of
applications accessed by the user. 36. A met hod

corrpr i NGy SO t| cat.i 9 ede
pI ura ‘?ty Tpe ‘5‘6{5‘1"?%&?# é’@@é@’%etgeB b’e authentication
gamf qqéhe contents of the aut hent| cat| on
S| LB1edqsdnisr e Hehentigatian csedeatipls cappippeding dnan application
accessed by the user; renoving access privileges to at
tocheqceesaed Biptheiugett i on of the plurality of
applications. 37. The nmethod of claim 36 wherein
authentication credentials are stored on a server. 27
WD 2004/ 053667 PCT/ S&2003/ 000037 38. The net hod of
(t:)l ai n3336 vihies Retholl BE cMirk'Ro HWheddih cAlRRLIME Bld RfRnBEARRTSMentials
y
includes monitoring authentication procedures of the plurality of applications accessed by

the user.

36. A method comprising:

storing authentication credentials for a plurality of applications accessed by a
user;

organizing the contents of the authentication credentials to provide a view of all
applications accessed by the user;

removing access privileges to at least one application of the plurality of

applications.

37. The method of claim 36 wherein authentication credentials are stored on a

SCrver.
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the user is presented to an admi nistrator. 39. The
met hod of claim 36 wherein renoving access privil eges

W eootlos36at | east  one application is performedPCT/SG2003/000037
automatically. 40. The nethod of claim 36 wherein

renp\V3gng arteansthpd bf tlaig 86 wherdimeheatiew 6881 apgieations accessed by
application is perfornmed nmanually by an adm ni strator.

tﬂéuseﬁ's?pr%h%cb% a@hhibka36r, f Ur t her conpri sing
providing a consolidated view of applications
accessed by the user, wherein user directories of
i ndi vi dual applications are renoved. 42. The

appar.at us .of cl ai wherein nonitori ng nodu) e

o e dhereRadiof Hman MG G SeoSriHssestn dhe at least
aut henti.cation _credentials. 43. The apparatus of claim

ong application [speafoamed apiematcalli t her configured to

repl ace the credentials wthout know edge of the user.

44. The apparatus of claim40 wherein the

aut henti cation credentials include usernane and

passwor d (Hieraeth@® ol a0 96HvBBREOrentdoTH e PrINOER fo the at least
45. The apparatus of claim40 wherein the stronger

e apFlicafion {sqstefdtinal ?n_anhilg, Bigh dRERErafoRSSWOr ds.  46.

The apparatus of claim40 wherein the stronger forns

of credentials include private keys and digital
certificates. 47. The apparatus of claim40 wherein

au it 1 c auteae EREH et Rihes et Bovidigs Snoliaiia view

of applications accessed by the user, wherein user directories of individual applications

are removed.

42.  The apparatus of claim 40 wherein monitoring module further configured

to monitor procedures of changing authentication credentials.

43.  The apparatus of claim 40 the replacement module further configured to

replace the credentials without knowledge of the user.

44,  The apparatus of claim 40 wherein the authentication credentials include

username and password pairs.
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45,  The apparatus of claim 40 wherein the stronger forms of credentials

include longer passwords.

46.  The apparatus of claim 40 wherein the stronger forms of credentials

include private keys and digital certificates.

47.  The apparatus of claim 40 wherein the monitoring module further

configured to store the authentication credentials in a hardware token.
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