WO 2025/244700

1003

Unique
challenge C
i

unclonable

17

Physical

function
(PUF)

PUF
108a

LPN encoder

»l
®
s
.

LPN encoder

PCT/US2025/016829

Response R4

>
Response R 5
>

Response R 3

v

-
®
-
-®
-
®
-
®
.
.
-
.
P id
.
Tid
.
tid
-
-
-
-
®
.
Pid
Pid
-
.
.
.
tld
-
tid
id
.

.
—“
.
.

LPN encoder

PUF
112

Training

data 116

Models
118a, 118b

LPN decoder

110a 110b 110c
Device 102a Device 102b Device 102¢
Devices 102
Messenger 104
Combiner 106
PRG 114 .
~ Regression

120

FIG.1



PCT/US2025/016829

WO 2025/244700

2/7

¢ 9Old

’

~

uolissalbal

ules]

s|epow
uolssalboy

30T Jouiqwo)

91T ejep
Bulures |

FIT oud

i wopuel

N

JO swealls
alelauen)

1
|
!
'

\,

Q ] ©roi
.......... =y sasuodsal

IoOpdEl} pue ™, _ ” T enflaneln ™

| x_:we o:M:n_ ; i josleq | i sebusjeyo &l -

Nt s et AAld s T | wopues i{ uononpal )
{Xmew onang | Josweans jifdonus 4nd Asenp

v 70T sooIAeQ

.......... s ind ind ind ind

sewud Jo}oS |

N e ﬁ\v a01ne( 201Ae( 22Ine( 801ne(d

MSN



WO 2025/244700 PCT/US2025/016829

317
3OOZ
Device Device
102a 102¢
______________ PUF Y4 PUF
i Pairs of | 108a { Pairs of |} 108a
| responses ! | responses |
: and i ! and i
{ Bernoulli | enLCF;'(;‘er _________ { Bemoulli | enLC'Z’:er _________
| error matrix ! ; 1 i\ emor | ! '
N z 110a i LPN M et / 110a i LPN
linstance | ! instance |
Devices 102 :
. LPN instances\::
________ et
Messenger 104
(" Challenge
{\ stream J
’T\ " Recover and |
B \ 4 H . 1
%) i verify secret i
— key
LPN decoder 120 :‘*-7 --------- g
S /® PUF E
i Generate ‘: 112 E e Trained
. challenge stream | [ regression
Models
118a,118b
Combiner 106

FIG. 3



PCT/US2025/016829

WO 2025/244700

4/7

X)W Jole
Ijnouleg
Buisn
aouejsul

Nd1
ajndwo?

{

| XlUew Joue
i lnouleg
| o)essusn)
—

|||||||||||||

e —————————— -

oouejsul
Nd1 Buisn

Aoy

AllJan pue
Jan0oeYy

181088

e ————————————

EOLT
Japoous Nd1

¥ "Old

v

>-

egol
4Nnd

BZ0T 2018

V01 Jobusssap

aouejsul
Nd'1 P=UIPON

llllllllllllllllll

IIIIIIIIIIIIIIIIIIIIIIIIII

’

901N WO
paAladal souB)sul

Nd1 pue Aey 1e108s
Buish soueisul Nd1

paipow andwo?

(143

19p0%ap Nd1

901 Jeuiqwo)

M%v




WO 2025/244700 PCT/US2025/016829
5/7

5002

Determine entropy reduction between
physically unclonable function inputs and
outputs 902

v

Generate training data 504

Generate multiple streams of random

challenges and send to other devices
204a
v

Process multiple streams of random
challenges twice to obtain two responses

to each challenge and send to first device
304b

Train regression models on training data 0
v
Provide each other device with a public matrix
208

(=71

FIG.5



WO 2025/244700 PCT/US2025/016829
6/7

GOOZ

Use first device to generate stream of random
challenges 602

v

Send stream of random challenges to other devices
using unencrypted channel controlled by
messenger 604

v

For each device:

Generate pairs of responses to challenges in
stream of random challenges 606

v

Compute first Bernoulli error matrix using pairs of

responses 608

v
Generate LPN instance using first Bernoulli error
matrix 610

v

Send LPN instance to first device using
unencrypted channel 612

v

Combine LPN instances 1
v
Compute estimated combined error of physically
unclonable functions 616

v

Compute difference between combined LPN instances
and estimated combined error to recover encryption key

£

=+

FIG. 6



WO 2025/244700 PCT/US2025/016829
717

700Z

Determine to share encryption key with other device

v

Compute modified LPN instance using LPN instance
received from other device, public matrix, and

encryption key 704
v

Send modified LPN instance to other device

v

Process stream of random challenges to obtain a
second Bernoulli error matrix 108

v

Generate second LPN instance using public matrix,
partial encryption key, and second Bernoulli error
matrix 710

v

Compute difference between modified LPN instance and
second LPN instance to recover encryption key 712

106

FIG.7



