WO 2006/038114 PCT/1B2005/003103 Methods and Systems for

Marking, Tracking and Authentication of Products Field of the invention
TSI ERE relates to the marking, tracking and authenticatiGHBR00S/003103
goods, in particular, but not exclusivelﬂl, of packaged goods, for example
packs or 5 cartons of cigarettes and other tobacco products. The

invention also relates to production control. Background to the Invention
Contraband and counterfeiting cause significant loss of revenue to
producerstRbiadedk009dtas yRlkadatRifRy MHOCR AL HIRE WS thentication of
Moreover, the illegal sale of counterfegedﬁ{%o s of inférior quality Is
detrimental to the customer and to the haHtfatturer. Legally produced
goods may also be illegally imported or traded, for example in order to
evadeﬁt%gi %% ogggtio]qg%e&ulgtion_s. Itis thergfore a major concern in
sever AT né-avoid unauthorized parallel import
channels. The prebiEms GredrtPabditd ahatotmtdrieiting e particttaryi ng
acute forcqgeods subject ta specifil taxation, 120 fike tabaccorprosiuictsot
They @§@ﬁ3@§txzf@w]a%0t}i‘§é}&@@% of faded pegducts.carfying a strong
brand yalue, in particular g{%rletern%tion% trade(%%roducts, such as _
pérfumes, alcohols, Watches and IB%iny §66ds in°geretaP 58t s s major
concerr b ftie PfUfAEIUTBISGESUER proddetstiecdevastsp méthods for
reliably marking genuine products such as to enable the unequivocal

identification-ef Hen-genuine prrdyats and the detection

Contraband and counterfeiting cause significant

O

loss of revenue to producers of traded goods as well as

10 for national authorities. Moreover, the illegal sale of
counterfeited goods of inferior guality is detrimental to
the customer and to the manufacturer.

Legally produced goods may also be illegally
imported or traded, for example in order to evade taxes

I5 or national regulations. It is therefore a major concern
in several trade areas to detéct and avoid unauthorized
parallel import channels.

The problems of contraband and counterfeiting are
particularly acute for goods subject to special taxation,

20 llke tobacco products. They also exist for many other
kinds of traded products carrying a strong brand value,
in particulax for internationally traded products, such
as perfumes, alcohols, watches and luxury goods in
general,

25 It is a major concern of the manufacturers of
such products to develop methods for reliably marking
genuine products such as to enable the uneguivocal
ldentification of non-genuine products and the detection
of illegal imports.



of illegal imports. 2 It is common practice to identify traded goods by a
production code, or serial number, impressed or printed on the package,
for example a cigarette pack or carton. Such a code, under certain
conditions, enables identification of the production site, and the tracking
of the trade chain for a particular item. Such knowledge is useful in
identifying smuggled items. A limitatidn of this practice is that the
interpretation and validation of these production codes can be

timescongyming,and,cumbersome- For example. pulhenigation nay v, -
require every productio codé |mpresseé ona manufadtured @eml 0 be
Prrstordedin &databa’de ap@fors theltraister of & Rirge amount oprinted on

theorfidentigh datasfroms: the-manyfacturing site tg,a.cenyyal database. These -

guirements may jeopardize reliapility and safety. Anpother limitation, of
X{ ena ]t_ n%

r iy
Cof%si pr%1 ice is that t‘?fénprgaﬁc %o“nlgtr%és can eaéaiﬁ/ be‘imitated 67 EbRdd. ot
th¥o mpartially-ebviate this limitatior;lieis knewhtoadda cdvert taggant tdain

£othe ik uged ta printthe preductionscode onthe package.Countedeit,
. items carrying clones of valid codes can be thus detected by the absence
o8P theleovett 1RGNS The $¥Grity provided by this method depends

entirkly on the abilityto cqratfol thel:smjrce@aladthe:egv_ailability ofithe _the
1 nfA00ANL Example embadiments may addregs the deficiancies in the prior . ,

art approaches described above. in a first aspect of the invention, there is
Seprovideda ArstAsHE of markirg hanufSEfred teRfs: comprising: previtinge -
aua pluralitysofisaecret:codes to a-cheekingceptfeduction code impressed
on a manufactured item To be recorded in a database and/or
the transfer of a large amount of confidential data from
the manufsacturing site to a central database. Thess
requirements may Jeopardize reliability and safety.

Anocther limitation of this practice 1s that the
production codes can easlily be imitated or cloned. To
partially obviate this limitation, it 1s known tc add a
covert taggant to the ink used te print the production code
on the package. Counterfeit items carrving clones of wvalid
codes can be thus detected by the abssnce of the covert
taggant. The security provided by this method depends
‘entirely on the akility tc control the sources and the
availability of the taggant.

Example embodiments may address the deficiencies in
the prior art approaches described above.

In a first aspsct of the invention, there is provided
a method o©of marking manufactured items, comprising:
providing a plurality of secret codes to a checking centrs
for authenticating ID codes on the manufactured items, and

Lo a producticn line for producing the manufactured items:



for authenticating ID codes on the manufactured items, and to a

production line for producing the manufactured items; 2a generating an

ID code for each manufactured item; digitally signing each ID code by

means of a secret derived from the plurality of secret codes and known to

the checking center, the checking centre being arranged to use the

plurality of secret codes during authéhtication of the ID codes; and

marking each manufactured item with said signed ID code. 3 In a second

aspect of the invention, there is provided a method of controlling 'g;ie P
g@\l}cﬁ%%élgigm‘:éﬂu a%tlfr% elte%s"" n?grﬁ%d%%%griﬁﬁd 6] fh%e fethod Fthe 21+
s it AEpEctT 'comprising: gathening handfagtufng velune imforratiorrat the
p1the-checkingrcentre;and-providing, themapufacturing.velyme, information |
Lo auser, In a third aspeet of the invention, there is provided a methaod of |

fracking ah‘ifent Marked R&cordingtotheFHeth8d “rthé fifst Rspeer * =Y ©F
secomprisingigransmitting thesigred I 2codento the cheekingocentetes: and
na@ithenticating the, signed 1D, gode by the.shecking center.using the ;. |

plurality of secret codes; and retransmitting the tracking information

related to the ID code to a user. In a fourth aspect of the invention, there

is provided a method of authenticating an item marked according to the

method of the first aspect, comprising: transmitting the signed ID code to

the checking center; and authenticating the signed ID code at the

checking center using the plurality of secret codes. In a fifth aspect of the

invention, there is provided a checking centre specially adapted for

authenticating an



item by the method of the fourth aspect. In a sixth aspect of the invention,
there is provided a system, for marking manufactured items comprising: a
generator for generating collections of secret codes; means for providing
a p'lura’lity of the secret codes to a production line and to a checking
centre, the checking centre being arranged for authentication ID codes on
the manufactured items; the producﬁon line for manufacturing the items
to be marked, the production line comprising: a code generator for

generati ganlD 80% or eTacgfm@ngacturedﬁjten}; a digital signor, for . .
sign?ng the 1D 351 co%e% v%ifh a secret dlefrﬁgg from ’the%‘%ér%t ggdgsf;oavmed
2 datdtranshiitte? for fransniiding fife seefertd thie chieekinge eerferd 1tems

rmawherein ihe ehaecking ceptreds arranged 4@ use the plurality; efssecret pect
~.Sodes during authentication of ID codes; and a m%rlger for marking each
- nufactdred Cftem‘\?vltﬁnﬁ'ue%‘ia‘gﬁnheﬁafb €6d& 5n 4 'seVénth aspect 6fthe” &~
thipventior therecish providedd nvethod &f muthenticating famanufactured L ume

i niteIPc0Mmprising; providing a plurality of secret codes to a checking
centre for authenticating ID codes on the manufactured items, and to a

prodtiétién fitie F5t pt68GERg ‘the MgnufAdERSd tems:-gérératifig B cogeded
a amskgﬁ]ingga:idac@del withm digital signatee g\@thmamogetgenﬂnatomethod
o smarkingthe,item with the signed gode: transmitting the sigped cade fo the;

checking centre over a public network™ for authentication, authenticating
coffe digitaFSignatré by the ¢HRERIRG cBRt€rtRing e pluraliffof seerac TP
coendesy retrievingdhe significance of theieederatdhe cheeking centersand e+

co%%g$nggﬁgt?%é%%ﬁ@%?%%ﬁ%ﬁ?“&ﬁgrqggﬁking information related
to the ID code to a user.

In a fourth aspect of the invention, there is provided
a method of authenticating an ltem marked according to the
methed of the first aspect, comprising: transmitting the
slgned ID code to the checking center; and authenticating
the signed 1D code at the checking center using the
plurality of secret codes.

In a fifth zspect of the invention, there is provided
a checking centre speclally adapted for authenticating an
item by the method cf the fourth aspeci.

In a sixth aspect of the invention, there is rovided

a system for marking manufactured items comprising: a

\Q

enerator for generating collections of secret codes; means

or providing a plurality of the secret codes to a

ty

production line and to a checking centre, the checking
centre beilng arranged for authenticeaticn ID codes on Lhe
manufactured ltems; the production line for manufacturing
the items tc be marked, the production line comprising: a
code generator for generating an ID code for each

manufactured item; a digital signor, for signing the ID



the public network. In an eighth aspect of the invention, there is provided

a method of authenticating manufactured items, comprising: marking the

items by the method of the first aspect, and authenticating a

manufactured item. on request by validating the secret at the checking

center. In a ninth aspect of the invention, there is provided a system for

authenticating manufactured items, ¢é@mprising: a system for marking

manufactured items according to the sixth aspect, the authentication
coRien futher comriing, & hecking.eent for authenficalinga. . qac.

manufactured itemon request by vaTiaatlng"t}I]”le secret. 4 Embodiments ™~
LrefFRVarius aspécts BRHETThVEAtiGn Hdve tHeadeantage thatmarkingking
ce@nd authgatieation-ean be accessed-and interragated remotel by ane tne

-ordinary network, such as a land or mobile telephone. The marking and

P Alithentication had Thé further advantage thit it may ot be” violdfed By ©P
cog@ritedfaiters. NMordevers the gemiineness:ofha mmandfactureddtenten with
-heale canbe ehecked easily, for example within a few seconds at the point
of sale. Embodiments of aspects of the invention have the further ‘
advantagé thattiGHed codeaRd undhthorizéd coB&caupRtations H&F be
pridentified, andnthat thie production=wolume, famexamplenofia givieped  item,
cofgnufactyrer, gowé‘i\#l‘é‘i%m% site, ormanufactuting Jine, may be . o, .

controlled. Embodiments of aspects of the invention have fhe further
cha@vartdge it ey may be uded 16 repace the sysfem 6Pfiscal stickerstne
mathaf istised- i masycounttieste collectdaxes, fornexamplen-tobage cing
th%rolqgﬁtff aV\féQquoeocgs /()L3T_8€]fi’154; ngéleorzzg? ?*4%038:1]' O:c)*),ode and signing said
code with a digital signature within a code generator;
marking the item with the signed code; transmitting the
signed code to the checking centre over a public network
for authentication; authenticating the digital signature by
th

(2]

checking center using the plurality of secret codes;
retrieving the significance of the code at the checking
center; and transmitiing the significance to & user over
the public network.

In an eighth aspect of +the invention, there 1is
provided a method of authenticating manufactured items,
comprising: marking the iltems by the method of the first
aspect, and authentibating a manufactured item on reguest
by validating the secret at the checking center.

In a ninth aspect c¢f the invention, there is provided
a system for authenticating manufactured items, comprising:
a system for marking manufactured items according to the
sixth aspect, the authentication system further comprising
a checking centre for authenticating a manufactured item on

request by validating the secret.



} Brief Description of the Drawings Embodiments of the invention will now
be described, by way of example only, and with reference to the
accompanying drawings in which: 5 Figure 1 is a schematic view of a
marking and authentication system embodying the invention; Figure 2
shows schematically a marking code format embodying the invention;
Figure 3 is a flow chart showing a cotle 10 generation scheme embodying
the invention; Figure 4 is a flow chart showing a code authentication
scheme embodying the invention, Detalled Description of the Invention. .
Referring toI?lgure 1, the items to be marked are” 15 produced on one or

hafrore prodaetion ines 101 2102nERshngroductiondinesiepresanitsm can be
acpeaduction facility, far.ane; ordnoresmanufactured items. FoHexample: aorik,

production_line may be a cigarefte making and packaging line, with_the
=i 8 b, for SHamplG. GGATENA20 pAis R TakBrs ot

manufactured itéhs bec?r]fg, or exa?nple,
auatleast oné brandidFhetprodiiction emay becorganizediin batches; eaokkt ke

v: Baichdeing, dedicated. fo the. produgtion of,a certainamauntof dentical =
manufactured items, for example cigarette packs and cartons of a B
mEGErticaldbrand Andtyp8 25 ifthere aré twd or nidte prétuctiiv ines, o

exthesee limes:may ke physically tatated at bne pranufacturingisite 10, or at

diffegent progugtion centres 10 having X%”Olé%&geoj%'?}ggigﬁlh!r?caﬂgt\;}%‘ the

Each production line comprises a code generator 30 106 arrange
fuééﬁ@%ue%%ﬂf@ﬁé@%t5ﬁﬁﬂénﬁﬁéﬁﬁ6ﬁ codes and unauthorized ccde

duplications may be identified, and that the production
volume, for example of a given manufacturer, manufacturing
site or manufaciuring line, may be controlled.

Fmpodiments of aspects of the invention have the
further advantage that they may be used to replace the
system of fiscal stickers that 1s used Iin many countriss o

collect taxes, for sxample on tobacco products.



code for each item manufactured on the production line 101. The

production line 101 also comprises a marker 107. WO 2006/038114
P@&TY21820905/003103 6 Any suitable marking means may bepdseg suehes103
as a continuous inkjet printer, a drop-én-demand inkjet printer, a laser
printer, or any other printer or marker that allows the marking of variable
information, to 5 impress or Print the identification code on each
manufactured item. Depending on the nature of the packaging, the

identification codes can be impressed gn each item, on an external
packaﬂé‘:r,ley‘J SEIS orhrany Sher i, i %@ay. In one embodiment,

the 10 identificafi§ie8d&3s piinfld & adhesiveitays, Ot Labeis) tbbe
applied4edhemanufagtured items, xprefecally npon-removably. i:@8€ence to
embogieAbe idenyicalion,cate g pARIthbY . aser beam on a layer

of Iaser-sensitiv%lS material deposited on the item or on the item's

package. This mathot allows the ESHETE beImpre¥sad thrdtighta 9 and
transparéfewiapiing tayery Other possiBlelsippdres forahetidentfication
code include holpgtaphic pritingsfor @xampledising the 20 Holegpetrk
format; Embediments.af.ihe inyention. may also include radio, electronic

or magnetic recarding of the, identification code, for example using an

RFID transpondetPEMiD(c) fagd or'ahy Sier tagGmigsans =98¢
Preferabhethe systeArhas naarzodydounttdrd rapertthermumber of
codes generated agd.prinfed codes inweach: productiombateh-arda a given

modug%@ﬁQ9999a@§on scheme embodying the invention.

Detailed Description of the Invention

Referring to figure 1, the items to be marked are
15  produced on cne or more preduction lines 101, 102. Each
production line represents a production facility for one
or more manufactured items. For example, a production
line may be a cigarette making and packaging line, with
the manufactured items being, for example, cigarette
20 packs and cartons of at least one brand. The production
may be organized in batches, each batch being dedicated
te the production of a certain amount of identical
manufactured items, for example cigarette packs and
cartons cof a particular brand and type.
25 If there are two or more production lines, these
lines may be physically located at one manufacturing site
10, or at different production centres 10 having various
geographical locations.
Each production line comprises a code generator
30 106 arranged to generate and encrypt an identification
code for each item manufactured on the production line
101. The production line 101 alsc comprises a marker 107.



will now be described in detail. The production lines 101 include a code
generation system 106 which generates a 30 unique encrypted
id&HtfedHEATEbde SUPI for each item produced. Preferably, #fel@§aws/03103
generation system 106 is a fully autorfomous computer or microcontroller
dedicated to a particular production line 101. Preferably the code WO
20061038114 PCi?! 32005/003103 7 generation system 106 can
communicate with a checking centre 30 via a secure internet connection

34, alagal sentral servarik; anany sthersyitable data copunupicagon
means, 5 Qe checkin ce@tre 30 receives %nd centra{ljzes %rodugtion
. —~{Jemagnd,. 1.n

¢ t =3 oL =
data and ?oro%ggggs :(Lq%e ies fPolr%lﬁuts%lré gd, 707 Gne embodiment 5F the

inventiBhl 8EVEralfeveReet Fackabiy, stichPdy padks anBidaiishs or marker
comprising séverak paoks nalhichrarecanataciitree dm fhesamei) to
manufagiringling 1015 may ke marked: ¥sing £OBIMOR baggware:
resources. | Qne ergboglmen the cofg.e eneration sr}/stem 10 ma
mana#%c uge ﬁ ST, en 1Qgi%?aﬁhe gture o) %e
comprise aifrerent or s ar'ed SO’ are m‘ ulés, loade onaqompu er
commBf t§3EVeTal protutiBntiihesCandors sadeseiabPproduenisatir@son
at the sante titen  The:cade egerenation sysken<,0maysbe remoetelyn any
Iocate@mﬁgéreigmpéﬁhi@ﬁp £hgcking conire.ARg agpmunieae the
nerat ades to the production lines, as e%%lreg %ag rg_prlate

o Fears. The €806 GEneriGH SE Jb EHGIHS 5 ntinber oF

funtion's? 3! des& & bers,t #itIGding thertenefamsin oF 9D ‘dodas for the

items amd fthensigning of thesesH»h todes. In the embodiment of figure 2,

the unique In one embodiment the identification code is
printed by a laser beam on a layer of laser-sensitive

15 material deposited on the item or on the item's package.
This method allows the code to be impressed through a
transparent wrapping layer.

Other possible supports for the identification
code include holographic printing, for example using the

20  HoloSpot® format.

Embodiments of the invention may also include
radio, electronic or magnetic recording of the
identification code, for example using an RFID
transponder, EMID@'hags or any other tagging means.

25 Preferably the system has means to count and
report the number of codes generated and printed codes in
each production batch or in a given production period, as
will now be described in detail. The production lines 101
include a code generation system 106 which generates a

3¢ unique encrypted identification code SUPI for each item
produced. Preferably, the code generation system 106 is a
fully autonomous computer or microcontroller dedicated to

a particular production line 101. Preferably the code



identification code SUPI is obtained by processing data 25 in a
Production Information Code PIC. The PIC combines various data related
toathemansifacture of the item, such as a code MC identifyingca/is2005/003103
manufacturing centre 10, a code PL itlentifying a particular production line
101 within a manufacturing centre 10, and codes YR, DY, HR 30
identifying the year, day and hour, respectively, when a particular item
was manufactured. In one alternative embodiment, the PIC may include a
code eng:[até)r ID WO 1g006é00368114 P0711320054:0€9310t 8ain{ssl;‘ea}:cL(j:)fn
the m %rﬁ(fégtujrfﬁ% dentre an proaﬁ&igr? fine "¢odes ., PL._To obtain ?
the PIEthecindividdal datassienfents {edin BE comibinel s dddima. 6pcal
binary digit pixtapasitian,l 5, by algehractéempeositioal by applying a

predefingd shift-value each data element and adding all the shifted values
tqgether, or by r?(g}/ other \%Qm utatignal means. Preferab{% (#he

c%mposition ful foni8 Tivert Iecﬁ%tzﬂ%w deco(r:r?ﬁ"gsﬁf?on of the E’t[éal% o o
the oBgindrelermBn VT, TOIPR! YRE DY SHRUGH 1€ chsembrerers 80,
non-reversible Tompesitan fuctien; amdddiienakhelentenrtrmaydesral

introdycedhinto, the, PG 10 gnsure uniqueness. Ruringieach-praduction, r 1 sing
hour,safgrogahﬂtctlon line fa%nlc?;tes a large njym er of items 43. Each item

43 is ffettifteef. Withirt lﬁod%ﬁorﬁl %Lbr,agy 1zlalrﬂeiﬁdli\)/]ijd‘u"a fumber TI,
18r exeanpieas brogressivensurhber corieshBnding 6 thé ERforrsIbgal
produciiomsequence:Qthes manners of generating or assigning

individual numbgrs are RASSIRlENSP:The produgtionsinformation codediCroe

and the , .
may comprise different or shared software modules, loaded
on a computer common to several production lines, and

15 serve several production lines at the same time. The code
generation system 106 may be remotely located, for
example in the checking centre, and communicate the
generated codes to the production lines, as required, by
appropriate network means. The code generation system

20 performs a number cof funtions, as described below,
including the generation of ID codes for the items and
the signing of those ID codes.

In the embodiment of figure 2, the unique

identification code SUPI is obtained by processing data

25 in a Production Information Code PIC. The PIC combines
variocus data related to the manufacture of the item, such
as a code MC identifying a manufacturing centre 10, a
code PL identifying a particular production line 101
within a manufacturing centre 10, and codes YR, DY, KR

30 identifying the yeax, day and hour, respectively, when a
pariicular item was manufactured. In one alternative
embodiment, the PIC may include a code generator ID



individual number Tl are combined to provide an item identifier UPI. In the
following description, each UPI is unique to an item, for example toa
si%ﬁiﬂ%}ggg& pack or cigarette cartgn. However the inventidrf-{s' Rg*>/0¢3103
limited 25 to this case, and includes variants with non-unique UPI

numbers, distinguishable from each other by their different digital

signatures. The structure of the UPI code and the significance of the

various fields composing the UPI code 30 are exemplary and are not

limiting nAny edde Suitablenas ittt identifier code raaving anvarhitrasy, 1ine
structweand 1gignifigance, may be employed in the frame of the present
invention. WO 2006/038114 PCT/1820051003,1 03 9 A pseudorandom
noise value codg is é%gr% ined gveth%}%% %o all ‘H%‘égeltﬁ@%d%lements
gener&ft 106 tRafprodtcey tRechtr! The roiseavalueiatts dsuidigivali tion,

signature fdrhk cote marked bnieach manufactyrecsitemb predused byni £t
a partigylar.magufactuning ling 101 applied by.thg code Q%e@ﬁnf'&gg values
which tcgnet%%é/gnfl%% bg thenche% ing centre ?%O. 0 ensure verifiabi lity by

the chiecking centre, the' p&&idSiahdor HERR Coue iy SisEiTed fhy Ferably
encryptirfy SXpYotheruBLREsde Witha seerst shakdd 10ty td eode
generdtaranshthe:checkitg ceatrer (Saeret designates any:dateetsad $0kic,
ggneration g authentjgation of adigital signature, 9@!@%’&%&958@“9 a

digital signature.to th? UPI, code are possible, for example using
CO Gs1tion

= U nple by
asymrme ccr%/pf“ogr{;qc”)f“ﬁ/‘,t ARG ar8inéiddes Within' 15 1RESEopRat the
inventiéy: TFsB1886 et I defiled T tsecret sode sy wiickh meay be
regarded as statimge@ig¢t each production hour, a production line

fabricates a large number of items 43. FRach item 43 is

15  identified, within a production hour, by an individual
number TI, for example a progressive number corresponding
to the chronological production sequence. Cther manners
of generating or assigning individual numbers are
possible.

20 The production information code PIC and the
individual number TI are combined to provide an item
identifier UPI. In the following description, each UPI is
unique to an item, for example to a single cilgarette pack
or cigarette carton. However the invention is not limited

25 to this case, and includes variants with non-unique UPI
numbers, distinguishable from each other by their
different digital signatures.

The structure of the UPI code and the
significance of the various fields composing the UPI code

30 are exemplary and are not limiting. Any code suitable as
item identifier code, having any arbitrary structure and
significance, may be employed in the frame of the present
invention.



codes. In one embodiment of figure 1, a centralized salt generator centre

20 generates alarge collection of secret 20 codes, hereinafter designated
asv® 'saie/mgitrix' containing a large number of precalculated raadomrars/oo3103
pseudorandom data. Each salt matrix ¥s preferably unique and is
transmitted, in duplicate, to the intended manufacturing line 101 and to

the checking centre 30. 25 Each manufacturing line 101 receives a unique
salt matrix. The salt matrices transmitted to the checking centre are

stored in a datagase 31 accessible to the chefking centre 30 an%, .
preferably inclu ed i the ¢ nec(lj(f?]gngelr%t?e 36, vl\ll‘ﬁhcivagﬁtifli(':Saﬁcc?ﬁﬂ Hheed with
produttién BOlliés 201120216 Wifich HeyBelengelieivd prodittior fires,
101, 102ydhessaltt nsattices arguseddogenesatessectet keysaseddotal

encrypt WQ<006/038114 PCHIB2005(Q03103 104he YRl andi0req iten
ggnerat%%gc%lgc ronic si ]Q@Eurgiasrlt \éV}lII %%%Bllaﬁedi(alter, T% nsur ied
authehtici Y, Confidential y”ang mfaegr?t‘y of the sait matrix: tie ?‘na rig s
prefefably 5 nePfransfEifed boér & hetwbik-dorfrsttion, tiit Fafird by the
recordéc ohingn-velatite data carsiera Srsucheas EROMS,; (Compact

Disc ReadQaly Memary), RYD-BOMs: (Rigital,yersatile Dise.Read-Qnl. 1 eq

Memary) , removable hard disks, magnetq-optical devices or any Suitable
; 168, FHie b Shrh

non-volatiis 10/ fehhSry d&iee. THe Hifa EdriefSare PhiRicuigecret shared
tlansferretito thedehedasg eentteBTalkdl o tHeepréddctiontines 103gcret!
102. Rreferahly cto funthet dnereasesafety, thergalbtion or authentication

of a digital signature. Other ways of adding a digital
signature to the UPI code are possible, for example by
using asymmetric’ cryptography, and are included within

15 the scope of the invention. The secret is derived from
secret codes, which may be regarded as static secret
codes.

In one embodiment cof figure 1, a centralized salt
generator centre 20 generates alarge collection of secret

20 codes, hereinafter designated as a 'salt matrix’
containing a large number of precalculated random or
pseudorandom data. Each salt matrix is preferably unique
and 1s transmitted, in duplicate, to the intended
manufacturing line 101 and to the checking centre 30.

25  Bach manufacturing line 101 receives a unigue salt
matrix. The salt matrices transmitted to the checking
centre are stored in a database 31 accessible to the
checking centre 30 and preferably included in the
checking centre 30, with identification of the production

30 lines 101, 102 to which they belong.

In the production lines, 101, 102, the salt
matrices are used to generate secret keys used to encrypt



matrices are encrypted and digitally signed by the salt 15 generator 20,
using a suitable encryption and authentication technique, such as DES
(Digital&zngrypiion Standard) , RSA (Rivest, Shamir, and Adepagis2o0s/003103
algorithm), and the like. The salt matriees are not sent to the checking
centre as part of the checking process for items 20 as will be discussed.
Preferably, a salt file contains the following components: (i) A unique salt

file identifier. (ii) The salt matrix encrypted using a strong cipher, 25 such

as triple-DES, or AES (Advanced Encryption Standard), accordingtoa |
key géf&ratéd ifite S8t YRRRTALT 20! ASAEhafEmyHE Fore, =5 *F
exampte,ld Idng strinbeofh edndertneer- pseudorandom digits or characters.

30 (iii) The encrypted key needed tondecqds, the saftimaliix, enceyptesk
with a lic-key cipher, for e I , US| i .
checki]r%l%:% e hiéhc?onﬁggﬂ%‘tgigs%og 2%%?/3‘3%%%4% B Peliforanry

PEP/182B05/B3 63 1 retiifdstéd TP St iRPEET e BRECKIRG "
centrer3g-amdiarhycberomitterl mtthie fits: destired- tieetihte prodeietiondineD-ROMs
101. (h)dngigitel signatuee. af the saltie-generatasyobtained foriexample

by encoding a . digest of the Wil message, with a salt. geperator pLYAle; o o
key, whose public counterpart is known to the c'hec?(mg centre. In_this '
embodifEt tAe Yt gendfitbF6Fepdnfny suitable non-volatile

10 memory device. The data carriers are physically
transferred tc the checking centre 30 and to the
production lines 101, 102.

Preferably, te further increase safety, the salt
matrices are encrypted and digitally signed by the salt

15 generator 20, using a sultable encryption and
authentication technique, such as DES (Digital Encryption
Standard), RSA (Rivest, Shamir, and Adelman algorithm),
and the like. The salt matrices are not sent to the
checking centre as part of the checking process for items

20 as will be discussed.

Preferably, a salt file contains the following
components:
(i) A unique salt file identifier.(ii) The
salt matrix encrypted using a strong cipher,
25 such as triple-DES, or AES (Advanced
Encryption Standard), accoerding to a key
generated in the salt generator 20. A salt
matrix may be, for example, a long string of
random or pseudorandom digits or characters.
30 {iii) The encrypted key needed to decode
the salt matrix, encrypted with a public-~key
cipher, for example RSA, using a public key of
the checking centre 30. This component is



10 production line 3.01 must register with the checking centre 30. This
registration occurs only whenever a new salt matrix is used, or at
pMEEcHBER idrvals. The system does not require constant PCT/IB2005/003103
communication between the code geherators and the checking centre. 15
The registration procedure comprises the following steps: (i) The code
generator 106 of the production line 101 connects to the checking centre

30 via a secure internet connection, or via a 20 local central server

connected to the intemnet.and initigtes,theregistration by Jdeptifying itself.
(i) A CD-ROM 50, contaigi_,n% a salt file, %sgloadiid into the code ,é;ecrge_ratqg,f1
its 25 integrity is verifisd by ité efettrdic” Sighature® andtiighed 7 the
identifier is transmitfdd $o €4 EREEKINETenre BOCENCTHE Bhéékifigdehtre
retrieves its own copy-af the salt fileglacally orgemotely 3¢ storedshyt

means of the uniqueidenfifier.. (iv) Jfthesalf filg has.heen alrgadyusedng 5
the checking centre Stops the registration. and requests anothér salt file,
WO 2006/038114 P%lﬂ%féo@fo%“foé Y oPriTARE apprBpfatéaction,
for example issuingi&warpligltoethevasder drebggifiepit in ratbéédrity
journal. (v) If the saltfilmhas patyetibeensseds S and the identificationtafe .
thecodegeneﬁfgrthis embodiment, the code generator of every
10 production line 101 must register with the checking
centre 30. This registration occurs only whenever a new
salt matrix is used, or at prescribed intervals. The
system does not reguire constant communicalion between
the code generators and the checking centre,
15 The registration preocedure comprises the
following steps:
{i) The code generatcer 106 of the producticn
line 101 connects to the checking centre 30
via a secure internet connection, or via a
20 local central server connected to the
internet, and initiates the registration by
identifying itself.
{ii) A CD-ROM 50, containing a sait file,
is loaded into the code generator, its
25 integrity is verified by its electronic
signature, and its unique identifier is
transmitted to the checking centre 30.
{211) The checking centre retrieves its own
copy of the salt file, locally or remotely
30 stored, by means of the unique identifier.
{iv) If the salt file has been already
used, the checking centre stops the
registration and requests another salt file,



is satisfactory, the checking centre decrypts the secret key of the salt file
with its private key, and transmits it to the code generator over the
sévsintetmet connection 10 34. In the case where the salt filgisinans/oo3t03
unique this step takes place regardleds of whether or not the salt file has
alerady been used. (vi) The code generator decrypts the salt 15 matrix.
The registration procedure is arranged such that the salt matrix is never
transferred over the internet. Only a one-use decryption key is transmitted

from the_checking ogntie, 30 fo 1e cofs asnerator 106, The salt20 gl

is made available to?the code generator only after a valid registration wit .
the checking centre X PRIk Peveritd Uhatthdiizdd Gs& 8F the®Codeeging it in
generator as no valid sede cambe geneedted. Preferably the decrypted

salt matrix is deleted 35 whemthe;gode generaiak is.put qu:ofisesvice-as
prevent a malicious_us rtfﬁgm‘ inin cgess 19 thﬁ staﬁj}em%'gg(e without

. . ] idient2fic I G gnerator
proper reglstratlon. S\ itional means for d?sajb?lng the code gener%tor anctl

preventing unauthorized se*dfthbiote §8FeGHE 41d the Brodictidif ~YPTs
line may be 30 provided sEheopekatiore bf theecedd geferdatorw108 witls

now be described withirgferenge {0 fighse S At sachPreduction: hne d8de
102 at the beginning,_ of each roductiog batch, the code generator 106
65 it

WO 2006/038114 PO71115005/005103" 13 generates a random salt index. ™

é@pha, which it transifits to'n the case where the salt file is not
unigque this step takes place regardliess of
whether or not the salt file has alerady been
used.
{vi) The code generator decrypts the salt
5 matrix.

The registration procedure 1s arranged such that
the salt matrix is never transferred over the internet.
Only a one-ugse decryption key 1s transmitted from the
checking centre 30 to the code generator 106. The salt

20 matrix is made available to the code generator only after
a valid registration with the checking centre. This
prevents unauthorized use of the code generator as no
valid code can be generated.

Preferably the decrypted salt matrix is deleted

25 when the code generator is put out of service to prevent
a malicious user from gaining access to the salt matrix
without proper registration. Additional means for
disabling the code generator and preventing unauvthorized
use of the code generator and the production line may be

30 provided. The operation of the code generator 106 will
now bhe described with reference to ficure 3.

At each preduction line 101, 102 at the beginning
of each production batch, the code generator 106



the checking centre 30, with various information related to the item to be
m%u‘{ﬁ\%%ggﬂfuch as, for example, brand, intended market of

destination, packaging. A new 5 salt index alpha is generated Bt EX&fp3/6031643
change of production batch. Preferably the checking centre

acknowledges successful receipt of the index alpha to the code

generator. The index alpha may be regarded as a dynamic secret code.

10 In an embodiment the UPI code of the first item to be produced in the

batch ge:tramsrnittech withrthienindex talphacte the shacking eentre 30..FB8:-s +o

salt index alphaies stpreekindatabase Alyrelaled fo yaggus INOImAtan. . oq
about the item &ch% n%%n%fgct%rgdf Thti:s enables the 15 checking centre

30, upon receipt of & request 16 chedk & Pariciifs'SBPT déde Serfdtrigve

the padtfieiidr afphseaneckivwikgthesalemaimetsetby thelooteng. A new
géneratort 106 de sign fitat SWUPYendeavalitlate the sigpaturen Jhe,salt

index gipha.degs nobaeed tohg 20,commupicated, @g@ﬁé}@i me tQ the
checkcjir}fqﬁ%ntie g,o sat g,tQS bees%?ﬂl g of éach production batch. Once a

value Of alpha has been chesan "the E58e Bén&rhtdriGan ififiediaidly to the
start toYEheraevalicPéodéd andnfeade brhalphs dam begarded as a
commiymeated afterizedelaydaf.some hours, or more 25 depending on the

ayailability of thQHeMO%%%?@jﬂn'tﬁ@?%p[’p&g%ug%s %F}%h rst. item

telepq%n%%r fa§< rg@geb(g ;Hse&tg ommunicate the alpha to the ghec ing’

centre, inCase the retwork connhettion'is UnavATAbIE 1 FHE Fatdbm tegt index

indexZalpha, the ddiemabsehhatheUrreodarel3@ usedthy thiegodépha is

genersttonfed generatingaswisa codea (siap 801y whickhuis safefram s on

cryptographiccaiacksath does,gofallaw.the reconstaction of the original

Y?meéhecking centre 30, upon receipt of a reguest to check a
particular SUPY code, to retrieve the particular alpha
and knowing the salt matrix used by the code generator
106 to sign that SUPI code, validate the signature.

The salt index alpha does not need to be

20 communicated in real time to the checking centre 30, at
the beginning of each production batch. Once z value of
alpha has been chosen, the code generator can immediately
start to generate valid codes and the value of alpha can
be communicated after a delay of some hours, or more

25  depending on the availability of the network connection.

Backup procedures such as telephone or fax may be

used to communicate the alpha to the checking centre, in
case the network connection is unavailable. The random
salt index alpha, the salt matrix and the UPT code are

30 used by the code generator for generating a noise code
{step 301) which is safe from cryptographic attacks.It
does not allow the reconstruction of the original wvalues
of alpha, salts matrix and UPI. A variety of known



of alpha, salts matrix and UPI. A variety of known WO 2006/038114
PCT/IB2005/0113103 14 techniques are available for generating the
ndideetiédlidcluding, but not limited to, table substitution, iNBEXiIAkPE05/003103
hashing , and variations thereof. The Hoise code so generated is
unequivocally calculated from the 5 UPI, yet the inverse operation is
computationally impossible. The noise code is used as a digital signature,
allowing validation of the UPI code. Preferably the alpha code and the

salt ”%%tg%r@rs&@@%%d é%&‘%l'gﬁi%mf‘é’?y&r%&%@fﬁd“@ﬂ ufactyred e,

in order to render the digital signatures robust against decryption

atternpts e Shit Makrix'hd thEHi5Ha ode B Gy BRI BY H7& code
genefatdeahtdy the theeking esntraa Togethesthdyeconstitutera seciete
allowingrtheseode: dS-generater tonggneraie signed-eades which hem the

csheclggg C nérte %%sgt?eeectuseenté/ (?Iﬁé/l Theiggl numbC r.and th

calculated roise code are combl at step pre eraotﬂy,
resultAly 288 K obfuscated step 303, destroying correlations between
20 successive GddestFhecobfudeation wpetation is e\veisible, allowing the

checkinggeniee teaetrieve the original UPt andoise value: Severahe alpha
knowpn gbfuscatiqn, e %Uﬁ%@%ﬂoos éﬁ'%o%% agticylar, Ogifff&“&'i‘t way

algorithm chosen’is preferably not pub he resulto

H]ofus%%’tloﬁa%bth‘eﬂiﬁﬁf@@@{fﬁfi cbb%“wﬁll‘}h R BRktePor ger the
manufactited itemsioyt the: printer107:a &ach of the dteyps: 48ris atdrkedt s .

with a unique djgitally-signed SURI sade callowing dentificationofinown only
by the code generator and by the checking centre.
Together they constitute a secret allowing the code

15 generator to generate signed codes which the checking
centre can subsequently verify.

The UPI number and the calculated noise code are
compined at step 302 and, preferably, the resulting code
is obfuscated step 303, destroying correlations between

20 successive codes. The obfuscation operation is
reversible, allowing the checking centre to retrieve the
original UPI and noise value, Several known obfuscation
technigues are possible. The particular obfuscation
algorithm chosen is preferably not published.

25 The result of the obfuscation, is the unigue SUPI
code, which is printed on the manufactured items by the
printer 107. Each of the items 43 is marked with a uniqus
digitally signed 3UPI code, allowing identification of
the production batch in which it has been manufactured.

30 Preferably, data relating to the production
batch, e.g. product type, brand, intended market of
destination, packaging i1s stored in the database 31 with
the index alpha at the start of the batch. This data is



the production batch in which it has been manufactured. 30 Preferably,

data relating to the production batch, e.g. product type, brand, intended
meikaet@foddestination, packaging is stored in the database 31pwithgie/ao3103
index alpha at the start of the batch. THis data is WO 2006/03811.4
PCT/162005/003503 15 accessible to the checking centre. The SUPI

code can be printed on the manufactured item by a variety of printing

and marking techniques, for example continuous inkjet printing,

drop-gn-demand printing, laser, etc. The SUPI 5 code t%ﬁ rinted in a
humaﬁﬁggagﬁéér%%t,ggre aCr%%%ETnneqré’é?ga%g Tormgg%s}&c gso D" b?
2-D baICHHedorotharsctBrd: ShRaBie f6f CERYCBtical Chakgéter of printing

Recogmitiom} :Rréferabyethel SLER catteris:prantedeoraecoidec 190 byilaj et
printing- 9k kegasding,means cAmpHsing.a deyice sucly as a cede cayntar;py
oLare ﬁger gor Qé)éjntlpjgntggde>§§§tan%m£§r ofm rlﬁgfl |tefg§, either during
aprodic ion Batch o i a given tinfe thtéfval. " ThE Exatt hGMBeF 0foF &
markétf Gteris @B st6rédbifthiesd tapase 81 abcéssibletothe asies or
checking centre andsused faeprositictiorn Vaihneceantoolz 1aanegpreferred
embogiment, the SYPI code is printed with an ink containing a covert

g, 0 o e Y T D g S e

pPesehiedofithé SUPP(githerassing &ndsibrs By steriianticrisy deféetinge such

the camvert taggant dboapplicable)a Thegsensor caivhe connecteg torthesxact

controllenf the pradugtion ling thusgnabling{he: .y & production baten
or in a given time interval. The exact number of marked
items may be stored in the database 31 accessible to the

15>  checking centre and used for production volume control.

In one preferred embodiment, the SUPI code is

printed with an ink containing a covert taggant, to allow
a gquick validity check without guerying the checking
centre.

20 The production line 101 may have a sensor to
detect the presence of the SUPI (either using a vision
system and/or by detecting the covert taggant, if
applicable). The sensor can be connected to the
controller of the production line, thus enabling the

25 rejection of items nolt properly marked. The controller
can be set to prevent the production line from operating
if the sensor unit is disconnected, faulty or on
rejection of a defined number of items. A history of
rejections may be logged in the Code Generator and

30 communicated to the Checker for monitoring purpocses by
authorized users. The production information code (PIC
code) may be repeated on the manufactured item, in plain
format without encryption or obfuscation, allowing the



25 rejection of items not properly marked. The controller can be set to
prevent the production line from operating if the sensor unit is

di¥EotHEtiEY aulty or on rejection of a defined number of itdihd/I 2005003163

history of rejections may be logged in'the Code Generator and 30
communicated to the Checker for monitoring purposes by authorized
users. The production information code (PIC code) may be repeated on
the manufactured item, in plain format without encryption or obfuscation,

allowing dhe EN©=2006/0881 1 RET/F132005/003163 c1G Heentoverifynt re
the angyver proyided by the checking centre, 30 and usefylfar . ¢ 1ne suppiy

management and monitoring of thé supply chain. After leaving the

produttidri®entre 10, the 5 manufactured items 43 are distributed and

commercialized?ifitthie Usual way tAteacte stageliofrthesdistribulion artk

commeseialization processathe auhentivity:of the tem can benvesitiedyi zeq

sending a.query.cantaining the SLRY, corle of the Pagkags 10 e, dbegiing,
10v b e byg

centre. Suc erification may be requested for examp eneric

usersCSHEN S ratdiets I8h SRERS Dr ciforAd blyehts, cahd by privigabe™
usersgfor exanmpleidhhplbyeessefthen tnanufactarersok skganigatidrss SUPI
havinal@&riw'bhqude ?fga@gr%@@t with- e maaufactyresehbeSUBLepdes

ay alsq 15.be employed for track| acturing,iten tk
e o e D

of a ré§ifast to SVat&8 o SR O in“hie THBRKifrg Céntré STRE FeCSIvad S
SUPI zodetis firstide-bbfuustated at steip 402 xoyapplyéng 20:the snverselaf

the obfyscation function describathabave.ons naving a privileged
agreement with the manufacturer. The SUPI codes may also

15 be employed for tracking the manufacturing items along
the distribution and commercialization chain.

Figure 4 shows the processing of a reguest to
validate a SUPI code in the checking centre. The received
SUPL code is first de-obfuscated at step 402, by applying

20  the inverse of the obfuscation function described above.
At step 402 the original UPI and nolse component are
extracted. The checking centre performs a first level
authentication at step 404 on the manufacturing centre MC
and the production line PL. If PL is found to correspond

25 to an existing production line of manufacturing centre
MC, the authentication proceeds to the next level,
otherwise a response is generated at 420 that the SUPI
code 1s invalid, and the item is countexfeit. In the
second level of authentication, the checking centre 30

30 uses the secret salt matrix received by the salt
generator 20 and the alpha code transmitted at the
beginning of a production batch. At 410 the checking
centre retrieves the information related to the



At step 402 the original UPI and noise component are extracted. The
checking centre performs a first level authentication at step 404 on the
nidfufEessing centre MC and the production line PL. If PL is founplztos/c03103
correspond 25 to an existing productidh line of manufacturing centre MC,
the authentication proceeds to the next level, otherwise a response is
generated at 420 that the SUPI code is invalid, and the item is counterfeit.
In the second level of authentication, the checking centre 30 30 uses the

secre r v r r n
oSt BT q%&%‘?n%%omie;?ﬁ“&i?o%a%c%‘*"z% A0 checkng

centré talFieVes tHa iAfdtiation refdtedtd th?W@f@@G/@%ﬁ&m%f ., the
PCT/1BR0051008 108 1 7vprodiictionddtoh colneisponditg tathereedived 111
UPI coder fronm the-database 3b.ilfthesetrieyabis sucsessikithel url code

rstrieyed salf malieand fhe aiphaseade ave ised Al Al 1o, reconsirypt the

noise code from the received UP e 5 and to veri e valldlty o]

signal§ie®iiha ?é)&e?@eﬁ%%lstehﬁna THEHEESHSRRtedNbRR d6 ot markkeh
or if rrdath corréspending 16 thePiCnig presémeinihé dstabasesttie in the
SUPIzodenissdentified esinvaliciand éhed@h&qkm@@eage 18sRaANds atd the
420 thpthe lemis 10 counterieityIn 2 ghird devs| of ahenticgion at step

412, the checking centre veri esw ether querles e same §UPI
Ebde FRAVR 16T Shbmitted more than a predefined number of times. In
this case, therelis theti aisigspicivail > thatthé SURkeddeomaythe beglong?

of a viadidl cades kitlenticaliy: pented-of a:large sumberpfopuptereits.che same
SUPI code have been submitted more than a predefined
number of times. In this case, there is then a suspicion

[ that the SUPI code may be a clone of a valid code,
identically printed on a large number of counterfeits.
The checking centre then issves a reply at step 430
specifying, that the submitted code is wvalid, but the
item is likely to be counterfeit.

20 The discovery of cloned codes can be refined by
making use of other information, for example the origin
cf the query, which can be determined if the query
originated from a phone, or the elapsed time between
queries.

25 Here, 'cloning' means multiple copying of a valid
production code, for example for tagging counterfeited
articles. If the code has been found valid (step 440),
the checking centre retrieves the significance of the
code and transmits it to the user, preferably in natural

36 language, for example: "your code corresponds to a pack
of brand XYZ, intended market of retail Switzerland", or
another appropriate formulation.



The checking centre then issues a reply at step 430 specifying, that the

s%(mzi;[]t[ﬁ%fode is valid, but the item is likely to be counterfeit. 20 The
diScoveR/BY Eloned codes can be refined by making use of offfgy/B2045/003103

information, for example the origin of the query, which can be determined

if the query originated from a phone, or the elapsed time between

queries. 25 Here, 'cloning' means multiple copying of a valid production
code, for example for tagging counterfeited articles. If the code has been
found valid (stepd0)n therehecking ceniie eefrivyes the sigaificangeceft re

the cpde and wansmifs ittg the vser-preferably dn natwral 30 Janguage, ¢,

for example: 'Q/our cjgde corresponds to a pack of brand XYZ, intende

; ded ,
marketof retait Switz8Hafd>Br ‘&ndthetAbProphafPrnulatio P WS S b i
6/0 3811t 4 pPEF/1870051008L03 118 THE Infdrhatiem fetukmed b§ the
checking seatreomaysaltow thestsacking-af thenpregduetion infeamationfosdead

each gg%’foggxilglp}%iﬁqgmat[p%?ggggghe production unit, the

production line, the date and time of 5 production. Such information_can

be returned in efiRbd8H o, bFfh RRATEN hgifibe” DptiohatiyteLate the
checkirigeehiresgeeiormuldte thedsignifidanceeofethelcobesdnag severaid
languages sandneheesertheppesiapprepriatedaageage fordhe reph 10
qgeording.to;the origin,qr language, of the au @s-ge aopr%ﬁ?ére@m In a
embodiment, the public interface to the checking centre includes a SMS
(ShorP Wessdge’ SERRGS) SF05SD torifictiretr SGgpigfferitary
Senﬂ@@@gﬁﬁagpgﬂapyy includes a SMS (Short Message Service) or
USBD (Unstructured Supplementary Services Data) portal €0

of & public radio communication network, for example a

15 telephone network supporting text or numeric messages
like GSM, TDMA, CDMA, PDC, or UMTS standard networks,
through which the users 80 can send queries to the
checking centre 30 in form of text messages, or SMS, from
their own cell phone 82, and receive the reply from the

20 checking centre in the same way or by another channel,
for example by a voice call. In this way the user 80 can
verify an item 43 directly at the point of sale 77.

The communication may alternatively ox
additionally be over the internet 32 by a web server at

25 the checking centre 30, by an emall server or a WAP
(Wireless Application Protocol) sexver.

Alternatively or additionally, the communication
may be to a telephone volice server, able to interpret
volce commands or DIMEF (Dual-Tone Multi-Frequency)

30 signals generated by a telephone keyboard,

Embodiments of the present invention allow a

generic unidentified user to auvthenticate a manufactured

item over a public network, such as the internet 32, a



of a public radio communication network, for example a 15 telephone
network supporting text or numeric messages like GSM, TDMA, CDMA,
PBE 2HO#MS standard networks, through which the users 8@ EABEENH3 103
queries to the checking centre 30 in f&tm of text messages, or SMS, from
their own cell phone 82, and receive the reply from the 20 checking centre

in the same way or by another channel, for example by a voice call. In

this way the user 80 can verify an item 43 directly at the point of sale 77.

The ce@m%ﬂ@@gom%ﬁlzewty%gﬁ1%dd£%q Yoh@ QYEE G IR |ser
32bya web server at 25 helc.hec r}g centre 30, g{an email server or a

WAP weléqg?siAﬁSﬁé‘éiilo#Pﬁo%és erlEr” Aldndfivel§ orabuifsaR° °
the comituiication aealbe o etetdfidke diteBErvéprablEtydnterprezach
voice tommmandsies DEME(Diadd ane Multi-Frequeneni3d siopais:fe way.

ggnerated by a ﬁe@h% %@M@demﬁ%‘?%@@ msao[ﬁhﬁf@ 'ieeséé]& user 70,

inventl@%r} allow a gﬁeneric unidentified éjser to authenticate a manufactured

item oVt a pablie efibrk™Sach 8 thé ifteTndr3s 2 Wes606/83%1147e @
PCT/HB2005/0031203-255telepHdrie netwbdaar mobike flephohaetrieve
netwotkdIhe atsel pedd-nokigentify himself, nat hagbede have-a66essdleric

any sgeret coder sensitive.nformation. However, sache tem Eg.grp,e or

i{iogntifsi % {nl gtc,r tlographically safe way. 5 In a preferred embodiment, a

Phivileged asar 70 L forExXamiple &t efibIbY&e BFFFE harUthlfiréd $idy 9

have &epfeterretiraddess t6ahe checking éemaedouat retizveuadditional

privilegethintarmation unavalakledeigeneanice users. fen exampleng it as

FNOdU8§89é6“%®EiQEEEE@QEerqueries from ordinary customers 80.
The privileged user may communicate with the

15 checking centre 30 by a public network, or an intranet

connection 33.

In a further embodiment the checking centre may
provide, to generic or privileged users, additional
information to which it has access, which are not

20 contained in the UPI code, for example expiry date,
warranty information, address of local support, or
previous trade steps, importation routes and so forth.

Additionally the checking centre may gather ang
store information on production veolumes, for example the

25  number of items produced in each producticn batch by each
production line, as well as statistical production data
per brand and per intended market. Such production voiume
information may be used for production management, or for
official purpose, and may be available to selected users.

30 Identification steps may be provided to
identifying known privileged users, for example by
passwords, cookies, voice or biometric data, or by any
suiltable identification means. The checker may include,



10 statistical information on the access to the checking centre. In this

case, a privileged user may query information on a particular SUPI
witkpulbppgsking it as cloned for successive queries from ordigatyi2005/003103
customers 80. The privileged user ma communicate with the 15

checking centre 30 by a public network, or an intranet connection 33. In a
further embodiment the checking centre may provide, to generic or
privileged users, additional information to which it has access, which are

not 20 contained in the UPI code, for example eg}it;y date, \fyarran%y . Fhe
infornfaticiT SIdtESES oF I5€al stppoft” of lﬁg\i?i%u Araa8 Steps importation

routepandisosfortht Additionallytherchecking eettemay athér aid ch
store infenatien &N productionvalumesctar example the 25 number of

items produced in each.producti e r i9n linecas welh,
as statistical proi uc"f‘ijb%ldég[% %é%%%%%%é p?r%%rﬁe%g%%gr%arket%uch ©

pFodURHBASRIUMBY TbMARLIGA &Y bE SO HroGaESHE anagemsht - "

or for veffigiat putpese-and mayire ayailable sosefedted HgskBoy centre,

;dentiﬁe@iﬁé@%mam%e @m&_e@@ identiying«nowns povilegechusers,

o SORE Y PeTmvetch, ook IS L DO Bl D

PCT/P82005/0081032 506t Have dccesstd ta TREP rightd'datdbae foF =+ t1e9

storingthe profiles of Valioas sifers, ahd-detéimmingad whith, providing a

informatign each user hasacoess.ik ywilkbe appreciatesthat-ambogimentstion

of the, 2 presentinvention dq not require & RErmAaDent cannegtion
tdentification code is stored at the checking centre, the
database required by the cheking centre 1s relatively

15 small compared to that which would be needed if the codes
were stored. _

In some situations, particularly 1f the
manufactured goods are subject to special tax
regulations, official government bodies may submit

20 reqguests to the checking centre to obtain the appropriate
production data, foxr example production volumes. In such
cases, the checking centre 30 may be maintained by a
trusted third party independent from the producer of the
manufactured items 43. The embodiments described may be

25 used to replace the system of fiscal stickers that is
used in many countries to collect taxes, for example on

tobacco products.



between the manufacturing lines and the checking centre, nor that all the

SUPIs be individually stored in a database. In fact, no identification code

is stored. The digital signature enséifes that each item can be verified 10
Ciawh a minimal transfer of confidential data, providing a high level of

reliability and safety. Moreover production volume can be exactly

accounted for. As no identification code is stored at the checking centre,
1. the Almaliaseof i byamdacharitgepatecispatingely 15 small

COMPRARAQ é%m%f%@e#ef ke needed dﬁg&nﬁﬁ%ﬁtﬁ@% §E9ﬁ%qtt!:%tmg iD

some situations, particularly if the manufactured goods are subject to
spe&%‘i’?ﬁﬂé@% RO BRI GTe A A BRRESHRL S At %’ducmg the
requeatwtecthﬁedhmkmg centre to obtain the appropriate production data,

for eqj rggﬁxgt%é/%y% ﬁ@aﬁ%@ctﬁ@&ﬁeme checking centre 30
e main

may ained by a trusted third party independent from the producer

of thBOH#IN STEBIERPRBIS PHCTHETBATS MR FESHRE SETHEE iy b piuralty

Usedai%é@@l@&ﬁj@!ﬁm&%%@ftﬁ%@ﬁ%@@ thadtis UseeHEcRIfYentre baing
countries to collect t%%(es,!f gxa 50 on t%b acco Rrodu,E ts. 21tCIa rpﬁ]
Am@trlcn%og%?J AParkir Ing m n‘ff ure eemswcomprarlsnm aﬁfro\?ﬁ i%%tgnpﬁjra Efy
of semr@txades to a checking centre for authenticating ID codes on the

manpiagiiEed e Me-RRsLiG-adraduGHensine Jerpragrcing the

manufactured items; generating an ID code for each manufactured item
digitally signing each ID code by means of a secret derived from the
2. pluralitynefise aretordites antikndwectothieish eskigoscenter, ey aheokindaser

de%%@tfﬁ @Siﬂ%rking step.

3. A method ac:cdrding to claim 1 or 2, wherein said plurality of secret codes are
precalculated random codes.

4, A method according to any preceding claim, wherein providing the plurality of
secret codes includes physical transfer of a non-voliatile data support, on which the
secret codes are recorded. '

5. A method according o any preceding claim, wherein said secret derived from
said plurality of secret codes is derived at each of a plurality of production lines.

6. A method according to any preceding claim, wherein part of said secret is
tfransmitied by a code generator {0 the checking centre viea a securs network
conneciion.

7. A method according fo any preceding claim, wherein the piurality of secret
codes is a coliection of random codes, and comprising:
generating an index relating to the manufacture of one or more items;
transmitting the index to the checking centre, the checking centre being
arranged to use the coliection of random codes and the index during authentication
of the ID codes;



arranged to use the plurality of secret codes during authentication of the
ID codes; and marking each manufactured item with said signed ID code.
2. A method according to claim 1, @mprising using a covert taggant or a

lasfe HRVice s BN 8eRerratBrethad BCoMINGdR BIAMdGR Zodes

wherein said plurality of secret codes are precalculated random codes. 4.
andArpRR B N9EXofdRg to any preceding claim, wherein providing the

pluralityetf secired eadesinaidedsr placsicabtiafmferaf Asnonaitblatifedatecde
de@%gp&rgm%@e&ém% &?ﬁf Scret ﬁ?g&f %%ﬁ‘%ﬁg@g&e? A method according
Ing claint, wh

0 any pre erein sa| secret derived from said plurality of
secret codes is derived at each of a plurality of production lines. 6. A

8, methqﬂ@%@ré&esr&ng% Brpseringslaiminuhaseis: parhohsaid SaMetds the
%C{wmltted by a code generator to the checking centre via a secure
Work connection. 7. A method according to any preceding claim,

wherein the plurality of secret codes is a collection of random codes, and

¢. COMPISinG,gensraling an éﬁ?%‘é%’ﬁ? ifathe manufacieahanes %mmmg

more items; transmitting the'index to the checking centre, the checking
a0EpAb ‘BEH@E%’F&%‘&?%Q%%‘?HB%T%E%%%‘F?%&S&Pc&é@%%%r‘“

index durlng authentication of the ID codes; 22 deriving the secret by a

oCoda GengrioL. fran ine callestion afandom godes a0 Mamhe nde i«

and |g| y signing e % manufactured item Wlt a noise

ma&a@@d d@nv@d‘fw@%%ﬁn@wo@d@m@ﬁntcmtﬂﬁﬁé%\%@éwr@wf the
madnethegdaceerding to claim 7, wherein the secret is further derived from the
ID code. 9. A method according to any preceding claim, further comprising
transmitting additional information concerning the manufactured items to
11the dherkihgteatrdidg Attethoearaidingtiaiany whecsdirggidlaingrking is
oelREN AR GBS SERSIuactured fem.

12. A method according to any preceding ciaim, wherein the ID code comprises
at least one of.

a production site identifier;
a production line identifier;
a code generator identifier;
a product identifier; and

time information.

13. A method according {o any preceding claim, further comprising encrypting the
ID code. ' '

14. A method according to any preceding ciaim, wherein said item is & cigarette
pack or a cigaretie carfon.

15. A method of controlling the voiume of manufactured items markea according
to the method of any of claims 1 1o 14, comprising:

gathering manufacturing volume information at the checking centre; and
providing the manufacturing volume information ic & user.



managed by a trusted third party, independent from the manufacturer of
the manufactured item. 11. A method according to any preceding claim,
wherein said marking is performedZén packaging of said manufactured

18.1tema, 12, An e tBeebAgrgraingdaiany Rrecasing:¢1aina, whsrsinihetP ¢odee
comprises at least one of: a production site identifier; a production line

INTQHBANRR S SPEHRRCJENR IR GPRAS AT LR JA P iEfRFHifRY, 2P time

information. 13. A method according to any preceding claim, further

'%T.Comﬂg’?v@ﬂfd?gfy R%BQﬁﬁ]eaAq*g%d%.&ﬂe@ methad, Ct%OEgg‘gnté%h%%yof any of
preceding claim, wherefh said item Is a cigareté pack or a cigarette
claastdno 15 SRMREBIBE of controlling the volume of manufactured items

markegdaseniging deibe mabesofianyelalaimsshite- 14, comprising:

gathering manufacturing volume information at the checking centre; an .

o AR TSR GTa e o Ao 15 SRS oy e R crany o
segristherkacentding to claim 15, wherein the manufacturing volume

inforrpliog-iniellaingehion IRGadss ransmiiied:ta ihe.cheqking center.

17. A method o tracking an item marked according to the method of any
of claims 1 to 14 comprising: transmitting the signed ID code to the
18checkingtenter;catdimgniicating the wigsed Deodedhygtirdacheation g centtred
' it % , : iti Jracking
o P i, P A e A
claim 17, wherein the tracking information is obtained from the ID codes

190f manviasbdraddéems taasinitediedhe eheckingeaning HRndrmetheduser
according to any of claims 15 to 17, comprising identifying the user,

20. A method according to any of claims 15 to 18, comprising a step of denying

information to users not belonging to a predefined group of privileged usars.

21 A method of authenticating an item marked according to the method of any of
ciaims 1 to 14, comprising:

- transmitting the signed 1D code o the checking canter; and

authe'nticating the signed ID code at the checking center using the plurality of
secret codes.

22, A method according to claim 21, comprising:

marking on each manufactured item part of the information contained in the
D code for that item: and

verifying the consistency of information with processed information
retransmitied by the checking center.

23 A method according 1o olaim 21, comprising retransmitting additional
information related {o the transmitted ID code by the checking center.

24, A method according to any of claims 21 to 25 comprising detecting cloned 1D
codes at the checking cenier.



20. A method according to any of claims 15 to 19, comprising a step of
denying information to users not belonging to a predefined group of
privileged users. 21. A method of a@thenticating an item marked according

25 10 the method ebany %@%@i@%&aﬁ%o@%ﬁ{mﬁqﬁrﬂgm%ﬁﬁe method

signed ID code to the checking center; and authenticating the signed ID
of 2@’ S3RE &ideidy center using the plurality of secret codes. 22. A

method according to claim 21, comprising: marking on each manufactured
item part of the inf ti [ in the C for that item; and
26 '\/erir’f;J %%%%E%n‘g‘,%@ﬁ%y %ﬁ%%%ﬁ%gt%r%gvﬂ%hcé%%ggggd information
retra SATIEREIPD jofeoReka Fetaane 3! pepietvedeikcording to claim 21,
::omagé%igg ftl‘ﬁtb@ﬂﬁmi{ﬁ@rﬁ?{f{éﬁ@gfki@f%?ﬁéﬂ@@dﬁﬁjﬁag EQdB@cH@?ﬁlﬁéitm to
code e checking center. 24. A method according to a claims
2 P55 STHTErUR AERECGHOR e A0 CIORERE (R AR MEPLBR Y. s
on2Be A‘zam“ektn@démrg:specially adapted for authenticating an item by the
method of anyQf flaims 21, 49.24.:2Rnd ySiemd Qs markingmanuiactured,,

__items comprising: a generator for genérating collections of secret codes;
ingneRdRRRIPProviding a plurality of the secret codes to a production line and

to a checkingesntienthe:chetkingeanatiesbambananrged feich manufactured
i authenticating ID codes on the manufactured items: the production line

of manufacturing the items to be marked, the production line comprising:

a code genéraiefcigmefatipgang theddcrsies adthrasgratdreediiam the
seerfigitalesignor, for signing the ID codes with a secret derived from the

secret codes; a data transmitter, for transmitting the secret to the checkin
center a daata transm%en ?or transn%gmg iﬂg secret (o the ¢ ecipmg celiter

wherein the checking centre is arranged 1o use the plurality of secret codes during
authentication of 1D codes; and

a marker for marking each manufacturad item with the signed 1D code.

27. A system according to ciaim 28, wherein said marker comprises a printer or a
laser davice.

28. A sysiem according to claim 26 or 27, wherein the production line is arranged
for the production of {obacco products.

28. A system according to claim 26, 27 or 28, wherein the generator comprises &
data recorder, for recording the coliection of secret codes on a2 non-volatiie data
support.

3C. A system according to any of claims 26 to 28, wherein the checking centre
comprises an interface for accepting text or numeric queries from a network and for
transmitting answers via the network.

31. A system according to any of claims 26 tc 30, wherein the generator for

generating collections of secrat codes is a salt generator,



wherein the checking centre is arranged to use the plurality of secret
codes during authentication of ID codes; and a marker for marking each
manufactured item with the signed % code. 27. A system according to

32.claing %931%%@%&%‘% waggfoﬁpemw%@ wi@tﬁrwﬁérelﬁﬁﬁg%\é&h%% fhe

system according to claim r 27, wherein the production line is
O SRS 07 h & G S Ot HEe0 37 ddkQ€€ 29. A system according

to claim 26, 27 or 28, wherein the generator comprises a data recorder,

f ' llecti f t - tile dat t.
0. R o G oy B Be o SRR checing

centPEP\CBRTHR S AINYIePRICE! feRdRScspB R Bkiner SRR fler quUERsdicading D
co@eB CHNOfHa R FRF aBRASHN NG AaNSIWEES \ia HhednBhWRknd 1N $YSIRMIng the

ac%ordin%t any of claims 26 to 30, wherein the generator for generating
manutactire

CONEEtions of Secret codes is a salt generator. 25 32. A system according

to ageodrelaions 2B widrngisalseqordudtion digéaicopnpiiseswdtisersorde
getRdgtect the marked signed ID code. 33. A method of authenticating a

manufactured item, comprising: providing a plurality of secret codes to a

chedKil 8 HtfeRIF alithehESIBRe IBP € des on the manufactured items,

and tmaspritichactiensimestocaiedotingdhekinanidactureditemebaenerating or
auﬁwgﬁ’iﬁjcea@é}g signing said code with a digital signature within a code

generator; marking the item with the signed code; transmitting the signed

codetBheriieiErking cigiire BIBREBUBYIESeBNBRKIRG CalitleHEiEatibY, plurality
of asthaniierting the digital signature by the checking center using the

lurality. of t.codes; retrieying the signifi  of th de at th
Chock NG VERIEE SAD GARSATING RE S AT A BEOR GO o0 the.

publicanstwitirlg the significance o a user over the public network.

34. A method according to claim 33, wherein codes generated by the code
generator are not stored,

35, A method according to claim 32 or 34, wherein the code is signed with a
secret shared by the code generator and the checking center.

386, A method according to claim 35, wherein the secret is extracted from a
collection of secret codes sharad by the code generator and the checking centre and
is modified during operation of the code generator.

37. A method according o claim 35 or 368, wherein saic secret is different for
each manufaciured item.

38. A method of authenticating manufactured items, comprising:
marking the items by the method of claim 1, and authenticating a
manufactured item on request by validating the secret at the checking center.

38, A system for authenficating manufactured items, comprising:



34. A method according to claim 33, wherein codes generated by the code
generator are not stored. 35. A method according to claim 33 or 34,
wherein the code is signed with a st&ret shared by the code generator

and the.gheeking cm&&rngmmg%acwﬂm&&aﬁg 32, whgreindhane

secret is extracted f a collection of secret codes shared by the code

SUBERALGP APEFITE CHEER G LBRI End: 18 FOEMecaliing Boar BT RR °

macofiecyeas iatoros redeaetiyod izionglithg teecltaim 35 or 36, wherein said
secret is different for each manufactured item. 38. A method of
authenticating manufactured items, comprising: marking the items by the
method of claim 1, and authenticating a manufactured item on request by
validating the secret at the checking center. 39. A system for
authenticating manufactured items, comprising: 26 a system for marking
manufactured items according to claim 26, the authentication system
further comprising a checking centre for authenticating a manufactured
item on request by validating the secret.



