wo 20097145733 A1 I 0KV OO RO OO

To establish a communi cation key between devices in
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(57) Abstract: To establish a communication key between devices in WSN, comprising first device configured for sending a re-
quest message that identifies at least a third device with which communication key is intended, first random number and first au-
thentication code generated using first secret key; the second device configured for authenticating the first authentication code and
for generating the communication key based on first secret key, the first random number and second random number using hash
function, for sending to third device an approval message in encrypted form based on second secret key shared between the sec-
ond and third device, the communication key and the first and second random numbers; the third device configured for decrypting
this message based on the second secret key and for sending to the first device a notice message comprising the first and second
random numbers; and the first device configured for recalculating using said hash function.



