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SYSTEM AND METHOD FOR MANAGING COMMUNICATION FOR
COMPONENT APPLICATIONS [00011 The present invention relates
generally to a communication system for providing communication to a
plurality of devices and specifically to a system and method for managing
5 communication with component applications on such devices.
SY SBARKGROMNDHOD THIR INMENTHINGI00021MDbe o MO NrBlifRraivONENT
wireless networks, there are i increasing number of wireless
devices in use today. These %%%@%ﬁgg%obile telephones, personal
[6001] digitaprassistanca{BDAdrwithgeiveldss communioatioitaapabilisies) for providing
two-way pagers and the like. , 10 Concugrently with the increase qf .
comm OO B e L5 ST S B HCAUS Fu ARG o ol s nesing
commufose dncradseshiperetitipplicor exavaplecihivireless device may include
an application that retrieves a weather report for a list of desired cities or

B ACK@@@?N%W@I I@E’ﬁ er to shop for groceries. These software

applications take advantage of the ability to transmit data of the wireless
[0002] Antevbrklia prdéferstprovitietinkely aefovodeiullseevices ronigevs!ipfieeréasig number

of wireefgs%it!i)en %oeél RLC%S%O{HH% nloﬁﬂ%% %W&%efﬂ&ﬂget%ﬁll%ﬂ?aé @n%'ﬁ%é@ﬂ& al digital
types of evices, restricted resources of some devices, and complexity of
assistageli (B Jargthamioelass shdutunictiondevipsliteselvpinesofivgare and the like.

Concur g&lgﬁ#ﬁﬂjﬂg%ﬁ@%@ gff%ggﬁa%g‘g WHQ‘«:%@Q?M&Q Egﬁbva}g %Bgﬁcations running on

urr evices are CQI’] |gu‘re to communicate Wlth Web FYICES )
such dtivicesyhdmteimaedseddbicBrovibirs dive/oraative, dbplivittns. Broepseray include an

appﬁcagi%}ﬁﬁf'g&@@ye%%égfgg@g%a&qaﬂa&'ﬁgﬁo eapeecfaaﬁe%maea%@a&mmat allows

asis for a variety of ditfere evices, but have a disadvantag N -
a user jeshmstingepages(sdiesn sfliniiorsyini 4TINS tlonadiienweboSdrvigellity to transmit

data o?‘@@%ﬁ’&gg $H&RE Eﬁl%gedégetoofp%@\;ﬁigot%%%?%ﬁ 'iﬁk%fﬁ?r&%%eé tféfj "1598[5, often in

disadvantage ot Browsers Is that'the screens are rendered_ at runtime, _
additiowhichveian bemesoutstdnterdives ipplivations fetwowsérdibirseetffivipast of devices,

restrict%%%% sf(%rggss '&ngﬂglsg l@é@é@,'ﬁﬁ& Q%ﬂggg%ﬁgg@%%ﬂ?&@gg%? iQI%lyﬂntS oﬁ éiata to the

erent runtime 25 environments, re : : , execute t
devicesalvechpptigatiGmariowelientisincre tifiorentifiicalé s dievieaorapaing task.
different capabilities and. form factors, the application may not be

(0003 EGUIRE, AedisRlayeda5rHRs e ds FYIRLRERWSRIRaREr 8BRIE&I M ough Internet

often require significant transfer bandwidth to operate efficiently, which
based BrayBreastiporeinamnbivaliable RBreumme Wirstelbs wbipriage of being adaptable to

operate on a cross-platform basis for a variety of different devices, but have a disadvantage of
requesting pages (screen definitions in HTML) from the Web Service, which hinders the
persistence of data contained in the screens. A further disadvantage of Browsers is that the
screens are rendered at runtime, which can be resource intensive. Applications for browsers are
efficient tools for designing platform independent applications. Accordingly, different runtime
environments, regardless of the platform, execute the same application. However, since different
wireless devices have different capabilities and form factors, the application may not be executed
or displayed as desired. Further, browser based application often require significant transfer

bandwidth to operate efficiently, which may be costly or even unavailable for some wireless

devices.



I [00041 On the other hand, native applications are developed for a

specific wireless device platform, thereby providing a relatively optimized
[0004h8pichtionterogradn fefiveraptilivetienvisontherd opedifig enspieatfplatfoetass device

wegve % tform dependent application introduces several .

Pl B S W emafe @ romime
envirapplicationiagdnbdin plelative M dergecin sidet finerelepdading ameinstipn introduces
severz[?&%%gg&g,fi Fudih l?1%'19%(&0&\1&%”@351&?@%'\Feartlf?)?lsdgfv t?g;ﬁ(:) SR ggye)gcation and

experience with programming languages's as Java and C++to
being coodatinesdy slacgenitiverap tlicatipnsxigp06an8ystarsswnes noéthimdsvireless device.
FurthISEIRSRA D S BIANES R SPIUAISEUQD SYSIEM [0 ARG s <

com untlaca‘t??ron w‘%{ﬁqn{ponen -based apﬁl%gtior%s on lgaév%cgé @tdg%%io’/ll}g%leas fava
and Coritigararacisaeh dmeapblivetafosementioned disadvantages.

SUMMARY OF THE INVENTION [00061 In accordance with an aspect of
‘ the present invention there is provided an application gateway server for .
[0005inayréemicpes imsihpfsedior etusrinnrappifc akomexsreaii iy sieunfimaanaging

comnRRYERRSHHP Rt S YIGE BRd AL ASLAR RACKEND STV BRI 3P %ﬁ%‘?@ at least

gateway server comprising: a message listener for receiving messages

some FHFCRE eSSy ANEERSr subsystem comprising a plurality of
connectors, each of the plurality of connectors for communicating with
one or more associated backend servers; a messaging subsystem

SUM%%%QTQW‘&@QWH for processing messages received from the

[0006MBSsagRdisienehRRd EpRSNItiRG fRABKIQAR ARSOAIRIE49NE\9hdRe application
plurality of connectors; the application gateway server characterized in

SAtCHL PR EE SBRK B STETRHER 8 PP AR SR MEpPig untime
envird@fdgiantfyindwhiead theipiurality oLeRBNEGIUS S tRbepsediler @Ateway server

message in accordance with an origin of the message. [00071 In

[ )
COMPLES A TRESIAE ANt REPEEE DT cupTEeest iHRpBhtBh MBHS I Provitiegnnector

subsyaienethadpfainpanagingieeromupicationat akaRpligalioN.eA8WaY s68MBEtors for
between an application executing in a runtime environment on a device

COmMUTHCAIRS U0 RB D AEKBINIS SRR I3RS BtHsad cEThiSSing THESSIgHopubsystem

comptitelvingrnessgadesifcefvihaapplication ahpdessageallistenakc MRPRIGY listener
the message to a destination backend server delivering the message to a

and RURIOR P BArC T n oGl oo BALRaA SRV RS e sppication

gatevaelivasing thehmassagedtoithethackand message subsystem  further comprise a
communication mapping for identifving which of the plurality of connectors is to be used for

a message in accordance with an origin of the message.

{0607] In accordance with another aspect of the present invention there is provided a method
for managing communication at an application gateway server between an application
executing in a runtime environment on a device and a at least one backend server, the method
comprising the steps of: receiving messages from the application at a message listener;
mapping the message to a destination backend server delivering the message to a connector in
accordance with the destination backend server; and delivering the message to the backend
server; the method characterized in that the message mapping is performed in accordance

with a predefined communication mapping and an origin of the message.
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o008 45 detajled Dok diagiam of the aoplisal

server; the method characterized in that the message mapping is
performed in accordance with a predefined communication mapping and
an origin of the message. 2 BRIEF DESCRIPTION OF THE DRAWINGS
[00081 An embodiment of the invention will now be described by way of
example only with reference to the following drawings in which: Figure 1

BRIEF iPBRCRIGERNOGT BHIE MRAMABIIESting wireless component applications;

' ateway shown in .
ML RARE B ATy only wit

lagram or a message IS

referendagunbaiiidlavilge Kidiagranmof-bidifiecycle subsystem; Figure 5 is block

diagram of an administrative subsystem; Figure 6 is a block diagram of a

%%ﬁ?@giﬁ%ﬁ&&%ﬁ% bR HAWS {5 RiRe: Jadfam &L@H&é}ﬁ@ﬁm@%m;

system; Figure 8 is a block diagram of a connector subsystem;

Figure D isalpledrdditapladisgr arset dryepibeyistargateighrdaorisaligoek;

HRgreT Q300019 %Séfﬁ%ssﬁ%‘fﬁtéﬁﬁ%? qekdiagram of a

configuration subsysitem; 15 Figure™2 is a bl diagram of a utilities

Supsystafn Hagtrélaganabidiledialyanvostetiscovery server; Figure 14
I8 RLOC K YRIIAT, OF A PIP YIS NG SEUEE %g#g&eqé is a flow diagram

illustrating runtime Initialization; Figure 16 is w diagram illustrating
diseoéris in teshohsar i lisangsgaest; sPOFigerns 17 is a flow diagram
iisirating SiScoNeRt L IESRANSE LA RUA LB AR AdMinistrator; Figure
187is a flow diagram illustrating discovery in response to a push from a

Junyted rovitnsk Siegraad it i@ragaysitstrating provisioning of a

%gﬁ@@@%&%@&i&ﬁi@?ﬁ%ﬂ%%g 5 @dlaydiagram illustrating

acknowledgment of component application installation;

Figure 10 is a block diagram of a logging subsystem;:

Figure 11 is a block diagram of a configuration subsystem;

Figure 12 is a block diagram of a utilities subsystem;

Figure 13 is a block diagram of a discovery server;

Figure 14 is a block diagram of a provisioning server;

Figure 15 is a flow diagram illustrating runtime initialization,;

Figure 16 is a flow diagram illustrating discovery in response to a user request;

Figure 17 is a flow diagram illustrating discovery in response to a push from an
administrator;

Figure 18 is a flow diagram illustrating discovery in response to a push from a service
provider;

Figure 19 is a flow diagram illustrating provisioning of a component application;

Figure 20 is a flow diagram illustrating acknowledgment of component application
installation;

Figure 21 is a flow diagram illustrating processing a message from a component
application;

Figure 22 is a flow diagram illustrating notification subscription;

Figure 23 is a flow diagram illustrating delivery of a notification;
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Figure 21 is a flow diagram illustrating processing a message from a

component application; Figure 22 is a flow diagram illustrating notification
subscription; 30 Figure 23 is a flow diagram illustrating delivery of a

notification; 3 Figure 24 is a flow diagram illustrating delivery of a

component application upgrade noatification; Figure 25 is a flow diagram
ifustrating idelivissy ofiagiantintieenvingn hintopgiade ongifieaticppication upgrade
Figure 26 is a flow diagram illustrating scheduled task delivery; and

Figure B‘?t@%?%?&k diagram illustrating a component application.

BEhAILEDID SO RId QO dstiit iR R BEERRREN EMBOQRIMENT (O8] upgrade
For convenience, like numerals in the description refer to like structures in

the draﬁ/?ﬁllélléz.atﬁ?é‘ferring to Figure 1, a communication infrastructure is

iMustrat®el ig arfbral i hyraniierat0Q. sdiedile Casiniahicatiomihfrastructure

0 comprises, a plyrality of wireless devices 102, a communication
3R 164 B BiREton BNl £ BETRRAT o S backend
services 108. 100101 The wireless devices 102 are typically personal
DETAUigita PSSR Rts (PDAE) T Bl RitistE RtadRBEVHAENP By IREEearch in Motion

[06609] If{)re %((?Imgxll?e&%t ﬂﬁﬁ!&%?s %ht%% %\ﬂ:‘@%&%‘i’e&’ﬁ&ﬁ%&%‘ﬁ’&ﬁl@? $n tfll_e drawings.

evices 102 incfudes a runtime environment capable of hosting a plurality

Referriggdonipgrrent . apmmwﬁgaﬁmirm’aa@mméﬁﬁﬁwmﬁcg@ftr@}h'phﬁewmerai 100.
The c81%%18£{&?{&1d%%r£&m{?89§%09E%%‘? Egnac m%né?’ Wﬁ%’i@gs devices 102, a

message components, which are written in a structured definition
commiaigtiayenaswsiikas Exteh sippdcergRugriearmyui e (0ad (e Posdityted backend services
108, component applications can further 20 comprise workflow components

which contain a series of instructions such as written in a subset of

ECMAScript, and can be embedded in the XML code in some
[0010}ihpterispiemfonsy iesrerkforare diviisaths BpfRuRtictigite assistants (PDAs), such as a

B;ack&@fgmfsgﬁ@@%@& 1R CRMENORAPRGAIONHGRMRE WERAR SkaMulies. Each of the
devices ¥ providing corresponding presentation components without

wirelepsatitF e HeHE tHESGHRBRUBSRBBIERIBCTE GARRR 9 Ao piRacHRIgRHHE of component
applick§spensibility of typical applications are transferred

[0011] Component applications comprise one or more data components, presentation
components, and/or message components, which are written in a structured definition language
such as Ixtensible Markup Language (XML) code. The component applications can further
comprise workflow components which contain a series of instructions such as written in a subset
of ECMAScript, and can be embedded in the XML code in some implementations. Therefore,
since the applications are compartimentalized, a common application can be written for multiple
devices by providing corresponding presentation components without having to rewrite the other
components. Further, large portions of the responsibility of typical applications are transferred
to the runtime environment for component application. The details of the component

applications are described at the end of this description.

[0012] The wireless devices 102 are in communication with the application gateway 106 via the
communication network 104. Accordingly, the communication network 104 may include several

components such as a wireless network 110, a relay 112, a corporate server 114 and/or a mobile

4
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25 to the runtime environment for component application. The details of
‘the component applications are described at the end of this description.
100121 The wireless devices 102 are in communication with the
application gateway 106 via the communication network 104.
Accordingly, the communication network 104 may include several
data ses@MpDhéntssSucinadAalteekass tetwarkslddddeviedayi (1 2na tRrpppiit@ition gateway
106 server 114 and/or a mobile 4 data server 116 for relaying data between
* the wireless devices 102 and the application gateway 106. [0013] The
application gateway 106 comprises a gateway server 118, a provisioning
{0013} ?@wepmmtiancgatdimoi/%ycsmpémﬁz&géﬁhwgateway EEfyenptd8satsngsserver 120
twi Qnment o WII’ le
& s Dok S et ) et g SRRt BIERSy petvcen the
runtimecommunmattomwhh bmtti@bﬁeq@mvwdrﬁlhgim@nmr UG eandstireedisto®eryhe gateway
0l comm cati
server MO e R A PR R S B Wby sorve
122. THatshaseysemices 1IL08H bl cagsrmmawantarpwﬁe sphvichty m&z@ hagkand servers
108, sugﬁlég%%gmgf %ﬁ)ﬁ%m%lﬁ g ge% alonay ﬁﬁ{ver 110“5&59 8 h%?Ct d V\ﬁtsré g@xewces 108¢,
senvices 1 atabase services 108b via imple %B
via a syllebbsiiRroloecINB@AR argtidavy Batahddd Is:ommwtyv(ﬂﬁB@)feb services 108a
and daﬁ%’s%cgf%’ P IRMRgSHERAcksnd SeREsd th§§ ‘fggSl %@Wﬁg Database
e apparent to a person o ordlnary skill in't
Connedgiivéie s 0RVice steetisahitidMthpr svisionédaviians service Bfokndstiablishimesponding
ctivity information for the
links ngr%[?(l)é%}[)é&[ sgé?\?é)rks E%ﬁ%?@ﬂpfyﬁ 81]?85 gt% server 116. These
parameters may include a Uniform Resource Locator (URL) for the
[0014] ﬁ@ﬁhcﬁiﬁ@k@ea@éwa? Ke&hvsimtiglyspinsiienied avithyptrstike ponliteptiiishing various
pmtoca&eamrgéaﬁfgsd%ﬁs‘d&%&ﬂ%mwkw@mﬁa@ﬁﬂ m@*&&%gﬁts% 114 and/or the

encryption Key, they may be pushéd to the wireless device 102 via the

mobiledaigire tistaldérvdh s PIRBHEB TR el A2 YaklerarResowisstLasian g RL) for

the ap;ﬂﬂﬁ'ﬂﬁﬁ’{“% SRleV@n 408 Mathe LiRls Gfdheap dEﬂSﬂt'Qé}gaAqyg%%V?f the wireless
118. _ 00015] Referring to Figure 2, a more detailed view of the

device 493 iR i HEkN RyorEBaBes Bt ek Rippndansiygiaaksy smemey de pushed to
the witlEWARS IV 01aNRBOLRBIYICE: R RAFE S8W/ICERIBYST FO% A BPPUGAURR connect

gateway services layer 204 and an application services layer 206. The
with thﬁ@;ﬁﬁé‘&ﬂ@ﬁﬂ gatewy K¥rver thed ikt ﬂhﬁ@@@éga&ﬁraawﬁmwa%ﬁrs@r%e
208.

[0015] Referring to Figure 2, a more detailed view of the application gateway 106 is shown. The
application gateway server 118 includes three layers of service; a base services layer 202, an
application gateway services layer 204 and an application services layer 206. The application

gateway server 118 further includes an administration service 208.

[0016] A provisioning service 210 and a discovery service 212 are provided by the provisioning

server 120 and discovery server 120, respectively.

[0017] At the lowest level, the base services layer 202 offers basic, domain independent system
services to other components in higher levels, Thus, for example, all subsystems in the

application gateway services layer 204 and the application services layver 206 can utilize and
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[0016] A provisioning service 210 and a discovery service 212 are

provided by the provisioning 25 server 120 and discovery server 120,

respectively. [0017] At the lowest level, the base services layer 202 offers

basic, domain independent system services to other components in

higher levels. Thus, for example, all subsystems in the application
collabgatewdty servides tayas 20thanddhecapiphksdiiper S6R/ichs tayere20i carbodiment, the
base Sg%l\léz?%a%d 615 Eagabr?crﬁfgewgh m‘?isgsb S%%%@t%ﬁ? tﬁ\ﬁ)b%se serV{Cesul(?g%es{éem 212, a

présent em o%limenf,f € Dbase services I’ayers%lfll?qcfu

- configuttaliitessshdysyateni £ kiyda Jegpuity siihgystari 1612, a configuration

subsystem 21_4, and a logging sgbsystc_em 216.[0018] The app_lica_tion
{0018]3%@%% %c%'%ﬁega@éﬁef 9&&%@5'@%%}‘"'58&? &QHE‘QO%'%!&BPA&?}B%& application

i
“domain‘specific services. These setvices provide efficient message, )
domainrspesfidierrationeand Hesivesyv ikshatkadd elfemsmoBassdiprefiaaativelerd delivery

to baclg&}fic &Q%ﬁgg?;%ﬁ%@ﬂk%&@&oﬁeWQQ?@ %ﬂn&gﬁ&lﬁ@ﬁtlgpm%aéion lifecycle

present em t, the application gateway services layer 204 includes
managgmifeicybidlsuproyens enzolmetinhectoprEediiyR et 222 sarmeashyifig?04 includes a

lifecycwbs%\ﬁ% ngzﬁb(fng %OHMIQM Qtéx'ﬂb§&§te@ %?e@s Qs”u%lsﬂ?@m 224, and a

application services layer 206 sits at the top of the architecture and
ransfopreaigasehesianl 2gbgram interfaces and user interfaces using
subsystems provided by the lower layers. For example, various

[001912PRYGAIAPSISHER RR-as3ap¥icCRoBravidariteeyrls arplicatienatka@iiges external
application and a message listening application provide external program

PrograjdpfSHEsesinad thisy BUThRAGAICatEsy SHRSHNSRRNPSPPEd B ‘exterrayers.  For
examphY/SIEMSusS UPHALM A adRtiniaratieavie.apRlicationiieiespplicion, a packaging
interface by providing a user with ability to access and potentially modify

applicafipil @ifon §teae8, AN APBLpAam BT FOBYBT Rh @ QEATRISHEEBRES since they

commEBIVAES OB B KesPRRSiBIRitatiadm il StatiMe: P YSIaBmRIeSSRERSly, an administration
administration of the wireless devices 102, runtime administration of the

applicail RIABNGaAetvay 1HGHE5 BB QBB CaRPHisHa g WYeln BfsgoRtESotentially
modiffagikmipistatianolAs adloPMiriamentations of the provisioning and

discovery services. [0021] The components of the application gateways

6 are described in detail ollows. Messaging Listening Application
00203 AR HESEADing Hesr fphESON Broviobs S HIBVARE 6y o messages,
adminieesidnpMissagekiodevices 102, runtime administration of the application gateway
subsystems, support and display system diagnostics, and administration of default

implementations of the provisioning and discovery services.

[0021] The components of the application gateways 106 are described in detail as follows.

Messaging Listening Application
[0022] The messaging listening application provides an interface for receiving messages from
the wireless devices 102 as well as external sources and forwarding them to the messaging

subsystem. Further, the message listening application typically authenticates that the source of

the message is valid.

[0023] Referring to Figure 3, the message listening application is shown in greater detail. The

message listening application includes three listeners; a notification listener 302, a compact

6
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the wireless devices 102 as well as external sources and forwarding them

to the messaging 25 subsystem. Further, the message listening

application typically authenticates that the source of the message is valid.

[0023] Referring to Figure 3, the message listening application is shown in

greater detail. The message listening application includes three listeners;
messaga ntificalivh listemen@i2, detosapact @lmesdadpetistenest@84,30d dhe notification

. i i i 306..The notification )
hstenermﬂﬁlI%‘e%%gege%ﬁgf%%%?%lf qgsrggngehsﬁleerégar.gr%s from evfen{ sources 108c via a
listener receives notification and responsemessages from event

notificasiouroes E08843a a notification interface 303. [00241 For example, the
notification interface 303 may be implemented using Web Service (WS) 5

[0024] ESP&QQPMV%%Y&%%QH%&?@@E %@eﬁgﬂy %W%%%%}%W?Scwice (WS)

_occur in other services, such as the event'sources, and applications. A )
Eventingeclghisavisereyfiste nvigrirereseiceprssuassivisa grepis\wesur in other services,

such asTHOSCHRIWS RIPSGHRIRR defines a pIRIoeC PG WEPIRRINGSs provided in

referred to as a subscriber, to register interest with another Web service,

the art pyrdfreguiesesrsntevdnt solirceirton slséivin g mreteaderamsulVebestyice, referred to
as a subSieited {9 A3 :BRlficateRs DR theaXeRtSQUGE NaLifies %Qeds:l?g% event source for

_ subscriber of an event, it is referred to as WS Eventing. [00251 The _
recelvigg MpHeER d5eHE Bvrstenefauadriran el ifradionse Wit the grgiReurce notifies the

subscrif&ViFeR L0nViA A COMRACLMEFREeS infgrtace 305. The mobile data

service acknowledgment listener 306 receives and acknowledges
notifications from the mobile data service 116 via a mobile data service

(00251 b RRSaPaR SRR O K SRSIXTS 8552805 g Sop Robilk devices 102 viaa

compa@ditRisielive messege THomobhcldaadeinisralon SRNieRAPBWAR 306 receives
listener administrative interface 309. [00261 In the present embodiment

and aclfiovilsdess RdHeRlRNBGEOmoBe Y Dilfadad s Etnkiurdd aidipgile data service

interfaddYRENtdchrangietrseteael iy perteshd rasies Praipeol BYBT PREEmessages from
Socket Layer (HTTP/HTTPS). However, it will be appreciated by a person

the adrugifbesioerdit e ks listateeeininie e deiéted %S a design

choice and other protocols may be used when desired. -9 Accordingly,
[0026] dxtdragrsystemsbtrdimseont tdTSER TiiidSareg B, WMICANT, reebBENy configured

wins PORCRREL AT TIRLSShL s o e VSNl e
(HTTRdRSREmatitmsanalyde wilpybagabiidBdnendsr dnfersoaticdilintb imeksage that these
protoc&gjﬁa%t/gi%!a%% s%?erc?exc? gﬁspelledetggan -gfceh gna %51%2;05{8%@% S Tn% -deeggie when desired.
Accordingly, external systems transmit a HTTP/HTTPS request, which is received by the
appropriate listener. The listener takes the message, makes minimal transformations, and
forwards it to the messaging subsystem 224. The transformations include copying HTTP header
information into message object fields. For example, the HTTP header information may identify

the mobile data service 116 and wireless device 102 from which the message originated.

[00627] As previously described, the messagé listening application authenticates that the source
of the message, be it the mobile data service 1 16., the wireless device 102 or event source 108 is
valid. Further, if reliable messaginé required, service availability is ensured and the listeners
deal with availability attack solutions. In order to facilitate this, the messaging subsystem

defines a threshold for a maximum number of messages and connections for a given time period

7
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the mobile data service 116 and wireless device 102 from which the
message originated. 25 [0027] As previously described, the message
listening application authenticates that the source of the message, be it
the mobile data service 116, the wireless device 102 or event source 108
is valid. Further, if reliable messaging required, service availability is
from a@NBeERehdndrihe liokrerspeleal witlmwsibabiity atlaek dollsdonThin i@t taator can

.. facilitate this, th i b defi threshold for. .. .
T b T T T ——

servicefDOIR any backend server 108, component application or wireless device.
The administrator can modify this threshold as desired, as well as allow

[0028] Eﬁ%ﬁgr?igi%gexﬁ?e%ge? %Sin{grégft%%mair?ds}%pa&n &ggyi%ij&%gﬁble}ﬂgﬁzﬁgﬁners detect and
urther; since message interception and réplay attack Is possible, the
prohibiistbiserstatdtactingndnéchaolsivi thist adaokiisirmglayedhamaisagsthatlibeastifpechanisms

typicalheo%llacyg e S d6e -];rllgrelég rﬂ@%@%ﬁésﬁ‘%ﬁ&é‘dﬂb’é%@%ﬁﬁa?%%r?és%th time. A

nce. A nonce’is defined as parameter that varie time. A nonce _
nonce cain ipesatiineestamprortothepspektinhriarkeicided deditgtionipmvpneveptnauthorized

the unauthaqrized -repl e i f :
relay ] S L RRe, PACHAR e o et 10
determigorigieticooa replaynorsrepeosuctigimel, the erigirlay 10 repsedgdiorhefuge original

of e fof preventing inter. ' i ol :
e B e e v i e
and needilive de[OORGPE ithde ok wsrteoha ogipksnaehtan sagueititd, can also

be used to prevent replay of application messages in addition to, or in lieu

100290 utRgHneiMmesiamBdeehRigesOReR AR, SHERIBCHRNINESI8 Brevent replay of
known in the art and need not be described in detail, as standard 15

applicagigilemrstratons addilionzee orilsejele Bubsy Siam forsBIRAsehmfto Once again,
such (EIGHEG s (NRITREYGIE SHDBYSIEM 24P iReshown Ingreaieiiataih Hagil, as standard

' lifecycle subsystem includes a lifecycle service 402 and a device depot

implerpenfatows p1cTHibiTREcycle service 402 processes device initiated
messages that relate to the wireless 20 device 104, the runtime

LifecyRiVgapgpenritifecycle and the component application lifecycle. Such
messages, for example, may relate to Wirelesg% evicg?g‘é;istration or

10030k BeaRgbrowigliss *alicB RS WIS Begit BBl greater detail.  The
lifecy SlepRnNashapplicaitoninstalationitpgradadi device depot 404,

[0031] The lifecycle service 402 processes device initiated messages that relate to the wireless
device 104, the runtime environment lifecycle and the component application lifecycle. Such
messages, for example, may relate to a wireless device registration or suspension, wireless
device swap, wireless device availability, a component application installation, upgrade, or
deletion, and runtime environment upgrades. These messages are communicated to and from the

connector subsystem 222 via a device system message processing interface 403.

[0032] The lifecycle service 402 further provides the ability to query for wireless devices and
component application using various filters. In order to facilitate this feature, the lifecycle
service 402 communicates with the messaging subsystem 224 and the administration subsystem

208 via a device information query/update interface 405. In the present embodiment, the device
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deletion, and runtime environment upgrades. These messages are

communicated to and from the connector subsystem 222 via a device

system message processing interface 403. 25 100321 The lifecycle

service 402 further provides the ability to query for wireless devices and

component application using various filters. In order to facilitate this
informddatutmethtutiteoy dhecrfarvides4B32 mpiememniedtesnyith shteofnasaagipcation program

. su 224 and the administration subsystem 208 via a device .
e S A At0 IMEMAE VI R FVeend SARAASBE hielude those
for mardgnigethd inforasatieniciesptipdatendiditacadiOmistimplepadiied using a

set of Java application program interfaces (APIs) for querying and

[0033] %%aﬂ?&éd@é{i%ﬁﬂ &%%E?@-JXEA@@Li%“%@?g%‘%é%%&‘ﬁ‘@ 088 cfOvireless device 104

managing the wiréless device's security a t administration policy.

registe{@O3IBIIT eclifopyicksisubeyswen 290 rimibgels daedapty prdfileforeaeturity profile
include '5%% 9%&&%%%91‘& éﬁfﬂi?t&%@g WC@_G ?FB' 'E%F"?Q %@%@ys%d%%unicaﬁon

evice dep 4. Each security profile includesa secure symmetric key
betweefotheathdessideviThisHanbappdigaopreatseaohhunication between the
wireless device 104 and application gateway 106. [0034] The client

[0034] ACHRIRiRFRtamRRleHINEMORS, reltevng wiRlass daMeaSiRtUge SeAGNRGrching for
for component applications with certain programmable criteria, and

compoy e SRTBFAOIE S ieRTEER RRP LIG5RERHRIS FTABIEA c AR Rearsdy B Appissivith certain

prografAYIE desiraple 1o delgryine Which $araPeaenbarRicatitrsiate Wskelledmponent
on all the wireless devices or which wireless devices a have specific

applicagigmm e siplsrcamioh ifstatisaleiiodeivs: Aintiehaifsigraglevices a have specific
compoRERiisiiatigthiniasiace 407 is provided for facilitating the management of
the lifecycle subsystem 402 and the device depot 404 by the

ministration 15 sulsystem 208. For example, the administratio I
1003513 o TR SE TSR BT e TS, ULre DB a o ilicting the
managapplicatiomerihe yestives pavironoeahd 0036l Adcordipalys thebifedycldministration

service 402 manages the status of each of a plurality.of . assigned wjreless
subsy 0 S0 162 THETUE g e EHRFE e PSRN AR AR TR IR v HADI S of a new
versiol@ppHcatinpsn sioipplihgiginritfomaiion suehagihie. runtime environment,

component application status, and the wireless device security settings

{00361%%?&?7539 1 ”t}qee g{ﬁ-&@%’ edsee:"r\?%f;c{'l%fe@e‘%ﬁg’ senas may ineluge, for, plurality of
example, thént administration policy and the“wireless device's encryptio

assignkéywifOisy lftiecaglicatichndjatevhayrsetiree th8inismaiiosvsi fortiyeume epplications
storedt hlclége na.lrtYn%%%ggn such as the runtime environment, component application status, and
the wireless device security settings are stored in the lifecycle depot. The security settings may

include, for example, client administration policy and the wireless device’s encryption key.

[0037] The application gateway server 118 also allows for the use of third party lifecycle
components, also referred to as lifecycle service providers, which are typically external to the
application gateway 106. In order to facilitate lifecycle service providers, lifecycle service
provider listeners are provided at the application services layer. The lifecycle service provider
listeners are responsible for receiving notification on all lifecycle system messages from the

lifecycle service providers and transmitting them to the administration subsystem 208 for
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components, also referred to as lifecycle service providers, which are

typically external to the application gateway 106. In order to facilitate

lifecycle service providers, lifecycle service 25 provider listeners are

provided at the application services layer. The lifecycle service provider

listeners are responsible for receiving notification on all lifecycle system
processhgssapashgnihthei fifgciclesaeviqepraldde tamanddsanamitihgitharation service to

the adminjstration subsystem 2 or 9 processing. Further, the lifecycle
confiehe R BRSBTS ATGTSERD configure the

application gateway server 188 or send system messages. Administration
Admiristrsyioe fulp§36jnd he administration subsystem 208 administers system

10038 1S 29E Y éugﬁe ?agll}ﬁ%ﬁt’&le% aﬂﬁicgg&ﬁ‘n%?%?e‘s"’p S%QBSVI%E%E%%%E,VSSS‘%m devices,

diagnostics, an mentations of t ovisioning a
applicalisooveity ey visssyRefesriny toiigliresodiesorendetddfedlViempdittientations of the

pFOViSaglgmli%i:%.ggti(%gC%%g Sst&q}c%(g8 I%%@SOMQ%B%’Géﬁgg}glgtr%ﬂ%?@l&%}@t@@ view of the

es an adminisiration service ministration console -
adminB04tand aihvysismatol appiications 506. Fheiadiritistraudsyasplicatidnigcludes an

. 506 include a J Manageme tension ( |catl .05 &
o A L ARl B s s
The adwinisistiatorpiticatiorsdhinisteatde coheclMiaRgomerdninisttingivied) application

icatio t administrator interface 503 couples the
508 angéodzP U.\?e% SC @&%ﬁ’ﬁ}l’%&eﬂg&} ﬁﬂ)

ministration s with the messaging subsystem 224 for
delivering administrative system messages. The administration

{0039 Apheettisns Modasie ESUpIERlE THARPREPHENGE Wil thagmmistrator console 502 for

adminfRISIALveRRRIGAHORSMRN ARPrONLRIe IRiGHass.FAhRXBIWPISe N ouples the
JMX application 508 is coupled via a JMX interface 509 and the web

admindg it asplitcations 1ot Bsupeesomang webskdepicd HitdPads sretinpoyppinistrative
systend PR Q4RUNISHAIONSRIMIGE A0 RIRGERIRS 08MROARINI aPRIigRIPR & tive third party

_runtime” environment lifecycle events initiated bé the administrator or the
adminfstialive 4aNGeE Proviaevs apprawdig Hnkatsey ERY sanimst HifofMX application 508

is couf&ITaRea FNAINPIRSRESUY QUENIR INAYARIDRIAINGBERMBODG N oupled via a web
application using push provisioning, refreshing the encryption key,

SerViCGé@ﬁiéﬁﬁ‘éjsthb component application or runtime components, removing
component applications, quarantining component applications and
[0040]ETREViRGIERIIRANENT 3pRlicaticns frorpaussantiommPingpplication and runtime

environment lifecycle events initiated by the administrator or the lifecycle service providers
through the lifecycle administration interface. Examples of such events include installing a
component application using push provisioning, refreshing the encryption key, upgrading the
component application or runtime components, removing component applications, quarantining
component applications and removing component applications from quarantine, applying
component application cleanup script, querying the runtime environment for a status update, and

updating the client administration policy.

[0041] The administration service 502 is also responsible for administration of the wireless
devices 104. Accordingly, the administration service 502 is capable of responding to wireless
device registration system messages and maintaining wireless device settings such as the security

key, mobile data service URL, runtime version and status. The administration service 502
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component application cleanup script, querying the runtime environment

for a status update, and 25 updating the client administration policy.

[0041] The administration service 502 is also responsible for

administration of the wireless devices 104. Accordingly, the

administration service 502 is capable of responding to wireless device
further regisiratide systam méssafjesen thnaamainicg witklessddEuisk Settirmngsracteristics,
such as S 33408 ST ke moble data service Uil JUNME YIS AN ong que

S  THE Saministration service To'ttirdher supports the'a if y%sli%lil query
for compeuine spplactomaocepitthipredafined filter characteristics, such as query

a device for its component application and runtime environment settings

[0042] #d &ﬁﬁfﬂis@&%@%@@%@@%ﬁ@}@%% %ﬂ@%ﬁiﬁiﬂ%‘@%-d@&%‘é@%ﬁy to access

~ administration service 502 also provides the administrator with the ability
applicatipaeetessa s Abplistisnt yeliewaysubsjiorardrritings. info ehiffsrnasil 1 applicable,
and peﬁgm% <R Glistes @%.'f appicabls ;AP periam ?I'EWQQFEQ g@ﬁgfstem 224

~ Such tasks include viewing the message subsystem 224 runtime
runtimd ifgprmaaicnn. iUl ressye MiormaEne rPpe M lsrssdeisgde Brdiper semponent

applicafiBMRORGA 2RRUCREON: % WElAS. e RUMREL Ol MESSRAGSAMAHEHBPEF pooled
a snapshot of the number of pooled objects of iZ{;ecmc type. The

objectsgdrFaifiatorts able tsimisHiRpEpatifblssttimysidy dpseiie sstinss atrpnsigne as well
as dele@‘%ﬂ@s%é&ﬁ' -}gaqéggggég]essages. [0043] Other information and

settings provided by the administration service 502 includes the following.
The application gateway subsystem parameters are available for

[0043] Jhet éxfomatianepafb RS HBELRIRHIET (e RndtrRITSH I hapfe Qadneludes the

feuowiﬂ'gsabiﬂq\éafi@gl&ﬁa@wrgm%&ynﬁﬂwysaata{ame&mgﬁecamah@tﬁ@rtfd.@Uﬁﬂdﬁﬁcaﬁon.
for a_centralized application gateway database. This 15 database may

Therefosey fae arpBitie LifaaimHY ot THABISpRRAIGE S SREP IR EEH t runtime.
Databal€ seaiffiguied tedbeagrassibleio £xamalisystensidanse ampigy aibitlase. This

may be_assigned to the administration application 506 tg allow access b b
yﬁ{%s can be

databaspifieyattieddaIsd LURE SIS aRRa o e FRLICIYRY HIphet

configRl@WoABEeRe LYl Rravisianing senvice FiR04dinThe, adomistialiait assigned to the
service 502 may also store discovery service credentials, service 0

adminiyratRiprRREERIRARIMBEIL WaeCes R det diftdites ARG 8dcfifiegpay be assigned to

the padRBIMP LSS B NS ASEOVRNcERECaIEF eelentialaipgrdeitsed to
authenticate the discovery service upon receiving a notification message

[0044]2&@%2@%%?&?&%%3% I!{{C{gél%ﬁs 1%\5/1?”% slc()a's%?g"%{ls)éb%grr}\f/ I%gr{/){c%v'gr%&entials, service
provider credentials, mobile data service parameters and security parameters. The discovery
service credentials can be used to aﬁthenticate the discovery service upon receiving a notification
message that a component application is available. Similarly, service provider credentials,
including its URL, can be used to authenticate a service provider upon receiving component
application or runtime environment lifecycle messages. Mobile data service parameters can be
used to connect the administrator to the mobile data service and include its IP address, user
identification and password. The application gateway security parameters and settings, such as
the application gateway public and private key and key refreshing policy, are used for encrypting

communication between the application gateway and external applications.
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including its URL, can be used to authenticate a service provider upon
receiving component application or runtime environment lifecycle
messages. Mobile data service parameters can be 25 used to connect the
administrator to the mobile data service and include its IP address, user
identification and password. The application gateway security parameters

[0045] N setingsrstich asviteSdgplicatipngdtéway gistbtio@addixivateskbyyarths such as

key refreshin lic ,1are used far encr fing communication between the
custom, CHRESTUIR SRIANEY HRd SSSFRa RSPk Sns. 11 [00451 The

administration service 502 is also used for registering additional
[0046] STipsyste nesvdc hppdicetisto Cosmsesadr scanigdifdey dieclisiemens/i¢grprovider initiated

systemeé%% e‘s[QcQ ‘kﬁ& I&%@iﬁ{?aﬁ%ﬂ“g&&l@@"%'%P@%Hés%ﬁ%"%ﬂé%ﬁ%@ f% device, if

directing service provider initiated system messages to the administfation
requiregkrvice 502 for processing and delivery to device, if 5 required. [00471
Similarly, the JMX application 508 directs service provider initiated system

[0047]REFIAHGS R IWEF%&%%H&U%SS@%@% 204 fer procassngand detvannilssages to
device, if required. However, the JMX interface 509 is an %pen interface

the adgppisiafioRasaYEmMEM SPsRIATAEHIOR A AGliVERadR dPKEe aldFrAttRgioHOWever, the
IMX iinbastiustiare ighasediardMX deshnolog MRIRBIS 3B QRaRABEPORIORY erage. The

for 10 system management and monitoring. Each management system

. Jor LU Sy y
adminigtgligniisaaisirnibdaned oetYSin'eraRrIREbe WBitfgti aBePeReShnology for

systenPRIESAS dRISE REJaQISIRERHWItE AL MDERBSEBRT LB NEh N dHRREOSRSS of Mbeans
space of the object, in accordance with JMX specification. [00481 Since

object§he spdAtdF gelayhle caRpBtehifely Fksintg dredsisitdgwith an MbeanServer

runnin@MIROPIBALs4RBhIS Same Bieyisiass U B Rifessatiapplication
servers, then each application server needs to 15 have its own

implementation of the MbeanServer. Further, each,subsystem needs to be .
(0048 k5 R DR P AR AUEriTR-RIRBALSALB D BraViatod By gheomment, hat i
some QUEESPORAING applicadorersarupplioatising théid, phety ohspiglihaioin@mer needs to

how to access the functiopality provided b M%eanServer Messagin
have &R P EGTBRABTT b IMESKH SOy stG D5 FARAI U MELEyBgods t© be
configiiali argigithee sYSHRMA OMEERIR0DANT oaRERC ptow &EEbifithel bamgsadiipgipplication
subsystem 224 is also responsible for the integrity and maintenance of all .
sorvery s 31 (1 BPBE SRRy TS SBBTEAON oty 168 OGH PREBRiREy vided by
Mbea@Server.
Messaging Subsystem
[0049] The messaging subsystem 224 handles messages that are either system or component
application specific. The messaging subsystem 224 is also responsible for the integrity and
maintenance of all messages to be delivered by the application gateway 106. Upon receiving a
message, the messaging subsystem 224 queues it, optionally stores it (for reliability both to and

from the application gateway 106) and prepares it for further delivery to its destination.

[0050] Referring to Figure 6, the messaging subsystem 224 is shown in greater detail. The
messaging subsystem 224 includes a message broker 602 and a message depot 604. A message
processor interface 606 couples the message broker 602 with the message listeners 232, the

connector subsystem 222, the transformation subsystem 226 and other application gateway
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message, the messaging subsystem 224 queues it, optionally stores it (for
reliability both to and from the application gateway 106) and prepares it
for further delivery to its destination. 25 [00501 Referring to Figure 6, the
messaging subsystem 224 is shown in greater detail. The messaging
subsystem 224 includes a message broker 602 and a message depot

subsystofid. AAmessage pproesssaidiniaiface GOmeatiplestiiecnigisage: brekawe depot 604

it o R SRR B 255 L, ontsctl RSO 2 P e e

messagshpsysiesnan Axhessage processor administration interface 608 couples
the message depot 604 with the administration subsystem 208 and

0SB e S M AL TS0 and forwarding

messaggaligathsgammopesntpanat foriiaedingp s miessatesintrrecappeopriatebsystem. The

messa rglggﬁe éhf %%%%ﬁ&%ﬁﬂ%cw tﬂntﬁ%e ﬁf&@yﬁ%t%b{lﬁkfs%%"%%o -l;;gere%%gai%‘?ormation
ro I sy 2

er 602 communicates with the lifecycle su tem to retrieve
about \h’if@hﬂ@d@‘ricaﬂaém wirlegspevitesppbeaindscolfiponenuappligatiopsaigets multiple
wireledy GRVALE WMQ&&%&QS}%@P%@%M&? Sr%é@&gﬁf%r}ee %5%%9@%%0&&%(;& The
602 creafes a message for each wireless device. The message broker
messaggohrftkehéiffeffioime petfeduledolmskBad ennstirge nanudaobscPialmrilPrihiily, this

results & "r%ﬁk&%?ﬂ é%g@é% "ﬁgeg%%ét%d Af géﬁ"ﬁ%%hét%ta 'Q&ﬁg@h&?g ﬁlgntl%@ gﬁi&l Ii%equency of

the time ard frequency of these maintenance jobs via the administration
these neaibiystern) (DO82] thhedmesising drskbsBOfurther manages subscription
information and broadcasts messages to all subscribers when notified.

10052] (9883 EhG SPessAge FeROtEHIS HERd o SIIRINmAtIARARRNEN and broadcasts
messages, anéﬁlgormatlon, 15 related to reliable mapping, messaging,
mMessaggi8 ctiNS! Aebikigsformation. Transformation Subsystem

[0054] The transformation subsystem 226 transforms messages flowing

[0053]bEiwesR dhe Wikple ssOAeyigas 102:aid applisalim gatewaytfE iagitheformation
an infernal message format or a compact message format. The internal
re‘ﬁ‘ﬁ@%&%&é CBHBID R R AR LR ASOP R 9B B Apact
message format is used for transmission over the air to the wireless
Transfievicaidn Bubordem to minimize the bandwidth used. [0055] Referring to

{0054]Fﬁ%r%gﬁ3¥3%5 10§1f%{1 ‘.%;[g?fgns %%ygaenrgfgr%?si%lseggavégsi%g(x%%tge%g%%ghggee wireless
devices 102 and application gateway 106 into either an internal message format or a compact
message format. The internal message format is convenient for internal subsystems. The
compact message format is used for transmission over the air to the wireless device 102 in order

t0 minimize the bandwidth used.

{0055] Referring to Figure 7, the transformation subsystem 226 is shown in greater detail. The
transformation subsystem 226 comprises a compact transformer 702 and a decompact
transformer 704, each of which communicate with the message subsystem 224 via a compact
interface 706 and a decompact interface 708, respectively. When the message subsystem 224
receives a message from an internal subsystem that is destined for a wireless device 102, it is
likely that the message will be in the internal message format. Therefore, the message subsystem

224 transforms the message into the compact message format using the compact transformer
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transformation subsystem 226 comprises a compact transformer 702 and
a decompact transformer 704, each of which communicate with the
message subsystem 224 via a compact 25 interface 706 and a decompact
interface 708, respectively. When the message subsystem 224 receives a
message from an internal subsystem that is destined for a wireless device

702. Wién its dikelyothatibesrmessagedsihe inhesniemalmessaga etk 102 that is
. Therefore, the message subsystem 224 transforms the message into the
destineg e HSBeL g A LG WL cBIHAE HEHERS Al CE37 G GRERCt message
formatNEHNGESRISIS URSKEIRBUDLAtEEEIPES ANNIRSAR0B I DB A WIIBIE SBOIRWER] message
102 that is destined for an internal subs T}tem, it is likely that the nl_lesga%e oy
format g s 58 CBRISBPRLCEAGe P At P clBar e hfoEGisgB Of ooty skillin

the artSUBSYsteim 22 dfanstesnosde mrisdogedinta-theftrtestiah messagen Ienat facilitate
using the decompact transformer 704. It will be apparent to a person of
custonyEase RIS the art that custom transformers can be added to the
transformation subsystem 226 to facilitate custom message formats.
[0056]10056detn ordfactbtfecilifate the dfamsiommation)siemsformepmappings previded for
et e B P L R G Sy e sowd e
noted mhappingdoitdcaussfamarbitrappingnsfoitatiosetabeatlf trepfommnedormation to be
P wh&ch ay have, ne ativetsecuritx implicafion C)such gs ,executir%glan finite |
PerOrHita Toop  and exhAUSt SyStan fesolrees. AcCOraingly. transformer ¢ ‘0%P
and extrappiygsaErecvalidatedAvverdthely srendeploye haBpinge cters Bdbsystdmn they are
0(957] The connector subsystem 222 provides transport services between
the application 15 gateway 106 and external destination systems using
the required transport protocols. Further, the connector subsystem 222
Connegelosh/pubsytdonous responses from destination systems, and passes
0057180 %@&&?Smwﬁwn}?@ﬁ@; RIS YeA MR8 L RRIGIHINGdOapplication
Figure 8, a more detailed view of the connector subsystem 222 is shown.
gatewPhgcimdeeisrul sloytranorsy sHenideing D SCoMEEEsBO? protgrabmi urther, the
canne&%p @%§9Et§19142§5q90§ﬁ/§3 @g’ Héﬁ%ﬁlﬁﬁ@%@ﬁ@ﬂ?&t%&ﬁ %@stﬂ}z‘%i_ﬁl)\ﬁl%%tems, and passes
connectdr 802 is coupled with the message subsystem 224 via a MDS
them technamsierneriosiensl rhspseessstahnector 804 and backend

connectors 806 are coupled with the message subsystem 224 via a
[005SFRRAGEHSY Wtentase 808 more detailed view of the connector subsystem 222 is shown.

The connector subsystem 222 includes a MDS connector 802, a system connector 804 and a set

deplo

of backend connectors 806. The MDS connector 802 is coupled with the message subsystem
224 via a MDS connector interface 803. The system connector 804 and backend connectors 806

are coupled with the message subsystem 224 via a connector interface 805.

[0059] The MDS connector interface 803 is a Java API for message delivery to the wireless
devices 102 in the compact message format. The connector interface 805 is a Java API for

message delivery to internal subsystems or backend systems. The messages are in the internal

message format.

[0060] The MDS connector 802 delivers compact messages to the wireless device via the MDS

116. The MDS connector 802 works as push initiator to push messages to wireless devices 102.

14



15

25

[0059] The MDS connector interface 803 is a Java API for message
delivery to the wireless devices 102 in the compact message format. The
connector interface 805 is a Java API for 25 message delivery to internal
subsystems or backend systems. The messages are in the internal
message format. [0060] The MDS connector 802 delivers compact

In the PRERSAGESHHIMMBWIIRIesDUCV AR EMRDSLE bhie MBS £ORBRCIO he reliable

802 works as push initiator to push messages to wireless devices 102. 14

push 19, MRS rdueReR Hiso difHekist e RIS ESRANEER VO X BipPbria Basit pRAR) standard

protocASAVEH A% Bdeliaiaraush i MBSheaughibeWirrlegs Aaplication
Protocol (WAP) to Push (PAP) standard protocol, although other

ndards can be su ted.as they are developed. [0061] The system
0061 R By L T SR e PRSI0 Syt p3m 220, the
adminithetibraghibinistratifs setodystens 08y cubiesras3ading«aiiesy M2t messages to

elivery of tem messages to of.the specified subsystems is }
any oF AR b BVGL AP o T Ut LoNIGEADE R onmectorrceives
the memegsagestia iheiniénmakmesJdagadormatgntbpasiams JacAl ealtidoappropriate

the appropriate subsystem. [0062] The backend connectors 806 include
subsystgm.

evVeral standard connectors, including a database _J connector 808, a
SOAP connector 810 and a WS Eventing connector 812. Further, both the
[0062] carnbatiseidterfaees 805 $iHd itrduidrererairal st sadre doronat wilt Haruiibfisigeal database

connec@d}dS(Sg?%e%ﬁhé@uB(?{% §(‘51t8 o?\%%{)‘é@é{{ﬁﬁ‘ e%r%e%%mﬁa?k%ﬁgther, both the
connectors as required. [0063] The database corthector receives
connectpeseigglesdrdieaimiahralnitosdagestagnfoandt wahdfopmblitlenh inth therefore, third

pary iRUHEHFEG O AGadE (SOl RIEments, Thedalghgee connector

15 then executes the SQL statements against a estiriation database
server through JDBC. Using mapping information defined for each
[0063] hbesdgabire serapese S89RnECEN SDISBARSS AW BBCIntnAkdneysagsd format and

transfoPYRABLES ARAFRYGEHIEN RIS W}%té%ﬁ&%@%edg%g%é%%nector 808

808 receives the query result from the destination database server 1 ‘
then cxgeyipadies RbARTIHE MHaTsAGiNgSuBseinmaesttemiiniEsagBC. Using
mappif@ AR RO ILE BOARICANNCSEIAr #D IELRINES DESSAFEIM BRates a IDBC

internal message format, transforms them to SOAP format, and delivers

connecfipn A PIRNRS AR SFESUE D Hik Yl Wis Degvite s ios dakibrpeneonnector 808

re;eive%/a%fé( %%%%?e%@ff?omn@@gi&Yﬁfaﬁ%TBapiﬁgg%lc@&m RYNAE FIQEEH Bk to the

messaging subsystem in the internal message format.

[0064] The SOAP connector 810 receives messages in the internal message format, transforms
them to SOAP format, and delivers the SOAP request messages to backend Web Services 108
using the Web Service SOAP binding over HTTP protocol. Both Remote Procedure Call (RPC)-
style and Document-style Web Services are supported. The SOAP connector 810 also receives
synchronous SOAP response messages to each request from backend Web Services, transforms

the message to the internal message format, and passes it to the messaging subsystem 224.

[0065] The SOAP connector 810 further supports encryption of SOAP messages to Web Service
backend destinations through the standard HTTPS protocol. It should be noted that end-to-end
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style and Document-style Web Services are supported. The SOAP
connector 810 also receives synchronous SOAP response messages to
each request from backend Web Services, transforms 25 the message to
the internal message format, and passes it to the messaging subsystem
224. [0065] The SOAP connector 810 further supports encryption of

securit? QORINESSRURS L8 WeRRandce,hackend dastinatians throwgitheveb Service are
standard HTTPS protocol. It should be noted that end-to-end 15 security

deploygg hghiaddenistres frpuos fid fdbpibaros yatewagias] theveaetid web

Service are deployed behind the same firewall or if the WS-Security
[6066]pTtio oIS sehartetint 00681 T hea\WSedmlenithgEanneeiticBkAhstasupports the WS-

Specialize AP _connegtar that supports the WS- Eventing protocol for
Bvent R O SHEHIG SoGCEADON FURTERAoE ESUGTHy Subsystem

100671 The security subsystem 212 providing services used by other
Securgybisybsgsbaror securing communications with the wireless device 102. In

fagilit nupications, 4 ' ;
[0067]2?%%; é%%%‘lﬁl 3&%;%‘%2{%@2? %&&gﬁ%‘%’%%@e% ﬁ?e%%g&ﬂ %égﬁr:%%%xlr?s for securing

ates signatures an
commmuessagesyiibobs WiRdfssrihyice Rigurel8 ofidesecindtlitsttosymene g diwications, the

: i r.detal ' S ' r
s R S S S S AR AR s

interaction with the subsystems of the application gateway 106. The ]
{0068 Refey it ik ys?. phe vRiasitsiiehorsht) allgwirigereipnsgter detail. The security

subsy 48T YRUNGTASS AYEFHrlLLRlRR {rom of FENR:NRe A8CRIATBRY a signature interface

encryption/decryption algorithms are implemented such that the default

906 fog HeerrrHen sxthiBesnbpisEayith e rnieridemeas erahge tHberemtstsirriace 902

provifi@ndargsiarinawbele eﬁé%ﬁ%%%ﬁ YrlQR. 00691 1he KRYSIOF&ent 1o the
interface 904 facilitates generatlng encryption keys and storing and

devicgetlibgipRcRayioRS peryinien. o HEesiaRtentsterrbeliut g lra dntandisalgorithms

can BEALJAENGIMRSFAIRWIMAHIERLCES NG AR MRl 3&1&5%!?!'919 NERIAIESHR the whole

_ be transSmitted. Similarly to the encryption algorithm, the validation and 20
applicgfipinamevaydihms are can be replaced with different algorithms if
desired. Logging Subsystem [00711 Referring to Figure 10, the logging

[0069pURRY Stemtis shawifegreatefdatated heloaging subsysienm &G and storing and
elegates syste,méog messages to a variety of logging providers 1002,

re:f;ri\':\;j Y533 fequire
[6070] The signature interface 906 facilitates validating message signatures received as well as
signing messages to be transmitted. Similarly to the encryption algorithm, the validation and

signature algorithms are can be replaced with different algorithms if desired.

Logging Subsystem

[0071] Referring to Figure 10, the logging subsystem is shown in greater detail. The logging
subsystem 216 delegates system log messages to a variety of logging providers 1002, including a
console log provider, a file log provider, a database log provider, and an electronic mail (email)
log provider. The log providers may be either internal or external to the gateway server. The
logging subsystem 216 further allows system wide logging via a log4) interface 1004. Further,

as will be appreciated by a person of ordinary skill in the art, additional custom logging

providers may be added as required.
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console log provider, a file log provider, a database log provider, and an
electronic mail (email) 25 log provider. The log providers may be either
internal or external to the gateway server. The logging subsystem 216
further allows system wide logging via a log4J interface 1004. Further, as
will be appreciated by a person of ordinary skill in the art, additional

Configtatidil KiggideRyoviders may be added as required. 16 Configuration
Subsystem [0072] The configuration subsystem 214 provides the

[0072] J5i51icaRT GatER=5BEELTRerhS WtV IdeEdes rarRiierlg L srfgtifdtspsystems with

access Rakdragtersdhabaraidsed OnNOSSRRPING and ARBHCBHORIRIEWAYnd application
system initjalization. Referring to Figure 11, the configuration subsystem

gateway YR IGLE 2 i AT HReFTEEE 1o S0 FORBGRIAIPR SHgTEpiRd 4 includes

a confRIRECASSIHRAHGLAlI0N for thayamplicatiomgRigway IHPREIEMSINRSn for the
. subsystem 100731 The utilities subsystem 210 provides a set of
applicaliop, §aieyeas sub3iti%Aes and interfaces for performing base layer

services in a uniform fashion. It is responsible for providing stateless 10
Utilitierestdadylet@ats of code to be used consistently in all of the subsystems.

ferring.to Figure 12, utilities subsystem 210 .includes.a JDBC | .

00731, RS 0P A A S50 S oRRL PR LR terces for
perfornfitd | Bysintesfacect@06s anlacatefintarfack 4208t dndaeoRibloddntedattng stateless
1210 far coupling the utilities sypsyst 0 with other application. .
reusab i o g T RSO3 praYiEs R Fieue 12 the
utilitieconhectian Sidatiortudermal DitnnierdandigQie] addassedreeertmed N@04, a Universal

. e64 int 1204 provi a utility for encodj inary encoded dat
Unxqu%@ém@] Al égtilgg%e \f%és 2 foca Ii%l/'[?r Yoo %é? el t%ﬁ,g)waaéme?face 1210

providées a ttility Tor"creating sys

for coupkntifiresutlheconbryoteintel taoethl 2R nipplttes@anyother caiuyoems. The IDBC
functional libraries requiged. As will be agﬁ;%reci ted by a erso

. _ n [ n of
et PR R Ok EFIRICE S 0 50 o W et gred ca soure
The BaeefuirddleHackd@ing Applikation:2Dt{0@@4 tntheipadkaging:agpplichtar.is The UUID

. rovided as part of application 230 for facilitatin rovisio of )
et A AR B (e A0 TBHEL 20 Bty  eEPamaRrfce
1210 gorvadeommyoodiet applicatiofupadkadelibheipackaging applicaiidrbe appreciated by a
g}o referred to ag.d% ompone

e SRR TSP SRLAR e FamESIEy
Packaging Application

{0074} The packaging application is provided as part of the application 230 for facilitating
provisioning of component applications on the wireless devices 102. During a first request for a
component application package, the packaging application processes a raw component
application, also referred to as a component application bundle, and prepares it for wireless
transmission. The packaging appiicationrloads the component application bundle from a
specified location, typically a predefined URL, determines what security actions and processing

it needs to perform, and returns a packaged component application to the provisioning service for

storage.

[0075] Security actions that may need to occur include, for example, authentication of the

component application bundle publisher. Authentication can be achieved by verifying the
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transmission. The packaging application loads the component application
bundle from a 25 specified location, typically a predefined URL,
determines what security actions and processing it needs to perform, and
returns a packaged component application to the provisioning service for
storage. [00751 Security actions that may need to occur include, for

validitye¥nelpusiiiheniicationeabthel eompencteagiication purdieypublistes. to sign the |
Authentication can.be achieved by verifying the 17 validity. gthf o
packagfHRHBPESEA EAEUATY (HE TRy R EPIRERiH YAy o aR e fificates are

verifie®ign the packaged component application. Further, studio tools produced
IDE Tag certificates are verified. [00761 The component application

ndle typically includes modules such, as. XML, definitigns, 5.mappings "
0076 R L AL L8 BT S 2 oo gefntons,
mappingM Lapgdifiatiionsdnoiucks XMl cedingoftapdication tatdiztessagpsert. The XML
..screen comp ts and waorkflow,. XML is used as an example of d
et Ao o BaG. ABICEE S Mg SHERS Canggp ponents an
workflapplicakiings [06:77 2sThe enappiags definetthetnetdtidehiponelmgaagthepplicable to

Codingcomonent e}P licatign %gsqne or 10 more backend servers 108. In the

presenctogerBo |rtnaé3rlljt,1(fﬁe mapping is defined using the Web Services
Description Language (WSDL). WSDL is defined in the standard as an
[0077] X0V fornangforgBaeribgehsionshinsdisiivesnatha setppaeripamlication and one or

more KREAHNG Q0 D868296SROBIARING ARG URE MRLRNEY &fined using the Web

procedure-oriented information. The operations and messages are

ServicefeBlerbrptigbstrergiagsdMRBR bodvb ascdrizredeindbw siagrstororargML format
for deSPEEERYRIATIRIIG JR:defing ap gf‘%@H&ﬁn@e@/@%ﬁ%n%eﬁ%%%%’i&%ﬁt@fﬁng either

combined into abstract endpoints (services). WSDL is extensible to allow
documgaberigtitd oferiipendty antiatielt idesagieregatiifosepstaiipbt Aissgugwages are

descrifQEMB AL ASWRAKNABEARIAE SR TURMHER o HAW YRS SO format to

iIndings described in this document describe how to use WSDL in

define gorgodption. JRghaeo Apngepre Pudpednty ate-Punbos iiverabstiel cndpoints (services),
wsprE&%;&é%@ﬁ)@ﬂﬁMéioaPciQs%é e dinglyi b enMESsRgSitaeeMaAtkss of what

rom the wireless device 102, it includes an identifier illustrating the o
messagofioenPapsebPrRIPIUhER HwsiginsteaTHICHtorARToRNisthgserly bindings

descrﬂ%‘l’%dqﬁ%ﬁ}! AP ARNRY MRARPIRG W NESITER! %ﬂﬁ&bﬁ% tRiptewmret, HTTP, and

€ message as
Multi-Purpose Internet Mail Extensions (MIME).

[0078] Accordingly, when a message is received from the wireless device 102, it includes an
identifier illustrating the component application from which it originated. This information is
used to identify a corresponding mapping, which determines how to interpret the message as
well as where to send it. In the present embodimént, each wireless device 102 is uniquely
addressable. Accordingly, return messages are pushed to the device via the mobile data server
116. In alternate embodiments, the push can be achieved via other known carrier/device specific
push protocols, as will be appreciated by a person skilled in the art. For example, a Wireless

Area Protocol (WAP) push performed over Short Message System (SMS).

[0079] The application resources include one or more resources such as images, sound, video

and the like, that are packaged with the application as static dependencies. The resource bundles
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‘well as where to send it. In the present embodiment, each wireless device
102 is uniquely addressable. Accordingly, return messages are pushed to
the device via the mobile data server 25 116. In alternate embodiments,
the push can be achieved via other known carrier/device specific push
protocols, as will be appreciated by a person skilled in the art. For

typicalgxaiohlds ddditelessn ArgariaotacaofMAR cpugiopetfosmsit auat. Shet example of

. Message System S). [00791 The applicatipn resources.include one or. .
localizgG 0 TAHTHLE GO LA S WS BB YLt AR e TRLH g Ggors. dictonary
and thepankager) withahethpfilication as static dependencies. The resource

bundles 18 typically include localization information for the component

licat e of lization information inclugdes u e
R R e
using thewicadaht shartikdujeligtiinaccerdiodiyg theagropetsingoponent application with a
p ication.b includes jzation_5.using the provided, .. ..

s R i ERCHANG, IR th LB s e A rtin
repositeryseducd fiagy arvdlipteddiedy thé)Packag ekcormeohembappticatidheibiaary encoding
. | nati | ich is-typicall fined by URL. In the,. ..

s P Ry R T Snpinlh Micacon
the wiistasdwhieittesetflidred for biaashittiegithe sompovedt eppdichtioW telthe Area Protocol

. : . \ nq is.achiaved using the Wireless . . .

s TS 5 T TR B R SE M e

may n@dﬁetrms’mﬁagp trenfemal binetfnbeding ﬁm:i/l .nmfreqmmmpipg fformmsmitted to the

messa%'@;i e%’kg%df‘a? i%'?ﬁﬂagfﬂ D6 NGNARRANLIS AN Ied 10 S  MESSAE o cuting
roker 602 Tor facilitating communication between the runtime

the corepuiroamgiicesiesuidghtrswomisdriekeap plication serddtsel 8sociate
backend server or servers 108. 100811 The packaging application is

[0081]:1:%'%Q&égiﬁgtsﬁeﬁb%@?X@ﬂ@ﬁa%&%veﬁéﬁﬁﬁi%ﬁbés)s‘a@ﬁlsja% R ervice. In the

odiment, it is accessed by the provisioning service 120, but it may

presenpespbpdipcEbsidd ap5eaand Parly custBHrpragisthiry) Séhvitst prscelrerpe accessed
by thir@SéY@rclcQQﬁ@]aB@ifﬁéﬁﬂggt&m%? 13, the discovery server 122 is shown

in greater detail. The discover server 122 comprises a discovery service
. 1302 and a Universal Description, Discovery and O Integration (UDDI)
Discovieryi§¢UVe504. The discovery service 1302 communicates with the UDDI

[0082]rREBINEI Ware YD Bksharsteiftesiace 1812 ansveh WPRESUPAEHRLIOMhe discover
natification interface . . o .
server 122 comprises a discovery service 1302 and a Universal Description, Discovery and
Integration (UDDI) registry 1304, The discovery service 1302 communicates with the UDDI
registry 1304 via a UDDI search interface 1312 and a UDDI subscription notification interface
1314. The discovery service 1302 further communicates with the administration subsystem
server 108 via a subscription notification interface 1306, and with both the application gateway
server 118 and the provisioning server 120 via a search interface 1308. The UDDI registry 1304

is in communication with an integrated development enterprise 1316 via a UDDI publish

interface 1310.

[0083] The UDDI publish interface 1310 is a SOAP based UDDI interface providing publishing
capabilities. This interface is used by any utility that facilitates component application

publishing. Accordingly, once a developer has created a component application, it can be
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1314. The discovery service 1302 further communicates with the
administration subsystem server 108 via a subscription notification
interface 1306, and with both the application gateway server 118 and the
provisioning server 120 via a search interface 1308. The UDDI registry
1304 25 is in communication with an integrated development enterprise
submitlsdil & i DD kgniklishl I0tefade k34 10Q8E 1 f TduenpddRhpapisintion publication
les interface 1310 is a SOAP based UDDI interface providing publishing
" capabilities. This interface is used by any utility that facilitates component
application publishing. Accordingly, once a developer has created a
[0084]cbhapdiserteapplicaiion] iCanabercygsstiamintdicative DD ayistpaiedsomponent

. I t lcati ubligati es. he .. .
ol OO R B S O e
interfacorhphémn SpiNLiend fégiBefatenlite theo VibD| bediSaPl sadsimhéo subscribe for

Regist%%gg%ﬁégg?%{é?geﬁg&bgg IfiGatgp nﬁtlﬁ@{%ﬁqg’gﬁ%%g%ﬁ 1%%8199@?% H)Q_Qﬁcation.

inter DDI registry to subsc or Registry notifications.
The sugport for notification is based on the UDDI v3.0 specification.

[0085] Gy PhY eseioh dBkFERrmieHacRr g fSRotAitdE RasesAPHAsarfens)for searching

the UDMerasador searching the UDDI registry. [0086] The default
implementation of the discovery service 1302 is a standalone Web

Service. 10 deployed as part of the, application gate 106 via .
10086, R g LRI T L A ACEP TS0 b SR B g Servce
deployrAapdicatinnodiseoxepyicaivicesttvaydistoverigodipanernt appbcdton dhe discovery

. the_ runtime environment on the wireless devices 102. From the ,. ‘
servieq, [ 155 AL CABPIRTE PRRISHA BRSSP TaSSHACHR b doPeagigeomponent
applicdB6Rd6 andypicaheanpenantapplidationrcred dsWdeplayed Bramianpgepkctive of the

. as such. Accordingly, processing of discover ssages is generic 15and .. .
opPlicq i SAHIG R Ao Mo SRty SerGEr 1 ard (e BiSEYEamginont application.
and isGRigway aedveadaléd sewrs.as ecoreasagepbookasietiaRodhavunimiges is generic

environment and the discovery service 1302, [0087] Typjcally, the runtime
and GETRGH TG RorHRUNTLAIG AN he SrEEove) Bertibc Haig o e orvr 113
servesy@ad ehciRtpEacekts08widea e rantisrasahiivieniaced80R disyoberveplated 302
with another one, as long as both the discovery component application on

[OOSTEth\f)\élcrgllle?SE & Vr'&&ti%ged E@%ir%(r)ngé%(foxg AN 6313\%%}15%)&) %%&very service 1302
through the search interface 1308. The current search interface 1308 may be replaced with
another one, as long as both the discovery component application on the wireless device and the

discovery service 1302 support it.

[0088] Yet further, the default implementation of the discovery service 1302 may be used to
enforce the secure wireless component provisioning policy. The security is achieved since the

discovery service 1302 accesses only predefined local or trusted UDDI registries.

[0089] Similarly to the UDDI subscription notification interface 1314, the subscription
notification interface 1306 is a SOAP based interface implemented by the discovery service
provider 122. It allows the administration subsystem 108 to subscribe for discovery
notifications. Such notifications include, for example, ‘new component application version is

available” and ‘new component application is available’.
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[0088] Yet further, the default implementation of the discovery service
1302 may be used to enforce the secure wireless component provisioning
policy. The security is achieved since the discovery service 1302
accesses only predefined local or trusted UDDI registries. [0089] Similarly
to the UDDI subscription notification interface 1314, the subscription 25
Provisioaiificgteveinterface 1306 is a SOAP based interface implemented by the

iscovery service provider 122, If allows the administration subsystem . |
10090) FSHETE AR 8R T disHi, 5 IR HY B riodHEAtorS Fcide dgpil:  The
provisi@Xam pieveN EY0 cMpeReNtaRpitationyeEsidn:id 4azaladiaisidnnepplication depot
companent application is avajlable’. 2Q Provisignin rver [0090]
1404, SEEAIRG RS ENGEES4- Do Hr RSB 30, lmown in greater
detail. The provisioning server 120 comprises a provisioning service
[0091] 1202 peoesmpmigestapplichfioh depotrd4d4 rapevvisianialg imtetfakdeld @®mponent
. _and a packaging interface 1408, 5 [0091] Th visioning service 1402 .. .
sppiicafRfl SRECARYTS IS R R T LAID ST OBl Capplicarion
provisifinegrovisimingisedice t402delvides cohtiZovierthapplicaiionng interface 1406, If
the cortbaNe %O%]ﬁﬁgc%%ﬁu%sa{ss 6@%&%&%‘%1{%%6@ qiF ?(I)lxeiéj g\ﬂiﬁ% g‘eo.z ié:/éarépe s the location of the
rovisioning interface 1406. € component appfication has been

packagpdckagedsthepmlovdsioning service returns the location of the packaged
component application. J [0092] If the component application has not

[0092] @F%pé&%@%&aﬂ%@@ﬁ%{éﬁiﬁr‘iﬁg $BEVice 1 402K SPRMBRICHES Wi B Service 1402

discovery service 2 for locating the requested component application.

commupigaiefciiBrikst S CompamEincapiciridadatieg isegaperiedmovieamgpplication.
The 1oSRNIFS AN NSH RORBRIHAICHER PRAREAANGEPHRSLINING RACKRTING2, which

application via the packaging interface 1.408. A packaged component
commuyedfeatioRaskeging saaecthd privisianiagias rapplicaomioia shetdasieding interface

1408. the EQEHQ&E&EEBEHPBR‘éﬁF%ﬁlﬁ%%ﬁ“&”fr&ﬁ%éﬁ%siﬁ@iBHﬁE’i\élﬁﬁgl%Q%ice 1402 for

then returns the location of the packaged component application. System

storageQip it fOMPODOY] TRE Gsevatepcd tild ap PRo2GH RN a5 16 1402 then returns the
locatiog‘?ﬁqﬂ'@ggcﬁé '9¥YﬁFHPJé§?€|¥pﬁﬁ€aﬁﬁ{!eral message processing operation

will be described, followed by component application provisioning and

other specific functions of the application gateway 106.
System Operation

[0093] The operation of the application gateway 106 is described as follows. Initially, the

general message processing operation will be described, followed by component application

provisioning and other specific functions of the application gateway 106.

[0094] Referring to Figure 15, an example of runtime initialization is illustrated generally by
numeral x00. In step 1502, the service book is loaded to the wireless device. As previously
&escribed, the service book may be pushed to the wireless deviée by the MDS 116 or enterprise
server 114 or it may be loaded by an administrator using a local, wired connector. In step 1504,
the wireless device 102 notifies the runtime environment that it has received the service book.
The runtime environment acknowledges the notification to the wireless device 102, which in turn

acknowledges the response to the service that initially pushed the service book.
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[0094] Referring to Figure 15, an example of runtime initialization is
illustrated generally by numeral x00. In step 1502, the service book is
loaded to the wireless device. As previously described, the service book
may be pushed to the wireless device by the MDS 116 or enterprise
server 114 or it may be loaded by an administrator using a local, wired
[0095] JensgsiBudnEteRulBod abitbandnelessideviog stz aotifiesaite suiriR L specified
envjro nt that jt has received the service book. Th
i the RGO RO TGS HEARAENTS SRENFEILLE oLt giggaion message

mcludé‘;\!fvlﬁfblléhﬁttiéh/laéKﬂﬁﬁﬁd&&ﬁlthﬁd’ﬁﬁm@ﬁd ﬂ?@t&&h&h@@rﬂ‘iﬁidﬁ!tlﬁi& as the runtime
ushed the servic In ste 1506, the r

envirof e FTERPechie Belirar A SAUNE RN JDBcRi e deviee by

record B ‘gﬂa&ibﬁﬁlﬁxﬁ@m@iﬁtﬁf iiselfewitiedhe application gateway t6adthmistration service

r ratiqn message .includes wireless device identification information
208’&5&1%9 qﬁfi }%ﬁg?%‘ﬁtr%ﬂ{%ﬂ L&MW EFuntime environment version, and

the Ilke. The application gateway 106 registers the device by 5 recording
[0096] Jartiteent AR thatioppinc thetifegypcteys 206y sternBz0 ansk thedadmitistiationofile and

20 d k I d the t]
defaultig(g%%e nen afplicAGSH NS y% $h' %?Iféa 138 R% % Qg%%‘lﬁxlx?eﬁf{e&d in step

e ap catlon gatewa ansmits a user administration pro
1510 thndraefaultcsmpd rberﬁaapmbatmmdmmsn*at’ﬁhepmﬁﬂectmmhetmmmoﬁle defines

t t
end usel lr%réneers] a H gge(ﬁ) clj;imlnl et)tl"ae[e%r%&g%% g‘e%mesqrs}%%%g B0t HQ%(B It contains

enV|ron he user a stration profi user )
informptivileyyed as wbﬁthsrdnmatrtweaamd yottirgsifontheondnteppltetivs Po2he wireless

devx_celt}Eﬁn@@%&lp&r%{ﬂgrﬁﬁw Ry eﬁessr 008%81 g%\@fﬁj&ﬁgﬁt&dor not to allow user

component applications on the wir evice l er or not to
initiataliprosiieningushifraisishimgoaidowingthefeos hotac-aprngserbdfigapsghed by the

admingslép\{%)sﬂ? 'ﬂg vﬁllangs%lﬁih@fw IRIORING [RISTS 1R A0 J%E’O”ent being pushed

ministrator to the ere ess device without the user's knowledge.
15 [00971 The component application administration profile describes

0997k$h?p6¥?§?ﬂ%ﬁﬁhc%ﬁéwaﬂﬂﬂlrﬁ%&?ms%@@H%§ﬂﬁ@’é’6ﬁu§@ﬁ§?ﬂnem application
runtinfRRRIGARLY'S ﬂ%%%@@&ﬁ@%@ﬁ?ﬁﬁﬁ%@@%@@ﬁgﬁéwa&@ QRReHaWIRfeations on the

102, an allocated storage limit, and a queue threshold. The component

wireleggsiration BenmiristarsIFH roMEAEs ty SRkl fih At BNetHB seintRistrafsy component
applicchiS:UREM andican fﬁﬁfﬁﬁg By é&l inaerRINArenMENta I RGN PRI AT used and

different default profiles for trus 0 and untrusted component

enforcgd e abo Aen oD en vERRE e v"vf Fé’l’é§§¥iél%ff€‘é ﬁf@zdigfﬁé‘@q‘st‘é‘f@dﬂ\‘ivm?f)iﬂés for trusted
and wRRRICRUgRSAIENYAY ARGl £an begin

[0098] Once the wireless device 102 is registered with the application gateway 106, it can begin
to request provisioning of component applications. That is, the wireless device 102 will request
that specific component applications be installed. Generally, there are three methods for
determining which component applications are to be provisioned: request from the user, push

from the administrator, and push from a third party or service provider.

{0099] In the present embodiment, the primary difference between these methods is how a
deployment descriptor is obtained. The deployment descriptor includes information such as the

component application name, version, description and location. The description may optionally
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to request provisioning of component applications. That is, the wireless
device 102 will request that specific component applications be installed.
Generally, there are three methods for determining which component
applications are to be provisioned: request from the user, push 25 from
the administrator, and push from a third party or service provider. [00991

inciudel iviiehpresentempedimssictheypiiv appdiffersncehetweendhlestent descriptor has

methaqds is how a deployment descriptor is obtained, The deployment
been objawe T RIS YHGIHUBI? SRRSO TR BioBREREapHtiLaRoM R Ae,

version, description and location. The description may optionally 22
[0104] iReliesdenyhiclriang udg es arasyppafedusytheqappiication. Ongetket application be
provisiggg(!c%mﬁp r%%ic‘f”%osﬂeha%ﬁf R B‘é@ﬁ:eedﬂyﬁ? agt al rot\ésef%ghq a%t message to the
processes Tor the three methods are very similar. }6’]1 eferring to
applicafigupatd@aanexaniplk ofie usetxitegliesting thatcmpanedt apipkdadtth teference to
. rovisioned is illustrated, In. ste 02, the deyice runtime transmits a
Figure O e S e 8 SR A e Spgystom 224
receivethéhmessage fiovssape dedcribeatpvitb(réfedncestarFigra Inésnghao the connector
resent example. it is sufficient to understand that the message .
sy o OR s T S ThLe Se eieh Tt to the discovery
servicedE}N2rdmntépte (R3] thesBage toythercornEXidrssubisystent I22] egtey 1304 for the
606, the SOAP.connectar 8f'LO deliv [s 2 search request to the discovery
cOont % .

. -COL. e
reined AR R AR S

Iscovery service 1304 searches the UDDI
registry 1304 for the 1,0 required component application and returns a

[0101]@5@&? ko]t arthediressen tlesrisedlimerthate phasutics! thesetepiioy rheyyever the result
may algg%%r!cp@ﬁl,hfb\’\{ﬁg %@ﬁ@@yfﬁ&x@%&&%@&%? Gty %EQ@&@R«'&%@F% step 1610 the

descriptor or other way of addressing it. In step 1610 the resu

result fétmﬁwﬁoﬁwm@smoﬁﬁmmm% thethsegwasresuibysseem 222t inn internal
messaégt%%latmeﬁsggﬁ f%mttﬂg %@Qs&?é‘%u&?s%ﬁ?%eéﬂgﬁ!mgguﬁ to the device

_ returns the result'to the device 15.runtimé. [01021 Referring to Figure 17,
runtimgn example of push provisioning a component application from the
administration service 208 to the wireless device 102 is illustrated. In step

[0102] 1RO e @dﬁ\éﬂﬁtrﬁipﬁxp@&%ﬁ&%Wﬁﬁiﬁ%ﬁgﬁﬁéi%ﬁiﬁgr@mﬁﬁ%()ﬁéh{%pﬁﬂﬁﬁon from
provisioning and enters it using the administration console 504. In ste{)
the adipistigiion Jidirict 208nteoiSow BtasSofiGRidAte dstHBustRiet tHE step 1702, the

admin RENBHHAIRE: SLWiREe80de LS 1BR-dmeRr e FFNMPBistRHORIBRMIE0ters it using
queries the lifecycle subsystem 220 for obtaining a list of wireless devices,
the ad’f?‘l‘é‘fWrﬁoﬁP?é’ dﬁ%‘niéﬁaﬁ‘@?si 704, the adminisiration console 504 communicates the

list to the administration service 502. In step 1706, the administration service 502 queries the
lifecycle subsystem 220 for obtaining a list of wireless devices that conform the administrator’s

parameters. The results are returned up the chain back to the administrator.

[0103] In step 1708, the administrator uses the list of wireless devices for pushing a deployment
descriptor. The list of devices and the deployment descriptor is entered in the administration
console 504. In step 1710, the administration console 504 communicates the list and the
deployment descriptor to the administration service 502, In step 1712, the runtime environment
for each device in the list is retrieved from the lifecycle subsystem 220. In step 1714 the device
runtime environment version is checked with the runtime environment version required for the

component application to be provisioned. The runtime environment version required for the
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parameters. The results are returned up the chain back to the

administrator. [01031 In step 1708, the administrator uses the list of

wireless devices for pushing a deployment descriptor. The list of devices

and the deployment descriptor is entered in the administration 25 console

504. In step 1710, the administration console 504 communicates the list
compodid ipepieyvenbeessiinteidadnd adminigtiedan JantieehiZndiRitediment, it is
i 1712, the runtime environment for each device in the list is retrieved fro
inchudegh e e RSy RERTEAET. | S B T S BRI R e U SR rom the
compoMesigipiscsheskesldwtvihe regtirel envito tnRnrrdiRid theg ghireshionthenvironment

component application to be provisioned, The runtjime envijronment .
and the GoBTER RO T o ETB A BB GBI 8 R RS RES seenerated.
In stepiNBeY ehaliays riddhe presantrambodingrtaintninehtdaddndbie 504.

deployment descriptor. In an alternate embodiment, it may be retrieved
(010413 g%‘e F9paPopent appfication gia“rt‘d'a%"’ e geaired, If It IS dIGHIBed. runtime

that the runtirrie environment and the component application are
enviroimoarypailbie) pathdeatbroinel’] arfdiNee Mesbagtds dendrbied mEshastemeluding the

1716, the failure message is trapsmitting administration.console. .
el T S TALA o) AT AHESE e S N L A e wirles
devicesdfpatintekdefimey endiradaems$iamrd@pgrade Required” or "New

Application Available” message, including the deployment descriptor, is

[0105}‘3&@%&18%9%6}‘-’1 R %tﬁpailﬂ&%&edﬁ'i‘ﬁ%_&%%%m‘?oﬁﬁ%sie WitglesSplication from
devices 102. Atask delivery is detailed in Figure 26. 10 [010 éReferrlng

the serdigupeide; B Exanipiest feishoptdvdiomngratedmporient dbiieatininistrator of
the segRggélé %}%ﬁﬁé}‘i‘%ﬁiﬁé%‘éid?rr@&u&? wirelgssiflevige 102/ isdlIgRiatRe. {4t SfeRomponent

1802, an administrator of the service provider initiates a request to the
appliciifesyplskeriee [sritenfdndeeariparens ApRcaltet Bush WiFdeeqiadees and the
deploy BEHIQS RARIDEIGES dar @o‘?ﬂﬂéﬂ@ﬁ%ﬁﬂ(?&ﬁ?&?evﬂﬁe&@"%b@, the lifecycle service

deployment description of the component application. In step 1804, the

providifersyuiry sehice 18 spolatise roimavssi e firetasyplrelie avintsih dabisefisientifier and
runtin@ ARG (NG AV IEEIRRR HaYICR IS RIIET @R hiSBT MELY SFiQRy @R A 3SRt inistration

_it, along with the deployment descriptor, to the administration application.
applicpipo6] In step 1806, the administration application authenticates the

lifecycle service provider. If the authentication fails, then in step 1808, the
[0106 PEHNiRIStAIEN Bervise SRR FeRPHsheatailv iR 4he iiRayRIeySRIiG®Rice provider.
provider. Otherwise, in step 1810 the administration application sends ttle .
If the authentication fails, then in step 1808, the administration service 502 reports the failure to
the lifecycle service provider. Otherwise, in step 1810 the administration application sends the
received information to the administration service 502. In step 1812, the administration service
502 wverifies that the runtime environment version of the device is compatible with the
component application. In step 1814, for all devices that have a runtime environment that is

compatible with the component application, an “Upgrade Required” or “New Application

Available” system message is constructed. In step 1816, the system message is delivered to the

wireless devices 102,

{0107] Once the wireless device 102 has received the deployment descriptor for the component
application to be provisioned, the wireless device 102 can proceed to retrieve the component

application. Referring to Figure 19, an example of provisioning a component application for a
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received information to the administration service 502. In step 1812, the
administration service 502 verifies that the runtime environment version
of the device is compatible with the component application. In step 1814,
for all devices that have a runtime environment that is compatible with the
component application, an "Upgrade Required" or "New Application 25

wireledA ViRUaRIgs BNRISM-MESSRIR IS GRRSHHAAh AL aleR 1318 e Q¥sieMVice 102 allows

. message is delivered to the wireless devices 102. [0107] Once the _
silent eIRieRingyiten oben aenfEbe GEYIARIIR Syinertdeleriprorasistie step 1902, If,

howevEQMIRORRSE ARRlICRHARSS Bﬁ)ﬂf@%ﬂ%dﬂ?@l&geé%ﬁ_geﬂi@ed]ﬂ&zﬁ‘&nallow silent
. proceed to retrieve the component application. Referring to Figure 19, an

provisigRing.dRe SHISESBHIF I RE b RehPrRISsRddacterot Y 2wt iapas gdydhe user.

is illustrated. If the user administration profile on the wireless device 102
[0108] dHowsp SibEnt piie visinhiRge bR OriAeriu Rt AeNE8 VAr aunapk avtom ?}ﬁ@ﬁ@tli’]on gateway
roceeds to, step,1902. If, however, the user admjnistration profile on the
106. i aReeae IREL S5 LIS NOPS A STANPT S oGR8 Pitfieire o retreve o
compoaavirapphieativill ndtherasesdde stepdQ02duatil instegiechiiyntheatésely 5106 by the
. a531081 In ste 190?1 he runtime environment transmits g message to the
applicAhQR G GaRR) | BB THY AR THORB L doyont descriptor

and an indication of the desire to retrieve a component application. The
[0109] hrestagédiehedeivecksiging applicition2gatewraly 106 toysthee applieafiOAP connector

atew rver n t tQ the messaging su tem 224. [0109) In
810 D S IR B B RE B e sh¥er 120. 1

step 199@ARecpravettonng 8¢0ein] Sfe phtol$ toheeS TAR conmsoienttgpdivitiothdas already

I to rovisipping seryer 120 step 1908, the provisioni .
been B T o b R BT P s e
compopankagdtinchededirett fisrmadit]. Ilstepp1BIQ, the provisioning seveel 2@Queries the
. i omponent.application certificate is valid. In 1912, the
discov S e S B  BRR ine 1
has the packaged component application. 15.[01101 If the component
[0110] dpphe £o6rRBEA REREGAERR hdsatikersbidbeke prekegrdsiiptocstssliigedo step 1928.

In steplbrlﬁﬁp it 9d dellim AR iermingd %ﬁ%ﬁ&ﬁ@m@iﬁo@pﬂ&cﬁgpﬁe@%&? X&iaged and a

een packaged and a request is sent to the packaging application. In ste

requesy yEgntHe %&%ﬁ@%ﬁﬂ]ﬂéﬁéﬁ&eﬂﬂe&i@ﬁ td Orde copkpemerRrabisHbationtrieves the
o 08 U A OO IR B RO o 1,
the ravy gpreonens P o iglocalized using the provided resource bundle. In step 1920, the
localized component application is binary encoded in accordance with a Document Type
Definition (DTD) within the bundle. In step 1921, the packing application attempts tolprovide a
unique identifier for the application by hashing its identifier, assigned by a developer, with a
timestamp. The results of the hash are compared with a list of know application identifiers for
verifying that it is unique. If it is not, the combination is rehashed, either with a different
hashing algorithm or a different timestamp. The process is repeated until a unique identifier is
obtained or a maximum number of attempts have been exhausted. In step 1922, the packaging
application determines whether or not the component application requires a dedicated server. If

it does not require a dedicated server or the dedicated server is the application gateway server

106, the packaging application loads the mapping to the message broker 206. If the dedicated
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9 localized component application is binary encoded in accordance with a
Document Type Definition (DTD) within the bundle. In step 1921, the
packing application attempts to provide a unique identifier for the
application by hashing its identifier, assigned by a developer, with a
timestamp. The results of the hash are compared with a list of know

server aPRlieationademtifietsdrr Merfyindinat kiparngus teikigdedl Rever or it is assumed
combination is rehashed, either with a different 25 hashing algorithm or a

that they it irBSRMTS. Hh S BRIEES B Pz ated el dur U F8BIg 8IS e deployed

when @PtANEhE AVIaXITMMNaokBhesReatiampisthaye heempyiaiRiedadisiebed with
1922, the packaging application determines whether or ngt the

- referencnid JHRE apblidtisfiteqiited’s GRARISL FLBRACH PRBEALABt fedighedawith the
applicARAicaieshseTyener e dadicaied servepisdne, applisation saigwaymseishication is

106, the packaging_application lpads the mapping,to the message broker
uploadsg oyl HERReREH a5 RERIEF s i BkdHhal SENES, SiEr e mappitsy i§726- the

packag@@poitptitaibe exiernakeapdenag itits asswrgshdhabtheeesierngbagiyesystem 120,

. .. has the required mapping. Alternately, the mapping may be deployed
indica A S SATRREERV AT A SRR B PR I RRPE  the

application, as described with reference to figure 20. In step 1923, the
[0111]elnceted]E@fphadotajpplicdtite isasigned withhthedapplibadiimgatestayisd by the

. encryption ke in tequ?? the signed component lication j
oo 16 ARSRSoR UL Broo by i B BVRLOn B AL G Bt frused g
are restepd 926hthmepaghagingeapplig2dion sebs Sdustecoflageiniitd Xespbnsepol1932, the

the provisioning system 120, indicating that the component application
messof LSRRI WIS gl B S WA BT R 5 component

applicpiaokagebecompom@atapplication is retrieved by the 10 provisioning
service 120. In step 1930, the component application location and the

{01 IZIIrBSEﬁQ dag & w&ggtgbm,rﬁ?es‘f‘@@@eﬁr?&e%ﬁ{p%gélyime?caﬁgﬁgrovisioning is

connector 224. In step 1932, the message processor transmits the
sent frpredbaga iaredniietedE ddloec ki chinpeasbrthdcbrspordhtasgsplicatiorrmple, for
push ﬁ%%i?ﬁ%ﬂlgrﬁvﬁ'88&‘?&:1@%%l&ﬂh&g@éﬂﬁ%gﬁsﬁé&ﬁﬂt@%&Je'élﬁxest provisioning
~ request for component application provisioning is 15 sent from the o
withowlirelessideeicec1oh Howeveksthite vised bt BetraehnalPaisssment, the application

gatewSF AP0 (94 RHENPIOVSIRRINGRL BRSHiRLe SRIAIINE ARRIGURERNS allowed for

descriptor and request provisioning without communicating with the
the wingtesesteriegiddd.02f Foestphshnpepnbbaivitants thoaysdlidhecwpdisttigmygateway can

procefgcpfb ‘?596{!9&f‘aﬂvﬁé%&ﬁis‘é&é%@%sﬁgﬁi8£‘.’vﬁ? BRES 'fﬁfgfl %5@1 HE)?IYI-[!E QQing i§llowed, the

allowed for
wireless device 102 needs to be notified prior to provisioning the component application in order

to obtain instruction from the user.

[0113] Once the wireless device receives the message, the component application can be
retrieved and compiled by the runtime environment. Further, the runtime environment
acknowledges installation of the component application to the application gateway 106.
Referring to Figure 20, an example of what happens in response to an acknowledgement
message is illustrated. In step 2002, the wireless device 102 sends an acknowledgement message

to the application gateway 106. The acknowledgement message includes the component
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the wireless device 102. If silent push provisioning is allowed, the
application gateway can 20 proceed to provision the component
application. If silent push provisioning is not allowed, the wireless device
102 needs to be notified prior to provisioning the component application in
order to obtain instruction from the user. [0113] Once the wireless device

applicatRRe VA8 thennessage e camnrRAENLANRIGaTion gan bendelrigved aRfcating that
compiled by the runtime environment. Further, the runtime environment

componetaplisicadis histamatiers dithergalisdnent application to the

application gateway 106. Referring to Figure 20, an example of what
[0114] happen3iidrabperiadorigekowiedgerm enteteashpg ihdlustiatediidtener, which

tep 2002, the.wireless device 102 sends an acknowledgem essag )
forwards TiE AUGTRRIH QA ag TORE e SURHORE ool AEEsgg i et termined
whethether compengiiinz6hapilicatioeploiRid. thi packageiheonp teentdppliealiaRe process
. _URL, and g jndicati t component application h een .
continngs o T8 AP ot SUPIOT ] Ui CEERPH0b Aot ROk hORRLAEBIEk S0 the messaging
subsysteresShigeciapReaivid bynipercampadidisiengsoviichiforwaidm e In step 2010, the
information to messaging subsystem 224. In step 2006, it is
messagiie TIERRIFS ARdRDROPE ASERG L R GB)Gi pndn sip 2012, the
WSDLmappingshas ieeeh deplayerpté jgroke ssceajiingesiaysien 2022cloratgRs whether
0 mappin S not yet been deployed, so the messagin
or not G B s CrHGEHL ABBERHER BUOlhg as
follows. In step 2010, the messaging subsystem 224 retrieves the
[0115] padradesidomponeris appiltdtibn. Hrostep @O1DuEset\WSDL0POrvbarisn a message is
[ ' t ' ubsystem 224 determines
sent o R e 2 e S At
application is still valid. [0115] If the WSDL portion is invalid, the process
[0116] dé Ham¥esld sy o0V rER Brpsessagelisuebat sphdiforhyeein the component

applica‘%vbég%mg?@r@r%@@?@ﬁ?t@%@@ﬂ%?@&ﬁ@ﬂﬁ?é@é}ré@l 18, java class

DL portion is valid, the process continues at ste 6 wherein the
files areqippigpienionpimtaioreiifopittliscrammsiarmemuiei s tie prmonandn example
of sucHIERIRYE Hhd hStep j%@éﬁliésvﬁig.'aﬁ%{l@(ﬂﬁ&cﬂé%ﬁ?&%?@ﬂ%@&lﬂ@@?&é{%ﬁ provides

SOAP connections required for the mapping. An example of such a file is

transpaRat ARGS 0GR seHIEC RIS apRisEaEmeRsi bie<ites dawarn Sy shermf and need not

be desdRMIA8SHANRRGTENt access to web services for Java programmers. AXIS
is known in the art and need not be described in great detail.

[0117] In step 2022, a lifecycle message is created from the component application information
within the acknowledgment message. The lifecycle message is transformed into the internal
message format by the fransformation subsystem 226. In step 2024, the lifecycle message in its
mternal form is delivered to the system connector 804. In step 2026, the system connection 804
delivers the provisioning status information to the lifecycle subsystem 220. In step 2028, the
lifecycle subsystem 220 updates the device information stored therein and in step 2030 creates a
provisioning status message. The provisioning status message may be used to update external
listeners that are registered with the lifecycle subsystem 220 for notifications. As an example, a
carrier billing system can register with the application gateway server 116 to be notified when
customers download applications. The carrier billing system can then bill a customer’s account

in accordance with the applications downloaded.
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[0117] In step 2022, a lifecycle message is created from the component

application information /0 within the acknowledgment message. The

lifecycle message is transformed into the internal message format by the

transformation subsystem 226. In step 2024, the lifecycle message in its

internal form is delivered to the system connector 804. In step 2026, the
[0118]SsiRER QonDaGHOom8Q4cideliviess, thenp rMSIRing s el SO IQdRer 208 for

lifecycle subsystem 220. |n step 2028, the ifecycle subsystem 220

retrievig i i (Hreaeeshishnetisresidrad trere BHans sl stpo dehily gach of the

registed& REQVISIOPIBYi Stallife BYCRS HIRNIRE REONTB ORI LEE HOAGR IRAY 0L the WS-
.used to update external listeners that are registered with the 1.ifecycle

Eventiggco 1398 for notifications. As an example, a_carrier billing system
can register with the application gateway server 116 to be notified when
[0119]cUistoshiers deviiibosact apgicationS ZUhedappeoillitgsydteproaidth éifiebilb e systems

._Lcustomer's account in accordance Witr%6 applicatio Fownl aded. 27 .
e Ll 00 DA e RSN ABLORIE G50 MRS ceries. In this
manneadiministratodn stryet2) 8 26r caetrieving hdistief appistersd devitee mrovigerde when

requirclri ecycle listeners. In step 2034, for each of the registered service provider

Ifecycle listeners, the lifecycle message is transmitted via the WS-
Eventing connector 810. 5 [01191 Therefore, the lifecycle subsystem 220 _
[0120]Refeipsimo pridiawerdiceaprovigenififet yetssegsterascsadriforrsg dighureless device

102 arkPRPIPSINARR! i%ét@%%r Ingtalleg angagh g e WiIgleSRAGUISES RIS ransmits a

manner, the lifecycle subsystem 220 can ensure that the appropriate _
compagbesss apcta bl #ie ivaban rerewar. 00200 Repe?dfd. theigumpat mgssage listener

304 re%é%y)gxﬁé) ﬂ%ﬁé&?@ﬁ?lﬂé‘g Eirlg Q@EWQ%tQﬁe"‘@Sﬁ%%ﬁétqﬁé@gggejjﬁsg&%ﬂﬂgpmcesses

the application gateway 106 is illustrated. In'step 2102, the dévice runtime
the magsagsmngd deleaiipate Hesegeswikepplcation gateway 106. In step
2104, the compact message listener 304 receives and queues the

[0121]M8S85921 08 SIRPLQ8: ANRARPPBCH RBFSA YR dISINRKRI BRI REASSES sihifiture if it is
message and delivers it to the message broker 602. [01211 In step 2108,

requirgdilss i glisteRer A2t Brsiaza haaksh Pl shrekswikAde Ufsnulsrecpvice 402 to
verify it Hrequiseskia dppiRativbateRddRdthameassagadiokes fRANKEKSthe wircless

. with the lifecycle service 402 to_ verify that the component application
devicey dlacidfddsniMARnriRRic s st e BistaliedvrRIdhs virsdrss doics Re. then an
error SRBRYRNAERABRIEation is not installed on the wireless device 102, then an

[0122] In step 2112, the message depot 604 is checked to determine if a mapping exists for the
component applications. In step 2114, if the mapping does not exist, the component application
is quarantined and an error message is returned to the wireless device 102. In step 2116 if the
mapping does exist, the destination backend server 108 is determined in accordance with the
origin of the message and the mapping. The message is stored in the message depot 404. In step
2118, the message broker 602 sends the message to the transformation subsystem 226 where it 1s
converted to the internal message format by the decompact transformer 704 and returned to the
message broker 602. In step 2120, the message processor delivers the message to the appropriate
backend connector 806 in the connector subsystem 222. In this example, the SOAP connector
810 is used. In step 2122, the backend connector 806 attempts to transmit the message to the

backend system 108 using the required protocols. In the present embodiment, the
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error message is returned. [01221 In step 211.2, the message depot 604
is checked to determine if a mapping exists for the 20 component
applications. In step 2114, if the mapping does not exist, the component
application is quarantined and an error message is returned to the
wireless device 102. In step 2116 if the mapping does exist, the

commutlésiinatibarvackeahed appieni®8 maeteyminedrin a8 cardaheebaditettiesystem 108 is
ori the me

in o nessage angd the mapping. The message is stored in the .
ST S RUE A T4 b 20 A HESEALE o1 SKEh 0 et frgion geway
will knwesgagddgithel dranpfdicadationaadbsysters 226/ eréit iSTAb dankesteld dgstermn 108

he internal message for by the decompact transformer 704 and
repond g RS H oL el T B3 bl DED TR BB i cage broker 602

processor delivers the message to the appropriate backend connector
[0123] do6tipthé2donhtstarsansystahicae thatitis ésampled tnansEpipation failed and the
espon OSSR Tty _ ! d,6aNaGI0[:808 RULHP ti
reSponto transmélt t%ecmessage %%%?gl ac gn«f’ég@s%eker%ﬂ 13%31 %ng t Se required &%mn e
in the pfetpelsisetithetfresdnt embudindnerithsa 28cansmbhisativiudesvedintge in Web
Servicé”,‘%{ﬁ%ﬁtlg{?agﬁﬁ%gq}{esﬁ%@i%§e?)'ﬂgygﬁ@ﬁ%@ﬁﬁiﬂﬁ%’%&%@ 118, The associated

~ synchronous. According en the backend server rettrns a’response _
applicatenapbplithboryarawiagd Wik aerevilth erdsatisioriappleatsrdandivie | 8éeb Service
reverscd S A0% JNGDARKARAISYSIE ML ADRfiggPonds to the backend
connector 806, which transmits the response to the message broker 602.

5 [0123] In step 2124, if the response indicates that the attempted )
[0124] Gibsrtitodiiocridd A thesTe&Hh BRES Hdets ik ihmerense it the transformation

subsysiimaatingdhe corpaneraprlicainnysMackes: foramaranting dodipset transformer

lifecycle service 402. An example of criteria for quarantine includes a

702 andrygHpackh /s message ik alaaer the fadiprsspaatdy@lrrdna a queue for

transmBRRICAYAROIRWEY 1ik&ickherassapiaied ApRiicalionshauld Reslaced in a message
quarantined because the application cannot be used until the Web Service

respongegNides thelghahde Sreaesirasibaikinyed Ssmphsecypinym and preprocessed

by burfdiffRrYisgHlep B<8 406, MRRSAABINGGeRS HSeRds DRJRSPARSRA0I02. In step
the transformation subsystem 226 where it is converted to the compact

2132, fhesusijasioimafnby aHBopmpRaat tansformer 7HB2fandrsatinregignio the compact

messaé@%%%@f@é%p@%%ﬂlﬁ%%%%@’imﬁiéﬁﬁﬁeﬂ,sﬁ @c{ﬂ%@.d in a queue for
transmission to the wireless device 102. [n step 2126, the message is

aced i essage 15 response queue. Instep 2130, the mes i L
0125 R A i S0 St SIS ACR B B R W 16 Whih, in
step 2083crmessageRendingselivetytavihg gande videe s, denicep02140, SIep MDS 116

transmits a message to the message broker 602, acknowledging that the response has been sent.

[0126] Referring to Figure 22, an example of a subscription for notification 1s illustrated. This
example shows how, upon reception of a message from the component application, the
application gateway 106 can subscribe for notifications from an event source implementing the
WS-Eventing protocol. In this example, two assumptions are made. The first assumption is that
the application gateway 106 knows, from component application mapping, that the message is a
subscription message. The second assumption is that the application gateway 106 knows, once

again from the mapping, how to construct of a subscription filter from the message content

received from the component application.
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2132, the message is sent to the compact transformer 702 for
transformation into the compact message form and in step 21.34, the
message is encrypted, if required. [0125] In step 2136, the message
processor transmits the response to the MDS 116, which, in -9 step 2138,
transmits the response to the wireless device 102. In step 2140, the MDS
[6127] IhGstpi0ls thenessage dothenmessagaiidken GoBsadowiedging thatluding a

. . the response.has been sent. %01 6] Referring.to Fi eZ%?,] an example
wircled SEERIUREN Vi GUTAEH RSP AT il ShoE A ot
messagioitecédtion of a message from the component application, the
application gateway 106 can subscribe for notifications from an event

{0123]5&“5%33@%&”%&9%‘ d&gg%rﬁ%é@’é‘EU?WIE&Q.MQ%%%@%@E%M‘%%Q component

assuniptions are ma e first assumption is t e application
applicagirefaryctO8ikponreriabmcampuee it ipplidation ImaispirgVthdkehmessage processor

transmg?ﬁ?%feag&bi&ggé&??ﬁf %Sﬁet%sﬂ%etrm&oiﬁ&% WRRLER I that 198, 2208, the

plication gateway 1 nows, once again from the mapping, how to .
transfagonstouc sy seis triptitnfikebdtbnilthesnbessagercditehrrécéiveaderae into the

internd H.EQTRABENL AR &%%HH{EB??O [gljezrglaéga%egrglg%dﬁ‘e runtime

environment transmits a subscription message, including a wireless
device identifier, a component Zi£ lication identifier, and a subscription

[0129]daniieP 2t iHiBe Fesssgd st BoTaens) the sHsPERnethsdyckgad connector

806, wHRKSE 824588 s ReaRRiRIURioITAation.fithersampanent tReappligatioRnector 810
for creating internal subscription information. In step 2206, the message

transnjiip s aritism ieiist o e Mtbrm it tlRGeane Ay ARagigRrmal correlator
identifPHIPSY SIe 22 OndEsatep 23R8 heptrnsiination subsysiRMHpoalerisSthe message

both the subscription filter and the message into the internal message
brokex§ffhat and returns it to the message broker 602. [0129] In step 2210, the
message broker 602 transmits the subscription to the backend connector

[0130LE808pWITICh, isHhenS QAR agaRecte08 litaimsthis akampipotBesteptBa iZansformation

the SQAP.c tor 810 t its th bscripti t to th
st SA oI OE10 anEie e SR IR eaioq O ) e s

correl @IGPIINRESATE sIHEISOAR eesngetde Sdlhrelunngdhe Ik ponrestedhe returned to the
. message broker 602. [01&0 In step 2@142}%& message broker 60 d
runtine ERHREMRE T (S HE T ARSI SRIR S TaPHIBSyatEM F5655red:

transformation to the compact message format. In step 2216, the external
[0131] Referring to Figure 23, an example of delivery of a notification is illustrated. This

example shows the reception, processing and delivery to the correct device (or devices) of a
notification message through the application gateway notification listener 302, In this example,
two assumptions are made. The first assumption is that the Event Source is a WS-Eventing
event source. The second assumption is that the application gateway 106 knows, from stored
subscription information and component application mapping, how to associate a notification

message with a subscription and deliver it to the appropriate destination.

[6132] In step 2302, the event source transmits a notification to the notification listener of the
message listeners 232. In step 2304, the notification listener transmits the message to the

message broker 602. In step 2306, the message processor transmits the message to the
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correlator identifier is stored in the message depot and in step 2218, a

message is returned to the runtime environment indicating whether or not

the subscription request succeeded. [0131] Referring to Figure 23, an

example of delivery of a notification is illustrated. This example shows the

reception, processing and delivery to the correct device (or devices) of a
transforpthniolificationiemesdaoelivioughvhesapplicatiengatahayhnotificaiesage format and
listener 302. In t%is ex le, two assumptions are made. The first
returns gs@tﬁﬁeplﬁ’gﬁs?sg?h Ph?é%:@;nt Source is a WS-Eventing event source. The

second assumption is that the application gateway 106 knows, from
[0133] $roveg ZHBscliptioesiafermakion @id eortschenpappiicatiodenappimgnhibe message
t0_associ notification . ith.a.s Joli] liverd
ore BTG S SBE  HRRIEN P Ao, 10 s
2310, tiramsesivza hutificaiith vel thgiotificatioiittdnemafehentmepbiagiéonsiertbrslifecycle
subsyst%%zzi%.St%%?ﬁi’é%%@%&?t%%?%&géi?ﬁesfhe& HIDFRS EQ‘%@?%@S%Q Hl%sgge broker

message In st , the message prOCGS r transmits t
602 sendessanpstegthe Jeetransfomeatioresulssystentiz2bihithéconvessbisaibe for these

. ] the i | f '
i S 0 SRS LA, SRBI PSSAO o
forwardothe lagssagsiGonativitificinvegsdbe stbpoibesing the kdérhab correlator

identifier, which is transmitted with the notification. In step 5 2310, the

[0134] RERSAAE m%%é%yaﬁmg@@gﬁ%g PMPARERE FRRIFRTIANAIR component

the lifecycle subsystem 220. If the component application is not available,

applicaiiosiapgradoity iHablsagelbrikdrdsdr SangsamEs3ngeminEdgRthke Discovery
ServieERYIRRMENtvigdhe MRS iGdananbaspbader Raasvnotifications. HiBe Upgrade

__component application is available, in step 2314 the message broker 602
Availablplydrassaee nidesagehontirdsstifestion 193nelsipscierbititheofips upgraded

compordf- ah RIS REIRIEING 40 friguEed 4 BD EXYRAY Bfpgignaling to the device

runtime that a component application upgrade is available is illustrated. In

this example, an administrator of the Discovery Service or another . |
[0135] diydhfiasyses frittiifes 4re @waae%aﬁrgbmaﬁ%es@@é{%é%w}% is that the

externdh\FHakieiMmessaganai o sHtee wiklessdevicanhtadaldhe,avaiability €t subsystem
an upgraded component application in the local or trusted UDDI registry .

220. {86480 PSETHPHOR drebiiht BRafHienth e Ses RS A Wrdonfodamipigate with

applicdifsh asFRlignishaliheceenak systeris duaptianbhaghesird assumption is

successfully authenticated by the lifecycle subsystem .
that the external s¥sﬁem has tﬁe ab%){ty to pro%’icle a va%/(f component application deployment

descriptor.

[0136] In step 2402, the administrator transmits a notification of a component application
upgrade to the discover service 1302. In step 2404 the discovery service 1302 transmits the

notification to the lifecycle subsystem 220. In step 2406, the lifecycle subsystem 220 sends the

notification to the administration subsystem 208.

[0137] In step 2408, administration subsystem 208 updates the version information for the
component application. In step 2410, it is determined if automatic notification has been
activated. If automatic notification is off, nothing further is done in the way of notifying the

wireless device 102. If automatic notification is on, the process proceeds to step 2412 where a
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220. The second assumption is that the external system knows how to

communicate with application through the published service provider

lifecycle application. The third assumption is that the external system has

the ability to provide a valid component application deployment 0

descriptor. [0136] In step 2402, the administrator transmits a notification of
list of thecnfrenenbappiifaiibn rupirade fa thepdidddyercearnyice 3Qagdrostdp notification
. 2404 the disc Velr"fy servlice 302 tr itsdthe ?otifiﬁqggn to the Iifec%/c{e tted
s Con%’ih%é%?i A BEBIAIE St S30RS S ey AR b &ider 2o dRcRS e 18 transmitted.
Once thotifiegdtondeo/ibes ddhivisinatite sphsybiemiZEiah, B thinuptap@408,component

i administratio sgbfﬁ/stetm %([%8 uﬂgdates the version jnformation fay. the e h
pPlicaSi KB AHPABD G, it CEBTSHELD, 5 HTMRHTS P AR lomever, since the
upgradnatifiifaiinivhaschekn afiitvvatech Kiantamatihaadtifibatbdninstindf daplkhng:nt descriptor,
the d further is.done tin tgge ggt%f rgl%gg‘iying the wireless device 102. If
© Cen Eﬁg}ﬁrétt%eﬁ%‘fﬁ@énon IS on,ethe process proceeds to step 2412 where a

31 list of the devices to be notified is retrieved. In step 2414, a compact .
[0138] ReSuaige o6 thignttifdationeisoplestrlicigtalorgnigitible deivslesydbuicdent a runtime

enviroéggn?%li%ﬁg Fﬁ@%@ﬁméﬂ%s?ﬁl@ﬁr!ﬁ 53”3["H¥ egxagl%ﬁ:e mﬁs‘(}’é‘i@ée%% administrator

vices T02 receive the upgrade notification, they can upgrade the
initiatigpneforrermvenpplivationtimea shmitantfastion madbrginingledmayeemponeie runtime
envirofiRR '{:g&% ohiQuever, since the 5 upgrade notification includes information
similar to that included in the deployment descriptor, the deployment
descriptor need not be used. [01381 Referring to Figure 25, an example of

[0139]h 88 g b Ladmiiairiph SR esrantth el Wiglion derietipyiamelsss and submits

it to tRVAIARRISHMSYRtedd RS mxampie JIostates.am AR IRIQLLIYIIRION 08 queries
of an event for runtime environment upgrading, including one or more

the lifpghethaubeyeisvirohedcdmpenemSton Beh ah desjposebsineg the parameters is

return @AWY NIRTaIGHPEARASS 2 list @kWireless deyiagIParamelersRRY SYOIMES, Ih runtime
to the administration subsystem 108. In step 2504, the administration

envirogpssysteriansideiisscpie reliciocussysttndladecanpiingdhospacifed runtime
envirohsitQfi deMigs, satisfying the parameters is returned to the administrator. In
the present example, the parameter is likely a runtime 15 environment

or4o)Sion, And herefare a st ncludes all deyices having the specified. 1. 50, ,jong
with a runtime environment upgrade request. In step 2508, the administration console 504
transmits the request to the administration service 502. In step 2510, the administration service
502 constructs a compact message of the upgrade for multiple wireless devices 102 and in step
2512 the message is transmitted. Once the wireless devices 102 receive the upgrade notification
they can upgrade the runiime environment in a similar fashion to obtaining a new runtime
environment. However, before upgrading the runtime environment, all applications and
application data in the runtime environment are converted to XML/script form. The runtime
environment is updated and the applications and application data are restored from the

XML/script form for the new runtime environment.

[0141] In many of the situations described above, it was required to transmit a common compact
message to multiple wireless devices. This process is referred to as scheduled task delivery and

is described as follows. Referring to Figure 26, an example of scheduled task delivery is

32



15

0

25

[01.401 In step 2506, the administrator submits the list to the

administration console 504 along with a runtime environment upgrade

request. In step 2508, the administration console 504 transmits the

request to the administration service 502. In step 2510, the administration

service 20 502 constructs a compact message of the upgrade for multiple
illustratedrelessegerG6@ b0k anil stragtep s@54&the2npegsage dricasmgmiticd. @nemitted to a
pluratief 5 YiEless fevices 02 recelvs. fhe ypgrade potfication (Y. CaD . peoter 602,

pgrade the runtimé environment in a similar fashion to obtaining & new
runtime environment. However, before upgrading the runtime

[0142] Envieordhent e mppheationken i@ 2ajshrdalisnadatk iie tshiheimessage in a timed or
group rfr‘ﬁ'}ﬂ@.n W}?E{Eﬁ‘f%égf‘&% Eﬁgsggﬁél\ﬂﬁfﬁgp%ﬁofﬁsﬁﬁg YRS LRsk. Tn step 2610, for

environment is updated and the applications and application data are
cach dogstotiedhfaroiire thavmesssis: vorkerdiiheiselorariisiene mpssagsend. in step 2612,

deliverd WD mADNRI R Sl atoRs fesribag afp)e; figwas required to

transmit a common compact message to multiple wireless devices. This
process is referred to as scheduled task delivery and is described as

[0143] Raeatdingbtedfifgorigurs SR exaPRERE PR RAaNRY e dilferllfgys generic

wireles3appustiatad i HemaeRAthead pinisiationse ise: dQANERALES & s 108 without
message to be transmitted to a plurality of wireless devices 102. In ste

J ( / ! P
deploying supplifaiRBSESGHE R OSRTTE tHe HiedRRlialiroker 002y ToYab] I egyf Rather, the
satewa GORItAR MpeHSagenbiaiei R0z achedkies ataskduRushitennessRaRithanessages

timed or group manner. In step 2608, the message broker 602 runs the

into forgafs Apfbpr 50 i PRESHiS 20O PHeSh R "B A%the group, the message

broker 602 creates a system message and, in step 2612, delivers the
[0144) Messagedotkedeitelpssrdevieallfznviathe MRS Liisiodd3facesdifglyplanation.

o RO S B R e et HE BBt 40T i

the apfiaakend JenvesshpR wittiouistdeplaying: apalicaiion epecifie:redelsviddn other wired
server 118 itself. Rath

the lication gatew r, the J gateway lgads an .
compui HB S ARG Srek G PR AR A0 ButGEg oIy e tem dovice
is usedmessagaly inte:formeadsand@t eosdisispedifiddortbr selediekisiatmputer, a laptop

ource. [01441 Throughout the description several terms were used
or mobgS CORRN A5 BALE B RRERHBA, KRR e 4 B PSS in the art

will appreciate that these terms are in no way meant to limit the
[0145] applivation. cRempkarmiphepgltiba ghmpfertencesagrsinrade todewireddsss being used to
comm IS5 12NREAiEA A SOMALIG. davicRs, SHEN RS A HEEER, SRR ot be true.

may also be usedg. il cor mglﬁ the term device
One reason for using the compact message format is to save bandwidth, Accordingly, for

systems where bandwidth is not a concern the compact message format does not need to be used.

[0146] In all of the examples described herein, the device runtime is responsible for retrieving
the packaged application once it has been provisioned. This is typically preferred because
providing the runtime environment with control over what is downloaded inhibits junk
applications from being pushed to the device 102. However, this need not be the case and the

packaged application can be pushed to the device if desired.

[0147] Although not explicitly described, the encryption scheme used for the system is as
follows. Messages sent between the device 102 and the application gateway 106 are encrypted
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is used generically to refer to any wired or wireless device such as a
desktop computer, a laptop or mobile computer, a smart phone, a
personal digital assistant, and the like. [0145] As another example,
although the compact message format is described as being used to
communicate between the application gateway 106 and the device 102,
using s ket h@;itugra;ﬁmganSymamﬁdo:reysiﬁgﬁhggﬁlm ﬁeetsme&&ag& it is relatively
format is to save bandW|dth Accordingly, for systems where idth is
convery it oS o EOTach GRG0 bl 8 WGBS key i
cryptod@drfy] iusddofctheaxamplessdesttib ad epeinbihecde vieegtisnkinyesédver and external
on5|ble for retrieving the cka ed application once it has been
systemg T R R S B LRSSy R Ao the eateway
server.er\irortheat mﬂmcm@ﬁalbqverpmﬁahmldﬁ%laad&danhtﬁﬁssﬂs&ﬁﬁ of an encryption
h é)th?tlonSf om bei ushed to the devmﬁaloz Ho eveg th%s nesil tf b
ST PR e4E8 8 o thé™ ac%dés CAPPIRAIOA TS be PUSHEB OB VREL R may e
used. desired. [0147] Although not epr|C|tIy described, the encryption scheme
used for the system is as follows. Messages sent between the device 102
Com %&Wgﬁﬁﬁgﬁ%{pn gateway 106 are encrypted 33 using symmetric key
cryptog ymmetric key cryptography is used because it is relatively
[0148]cBﬁE¢@m@1tet§ igeee ly arlosknitizesymmetric dasyrentné afglicetion comprises the data
compolloémg%%w altﬁe nggiﬁtl%rﬁ/% aﬁ%ﬁ@é&@%?%%ﬁ%‘%’fié@%& I) gts 2704, which
messages between the gateway server and external syste
are cogthgewsibhrevetidWling anysyseats & @édhre%hmmmam@ggagmb the application
contangé’;}tgwyﬁl? @m&:{ufaéﬁ Wélhgﬁlglp ME&%@:E: cfQM BeRELER %ﬁéqgl}ﬁ] ttf?ee c%qlpt&?ents 2700,
selection of an encryption scheme Is eS|gn oice and various
2702, erefyptionssiterhansctadetxornbidativhicthepsskimby bambsed! pre-defined elements
represRTPANSALARBHGAIONIALLEL RelinGia, Faweade.d PIATHL ARG Blore values,
ponent application comprises the data 10 components 2700, the
Each mpristatiawbamaipoadstbz7ddand cherastastsigs mmm@zmwd to; a limited
numbewmf;rkl%&g()@'nd Pd(pfy HXQFKQ%%QB{“BH&%%@%%%‘?U%h element. Example
communications with the application container 300. The structure
metadgfefittiomdanigehgs cawlbaudad teoeonstigdt thelddnipoheras(P100, Apgbp American
Catalo YI%4 %%SS ]5; R et%@@ﬁ%ﬁ'{din%%gt%%niﬁtcg? '!éJé?U?&f fGIL , Encoded

re-defined ele representing specific attributes of a resource suc ‘
Archithat PastriglemehEddnhddéSorfelobaholeaaings. Ao Eushmdfddila and Australian

Goverﬁﬁ%%@‘ﬁ‘o%’ﬁ%é&@i%% frbney charaalistam UGN A% RHE DRk GiPoomponents

limited
2700, 2702, 2704 to be processed by the device infrastructure 204 (see Figure 2), and encoding

schemes include such as but not limited to XML, HTML, XHTML, XSML, RDF, Machine
Readable Cataloging (MARC), and Multipurpose Internet Mail Extensions (MIME).

[0149] The data components 2700 define data entities which are used by the component
application program. Examples of data entities which data components 2700 may describe are
orders, users, and financial transactions. Data components 2700 define what information is
required to describe the data entities, and in what format the information is expressed. For
example, the data component 2700 may define such as but not limited to an order which is
comprised of a unique identifier for the order which is formatted as a number, a list of items

which are formatted as strings, the time the order was created which has a date-time format, the
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number of elements, a name of each element, and a meaning for each
element. Example metadata schemas include such as but not limited to
Dublin Core (DC), Anglo-American Cataloging Rules (AACR2),
Government Information Locator Service (GILS), Encoded Archives
Description (EAD), IMS Global Learning Consortium (IMS), and Australian
status AOthsovelnmeiith dedianhGandes (AGHSY, Bndodingsytiaxphladsiiberder which is
tadatg of the coge%onents 700 2702, 2704 to,be processed
t

forma G el AN (o BG5BT CRBIES figeSinee data
parts (ﬁﬁﬁhlﬁs)bm: netlihiteddefdht, frbiMineXdddd/io, Meﬁ@&}xﬁiﬁgmﬁl@v eb Services

ble Cat C d Mult Int t M
choreog R RARI ek SRR 0b Dt e N BN B R s mponents
2700 m@eﬂeb&ytmrmﬂpcgmata%ﬁ applicitignpigiateriixampiésebdaiphe ditastions (if

] T e L X ——

messagmmnrﬁdﬁmmd&ﬁnt@ﬂme data entities, and in what format the information is
expressed. For example, the data component 2700 may define such as

0150] e"l%%%@%z? %&Iﬁl&gﬁ Q%Hcgeﬁggqmpﬂﬁ%%to B?ﬁﬂn%‘%@h%depetg % fﬁlretb:(e)mponent

erw atte as a number, a list |tems ICh are
applicatmm attsgans $Hnigs cthentivnecaite witderwernelewséehwhinbbhas haatebtisnoyice. For

exampl r%}?et (EI? ;‘gﬁéf@}:&g O&H}%\% 519 &%et r@e%%%ggﬁ%ﬁtginp %u%qgo? limited to a

user who pla ormattéd accor e definition
messagsffanothenpre Qfdh@d@tdl@@ﬁhpiﬂﬂéhﬁs@?@@e Bemsifidatar taetsr(siemhersejus of the

order, 8{8 Hééé@'@é#@ﬁ?éﬁr%ffcﬁ d&‘h‘é?s%%% ﬁ ?ﬁ}g&l@ﬁg g%‘@%é?]{}i}/ pxs written in the

Services choreography rules, preferably’there fs persistence o

structusshigdnsms mveoa@atatwmm%ﬁemsrssgﬂ()@ndayaaetdyﬁé%m&anyssages and can be
h t if
sne B HSASSEOB N R SMRE) LRIl v e o

compodetfiinidiei e/ ofommelssaig e reetmtio miefergeatiomd 050diaftd dmsagmnt from
standafd® Wr%%ngg\? 867%6&%]2&(3 HI‘%}IQ rﬁéﬂl%&ﬂ%%.?%%%ée r?%?dbyoﬂ& ggs]p}?xn e@/teb service

. application program 302 to communicate wit systemis suc
mterfamefWe@c@@n}ﬁceums éwamﬁlénutvé o t‘ﬁ@%@s@gﬁﬂiﬂm pOfebrisT2 k@4 messages are
defined W% %éb% cEA' eI RIRGNg @R

SHREhic ?ngfu e un| ent e ord?isﬂ %%%Os{atuéog tai%wdg%? the essage
compoagi S ass@c@mdmmhrthep@ﬂd@nwawggmmﬁmhent Thix adefaitionscould be

done u‘ﬁﬂgﬁﬁ?g&ﬂh%dﬁ% %%%S%Q HIE%?MS‘@%&‘%Q%&&? SR SRIRRE WA hents 2706,

ma L me andcanb
as further defined below,

[0151] The presentation components 2702 define the appearance. and behavior of the component
application program as it displayed by a user interface. The presentation components 2702 can
specify graphic user interface (GUIL) screens and controls, and actions to be executed when the
user interacts with the component application using the user interface. For example, the
presentation components 2702 may define screens, labels, edit boxes, buttons and menus, and
actions to be taken when the user types in an edit box or pushes a button. The majority of Web
Service consumers use a visual presentation of Web Service operation results, and therefore

provide the runtime environment on their devices capable of displaying user interface screens.
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generated dynamically at runtime. Accordingly, the dynamic generation
can be done for the 15 component definitions for client application
messages, and associated data content, from standard Web Service
metadata in the definition language used to express the web service
interface, for example such as but not limited to WSDL and BPEL. Web

[0152] Senvicesdpeiseaoesaie definedwithindhs-aontex: ofapssaten aiithesa program
|s defined correlations between the messagrteﬁ gg} ponents 2704 in the
isC

definitionis, BB BSPRCatSPETSTI AR U SARRORS FORXiSATESlRrpdiBg on the client
platfordongl usivigoprecaftitat sdesirg e paRARHES iANGIAE THRYONSePardte consumers do
workflow components 2706, as further defined below. [01511 The
not re%‘r‘é‘“‘s@Hﬂﬁﬁ%ﬁ?&%%%%tﬁ%ﬁ?H%?T@tﬁg{ﬂbtb%‘éf’iﬁ%% ARPBBFRTIGf B the>> 2704,
2706 dfoimpesepbrpphealionpiogragaas Bidisplayediayiadiben ilWearevitbeegistry in a
resentation components 2702.can .specify graphic rinterface (GLUI

metadf, SRS QOIS RHR At TR o 56 i, 2704 workflow

2706 tniemeisvidedhepeamnpanent applichtiinissingtaei fisepicdenfaden Famponent 2702
. example, the resen atiﬁln ﬁomponents 27 magl d%ﬁne screen%, I?él))els, _

descrlpéaftsr&g&é’éFlBHg(Qﬁ% BEhEHER, BHE B0 16 ta ke PN HE e B ment request

messagydessiuantielitlbox oppusbekibbuierifitheamajarty DiYebgBerviegsage. In order

not to gﬁgfume% use a visual presentation of Web Service olleeration results

{FriFe Bl BrovAdE B OIQHIIS BriDR SERIR N B RATF IR SSRRRARL application
progragisiispléyisgruseidnigifate-screéms: o REb2htblscreionghifiedithat darthve hosted on

bove described client compongnt appljcati rogram. definitions hastin .
the piSHTE FredHEABI Bo o REPL 21 PR QU AR GRS HRRE, dhntions linked
with differdniplatiostinpacd eaitonmeapbadtte2devicel Fdbhe 2a0Relerdpraemming the different
cases Web Service consumers do nat require a visual presentation. The .
supporiEd Kt SRR o ERTPorbrits SH00 ST (s &SGR th@resentation
compa@emtiieniaanpioatid mpiegramt302 garifie Hesiediinmat\WealiGdwiegported, thereby
. feqistry in a metadata reppsitory 700 as.a bundle latform-neutral d
provid 3t IENon R D0 T SO barabUent HLE B TS R E sbepecvery or
downlplatfouespesiiapee sentdiion eampenenic2ddZiddscitetors falivamausd the proper
redefined client runtimes, en the discovery or,deploymept request
bund Ao T B o S S b TR (A B ntvork 104
For thisguesbniessageoisatdes, i olitatdapilcattcatac graasaiye, emdd contain selected
workflow metadat ile packaging com t application grams for
Eresen R A R L e S a o AR AL Lo paporents through
the wdrksied ampheapplicatothaebvesrdoidinampist@siacdwoeiemfent application 302.
platform-neutral component definitions linked

[6153] The workflow components 2706 of the component application program define processing
that occurs when an action is to be performed, such as an action specified by a presentation
component 2702 as described above, or an action to be performed when messages arrive from
the system. Presentation workflow and message processing are defined by the workflow
coniponents 2706. The workflow components 2706 are written as a series of instructions in a
programming language or a scripting language, such as but not limited to ECMAScript, and can
be compiled into native code and executed by the application container, as described above. An
example of the workflow components 2706 may be to assign values to data, manipulate screens,

or send the message. The workflow component 2706 supports a correlation between the
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with different sets of presentation components 2703a, 2703b, 2703c,

representing the different supported user interfaces of the devices. It is

also recognized that a standard presentation 15 component 2702 can be

used in the event the specific device is not explicitly supported, thereby

providing at least a reduced set of presentation features. When a user
messagenakelsdz iss arpilyc o od devioada e e trihes §agepdiza @lie nh rinatiode: tyqenponents
2700 2%%h(i,%evices is validated and the proper bundle is constructed for

* “delivery by the web server 106 to the device 100 over the network 104.
For those Web Service consumers, the client application programs 302
could contain selected 20 presentation components 2703 linked with the

Device SRR AA A0 MRGsSf0e 2704 components through the workflow
components 2706, thereby providing a customized component application

[0154] ?(112.dﬁ)i%}}mﬁm@mﬂmr@@md@ﬁ@ﬁw@@m@ﬁm@@iﬁi{p@héﬁ%pﬁmm 2700,

2702, 2RERIPDARINGRIACEIFRG HRM LKL WA ANASHP Bf‘%&%%%iﬂ:%‘iﬁ?ﬁr&}?&lgrm 302
such as an action specified by a presentation component 2702 as

on the desmebétlabibvenomalictiioncontseriitned weampsstiges aiiveo operational

modeisf%Bﬂbﬁéqmlﬁ}’rﬁ‘ee.%ﬁgﬂ%&‘%%@@&%Wé@%%@t’?&@E&W&d%ﬁ%ﬁ%&”&@é&ion. With
defined by the workflow components 2706. The workflow components

the templade brecdyrietére &g@@é@rem@dﬂhéhmlfm@@rhastp rerameRingcicansuageepiemplates

pre-buift SE'IRUNLIAONALCHRUCHAS DU ATIAL G5t MR BBk AAUEARRR is loaded,

_~compiled into native code and executed by the application container, as
the cliegig seMbearaditeorideerartipiecomprwsrkiow otk poldhestorobemy e metadata-

deﬁnecf%éﬁﬁi%@e@'ﬂ‘éﬁlt%gaé&r{g&@ﬁﬁ'ai?(ﬁ?r%%ﬁ; 3904 SENIHRMEISAI ytable client
T 0 36

e workflow component 2706 supports a correlation between the

applicafias payBerane khefﬂ%éisf%fmmtia}htfl@W@@%@@@?p&m@rsmmﬁerﬁﬁéﬁé%ﬁ‘ipt) of the
workﬂ(%@@ o8 o%QH%W%;ﬁZOQe ?e?{l)l%r 2 QHeYISE B&{M@Y}'{o%&%@ using an

0154] The device runtime environment loads the metadata contained in
ECMA#uipbimponesie2 708 natro2cadrdrgsodetitigsnbanditestbuildsmrets calls to the

scriptim Eﬁ%@'@g _in%%B@rﬁlficmg &P Hﬁﬁ%%w&{& 2090 INe Gy %&%?’e\qgine. With

n application container 300. For example, there are two operationa _
the memadaietdisedlivievtintimbetaripiate -passanmativie @xdsutiompengnt framework either

keeps éﬂﬁ?&?éﬁf %%%92%%9%%’1, W&@ &gﬁrﬁ‘?ﬂ@q?}@ﬁﬁ??f&awﬁ@i@ﬁ%ﬂﬂh are parsed
~ model the runtime hosts data, message, and screen templates ' pre-built _
during gRetidigRvige esingssHateivepresaataten theBpplidetioR piogrepcution, the native
runtim@&HRHANSIG|0AEd. s tE SRt IMIraRMeNt EMAGHLYARS S9BPONRAL 2706 rather
framework fills the templates with metadata-
than on native component entities. It is recognized that the template based approach can be more
performance efficient over the metadata based execution, but can require a more sophisticated

execution environment and more memory resources.

[0155] Although preferred embodiments of the invention have been described herein, it will be
understood by those skilled in the art that variations may be made thereto without departing from

the spirit of the invention or the scope of the appended claims.
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defined parameters from the components 2700, 2702, 2704 and builds the
executable client application program in the native format. The workflow
script (for example ECMAScript) of the workflow component 2706 could
be either converted to native code or eéﬁcuted using an 15 ECMAScript
Interpreter to a native code redirector, Where the redirector interprets calls
100 the scripting language into operations on native components through a

Claims: . ! . : . .
native runtime engine. With the metadata-based execution, the runtime

1. An SPMIFARMETHALIIRGBIRGNR A AEAD QYR RIIERIo K BERR &P BHASIIBAR ke cuting
2702, 2704, 2706 definitions in XML (for example), which are parsed

duniagienecusionrtimeor onsegavaliivantbtreaehtatdizckeX Ve nved ase Bowiingtion
exel g&gnstehe native 20 runtime engine 506 operates on definitions of the
co(%npongntsr\éef(%w&‘,gZ?OQ 2706 rather- than on native component

enfifiRasids raenenizeRbahlhmismplaleliasag apprearh can be more

performance efficient over the metadata based execution, but can require
a mosersephistibaietdnexeniismg avparmite ifandmacitesmessonf the plurality of
resources.é(?lSSl Althougglﬁpr ferred embodimenti%gf the invention have

Wi

be&n NS FEA RO BT 98 o QS S58%\ ro R ERIB AT ERR art

that Naalions MRy ReTBARIBALIMWILNL dopar F@ga%eégsiﬂbeﬁéégé S

the invention or the scope of the appended claims. 37 38 Claims: 1. An
appreigerirgaiipayesergel RANeAELIRG TBRIRLIARMAIB AhasRRGEAlemone of the
applieatipRrwfiddgsin a runtime environment on a device and at least

one backend server, the application gateway server comprising: a

méssapditisiengeforagceivinghaestaged indhztte apskoatrorsubseien thdher
subsysiem. comprising.apluralivof Renmeeiors, SRR o eANAlN Qhnnectors
connectors for communicating wWithf one or moré associated backen
seip/erbe aspe v ingssads rsaseosEmsr islifinea migtsafthbrokesdge.
processing messages received from the message listener and

2, Théfabfmﬂﬁmgét@wn%@ﬂréﬁﬁ@%ﬂiﬁﬂ m%fmhpﬁ&ﬁglayf@éwm%@mﬂw
application gateway server characterized in that the messaging. .
ST 1002 e e SPRUARACENGH TR o THRR AL el
whecls afdb el treadgyitttdonnectors

3. The application gateway server of claim 2, wherein the lifecycle subsystem is

arranged to verify the application transmitting a message for inhibiting the

instaliation of malicious applications.

4. The application gateway server of claim 2 or claim 3, wherein the lifecycle
subsystem is arranged to verify the application receiving a message from the

backend server for reducing bandwidth used for erroneocus messages.

5. The application gateway server of any one of claims 1 to 3, wherein the
communication mapping comprises details about how to interpret the contents of the

message before sending it to the backend server.



is to be used for a message in accordance with an origin of the message.
2. The application gateway server of claim 1, further comprising a lifecycle
subsystem for maintaining a list of devices and application installed
thereon for ensuring that valid messag\;igﬁ are transmitted. 3. The
application gateway server of claim 2, Wherein the lifecycle subsystem is

o o e e e A
Clsiivs Bencfairitdsivheing i enéifsagel bebvdesy stevmisatrmasrgade foveafysed to
i o - o .
e o e B S S R
s@ngesasedars sssHdRAeRMUBICeReMAate communication mapping
comprises details about how to interpret the contents of the message

7. A meefotesenahiagitigtodihen beickturdas arveppication Daccappliealion gateway

server any one Pf %laims 1t05, furthe{. com risinlg]a{ransfgrmation
etwe?n nfaPPlca I0h eXeCUTndin & ruritime, efvironent on 3 e\{xce and at least one
subsystem for transforming messSage between a compact message

fopataendedver ctiemetiedtobetisiogingetels/ife and the application
gateway server and an internal message format used to communicate

el&SRIMBREMesRReradRY 1of ARRICRIPR R GRarAesHSieaR"an application
g rver between ication ting in a runtime
e%ﬁﬁﬁfﬁzﬁ (%r? Qastazlge\’/sﬁg %ﬁg%‘g%ﬁ%t% gﬁeeﬁ)aa%é%%a server, the method

CRREAMAAB #RRRTY 1d BLRINHMBI GF SRES S SHREWIRS tREBUSAAR Rbckend

message listener; mapping the messages to a destination backend

sERRETd@Mering the messages to a connector in accordance with the

d%sﬁination backend server. an dgliverinﬁg the message to the backend
e 0

vering the messageé e’'hackend se S
Server, {h% me%oa t,gnarac erlzeoeln t?'la'}’? € message mapping Is
PERIOFRER L RGHRIERRCEN W APHRARIRE - RPIRME ISAHIMBBRRING A8 ce

an origin of the message. 8. The method of claim 7, further comprising the
stefB BPERASHRSEHEPIRE Estcl BARRKIGSAGBRPrigin of the message.
8. The method of claim 7, further comprising the steps of decrypting the message received from

the application.

9. The method of claim 7 or claim 8, further comprising the steps of validating the
message received from the application.

10. The method of any one of claims 7 to 9, further comprising the step of transforming
the message between a compact message format used to communicate between the
device and the application gateway server and an internal message format used to

communicate elsewhere,

11. The method of any one of claims 7 to 10, wherein the delivery of the message to the

backend server is synchronous.



the application. 9. The method of claim 7 or claim 8, further comprising the
steps of validating the message received from the application. 10. The
method of any one of claims 7 to 9, further comprising the step of
transforming the message between a compact message format used to
communicate between the device andthe application gateway server and
an internal. message farmat used,to .communicate elsewhere. 11. The

2 T S B i oo R s 67 SR e
tonbificebiokén deevepriicalipt v erimesedd seet tee methotdifotianconerising the
clajmis; 7,0 11, wherein the message is a registration for notification from
the application to a backend server, the method further comprising the
steRRInGerRINHAsR IRFRERSBatIINGBE-RACHRNESRNG cHhfrepRaRse

com{)rising an external correlator identifier; storing the external correlator

id EXATBRKGPIERIAR, Y tRE application upon receipt of a natification

mess fram the backend server. 13. The.method of any.one of claims,1
o R SR O e SRR, SR 5 R Rcor o
comtifigaisatioesatastraoiine benkgridisereeplurality of wireless devices, a

communication network enabling the wireless devices to communicate
13, Tt athirpst amedpaciang nsetver2ndeomipris g PR anpligadi engsieuyay
.server of any of claims 1 to 6 and claim 13 when appended to any one of
app"%ﬁ‘gﬁﬂs 1 to 6, for managing communication between an application
executing in a runtime environment on one of said devices and the at

14. Alcoprymicaigkfasiaciere somArisiae RinbRlikdeln eiessiderieRsmp ARMIGUNication
CORBRIA! SOSIR AR RirdBISNARR RXESHIROnEARRIRR e ARRNIcAQRkend

gateway server of any of claims 1 to 6 to implement the method of any of
cl Seherandeerprising the application gateway server of any of claims 1 to 6 and claim

13 when appended to any one of claims 1 to 6, for managing communication between
an application executing in a runtime environment on one of said devices and the at

least one backend server.

15. A machine readable medium comprising computer code means, which when executed
enables the application gateway server of any of claims 1 to 6 to implement the method

of any of claims 7 to 13.



SYSTEM AND METHOD FOR MANAGING COMMUNICATION FOR
COMPONENT APPLICATIONS ABSTRACT An application gateway
server is provided for managing communication between an application
executing in a runtime environment on a device and at least one backend
server. The application gateway server comprises the following. A
message listener which receives messages from the component

R HDBMAG RN OSINVEOTRRIASES X IR @HINBONENT

connectors, each of the plurality of connectors for communicating with
one or more associated back %%%Smessaging subsystem which
comprises a message broker for processing messages received from the

ggllﬁg,ﬁléggfstener and transmitting them to an associated one of the
plurality of connectors. The messaging subsystem further comprises a
communication mapping for identifying which of the plurality of connectors

IS QuppBchisRd fRkwanessegesinpacissdancammmitiinan eighidthe messagan
Eﬁ%ﬂégﬁ%m executing in a runtime environment on a device and at least one backend
server. The application gateway server comprises the following. A message listener which
receives messages from the component applications. A connector subsystem which
comprises a plurality of connectors, each of the plurality of connectors for communicating
with one or more associated backend servers. A messaging subsystem which comprises a
message broker for processing messages received from the message listener and transmitting
them to an associated one of the plurality of connectors. The messaging subsystem further
comprises a communication mapping for identifying which of the plurality of connectors is to

be used for a message in accordance with an origin of the message.

Figure 1



