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BACKGROUND. OF THE | NVENTI ON 1. . | nvention T .~
i nventi o Q&YYEEY general Iy to tel ecogmwm cations syst errsh'?mzﬁﬁﬁg’ggrstoi cularly
to recording call event records in an IP network. 2. Techni cal Background
10 Tel ephony OAEMETHODFORRECORDENG HWENFSAN AN I2 NBEWORK Feat ur es t hat
call ers have conme to expect fromcircuit switched systens are al so
considered essential for IP networks. One approach that is being considered
to prowy d to create and termnate calls in an

| P net M@ﬁ%@%@@@n ni'tiation Protocol (SIP). SIPis an
- appl itati on-¥ 5&L °§F VERB%br ot ocol that has been devel oped to create, 15
modi fy, and ﬁh%gﬁké%ﬁf Rveftioh reRks Benerall 1N6lemifBRiCatibne kfstenit)@8€ Sessions
include Internet tel ephone calls, mul'ti-nmedia conferences, and nulti-nedia
di st ri lpatticniarly$b Pedouding calhevent secords fyai Papdtyorkesi dent on appl i cation
servers. SIP servers are configured to provide tel ephonic services, and
process call event information. Because vendors have devel oped their own

custom SI P %mekﬁﬁ% PBadipPSi™s, call events and tel ephonic services are
processed by eac vendor's application server in a propriet ar;ixaway.
avelicity

Unf ot@ unat el Seleplioan overrthe Imberketiispidhe becohung arealify. deatiees thet cgllens

of vendors, it becones necessary to acconmodate a variet [ jetary

it or 1 OEE 19 RXPORE AT rLH A B ot ARG g icnBrto? T PR,

i nf or medi O chlthd19s 1 e i deQthb Sgktdnh FRRFES hdeBed fo @éide pii®vVent i on

dat a gﬁédlleo é&chﬁlg%g@ﬁ%ﬁ%b%%%m&i S gﬁpl atformi ndeeﬁgnden? nmet hod for
nner .

capt ur itagnibhte cakks Al mdPencemdrk imotives tireSessian dnitiatien Rrotdcol (Hl
Preferably, the system and nethod wl| be. extensibl rowi.di ng._enbedded
i nf or mati on ¥IRd$ WPRﬁlcéﬁ%laé(era“gr@BBg ggoﬁcbco& ME?SZ*%%? géYechng\clittﬁgr Eheri c,

uni f PR iflgie WY F\rl{%%ﬂfe b Qgbr@ BIRRE s@bioRs RRMide Tdtethet
i nt e(rl):? ;rnéée{(.h 36@5{&@?{&@;%&% mlog%ﬁ!}%g&ér esent | nl\(/)enti on relates to a
pl at f origlephéinalidantltirmedio doffarencapandrmulgi-Bedia distritatidn e iR tfenclienaligyier  dat a

in a uniformmanner. The nethod and _system of the Igrg{gent Ny venltei on is
ext ensi thipiallyresident anoapplFationeseryerss SYP SerNeRs g1 R iigpisd grsovbc}é:{}glpp OMeiniformy

formatted.rec y LMoROh 50 ARWIS¥edihdibewh needi ng
a speciSﬁ?‘“%@%@ﬁ%‘%é@@%&?ﬁf@%@%ﬁéEgc%u‘réggﬁﬁgt ary int e%eace.1 One aspect
of the qiERNERIP ApplRAidOfrogans, ¢ailtdvents hnd tatephbuiciseryicea bte proensteddpteachn a

t el ecommuni cati ons network. The nethod includes generatin Oar%glrcia t one

cal | 2@v¢emdoy'sanpligation Seevep ina BropHCaEY Waihs [nfrBmatehy wheng n U&Fent file
is created t.h l: cl.ude : I 6Rhdateh anot her
aspect ,el?lﬁlgﬁtﬁﬁ{éogj é%t% %v%ﬁ#&gﬂ@ %#c ugérggéggﬁnnﬁtnlg?&%%ggoa%?e medi um t hat can
be usedvdrRtdbf goprictaGantetfaces init ehasllé the deviceotodtanéBitand seeivercal ehignit er to
function in a specified manner. The conputer r %gabl e {redi m i‘gc{l_\pxlges a SIP
appl i cainfamatiay.dillingripiganation Menisoring,iasmatign,fFaud ¢GRI, Jaip AR PYRE o

nodul e éna% execut abl e by the SIP server conputer to 10 provide SIP

functi oWafi ty. Acall event record nodule is coupled to the SIP application
| ayenssof t wanharthdeded Fholatforh indepehdenemettwdriodedpairing SIBmélaigd events endtr eat e
at | east one call event record in resBonse to (ft {S‘ggst, gne {aveﬁ%. An XM

pr oces sethendritine? paiforay ppangr Brefaably.dhe sysicum and wg GIFBPRE xmL

process {c],tv 4 '%rﬁ},%](gqeg es}ﬂ?ﬁ{éﬁg}tlét%iﬁre‘ﬁ?&@ a"i‘ébel?ﬁfiﬁg Ehput&'E déad the Beneize XM

call ev I | east one ca event record. 1 S In another
aspect , yhifiemily éaenkicd racordsivithoutudedihgs spesiel proprietaplinterfa¢eon progr am

i nterfaces enbodi ed on a conputer readabl e nediumfor executio

conputer. The set of application programinterfaces includes a“mmmmmlm"“I”]”l”lm
interfa [ identifier and returns a call evept, ..
recor3c9. Sﬁ%@%&?ﬁ:’lﬁﬁe} a(@s‘ﬁ?}nl\g:l udes a second interface that recelltsg\}ses’s a
set of call qweprese@davehtionfateetour pistfancmdepandenttméthddfor Thptudeg SIReyent
"file includes the set of call 20 event records. The call evenpt file is an
XML doc tatetad evnts aund-othes dagp inRanHRe AAEfTe ﬁér’&?fbo{gﬁj&ﬁﬁ@ ?fiﬁfﬁ?r.es?rﬁ anot her
aspect, .the.. sent L nv i I i i RhTEFal

interf agbvgg%%{éae?‘g%ls%’ge' Zﬂééorﬁ%tlﬁéggf%gggeggﬂzﬁr%&%glfbgg}r;&zéfggﬁﬁ’i on onma

Sessi on friatie@ récordsihatican b rdaBlbi)a rsenivieg compytet without needingiAspécel with a SIP
application | ayer software nodul e 25 that provides SIP functionality. The
set of application programinterfaces includes a first interface that
receives a SIP event identifier and returns a call event record. The set of
interfaces includes a second interface that receives a set of call event
records and returns a call event file. The call event file includes the set
of call event records. The call event file is witten using the Extensible

o,




30 docunent. I n another aspect, the present invention includes a

communi cations network for 2 WO 02/ 075559 PCTI U S02/ 08580 establishing

a conmmuni cat] ons. session between a first client and a secgrgyu&llogfh. The

conmuni céY‘?@#@%ﬁ’é"t\/\or k includes at | east one Session Initiation Protocol

(SIP) server conputer. The SIP server conmputer includes a first call event

record W@ﬁm&ffﬁ@ured to create a call event record corresponding to an
and a

event, irst XM. processor odul e figured t a first XM
cal | event fOneaspediof thenreserinvention 1%98@0%%%°q%ﬁﬂn§&aﬁﬁ%rﬁ?a%éﬁﬁ event
record. A |east r il h&ainLatllBAt ade datiasbntaserdl P
server tg@wgﬁl.caﬁﬁ% n%ﬁ%aghééﬁ%@é?%%%ystéﬁ? ncl udes a second XM

© pr oces SphedpBAlY 6 at Wagoabyvirie AatXMéasi] everd fiieisworatedsthatrinptndesrihe ddepst he
first XML call event file. In another aspect, the present invention

i ncl ublesnezxall enpniresord.eadabl e nedi um having 10 stored thereon a data
structure farmatted as JA| N Gl Aadivlsiflcdiug thacdandes a

Oq;Lfan eg%sggcta{ﬁe§%eﬁt§ﬁyéﬁﬁﬁ flﬁc'ldd%s a LB&p 284

server ident ron’i I'ng rnformation rdentifying the server that

cr eat edpd jied ¥Mairsho s Se8sién Initiion Pr&oBOIBIS sgreert opprpusar ¢o fumstioming: spesified ev ent
section including information

| at | t SIP.ne, t, | th
aspect , matverpThe cmmpyter@adabsmmedum aeldes R APEFatoB LS AN FORPRavi ng 15
conput eih?e Cagi)ggalbiﬁ)g;lg}ée% rﬁtgﬁ\;ér'[lr%@éogu?e{ is REL LA Wh?FFEM-CO%mCW hod

i ncl ude i'ng at Teast one “call event record in response
to atgl ?ﬁ,@fde(gjp fEaBhalitAN A, callle@aitiro@rdmoddll icedupledite tite $IPlapplication dayey t he

at | east one call event record. Additional features and %ﬁlvant agfsﬁ%g t he
i nvent i softwiré tnoldeles thefoall event mecorbmadila iy @atigasd (o Frepts At RASIORS £OI GRS, and

in part will, be readily, apparent .tq_t I R f 0 that
descri preced 1B|r35|1’8’6§5’d:ﬂia§‘§ﬁﬁlﬂpeﬁy t?‘@i)gglit%’ﬁ%&lkér?\%g%qh%nlg ggulgée%t((:)rtiﬁ%gaépher ein,

i ncludi pg. ¢ ﬂa% RELI1EITHISSRIL fbbdBorMibdle ik @bhfiped fohueeaté ari KL eall avent  as
t he appende 8 i

rawngs. It is to be understood that both the foregoing
gener al fitke Sktei XV callewenttfHe irfobides ferny lagattone cald YR ESPBt i on axe nerel y

exenpl ary of the _inventjan, and, are int. t h-des %vi ew or
framéwor k f ol dothst §§p<fﬁt1?l#gprf:ﬁeén H’é’?ﬁt}c’g’ lgﬁgg%ﬁasgté@{% hngho?\&g invention as it
s dC' ai %%faclé‘ sPﬁédi@& 6RTRBMBLRrAIMIE ABGiuAT for bxeliticiedn t computer. dBheeset of t her
under st an 0

i ng the invention, and are incorporated in and'déﬁsgtitit te a
part of applicatisppoigfane itérfaves ifehidas afikshierface that Fegevey &R P! ifent s of

the i ti , dt t ith.the.d i i . L: Dol
b nci preSmaAgAD SEm SRR orhd 16k Of IRIERERIRC R St Brge 8RB 081 o
BRI EF DEpCH KEhRc6as JARAVE NEIB e iin® Bl Theicall @vdilt fitkindiudes thesetfof aall

communi ca?ﬁmons network ftor establishing a conmunications_sessj.o et ween a
fir stoueeentasudrds. Stheanll everrfile is @Md%ﬂ@aGWWmﬁeﬁlH@m&tb%Emenﬂh\?@aﬁf 5
Figure 2 is a block diagramof a SIP server in accordance with the present

i nventi &r@pgtnga@ihﬂé- is a diagrammatic depiction of the structure of a Call

Event Record Lff%otfléﬂ Rped@Nfle Frdbtitenvhntién Mclidad 4 sabOuppligatiompropmch f or
recordi ng call "events 1 n acctordance with the present invent.i Oﬁﬁﬁéo DETAI LED

DESCRI PhhehadRefembedied onial dompmter readabld enddiyme for gxecutignond S5eEeR M08 | ary
enbodi ments of the invention,, examles of i re:l } e
acconmparRPiegoldSERASRST CRRARYHER 18,C0 nggtimxﬂ with %ﬁielpgbé)?}ig&%deﬂgﬁtﬁég%%&n%%%@w N
be us g i {catiéh atbimafeeeoincludésa st t s.  An
exem?grtbggg%kgg%%[ﬁ%%?ﬁ%\fybgﬁmquj-sﬁi({:fg 1?100:; npel?\?\ror k1 of the present, i nvention

i s showniniepfabd i ecdyescnSiPi eveniaidentifier and rpimay 21731l evient wGeHo e 5§ Fef erence
nuner al

interfaces includes a second interface that receives a set of call event records and returns a
call event file. The call event file includes the set of call event records. The call event file is
written using the Extensible Markup Language (XML) and the call event file is an XML

30 document.

In another aspect, the present invention includes a communications network for



10. In accordance with the invention, the present invention relates to a
met hod for capturing call related events and messages in a

tel eco s network. The nmethod 20 includes the st rating a
call eve S{bﬁgﬁ in response to a call related event. ﬁ(gfp oez\g/)gﬁlht% fileis
created that |ncI udes the call event record. The call event file is an XM
docunenktablidheng af Cotmutiostions sbaibndetwden apﬁreiscémht arraivaem:omhclmlt eXbensi bl e and
pl atform i ndependent. The nmet hod captures CﬁB ted gdSPevents and ot her
dat a smmmmqatlam/ne}yeﬂﬁ wglufesatdeast ene Jession ‘i&aé H‘é’c YT Ui f or m

h
way. T egpwg gi’sfeg\‘(}:égggrgiaﬁﬁahﬁﬁﬁieé Ainst H@f é\%ﬂt FeRbrdthOi1€ A SR C,

unlforrﬁ0 t can e read any network devi ce. The

© syst em@Ee geﬁ]hmnpfecbﬂa&oﬁégﬁmdingl tovr avénrand adlrst(i?éMlqube@dm’dmd'iéQ ructions

that enable a receivin uter to decod r rds edi
speci&lcopﬁgmqu‘ﬁgtelaﬁi%%trx allﬁé’e@ﬁ%%dh“eﬁf Frgﬁ’gf %WB %P@P@‘& %?‘F‘i—aﬂgure
1, ablockdla ofac t
Lo 2 G0 BB ARl DR PR BRSO b i,

accor daﬂ?eeat%aﬁﬁbﬂehﬂt%&%gﬂémllﬁblﬁstIaQﬂcdnﬂ XNE phrosesshr mdeuie twherdby 1ige atncl udes
source client 4 WO 02/075ss9 PCT/ USOZl( 18580 i‘% coupled to SIP proxy
server legPshe nefwod sysiem cep read the fisst XMLcall geenbfiléour ce client because it is
t he ori gi nat t he e . wRspl ed
to s P red rBapobet §Brt BEpRReRhisFbR el L EOgRer A8 Einclibid huify
nManagenddted esddna ddﬂi\/ﬁh%aue Thasetedhs mnmadqcuaiem filei The rdataasntmmrd |

recogni ze that Figure is nerel resentatiy The 5 esent
i nvent i includesopserves 1dﬁe1¢1ﬁ@r mtlommc{}m %mmmqn F’i‘@g'{ ET’ ?fltt%%tsc

voi ce nai rvers nf ncin bt 8 ludiYe Way of
exanpl et @fé@cwﬁ’%ﬁ‘? glﬁﬁletsf‘ £ easg%tanrg&g{i?gﬁ:e%%%ﬁo gstlﬁ%aut ?ggn ciient 18
by tranﬁl@arrrfallglgré}ﬂldi'a-ﬁPh%&h%%Tevér@ SPS 14. SPS 14 acts as a proxy by
relaying the TNVITE nessage to client 18. If client 18 is available, client

18 transni t sinamothiér aspsstathe present ingention nclgley p gomputer zea dable medigR ARV DK and,

if SPS 14 does not recognize the I addr es 4 \VA

f or wAP dCHRPYLRAARPEItARIE %gﬁ CHORS L e ngﬁllgsaet&%'lé%({ fhd @E@ %inﬁlggglﬂ#e%égﬁ £

al ter na% Ezttﬁlg a@ﬁgét%ﬁé cﬁl?év&@?écbf@ih'r%oﬁidt@ at leéﬁ oﬂédvmoaﬂdda&aﬁﬂm addr ess

to sour Client 12 retransmts an INVITE nessage to client 18

usi ng t KMiladdl esat ‘p‘teomldédgﬂyea?&aiﬁonemﬁ eudbvecortbscri bed transactions are

conduct ed usi S P uest d. Sl P [ &9 S ich are
Aigonal fihes B AT GRBFRRo G I g RGeS gl

al so referred n servers record each call

event i i 1GWRE Qhd! lwmf bd legliBalpparenetotthssechilitd mt}mchmcﬁminover a
pr edet e?%ﬁﬁg@&dawgféﬁ?&o V%fl rremalii%t conpi | ed@iadrlljba Call _Event Record file (CER

filepo THaedSERptior cemsogmmébqwmwgtthealngfmtm@a dessrikgahersin, Netuihathe at us
changes conditia . dat all event
rec o?dsdﬁtéﬂe‘ia‘%ﬁ‘"‘ﬂ@nr‘%@ﬁ fOé@’ OEWQE‘ R taﬁé&(%%g#&l]dod}a&’ﬁlﬁgt his way, 20

bi | i ngy Lt e%'ftﬁﬁtthﬁ%otﬁ eetfbﬂag@mgg@he@au laescriptiok and fiecfollbwingtdetaiisd
resi dent In 20 have access to the CER files. As enbodlgd herei.n, and
depi ct edeécnpﬁmganeenéielyaxbmpbw @li the inyentadn, andharg éntorded 10 OoVAdeALQNTIRE OT wi t h

the present inventi n i s..di vV on

sof t war éramfa/@ﬂef%‘a F@B@E@ﬁl i rﬁén(fré?% eré)? 8'lse el{r'}‘\gléenrlﬁ%gc%iS ultE &r Hﬁ%d Gﬁ{e‘

menor £V deru:ﬂubtld@fslnaaﬂt d rdftheemsermom)md e 106
and o%ghg @@#ﬁhgﬁﬁgﬁﬁg%%%}%&%ggl eé 110. SIP gfialnl iélgtl on. software 104

provi dearéSnBorporatddiinand constitubzk [palEaéthlS sRecificdionn eéiffml@gé Hlgirale Vadeys oy ent
records in response to SIP cal nts of her rREessor 108
r eads meﬁél’é‘%ﬁ?ésrﬁ@hﬁwwtb‘?“nanéd Bﬁ)h’? (f Pcr{%%%{ %?’ Bu@%ur e.
process e RV QQ&QI f of application softvvare modul es SI P
appl i ca&?jona%%(; so ‘%,\%t?%ﬂ%d& es? 104 di sposed in SPS 14 and RS 16,

respectively, can be witten as proprietary application software on
different hardware platforns as |ong as each server 5 WO U2/ 075~~9

“includes an XML processor. PCT/US02/08~80 Referring back.to Figure 2,

nodul e 104, nodul e |06, nodul e 108, and nodul es 110 work together by way of
a set of application programinterfaces. One inportant interface receives
call event information from SIP nodule 104 and provides it to Call Event
Record 5 nodul e 106. Another inportant interface receives a set of cal
event records from Call Event Record nddul e 106 and returns a Call Event
Record (CER) file fromnodule 108. The CER file includes the set of cal
event records collected by nodule 16 over a predeterm ned period of tine.
As enbodi ed herein, and depicted in Figure 3, a diagranmmtic depiction of

t he
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‘recor 38 neterk oy estallisENEA FATERRYCHLONS ST

10 structure of CER file 300 in accordance with the present invention is
di sclosed. The CER file is an XML docunent. As discussed above, the XM
docunent is the data exchange nmechani sm between different i ry
systens WOWAAEY they be applications, databases, or br O]ﬁ?@?h@)éﬁsﬁ
docunents include storage units known as entities which contain parsed data
and unFEHACDERICRIPRIOIEAFIPHE DRAWINGS " mar kup, " which is used to encode a
description 15 of the documents storage, | ayout and | ogjcal,.structure. The
sel f descri Higueflaas blosk diagravn of & coMBIUFFCaiiqns ney¥qr if%%iﬁ%g "8ftributes -
extensibility. \Wen the || cat r i [HRGRSSor i s
cal | ed ('108“’?:‘?% TODE FFSRRPS @%@8%%5}%3‘?9%8&%%%?? ?%:&1? g%‘sé'réﬂﬂke ?,ag is a string
g;rgs%gtﬁg@gﬁogg acketed by delimting punctuation. The XM. processor in
the receiving server parses the received XM d currenb to det (grm' ne the
storafje | aydiiguraids hbickaliageam of o $ER sereerdn agaeedanse WitBARHRRGEN IYSRN: | ¢ he

“interpretation of the.data is Left.tao Jol I i t | sV
processor 1 .g“rﬁéfléf‘%ﬁ%amﬁ?c g?lﬁlloéluorftetﬁgs,ﬁg%g?ﬁgagggaﬁg‘s&fﬂﬁe fol | owi ng

struct ugg. .t includes an XM docunment type declaration (DID) section 302,
server information section 304, SIP rressage,typ? section 306, an vent

i nf or mat i on Bigateidois a30art sipMing @ meshesd fo sepordingsallogvents g apotaRGYIHE ™ ul es a
desi gner adds to extend the core rules of XM. syntax to thereby create a
vocabul Riesent BIVERIQN i be a particul ar event or situation. DTD section 302

al solgrovi des a way for an XML processor to unanbi guously validate a

parti cul ar XML docunent. DTD 302 provides data to describe the data in the
tags. THETAJERD DESGREPTIOMNt i onshi p between the tags found in the

docunent, what attributes. the tagsg_ar up fHebut es
are 30 def auRPf,e“‘élﬁ%iW\)mﬁ?w\?ﬁlnl?éif 1&&@%3?1@‘3@2%?/&%?h@pgﬁ}{a&%ﬁg@g@yfrmduI e
interpre D SOPRenY $thfed 9GRS MRomPMyintpdrawirgs. Béfevever provi di ng
t he dat gﬁ/?%t@:hg%a 1?slccatl %)ﬂgﬂﬂu\}@ 021/ 07~5~9 Erogram PCT/ USQ2/ 08~80 Ser ver
i nf or mapbsaibls el daee rdfdericd enmbeisewllteased GevghofthetRVIRGSd0 SBEF. O] s
section appears only once in CER fi.le ince . It r fray
pr ovildesamrees likepagigy @i“c“&mg{}‘% e‘ﬁ?"‘i‘&ﬁf‘é‘?@%%ﬁ ﬁg?lggt?% i %‘%ﬁbéuéggg?‘ﬁé’ \‘%'IEIM . or

voi ce mall, . C L@t RiigAstedpbleraly tBrovghslnbyireferenombumeral s
provi deHlvﬁg}tl(% ﬁﬁ@%ﬁ% .%;I’I% msssaggg tg\%e se%’ti on 306 appears for each
call evept record. This section 306 includes a nessage identifier field

that identifies the exact type of ssage,. .e. d.. F o hboetal | NVI TE or
a 200 OK resdmaesordange wﬁhé‘&gév?fy’&é‘?&@&?%@# ifftioy 2@%%@ afpbtod 187 | N

field which.proy ; a0e] teRssARuAicefo detwarkp aht ntdicalr  SI P
rressage.cawﬁgﬁéi@gaZ%%éﬁ?%g&g{eégﬁﬁn 308 includes a servi CE ID field that
uni qug) YndigtRRthd itgof dercrating b call evest arcond ingepenserted oall related gvasit sage.

For exanple, if the application server is praqyidi i servi ces,
The sor aves Hipisariel hidRe A aBe cHLOpa [Felt 2re oo P g o g T o

the SIP ss?;gﬁiéﬁﬂlihﬁsﬁ d D078 Hehrelhinveron ideasadsls ank phtfoged during a
speci fi &Yh cewithin a specific tinme period. In _another exanple, if
the ser Vigdepesdeht.VOhemetii lcagtbres pall evtated BEP eventsiand ofher dgfasech AWy a

ticul i il box. | t anoth . Ser Vi l d
Pk ¢ oceptiesioniservapemsaseiesaiis GlrnasFBm 359 | of g PR Pyt o
Pr OXy, SeL el f%,??\g&gg g&%&y&ﬁf&ﬁ@ EHhaf&Preabidd Hab earistereadi by adyFnawork el d

t hat ress’and port number of both the orc'i)gi nat j n? agd
recei Vi Nghy&@r ToE Systérh aad afetted of ibopticsah inveniiningrdesmiedded agictipn fhap, o

present in this field. Finally, SIP nessage .t ect.] LRCcl udes an
"ot her negblegasceiying coMPyiRT © ‘?lei"%‘f‘?j&? é?ﬁ??%s lgf(%g&eeég}g[s i %tﬁgﬁg?l%gﬁ%?%c nmessage
deened n.e}cﬁ%@%gry depending on the type of server naking the call event
record. ¥ i'nformation may include additional headers gr it ma Pe t he
act ual nmessaggs e@Bydied hedem, Shddeppsted geligOrR, # blask deagram § aﬁﬁ@{nﬁa@ 1% Event

I nformation Section 30S for each record.. Event 25 : ' icRBht308
F‘%&e%{‘ ?)iaﬂr%{t ?%%F%P&) %IS%%%E\S sage.

These ot her events .i.ngl ol Me@oled” 1B NEMoNYD Trichidel/Eside ¢lient

" CONNECTITAqeRdRsS Witk Mﬁéﬁﬁ‘ﬂl lgéf’%r\’lﬂPERFafﬁED, "“"FI'ND- ME FEATURE | NVOKED, "
"DAP query sent," and etc. There may al so be additional fields containing
detailed informati on about an event. O course, any nodifications to this
field will be defined 30 in the DID sec#i on. As enbodi ed herein, and
depicted in Figure 4, a chart show ng a nethod for recording 7 WO 021U76;
;9 PCT/ USU2/ 08S8U




call events in accordance with the present invention is disclosed. In step
400, the application server creates CER file 300. The length of the file is
configurable, that is, call event records and other data ' ninto
the CER MPEYEY a predetermined period of tine. After tﬁéeﬁyiwr%@kfosgri od

el apses, a new CER file is started and the old file is archived by NV 20.

I n st eplfﬁco%??edttb SIRpRk eaverSPSHIMY eflictiel Bisbforsd id astdiwenece dieat beshisedient
such as an [NVITE, or sone other such SIP nessage event I% so,. the

appl i cds kerpriginaer ofdthespsgien partigipptiQn Eqpest-c eV Ef. 1%85 sg@ﬂa%m P redipget

processor | Il ed.. t Y . | | Mot PRodeleR fil e
usi ng X ver ?]ﬁg 6e esgg%?ontcﬁlgnt;@pﬁd?g?\? %rrl? ngﬁel?%%{lérggﬁér%kﬁes )i ft h%

© conf i gugrahlagy dkifl & the AR vitlirécdgniza shae Figuset is hérelyat reptebentainvecasmpld der et ur ns
to step 302 "and the application seryver vvait_s,forgéﬁo__anot er call eyent to

r ecor 8. present fnyeniioresuppertoeptivarks dnclpdinga mulapliotROKREVIGRS SHARAT YHFY 1Bat
“transmtted to NMS 20 (See Fi,qur .Jhose of ordinary skill in the art
will retbERT-Fan eﬁeélflnél‘—fé{vﬁslagg%gtaeﬁ’a%)ge‘g%[ oyed for any events occurring

Wi thi n net wopk wh§-of Gdnhsle Rbakedlibatieaaitiard 4 call atweaypteo dbstimatiomolsend 8 by

SI P- phones, entefprise gateways, network gateways, DAL gat-e

gat ewaytsgnshfttisgRn N VEBREqueside SBE d 4. SR 14|aotsas AMERRY] rﬁg‘%ﬁﬁéﬁgvﬁpenpl oy
t he present inpventjon...Tho of _or.dina | ]

recogni eveRald et B EEHET AT AN RS sl DI estet to B1GP 12,

typef ik 'PRSRETGn MRtk hand 4 $STR14 dédidropreregite tho Ve address oflientl8, BBSI e t o
any type of session that nay be established 1 ncludi n? but not limted to,

t el ephobymayifdmayrd auBNGITE message torRss $6.gPwhsequantly.<iisetdreseivey an altegpatiye
contenpl ated that_ the 20 present ,i nventi o] .4 14 ngQ,
noni tgP Iy ,dr‘??éﬁ%rg‘g%ﬁ‘ﬂ“,on&ﬁe tf} a&ﬁlxpr%‘?deiltﬁﬁq&gg\y?%s?(?(g?@%? Mégrléi clbé%h%ieir i gr ned
by the PlGhits ad INVITE mbRa@PRRYIER! 18 Rird 06 el pk @ddédby RS 187 Tht Bbove

nodi

vari ous I cations and variations can be nade to the present invention

wi t hout debetibed irmgadtionmateendwited vsingSlPsroqymst mEssagrs and PR TISPANSCTRAFEARSEt | s

I ntended_that the present inyention.covey the nodifications

var ; 48: whishare elp sbimgCHs ! Brats Rt PRisPD B e creR Rl el Wattipa, o

appende ' C ; WYk RRbfs prodd¥ed bt @ pecasriiiaid antouat of tirmel i S:

PCT/ USO 7185%%08{Fﬁ1h§f%?ﬂ0d for caStpa?i ng call event data jn a

t el econmrendosntiledmsa Gell Byeht, Rachsl BleEERIHek chhsrGER fidp is3ubseguentlyy an XML cal |

event file includj rver, inforpatio cti,on e.4 SIP 5

message trapgpitisgd to ]§% g(_?'sﬁ%tg’&k akys ge?qge%\?%lﬁ Q gl(cgltolh%%?ldg)ﬂggélg%gﬁlng at | east

one cal ba@¥ehlo bACQf folriSERONEFL Rpited BITUSQVGPHOTER . Tn thiowayg ¢ he

at |least one call event record in either the at |east one SIP nessage

sect i20n bilBngrtrduble-siboting $¢stingend ather backnffice fincdons resident INDIMBLABAVO! cl ai m

1, wherein the nethod is perforned using a 2 tel econmuni cations network

devi ce. ?_q_ceSS't"r‘lh@Cr?@t % of claim2, wherein the tel econmunications network

device is a %ﬁnﬁboﬁ%d"lﬁfei@fb%ﬁ%@ﬁi@tedln Figuld'®, aBbAQHa @hmIfSIPsdventveriai n t he
uter 1s a

SIP server conp proxy server. _ o
accordance with the present invention is disclosed. Server 100 includes SIP application

software module 104 disposed in the memory of server computer 102. The memory of server
25 computer 102 also includes call event record module 106 and other application software
modules 110. SIP application software 104 provides SIP functionality. Call Event Record
module 106 creates call event records in response to SIP call events or other events. XML
processor 108 reads XML documents providing access to their content and structure. XML
processor 108 does its work on behalf of application software modules. SIP application
30 software modules 104 disposed in SPS 14 and RS 16, respectively, can be written as

proprietary application software on different hardware platforms as long as each server



1 5. The nethod of claim3, wherein the SIP server conputer is a SIP
redirect server. 1 6. The nethod of claim2, wherein the tel econmunications
network device is a 2 network managenent system 1 7. TheP g@fh claim
6, wher eYOPHYSHEt wor k managenent system includes a 2 database 1 8. The

nmet hod of claim6, wherein the network management systemincludes a LAN. 9

WO 021(}3@5@& dﬁCXMﬂgﬁaé&&ﬁso 1 9. The nethod of claim?2, wherein the
t el ecommuni cati ons network device is a Sl

met hod of cI&¢fﬁﬁfmghﬁﬁbf%ﬁlﬁuneﬁen@@uleé%tmﬁﬁ‘éleéé@ ff‘%ll‘?;mﬂé@d&loé}l Slm. te 2
t 11.. T :
o otk g 1S WG efis Shilbdlioh prdBERTHRAAS, Pne FpluMifcpien’ -

*wher ei RetdifesaialllefamtinfoRSatiERim ISTR vdeR 1043 preddes écibiCail EvenERsagé 1 13.
The method of claim 1, wherein the at | east one vent |nc(i(s gé’
pr oxy$ ngodule éQ@es”tnotEr imporfmé inserfass gecsives paptATTal W‘F‘é‘rtéqcﬁr AlEyept one

© event clu I 0 r claim
© ¥ wherisetd Toofe 108 288 oS CRHERRRERESITEERP e fhniio 1%3823329@%‘%6 The

met hod @ I&éladézlthe saMBLERT Svehh@cdils beRgted ByanEILN16 bvee htpdmtmmmi\mnhdf aul t

2 condition. 17. The nmethod of claim1l, wherein the at | east one event

i ncl udest tirhe transm ssion or 2 receptlon of b||||ng information. 1 18. The

met hod of claiml, wherein t (] ated to 2
net wor k noni T“}?Bdwqgerem\’/\ﬁ“g% gég'gbs%@p U%OZFU% alca&fg:\f%@tﬁgﬁ%et hod of

cl ai my Lo Mife Gf EERNG $Db i RcHmAte Witk kiédResent iBeention it dikclosad! iThe CER it t hat
identifies an originating server. 1 20. The nethod of claiml1l, wherein the

XM docismeX¥MLitvcunest. AsSlifeusssd aheee, thes¥ML dasumgatis Fl?eﬂaF?ge’Wh@ig‘Fer t he event

Sl P
ItfleaSI Fmﬁé'gaguesg‘%tgé?r? Gﬁflefﬁ%l"i?gggt%ﬁ/ Séléﬁﬁglscéﬁ% ] denp (Bg géh alll’smdgtqhe\égg \e/:ap
| dentifhe) o%&k @lH&lnYen'tsdiﬁahﬂé ytbf%e"uhﬁs By ésebn&ﬁss)whﬁhednwﬂﬁarsekie 3 SIP

nmessage. met hod of claim 2 wherein the SIP nessage section
i ncl ude&taam@unﬂarmdeiame Parsed data includes "markup,” which is used to encode'a description

15 of the documents storage layout and logical structure. The self describing feature of XML is

one of its most important attributes - extensibility. When the application produces data, the
XML processor is called to create an XML document having specific "tags." A tag is a string
of unparsed data bracketed by delimiting punctuation. The XML processor in the receiving
server parses the received XML document to determine the storage layout and logical

20 structure of the XML document. However, the interpretation of the data is left to the
application that calls XML processor 108.

Referring back to Figure 3, CER file 300 has the following structure. It includes an

XML document type declaration (DTD) section 302, server information section 304, SIP
message type section 306, and event information section 308. DTD 302 provides a way of

25 capturing the rules a designer adds to extend the core rules of XML syntax to thereby create a
yocabulary to describe a particular event or situation. DTD section 302 also provides a way
for an XML processor to unambiguously validate a particular XML document. DTD 302
provides data to describe the data in the tags. They describe the relationship between the tags
found in the document, what attributes the tags are supposed to have, what attributes are

30 default, and what values are mandatory. The XML processor module interprets DTD 302

accompanying the received XML document before providing the data to the application



2 field that includes | P addresses associated with a caller and a callee. 1
23. The nethod of claim20, wherein the SIP nessage section includes an
other 2 nessage_content field that is used to accommodat e @fys@igisyl onal

i nf or mat i 95.02/%’2’4?. The nethod of claim1, wherein the XM c?ilgcurrent i ncl udes
an event field 2 identifying the event. 1 25. The nethod of claiml,

wher ei prédiemXM. document includes a document type 2 declaration section

that provides information requjred by. a receiVvi ng.G r Lo properly 3
decode the Xavesdeiprmafion SEC%BI%A lgﬁ??é‘l?tsg}e FeAlH hﬁvg‘ﬁ@\ t’%é? e@ﬁﬁnbe used
to direct a Siap: | AkbifAd ¢ D QYR dEQEBifcaervigest uncti on
in a sﬁlgg?%rls gg@n%%ﬁg{reh‘%r@é %@pﬁpﬁ?gérgtgggg%{se%@ megipumlcorrp(i si ng: Z a SIP
appl i cahbpss tenferensing tivae niseshging, (IVeor SbReapl, theaeivive deagrintionas well as

nodul e 5 bei.n? execut abl e gc% the SIP server conputer to provide SIP
f unct§ owadenipformation i prowidedky hisc§F¥odul e coupl ed to the SIP application

| f . bei '
Lover *of e M ol 9y gL e b aoss s o (o

In response 8 to at |east one event;
and 11 jncM@s(alebs SRR ninEel/ fdRDBANIA BT tianexdh type oftmessage, mgd whetlpoifdsed t o

the call event record nodule, the XM. 10 processqr dul e, bei figured
to cr eandNAATEMI ac2)0 OB veassagei B, mespagsdype é%tpnzgéﬁggm‘*h@eiald}%‘lﬁ'ﬁﬁdi ng the
at | eas ne.cal | evept 0 . ' | @& Wegpei n the
Si P sork Sdisipreue Be GAT-I pediel bl it B AP RRRegIHEE " L E

of ch@ifRfee WREE&iINB0E irdhiles 8 katoice COMTRW that uriquebnidegtifiedhaseraics| P 2
redirect sefrvér. 1 29. The nediumof claim?26, wherein the at. | east, one

event iinstanceassecige®withihe SIPanessegee Jior exammple, ifthe appligatipn Servey 18 PRGNS

wherein the at. | east one event.4 AGghu W AV
r equest CON{CIGACINGFRIVICRY {t}l?rﬁegfcecqjaﬁﬁg icgﬂ%ﬁ\f}gs eﬂrilgi’gﬁft&ﬁ%rg f?rglgcsetsdogrr? g&é@en
i ncl udeg (e S8 AbE. hik AMlowds HRE¥BRn dll Aidssagbeexohatigedndofingh spavifkb, wherei n

the at Teast one event includes a SIP proxying 2 request. 1 33. The medium
of cl ai conZ&enacheitiinre sphafiatimegatod.oleangthenexample, iEibe serve) v ayoeyniy 2

response nessage. | 34. T ium.of ¢l ai. : j
v ondS: fstegnded seivige T woRlGaRRy HPadicut PhiTk fia bR Sl oM BhahBROMDNE
at | eas{.-QREIS\WMd liREldseiBsr A1 Medsgdskanfl @vdrits for a@ivbntcald Bstaiizhed by a proxy

server. SIP message type section 306 also includes a To/From field that records the IP

address and port number of both the originating and receiving servers. In another
embodiment, only one or the other will be present in this field. Finally, SIP message type
20 section 306 includes an "other messages” field. This field records other portions of a SIP
message deemed necessary depending on the type of server making the call event record.
This information may include additional headers or it may be the actual message body of the
SIP message.
CER file 300 also includes an Event Information Section 308 for each record. Event
25 Information Section 308 records other events encountered in processing a particular SIP
message. These other events include "INVITE TIMEOUT," "NON-INVITE TIMEOUT,"
"CONNECTION ERROR," "AUTHENTICATION PERFORMED," "FIND-ME FEATURE
INVOKED," "DAP query sent," and etc. There may also be additional fields containing
detailed information about an event. Of course, any modifications to this field will be defined

30 in the DTD section.
As embodied herein, and depicted in Figure 4, a chart showing a method for recording



WO 02/ 07sss9 PCT/ US02/08i 80 1 36. The nedi um of claim 26, wherein the at

| east one event includes the transmssion 2 or reception of billing

i nf or mat i 3y The nmedi um of claim 26, wherein the atphEpsiyd event
IS an evevgr?ﬁu%/i? Xed to 2 network monitori ng. 1 38. The rre%l#urﬁr?o{ Q{Bal m 26,
wherein the XML docunent includes a server 2 information tag that |

i dent i fdaHevents or aggbrdancanyitls &m\mﬁsenmnsgltloﬁhedxsddstiﬁm bfstepl 400xiteappligasioni n t he

S o Sren s R Ied0B The faRlEst e B rhiaiie iale ol el gieotile, ol
the SIBA® qToRR Uty 5&?&%% LG [HeAER %18GbYA ﬁl%dé’tehﬁ’ﬁgﬁ e offtingd, dafibihge Ser ver

|dent|f|er uni que y |dent|fy| ng the service associated with the 3 SIP
nessageaimd petiod diyssesyrdiewnCBR fité i star®8 anditer dld dile isarcﬁll@dr’pe@s},M@e?% dotstepn

| ud d/ 2 fieldt | ddr e ted th
" cal T i dhgp Al PatErer datsnie ABe i EAL oAl o NSVAT R SRSl p
- message,RacLiouy AELUACS R PAGHe gpﬂmﬁﬁﬁf?&rﬁ{?'&?éﬁ%achﬁb%rﬁ%brds used to

accommo e any a ona or mat’i-on. . The nedium of cl aim 26,
wher ei rSdbbaquXMly,dbeKanracmsbmeallaharﬂvthmcalf e@hdre@onddewmlﬁy imthetTiR leent. 1

44. The nmedium of claim erein the, XM_,dog cl a docunent
type 2 using XMy lgstepetls; é‘ﬁ aPl\qh&iatlB? 6W€Fe‘£3tq"ﬁ’f”&?§r‘rgtge $ i‘hlf? gff tye gerto

recei vi t gt of
oot ol chRBTRE i hol eOREE hiw Sodlfi 6 S1ch 367 EhA kot 'J@‘F‘Eaééfﬁé'iw#@d‘?um 2 for
execud i amthbﬂ céll ecanptd etordt Miths dineqferiap hhs elapsedythp CEdr EML docamfeatfls is

conprising: 13 WO 02/ 071589 PCT/ U 502108580 3 a first interface that
recei vetéaf’émlt&ﬁetﬁtNM&e?r‘i)t(SF?@g“% returns a call event record; and 4 a

e o RS o Wik SSAIEBr ol RlogBld pRenk acan s mpiypsty s o

call event fi even set of event

r ecor dsanytefents akturgyg withfn netwrki Ity Cullstplazad betwegn 611 bhmyl:%mbmmtimhe ofvar kup
Language (XI\/L) whereby the call event file is an XM _docunent. 1 46. The
pr ogr anSIPrphenes eateTRsiseEatemiayy Betwoik BEaYsh D Ady Satewas, EYEWIS ncl udes a

SIP 15 SIP-voicemail servers, and SIP conferencing servers may employ the present invention.
Those of ordinary skill in the art will also recognize that the present invention can be
employed using any suitable type of transport network. Further, the present invention is
applicable to any type of session that may be established including, but not limited to,
telephony, video, audio, instant messaging, and etcetera. It is also contemplated that the

20 present invention may be employed for billing, monitoring, management, or for any of a wide
variety of services performed by the network.

It will be apparent to those skilled in the art that various modifications and variations
can be made to the present invention without departing from the spirit and scope of the
invention. Thus, it is intended that the present invention cover the modifications and

25 variations of this invention provided they come within the scope of the appended claims and

their equivalents.



2 invite request. 1 47. The programinterfaces of claim45, wherein the at

| east one event includes a 2 response to a SIP invite request. 1 48. The
programinterfaces of claim45, wherein the at |east one i udes a
SIP 2 redYPd¥iow message. 1 49. The programinterfaces o é‘igpg?z{g%ﬁdg
wherein the at | east one event includes a SIP 2 proxying request. 1 50. The
programinterfaces of claim45, wherein the at |east one event includes a
SIP 2 proxying response nmessage. 1 51. The programinterfaces of claim 45,
wher ei n'Wiigé isglai 1 one event includes a SIP 2 error nessage. 1 52. The
programinterfaces of claim45, wherein the at | east one event includes a 2
network fault condition. 1 53. The programinterfaces of claim45, wherein
-~ the af | east] Qpenetv@or capthrirgeslltehentHatariandelegmnmnnioatione cefstorkrthef bil | i ng
information. 1 54. The programinterfaces of claim45, wherein the at

| east 2 omethed eamprisingh event 2 related to network nonitoring. 14 WO

© (12/ 04s~s9 PCT/.US02/ Q88 g . i ¢ : 21 a8 wher ei n
the XML docufFEHt 8 ‘?‘fbgg’[ egalgevggﬁfvg:ﬁ%ﬁlﬁg%%%ﬁ%ﬁ’%gg&fsﬁgﬂéoﬁ gglr?'?%tﬁ%gs an
origipating ggrver. 1 56. The programinterfaces of claim45, wherein the
XML docunent includes a SIP 2 rressa%]e section identifying whether the event
is a Sl messegeiesstionrand ablqastengsalh §¥ent $6cH9n; The programinterfaces of claim
45, erein the XM [ t 4 ' i i ifag ng the
event ¥ 1 58. BT &%BS?%?W“%%‘# P gécngg&§¥ﬁéh I%?p?ﬁﬁ%;@ 4 e@%tg)inﬁ‘é?%ﬁet, %(dlsL docunent
incluges a 2ggasy MRt 16aéPenedtal leasmirécnd Besthenthe ahiehst pno BIRImsssagé ssctiali on
required by a receiving conputer 3 to properly decode the XM. docunent. 1
59. A8settheft epsslancasll gvenisestioam i nt er f aces enbodi ed on a conputer readabl e
medi um 2 for execution on a Session Initiation Protocol (SIP) server
conputer in conjunction with a SIP 3 application |ayer software nodul e that
provi des S| Prf pctietiddl dfedsim tl @hé&ein thé meioldiic pérfarmed upinggr am i nt er f aces
conprising: 5 a first interface that receives a SIP event identifier and

r et ur As tedecoainturdeations nelwrkidevigtd 6 a second interface that receives a set
of call event records and returns a call event file, 7 the call event file
including the set of call event records, the call event file being witten
usi ng 8 the BX{gOficdA JYRIFHR, Whaeiage tdetdmmunidutivabyettvrk devide iseshR file
is an XM. docunent. 1 60. A conmunications network for establishing a
commuli savemcemBEasi on between a 2 first client and a second client, the
communi cations network conprising: 3 at |east one Session Initiation
Protocol (SIP) server conputer, the SIP server conputer

=+,

1 4. The method of claim 3, wherein the SIP server computer is a SIP proxy server.
1 5. The method of claim 3, wherein the SIP server computer is a SIP redirect server.
1 6. The method of claim 2, wherein the telecommunications network device is a

2 network management system.

1 7. The method of claim 6, wherein the network management system includes a
2 database.
1 8. The method of claim 6, wherein the network management system includes a LAN.



4 including a first call event record nodule configured to create a cal
event record 5 corresponding to an event, and a first XM. processor nodul e
configured to create a first 6 XM call event file, the fj| <daal |
event fi Ivéolo?‘(ﬁfs&‘d’l ng the call event record; and 7 at Ieasit)é@gggs%?s\ﬁork
system coupled to the at | east one SIP server conputer, the at 8 | east one
net wor k sy sto Mhiemedthist ofxleims® edierkiX¥e telecunmmsuicationd meiworkideyiebis aHI8 at

| east 15 WD 02/07s; ;9 PCT/ US02/08~811 9 one network system can read the
first2 aentdgviceevent file. 1 61. The network of claim 60, wherein the at

| east one SIP server conputer includes at ' 2 |east one SIP proxy server
and at | east one SIP redirect server. 1 62. The network of claim61,
 wherejn the B, Theasdthahef Hif Ipmdeseirs theableastrupie gdery incl®leplaiiBlinvite of S| P
proxy servers, at |east one of the plurality of SIP proxy servers being 3
manuf aceedesti by a different manufacturer. 1 63. The network of claim 61,
wherein the at |east one SIP redirect server includes a 2 plurality of SIP
redirect servers, at |least one of the plurality of SIP redirect servers
bei ng1 3 nmanufaqhemeghdyofcldinf T, evherdin thentifeast aneevent indudes BirespoasetorakSIBf
claim6l, wherein the at |east one SIP proxy server and the at |east 2 one
SI P r2dinviserequestver are manufactured by different manufacturers. 1 65. The
networ k of claim60, wherein the at | east one SIP server and the at | east
one 2 network system are manufactured by different manufacturers. 1 66. The
network of c|RiMheGRsthodh6f @him I,Reheddin tipas leastmmereentdndudessit Hhredickctioes a 2
second call event record nodule configured to create a call event record
corregpmagtaglyy to an 3 event, the second XM. processor nodule configured to
create a second XM. call event file, 4 the second XML call event file
including at |east one call event record. 1 67. The network of claim 66,
wher eijn the {1 M$e niithodbOORESDiwHERGH kiR dt feastitfel cyeiitificladdsa SIRpravedngle t he
second XML call event file. 1 68. The network of claim67, wherein the
first2Xdquesal | event file includes a 2 docunent type declaration section
that provides information required by the second XML 3 processor nodule to
read the first XM. call event file. 16 WO 02107sss9 PCTI US02/08s80 1 69.
The ngtwork of 18leahBh6d of MRS & wherdlf tiseas (adt ofid evend incladesnt SIPigrexyimg| udes a
2 docunent type declaration section that provides information required by
t he fRrsfspofisk n@sgagecessor nodul e to read the second XM call event file. 1
70. The network of claim 66, wherein both the first XM. call event file and
the 2 second XML call event file include a server information tag that

i dentiff i es aps offOhBRbA BHCIZinS &/ WiRkein the at least one event includes a SIP error

2 message.

1 16. The method of claim 1, wherein the at least one event includes a network fault

2 condition.

1 17. The method of claim 1, wherein the at least one event includes the transmission or

2 reception of billing information.

1 18. The method of claim 1, wherein the at least one event is an event related to

2 network monitoring.

10



1 71. The network of claim 66, wherein both the first XM. call event file
and the 2 second XM. call event file include a SIP nessage section

i dent i fyi‘pgox\/ﬁ%tsg)er the event is a 3 SIP request or a Sl Pp¢pepRigs 1 72.
The networ K 'of "Cl'ai m 66, wherein both the first XML call event file and the

2 second XM. call event file include an event field identifying the event.
1 73.1A conpift Ghe meaikabodfclaiedl, wherev thegKIdLalogumentdndudesa seaenindemmationr e
formatted as. 2 an XM. docupent file, the data structure conprising: 3 a
serve? paHht idephes AR GRAMESETE -ng i nformation identifying the server that
created the 4 XML docunent file; 5 a SIP nessage type section; and 6 a SIP
event section including information relating to a SIP nessage event. 1 74.
The data st rag;tlheenathodbfdlamy B, whehen dierXMhslowamertrincludesta $1P enessagst i on

includes 2 inforpmation identifying éljée vendo‘rgrﬁqi) the server. 1 75. The data
st r uc? ugestiert identifvingrwhethprdhe pyent 1§ & reauest of £8P "Cect i on i ncl udes the 2
" operating systemrunning on the server. 1 76. The data structure of claim
73, wherein the XML docunent is a call event record 2 that includes a
plurality of2gcate reatkod of slgiar 25 whbikin thASIP 2dedFage sectiv@ ndlisB2AGES® 1 77. The

data structure of claim77, wherein the SlLP nessgge section.incl S a

ser vi éeidentifirsfield,itee seryes|identifigetield W@Pelb'd‘ierﬂt‘iﬁp% a%fsie’é’ 1ef aﬁ?ﬂc&ﬂﬁ%qcvﬂg the

i dent i fgignlg StSQee service associ ated each call 3 event record. 1 78. The data
structu f aim 73, wherein the SIP nessage section includes a 2

send/receive field that includes |IP addresses associated with a caller and
a callee for each call 3 event record. lsclég' The dat a.st réjcture of claim
i

73, wherei n 2hdheimethed ohgains 2orwhsrein thei IR maessagh seeiion ipeludes 4 SedReRver ecor d
rel a;?? ggﬁ \Xﬁ %?‘i Ff% 4 %ﬁggg{lﬁg&res gssgggteﬁ%gﬁ&%ﬁer dndBPeantbe data structure of

cl ai ness section 1dentifies the 2 originator of
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1 24. The method of claim 1, wherein the XML document includes an event field

2 identifying the event.

1 5. The method of claim 1, wherein the XML document includes a document type
2 declaration section that provides information required by a receiving computer to properly

3 decode the XML document.

1 26. A computer readable medium that can be used to direct a Session Initiation.

2 Protocol (SIP) server computer to function in a specified manner, the computer readable

3 medium comprising:

4 a SIP application layer software module, the SIP application layer software module

5 being executable by the SIP server computer t0 provide SIP functionality,
6 a call event record module coupled to the SIP application layer software module, the

7 call event record module being configured to create at least one call event record in response

8 to at least one event; and
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2 response message.

1 34. The medium of claim 26, wherein the at least one event includes an error message.

1 35. The medium of claim 26, wherein the at least one event includes a network fault

2 condition.
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2 section identifying whether the event is a SIP request or a SIP response.

(S

40. The medium of claim 39, wherein the SIP message section includes a service
2 identifier field, the server identifier field uniquely identifying the service associated with the

3 SIP message.

1 41. The medium of claim 39, wherein the SIP message section includes a send/receive

2 field that includes IP addresses associated with a caller and a callee.

1 42. The medium of claim 39, wherein the SIP message section includes an other

2 message content field that is used to accommodate any additional information.

1 43. The medium of claim 26, wherein the XML document includes an event field

2 identifying the event.
1 44. The medium of claim 26, wherein the XML document includes a document type
2 declaration section that provides information required by a receiving computer to properly

3 decode the XML document.

1 45. A set of application program interfaces embodied on a computer readable medium

2 for execution on a computer, the set of application program interfaces comprising:
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2 invite request.

—

47. The program interfaces of claim 45, wherein the at least one event includes a

2 response to a SIP invite request.

1 48. The program interfaces of claim 45, wherein the at least one event includes a SIP

2 redirection message.

1 49. The program interfaces of claim 45, wherein the at least one event includes a SIP

2 proxying request.

1 50. The program interfaces of claim 45, wherein the at least one event includes a SIP

2 proxying response message.

1 51. The program interfaces of claim 45, wherein the at least one event includes a SIP

2 error message.

1 52. The program interfaces of claim 45, wherein the at least one event includes a

2 network fault condition.

1 53. The program interfaces of claim 45, wherein the at least one event includes the

2 transmission or reception of billing information.

1 54. The program interfaces of claim 45, wherein the at least one event is an event

2 related to network monitoring.
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2 message section identifying whether the event is a SIP request or a SIP response.

(S

57. The program interfaces of claim 45, wherein the XML document includes an

2 event field identifying the event.

1 58. The program interfaces of claim 45, wherein the XML document includes a
2 document type declaration section that provides information required by a receiving computer

3 to properly decode the XML document.

59, A set of application program interfaces embodied on a computer readable medium
for execution on a Session Initiation Protocol (SIP) server computer in conjunction with a SIP
application layer software module that provides SIP functionality, the set of application
program interfaces comprising:

a first interface that receives a SIP event identifier and returns a call event record; and

a second interface that receives a set of call event records and returns a call event file,

the call event file including the set of call event records, the call event file being written using

o0 3 &8 »n A W

the Extensible Markup Language (XML), whereby the call event file is an XML document.

60. A communications network for establishing a communications session between a
first client and a second client, the communications network comprising:

at least one Session Initiation Protocol (SIP) server computer, the SIP server computer
including a first call event record module configured to create a call event record
corresponding to an event, and a first XML processor module configured to create a first
XML call event file, the first XML call event file including the call event record; and

at least one network system coupled to the at least one SIP server computer, the at

0 N oy B bR W

least one network system including a second XML processor module, whereby the at least
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1 62. The network of claim 61, wherein the at least one SIP proxy server includes a
2 plurality of SIP proxy servers, at least one of the plurality of SIP proxy servers being

3 manufactured by a different manufacturer.

1 63. The network of claim 61, wherein the at least one SIP redirect server includes a
2 plurality of SIP redirect servers, at least one of the plurality of SIP redirect servers being

3 manufactured by a different manufacturer.

1 64. The network of claim 61, wherein the at least one SIP proxy server and the at least

2 one SIP redirect server are manufactured by different manufacturers.

65. The network of claim 60, wherein the at least one SIP server and the at least one

2 network system are manufactured by different manufacturers.

66. The network of claim 60, wherein the at least one network system includes a
second call event record module configured to create a call event record corresponding to an

event, the second XML processor module configured to create a second XML call event file,

HOWN =

the second XML call event file including at least one call event record.

[

67. The network of claim 66, wherein the first XML processor module is configured
2 to can decode the second XML call event file.

68. The network of claim 67, wherein the first XML call event file includes a

2 document type declaration section that provides information required by the second XML

3 processor module to read the first XML call event file.
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1 70. The network of claim 66, wherein both the first XML call event file and the

(3%

second XML call event file include a server information tag that identifies an originating

3 server.

1 71. The network of claim 66, wherein both the first XML call event file and the
2 second XML call event file include a SIP message section identifying whether the event is a

3 SIP request or a SIP response.

1 72. The network of claim 66, wherein both the first XML call event file and the
2 second XML call event file include an event field identifying the event.

1 73. A computer-readable medium having stored thereon a data structure formatted as
an XML document file, the data structure comprising:

a server identifier section including information identifying the server that created the
XML document file;

a SIP message type section; and

[« NN TR N VS B S

a SIP event section including information relating to a SIP message event.

[y

74. The data structure of claim 73, wherein the server identifier section includes

o

information identifying the vendor of the server.

1 75. The data structure of claim 73, wherein the server identifier section includes the

2 operating system running on the server.

1 76. The data structure of claim 73, wherein the XML document is a call event record

2 that includes a plurality of call event records.
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1 78. The data sguqcture of clair[n 43, Vvhere?n t%e IIIJ JmeLsre{gg E)e%gicsntl %ln\é:\f\{)l( egtl }
2 send/receive field that includes IP addresses associated with a caller and a callee for each call

3 event record.

1 79. The data structure of claim 73, wherein the SIP message section indicates whether

2 acall event record relates to a SIP request or a SIP response.

1 80. The data structure of claim 73, wherein the SIP message section identifies the

2 originator of each call event record contained in the XML document file.

1 81. The data structure of claim 73, wherein the SIP message section identifies the

2 receiving party of a call event record pertaining to a SIP message.

1 82. The data structure of claim 73, wherein the SIP message section includes a time

2 and date of each call event record contained in the XML document file.

1 83. The data structure of claim 73, where the SIP event section identifies the event

2 recorded by each call event record contained in the XML document file.

1 84. The data structure of claim 73, wherein the XML document includes a document
2 type declaration section that provides information required by a receiving computer to

3 properly read the XML document.

85. A computer readable medium having computer executable instructions for
performing a method, the method comprising:

generating at least one call event record in response to at least one event; and

HOWON

creating an XML call event file including the at least one call event record.
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