10 August 2006 DESCRI PTION System for Managi ng Program Stored in OSAUQUSt 2006
Unit of Mobile Termnal 5 Technical Field The present invention relates to
a system for managi ng progranms (including applets) stored in a storage
unit, which is installed in or attached to a nobile termnal. 10 Background
Art In recent years, nobile termnals, which are equipped with nonvolatility
menori es of conparatively |large storagéicapacity for storing application -

progranms, which are not stored Whghé@ﬁ& R)g term nals are purchased by
their users, and which can execut gﬁ tion progranms, have been 15
devel oped. The users of the above-nentioned nobile term nals can delete”
unnecessary application prograns fromthe nonvolatility nmenories and wite
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replacing old 20 nobile termnals with new nobile termnals. In sonme of the
above-nentioned nobile termnals, which can wite application prograns into

t he r’r%rmragg@miﬁggﬁiejrgrt _uaI nmachi nes are installed. The nobile ter m na! s, In

whi ch “Jav chines are installed, can downl oad Java application
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are referr applications’ hereinafter. above-nenti oned nobile
t er m nal stegffindle i nconvenient to use in situations where their users want
to access several applications in a series of 10 August 2006 2 operations.
Followi ng i s an exanpl e, which describes the above-nentioned drawback of

"’10 Background Art '

In recent years, mobile terminals, which are equipped with no'nvolatil_i’ty '
memories of comparatively large storage capacity for storing application - -
programs, which are not stored when the mobile terminals are purchased by
their users, and which can execute the application programs, have been

15 developed.

The users of the above-mentioned mobile terminals can delete unnecessary
application programs from the nonvolatility memories and write other
application programs into the nonvolatility memories. Therefore, the users of
mobile terminals can use new application programs without replacing old
20 mobile terminals with new mobile terminals.

In some of the above-mentioned mobile terminals, which can write
application programs into the memories, Java virtual machines are installed.
The mobile terminals, in which Java virtual machines are installed, can
download Java application programs (including Java applets) through mobile

25 communication networks, write the downloaded Java application programs
into their nonvolatility memories, and execute the programs. (Application
programs including applets are referred to as ‘applications’ hereinafter.)

The above-mentioned mobile terminals can be inconvenient to use in

situations where their users want to access several applications in a series of



the prior art, wherein, a user of a nobile term nal needs to acce1s°sAUQUSt2006

application A for nmaking an application for purchasing commodities by mail
order, and 5 application B for maeking the paynent for the purchases. In the
present exanple, the user, firstly nmakes an application for the purchase of
a certain comodity using application A. At this stage, the user has not
made the paynent for the purchased comwdity yet, and the user takes down
the necessa i nformati on for maki ng the paynment, nanely the anount, the
nane 10 oqpetrﬁéoﬁﬁmk to which the noney is to be remitted, the bank account
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B, while al ong. erring'to I Nt ormat1 onn which was witten down on

a piece Qxap@ple! thé usBe Mrsey ﬁ}hﬁ(eﬁ_tzﬁpagpﬁbﬁt!i\on tfoe tHe gurchhge Bdte8ertain
application B, and starts application again to 20 confirmthat the

rem tt ancpmandioneasiigc appbicationy AndAt hhis stdge} the puistgelas arot frdepthechasi ng
t he nerchandi se has been conpl eted. The user inputs a command so that the
nmobi | e t qrayimexit, fohithé purchaseditéomymuuiityi get, andAthe disspl takss alewnethe

showi ng the commodity purchase history, and the user confirns that the

r eni t t andcedsaryHafgimathers dar seakingithg paysnesdenagshy itheranosntpyhe nemeel | er
and the sane tinme, the user gets sonme additional information such as the
dat e%f déflﬁs'l@é?a}lko‘fo wiheck therspnsy 1st19 bazempiedihe danknac ey %@iﬁ)f@ of the
conventionfeﬂ§i art descrjbes, users of rgﬁi be term nal s .need to change
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remit the desired amount of money from a certain bank account of the user to

15 any appointed bank account. The user inputs the payment amount, the name
of the bank, the bank account details for the remittance, and so on, 1nto the
mobile terminal which executes application B, while all along referring to the
information which was written down on a piece of paper in the previous step.
Then, the user terminates application B, and starts application A again to

20 confirm that the remittance was done successfully and that all the procedures
for purchasing the merchandise has been completed. The user inputs a
command so that the mobile terminal, which is executing application A,
displays a screen showing the commodity purchase history, and the user
confirms that the remittance for the purchased commodity has been confirmed

25 by the seller, and at the same time, the user gets some additional information
such as the date of delivery of the commodity etc.

As the above-mentioned example of the conventional art describes, users of
mobile terminals need to change applications and input necessary data

manually when users need to make several applications using a series of
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whi ch can cause problens in conducting business. 5 Disclosure of the

I nvention To overcone the inconveni ence of the conventional art, which is
menti oned above, the inventors of the present application devel oped the

i dea; of pre-storing several applications in the nonvolatility nenories of
nobile termnals, enabling themto exgcut e coordi nat ed operations. However,
i f 10 functions or data of an application are used for another application

Wi t hout  @erafiens.r Astd eesult,tthei dperagionbetakestsme! #nd eheraisetsaimmy fiéelr thet i on
security. "For exanple, a nobile termnal stores application C for nmanaging
schedul esopeghtionebetiwrsome] be well as nedlee anstakppwhuie inputinganformaisen t i ng
and receiving emails. Application C nanages information concerning the
schedul e whidhheari Sauseeproblems mirioneuctangi ainesshi ch t he user would like to
keep private. However, if application Dis permtted to use the functions
or data of application C wthout any restriction, when the user uses
application Dto send emails to his/her friends, there is a risk that the
i nf or fat iPisctemreodithg Inentdemedul e which is nanaged by application C can
be transmtted to his/her friends. A ~20 transm ssion by default, of
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applications should be first ~determned; for which, informatidon concerning
the rel i alffdrd ¢xarmplesacimobile! teeminalnstofespamilidaaidbn Crfordransgingsthicdales - -

operations of each of applications, which are related to one
of users of mobile terminals and application D for transmitting and receiving
emails. Application C manages information concerning the schedule of the
15  user of a mobile terminal, which the user would like to keep private. However,
if application D is permitted to use the functions or data of application C
without any restriction, when the user uses application D to send emails to
his/her friends, there is a risk that the information concerning the schedule
which is managed by application C can be transmitted to his/her friends. A
20 transmission by default, of information to be kept private can take place, even
because of trifling operational mistakes or bugs in application D. Therefore
security of information cannot be ensured for users of mobile terminals when

using applications.

Leakage of information as mentioned above, as well as, destruction of
25 1information, unauthorized rewriting of information, and so on, are serious
problems especially in the case of mobile terminals which may handle
valuable information such as personal information and monetary information.

As a method to overcome the problem stated above, the inventors of the

present application developed the idea that in order to ensure security in



anot her, are to be managed on the basis of the information concer1r?|%1%jglﬁ*t|ez|"96

5 reliability. Nanely, applications which are judged, after adequate

eval uation, to be highly reliable, and known not to cause problens in

handling inportant information can be permtted to use functions and data

of applications judged to be of lowreliability. On the other hand,

applications with lowreliability are 4not permtted to use functions or

data of applications of high reliability. As a 10 result, the accidgental
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bei ng handl ed by applications with a low reliability, can. be prevented. To
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request eﬁldtg)e‘?ifﬁﬁéﬂ foafseoRRIcEionor ddiaroft ﬁﬁpl@é:ﬁﬁf@%f Mg'lﬁfblizﬁ)iﬁi}@ r&dlal n the
menory, i s under execution. The present invention also provides “a program

managenentsisly,stthe) atdidentl slekia® M desgoying oofuddtaabrf ohighetretialsilityhi ch
contains a delivering server, a managing server, and a nobile term.nal;

wher ei n, appéicddbnyelue Kebemg handleguby applfationsowpthi & dewargliabghgmcast or i ng
unit for storing a program and a program transmtting unit for
transmi t thergreveatgshogram to the nobile terminal; the nanaging server - -
COMPTISES A ggorilglren%}é(gge,l trHeO}r)rnc%E:hP ?r-lvesnttijorﬁ rf)gogﬂfets zI (r)r;ethod for managing
- programs, the method compnsing: a program- obtaining step of a mobile
15 terminal obtaining a program, which can be executed by the mobile terminal,
and storing the program in a memory of the mobile terminal; a coordination
information- obtaining step of the mobile terminal for obtaining coordination
information, which is used for managing at least one of start of another
program, which is other than the program, by the program and the
20 communication of data with the other program, and storing the coordination
information in a memory of the mobile terminal, and; an operation- managing
step of the mobile terminal determining conditions of at least one of start of
the other program and the communication of data with the other program on
the basis of the coordination information, which corresponds to the program,
25 1n the imnstance that the other program is requested to execute an operation
when the program, which is stored in the memory, is under execution.
The present invention also provides a program management System, the
system comprising: a communication network, which contains a delivering

server, a managing server, and a mobile terminal; wherein, the delivery server



storing coordination information, concerning the control of the 1&,%?%‘['?}&088
5 operations of the program and another program which is other than the
program and a coordination information- transmtting unit for transmtting
the coordination information to the nobile termnal, and-, the nobile
termnal conprises a program receiving unit for receiving the programfrom
the delivering server, a coordinatiory information- receiving unit for
receiving the 10 coordination information fromthe nanagi ng server, a
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anot her(fprogrz_im which is other 10 August 2006 6 than the program- and; an
oper at i dor shemngithg proigraingra deorlinatnongnfomnation-ostorafg anitl forsstoomg of

start of the other program and the comruni cation of data with the other

progr amtBe taeeTdmAtonof Infeemasiondi aadi oan i epSFaE@nonmanaging unit for - -

determining conditions of at least one of start of the other program and the

communication of data with the other program on the basis of the
15 coordination information, which corresponds to the program, in the instance
that the other program is requested to execute an operation when the program
18 under execution.
The present invention also provides a server for a communication network |
containing a mobile terminél, the server comprises: a coordination
20 information- storing unit for storing coordination information, which is used
for determining conditions of at least one of start of a program and
communication of data with the program in the instance that the program is
requested to execute an operation when another program, which is other than
the program, is under execution, and; a coordination information- transmitting
25 unit for transmitting the coordination information to the mobile terminal.
The present invention also provides a mobile terminal comprising: a
program- storing unit for storing a program; a coordination information-
storing unit for storing coordination information concerning control of

coordinated operations of the program and another program, which 1s other



the instance that the other programis requested to execute an o?)%ﬁgglugtnzoos
when 5 the programis under execution. The present invention al so provides
a programand a record nedium containing the program the program
permtting a conputer of a nmanaging server for managing progranms in a
comuni cati on network, which contains a nobile termnal: to transmt

coordi nation information, which is usefl in the 10 nobile term nal for
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prograns, an east  one of sftart of a program

and cpM gﬁ;glgﬁ] &f ufddPevddtiddhe programin the instance that the program
I s requested tO execute an operation when another 20 program which is

ot her thaTheh@ré¥edd’ pMentforl HSs @Xﬁ‘i@@si Qn.progeamdiand 120 reberddrfedaih
managenent nethod, the program managenent 'system the server, the nobile

term nal cohtwnimgodicprogradn tie pecgrath pegimitting St edbAhAGOVE,a ndnagiagat i ons
of a plurality of progranms, which are executed in a nobile termnal are
coor di nasexvenrfot neartzpIng prbgtdies twaraimanimeation aetworlonwhictacontaiing t o t he
reliability of each program and as a result, deterioration of information
securit ynm&@emmagzaua@@mmt epordiration, indormationp vehieht isdusgsean thae

coordj nat ed .operations_are, executed following the plurality of prograns.
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other than the program, is under execution, to the mobile terminal.
The present invention also provides a program and a record medium
15 containing the program, the program permitting a computer of a mobile
terminal: to obtain coordination information concerning control of
coordinated operations of programs, and; determine conditions of at least one
of start of a program and communication of data with the program in the
instance that the program is requested to execute an operation when another
20  program, which is other than the program, is under execution.
According to the program management method, the program management
system, the server, the mobile terminal, the program, and the record medium,
stated above, the operations of a plurality of programs, which are executed in
a mobile terminal are coordinated on the basis of the coordination information
25 according to the reliability of each program, and as a result, deterioration of

information security caused by leakage of information, etc. is prevented when

the coordinated operations are executed following the plurality of programs.

Brief Description of the Drawings



5 enbodi nent and the second enbodi nent of the present invention.1?—'|Agl1'955tlzs°°a6
bl ock di agram showi ng a general outline of a configuration of a nobile
term nal according to the first enbodi mrent and the second enbodi nent of the
present invention. Fig.4 is a diagram show ng data conponents of nenory of a
nobile 10 term nal according to the first enbodi nent and the second

enbodi nent of the present invention. Fig.5 is a block diagram showi ng a
general outline of a_configuration of a managenent server according to the
first enbbis-kenta blagk: dagsawoshowingosrioverall sonfigaraiier eftan applicataon 15
Fig.6 is al.di agram showi ng 3 configyration of gg&l ication_ information
managemefAElESIat etisheBorafGoFding t K G stirdnifyabRéneah dand e thec sfgond

enbodi nment , of,. t he sent inyentigon. Fig.7 is a format chart show ng an
exanpl e oHbgingest EE&F Bgﬁssngé%‘feﬂtm-or mation- storing unit according to the
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enbodi ne iS&CO I fEen f e LNV [ j 0 and
g 11 b R R R, e Dt B0 AT hen 2. M sBpod
manageneginbeaimeht @pwﬁf@g,ﬁ thveigidd.r st enbodi nent and the second

enbodi nent of the present invention. 10 August 2006 Fig.12 and Fig.13 are

| mages shBig.40iss @ eiagranvsliwige dits ptanponentsa ofohidmotyerofi aalmobiée an
appliication, which is publicized by a nanagenent server, is purchased
accddi nigrimnahacdardatg torthedfinstrembodinémt aret tradsecomobetnivodiment oheher esent
invention. 5 Fig.14 and Fig.15 are flowharts show ng a purchasi ng -operation
of an  present invention.

Fig.5 1s a block diagram showing a general outline of a configuration of a
management server according to the first embodiment and the second
embodiment of the present invention.

15 Fig6 is a diagram showing a configuration of application information
management system according to the first embodiment and the second
embodiment of the present invention.

Fig.7 is a format chart showing an example of data stored by a user
information- storing unit according to the first embodiment and the second

20 embodiment of the present invention.

Fig.8 is a format chart showing an example of data stored in a registration
application area of an application information- storing unit according to the
first embodiment of the present invention.

Fig.9 is a format chart showing an example of data stored in a temporary

25 custody application area of an application information- storing unit according
to the first embodiment and the second embodiment of the present invention.

Fig.10 and Fig.11 are flowcharts showing an application- storing operation
by a management server according to the first embodiment and the second

embodiment of the present invention.
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application, which is publicized by a nmanagenent server according to the
first enbodi nent and the second enbodi nent of the present invention. Fig.1l6
and Fig.17 are flowharts showi ng a purchasing operation of an application,
which is judged to have a certain reliability but not publicized by 10 a
managenent server according to the fir%t enbodi nent and the second
enbodi nent of the present invention. Fi°g. 18, Fig. 19, and Fig.20 are

flomhart%g{l%ﬂ&_lai 1] %Sirﬁggw%hawiggrgree@) WA Ca%idlgplta‘r‘?‘eéhcfh i not

given any réliability according to the enbodi nent an second

enbodi merhobile ttéﬁnﬁfa?&ﬁﬁénidhvﬁﬁf)li@ﬁiori,wmcﬁl s pﬂbﬁcﬁﬂ BY @h@aﬂd@ﬁﬁéﬂﬁhow ng
screens, which are displayed in a nobile station when an application is

downl Oad%ér‘&sr,cdsd%)ﬂﬂsha@edhﬁcééﬂdiﬁg ®hhdi fiestt eanmsodingeriteandd tigerbstioment  of
the present invention. Fig.23, Fig.24, and Fig.25 are flowharts showi ng an

appl i cat iembodinmﬂtQﬁdhag)remrtaihiventiancordi ng to the first enbodi ment and the
second 20 enbodi nent of the present invention. Fig.26 is inages show ng
screebs, \hgdd and Higpbageed flowehantbishevangt aopurchiasmgampepation adf am
starting operation according to the first enbodi nent and the second

enbodi nemppbtation, whickest publiexzeddry a mapagementgerser &eprding o thalirstand
Fig.31 are (i nages show ng screens, 25 which are displayed in a nobile
station iemiedimentanddbesesond enbediment off thepresenveRtiolle not execut e
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accor di ng tihdibee i SFRE p‘f'gpé}ﬂiiﬁ%ﬁtﬁfl. the present 5 invention.

Fig.18, Fig.lé, and Fig.20 are flowcharts showing a purchasing operation of - -
an application, which is not given any reliability according to the first
embodiment and the second embodiment of the present invention.

15  Fig.21 and Fig.22 are images showing screens, which are displayed in a
mobile station when an application i1s downloaded according to the first
embodiment and the second embodiment of the present invention.

Fig.23, Fig.24, and Fig.25 are flowcharts showing an application
downloading operation according to the first embodiment and the second

éO embodiment of the present invention.

Fig.26 is images showing screens, which are displayed in a mobile station
when an application starting operation according to the first embodiment and
the second embodiment of the present invention.

Fig.27, Fig.28, Fig.29, Fig.30, and Fig.31 are images showing screens,

25 which are displayed in a mobile station in the instance that a plurality of
applications do not execute coordinated operations according to the first
embodiment of the present invention.

Fig.32, Fig.33, and Fig.34 are images showing screens, which are displayed

in a mobile station in the instance that a plurality of applications execute
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Fig.36 is a format chart showi ng an exanple of data stored in a registration
application area of an application information- storing unit according to
the second enbodi nent of the present invention. Fig.37 is a format chart
showi ng an exanple of data stored in a registration 10 application area of
an application information storing unif according to the third enbodi nent
of the present invention. Fig.38 is a diagram showi ng a configuration of an

appl icati 'H | aOFk S gl t | I odi nent
o " the. pr BB o N R it o, I e o
data stoggfefo user information- storing unit according to the third

enbodi nent of the present invention. | Fig.40, Fig.41, and Fig.42 is a

f 1 owchar t F33Wi R9a afidr Al | dHadi ismwmg (Hi*laék_ﬁ'ﬁlgl@w althorizatidnaimfennhtieat i on
downl oadi ng” operation according to the thir 20 enbodi nent of the present

i nvent i obetvdest dppdireations Caccordingg avt tHeheeton@némbodimenh & ff tHd Pnesent
par agraphs, the preferred enbodi nents of the present invention are

expl a nednvexftigrd.] First enbodinment [1.1] Configuration [1.1.11 Overall
configuration of application delivery systemFig.1l is a block diagram which
shows t heFogi36i sea bdrmatechart showing amf examplé ofi data storedppld cegistrationl i very
systemin the enbodi ments of the 10 August 2006 10 present invention. The
appl i cat appligation érga Hfsare dppbeptios dafermatuent stofing umbbaceordingitadhe

nanel Y. Seend STHRAAETE of the PaESent INVEHtOn, pl U al |ty of Swi LChi ng Stati ono.
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Servgys Qﬁgﬁlcgﬁon area of an application information storing unit according to the

third embodiment of the present invention. .

Fig.38 is a diagram showing a configuration of an application information
management system according to the third embodiment of the present
invention.

15 Fig.39 is a format chart showing an example of data stored by a user
information- storing unit according to the third embodiment of the present
invention.

Fig.40, Fig.41, and Fig.42 is a flowchart showing an application purchasing

operation and an application downloading operation according to the third

20 embodiment of the present invention.

Best Mode for Carrying out the Invention
In the following paragraphs, the preferred embodiments of the present
invention are explained.
25 [1] First embodiment
[1.1] Configuration
[1.1.1] Overall configuration of application delivery system
Fig.1 is a block diagram, which shows the outline of the overall

configuration of the application delivery system in the embodiments of the
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content servers 20-1, 20-2, - - -. Each nobile termnal is referred to as
"mobile termnal | V, each base station is referred to as 'base station 13",
each content server is referred to as 'content server 20', hereafter
respectively, if 10 there is no need to distinguish themfrom ot her
apparatuses of the sane kind. Mobile h?rninal Il I is an information
processi ng apparatus having a w rel ess*¥ comuni cati on function such as a

nobile p sonal Handyphone System (PHS; registered tradenark).
Mobi | e tg’(r}gngenrgpgﬁnﬁgﬁéqui pped with a built-in nonvolatile nmenory or an

t | . . : ol atl Y
external ngqyq ngfggﬁgdﬂmﬁyggégnmﬁséé o fhilty Oft inebsle Mriihels

term nal managenent server 16 through nobile

conmuni C%Hr@ég%nﬁg%rgl&&ﬁﬁpﬁw 1ehi ng-2 st ati @plddalitgrsf hideestations aamedy, and it

wites the ed applications into 1ts nonvolatile nmenory. The user of

mobi | &t Rk ndthtids G 1eXAEDL .- -ata hurality 1f sedwtihBssthtiohbidldisambilechoi ce,
the applications witten into theé 0 nonvol atile nenory of nobile term nal

11. BSse cwmainudicdtfont aetroriet s ethdnagenivnt secvemiih) satheaticatonsekversl by
comruni cation cables through switching station 14. Wen nobile term nal 11,
whi ch i s gatewngdsermen Ii8adinternen el B sandyree plumalitpsel soaténsnsersersmakmely, cal |
to nobile comunication network 15, or nobile communication network 15 25
makes a caintento seoers e20d; ni20a, 11, . dach snaebilentersiost dbl refaedatan asel ess
connection with nobile termpal 11, and rel ays comupication between_ nobile
term nal ‘motilgiterapnpk 1 Eomachihaseistationiswirired, togss dase statipn 137, sachps
track of the existence of each of nobile term'a ,s, 11 in the ass\ilfgne radi o
zone by CORRH SEVCRAS (F tQ @t contentgieavVer £leqherpafter wSPectaidl B 10
Augu 2006  nobi l e rm.nals.l, I, b adi o, and transmts .t he inforpation of
the" L0 sobBreaRoro roef Fe Cidfrguish thah £xEm Sehe Plwar SRR phaks Sl 1 o
term nal s ' ' ' .15 ] ' tati:on.J4 is
connect ed 1?%) bggstgf@?%{lﬁoﬁ %ﬁ?ﬂ %@?ﬁg ?%Dnﬁ#déggénéo%%@m %ﬁng eata%r © by
conmmuni cgly ; i : InGatd -
comin SEARFANES, IR RAIEAHOLST e A A
station ISyst@md(PHS! regk et nraddmark)NdvbilE terminal 11 is equipped with a

built-in nonvolatile memory or an external nonvolatile memory, which can

15 store applications. Mobile terminal 11 downloads applications from

management server 16 through mobile communication network 15, switching

station 14, and base station 13, and it writes the downloaded applications into

its nonvolatile memory. The user of mobile terminal 11 can execute, at any

time according to the user’s choice, the applications written into the

20 nonvolatile memory of mobile terminal 11.

Base station 13 is connected to mobile communication network 15 by
communication cables through switching station 14. When mobile terminal 11,
which is located in a radio zone assigned to base station 13, makes a call to
mobile communication network 15, or mobile communication network 15

25 makes a call to mobile terminal 11, base station 13 establishes a wireless
connection with mobile terminal 11, and relays communication between
mobile terminal 11 and mobile communication network 15. Base station 13
keeps track of the existence of each of mobile terminals 11 in the assigned

radio zone by communicating through control signals frequently, with each of



15. Moreover, when nobile termnal 11, which has established co?r‘r’ruAHPus 2006

connection wth nobile conmunication network 15, noves 10 fromone radio
zone nmanaged by one of switching stations 14 to another radio zone managed
by another of switching stations 14, switching stations 14 execute a

swi tchi ng operation of conmuni cation connections between swtching stations
mai nt ai ni ng the established comuni catlilon connection. Mbile comrunication

t k 15 t k 15 t chi t.at 14,
whi ch. ar alqueu%rﬁiin hEByLEifr B0 yiBlaghe SRR C@?;rﬂ%o%u?wb%é‘ihom
b i cat bl | t t
oYt abi | S ABAGBT ATl L A uORE: wortolign pE thabHlerErdihals Pl dagh
_svvi tchin %t ions 14 and bai eibl ons 13. Mobil e comuni cati on network 15
is al so CtYYRIGRHRR N Wﬁ]ﬂ ation 20 networks (not shown), such as a

iéﬁﬁgci ihgﬁ&ﬁ?ﬁtﬁﬁb S usings MBS bERCHALER" oD 8! B mABUY  on
net SRAHBRCHEbEk PP5 11 QbmiRAiEhigh! AN YRRt ashown).

and t ep03| I on rels i"on e 051 oAl Rt Br mat i on

of ”Db' '@ﬁ)ﬁq‘i‘x’iﬁﬁl@ﬁhénléhaﬂﬂ@l O&t{v%eé%@b ARsteridifd] lI?I %@ﬁ%glfx??%ﬁbﬁ‘sﬁé 0”5 13.

When nobi e conmuni cati on networ kes a cal e termna

mobi | e CWHEIéﬁscééﬂr%&tldﬁmrKas@sthﬁéﬂsl@ ta%danﬁfwrée@dmﬁﬁhm@gﬂ@ﬁtnét@o?@se
station 13, which can establish wireless connection with nobile termnal 11

referrings5t o Mbeeoverf owigén onmebileedtepininbe Adsi t which ediat r aktablisiredor y
units. 10 August 2006 12 Managenent server 16 is a server for delivering

appl i cat comsnimicanbn! eonreetionnalith hiobite rcespomsecdtoon egvestl ¥, omovebi | e
term nals 11. Managenent server 16 receives applications from content
servidl s from aneaader zope mandged byobne lof sayipthiagtstatiens dddosimether rado
recei ved applications in a database, before .5 the applications are: '
del i ver e?on® managed sy @nether of SW%@@@nﬁﬁtblr}SaﬂﬂoﬁV‘éFthflg ﬁﬁatmﬁab‘énent

server 16 exam nes a i cati ons i ded by content server if the
S i SUOMER BnsvayIEnGe SReERioR cpbcFopyRtnication  connections betwetn® -

switching stations maintaining the established communication connection.
Mobile communication network 15 is a communication network comprising
15 switching stations 14, which are mutually connected through gateway
switching station (not shown) by means of communication cables. Mobile
communication network 15 establishes communication channels between
mobile terminals 11 through switching stations 14 and base stations 13.
Mobile communication network 15 is also connected to other communication
20 networks (not shown), such as a fixed telephone network. Moreover, mobile
communication network 15 1s connected to Internet 19 through gateway
server 18. Mobile communication network 15 is equipped with position
registration memory units (not shown), and the position registration memory
units store the positional information of mobile terminals 11, which is
25 transmitted by each of base stations 13. When mobile communication
network 15 makes a call to mobile terminal 11, mobile communication
network 15 transmits a connection request to base station 13, which can
establish wireless connection with mobile terminal 11 referring to the

information stored by the position registration memory units.



requests the admnistration entity of managenent server 16 to do1g&ugg%2?q1ﬁe
admnistration entity of nmanagenent server 16 determnes the reliability X10
i ndexes of the applications fromthe view point of security of their
operations in nobile termnal 11, and so on. The determined reliability

I ndexes are recorded in a database of managenent server 16. Wien nanagenent
server - - 16 receives a request for tgtansm ssion of an application, which
has a reliability index, fromnobile term nal 11, nmanagenent server

2 16
transmi t s Managemeaf i BVen tf inhdesetsTniy delveripgnapphdations, o tlehe
application. . If mobile termnal 11 uses an a I cati.on ia‘ M recg:{hred t hat
the appl iteEminds Heltpiesponsedo 1gaugs§alaem fqrannglsyil ha Managepent
activated nanely, nade _intl.o a stafte where it beco_rﬁ]; uga%loe (the. geration
to aptlvé@év%fnléﬁﬁpﬁlé’&ﬁlmlcﬁgoﬂéf EYMeORIGDESCIVELR At VB lofiér BEF GRS
o appl | St PErARRERAUIE: PBOrLPTRAE TEEC VR BRI TG § o iasgs DLee -
t ' ' -1 .ed | i cati N th licati [
donni JaddbePBRHsBA0ESAEY AEHSFrhtd HERschemtSd ey T8 appoi nts an area for

Cori ; co : . : : 1 ; i
o1 1 6t ertiaPmiERt A, 2oy PNk e inelE ek For, 1B dings g Cufeta™ '
Tanageneyrotfitehy tonke LS 0P khe aliffillsikiohlod hy e @neSerag Ay at i on

operatio e’ appl i cat on. en nmanagenent server 16 conpletes the

prepar at ir@?u@itstthérhﬂﬂlﬁﬁét%ti(ﬁ{ eﬁﬂtﬁ@@'rﬁﬁﬂé%n&ﬁeﬂ( s@verdld ¥RHbNO; ARPfRS | on of
an applicat’ion, managenent server 16 transmts information concerning these

oper at i onglrhiniStratien oentign af enRnhgeniener sdrvei  BhatetermiitesAtle sielibdity 13
which is connected to nobile communi cati on network 15. After the charge

manadBrenndexew of theappliestiotsefrond therwiéwrpainnof securgtycofrtiait operatiorishe
preparation of transm ssion or an activation operation from nmanagement
server 16n mebikhdexpinahnblgeandtsesonelheadetormined robabdiyeindexegesreof t he
5 application for nobile terminal I 1 on the basis of the informtion.

Aut hent | d8EPHIeds i} Redatabase; Of THRRAGGINE RS LY SFreliPa QWHEBUBIANAZREEAL SETY®Ibi | & -

t er m nal 11, managenent server .16, content servers,.20,. and authentication
A6 Tectives a reques% Of tratismiission of an application, wﬁlcth “has @

reliability index, from mobile terminal 11, management server 16 transmits
15  the reliability index to mobile terminal 11 along with the application.

If mobile terminal 11 uses an application, it is required that the application
be purchased, downloaded to mobile terminal 11, and activated namely, made
into a state where it becomes usable (the operation to activate an application
is referred to as ‘activation operation’ hereinafter). When management server

20 16 receives a request for purchasing an application from mobile terminal 11,
management server 16 prepares a transmission of the requested application.
When the application is downloaded to mobile terminal 11, management
server 16 appoints an area for storing the application in the memory of mobile
terminal 11, and permits mobile terminal 11 to store the application in the area.

25 Moreover, management server 16 instructs mobile terminal 11 to execute an
activation operation for the application. When management server 16
completes the preparation of transmission of an application or an activation
operation of an application, management server 16 transmits information

concerning these operations to a charge management server (not shown),



server 17 in a public key system Wen authentication server 17 }%ég%%tszogs

request for a public key fromany of nobile termnals 11, managenent server
10 16, or content servers 20, authentication server 17 transmits the public
key, which is requested to the apparatus, which requests the public key.
Content server 20 stores one or several applications, which are devel oped
according to the specification of nobil® termnal 11, and transmts the
applications, to nanagengnt server 16 in response to requests for the 15

appl i cat EMEhSQEOTHRECHEM A0 SRRt e ermEnIisatioR GTATk: L1 r 418 thénehatgeot
content server 20 can transnmit the applications to the admnistration entity
of manadBARARCTAGHY, SFTVEE ILEP1VEs N HYOsMAtION, FPRCETIARG COMNPIE0D,R s of

e SEPRGESIAAES o SEGRRSI e A Bl ARy

accordin t 20.result _of th xam nat i 1. nfiguratiqon of
mobi | et SFRGal BB ity hatedratat Famed alittes e e Sedy hbe! e

t erm gal : | ' | y nal 1ol -1 1 - f nmobile

term ﬁal sai)ﬂlcgﬁbgqgr Fgaglné %%‘@b@a??ﬂne%eo?is%géf% ﬁ@%ﬁgfﬁll- 1, and Fig.3
Is a bloc | ' h | 4 | | bile
term nal Faqtﬂénﬁbﬁ%ﬁ@g ow\r,1\1 T‘gs E gergef’r%@ﬁlg}%%ﬂrh%eﬁyuﬂi%%é%%%‘rlﬁégged| spl ay
uni t 21, tSpenald N9, n&ﬁﬁégge%;’emaﬁreeﬁqé%nte&mgéﬁlery N0t addlautenticatiofenory
32, communication "unit “34, nmenory controller 35, nmenory 12, and voi ce

i nput - oufsprterul tin 36 pubRc Sy ¥ystent. Whérb aatissrivanent sétyeiMiiicredeeesant r ol
unit of nobile termnal 10 August 2006 14 11-1 displays nessages to a user
of nobi | eeqegstifoak public kéy $mwmyanynof nidbileterphiagks Bh maaagement serverscr een
for \execution of applications as shown in Fig.2, as well as nenu screens

f or d0herl 6xiardsomenopervars @ls aubhemseaticae sesies 17 drandifs the pybliefkeyyat i on
received from.information sites, and various kinds 5 of infornmation such as
st r engt h vdnchdsrequesied tmthe appaiates Whiebareguesisehgmpubdickey. 22 is a

conponent,  which provides instructions tq control unit . 31. erating unit
22 is equ%ﬁ@nwglwe&ﬁ)( 8tqres QR PHIEVe mqmt%&@cﬁ re teveloped = - -

according to the specification of mobile terminal 11, and transmits the

applications to management server 16 in response to requests for the
15 applications made by management server 16. The administration entity of
content server 20 can transmit the applications to the administration entity of
management server 16 for carrying out examinations of the contents of the
applications if necessary, and obtain reliability indexes of the applications
from the administration entity of management server 16 according to the
20  result of the examinations.
{1.1.2] Configuration of mobile terminal
Following is a description of a configuration of mobile terminal 11, making
mobile terminal 11-1 as an example of mobile terminals 11.
Fig.2 is an external view of mobile terminal 11-1, and Fig.3 is a block
25 diagram showing the outline of the configuration of mobile terminal 11-1. As
shown in Fig.3, mobile terminal 11-1 comprises display unit 21, operating
unit 22, antenna 34A, control unit 31, control memory 32, communication
unit 34, memory controller 35, memory 12, and voice input-output unit 36.

Display unit 21 is a component by which the control unit of mobile terminal



such as nunbers are printed, and appli-button 23. Appli-button 2§0Agg Ust 2006
operation button to which functions for sinplifying operations of
applications 10 are assigned. Antenna 34A is a conponent, which outputs and
i nputs radi o wave physically when nobile termnal 11-1 executes a wreless
comuni cation. Control unit 31 is a mcroprocessor, which controls all

ot her conponents of nobile termnal 141 except rrem)ry 12. Control unit 31
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appl i cati ons “di rec y, and ta are ed through menory c
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control prograns of control unit 31 an data managed by the control 10

August 20@ératidn butignaosvhioh Rinctieds fopsimplifyrrgooperations odlapplicationas a
work area for control unit 31 to execute the control prograns. The contr ol
progi&msarmwsugaedseveral programs, which realize basic functions of nobile
term nal A such as nenorizing tel ephone nunbers, which are installed
when nobi ﬁéltfiléﬂ%n%% 15 21componestd Whxshmantents gmdiinputss radiay WaNgonent

which trapsmt toandree e s from base,station 13 b radowae
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Control .unit 31 is a microprocessor, which controls all other components of

mobile terminal 11-1 except memory 12. Control unit 31 controls each of the

15 components according to the control programs, which are stored in control

memory 32. Moreover, control unit 31 reads out applications from memory 12

through memory controller 35, and executes the applications. Control unit 31

can use functions or data of an application stored in memory 12 in response to

requests made by a control program or an application, which is under

20  execution. In such a case, control unit 31 transmits a request for permitting to

use the functions or the data, as well as identification information of the

control program or the application, which made the request, to memory

controller 35. Memory controller 35 uses the identification information for

judging if the request should be accepted or not. Control unit 31 can execute

25 several control programs and applications at the same time, but control unit

31 does not allow any data to be passed between the control programs and
applications directly, and all data are passed through memory controller 35.

Control memory 32 is a volatility memory or a nonvolatile memory in which

control programs of control unit 31 and data managed by the control



nobile termnal 11-1 needs to transmit any information to base s!oa{'\luglﬁﬂlz\?,os
communi cation unit 34 nodul ates base band signals using signals containing
10 digital data, which are transmtted under the control of control unit 31,
and transmts radio wave signals to base station 13 by inpressing voltages
corresponding to the nodul ated signals to antenna 34A. On the other hand,
when conmuni cation unit 34 receives ratho wave signals from base station 13
t hrough antenna 34A, co i cation unit %é denpdul ates, the recei ve&gradi o]
15 wave SIGSEATES (e HOFShyEORGN | RGNS Sdr 1Sgalse BeeH AsnadWokk #&2r i 0 wave

LR AN e e
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t he u§ers“Qj igggﬁf nobile termnals 11, or on fixed tel ephones, and so on.
Voi ce i nput "and output unit 36 conprises a mcrophone (not shown), an A/D

converter daipimiiedion dieBDhe £ eBHRIIRAL( HHicRPIBDmINS AndPRRERfes(NO!

shown). When the user e te voi ce 1 nput and out put

unit 36 KeaellyeforPitate dtafieh S0y Aldid heaws ahrOdghostitbAns e34ANaNhbA- 1
t hrough the m crophone as anal ogue signals, and converts the received

anal ogue raolgile!termital Pi-di hééds @ aeansait aanyy inifoemAtionc es\teist egtatignd] 3,
transmts the data to comrunication unit 34. 10 August 2006 16 On the other

hand, wheonamaamaioratniB4 aaddatesfbdseebarsksignhlsosingesigaals cantaidihgl

tal ks, voice input and output unit 36 converts digital voice data, which
are pPovidigitalhdatagmichcane tansmitedander dhamnﬁt;ﬂeot”s cgntriol wnt Be apdA
converter, and nmakes sounds by fhe speaker using the anal ogue signals. 5
Menory cdFansBntserady jwaye n{ilgﬂ@tﬁr é@eggﬁﬁr ,Stm%hrqiolhy r BNBIESS HHs Y EAgS8s and

ooty 12ORAPOBHTE Fe 415 GROUAALS HETAIE CORFNA Ao TLHIR T hand,
when communication unit 34 receives radio wave signals from base station 13
through antenna 34A, communication unit 34 demodulates the received radio
15 wave signals to retrieve applications or data contained in the radio wave
signals. If the retrieved data are an application, communication unit 34
transmits them to memory controller 35. If the retrieved data are digital voice
data, communication unit 34 transmits them to voice input and output unit 36.
Otherwise, communication unit 34 transmits the retrieved data to control unit

20 31.

Voice input and output unit 36 inputs and outputs voice data when the user
of mobile terminal 11-1 has conversations with any of the users of other
mobile terminals 11, or on fixed telephones, and so on. Voice input and output
unit 36 comprises a microphone (not shown), an A/D converter (not shown), a

25 D/A converter (not shown), and a speaker (not shown). When the user of
mobile terminal 11-1 talks, voice input and output unit 36 receives voice
information of the user of mobile terminal 11-1 through the microphone as
analogue signals, and converts the received analogue signals into digital voice

data by the A/D converter, and transmits the data to communication unit 34.
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transmts an application, nenory controller 35 wites the appllcatlo% In

menory 12. To the application, which conmunication unit 34 transmts, a 10
request for permtting to wite the application in nenory 12 nmade by
managenent server 16, and data indicating a nenory area in nmenory 12 where
the application should be witten, are attached. Menory controller 35
wites the application to the nenory akea, which is indicated by the
attached
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of the result e 25 judgnen request for permtting to use

funct i ongnefiofipt B2 OhndcABBfiehiion uilti BuenWHhen eifhthubdcatiéh Clinit S34ade by
control unit 31, contains identification information of the program which

request strahenitr @ns applicatidie memopy ycomndlied 135 Watase et vasplicategudat for
perm ssion, nenory controller 35 checks the reliability index of the

pr ogr am nwdtioty rl€quBs tthe t dpplidatitmg wshich0 06 mminwations 8hin34 | transmitpy agr am
whi ch requests the permssion, is a control programfor managi ng control
uni t1Q1, requast yfaropermitting 36 sgtepthe tapplicadignesn weamoiyt khymaeadbyi on,

and executes an operation to ry .12, follow ng the request, since_.control
pr ogr ans MARZEMEH QﬂEChi]éze@?{%&%llnéﬁagnﬂe?i BSTNORY, argak WEMArle 13t her

From menSpTe 30 Hpcpia b g1t ol HEARe Memby SBEoFess The
applicat {fel$he ta%%fﬂa{ignr{g%reym%ﬁwry area, which is indicated by the attached
data. If an application, which memory controller 35 receives from
15 communication unit 34 is given a reliability index that is higher than a certain
level; memory controller 35 receives the reliability index along with the
application. In such a case, memory controller 35 writes the received
reliability index in the same memory area where 1t writes the application.
| When memory controller 35 receives a request for permitting to use
20  functions or data of an application written in memory 12, namely a request for
permitting to read, a request for permitting to write, and a request for
permitting to delete functions or data of an application, from control unit 31,
memory controller 35 judges if the request should be accepted or not, and
executes a proper operation to memory 12 on the basis of the result of the
25 judgment. The request for permitting to use functions or data of an application
written in memory 12, which i1s made by control unit 31, contains
identification information of the program, which requests the permission.
When memory controller 35 receives a request for permission, memory

controller 35 checks the reliability index of the program, which requests the



10 August 2006

according to the identification information, and reads out the reliability

i ndex given to the application. If the reliability index of the application
is not 10 available, nmenory controller 35 treats the application as an
application with the lowest level of reliability index. Then, nenory
controller 35 also reads out the reliability index fromthe nenory area
where the application or the data of e application, which are requested

to be Us%rnﬁﬁﬁomiltftﬂfb_ ry}’@gﬁfﬁﬂ, WRIHH Qbﬁﬁés@ﬁl@ﬁé@ﬁﬁ%ibﬂe i§ €4 i @bndrbt ¥
i ndexes, which are obtained as 15 expl ai ned above, and only when the

rel i abi | ipnogrageforoimdhgiagntdmasi anit B1i ahenivriyesontisllee Bsescceptsothe he
sane | evel as, or a higher level than the reliability 1index of the

appl i cat irequestosatioutc ahpnsoraditidat caral exeeqtsss aadopeeemneoomemenntlol | er
35 accept the request, and then executes the necessary operation to nenory
12 accor diotlpwingt the reguest tsinGpeoatiod progeams dineggivent the imehess $ével @0

nmet hod using reliability indexes nentioned above are expl ai ned using

concr 8t e rekabfitysindext. hOnl she esthparhamd, ifhitke derogram iwﬁichvmzqueﬁs, theenory
controller 35 generates a secret key and a public key of nobile termnal
11-1, andpesAussiEns inda apphiggien dead fisgmuseempry He, smemarykegntraHar t3%e

public key. nory controller 35 generates pair of secret key and 25
publ i c kespeaﬁ%% &ﬁ%gnemoay k%rwowdxerqﬁb@hapaﬁ?ﬁm 1§yStPFﬁé{ dBeREMOnH il e
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data by use of the secre en menory controller transmts data

from memyut the fediadiligXirfleRafrom hﬁé)&néhfd??’géteﬁomfé iR applidation ok tHeenory
controller 35 encryptS the data by use of the secret key of nobile term nal

11-1 i f rdmtasdahg.apptioatipn] Vhisharsaeqaksted © bemsed, fier wsitten. Memory

appl T cat ic%rrllstr’oli/\eﬂi C?g acroernpares the reliability indexes, which are obtained as

15 explained above, and only when the reliability index of the application, which

makes the request is of the same level as, or a higher level than the reliability

index of the application whose functions or data are requested, does memory

controller 35 accept the request, and then executes the necessary operation to

memory 12 according to the request. Operations according to the permission

20 method using reliability indexes mentioned above are explained using
concrete examples in the latter part of this description.

Moreover, memory controller 35 generates a secret key and a public key of
mobile terminal 11-1, and encrypts and decrypts data by use of the secret key
and the public key. Memory controller 35 generates a pair of secret key and

25 public key according to a keyword, which is input by the user of mobile
terminal 11 under the control of control unit 31. Memory controller 35
transmits the public key to authentication server 17 through communication

unit 34, and at the same time, stores the secret key after it takes measures for

protecting the secret key against leaking from mobile terminal 11. If memory
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received froman external source through communication unit 34 and dat a,

whi ch are managed by the applications. Fig.4 is a diagramshowi ng data 10
conponents of nenory 12. Menory 12 is divided into a plurality of nmenory
areas, which are classified into nanagenment areas 40 or free areas 4 1.
Managenment areas 40 are areas for applgcations, which are given reliability
I ndexes that are of a higher level tha a certain |evel, by managenent

server l6gofftrslteraB®ascdiveardatar whsch are tncaynkeddst usaf thiei piblic &keyodf gi ven
reliability indexes of a higher level than a certain |evel by managenent

server lemobHeaganiril 1d-¢dsompextetnalpsmade thfouginegmmamicatien wot 34, - - -,
managenent area 40-n ('n' is an arbitrary positive integer), and free areas
41 are compbiedtepminaled] ar dacrhyptd the encryptedeatabyausgd on thei secret kep.
arbitrary positive integer). In the follow ng description, 20 nmanagenent
area 40- 1Waresh fresromyr eangrdller iy trapemits dataegmmlrasmy %rﬁammﬂaﬂbas 40
and free areas 41 respectively. Managenent area 40-1 is divided into _
appl i &at i bedwytreughAcommumieatioreunt memory cantrellen 33 ¢nerifys dae ek ar ea
40R-1. An Application is stored jn appli tiim area 40A-1. In data area
40D- 1, da@nusent the seaehkaygdanebile ﬁ%fféglaiaﬂl" dbPPeRssatbred in application
area 40A- are stared- In reliabilit I nformati on area 40R-1, the
reliabili tYlCmRMYy @hnpgva%@% PgIary g‘ﬁfpﬁ%%@g APPLGat00s, iVﬁm&BpNecat i on

area 40A-_1 .i% t or ed. F{ee rea 41-1 is,divided.into. a [ ﬁti n a{rea
a1 andessive. ot neklettial St ithohBh s enBitnishhion Wb 1 FE hbRTeAr .
41A-1. | , , . 2006 - ' b h
A AT P SRR B ap S, BO90 iy P i PRI RER, P P
operfélt{j O%Jﬁﬂgoﬁgﬁ@tdf’}%ﬂﬁﬁgai?.on of the application in application area

nd app are

40A- a Ication 1 A- 1, and the storing operation and _del eting

5 operat i ORiephoryel 2 @@Hiv'riﬁéfliiﬂ&% plardlRy! GPideniory aYeds TWhich afé epasdfiedl, are

executed by nendry controller 35"according to instructions provided by
managemenints efareigehfent@redd40 o Hece awvad 4 If. IManageinogt areas 40 are akat fier

applications, which are given reliability indexes that are of a higher level than

a certain level, by management server 16. Free areas 41 are areas for

15 applications, which are not given reliability indexes of a higher level than a
certain level by management server 16. Management areas 40 are composed
of management area 40-1, - -, management area 40-n (‘n’ is an arbitrary
positive integer), and free areas 41 are composed of free area 41-1, - - -, free
area 41-m (‘m’ is an arbitrary positive integer). In the following description,

20 management area 40-1 and free area 41-1 will serve as examples of
management areas 40 and free areas 41 respectively.

Management area 40-1 is divided into application area 40A-1, data area
40D-1, and reliability information area 40R-1. An Application is stored in
application area 40A-1. In data area 40D-1, data, which are managed by the

25 application stored in application area 40A-1, are stored. In reliability
information area 40R-1, the reliability index, which 1s given to the application
stored in application area 40A-1, 1s stored.

Free area 41-1 1s divided into application area 41A-1 and data area 41D-1.

An application is stored in application area 41A-1. In data area 41D-1, data,
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application in application area 40A-1 and application area 41A-1, t

reading operation of reliability index in reliability information area
40R-1, the witing 10 operation of data in data area 40D-1 and data area
41D-1, the reading operation of data in data area 40D-1 and data area

41D- 1, and the deleting operation of data in data area 40D-1 and data area
41D-1 are executed by nenory controllEY 35 in response to requests nade by
control unit 31. [1.1. 31 Confiquration of mapagenent server 1 ig.5is a
bl ook di dEbish S mangesd danepe bpliceRn Ssera 28 APpliselonates P Axhaaent
server 16 nagenent server 16 conprises cryptograph key storing unit® 51,
appl i cat iSZ)W information storing unit 52, user information storing unit 53,

‘;‘ler _2?”ttﬁ%«%%@ﬁ%%éﬁbﬁ%@@%@ﬁé@e&éﬁ@ﬁé#&hé@ﬂ%ﬁﬁﬁsﬁﬁbmﬁéa hzrn‘de )
hi char Xabr 0 Recnd AopIE Tt AL A Sk R o PR oraBOP Y dFRUNEE Cot.
Aol i saligferhidR” BPUIPALILG liRdek M refiabfid YAidrniRiorP! AkhNAORRR 1 4R! I ons
and 1 nformation on locations V\gere applications are stored, ich are

transm tte&@cuid By 9aGHofy ERitEGIr SO UeEGrdely 10N insttudtisn® ?Eo@idéﬂt pyase
along with other “inforndtion of the applications such as nanmes of the

appl i cat imagagesment isehvarmi6l dn sty ofigerubiahd>3he Sreadimg toperatidhoof nhe
information, in a database, to recognize which applications are witten in
menor i es applichtieadh apyflicationl zreqsf0AFlabnd kpplicationtdred 4dppili, ¢the readinigave
been purchased by users 10 August 2006 20 of each of nobile termnals 11 to
be ready dperationmof sakdabidity andexon relsatiifity anforemsmomnsareact@Rel ,utberstitingquest s.
Contirol unit 54 is_a mcroprocessor, which controls each of the conponents

of mhfagapshaticeroledals inceata aireand@Dsh atht datnsarse dddd-dnsther readiagni ng 5
public keys from guthentication s er 17, .obtai ni applicgatio from

cont ent &W‘éﬁ‘%ﬂ 2% éﬁéc‘?’yé?ﬁanﬁreép%{)ﬁ_cgﬁ’%Q?tweg?hggpé?eﬁ@éy‘%‘@e&é%‘ﬁgrypti ng
appl 1 cat i 905, TS0 i RabP obAIDB Y 8 EulORE S FSIE Scbbee P BY -

memory controller 35 in response to requests made by control unit 31.

[1.1.3] Configuration of management server
15 Fig.5 is a block diagram showing a general outline of a configuration of
management server 16. Management server 16 comprises cryptograph key
storing unit 51, application information storing unit 52, user information
storing unit 53, and control unit 54.
Cryptograph key storing umit 51 is a unit for storing a secret key of
20 management server 16 generated by control unit 54, and public keys of each
of mobile terminals 11 and each of content servers 20, which are obtained
from authentication server 17, in the form of databases.
Application information storing unit 52 is a unit for storing applications and
information on locations where applications are stored, which are transmitted
25 by each of content servers 20, in the form of a database along with other
information of the applications such as names of the applications.
User information storing unit 53 is a unit for storing information, in a
database, to recognize which applications are written in memories 12 of each

of mobile terminals 11, and which applications have been purchased by users



delivering the applications to nobile termnals 11. Mreover, COIll? f‘gputsjtnﬁos
54 updates the data in the databases of cryptograph key storing unit 5 1,
10 application information storing unit 52, and user information storing
unit 53, which are caused by the control operations of control unit 54.
Data formats of each database of nmanagenent server 16 and details of
operations for transmtting applicatiop§ wll be explained in the latter
part. [ 1. 1.4] Configuration of applicatign info ti on managenent, system
15 Fig. 6 @t‘se@chjoﬁgw&ﬂgesu@mn@hdd Esp§¢ ready g?r ql%wa{({%m&rﬁo rﬂa‘h@g’é&?ém @lst em
realized by nobile termnals 11, nmanagenment server 16, and content servers
20. User LeSPORsmiq the wesh| rfUSSiS-s 53 are conposed of user information

storing wupit 53-1, er information stoying unit, 53-2, = - - —and user
i nformati ¢ OmZQf)&lﬂHrg‘fués gmcrg@rqges\ﬁm,C\ﬁflg:,hecg%t{glssqqg%aggtfgﬁ]p{)gnponenfs
correspondi ng to nobi

oo e<POTt B ReTRR, & T oo yefSA O Bl of i
erm Syl ROt iio IR L2 88 HPBE N, SR s
opel | oat! Onghes.A bo BB YA RN SAcTeh, Bhetiifne

applicati : I-Gh stqr ' epen : r 41 of
momory 17 CAREE] FRRIMC10T B WnsRRRARES Mnbi? fmifalt L I, A

appl i cat i LIS ﬁ?@a?pﬁ&at‘i’éﬂi 16 MEbil@kéinakd 211 Morsdver SéontrolSuait 5 ea for
storing informatTon of applications, which are 10 August 2006 21 not stored
i n menor yupdate fhebidaga t B thealdatabases boff digpeogaphalteybetstinguugitased by
the user of nobile termnal 11-i and ready fo be delivered to nobile

t er mlQal dpiplicatioesinfosmationastoeqggasiit 52y mndotsdranfermatian stdring wmy 53 i ne.

I n downl oaded application area 53A and downl oad-ready application 5-area
5313, i nfwhigh arncafseddyy theacontnel epetationsrefmontos] wppbdcat i ons, versi on
nunbers of__applications, i entificatif)n nunbers for identifyi ng each

appl i cat i oRatasfeamatss ohppachc shatahase af JnanegevaBt served Ocahd detars ahd

operations for transmitting applications will be explained in the latter part.

[1.1.4] Configuration of application information management system
15 Fig.6 is a diagram showing an application information management system
realized by mobile terminals 11, management server 16, and content servers
20.
User information storing units 53 are composed of user information storing
unit 53-1, user information storing unit 53-2, ---, and user information
20 storing unit 53-k, which are data storage units corresponding to mobile
terminal 11-1, mobile terminal 11-2, - - -, and mobile terminal 11-k (‘k’ is an
integer showing the number of mobile termunals 11), respectively. User
information storing units 53-i (i=1, - --, k) is divided into downloaded
application area 53A-i and download-ready application area 53B-1.
25 Downloaded application area 53A-i of user information storing unit 53-i is an
area for storing information of applications, which are now stored in
management area 40 or free area 41 of memory 12 of mobile terminal 11-i.
On the other hand, download-ready application area 53B-i of user information

storing unit 53-i is an area for storing information of applications, which are
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I nconpl etion of activation operations, storage nunbers of applicatiohs, etc.

Is stored. Fig-=7 is a format chart show ng an exanple of data stored by

user 10 information storing unit 53-i, which corresponds to nobile term nal
11-1, and in order to sinplify the explanation, it shows only the itens of
menory area, identification nunber of application, activation, and storage

nunber. According to the exanple of data shown in Fig.7, in application

area 40A-1 of nagenent area 40-1 in nmobile termnal 11-1, the gpplication
those 15 IHGHPIA QBT MSAIGRYAHS, Of SMORHE S BBBLnAk 1dcbrut have alkeaddiera i on

For apeciyriased fs PECHET pEmabilc FBHRRA) 1ok P0Ry<ag) KL ae GINGEY &
ERoyTor oA i oEidedho Rfuetoftn AR, Lhal
2 u ml:);ar Z t ?Qﬂ% ﬁrg &%?@agghu%@}é#?zn 3?%%? 3%) a&ﬁ‘cﬂogjﬁﬂﬁ%ﬁ}%é?g&}%p&ﬁgg\%ﬂl o?ﬁeg
app | 2at oo 308 mARGE of GPHAULRS GRS faflsT. g Verdtoy 1T, o

applicati sef d F I on 1 S 3Es 5¢qkS ; : a he
a(F:)ltoi vat i m%%g?aﬁﬂon oléédtt e épg??@%#ﬂ Zguﬁgg%eefgkcérar% éﬁggg %rc%lher,

accor di “&ggﬁchﬁénﬁxﬁﬂ@d eopfaﬁﬁﬁ@atﬁﬁi%\;\“dis@irﬂti%n& beb®een acBniplefion and
applications, which are not stored in nenory 12 now, but the user of nobile

t er m nal .inddmpldiisn af headation operstens Rtoragesnembars 6Dmpbﬁé&ii@ﬁs,€m&. isi me.
The application whose identification nunber is 'AP-4125""is one such 10
August 286fred2Figipls aafornmat olmatt tdhevayngl an aiamplet o€|data stoter b useran ar ea
of a‘E lication iInformation storing unit 52, which is identified by storage

nunbéd ' Tafgsiation sheringeunit H3-i,hehtch cerrespansisnie miedkilet teemapal 1kds iand whose

identificatiqon nunber_ is 'AP-3021' is not stored in application information
storing dhiardeptasimgplifiethe sxplanation, & ghowswondy thejlemspf daeRpORRAERBd" i s
recorded.iin the item'storage nunber'. It .is also found that the
ol | cat IAFURGAOR BURITT CLATRIHE AV aE ) ation xR0 SiraEr dnimBtg | ¢
registrat i&cnco%af)r{gi foaMeogxgrrn%?e of Iﬁa?g sHEWR %nﬁngtﬂ, in application area 40A-1
of management area 40-1 in mobile terminal 11-1, the application whose
15 identification number is ‘AP-3568’ is stored, and the activation operation for
the application has been completed. Storage numbers are used for specifying
the locations in temporary custody application area of application information
storing unit 52, where applications, which are ready for transmission, are
temporarily stored. The applications, which have already been transmitted to
20  mobile terminal 11-1 do not need storage numbers, and no storage number is
given to such applications in downloaded application area 53A.
According to the example of data shown 1n Fig.7, in application area 41A-1
of free area 41-1 in mobile terminal 11-1, the application whose identification
number is ‘F-0325’ is stored, and the activation operation for the application
25 has been completed.
Further, according to the example of data shown in Fig.7, there are four
applications, which are not stored in memory 12 now, but the user of mobile

terminal 11-1 has already purchased and he/she can download at any time.

The application whose identification number i1s ‘AP-4125’ is one such
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server 16 and does not require a storage nunber, since no data is given to

the applicationin the item'storage nunber'. As a matter of course, as 10
applications whose information is stored in downl oad-ready application area
53B are at present not stored in nmenory 12 of nobile termnal 11-1, the
activation operation for these applications has not been executed. Wth
regard to these appllcatlons t heref o22, no data is given for the item

"activation' . As shown ipn Fig. appl.ication i nformati on storing unit 52
conpr i seAPPISafiog; sttt %@mﬂmatm .ltﬁe?éﬁ%astgmd ARd2R cHFSr oF yARRILGI8R

many. E?Ehﬁ?%rf%ae@caﬁﬁwé S SnpRch 1@%@@%@@ PR BRI or s 11,
dent |11 AP CrrraER, 57 (33 Bt S PHCRET phosB et bA0S b

charoes T8 DAt LG i HRLtCly i RE R o P B S e o S
o ven’ ?Eﬁlﬁ‘%?f% Pl ‘2‘8@& S AR Yl i boGled FF SRR SBBpagRR' ' O

ar‘e of “a higher an a cer
| evel g
appl i cat | ons ei ?1818’35 I'icl angiﬂélﬁghé a?l?l dﬁﬁ%ﬁgﬁho ?Z??Iﬁﬁl?%@ t?glt%m%\glﬁ&ZS
col  ecti op @i 54320R §f&ﬁéaeﬁ1 ke Mﬁwrmmﬁu@ﬁdaf&t SRS B gBméne
adm nistration entity o manag ment ser 16, are also stored in

regi str atsepver B@mlndc@desqﬁbtarreqau‘éZBstd?agarrmmﬂgexasmdecm idatsisgivedt tethe
reliability indexes, which are of a higher level than a certfain level, Vis

gi ven forapphmatmamm thed | HbiTl | Syoriagde iumben’ egAst ratmatternppf | calrsen & ea
52R; 10 August 2006 23 Fig.8 is a format chart show ng an exanple of data
storé@ i rappélgqamnatwbase Hfprinationois sto&d 52 ovemigadrrea y@ppltcammareray t he
expl anati g It shows only the itens '"identification nunber

appl i cat |§§B arer @) pegsent motj stgesd in mearnyc 42 oh' mObkléltIeB@@m@nlbfl,uQEge

AR Al wnicahhé’s?@t z'n?éﬁéq%s 5o Bireh ERC B ORRRG of -
Rt S A A LRI
As shown in Fig.6, application information storing unit 52 comprises
15 registration application area 52R and temporary custody application area 52T.
In registration application area 52R, information on many kinds of
applications, which are developed for mobile terminals 11, such as names of
applications, version numbers of applications, identification numbers of
applications, sizes of applications, usage charges of applications, overview of
20 functions of applications, etc. is stored along with the applications, or in the
information on locations where applications are stored. In addition to them,
regarding applications given reliability indexes, which are of a higher level
than a certain level, information such as reliability indexes, distinctions
between applications being publicized and unpublicized, distinctions between
25 collection of usage charges being undertaken and not undertaken by the
administration entity of management server 16, are also stored in registration
application area 52R. Regarding applications not given reliability indexes,
which are of a higher level than a certain level, ‘0’ is given for the item

‘reliability index’ in registration application area 52R.



Resource Locators (URLs), which are wdely used in the Internet,“\’/\/lAIuPuls:)te2006
used as the storage location information. 10 According to the information
stored in registration application area 52R shown as exanple in Fig.8, it
is found that the application whose identification nunber is 'AP-3568" is
given 63" as its reliability index-, the application is publicized in
management server 16; the collection o23the usage charges of the

|icatiqn is.undertaken by the admnistrat tity of, 15 t
server 16,115 1t Ko TORBRY ERYoRNY g o} Samplecglidith ptid 8t RITEAHOR cat i on

Foen 1 LR AR ol T G L A0RAHIL AR SHEEC,
tnder ¢ akeoyReme SRR o Rtimiety, O aBelisalel, “3ERGRANS ek e 20
i o ) - . . . : . : ,
hok s, BOIRRIGH GHIEO SPEMAFFO AL, Y Sl RO
Furt nar oy S RERE U NRRplor fioBiatiof®of AnplRaTORE s ARSIIINGL® -,
gi ven a raﬁidﬁbﬁﬁgftyi,numéﬁXinf_@?ﬂlaﬁ@ngawﬁicH Tadl ‘égf,‘cﬂ‘fSFr 18d3@ionkseMhere files
publication', and 'coll h . The 25

ection of usage charge publici zing of

appl i cat iqigaidingly Uapsiidadion’g atd ateRldl gt ithe fllewiiardescripsione! Unifesmt he

di fferences between storing an application, and storing |ocation

i nf or mat iResousct | Ldeatersp (BiRIes), iwhicheadeawtidelypased ah the dntbenet,iwill de. | n
tenporary custody application area 52T, applications whose storage |ocation
i nf or mat iusedias thegitetageddcanonanfermaiidron appl i cati on area 52R are 10 August
2006 24 stored_tenporarily during the period, after managenent server 16
receiles thecording iteathcoasfarmptirbstarrd Berogisirapion wppbikatips picavddBrs of
the applications, when nobile. termnals_ 11 request, deliveries of the

appl i cat iSHA¥N a8Y BERABPLE Uhelg%gi i Kat$ Ofgur&;{ et ither apPhsatigni MQser ni nal s

. Fig.9,is.af 1 . i .an. . l, f. d .ored
AT R AN D R R TR e s
storage {h@ﬁ%@ggnggwﬁlﬁ?féﬁ [ ndd S ge R SEAVOTE, thd dATRRAGH of BISLODE

appl i cat
charges of the application 1s undertaken by the administration entity of

15 management server 16, and the application itself 1s stored in registration
application area 52R. On the other hand, if it is found that the application
whose identification number is ‘AP-3712" is given 5’ as its reliability index,
the application 1s publicized, but the collection of usage charges is not

| undertaken by the administration entity of management server 16, and the

20  application is not stored in application information storing unit 52, instead, it
is stored in the location specified by ‘ftp://ftp.abc_software.com/application’
as a file name of ‘ap_0306.exe’. Furthermore, the application whose
identification number is ‘F-3251’ is not given a reliability index, and no data
is given for the items ‘publication’, and ‘collection of usage charges’. The

25 publicizing of applications and undertaking the collection of a charge, as well
as the differences between storing an application, and storing location
information, will be explained in the latter part of this description.

In temporary custody application area 52T, applications whose storage

location information is registered in registration application area 52R are
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[1.21 Qutline of transmtting operation Following is an expl anation %f an :
outline of an operation of transmtting an 10 application. [ 1.2. 1]
Qperation before purchase of application [1.2.1.1] Publication of
cryptograph key In the application delivery systemaccording to the

enbodi mrents of the present invention, authentication server 17, which is
managed by an 15 adm nistration entit4that is independent fromall of the

adm nistration entities of nmohile ¢o ni cation network 15, the.
admi ni st rereghtespponayilyduring theepened sétesananagement seveadfl Frosiyes then

entity of content server 20, nanag blic keys of a puplic key .system
Aut hent | GRRIGATOBS VEQMIGOR{ERE FGIVEES 78, Whichjare pa%ﬁqrs of tﬁe@@pilgﬁap S, a
secret 20, key for authentication server 17 (referred.to.as 'Secret. Key for
Aut hont | e moBile Jermiingls Hyreaueshidefiveries arh tinabaliGaiPnS 4 Desore

Server:  one-AmpIRGHORG A AahErsd S ol Jempile di dlecbis ol B T e
body. Sand B ERAEXEPRERGdaBLS0RE] I RrkboRlT iiod BEFRER SRS 8RTAS" 1
o kays. rapit; N ERARIEOrd alode il PRlcafe LRIdbES, MHRCSIRER R T2y
mobi e tarpricaony ifteMRkag AERIUTARplPhop A DAL P I Torm nal? or

' PK- I\/ﬂ"),[lfg|®gmrﬁgof{@nglﬁﬁftir% afiopon. Menory 10 August 2006 25

controller 35 of each nobile termnal 11 nanages the secret key, nanely

' SK-MI"  priglRewingdis 4n @gpldaisitioneek ag @uttinarofead @Peﬁdtidm@f.trmmih@n taper
hand, each nobile termnal 11 transmts the public key, nanmely 'PK-MI1l, to

aut hdft i cgplwatiear ver 17 t hrough nobi |l e conmmuni cati on network 15. Wen 5
aut hentication server 17 receives 'PK-MI' fromnobile termnal 11, -
aut hent i ddt2-dhOpersen beferegpurshase of epplicatiopubl i ¢ key, 'PK-MI', in its
dat abase [eil.Z().rll.gl]V%&bqiéaQieor{ gfggﬁ‘tgggpiholge;unber of nobile term nal 11. o
In the application delivery system according to the embodiments of the
present invention, authentication server 17, which is managed by an
15 administration entity that is independent from all of the administration entities
of mobile communication network 15, the administration entity of
management server 16, and the administration entity of content server 20,
manages public keys of a public key system.
Authentication server 17 generates for itself, a pair of keys namely, a secret
20 key for authentication server 17 (referred to as ‘Secret Key for Authentication
Server’ or ‘SK-AS’ hereinafter) and a public key for authentication server 17
(referred to as ‘Public Key for Authentication Server’ or ‘PK-AS’ hereinafter).
Then authentication server 17 stores the secret key, namely ‘SK-AS’,
protecting it against leakage to an external body, and on the other hand,
25 transmits the public key, namely ‘PK-AS’, to any apparatus, which requests it.
Each mobile terminal 11 generates a pair of keys for itself, namely a secret
key for mobile terminal 11 (referred to as ‘Secret Key for Mobile Terminal’ or
‘SK-MT"’) and a public key for mobile terminal 11 (referred to as ‘Public Key

for Mobile Terminal’ or ‘PK-MT’), following its user’s operation. Memory
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Aut hentication server 17 transmts the public key, nanely 'PK-MI g

appar atus, which requests it, as in the case of 'PK-AS rrentioned above 10
If there is need to distinguish a key of one of nobile termnals 11 froma
key of another nobile term nal 11, the subscription nunber of each nobile
termnal 11 is placed after the respective abbreviation of the key. For
exanpl e, the secret key of m)bile terddnal 11-1 will be referred to as

thei 1 paiSCREHISToss Qoehtt T0BYan IR cIEGECRane AaHE! k¥ THRGHa of
§8b's't§rfee$ﬂ%3ﬁsaewsstlngé€§g Horadl s D aisERroe LI o RBd o el
corver 17Chn b TErbldH; 11,63 Wtérli] ulfty Ko (el BRI 1 A
EZ‘Sa?ﬁ”F{%*ﬂE%itY%élsfs?ﬁ%“ﬁ&““hfﬁ@%%@%f %ﬁ‘fﬁl ?%Cr??fr?u BREk RnayERE ﬂ P

serves 10yt C e 08 SWV‘?éceHes eys I(-)rferrﬁﬂﬁf‘e OREARRAICN
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and content servers 20 to any apparatus, whic keys, as i'n
the caseglapdbaaet Afsiig CAtithontheendentificatioy ARMPee ofeniobidé Stekiinhh 1hi s
description, the secret keys and the public keys of managenent server 16
and cont enatheativatio? Gewdd 1Paransiaits ¢lle ipubdic kel numel THPKSAMTE! tkanyof
managenent server 16: 'Secret Key for I\/anagerrent Server' or ' SK-MS 10
August ZQ@@aralﬁs,TWhlqiumqlmsteegt, af 1mthreacasesott ‘FerAS! miditiorfadibavdey for
I\/anag enment Server' of 'PK-MS' The secret key of content server 20: 'Secret
Key Or cdhthareds peed ¢o dlstmgulskadsy ef mne ubpbdekeymuialg ddtfeom s &eyer 20:
"Public Key for Contents Server' CS.If there |S§De% need to_-

di sti ngwoihaamlb@}i BIObé]ﬁe LI t laht tg%r&l@@“?@%r dwnabgrep!t each mobile

terminal 11 is placed after the respective abbreviation of the key. For example, - -

the secret key of mobile terminal 11-1 will be referred to as ‘SK-MT-1".
Management server 16 and each of content servers 20 generate their pairs of
15 a secret key and a public key, as in the case of each of mobile terminals 11. ,
Then, management server 16 and each of content servers 20 store their secret
keys protecting them against leakage to an external body, and at the same time,
transmit their public keys to authentication server 17. When authentication
server 17 receives the public key from management server 16, authentication
20 server 17 stores the received public key in its database along with the
identification number of management server 16. Authentication server 17
carries out the same operation for content servers 20 when it receives public
keys of content servers 20. Authentication server 17 transmits the public keys
of management server 16 and content servers 20 to any apparatus, which
25 requests the keys, as in the cases of authentication server 17 and mobile
terminals 11. In this description, the secret keys and the public keys of
management server 16 and content server 20 will be referred to as follows:
The secret key of management server 16: ‘Secret Key for Management

Server’ or ‘SK-MS’
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of another content server 20, the subscription nunber of each conten UgetVer

20 is placed after the respective abbreviation of the key, as in the case of
10 nmobile termnals 11. For exanple, the secret key of content server 20-1
will be referred to as '"SK-CS- 1'. The algorithns for encryption using
secret keys and the algorithns for b decryption using public keys in

aut hentication server 17, in each of r¥bile terminals 11, in nanagenent
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reliabil icSK_' ex whose level is higher than a certain level, which is
required I'f the application needs to execute any operation in coordination
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managenmenpgseryyer 16 receives an application 25 for a substanti al

exam nation of an application fromthe admnistration entity of content

server 20]Jf tlf&gi@'ﬁiﬂéeﬁttbadibﬁﬁ%ﬁfshiéke?fofmﬁmnﬁgéws 20 fremearkegs the
pur pose for which the application will be used, the description of

oper at i ond arfothéxecamient setver20,t the sutsteiptionr numbagiofocddhecamteht satviepn,
which is operated by the adm nistration entity of content server 20, and so
on. 10 Adéuss phoed after tbe aespentivieo abbeeviationtofothe keyeaanonthe case wife
admpnistration entjty of _nmanagenent server 16 gives a proper |evel of

rel i 48i | imgbile desmingls hé. Fex exampleaphs sectet key weronisntiseyvemde-lewidan be

represented i.n ny wa t in the follow ng explanation, the index
syst em h®¢€ 161¢1& |t<§as|1§%652§25'-.| ', 5'2", '3" 4, and '5' are given to
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decryption using public keys in authentication server 17, in each of mobile
- terminals 11, in management server 16, and in each of content servers 20, are
15 the same. Therefore, these apparatuses can exchange encrypted data among
themselves and decrypt the data by exchanging their public keys.
[1.2.1.2] Examination of application
The administration entity of content server 20 can apply for a substantial
examination of its application to the administration entity of management
20 server 16 so that the application would be given a reliability index whose
level 1s higher than a certain level, which 1s required if the application needs
to execute any operation in coordination with another application, or if the
application needs to handle information, which has a high value.
If the administration entity of management server 16 receives an application
25 for a substantial examination of an application from the administration entity
of content server 20, the administration entity of management server 16
examines the purpose for which the application will be used, the description
of operations of the application, the system for managing the application,

which is operated by the administration entity of content server 20, and so on.
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application. Index '0" is given to applications, which are not exam ned or

coul d not pass the exam nation. For exanple, regarding an application, which
is given reliability index '5, 10 the adm nistration entity of managenent
server 16 exam nes, the systemfor managing the application by the

adm nistration entity of content server 20, the stability of operations of
the application etc., and judges if th&/results of the exanination nmeet the
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reliability index of a high evel, even if the operations of the

appl i cat iaendoRed tablive. Tid havgeh, thenindeixs thedsighet e wheptdlidiilion ofethebe

eval uated as an application wwth low information 25 security, which may

cause | eappyreatioh. dadex o)’ hisggiveal tee apptications oiwlibk dreckot ekaminedwre dat a

managenment system of the adm nistration entity of content server 20, and so

on. An ameiuldaot passiheexamnindsion.ty i ndex 'Y can execute coordinated

operations w th another application having reliability index ' F or_ V. An

appl i cat i dipTveXample, irggarding amaprlicationawhighs és gaven relabiity index ppovi de 10
8. i.ts functions to an application with relia
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stored in
examination meet the requirements. The application is allowed to use

functions of control programs of mobile terminal 11, data stored in control
15 memory 32, functions of applications stored in memory 12, and data stored in
memory 12, if necessary. These data may contain data of high value such as
personal information of the user of mobile terminal 11, credit card numbers,

and so on.
On the contrary, an application, which is given reliability index ‘1’, for
20 example, may be an application whose operations are not aimed at using data
of high value such as personal information or monetary information, and there
may be no need for the application to be given a reliability index of a high
level, even if the operations of the application are stable. Although, in this
case, the application may be evaluated as an application with low information
25  security, which may cause leakages of data of high value, because of the lack
of a secure data management system of the administration entity of content
server 20, and so on. An application with reliability index ‘1’ can execute
coordinated operations with another application having reliability index ‘1’ or

‘0’. An application with reliability index ‘1’ can also pass its data and provide
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If the adm nistration entity of managenent server 16 decides to g?v g

reliability index of '"1'" or higher than '1' to an application, it is
registered in the item'reliability index' of registration application area
52R of 10 managenent server 16 along with the identification nunber of the
application. [1.2.1.3] Request for publicizing application by managenent
server The administration entity of codent server 20 can request that an
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of this in a user o erm nal Know
appl i cat |3qr_ls are publicized, and purchase the publici zed applications nore
easily than others. 25 On the contrary, if a user of nobile termnal | |

wants to ﬂﬂrtﬁeaﬁc@nﬁmw@ﬁ@hl @ﬁﬁt}ﬁfbf Wmlfa@enﬁemosembllalde@d@/ to®. meﬁent
server 16, the user applies for purchasing the application to t

adm ni st reliabiiterihdey off* 1¢ wnt lergher shan e’ 20 ag apmctauamrlomghegllsmrbdtmr net by

accessing a hone page of content server 20, which is a provider of the

appl i cat ithe. ifeon érelrgbiibty i inddwe 10f Aregistratione appdicationni aeaati2h eftity of
content server 20 wants to allow only certain nobile termnals 11, which

meet 10er aamagesgent cvaates 46t along hevidhinithe sidentiféeation | nymber ¥nttbet

server 20 to use its applications, it is nore convenient for the -

adni ni st PRPISAUGRt ity of content server 20 not to publicize its applications
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The administration entity of content server 20 can request that an application,
which is given a reliability index of ‘1’ or higher than ‘1’ is to be publicized

15 to mobile terminals 11 by management server 16. Regarding an application,
which is requested to be publicized; the response ‘Yes’ is registered in the
item ‘publication’ in registration application area 52R of management server
16. If management server 16 receives from mobile terminal 11, a request for
transmitting information of applications, which can be purchased,

20 management server 16 transmits, to mobile terminal 11, information of
applications whose value of the item ‘publication’ in registration application
area 52R is ‘Yes’. On the basis of this information, a user of mobile terminal
11 can get to know which applications are publicized, and purchase the
publicized applications more easily than others.

25  On the contrary, if a user of mobile terminal 11 wants to purchase an
application, which is not publicized by management server 16, the user
applies for purchasing the application to the administration entity of content
server 20 directly through the Internet by accessing a home page of content

server 20, which is a provider of the application. For example, if the
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t hrough managenent server 16, and information of the appli catlongolAélggfso

managed by managenent server 16, in the sane nmanner as applications

publici zed by managenent server 16. 10 (1.2.1.4] Request for undertaking
usage charge coll ection by nanagenent server The administration entity of
content server 20 can request that the managenent of the usage charge
collection of its application, which i29given a reliability index of '1' or
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time when information of the application is stored in downl oad-ready

appl i cat ithrowgte a3 neéntneerage M) targE infroddiiorSiofi ther dpplicaitageiealsoser ver
16 transmts information such as identification nunber of the application,
i denti fi aaanaged tynimeanagementi iserveer hbpah thi same trhannérmas aapplazatonsf
purchase of the 10 August 2006 30 application, to the charge nmanagenent
server, \pvibdigized by nanagament sasier 6. communi cati on network 15 at the tinme
when_managenent server 16 executes an actiyvation gperation for an
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regi stration application area 52Ris 'Yes'. The charge 5 nanagenent “server
cal cul at 88TYHe usage charges of each application for each nobile terninal

11 on the }asi SfinibHgibh" %hﬁ?}t’i 8P LOARN EERRrP%0 can request that the

management of the usage charge collection of its application, which is given a

reliability index of ‘1’ or higher than ‘1°, is to be undertaken by management
15 server 16. Regarding an application whose management of the usage charge
collection is requested to be undertaken by management server 16, the
response ‘Yes’ is registered in the item °‘collection of usage charges’ in
registration application area 52R of management server 16.
| If management server 16 receives a request from mobile terminal 11, for
20 purchasing an application whose value of the item °‘collection of usage
charges’ in registration application area 52R is ‘Yes’, management server 16
transmits information such as identification number of the application,
identification number of mobile terminal 11, and the time and date of
purchase of the application to the charge management server, which is
25 connected to mobile communication network 15, at the time when
information of the application is stored in download-ready application area
53B of management server 16. Simularly, management server 16 transmits
information such as identification number of the application, identification

number of mobile terminal 11, and the time and date of purchase of the
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managenent server 16 as expl ained above. The admi nistration entity o

content server 20 and the adm nistration entity of managenent server 16
agree beforehand, to certain conditions with regard to usage charges for
each 10 application, nanely whether the usage charges are cal cul ated on the
basis of purchase of the application or activation of the application; and
the agreed upon conditions are regi st¥ted in the char ge nmanagenent server
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on | evying usage charges. [1.2.1.5] Request for storing application_ by
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only information for charging. The usage charges of each application, which are
calculated by the charge management server, is collected, from each user of
15 mobile terminal 11, by the administration entity of mobile communication
network 15, along with the communication charge for mobile terminal 11,
which is also calculated by the charge management server. The administration
entity of mobile communication network 15 deducts a certain amount from
the collected charge as commission for undertaking charge collection, and
20 remits the remaining amount of the charge to the administration entity of
content server 20, which 1s the provider of the application. Moreover, the
administration entity of mobile communication network 15 remits a certain
part of the commission for undertaking charge collection to the administration
entity of management server 16 as service charge for the provision of
25 obtaining information on levying usage charges.
[1.2.1.5] Request for storing application by management server
The administration entity of content server 20 can request that its application,
which 1s given a reliability index of ‘1’ or higher than ‘1°, be stored in

registration application area 52R of management server 16. If an application
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I nformati on on the | ocation where the application is stored shoa?éuggﬂ 0

registered in registration application area 52R, considering the transfer
rate of conmuni cati on bet ween nanagenent server 16 and content server 20,
and the 10 nature of the application, and so on. If an application itself is
stored in registration application area 52R, delivery of the application to
mobile terminal 11 can be made soon Alter the application is requested to
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regi stratron appllc I on area 52R, and the 20 application is transmtted
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without receiving the application from content server 20 at the time of the

-

15 request. Therefore, it is highly beneficial for the administration entity of
content server 20 to request for its applications to be stored in registration
application area 52R especially if the transfer rate of communication between
management server 16 and content server 20 is low. On the contrary, if an

| application is not stored in registration application area 52R, and the

20 application is transmitted from content server 20 to management server 16
each time management server 16 receives, from mobile terminal 11, a request
for delivering the application, content server 20 is able to deliver the
application with some customizations for mobile terminal 11. For example,
content server 20 sets different access keys to the same application for each of

25 mobile terminals 11 to prevent unauthorized users from using the application.

Following is an explanation, with reference to flowcharts in Fig.10 and
Fig.11, of a series of operations executed when content server 20-1 requests
management server 16 to store an application. First, content server 20-1

transmits a storage request for the application to management server 16 (step



than "1'. After the confirmation, nmanagenent server 16 transrﬁts1%AH8P?tc%00c?f

acceptance of the storage request to content server 20-1 (step S 102). Wen
content server 20-1 receives the notice of acceptance of the storage 10
request, content server 20-1 transmts, to authentication server 17, a
transm ssi on request of 'PK-M, nane;ﬁ the public key of managenent server
16 (step S103). In response to the trakhdm ssion request of the public key,

aut hent i [.Qn rver 17 transmts ' PK-MS, to. content. server, 20-1.(step
Si0a) 15 W Ber TPecalorify TR copbipanthe IdBREGtiohs RATIR, oh et
appli cationli)?é- use of 'PK-M5' (step S105). Because of this encrypting -
oper at i ona,pp ggflhori zed persons, who wiretap the application while it is
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server 16 to confirmthe transmtting Side of the application. Content
server 2Qhdnt‘1anAfier $hé Renfienitiogmaandiatdeapptiveatlicorahomitsanagecerif server
16 (step S107). After receiving the doubl e-encrypted application, nmanagenent
server laccepammsetdfaehdaterageaeqdestrtocconienysapbr ROyl gtopidl@2)nit 51 of
managenent server 10 August 2006 33 16 to check if 'PK-CS-I', nanely the
publ i ¢ keyWbencemmtent semevel0-1orereives thevaotiedlaf accephanagaoh the fstoragecs- |
S nﬁgh1 registered in crypt ogrggh key stori n? unit 51, nmanagenent _server 16
t rand®i t JqueSstaucorignt c3aVeR <Brlefranymits, {0 aputhienticanonegeBer df/,' PK- CS- |
(step S1Q8). I.n response to.t yansm ssion r est of the public key,
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S109) . g it i%s'(lsfepi §1()§?.i il ?és%%nse to the transmission request of the public - -

key, authentication server 17 transmits ‘PK-MS’ to content server 20-1 (step
S104).

15  After receiving ‘PK-MS’, content server 20-1 encrypts the application by
use of ‘PK-MS’ (step S105). Because of this encrypting operation,
unauthorized persons, who wiretap the application while 1t is being
transmitted from content server 20-1 to management server 16, will not be

| able to use the application.

20 Moreover, content server 20-1 encrypts the encrypted application again by
use of ‘SK-CS-1’°, namely the secret key of content server 20-1 (step S106).
Because of the encrypting operation, management server 16 can confirm that
the application is definitely transmitted by content server 20-1. That is to say,
the encryption plays the role of a certificate, which enables management

25  server 16 to confirm the transmitting side of the application.

Content server 20-1 transmits the double-encrypted application to
management server 16 (step S107).
After receiving the double-encrypted application, management server 16

reads the data stored in cryptograph key storing unit 51 of management server
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in cryptograph key storing unit 5 1, nmanagenent server 16 skips step S 108

and step S109 and noves to step S110, as there is no need to obtain
"PK-CS-1' froman external source. 10 Then, nmanagenent server 16 decrypts
t he doubl e-encrypted application by use of '"PK-CS-I' (step S110). If the
decryption of the application fails, it neans that the application, which
managenent server 16 received was fal 3Bfied duri ng transm ssion, or the
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wi thout ePKYI8-10rt0 ARAapbmendBEVest IG(btep Sh09).VIfOPKESadeREmRpisterader 16
can check, if necessary, if no falsification was nade by 25 the

admi ni st riatérgptagraphkeyfstonngantit S &y sanagémentisebyerdiskips step S408iarl of
operations fromstep S103 to step S111, which are explained above, wll be
ref erred step &6 0% ppd imaves to tskem Sl iasghepe isiniconedd t@ obiaima ke d-Fer ver!
in the follow ng explanation. After step S| | |, managenent server 16
stores ti'féoﬁb?}ﬂ %&m@hwlﬁcﬁegi stration 10 August 2006 34 application area
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falsified during transmission, or the application was damaged due to another
reason, or the application was transmitted by a server other than content
15 server 20-1. Therefore, in this case, management server 16 does not proceed
to the following operations, but transmits, to content server 20-1, a
retransmission request of the proper application. On the contrary, if the
decryption of the application by use of ‘PK-CS-1’ is successful, it is
confirmed that the application was transmitted from content server 20-1
20 without any problem. Therefore, management server 16 decrypts the
application again by use of ‘SK-MS’, namely the secret key of management
server 16 (step S111). On the basis of these operations, management server 16
can obtain the application without encryption, and the administration entity of
management server 16 can check, if necessary, if no falsification was made by
25 the administration entity of content server 20-1 or by others.
The series of operations from step S103 to step S111, which are explained
above, will be referred to as ‘application transmitting operation 1 to
management server’ in the following explanation.

After step S111, management server 16 stores the application in registration



an application, namely, purchasing an application which is publi éPer“&“t?§/2°°6

managenent server 16 through managenent server 16, or purchasing an
application directly fromthe adm nistration entity of content server 20 by
10 maki ng a purchasing contract using a hone page in content server 20, etc.
In the latter nethod, where a purchasing contract is nade directly between
the wuser of nobile termnal 11 and thg&adm nistration entity of content

server 20, there are two variations of operations depending on ﬁ?t her the
appl i cat iapplicatiogi eeas 42Relstepi 113),iabiragsmus, & copfants HaNer (2U-1p@ t he
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request for information of avail able applications, mahagenent server 16
reads t hapjdicat®nodaecily fregt she aldminidiPathog ugitit¥066 codtemppdiveat2drbyar ea
52R and extracts information of applications whose value of the item

' publlDcatmaking a purebasingrobntracs @sugphihvane page inhéaritent senver 20, ege.skrer ed i n
user information storing unit 53-1. Next, managenent server 16 transmts

t he extr dbedattenfmethed, orherata phrdwsing ontraehas made daecHynbeivecess tip

appl i cations, nanes of applications, functions of applications, usa
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managed there are two variations of operations depending on whether the application is
given a reliability index of ‘1’ or more than ‘1°, or the application is given a
15 relability index ‘0’. Following are examples of series of operations for
purchasing an application.
[1.2.2.1] Purchase of application, which is publicized by management server
Following is an example, with reference to Fig.12, Fig.13, Fig.14, and Fig.
15, of a series of operations, which are executed when the user of mobile
20 terminal 11-1 purchases an application publicized by management server 16,
whose provider is content server 20-1, through management server 16.

First, the user of mobile terminal 11-1 pushes appli-button 23 of mobile
terminal 11-1 to make it display an application menu as shown in screen D11.
Next, the user pushes button ‘1’ of operating unit 22 to select the item ‘1.

25 New purchase of application’. When button ‘1’ is pushed, mobile terminal
11-1 transmits, t0 management server 16, a transmission request for
information of available applications (step S201).

After receiving the transmission request for information of available

applications, management server 16 reads the data stored in registration
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by managenent server or not, and information of |ocations of hone pagges in
content servers 20 such as URLs, to nobile termnal 11-1 as the information
on avail able applications (step S202). 10 After receiving the information on
avai | abl e applications, nobile termnal 11-1 displays screen D12. In
response to the screen, the user of nobile termnal 11-1 pushes a button,
whi ch corresponds to an application, whfch has to be purchased. For
exanple, if the user pushes button '1' when screen D12 is displayed,_the
i tem ' Scrapplicaticanapan®iR ansk extracts inforaaation of APpheBIiLaS Mhess Malg 0f 1. 1
di spl ays screen D13 on display upit 21. Screen D13 shows information -
concer ni riger ateer | opblagatiie 38| e¥eSed Qﬂﬁblﬁ%@é?i éﬁpgﬁﬁtl%%\gé"hléﬁaraé%sp%n t he
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?g%?ilfﬂ é%g&?éu‘i%;ﬁé extachihtotmation; aybRoHARS HpgRlich lﬁﬁtrﬁﬁnﬁgﬁﬁﬁﬂe?;f
‘o R 20 RIRATRC oGS bR e Wil
L he iaentdf b a Ao TRBS Bl uRAREL £8)1E8Ran T GIRRPBhore RS ¥ Shadadass
storage | g@ae@ggﬁﬁr%épar %t,t@fqmrhfﬁfdrpaf ﬁééa?fbrr%?@f‘honié;gﬁéé‘soix?'zo“’

if the sel®e I cation 1tsel S not stored in registrati

appl i cat | @htehfdeReh 200ARUCAPURES ttemobilectiringl #11Rhs Phe iRforapfiorat i on

In content server 20-1, fromthe data stored in registration application
area 52Rn agaﬂb]g]esﬁ}gnagﬁiqu@tdp)s20@),0rrrat ion. In this case, managenent
server 16 10 August 2006 36 transmits, to content server 20-1, a

trandf ssi After aguenting chetinfompationadn availableepppHosiiondNmobilentermiinakbr ver
20-1 receives the transm ssion request for the application, a series of
oper at i onkl-lwdisplays ecréen dJah2. ds rdsponsd toaphd isceaamnthes usemradnimabitey
operation | to managenent server', are begun. Nanely, nmnagenent _ server 16,
aut hent i ciermanalsbi~lepusies abrtemnviiah eergaponds. to an application, which has = - -

to be purchased. For example, if the user pushes button ‘1’ when screen D12

is displayed, the item ‘Schedule management Ver.2’ is selected, and mobile
15 terminal 11-1 displays screen D13 on display unit 21. Screen D13 shows
information concerning functions of the selected application and usage
charges, on the basis of which the user of mobile terminal. 11-1 makes a
decision on whether to purchase the application or not. If the user of mobile
terminal 11-1 decides to purchase the application and pushes button ‘9’ when
20 screen D13 is displayed, mobile terminal 11-1 transmits the identification
number of the selected application to management server 16 (step S203).
Then, mobile terminal 11-1 displays screen D14 on display unit 21.
After receiving the identification number of the application, management
server 16 reads the data stored in registration application area 52R, and
25 obtains the storage location information of the application (step S204).
In step S204, if the selected application itself is not stored in registration
application area 52R, management server 16 obtains a URL of the application
in content server 20-1, from the data stored in registration application area

52R, as the storage location information. In this case, management server 16
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execute the operations fromstep S103 to step SIII shown in Fig.10 and Fig.
11. As a result of carrying out the series of operations, managenent server
16 obtains the application (step S206). 10 Managenent server 16 allots a
storage nunber to the obtained application, and stores the application
along with the storage nunber in tenpotary custody application area 52T
(step S207). The storage nunmber is used”for managenent server 16 to specify
the | ocattfm{ymifs,! @MeBhAX eHPéOID- BPR It AR MRS o ?éﬁl&%ﬂ_ foi‘\’fiﬁ_éeaﬁ Reation
application is stored. And if applications are stored for different 15 |
appli cati(gf@,sglﬁ)ﬁerent storage nunbers are allotted to each of them even
t hough their contents are exactly the sanme. On the contrary, if the
appl i cati GNhewhicomtést seireat e20-1y repdives tle¢ niraakmisdioR réguestorferd ihe
regi stration application area 52R of managenent server 16, nanagenent
server lGpphicasiohhe sepmsadi operations) sthech $205he canieeps E24t70ftapplittionves to
step S208, as the application has been al ready obtai ned. Next, managenent
serveb l6@rarsguistirgs opefatiomt i ortoomahageapent csarver’, amehbegsnt Namely,

i dentification nunber of the application and the reliability index, in
down| oad-anagemppl iseatdrohdarasthasasionyservernfi éy rmdi eantansr seryenni@-153- 1
(step S208). After the registration gperation in step S208. has been carried
out, 25 teFECUEethefOREAIPRS HEMmi piep 5103 fo, step S1ld_ABAAKoHa Kigel0 and

applicatian, which has heen already registered in. downl oad-read
appl i cat (K- Lr dbs 335U of Cagping oibtha selics ot oDaration;, HaRASEMETSEr Hesi r s

Bt T I g T SO
he H0E! SAbATANERL SOk AR MOyt R AL 0D, A oMM, ¢
appl i cat iz ﬁéﬁes”t‘i’i&; %ﬁgﬁggféﬂ%Bﬁg With thé Etdrﬁggﬁ%ﬁiﬁh%mﬁ&ﬁﬁ %g%@& :c 3 r

stored in tenporar y applfcation area e storage

the appli icafiohsardh ST @@éﬁS@OW. The gﬂﬁdﬂg@%@nﬁm tﬁ@ﬁ'fbﬁ@ﬁéxﬁ’d'ge'in@ﬂtea S3B.
When the registration operation is conpleted, nmanagenent server ~ 16

transm t server 16kl pdodfynthralocatioh im temppraty onstodyi agpladatitpeasdd 68F f or

where the application is stored. And if applications are stored for different
15 applications, different storage numbers are allotted to each of them even
though their contents are exactly the same.

On the contrary, if the application, which is selected by mobile terminal 11-1
is stored in registration application area 52R of management server 16,
management server 16 skips the operations from step S205 to step S207 and
20  moves to step S208, as the application has been already obtained.

Next, management server 16 registers information on the application, such
as the identification number of the application and the reliability index, in
download-ready application area 53B of user information storing unit 53-1
(step S208). After the registration operation in step S208 has been carried out,

25 the user of mobile terminal 11-1 is able to download the application, which
has been already registered in download-ready application area 53B, to
mobile terminal 11-1 at any time the user desires. When the registration
operation is completed, the response ‘No’ is registered as the value of the

item ‘activation’ for the application, since the application has not been



purchasing the application (step S209). After receiving the corrpl18tptu@r‘i'8t2°°6
noti ce of operations for purchasing the application, nobile termnal 11-1
di spl ays screen D15 or screen D16. Screen 10 D15 shows a screen, which is
di spl ayed when the newly purchased application is an application whose usage
charges are managed by nmanagenent server 16, and the screen inforns the
user of nobile termnal 11-1 that the3Qsage charges of the application wll

be collected along with the conmunicatiqn char g{e On the contrary screen
D16 showsd @wmw% tonmobmle; termenali Klyilapad ashematis elppourses thengtevagipn
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21. Scre _ to a n creen, which is displayed when
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the screen. The lette synbol for |nf rmng the dser of

term nal licdtioai, rﬂﬁbﬂémémﬁﬁiau an-1 displagy steserPB 0ot vrdenaDad. Sopvever, 10
August 20 38 there are ot her ways to informthe user of nobile term nal

11-1 IhatDdo shpws cat saroens whioty isodispaned derdnoatthed neawly ipurchasdd it ed
to displaying the letter “a’ . To achieve the same pur pose, other ways, such
as di spl aapplicadidrer is kamdapp]ﬁcai;omwslmse iusages ,changéeshgasoumimagadd by

vi brating nobile term nal 11-1, can al so be adopted. After nanagenent
server lemanagemiens S@ﬁeercbéspa@dutbﬂ seseer dnfarnep dhetisenof mobile terminal - -

11-1 that the usage charges of the application will be collected along with the

communication charge. On the contrary, screen D16 shows a screen, which is

15 displayed when the application is an application whose usage charges are not

managed by management server 16, and the screen informs the user of mobile

terminal 11-1 that it is the responsibility of the user to carry out the necessary

procedure for settling the usage charges of the application. When screen

| D16 is displayed, the user of mobile terminal 11-1 can push button ‘0’ to

20 display the home page, which is managed by the administration entity of

content server 20-1, and follow the necessary procedure for settling usage
charges of the purchased application in the home page.

If the user of mobile terminal 11-1 pushes button ‘9’ to complete the series

of operations for purchasing a new application explained above, when screen

25 D15 or screen D16 is displayed, mobile terminal 11-1 displays screen D17 on

display unit 21. Screen D17 is similar to a normal screen, which is displayed

when mobile terminal 11-1 is on standby, but the letter ‘e’ 1s also displayed

on the screen. The letter ‘@’ is a symbol for informing the user of mobile

terminal 11-1 that an application is ready for being downloaded. However,



for purchasing the application in step S209, managenent server léotﬁ%%sﬁing
to content server 20-1, a notice of purchase of the application by nobile
termnal 11-1 (step S210). Moreover, if the purchased application is an 10
appl i cati on whose usage charges are nanaged by nanagenent server 16,
managenent server 16 transmts, to the charge nanagenent server, the
informati on on the purchased applicati 88 such as the identification nunber
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responsi bility of carrying out the procedure for settling the usage charges
of the app icoatémnsérvet I3O-$amenbeice of puechdse ofchesapplicabivit @21 nssbileer 20-1
checks whether the contents of the purchase request 10 August 2006 39

submi t t edterminahtldrl &étep €32 DO} 1Myreowbr,| € tlee npurehaddd lapplicatem $8Gn neet
the requirenments, and if the contents of the purchase request neet the

r equi iereapplicaiton evhoscenvage Ahatrges ame nnagaged bponapagemenhserver- 16, a
notice of acceptance for purchasing-the application (step S302). The notice
of 5 accepmagageneat W@haﬁﬁ ngaRyBaItapI0; the iAarge nnanagemeat | sRINE.f theat i on
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the application, the identification number of mobile terminal 11-1, the time
and date of purchase of the application, etc. (step S211).
15  [1.2.2.2] Purchase of application, which is given a reliability index of ‘1’ or
more than ‘1°, and which is not publicized

Following is an example, with reference to-Fig.16 and Fig. 17, of a series of
operations, which are executed when the user of mobile terminal 11-1
purchases an application, which is not publicized by management server 16,

20 whose provider is content server 20-1, and which is given a reliability index
of ‘1’ or more than ‘1°.

If the user of mobile terminal 11-1 purchases an application, which is not
publicized by management server 16, the user of mobile terminal 11-1, for
example, displays a home page of content server 20-1 in mobile terminal 11-1,

25 and applies for purchasing the application in the home page (step S301). The
user of mobile terminal 11-1 also takes the responsibility of carrying out the
proced'ure for settling the usage charges of the application in the same home
page, if necessary.

Content server 20-1 checks whether the contents of the purchase request



acceptance, content server 20-1 records the identification nunbermo'?u%l{)slglzf’%s
termnal 11-1, whose request for purchasing the application is accepted.
After receiving the notice of acceptance for purchasing the application, 10
nmobile termnal 11-1 transmts, to nmanagenent server 16, a request for
registering the informati on of the purchased application (step S303). The
request for registering the informati o39ontains the identification nunber
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nobi | e t eterimiahl 11-dr, whosdrermesgforenirchasingr thepplicaciedyistacceptegl. st er the
application as a purchased application, matches the identification nunber
of the nobAftert eceiviag, thornotidec of cacteptance foerpichasiage e exppiivation, August
2006, 40 request for purchasing the application in step S302. If these
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| nformati g anplication, which is newly purchased. |
After receiving the information on the purchased application from mobile

15 terminal 11-1, management server 16 reads the data stored in registration
application area 52R, and obtains a URL from content server 20-1, as location
information of the provider of the application, which is requested to be
registered, according to the identification number of the application. Then,
management server 16 transmits, to content server 20-1, a request for

20 permission to carry out application registration in order to confirm that it is
acceptable to content server 20-1 for the application to be registered as an
application purchased by mobile terminal 11-1, using the URL (step S304).
The request for permission of application registration contains the
1dentification number of mobile terminal 11-1.

25  After receiving the request for permission of application registration from
management server 16, content server 20-1 checks whether the identification
number of the mobile terminal, for which management server 16 is ready to
register the application as a purchased application, matches the identification

number of the mobile terminal, for which content server 20-1 accepted the



of the application, which nobile termnal 11-1 requests to be regil8/aioust 2006
(step S306). If the application, which is requested to be registered in
step S306 is not 10 stored in registration application area 52R, managenent
server 16 transmts, to content server 20-1, a request for transmtting the
application, using the storage |location information of the application,
which is recorded in registration application area 52R (step S307). Wen
content server 20-1 receives the requé@t for transmtting the application,
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step S307 to step S309 and noves to step S310. Next, managenent server 16
regi st er sof kiee apphcatean,omhich tiobikepEirimonal db;1 reduests tobiel regidersdhédtep 1- 1
requests to be registered, nanely the identification nunber of the
appl i cati 8806).he reliability index of the application, etc. in
downl oad-ready appl.ication_area 53B of user_ information 10 August . 2006 41
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registration application area 52R (step S307). When content server 20-1

receives the request for transmitting the application, a series of operations,
15 which are same as that of ‘application transmitting operation 1 to
management server’, are started. Namely, management server 16,
authentication server 17, and content server 20-1 execute the operations from
step S103 to step S111 shown in Fig.10 and Fig.11. As a result of carrying out
) the series of operations, management server 16 obtains the application (step
20 S308). Management server 16 allots a storage number to the obtained
application, and stores the application along with the storage number in
temporary custody application area 52T (step S309).
On the contrary, if the application, which mobile terminal 11-1 requests to be
registered, is stored in registration application area 52R, management server
25 16 skips the operations from step S307 to step S309 and moves to step S310.
Next, management server 16 registers the information of the application,
which mobile terminal 11-1 requests to be registered, namely the
identification number of the application, the reliability index of the

application, etc. in download-ready application area 53B of user information



downl oad the application, which has been already registered in 10 August 2006
downl oad-ready application area 53B, to nobile termnal 11-1 at any tine the
user desires. \Wen the registration operation is conpleted, nanagenent 10
server 16 transmts, to nobile termnal 11-1, a conpletion notice -of
operations for purchasing the application (step S31 1). \Wen nobile term nal
11-1 receives the conpletion notice of operations for purchasing the
application, nobile term nal 11-1 dispﬁdys the letter "a' on display unit
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Fig.18, Fig.19, and Fig.20, of a series of operations, which are executed

when the t@g&ﬁtrﬂﬁombéfzﬁidrﬁfmteglsm Itheluseprofhasbieasrmpndli Hatiigrabldase
provi der is content server 20-1, ancf, which is given a reliability index V.
The oper adowndoach tthes appligationar ewhschri hars t beehosareddy haegmstered oin
operations which start fromstep S301 and are explained with reference to
Fi g. 16 andowinipadrreddynapplication atea 53B] tswmapilofrminabid; 1 atanyémethser ver
16 need not obtain the application in plain text 10 Au?ust 2006 42 for
checki ng user desirent Yhew thgeregipiratiani eperaiiontisgrompletede| maprgement ndex
of ]Q: or nore,than " 1'.. Therefore, when Llhe afplicatio Ls transmtted

f r om1Qon¥eINEr sk v BANSAUL, ¢ 1 ReRYEndRIMERALy dl- 6,atwn9§w%appeﬁei 8f ot

erer Yoo o458 5! phRBYEE s KSRGS vy 18, UL By use of
appl i cat | Oﬁilqéhaﬂ{b%tileb{%rﬂﬁﬂ%r 1 06 Ry AbT&tor Rdtite Ut SPdatiBnk §oP & -

11-1, even
purchasing the application, mobile terminal 11-1 displays the letter ‘e’ on

display unit 21 for informing the user of mobile terminal 11-1 that the newly

15 purchased application is ready to be downloaded from management server 16.

If the purchased application is an application whose usage charges are

managed by management server 16, management server 16 transmits, to the

charge management server, the information on the purchased application such

J as the identification number of the application, the identification number of

20 mobile terminal 11-1, the time and date of purchase of the application, etc.

(step S312).

[1.2.2.3] Purchase of application, which is given reliability index ‘0’

Following is an example, with reference to Fig.18, Fig.19, and Fig.20, of a

series of operations, which are executed when the user of mobile terminal

25 11-1 purchases an application whose provider is content server 20-1, and,

which 1s given a reliability index ‘0°. The operations in this example are

similar to those of the series of operations which start from step S301 and are

explained with reference to Fig.16 and Fig.17. However, in the following

operations, management server 16 need not obtain the application in plain text
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the application is wiretapped during the transm ssion of the appl1locAalt‘9%sr$. 0

a result, unauthorized usage of the application can be prevented, and at
the sanme tine, conceal nent of contents of the application can be ensured.
10 In this series of operations, the user of nobile termnal 11-1, for
exanple, firstly displays a home page of content server 20-1 in nobile
termnal 11-1, and applies for purchas#dg the application in the home page

5 ELSE@? ol iq?*é%iﬁ%g.s?‘gsﬂ%ﬁaﬁ%u?@ ?h%%ptnﬁl%é@é%%@é&%ﬁ%&@ﬁaﬁs@ﬁqeﬁ‘g%s?ge
’ AT : _

Chacks whdinet TR (071 ot 1Bty En ety st dbeTedfion R HERSpRRH rgst

¢ eaui r emasirient Server LR bl Rt sert i 16, MERRicH R is FRELcrypRed

Lﬁ?{’téeg?@sgﬁ@@% ReBE &5, OF R b 1B oy BE T e 2

dont 111 AT o s (BRilE TR PEch i S PR, an cablcafion

transmi t scidifot e ifi@eRtoodb§eRhANBOrizEANIse of ehvbile 28mhinAc-dsevbe if
i dentification nunber of nobile termnal 11-1, whose request for purchasing

the appl i gt applidsioacewietappdd 40tiag theaeansmigsidieofiehe applitadonepisance for
purchasing the application, nobile termnal 11-1 transmts, to nanagenent
server 16resalt; amaashorized usage sofethegppheatiohocamtbeopreveritbd, andc hia deel
application (step S403). The request for registering the information

cont ai ns $ame itueeitddricealment afinorienss of theapplicatien can besgrsuwiedRL i n cont ent
servier 20-1 as storage.locatjon 10 August 2006 43 information of the

appl i1éht i ok thnstsenes depperaiianse the wses Ol ppdile desmanaln 1 1lh dor ramplei on

e N T R AT
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user of mobile terminal 11-1 also takes the responsibility of carrying out the
necessary procedure for settling usage charges of the application in the same
15 home page.

Content server 20-1 checks whether the contents of purchase request, which
is submitted to content server 20-1 by mobile terminal 11-1 in step S401,
meets the requirements, and if the contents of purchase request meet the

| requirements, content server 20-1 transmits, to mobile terminal 11-1, a notice

v20 of acceptance for purchasing the application (step S402). The notice of
acceptance for purchasing the application contains the identification number
of the application. When content server 20-1 transmits the notice of
acceptance, content server 20-1 records the identification number of mobile
terminal 11-1, whose request for purchasing the application 1s accepted.

25  After receiving the notice of acceptance for purchasing the application,
mobile terminal 11-1 transmits, to management server 16, a request for
registering the information of the purchased application (step S403). The

request for registering the information contains the identification number of

the application, and a URL in content server 20-1 as storage location
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After receiving the request for transmtting the application from
managenent server 16, content server 20-1 checks whether the identification
nunber of the nobile term nal, which requests the transni ssion of the 10
application, matches the identification nunber of the nobile termnal for
whi ch content server 20-1 accepted the4?equest for purchasing the
application in step $S402. If these identification nunbers match, content
server 20inffortnafionoft the atppli@laﬁh,gntication server 17, a request for
transmtting 'PK-MI-1', “nanmely the public key of nobile termnal | | -1
(step S405Aftdrnrécesvmps ehé aegjhestlBor egpesserifgr ther amforimatiory fréig Mlobile
aut hentication server 17 transmts 'PK-MI-I'" to content server 20-1 (step
S406) . Af terminat dilvi pgnarigelfiert’ servent Enttrasmuits, 2D-contemtr gprvert Be-1, a
application, which is to be transmtted, by use of 'PK-MI- F (step S407).
Mor eover , requesenfors erarsmizting  éher ppphcatien e fstep ptepplbeatreguedgdon by
20 use of 'SK-CS-1', nanely the secret key of content server 20-1 (step
S408) .5 Bueasmatturg the applicatiomgoskanat ihen Ideniagatiem nweberrofl gnebite
confirmthat . the application was definitely transmtted by content server
20-1. Contesmingbllel 20-1 transmits the doubl e-encrypted application to

managenent server 16 .%ste S409). 25 _After receivi n(% t he doubl.e-engrypted
appl icat i oﬁ, SfankgenaRE stg‘teve?e st ol tragsmyting _stB? eoaﬂp(rilc@f’yﬁt oépﬁgh key
publ | 0 kel aRREBRErC tor oot Strvel 2017, GHERS hhenet sl JoenyieRits "
! i : : . ) ' it , a t 16
transmi 1 S URREEOE e mibiRe GRARY | §H0E0 Ty, 10 s BRSO o A
requery OEPI'IJ@ stfon, 'rna(ti}(ﬁaé‘so_tl%]iﬁéntih'&aﬁéﬁpﬂunﬁl%e} %f fiKe hngKlf%ngq?frﬁiﬂtﬁlc)rféflUQSt

of the pu ey, authentication server 17 transmts
manageneniyiieh contet sesva@m2GA1ddcephtéd tiKrégqudst fos Fﬁﬁéha%hg ek 'agpli@ﬁt%ﬁ ogr aph
key storing unit 51, -managenent server 16 skips step S410 and step $411
and novesid Gtep epAEALY thesd hdemtifisation neembers ahatehp cotfedSserverf 20n an - -
external source. o o

transmits, to authentication server 17, a request for transmitting ‘PK-MT-1’,

namely the public key of mobile terminal 11-1 (step S405). In response to the
15 request for transmitting ‘PK-MT-1’°, authentication server 17 transmits
‘PK-MT-1’ to content server 20-1 (step S406).
After receiving ‘PK-MT-1°, content server 20-1 encrypts the application,
which is to be transmitted, by use of ‘PK-MT-1" (step S407).
Moreover, content server 20-1 encrypts the encrypted application again by
20 use of ‘SK-CS-1’, namely the secret key of content server 20-1 (step S408).
Because of the encrypting operation, management server 16 can confirm that
the application was definitely transmitted by content server 20-1.
Content server 20-1 transmits the double-encrypted application to
management server 16 (step S409).
25  After receiving the double-encrypted application, management server 16
reads the data stored in cryptograph key storing unit 51 of management server
16 to check if ‘PK-CS-1’°, namely the public key of content server 20-1, is
available in the data. If ‘PK-CS-1" is not registered in cryptograph key storing

unit 51, management server 16 transmits, to authentication server 17, a



Then, managenent server 16 decrypts the doubl e-encrypted appli cat%oo‘}\u%lilsugg%
of "PK-CS-I' (step $S412). If the decryption of the application fails, it
nmeans that the application which nanagenent server 16 received was 10
falsified during transm ssion, or the application was danaged due to sone
reason, or the application was transmtted by a server other than content
server 20-1. Therefore, in this case, 4hnagenment server 16 does not proceed

:rj& : Qﬁskﬂ%°s§&i?h@%ﬁir@?l%$t“f %béélé%@@i?gkﬁ%ai onh 38 b R (e 15
cont | Fredramisoios” SEHEEAL B ot Reyrdvhehdsapld SHPER Tohonpinit®y
i o ar e A Sin 50 MR e for, PRTHED SO IEPRICR, P ket T
ﬁgﬁégéh}i&&eé@&sﬁﬂ A R AN e
ol | Eat e A g A B B B D R o ch | <

stored iffofEAREkRMalcitiredy application area 52T, is still encrypted by use
of 25 "PK-MI-1", nanely the public key of nobile termnal 11-1, and the

appl i cat i cTh&rnmahagemear syniegd dyethgptadhe rdaiblatemerypred applidaticndyenent
server 16. Next, managenent server 1?q)regi sters the idgntifllylc):ation %gﬁber of

the apphiseaof SRKaf1$-2° WRepi 844@ht Enthes eeveyptitth bfathes apphgatidndails pit
informati on 10 August 2006 45 of the application in registration

appl i cat iropany ethab2tke( apppcadon) witple mafagemantoserveri dib ireceivgdsmeased in
this_ registration gperation, is referred o .when managenepnt server 16 needs
to obPai rfaisa ed ARNBEH JransFIS SN rqsm%ecaapbﬁ@tl%r‘v@% aagaaged dugsihaerie o a

request for transmtting.the application Regardi ng the data correspondi ng
o he. ag@rseih; PoE ARIdisaliorastam Capsites; BX % esucrs Sien Raan HOUKSd t he

'tem " reld.anid bbyl.iﬂ?e:er)éforE? i ?ﬁisagas\é; n%{'ﬁjagterﬁ?eﬁ/taslelf'\e/elo 16 does not proceed
to the following operations, but transmits, to content server 20-1, a
retransmission request of the proper application. On the contrary, if the

15 decryption of the application by use of ‘PK-CS-1 is successful, it is
confirmed that the application was transmitted from content server 20-1
without any problem.

The series of operations from step S405 to step S412, which are explained
above, will be referred to as ‘application transmitting operation 2 to

20 management server’ in the following explanation.

Next, management server 16 allots a storage number to the application, and
stores the application along with the storage number in temporary custody
application area 52T (step S413). In this case, the application which 1s stored
in temporary custody application area 52T, is still encrypted by use of

25 ‘PK-MT-1’, namely the public key of mobile terminal 11-1, and the
application cannot be decrypted by the administration entity of management
server 16.

Next, management server 16 registers the identification number of the

application and a URL in content server 20-1 as storage location information
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the item'publication' is left blank Next, nmanagenment server 16 registers

the information of the application which nobile termnal 11-1 requests to
be registered, nanely the 10 identification nunber of the application, the
storage nunber of the application, etc. in ready for downl oad application
area 53B of user information storing unit 53-1 (step S415). Regarding the
item"activation', the response ' No’ i 45 regl stered as the value of the

it d ding the it L. th
val e of Phalet SAPIGAE) innEegsGRLDRapPBHcEieR atican SR (1 & 1dfy b, "

aireacy basnraRSE: afoh i eiteBshih ofin, RighFRad %%erﬂﬁﬁéa‘f%ﬁ%ﬁetdﬁwnéﬁ. e
5 compl ct0Eh FalREme vy Ge, i endtiR L6 ontF gk SymCBbRIE RGP G OREY < o7
compl et opodiaht SR APS A FRBSLEToRHTERAS TBr thfsnfiRiAR Rhé CRipliRAbA! eP

S416). When o erm na recel e corrp n notrce o

oper aty O“ReEQfdmg%g '31%&* Eénéﬁﬁ‘oﬁcg@g'tﬁathbg@glf&ﬁbhq i@tfh%ioril&r%%héﬁtﬁﬁi ays

the letter I'S for i mngt ser of l e term nal

11-1 that aii&TRYhE vaAllE @E’Qﬁ@ﬂeﬁppﬂdl%‘ilh@“m&x" eagyt 40 (Peafdavhé afirdof rom
management server 16. .31 Downl oad of application to mobile termi nal

After thethésﬁémo‘fpumléahentﬁirmfﬂblarikq ’gurchases an application, the user
needs to downl oad the purchased application to nobile term naI 11-1.

Fol | owi ng Next,amanagepient server riéf eegisterst theFimfo2matieing of 2heFappl2Gatidii g. 24,
and Fig.25, of a series of operations, which are executed when nobile
terni nal which 1mobidristerooal 44-Howaquests 40 dwpl registesed, Fnamely t bee user
of nobile termnal 11-1 pushes appli-button 23 of nobile _termnal 11-1 to
di spll&l t Kensibivatioa nuRbeRAL t%@mlé%ﬂ%rééﬁt@?ge mgeher of theapphaatian,

uni {23 4% &R aEady Hor deermlogd %&ﬂiﬁafswléfelaa% o oReh Bl Bl o ger > e
pushed down,t ok Ii {s?ep ‘35(4T5')1ai{egardmlg Hsm T‘aétlva(%l ?ﬁg r{gsnﬁonsseer éi\elo 1s
registered as the value of the item, and regarding the item ‘reliability index’,
‘0’ 1s registered as the value of the item. After the registration operation in
15 step S415, the user of mobile terminal 11-1 is able to download the
application, which has already been registered in download-ready application
area 53B, to mobile terminal 11-1 at any time the user desires. When the
registration operation is completed, management server 16 transmits, to
mobile terminal 11-1, a completion notice of operations for purchasing the
20 application (step S416).

When mobile terminal 11-1 receives the completion notice of operations for
purchasing the application, mobile terminal 11-1 displays the letter ‘a’ on
display unit 21 for informing the user of mobile terminal 11-1 that the newly
purchased application is ready to be downloaded from management server 16.

25 [1.2.3] Download of application to mobile terminal

After the user of mobile terminal 11 purchases an application, the user needs
to download the purchased application to mobile terminal 11-1. Following is
an example, with reference to Fig.21, Fig.22, Fig.23, Fig.24, and Fig.25, of a

series of operations, which are executed when mobile terminal 11-1
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a request for transmtting information on applications, which can be

downl oaded to nobile termnal 11-1 (step S501). After receiving the request
for transmtting information of applications, 10 nanagenent server 16
transmts, to nobile termnnal 11-1, nanes of applications and

I dentification nunbers of applications4 which are registered in

downl oad-ready application area 53B of gser I nformation storing unit 53-1,

as the i r'kﬂ@\l,’vﬂﬁ}d'dgl’hrpﬁp OAtie@t i ons (step S502). After receiving the

i nformati on on applications, nobile termnal 11-1 15 displays screen D22.

I n responsEirto thBeusesr eEmobiie tesminalf 1tobipushesrappirbutton123 afamalppoi nt an
application, which the user wants to downl oad by pushing a button whose
nunber coteraspalnis-1t co tdisplaynther applicdteompptnw shown as scheen 432 beWhetr
exanple, if the user pushes button '1" when screen D22 is displayed, the
appl i cat i soreen D2Hdis disphaiiede thensereof wmbike terminphbl 1t pashesdustan* Ahof
application is appointed by an operation of the user of nobile term nal

11- 1, Sroboperatingnimtl2 to-selectdhe niers ‘2H2owadond of spplication dhearbutken

appoi nted application to nmanagenent server 16 (step S503). After reﬁ I Vi ng

t he i dent % i1& pusbed dengermebile ter ildr &dranspiits 40i1BANaSGTRARLESRYRT gerver'

16 reads the data stored in.downl oad-ready application 25 area 53B., and
checks whét Ffé}u%hef%fpﬁ&ﬂﬁrﬁﬁnagpIIP&HIP%}PI{SO& \?Bﬁﬁﬁapﬁp%aﬂ’f’ﬁﬁci‘y GaHeRe of 1

h 1 L4 1 : d he d di
S oo B EShe RS T BRSNS s T 5 ol
e nal ok keIl BRERCSG, RSB ARER B a0,
2006 ycf7 hhg@fn'ehW%éﬁ@?x 18" trdnsoiifts, b€ hBBlle lermipfal’ &Qﬂecﬁ‘ﬁﬂeé"th her
menory 12 has® enough free space | n nmanagenent area 40. t’he contrary, in

step S504a%§ﬁcatid?ﬁ ARP A EHCARM oMb dfsaﬁﬁc&tw&n vahichl &Rbtdgi§terédidex of
"I'" or nore than 'I%, 1t I's checked whet her mory 12 has enou free space

in free a'rrﬁ@ov@nloacﬁréaﬁesamﬂi@&ﬁm atda 53Bwfiust? informmdtidre stoeing nait 331, - |
does not have enough free space for stori n% t he appoi nted application,
managemenas gwrnéormation on applications (step S502)

After receiving the information on applications, mobile terminal 11-1

15 displays screen D22. In response to the screen, the user of mobile terminal

11-1 can appoint an application, which the user wants to download by pushing

a button whose number corresponds to the number of the application on the

screen. For example, if the user pushes button ‘1’ when screen D22 is

displayed, the application titled ‘Schedule manager Ver.2’ is appointed. When

20 an application is appointed by an operation of the user of mobile terminal

11-1, mobile terminal 11-1 transmits the identification number of the
appointed application to management server 16 (step S503).

After receiving the identification number of the appointed application,

management server 16 reads the data stored in download-ready application

25 area 53B, and checks whether the appointed application is given a reliability

index of ‘1’ or more than ‘1’. Next, management server 16 reads the data

stored in downloaded application area 53A and checks whether memory 12 of

mobile terminal 11-1 has enough free space for storing the appointed

application (step S504). In step S504, if the appointed application is given a



transmts, to nmobile termnal 11-1, a request for appointing an aﬂﬁﬁpggfﬁ%HF
which is to be deleted fromnenory 12 (step S505). The request for

appoi nting an application contains information indicating whether the 10
application, which is requested to be downl oaded, is given a reliability
index, of 'I' or nore than '1', or not. Wien nobile termnal 11-1 receives
the request for appointing an applicatijon, nobile termnal 11-1 displays

screen D23 by display unit 21. In response to the screen, if the user of
mobi | e tidiabalaty ndex gfushey wore daan 51 db15 ﬂ&fﬁ@gtWﬁﬁ 2 BEMOTYr HBaS he

0 ST S S e bR S
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From merolry® 19580 SRENYBhng ARG RIeL dmpticain, MRalBREmERE STt Uimper

of the ap@hﬁﬁﬁitﬁﬁ%%ob?éttﬁmefﬂl,'\4)% Wost ol agﬁioiﬁﬂigé an %miﬁcfaﬁohf‘e

i dentification er o e appointed applicati to nagenent server 16

(step S50@hictfiseto the délegidtifrom imfemioep $206stepOBLDS).t THY neljudst- Yor
di spl ays screen D25 on display wunit 21."On the contrary, in step S504, if

menory 1Zappointipg| eant eapplicatiohl - dortainsl Gnfoignation 0@kdicdtingnovbéthier e ¢hspace
for storing the application, which is appointed for downloading, the
oper a0 orapplicaticey vabioh iardquestpd 3608 downddadeskds gaveh amehiabémynindex; ver 16
noves to the operation in step S507. In this case, nobile termnal -11-1 -
di spl ays @kr éermrpm®rgnthains pl ayoumiot. Ihes mektle trrugahddr1seoperesi the eads
e e g ro A oe e Ao, SO SR TP 1 BNttt e
D23 by display unit 21. In response to the screen, if the user of mobile
terminal 11-1 pushes button ‘9’ to instruct the execution of the following
15 operations, mobile terminal 11-1 displays screen D24 on display unit 21. If
the application, which is appointed for downloading, is an application, which
1s given a reliability index of ‘1’ or more than ‘1°, names of applications,
which are stored in management area 40, are listed in screen D24. On the
contrary, if the application, which is appointed for downloading, is an
20 application, which is not given a reliability index of ‘1’ or more than ‘1’,
names of applications, which are stored in free area 41, are listed on screen
D24. In response to the screen, the user of mobile terminal 11-1 can appoint
an application, which the user decides to delete from memory 12 by pushing a
button whose number corresponds to the number of the application on the
25 screen. Mobile terminal 11-1 transmits the identification number of the
appointed application to management server 16 (step S506). After the
operation in step S506, mobile terminal 11-1 displays screen D25 on display
unit 21.

On the contrary, in step S504, if memory 12 of mobile terminal 11-1 has



to be downl oaded by robile terminal 11-1, is stored in applicatioh?August2006
I nformation storing unit 52 or not (step S507). Follow ng is an exanpl e,
with reference to Fig.7 of operations, which are executed when the
application is 10 stored in application information storing unit 52, and
operations, which are executed when the application is not stored in
application information storing unit #2. If the identification nunber of
the application, which nohile terminal | 1.-1. appojnts .to be d | paded, is
AP- 4105 ChQUER dire SRR SiOBHiEg AR, ABRCatieR) SVIED, 57 aPREHRFA I to t he
data exanple shaown in Fig.7..This an t the applij¢ation, is star i'n

t enpor ar ;H%Wg Qﬁ@}“&pg}q @g’ﬂ%tho%ﬁ é%rgg%_ssqtdsalaﬂg Stieaeslspgi st ?%}Ppﬁanﬁéﬁd of the
application, which nobile,termnal 11-1 a ints_ to b | ogd LS

" AP- 4513' Mapggement isgrYﬁrvéﬁ TOVER O] Etbemopgfag?%énn?fﬁgess 89\2@80&‘&?%65%’0 t he
dat a exanpl e.shown. iR 4Ki ¢. ' { espondi ng

appl i cat FEW%F%QQ I]116 tqlmg%vﬁ?{%ﬂ[ézﬁgghgégg@?ﬁgﬁ?efst ored in

regi stg at i ppl.i i]ﬁﬁ'} a 2 e h ot.nt m)%d'_f%tdi nis
stor ec?ri n ggéﬁsp#%%g%n aép%&?& i(f)?g %’E’rré?g Elﬁz)e{?eda&% ﬁ]d’e%egoinr?r’(g%? [ eyo

i denti ficati W t ' ' i ; | Rh Ated )
appoi nts ?%Iblg(ght ownl ga%;%’,gﬁéﬂgg%%gifﬂ?brt e é‘}gflllj%mgj ’e\,é,}% 'Ithhgnci?ﬁtp% 4 storage
nunber' cgy rgsp@oWnlthded e AWilecabhpmahas]) als’ eadiedleiet fhlicatenr di ng
to the data exanple shown i'n Fig.7. This nmeans that the correspondi ng

appl i cat i gifoirhatioh sordiganet S$Der o (sagp@s@?)y Followihg isaawlexaaiplenwathea 52T
or in registration application area 52R As expl ai ne later in step S523,

i f the rermpfergned tedfilglZ @fi aperations, whpdh ast exacutedi whenstheodpplicatiogust 2006
49 r'e&gested to be stored in registration application area 52R, the

appl iléht i storéd in applcadon rinhorneapon stgring simity 2apid operasions; esh®hTamghen t he
application is _downl oaded..  Therefore, there can _be_sone_applications, which
are not fexgmuted Whepihecanlination srarftsteredsibappUCafivR IBEIEALION HOUAE t hey
are register in 5 downl oad-ready application area 53B. If the

appl i cati BRI hich is appointed to be downl oaded, is found not to be

If the identification number of the application, which mobile terminal 11-1

appoints to be downloaded, is ‘AP-4125°, the corresponding storage number

15 is “T-7851" according to the data example shown in Fig.7. This means that the

application is stored in temporary custody application area 52T. If the

identification number of the application, which mobile terminal 11-1 appoints

to be downloaded, is ‘AP-4513°, no data is given in the item ‘storage number’

according to the data example shown in Fig.7. This means that the

20 corresponding application is an application, which is requested to be stored in

registration application area 52R. Therefore, the appointed application is
stored in registration application area S2R.

On the contrary, if the identification number of the application, which

mobile terminal 11-1 appoints to be downloaded, is ‘AP-3021", the value of

25 the item ‘storage number’ corresponding to the application shows ‘already

deleted’ according to the data example shown in Fig.7. This means that the

corresponding application i1s not stored either in temporary custody

application area 52T or in registration application area 52R. As explained

later in step S523, if the requested application is an application, which is not
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stored in application information storing unit 52 in step S507, as in the
case of the application whose identification nunber is 'AP-3021",
managenent server 16 reads the data stored in registration application area
52R, and obtains the 10 URL in content server 20-1, which corresponds to.the
I dentification nunber of the appli cah' on, as the storage |ocation ]

I nformati on of the application. Then nagenment server 16 transmts, to

content &elgsled’d Be s@ox‘éﬁcﬁ%eﬁégi%@_ﬁtioﬁ rapypidatibh el 2 RPd 5@1&@&1&@ iep

S508). If the application, which is appointed to be downl oaded, is given a

rel i abi | délgtedlfronm&empotarylcustod yipplicadion’ drea SN ixdidn &Ry ¥ppliedtion is
aut hentication server 17, and nanagenent server 16 execute a series of

oper at i adewnlgdded. dteréfoee stheee aan bdeemechpplagationsytwhicht arensot féund
operation | to managenent server', after step S508. On the contrary, if the
appl i catinoappli¢dtain irsfoaprasiont stdring tirit 3Denknatiedghitheparegiegesiered 1n
reliability index of '"I' or nore than 'I', content 20 server 20,

aut hént i dewnbradsegadyr apiplicatiah ameacyEdent server 16 execute a series of
operations, which are sane as those of 'application transmttin operation
2 to nanddehermpplwatien, whithas appgingsb®) baglawnkoaded, ot fowrd aefitede of

oper ati ons, nagement server 16 obtains the_application (step S509) Next ,
managenestPr m/éppli@tgqrbmgrmaaoapsmnagturah&\miS&p §§0§b@%ifh§?ﬁ fasesebp 25

cont  ar yheAPRCBbasH A0Sk faciRicalfin Sdmber s AP smtruenis e
52, aq T e 1B Sond B RpERuelioR TGl Al ateh BREE il iedts B
e T i T o B
o ol TR AR S AGERIBATUN SRR opol Sainamor M -
b o pAEGRELY D10k, 981 B lers00LLEN Kbt 2
than ' | 'trandmittiagrhe applicatienastp S508ppl i cation information storing unit 52
i s not encrypted.
If tf'ie application, which is appointed to be downloaded, 1s given a reliability
15 index of ‘1’ or more than ‘1°, content server 20, authentication server 17, and
management server 16 execute a series of operations, which are the same as
those of ‘application transmitting operation 1 to management server’, after
step S508. On the contrary, if the application, which is appointed to be
) downloaded, is not given a reliability index of ‘1’ or more than ‘1°, content
20 server 20, authentication server 17, and management server 16 execute a
series of operations, which are same as those of ‘application transmitting
operation 2 to management server’, after step S508. As a result of the series
of operations, management server 16 obtains the application (step S509).
Next, management server 16 stores the application, which is obtained in step
25 S509, in temporary custody application area 52T (step S510).
On the contrary, in step S507, if the application, which is appointed to be
downloaded, is found to be stored in application information storing unit 52,

as in the case of the application whose i1dentification number is ‘AP-4125 or

‘AP-4513’, management server 16 skips the operations from step S508 to step



If the application, which is appointed to be downl oaded, is not éliovpéur?ugtzoos
reliability index of 'I' or nore than "1', the application stored in
application information storing unit 52 is encrypted by use of the public
key of nobile 10 termnal 11-1. In step S511, if the appointed application,
which is stored in application information storing unit 52, is not
encrypted, managenent server 16 transnd@®s, to authentication server 17, a

ernar S GETNe h ETalo ARSI, et o’ Fanert g
server o NERLo QU BERLGE R kL MR i il Sl 00"
e SRR CHBPGARIORI AR T MBI e
than " 1 b Senpird RS EhDss FUAILER BIaih whikhiSAPpoRlied o b, Mhe”
appl i sat i Rfiynibagegd ISRBAGRITED rebiabiifty 1RdeR cop Piro obenfie! itﬁﬁ’iiﬁlg, biheuse of

"PK-MI-1" (step Sb14) ¥ Because 0 S encrypting operation, t
appl i cat Iagiplmﬁbﬂtstbﬁd Hﬁﬁg_pﬁ&m o RAHAIOStoERE UARSY RYARBL bhctypled.
n u n

applicati IS Wretapped ring 25 transmssio rom managenent “server 16

to nobil Elftﬁlrenhﬁplicéﬂoﬂ-,, viiidh isnappbinteded beadevafloated aiplriatagivem @an be
prevented. On the contrary, in step S5 11, if the appointed application,
whi ch i s rstiabBityiinder gyl i1¢ adri nrore rthan rtét,i the applicatprusicredan appleatioppt ed,
managenent server 16 skips the operations fromstep S512 to step S514, and
noves t o infermgtiomstaning @niudsts Sowptesiiby msst ep tiss pabliekey ofemeyéleent
serv‘ﬁr 16 encrypts_ the encrypted application again by use of 'SK-M',

name 9 t Her eltl'key of managenent server 16 (step S515). Because of the

2ppl | cat | R TEPashy i olE APRRGHER: GePIBRAURIHHBINES SUP In GPPHERIOS (o
say, encryption bl vt h AP 100 R eSh b CRkngierl sEARR FEuIRBIR, -
to authentication server 17, a request for transmitting ‘PK-MT-1", namely the
public key of mobile terminal 11-1 (step S512). In response to the request for
15 transmitting the public key, authentication server 17 transmits ‘PK-MT-1’ to
management server 16 (step S513).

After receiving ‘PK-MT-1°, management server 16 attaches to the
application information, which indicates the location where the application
should be stored in memory 12 of mobile terminal 11-1. Moreover, if the

20 application is given a reliability index of ‘1’ or more than ‘1’, management
server 16 also attaches the reliability index to the application. Then, -
management server 16 encrypts the application by use of ‘PK-MT-1" (step
S514). Because of this encrypting operation, the application cannot be
understood by unauthorized users even if the application is wiretapped during

25 transmussion from management server 16 to mobile terminal 11-1, and
unauthorized usage of the application can be prevented.

On the contrary, in step S511, if the appointed application, which is stored in

application information storing unit 52, is encrypted, management server 16

skips the operations from step S512 to step S514, and moves to the operation
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11-1 to confirmthe transmtting side of the application. Managenent Server

16 transmts the doubl e-encrypted application to nobile termnal 11-1 (step
S516). 10 After receiving the doubl e-encrypted application, nobile term nal
11-1 transmts, to authentication server 17, a transm ssion request of

" PK- M5, narrely t he public key of rnanai;errent server 16 (step S517). In
response to the transm ssion request df the public key, authentication
server 17 tranﬁgltjs "PK-MS' to nobile termnal 11 -1 (step S518). 15 After
receivi n nobile termnal 11-1 decrypts the doubl e-encrypted

bl i cat i aePhfadtmeriSekor, L6 ARoMS The ehbrifiea ARpHieRbh HEath pyrie Sl
damged e 15 e Ayt bElRg R B AR ANl SRR CRAL S SISk

server Otf&iaisBagr W?gmfngﬁgég%ok? rgépggftfeg@?nal' ) tlh kan %%%rn‘f”i’ﬁhﬂ e

termnal 11-1 transm a retransm ssion request

of the Rheragfylﬁﬁﬁbhcetd&ﬁhu@p frigs AR Byymaha%éxhenﬂeeme?twnrmt ish®

application use of I S success I's confirnmed that the

appl i cat isag, éﬁéryﬁtf@ﬂ?fﬁy‘lstm@ ﬁdl@@f@@éﬂfﬂi@lé e endbley fobile RemiRglobl em
Therefore 25 nobi |l e terninal 11- 1 decrypts t he application again by use of

' SK- MT- | '11-1nersenfiri ¢hes gransinitt@yg silersfitheeppdicatioal 11 A (step S520).
According to the operations explained above, nobile termnal 11-1 obtains

the appl i ddanagemenheettvearp transmptsitha chmblﬂmcryptequiplmmonm mabilkeg t he
| ocation in nenory 12 of nobile termnal 11-1 where the application shoul d
10 Augusttemlmirll I§21dstept SIEG)- Mobile terninal 11-1 stores the received

appI| atlo i n appli.cation a 40A of apl cat.ion ar 41Afo| o] g the
i nf o ft f:hone@awmg i douilarensaypisd 4pp 1%50%611195@?«. &earfriuaﬁ ﬁg

i ndex is.attached
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the transmission request of the public key, authentication server 17 transmits
‘PK-MS’ to mobile terminal 11-1 (step S518).

15  After receiving ‘PK-MS’, mobile terminal 11-1 decrypts the
double-encrypted application by use of ‘PK-MS’ (step S519). If the
decryption of the application fails, it means that the application, which mobile
terminal 11-1 received was falsified during transmission, or the application

\ was damaged due to some reason, or the application was transmitted by a

20 server other than management server 16. Therefore, in this case, mobile
terminal 11-1 transmits, to management server 16, a retransmission request of
the proper application. On the contrary, if the decryption of the application by
use of ‘PK-MS’ is successful, it 1s confirmed that the application was
transmitted from management server 16 without any problem. Therefore,

25 mobile terminal 11-1 decrypts the application again by use of ‘SK-MT-1,
namely the secret key of mobile terminal 11-1 (step S520).

According to the operations explained above, mobile terminal 11-1 obtains
the application without any encryption and the information, indicating the

location in memory 12 of mobile terminal 11-1 where the application should



nobile terrainal 11-1 appointed as an application to be del eted i1n°é¥'%'f35t§988
Is stored in the area indicated by the information, the stored application
is overwitten by the newy downl oaded application. Then, nobile termnal |
| -1 10 transmts, to managenent server 16, a notice of conpletion of
storing t he application (step S522). After the operation in step S522,
nobile termnal 11-1 displays screen B26, which is the normal screen for

standby used by - display unit 21. After receiving the notice of . conpletion
of storinge Sﬁ)éeéqutdEQ tesminal 3 1nh stoyesthe reesive aP(PTWBHQPe@ PRIGAHD i n

S o A R
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PP er 1 6B aE ached Bo 2 £orke8 b REt R RoHRt IS AR C R 1ol BEE DT oy

| bcat ton TeabHiRngER o SRR nRPRAEAANE AIRBCHR Spt HaRfeReRers) o3
o gy S A0 &7 RO REEiBH is"Mdtbd, T (RERASRICadhr hich e B BEY

appl i cat i bl ABhmb P2 dppificRchs A Bbphehfio B1RAIEekd inls@plsdty vati on

of application term nal s an application as

expl ai nedstahlGn B2 apéd liMaidabed ARETtAE | RifonRaton! aheestor&t Wpplicadont e
application before the user of 10 August 2006 53 nobile termnal | | is

abl e to useerwhittapblyithatiewly dwwnloadedrappirsagiono Thes, actsle egmhabpeslat i ons
for managenent server 16 to permt nmenory controller 35 of nobile term nal
11 t dQusetranginits) tmdnamggement server| 16,a0a mpte odt camplaetior lofi Storiagntheaded t o
menory 12 of nobile 5 termnal 11 has no restriction concerning its-term of
usage, theppltcationt ($ap peLat Aber fibe operationl it StepdIR2, aneduceteriusal af t er
the downl fla-ci 8&%&%}; ggreg,; D26, which is the normal screen for standby used by
display unit 21.
After receiving the notice of completion of storing the application,
15 management server 16 updates the data in user information storing unit 53
and application information storing unit 52 as follows (step S523). If any
application was deleted from memory 12 of mobile terminal 11 by the
operations explained above, management server 16 moves the information of
the application registered in downloaded application area 53A to
20 download-ready application area 53B. Management server 16 moves the
information of the application, which is newly stored in memory 12 from
download-ready application area 53B to the corresponding location in
downloaded application area 53A. Moreover, if the newly stored application
1s an application, which is temporarily stored in temporary custody
25 application area 52T, management server 16 deletes the application from
temporary custody application area 52T.
[1.2.4] Activation of application
After mobile terminal 11 downloads an application as explained above, an

activation operation needs to be executed for the application before the user of
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the application. However, if the application has a certain condition of
starting tinme of usage, the activation operation for the application is not
executed imediately after the downl oad of the application, but executed
after the 10 starting tine of usage begins. For exanple, if an application
for the purchase of a commuter ticket 33 a certain formof public
transport, which becones valid on | April, is purchased on 15 March and

downi oadggioBile 2BrifaAN 1% 4MBith @skaheupplicddod, Lhe application cannot be
used between 20 March and 31 March even if the 15 application itself is.

stored in ﬂ?ﬁ%ﬁ'{oﬁ%g&at’ﬂ@@iib% s&tiéd bfiloperationsl foAmdiagemer seren 16he date
changes from31 March to | April, the activation operation for the

appl i cat iggrnis ®eafotyedonaoliet N85 ustrmobilooterheinakriii nel ube la -dowaledd e to
use the application. Since a downl oad operation and an activati on operation
i s separ atppdidation. I12@nespplicitivar,, whichssrdewntaziedetat aremhomt 1210€ mobdlewn! oad
an application at his/her convenience without any restriction with regard
to thé peermahalf 11 viadsi dot sestractiomecamscagringf its htersp plf i wsigieothe Faamadioot her
view point, if many users of nobile termnals 11 need to downl oad

appl i cat iepesatipnnder vhe iappligatiparis xecoted just adiegdhe dawnload: pperaion ofat e and
the users need_ to down] oad the_.25 applications on the very.date, network
congest i dheapplicationy Howewer, shthecapphication hay, AR ICONGB OB A SLaRIng
managenent server 16, ,content . server .20, .and nobi ll.e t.erm nal ause
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cossihl 1 Eatisld Bl G AR e s 1 Do P ee on The. startihg dat e of the
validity pesd e Bl | g aggﬁxsﬁoﬁ%r e RALAESE OF FROMMART QLKdDGh!L

term nal _ ads_ plication at "any convenient time ore 't
activat i qier@if Tefmh T piblexaausesrt ®hitthbeedmes salidosn 1FApHOWs {tirchagdd - -
expl anation of a flow of an activation operation.

on 15 March and downloaded on 20 March by mobile terminal 11-1, the

application cannot be used between 20 March and 31 March even if the
15 application itself is stored in memory 12 of mobile terminal 11-1. At the time
when the date changes from 31 March to 1 April, the activation operation for
the application is executed, and the user of mobile terminal 11-1 is able to use

the application.
Since a download operation and an activation operation is separated from
20 each other, a user of mobile terminal 11 can download an application at
his/her convenience without any restriction with regard to the period of
validity for the usage of the application. From another view point, if many
users of mobile terminals 11 need to download applications whose validity
period for the usage start on the same date and the users need to download the
25 applications on the very date, network congestion can easily happen on
communication channels between two of management server 16, content
server 20, and mobile terminal 11, because of a large number of users trying
to download the application in a short period of time. However, since the size

of data traffic caused by an activation operation is usually much smaller than



Fol | owi ng are exanpl es of sone cases where an activation operatidﬁ)ﬁgg¥%§%386
executed. An activation operation is executed when an application not
restricted by a validity period for usage is downl oaded to nobile term na

10 11-1. An activation operation is also executed when the validity period
for usage of an application, which has already been downl oaded to nobile
termnal | 1 -1, commences. Moreover, §4 activation operation is also

cerver - 16HEGIZeREaAtRITANE BaRTEEY O duRPRORPCTAIQME! ABIARAGOTa e
oper At | orbaSSIBHER Afe TP orrf AEsSTIOR BKIE WG Onotia, STABHEC Herd Bhent
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controll eéxcpgﬁ??(;ﬁt‘g’lrf a@HWéff gﬁsgkglg%h?fég?gg%@&?l ves the activati on conmand,

25 menory rejec or perm ssion to use functions

of an ap%ﬂe@vh;gg; at ' RAMDIEAHT Some BRed Whreke aih AivAtidh BREATYER the 1.

whi ch are rrede cont r unlt_31 of mobile termn | Therefore, unti |
the actieddcdu®ed.c ABAEVaAIdECSperatont e exeeuted WhBh! &nt applitatioh hot

cannot use the application, which is stored in managenent area 40-1. 10
August 20f6tricied Aby er vatidityypexod rfor| esagesis doeinlesd¢d eoaniobiiet terminahmand,
if menmory controller 35 receives a request for perm ssion to use the

f unctlionslbfl. dhn anpivationt operationaphlsoackecutad exhenAhe validine peaicd ifar dat a
area 40D-1 from_ control unit 31, nenory controller 35 reads the reliability
i ndex recésagedofnan application,t whieh drasatilwadsr baen odowndeadathdgemahiler ea

40-1. Next, me controller 35 conpares the.reliability index of the
request | ntgrxgg%eglr) %1, GRPuRences. oreovrg:?, an activation operation 1s also execute«P -
when content server 20 of the application instructs management server 16 to
execute the activation operation. In the following, as an example, a flow of
15 operations, which are executed when an activation operation is executed for

an application, which is stored in management area 40-1 of mobile terminal
11-1, will be explained.

First, management server 16 transmits an activation command to mobile

terminal 11-1. The activation command contains the identification number of
20 management area 40-1 in memory 12, which will be used for specifying the
application to be activated.

After communication unit 34 of mobile terminal 11-1 receives the activation
command, communication unit 34 transfers the command to memory
controller 35. Until memory controller 35 receives the activation command,

25 memory controller 35 rejects all requests for permission to use functions of an
application in application area 40A-1 or data in data area 40D-1, which are
made by control unit 31 of mobile terminal 11-1. Therefore, until the

activation command is received, the user of mobile terminal 11-1 cannot use

the application, which is stored in management area 40-1.



is transmtted fromcontrol unit 31 along with the request for pe??nAggusotnz Og
use, and the reliability index read fromreliability information area 40R-1.
Only when the reliability index of the requesting programis |larger than or
the 10 sanme as the reliability index read fromreliability information area
40R-1, nenory controller 35 accepts the request, and executes suitable
operations according to the request f 66 permssmn to use. This control
contro s al ready
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and date of activation operation SO on ane tinme, when
nobi | e t efgiirfAatmitted ffcﬁﬁ&to«ﬁﬁolt hﬁltaﬂ la¥iig Qﬂth qhevRQdest™iY p&rhigsiomed 11-1
displays the letter 'a by display unit |nformthe user of nobile

term nal dde, 1alfld'l€thetﬁ&ﬁablhtz mﬁeanppéacbﬁtomrrelmbmty haformetivny atec dOR-gsabl e,
as shown in screen D31 of Fig-26. The letter '"a' can be replaced with

anot her | ©mlyg nvlmmthmliabﬂﬂtymrxﬁekfm‘rﬁntnequestﬁmg Progeamaspdrger tman Or Mugyust
2006/ 56 notice in the a?pllcatlon purcha3|ng operatlon expl ai ned above.
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memory controller 35 using reliability indexes has already been explained in
the preceding section on the configuration of mobile terminal 11.

15 After transmitting the activation command to mobile terminal 11-1,
management server 16 updates the value of the item ‘activation’ in
downloaded application area 53A of user information storing unit 53-1 to
“Yes’. Then, management server 16 reads the data stored in registration
application area 52R, and if the value of the item ‘collection of usage charges’,

20  which corresponds to the application to be activated, is ‘Yes’, management
server 16 transmits, to the charge management server, the information of the
application, such as the identification number of the application, the
identification number of mobile terminal 11-1, the time and date of the
activation operation, and so on.

25 At the same time, when mobile terminal 11-1 receives the activation
command, mobile terminal 11-1 displays the letter ‘a’ by display unit 21 to
inform the user of mobile terminal 11-1 that there is an application, which has
newly become usable, as shown in screen D31 of Fig.26. The letter ‘e’ can be

replaced with another letter such as ‘B’ to differentiate from the completion



termnal 11-1 pushes appli-button 23 to nmake nobile term nal 11-1"%%%%#%%}006
the application nmenu (screen D32). Next, the user of nobile tern-final 11-1
pushes button '3' to appoint the item'3.Start of application', and nobile
10 termnal 11-1 displays a screen for selecting an application from usable
applications (screen D33). Wen the screen for selecting an application is
di spl ayed, if the user of nobile termpggl 11-1 pushes button '1'" to select
the item'l.Schedul e manager Ver.2%the sel ected application becones

oper abl e ngtéeg dethexpplicasionlperdiasing operation explainpdiabeve dhipfradicean
activation operation is executed for an_application_in nobile termnal "I |
- 1, t hereanmalsopbeismandueatedeby tdisplayingamagss amnkingt smdse ¥aRIatwg pe

di sconti nued. For exanple, if nobile terminal I 1 -1 is lost or stolen, the
use of oty mepiledermuialsans 88 0m nobile termnal 11-1 shoul d be
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deacti vation eration 1s executed tor an ‘application Is stored in 10

August  2068sheS ThiltdRISTERS appeit4iel itein MBBtagt LErappliatibir l and dobike

descri bed. First, managenent server 16 transmts a deactivation command to
mobi 11© ttermimall 111} ldisplagsdaasdreeat forn selectimgd anoapplicatioheronenisablecat i on
number of managenment area 40-1 in menmory 12, which will be used for
speci f yi mpplicationsa(spréarnidd3). t Whea theascioea éor selecangcanmapplicatioanisuni t 34
of nmobile termnal 11-1 receives the

displayed, if the user of mobile terminal 11-1 pushes button ‘1’ to select the

item °‘1.Schedule manager Ver.2’, the selected application becomes operable
(screen D34).
15 [1.2.5] Deactivation of application
After an activation operation is executed for an application in mobile
terminal 11-1, there may be instances when the use of the application needs to
be discontinued. For example, if mobile terminal 11-1 is lost or stolen, the use
of any application stored in mobile termmnal 11-1 should be discontinued
20 temporarily on the basis of a request from the user of mobile terminal 11-1. If
there is a default in the payment of the usage charges for an application, or if
the usage conditions for an application are violated by the user of mobile
terminal 11-1, the use of the specific application stored in mobile terminal
11-1 should be discontinued temporarily in accordance with a request to do so,
25 from the administration entity of content server 20-1 or management server
16.
In the cases mentioned above, a deactivation operation is executed. In the

following, as an example, a flow of operations which are executed when a

deactivation operation is executed for an application which is stored in
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deactivati on command, communication unit 34 transfers the conmand to nenory

controller 35. After nenory controller 35 receives the deactivation

command, menory controller 35 rejects all requests for perm ssion to use the
10 functions of an application in application area 40A-1 or the data in data
area 40D 1, which are nade by control unit 31 of nobile termnal 11-1. As a
result, the user of nobile termnal | 87 -1 wll not be able to use the
application, which is stored in managenent area 40- 1. After transmtting
the deact imenagsmeisaremdOr bofapebide termpingh il 11h,will be deser ment server 16
updat es th%ival ue of the item'activation' ’de?lc .down| oaded a n area

[ i t]
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the-identifi I b f licati , th identificati b
of mob | e e pRPGRIGT G BERRECBLAAE GPhL: 676t The deact | vati on operation.
gnd SO on. g € Qg{ié:ﬂ?&l' ppftheSéprSf:eﬂidTﬂleoa{e?ﬁri phsy 1.9 etreCEﬁ/eéh%e .
eactivati Oh ~25 operatron. After Tecelving a deactivation command, nobile

term nal 'dehct‘i*%t‘ri’&?%olrﬁﬂfan@i S&Jrﬁm{ieaﬁ@ﬁmuﬂ; 3her fERS RRE A SYanphR] iteati on

on the screen selecting an application fromusable applications. |If the

appl i cati eRerhory Woh&blled IRakTtey FhéROrPRONMICIRE 33 réx&loes eHe deaetlvationbe
used by the user of nobile termnal 11-1 again, the activation operation

expl ai ned cohmmandersndry dentidlléugdstjez@all requeste ot prindssidieo agpltheat i on.
For ‘exanple, when a lost nobile terminal | 14 'is found or when the default
of pajrenfunétionsagf anreppdeationr int applagation ar¢2040As1 orethel datd, inadatacarieaat i on
operation is executed again, but the applications, which are downl caded and
stored i n40&hd; which are muslel by centrohainitiil of anebide tereniaal d1-Ivnds k 1gpelt,

managed by the applications, beconme usabl e again when. the deactivat.i on
oper gt i On){lp%u@ggeg 1le terminal fl-l w1ﬁ not %e agaaie to use the application, which

1S stored in management area 40-1.

After transmitting the deactivation command to mobile terminal 11-1,

15 nmanagement server 16 updates the value of the item ‘activation’, in

| downloaded application area 53A of user information storing unit 53-1 to

‘No’. Then, management server 16 reads the data stored in registration

application }area 52R, and if the value of the item ‘collection of usage charges’,

which corresponds to the application to be deactivated, is ‘Yes’, management

20 server 16 transmits, to the charge management server, the information on the

application, such as the identification number of the application, the

1dentification number of mobile terminal 11-1, the time and date of the
deactivation operation, and so on.

The explanations in the preceding paragraphs refer to the deactivation

25 operation. After receiving a deactivation command, mobile terminal 11-1 does

not display the name of the corresponding application on the screen for

selecting an application from usable applications. If the application for which

a deactivation operation is executed, needs to be used by the user of mobile

terminal 11-1 again, the activation operation explained above needs to be
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(1.2.6] Deletion of application There are sone instances where the use of an

application in nobile termnal 11-1 needs to be stopped permanently. For
exanple, if the user of nobile 10 termnal 11-1 decides to cancel a
purchase contract of an application, use- of the application should be
stopped permanently. In the same way, when the validity period of usage of
an application expires, or when the usgg of nmobile terniinal 11 1 commts a
serious violation of the usage conditions of an appllgatlon t he

appl i catuom@nodlfdrm@@pmcaémp&qr pamplee Mhep a lostgo éé@r alr]rciés t he
application is deletedfromrrenﬁ 12 of&frmblletermr% at
the same found or nvhemihe detaydt of payeeat | hATEEhH @&p%agpkea%n i

downl oad-ready application area 53B of user infornmation Si‘ (r)él?élﬂ%glt 53-1is
al so del efes@l VfngI RBWAGIEYAUOTHPREEAHPN oIS SKCEUIE oRE&H, ot 4 IR ar e
execut ed when a del eting.operation s execut e i cat, stored in
20 nanageﬁ‘é‘h&l ar%aiozrdﬂ@g@?(? ,qtgr HhiTapony ?2 O%moglﬂraep %ﬂagg éser ver
16 re e ,dat a st red in oaded a Ilcatl area

oy G bl AE wangeed e it Pecalte Bﬁfﬁ? Pt hen e
deleted i g s 2. 0 e termnal | | - 1. If the

applicati @1’? %l%acgfv&lg)ﬁﬁg{ﬁéﬁé ffrégpédr'mbl le termnal 11-1, 25 managenent
server 16? mslgkfé“ﬁ’gpéﬁé]ﬁ mmand to nobile termnal | | - 1. The

del etion contarn entification nunber of nanagenent area

40-1, whi cirpugd hré’?oﬁh%qgsfa%&e§ Dﬁfér&%héglséhﬁ eﬁpﬂfg%ﬁé‘ﬁt'i&'i‘ ik *i‘ﬁébﬂé‘%eﬁrﬂuﬁ?

del et ed. After recelving the deletion conmand nmuni cati on unit 34 of

mobi | e telMnglecdd-td beé a0 {)péds pefmagetonFok cexmipley i€aher®dresf Fpobeen 10
n

August 2006 59 nenory control 'er 35 receives the deletion comand, menory

cont rid) | eterifinaliéll el decides tapmiricehta purchade tcoatdat afafn applieapdn.casd of i n
managenent area 40-1 which is appointed by the identification nunber. After
t he del et thegapplicataon shouhd: fber stoppedr péimane3slyofInnths sameewaiynavheri the
transmts a_ 5 conpletion notice of deletion to managenent server, 16. \Wen
manageneny ldléymm;hOf useg% 65 anrappiKasion: ¢7€91r¢ﬁotqrc\¥h©ﬂ thenser 6 mekbiagenent

server 16
terminal 11-1 commits a serious violation of the usage conditions of an

application, use of the application should also be stopped permanently. In
15 these instances, the application is deleted from memory 12 of mobile terminal
11-1, and at the same time, information of the deleted application registered in
download-ready application area 53B of user information storing unit 53-1 is
also deleted. Following is an example, of a flow of operations, which are
executed when a deleting operation is executed for an application stored in
20 management area 40-1 of mobile terminal 11-1.

First, management server 16 reads the data stored in downloaded application
area 53A of user information storing umit 53-1, and checks whether the
application to be deleted is stored in memory 12 of mobile terminal 11-1.

If the application 1s stored in memory 12 of mobile terminal 11-1,

25 management server 16 transmits a deletion command to mobile terminal 11-1.
The deletion command contains the identification number of management
area 40-1, which will be used for specifying the application that has to be
deleted. After receiving the deletion command, communication unit 34 of

mobile terminal 11-1 transfers the command to memory controller 35. When
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deletes information on the application from downl oaded application a#’ggs%%A

of user information storing unit 53-1. On the contrary, if the application
to be deleted is not stored in nmenory 12 10 of nobile termnal 11-1,
managenent server 16 deletes information on t he application from

downl oad-ready application area 53B of user information storing unit 53-1.
Next, managenent server 16 reads the diPa stored in registration application

area 52R, and if the yal of the jtem'collection of usage charges',of the
15 appl | cEMRATY eontraller 35.1eaeRive dhe ASloien foMmmaAd mmory, coRBOlica
managenent server, informatio n the applicati.on such as identifjcation
nunber of&?lﬁfeesagﬁﬂ ?E&l?‘ﬁ%ﬁmi g data Pgﬁhﬁu%mé‘ﬂc%’fomi%n%@ﬁ?ﬂ prgad oo,

ne pr ecediTlg Vi gapREOHIEC by altsatasiGhnef atimafie” 8 MEpcl: Rsfitity o7 '
E ErS gﬁ'r f%éﬁ%ﬂﬁﬁﬁé :ﬁ%ﬁﬁ‘qrag?%i_s%}ﬁ k3 2%? Lgx'??“lieo?g@i#rﬁat@? 1HE DRl LT Gn”
app 1 oot | SEPRTor BNEE TR Bitegoh e pRBRRP R S RTLE, MRS AR ment |

of e 1 F o SRR RSO RRE hofice of BRHDi HaectiPnt ST TR onay

ment i onedgel@tdd infédmatioR lortiR! Appiidaeidn fosn FoWiflBaded GPPHEAISR apéa SBADI | €
tern-final 11-1, and each application stored in nmanagenent area 40 is given

areli abid)fﬁyerijﬂﬁﬁ)fn'&ﬁ()@@ﬁ)rﬁﬁg aa@rspgtween '1' and '5'. And the reliability
10 August 2006 60 index is recorded in reliability information area 40R

The | ar gerOnhthevednteargf if theeapplication td bei deleted ishrothstobed in memory 12
reliability of the application. An application with a high reliability can
use fl&hct@gm)lakd tetanimadfl lah, apandgemeninserwvienskd deldtevitnfarmation on then t he
contrary, an_application whose reljabiljty is 5 |ow cannot use functions or
data of atPRlpticdaiiosn dpwaloadsreashyi ppplicationi gga S ek usepanipraaiionhi ch

are managed by cantro] unit 31 of nobile termnal
9832y Sar559).

Next, management server 16 reads the data stored in registration application
area 52R, and if the value of the item ‘collection of usage charges’ of the
15 application is ‘Yes’, management server 16 transmits, to the charge
management server, information on the application such as identification
number of the application, identification number of mobile terminal 11-1, the
time and date of the deleting operation, and so on.
The explanations in the preceding paragraphs are related to the deleting
20  operation. After the deleting operation, mobile terminal 11-1 does not display
the name of the corresponding application on the screens for selecting an
application for starting and downloading.
[1.3] Coordinated operations between applications using reliability indexes
In the following description, a method for coordinating operations of a
25 plurality of applications by use of their reliability indexes will be explained
using examples.
As already mentioned, a plurality of applications are stored in memory 12 of
mobile terminal 11-1, and each application stored in management area 40 is

given a reliability index of one integer between ‘1’ and ‘5’°. And the reliability



| | and stored in control memory 32, are given reliability index 13August2006
Regarding applications stored in free area 41, no reliability index is
recorded, and when the reliability of an application stored in free area 41
and the reliability of 10 another program need to be conpared to each ot her,
Vis adopted as a reliability index for an application stored in free area
41. [1.3.1] A case where coordinated opérati ons of applications are not

Se;:rr;{fifmq'égl ﬂs%icB?cé%ﬂf axﬁg@ﬁaﬁg&%ﬁEﬁfq‘}ix@aat?qué’n?éaé‘ﬁéﬁ@?ﬂ%;faﬁ&t Vg tg AL
] 15 .reli il [ X.. Fig. 27, Fig.2 Fig. 29, Fig.30 Fi'g. 31
N Lulst  at e ﬁglllée Hipindexy nt'hgrﬁmé &‘%P&gr é%ﬁ%ﬁ%; 6ﬁgﬁsgan'gﬂeata¢%2%- hiof
i inal. 11-1 ] N i } i
gﬁ a : ¢ appiiGasion mlfhdﬁiﬁzli??@le#@ﬁiﬁp el RS t%g?i at‘élrpfsaﬁ%ﬁé’ﬁéa?iqri o d
. . P T g o oot | . '
f L 2265%@%3@%@%%%@&C@@Ygé@t;’&qg&% @éﬁﬁgﬁlﬁin é?e?ﬂ%m%%iféﬁf&%ig
can oé‘énh{%@%ﬁé{‘%&éﬁﬁ&?ﬁﬁéﬁ)@?‘%k|(f%érlz g RS p s TR e
cotn ney DRI PRGBS, fhictEare il bF Lflol YrIE 3L B A Fordbiit | o0
comut er {{ ahAtstbHOHIARS] ‘nﬁﬁ%&?fﬁ%‘e%}ﬁém 9@ﬁ§bﬁﬁ8'ihﬂéﬁ i‘SQ,Ré%ﬁdhi%ket
si'g | se

funptionsmthef_ormof radi o _ nal s, |chthe_ bile termn ds to
a ticket lecatral siored in e arBai4 ¥, ofsl réloabIdRY indéxX i§ esqsrdsd, had when

corresponding radio wave signals sent by the ticket gate nmachi ne, as the
user of tthe relbubikty @frﬁmabeip@triomsne&d fre fiée Apgudl 2646heGeliabdkst ofat e,

whi ch opens automatically if the two radio signals match. Nanely, nobile
termilthl ddether tpregfamakesd do bhecompared ta eachmatier,t i0Ckist adoptedt hs sa
exanple, the reliability index of the pass applicationis '3 . In -~
appl i cat | Alabilkty walexdior ranapiaitonestozedion freeaareagdl.i cati on, which can 5
AR SO SN T CRER TR HE T
been Following is an example, of an instance where an application with a smaller
reliability index cannot use functions or data of an application with larger
15 reliability index. Fig.27, Fig.28, Fig.29, Fig.30, and Fig.31 illustrate the
example.
In application area 40A of management area 40-1 of mobile terminal 11-1,
an application for the purchase of a commuter ticket on a certain form of
| public transport (referred to as ‘pass application’ hereinafter) is stored. An
20 activation operation has already been executed for the pass application, and
the pass application can be readily used when purchased. By using the pass
application, the user of mobile terminal 11-1 can open the home page of ‘abc
Railroad Company’, through which the user can purchase a commuter ticket,
as well as get other related information such as timetables etc. If the user of
25 mobile terminal 11-1 purchases a commuter ticket through the
above-mentioned pass application, the ticket functions in the form of radio
signals, which the mobile terminal sends to a ticket gate machine of ‘abc
Railroad Company’, in response to corresponding radio wave signals sent by

the ticket gate machine, as the user of the mobile terminal approaches the
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executed for the settlenment application, and the settlenent appli catl%n can

be readily used. By use of the settlenent application, the user of nobile
terminal | 1 -1 can open the honme page of 'xx Bank' and in the hone page,
the 10 user can remt noney from his/her account to another account. The
reliability index of the settlenent application is '5 . The user of nobile
termnal 11-1 pushes appli-button 23 t@gimeke nobile termnal 11-1 display
the application menu (screen D41) on display unit 21. Next, en screen ™41
i s di spl ajieket tgase.ushichusipess bautosnatially ot nihee thep iR esigRAlS ABatchy - 1

When ot oblamslz, movilereneal 11 HoiteE akaspedne SR & SOTRmMCIauT gt 0 1 ne
bass appl IDAEREIRIBas EHEDHRLNSESSTINS 145t SRBTICADAR Bofpany”  (Scroen
the i tom 15 ApahcRace 2614 d0Avbl Bitiecinent et 40: 307 BppBEHIGH which S 7o) o
and ¢ o m PeropRngBecbREP R o1 e, Wit G RaRAEL R o iEMe3t 2057
ekt 1 otpfiCadad PhERIN B"soREL AR 4Rl DREGATSh fas AIRARTRUGE" -
i ch can®Ser A T0E IneRHIRLACA DI UL RN, i SkHFRfent AppEa(bAiTan e -

execut es %éh‘%li%ﬁfseépp@?ahé@rbft RO SEBlEme Rl Ul fcdtitn, " ARAWREr GPRhOKAE! ONS

stored in nmanagenent areas 40, excludi ng managenent area 40-1, 10 August
2006 62 astthihhEelar €a% ofdn the Bidgne\pafe biiexk Bk famdin tie Romegsagd, the

managenent area 40-1, to nenory controller 35. Wen nenory controller 35
recei Mes tuber camremitsmbaey rfeeuhi Ing/terpcicoant tonanotherraocagatEhhe aclédnlidp and
free areas 41 fromcontrol unit 31, nmenory 5 controller 35 reads the
reliabil i itndaxnaeshef sastiement applicationis 63 mat i on area 40R of managenent area
40-1 usi nthhgeusi;e?ecr)]% iﬁfloibci?é itgrr}n{nngl OlrlrrelIt Iijgsrile%f agglri]ﬁ)%et{roenm% to make mobile
terminal 11-1 display the application menu (screen D41) on display unit 21.
Next, when screen D41 is displayed, the user pushes button ‘3’ to make
15 mobile terminal 11-1 display a screen for selecting an application for starting
(screen D42). When screen D42 is displayed, the user pushes button ‘1’ and
selects the pass application. Mobile terminal 11-1 starts the pass application,
and the pass application opens the home page of ‘abc Railroad Company’
’ (screen D43).
20  When screen D43 is displayed, the user pushes button ‘3’ to select the item
‘3.Purchase of commuter ticket’, and mobile terminal 11-1 displays screen
D44. In screen D44, the user inputs data concerning section of usage and term
of usage of desired commuter ticket using operating unit 22, and pushes
button ‘9’ to transmit an instruction of purchase of the commuter ticket to the
25 home page of ‘abc Railroad Company’.
Then, the pass application searches applications in memory 12 of mobile
terminal 11-1, which can settle payments as explained below. Control unit 31,
which executes the pass application transmits requests for reading

applications stored in management areas 40, excluding management area 40-1,



area 40-1, which is received fromcontrol unit 31 along with the 1roe'tc\ﬁﬁ %sftsz.oos

In this case, the reliability index is "3'. This reliability index will be
referred to as 'reliability index of requesting application' hereinafter.
10 Next, nenory controller 35 reads the reliability indexes fromreliability
I nformati on areas 40R of managenent area 40-2, managenent area 40-3, and
managenent area 40-n, as the applicatigls requested to be read, are stored
in these areas. However, regarding free area 40-1, free area 40-1, and free
area 40- ngnd drecapiaast4l, aleag mthst?@d&wg@cagonew@bm iof\MARAZSIENE GFEA 15 t he
applications in these areas, as _no reliability index is given to them The
reIiabi!iﬂg‘hﬁgén@@oﬁbpapﬁ@uebé5this operation will be referred to as
cont 1ol | er Wt BIBEPSSCOMEOREN PABFPOTYS Hatsasmts Y eaquus aPAHCEI fEat i on
and each of the reliabili | ndexes of the.requeste ppl i | ons, 20
the rel i aBlaPRABGIICHY IS {uﬁearﬂ(gqﬁggt?rﬁas a%bl ﬁgg? i %?fﬂfé‘l IWGZ#I’ ﬂier{né{y t he
sane the reliabil ity i;ndex.qf.q. . L catel . infip t he
el ant 11 CORUPEERS o R By Sl B b e PRIy SRR BB R O,
menory co r : . .

cont o1 o s By frEE9P- P UFire S cnPiricafigh i aoRRA MaBRLORERE, oo
transmts i1C frej ] | ' 1 iR tBi amwl e,
Lrans ¢ Sada OSSRl IHREETAN o E3nGATERY 3 Alen ity e e
managenenthigicade 4leeliabilityhdes i'sa‘lB".! This FE10EILIOf iihdex REAUSS refbrred to

application for ‘'managenent "area 40-2 5'. Therefore, nenory controller 35
rej ects the‘retiability intlek of regasstimphpphtatont bereinafléng the settlenment 10
August 2006 63 application. As a result, the pass application cannot
recogitl ze Next,exierhenc eoafrollene3s atealis rthet relmbilitatndexesT iromf relebilitie pass
application fails to find an application, which can settle paynents in
nenory 12infanmatiopidreas 40Ri of mianagementiasgs 48<2, Joaragemast anca eh” 5,

the user is requested to conplete 5 renittance of the paynent by

hi msel 1/ R dNANagRMERE AT AUEE, asvihet HePlIGAINSTIsaIesibUA b T6adeare D45 on

a pi ece of paper,, etc., a ushes butt.on
P sto?e 1n these areas.nﬂoevever, regarcthng free area 40-1, free area 40-1, - -,

and free area 40-m, reliability index ‘0’ is adopted as reliability indexes for
15 the applications in these areas, as no reliability index is given to them. The
reliability indexes obtained by this operation will be referred to as ‘reliability
indexes of requested applications’ hereinafter.
Next, memory controller 35 compares the reliability index of the requesting
application and each of the reliability indexes of the requested applications. If
20 the reliability index of the requesting application is larger than or the same as
the reliability index of the requested application, namely if the reliability
index of the requested application is ‘3’ or less than ‘3’, memory controller 35
reads and transmits the requested application to control unit 31 according to
the request. Otherwise, memory controller 35 transmits a notice of rejection to
25  control unit 31.
In this example, the settlement application, which can settle payments, is
stored in management area 40-2, but the reliability index of the requested
application for management area 40-2 1s °5°. Therefore, memory controller 35

rejects the request of the pass application for reading the settlement
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Vto quit the pass application. As a result, the normal screen shown as

screen D46 is displayed by display unit 21. When screen D46 is displ ayed,

t he user pushes appli-button 23 to make 10 nobile termnal | | A display
the application nmenu (screen D47). When screen D47 is displayed, the user
pushes button '3', and nakes nobile termnal | I A display a screen for

sel ecting an application for starting @3creen D48). Wien screen D48 is
appl i Cat 1 BPRICERER. ADBITPUIEcTiA RS APPIANOR GATECR R Gier SHERLSLNNS 86t i on,
Eg?rej;ﬁﬁ e”fae%%%%:'@?ﬁ?ﬁi i?%kibéﬁ%?ffk,;ﬂ%%%?ﬁ%?ﬁ%?obﬁ}”@&r i‘?“%f?éiar%tgﬂjfs o
ushes. botRDCRET SR Sab e mti St lFAnE 2. g BRI Nipini '

the. payrehl 1 ANPLER setteh DASCIIARrce A A3, MU B RRGRed, 80, cOmBREE | s

buttors V tinftf208NbF theeph ﬁi’efn&atgmigﬁéaphmemwhenﬁs&a%i@& down Bk’
X ce order I

x Bank' recelves the r ttan rommnobile termnal 11-1 through

the home [FBfNaABH shoWwimin Sciddp PAreh piecé bE papee) étbedindicp@HYs Kitton abc
Rai | road Conpany' following the remttance order. Then, in display unit 25

21 of nobtd gotqiirtiwpadslapplicictemPazessltdhemayed. sc¥er Sioowhhsrsdiegd, ' abe
Rai | road Conpany' confirns the remttance from'xx Bank', and conpletes the

oper at i onDéé6rislisplagsé bof disptayemntler ticket by mobile termnal 11-1
updating the information on purchase history of nobile termnal | | - 1.
When screeWlnsp sceceti EtGayedlisplayedn the i usepipishes aapplirbiitton £23r to maakel0
August 2006, .64 11-1 djsplays, the ordipary screen for apdhy shown as

scr e Domobigdgrmingleblr 1 shisplay @ﬁsampémom w&nus(éeresu:lﬁé@-a e ssEesbn 23

2920 1 R 5 Pl 2 i B S SR 15T
o0 1, BBMEL St S8t B BOn T8, SEHRL ReARRLHTLR oor
Y to staglelA$HPRSS displayed, the user pushes button ‘2’ and selects the settlement
application. Then, mobile terminal 11-1 starts the settlement application, and
15 opens the home page of ‘xx Bank’ (screen D49).

In screen D49, the user inputs a password, and makes mobile terminal 11-1
display a screen for selecting an operation (screen D50). When screen D50 is
displayed, the user pushes button ‘3’ to select the item ‘3.Remittance’, and
screen D51 is displayed. In screen D51, the user inputs the information for

20 remitting the payment to ‘abc Railroad Company’ which the user wrote down,
and pushes button ‘9’ to transmit the remittance order to the home page of ‘xx
Bank’. ‘xx Bank’ receives the remittance order from mobile terminal 11-1
through the home page, and remits the payment to the appointed account of
‘abc Railroad Company’ following the remittance order. Then, in display unit

25 21 of mobile terminal 11-1, screen D52 is displayed. On the other hand, ‘abc
Railroad Company’ confirms the remittance from ‘xx Bank’, and completes
the operation for purchase of the commuter ticket by mobile terminal 11-1
updating the information on purchase history of mobile terminal 11-1.

When screen D52 is displayed, button ‘9’ is pushed and mobile terminal



application (screen D56). Wien screen D56 is displayed, if the us’e ABE%%‘ezsm
button Wto select the item'4.Reference of purchase history', nobile
termnal 11-1 displays screen 10 D57. \Wen screen D57 is displayed, if the
user pushes button "1, nob i le termnal 11-1 displays detailed information
on the status of the purchase of the commuter ticket (screen D58). In
screen D58, the user can confirmthat ghhe remttance for the purchase of
the commuter ticket has been confirmed by 'abc Railroad Conpany' and the

oper ati on]idr dplapashe@rdhmrgosoreerrfot Standtkeshbam beecreenmid®3.eWhen
successfully. Then, the user pushes button V, and nobile termnal 11-1-

di spl ays $d¢reenr BiS3aiy displagedshbenuses pusieesn apphi-buttonii 3p| againnia make
[1.3.2] A case where coordi nated operations of applications are permtted
The fol | omiabylesteaminal bed cdispley thecapplicationemgnudspiceadPPoh Wihen sEreen ger

20 or the same reliability index can use functions or data of anaﬁqﬁrcation
with a sP¥4 & displayed,sthesuses paghesi bytton déx topmgkgomopilg, tesmig rh. 34
illustrate the exanpl % I a{)pl i cation area 40A of. ma agemeBt Slr 40-1 of
mobi | © t eAIPRAY a1screcn %S&ﬁﬁ Ing A7 aRPLGRILRN fen Atarting: (sereeisDra)i Yoher
shopping (referred to gs ,25 :mail-order lication; hereinafter) is
stored. A r&@?ibaﬁo‘ﬁ abml%xq%m&%ﬂrr@é’éaﬁg%e@%%e 1 49 Pt (1RE B3SP - or der
application .a%d tze mal Q—ﬁder application can now be readily used. By use
of the rra?Ppld? & ?)cﬁf:?% gn, the wuser of nobile termnal 11-1 can open
thehorrepggﬁf' S - Z4. I.N e Huhe usqr

pur chase var i%rgsscﬁgr@ggso &go%r{%%ﬁ?@gg t#hggﬁopﬁ%g%sp&g§864 gtg S@nggﬁ?l ty

| ndex of {Bf, Wﬂfg%&%gsﬁ{)@hitcﬁggé Yistbpy’ mbBiléRPﬁhﬁ?éﬂiHrlladiﬁglrﬁgﬁ&Een

managenent area previous exanple, the sett

appl 1 KGRt | D57, SWaHeRY SeteeATDST! isvaishdyerl aif ahkOsdtagusiidls! Badn bgen ngstsiget ed
for the settlenent application, andthe settlenent 5 application is .now’

ready to tegemisel117hdisplays deedilecppiorarttioonon the fiatusr of eli¢ pirtlvases of
settlement application |I' hereinafter. The reliability index of
the commuter ticket (screen D38). In screen D38, the user can confirm that
the remittance for the purchase of the commuter ticket has been confirmed by
‘abc Railroad Company’ and the operation for purchasing the commuter
15  ticket has been completed successfully. Then, the user pushes button ‘9°, and
mobile terminal 11-1 displays the ordinary screen shown as screen D59 on
display unit 21.
{1.3.2] A case where coordinated operations of applications are permitted
The following example describes a case where an application with a larger
20 or the same reliability index can use functions or data of an application with a
smaller or the same reliability index. Fig.32, Fig.33, and Fig.34 illustrate the
example.
In application area 40A of management area 40-1 of mobile terminal 11-1,
an application, which can function as mail-order shopping (referred to as
25 ‘mail-order application’ hereinafter) is stored. An activation operation has
already been executed for the mail-order application, and the mail-order
application can now be readily used. By use of the mail-order application, the

user of mobile terminal 11-1 can open the home page of ‘Cyber Shop zz’, and

in the home page, the user can purchase various kinds of commodities. The
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settlenment application | is W In application area 40A of nmanagenent area
40-3, an application, which perforns the function of settling paynents by
credit (referred to as 'credit 10 application' hereinafter) is stored. An
activation operation has already been executed for the credit application,
and the credit application is now ready to be used. By use of the credit
application, the user of m)bl le ternmind5 11-1 can open the hone page of 'cc

payment s Bty e B b F@df?f‘?%gﬂ}epm&g%%ﬂuﬁ%’cig Cr oai t appl | cati oﬁ;. s
4' . | 0 4

nas the oot IRt e f0R o PRRECERIect FRaTHOC2. B8, BROHG By Pidug™ ©

stored. Tgﬁarrﬁ)‘?@h eﬁts'eﬁf'erﬁ@ﬂt %p‘éﬁcﬁﬁﬁn g opege AH ac'flkfaﬁ RAK opbfitidipthal ' XX

Bank' e user can order several opefations such as

renittancg I8hd b Onf@{alatncgnecﬁrm%qev%féh&w 1104103° Ad RV sbgementecut ed

for the app e application 1s w ready to be used.

sett'%mnhppﬁeﬂﬂmﬁafs' %“wrbhd?etd Peesed. f[Qlea%ettP&héﬂl@ hcaa@hl w:ml Be 2

her ei nafte reltability’ index of settlenent application is '

First, theefeseid & ag0RettRerhentrhpplicationl 1pUsdrefnadin! Tﬂwtélmblﬂﬁy tmd@saloef 25
display unit 21 display the application nenu (screen D71). Wen screen D71

i s di spl ayedlenhdrst icatioghkgs b4t ton '3' to nake nobile ternminal | 1 -1

display a screen for selecting an appl ication for starting (screen D72).

Wen screeln appdidationi argaagdd ofhmansgemposarea bifi-Boran applicatiengothiche

mai | - or der appl ication, Mbile termnal 11-1 starts the mail -order

appl i cat | parfosms thee functien vt settiuw pasmﬂm byt @mdlar{mﬁemd t» asperedithe
Cyber . Shqp . \When screen ayed, if

P (r)urare uﬁggeéﬂﬁhﬁéﬂ‘%t h@fpmg%teg)ol(szgqi)g%c? actpmt&%@@eé@n% as %I;%gfk%%eeﬁr der
dest i nat | B¢ %t%_ﬁﬁih%ﬁéél IR AR G R T A
Ut bR gl leL) (LT HaPLRcld fer BELRIBRE TR Ly 2nd
can open the home page of ‘cc Credit Company’, and in the home page, the
user can order settlement of payments by credit. The reliability index of the
15  credit application is ‘4’.
In application area 40A of management area 40-4, an application, which has
the same kind of function as that of settlement application 1, is stored. The
application can open the home page of ‘kk Bank’ instead of ‘xx Bank’, and in
the home page, the user can order several operations such as remittance of
20 payments. An activation operation has already been executed for the
application, and the application is now ready to be used. The settlement
application will be referred to as ‘settlement application 2’ hereinafter. The
reliability index of settlement application 1 is ‘5°.
First, the user of mobile terminal 11-1 pushes appli-button 23 to make
25 display umt 21 display the application menu (screen D71). When screen D71
1s displayed, the user pushes button ‘3’ to make mobile terminal 11-1 display
a screen for selecting an application for starting (screen D72). When screen

D72 is displayed, the user pushes button ‘1’ to select the mail-order

application. Mobile terminal 11-1 starts the mail-order application, and the
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searches applications in nenory 12 of nobile term nal 11-1, which can settle
paynments. In the followng exanple it is supposed that the user has input
1-1-1 Shinjyuku-ku, Tokyo' as delivery destination. The flow of operations
10 that followin this case, for searching applications, which can settle
paynents 1is the sane as the flow of oggrations expl ai ned above with regard
to the pass application. In the operatton for searching applications, which

can set t | gapayfRiMapplicaion'ddmttheiHome pdgy off ‘QyberBiidp pr’dgerexppDi/Gat i on of
t he requesting side of the "15 requests for reading other applications in

menory 12, Wigen 4creefi D78 ishdispiayeh)iifithy uswtepusliessbuttorri@nttoagglectcshe on 1,
which is one of the receiving sides of the requests for reading )

appl i cat i puschake ofdbeefirehermatantenldpplicafionadsplays ahsereem dos inpnimg he

mai | -order application to be able to read settlenment application 1, and

t ransmi t sirifofmatrehi ehdelivertyedéstimatiomsf dhetoreepdd sommeodsyt(sapgen Batd)on 1 to
control unit 31, which executes, the mail-order application. Simlarly, the
reliatf | i by scretex 74t the asediinpaispinfoamasionalofodelévery destinatiemiy the
controller 35 transmts information on functions of the crgdi t application
to cont r opurghiased commodHy, ashpushes, butten r 3[.iHegn,ithy maikrexder appla¢atiaent
application 2 is '5'., and jt is larger thap..the reliahility.i,ndex of the 25
mai | - or de$CHERES ARRHEAINS %@enwdegfmdnegﬂs,teﬁamlam, cheapsettienor y

ol e o FMGTTAT T b ok B BB T
1”5 PTG Mo B AT By e B
o et SRR oA e 1ot ORI RS RS\ ARCRBL ERIE pRgn

deci des tf Whaesarfit bl QH@'HO,\?R)?' c%}ée?ﬁﬂi@ﬁ expPin@tdbovRdwithtRgRAY i6 fhe pasé

pushes button '1', the mail-or application transmts a“~ request "for
permtti n@pl@catﬁad settlement application 1 to nenory controller 5 35. At--
the sane tine, the mail-order application gives, to settlement application
1, an ordek ¢ie oparatamt ifon scarchaig applicdtibrs ewdich ednyetdetpdyenems, the

reliability index of the mail-order application of the requesting side of the
15 requests for reading other applications in memory 12, is ‘4’. Since the
reliability index of settlement application 1, which is one of the receiving
sides of the requests for reading applications, is ‘4’, memory controller 35
accepts the request from the mail-order application to be able to read
settlement application 1, and transmits information on the functions of the
20 settlement application 1 to control unit 31, which executes, the mail-order
application. Similarly, the reliability index of the credit application also being
‘4>, memory controller 35 transmits information on functions of the credit
application to control unit 31. On the contrary, the reliability index of
settlement application 2 is ‘5’, and it is larger than the reliability index of the
25 mail-order application of the requesting side, namely ‘4’. Therefore, memory
controller 35 rejects the request of control unit 31 for reading settlement
application 2, and the information on functions of settlement application 2 is
not transmitted to the mail-order application. As a result, the mail-order

application recognizes that settlement application 1 and the credit application



application | and necessary information for executing the transacy?éngﬁ%goos
put it nore concretely, control unit 31, which executes the nmail -order
application, requests nenory controller 35 to wite an order for a
remttance operation to 10 be carried out, and the necessary information for
the remttance operation in data area 40D-2 of managenent area 40-2, which
is allotted to settlenent applicationgg. The information for the remttance
contains information as follows: the amobunt is 5,000 yen, the receiver is

' Cyber Shegm ke&'used las applicetions donsettling paymenssyandydispdaymscrean Ihid Bank
whose account nunber is 15 '41256378', the purpose is_paynent for |kg of
beef, and khscraenil¥ 23 yif thessendecisiesdp useesetidement applisatipn ] far settling

Shi nj yuku- ku, Tokyo'. Menory controller 35 cogggres thﬁgreliability i ndex of

the requediei Paymgphl a%‘étpuéhg%qutﬁ@ r dadihegmatreeder applicARONTARSIBI Auest
ACcepts (IR@Usk s PermAUNS 40 EealoseiAMes ARRUICaLAT: 149 WRUIRIYecoReplFonent
CoPi ol 45 A% Jel SaTE dUDRe s, aheOTaet R AT Sy e GrifemeRe | ©
oo 1 e+ catitioR] Loh? Redk Mrrafdcioh, Wisich,oiifd Bereteued by siieiht,
Cent 1+ an PHEERAN T andndolsSa itoriBoR tl ¥XERBANE Y GARBIAIN, 18] phl?
D77 O Ther fbRPcdereolf o d Y1THAIER cBBucd! hEAHIIPGRIer aPBHca(ifindcr con

screen D7pggiygsdl r%x@igﬁﬁfgfbox{tﬂﬂléﬁ% t6 ite’ A8 o8& fotf #BRtiftancd egeﬁdaﬁmlﬂ) August

2006 68 rem ttanc nd pushes button V. Then, settlenent application I

transi@ t sbacarri¢di@ut,0ind kige metedsaandafdrmdtivn fionthd @Riteincexsp&amion id n this
step, settlenent application | also transmts the necessary Information for

t he reni tdatacareaudBD-2s0ft mnagememtarea 40-2)uwhicsesl atlotrenddio settidmenel i very
destination of the 5 purchased conmodity, etc. to the hone page of 'xx :
Bank' . \Wwpplicatiomardk The dafumeatior fordde semittances gontaing einformsation oasat ion
of follows: the amount is 5,000 yen, the receiver is ‘Cyber Shop xx’, the
receiving account is a saving account in ‘nn Bank’ whose account number is
15 °41256378’°, the purpose is payment for 1kg of beef, and the delivery
destination of the commodity is ‘1-1-1 Shinjyuku-ku, Tokyo’.
Memory controller 35 compares the reliability index of the requesting
application of the reading request and the writing request, and the reliability
index of the requested application of the requests, and accepts the requests. As
20 aresult, control unit 31 executes settlement application 1.
Then, settlement application 1 requests the user of mobile terminal 11-1 to
input a password for authentication of personal identification, by displaying
screen D76. In screen D76, if the user of mobile terminal 11-1 inputs a correct
password, settlement application 1 displays screen D77. In this step, the
25 necessary information for the remittance 1s read by settlement application 1
from data area 40D-2 of management area 40-2, and the information has
already been input in screen D77. Therefore, the user does not need to input
the information.

When screen D77 is displayed, the user confirms the information for the



purchased commodity, the delivery destination of the purchased CO%%HP{.I?/EZOOG

etc. fromnobile termnal 11-1 through the hone page, 'xx Bank' remts the
appoi nted paynent to ' Cyber Shop zz' along with the information of 10

pur chased commodity, the delivery destination of the purchased commdity,
etc. 'Cyber Shop zz' confirnms the remttance from'xx Bank', and it is

i nformed that | kg of beef is ordered tggbe delivered to 1-1-1 Shinjyuku-ku,
Tokyo'. As a result, 'Cyber Shop zz' proceeds with a_deLiver% operation for
t he pur chzseidtapeanaad pushes buttoanni Tgem,osafﬂﬁme@tta@ph?aaon 1l trangmyt§ an
confirmation of ﬁaynent for the purchase, along wi th information such as the
date of detdevefithamemitanes tthejomerprse O Baak § SIRTHISCEIGMEAL 1,

which is executed by control .unit 31 of nohile ter , ei ves

E he co_nI i @IERHQ%WDO %f‘@ﬁf?ﬂg&q?’: REASEPary t ?r@gtlgn E@?%‘é%@hﬂt?ﬁ%ﬁ %‘gl i 03 I
ransm = {8, TRUBE G SO0t Lt 25 R Leauente i S0.6ARPYLLTAL NS Pl oo
' dacs abuhised Sommbaly o i isEhomS ks G BRAR: "app cation. In thi s
Fequest | not it - EAcPOFE L ReeEES 7 TBIREF Tor, e, Enidice e I EEHafoneOF

The' ' i 1 Blrch20ey SERHALAI e BRNEEE delinfiof B the Stha0ed ePimadis; o1 >
oper at i ONngg. glg)lcf?trﬁébﬂ@ithn%irgzﬁrllaﬁpﬂhkg@%ﬂ Phe Hophe ?}lﬂgessi)?%rmni'eﬁfxﬁ@%é eadi ng

the date of very and the orderi unber fro ata area 40D 1. en
screen Drippcintid ppapaent toe ‘a@yber COROPT #E° td16ng Nidtirathe0 informAtion Sof ent
from 10 August 2006 " 69 'Cyber "Shop zz', and pushes button V. Then nobile

t er milfal puirchasediconmodayetia idehivend ddstiphtiys afhtheoputichased somemodslypwn as
screen D79. As expl ai ned above, an application, which is _given a high
reliabilietg. vélyber Shopart’owedfirmsotheiraniitghce airom i‘nkoBank’ oanduith iss
nmonetary information_and _5 personal informatjion from other applications

di rect |y, indaemed ithak dkg oofchest muorddereshio o deliweredpil i lcdt ] SHumwkumanage
high val uf'oﬁé’?%? taI r%g'ult, ‘Cyber Shop zz’ proceeds with a delivery operation for

the purchased commodity, and transmits to mobile terminal 11-1 a

15  confirmation of payment for the purchase, along with information such as the
date of delivery and the ordering number.

When settlement application 1, which is executed by control unit 31 of
mobile terminal 11-1, receives the confirmation of payment from ‘Cyber Shop
zz’, settlement application 1 transmits to memory controller 35 a request for

20 executing the mail-order application, which called settlement application 1,
and a request for writing information, such as the date of delivery and the
ordering number, in data area 40D-1, which is managed by the mail-order
application. In this step, memory controller 35 also compares the reliability
index of the requesting application and the reliability index of the requested

25 application, and accepts the requests. As a result, control umt 31 starts the
mail-order application, which was closed in the middle of a series of
operations, and the mail-order application displays screen D78 after reading
the date of delivery and the ordering number from data area 40D-1. When

screen D78 is displayed, the user confirms the information, which is sent from
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Moreover, if a reliability index of an application is "5, the application

is allowed to call control applications, which are stored in control nenory
32, and to use data, which are nanaged by the control prograns. As a
result, the 10 operations that users nmust perform can be sinplified.
Regarding information security, as already explained, only the applications
whi ch pass exam nations conducted by ¢Hhe adm nistration entity of

managenment server 16 are given a high reljability value, d,the

admi ni st r&iyibes Srap Z%/’,@Yldnﬁ“ﬁgeén@#ﬂtOBeQV-eJ[h% me %K%{Huqalﬁgc‘és@éisyt,hev\het her
t he applications, whjch are gi vgn a hi?h 15hrel I abi | ie&}\; |l ue are falsified
or not. TREraienand dispkaysahe 9ediyiagy SRTEAHSDQER @8iSCle usi ng appl i cations

Y)“'ETC i ?P@X@Eﬁﬁlaﬁr@%«ﬁé@&%ﬁ&i Eé@ﬁ?&ﬁ??hﬁcﬁﬁ%%ﬁ‘éﬁ‘:%“ baehaRias Y 3'?21’%3“{ o
i \ I abjli J 0.1 | '
ol 261 | PP e taing bk 33t informafioRt ot ap apSfhk TREATGR g, oy
enbods me et il G RaARR, AR o in el SREEHT phOCTRowBY, (G R ¢ wo
nmbodi TN | : .l ' I ' d
synbol o GAcHRhs, oF BEF T abBitatiofty ' SHICE, aRfidte, 1SHR, PRk MBfodAcR 0,
WL De Wieredan 3t la HSIARY SARRRYNAncATPREATYS i NS* hhe apRRdrBRDR] e

wi t hout any altetation gurati functions o orization

data In tﬂ@ﬁ&?@@%aﬁ”&ﬂﬁwpﬁf}%wﬁtmi hehRIMhRY Sforéd iR tonfid]tmefioryadagenent
server 16 is requested to exam ne an application of content servei 20, the
10 AugustandOfibuse/ daed winicht dret inanaged iblyythef comtrelgproprhnseAsea réSultether m nes
the'rights for reading the application, the rights for reading data, the

ri ghi® f @peeaiions)thatatsers marsd peirformi,gters be cimgpdifed. Reghadmgvniormagiand t o
the newy exami ned application and each of the applications, which-were
exami ned Seaurity asaalready explamednly the applinations\wibich passappamnatians, whose
i dentification nupber is ! AP-3568', js newy exanined. The appli.cation wll
be refer rc‘é)@dpgteégby the adsrmmstratlon entity of management server f6 are givena -

high reliability value, and the administration entity of management server 16

checks, if necessary, whether the applications, which are given a high
15 reliability value are falsified or not. Therefore, users can be guaranteed
security when using applications with high value information.
[2] Second embodiment
As explained below, the only difference between the first and the second
] embodiments, is that, in the second embodiment, reliability related
20 information instead of reliability indexes, is used for coordinating operations.
To a large extent, the features of the second embodiment are the same as those
of the first embodiment, therefore only the aspects, which are different
between the two embodiments, will be described. In the following
explanation, names and symbols, which are used for various components in
25 the first embodiment, will be used for all the corresponding components in the
second embodiment without any alteration.
[2.1] Configuration and functions of authorization data
In the second embodiment, when the administration entity of management

server 16 is requested to examine an application of content server 20, the
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,application AP-3568', in the same manner that other applications aregal SO

referred to by their identification nunbers. Fig.35 gives an exanple of data
indicating rights for application 'AP-3568" and will be referred to as 10
“aut horization data' hereinafter. The data in the first colum of Fig.35

I ndicate applications allowed to be read by application 'AP-3568" . For
exanple, if control unit 31 needs to ug any function of application
"AP-3712' when_ application ' AP-3568' is under xecutign, cont r.ob unit 31
transr ni t adpanistiabiop €sHtY M| spargesney serier bg ggteﬁgpp@q ttBﬁg“ﬁ g rePQH

e i S il 6 LTk LB
ool | cat 1 A it L AdRRE B S FeBith e Tewh GRmng® abBlicAFSE o,
' om appl Ped Ep6h &Bs apBRCRHOREAbiLNEre FRamiBeT if B PRt s T oo
aopl | ch | ofclioe 1 naXaul, WS A ABIGRUT shofs et QMlohmber
when” appl 1cafTon oo sy LEEHMeE, YBE BRIGRIG PR iEferra] (ofE 2120
to mmry‘@ﬁlgﬁ?@S%ﬁ@%gf e pd sa,frgp_ éfgrtﬁﬂaf'g)_thgﬁ ?E?gggﬁbﬁs %re also

applicatio pl’i cati on IS 1IN I'n the second

col um of rdfegreduid By their Rientidication’ napders.aFigdB5 gifes dnb8xample Oiclfigsi s of
the data, nenory controller 35 accepts the request” for permiting to read

t he data dfdiegphg ceightn fohPapplidatiohnePAREI®68” HhdAugilbt be0fderréd dontsol | er
35 rleceives the request. After accepting the request for permtting to read
t he dHl a, ‘anthorizationtdatd | eereBtafterads t he requested data from data area 40D
of managenent area 40 where application 'AP-8125' is stored, and_ transmts
the data tdheodatacin the firg golusnmried Hig.35iindigase tapplicationgnalloweditg. b

i ndi cates a i cati.pns. whos licatjon_ ' AP-3568'. is allowed to edit,
and dat a rqa?ﬂw qmﬂ;q&qﬁl%j@ﬁé’fé@ F%@pexampie, 1f control unit 31 needs to use -

any function of application ‘AP-3712’ when application ‘AP-3568’ is under

execution, control unit 31 transmits to memory controller 35 a request for

15  permitting to read application ‘AP-3712’. Application ‘AP-3712’ is indicated
in the first column of authorization data for application ‘AP-3568°. On the
basis of the data, memory controller 35 accepts the request for permitting to
read application ‘AP-3712° when memory controller 35 receives the request.
After accepting the request, memory controller 35 reads application

20 ‘AP-3712’ from application area 40A of management area 40, and transmits it
to control unit 31.

The data in the second column of Fig.35 indicate applications whose data
application ‘AP-3568° is allowed to read. For example, if control unit 31
needs to use any data of application ‘AP-8125° when application ‘AP-3568’ 1s

25 under execution, control unit 31 transmits to memory controller 35 a request
for permitting to read data of application ‘AP-8125°. Application ‘AP-8125°
1s indicated in the second column of the authorization data for application
‘AP-3568’. On the basis of the data, memory controller 35 accepts the request

for permitting to read the data of application ‘AP-3712° when memory



Fi g. 35 indicates applications whose data application ' AP-3568" i s?oa"l\lf%u\/%éog%
del faft e. t On the. igns\;}ar%, t he fliat a ijntthe fijfth f:pl u;nj Of. Z:3g3§28| ndi:cat es
applicati ons, ich are allowed to read application - . For
exanple, if control unit 31 needs to use any function of application

" AP- 3568 when application 'AP-4315" is under execution, control unit 31
transmts to nenory controller 35 a f/dquest for permtting to read
application ' AP-3568' .. Application ' AP-4315"' .is jndicated.in the fifth

col unm ofOBUPHSEF %zsachﬁh"%a@& Feguess SEI iaES?Ptéﬂg'thﬁ-@QBQSt. foRPERAYNE; 5 of

t he data, nenpr ontroller 35 acge t he .request. for mtting to read
appl i cat t%ﬁearaﬁfea@%f %mﬂ%wynﬁméﬁerg%ﬁtr?%% the %@W@Eeéf@%@%ﬂ@ %t&%é’gg. Af t er
From appPP Do AlAEsmAn Fes 40 R5ERe APPIRaED ARRP 2y e tPrody 2>
control i 205 51 m | ; ata in the sixth colum of Fig.35

I ndi cat e&&éﬂ%ﬁ%@%i%ﬁé% C@H‘ﬁ’ﬂ.“@?‘?% | owed to read the data of application

" AP- 3568' irtuh a ' t - of _Ei.g. | ek cat jrgations,
wni cit ar e 1P| SoEaT h {18, oIRYRLIAT ER ST el aliblsAoRs. FhoBERAE" 0
in the ei ho ol Ui b Lol | A.Gat:k0 j owed to
del ete thgﬁ%g%tg@%f pgppglfsﬁgag Tc' ﬁlo%@@,tﬁé@%&%@ (}aggi]h @gf%gﬁﬁgﬁgﬁ@ updat e

of rel i alid BSvindelAbe pblit AR WibseIARAPPLICADNT: 6. 3568 SRS to

application area 52R of application information storing unit 52 of

managenedeleger ver 16 has the item'reliability related information',
instead of the item'reliability index' as in the first 10 August 2006 72
enmbodi menOn theecontnaryathne datat inathieduftle molusnodt Fenadfamdicaterapplicattons,

conpl etes the exam nation of application 'AP-3568', it inputs authorjzation
dat al0 shwilich mreaflosed ionraadnapplipation ‘ ABr3308°1 §or Axasplehtf centriok nrist i on
data are_i nput into management server 16, management server 16 creates a 5
new recoPd Peedspl vesanyn funghiarsed applicaldent AR Tiﬂé&pwhe@atapaﬁcan@a 52R,

and stores.th ta of the fifth, the,sixth, the seventh, and the ejghth
> e/iP—4§l§| Als unéer execuluon,, control unit ?1 transmits to memory conroller - -

col ums
35 a request for permitting to read application ‘AP-3568’. Application
‘AP-4315" is indicated in the fifth column of authorization data for

15 application ‘AP-3568’. On the basis of the data, memory controller 35 accepts
the request for permitting to read application ‘AP-3568° when memory
controller 35 receives the request. After accepting the request, memory
controller 35 reads application ‘AP-3568 from application area 40A of
management area 40, and transmits 1t to control unit 31.

20  Similarly, the data in the sixth column of Fig.35 indicates applications,
which are allowed to read the data of application ‘AP-3568’; the data in the
seventh column of Fig.35 indicates applications, which are allowed to edit the
data of application ‘AP-3568’; and the data in the eighth column of Fig.35
indicates applications, which are allowed to delete the data of application

25 ‘AP-3568’.

[2.2] Registration and update of reliability related information
As shown in Fig.36, registration application area 52R of application

information storing unit 52 of management server 16 has the item ‘reliability

related information’, instead of the item ‘reliability index’ as in the first
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of the authorization data in the item'reliability related information' of
the new record. Next, nanagenent server 16 updates the data in the item
‘reliability related 10 information, which correspond to applications
indicated in any of the colums fromthe first colum to the fourth colum
of the authorization data. For exanpl ? since application 'AP-3712" is
i ndicated in the first colum of the @t hori zation data of application

o oo, yPBAERRIWAGH e Aoy BN Lt Sobpsesputesesty o

application t he applrcation’ 1n the item

_re habil gl S8URE SIRIMRIJIPBE aphlichAoneHPBSER! HCARANG dMihdAzation

application I'n registratron application atea 52R Nex

managemenfaGerohwr Gnf FRA3St hﬁodﬁiaiageg%?ﬁlemeea&eq6amtéﬁ%é YhthoARatiOBA Of

each of user  infor matlo%jstorl ng uni user information storing unit

53-2, anddhehrd MRitTRitb Onahhémeat 48herSB6 kmahagBment ¥ e&c6oérehte 20
colums, fromthe first colu to the fourth colum of the authorization

data $f apw resrdofor eﬂgﬁéﬁ%n ‘wEh3geBerh rpivedtid® dppiicatiop afda GSR,
information storing units 53, whose data of the item "reliability related

i nformat i and sveres theptia ef the fiftle, theosizthrehe isementhy aadatheosightacelymns
managenment server 16 |lists up all of user information storing units 53,
whi ch conohitheiaighorizatenidata2m theritens ‘wefliabphty celatedh infordaatze’dof the he
aut hori zation data of application 'AP-3568 . Then, managenent server 16
adds t he nEwnecPrdati on nunber of application ' AP-3568" to the

' sub-itemof the item'reli Ity formati

correspondj hg bi el ated i n' . of
user, i nf orh&t’ﬁ%ﬂmﬁlgﬁm‘@t SRS B3 Undntas tilﬁefkﬂt?slpetiiel}ﬁe.m abﬂﬁm&g?éﬁém

o 0, RO w8 R LS SR e AR
tori ng ufterd B8 b o el ke St 311 BRF Dbt doB R 5566
125, 00K fpIE TR SopRaB] 90 S HkAHE e AP 15
i n appli cahihrization d4 éf appliBARae RPL35682 MiAndg&heiE 3B Yerlf6 adds the
identification number of application ‘AP-3568’ to the sub-item ‘reading
15 application’ in the item ‘reliability related information’ of the record
corresponding to application ‘AP-3712’ in registration application area 52R.
Next, management server 16 reads the data in downloaded application area
53A of each of user information storing unit 53-1, user information storing
unit 53-2, - - -, and user information storing unit 53-k. Then, from each of the
20  columns, from the first column to the fourth column of the authorization data
of application ‘AP-3568°, management server 16 lists up all user information
storing units 53, whose data of the item ‘reliability related information’ were
updated in the above-mentioned operation. Namely, management server 16
lists up all of user information storing units 53, which contain 1dentification
25 numbers of applications indicated in the authorization data of application
‘AP-3568’. Then, management server 16 adds the identification number of
application ‘AP-3568’ to the corresponding sub-item of the item ‘reliability
related information’ of user information storing units 53 which are listed up.

Then, management server 16 transmits a notice that the identification number
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Application 'AP-0123" is indicated in the first columm of the authorization
data shown in Fig.35, and application 'AP-3568', which is newy exam ned,
is given a right to read application 'AP-0123'. Therefore, nanagenent server
10 16 transmts, to rmblle termnal 11-1, a notice that the identification
nunber of application 'AP-3568" was neV\Ay entered in the sub-item'reading
application' of the item'reliability 78l ated i nformati on' correspondi ng to

Corm nal 30 ABRAFAIR LAPAIE0S CapASy B Hcﬁt‘)ﬁ;t!;@?)a@é iV CRmR ©
of its cog{l ol ?tlopmfb gﬁfﬂﬁé’ tdrminfafd 'l‘r'i‘g dfg oa é e(f‘dhd 6 QiR tihAtmation

correspon e a catron'rs a Into nobile termnal 11

al ong Wi trotfe RRL 1534 d o PN Sndierobf BBpIjbAi6Rr AP3b681

records t or mat | on, ownl oaded along with
the appliGaki fied. chslelex uetafcdd}a mg:’ﬁ?'tﬁe @t820 £ AReP fin forRRARIIE Sloriga 40

20 allotted to the appl |ca | on. oned in the precedi ng exanpl e; when

mobi | & t enfitrs8-11shownh 88 GFEER m@bﬂ@tteﬁmlﬁdlomm@gm pplisativer APS01D3t the
i dentification nunber of application 'AP-3568" has been newly entered in

the sub-iirenapplécutiony areppUdOel af ménagemenenareael4(rli loft ynembay ed?.
i nformation' 1n user information 25 storing unit 53-1, which corresponds to
appl i cat i ApplieRtion2AP-(EBris indicated| llnethesflrstf Cahlmheof ¢heriaughorization
| ncl udes the i dentification nunber of plication 'AP-3568' in the item

' readi ng datal shewndn' Fige33 r@CHapahgamedAHﬂSﬁgl’,u whilch dy new @rmmm@dar ea
40R- 2 of managenent, area 40-2,, which is allotted to application 'AP-0123".
10 August 1529060 armghéé@rraadmgppbcmhen abdirel %ntTmowpéna@amen& $EVERL a

Stor iy ChbRraB R OnmolEierRundr vEUS Rnaurs Bt they e SRAOP HTRPES. 40R
onty neo, Sttty Ap ol 108, qRiSLErDSerh o 1S SN SR ESe [ Ons
using rel 5&&5&4&%* ‘Skatth‘?:d itel0T QB related information® corresponding to
application ‘AP-0123’ in user information storing unit 53-1.
When mobile terminal 11 downloads an application, which has passed the
15 examination of its contents, into memory 12, reliability related information
corresponding to the application is also downloaded into mobile terminal 11
along with the application. Memory controller 35 of mobile terminal 11
records the reliability related information, which was downloaded along with
,] the application, in reliability information area 40R of management area 40
20 allotted to the application.
As mentioned in the preceding example, when mobile terminal 11-1 receives
a notice from management server 16 that the identification number of
application ‘AP-3568 has been newly entered in the sub-item °‘reading
application’ of the item ‘reliability related information’ in user information
25 storing umnit 53-1, which corresponds to application ‘AP-0123°, memory
controller 35 of mobile terminal 11-1 includes the identification number of
application ‘AP-3568’ in the item ‘reading application’ of the data stored in
reliability information area 40R-2 of management area 40-2, which is allotted

to application ‘AP-0123".
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When an application needs to use functions or data of another application in

nmobile termnal 11, control unit 31 transmts a request for permtting to
use the application, or the data of the application, as well as the
identification 10 nunber of the nmenory area where the application, which has
been requested, is stored (referred to as 'requested application's area
nunber' hereinafter), and the identifi/dati on nunber of the application,

whi ch nakes the_reque nory controll er

' eoponu Benfinhan bt R el e i o B RETD 11
he v cape it il Sl el iRl L Sy’ o0 0Ch TG o
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request f Lihting to read application 'AP-0123" stored in application
ar ea 40A—§{foﬁ@%§P§} controller 35 reads the reliability related 25

i nformati OWﬁérthr 'uiégﬁbhtdeeh@ft@rds%tﬂuﬂetiaﬁsf@r% of a@fb{i‘h@ﬂ‘&ﬂ%ﬁca’mﬁi fier the

i dentification nu r of application 'AP-2568" i1s contained the item

, readi ng aippilectirhfifal 01, £6atroEunab31 ittansigkahatqueboformpeaiitting tohase

I dentification nunber of the requesting application is containeéd in the

cor r esponitiengpplieation,nenthy datatofottecapphcattagpas wéle asethee sdemtificarivn ol

uni t’ 31, and executes 10 August 2006 75 operations follow ng the request.
On t H® comumbey ofithe themodyg aréd wdwre éhe appticationf wihieh hag beeni mgua@qeﬁi_cat i on
is not contained in the item'reading application', nenory controll-er 35
rej ects tﬁestiOéq@e(s@feaedcmnalsoheqnc&teg applationds mgea qumbenpberginaiien) of
menory contraoller 35 carried

as expl ai ¥ the ddentifieation py tjér\Mbﬁ/ @j%sgpgicagg{ng{/Ma g\eﬂi%%%g‘g\b‘:’zﬁqr gg[r:a f)_ing,n
can be mApagRSeddrdn &3S 1 tY-

If the memory area, which 1s appointed by the requested application’s area
15 number, is one of the memory areas of management areas 40, memory
controller 35, when receiving the request from control unit 31, reads the
reliability related information from reliability information area 40R of
management area 40 allotted to the requested application. Next, memory
controller 35 checks whether the identification number of the requesting
20  application is contained in the item, which corresponds to the content of the
request in the reliability related information. For example, if control unit 31,
which is under the execution of application ‘AP-2568’ transmits to memory
controller 35 a request for permitting to read application ‘AP-0123’ stored in
application area 40A-2, memory controller 35 reads the reliability related
25 information from reliability information area 40R-2, and checks whether the
identification number of application ‘AP-2568’ is contained in the item
‘reading application’ of the reliability related information. If the identification

number of the requesting application is contained in the corresponding item,

memory controller 35 accepts the request of control unit 31, and executes



[3] Third enbodinment In the third enbodi nent, the flow of operat?%ﬁgg?%trzoos
delivering an application is different fromthat of the first enbodi nent,
but to a large extent 10 the features of the third enbodi nent are the sane
as those of the first enbodi ment. Therefore, the follow ng description wll
cover only those aspects of the third enbodi nent, which are different from
the first enbodi ment; while nanmes an@S5synbol s used for conponents of the

third enbodinent, whi.ch correspond wi.th those of .the first enbodi pent wll
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possi bi | [3PTkird R Sdifferitessage di gest being created from applications
having di fferent contents, as contents of each application alnost certainly

differ, howevitie shirdhtembodingers! ol fléwaryf pAveratddns t for advdliveringofaran
application is changed, the nessage digest created fromthe 10 August 2006

76 ori gi applicgtion sadiffereityfrose thdt of thesfirst ensbodimerdnpbut teeadegeagetedt gest
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embodiment; while names and symbols used for components of the third
embodiment, which correspond with those of the first embodiment will be

15 used without any alteration.
[3.1] Overall configuration of application delivery system

In the third embodiment, just as in the first embodiment, when the

administration entity of content server 20 requests an examination of an
application, the application is examined by the administration entity of

20 management server 16, and a reliability index is given to the application.
However, in the third embodiment, after the reliability index is given to the
application, the administration entity of management server 16 creates a
message digest of the application by use of a hash function. Since a data set
created from an original data set by use of a hash function is irreversible, an

25 application cannot be restored from a message digest of the application.
However, there is almost no possibility of the same message digest being
created from applications having different contents, as contents of each
application almost certainly differ, however slightly. Therefore, if any part of

the content of an application is changed, the message digest created from the



digest in application information storing unit 52 along with the 1r0ell“|’9atbe‘|tlzp?§/

I ndex of the application. Fig.37 shows an exanple of data stored in
application information storing unit 52 in the third enbodi nent. However,
Fig. 10 37 does not show the item' publication', because in the third

enbodi ment, rmanagenent server 16 does not publicize to nobile termnal 11,
the information on applications, whicfipare given reliability indexes. '
Furthernore,. in the third enbodi nment pplicatiagns thensel ves are not_ stored
in appli c@'tlng appHeaden &y usoef adiash UIG?lPﬂaéﬂ@HBf; 1Ressagerigest eneatad r st

il R AT R T
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server 16figwyl & d _mraﬁ%ﬁninfb&n%aohh@togiyﬂg;grﬁﬁwdhnﬁfgt +iff (heerdfabingy each

applicatioff stored”in tenporary custo plication~area 52T, I's no

i ncl uded jndekheft thd daspTRAGIENFi@STt Rhews Sidl @nupleeefs gaty - stbred 3f i s a
di agram showi ng a configuration of the application information nanagenent

syst em i ragpication ferhadonstdringodit 52 @n & therdiefuboditnenitaHb wadvery Fig.an
exanpl e of data stored in user 10 August 2006 77 information storing unit
53 i A0t he3T idoes reotbshi wethie. itehr éputslication’t ecahse dn dhibddiird: embodiarentenor y
controller 35 of nobile termnal 11-1 receives a nessage digest from
managenermagagement eserwefol§ deent not | publaBzet &0 emobile fesmial dilgethe
R b R, SSGRs hen EI P oror ore
than "1 tlgﬁr?tlf&rr]ngr%ﬁrr‘ftié: ﬂ%l'r em rgcfim?éérll’t, applications themselves are not stored
in application information storing unit 52, as they are done in the first
15 embodiment, but are stored in content servers 20, which are providers of the
applications. Therefore, in the data format shown in Fig. 37, no application is
listed in the item ‘storage location information’, but only URLs, which
indicate the storage location of each application, are stored.
) In addition, in the third embodiment, content servers 20, which are providers
20 of applications, always deliver their applications directly to each mobile
terminal 11. In the third embodiment, therefore, it is not necessary to create
temporary custody application area 52T in application information storing
unit 52 of management server 16. Also, the item ‘storage number’ listed in
user information storing unit 53 of management server 16, which is present in
25 the first embodiment for specifying each application stored in temporary
custody application area 52T, is not included in the third embodiment as this
is also unnecessary. Fig.38 is a diagram showing a configuration of the
application information management system 1in the third embodiment, and

Fig.39 is a format chart showing an example of data stored in user
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menory controller 35 creates a nessage di gest of the received application,
and verifies the newy created nessage di gest against the nessage digest,
whi ch was received from nmanagenent server 16. 10 [3.2] Delivery of
application A series of operations, to be executed when the user of nobile
termnal | | - 1 purchases and downl oads an application, which is given a
reliability index of 'I' or nore than77l', and whose provider is content
server 20-1, will be _described with reference to Fig.40, Fig.41l, and
Fi g. 42. THYOEMAteAstaringwita3 18 thy third gmaodiment21 of nobile termnal 11-1
in the flow of oger.at'on . éf/\/ni h .are expl ai ned bel ow, are ge a .Eils t hose
in Fig. 21, Wmeem TadPel s@’df &M qggg}egqtﬂw&gnt H@WF%@OQE@b t?gﬁn”gw € he
first enb&%i rreatl gg%refore Fi g 21 ..is ?I so referred to in ége foll ow ng
expl anat i SAMIRAL] idetecsvasdhmiesSags Higrsft THOM MAngEEBLRRATNer §0s PIHISTYE hone
page of 20 copnte server,20-1 in nobil ermnal, 111, and applies _for
pur chasi nﬁo?tﬁ@ﬁeragﬁﬁl iSEQIF?o egmﬁéﬁag‘ﬁ (ﬁggﬁh (?'FBPBE?J&IY( ?E}éédl’sgg‘f}l. Of¥%er of
nobi | e termi - Q Q r tlhm . e
char gos. ofoppBiter 33iak (BbBe el 1 EaR3FES8h FobRcaRBhu bR I BTSN ent s
of purch . «¥5 th L,r.emen d .| : e
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O
purchase reques e requirene content- server

ranagemnen Eorftoller 3§°Ef&?e§fa ﬁﬁ%&%@ﬂg%esft Vf R FORHVEY dppsicafbhl cat i on

(step S602). e notice o accept ance rchasing the application
contains ARE Vedids ih@fﬂewg BreRbed m&dsadebdigest %rg!ﬁlr_ib@th_élnibss%é @ligestr chases
t.he application, and the 10 August 2006~ 78 1 dent’ification nunber of the

pur chasedwhich westreosivedfeonconhapeneat servezd6l transmts the notice of
acceptance, content server 20-1 records the identification nunber of nobile
termlthl [BL2]) Delivesy of appéicatibnr purchasing the application is accepted. 5
After receiving the notice of acceptance fromcontent server 20-1, -
managenent Assanasrofi@perptions; ksbe acouwtsd| whea the nser ofumahilgpteratiagbd 1the

purchases and downloads an application, which is given a reliability index of

‘1> or more than ‘1°, and whose provider is content server 20-1, will be
described with reference to Fig.40, Fig.41, and Fig.42. The screens displayed
15 by display unit 21 of mobile terminal 11-1 in the flow of operations, which
are explained below, are the same as those in Fig.21, which were used for
explaining the download operation in the first embodiment. Therefore, Fig.21
1s also referred to in the following explanation.
The user of mobile terminal 11-1, for example, displays a home page of
20 content server 20-1 in mobile terminal 11-1, and applies for purchasing the
application given in the home page (step S601). The user of mobile terminal
11-1 also follows the procedure for settling the usage charges of the
application.
Content server 20-1 checks whether the contents of purchase request meet
25 the requirements, and if the contents of purchase request meet the
requirements, content server 20-1 transmits, to management server 16, a
notice of acceptance for purchasing the application (step S602). The notice of
acceptance for purchasing the application contains the identification number

of mobile terminal 11-1, which purchases the application, and the
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application, according to the identification nunber of the nobile tergn

contained in the received notice of acceptance. Next, managenent server 16
regi sters the identification nunber of the application contained in the
notice 10 of acceptance in downl oad-ready application area 53 of user
information storing unit 53-1, which corresponds to nobile termnal 11-1
(step S603). Next, nanagenent server J@ transmts a conpletion notice of
operations for ur chasj he appl, cation,.to no e termnal 11- éo(step

S604) _ nigisahien mupRERaf the Purehaset\ampligatioglo MY NERi TR Se3¥eT,
R G0 s SN T o P it 150
#énigéﬂitnltcfeyifi}@if“oﬁé‘?# 8778 moPHR LB 12070 CmSu i PuadiSindinose
usage chg&g{e@ﬁ}%tl %%glﬁééer%gagerrent server 16, management server 16

tranﬁmt naggment server, the information of the
pur chaged, AR Satdofe e Mofie, bECILIGAR RO BB, SBoR £t o0
h f i nal
111 pusroenapErRAP sefflr 36 srtciet ThefmoBrc jermjia), Sict? Paf.fgﬁ%%s? tg m e
appl i cat i g5pli@H6onS h&%réﬁljg% ege {denkificdin paheRt BEihel mobilkPicdyfdal t he

user of ile termnal 1f>1 pushes button '2" of operating unit 22 to

sel ect t heontafed i BwwcEded@noaRe! of atteprancdViNBxhunhasgément servieyslieed
down, nobile termnal 11-1 transmts, to nmanagenent server 16, a request

for tr ansmgnstersgthmfdumﬁﬁcanmmhunmdrl afatliecoapplivdtiarh coatained 30 thegustice2006
79 downl oaded to nobile termnal 11-1 (step S606). After receiving the
requdéx fof acceptancetinngowriloadarady applagasion areans3 ofrmsexgenﬁ)rmaetmn/er 16
transmts, to nobile termnal 11-1, nanes of applications an :
i dent i fi csteriag wukbérk, whiclppoimespeniisto mebile terminalgl blefstep 5603)

i cation areg 53B of .user informatian storing.unit 53-1,

downl oad-r I
e T he i NPRb T BRREATIERpr VST 16-Fapanish AeumpIction notice of Operdtions for
purchasing the application, to mobile terminal 11-1 (step S604). When mobile

terminal 11-1 receives the completion notice of operations for purchasing the
15 application, mobile terminal 11-1 displays the letter ‘a’ on display unit 21 for
informing the user of mobile terminal 11-1 that the newly purchased
application is ready to be downloaded from management server 16.
If the purchased application is an application whose usage charge is
) managed by management server 16, management server 16 transmits, to the
20 charge management server, the information of the purchased application such
as the identification number of the application, the identification number of
mobile terminal 11-1, time and date of purchase of the application, etc. (step
S605).
The user of mobile terminal 11-1 pushes appli-button 23 of mobile terminal
25 11-1 to display an application menu shown as screen D21. When screen D21
is displayed, the user of mobile terminal 11-1 pushes button ‘2’ of operating
unit 22 to select the item ‘2.Download of application’. When button ‘2’ is
pushed down, mobile terminal 11-1 transmits, to management server 16, a

request for transmitting information of applications, which can be
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After receiving the information of applications, nobile termnal 11-1
di spl ays screen D22. In response to the screen, the user of nobile term nal
| I - 1 can appoint an application, which the user wants to downl oad by
pushing 10 a button whose nunber corresponds to the nunber of the
application on the screen. For exanple, if the user pushes button '1' when
screen D22 is displayed, the applicati®h titled ' Schedul e manager Ver.2' is

moni 1o ¢ clipaddd e BRNEEecBnh TP C4eD S80BL S 8%t Re' {dent i f1 caton
A tor v eceristy oo o reiieh Oh, At iFRE, SRR R REL ST, adPuCR o, %)
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storing t ‘i&?d%ﬁﬁﬂ?%@-ff‘éagﬁFﬂggﬁé‘éﬂiB{i’aré‘?598?6P8§exsiﬁT8ﬁﬁaft§n str3ns WniS53410.

nobil e term na uest for appointing an application; which’is to

be del et edsthe iR OIS ﬁ@mghtﬁﬁ)’lsogsteﬂ/\ggmypbi le termnal 11-1 receives
the request for appointing an application, nobile termnal 11-1 25 displ ays

screen D23 Afeerdirsptidyngintlie daformati®s pofisgpplicdtivmsyeatddl aermbeal ddrken, if
the user of nobile termnal 11-1 pushes button "9 to instruct the

execut i ondiplaye strdenold22g Inpressponsm$o thescreer, ethel usdr 6fl mobiles peapmatcr een
D24 on display unit 21. On screen D24, the names of applications, which are
st ored i nlishageappointramcapdicaiion, iwkichdhe luser esmnds s@ download byfpusheng on 10
August 2006 80 di splayed on the screen, the user of nobile termnal_ 11-1
can abpoi Atbutton whosecaumbsr cpEresponds tte the munber @f ithe mppdieatipnion ghe

pushi ng a buttormyMose unmber corres%ﬁnﬂs to the ‘ril,mb r of the ‘i.cation
on the scPe&sn- Ksbieramplenithdhe4ser pughesiRuiqthe I qwhens setgepob vurber of

(1. 27ROl et R 0 o B s 2 Ko, PSR L
D25 on di 3Bl Ay1#%Utfon is appointed by an operation of the user of mobile terminal
11-1, mobile termunal 11-1 transmits the identification number of the
15 appointed application to management server 16 (step S608).

After receiving the identification number of the appointed application,
management server 16 reads the data stored in downloaded. application area
53A and checks whether memory 12 of mobile terminal 11-1 has enough free
space for storing the appointed application (step S609)

20  In step S609, if memory 12 of mobile terminal 11-1 does not have enough
free space for storing the appointed application, management server 16
transmits, to mobile terminal 11-1, a request for appointing an application,
which is to be deleted from memory 12 (step S610). When mobile terminal
11-1 receives the request for appointing an application, mobile terminal 11-1

25 displays screen D23 on display unit 21. In response to the message on the
screen, if the user of mobile terminal 11-1 pushes button ‘9’ to instruct the
execution of the following operations, mobile terminal 11-1 displays screen
D24 on display unit 21. On screen D24, the names of applications, which are

stored in management area 40, are listed. In response to the information
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21. On the contrary, in step S609, if nmenory 12 of nobile termnal 11-1 has
enough free space for storing the application appointed for downl oadi ng, the
10 operations in step S610 and step S611 are skipped, and managenent server
16 noves to the operation in step S612, in which case, nobile termnal 11-1
di spl ays screen D25 on display unit 21. Next, managenent server 16 reads the
i nformati on concerning the appointed @gpplication, nanmely nmessage di gest of
the application, the reliability index of 15 the application, the storage

| ocat i on dispdayest ioontlf screenappki esari oh mebide, terminglagpt1 ccan 8RPPHIOAMAL i on
storing unit 52, by use of the identification nunber, of the appl,ication,
and t r ansappkcatien,i whaehrds i tonbe odeletsid &rarar memaory: 121 byspuaghingsa yuttepen
nobile termnal 11-1 receives the nmessage digest of the_application, 20 the
reliabil i MpOSAJRKMBET CREFESPRNE 40| the, DYIHOCE ré@eapakﬁam% QIhiks §6EGEHn of

transm | SM@GIE GarBHal sLiJoaBpmats the, sgELEcaisn iaRBEs i fiy ARgointed
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applicati 9p, content server 20-1 checks whether the identification nunber
contained”™ih the request for transmtting the application, nmatches the

| dent it Ca?rPﬂxé‘%BH&%)innt E‘@B'@beeif Brféﬁ%{}?'tlazéggn&ggﬁt eFRMAN 1 5ehyer 20-1

accepted the request tQr purchasing 1 e application in

step S602enbigh TeespAfdrf Jt6Ahk Ahe MPPIRIa%ioMBASPOIneSD f8P Howaflbi@ingZ ¢hd
transmits to authentication server 17, a request for transmtting

DD sy ipeBOicucps ottt s Sl
5 transni moveBKiMIhd 'opecatiamtinnstepeS6E2, i0-whicht easeSanbpileAfearatinakbddi Vi ng
"PK-MI-1", content server 20-1 encrypts the application,
displays screen D25 on display unit 21.
Next, management server 16 reads the information concerning the appointed
application, namely message digest of the application, the reliability index of
15 the application, the storage location information of the application, etc., from
application information storing unit 52, by use of the identification number of
the application, and transmits the information to mobile terminal 11-1 (step
S612).
When mobile terminal 11-1 receives the message digest of the application,
20 the reliability index of the application, the storage location information of the
application, etc., from management server 16, mobile terminal 11-1 transmits
to content server 20-1, a request for transmitting the application by use of the
storage location information of the application (step S613). The request for
transmitting the application contains the identification number of mobile
25 terminal 11-1 and the identification number of the application.
After receiving the request for transmitting the application, content server
20-1 checks whether the identification number contained in the request for
transmitting the application, matches the identification number of the mobile

terminal, for which content server 20-1 accepted the request for purchasing
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which is to be transmtted, by use of 'PK-MI- V (step S616). Because Of this

encryption, unauthorized users cannot understand the application in the

i nstance that the application is wiretapped during 10 transm ssion from
content server 20-1 to nobile termnal 11-1. As a result, unauthorized
usage of the application can be prevented. Then, content server
20-1transmts the encrypted applicatiomgjto nobile termnal 11-1 (step
S617). When nobile termnal 11-1 receives the encrypted application, nobile
15 t er mi nthe applicaon ipt stephS6Qdplfi these adentificgtioskawmbets matok) gonteatsecr et
key of nobile termnal | | -1 (step S618). Next, nobile termnal 11-1 -
creates aSeRYEsaddldirgasmitsfto netheppicaanisenver UH; ehregiesbforAtmanspasdANgS t er
the operatiogn in step S608, and verifies the newy created nmessage di gest

and the neRKalEIdi’gaamelyihenpullic keyeol saobile ferminghndgdnisiep Sériddr Ing
nagenentePONSEA01BS TSRPEH 105 EARERRHAE ke NT-LorAWhentiGRIORGERYM T Bat | on
ona b ntanyidse PR ATTRL Sl ConRae Sttt TR S6 B8 1 e chop the

2P ot - bee i b ing PRAME ey Bt farveh kT REGTEE e dilicabong, o°
r anomi ¢ o MRS HEBE HEhenfedad, b 3RE T KX MITLY (R STAO0T s ecei ving the

proper app i_e?é‘x'g%é’”of tpgsesé@g a1, .dﬁau&ﬂ@ﬂﬁ@&sﬁgﬁs%gﬂﬁé@ d?ﬁiéfé‘ranﬂoglié o

termnal 1 ores ication in one of application areas 4

nanagenen%g iéatorfOin NtHO MNdedtRle 3896 (2 appIRiatiok? isStwite - duisg ep

S609, if ry 12 does not have enough free space for storing the
appl i It i gransinissiosvirymr eogtenedeppdtl 204t t@mobilerteiméml 111t hes persgitent

area 40 where an application appointed to be deleted in step S611, -is

stored. |unsuthorBeduysage oftheeappdicationgtarf bepreyentedi n the menory, 5 the

received application’is witten in one of managenent areas 40, which do not

store any %gpnj cgmtomt. server 20-1transmits the encrypted application to mobile
terminal 11-1 (step S617).

When mobile terminal 11-1 receives the encrypted application, mobile

15 terminal 11-1 decrypts the application using ‘SK-MT-1’°, namely the secret
key of mobile terminal 11-1 (step S618).

Next, mobile terminal 11-1 creates a message digest of the application,
which is not encrypted after the operation in step S608, and verifies the newly
created message digest and the message digest, which was received from

20 management server 16 through the operation in step S612 (step S619). If the
message digest from management server 16, which is a certificate of content
of the application created just after the completion of the examination of the
application, and the newly created message digest match, it is confirmed that
the application received by mobile terminal 11-1 from content server 20-1 has

25 not been altered. On the other hand, if these message digests do not match, the
application is not stored in memory 12, and mobile terminal 11-1 transmits to
management server 16, a notice of failure of receiving the proper application.

In step S619, if the message digests match, mobile terminal 11-1 stores the

application in one of application areas 40A of management areas 40 in
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After nobile termnal | | -1 conpletes the operation of storing the

application, nobile termnal 11-1 transmts to managenent server 16, a
notice of conpletion of storing the application (step S621). After the
operation in step 10 S621, nobile termnal 11-1 displays an ordinary screen
on display unit 21 shown as screen D26. After receiving the notice of
conpl etion of storing the application, ggnmanagenent server 16 updates the
data in user information storing unit 53 as follows (step S622). If an
appl i cat i memarydtl dstep 5630). nhrrstep $6085 ifoiwrheryl 32t does nat haveténaughh t he
operations explained above managenent server 16 noves the information -of,
the appl i itae space fayi oungdhe mppbeationdde rewly received appheatianis written
downl oad- ready application area 53B. Managenent server 16 noves the,

i nf or mat i Bnthst managepnt caea oK) where ran apnbmtgoma@p@mted teherdeleteg 1y om

downl oad-rea i cat are B t he corresponding location 20 in
downl oadeﬁeﬁ% ?Eg‘% $t6’ﬁeésr &%ﬁéf &l@gé A$ EPPB&ﬁg qugcﬁ HHSCINEE¥dY ng
par agr.aphs i s that, of .t flow of eratigns executed when of nobile
ferm Al the rﬁﬁfzkyﬁés%gplawﬁwrhmrgm?%ﬁns | Managemenh aieas 40; Sich o | ndex

e rethan ' the contrary, if a user of rmblletermnal 11
purchasesrl RAOTOHRAY BBHQC‘?}MO%S application whose reliability index is '

el oot 11 1y NEh HSpile < RERabEl 1 SRS EDRRAPLITRRNY HiildRig y, the

oha ot ;8?82985*&9@51?20&?&?%%“ ' P mapaBCmichy kver | TBYEP tice tF SO0,
case, thecdm fetifn @paidrgxg% tRap PHéat\i’&E’Qst@ 'S'@Zgﬁ Afef s SheRARh iB3tep

applii cation eletlon di ayed Tn step S610 and in step S611 is a |ISt of
appl i1@at i 3621, stnobélé terminak 1d-baidplay @%rﬁ@@ldﬂfarymtrémtorpﬁlgﬂa*lmt iXins
stored in management area 40. According to the operations expl ai ned above,
an appl i cdtcivomas scster@6in 5 nermory 12 of nobile terminal 11-1, but the
application is not acCtivated. Therefore, the user of nobile termnal 11-1
needs to ekBent eecpiviag ithat inotice of completion of storing the application, - -

management server 16 updates the data in user information storing unit 53 as

follows (step S622). If an application is deleted from memory 12 of mobile
15 terminal 11 through the operations explained above, management server 16

moves the information of the application registered in downloaded application

area 53A to download-ready application area 53B. Management server 16

moves the information of the application, which is newly stored in memory
) 12 from download-ready application area 53B to the corresponding location
20 in downloaded application area 53A.

The description given in the preceding paragraphs is that of the flow of
operations executed when a user of mobile terminal 11 purchases and
downloads an application whose reliability index is ‘1” or more than ‘1’. On
the contrary, if a user of mobile terminal 11 purchases and downloads an

25 application whose reliability index 1s ‘0’, management server 16 does not
need to transmit a message digest and a reliability index of the application to
mobile terminal 11-1, and, only the operations in steps S601 to S604, steps
S606 to S611, steps S613 to S618, and steps S620 to S622 described in Fig.40

are followed. Moreover, in this case, the list of applications for appointing an
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operation to nmake the newy purchased application usable. The activation

operation in the third enbodinent is the sane as in the first enbodi nent.
The deactivation operation and the deleting operation in the third

enbodi nent are 10 also the same as those in the first enbodi nent. [4]

Modi fications [4.1] First nodification In the first nodification, the
application delivery systemcontains agglurality of managenent servers. The
plurality of  mapagement sgﬁvers may be ES sYnc roni zed §&th,one anot her,

and the deRRlGatiam&leletion Misplayed i stemy Wndpiaiséel Ypkh 18r3) 153t ohe
nobil e term.nals or conient. servers needs,t cqQmuni cate with a agenent
Server, \ ORGP SEEE M e areard ) HECamh AgBRaRT O ATRICATION SAGhHT s poed
up the process of %om’ruél('gcation- According to the first nodification, the
overal | sPEBAEGICR AFChS'dction in the 20 application delivery systemand the

st TR TR LG8 TR0 LSRR AT
or 0ol RCHGRT) L boBECOBAERIAL LRIk RARORS A GRED:
appl o2t ety DR o SESHO AL ) L ho By JARHEIL S SRS ©

| dent i fi C@ééﬁﬂoﬂbﬂi"rﬁéké %B/Bﬂewﬁn%u‘?&ﬁé%reﬂ%gﬁﬁ@éﬁﬂ? WaKlEeThe M%\Pdiicﬁ?“ be

connected to the nobile termnal’s. According to the second nodification,

appl i cat i gperation inahe!thirdeebadteand thesama P i tise fiestd mbodAvens ThH06 84
nobile termnals by replacing these recordi ng nedia, which contain

appl i cat i dewctiviatiod] opdriationrend] fHecdtletingl opdratohhinritierthdidf ¢émbbdanentrais | e
term nals conprise input/output interfaces 5 by which nobile term nals
conmlbl caaleothe sapiehas thiose onthe st ¢mbodimkest. t hr ough cabl es or radio wave,
which are different fromthe nobile -
[4] Modifications
[4.1] First modification
In the first modification, the application delivery system contains a plurality
of management servers. The plurality of management servers may be
15 synchronized with one another, and the data in their databases are frequently
updated. When any of the mobile terminals or content servers needs to
communicate with a management server, they can choose any one of the
management servers, which can speed up the process of communication.
According to the first modification, the overall speed of a transaction in the
20 application delivery system and the durability of the management servers
against system failures are improved, because the management servers carry
out their tasks in a distributed processing system.
[4.2] Second modification
In the second modification, users of mobile terminals have several options of
25 locations for storing applications in the mobile terminals in addition to
internal memories of the mobile terminals, such as several kinds of IC card
memories, User Identification Modules (UIMs), and external storage devices,
which can be connected to the mobile terminals. According to the second

modification, applications can easily be shared and moved among several
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communi cation network. Therefore, nobile term nals can obtain applications

fromother information termnals through their input/output interfaces.

[4.4] Fourth nodification 10 In the fourth nodification, nanagenent servers
can differentiate the identification nunbers listed in the application

i nformation storing unit of each of the applications whose contents are the
sane, but whose providers are differe84 fromeach other. Mreover, if
necessary, each of the applicatians i given a different reliability index
fromt hos@@fll%tmnalﬂcgﬁ REENES ﬂge&es Fesrd g nBsdi are ivhighy r ceitaipl e,
applications.provided by reliable content providers are given high ’
reliabili?gghgﬂé%ﬁ% and applications provided by less reliable content

D TP ek bhary | LY, pndexes; Ao o resul et
ol ural i ty B UeHirg magifieatic. BebIE Rbrrgitisl BoRBBs C mthefa: TRHRLRS, o
even, 20, B9 Wi Hafhe JerhAiAS CoRuSRe v RERSE afbtuBalRY b,
storing aﬂﬁphgﬁt \cABkes wsr%di&%%%t eQich" Gré&*arfaet 2fbh " fhe ah?cféi}] or
storing appli€ations, ose contents are no¥ exam ned, ‘can be switched from

one to th@ox?nh'ill?ﬁicaﬁbﬁ SR WRTY. Tﬁeﬂatfbﬂ%,'rﬁbbﬂert@ﬂ%ﬂg@ahc@ﬁﬂalﬁf‘ﬂ)gﬁ%ﬁ@ﬂé on

whet her an application in a nenory area i s given reliab I ndex or
not, and frbn_ﬁi@ﬁ‘ierriﬁfoﬂﬂlﬁtﬁ@ﬂ@érrﬁ'ﬂalsaﬂﬂbugﬂtth@ﬁ ihpuffonphadar@ificesr ea with an
application in a free area. 10 August 2006 85 Therefore, if there is a
short age pf.4] Fearthpmodificatiemagenent areas, for exanple, free areas with
free space can be switched i nto nanagenent areas. As a result, a nore

ef fi dilent Int i thezdounth ahodidmcationgr ezanagenhentackiresrsd cah4 diffeSmtiate hthe
nmodi fication 5 In the seventh nodification, a third party entity, which is
di f f er entidensiticabion aumberstlisied on the applicatieneintermgaaanstosisgyenit ebnduct s

exam nation o% . .
each of the applications whose contents are the same, but whose providers are

different from each other. Moreover, if necessary, each of the applications is
given a different reliability index from those of others. According to the
15 fourth embodiment, for example, applications provided by reliable content
providers are given high reliability indexes and applications provided by less
reliable content providers are given low reliability indexes. As a result,
different conditions can be given to applications of the same contents.
[4.5] Fifth modification
20  In the fifth modification, an application can occupy a plurality of memory
areas in the memory of a mobile terminal. Therefore, even an application of a
large size can be processed by a mobile terminal.
[4.6] Sixth modification
In the sixth modification, management areas for storing applications, whose
25 contents are examined and free areas for storing applications, whose contents
are not examined, can be switched from one to the other. The memory
controller manages application information whether an application in a
memory area is given a reliability index or not, and it does not mistakes an

application in a management area with an application in a free area.
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applications and provides information on the reliability of the

applications. The information on the reliability provided by the third
party entity is transmtted to the nmanagenent server, and used by the
managenent server 10 and the nobile termnals. The third party entity
manages a content authentication server, and the content authentication
server publishes to the nmanagenent serysr, a certificate for an
application, when the application is transmtted froma content server to

t he managdherafoser vietherehes rmashgeagetofs draeeispaonfinr nmanagentent areas) or
application has been changed because of falsification by the content server,
etc. To pexampleyireec aseas vudl freeafpace eambe siwitchad wppl inaaagoment laseashi r d
party entity creates a nessage digest of the application by use of a hash

f unct i on. Asvineasulth@ maragEieiant yblivaion edanemory lsea ppn beadhaeved.om a

cont ent s§{¥er, 20 the nPnagenent server transmts to the content

aut henti c -ib§e§§ﬂﬁbH¥KBIC?@9Gest for transmtting the message di gest, which

ot hof Tl U st o WAIBEETnfoolleb S vl
{rﬁzs?ﬁ?rgf‘é@f’ﬂls'ﬁzﬁfﬂeeg@{YaMI a '%Wg???fi@esﬁze&hgogg r%’%agm%]&r}soﬂa }/\/pi)(r:nh
the cont oARDIGATiER b B tacs, ROBRGHGH f eCrPIREF of MEChmyRegloe,
fecei ved 158, IniBritiatiol O k681l iBRiGPIRGRNRY HPIKELHRRT 7% CRGTR, "
modi fi cat {rafsmithed Qoitﬁe”ﬂlaﬂﬁgﬁfﬂeﬂi SePerTARA0BIENbyS e/ Haddkeniiitisetver

appliication w t hout encrypti since the third party entit guar antees the

cont €40 s. addheiehwtile fepmiaxgrp! e, content servers can deliver applications,
whi ch are encrypted by use of public keys of nobile terminals, 5 to-the

mobi | e t erFheattdrd fpartiglentity nanagesemtcosrene autimosatione serverageethe ser ver
can confirmthat the contents of the applications are not )
content authentication server publishes to the management server, a certificate

for an application, when the application is transmitted from a content server to
the management server. The management server confirms whether the

15 application has been changed because of falsification by the content server,
etc.

To put it more concretely, after examining an application, the third party
entity creates a message digest of the application by use of a hash function.
When the management server receives the application from a content server,

20 the management server transmits to the content authentication server, a
request for transmitting the message digest, which corresponds to the
application. In response to the request, the content authentication server
transmits the message digest to the management server. After receiving the
message digest, the management server creates a message digest of the

25 application by use of the same hash function, which the third party entity used,
and verifies the message digest received from the content authentication
server and the newly created message digest. According to the verification,

the management server can confirm that the received application is a proper

one.
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changed, there is no need for the managenent server to check the transmtter
of the applications. As a result, content servers can transmt applications
to the nmanagenent server wi thout encrypting them by use of secret keys of
the 10 content servers. [4.8] Ei ghth nodification In the eighth
nodi fication, reliability related information is used for nanaging requests
of an application for using functions 86 data of another application or a

control program and the reliability related jnformation 15 provides
i ndi cat i ond! e eYRRModH1a{tN, dheftes pe|rRadoHy the: AR ZEREN] er ¥ersto

a3 Sentieiied: Sl el Saey: B! b SR R o
o e Bl ol o AT R S ) b

Ly
of a 6r?nbeotlroe ﬁl’%S @@b%%na@ﬁgéﬁalgeqégdodﬁ ng-[eedﬂfe%ﬁlggg eglgt esg}‘%ﬂte tS Qcésa?rneg‘tai rre?/

because %%Hg%%egg:gfi\%frggnf ébﬁ{iﬁh' tha??ﬁ@rc\ﬁh%&ﬁs Sffi‘@xee@%ﬁﬁﬁlsbﬁte"‘ﬁ% the

appl i cations unctions of other ap cat S on the basis of

i nformati I ¢thdabic| A j Fﬁﬁﬁ ' | ' of
| eakage (gf’lh dgéﬁllrlilgﬁlsoﬂnd g?%:fgﬂ%é; ue %gﬁamfst[}? as dpgl?és%lﬁgﬁ itlﬁpgrrlﬁrrﬂéﬁ(on and

monet ary dPtHYapplicA068s. AT Aaésuli, ScOREMCSekvers canreatrhit Apjslicaaisi gat i ons

are executed in"hobile termnals, both of inprovenent of user friendliness
of the nuthel mahegeieat servandvithoot enarypeingf themh dryrase off seeratrkeys af the
realized. 5 10 August 2006 88
10  content servers.
[4.8] Eighth modification
In the eighth modification, reliability related information is used for - -
managing requests of an application for using functions or data of another
application or a control program, and the reliability related information
15 provides indications with regard to each of the relations between the various
functions and data, which are used for judging whether the requests should be
accepted or not.
According to the eighth modification, a mobile terminal can carryout
flexible controls of coordinated operations in which, for example, application
20 A is allowed to call function 1 of application B but not allowed to call
function 2 of application B.
[5] Effects of the Invention
As explained above, according to methods, systems, or apparatuses of the
present invention, a plurality of applications stored in the memory of a mobile
25 terminal can be coordinated and executed. At the same time, because a
memory controller strictly supervises data exchanges between the
applications and calls for functions of other applications on the basis of

information on reliability given to each of the applications, the risk of leakage

and destruction of high value data such as personal information and monetary



CLAIMS 1. An application delivery systemfor managi ng an appllcaﬁ?éngu?kﬁoos
is storable in a nobile termnal, the application delivery system
conprising: a server configured to manage an application that is
distributable to a nobile termnal; wherein the server includes a database
conprising: a user information storage unit configured to selectively store
information related to the applicatiog7 wherein the information related to
the application is storeable in one of a downl oad ready area and an_al r eady
downl oadedatar én r¢dpepderrs oh rﬁa@tthevheraramﬂmatm& are aecptash 1oi mobibeit ed;
and an applicatjon information storage unit configured to store rellablllty
i nf or mat i E%rlirmaa Is; et gyl lraﬁmmmenth@ user fnendligesspobthmmebile deimpmalye of " a
coordi nated, operati onal | ati onship with ano her appllcatlon 2. The

appl i cati %‘P\d&ﬂlmﬁ‘é}a}l%ﬁtlé %ﬂaté@léﬁﬁ?‘lmWrr@? ¢e application information
storage unit is also configured to selectively store one of the application
and an address indicative of a storage |ocation of the application. 3. The
application delivery systemof claim1, wherein the user information

storagg unit and the application information storage unit are each
configured to allocate separate storage space for each of a plurality of
nobile termnals as a function of identification of each of the nobile
termnals that is received by the server. 4. The application delivery system
of claim2, wherein the application is stored in the application
information storage unit only when the predetermned reliability

information conplies with a determned criteria. 5. The application delivery
system of claim2, wherein only an address indicative of the storage

| ocation of the appllcatlon is stored when the reliability information does
not conply with a determned criteria. 6. The application delivery system of
claim 1, wherein the already downl oaded area conprises a nanagenent- area
and a free area and application information is storable in one of the
managenent area and the free area as a function of the reliability

i nformation. 10 August 2006
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89 7. The application delivery systemof claim1l, wherein the reliability

information is areliability index conprising a reliability value. S. The
application delivery systemof claim7, wherein the reliability index can be
used by a nobile termnal to conpare thggreliability value of a first
application to a reliability value of a second application to determne if
the first application can be enabled by the nobile termnal to access at

| east one of features and data associ@@BMSwith the second application. 9.
The application delivery systemof claim1, wherein the reliability

information is authorlzatlon dat a co ri sing reference t at | east, one
ot her appl fcat i ofit 2pplicatigg dghyary systers 4o %W%@W’Qf @IIQFYH{@%GW?erel n

t he aut hor ingBlié RPmRAlahé 5pplicﬁtdcbrfl@éliv\é@ @fsteﬁpmﬁlshig ity Of at | east one of
features and data assomn?.t ed wi th other Bgaﬁlogzthl ons

aut hori zati on da? ST8FT SPIgHEsd QpARags AN ARP iS4l Qthﬂﬁﬁ? ORI i g
to determ remiMagt her access to at least one of features and data of a second
application is aughorl i,cation delivery system for managi ng

an application tH frejngt gts%rysr %ﬁﬁﬁs Eg&) ABBF PRI RS nal | the application
del i very system zaspr lrﬁ'ongatloa stolaigk elmtepmnfrwkedctnﬂsclgetn@rhy tstore exformaticand

store at | Fe‘?sﬁé e %P@l da‘ﬁ@‘%' Qﬂ?relnvmg Pﬁi)ﬂm&%ﬁ é@‘l&féh't& %é %febh'c?ﬁinuig Gforeable

reliability orrrat Ive of "a coordi nated

rel ations hmpOIw afte dovirdeadaispdy atge iandhen alrepslyrdominleaded arsaslgpensenioen whethera
menory congy %F}hﬁﬁt’m&% YRR RIsyivedt bRd | er  configured to enabl e an executi on

of a first [ication storablelnthe mobile termnal; th
control l er furthd FPHEAt daformatiompiterage cus eonfigirededet S@ﬁ"e ‘E?ilalb‘h%ya and

features agFoeiatibsfortiica lﬁﬁﬁf&ﬂdh@mﬁabﬂﬁﬁi inForsdthabiRalive bhe cBBRlinaged
termnal as a.fupc %&Iablllt information of the first

ion Q
appl i cati Oﬂpergzona%ﬁiat%gplpgg{ BIRFEPPRISAUOL y st em of claim 11, wherein the
nobi | e term nal further conprises a nenory coupl ed with the nenory
controll er, wher contr I | er confl ed. tq. direct the
storage and mani ﬁ’ﬁ atiP glﬁat %eﬂ)w?ré'ats?’ HY tolﬁafl agpel, %’%‘?TS‘BII gh? n Rpﬁlgatﬁ)é‘rmr y as*
a functi oninférntatien swiragebinit it wlsb kbnfigraed trsekstivdy atoedond ¢fithe apylicadén drde
applicati Oy ad&gss%?cgyzﬁke%qg%torage location of the application.

3. The application delivery system of claim 1, wherein the user information
storage unit and the application information storage unit are each configured to allocate
separate storage space for each of a plurality of mobile terminals as a function of

identification of each of the mobile terminals that is received by the server.

4. The application delivery system of claim 2, wherein the application is stored in
the application information storage unit only when the predetermined reliability

information complies with a determined criteria.

5. The application delivery system of claim 2, wherein only an address indicative
of the storage location of the application is stored when the reliability information does
not comply with a determined criteria.

6. The application delivery system of claim 1, wherein the already downloaded
area comprises a management area and a free area and application information is
storable in one of the management area and the free area as a function of the reliability
information.
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90 13. The application delivery systemof claim 12, wherein the nenory is
configurable to include a first area and a second area, wherein applications
with reliability information that conplies with a determned criteria are
storable in separate storage |locations8d ncluded in the first area and
applications with reliability information that does not conply with the
determned criteria are storable in separate storage locations included in
the second area. 14. The application delivery systemof claim 13, wherein
each of the sepalla spplishtioraddiviencsysteanst ¢claint hewhérest thameliabdcty nufoam atém

conpri ses agargﬁ;golrifgggt'eq(n %pq{s enl%plgg‘ Wlu data storage area, wherein only

t he separalts Ocat 1lons "he first area conprise a
reliability information storage area 15. The application delivery system of

claimll, gurt hefy&@{jmtrow&lﬁle of:c%g,! £, Mirdih tﬁé]&haﬁma f,gt h ler,

\/\herelnthe nmenor store in a romthe
nenory at hssdshy ameotike tgrmimgbld é@mp@ﬂt aeha@ xtzabrialuuetqf a fifft APRHCItoR ta a

functi on Oiellhmw vslfue QFSa WedoRlCppli¥ati RCR) aa@ﬂnﬁnm EHbGﬁfE@%bﬁca{ti%ﬁfEaﬂade 16.
The application [ 1 vergﬂ%%/st em of claim 11, e term nal

e np
further coﬁ’tﬁbieéie@’ thecwAbile fermmmnal te 3aessE @k &ast ‘Eﬁee‘%fgﬁeﬁﬁ%est d E‘i‘t?saﬁsoé}ﬁ‘qul cation
as a funct @R thddecompifptidRiidn. by the nenory controller. 17. The application

delivery systemof claim 16, wherein the nenory controller is configured to
read, wite and del ete data associated with the second application in
response t9. a refiesiplication délvecyosystent ofitlaim aswherfehnmeirelmbditytihbrmetidmbi lity

i nformation l.i catd on. .18,., The i cati delivery system
of claim1f, a“&)r?@?%f% %jiaec?rgﬁgé% fef?ren‘ie tf’ H?aq 0858816 n%;}l}cg{g%n areliability
i ndex and the nenory controller is confl gured to conpare a value of the

reliabili t ' ndegy 0 %p]}lf?ﬁ ibid ﬁ?]&ve@? 8&%&3%%11%? Qi @LACHOT {h%ﬁzﬁt%rf &R i ty

i ndex of e secon | ca icatron de Ivery system of
cl ai m 18, mdma@tzm of I@ecweubdrty ot leest [ome Qfsfeaf@tﬁﬁf angudate aﬁﬁpcmwfi// vath oferaccess

to the feapdyiRsidts sbhﬁat%ﬁ&@ﬁkﬁoﬁ?ﬂﬂoh%’ézﬂmﬂ‘f'@?ﬁbﬁh‘@@nd&ﬁédﬂ%e 1%fedbo & rhedileabi I ity
i ndex of the second appl |cat|on is one of equal Q)tf]t%atws ess than the _val ue

of the rel teaBinal o, detaimaine yrhethes acpgss o abkﬂaﬁfc%&q data pH@esecond

application is authorized.

11. An application delivery system for managing an application that is storable in a
mobile terminal, the application delivery system comprising:

a mobile terminal configured to receive and store at least one application,
wherein the application includes reliability information indicative of a coordinated
operational relationship with other applications;

the mobile terminal comprising a memory controller, the memory controller
configured to enable an execution of a first application storable in the mobile terminal;

the memory controller further configured to enable access to at least one of
data and features associated with a second application storable in the mobile terminal as
a function of the reliability information of the first application.

12. The application delivery system of claim 11, wherein the mobile terminal
further comprises a memory coupled with the memory controller, wherein the memory
controller is configured to direct the storage and manipulation of applications that are
storable in the memory as a function of the reliability information associated with each

of the applications.
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91 20. An application delivery systemfor managi ng an application that 1s

storable in a nobile termnal, the application delivery system conprising:
a nobile termnal configured to receive and store an application, wherein
the application conprises reliability Boaformation indicative of a

coordi nated operational relationship with other applications; the nobile
termnal conprising a nenmpry configurable as_at |east one of a mnmanagenent

area and alfree dPeadrphsalicsi Mlehyeyi eutteBnet Glatm (1@ i whetein yhe MMEMARL idn t hat
conpl i es Webh¥iguraletier ificnge £ Mirételrea idea SeedmibhapwHehen rapbiitionenvith nal in
t he manageﬁn%. ar eafeanq. alth} ot her applications aﬁf st or agllé-ﬂl n the ftr ee
area. 21. THECHERMMIGHRIUATR 4] ¢arer Ssy@% 8 Jeisrped CHe, arg fi 17 farate
reliabilit ytoragedotmionsincludedan itied fimiatdataydiapplécatians withereliatilityeinfoematiomal i s
configured gt gnmpare a value of the reliabili N f firs

applicati oﬁhﬁ?o&gs VEf ucgng);{y t%lgn (rﬁé f‘%ﬁSPP]i {1/ c?llr?\e axt‘n)c/)ef Stggaggecg%égpaé%tﬁl Sltt%rﬁ % on,

t he nobi | e ldcetionsiatlufled infthe second agar ed to enable the first application to
access at |east one of features and data associated with the second
application when the value of the reliability index of the second

appl i cati od4i s olbe gppbeplign datiyenvesytamnad daim 13.awbercot cpah pkitheabinaraty i ndex

of the fi r%for@%%b&ﬁi%hé B'the 482st ahi Qe &R bRAPriSR! dnVilppliciont €SP e areh @hdn 20,
wherein the reliability informatigon is authorizatjon, data indicative of

accessi bi | Rtdptagftorage preasvhgaia oy theseparals siorrgedagations dchided i the fistared her

appl i cat i opgmpaAsa tNgbil@Pinf@miatioRlsddgelaseaconfi gured to determne fromthe
aut horization data of a first application whether access to at | east one of

features and data of a second application is authorized. 23. The application
del i very system The Gpplicatidn, deliveryesystdn@f roddiin &1,t frthien abmpasing enfiegioked t o

el vabl o BiPIRR &b e pd s ilioer MARAARS MR BOR A b e HE"S" Y
aut hori zat istore dataad dedetb drampdht ekm@4, atTleast appl o an iapplicmiohvmdyrcsiy'lbi!ii@m of
claim 20, Mlﬁér{?ét%ntﬁ% fﬁﬁ&ﬁ)naafqﬁstx%ggoﬁsh@iﬁel%%%gggﬁle rﬁgﬁ?e HaGHk CORRAI Ses a

plurality o orage areas, wherein eac storage areas I nclude an
application storage area and a correspondi ng data storage area and each of

the storaggear eagnasspféAbofddaieyy Wetdntdtecmage Bt 88 AR idsldfe a
further comprises a control unit configured to execute the first application as a function
of enablement by the memory controller.

17. The application delivery system of claim 16, wherein the memory controller is
configured to read, write and delete data associated with the second application in
response to a request from the control unit as a function of the reliability information of
the first application.

18. The application delivery system of claim 11, wherein the reliability information
comprises a reliability index and the memory controller is configured to compare a
value of the reliability index of the first application to a value of the reliability index of
the second application.

19. The application delivery system of claim 18, wherein the memory controller is
configured to only allow access to the features of the second application when the value
of the reliability index of the second application is one of equal to and less than the
value of the reliability index of the first application.
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reliability informati on storage area. 10 August 2006 92 25. The application
delivery systemof claim20, wherein the nobile termnal is configured to
enabl e access to at | east one of data and features of an application stored
in one of the managenent area and the fgee area as a function of a request
i ndicative of one of a plurality of storage areas included in each of the
managenent area and the free area. 26. The application delivery system of
clai m 20, ofer ei Antapplicatibn ldelivery systeth forf managing ancapplication thatds setablecid on
uni t coupl gd %%e?m%ﬁ?.t@?ﬁﬁ%aﬁ%&élﬁz‘eﬁr §y§ﬁnﬁ&%ﬂrﬁ’sin§:erm nal is configured to
store an ap8P| cation’in the nmenory ard "delete an application fromthe
memory in responsaabiederminal qondigisd titpeeieesand; §iarsa ARPAGAION, gvhefrin the

comuni cat Ll%micyﬂiﬁr{ colpriscENE1iabibky GitbiRatidhelndicative SYsd esdrdinatddabperafdnahvher ein
the nobile termnal 1 s configured to store the application in one of the

free area HEhHONBRED WHEBFEAMPLISHIESas a function of menory |ocation
i nstructions tr afgthdbidd ketmirtal tdampiisidig| £ nieqtony rRahfigw8ble Aasnattloast omt afenagi ng
an application tha} i S S%orabl e in a nmbile termnal, the nmethod

conpri si ngMABRReHEf A5 AYAHEEAL® as a function of identification of an
application to behefeirargpplititiahst ovith melebilety t erfoinmeaiont thadetempiiese with a

redetermned reliabjlity inf Lon . ' Sj | gation
a1 s st ongprEnr ety SOACEY R ol PaP RSP ek bl e AL 1P
transmitti othet ippliapgdrisca¢ storabld inlthafre¢ aneage i nstruction indicative of a

storage location in a first application storage area of the nobile term nal

when the determned criteria has been net; and transmtti n? t he apg(lﬁijcat I on
with a stolage i hbe¢ appdicrien deliiceasysiem of claimn G gehergip ghaelpifity iafosma

appl i cati oy $tQLRARy MRR Ad HhRnEMR fefiningl R dRdAKigifRE No tdfpafteh CaRik REGhe
criteria has not been ngt

dat abase COMIPILLSNRE: ey FlTFrEPPICHERR 1D G SOOI UGF A6t e
dat abase r ghsiicaflod, tha RRbbiEAter@teal Midhdr dsaliyurel rtanmablet &g firet bfisicandi ke
termnal i ];ccselsjsf gtl 1&'15? 8;[16 gF %re%l%essgn%r (?aQae as%gggt%h tv%thet)l(lle Ssécsonld%p%)ﬁceation when the

value of the reliability index of the second application is one of equal and less than the

value of me reliability index of the first application.

22. The application delivery system of claim 20, wherein the reliability information
is authorization data indicative of accessibility of at least one of features and data
associated with other applications, and the mobile terminal is configured to determine
from the authorization data of a first application whether access to at least one of

features and data of a second application is authorized.

23. The application delivery system of claim 22, wherein the mobile terminal is
configured to update the authorization data as a function of an update notice wirelessly
receivable by the mobile terminal, the update notice indicative of the authorization data
to be updated.

24, The application delivery system of claim 20, wherein the free area and the
management area each comprises a plurality of storage areas, wherein each of the
storage areas include an application storage area and a corresponding data storage area
and each of the storage areas associated only with the management area also include a
reliability information storage area.
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nobile termnal to store the application. 30. The nethod of claim 29,
wherein determning if sufficient nmenory storage capacity exists conprises
transmitting a request to select a previously transmtted 10 August 2006 93
application for deletion when sufficien$2nenory storage capacity does not
exist. 31. The nethod of claim 28, wherein the predeternmned reliability
information is a reliability index and accessing a database conprises
conparing a5rel i Bhe kpplicatin siRlivery siystamdot; ¢faih @0aphereintheomobide fprminal is
predeterm @&ﬁ'%%:u?éd @AinableYact 49y al RYE one 2 datbhiidriedtied offan Gpplicatidl stdred t her
conprising storing the identification ?,lgflﬁl cation in a fir.st ﬁrea of

of the .

a downl oadéonrgefi the manageraer arqaandibe fse ai5a a8 a% oy pf 2 TSt GGaREs Plict i on
i s indicat b¥goph pRraitPoaeRrdgecaédsitclidedineadt ¢Sthe apphpandit arcastndrthg fear ea
and stori n%Ithe Identification of the application in a second area of the
downl oaded ®%&ppl i cati on area when the storage instruction is indicative of a
storage location in the second application storage area. 33. The nethod of
cl ai m 28, ereip transmiting. the [ ' 0 ' t A t he
pr edet er m \ggd r eﬁlp%k?ippﬁ?ag}lofln MRt nggeq}énqq?&\%\ﬁ{e]r%%t @eﬁ%?}a{%éﬁ%gﬁ}rﬁzr{%n i's
i ndi cati ve finthea compriseyen t@umuinsatiomuniheovpledswithphe incaorsnvhsrendbemebda. 34.
The net hod, of .cl aj t oL S t il 4 1 tting
2ot of Agpiad Pffbuctld Bt SPRRIRNHE ity e i A b rom
a nmobi | e t drom nthe ; MeMITY eldeiTeIPeESeR 1P e B eBSITYGHiona WiEglgsE | BansyHaklgato jthe
i ncluded iRyt RRmtdagbn uifperein the request includes identification of the
application and 1dentification of the nobile termnal. 35. The nethod of
claim 34, wherein transmtting a list of applications conprises accessing a
downl oad ready ampt iagplidaion alcfizeryhBiRmAoNelakn 20d whdesii ithd arablleRerafindris
application %g s;@;r a§ e.h36. The net hod (%f f' aim 28 tfurther COPB” sing the
initial actoRfewretioypirghe rpliceiion Buees 1Bt reharca ppfl fhenpippemiyt area as a
i denti fi catfiu@bionbof ey lezatien irstradtionk &randnhietablapptheandbilterteinsinklo be
transmtted to. 37. A nethod of nanaging an application that is storable in
a nobile termnal, the

28. A method of managing an application that is storable in a mobile terminal, the

method comprising:

accessing a database as a function of identification of an application to be
transmitted to a mobile terminal to determine if predetermined reliability information
that is assigned to the application and is storable in the database complies with a
determined criteria;

transmitting the application with a storage instruction indicative of a storage
location in a first application storage area of the mobile terminal when the determined
criteria has been met; and

transmitting the application with a storage instruction indicative of storage
location in a second application storage area of the mobile terminal when the

determined criteria has not been met.

29. The method of claim 28, wherein accessing a database comprises determining
from information that is storable in the database related to applications previously
transmitted to the mobile terminal if sufficient memory storage capacity exists in the
mobile terminal to store the application.

30. The method of claim 29, wherein determining if sufficient memory storage
capacity exists comprises transmitting a request to select a previously transmitted
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met hod conprising: accessing a registration area of a database with a server
as a function of identification of an application that is to be stored in
t he database to obtain 10 August 2006 94 predetermined reliability
i nformation assigned to the applicationg3receiving the application with the
server when the predetermned reliability information conplies with a
determned criteria, and storing the application in the registration area of
t he dat abagpplicaion fondeletiondden sulficienhingrory fipage FARASHH AP G eX i i nitial act
of receiving a request with the server to store an application, wherein the

request includes_ identificatiop of the appljcation to be stored. 39. The
met hod of &laim %‘?“\Rﬂ@fi&fﬁ%}"é‘c&’ \V/‘ihﬁbenbﬂ’ieé%?fi?gﬁ”nt%e%s?g?laﬁgﬂngﬁﬁ’iap%fslaon

farf her t pofamrabi\s;%eﬁ iﬁ@s(ehm%) lragca?i_hgcwelata:[b%ﬂet torhprises ?O\m;fa{ihg @mﬁli)a_bldiity?ndh_e .
application, . erein ication o e .appki.cation a nobile termnal is
enabl ed bya§s],%1egéq§1§,ap8ﬁ% nmgpﬁgﬂg{f@g\ﬁﬂ{ﬁﬁﬂhﬂﬁgm a%il?‘?etl'y i nf or mati on

conplies with a determned criteria. 40. The nethod of claim39, wherein

recei vi ng request _t b} i Gl t i cation ¢ eSS i

bur chase of2t ha. Liprit BhUGir s Al RolbRShE WorklHle ERIEARG ofhe
grant ed. 44pplithtonmint hditsbéree lodiand @Byloaded rapplicatiopedrea iythe dasehase whep the ore an
applicatio fur i J VAl : : Ll 11 ng
wth che sappar hdieydBRApen ASELOLEABNHIRE i BRE e R ot The
appl i cat i oand stosinahe ddsatidisatione of HreceRplisatiam By 2 sepqndopten of the dgFMAR

conplies Wbk agehehWAGHHe stdresd fstriedion iB8ndiBARRCOL stetapeTochtionihiarel n
storing the ‘application conprises storing the application in connection
with the c8¥rBdperiifrHen F1Ora851%9% ty i nf or mati on. 43. The nethod of claim 37,
further conprising decrypting the application at |east once prior to

storage. 4 The t ho f claim3/, further canprising transnmtting a
confirmat i 31'51 negggg‘ﬁetgi’&h(’ftc ﬁ%“g e%e?’{“ffg% rénwggfgp?heogpwhc@tl%p‘folnﬁpaﬂ%?%n by
t he server trandngictéigntht peedecomined rakiabolityiefosagtdon ol sdteashé¢ ktatage limstruction

(F;); Ie? g iegm Pselgldircgtli\i/ea(l))fi aI sit(tn*\‘/igcie [gcgtri(%altni tﬁg ﬁf;s? gyplllcgﬁon Wélta@e taﬂe% det er mi ned

34, The method of claim 28, further comprising the initial acts of:

transmitting a list of applications available for download in response to a
request from a mobile terminal; and

receiving a request for an application that is included in the list, wherein the
request includes identification of the application and identification of the mobile

terminal.

35. The method of claim 34, wherein transmitting a list of applications comprises
accessing a download ready application area where a name and identification of an

application is storable.

36. The method of claim 28, further comprising the initial act of receiving
identification of the application and identification of a mobile terminal that the
application is to be transmitted to.

37. A method of managing an application that is storable in a mobile terminal, the
method comprising:

accessing a registration area of a database with a server as a function of
identification of an application that is to be stored in the database to obtain
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45. A program managenent system for managenent of an application that is
executable on a nobile term nal, the program managenent system conpri sing:
10 August 2006 95 a server configured to nanage an application that is
destined for a nobile terminal, wherei B4the server is configured to store a
secret key of the server and a public key receivable by the server; and

wherein the server is.confi ed . to fi.rst, decr . a.received application
with the B[F%F‘ieﬁm‘l?&?zr%{}?gﬂltﬁgfﬁ{’%aé}"?pﬁ“%@ thﬁ%%/Iﬁ’ilag‘é%w ication with the
secret key. 4?_. f’éloeivprgotjleaapglﬁaatagewém_tths;@t\edefengﬂhaimf@@mm e?;hrab'fhltbeh
server is ¢ - - Qr - e pted application until the
applicati Oglﬁ‘lo"réﬁ%rég'%g%pﬁ1;3%%@(%1?%&%2%@&@%@%, ?{l% mobile termnal. 47. The
progr am managemestorisg Heappb€ationan theasgistuheomedren efitbe datebase. i s configured to
store the twi ce decrypted application and transmt a storage operation

conplete notice. 48. The program nmanagenent system of c¢laim45, wherein the
server is 88nfi glirednethed of Llam B87qAurthes) Gomprising the- It et ofj sRCIYBgUR st
upon fail upguedt deGr ¥R | River4® sldre B OgfpARniGB ) agBBRAT tBY Ste@iesef inchdesn 45,
wherein the server is configured .to transmt a request for the public key
in responsédePBﬁ?aé’é’QiOgﬁh%?pwlggl%@aeﬁgﬁe‘gppI ication when the public key is
not already stored by the server. 50. The program nmanagenent system of claim
45, wherein,t he rver, i ncludes gntrol unit and an, applicatiqgn._..

"ot o et + or%st or TG arhed ShEGR . ot pesiiite » 30eBiq BRI AT o0ALeim e
tw ce decr yqthed capplrisesatéceiving) at tegueg pitls a¢he marvienftorprbliciza thstappligsionni t .

51. The progi.am TRORY 1H{?'Btf the Sabﬁﬁ‘&a% Gba Mofifte té’%‘?ﬁag'ig‘ eh%e&%&"tﬁé sbigf udes a
control uni't "anda Cryptograph key sPorlng unrt;, an he control "unit is
conf i gur ed when thequedatemtinedcreyiphibitt iaphmatign seropligsgviting deteonigedertesiad retri eve
the secret key and the public key. 52. A program managenent system for

managenent of an application that is executable on a nobile termnal, the
pr ogr am maAfgenehhe syigthad, efofaims Bflg:wherein receiving a request to publicize the

application comprises enabling purchase of the application with the server once the

publication request is granted.

41. The method of claim 38, wherein receiving a request to store an application
further comprises receiving a request to enable usage billing with the server for usage of
the application, wherein usage billing of the application is enabled when the

predetermined reliability information complies with a determined criteria.

42. The method of claim 37, wherein storing the application comprises storing the
application in connection with the corresponding reliability information.

43. The method of claim 37, further comprising decrypting the application at least
once prior to storage.

44, The method of claim 37, further comprising transmitting a confirmation
message with the server before receipt of the application by the server, wherein the
confirmation message indicates that the predetermined reliability information complies

with the determined criteria.

45, A program management system for management of an application that is

executable on a mobile terminal, the program management system comprising:
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a server configured to nanage an application that is to be transmtted by
the server for receipt by a nobile termnal, 10 August 2006 96 wherein the
server is configured to encrypt the application with a secret key of the
server when the application is determ n®d by the server to be already
encrypted with a public key of the nobile term nal; and wherein the server
is configured to encrypt the lication wit.h the public. ke of the nobile
ter i nal “and t heh o’ Senhered & mades, R b lighiat Rt B ASBEY et AP
det er m nedtebyiinahe server to be unencrypted. 53. The program nanagenent
systemof claim j I onf J tion
to the applicat i%ﬁerf ]ﬁ[{z}ﬁ ¢ ?éérgf’%]%;%ggﬁéﬁégé 64 Sstgr%sat%'ﬁz %giégfgggit%isgltﬁ;e?%ﬁ %gL&#gﬁl | e
term nal pkeyorectivaldeby shetdeoveryvindh t he secret key. 54. The program managenent
system of claim ' b RPAEI M Eiceil i ARG o Rit

v@ﬁere%ﬁégéﬁgtl@s ac%ﬁfl%‘ltﬁgdi n? Edromrfdceib Q1 AlPIRES 11-121\?;6' of

application predetermned reli , ormation indicative of a
reliabilitpuldic keyand dhen destypb thegesadyed: appligtioppyittothe wparet ke secret key. 55.
The program nmanagenent system of claim52, wherein the server, in response
to recei pt of a notice of conpletion of toraag of the ag) Iicatiofn in the
mobi | e t er APnal , The RrOgM ManPEEInd SYRHdPECIATH I -CRRGTER the dverds geiiEstor ed i n

the server td figle th&tviss@€drited applichtion il Medapgpdichtions Bahsmitfed fdh@cdptagr am
managemnent syste(péof .cl.aimb52, wherein the server is configured to request

transmit t aflSdRPIEdEBINY- t he public key of the nobile terninal from ot her
than the nobile termnal. 57. The program managenent system of claim 52,

wherein the,serv .S _confi t ] t W \
applicati o%’f or f@%%%f“ﬁtk/na? #%e?%cbt% séer{; §?%@%ft$,ﬂ§%§r%ﬁ§e %‘%}g%rrlg%gﬁn%egdenent
system of tl afora B2, twierdscryptdde applishiionandrransmitcosfarager eperbiyont lsempletever t o
be decrypt gg;and executed followi ng receipt by the nobile terminal. 59. The
program managenent system of claim52, wherein the server includes a

control unit, a cryptographic key storing unit and an application

i nformationg st or TRGpAWBIdm mahent@n bystdm YhElhing 25 wEkEBGhd Sertér'i8bnBRe&SS tO
t he cryptographlc key storing unit to store ) )
o transmit an dpplication ré-transmission request upon failure of decryption.

49. The program management system of claim 45, wherein the server is configured
to transmit a request for the public key in response to receipt of the received application
when the public key is not already stored by the server.

50. The program management system of claim 45, wherein the server includes a
control unit and an application information storing unit, and the control unit is
configured to store the twice decrypted application in the application information

storage unit.

51. The program management system of claim 45, wherein the server includes a
control unit and a cryptograph key storing unit, and the control unit is configured to
access the cryptograph key storing unit to store and retrieve the secret key and the
public key.

52. A program management system for management of an application that is
executable on a mobile terminal, the program management system comprising:

a server configured to manage an application that is to be transmitted by the
server for receipt by a mobile terminal,
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and retrieve the secret key and the public key, and the control unit Turther

configured to direct access to the application information storing unit to
store information related to 10 August 2006 97 the application. 60. A
program managenent system for managenergé of an application that is
executable on a nobile termnal, the program managenent system conprising: a
server having a control unit that is configured to control receipt of an
appl i cation t hatwheseindhe erEer is spnfaguiehia ectyt thengaplicafiasy with atsﬁ@e&im‘t ¢fol unit

i s al so cof s@weedhédthe AppriQitioR REddnAReby the sEFvEPIOEH ﬁ%ﬁﬂ ek@Ypted Wifhng uni t
and an appli cation |fg{orrraéf! on storing unit included in the server; wherein

.
the crypt cyPUis kexyf hegppiils Al @ndonfi gured to store a secret key of the
server and a pubkheteikalie eérvehie configired teenmtrialthé hgilicaton adthithaplislidiyeyt he

server; an wher.ein the control unit is,contiqured to . first drrect .
encryption® oﬁheén?béLeeye%H]agﬁ%ﬁEi e&tﬁl nse\cfﬁef KSY ﬁgt UBTTVE WBSP (fi° aRPUCAaN fse

t erm nal adudertrivaed ol the serventrbepineneryptedt he application with the secret key
prior to transm ssion of the application for receipt by the nobile

termnal. 61. A program nmanagenent system for nanagenent of an application
that is eXecut aieeprogram mehigementsysienadt claimeShvopreimtivaseags neennfigpedem
Conpr i Si NGio AaSRINBImbAGH 1d heCapibaitctial @ MEREHVE0RE ARLS FRUGGAN IR | ned
for a nobile termnal, the server configured to first decrypt the received
appl i cat i omobile terrainglipmerdo eagryptiiwith s scisykeshe server, and then decrypt
the received application with a secret key of the server; wherein the

server, in_respgnse to a request for the | ication froma nobile
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determ ned55. The program management system of claim 52, wherein the server, in response
to receipt of a notice of completion of storage of the application in the mobile terminal,
is configured to update application related data stored in the server that is associated

with the mobile terminal.

56. The program management system of claim 52, wherein the server is configured
to request transmittal and receive the public key of the mobile terminal from other than
the mobile terminal.

57. The program management system of claim 52, wherein the server is configured
to transmit the twice encrypted application for receipt by the mobile terminal.

58. The program management system of claim 52, wherein the application is
configured by the server to be decrypted and executed following receipt by the mobile

terminal.

59. The program management system of claim 52, wherein the server includes a
control unit, a cryptographic key storing unit and an application information storing unit,
the control unit configured to direct access to the cryptographic key storing unit to store
and retrieve the secret key and the public key, and the control unit further configured to

direct access to the application information storing unit to store information related to
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the application.

60. A program management system for management of an application that is
executable on a mobile terminal, the program management system comprising:

a server having a control unit that is configured to control receipt of an
application that is destined for a mobile terminal,

wherein the control unit is also configured to control operation of a
cryptographic key storing unit and an application information storing unit included in
the server;

wherein the cryptograph key storing unit is configured to store a secret key of
the server and a public key of the mobile terminal that is receivable by the server; and

wherein the control unit is configured to first direct encryption of a received
application with the public key of the mobile terminal and then direct encryption of the
application with the secret key prior to transmission of the application for receipt by the

mobile terminal.

61. A program management system for management of an application that is
executable on a mobile terminal, the program management system comprising:

a server that is configured to receive an application destined for a mobile
terminal,

the server configured to first decrypt the received application with a public key
receivable by the server, and then decrypt the received application with a secret key of
the server;

wherein the server, in response to a request for the application from a mobile
terminal, is configured to encrypt the application with the secret key of the server when
the application is determined by the server to be already encrypted with a public key of
the mobile terminal; and

the server is configured to encrypt the application with the public key of the
mobile terminal and then the secret key of the server when the application is determined
by the server to be unencrypted.



