CONVERSATION RIGHTS MANAGEMENT BACKGROUND [0001] Modern communication systems
have a large number of capabilities including integration of various communication modalities with
different services. For 5example, instant messaging, voice / video communications, data / application
sharing, white-boarding, and other forms of communication may be combined with presence and

availability information of subsgiingrge ReATIENERIRISINANINA sepgerNpers with the enhanced
capabilities such as providing Instructions to callers for various status categories, alternate contacts,

calendar information, and comparable featur&A@WNQumber of such modern communications
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[0004] EmbadiiglatmadesifagietionfuaiodisgcHabisoioandége nrirbianthedingessbermymuaydations.
Through physical and/or softyvare components, multi-modal communication sessions may.be
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documents / data may. be limited based on assigned rights attributes
volce ancla \ylé)eo communlcaﬁons Ina mﬂﬂe%o% asswteofJ conference call may be real

15  time, while the white-board data sharing may be real time or based on stored data.
Another capability of modern systems is that conversation sessions may be preserved and
made available in whole or partially. For example, documents shared in a video
conference may be stored in a searchable fashion along with a recording of the conference.
This presents a challenge regarding user rights on the records of multi-modal

20  communication sessions.

SUMMARY
[0003] This summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This summary is not
intended to exclusively identify key features or essential features of the claimed subject

25  matter, nor is it intended as an aid in determining the scope of the claimed subject matter.

[0004] Embodiments are directed to providing rights management for multi-modal
communications. Through physical and/or software components, multi-modal
communication sessions may be preserved based on default or user defined rights
attributes in portion or in entirety. Access to preservation of actual records of various

30  modes of a communication session as well as associated documents / data may be limited
based on assigned rights attributes.

[0005] These and other features and advantages will be apparent from a reading of

the following detailed description and a review of the associated drawings. It is to be



[0005] These and other features and advantages will be apparent from a reading of the following
detailed description and a review of the associated drawings. It is to be understood that both the
foregoing general description and the following detailed description are explanatory and do not restrict
aspects as claimed. BRIEF DESCRIPTION OF THE DRAWINGS [0006] FIG. 1 is a diagram

illustrating afhgatoetethilifeth eanToTEHOTAG @BRFAPERBRriptivhelfi Rl tngniselaede implemented
for conversation %;hts management; [0007] FIG. 2 is a conceptual diagram illustrating a basic

. ] .
example sySESATRDIOM AR PRIAR B0 AAIRIAERHCHASPRTR A GIIREGN session:  [0008] FIG. 3 is an

action diagram illustrating interagipmps betgER PHIitaten o DFey If@communication system
according to embodiments; 10%%26)_9 FIG. 4 illustrates screenshots of example user interfaces for

managing convet SN ights' HHSHROR SR FeatTtre Unthed 6P HGRIRRYRE e d

envirorgnenjyhhest Boslisiants arsprdingpr Bemarfsamis/eraation moptemenigenent; [0011] FIG. 6is a
block diagram of an example computi ironment, 15 where embodiments may be
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implemontod: art001ho1G) 2162 SAGEHLALIAGEAL LSl AHAG A AR SXAMBIA Sy Sleation rights in

a communicagioay BUSERINtaaseseiperiengrobadionentmitatdMsesSRMESCRIPTION [0013] As briefly
described above, conversation rights may. be managed by 20 components of a communication system
placing access rEGREGIG oh S ASCRAIE CIBHTAGHLHR o VGRS BELUSALITREERE: following

detailed deswiiptiribnteierenoamaueicaacie sgstha acandipgnyingsbdniags; that form a part hereof, and
combi, e RBEbS iy ST SHRa s LIPS I (1 ) B QL SIRHBIA cepartng for
: ; parting from
25the spirit csraeengioh ighprasenbdisiaraonldmficdavmng detailed description is
[0010] FIG. 5 is a networked environment, where a system according to
embodiments may be implemented,;
[0011] FIG. 6 is a block diagram of an example computing operating environment,
15  where embodiments may be implemented; and
[0012] FIG. 7 illustrates a logic flow diagram for managing conversation rights in a
communication system according to embodiments.
DETAILED DESCRIPTION
[0013] As briefly described above, conversation rights may be managed by
20  components of a communication system placing access restrictions on preserved
components of conversation sessions. In the following detailed description, references are
made to the accompanying drawings that form a part hereof, and in which are shown by
way of illustrations specific embodiments or examples. These aspects may be combined,
other aspects may be utilized, and structural changes may be made without departing from
25  the spirit or scope of the present disclosure. The following detailed description is
therefore not to be taken in a limiting sense, and the scope of the present invention is
defined by the appended claims and their equivalents.
[0014] While the embodiments will be described in the general context of program
modules that execute in conjunction with an application program that runs on an operating
30  system on a personal computer, those skilled in the art will recognize that aspects may also
be implemented in combination with other program modules.
[0015] Generally, program modules include routines, programs, components, data
structures, and other types of structures that perform particular tasks or implement

particular abstract data types. Moreover, those skilled in the art will appreciate that
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therefore not to be taken in a limiting sense, and the scope of the present invention is defined by the
appended claims and their equivalents.  [0014] While the embodiments will be described in the
general context of program modules that execute in conjunction with an application program that runs
on an operating 30system on a personal computer, those skilled in the art will recognize that aspects
may also be:ipRlEmemtemMay sepiatrbawHbOIoRipaasysiad Weskguliitks] (Aenaiady, program
modules include routines, programs, components, data structures, and other types of structures that

perform parfeian gV Hrem R Bl YSI P AB s A P RERSE B BE 2R U RO AB%ERRilled in the art

will apprecigtsiates B1beeHMEs MY R REASAET fd et bR OeMP HitRr RYAERRAINe REEHPEiiR)S.
including hand-held devices, multiprocessor systems, microprocessor-based or programmable

consumer eHEUFERicSMRRAEBSAELIE 2 fRIAR Cship et WSt cOmMLIAhRIMUEANTAINY devices.

Embodgmenimenaiashs atee prekrethin rdintid uiegdesainpaéinges tvatareikebivhrightasks are
performed b remot%[j{arocessing evices that are linked through.a communications nﬁt\(\/ork. Ina

distributed COMPUHHEPEATRBRMWERE SRRk Ry RS R B EMS L QRS JU P I8EY Ferfiiee
memory stoagecgevieesoth |§RIL&]dRThoR Memisrnayrhgeigyieasented as a computer-implemented
process (method), a computing system, or as an article of manufacture, such as a computer 10

P ogram produedy L ARG BE T e RSl o B PR ALy B computer
storage medingthtepcbienbltingepmieossieMatcerfenshing ot Mpdteisueoraputdrat comprises
instructions for causing a computer or computing system to perform example pr cess%?.The
compilbrrELAREHD BISHH5E Gh ERH Ea IR HEEHa: bL TP AL B BHUSOTE 6PS olatile
computer mgmpiyte Astsrageatasiliim esadaylchl/Sheohplitee sy ftas Ardrroaifigrpodiplkitepr a compact
disk, and com(%%rablﬁ media. The_corgjéuter Qro ranhﬁ]roduct maé)é also be a propagated signal on a

carrier (e.g.pé ?ﬂ]é %tyc8m5)ﬁ'§§%'ﬂ‘?8' HLQayTar AR 858%%059 & tmg system and
encoding a perfupaiexargisprocdss(st)uTiiens fasexe g la ssomgetesditocess. filR@kanphydeghout this
specification tRI))e term "platform” ma bia combhination %20 software and fﬂa{é ware components for
managing cBPREFASHSH Yigrge B&Hiﬂ)fﬁé) B BlAMS AR ERIJRE RO M HRIARY (BeR HYsfed service
execuled overddriveabtylashsdrivers, féopppplisiation esenaiadick, asinglmpantds, madicomgarable
systems. The term "server';Tgene ally refers t??a com utin&é{devic executin?? §ne or.more software

programs tyBIEHShRGHEATEHRI SIS ARRRE Riivetedted YORACHAGHILT KednfiSHN as a
25virtual seorerhesefimaid pedgignas) exeediech oendaieeosyaarengauting ipstar vwos snietieg @S

computer program of instructions for executing a computer process.

[0017] Throughout this specification, the term “platform” may be a combination of
20  software and hardware components for managing conversation rights. Examples of
platforms include, but are not limited to, a hosted service executed over a plurality of
servers, an application executed on a single server, and comparable systems. The term
“server” generally refers to a computing device executing one or more software programs
typically in a networked environment. However, a server may also be implemented as a
25  virtual server (software programs) executed on one or more computing devices viewed as
a server on the network. More detail on these technologies and example operations is
provided below.
[0018] Referring to FIG. 1, diagram 100 of an example unified communications
system, where embodiments may be practiced, is illustrated. A unified communication
30  system is an example of modern communication systems with a wide range of capabilities
and services that can be provided to subscribers. A unified communication system is a
real-time communications system facilitating instant messaging, presence, audio-video

conferencing, web conferencing functionality, and comparable capabilities.



a server on the network. More detail on these technologies and example operations is provided below.
[0018] Referring to FIG. 1, diagram 100 of an example unified communications system, where
embodiments may be practiced, is illustrated. A unified communication 30 system is an example of
modern communication systems with a wide range of capabilities and services that can be provided to

subscribers. A upiiadicRramimieaiiemaxFirRAttha near-ligyetern MRS H0bsSIRIRMIfAGIHEREIRD instant
messaging, presence, audio-videg conferencing, web conferencing functionality, and comparable

in
capabilities.ll%i'éfrlﬁ'H%Xrﬁﬁ@lﬁ*%ﬂﬁﬁ‘i%lééﬁéﬁﬁ'?fw@'f%%@ﬂ?%@iﬁ%zéﬂf@'c‘M@ & &lIAtiagram 100,

users may GRYIBDERIE Ve §/MarttEaittakaAeyices (Hay bbQ4pavlich e linglode\deamorf the UC
system. Each client device may be capable of executing one or. more communication applications for

voice comnfATERHatRTeRP RERAHAIS EHVH ChreRTHP el Qly G 62 SR BHBI AR B2ta sharing,
and theslikerlgsadpliignagplitieioaevanes distnstianalituntheenkedarigasinvatatseifaeiitadraditional

phone calls through an external connection such as through PBX 124 to a Puplic Switched Telephone
Network (TETRISTRIN o5 PGS CTOH TS P G2 6 LR T HETE ST ey computing
device exectingd CONMBYLIDICSLICH :BARIAIOPBX IPALH AL BIRSR itsHeoTeldfdand Rewaneed phone
devices with additio ctionality. 10 inclydes a number of servers

¥ nal fun .[0020] UC Network(s
performing iﬁé@ﬂtia&@. PR Ig{q}ées%?\yéygﬁﬁsﬂ?%&i O@gﬁagﬁ%rn?meséwé/e, and routing
functionalitiesnfdotitig ddvitetialitingnafdesnive cyrie ap thicatde cadipin autsentalaoyassteof the client
devices assigned to the user based on defa #and/fg user set policies. For example, if the 15user is
i i 1D e

not avallabld ﬁﬂcﬁqg B e W é&? 8'?8%& d to the user's cellular phone, and if

that is not answq00203 DOMNEIVOFR(E)CEIDRIchtIBnsMayde Litdizett Srfoentihe elifdeviegksan handle
additional ¢ mmunicigog odes lirji servers 114 ma}/ grovide accesds thESf additional
(. Y

) t
communicatiShYae ﬁ‘?‘fgﬁ{ﬁ Ae%@%\’dﬂ?d?@la‘é%tc? niaRCE 8 EQ%H% U&WQEHQ§§' server 112.
Access senryutitg featdrmanig peabnstere2ystatworoarctaiiaiassannestihe b dghithE network(s)

servers thalBURBY T EU B ECEt REPL AR ML LA 5k ARUEE or SHECIaR Sbl0rs hat
only ptevideigepartictianflabisidinaligh resexarphimeNarmeseiverdpromiding Presenascitnctionality,
ocess sorVEATHES FHRy brOUIdb R GRS i eh i Gorat HRBHBGGHes  EilGeny, o
only specifiSincetienaldidevices[Cd2AdmilE il divimed ddaivi) iencdd cenoinde sen@ sl k& piavides audio
and/or video conferencing capabilities by facilitating those over an interpal or external network.
iodiaton <B10UP R 06 e AL A A el AL 6 OB Soeuch as &
PSTN or a celuteumedtimrkete.ptheallghiangegisetBet 122. ohdoess selelat 2hesiees in a perimeter
20  network and enables connectivity through UC network(s) 110 with other users in one of
the additional communication modes. UC servers 114 may include servers that perform
combinations of the above described functionalities or specialized servers that only
provide a particular functionality. For example, home servers providing presence
functionality, routing servers providing routing functionality, rights management servers,
25 andsoon. Similarly, access server 112 may provide multiple functionalities such as
firewall protection and connectivity, or only specific functionalities.
[0021] Audio / Video (A/V) conferencing server 118 provides audio and/or video
conferencing capabilities by facilitating those over an internal or external network.
Mediation server 116 mediates signaling and media to and from other types of networks
30 suchasaPSTN or a cellular network (e.g. calls through PBX 124 or from cellular phone
122). Mediation server 116 may also act as a Session Initiation Protocol (SIP) user agent.
[0022] In a UC system, users may have one or more identities, which is not
necessarily limited to a phone number. The identity may take any form depending on the

integrated networks, such as a telephone number, a Session Initiation Protocol (SIP)
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122). Mediation server 116 may also act as a Session Initiation Protocol (SIP) user agent.  [0022] In
a UC system, users may have one or more identities, which is not necessarily limited to a phone
number. The identity may take any form depending on the integrated networks, such as a telephone
number, a Session Initiation Protocol (SIP) Uniform Resource Identifier (URI), or any other identifier.

While any prsiisphmayddecesgshiirriYGRYSEmn o Rigtairiredvmeskeg. [RAIIPRisan

application-layer control (sitgnaﬂgl%) protocol for creating, modifying, and terminating sessions with one

or more partitifdR@ YESHTBE wEETIS BEFERLIRIMSIBAty, multiparty, or multicast sessions that include

Internet telephorezadiss IPwtinegisidisisipudian cantdnisigmatig) grotece s srédfnig, designed to be
independent of the underl)ég%}g%?s ort I%}esr. [0024] SIP clients may use Transgeort Control Protocol

("TCP") to HRAKYING a8 GESHHNS S BNk ashB HCaRsril CRELREIHSE g up and
tearingsiowme@ymquﬁ@mt;l)ﬂgwﬂunreémc%@mymiﬁgmrue?méﬁﬁ@tti@tewmvleecaﬁg,fion .
initiation is a requirement. These include event. subscription and notification, termjnal mobility, and so
o Voroe aTHUIRAER iR, A R AR G0 ARG cHEan AP B S8 B B ol
Real-time TeamsoardeMgiagatdnspbit Jay@025] A conversation as used herein refers to a multimodal
communication iQn, 15where subscribers may communicate over a plurality of deviges,
applications, animﬁiﬁ GBS MavwEemafR &%19‘3&85&8%&?@. Fbpegé}%?ﬁhfq B’ subscribers
may initiate Rigenvaigating ByrexudigisoSIsisfimasprassdthieegingheadeskinipganmuters. Later,
the communication may be eleyated to audio and instant message with one subscriber. utilizing their
deskid for KA+ RIOAHE0 Gl IHRMRHER 116A0 HrUGRL RS SRR AR S IPRRLEHAA P and 2
smart phone eigjiicenienthe iaasdiimohadtes ot euisspmpeidpesscmayl ficution |eaveiibiencsiivieysation other
modes and deviceyn%%/g;)eqﬁdde or removed. The commonality between these communications is

preserved by §sighBiffig s th&LE R SHRTIRALERIEHYS A8 DU RIN G BHAN L iR EshYeeon.

Conversatiqnstowyspsy/gisalnRdai-timie Teaithpotifiro totuCr RITabips subscribers to view, record, modify,

share, and 25ge d l&nana e atsgects of(ﬁ}e conv sattion incJudin&; Focuments nd other data
conversation as used herein refers to a multimodal communication session,

15  where subscribers may communicate over a plurality of devices, applications, and
communication modes simultaneously or sequentially. For example, two subscribers may
initiate a conversation by exchanging instant messages through their desktop computers.
Later, the communication may be elevated to audio and instant message with one
subscriber utilizing their desktop for both modes, while the other uses the desktop

20  computer for instant messaging and a smart phone device for the audio mode. Other
subscribers may join or leave the conversation other modes and devices may be added or
removed. The commonality between these communications is preserved by designating
all these communications as belonging to the same conversation. Conversations may be
assigned a unique identifier, which enables subscribers to view, record, modify, share, and

25  generally manage aspects of the conversation including documents and other data
associated with the conversation (e.g. documents exchanged as attachments in one mode
of the conversation or recordings of other modes of the conversation).

[0026] Conversation rights assigned or selected for a particular communication
session or one or more modes of a communication session may be managed and enforced

30 by one of the UC servers 114 in the UC system as mentioned above. According to some
embodiments, the conversation rights may be managed by a digital rights management
server. A digital rights management server may coordinate encryption of data exchanged
during a conversation (the communications themselves as well as any associated data such

as attached or generated documents). Participants may be issued decryption keys based on
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associated with the conversation (e.g. documents exchanged as attachments in one mode of the
conversation or recordings of other modes of the conversation). [0026] Conversation rights assigned
or selected for a particular communication session or one or more modes of a communication session
may be managed and enforced 30 by one of the UC servers 114 in the UC system as mentioned

above. Accatigingeigneyion RVIOEIPRIES: tRpceNyrivationdeitfomayifeimroagest Bitex digial rights
management server. A digital rights mana%ement server may coqrdinate encryption of data exchanged

during a col?§ERIARSH B cHPTRRNREATBRLYRE MrstavlitaltaneyRLon AR B AiRedSta such as

attached or gigngjaiethdsomagi:. b et eharisaiiay. be issued decryption keys based on their
permission levels to protect aspects of the conversation while it occurs or after it has been preserved.

SIP may be emplByet (OTALRHLRELARIYBHLG HISEdANBHRE LR M En Y BRRSAT LR ke idhts to the

convergatioger[@P2 7] Asrdispusregotiba\Redhaniign et Mg néaaiver eemnaneaiafstheyC 5
servers 114 and a&géze%ptio_n mecha?ism for s,crambl@gﬁreal time communications may be employed

to assign art§ & RSO L TG BHE SIS A HU B SRS P U BHAGHRBRH A ARG example,
secure RTPclshm@ffi;@?.t%ri@?mmrfmanﬁ%ygwmymwmth Idntt)igﬂ,v@rtmﬁy @@mpgne_nt
may ensure that off-the-record or right managed conversat|jons are on e etween client en pomts
that conforrHSEAIR FETHE oS (T NB N DRSSO OP TSR Ihg G G ge SIP 10
transport V%&N@rg@iﬁﬁmwmgmaﬂtBafwfémﬁ‘dﬁmﬁ@?dmﬂﬁﬁmtmmlgmoﬁ@dtﬁebﬁ u(tjﬁﬁtiseither
pre-session or mid- session. Various user interface (Ul) artifacts iding end-to-end experience may
be asaDkiat BRI P RRTRIFAER b e QA b PR ol P SLRSRR OBt GO Bt
managemenidnigematioimfopimaclonforerissvitie ratiaey | ave $iartobades witentpsbagsgohasasdon.

[0028] While the example system in FIG. 1 has heen described with specific components such as
ediation SEHPT AN AL oo ARG AT OV O 30 FRTEL LA E b am of the
example compsuigtatbvaitial (ongicigrati onmadepsanicsutdr sorveishHtiy oopghtpRta @oppiignay be
implemented ip other systems and configuratigns 20 employing fewer or additional components.
Furthermord oM RGBT TSRS JEoks ARt s R e oA R IR b Garious
commumicatiessiomodes. Embodiments may also be implemented in systems facilitating different
communication es distinctly by coqrdinating. i mentation of the rules.across. different
communication T gi %ﬁ% Ehé AR qég%‘ay%ﬂlﬁé’e hﬁ@ﬁp%‘[g@%fﬂ%}\{vﬁ]é%g chptual diagram
200 illustratsugnpdrasits sxenaplmayistéon ferverandyisgrvighthdositnilapdeeitts afrmbodintentsiaation
session. Whil system according to embodiments is likely to include a number,of servers, client
ovinoe. anl T B AL o TR s A o e S R aR b
embodimend‘:sraraﬁhimwmi_gmtﬁIn@ar%.gsmm%aﬁbedmlmsedt@génimhmbyswée&mamiﬂt%wﬁgm?ﬂﬂms_ o
commyinication systems is that versation sessions m e preserved. and made availahle in whole
o T e R e Wl e e
fashion aloreyhvartbed vecardinigaticineystamieriategrafiigsvaressrisnanalradtetige megasding user rights on
the recordsgfmuti-qual comm%nicati?n se§s'ons. AtnothFr elstg{ect %fﬁuch multi- . .
mbodiments may also be implemented 1n'systems facilitating different communication

modes distinctly by coordinating implementation of the rules across different

communication modes using the principles described herein.

25 [0029] FIG. 2 is a conceptual diagram 200 illustrating a basic example system for
managing rights to components of a communication session. While a system according to
embodiments is likely to include a number of servers, client devices, and services such as
those illustratively discussed in FIG. 1, only those relevant to embodiments are shown in
FIG. 2.

30 [0030] As discussed previously, a capability of modern communication systems is
that conversation sessions may be preserved and made available in whole or partially. For
example, documents shared in a video conference may be stored in a searchable fashion
along with a recording of the conference. This presents a challenge regarding user rights

on the records of multi-modal communication sessions. Another aspect of such multi-
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modal communication sessions is that some or all of the modes may be personal or otherwise
confidential and users or organizations may wish to preserve a restriction attribute associated with the
particular mode or all of the conversation when the session is stored / archived. 5[0031] According to
some embodiments, Session Initiation Protocol (SIP) may be used to set up a comprehensive solution

to manage asuIEaHARBARRYESRME TotHARL SRR maliliBTarawidessal ayeatparcontent is

encrypted using a rights management service; the real time multi-modal conversation relies on the

rights manaRfoReHResR e Bl d AR L Bt QB AR P LRBY T AR B TSRY R ARSI %Y s selection or

the organizatieinsitd Qesriigedating pelisartisoRitie R tinoMKtopdaksany Srratie casel ke
recorded if either party in the call decides to invoke an "off-the-record" conversation feature. [0032]

Real time mifieRh6AE Qiflersations where rights management according to embodiments may be

implemgnted incjgde1 pacesdiigg inibak Embisimmiiire ssegitointatdnien delgsiMnvayigeo
exchange, appljcation sharing, data sharing, white-boarding, 15and similar. Such a real time
it ol SER BB FE R RN S B e RSB PICLI RS o i RS user, o

well as multighe topepRInemiedapEdmast Leipresptded eaiigirat usiagrenights HRM_geMbet basic
components of a system Eccordin%_to erc‘%fodiments_ include client device 238 executin

communicatiy SpPELRBRITE TaditioBE Rl AR RIRANED A S8 Smﬁmﬁ%\ﬁ%ﬁﬁlicaﬂon

for user 244 ape & ights ¢lon APE8 e Bt HANME B3 HlakBakaenidBicatiliecaphlisationsdatirgaasss2 36 and
244 facjlitate multi-modal communication sessions| 240 1ver one or more ne%rl@&et\geen the

users 236 affiTH9U HEWRAIIGY L LA e s A Tt lected

parameters agro@atgdibe cualibsidrsxatinyake Atherfappaste rf tbencersiunitaiions. For example,
uﬁion, voice ualia/ attachable document limitations, and
a @qsayg e

imilar factore. MRS T R LB A A LB R UL AT R atona
system, or usescaireticnmagtibénhsgmeing] ondudin® @exisingnimnoumsatiomeasagiag, [0034]
Solution. CIERE A EAUGE b e s 1 R BT A E ShE B HE SR ring
convetsatioasd Blbrilg. Sindoistalmngrpotieessddliconepplicationy ieeelive motvseopandgsights
e e oo oS T 2P SRR R Lo Phptner R it 2 e
preserved in different manners.
[0033] The basic components of a system according to embodiments include client
device 238 executing a communication application for user 236, client device 242
20  executing a communication application for user 244, and rights management server 234,
The communication applications for users 236 and 244 facilitate multi-modal
communication sessions 240 (over one or more networks) between the users 236 and 244
(as well as other users) based on organizational, system, and user selected parameters
associated with quality, quantity and other aspects of the communications. For example,
25  the parameters may include video resolution, voice quality, attachable document
limitations, and similar factors. Modes of a communication session may also be
determined based on organizational, system, or user selections at the beginning or during
an existing communication session.
[0034] According to one embodiment, the client applications provide a core of the
30  rights management solution. Client applications allow the user to access a rights
management feature prior to or during conversations. During a bootstrapping process,
client applications receive provisioning/rights management capability information from a
communications server (e.g. a UC server). When the conversation rights feature is

invoked, client applications communicate with the rights management server 234 to
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invoked, client applications communicate with the rights management server 234 to generate the
appropriate rights management keys for a conversation and to ensure that the real time messages
sent (e.g. the Real-time Transport Protocol "RTP" or Secure Real-time Transport Protocol "SRTP") are
encrypted with usage licenses. Client applications receiving the protected content contact the rights

managemegkreratet73doitdifiRte eenhRinagenias: kel Tonaneaesnnssane so Bights imanpgement
server 234 issues publishing licenses to client applications and enforces usage rights. When a client

application FEREHRS BRSHASERRY (&1 RAH-AMe DR RRReHaieiaed! iR & rigfhes PrsiEerld ' Rssion,
then the clienRdpyre PrédsETeSRAIS) ranagppRatGRIVgIags 4 andectigieathgpisagenicense. The

rights manatgeme_nt server 234 ma veri%/ that the client is authorized to 10access the content and

provide the FSEHANCESUQIRF LGRS SRIUASEE HABBSBAAURIVEH SHyRiedt IAAFIRSEEHXRE INvIIE

with appropiigishRigrigrdenanaled It denges eraghpiespapamienusee 22 aswesddipiiimjtiate a voice
be elevated to a video conference with white-boarding feature based on the capability

call, which ma f
of their clien 8857540 PR ABRIIFRIIARS ABR ETBHEERIASE dISNS oINRER GrClieR APRLISAHR: 15wishes to
add video andanfuterbaishiniecavebiitwiBasador thig paoges thR eergniipioaditsisession may be

modified to tpe %lgti-mode version aﬁiom ticallg or tg@user sele%ion. Firstly, th éoinin of the third
user may b& ANt HALELAHACE L NS TRRIENERLE MGt AARDRELEYF HRE HTRRR conversation.
If one or boliveiseserasldghant2hgaecited o Sonverselioy tivale chiratthiiureizewy not be
allowed to join unlﬁg\\sfa%OSBpecifi allﬁ/go rmitted b Ithe userif2§6 and 244 (the third lﬁ)]ser ma\}éﬁe
providtdl a BEESHRITS/AMAN %ri]é:r%( F‘%LH‘BH%S \RREIhe e 153856 GRS 4ANARE RBERIEEVGFihe
request to jofie)cifeecomdlyeiittareniNag PEE I Hpp roprumigicatiodssession may be recorded for later
retrieval purpos é geo recording, voice recordin hit ;oard captures, and so n\;@vﬁ{ch may be
assigned permisHBR 1N BB BALE SCSAB AT SAE IS TBRE Rl e i elion. For
example, thedpiieasie\ aledlaratinteof dhefeniiab voitewitrorboaidiniioiaanay ke ahorietesipatol tye
additional m ciﬁs, aiw &as anéreffords and attachmen slécreated fo. élrese Vetﬁh con\{ﬁr ation.
10036] The RIS U LGNSR L2 R BRLIGY APl A Tohab bacal G & hird G
15  wishes to add video and white-boarding capability. Based on this change, the
communication session may be modified to the multi-mode version automatically or by
user selection. Firstly, the joining of the third user may be allowed based on the assigned /
user selected rights attributes of the initial conversation. If one or both of users 236 and
244 declared the conversation private, the third user may not be allowed to join unless
20  specifically permitted by the users 236 and 244 (the third user may be provided a
busy/unavailable signal or put on hold while the users 236 and 244 are notified of the
request to join). Secondly, different aspects of the communication session may be
recorded for later retrieval purposes (video recording, voice recording, white-board
captures, and so on), which may be assigned permission attributes based on default or user
25  assigned rights to the conversation. For example, the “private” declaration of the initial
voice communication may be carried over to the additional modes, as well as any records
(and attachments) created to preserve the conversation.
[0036] The rights management restrictions may also be applied based on an
association of the different communication modes with particular people, groups, or
30 organizations. As discussed above, the rights may be adapted for each communication
mode being applied to different aspects of each communication mode (e.g. recordings of
video communication, attachments of emails, and similar aspects).
[0037] According to some embodiments content (e.g. media) and shared files at a

hosted sharing service may be escalated to a conference or similar communication
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association of the different communication modes with particular people, groups, or 30 organizations.
As discussed above, the rights may be adapted for each communication mode being applied to
different aspects of each communication mode (e.g. recordings of video communication, attachments
of emails, and similar aspects).  [0037] According to some embodiments content (e.g. media) and

shared filesjgichfsigtydtanasarsniAgHRAYBE eaaitier rartePriaientss ppfikailaseiRmmunication
implementing conversation rights. For example, if a conversation is applied restricted rights, shared

files associAl8RiitPPRL fBhFILAH WL BRIFBRVEEHEE WK dsnibs-dRRigH 4R $IBURG from the

conversatioreéeridti B il SfopCih enige (AR t/intssaaaerivddlag digmiatenay be applied statically
(e.g. as defined by the 5organizational %o_licies or %a user prior to a conversati_ong as mentioned

before, other typEOrvay RS detOHLEH BIA%HE fR)iadsirically ey R Ariaed i ation,

applicagon efdigiiation0me MR Ld R NewhhadeaslaeonechaseH )R ArmiaHaicesfore b type, etc.).
Moreover, applicability of the ri%hts management restrictions is not ljmited to communication

applications ¥y MAYAAI9E MIEIRMEMEHRSIS HiSheSes SEISCHOB A4INY 8W6RAMEBGHAiing, data sharing,
and so on, eppIRarientsfefdhe raronRUNRALiR RSN RacRkachesk datad esenmingsicitiomaobe utilized

by other applications like calendar applications, scheduling applications, word processin lications,
opreadsheeDRppHEarioMe! CREl 408 AR L RHSe SISO HAMABIE BB SRS SoBMeUTURS Hay be
local applicatanauprictistiasercagorisenloxanuigdhea eanirinsenen andacaessadeiaaugh a
15browser or simjlar application. Any rights based restrictions assigned to.documents (including
ccorciloe) BONERAE B3 r LR A CBridaRGAHIEH H o e RO e Ehah dosumants
are consumgehihetheato recortimgy)ie@tiomppplitaiieds\ 00X dpsHemigi cokepangiky of a system
implementing conversation rights management are endpoints that are capable of understanding and
gl Fo % TP L LR A TP BB Pt

complying H@%‘SH& RS 3BPCRBRAVRYRAORTIE %'QH&BB WEWSF&P&E Sﬁ(Nare) is incapable
of understaagpgaiorsniatyingsdpplicet ek canyessaioabligbtesthsusnansicitioay meydsniechl

i B T N RS L e BV = T

15  browser or similar application. Any rights based restrictions assigned to documents
(including recordings) generate by or associated with a conversation may be persisted
when such documents are consumed by the non-communication applications.

[0039] Essential components of a system implementing conversation rights
management are endpoints that are capable of understanding and complying with set

20  permissions for a conversation. If an endpoint (physical or software) is incapable of
understanding or complying with the set conversation rights, that endpoint may be denied
participation in the conversation or the rights management feature may be disabled
notifying subscribers that requested the rights.

[0040] FIG. 3 is an action diagram illustrating interactions between different

25  components of a communication system according to embodiments. According to an
example scenario, client application 352 for user 1 begins with obtaining a license or
certificate for a requested rights status from a rights management server 356 for a
conversation about to be initiated (358). Client application 352 then originates a SIP
INVITE that contains usage information relevant to the conversation rights (e.g.

30  encryption keys) to client application 354 of user 2 (360). These may be included as part
of a Session Description Protocol extension. Receiving client application 354 may ensure
that the INVITE is accepted only when appropriate mechanisms are in place to ensure the
conversation rights restriction(s) requested by user 1 can be enforced. If those

mechanisms are in place, client application 354 obtains right / decryption information
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[0040] FIG. 3 is an action diagram illustrating interactions between different 25 components of a
communication system according to embodiments. According to an example scenario, client
application 352 for user 1 begins with obtaining a license or certificate for a requested rights status
from a rights management server 356 for a conversation about to be initiated (358). Client application

352 then origimateghts PEnHYMHEnthahre ISENS 6D iEHPER IR R ARdR sheisanwersation rights
(e.g. 30encryption keys) to client _a?%glicatjon_354 of user 2 (360). These may be included as part of a

Session De&tripton PIRASEI 0 ,AUHNIBRPHEILAN itrf dREAY ap B EH9H ¥Ked B e tGhaMS Plhe INVITE

is accepted QibyWEE mesRarep HatR dae ehaslisfitaapa datidiac e HIStE e 48| RaNNG thatiequasiats
restriction(s) requested by user 1 can be enforced. If those mechanisms are in place, client application
HBRERSY

354 obtains4 R eRbIRAE SRMHIRH R hEORS FRSYAFHRRS server 356 (362). Client application

354 then sends ook ACAEBIgMASSSERVP 6l iBetaanblichlgRBSthéIoAkeFRisds MjNviedhytites
exchange of encryp tween the client applications 352 and, 354 facilitating the

d } .
e B R0 SO TP G LI Gt PR LR B Sl AP GERR ot shown

in the actiorz&g6UTBEheanaBEA STHRNHEGIEIRSHIS 0B PRHYDR escateindsapdifiedidnibnaltig
conversatioq&too following similar steps to agions Bﬁg, 360, 362, a&? 364. The restrictions may be
applied to ré2 FAMGLSH L GRYPPEY RSP (RSO SAERRIY ELAY b K Ph LSS EiER B9 dBRversation

(e.g. those cerigsaturing dkenangye sativrromeshianagdrrscatiastaionts dukiay dhecomyersation), as
onvelSaiol SHETVEABIS ok EHYEH b M AL AL LRSI s ot 0 GE A ace,
Restrictionsranaychgooetient segasatekafedntividuedeosanonentd(nastascoetriedrisaictients) of the
rocord of tn S RGCIEEH R AR AR ERIGETS G KB Tel (AR ESh O Donermore, a
special key coaycbsationipyefdriedhiahlisie tosidoatwetn tieothapplicativisghateyapreall capable of
resticions, INPBY 1 e TR AE NG oy P e NERBLReoE AL S BAES bR B moty
, ] r modify an
aspect ®f thmaomiscsatian (grthevadrto yepeeialke froay dyeinpleyetappitalich sosrgvessmbination).
B A SR Bl e gt modes o
incapable of handling the requested conversation rights restrictions, the originating client
application may reject the incapable client application or modify an aspect of the
conversation (e.g. revert to voice only from a voice and application sharing combination).
20 [0042] While many conversation rights restrictions and rules may be defined for
different modes of communication and communication related documents, some example
ones may include “off-the-record”, “private”, “restricted distribution”, “limited-time-
preservation”, and comparable ones.
[0043] In addition to conferencing based UC systems, conversation rights
25  management may also be applied to peer-to-peer communications. For example, in a
conversation employing CCCP, the protocol may be modified to inform the focus that
conversation rights are being applied. In such an example system, only leaders may be
enabled to apply conversation rights; once the rights are applied, they may apply directly
to the participants in the roster; and some rights may be disallowed when people join the
30  conference anonymously or through a system incapable of complying with the requested
rights (e.g. PSTN).
[0044] Moreover, in a conventional digital rights management scenario, rights are
applied and enforced to documents individually or in groups. In a system according to

embodiments, there are multiple physical endpoints and communication modalities. Thus,
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ones may include "off-the-record", "private”, "restricted distribution", "limited-timepreservation”, and
comparable ones. [0043] In addition to conferencing based UC systems, conversation rights 25
management may also be applied to peer-to-peer communications. For example, in a conversation
employing CCCP, the protocol may be modified to inform the focus that conversation rights are being

applied. In sugiha@nLpRTMREG ralReton0BlvalRRfREH IRV RS € BFRipthiaspRBlY sSNYeksatafidgights; once
the rights are applied, they may apply directly to the participants in the roster; and_ some rights may be

disallowed WRPHEBINIOYSH (R $5BRRAHEL AT LA SHNYPHARIYH W e ian TREPABRE of
complying viékifiee tied iestad dée is(R4b1 E Solhhuni dRsHHYe prskidal 2 sgviattianaltbaital rights

management scenario, rights are applied and enforced to documents individually or in groups. In a

system accHMBiFRY VS SH9BRTRORRSH EAR 57RA0 8Bl physical endpoints and communication

modalites. ThusjoeusihEadovdrirensistDscameisaiampinigstertResendifesnsh agpests of a
conversation may be employed. For.example, V'm‘h each applied con tion right, a manifest may be
[

le vers
defined thatERiFE0RS-A0 SR RHRS AT o SHrA R PHrR S BABSOIREN BTSN of the

conversatiorsst$cegiaienodataadileso Othdr[ff¥fh] ofresaiienslisenfigechscenainsuexamie systems,
conversation rights restrictions, and %?ﬁgigqgrationfé are for illustration pur.goses. Embodiments are not

restricted to1R98% 204 GHIALI B HAY H LR ML NG ARG AN HORHTORRRLEBI HhELRs, and
scenarios Mg Heeadn ushementing slesdessabien Higkits management in a similar manner using the

inciples described in. 10[0046] FIG. 4 illust hots (400 | interf

o e coMTARL R AR S A AT PR S SRS T erEQRAhation o
the user intetage aniacrgnshoh 46t mienfostibnsipptication prse s lompnanshdemdigioattitlieg a limitation
on embodiments. A communication application le of handling conversatjon rights may emplo
b v o e T s A e e
470 includes Grziphioaloepreissditations of covaifalplie o apphicatiomoapeids on Harlin§ icons such as
voice communication icon 472 and thqQse next to it. licatigns that may be relevant for recordings
oo other CBELSBOR A R DTS FEn e R s T et AT oM Rmaras
and casfiguratiofooptp mheesaciatatavs tbf uzeensrentidonvelsadiog {phicdh aagisgiiatiédoehferencing

th , d opti d b Iso be displ d [ 476)
i other for ARV, GO DTS R SRR oL TS 2o B ST PR A retion
rights (e.g. '@id-theseamxtct?) imaddpdi esentiest aleygevileatisting efdikngadicipanés @sdcibrid status

(G 0 e e e IR

configuration options associated with the current conversation (e.g. hanging up,

20  conferencing another user, sound options, and comparable ones) may also be displayed as
icons (e.g. icon 476) or in other forms. A textual (478) and/or graphic (480) warning
regarding a status of the conversation rights (e.g. “off-the-record””) may be presented along
with a listing of the participants and their status (radio buttons 482, 486 and icons 484,
488). In the example screenshot, icon 488 indicates that user “John Doe” is the one

25  requesting the conversation be “off-the-record”.

[0048] The user interface shown in screenshot 490 is a menu for selecting among
predefined permissions for an aspect of a conversation. Upon selecting a set permissions
command (492), the user may select among several tiers of permissions 494 such as no
restrictions, forwarding or reply restrictions, company confidential, company confidential

30  with read-only restriction (e.g. 496), divisional or departmental restrictions, and
comparable ones. Other example permission levels may include “Do not escalate to
conference”, “Do not record”, “Allow persons only”” (no conference rooms), “Restrict to

Fulltime Employees”, etc. A conversation may also be created without participants
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[0048] The user interface shown in screenshot 490 is a menu for selecting among predefined
permissions for an aspect of a conversation. Upon selecting a set permissions command (492), the
user may select among several tiers of permissions 494 such as no restrictions, forwarding or reply
restrictions, company confidential, company confidential 30with read-only restriction (e.g. 496),

divisional orgefartensehie stiptanteas chae TharaRl ppHicpataae seRiedRatarpstafistyRis may
include "Do not escalate to conference", "Do not record", "Allow persons only" (no conference rooms),

"Restrict to F§IRfhe Employees”, etc. A conversation may also be created without participants

according to sonfeoaglbediseeiierficd feleva ParicktntappRoatierosigapletiehastitigsions are set.
[0049] A user interface for a communication application capable of handling conversation rights may

include addROWAIGHRAETS, MM Bali Y SHAIHINal G ENYE Edahaay BrapsALelea1e §rapRical, color,

and otrer configerrion waieR g idiptolifateohbinchignplitiseseaiansorialRgng distergnagement
based restriﬁ}ions. 050] FIG. 5is an exahmple networkeg eéldironment, where embodiments may be
implementelHNRUABHEIRT HRERAAY LeMHH0R CRHLBRNC B GA TP EHAUaRSation rights management may

be implemented [((e580MEI6 xateieehpkencnerRedeidsaniens atBriQausbuaraiionigdhservice. The
platform may communicate it%client applications on individual,compyting devices such as a cellular
ine) plattoy " Bray e

phone 513, A'RHIEH’ B BIRY L O ES SR e VIERR MY 6'8&5%8%‘}9'?{&%«(5) 510.
[0051] As disanagetcnbavss badafiarnentst wkcaifanaiexaolagias /stoheas Worsseyiees samble

it ol AT LEA RO Ve ISR L0 S0P L) S i R AP USOHGES (8 g. & rogular
phone, a sniadhidedeompatirydevi@ssngh adesinhieptonsdes eidaptof aohipleecemmasmications.
D L e A AcE LB SR gl on eoch devce, acional
[0051] As discussed above, modern communication technologies such as UC
services enable subscribers to utilize a wide range of computing device and application
15  capabilities in conjunction with communication services. This means, a subscriber may
use one or more devices (e.g. a regular phone, a smart phone, a computer, a smart
automobile console, etc.) to facilitate communications. Depending on the capabilities of
each device and applications available on each device, additional services and
communication modes may be enabled.
20 [0052] Client devices 511 — 513 are used to facilitate communications through a
variety of modes between subscribers of the communication system. One or more of the
servers 518 may manage conversation rights based on default definitions or user selections
for currently used communication modes. Information associated with subscribers and
facilitating communications with conversation rights enforcement may be stored in one or
25  more data stores (e.g. data store 516), which may be managed by any one of the servers
518 or by database server 514.
[0053] Network(s) 510 may comprise any topology of servers, clients, Internet
service providers, and communication media. A system according to embodiments may
have a static or dynamic topology. Network(s) 510 may include a secure network such as
30 an enterprise network, an unsecure network such as a wireless open network, or the
Internet. Network(s) 510 may also coordinate communication over other networks such as
PSTN or cellular networks. Network(s) 510 provides communication between the nodes
described herein. By way of example, and not limitation, network(s) 510 may include

wireless media such as acoustic, RF, infrared and other wireless media.
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20[0052] Client devices 511 - 513 are used to facilitate communications through a variety of modes
between subscribers of the communication system. One or more of the servers 518 may manage
conversation rights based on default definitions or user selections for currently used communication
modes. Information associated with subscribers and facilitating communications with conversation

rights enforcemembBAWRSises #05g AIRRTGTECHAFGIRS (Co8. pIrcalions TR solvisss may be
managed by any one of the servers 518 or by database server 514.  [0053] Network(s) 510 may
comprise aﬁ)wmg%?%?{?éﬁt%ﬁ@ylHfé‘?ﬂ@%\é@@iﬁ%'%@fﬂ%%?&ﬂﬂqm%meéﬁ Thedia. A

system accoyinebivedpedimgittniaaxgemad statieeahoinamiadrniagyeriVadraikis 510 may include

a secure network such as 30an enterprise network, an unsecure network such as a wireless open

network, or #REYSEMHA Mo Ak 9] BMS ALY LRVBRASE ARlte RORRALRSELRS BOENBRS Refforks such
as PSTiN oresafviayr aigiMeatisnINeivdorkésh b sigeiles communication between the nodes described

herein. By way of example, and not limitatjon, network(s) 510 may include wjreless media such as
ncousic, RE. iiSPSB AP o R e SR O T AT B M A DTS B Sotmputing
devices, applisgfigisn dﬁ%ﬁﬂmwmmpdtﬁ@tiﬂﬁﬂm&iﬁﬁrﬁmmm?]b@mih@lﬂ@?}ﬂ@yﬁé tokimdplement a
communication system with conyersation rights management. Furthermore, the networke
environmentQeIRERAEEY WHRGCETERERE MitstBaioR B BB AL A BOIAERP U ot limited to the
5€Xa(rjnple a@;@éi@%mrmm m,folr g]’f@@@ﬁ%@ﬁon aB@@Eﬁhbélﬂaeﬁmmﬁ@%qmtmedmﬁaﬁ]@n are
inten to provide a Qrief, er scription.of a suitable computing environment in whic

oo RO B ST A T2 SO B L G gy eY B SV
computing epgiajiigeanvdiopmeIpaionan apntitaticaiascysingdaddnuhatlrreeistisridysuedsgnguch as
10 computing deyice 600. In a basic configuration, computin vice 600 m e a rights
manageme N LR Ao DA BB e PV G eI B A YRS e HPTELh uni o2
and systempreaseiygaitsGloanposisugateinax &80 ngay cyrarinclDdpeaditgy alitthefepeecessing units that
cooperate in executi rograms. Depending on the exact configuratio d type of puting device,
e ystem FEHEHSP AT 0 BE LTS SENIEE Fk B PN DA AL At Rash mormory.
etc.) arsom@uuhrabiRANg)) ndihetutile Eyriens REMEAASDHEIC|Istinctndemeanappisiraiiing system 605
suitable for controlling the operation.qf the.platfar uch as the WINDOWS O operating systems from
I CROSOF TR RO T BB WO e Ly G B RSB 1Y o inciude
one or more:GaftayHng enticetans sfitie ptaffoerauchmasitie AN W/ apsritiadasyappkcation 622,
and rights management module 624, %4%056 Communication aipplication 622 may be part of a

service that TREARAIERERRRLSERBRRUMSIGN PRI RSt AN ReR Wegﬁ%ﬁgﬁﬁe%ﬂ%%%s, servers,
and other degicasyRIghmNARAGRNERidNOsHAY S2AppRLaNansgdeiRps Roipsae mooyRESEIBN rights

20  communication application 622, and rights management module 624.

[0056] Communication application 622 may be part of a service that facilitates
communication through various modalities between client applications, servers, and other
devices. Rights management module 624 may manage and enforce conversation rights
associated with different communication modes and related documents as discussed

25  previously. Rights management module 624 and communication application 622 may be
separate applications or integral modules of a hosted service that provides enhanced
communication services to client applications/devices. This basic configuration is
illustrated in FIG. 6 by those components within dashed line 608.

[0057] Computing device 600 may have additional features or functionality. For

30 example, the computing device 600 may also include additional data storage devices
(removable and/or non-removable) such as, for example, magnetic disks, optical disks, or
tape. Such additional storage is illustrated in FIG. 6 by removable storage 609 and non-

removable storage 610. Computer readable storage media may include volatile and
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associated with different communication modes and related documents as discussed 25 previously.
Rights management module 624 and communication application 622 may be separate applications or
integral modules of a hosted service that provides enhanced communication services to client
applications/devices. This basic configuration is illustrated in FIG. 6 by those components within

dashed linerffp§oldfe’ tdarvaitng devicRARVdBRYRTE infldinaRb BRI Rt ABaeonality. For

30example, the computing device 600 may. also include additional data storage devices (removable

and/or non-FRFABYIR9N JU Riprage @l ibesmaian sYghat CUTIeHREaPI RN TaRR d&ich additional
storage is ilk1gicaiess IRrolrard RY eI GRIIR Gtared LR AN MRSy TEIROKIHGR SR 38R98 @0Gomputer

readable storaflfe media m%Y include volatile and nonvolatile, removable and non-removable media

implementedl'fhNANy"RINBRIGPEBAR BITHY fot! SRRl SrahROMRIAtE cadaRl e SR B Readable

instructions CdatpBHIUCHAHSS e RIOEHG MRS e fudes Al ersdriel RMEER, RAMORGIOA ErPROYRNIe storage
609 and non-removable storage 610 are all examples of computer readable storage media. 5
Computer OB BRI HERRE MG ER RIP Y moDhR o SIRANVE R CISEHRO) flbsh memory

or other mepingy dptabacieuxgs; Pdgrtic digtiatacraagifeiiskpe PN alcailrrseptigalostonage, magnetic
cassettes, magnetjc ta(ﬁe, mcfa%netic disk stOﬁ%ge o?{_sother m%%%?\tbc storage devices, or any other
medium whiPAREH GE A 46Vt M M QLIRS R LI PY G MSLEAEFRy computing
device 600.jAfyraaebneorHRh 1A ®adeblesstohga msdiagaayibe quart phyamhitagpigsice 600.
Computing device 600 may also have input device(s) 612 such as keyboard, mouse, pen, voice input
devicadoudFAIE SV TFRIR S RIS 56t DBt o bfa B TG B Repray.
speakers, palstetia@nihptineeviees) @l o sawigpsaniaynalze rmobidethpliheseice\imes are well
known in the art and need not be discussed at length here. 15[0058] Computing device 600 may also
contain con AU AGH BOHEERBHEDI D LOaGR e CE P Ran e LRGN cevioes 616,
such as ovespaakire] esinteelaindlother Wistslofedpomyuitaoneawiicomenicladate litedintedcesliular link,
and comparable mechanismg. Other Iievic S ?58 ma i%‘tﬁ? co ﬁ;(l)uter device(s) that execute
communicatlorNHRGHEE. TeRLt EheLacer Bf PoASF e L e B harable devices. 20
Comnignication {0058} cliom(s)timbcdts ivedexanp & wf comainuocaiion cagohacobosotitngicaé ehatmedia
can include therejp computer readable instructions, data structures, program modules, or other data in
o odiated NS A B B L BB R B G S ST R TR S ey TS0
information ithedidétyibuesti aompeitiegeiviconatedackatal Htgimk meahslar sigkadritabhaa@bk or more of
its characteristics set or nged in 25sych a manner as to encode information in the signal. By way of
example, arpaeﬁ%@msms. aﬁelggewces %i'é may Inc lag computer (Ciewce(s) fhapeRetlite
communication applications, other directory or policy servers, and comparable devices.
20  Communication connection(s) 616 is one example of communication media.
Communication media can include therein computer readable instructions, data structures,
program modules, or other data in a modulated data signal, such as a carrier wave or other
transport mechanism, and includes any information delivery media. The term “modulated
data signal” means a signal that has one or more of its characteristics set or changed in
25  such a manner as to encode information in the signal. By way of example, and not
limitation, communication media includes wired media such as a wired network or direct-
wired connection, and wireless media such as acoustic, RF, infrared and other wireless
media.
[0059] Example embodiments also include methods. These methods can be
30 implemented in any number of ways, including the structures described in this document.
One such way is by machine operations, of devices of the type described in this document.
[0060] Another optional way is for one or more of the individual operations of the

methods to be performed in conjunction with one or more human operators performing
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limitation, communication media includes wired media such as a wired network or direct-wired
connection, and wireless media such as acoustic, RE, infrared and other wireless media. [0059]
Example embodiments also include methods. These methods can be 30implemented in any number of
ways, including the structures described in this document. One such way is by machine operations, of

devices of thentgperdeschilnfsnpbiaeREeAbt be (SNBEAANAHIS eI IOM WaY dadetanpeor more of
the individual operations of the methods to be performed in conjunction with one or more human

operators paRYrHIHL? SAHNg AL OeTRHDR 3 PRries el iBe TRBFAR collocated with each other, but each

can be only with @epeFFI® thafuee it 3oyiedTEANRidhenFRIPiEess 7I0P6INaHagiRd!lustrates a logic
flow diagram for process, 700 of managing canversation rights in a communication system according to

embodimentQMBTGEHSS HEBIS A O AYSICA AR S LA B AR S FMARRERRHSsy SibrsthdYacilitates
multiples comiy bicatiprRimetasas ptpOsd ypesss R meginsvih easitdies MiRipMere a request is

received from a client a,gglicat'on for creating or modifying conversation rights for a new conversation
or an existirfidCIHUEFELRBM9SfS request may pertain to the entire conversation or a portion 100f it (.g.

certain modes, SEe62LPropeRES begiagieftnepéamporalavtion)addqieer ainrelvél frjaied
communicatign modes and/g(? components are determined, es{g)gigglly if the request is for a portion of
| u

the convers3HidH 2PRLAL RHIOHCEBHNS: Y BPL BN SO AR HE SHOLRRYUABRLACGHly the
same requegiedigipigicinnsiatihie relateshiretesy componems entidendmicripiply shasititrey are to

e TN L
requesting dii@)ielpplicesiom(@igatmicptienakeys) wonfionting dhe dutoemissespetidjdntae
management request and praviding the requesting client application with a tool tg enforce those
restictons. R4 BULFalarF PRGBS B TEec DE AT HET e PR AR SO0 . doorypion
keys) by a facicipardezidivn sarbaran\@isigtine savhialrdquastduanestriztioivetd the related modes /
components and how to apply those if they are to be applied (for example, recording
15  restrictions may be applied differently to voice conversations than to email exchanges).

[0063] At operation 730, a license / certificate may be provided to the requesting
client application (e.g. encryption keys) confirming the acceptance of the rights
management request and providing the requesting client application with a tool to enforce
those restrictions. At operation 740, a request may be received for the license / certificate

20  (e.g. decryption keys) by a participant of the same conversation, which may have received
an invite message from the original client application. According to some embodiments,
the rights management server may confirm that the participant client application is capable
of enforcing the conversation rights and/or is a trusted application, before providing the
license / certificate, which enables the participant client application to exchange messages

25  with the original client application and facilitate the conversation while enforcing the
rights requested by the original client application.

[0064] The operations included in process 700 are for illustration purposes. A
communication service for managing conversation rights may be implemented by similar
processes with fewer or additional steps, as well as in different order of operations using

30  the principles described herein.

[0065] The above specification, examples and data provide a complete description of
the manufacture and use of the composition of the embodiments. Although the subject
matter has been described in language specific to structural features and/or methodological

acts, it is to be understood that the subject matter defined in the appended claims is not
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an invite message from the original client application. According to some embodiments, the rights
management server may confirm that the participant client application is capable of enforcing the
conversation rights and/or is a trusted application, before providing the license / certificate, which
enables the participant client application to exchange messages 25with the original client application

and facilitatpdbsaeiny ainatanovhderefftciasihe ophtseadasterhbyderipenaheligrtaRplication.
[0064] The gperations included in process 700 are for illustration purposes. A communication service

for managinGXBrRsAdaActs it ddrhgPoua s idisrlnted 3 2XamRple frans dunlpmeatid B additional
steps, as welhpsdardiféaipadiategs of operations using 30the principles described herein.  [0065] The
above specification, examples and data provide a complete description of the manufacture and use of
the composition of the embodiments. Although the subject matter has been described in language
specific to structural features and/or methodological acts, it is to be understood that the subject matter
defined in the appended claims is not necessarily limited to the specific features or acts described
above. Rather, the specific features and acts described above are disclosed as example forms of
implementing the claims and embodiments. What is claimed is: 1. A method to be executed in a
computing device for implementing conversation rights management, the method comprising:
5receiving a request for creating a conversation rights based restriction for a communication session
at a rights management server; providing a license to a requesting first client application;

receiving another request from a second client application for the license, the second client application
being invited to participate in the communication session 10with the first client application;

providing the license to the second client application in response to confirming the second client
application is a trusted application and is capable of enforcing the conversation rights based restriction
for the communication session; notifying a third application of a denial to the license upon detecting
the
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15third application having a disabled rights management feature; and facilitating the communication
session between the first and the second client applications according to organizational, system, and
user selected parameters associated with quality and quantity aspects of the communication session
including at least one from a set of: a video resolution, a voice quality, and attachable document
20limitations. 2. The method of claim 1, wherein the license is at least one encryption key for use
by the first and second client applications to encrypt and decrypt messages exchanged during the
communicalfiPREissiIMed 1S3 The method of claim 1, wherein the request for creating conversation

rights 25based resfrictionAspiegrives 5 extioneepoid tonaipsniedeliibeforaripteamiingnication session
is initiated and during the communication session, and wherein the conversation rights based

restriction iSAPYAISHY A98ENBARIFYRTL LEBFLPALURRHIY ¥ the communication session, a record

associged with the commgiiRahiga FRRRIIToRBE&IHGALIDAEraasaTiaiRes ik dhestasiafieation
session. 304.The method of claim 1, further comprisin receiving a further request from one of

the first appiRHN AU IR SSEIGA ARIRESIANR %Sﬂ%ﬂﬁgbonversation rights based restriction; and

providing a modified licens@ihg dereassingaarplieiianfirst thengipleshnbdeiaim 1, wherein the
communication session is escalated from one of stored content and shared daﬁa}t% Hagré the conversation

rights based restriction ad§6 A fEHANIShE LRI ASErPRd LB APRIRHL: &S Fstored
content andiisésgeshdaigsrirapp Ndaitntbeig@inviteaicatianishestan thesoamigtcdon bessiwthod of claim

1, Whelr(?in tpv?thc%nevslgtaéhoerh {ié]php}ﬁc%%(s)ﬁfj restriction is
providing the license to the second client application in response to
confirming the second client application is a trusted application and is capable of
enforcing the conversation rights based restriction for the communication session;
notifying a third application of a denial to the license upon detecting the
15 third application having a disabled rights management feature; and
facilitating the communication session between the first and the second
client applications according to organizational, system, and user selected parameters
associated with quality and quantity aspects of the communication session including at
least one from a set of: a video resolution, a voice quality, and attachable document
20  limitations.

2. The method of claim 1, wherein the license is at least one encryption key
for use by the first and second client applications to encrypt and decrypt messages
exchanged during the communication session.

3. The method of claim 1, wherein the request for creating conversation rights

25  based restriction is received at a time point that is one of: before the communication
session is initiated and during the communication session, and wherein the conversation
rights based restriction is applied to at least one from a set of: a recording of the
communication session, a record associated with the communication session, and a
document associated with the communication session.

30 4. The method of claim 1, further comprising:

receiving a further request from one of the first application and the second
application to modify the conversation rights based restriction; and

providing a modified license to the requesting application.
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employed to determine at least one from a set of: whether a user is permitted to join the
communication session, whether the communication session is permitted to be recorded, access
permissions for at least one from a set of: a recording of the communication session, a record
associated with the communication session, and a document associated 10with the communication

session. 7. Thgmethquhohlaioy bf WRRFEIN MR repHRY SahphUREisoRases e sristigmtigiapplied to a
document associated with the communjcation session such that the restriction i%f)ersisted when the

document iS"OFMSNRRIFIN Y AR A SARCERORTApHIR HiforP AR SR §A7e LBRBEIR N ord

processing agplieatoyith IneaAsneaicanplicatison asHppIRsERtEohaRplitaiatorteatendaring
application, a scheduliﬁggﬁ)plicaﬂon, and an image processing application. 8. The method of claim

1, wherein tHE'ESHAMS I8 DU FALENS SN GAAEREN session including at least one

from a set of: a voige commeRieiRnofclAfiRa CaRENRiNeationyarvufita-hgeibageaassiactendata
sharing session, an at%p])(gé:ation ZOsrarin session, an ig_st%nt messagir_lg session, and.an email

exchange. EMRIOXGCLIAARIHRIGE ALiFASS ONhERSHARR REVRSIR SHURTHS REHRMEA QRIS defined

for one modg@hibeicaBMsERKaHONIRESE eNeadthanpliestith 38ssiofespermitied TheemeibrrR®f claim 1,
wherein the conversation righis bai%% restriction includes one from ? ﬁ&et of: "off-the-record", "private”,

"restricted ASHBUBBITISHYTRALERTEPTE HOMFotsieinA recard hAOMAECal8hpany
confidential sa4ioie ack«vohy estiteiten with shaludihon ueRiiiaddssidivisiad 3, dodsifibotigRdeatagted to

department", "do not escalate to conference", "do not record", "allow persons only", "restrict to fulltime
emplo&es“‘,’v

dh@iﬁﬂf@@ﬁ%@t&@é@ﬁ%n". 11. The method of claim 1, wherein the license is an

encryption key, and, 30 wiTgtsinedide astctiie madecadithib € oonvursadatiaiyhessiesdanstradtionst one
document assqgcigted with the communication session are.encrypted. using the encryption key during
i ik gt

an exchang®BUARABA RAHEBAASHF HEL YN IR RN Bl MsaUghsessiops HEHL stem for
implementirig grsiges ailen tghis comeagBroemuithel $ystarorcoonnriaitigation agplioatigunication server

figured to facjlitate multi-modal ications bet dpoints af th - & right
managemelRUUN CURTBRAFO0T & Word DB BHCH Pl L7 & BIHALn response

to a rerfueshpiespmtation application, a calendaring application, a scheduling application, and an image
processing application.
8. The method of claim 1, wherein the communication session is a multi-
modal communication session including at least one from a set of: a voice communication,
a video communication, a white-boarding session, a data sharing session, an application
20  sharing session, an instant messaging session, and an email exchange.
9. The method of claim 8, wherein the conversation rights based restriction is
defined for one mode of the communication session and applied to all modes.
10.  The method of claim 1, wherein the conversation rights based restriction
includes one from a set of: “off-the-record”, “private”, “restricted distribution”, “do not
25  forward”, “do not reply”, “company confidential”, “company confidential with read-only
restriction”, “distribution restricted to division”, “distribution restricted to department”,
“do not escalate to conference”, “do not record”, “allow persons only”, “restrict to fulltime
employees”, and “limited time preservation”.
11.  The method of claim 1, wherein the license is an encryption key, and
30  wherein at least one mode of the communication session and at least one document
associated with the communication session are encrypted using the encryption key during
an exchange between participants in the communication session.
12. A communication system for implementing conversation rights

management, the system comprising:
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5the first endpoint; receive a request from a second endpoint prompted by an invite sent by the
first endpoint to the second endpoint; determine if the second endpoint is a trusted endpoint
and capable of enforcing conversation rights requested by the first endpoint; and 10if so:

specify recording restrictions separately in a multi-modal communication session for components of

the multi-modal cogypmnieAiiERi 66 SeI08r iBsHine e das rak ralatethdeaupenisiieafsnited through
the encrypted messages; 15insert recording restrictions in decryption information enforced on the

encrypted nSBEREENIRANTS Of e YSIAR the decryption information to a second endpoint such that

the encrypted mesgeagas aiereyehrAgsshretyseeiiRel fisst and second endpoints to facilitate the
multi-modal communication session; 20else: Igrovide an error mess%ge to the second endpoint

preventing the second enffSIHE RBENS¥RHEAER i TS SRC PSRN FFSRABST L2 adiepest Tl The
systemsof clafiis? endgiein the first and the second endpoints communicate with the rights

management server employing Session Initiation Protoco] 25(SIP), and wherein the encrypted
messages are exchange(feggi PRSI LR SR UL Y %&W?gmﬂ|Hﬁ'ﬁéﬁrﬂ-ttpyéhfaransport

Protocol (RTir: endpbtht thensystemiaelgsmtl 3, wherein the conversation rights information is
exchanged between the fifst en%pgi:g , the second endpoint, and the rights m(ima %me t server
: GRTRE

employing Session DescfiHoH ISP ARAILS WRIERAB attempting to

join the mulsnfopciabcommisatistiagHsitdncened sy ehe Binpriogoivithaiite applied conversation rights is
denieg@ccess. 15. The system of claim 12, wherein the second endpoint is determined to be a
trusteaendpoint through ufrentication by a trust server of the communication system. 16.The system

of claim 12, wherein the multi-mogiatifgrureriegtiestik toesiegparately in a multi-modal
communication session for components of the multi-modal communication
session including modes and related documents transmitted through the encrypted
messages;
15 insert recording restrictions in decryption information enforced on
the encrypted messages; and
provide the decryption information to a second endpoint such that
the encrypted messages are exchanged between the first and second endpoints to
facilitate the multi-modal communication session;
20 else:
provide an error message to the second endpoint preventing the
second endpoint from joining the multi-modal communication session.

13.  The system of claim 12, wherein the first and the second endpoints
communicate with the rights management server employing Session Initiation Protocol

25  (SIP), and wherein the encrypted messages are exchanged between the first and the second
endpoints employing Real-time Transport Protocol (RTP).

14.  The system of claim 13, wherein the conversation rights information is
exchanged between the first endpoint, the second endpoint, and the rights management
server employing Session Description Protocol (SDP) extensions, and wherein an endpoint

30 attempting to join the multi-modal communication but incapable of complying with the
applied conversation rights is denied access.

15.  The system of claim 12, wherein the second endpoint is determined to be a

trusted endpoint through authentication by a trust server of the communication system.
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without participants and relevant participants are added following an implementation of the
conversation rights to the multi-modal communication, and wherein a conversation rights feature not
implementable by one of the first and second endpoints is disabled. 517.A computer-readable memory
device with instructions stored thereon for managing conversation rights through a multi-modal

communication appgcationyhgJReiroedRim AQMPASIEE: the multi-rAbRMIEDA M UsFesHdIeIiaseatecenable a
user to initiate a communication session by selecting at least one communication mode, wherein the

user is furth&HBAUHEH ¢ HF SRHES i RarisiRan s Greadeied Lol invind BrimRl rieeigH ¥k eEion:

obtaining atilpasirReeaIsHYRIINE theldipn e Mebis cornAaacaaoh seiveiiersia erunoyed:fen enforcing
the specified conversation ri_gehts status on the communication session; aﬁgiﬁggyi%airecording

restrictions SO R 0T TEBIARATCLIBN Qe gighe HES, shipeerRa fAblstation session

includirgy modes and. relajg@singutgientgiable menitRiifiingcandthensammidusisatantpaebagben of a
denial to the at least one ené%ﬁ#)tiqn ke\@g on determiningﬁLhe other communication application having

a disabled MG EYVATEHTGR ANE AG A IHAROIALSYRGU IR B AR IEBHA ication

application @ tneiuchiogdshpasileast one encryption key upon determining the other communication
application having an enabled Ji{g{;hts manﬁﬁ%ﬂnent feat on receiving a successful

acceptance message from Y& 8t &r'E6M ?6&&8&?5;[%&?85}9&5&@6@%%”& IMication session

by exchangipesioe ssages Bngattast viid dhemt esi ammeds wptasinkel; Refasifiiediag dhebled
comméjgication session accordin%t(mganizat'onzhl, sgsstem, and user selected parameters associated
| f RidaRS

with goality Qrﬁ??ﬁﬁ n?iﬁ?%?fé@t@ R @gwbq‘?ﬁ'ﬁ@lﬁﬁﬁﬁ@%t least one from a set of: a

video resolution, a voice qbglihingadlsitaonaliccagelomesy liroitationgitenfataietne seserding
restrictions on the com unic?ét)ion seEsion. Sﬁ(%ja.The com§uter-readable memory device of claim 17,

wherein the @o‘?%@% R PRLRLS|BY e RRP 58@\’3@% r%%?ﬁrﬁ%éé{'ﬂo es{}g %‘f'ﬂﬁ%}'%ereina

portion of apgdigatyle conversation rights are disabled based on capabilities of participating endpoints.
specifying recording restrictions separately in the communication session

15  for components of the communication session including modes and related documents;

notifying another communication application of a denial to the at least one
encryption key upon determining the other communication application having a disabled
rights management feature;

sending an invite message to the other communication application

20 including the at least one encryption key upon determining the other communication

application having an enabled rights management feature;

upon receiving a successful acceptance message from the other
communication application, facilitating the communication session by exchanging
messages encrypted with the at least one encryption key;

25 facilitating the communication session according to organizational, system,
and user selected parameters associated with quality and quantity aspects of the
communication session including at least one from a set of: a video resolution, a voice
quality, and attachable document limitations;

enforcing the recording restrictions on the communication session.

30 18.  The computer-readable memory device of claim 17, wherein the
communication session is held in a peer-to-peer communication system, and wherein a
portion of applicable conversation rights are disabled based on capabilities of participating

endpoints.
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19. The computer-readable memory device of claim 17, wherein the user interface is further configured
to display a conversation rights status of an active communication session and to enable the user to
modify the conversation rights status of an active communication session without interrupting the
communication session 5employing at least one of a graphical scheme and a color scheme. 20.

The computer-readable medissnpherimaddse RRiacHidyRRAUT ARRME, camsaiRaierusight, a schema

is defined introducing applicable communication modes, physical endpoints, duration of the
communica{mﬁr%ﬁ)ﬂ{rg}% canfigured fodisplay a conversation rights status of an active

communication session and to enable the user to modify the conversation rights status of
an active communication session without interrupting the communication session
5 employing at least one of a graphical scheme and a color scheme.
20.  The computer-readable medium of claim 17, wherein with each applied
conversation right, a schema is defined introducing applicable communication modes,

physical endpoints, duration of the communication session, and associated data.
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