WO 2005/ 013180 PCT/ US2004/ 023580 DI G TAL

AUTHENTI CATI ON OVER ACOUSTI C CHANNEL BACKGROUND Field
w@boosoviaed i on [ 0001] The invention generally rRCHUSH04/623580

aut hentication, and nore particularly to digital

aut hori zation of entities using sound. Description of

the Rel BIEfTALIAURPINTIEATIOND YERAOOUS FHCEH AL

commerce, use of public comunication infrastructure,

such as the Internet, to access various secure

net wor ks, systens and/ or has al so grown.
For exanple, users may gain %t:g%?éé@@ﬁoanks (online or
IBleldaflormtioe tell er machines (ATM), a private

network such as an intranet, a secure server or
[0001] dat abé@?@ inyauiion ersrpldy relates tg antheptication, andtmpse lpaytigplayly to digital

infrastructure by digital
g%l Ona fica fleglﬁﬁg %{b b%wever with the introduction
of a systen1of communi cat i on mherein face-to- face

ontact is. no 0ossj bl e, opportunities for fraudul ent
@%&M@aﬁﬁéﬁﬂ i 4 s have increased.
[0002) M SappyAR Elﬁg@wﬂ gﬁé'lédtltoém' & c@ 2945t Qb1 BRIARS Bion
may cause dahage to I VI s, orga |zat|ons or

dufrestrueturd, su@sas thODBdheT m mwezanommumbmetwc&kis agstesms and/or
var CUri t%ﬁsch s ha\fe been devel

FRPHEYRREER o R T St UGS P ESQLAFCERAD bEplsontine or by

aMtdneticaltbr @ichink® §A’FME)) dipYioBte I BRTR sucllqéeantlﬁﬁ'gﬁélt GRcure server
for user authentication and access control can

iorgpiehesat &/ aotier Virtend 95 vVaio detwgeln EYRIN) oxprdewblie s:orgnmmcatlon
ARerht 8{&? X’Eg[tgl au eﬂgb%ﬂ)‘ﬁ access code is

erlo Ica enera I'Spl ayed to a user. Typically,

[0003] t he ad®eseradeh the igeitRcades 4 R topim@iicdtionwitadin face-to-
is based on a secure information and the current tine.
TAE qoaEet isdiof prsible, egperudfiasdor pdulanher wrauphosizeq access have

3hGPisBY. eﬂh%‘&gﬁ%ﬁa&gq&erﬁg){ BAhO AR CF %mt) Cé?iggé]mzi a%g’@gamage to

syst ens I'S required cce
Tmrbsmlualy,pngamiatwaysteuhsramaeknom as the two- factor
aut henti cation. Two:f or authentication is

ct
(00041 £ i ¢ o\ O YSRE BRRugRP A2 SR eS8 PR hay peen developed
eX a8mlyisb 6t etnﬁtsﬁiﬁentﬁ‘ﬂﬁu@l@ Eﬂlhhﬁg)nt}hﬁfthorﬁeﬂ %ﬁﬁtlé%rh‘i’e‘!‘@wen access.

such as the password. Because both pieces of
|Qﬁed¢¢mq1@rfoamr authenticatiomandwsness caneolzanbe nr,npk)m@dﬂ)y a

h f e
R BRI AR g ool B e GG Pl Uy A W B0
@Hﬁb&ﬁillw@nbﬁthd diS18yEd Whivker. TypRIKBY, tBS actesscdddeeslgenerated from

above may prevent unauthorized access, it is

@h pleoridyRehah ichased on 3 spcarminéermeian and (hesHrent titpe hThe user is then
PR B e R s M LR, " Ccocs

[0005] code. Ih sorOs IR, @ pAdBrPETAdSROEIAd/d8 FaBiaccess. These types of
systems are known as the two-factor authentication. Two-factor authentication is
typically based on something that a user has, for example the token, and something that
a user knows, such as the password. Because both pieces of information are used to
authenticate a user, systems implementing the two-factor authentication may be less
susceptible to attacks than a single-factor authentication.

[0006] While a token as described above may prevent unauthorized access, it is

cumbersome because users must manually enter each access code during each access.

Also, errors are more likely to occur due to the manual input of the access code. In



2 sonme systens, a user is required to input the access
code nore than once during each access, which
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a converter coupled to the processor, configured to
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G L BSOS o R i o
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code using the cryptographic key; a converter coupled to the processor, configured to
convert the access code into multiple tones encoded with the access code; and an audio
output unit configured to output the multiple tones encoded with the access code for
authentication; wherein the converter may comprise a binary phase shift keying (BPSK)
module configured to generate multiple parallel BPSK symbols; and wherein the
processor is configured to convert the BPSK symbols into multiple tones using the
LUT.



3 [0011] In still another enbodi nent, a nethod for use
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generating an access code using the cryptographic
key; generating nultiple parallel BPSK synbols based
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[0014]

coupl ed to the converter, conflgured to output the
Omptips @storsge sedivgo denfigniredtoskase a sexpsessaptielkey; @processor
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a crypt ogr aphi c key generating an access code using
§I§ Iquglea pmftgured to perform IFFT on the repeated BPSK symbols to

generate code symbols; and an up-converter coupled to the IFFT module, configured to
modulate the code symbols into the multiple tones encoded with the access code.

In yet another embodiment, a method for use in authentication may
comprise storing a cryptographic key; generating an access code using the cryptographic

key; generating multiple parallel binary phase shift keying (BPSK) symbols based upon
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the access code 1s verified. Also, the FET module may convert the multiple tones into
repeated sets of BPSK symbols and generate a selected set of BPSK symbols; wherein
the BPSK module converts the selected set of BPSK symbols.

In still another embodiment, a method for use in verification may
comprise receiving multiple tones encoded with an access code; generating multiple

paralle]l BPSK symbols from the multiple tones; converting the BPSK symbols into an



[0017] In still another enbodi nent, a nethod for use
in verification may conprise receiving nultiple tones
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paral | el BPSK synbols fromihe nultiple tones;
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(rg;tener ati ngBa sel ected set of BPSK synbols from the

h‘b’@ﬁ?@ SK sypipelst and whereiyperformingdhe BPRKsgmprigesgpgKerting
RISERSEATHESK Dol 1o SR G0 ABhcRlgianrhs
gerfbnmmfg nlae FFfEnﬁl?Eompmse:mnvemmg tleOFRAAT dyintbgl 4 i ﬂeﬁé%{fed sets of

TiiEr B BRIol WHGT e o8 i ListoAort SRyl comprses
GERBidSHRe BIRIE §ihbils FrBﬁlecﬁe ?é’p@ﬁe& X80 8f hrdd BRK IQﬁnbols to

repeated sets of” three BPSK synbols to generate the
geh@ateehle scdectest seBPSRPSK: sipmbels. Alltteatanaelwm@mnng the FFT may
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described in detail with reference to the foll ow ng

drawi ngs i n which Ilke reference nunerals refer to

li ke el ements, wWEREH ?@B%ﬁloﬁ Qgrg{@ DRASWINGS system

for digital authenti cation over an acoustic channel ;

[0021] Figure 2 shows an exanpl e enbodi nent of a

t oken;V4riod2 2inbédigenes vallde alescridnad éxdetpil evithnrfedinoe tit the following

B hich (e Bkerendhilbre S R o ke SRR whEtelt

Figure 1 shows a system for digital authentication over an acoustic channel;

Figure 2 shows an example embodiment of a token;

Figure 3 shows an example embodiment of a verifier;

Figure 4 shows an example method for digital authentication using an acoustic
channel;

Figure 5A and 5B show examples of BPSK symbols;

Figure 5C shows an example of a LUT;



channel ; [0024] Figure 5A and 5B show exanpl es of BPSK
synbol s; [0025] Figure 5C shows an exanple of a LUT,
wO@D0R00HA013180 PCT/ US2004/ 023580 6 [0026] Fi BCEF/ESH04/023580

shows an exanple nethod for6digital verification using

an acoustic channel; [0027] Figure 7A and 7B show

[0026] €XanplFEsuet sABwOhh Stdle fn%ﬁx%ﬁtf&ddi%%lSleﬁficﬁf:o%ﬁsﬁ%rﬂﬂoicﬁustic

and a recovered repeated sets of BPSK synbol s; [0028]
Fhepnel 7C and 7D show exanpl es of sel ected set of BPSK

synbols; 029]-JFi,aure 8 sho anot her exanpl e

100271 o0 iR b%fan 7335%‘@?% e 2“6]"\%‘ gHipwakren Lol o BRYK symbols
exaaRb@verihestaiedsedio@BPSK syuitbant i cati on using an
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[0030] an ac igire © show adther [eRABPE nhdthivd for dirita hawSendiattorausiigLan
enbodi nent of a receiver; [0034] Figure 13 shows an
AROHSHECOYMS6di ment of a receiver; and [0035] Figure

0031 beral EQE%&QDE%%RI PTW%IOE%%%]ly%gnﬁegbrﬂatwgl,gﬁ%lnl%g‘gﬁ%ﬁ%% s an
drastioshahngke t he acoustic channel for digital
aut hent i cat i a user. or _entity. In.the.follow ng,.
100321 Goccr Heiie LR Ip D Rhe GlielFrEnip ssmyior diesafpusbiion over
thaE6usEb chaxder;st andi ng of the enbodi nents. However, it
will be understood by one of ordinary skill in the

[0033] art t Adgure A2 skotsorf eremple eraodimeprad @trbesd®r; wi t hout
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shown i ['oc lagrans I'n scure the
[0035] enbodiFi@nt $4ArndN4BcRSS @kymplethaiudifgs foNa edkaar

i nstances, well- known circuits, structures and

techni ques may be shown in detail in order to better

expl ain the enbodinentq%Efgﬁﬁéi STRaprions noted that
i be

the enbodi ments may be descr as a process which is
depicted as a flowhart, a flow diagram a structure

di | ok _di Al t hough a fl owchart.
10036] Goacy LY TpRrh A hened we oA OPalc SYRBESLE Lkl

ahthbAgcatiBR BF AL B8 effAY. h@m@%ﬁ&ﬁﬂg %écﬁpﬂ@ﬁ,@bé&fic BEtails are given
concurrently. In addition, the order of the

tppioaidedriborpigh bedersiandingeigbe embodimsotss laveeves imvitbhee d
\ﬁdﬂgé}séosé b9 R&E &t érgpnséryasrlgll in the art that the embodiments may be practiced
without these specific detail. For example, circuits may be shown in block diagrams in
order not to obscure the embodiments in unnecessary details. In other instances, well-
known circuits, structures and techniques may be shown in detail in order to better
explain the embodiments.

[0037] Also, it is noted that the embodiments may be described as a process which is
depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are
completed. A process may correspond to a method, a function, a procedure, a

subroutine, a subprogram, etc. When a process corresponds to a function, its



conpl eted. A process may correspond to a nethod, a
function, a procedure, a subroutine, a subprogram
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corresponds to a return of the function to the calling
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More particularly, nulti-carrier nodulation is used to
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of a network %S%st em or application. Therefore user

mHlaplaperalgl BRSK aymbels arpegenerated (4aihegedsmmn theaccess code, and
%éﬁf"ﬁé%gmﬁ con&ied (ﬁ%) hfEmu ?fér t89<£°§068&:§c}]edt\ﬁ1éh the access code

cryptogr ey is used ‘at verifier
asiing dret LHEt iMme peoicekdtycthe pRG&GEIm BT theraecess sbdeis eﬁdfbded into
t ransmttin

exanpl.e. met hod, 400 f an ac ss co

GRS B et L1 chapdih it e My B SGMYeBied Tu o to paralll,
RREMQIVE ity ﬁuﬁ@l@ﬁaﬁ@&'cb&@@rﬁ’&bl HPSICHAFSR] 1ﬁR)d1%ult§Ie hparallel
generated (410) by processor d using a cryptogr e
IBEPK. ssimelyads fanéegnverted into multlple tones using the LUT. Alternatively, the
encoded bit stream may be interleaved, BPSK mapped and then converted from serial to
parallel into multiple parallel BPSK symbols for conversion into multiple tones. Still
alternatively, the encoded bit stream may be interleaved, and then converted from serial
to paralle] into multiple parallel code symbols for BPSK processing. Here, the

cryptographic key and the LUT may be stored in storage medium 210, and processor



mul tiple parallel BPSK synbols are generated (420)
based upon the access code, and the BPSK synbols are

waeowsoriied (430) into nultiple tones encoded wWeeTUS1064/023580

[0054]

[0055]

[0056]

[0057]

access code wusing the LUT13More particularly, the bit
stream of the access code is encoded into encoded bit

PR co-ﬁb&“t BRABPEIM s fihbolS 1t6 8P HRMpR 0K 'il\éﬁ'gttﬁéij%red in
seri al parallel, "interleaved into multip

Faragd Ieﬁdlumd?ems Jik andtipleisies sagnsled withtthe mspr:ss cmde is then output

I nbol s, and converted into nmultiple
Rﬂ@sfloﬁzéuthent]?ﬁm%{w AI ternatively, the encoded bit

stream may M@rel pattuleBy 8@, L BPSpreeppeidtedns nta!p&ne BPSK symbols
converted fromserial to parallel into multip

paiolepignatesbtores s amplss cachparicy]as fequpess ol iBlPSEﬂ gymbols may
tb%riﬁ : %& hﬁag gl)ﬁ%rpggai @Leyof Vtaﬁguseﬁﬁﬁ%ﬁg L. ’fﬁér@fwé trather than

en converted fromseria
gmrfahhmg IFRT on MHSK glmqu)saairﬁl medul astogieths YJRIO$ Enbods, IRPSKT

eyt e BPSE wibelsofigly HBuPODAS It pr ocessor VO

2005/ 01318Gy BGrhé E’L%%Q@iﬁqu 30 &%anéére@é&r%f'a&&%?s@odé e BPSK
BPSK synbol's into the nul'tiple tones using the

symbels arqrepeated a spdeqtedinumbez b tiniEh befiord ¢Qn[§blem’g¢hf:eBPSK symbols.

TR i BGRB8 Stk F BB St intgrhplefle tones.

[Figure 3AcH |58 hdwh @n BREmpIR&F BRSO3 6D b repddt€l BPSK symbols into
desi gnated tones. For exanple, each particul ar

SEHBNIBLNE GneBPRSIYIHE 8l ssqurage ohRP N spabola {81 hip10} shown in
t
%@%Jr@ ?%?g%trog { ﬂg ?P? as:’?%ﬂo?su I?}fnf‘ 'ndOa ?(Il):'f_alrg 9%3%%&%&%% into repeated

QBﬁI@kﬁnma{(Dmﬁdulhlll 0000, hel(D}FEI'shewn‘ﬁ)mFgurd flm The repeated BPSK
ts the BPSK irectly. into multip

Eambels cRpgspe e ahehg PREFYeLSic) 1@%%@@%@%&@@ Figure

%fC HovRGh %ﬁ&n‘sﬁqﬁJ’T ey gguséb’ﬂap Corivere tﬁé‘ﬂﬁ@& ?%ggted sets of

sel ected nunber of tinmes before converting t
SyoiBRSK syritmds. | lBteneagh ohenf the L&Fﬁerﬂab&:@ﬂ%teﬂl ltlmomppond to one

R T e A LR, B e ArIC Hahet Hifcgospond to

BhRK {(T8brd, 11 T p}. correspondi ng tones. Assum ng a
sequence of BPSK synbol s {01110010 } shown in Figure

5A, a set dfshowlsl iBPRredhaL B1eBEIK symbols g@wnlipiFigere SA would

L AR ——
MK syntdlomay darepehed nivge traumaicen Mdteodei:ﬁni)l@rthan two BPSK
e T s WAL o
1% &?&f@&l&?@@nﬂﬁber LIMEmBPRK f?l){ TEQbs 1nt6‘|ﬁfé1 iplEffnls.

he LUT entries 0000 w 11 correspond t'o one
d?fep’emhng off the. nibther BABBSKymbhis gmmedume seteypnd dicechnBRBI6f times

rrespon ton 6, T1
THE B sSay o ddy T oBe M i RiEE: TPREtUIK AphpfEs BPSK
$DRBBIs nihyFiedEpatce AR Wintks. In such case, the LUT may have 512 entries
ranging from 000000000 ~111111111. Thereafter, the repeated sets of three BPSK

symbols may be converted into tones using the LUT.

To further enhance recovery of an access code, reference tones with
reference phases may be added to the multiple tones. The reference tones are then
output with the multiple tones. Also, the multiple tones may be amplified before

outputting the multiple tones. In addition, if a clock module is implemented, the access



correspond to tones {T8, T3}if BPSK synbols are not
repeated. Also, if repeated, the BPSK synbols may be

WO esalaeo nore than tw ce. Mreover, nore thanPCTOSBPEK3580

synbol s may be grouped intd4a set of BPSK synmbol s and
the sets of BPSK synbols may be repeated a sel ected

oo & gedbratdd iy prociss@@P0_KHIS AR ErigHtd n% hicikel@nd ﬁ"t‘l@é’e element.
end| ng on the nunber of BPSK sy s grouped in a

© 2ehePs Pﬂ‘ee RavHen bseensraisd, COFIM@T@@ io¥tnué freat tolien 20(kwhen a
'-ds'gr ﬁﬁb(ts §|c§]?1npa%dfi‘fijdoﬂgﬁ g&uat? Oqexanpl e, a set of three

synmbol's nmay be“repeated three tines. In such

[0058] c as e, the lfhg'urmwhbmr an bidnysis inettes] 600F00vdrTying@Maccess code

[0059]

[0060]

000000000 lll 111 Thereafter the repeated sets of

tHSSNEERYELC CHHFG a%mtﬂ&%tqnﬁ% elqoé%gntbemagcess code
tifgechivdd (dl@@ﬁl?&)ug-ﬂoalfd% nB&f meaa @%@ TR RIDYe Bhefdle down-
access code, reference tones wth refere Ce p ases

reayvastedad dem0d1da1ler1 €620) [byidolva-doometer 3Fhénto efiédtipla q,)arallel IFFT

SRy L5 BB 50 PR GEHS 4 20550 g ot

tmmmbm eTEOBESK shmbaRdid éWertéd (fao%pﬁksﬁqﬂ&ﬁlﬁe 845 into
i npl enented, the access WO 2005/013

pegeded 2userieayed bt giream o eere symbgbre@dalpemteﬁyavyslcié@%bwde-
nd a tine.ele

THEILREE S, Mol BB AR MmN ol B e e
@onwtedffrmamkmpawm whe mlﬂtlplelpafallell’lFHl“h%yﬁhbﬁﬁ an‘IﬂI‘lﬁrﬂcessed
th h t 70. [0058] Figure 6 shows an exanple

rﬁ%‘g aC %gKfSyinL@Salﬁ%’%%@%%e%mmuugﬂ%garaﬂel code

\/ I

it 1 s s R o
é@r@smaymmem@dalated 830 ertdhfomsetialgb atativle T prodessed, and then

Sl R B S AR s S Bk S
@Rétﬁ@ﬂi\‘@ﬁ tlﬁeﬁﬁﬁ)ﬂﬂlﬁ’toﬁgs-rmﬁg’_gé‘ bémdt3at® CGEMeﬁtf%ﬂ%ﬂﬂ R Sarallel,
E%iallel BPSK symbol s BPSK sy nmbol s are converte

mromsespgksmmp@dwg them @nvermﬂddeu pardlel tosenigldntoi hultiple
I d.d ter ed 5 de-
PR LA AP eI N e Wi
i660) be deedixe hadeld 3a9 tronchb ¢aédded cédswnws afheta@cess code is then
into nultiple parallel |IFFT synbols, FFT
&F%@%@@é@ bY progessen 120d1sengdhe slypgrabiskeyyang abesss Brskated (680)
MRRP el iole 'fQJvetde%(lc)ie R ?ké d&k%tgggghlc %{g?‘tﬂ%lysde ¥ in storage

de-interleaved Into encd
medamm3tQ.vely, the nultiple tones may be denodul at ed,

o e o RS o
SRS SontOtire BmoBARIISAY FFT pr&diesddd indlbfifa dBI?’% )rﬁr‘%lmf)&g A

mul ti ple tones may be denodul at ed, converte

seleqgted sef of 5B$Iélsve1 ols i fien gengraied o uafapemﬁmx @llmbols and
| 1 el nto e

ASECFARELE AL AR 8Ll 035D B Sl b Phrea

tﬂnﬁlweablﬁsmmdﬁ Hé&re/ BESK @fi®RRdle 345 may generate the selected set of BPSK

symbols from the repeated BPSK symbols and convert the selected set into code

symbols. Figure 7A to 7D shows an example generation of the selected set of BPSK

symbols.

As shown, a set of two BPSK symbols are repeated twice into original
BPSK symbols of A1B1A2B2C1D1C2B2 and demodulated into

A’1B’1A2B’2C’1D’1C’2B’2. The selected BPSK symbols can be generated by



(660) by decoding nodule 349 fromthe encoded code
synbol s. The access code is then verified (670) by

w@e@sesHer 320 using the cryptographi c key andPEr/TE=84/023580

is granted (680) if the adg8ess code is verified.
Here, the cryptographic key nmay be stored in storage

neetbicting St thOMPdet tHe HPdRRAIBRER symbolt Ran&FSk BigiROIS

are repeated for conversion, the "nultiple tones are

dfé‘ﬁ%%rw&ly@ gleaﬁﬁ@cwﬁﬁP&I%aé@@%cmheogme@m@@e@m each BPSK
8 By 3 SRR SeRBlca RSB ASybOf Ry Fure 0. 1

%beldtbe dordthers thBRBKnstifle tehea iy beRyRvdred intbisers bh dore than
code_sypbol s or encodeﬂb interl eaved bit stream Here,
élﬂs% syaboly sForexamplee herrauliiple tergsapaydie comyerird ipfogrpeated

¥R kised BRSKLS gﬁlgbgggﬁ%@@y@ﬁ%@%@%@&@@ﬁaﬁ@gg{]ﬂ Prfay be

sel ect ed set I gure
aabnenadﬂﬂyee]gemg atei afreactf BPSK symibelstiemn setrepdatddRSS of three BPSK
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m@%g;e@ae@%%amegmm . into A 1B 1A 2B 2C
1C 2 The sel ected BPSK synbol s can be

[0061] g ener at ed MOIV@/CZOKB 5¢f©1138q€8@>nm1th)8ﬁ@®4¢®12®5wre tegeived, the

B8 SR 0B B G e BB o 1.

BRSSK mgdwmismpmmebeedgemb@dse dodeyis yetifed byrgroeasdt PBsing the
synmbol from any one of the repeated sets of BPSK

ﬂ%%rép@%k@h@ﬂ?‘iﬂﬁeﬂe&tﬁné 7D. It should be noted

o0 e et SRR B g SR s 5 By

Imﬁmméyhnmmseﬂmyibecmgnmdqmﬂﬁnnmmenmeﬁﬂﬁmm@mlaﬁéscbﬂeuﬂng
t hr PSK rrbol s. In SE % case, the se* ected set of
SaRSe :

5 Oﬁﬁyerbéomﬁ PgatsEpaysRat dmplemgniag yse a LUT.
Fagfte @%@Wﬁé&x&ha@mdﬁﬁ&ﬁ 3F 2eb2R18H0 @Hat Hsés%t RRYUT.

synbols. Alternatively, the selected set of

[0063] synbol s maylolen Q%eqraprws bytoszgeemcmn Sdﬂeomﬂigurerbto store a

[0064]

f th I 0061] M
ISR GhC R p Hrace e B0 PaAHDS Snerelrrnbet P Lol G the
tchgptodtipHic ey alcofasited 890 kddad cofivedt BEAkeesY 8RRlisto multiple
s %:

using the reference tone if a clock nodule is
itoRsS e @y diorqutpus wak $40 é@l@f&qr@d Pequitpyt dlep lnyltlpled@mpoded

?%%6%{? 'a{t% &féle £61° Va?fﬁ%gﬁ'i@?h %%851@&%891&&@ 8k e S%H%ﬁty comprise

ens wth Processi ng power
sipeelifiehR60, bff actiwatorir getubtor 870, layd amsmch\mcmleesso as implemented

ffi d t access code
Py R AAE BitaBn AL T G BAIE sh B BRIt o 1y
n Ot i mp | emeRhe@Ny, tBR& @)%hg)lemé:ﬂtgﬂ%%m%e RS s2R UM EEments in

exanpl e enbodi ment of a to hat does not use
telken 200. However, the modulation by converter 830 is not based on a LUT.

Accordingly, it would not be necessary to store a LUT in storage mediums 810. Also,
the process of converters 830 is based on the use of repeated BPSK symbols. More
particularly, converter 830 of token 800 may comprise an encoding module 831
configured to encode bit stream of the access code, an interleaver 833 configured to
interleave the encoded bit stream, a BPSK module 835 configured to convert the
interleaved bit stream or code symbols into BPSK symbols and to generate a selected

number of repeated sets of BPSK symbols, IFFT module 837 configured to perform



[ 0063] Token 800 conprises a storage nmedi um 810
configured to store a cryptographic key, a processor

W@2@5003180 gured to generate an access code usi PQI/URE04/023580

crypt ographi c key, a converter 830 configured to
convert the access code into nultiple tones, and an

aAFGIT QmQHé papbatsd BPSRAYnHORS dnd 4h &f-dopverddriBab cbﬂ‘@gured to modulate
rrul ti !g e tones encoded wth the access code f
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Accordi‘ngly not necessa ore
imulslpbr[mgadlehBBSKrwnﬁmB TAE smyltiple lnepemedtse& $>f BPSK symbols may

SO 1 T ber s o i ate rone B et somg Gorotuig B, the code
&bﬁﬁ)&n&}%&hhﬁ%d@ﬂto@m@ﬁﬂb&?%ﬂ fhef 3dnver to eﬁglrﬂb%arallel

encode bit stream of the dccess code, an I nter
PPk symbajurcs the epde isymbels swydetcoevertaddde strial tcspzrrelknhand then

3 onflgured to convert the
in&g)r{feavgysg(%m %%am or code synbol s i nto BPSK

[0066] synmbol s andrifre 98hewahetangdt aftiRd 900%‘@@@0%111@@@ ﬁﬂc‘éﬁ’ 900 for

sets of BPSK synbols, |FFT nodule 837 configured t
FEPFRitHng ey %@e@ q@fls 180 PTIFAUSEO oD ek S access 10F2Fspcum network,

tg
SYRph R SBRANBES RUNOLh, B PhARell o HABY BrELol 880 nsipga
tcoypeogrepioolied Thdrénftehenatplegaratietepedtéd i of BPSK symbols are
Accordld?%i I?j1e encoded bit streamare converted f
A xese

FERGTaie upen theagcess spdgand it Tians{osmds a%ﬁf%rmegm%m to
R RMPPP sPmbbls S The Birets 2HE Sre Hhodu®R 69@6) %@{1 ﬁTto E{gg&)le

PSK synbol s are generated fromthe ea par
dones ghendetiavithl the acaesd ttqdp lagd pmrraulluple toeant e swpw (980) by audio

SR LA MG I S5 aRR et 8ot B st somse

seddsurB1@BPSK synbol s nay t hen be | FFT processed and
converted fromparallel to serial for output. Here,

[0067] t he code d{orBaREICHRylybbe bitspeemofths BPSK cegervey be amapded,

[0068]

tcg 8 261 Lt n‘E)Or o{fbﬂlfe? rlhtghea{vgd Pa %Igbel% maBP(%&%ﬁnuﬁ%ﬁd parallel

code sy e conver

ﬂ}BSfE[ d;}ezhboam dT'ieBPSK lmmb@ld of edoh paRHI&] B}?BK@yﬁmbo[s%@ﬁ:beated a
g g ..an exanpl e rreghod 900 correspondi Cg
8 A BEBOPAH trpes 48 ﬁ%CPPP%Y“ AefateRes to igwes nditAg fherchy
%El%fﬁrigcmﬁfﬁ%w \Wrallel Rlpe A68 8 Df BPSK I EroR B f’g}%ce sing.
systemor appl |cat|oﬁ an access code |I's gener g
@dtematiyglypthe caexied bia0eam inmg' te inteylpsvegy BBAK andpped and then

RSP us R S SBET S 0E S B ot
sadeltamdtivety, thé ERdatObiirsanPBial O MRer1€38) anti%hen converted from
serial to parallel into multiple parallel code symbols for BPSK processing.

Furthermore, as in token 200, reference tones with reference phases may
be added to the multiple tones and the reference tones may be output with the multiple
tones. Also, the multiple tones may be amplified before outputting the multiple tones.
In addition, if a clock module is implemented, the access code is generated by processor

820 using the cryptographic key and a time element. The access code may then be



generate | FFT synbols. The | FFT synbols are nodul at ed
(940) then into nultiple tones encoded with the
wacwsss3isode and the nmultiple tones may be outPUr/USB80Y23580

by audi o output unit 840 fior aut hentication. Here,
the cryptographic key may be stored in storage medium
&tOcrafedDéctiveivet andoartput Crondtokyn 80M&hBIh b usdriGil EorhEnd through
access 98de may be encoded, converted fromserial to
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Il el t ed t
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proces [ 0068] _Furthernore, as in token
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spnbels nang diecedip infadekt 349fconﬁguwd ptetovey the wecedd|cbidfrm the
k nodul e i s inplenmented,

PR deodleliint bE Yyeamer Ao Gutobgn B0 doatsiionglmiEEngier than

BPSKCi4P hRE ba MRpemisRkd dEbReldR36 kL The access
code lﬁﬂég Ehon hoenG oon eSS0 023880 17

[0070] g e n e r at ed, Fegwie 60 s}@wSmcexampb{mmhoda i @Odcerespdidingtecofverter
t hr ou

o0 BRIt B R BB AT e B 8850 Hgieniiah opulivt

tdiﬁs Hl&ftbd@(ﬂ wéthlabhecest Bied e rReMNLATI(0) Hﬁ&ué?leauﬂﬁf g@ﬁﬂggdule 330.
gﬁ verlfler devi ce 300 and correspondi ng netho

gedERle fngs %etQQWV@F?@@rtd@mdghtﬂés(IGZ(aﬂvd d®@wn-converter 341

086 et Bk Y R pHme IO RTE b o s
mpa:ﬁte(l] BPSK dymbotiemdduskRted sbeofMBRSK pyEbdle msgehata@d%ﬁm) from

b ieReated Bioslc ArholbrEiRtes R BB Bak BRSK xS EHbmay be gencrated
SOMsbIbEaeith RferBfideh @f ré& X #daﬁb e 3‘h§ he&la EB%% Sfﬁa%gps

fromthe repeated BPS synbol's an conver
@@Véﬂ@féﬂl%@) byBPERSEO BN istd encodmde:rhyvddd:lmst@ﬁm or code

I d t.h cod
SRS 8 hbles Y8 Tt b Spboded T RGP R e do-
mmmavecsao‘e@)l 1 deitbrida e 897 h AU HEREEE cSitS 39&%%&& (B570) by

to recover the access code fromthe enco
dreodinganodule, 49 fisom tha ensadad desintarlenvddhit SG@M. Bt Acedss oode is

%gﬁ Séyrl . er@og@gb%f apré&g% 3%5) %smg e &yﬁt%g%%hm’ﬂ%'y%%‘?@& i%dstérgge
medium 910 and access is granted (1090) if the access code is verified.

[0071] As in verifier device 300, if reference tones with reference phases are
received, the multiple tones are converted into IFFT symbols using the reference tones.
Also, if a clock module is implemented, the access code is verified by processor 320
using the cryptographic key and a time element.

[0072] As described above, an access code and/or password may be encoded into

multiple tones, transmitted through a public communication infrastructure such as



[0070] Figure 10 shows an exanple nmethod 1000
corresponding to converter 830 for verifying an

waecwess318ode usi ng an acoustic channel. For PCT/US2004/023580
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systens forThedh@iipidoryeheded Gathi tROacé8 codB nd§AHS beforwarded
channel. Figures 1 1A to 1 1D show sone addifti onal

ceiver/davisesl 12 o werifier devige i Hith and serifiss doviee 1430 may recover
i a | | ones
S B0 e L AL A o o
theamsltiple tedes dndaheratht edoenertd a€ebOcdle mephevforwaayd fidm receiver

120. . T 1<) de i.s then forwarded from receiver
ge 0P AR wgfgeSadin 10 foruthepBioago Hamgrhans one example of
WrERI RS 3200 cARRpINiFS BISkerCUTHAIFEALE 99 shA{ gﬂéﬂ%&%ﬁﬁle of a
1140. In Figure 11B, the nultiple Tones encoded wt
saeeivae $3Ykcarregponidingiatteien Adfor revoserning achctess eotiak en
1110 r.eceiver device 1120 thr.oug i.rel ess or
non- w8 salPHAEE deies napi 1D cothpled B e LUT
corréspouding eslthe MANT inf €685y REdidRV2 88 ad ddflo hﬂ)luéluf{i?‘iﬁo &nfigured

devi ce 1130 through a wreless or non-wreless
to receive multiple tones encoded with an access code from a user of a token, and a

t4

converter 1230 configured to recover the access code from the multiple tones using the
LUT. Converter 1230 may comprise a processor 1232 configured to convert the
multiple tones into BPSK symbols using the LUT, a BPSK module 1234 is configured
to perform demodulation based on BPSK to convert the BPSK symbols into code

symbols or encoded interleaved bit stream of the access code, a de-interleaver 1236 is



conmuni cation infrastructure 1140. In Figures 11A and
11B, receiver device 1120 is inplenented renotely

wo eayiovasd f i er device 1130. I n such cases, recRCT/E82004/023580

device 1120 may be inpl endfted non-renotely or as
part of verifier device 1130 as shown in Figure 1 1C
|danfib@ed €0 del faterleak€the kbd®s bl tand bliiecdtigd inbligle 1088 &
encoded with the access code directly to a

rOBHEWed 1aeepYar die arsgisceda frgm thwm@ﬂeé@w(@mboistwe

[0076] ormult ti tpﬁeg:nfy 1??5‘;0}])30% ?ggp?n\r’\%{r%p? fgge nﬂﬁﬁc%guﬁglgl%g?o {Jé%Xin Qound waves

reacededemh/ar adcesrcodld 60Ont hueugha eokeh,r#dassnvdrter 1320 Converter
é%n wi rel ess, phone 1150. [0074] The nultlple t one

COMRAY GRITDRISE AOWB CaRYCTiEh 42 hneaplignizd te derhedulate dhgmultiple tones
1566%??%?%1158& QPFT ‘frﬁ)d%lijezpﬂg Qoﬂﬁéﬂrédtl ﬁ)r epe%i’rh%’l’%%@ner?‘%qepeated

verifier device O nmay recove access code
BIHK eyrboals, rﬁIPSK mdnialeah’a’(?és:snﬁglded toegenbatef a seddctdakset of BPSK

SSE Brttm Mecbbeel ARy Rhs o fsebler NS hicF B8 aptafBPSK

doMibeR intb2Bcddedifeliédvel bilavbss of IBAcEQE code, a de-1nter1eaver 1327
althentication. Figure 12 shows one exanpl e of

rcoptigwed tol dppiesaretsendeded mterlemé hltz@mmdral @go@ng Bodule
Sl'%%%of?fnq} Qc? fo r?&éoq)tggth% a%éeag co# ¢Sth e enég ed de Wtegl&gxéed bit stream.

corresp or recov

[0077] code. ([ié)ﬁfeﬂil]y Rﬁﬁ&ioﬂ&bﬂéﬁﬁ)ﬂdﬁl@ﬂ@ FdcBREr HZOS)’Ifo ﬁ!@@vdﬂi@l ddMccess

[0078]

[0079]

1210 configured to store a correspondi to the

1c0fe plgo gprEespgRdsia dhamethod de%ﬁbacb with rﬁﬁ@gfe 1gurg;§z dHowever,
GRBfL &N ar QVeRTGIY&s EH(Iflé Rl & ﬂtﬁ@eaécegg 624a%,uhd Fbc@& code is
access co roma user 2 tok and a converter
.‘r@Bﬁelﬁnmfed@lyrrecd:i\tem 126@ oViedilarlyea aethed sonegending o tdeeiver 1300 for

Itiple t th nverter 1230 m
Feineeg o S ide afto pomesnaat ogli Bated cesbe btgerence t
ik R € HoQR9er, Vi fRBBPKr 8 YerBodred Bede S ddb %n&FFB ntiflg BECS based
nodul e 1234 is configured to perform denodulation
mﬁb@a@nSSBPQKI&@t@Oﬁquhmcmri?@?nbol s into code

nb ded int d bit t of
~ocos s uIS HERr e sPi SO prsiond BB sBtnded Tatpand

RECOVEIBA Bt BB 3O ondd BYbing u{e%oﬁﬁlcd:ﬁaﬂﬂél & inpatva 4cb&s code
code synbols, and a decodi ng nodule 1238 is

cf@frﬁqﬂ@e&mé%mn@ thegecis pemeed for adispday @odonstperompatatios sgeded for
‘Eﬁ’%‘i”a{yﬁ/ OAC%CSS[CQQJ %Cd‘af)p Qb?é@rtmé %%Ooa(f‘tg Efe%‘?ﬁ t&&n LIKE&)I’ OVET,
I Npu or el

t configure € soun maves enco
sirich tla:mcaexs esde Bawenfanaatlyentezed bph user} lessasirorama 1ess hkely to
converter. 1320. Convglater 1320 nmay. nprise a

O5fRFerPEFial s Ba S (at wauires Elj‘ésﬁ{)@dpﬁ'fté‘ntaﬁ%esﬁﬁ?‘g § 19pgs than once
{JARRS eadhHclesk FTaditihiR bcaule & hndRd kﬁe%ké%%é/o?rgﬂ&fo%&%%ay be -

to pérform FFT to genérate repeated  BPSK s

theptyatem caB 2Bsibyolpf mgmm@htubwgbmeuMIg sgmlﬁcalttatostet
of BPSK yobols fromthe .re eat BPSK, s nbols an
conve iR EEdme Rl Ry b RS i SR S e
infitlelelvasey flcrbtddeSbr #5Boaibitdlien AezsTS Wl%iﬁmpii’emented in software,
de-i nterl eaver 1327 configured to de-interleave the

dretney middlewpiepr arictsicpde; thepragragiroda ot eedsdieaments diperform the

necessary tasks may be stored in a machine readable medium such as storage medium
210, 310, 810, 1210 or a separate storage medium (not shown). A processor such as
processor 220, 230, 820 or a separate processor (not shown) may perform the necessary
tasks. A code segment may represent a procedure, a function, a subprogram, a program,

a routine, a subroutine, a module, a software package, a class, or any combination of



1329 configured to recover the access code fromthe
encoded de-interleaved bit stream [0077] Cenerally, a

woreakot18or r espondi ng to recei ver 1200 for recPUBUBI0g4/023580

[0080]

[0081]

[0082]

an access code, also corrégponds to the nethod

described wth reference to Figure 6. However,

YiRbdEd GRL dRDsiRlcnfed, OF BYch'ieﬁH safenfents. %Q&eas@gmgﬁté}ﬂ%y hcoupled to
access based on thé accéss code is not performed by
rpotbéncerde $@MENt & arhirdwiare, ciruitdly passinmandéyperediing information,
recei ver 1300 for recoverin n_a s_.code al so

SBr e BATS et RN e b T P pie BRgs paameters,
Gh@U&tE. rhdy bd fUaR3GE ForwdRiedf drGadnsMittcdfviBaryestMBle @6kads FRARINg
code and granting access based on the access code is
msmQyE phasingemesspge passingelokaBpGsinE OTr8prkAransmission) §ic. an
acces r Sy int
Fecou o ReBt P RIRHPAS (Bt EEO e o BB ements of

edl@ﬁmd)o al 80®ﬂﬂiy Benreaﬁa@ea wicthat affeting tHehspeidtioatof ¢ token.
there is no need for _a display or_a constant

comluha thegienais elverifier darlgffoﬁ pkorapceavess §400q 430 may be
k;ga‘f’faﬁ o @itﬁ’(ﬂﬂ foe& tﬂ@o hii Sils % rééte IR Edcﬁu&? ky ents of tokens 200,

sl nce e actess code I's not manua
éﬁﬂ,e\reﬁrﬂiebglevacelﬁi)ﬁr and/ersrscawre ﬂ%OQa 1800 ems be |11krpleynented together.

P e RS b P S R el S o iR 20 e
%i?&:%%%r 3431m99| di rmﬂemeﬁea%%gl@“ﬁm%g@@&rsgeaker and/ or

m crophone nmay be used system can easily be
i mpl e @@ Vi mmgtembnqunrmg t@reg mefyi hedmplasesnied yigpz display.

e L Y

e@pleineated Mitht h@ksiay 1430 actubiop i 43teaidemdicvwspittun@ridd0. Figure
firmvare, mddl eware or m crocode, the program code or

ddB shewymaties exgmplecpthodimens of afakes élarlpg taa@reen&ﬁlyneet 1450
f

TR o gR0E ST ISP SRS S5 9RO nd o
npdhmgi4%bmnmgbmmmmn§ebnmnehgmr such as processor

per f or ﬂ?rleﬁgez (r)pé‘%:) E%‘Sglggt%%g%g‘g{eg %&%tﬂﬂﬁ ﬁvﬁ@ are Ti0t to be

CoERLREE B 1iRitHoQRE ﬁi%ﬁtaorﬁ THEWekdBftiondF %ﬁlﬂﬁrﬁ@ﬁts & intended to
program a routine, a subroutine, a nodul e,

bofillwstratavep amkmg.eo hantﬂhasgqpeo:f tl@m;lalwmsmacln cshe prfesapDteachings
200 /Ol&ig U 5004/02 E tructlpns dat a
§E1 Dieteares PR IF FakPst aé’%fﬁl ed o A LEHRNES nay
Bedefiapbed aﬁ@varﬂiﬁ@hb @111 BOBFpasay reermbsmqlaedla e\t e
circuit by passi ng and/or receiving information,

data, arguments, paraneters, or .nmenory contents.
Information, argunments, paraneters, data, etc. may be
passed, forwarded, or transmtted via any suitable
nmeans i ncluding nmenory sharing, nessage passing,

t oken passing, network transm ssion, etc. [0080]
Furthernore, it should be apparent to those skilled in
the art that the elenents of tokens 200 and 800 may
be rearranged wi thout affecting the operation of the
token. Simlarly, the elenents of verifier device 300
and/ or receivers 1200, 1300 may be

D




rearranged wthout affecting the operations thereof.

In addition, elenments of tokens 200, 800; verifier
wa@leosoe31800; and/ or receivers 1200, 1300 nmay bBCT/US2004/023580

i npl enent ed together. For 2¢xanpl e, processor 238 may

be i npl emented together with processor 220 and

processor 348 may be inpl enepigRist ogether with

processor 320. [0081] Moreover, in sonme enbodi nents, a

t WikEhl FalL Snented with a display. Figure 14A

shows an exanpl e enbodi nrent of a token having a

housi ng el enment 1410 inplenented wth a display 1420,

att uat AppatAGOfoanst audiRnocktpricompriting440. Figure 14B

shows anot her exanpl e enbodi nent of a token having a

housi rigt@resEsdiuIMEmiigired|te fior LeryRiogirpiicdeysindy 1aokeep table

tuator 1470, an audi o output unit 1480 and an

ggénlhg 1480 t hrough housi ng el enent 1450. [0082]

Ther efadiist probasséraroapled nythershoaiamedismacenfigarel ty generate an access

sﬁ@gﬁLes and are not . to be construed as |limting the

[

. Fipg fpe CTY@"%{@E F kB on of the enmbodinments is
| nt endednl@terkBuplbd St @Ifdc\é%or, i %L%d tPedrivBi Hhet d€ess code into
such, ‘the pr

scope of the clains. As esent teachings
dawltiple teresdntgded pyith thd acassoeduer aitd/pes of appar at uses

and many al ternatives, . nmodifications variations .
will B8 ag@wa%u&%? upl§ SPpfigiRed o gy %?erfh{‘ﬁﬁijf‘atf’f“?s qhgpded with the
20055 0dR1BP althddtidan®n4/ 023580 21 CLAIMS WHAT IS
CLAIMED I'S: 1. Apparatus for use in authentication

conpr i@eﬁ‘aﬂ the conyeriey omMPEBS confi gured to store a

crypt ogr aphi:g ). . i st
o oocasor curntEynBat T kRS, (S haus bolbiand b ehfye
geuépletparailn]l BESKsgmbolkgadusi ng t he cryptographic key;

a converter coupled to the processor, configured tao

convert thé S§edguogese coppled taythe BE ﬁi%n’PéWés"n@ Hegtaage
Whddfurh "@nfig6Ra %0 EGHRI tﬁ%ﬂlﬁ%ﬁts?gﬁ@bﬁ i tﬂé'hluﬂg%ée tones using the

configured to output t e tones enc

tlHél. access code for authentication; wherein the
converter conprises: a binary phase shift keying
(BPSK) nodul e configured to generate nultiple

‘par al ITek aBFiRlus ¥ITBIeins 1, Whdtei cHBEOSHE JTHRCRRS B seEQMPrBELSsor is

to the BP nmodul e and the storage nedium configured
tfurtlees sorfiguredhio BpeK thoyIBYC symbels aselectad nwinpéreofitione snd

using v&ﬂ%?ein l:h%‘econd processor converts repeated BPSK symbols into the multiple

tones.

3. The apparatus as in any one of the preceding claims, further comprising:

a clock module coupled to the first processor, configured to generate time
elements; and

wherein the first processor is configured to generate the access code using the

cryptographic key and a time element.

4. The apparatus as in any one of the preceding claims, further comprising:
an actuator coupled to the first processor, configured to receive a user command;

and



2. The apparatus of claim 1, wherein either one of the
first or second processor is further configured to

wo esat3ishe BPSK synbol s a sel ected nunber of PCTES20841023580
wherein the second process@ converts repeated BPSK
synbols into the nultiple tones. 3. The apparatus as
i N anywieseinothe fife pescessed isnt@ntibaicdBo giéidtd e access code when the
conprising;. a clock nodule coupledto the first
pseicespaid isgereivgdr ed to generate time el ements; and
wherein the first processor is configured to generate
the access code using the cryptographic key and a
ti.me eltermppbratud as ihenyameaf aeusreaslingclaims, fit@eOdonpifing:
preceding clains, further conprising: an actuator
coupl éPqusingelensnt configudde egpase élaﬁ’r‘%ﬁ)f@&? wgdiug, thedistprocessor,

FhdSSHve RTINS Gut 34§13180 PCT/ US2004/ 023580
22 V\,hg?ei n, theagcﬁgs%ﬁgr%ggsé%r is configured to

gener anepehing dvoegsthe bdesinghelamehie user command i s
“received. 5. The apparatus as in any one of the
precedi ng clains, further conprising: a housing

€. eMe MtheGRPhrathd b€ th :%]ngl dBeRRR ﬂrg&dﬁ{ﬁlﬂ%, FBAEMBm g

first processor, t converter and the audi o output

uni t ; agheplayhmegidnicoeplechioshe first peochssosicnyfigiredrendisplsy the access
Thge.apparatus as in any one of the preceding clainms,

fUFY her conprising: a display nodule coupled to the

first processor, configured to display the access

code, 7. The apparatus as in any one of the preceding

b ai meLeRRPARWS a3 BraRYionE g the pieceding qlaims: fugther qogipristhg:

NN . oo _ ( _ |
wher elorrinPaftehARRg « e pERbhAAAERon ks eIy
i nt o milierdiplthe dooreter ismnfigertdwd tonveah®PRY irao ehuldRs &inds

t he di. utpyt unit is further configured to output
FH%O(%gI“flﬁ]p'g%i)ﬁg encoded with the PIN for

aut heRiHefdh tRMudR orARARA§HrtheF cch‘ﬁ%uf t6 an?ﬁf‘tthh oA tones
conprising: a storage mediumconfigured to store a

engqsled grithghe I &y aathgnticatiook up table (L); a

processor coupled to the storage nedium configured to
generate an access code using the cryptographic key;

8. Apparatus for use in authentication comprising:

a storage medium configured to store a cryptographic key and a look up table
LUD);

a processor coupled to the storage medium, configured to generate an access
code using the cryptographic key;

a converter coupled to the processor, configured to convert the access code into
multiple tones encoded with the access code; and

an audio output unit configured to output the multiple tones encoded with the

access code for authentication;
wherein the converter comprises:
a binary phase shift keying (BPSK) module configured to generate
multiple paralle] BPSK symbols; and

wherein the processor is configured to convert the BPSK symbols into multiple

tones using the LUT.



a converter coupled to the processor, configured to

convert the access code into nultiple tones encoded
Wowaok/013180 access code; and an audi o out put uni PCT/US2004/023580

configured to output the m2Btiple tones encoded with

the access code for authentication; wherein the

CONVer A Gfeth@MRF LKEH authelli QAN cgﬁ?ﬁﬁng.h' ft keying

(BPSK) nodul e configured to generate  nultiple

par al | $priBrEKypipgtsphis; kegadd wheokeumtabledLpHocessor is

configured.to convert the BPSK symbols. i.nto multiple

Fones HEEihE R ARG C%%@éﬁ%?ﬁ‘g@“ﬁ%fﬂiﬁézooy 023580

23 9. genertibgehulit@ile p&alléI'BRBK BRibolS Bhde@MpEOTHRIAc8dsE Bode;

storing a cryptographic key and a | ook up table (LUT);

gener afanvgftigg t sysbels P mpliple teney presged phithdhé aggess code

g,ﬁsquc- [ ) tiple parallel BPSK synbols based upon

t he @%g“gg’gg%e; converting the BPSK synbols into

mul t i pheputtnethe emdtple donts ehcdded wathaks sccesisde fist dighenti€ation.

LUT; and outputting the nultiple tones encoded wth

the access code for authentication. 10. The method of

CIRi M Bhe hithbd6f cIGHID uithdLonfeRARL | N9 the BPSK

synbol s ea sel ect%d nunber of0 P?%e&g bef ore converting

the BPBtiogitieoBRSK $tmbdlke selettad dumberdfdimest@forahenveiting the

r ting the BPSK synbols conprises repeating a set

oﬁpﬁﬁ%@ggﬁ’SK synbol s the sel ected nunber of tines;

and wherein converting the BPSK synbols conpri ses

converting each set of three BPSK synbols into the

-t i pfhe mefhed of @ainy 19, yeheraisr repeatingrthe BRSEhsyankeds ¢amprises
L . i .
B %6 A CPRSR BB Wedha Ay AARA N,

rising: m
t ones, wieztia conaetingthe BRIK fynieflec@nsrtsep barseingadach set of three
tti the reference tones with the nmultiple

t synpols e thegnwlgpledengspismedhed-bTor any one of

clains 10-12 as dependent thereon, further conprising
generating tine elenments; and wherein generating the
alck e s sTheodethedapinickem Pemrmyant of claes HE-d & as depeddent shengpn,

t cryptographic key and a tinme elenent. 14. The
rﬁﬁh%rd%gg’”igwgcl aim9 or any one of clainms 10-13 as
depen %ﬂfngttb &leSRfltiple tones, reference tones with reference phases; and

outputting the reference tones with the multiple tones.

13.  The method as in claim 9 or any one of claims 10-12 as dependent thereon,
further comprising generating time elements; and
wherein generating the access code comprises generating the access code using

the cryptographic key and a time element.

14. The method as in claim 9 or any one of claims 10-13 as dependent thereon,
further comprising receiving a user command; and

wherein generating the access code comprises generating the access code when

the user command is received.

15.  The method as in claim 9 or any one of claims 10-14 as dependent thereon,

further comprising:



further conprising receiving a user conmand; and
wherei n generating the access code conpri ses
w@ewsnailBhg t he access code when the user conPErUS1084/023580
received. 15. The nethod ag4in claim9 or any one of
claims 10-14 as dependent thereon, further
conpr i steiging WPeA0AL/ i 03RRI RGTULIRFQPAP23580 24
receiving a personal identification nunmber (PIN);.
conve r‘{oingfympg ey inte Huliiple topeseencodrsswish deddlY; id h
the PI& [ ! es encpded
w th theP IR S EHb ks e Wit E P R R ER Efon.
uke i Mppardtentor use nontteatigatiodi cogipridingt or age medi um
configured to 8Iore cryptographi c key; a processor

coupl €b°Y88¢ & ST uredde stere ¢ BPIOGIAREF ks gener at e
an acaesbeessGdBupiel Rtk fé%ﬁg%%ﬁ&ﬁ%?@@gﬁali‘egﬁ? gBnerate an access

converter coupled to the processor,
OF¢ Bying theecrypiegraphicddys i nto nultipl e tones encoded

with t S ode; .and an audi 9 output unit coupled
Yo thd RERGEFEapbiEE inF BihcEtor.5oBhe a4 HavAbie 5pes code into
tmuldpleatgsdacodstitwii e aesesoeCafle for authentication;
wherein the converter conprises: a binary phase shift

keyi ngEBOSIOIRHS 4uit eounled foghe eenverey epefigitred tormukpt Heemultiple
ReteRleh&de SREALE g‘f%gis&f%)f&pﬂﬂ%etngas ed on the access

code; an Inverse v S PHSHS S r m (1 FFT) nodul e
coupl etherain theecoBRSer comgtibed; configured to perform

| FFT on the repeated BPSK synbols to generate code
synbol s; aﬁd’l%ﬁy apase éﬁ%‘fetmg @é’@é@é@oc?ua)e ¢qndighred o generate

TRIabIE pafelBl bt QB POK TRLbRbEE g BB SogHRO! S 1 nto

the multiple tones enco e access code. 17. A
net hod f or answverse fagi fderer transfom (EHTP micelnlegouplsd @ h8 BPSK

hi.c key: ti d i
PRI o5y EER TG ST SRR R VST oo
bymboly; gadase shift keying (BPSK) synmbols based upon

the access code; repeating the BPSK synbols a sel ected
nunber of &N HRSORErst eoupdashiorthd HF T medulBRSKfigyneth 6o mpdulate the

e ShilolnldMERRFiE Rl QOGS Wit LT LUETD O

17. A method for use in authentication comprising:
storing a cryptographic key;
generating an access code using the cryptographic key;

generating multiple parallel binary phase shift keying (BPSK) symbols based

. upon the access code;

repeating the BPSK symbols a selected number of times before converting the
BPSK symbols;

performing inverse fast fourier transform (IFFT) on the repeated BPSK symbols

to generate IFFT symbols;

modulating the IFFT symbols into the multiple tones encoded with the access

code; and

outputting the multiple tones encoded with the access code for authentication.



to generate | FFT synbols; nodul ating the | FFT synbol s

into the nmultiple tones encoded with the access code;
wa@p@soutiputting the nmultiple tones encoded w t PCT/82004/023580

access code for authenticatbon. W 2005/013180

PCT/ US2004/ 023580 25 18. The method of claim 17,

wWeer ei The 19ead bNdaid) €7, Bitkeif Yopeetiss e MHIKS§fnbol ;
repeating a set of three BPSKéHgyrr%gol s the ﬁ?eoc%(éodmpnses

ngReAng afset ofthse BRYK symbrods the selpsted nymbertof éingeSKd

Symool RO RETERBERISK SR el k% g St oftree

ApRSK aymbolf ditto twamultipleaondsi@iig thLTAIPr i Si ng: an audi o
ieﬂ;out nit copfigured to receive nultiple tones

c od OPRATHS 198 ussclass ictmpecompristiver t er coupl ed t o
the augi Q4idip I bnfi | SS
code fromt heH&r;[u#? i CBPféthﬁg‘fr‘] g(gfééﬁg%glglg EREIIM& %@% ﬁﬁeclgg%cgglgt g i access
cwde; and wherein the converter conprises: a

down-converter cantigured to denodul ate the nultiple
t ones § HS® eg,g?uﬁgé FPO‘SF audig igpyg met’cﬁﬁ’ln%lé'ﬂrefi (RFFSPYRT e access

(dotid FrofPHE 1§58 tdneblERSAEOwWRENEY AloBssBoltiphe parall el
BPSK synbol s fromthe | FFT synbols; a BPSK nodul e

coupl etherein theecoprertarsemprisesonf i gured to convert the

BPSK synbol s,into _an. encogded interle d.bit stream af

the access cBua: g vHaey cgplggltlrgg\t/%&ena%(ﬁ%zﬁ%@et%ulpn tppegento IFFT
reyehibol; configured to de- interleave the encoded
interleaved bit stream and_a decodi ng nodul e coupl ed

to the de-iafegdowissspnsiepn(Fighimedule configuvasito geperate multiple
HEAR -interleaved bit

st reaanPg%.%yEﬁngg{)o%gﬁhg?ﬁgﬁ g?mgﬁlgi m 19, further

conpri si ng:a BPSK orodgle coepled o the pidagsoetohfigsie@t®@céhvert the

S S lnthrofnb Bofrutar sheathih st e
verify the ;aRGRRHHRH @o&ai%éd"t% tﬁ@EPQKX‘HI)(QQé,%BQ#éuJE& gol&‘éjd
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20.  The apparatus of claim 19, further comprising:
a storage medium configured to store a cryptographic key; and
a processor coupled to the storage medium and the converter, configured to

verify the access code using the cryptographic key and to grant access if the access code

is verified.

21.  The apparatus of claim 20, wherein the audio input unit is further configured to
receive multiple tones encoded with a personal identification number (PIN);

wherein the converter is further configured to recover the PIN from the multiple
tones encoded with the PIN; and

wherein the processor is further configured to grant access if the access code and
the PIN are verified.
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25.  The method of claim 24, wherein performing FFT comprises generating repeated
BPSK symbols;

wherein the method further comprises generating a selected set of BPSK
symbols from the repeated BPSK symbols; and

wherein performing the BPSK comprises converting the selected set of BPSK

symbols into the encoded interleaved bit stream.

26.  The method of claim 25, wherein performing the FFT comprises converting the
IFFT symbols into repeated sets of three BPSK symbols; and

wherein generating the selected set of BPSK symbols comprises selecting three
BPSK symbols from the repeated sets of three BPSK symbols to generate the selected
set of BPSK symbols.
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and the PIN are verified. 30. The nethod as in claim
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29.  The method as in claim 24 or any one of claims 25-28 as dependent thereon,

further comprising: -
receiving multiple tones encoded with a personal identification number (PIN);
recovering the PIN from the multiple tones encoded with the PIN; and

granting access if the access code and the PIN are verified.

30.  The method as in claim 24 or any one of claims 25-29 as dependent thereon,
further comprising:

generate time elements; and

wherein verifying the access code comprises verifying the access code using the

cryptographic key and a time element.



