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TOOL CROSS REFERENCE TO RELATED APPLI CATIONS [1] This international

appl i catiwo 20e/red7ated to United States Patent Appli catipam/usesiiak418&inmber

12/ 84133207%3110884022 July 2010, and clains priority to and the benefit of

U S. patent application No. 12/841323, filed 22 July 2010. Bot h applications
are incorporated by reference herein in their entireties and nade part

t her eof BACKGROUND [2] Increasingly, oflganizations are responsible for
protecting individual's confidential and proprietary electronic

i nfformation. For exanpl &NSHIERAEREAT GORREEATHINIEIQkct and retain vast
anounts of personal information in electronic format, therefore the storage
and distribution of such information nmust be closely nonitored. This is

al so tru€RQ@SS REERENCIHOT Qi IZst R ASPEHATIONS ef fectively collect, store
and distribute vast amounts of electronic data while conplying wth H PPA
(Heal t h II6ur &his einfriatiaicy applicaPor tialilited yo Adtited ddeoPhtent Apigjickadn oersd
Regul ati ng acces | St L. i el ect.r.ani c. confi d ial knf tion
Cemore vt i1 Gt sy Sl Bk D10 RELRER BieBRM LR BashChC R

di stributed. paag, agig&ivinz ol d2R40823h Blad 2 dhigr A&K0. onBodis épplicamad yareroni t or

their enpl oyees and her. i ndi.vi dual s.to .ensure the information is
protected, mol™BRPGAPMHEEc L & Roit sy e o BRI nat i on. [ 3]
Pri or syg%qggGﬁﬁ ted to block certain activities, such as visiting
certain ﬂ e Internet or accessing certain storage devices

cont ai ni confident,ial information., Unfortunatel ho er ocking sites
o one dod! oSk SratblAhirirk Hpondhu I AREERY indiVRLS o RleRfyfiafE
may be desi r aptopri¢terylleotknit indnamtissi Borexdrdt, fnaseal danssiativousliedinedtetdio t he
or gani zati on, bl ocki ng fach tLar}sm' ﬁSi on t hat .v%ol atgfrsaegnl% Elul e coul

reduce productPRPYUELF PEFYRCIIOEREOR ML EEFERTE 1RBh SICHE™ dFC P RESH B ked
user account, disfiuficn d€p@ht MBAmati@N S baBsdiNinichitpRat yThiHad aReads oo
receive the transni ssi on, especi al I}( i.f thoi material js.tine-sensiti ge.

Addi ti onal |y, Mefisy cssratzatiens Ahat mpstefiegiiveli poflacts stors angl distribute yaptamoypis iof y |

whi ch cannot gRARINHESatd BRIl SR IRAe WREHIPEA QLEH th ARG cHPIN dcP aREPortability

Act) and other regulations. Regulating access and distribution of electronic confidential
information is more difficult than physical data as it is more readily copied and
distributed. Thus, organizations with such information must closely monitor their
employees and other individuals to ensure the information is protected, not only from

disclosure, but inadvertent contamination.

[03] Prior systems attempted to block certain activities, such as visiting certain sites on the
Internet or accessing certain storage devices containing confidential information.
Unfortunately, however, blocking sites alone does not provide any indication of a
threat. Furthermore, while it may be desirable to block transmissions that pose a serious
threat to the organization, blocking each transmission that violates any rule could
reduce productivity, efficiency, and frustrate the holder of the blocked user account, the
IT department, and/or any third party that needs to receive the transmission, especially
if the material is time-sensitive. Additionally, many systems apply a “one size fits all”

security policy, which cannot consider the type of user account being monitored.

[04] Current systems also do not provide an overall threat rating that considers several
different security measures for individuals within an entity or domain. For example,
even if an entity has enacted several individual security measures, a specific user may

not meet the “threshold” level to be considered a threat for each individual security



[4] Current systens al so do not provide an overall threat rating that
considers several different security nmeasures for individuals within an
entity orwdanmim227Bor exanple, even if an entity has enacras2cewesias

i ndi vi dud0765ddUP4G¢y neasures, a specific user nay not neet the "threshol d"
| evel to be considered a threat for each individual security WO

2012/ 012279PCT/ US2011/ 044138 007131. 01046 2 neasure, despite the fact that
they have significantly high activity for several measures, and thus pose
an overall threat. In contrast, a user who exceeds one security "threshol d"
| evel for onl yegsus defipie t@é@mr@tmhtwm@@wwhleea@eém sqvosd aupasures, t hr eat
to the entity, I gard, e y tely
consi der i ndi vllg)c{julgjlgn@tgraalc?veeﬁéus?]?r%‘g OF §8@<’S"‘[§fs "{;t“s‘% t%]hg)r%ﬁ%ﬁp,&lggs??gﬁﬁ j ob
responsi bi | i t 'bssindg” lemmorroeﬂ}s@mglusream& maﬁalve“retwtlghededntrdm ses;uiat thagt i vity
| evel s. [5] r for C ctin Ia iff rent

strain val uab e{hr%eesng G,V §% ggr% In tﬁrts r%gatrd cqrrrer% sIem%[qoglt ad%%ua ey © ns;(cfgere eds
the tinme avai imabliduat ohasztotqmrsms qsﬁm:cmnrse Fdsree;daimpkea'certaTrhmberfeqroesrbrﬂrhes mag in
dat a does not _present an -t o-dat e indi atlo of the entity's current
threats. Mor eB%BVe Soértf’rltﬁgﬁ? t%ﬁ%”%“ﬁ& aﬁtl“fl vtfc‘ftfrck anal ysi s of thr eats

t hat may ad e _navi ate for formatio st ens
and o nol s bt REs 4 Sles BB RS nelemh T SR bR peRnc s
woul d be deS| Oditoh eheﬁﬂéﬁﬁn&ma\g c[aﬁl]exéeeneﬂiemnwfavhﬂw)leemmldmrihlsn@dﬁé ess
one or nore of the g_ﬁ S rrenf?g edg a ove and/or ot her |ssu O&l ECl 0si ng
met hods, conpH¥& r SAdakie He Hadegp 3at B’Eeﬁ%sanc”(?rﬁ)ld@ﬁrle Ctt QY at e

threat ratingsatits RRGES @feats hebeb\éecﬁt b@fent eYddn® U@ n6ORIH Qlick ﬂiﬁhl?m?@'f ed
nmet hods t hat formtﬁﬁpredl ctjve threat .rati ng for. . a plurality

i ndi vi dual s. rBEY; TSy OCi N r e (PR MO T B Cipe RIS wastems and

or gani zati on, m%th%ﬂls @t InfUPAPS bAN 0P mdBUSE ARSS afbitkl defidleneRe vRARPHEE MENt
the predictive rating is cal culated for enpl oyees of an organi zati on.

Further aspectl®i®®@Pate to determinations of whether to calculate or display
a threat rati %&lor score for a user account. [7] In certain enbodi nents, a
t hr eshol d quaRRIEESBMM@RYvity viol ati ons nmust occur before a threat rating
is calculated for a user account. Yet in other_ enbodinents, a threshold

quant i ty I adepagistof the conbedingsals addises enecn Moy efihnsaucs megtipned aboystandior gr oup

or coll ectiony@fr GQALS ‘B& G54 mdthdage c@r’HRRQ‘ R&B4ble ﬂnédw[ Sﬁndc‘aﬁﬁarra%segr oup
relates to activities regarding targeted communi cations. For exanple, in

certai n embodrerdieesd tarralcalaicchfdab miBes ar\pesitoek & Mmaenier selals JATRYAIDEEE i ons
nmay be recei V%leﬂledtehsﬁretﬁeds\tﬁattf@ﬁﬂQ})F‘e%cﬁ&mﬂ'@t £@ht 9% 4 %?1%‘?&2'0@%&1\9&?&1' ncl ude

but are not e-mai | I nstant nessagl ng. urt her
enbodi ments néje plormbity eeindividusleo may bo uppsbers| den wigangativonsish ag kedrporation

transim ssi onso ERIGRXATR! G oSELRUMATAIIRONS TR 00k B QCk: LEARREL 5 ons

that violate one or ine rul’ wever, cations such
i nproper tr ansfntrssnganzatlon Further aspects relate to determinations of whether to calculate or

display a threat rating or score for a user account.

[07] In certain embodiments, a threshold quantity of activity violations must occur before a
threat rating is calculated for a user account. Yet in other embodiments, a threshold
quantity of activity violations must occur within a specific control group or collection of
control groups. In one embodiment, a first control group relates to activities regarding
targeted communications. For example, in certain embodiments, an indication of any
blocked targeted communications may be received. Illustrative targeted communication

communications include but are not limited to: e-mail and instant messaging.

[08] Further embodiments may comprise control groups relating to non-blocked
transmissions. For example, certain embodiments may not block transmissions that

violate one or more predefine rules, however, indications of such improper transmission
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constructing a threat rating in accordance with various enbodi nents. For
exanpl e, wotnwaiy279i ol ati ons that nay be consi dered a | @aTtuse@ain44188 an

or gani zat0ar3 lid94mot be bl ocked. Nonet hel ess, even repetitive mnor
violations may be indicative of |ack of training, inproper procedures,
and/or a threat to an organi zation. Furthernore, certain activities my not
violate a rule of a security applicatidn, however, when coupl ed together
with other activities or when associated with certain |evels of the
activity, maymge beet@yiated t whanheonsweatini tay thygat aatinentn rgeosdangd Grithavarons
Therefore, atgri o] C eat
anal ysi s o wharPapaRs LortERpREatl R MIPRELACERa @ Rede
enbodi ment s mayogerizitige may et lbwlqde:k@d Ijumemhal&sy, cgén lapfttltIVB nynwwcﬂléatons)rmgyt hat
occur in relatjio a tri encryption
status, attac C 1nta{cgitv\lzeo Y CLO%‘] tsrg Bmae%}oﬁgf Ig?éje%ﬁreg /gl L rea data% o pgdeat &

wor ds, and coﬁhmMmmm@nEnmhememﬁ%hmgo&ﬂVka:enmnﬁhnemnsym@ﬂﬂﬁﬁmemﬁnWm

t hr eshol d may bhe cal i ff nt attribut.es

enbodi ment o SpesEnp Rl e fruh SheOitaBURY SN BER maR oSG BkMoer us,

i ndependent aaﬁkuyhy%MMnbﬁbmmnnhygkunW(ﬁa@EMﬁyseﬁh@dnﬁmnrmx&h@ dtoibades ty of
act|V|ty violations far. a coLIectan of attﬁlbutes nay €. consi Hhﬁﬁ in any
anal ysis. [ 107! ®PASHHUSHBRE PrEmsEcrdriage thrgi dnpgsts QF BilgRREl @ fcation
conprises an gfrddf kdowd & r&ing | ar to an unbl ocked transn155|on associated with
t he sane user account. For exanple, a user nay attenpt to circunment

S ﬁc uri L Yy [09] OEQGM@ sﬁbydlﬁbﬂtg Ry 'bd?]l@ldeﬂth'é ftyl’z}jésolﬁhﬁar?lt)bdl)(ﬂh@ﬁﬂ@/ Viblamsiitizs bﬁﬂr
1 roug anot her nechani sm Furt her enp S OKI n to |rrpresst elr
super vi sor ey} RN eYeEHsHirbuishgrREY aécf\ﬂ/ﬁ‘ F’H“é’r??‘i aanIiYHtF‘le HaLH teegngnhe;

per sonal e”HIbmﬁﬁgﬁﬁﬁﬁﬁﬁw&ﬁwh@EMn&ﬁwaMQkaﬁyeﬁx&;%ﬁ@%&ﬁgnmwhbh%n%meln
i ntentions of enployee may gH?U|ne potential disclosure or inadvertent

retention of £t W@ﬂ%ﬁ%ﬁdé ngjthes hold gy (e celgulpted fonhffassrs pttbieseen it s

clients. Thergf g ’em‘Bg&ﬁéht@ %f@%@(ﬂh@%@reﬂa%résﬂﬁhse MRt ea%}{ Spe %ns@d%ijedn?ﬁ hods
to detect someone sending files to a personal account. In another

enbodi nent, i tndapepdene ageévier mohé@n fY 4 it anethpmembpasinents i dasliar of adtizitsni t t ed
or received tb{o&%ﬁ%f@f‘a&’&@& Yrlad it Oo%% nsm%%%d]ﬁnﬁéﬁeignaspeﬁs

dlsclosed herein relate to ternlnatl er to duct further

correlati ﬂf] a@ Mﬁ%ﬁb&ﬂm&ﬁ?cdﬁ%ﬁ%as %g%ﬁ)ckéd] o%gm?cm?ﬁpéo%ﬁ% s ahlattfB%c D&

deternln diif e user account It1ona cators ustratlve
i ndi cators nawnuhtmudelmhb@ﬁﬂovmmmwﬁ@nwgamwﬁﬂ with dheusame ofer taaeouns erfoaccount

't or mat i on agkout R a il Be iy CERKELSR ok Py, HRGghe o
2012/ 012279PCﬂFAIlSﬁﬁtOi]]jlﬁb4(4d_381nsmission through another mechanism. Further, employees
looking to impress their supervisor may want to transmit highly confidential
information to their personal email addresses so they may work over a weekend. While
the intentions of employee may be genuine, potential disclosure or inadvertent retention
of the information could be harmful to the employer and even its clients. Therefore,
certain embodiments may implement systems and methods to detect someone sending

files to a personal account. In another embodiment, it may be determined if a certain

transmissions are transmitted or received through an unauthorized protocol.

[11] Certain aspects disclosed herein relate to determinations of whether to conduct further
correlation analysis of the user accounts. In one embodiment, it may be determined if
the user account has additional indicators. Illustrative indicators may include: a prior
investigation of a user of the user account or another individual, such as a supervisor,

the volume or type of information accessible by the user account, whether the user



007131. 01046 4 account has an exception to a security policy, factors that
suggest suspi ci ous communi cation activity, and/or whether a user has
accessed wopeniiti7e conput er - r eadabl e nedi um during a spetiUdsc@1i4ms f r ane.
[ 12] Asp®OTB18fl04the enbodi nents nmay be provided in a conputer-readabl e
medi um havi ng conput er-executabl e instructions to performone or nore of
the process steps described herein. These and ot her aspects of the

embodi nents are discussed in greater détail throughout this disclosure,

i ncluding the acco nyi ng draw ngs. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 13]
The present i mr:emtrgw P8 ¢XCeRimnr Wt @dsdsyritnapolisl. dxcierpl Gatanergawt suspiioved i n

the accompany 0 EH Sl iy Nl f BLeIGe LUIRLA LA ahguslm | ar

el ements and I'n ustr Ive peratln

envi r onnent nwmﬁﬂmmcﬁmmMOuagaspeﬁtgm@ﬁanhe enbodlnents may be i npl enent ed;
[15] FIG 2 is an illustrative block diagram of workstations and servers

t hat may [bBd usdepkctsofithptmbmimenthmapbo prwysied imadomputeticadebleghedien thaving

aspects of th . Fl h dj f .
illustrative £ Eﬂ;? de:xg&ghtgie’&{l l&élgléoelgvt\no ?{igoéﬁleo(?l\é% od Ee ¢ %ﬁrﬁ%fﬁ‘gﬁée&ﬁmg ows a
flom1d|agran1b&emn Tm$wsmdaﬂmwemmﬂﬁbﬁdwuﬂMaﬁﬁmmdameeﬁmhshiangmmnbddmmEnt;

throughout this disclosure, including the accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[13] The present invention is illustrated by way of example and not limited in the
accompanying figures in which like reference numerals indicate similar elements and in

which:

[14] FIG. 1 shows an illustrative operating environment in which various aspects of the

embodiments may be implemented;

[15] FIG. 2 is an illustrative block diagram of workstations and servers that may be used to

implement the processes and functions of certain aspects of the embodiments;

[16] FIG. 3 shows a flow diagram of an illustrative method in accordance with one

embodiment;

[17] FIG. 4 shows a flow diagram of an illustrative method in accordance with one

embodiment;

[18] FIG. 5 shows a flow diagram of an illustrative method in accordance with one

embodiment; and

[19] FIG. 6 shows a flow diagram of an illustrative method in accordance with one

embodiment.
DETAILED DESCRIPTION

[20] In accordance with various aspects of the embodiments, methods, computer-readable
media, and apparatuses are disclosed that assist in the creation, implementation,
monitoring, review, and use of predictive threat ratings for several user accounts. The

user accounts may be related to an organization, such as employees of an organization.



[18] FIG 5 shows a flow diagramof an illustrative nmethod in accordance
with one enbodinent; and [19] FIG 6 shows a flow di agram of an

il lustratwoeormtbard i n accordance with one enbodi nent. PETAISREDODESCRI PTI ON
[20] In &0¢rlddBée with various aspects of the enbodi nents, nethods,

conput er -r eadabl e medi a, and apparatuses are disclosed that assist in the
creation, inplenentation, nonitoring, review, and use of predictive threat
ratings for several user accounts. Theduser accounts may be related to an
organi zati on, such as enpl oyees of an organi zation. WO

2012/ 012374 PCirigus20illstode 135 x@0ple 3t agu epruipg Fysgaum environmpfsiopd¢.86s an

exanpl e of a i I ti f f kch may
be part of 111 Ry o OB dih RSl 5) ER 900 QAT HorbHR oholinore i Gleak Bl o
illustrative phlctcass pB@Oss(HY @hehuwn m Fggoy 2sn@ 3amdp@fivelgs pelot ¢ongluyihg  The
comput 1 Yt SILER LR AR Ry tnl g SRRy bR nas
t he scope of us®t arterfdadhot sugaest by limftatidneaseoriledicopnodSuse Dhdurcooplityl ofghsyst em

envi ronment 100 s.oultd r}ﬁt be itnt er pr.et ed. as h?\cllb&g%a% dt endency , or
requi rement r SPAYYREY o 'ARyOBRETS YR ERHTN LA %‘E ANt SHYRA i*h t he
illustrative aanputahngdepysicash envicquiriment rdfithe [?2hy Tére enfzoabiietiins oflr e
operational w th numerous .othe greneral 1Etzuﬂr%pose or .speci al purpose

s
conputing sysFPURRWAYT SRR {hs ThsTRNGOFR SOHEM CRYY eBtsfogf wel I known

conputin stens, .environnments, .and/or confiqurations that nmay be suitable
for use J2i S TRE ChmamenS e cprai e i fomrafnafen fotrl doig e e Bt

conput ers, SepuPoscCRIPULRT SistehadithirbahéhtOsr ¢oapkapticheV iBxedplesruf ePkasessor
systens, m croprocessor-based systens, set fop boxes, progranmabl e consuner

el ectronics, RUPRMSIR SPEE™S PRSP BIOOr cRpfisrtane heb mavtEry el &rdput ed

conput i ng env iy i thiboliiiRhts| Mehddevanye abt likeRROVSremal S uddrs, dRMIcEES,

and the |ike. computers, hand-held or laptop devices, multiprocessor systems, microprocessor-based
systems, set top boxes, programmable consumer electronics, network PCs,
minicomputers, mainframe computers, distributed computing environments that include

any of the above systems or devices, and the like.

[23] With reference to Figure 1, the computing system environment 100 may include a
computing device 101 wherein the processes discussed herein may be implemented.
The computing device 101 may have a processor 103 for controlling overall operation
of the computing device 101 and its associated components, including RAM 105, ROM
107, communications module 109, and memory 115. Computing device 101 typically
includes a variety of computer readable media. Computer readable media may be any
available media that may be accessed by computing device 101 and include both
volatile and nonvolatile media, removable and non-removable media. By way of
example, and not limitation, computer readable media may comprise a combination of

computer storage media and communication media.

[24] Computer storage media include volatile and nonvolatile, removable and non-
removable media implemented in any method or technology for storage of information
such as computer readable instructions, data structures, program modules or other data.
Computer storage media include, but are not limited to, random access memory (RAM),
read only memory (ROM), electronically erasable programmable read only memory

(EEPROM), flash memory or other memory technology, CD-ROM, digital versatile



[23] Wth reference to Figure 1, the conmputing system environnment 100 may

i nclude a conputing device 101 wherein the processes discussed herein may
be i npl erwot2ek/017i7eé conputi ng devi ce 101 rmay have a proeeIAns01103418%r
control | i0Agl3dwWdp¥l | operation of the conputing device 101 and its
associ at ed conponents, including RAM 105, ROM 107, communi cati ons nodul e
109, and nenory 115. Conputing device 101 typically includes a variety of
conput er readabl e medi a. Conputer readfble nedia may be any avail abl e nedi a
that may be accessed by conputing'device 101 and include both volatile and
nonvol ati | e néidkse(DVdnw\atliar eptagatl diflo stovagpronagbblec qesgites, NBgnaNg yas mesighpl e,

and not 11 m ¢ gl s OML ShuchRdatl e (ALACIRY, GAIRICLAR AuGaNBE Dagion of

conputer storage nedia an muni cati on nputer storage nedi a
i ncl ude vol at toe thedesmahmBirattidnend thencandiolaeccased bpoompwmgabtel (Hedi a

i npl enented in any nethod or technol ogy for storage of information such as
conput er [?Mad&bmeuniestionuonédimstypidaltya estbodet comemiterpresgatden mofidudtiess, odatot her
data. Conpute a pa.inclu t. ar | j.m & access
momory (R« PERAEO AR LB edifer oBn AriodiBln GRLOGHL hen o AURE T20F
read only nmempaye (EERROWNspdrt asbhandmoand ocludd heyr infematiyn tidoknomedjy., ACD- ROM
digital versatilr—a{1 ¥§33012/912279P§I #22011/044138 0?7@31.01%46 6 di.sks
(DVD) or ot hel°8fre SPAGER BriotEYE Mahlgn R & LT PedaBHEHHLT e Fdpe,
magnet i ¢ di skclsingédigaudt a olhhet afragheddeCinfiithgdan dewigas , Bpivap oy exabipey;
medi um t hat can, be used to store the desired informati on and .t hat can be
accessed by cBHbIA YA cuBmypigation sadiady TV EEt POH? WéaWVﬁgéﬁVY embody
conput er readabligect-Wibd tisinb@8, andatirtldé MdGih Ui@Sas BpERGE, WA, Tehddemd Qkhedt her
data in a nodul ated data signal such as a carrier wave or other transport
mechani sm and MiREFUBE %Ny i nf or mati on delivery media. A nodul ated data
signal is_a Séﬁﬂa' that has_one or nore of its characteristics set or is
changed il#flsuéfhepeheiheiovasRegh Lhpae iehle PRaen BACi2AP IRl e g Mhay  of
exanpl e, and BYlichddnl dadd §t6Rd it RAMNh&RSH 05 NEdicané REMPERWMKRE i{TBAllagd SUCh
as a wired network or direct-wired connection, and w rel ess nedia such as
acoustic, RF, SoTFPpedig safiears eprdicatigng &4-& s Ttwats tasksp o runmingRatBhcHtias own,
RAM 105 may i gelisd@10ng &t Ab&nRRP RIAAR 09 RRI/bERESBI hifor) MayaRALILAL | On
data stored in RAM nenory 105 while the conputing device iS5 on _and

cor r espondi ngsessifitygRpEcatipp| Teatacwity apelicgtion may eset 81 MERISNS aghatyrai9A¢ ng on
the conputi F‘gofﬁlﬁkecﬁse}%couﬁ@ RN e RITIRGH: TR q M 10 RNA(REL MY afl DAY
menory nmay include a security application. he security apﬁ I cation fray
assi st i n nonwhwhiareglesgibed intiyporefletarhbelow nore user accounts on one or nore
ot her devi ces, such as devices 141 and 151, which are described in nore
detai | bd?dw [2mmu@satmpsingaticdf8 maydutledelogiogphonndbyrdd, tquahi ssreoproder
keypad, touch i . i

dovt e 101 gy e SR AEAEE itk £k bR P YRR A1 AR bl SRS IRD e
for providi ngirgludi onowtpat ofadpeakarifdegodimplaadio detpiicandfaordgordipiayi degice

textual, audi ?o\fip§ouvzia‘c{ingat@)gt418f at%go%%ﬂgl%%h/ o gr%&l%a'l output.

[28] Software may be stored within memory 115 and/or storage to provide instructions to
processor 103 for enabling computing device 101 to perform various functions. For
example, memory 115 may store software used by the computing device 101, such as an
operating system 117, application programs 119, and an associated database 121.
Alternatively, some or all of the computer executable instructions for computing device
101 may be embodied in hardware or firmware (not shown). As discussed above,
memory 115 may comprise one or more security applications, some of which will be

described below.

[29] Database 121 may provide centralized storage of response information. Processor 103

may access the response information from database 121 and process the response



[ 28] Software may be stored within nenory 115 and/or storage to provide
instructions to processor 103 for enabling conputing device 101 to perform
vari ous fwocebizomsg279For exanpl e, nenory 115 nay store sofPCmarsecumsedspy t he
conput i n@0dBMilde46.01, such as an operating system 117, application prograns
119, and an associ ated database 121. Alternatively, sone or all of the
conput er executable instructions for conputing device 101 may be enbodi ed
in hardware or firmware (not shown). AS discussed above, menory 115 may
conprise one or nore security applications, some of which will be described
bel ow. [29] Datfeibaten thatmppje pxcgbd?«djél Pelhteragliyezeebossotoggescof Whds detalpee

i nformati on. 3 C . - 2SPQN i j

ot abase 121 Ah pragk it R B S S TR Sl 0T 1
007131. 01046 Fommitiog deti¢eol) 1 tvhtitsomaygmbediimath.uded i n an interactive response
to a user. Wile database 121 is shown to be internal to conputing device
101, dat d8HseCopputmeydebige Xt maneperatoingorepurkevgend svtingmt SPppoming bormestwns

embodi ments. {30}, Gorpyt 'r@&ot%eé’dnﬁo%ﬁ@g LelRY QR&! & %sér”teﬁmﬂﬁé War ked 15 oy

envi ronnment supporting connections one or nore renote conputing dévi ces,
such as user wnddinbmdlcompdtingadayickS dnd Acddirtangenadnt 06 st davgedenci dsgibaddn t he
arrangenent o

f. such devi ces are described. in illustrative.e i shown
RS e SRR R0 R dL0T T TR e 8RS 33T 6ot ng
devi ces or semndehs ptlatal tamputide dedeey odkeradrh thaf inthede alagyrendlsofdas cleinbed above
relative to the co ting device 101. .[31l]. The network connections depicted
in FIG 1 incEﬁﬁ%b%@ﬁﬂ@%%?ﬂﬁ%mf%?@ﬁ@ﬁ“%ﬁ%%FBHQLnetmnrks. For exanple, in
one enbodj jten a |local area network . 125, nmay be.an organi zation's
"htranet 10na the @R pallenbrnorRe iy kg Ty BERRCtY (PR B THHC one
enbodi ment | Mp&tGBRR! IFoge@anpANiMeTV@EHoUIMEENE AMbED BIFE Abtw oBOMAAN) 179, fleybee 101
may be connected tq the LAN 125 through a network interface or adapter in

t he comuni caf} SiSaNFSQBIs dntiegef, andreide sy ntyok (WNVhEPwWBRk Phihe dHenflodtrent |

the server 103nd@¥bdditdnd diplamEREe ML AN nbthbAifG®irbindil & oFPIIISRE10NS
nodul e 109 or other neans for establishing communications over the WAN 129,

such as the | ArBrisetontepted tnths LAN RS athequghy ra pgpwpiks wisslaes gk adapifs insthe

account may bg,&ARitAhEtholifle A@9ESHnEn LY, inSH GMARSydMNiihg 2onv ROWRYE the NOT O
access one or nore WANs, such as WANs 129/131. [32] It wml|l be appreciated

that the netwsrkerd@hmentingnde & modpmagreinicrreesinithe pormumieationh e dwedAs obf
establishing chgpﬁ%@}f&aés{agﬁ%h@a%}fnonagﬁé&gﬁr& Pth%QVRNHj@Qflféﬁ\ék? SIn{TRY be

t
used. The existence of any of : nown protocols suc s TCP/ 1P
Et her net, FTPI3HTTRs dnan & hesutiiykmsrspsctive.eona med accamek midyebesops figmediaraceses a

operated in aLﬁgj_, %QJh‘%eﬂA’ﬁr%?,% ﬁg&g?&i/tg%céegs BRI I ok WAK, %Al;‘g%ragwkﬁé/e web

pages from a web-based Server’ I'ous conventi o rowsers can
be used to di $pV8E31. and mani pul ate data on web pages. The network
connections nmay al so provide connectivity to a CCTV or image/iris capturing
devi ce. [32] It will be appreciated that the network connections shown are illustrative and other

means of establishing a communications link between the computing devices may be
used. The existence of any of various well-known protocols such as TCP/IP, Ethernet,
FTP, HTTP and the like is presumed, and the system can be operated in a client-server
configuration to permit a user to retrieve web pages from a web-based server. Any of
various conventional web browsers can be used to display and manipulate data on web
pages. The network connections may also provide connectivity to a CCTV or image/iris

capturing device.

[33] Additionally, one or more application programs 119 used by the computing device 101,
and/or user terminals 141/151 according to an illustrative embodiment, may include
computer executable instructions for invoking user functionality related to

communication including, for example, email, short message service (SMS), and/or



[33] Additionally, one or nore application prograns 119 used by the
conputing device 101, and/or user termnals 141/151 according to an

i Il ustratwoeoepnhertbrrent, nmay i nclude conput er execut abl ecrnstoantiiens f or

i nvoki ng 00gEx.0l4#ct i onal ity related to conmuni cation including, for

exanple, email, short nmessage service (SM5), and/or WO

2012/ 012279PCT/ US2011/ 044138 007131. 01046 8 ot her targeted conmunications
applications that transmt communicati8ns froma user account to a second
user account (whether internal or external to the organi zation or domain of
the first usepthacemgied)compBaicatigpsgablirenens thft trahemit aempiiesionajrommc sgte
forms of conp = I i r- | &y |

avei 1 abl e noataopiaf AR MECKRouk FRHAE AR APuEdfilb B GiERoR Y
Conput er - r eadddyhan pkdie dirsrager eoprt). se st orage nmedi a and communi cati on nedi a.
Storage nedia include volatile and nonvol atile, renovabl e and non-renovabl e
medi a i nid4dneRtmbddimantanyf thet rodntom teg hmoludey yiofopr o tcompgier-chddbid oradit | on
such as COW”E‘SE@&%@%@%‘% h{é@%ri&{@ghe‘)gﬁy a {?iaﬁfét m8&>£'%hatd&}16‘b SLIMGLYNES,
program nodul €s, “0or ot her dat a. mrum cat1 on medi a 1 nclude any i nformation
del i very medi eorapuling Wevicall0y. €ofopatyr-datablel media mxgut@tpede datragesmghalanéuch as
a carrier wave or ather transsgort nmechani sm %flS] Althog%?iﬁu not r guiéed,
one of ordi naf YU BRTFHION Mt AP EEIFT &}SB\%S?{P A gpn -eoa%n%@ et

descri bed her ebmirciyatle reedodinpldmasted ifednyodhethad dat acipfohe®s fir NGoragtsS o€m  or
as a conputer-:readabl e diumstorin onput er - execut abl ¢ i nstructions. For
exampl e, a colfiHRF} sueh it ecor’?ﬂ’&}feﬁ'mag?bg‘? iPTUPHEy QRIFPToRYIC dlat, SEystuges,
pﬁrgcg_ssor t o pRgfaal ﬁﬂcﬁiltl@p,salofog@r fmfahQCblrﬁrﬂurﬁ&@i@ﬁ dﬁm'cfe iﬂbiéﬁd@ ﬁ@ﬁﬂgbﬁnaﬁﬁnt he
enbodi nents is contenpl ated. For exanpl e, aspects of the method steps

di scl osed her éi’l}’{eﬂ‘a@%@a‘&@éﬁ?]@’d%‘wdﬁ dﬁ%&éﬁ%ﬂuﬁa&# REHMILEYNGS dSHTTEE 101,
Such a process@ie ffyhee ¥8GHEE neRKIEr - execut abl e instructions stored on a
conput er -readabl e medium [36] Referring to FIG 2, an illustrative system
200 for i[mjl eMBAbIAnITBENRACE, AECON idRErt &il GARhE B GHIl BPEcSialeStha OMdus AS
illustrated, system 200 may . i nclude one or nore workstations 201. In one
enbodi nment, waPREt deseEbes hetein mpebe eRpqdind a @ Meskad, ¢ dMAPIAFSINg 415 10T $hown i n
FIG 1. VorkstabmPns-RRhbRBYedfn L8R cofpuleMecaiabRNHIBYonR e F6ORARGIeH by
one of conmuni cations |inks 202 to conputer network 203 |inked via

comruni cat i on§OMpuikgeigble mediway eingApYructipns §¢ s3Userk POYSSSdp PeforpodepyRy be
any suitable o]y £0 r t | Si I Cey,

conbi nati on o?el?ﬁgédsérﬁ@?&%@géey@oﬁ%%§ Ogetqgseeggglg&gtr%ofgg%ggt eaq‘i%hsﬁolrjcti ons
recei ved frongxaampde, atrects od s aetthaingepe niselosdd lientio sy be exesutsd onwrpgocessor

tici ts. 7 mut er . 0 i
Petvor k.| nct udlt i U T b BrisBr 0 fansyehe F ghatsof YRtk BBy |
| ocal - ar ea neinsgudiiofd AMpd oma wwmpltessadaelt wedkum. a di gi tal subscriber 1ine

(DSL) network, a frame relay network, an asynchronous
[36] Referring to FIG. 2, an illustrative system 200 for implementing methods according to

some embodiments is shown. As illustrated, system 200 may include one or more
workstations 201. In one embodiment, workstations 201 are similar to user terminals
141/151 shown in FIG. 1. Workstations 201 may be local or remote, and may be
connected by one of communications links 202 to computer network 203 linked via
communications links 205 to server 204. In system 200, server 204 may be any suitable
server, processor, computer, data processing device, or combination of the same.
Server 204 may be used to process the instructions received from, and the transactions

entered into by, one or more participants.

[37] Computer network 203 may be any suitable computer network including the Internet, an
intranet, a wide-area network (WAN), a local-area network (LAN), a wireless network,

a digital subscriber line (DSL) network, a frame relay network, an asynchronous



WO 2012/ 012279PCT/ US2011/ 044138 007131. 01046 9 transfer node (ATM network,
a virtual private network (VPN), or any conbi nation of any of the sane.
Communi cavoanr/dieatks 202 and 205 nmay be any communi cat i en3/useoi®4468 t abl e

f or comm®A7 Bdt01n¢p bet ween wor kst ati ons 201 and server 204, such as network
l'inks, dial-up links, wireless links, hard-wired |inks, etc. Connectivity
may al so be supported to a CCTV or inage/iris capturing device. [38] Wth
sonme enbodi ments, illustrative system 200 may support an interactive system
as wll be further discussed. For exanple, workstations 201 nay function as
user term nal gasid neede ¢ATM 04tvively afvmﬁg? Povhtcareteork ¥ BN toy amppirtagation of
control syste i VIR f [ AGH

wor kst ati ons g%&@ﬂ egﬁﬁdg%g§3%§%%§hgﬁgigﬁgwﬁppggB%Ee?ﬁg(%rt,%%ﬂgﬁéﬁgﬁs t hat
foll ow i n Fl G8intaBleGomaynninmidatimd berepdnedorbstatome 20} anbseeveo 204, lvechcompovient s i n
FIG 1 and 2 d/ar .o conponent s, ... ncl udi.ng ot h onputin vi.ces.
[30] Aspects DRet ne-Fh Bk FERTRETORS ik v BR R Gl QTR Mo HRbF et i ng
activities rekaipbngl tbe TS/ arimapk/giscantnig &vicdhe controls nay relate to

di sparate activities associated with user accounts. Mnitoring controls may
assi st f yd8]heWithetoerenimbatiinens, iMugtdiies systans 200 meyx ouppbrt e utesa@ie sysderhlas eat to
an organi zation, . | ne. enbodi_nent ne qr r f the ".user accounts" may
be associ at ed vl bERRHERRAr £ Primp oo PR meb Apeuhif Ry BECGHRAS

or gani zat i on. arkhusyerr2dgang| asstiaf awhetdueity bfydicativali atindtuladysics thai mYnitger

term nal 141, user term.nal 151, or any workstation 201, the individual's
et ona ey betbetien dE gD BB ch P Arandertiagd 'S haiFeY

enmbodi ment,  ain'Ms i, (REQGINkat fHTRYY MEFIBSSPE inAy B iMplbRedePBy bicdd e 6OHPUL i NY
device. Thus, in one enmbodinent, if any of a plurality of individuals uses
a particul ar EIARBFRtGD ddVi de?MdstidRIaE Oﬂ’é’éFO‘fﬂ@‘?nﬁPﬁaFmﬁ‘ﬂW PRE CURRIPE ng
device W Il bge@dcegpeci fic user account. I n another enbodi nent, a "user
account” may be a conbi nation of specific user(s) on specific conmputing

devi ce( s)39][ 4@kpets orendl iy daBoM RURS Bt BGoRNg, @SBIng Kirl deRBtiddactiiBieddelatingt 1S
gquite common for a subset of user accounts w thin an organi zation or donain
to have acces¥ ¢ o &¥urEEslsndile sonralammerday Grdiwpratrsastivisiecsepiadedaithi n t he

same organi zapPRcQuntdO mrﬁtorik@ kbrﬁfolspﬁlb}p bssRE Furh¥s HEEBninRIBROThEBHM Suser
di scl osed herein may be used to nonitor activities across an organi zation

or domai n havpesguilgenresgeie oubied thiap Rregeiegiont yn peaembsimertiaane dr f1fogt offthom
other user aCC&Hpéc%omllt:s@rm%;%%o%iatéd%iﬁpa?{)aﬁga@ i Rlnal SAE a%e{]m@@ﬁg%gt may

have access to a first netwo such as Jn;ernet“‘t rough 1
shown in FI G alorghowiver Thonirsganllesubbehethdr thhodividaeldousing usenjermaakldecess

to a second n%ewgrhl’ina% 4§ ﬂ o?%nWo%lQ&a%{oQ %%,7‘[%5 %FJIH%Q’% 13/019041% ]1§§y Qﬁp Zlé‘c?’ 90 Q 1046
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particular user account. In an alternative embodiment, a “user account” may be
associated with a particular computing device. Thus, in one embodiment, if any of a
plurality of individuals uses a particular computing device, such as user terminal 141,
the computing device will be a specific user account. In another embodiment, a “user

account” may be a combination of specific user(s) on specific computing device(s).

[40] As would be understood by those skilled in the art, it is quite common for a subset of
user accounts within an organization or domain to have access to resources not
available to other user accounts within the same organization or domain. Unlike prior
art systems, embodiments disclosed herein may be used to monitor activities across an
organization or domain having user accounts with security features that differ from
other user accounts. For example, in one embodiment, each user account may have
access to a first network, such as the “Internet” through WAN 131 shown in FIG. 1,

however, only a subset of those accounts may have access to a second network, such as



specific resources accessible on the organization's or domain's intranet,
such as through LAN 125. In one enbodi nent, the resources may include a
central i 280 28t2me270f el ectronic data that i s accessi bl epPCrarseeiamesas

di f f er ent00UE80104r mi nal s 141/ 151 or workstations 201. [41] FIG 3 shows
flowmchart 300 of illustrative nethods that nmay be inplenented in accordance
with various enbodi nents of the invention. According to certain

embodi nents, activities of user accounts relating to several controls may
be nDnltored nmeasured or detected (see, e. g. bl ock 302). Any detectable
activity, suc bpeaictrireurceseasseriblsiconhosrzatizagon o af dorman s ivandtoncl e thisagh
receiving or {nangs tbhngl: oYk 196 Je Bt G20 hOhaAS dRSALLPSROGEE! N-
Sone |IIustrat|ve ACtiVities whiCh serve as one or Nmore COontro may

i ncl ude, but eeeranat dith rthateid dcocssibleotire dberoamlifiiccat uem teirigagH4t/mel ar get ed
communi cation_a Bgah&fgm?n communi cation through the targeted comunication
application mee "He predefined criterion, accessing a specific
conputer ad I , .
conbinatl ?ﬁ%regﬁg%yro §@Hfégﬁgfapﬁ%§%$$ eﬁ%hsQB%Inaa?é?&ng%ne%énin one
or nore contrmkoghmwpgmhlmﬂﬁmd mﬂam&mm$ @f1maemymwmmt|®mamémgte>manmn

correlating certajn control.s that etected h different
o ocesees  asTo RO RES; ot 1o AR lpEe et e St FRERre
enconpasses thramreﬂp@d taadtddonse,that brkk Go2p fAﬂyscﬁeteM:%Ie ﬁcﬁnvdy,r achlay the

comruni cate with anot i ndi.vi dual . For, exan tar
communi cati on r&‘ﬁﬁtlﬁsﬁ)&toﬁ slsstrqniinfrg@ation (Fither Fecy t“glot Ht‘tsg‘dlmtl%? mg)( @%t‘%‘%ﬁf c il

(e-mail), inshapirdrasdagibg Kekdh., Sehattusiigive asahvicanbhisatdr-ans dlderefre Such
applications may IIOM/one account associated with a first us&@? whi ch may

be an enpl oye%OItS‘P Fay drgudsi it A" g0 i v tOSkF O KB Pe e 1 ni ¢
information dig@edd Y céPmaniSRLANyPEEMAMA! BSHMAGHIBIHRH WhidugR SBEONEbISE!

whi ch nmay be external to the organization. 443] From t he foregoing . |t isto
be under st 0odCQRRHNIEHEN cHRlicHIO8  MeRfing ethaticdesngl P AR eaGeeING # | Wecific

associ at ed Wi blind5&LoRB6O Wi, FRIIENIRIE wiSUChRlordh! E@REMioRCRUELL Y
appl i cati ons may I mpl emented across a network to nonitor, measure and/ or
det ect di spar Etllélleac,steteytltc?petsols PRYI§¢ celpgoriaededstin @Oh oI BPIS Cﬁatyoltgéougﬁ olndead. i nt o
O ot TPr €. CRBE o QRO RS 0Fe1 B TRl R BRIl donl SURR 5 Be GRS ! ol
establ i shment having sensitive nmedical rec ave a irst contro
group conpri simepgbdnfareit procedsest i ng to act|V|ty of targeted connunlcatlons
(such as, for exanple, electronic mail, instant messaging, WO
2012/0122¥QPC$5US@O@&$O4Km&&ﬁﬂ®¢m3mn@m@ﬁ6mmmmand/@mOmMQeﬁﬂMQeamﬁhﬂ@ations)
and a second r £ (such
as including g%ﬂ%gﬁﬁcq—ﬁgﬁgtggﬁmg8ﬁ¥%%5%ﬁgﬁqwﬁ? fﬁ%?ﬂﬁ? pro OCOF?;

groups may bec@n@0m3ﬁ$mmamnmhm$am@ithdmmnsmcbdaeuﬁm@naﬂmebwawhmuwecurlty
appl i cations | ”Hl FFEan)elﬂ tant[ (r)nrg S 191? ‘unnt Iat 81 1na 10ns OrI’éC r

ot her variabl 881 GapaiD, MEERG MFSBRPE L (M UER S P Fan ﬁ |ns? ?utl SR haV|ng

sensitive flnamﬂmakmdamﬁ)MhﬁNoﬂﬁM&o@ﬁﬁﬁk&hﬁ@t@ﬂbalﬁatuﬁmnwhthnadhebmafflC

(regardl ess of a targeted.co n catl or n Si

pean s of bubhYee o Ggbndb R inFhBi PRI NeRaE REr Pt fellsi g
second protoce a sk@hdexasnpk ssotibte@NEitle aecindeRts, vAficle ffal the ERBYnA1a¥eth@
secure comuni cat.i ons channel that transnits and/ or receives traffic
transnmitted wWPIRYMZUPr st aut hentication protocol and activities transmtted
w th anoth ut hent | cat j on pr ot ocol éﬁ in the absence of

aut hent i c!%&u ofi" 9} SteotosieP gy [HE B PRI oA e FoBtEYS nfay) ‘iﬁ?f%&f"@%ar%’et hods
of detecting saRice RfocRREr Witheghef RATIIRLS, FOI @k, Sseveial diffbndde! sscurly e
descrlbed in US. Provisional Application No. 61/325, 055, entitled
"Detecting SelRIEHNS EY bFHTelPTPLiNh ariig? PﬁwarkG@er‘Ht“@Fa mgapyie PRd/r et
April 16, 201Qipaad abivRies NaRuEraddrsie QBRtoIARRY bE B8EJup& NR onkZr8r e 88 Aol ATTY
DOCKET NO. 007131.00792), entitled "Detecting Sécure or Encrypted Tunneling
in a Conput er SNEPSAOFA, exarflplp edhe putity (such 293 gomigicesh cptdishmens hpgpg sagitier ei n
by reference re, as
used to descrP%g&%gk%gﬁgh%gggﬁiJQ&t%?%Pﬁngﬁ%gggﬁg Q§ﬁ§ﬂs%%%h%ﬁ?§ﬁ§§%V| ded
to indicate aot®@rdctedtdommupications (suchmerier examnlolelectrérae matl einglenteneseaging,
measured or nonitored by overlapping or different processes, that have a
common characteristic with other controls in the group. As discussed in
nore detail below aspects of certain enbodi nents permt consideration of
several different security neasures for individuals within an entity or
dormai n. I nplenmentation of certain systens and net hods di scl osed herein may
prevent potential security or ethical breaches. For exanple, even if an
entlty enacts several |nd|V|duaI securlty nmeasures, a specific user may not

o, o o,
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ordinary skill in the art will appreciate that of receiving an indication
of the dewveabvion22mwul d fall in the scope of "detecting" pam/usealiwiilygs

Furt her, 00@tlddP4tng" nmay refer to the obtaining or receiving an indication
of a nmeasurenent, which may be based upon a known scal e or neasurenent
system Further, "detecting” may also be used to refer to neasuring the
absence of an activity. For exanple, akl opposed to an affirmative detection
whi ch may reveal that a specific activity occurred 3 tines and/or resulted
in a measur eneitorofhattdg applgabeieendet seendorongpl givep dhemtrenasisvionytaigeipd out put
the lack of a t [We[-lale frpet tected
above. 111 ust g%%V?é{/kte%glgg | g‘ﬁ; |rla esslggl}lén%ggglﬁugfeééﬁ@gl ov\/,g ?ﬁ\%ve&: d wg?éthcsé illed
in the art w pitdachie). bérﬂnefgroup@fmambs loiadly ogupheysiillyl dlselacdlalsydlajattdférbstthﬂd t hat
SI? %to?%%solf'rdﬁﬁu g%t t%l? et01fdcecp t%E:eFr}l N9r OI{hom the

addi ti onal or Lviti
scope of the ?er?\l}r(aﬁ’t%pgfzéauﬁlﬁr%nﬁ)e ve actrvities are

descri bed i n wa&lahtes.0fYet, @ wmnﬂaalnmymmgsfmmml 1mmomém\ti3g setnbmseﬁswciall ed in
the art wll erst t such a t|o b ted.i tlonto
one or nore aggfl "8h V%?g@@t gy ﬂl 61" rsgeﬁlggﬁfgg @B % fqujle{ { Scdnt r ol
group may be ca@gefteidgwneﬁhnﬁ@ndebeﬁctt) pen@aBp&ific p@toadl g atsbc@rmecdntroh@rbep
control s, such as regar g rem)vablgipmadiﬂ %I’I terl see, bl ock

S

302a). FIG 41ghawar ﬁ‘ia v @ agsenGprageelis Fpn xR ?ﬁaagmbgcil@?wnant o

renmovabl e nmedegitg @il heVcSa sdelire @8fnhAhitat@IHd QRUNNEBINh & ,tra@diBitsCdn TP kReivBY hFHS
conducted in accordance with the teachi n%g of flowchart 400 ma%h be

partially or WABMIYedoWyadiEpubyntcaienprrispcandggiatisorins gttty

whi ch may be Lagafiedioatpr&6eor dr ik At #Bhenké Of arzautlfélnh&%g Ero"[_‘dc@) rflayl R &rmﬁ ai ned
in the context of renovabl e nedia, those skil inthe art will readily

appr eci at e t hatotlh ngrpﬁ?mvﬁlﬂﬁféatlﬁédm%h‘?ﬁﬁy O%éle'i%tiﬂgt SICEE Q5 ichefyPahychapielsy ot

all, of the prReRSRES d&nelh Qf‘edde@@rfb%ﬁ”n Uﬁ‘%@%%&l A%Eh@a%%n %P%l/@ﬁ 035,
|nd|cated ot herw se, non-renovable nedia is within the scop

i lustrative enmiilsdiPelaeting Seard ot Beskyniesl Funnglingtin alSlompkteasztWOdﬁ ﬁl@d Apdit e
processes may 1@%&%&&%“1\%&1 ﬁr9v1§1&&?§§§1|1&{}oﬂ gl eat b%@zﬁ] Yy HOSEET RBCount

has accessed a 'speCiflc conputer-rea |um V\7m ch may be a renovabl e
menory) . | n of¢718mBot2iesntitled|“Detkectr@2Sermye dettactyptad clompelingr inr @ 4gatpuer medi um

operatively CR]@{{R%@%] q%l(%ﬁé?? MU&h glﬁl\éh Gfa ﬁgﬁogra?edl 3%513 a/aggfér%gf 1Qrt8(!5119h a

Uni versal Seri connecti on on I'ces nd/ or shown in
FIG 1. |n ceecitaetn ferpdidmhtsposthe detecti on nay be received through a
security application. For exanple, the security application nay be

conf i gur d¢4#]t o Thonafoteprs udetl ecgddscr\ilzrei degaiatatents tvdhefedr, rafakacel to s grqupay providodh

purposes. For, xRl §eoRiTh oo 20 At Ubar ST s RSt FARY P AohRdP1046
by overlapping or different processes, that have a common characteristic with other
controls in the group. As discussed in more detail below, aspects of certain
embodiments permit consideration of several different security measures for individuals
within an entity or domain. Implementation of certain systems and methods disclosed
herein may prevent potential security or ethical breaches. For example, even if an entity
enacts several individual security measures, a specific user may not meet the
“threshold” level to be considered a threat for each individual security measure, despite
the fact that they have significantly high activity for other measures, and thus may pose
an overall threat or concern. In contrast, with prior art systems, a user who exceeds one
security “threshold” level for only a single measure may incorrectly be deemed a

security threat to the entity or domain.



13 user accounts may be prohibited fromwiting to renovabl e storage
devices, thus in block 402 an indication of any such attenpts may be

provi ded.wditni2i1eire il lustrative enbodi nent is descri be#cCirrse@hatiien to
"wite" W7TEMPHE46 t hose skilled in the art will readily appreciate that
"reading" fromcertain sources may al so violate one or nore predefined
rules. Information associated with the illegal wite/read attenpts may al so
be collected. Illustrative informationl2ray include, but is not linted to:
the filename, the size of the file, the location of the file, or any

met adat a [‘i‘ﬁgaF@lﬁth?g thoe of jordanary pkilbrethe ps ol mepreciatp [t lof BOAViNE N dishgstipe a
value fromth l. « u C
address, or o? &qugéﬁ%fiﬁﬁfﬁg1%?%%?&§q¥o #%%? mﬁw;&hgnfgﬁgg ?&enﬁgklers
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confi gured to, erqlt(ﬁ user @ gount L0 ACCess ﬁ é ) al | rgqpvabl&

medi uns;  howed &M RRSREFSYRYE Haﬁﬁ‘ixveﬁe EhPryur ‘HWHSOﬁ?‘F{?&/ a U8 &t count
t o access cer t@ulednrdi medsMﬁmSnt &Ush” asotBerldédctsn viethe Rowe v@ivity moly a@ntfuk ash

drive. Another, s configured to authorize access, to certain
emeab! o ot Yk o ety e SO ek (Pl LR AT RGIR Beleey Shpt |
determ ned t hatys@athiS &ctiAG&OMBLdel@iBed bABIS hWwe\REGRSS sRilBPEE itifd &t WBWI e one
or nore attributes (or values thereof) of the access may be stored on a

conput er - r ead AHICE! pfetis uclopirg il za6ily urr%rS&ﬁﬁlé ﬂ&%ﬁ%ﬁ%h@f fepvig AGHNIET BRAY
regardi ng theb@hkhh@&i&ﬁh&ﬁxwﬂﬁuﬁg96&dm9@c@%ﬂﬂﬁﬂe%ﬁémﬂ%.dﬁﬂﬂﬁﬁxmﬁﬁtﬁgomﬂ in
FIG 1. Illustrative attributes may include, for exanple, a quantlty of
data transf er HBSratiyp pefivgies peandesertbed if relagion & ess@Bicproqepsi ObfonoBRYS those cess
protocol's, anpi@eOHhRL it wﬁlﬂgﬂdeﬁftanhttha!t Sudlele 8510 AR eAlonBlRekin 4@&1&“@%@ user
account does not have authority to access the conputer-readabl e nmedi um

i nformati on regapiaddtionadpigagsstshor i zed access attenpt may be stored (see,
e.g., block 408). For exanple, a security application may determ ne or

ot her wi sd4let dstdissnssad bovet W {isbrentiobrgreny may bsonfigred ke defaetunarmdtered

tt f t t t
may bo ot or ef S fAe0f STREE PRl bl ROFRRYEERARE ey ARARRET B OO
408, may be |hbﬂew@a©edfﬁ® étdw@satﬁbmbhﬂé§0®ﬂﬁUWaumhwruméuﬁSU©hag§to
tt t Il | t t i f
at L enpts. Of;%ﬁo%@é M}%dl% thﬁé’ SelRY chBShildGs du 5%%@&ﬁ%dastacoﬂm%§{%h%y 0

data attenpte ransferre SI'ze or nang 0
2012/012279PCEkU@@&%ﬁWﬂﬂ&&38wﬂﬁ@ﬂ6ﬂﬂ@&ﬂ@ﬁ4manavﬂﬁqpu9dymmwmmuﬁcmﬁm@ed time
of attenpted access L0co ed her s. L5 Bl ock
410 may be i Y &4 m?vag ¢ me ong%] n%clu?(? 85 ny rbgqgcagetd ap sefver 2\9L1 g]F
satisfied. | nzom@tharghcrd(}nm i‘ste,xpkai’med ar thédeSIﬁe)@fof teh@ vt otk fosaryillb®in the
considered a control relat 0, r enovabl etection of an

nmedi a:
unaut hori zed Ac&aY &eadily é%‘i‘“a &t h‘i‘oélsrﬁﬁl%abgef mﬁﬁ%\maﬁg’ﬁ‘%oé‘&m%& &@&% Y -dfpt s

an attribute @bt am uvnand bactzad dagEBSS hakine Mkicfde! ebdsOfkplititla nbicasdol d
| evel of authorlzed accesses; an attribute of o or nore authorized

accesses; and°BEHBIAAINBHSVEHC BRda St} be sfoe RELlus ity PRDKITBEIR 410 | 5
shown as belnggspeC| ic to renovable nediumcriteria, %hose skilled in the

art with[#fe beekdrg firsbio RlAsks Qs SBT BSPE REPIErsCa SRy i RPEMERSE &¢ Frgeive an

determ nati 0n1rﬁfcaM\61ﬁttﬂhera GRAtEQuSt NAY ecRasN S ldeiti &hpiY-rlgasiPasddine t o
one control group or a plurality of controls groups, including any other

col | ection of Crlgeh P8y de @i wmoyahlg Ms@Psj)n In one embodiment, block 402 may defect a

computer-readable medium operatively connected to computer device, such as for
example, through a Universal Serial Bus (USB) connection on devices 141 and/or 151
shown in FIG. 1. In certain embodiments, the detection may be received through a
security application. For example, the security application may be configured to

monitor illegal write attempts for data loss prevention purposes. For example, some



[51] Block 410 or any determ nation of whether one or nore controls have
been satisfied may be considered in the context of a tine period. For
exanpl e, wodet2dnmi7nati on of whether two controls have beem/usatiisiiies,
ei t her i ®07hd.0d6#t ext of bl ock 410 or a conbination of disparate activities
may be made within a fixed tine period. In various enbodi nents, a plurality
of activities serve as controls for nonitoring the accounts over a first
time period, such as about 7 days. |n Bnother enbodinent, a time period may
be about 24-48 hours. Enabling the reception of data within the relatively
short time pepjepdcepunevrayl e piohbeed fiomywpkrs tnisalovelde alotageuiecikesy thue ipr event
or mnimze a tSe e i | , i i 1 he
activity for Sesk ISR HURIEH & uk LGERIAR REPOCLIFRLE, IRE APIANAALE

val ues recei vedbddmerd ie datcribéd manglaben ¢ofipatcedttompthy thedeudglefl ioithet dre walbnt r ol s
during a second. tine periad. JJn.the.illustrated enphodinent, block 410

Cand or “any. olAdl Baffls Mt 1A 0r nl Db TbE R BT e Rl

recei ve an i ngieddinedmuled. n&lroesorf @rocinal with teridegat tvirivd/ead stteagpsomaablesd Wit h
a user account. |l.nh one odiment, different actjvities.f ar i.ous

Control o may BeHBRRE ol B THGE ARGt R Bie ot bk insh i o R B et
one oOr nore cCarpidcar-texileuthabloatiomstt thel €itd, onsnynasditLregirdingakd fik. aarohe on of
the activities gn,.conp ti nggfevi ces, such as cuser termnpals 141/ 151 and/ or
wor kst at i on 261" Od’r‘?‘}%‘ltcglﬁf)‘ﬁ aX LOUPATS % VRS el the S8 PHIST BN S T iy
processor 103sR ey k618md Ghlush@WIACdli#eSs, of -otlePdenRBEUIAINRYa ROTIREbY oFO FI G
3, block 302b may be inplenented to nmeasure or receive neasurenents of

par amet ers r ePRRPYEY lé%gg%lrﬁ-gg%%a@am}ﬁ?lt‘é&% TIRECBIPI I HReONG OB MO RIGERTES 1 WO

2012/ 012279PCjikip2AAd o384 A0r83de k046 15 I n one enbodi ment, targeted

comuni cations encrypted with a specific encryption protocol may be

noni t or eq4g)r dede@inedRMinentsi 1t Slay R GefcthiicARBéhGahd @ar MRIrlBtstiaheRisade
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simlar actions, many prior art systens nmay not correlate an unauthorized
emai | transni eraskpr sYstaughy bheonfgeiad i Alovid ushr agcerat rigcasmheditehion¢dedpesnst ant
nmessage transgi gt b i r 005 Thu i i,cul ar
configurati onﬁﬁpééﬁ%%ﬁﬁtgg?%gegﬁl%% gdf:lg%t%%?tg‘grgg%%{sl H%ﬁ?igl%%lf%gﬁittgr ed to
correl ate act awhengevdcotsattd eagain [r§BJvapleGnedia sthoms: wsef liolghed intd@Ospefific
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I n certain i npheoemb@tatabges @nealoentheodf) @f demeomy nap e tseredadll a tangetred
conmuni cati ons t _in anagthe odi nent ... one.contr.ol grou n)

ron Lor ¢ ar geratt T mhInReEb i TR T iaRoR OBl PR Bl R
encryption, andy&cSeeansch mombiyol 15gs5faldpicerag] smwnt @rFIGun t hkistrhévegetrddies
communi cations. Ln still yet further enbodi nents, .a single_.cantrol group
oy ot tor o A SbHCBIPEat TR B DG i Somis Eald e
sinplicity, itindSFficbdsyRcésOploitBR] @hdngsheyd.| | be di scussed bel ow; however,
the reader is advised that the illustrative enbodi nents provi de an overvi ew
of one cqlidjectiiive dewhadida@mlocads tHaad uRt bebubadiortieutibatyltadedts thy t he
di scl osure of these e%odi ments. In certai ra en]‘?odi n%nt-s, one or nore

met hods di scl B¥BPITHCREPEMeGR™ eI EEtIBEo TP He e A F SPHEHMPARAY east
partially, bypastbhrRugeless CrvprNHatFoPekaaP b QbcuiBIAIpAcABB ndfi dtedhine Whi Ch
may be located within or otherw se associated with a server, such as server
204 of FIG 20thpmuie defpebifaciiioiotrbin 25 $istlbasthe pnapioRsws chgry apgnpt. In

i npl ement ed t g dgh&GHiméhi O REHEELAL Ire%a}éimg 981288 s{ 88Snpt M- be REOE kn FAory FOT
exanpl e, in one enbodi nent, blocked transm ssions using a certain

encryption pr étoeldevieayObshayat indiled!. Enrthes HodkrtBy ey ba ipplemendest © sty scan
a targeted commh&als MuhfizciPeGhdd Gudddhd ©TMRtrali 2B APy GRLHAT B

i npl enentations nmay prevent the transmttal él ncl udi ng the reception of)
confi denti al oranplaprquentdy pf fatd ettamptidon, beitrand ferdidn gizd ot namwt of] 4 fff tled was:

soci al security nunbers, nedical data, or other information. In other
enbodi nents, certain encryption protocols may prevent types of attachnents
to be transmtted.
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bl ocked transm ssions nay be restricted to a specific network or group of
net wor ks.wBanizn2ampl e, in one enbodi ment, controls may IpeT4seilfi43s o
activity 08nlxlKd04nt ernet. Yet in other enbodi nents, the indications nmay
include activity on the Internet as well as specific network resources

Wi thin an organi zation's intranet that nmay be restricted to certain user
accounts. Thus, unlike certain prior at% systems, certain enbodi ments may
allow for the quantification of how many instances the user account's
actions on a néampiedkio(bgracerssodotiie pf affeapbidaekastl . acfessprofogola @tampiedh ¢aong t h
various inplepggpiations, a targeted comunication may be bl ocked upon
detecting an attribute of the transm ssion (bl ock 504). In one enbodi nment,

an attri %’(f]e BRlRIAD .Ithy ﬁ-fcpe%'ﬁ{éﬁ“ﬂo éfnﬂ% %faJn%% 1Sfho RODTADICREE Aeeh SEE,

e.g. 504 For exanpl e ertain e I ments Iustratlve attrll%utes
that may be utatisfidedn q‘)rrwlrrmdélmebmonea@remrotof fhic foltomdng way bé ¢msitlgpés comwth as

execut abl e (i re?at%;égoe %é}%lza lt%]lélg(%a &et&%u&amng&%&ﬂorgﬁ &%Qﬁ%ﬂ%m tséﬁl?esh&fl%?t i on

or nodification resence of erns |nc usive o
w thin the attusakinendd aooesss at:berhpts;ahmﬁnbutebf alhemtlmidedoetcbﬂs agdript] dasdcesn

Furt her enbodi d to det ec attri bute as
nformat  onr &1 BOng R S 6 Ruh A el Rel EiRIns off Lot Finy e

t ar get ed commmessast,laﬁm combigatidak @f lond0#A More bOhe@x anphit, bicek 4 B 1 shywh @ss and
met hods may b nted to bl ogk conmuni cati ofS to cert such
e Hommi e whpiihe R B> S BhIROBE Yl THO L i Maedi g VAR RS or

provi di ng ser wi¢ eScloic Kl ap@bdiatt GhadNhe IRE@IRLIOE df Glheteb édntiol RaRtHEH

enbodi nment, a part% s el ectroni c address or usernane nay be consi dered. For

exanpl e, if asUSBhARE B SREYICe9s OR APHIOL EE0UBX F‘cﬁl‘t‘ralllté{n%fu SYEObr S EPes

that violate gcRusgahy b@er doub&ion ©EEIALR 2R ¥Rt S may bl ock the
transm ssion. Any other additional attributes may be considered, for

exanpl e, [B1)0CRIRR410RY ake dbtBiHifIRA tod dvieter B L6 mORLRNPAL heFdiSech Ratdi¥d t ext
or other data being transmitted. For exanple, emails and chatting sessions

my be scanneBi?¥ b¢ cpatdesshiy the cemtes @f dims paodofFos sramilerht Aesmynion 9kt i on.

[58] I'n one eggdiBR} coftloRCKave Qsten %ﬁ/sﬁ@@ é»lt‘-ﬁ%fj i theS&Rext € LRRAYAIOf 2 e |
(or receive an indication of a scan) for the inclusion of a social security

nunmber wi t hi ncemingsivayf dispariie agtivdlias raychbernase kvihouafiredtinrpiriog desiosdl to
detect a soci @Ihbﬁﬁngéﬁté %hﬂamg%f Qite B8¥e ds da{ 'Efo{?&&rf%dr%n%rﬁ the &Qo‘ﬁ%st(%bnem

associated wit enai | |s regar s 504a-504
conduct ed si nalfirsativewstiyd, avady/as by 7adasa riglaeothgmmb@émneohatlmperlad oehbe
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allows IT or security personnel to act quickly to prevent or minimize any adverse
events. In certain embodiments, monitoring the activity for about 24-48 hours ensures
adequate collection of data. The values received for a control may be compared with
values from the controls during a second time period. In the illustrated embodiment,
block 410 (and/or any other quantification of activities) may be implemented to receive
an indication of values for one or more activities associated with a user account. In one
embodiment, different activities for various controls may be monitored for about a one
week period. In one embodiment, one or more computer—executable instructions
measure at least a portion of the activities on computing devices, such as user terminals
141/151 and/or workstation 201. The computer-executable instructions may be read by

processor 103 on device 101 shown in FIG. 1.

[52] Returning briefly to FIG. 3, block 302b may be implemented to measure or receive

measurements of parameters relating to targeted communications of the user accounts.



17 one or nore of bl ocks 504a-504c. Further, in certain enbodi nents,
detection of certain data patterns may result in further analysis. For
exanpl e, Wbaolk/EeHImay det erm ne whet her certain data pRCTAISRE1ve+188

det ect ed 00¢131t08P4@) within a targeted conmmunication. If, at block 506, it
has been determ ned that certain information is associated with the
targeted correspondence, then further attributes may be considered. For
exanple, if a social security nunber i 8 detected, block 508 may be
inplemented to confirmthat a specific encryption protocol was utilized.
Those i ndi vi dimbse embediiaiajsessd Feminpniedtionaercryited withes braseici encotiohi s

di scl osure wi t t t y r d that
bl ook 504a. 5BAL B BRFLE iRt & kB 4 B} SuRYap e BT M BRAT

whi ch are descwmlbeldcaftmns h@llcrylp@kiownht he sd@nér pionmdl am  obn-wivey el tangetad:tl vity
viol ation hasocurr d pen on. wh a ribute

detected suchonntHREERER TR oA g ESPhRAR BRI b FuoBifedier 1
ot her errbodl nemth a sectohésdschntylamihdaﬁan&‘rmﬁbodarDeabmmmqbuemg @1mxiaozicm'onsornarnf;S a
gui del i ne may he consi dered a[lrstltactlwt g r\lnﬁ % ftﬁrth,gr
activity viol BtYolS SF& ™ Y ¢°8" CHEES M8 4P 8%6 LES A SRTONEY B2
quantifi ed asmacigasendvidctd vset:ghdvnmhlahcbrmad [n@&ht Fﬂ:lcfsts:igel’ naﬂimﬁdingerghﬁlamy
noni tor or detect attrjpu a success I trans geg conmuni.cati on
(e.g., block BY9jmatiph tg‘l-:ﬁ ‘FPSB iPeehE, PapIcy RC ’(3“‘8‘8% F%‘O é%%‘éf“%ﬂ“ll@
transm tted t a5l 8Gusaiaib meHitoRASe coNbldiadihREkiohlibnd s shown after bl ocks
502-508, those skilled in the art with the benefit of this disclosure will

appr eci at[s3]t hatG.$t@pwb1 BoweHart0y otifiekative 8LED8Y thhsmiobe ifpliiched td &tdcol | ow
or even be after any other f)rocess unl ess explicitly stated tao. the,
contrary. In ‘f“HiVéteré aeps 1pegk t%i"ﬁg CHRMEYAHIEE &Y aF?Rﬂ%ﬁS‘é?\d@Wt V&{oUup| ocks

502-508. LOOka'ﬁQOdn@lelm; thkceﬁlﬁ,1mBIéhleﬁ‘t|a{10rf§C@ﬂeVdohﬁOIVgr&hﬁﬁlh}Qﬂl%m'f@%llrt@f%é%& in
bl ockage of a targeted conmunication. For exanple, activity violations that

may be deenmedCOBEBNIEHIORS, t)ef dh@neRCTapMRAYAGHEZ @RS Ak FroNB tmaYr eyl onitor

transm ssion gf. e&é&%oﬁﬁ&(ﬂﬂ&@h&é%bﬁ’dﬁctemta%h%%rot&c%P@F éntcf})f)ﬁoﬂnaﬂ@ﬁ s&oRy ations
may be i ndi catlve of lack of training, inproper procedures, and/or a threat

to an organi zeeitieh.grotiremey gpeditor furgher ttaﬁgpﬁeérﬁb@mwml@ls binoswl! 5ED farher or
anot her process, Y Re 4 %F%cke%ﬁoﬁgrg i ﬁfo}{r?oratgr t@&“c‘aﬁh{uﬁﬁagdﬁa&nd%on-

t hreshol d quantlty 0 ' ar get conmuni at| ons may be associ at ed
with the fi rstargm@rcoamummuon.[mplrﬁﬂmx 1Hqszranwnd>ém1®@tatlomsm1éltherd1®u$sed or

multiple attriufeg,, ks &, tﬁ%?&@lgrgis J[d(!is%“?ha‘?%oﬂfu e eh a@’!m%ﬁt% pRddd hin or) be

determ ned how mahyat Vi ations occurre Inre t'0o eac
several attri butreasy owohcaicfiar engbodimpdng andethat ytpéri anm‘ooghmlwsa,re tawght by the
2012/ 012279P 8LfSZOll/ %4138 g713t1 0}046 18 gmﬁogﬁchrrent vi ol

identity of t a2t |Of esec\lél"fna a8 nd} Wiy 1B EnDih gt |m00rr1% er%ieold%of In
certai n enbodiivEnded ,in Eblaﬂlloﬁftceﬂﬁfﬁihafth(’)@ﬁfa@bdpﬂﬁymb@ at&bﬁlphﬂlhhbﬂ by artaidettd er ent
attributes. In certainh enbo in}}ﬁn‘t% é’%é dI}I;l eac t he .different

t hreshol ds na§ BEYUGHER §8H ue ég nt MY Pt C?z‘ie%l"vé 1"oH. Oﬂ%‘fﬂsi’n

anot her enbodu@¥ediited Wheat@t@l ducly apferaeboavdftIGV2.0l ati ons for a coll ecti on of
attributes may be considered in the anal ysis.

[54] In one embodiment, systems or methods may be implemented to detect a blocked
transmission (see, e.g., block 502). For example, in one embodiment, blocked
transmissions using a certain encryption protocol may be detected. Certain encryption
protocols may scan a targeted communication for specific patterns. For example,
certain implementations may prevent the transmittal (including the reception of)
confidential or proprietary information, including but not limited to: social security
numbers, medical data, or other information. In other embodiments, certain encryption

protocols may prevent types of attachments to be transmitted.



[62] Bl ock 514, which nmay be part of block 512, another process, or

i ndependent of other processes described herein, nmay be inplenented to
detect (owonerdiizEvan indication of) simlarities. For examsb@iossone
enbodi ne®0713d.0dP4cess may recei ve an indi cati on whet her user nanes and
al i ases, such as enmmil| address, usernanes, profiles or other information
associated wth a user account are simlar to a recipient of transmtted
information, such as an email| address.l®or exanple, enployees |ooking to
i npress ther r supervisor may want to transmt highly confidenti al

i nfor mat il® t dhe msiqatipie 08 @Imkedeﬁmsmlsa@dr e‘sas'else HIIEtae o aspeqibe kebvaslk oa
weekend. V\hll ¢l o] y

di scl osure or mgg)ven%ﬁ%g ﬁ?e%{amg) ?Oﬁﬁee lglr%?rtg??%{%&ggﬁ?g}eb%%gén?ul to
t he enpl oyer agiditgwerthei Itlsrrrct i Eettis oth&'lrmnwﬂunms thentdadatosnbadinpledd activiy

i mpl ement sys h bliag det
soneone sendi hgqfﬁ ]I%%%e Qﬁj%S gél’ﬁ(af aﬁ%oglﬁ? Sour[l%@flﬂ]_ aﬁlof‘%)ntzgt? B Solgﬁgq\fh
furt her enbodihvenhg barmstrtrte:drtambmrenieedcctoonts edéuy anlie aertaimqartoramﬂsjzsltmﬂs an

enmai | or ot her nication conpr a . i but e hayin

Vatue that i scu TRpodrE Bet SR BRH Tupliliof b i ey PtioE R bebi ocked
transm ssi on fd¢cotnttshetions eh aace@unior wethvioike) e biotisdd. t i me period. | nformation

obt ai ned during bl ocks 502-512 and/or from other systens and net hods nay be
utilized |56 obt aicasrdaicbmnlhuraﬁousahlpmeﬁraﬁmwd acdced ccmmmunhmialtﬂq@rmbl&ﬂxed

exanpl e, an entit prefe certain.t a or .respondence

ot ansmt t oBPUSHui He PG DE ot B eaien SRR GP3k ot ond pESimERG

enpl oyee att enpilret teitdsrtans MtichfRASH thy eurgidddocdnmhdit@hon nee pzrg)gerra)c hrpnel

but was bl ocked (such as. for violatj a securrt f eat n

embodi ment s n&YAHE dbgeriRm cabeflieriar I G Ty men, c uilise rrg‘fﬁrd R ount
was used to tE@Wlﬁnﬁeﬁ%Sﬁlésﬂybésv@ucqﬁaisaeerﬁébl@)(ﬁém* Bxe) Fil& gahari@Yf bindi cat e
that a targeted comuni cati on successf ul transmtted fromthe user

account conpr PéaEBmgNts §iges eregfion o BIoddichap GI%(SA the prstengupfifstatgdens BICKFiNG | ar to
a second val U@f@f)rd% kxahfd Ihétanahﬁlembw&n@ﬁnaaonl QGK&H 2hd BMSUESLRO Fhay t he
user account within a first time period WO 2012/ 012279PCT/ US2011/ 044138
007131. 01046 ¢gbgpnty map he cenfisotidre detect pfher pgikeiesi iah aaipfamgaesiclatingt a
successf ul n

Cranom ssi on: IRCKSTpoE BB g aas ML R Cnihfih e B IMAHI6)

reci pient att FDIbLﬁtX@mWeI heestaioolsysans omdofmesttads i bnay ebe t ondenentdd am Blotk i but e
mat ch. Depend I o] t t

i ncl ude ident F%ﬁﬁcﬁtﬁﬁ o%npqﬁgln %%du%sh |a(r%ngO%ﬁagAeSr‘Q}algl£ou% t{e #%OC%,%MQQ %1% ocess,
whi ch may be pmnfongreldegakacpaitits, of prolidimlg s&dites Myelmnqlaraeempbyeen@n’es and
aliases with email address attributes of the recipient address to detect
soneone 4&Hdi hgaﬂdtﬂeesmlbodimemeaspenﬁls e&ctmﬂnhddréﬁetoriunerﬁmd: mey berboddoneint s t he
collection of at txlarlnb a usg ot aH&ir S8 an}‘ gmt%ql%ltrlaen a eog lesathast lcfate
third party eht’ity pf(éf u%xarrpeI PSRy Pdet & anesseor VRS et 116t . cont
or may be DNSaadeIdeﬁﬁsd @iﬁleklﬂmn (Eﬁ]ffm@trleh‘@I’Iﬁa}orbldé}aaﬂ’mﬁraﬁismlsilﬁ‘ﬁ] Bh}ocokhe516 may
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di scl osure wi iﬂfopﬁﬁﬁérﬁm ate that the determ nation of whether controls have
been satisfied may be specific to one control group or a plurality of
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satisfied may be considered in the context of a different tine periods.
[66] Those skilled in the art with the benefit of this disclosure wll
readi |y appreciate that other control groups may be nonitored using
variations of the flowharts and related systens disclosed in relation to
FIGS 3 4 and 5 In thrs regard certain met hods may nonitor non-targeted
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transm ssions as posing certain types of threats. In certain enbodi nents,
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any other process) is not required to follow or even be after any other process unless

explicitly stated to the contrary. In this regard, block 510 may be conducted
independent of blocks 502-508. Looking to block 510, not all activity violations may
result in blockage of a targeted communication. For example, activity violations that
may be deemed less of a threat to an organization may not prevent transmission of the
communication. Nonetheless, repetitive minor violations may be indicative of lack of
training, improper procedures, and/or a threat to an organization. Therefore, in certain
embodiments, block 512 and/or another process may be implemented to receive an
indication that a threshold quantity of unblocked targeted communications may be

associated with the first user account.

[61] Block 512 may detect one attribute or multiple attributes. For example, in one
embodiment, in block 512 it may be determined how many activity violations occurred

in relation to each of several attributes, such as for example: encryption status,



21 systens and nethods are also disclosed in U S. Patent Applications Nos.
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i mportant than nonitofing other accounts t not ave access to
sensi tive dat sendng3ilesAo & perséral adcomdit.cat or that nmay be inplenented at bl ock

310 or any other process may be whether the user account has an exception
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007131. 01046 ﬁ%ication that an email or other communication comprises a first attribute having a first
value that is similar to a second value of the first attribute of a blocked transmission
from the user account within a first time period. Information obtained during blocks
502-512 and/or from other systems and methods may be utilized to obtain attribute
values from blocked communications. For example, an entity may prefer that certain
types of data or correspondence be transmitted using authorized authentication
protocols. Thus if an employee attempted to transmit sensitive data through the proper
channel but was blocked (such as for violating a security feature, certain embodiments
may detect if a similar transmission by the same user account was used to transmit the
sensitive data.  For example, a signal may indicate that a targeted communication
successfully transmitted from the user account comprises a first attribute having a first
value that is similar to a second value of the first attribute of a blocked transmission

from the user account within a first time period.



user accounts may require access to sites not accessible to other user
accounts, thus it may be advantageous to nore closely nonitor such accounts
as the riwk22bmwoiei7scl osure of informati on and/ or recept ipom/uskoia/ owiiBis may
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an indicator may consider whether a rel pi ent address of a targeted

comuni cation neets certain criteria, such as being associated with a
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accounts. In one enbodi a graphical  dis cked communi cations
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bl ocked targeted communications within a time period may be deemed a security violation. A
determination of whether one or more controls have been satisfied may be considered in

the context of a different time periods.

[66] Those skilled in the art with the benefit of this disclosure will readily appreciate that
other control groups may be monitored using variations of the flowcharts and related
systems disclosed in relation to FIGS. 3, 4 and 5. In this regard, certain methods may
monitor non-targeted transmissions (either separately from or in conjunction with

monitoring targeted communications). For example, one or more values indicating the
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di spl ayed. Any aspect of a user account that may be utilized in calculating
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quantifying actjvity violations of the detected activities;
difterent Computing device.

[67] The values may indicate the amount of data received, transmitted, or combinations
thereof. The measured valued may indicate the transfer of data through a first network,
such as through WAN 131 to the Internet. Thus, in certain embodiments, the values
may not measure all traffic through multiple networks, but rather may just be indicative

of specific traffic, such as sites that are external to an organization’s resources.

[68] An indication of blocked transmissions enforced upon a user account may also be
received (see e.g., block 604). The indication of blocked transmissions may be
restricted to specific communication protocols, including for example, HTTP, FTP, or
any other protocols. The indication of blocked transmissions may also be restricted to a
specific network or group of networks. For example, in one embodiment, indications
may be for activity on the Internet. Yet in other embodiments, the indications may
include activity on the Internet as well as specific network resources within an
organization’s intranet that may be restricted to certain user accounts. Thus, certain
embodiments may allow for the quantification of how many instances the user

account’s actions on a network are blocked.

[69] Further embodiments may classify the blocked transmissions as posing certain types of
threats. In certain embodiments, blocked (or even unblocked transmissions) may be
classified as an ethical threat or a security threat. (see blocks 606a and 606D).
MMustrative systems and methods are disclosed in U.S. Patent Application Nos.
12/694,067 and 12/694,075, each entitled “Insider Threat Correlation Tool,” which are
incorporated by reference herein in their entirety for any and all purposes. In still

further embodiments, certain activities of user accounts may be weighted. Illustrative



determ ning whether a threshold quantity of activity violations has been
nmet for a first user account of the plurality of user accounts; and

cal cul at iwgQ 2a1pnexfbcti ve threat rating for the first usecTtamsecaunt4id§ the

t hr eshol @0glidixlD4y is net. 2. The conputer-readable nmediumof claim1, the
detecting conprising: receiving an indication that a first attribute
val ue of an unbl ocked targeted comruni cation fromthe user account is
simlar to a first attribute value of d blocked transnission fromthe user
account; and determning that at |east one activity violation has occurred.
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quantity of controls being satisfied may cause the user account to be marked or flagged

as a potential concern. In certain embodiments, the threshold quantity requires that at

least one control be satisfied from at least a portion of the control groups. Yet in other

embodiments, the threshold quantity may be satisfied by activity violations within one

control group.

[71] If at block 306 it is determined that a threshold quantity is not met, then activity
violations of a user account may not be considered in further correlation analysis (see,
block 308). In other embodiments, the activity violations may not be totally
disregarded from further correlation analysis, however, may be weighted less than

activity violations that meet a threshold.

[72] If, at block 306, it is determined that a threshold is met, further correlation analysis may
be conducted. In one embodiment, block 310 may be implemented to determine if the
user account has additional indicators. An illustrative indicator may include, for
example, a prior investigation of another individual. In certain embodiments, a prior
investigation of an associate, a peer, or a manager may be used. Such information may
be utilized to detect acts of collusion. Further embodiments may consider whether a
threshold of controls has been satisfied for another user account, such as an account of
an associate, a peer, or a manager. Another indicator may be related to the volume or
type of information accessible by the user account. For example, if a specific user
account has access to large volumes of sensitive data, monitoring that account may be

more important than monitoring other accounts that do not have access to sensitive data.

[73] A further indicator that may be implemented at block 310 or any other process may be

whether the user account has an exception to a security policy. For example, certain
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communication meets certain criteria, such as being associated with a webmail account
and/or appears to be personal address of a user associated with the user account. In
another embodiment, if a threshold of activity violations relate to targeted
communications, then block 310 or another process may compare the “subject line” or
header information to detect similarities. Further indicators may include factors that
suggest suspicious communication activity, either through an intranet or the internet,
and whether a user has accessed a specific computer-readable medium during a specific

time frame.

[74] In certain embodiments, the presence of a threshold of additional indicators (e.g. at
block 310) may weight the user account with an elevated “risk” ranking (see, e.g., block
312). The absence of additional indicators or the lack of a threshold of additional
indicators may result in the user account being associated with a less-elevated “risk”
ranking (see, e.g., block 314). In other embodiments, the user account may not be

factored into any risk ranking unless a threshold of additional indicators are met.

[75] Block 316 may be implemented to output a predictive threat analysis of one or more
user accounts. In one embodiment, a score may be assigned to a plurality of user
accounts. The score may be a numeric value (e.g., on a scale of 0 to 100) or may be a
letter value (e.g., an A+ to F scale). A score, which may be relative or absolute, may be
based upon a threshold quantity of controls satisfied within a first time period. The
score may further consider the type of controls associated with any activity violations.
In certain embodiments, the score factors the inclusion of additional indicators. The
inclusion of additional indicators may consider the quantity and/or type of additional
indicators. Information may be stored in a database and accessible by a graphical user
interface (“GUI”). In this regard, aspects disclosed herein may be implemented to score

and/or rank several user accounts. In one embodiment, the ranking or score of several



10. The conputer-readabl e nmedium of claim11, further conprising

I nstructions that when executed by the processor cause the processor to
perform woO2012/rexzei vi ng an i ndication that a threshol dpquarstottipsaBs

unbl ocked®07 B¥lgd04d communi cations having a first attribute value are
associated wth the first user account. 11. The conputer-readabl e nedi um
of claim1, wherein the detecting of whether the threshold of activity

vi ol ati ons has been nmet conprises: det®cting an unbl ocked targeted

comuni cat i on; detecting an encryption protocol of a blocked

transmi ssi on a%seesourtetande mangmitiadghrougher nosweitsand dispeyedas prt affa grenhigst k; and
if at least opg .akifibute value of the blocked transmssion is simlar to
an attribute val ue of the unbl ocked targeted comuni cation, then receiving
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configured to transmit electronic signals configured to display the ranking or score of
the user accounts. Further embodiments relate to receiving a user input selecting a
graphical representation of certain activities or criteria utilized in the ranking of the user
accounts. In one embodiment, a graphical display of blocked communications may be
displayed. In further embodiments, whether any attributes of the blocked
communication were similar to attributes of unblocked transmissions may be displayed.
Any aspect of a user account that may be utilized in calculating the threat score or
ranking may be displayed. Indeed, any information collected, transmitted, or received
herein may be preserved and utilized for display in a GUL A threat analysis module,
such as threat analysis module 214 of FIG 2, which may be located on any computing

device, such as server 204 of FIG. 2 may be used in the determination or output of any

analysis or score.

[77] Aspects of the embodiments have been described in terms of illustrative embodiments
thereof. Numerous other embodiments, modifications and variations within the scope
and spirit of the appended claims will occur to persons of ordinary skill in the art from a
review of this disclosure. For example, one of ordinary skill in the art will appreciate
that the steps illustrated in the illustrative figures may be performed in other than the
recited order, and that one or more steps illustrated may be optional in accordance with

aspects of the embodiments



12. The conputer-readabl e nedium of claim1l1l, wherein the detecting
conprises: detecting that a user account accessed a renovabl e storage
device; wo2012datEPmM ning if the user account has perm PETAS20119M£188t O
conduct tORél3ddde4s to the renovabl e storage device; and wherein if

t he user account does not have perm ssion rights, determ ning that an
activity violation has occurred, and wherein if the user account does have
permi ssion rights, storing an attribut#® of the access. 13. The

conmput er -r eadabl e nedi um of claim 12, further conprising instructions that
when exedVe €dinby t he processor cause the processor to perform

quantifying a quantity of attributes of accesses having access rights
during alfirs® eimputopesadede meAyMdeqnentiyingi aegpifer-execateblp vistryctiong (that wdban

occurt ed o, ddhco) . FRRALAL S SATROLLIIG pdf0OCesSOr a control modul e

configure 0 ct activities associated with a plurality of user
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transm ssion contr 'S, a encrypt ed arg ! communi cati on controls over
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comput er-cgf{sgl%{cg@oln%ob@(ﬁg 5%?Eiﬁ9s’?ﬁet%ﬂ£ when executed by the processor cause
t he apparatus to perform

quantifying activity violations of the detected activities;

determining whether a threshold quantity of activity violations has been met for a first

user account of the plurality of user accounts; and

calculating a predictive threat rating for the first user account if the threshold quantity is

met.
2. The computer-readable medium of claim 1, the detecting comprising:

receiving an indication that a first attribute value of an unblocked targeted
communication from the user account is similar to a first attribute value of a blocked

transmission from the user account; and
determining that at least one activity violation has occurred.

3. The computer-readable medium of claim 2 further comprising instructions that when

executed by the processor cause the processor to perform:

determining whether the unblocked targeted communication was transmitted within a

first time period after the transmission of the blocked transmission.

4. The computer-readable medium of claim 2, wherein the first attribute relates to criteria
selected from the group consisting of: encryption status, attachment, recipient of a targeted

communication, patterns, words, and combinations thereof.

5. The computer-readable medium of claim 2, further comprising instructions that when

executed by the processor cause the processor to perform:

receiving an indication that an unblocked transmission comprises a detected similarity
to a blocked transmission, comparing a recipient attribute value with a collection of attribute

values to detect an attribute value match.



gquantifying activity violations of the detected activities;

determ ni ng whether a threshold quantity of activity violations has been
met for awOiostoieer account of the plurality of user aecowmste,i/owiesein if
the thredAdlid.d0émtity of activity violations is nmet, then determning
whet her additional indicators are present; and calculating a
predictive threat rating for the first user account if the threshold
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apparatus of claim 14, the conputer-readabl e nediumfurther conprising
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attribute value comprises:

comparing identifying information against email address attributes of the recipient

address to detect a user of a user account transmitting information to a personal account.

8. The computer-readable medium of claim 6, wherein the collection of attributes

comprises information relating to a specific third party entity.

9. The computer-readable medium of claim 2, further comprising instructions that when

executed by the processor cause the processor to perform:

determining whether additional indicators are present, wherein the additional indicators
are selected from the group consisting of: a prior investigation of a user of the user account, a
prior investigation of another individual, the volume or type of information accessible by the
user account, whether the user account has an exception to a security policy, and combinations

thereof.

10. The computer-readable medium of claim 1, further comprising instructions that when

executed by the processor cause the processor to perform:

receiving an indication that a threshold quantity of unblocked targeted communications

having a first attribute value are associated with the first user account.

11. The computer-readable medium of claim 1, wherein the detecting of whether the

threshold of activity violations has been met comprises:
detecting an unblocked targeted communication;

detecting an encryption protocol of a blocked transmission associated with a first user

account over a first network; and

if at least one attribute value of the blocked transmission is similar to an attribute value
of the unblocked targeted communication, then receiving an identification of a file associated

with the transmission.



16. The apparatus of claim15, wherein the bl ocked transm ssion conprises a
targeted conmunication and the first attribute relates to criteria selected
from t he woaor/ae2rsi sting of: encryption status, attachmemus2aipaiy of a

t ar get ed 09dhhiiDe@at i on, patterns, words, and conbi nations thereof 17. The
apparatus of claim 16, further conprising instructions that when executed
by the processor cause the processor to perform conparing
identifying information of the first u¥er account agai nst email address
attributes of the recipient address to detect a user of a user account
transm t tlieng iThé enmpatdraepdalde megiamsd slim  cwlriein thexdgtectigecogppsgsat us of cl ai m
14, wherein the quantifying activity violations conprises: detecting that a
user account Helewedut auseepePPBIllaecesicd pagrovdblpistoeage device; determining if the
user account has permi ssion rights to conduct the access to the renovabl e
st orage devi cdetermining ifyfigr eich agcounthleas (psepisgie sights tolcesdusbithchasgesspierthe ssi on

rights, Q8£8kﬂk@&g%£%Ei&QaﬁftiV!ty_Vi0|§ti0n has occurred, and wherein if
t he user account 6s have perm ssion rights, storing an attribute of the

access. 19. mgre%HEglE? HScBlintGofd 1Bt hive SJeH{li{s]QSH ri%l‘gm&jeﬁﬁiﬂﬂg i %ﬁ el ipns

that when execute e processor cause the processor to perform
quant i f yividatmn daaptoutrgd, ehd shercingfithe sisafacauoedose bavsapeimigsiacigys storigh g
during a flgst ofdbB.co&M 1 od; and determining if an activity violation
occurred. '

13. The computer-readable medium of claim 12, further comprising instructions that when

executed by the processor cause the processor to perform:

quantifying a quantity of attributes of accesses having access rights during a first time

period; and

determining if an activity violation occurred.
14.  An apparatus comprising:

a processor;

a control module configured to detect activities associated with a plurality of user
accounts involving a plurality of removable media controls, unencrypted transmission controls,

and encrypted targeted communication controls over a first network; and

a computer-readable medium comprising computer-executable instructions that when

executed by the processor cause the apparatus to perform:
quantifying activity violations of the detected activities;

determining whether a threshold quantity of activity violations has been met for
a first user account of the plurality of user accounts, wherein if the threshold quantity of
activity violations is met, then determining whether additional indicators are present;

and

calculating a predictive threat rating for the first user account if the threshold

quantity is met.
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15. The apparatus of claim 14, the computer-readable medium further comprising

instructions that when executed by the processor cause the apparatus to perform:

receiving an indication that a first attribute value of an unblocked targeted
communication from the first user account is similar to a first attribute value of a blocked

transmission from the first user account; and
determining that at least one activity violation has occurred.

16. The apparatus of claim 15, wherein the blocked transmission comprises a targeted
communication and the first attribute relates to criteria selected from the group consisting of:
encryption status, attachment, a party of a targeted communication, patterns, words, and

combinations thereof.

17.  The apparatus of claim 16, further comprising instructions that when executed by the

processor cause the processor to perform:

comparing identifying information of the first user account against email address
attributes of the recipient address to detect a user of a user account transmitting information to a

personal account.
18. The apparatus of claim 14, wherein the quantifying activity violations comprises:
detecting that a user account accessed a removable storage device;

determining if the user account has permission rights to conduct the access to the

removable storage device;

wherein if the user account does not have permission rights, determine that an activity
violation has occurred, and wherein if the user account does have permission rights, storing an

attribute of the access.

19.  The apparatus of claim 18, further comprising instructions that when executed by the

processor cause the processor to perform:

quantifying a quantity of attributes of accesses having access rights during a first time

period; and
determining if an activity violation occurred.

20. The apparatus of claim 14, wherein the control module comprises a removable media

control module and a targeted communication module.



