25 JUN 2004 METHOD AND ARCHI TECTURE FOR REIVDTE MONI TORI NG OF A USER

STATI ON VI A AN | NTERNET- TYPE NETWORK AND APPLI| CATI ON THEREOF TQ @ rﬁm
CARD DEMONSTRATOR The invention relates to a nethod for renmote & bt a
user station equipped with a smart card reader via an internet type
network. The invention also concerns an architecture for inplenenting such

a method. = TREETROHANBAREHPRECTERENO N FAMbIEMORITORINGBE ! BSER,

denonstrator. In the field of e 1nvention, the term "user station" should
be understood i WATIQNYIAHNN ENFERNETHEYRE DFIWRORKOAND APRLICATION

bperating systoms such HaoRGAAMABTARBIRMORSTIAORY 0" L0l (P or e

trademarks). It can also be constituted by .a-workstation, a portable

conputer or a so l. . ] id fo dedi cated. Hereipafter, a
user station of ﬁﬁiliﬁ%%ga\il\}e% F@%“r@%ﬁ ﬁggé'g%ﬁglgg%%éog %sfﬁftﬁ%qn.eq“@?ﬁ&;w se, in
the field ofwitheshayend reader vihan intemet typanetwoek net wor k" i ncl udes, in

addition to the | s j vat e rise or simlar networks

cal l ed "intranet sﬁ%%g‘}r%gﬁ?nﬁagon%ﬁ%nﬁig ﬁ@?%ﬁﬁ@@ S %S“F"%ﬂa“ﬁw i de,

cal | ed "ext r anet sTht iSrstidn is partsulaityeappheatle tn awmiait oard demehdatorbanki ng and
heal th care appli i S. so-called glectronj rses, etc,.Nboreover,
several applicat i%% ﬂ(%ém?ldfé%ee%’esnt%o?’?l%tegﬂa?sﬁ ﬂ%tgpdﬁpﬁ'@l bejundersoPding on card).
When a new agmokiabsehseofhé sforermatianedisiatitil €ani partikubafpbé comdfitdtediby aipsrse@si r abl e

to be able to use term nals, whether dedicated n t rganj z
trai ni ng sessi : of this
i g so<SMES BiEa yeRpysPRodE e suitay N s of ERTRRETREE of ¢
card and it swhiglpadirégiitéres tradeRREIR). f @nist Be @bnstitfRATH U WorkaRiocRES Sorfible Can be

ai red at vari ous_ audi eng@%@g&?i nt enance personnel,  vendors, or even end

users. The eI Shafo- termenal, sad f b degicated Hespipallentagisergiasion of  pe

provi ded shosisdy@eARsRplybdRliadant@dndi® the i ntended audience. In the prior
art, the solutions traditijonal Ie%épropo_sed for creating a smart card

denonstration st difHse. irthetield et e myention, te terms'iigsnsf npiwvoglel|incbefles, in -~
" denonst r at ofdditicH IS HR IntBRAESRPS, Pﬁ@if@&h_@@ﬁ?@&%ﬁﬁ?ﬁ&h@ﬂ&% 'le‘an'irﬁ?jfﬁﬂet?'pec' fic
-and 1ts smart er. The

progranms to control the term na card rea Se prograns

are nost of t2 th petwerks that extend thpmpehe putsife calledi"extrangs.t or Java (regi stered
trademarks) type.gmart cards are used in various fields: banking and health care applications, as

so-called electronic purses, etc. Moreover, several applications can coexist in a smart
card (multi-application card).

When a new application is made available in a smart card, it is desirable to be
able to use terminals, whether dedicated or not, to organize training sessions, particularly
for presenting the functionalities of this card and its capabilities. These training or
presentation sessions can be aimed at various audiences: maintenance personnel,
vendors, or even end users. The educational content and the form of the presentations to
be provided should generally be adapted to the intended audience.

In the prior art, the solutions traditionally proposed for creating a smart card
demonstratton station, which hereinafter will simply be called a "demonstrator,"” use a
personal computer-based configuration and specific programs to control the terminal and
its smart card reader. These programs are most often written in a language of the Basic,

C++ or Java (registered trademarks) type.



25 JUN 2004 This solution, while it generally does not require equi pnent
that is particularly expensive (a sinple personal conputer), is not
necessarily free of drawbacks, including the following: - the 25§ JUN 2004
af orenenti oned specific prograns are nost often volum nous; - their
installation is also lengthy and conplex; - it is necessary to save the
newy installed B! Whi ' ri f.i :

i nstal lation, i f??ﬁ%r mechi @gkgggeeg&%g* @%gégprgq%%oé p@%"f‘ﬁﬁ%‘ 1%#%%&1?%”] to be
saved on a spwensive @etnplepirghelaimputsk), ismet hOREGHy free gf drbebabls, tuchdimgar k)
type or the gl if&‘lﬁrwinjé% is al so necessary to .install such a program - for
each update ofe the dpplication stored in the-smart card, or when the
content of the ddhoaforemeniianedispecificfiiregrems afeamtapofe voluntitvmsaudi ence in

qguestion, for exanmpl:e) ..l ry to reiterate the processes
R houatdich & A3 TERTSI shtol

ment i oned above; e ®ar ni ng the operating node of
a pi ece of softwaribisnedesapnoisave thémewlnngahgbsrograms irthe thackiny/mdf dldng ti ne,
since their gr ! i nterfaces. ar,e no standardi zed- t oper at ors must
therefore begggig%%ﬁh%@ :1‘? in&aﬁ:ﬁ]@SHO%srﬂoi\P?veé‘cPd?quIBﬁléﬁ?g“%gF?P“’Ielie nust be
added that i faveduma speciabredi pesipleray o thsIIMEGA (shgiiRnaltradtmR) §pé poses, the
aforementionlde ﬂrisa%ﬁé%algks are .rgglfat d for each of these termnals; in
particular, it’is *HECLEHY P 191 08 2P ne program x tines, ifx is the

nunber of term nalfss eaghdpddieof thd dplicativa Bto@ iff el sthatiQART 6r WhaThOdtean ot her .
Even if procedures for downlaading.fro central server are used, it is
still necess&%e ﬁ%fn?fﬁﬁ%mgd? @ﬁ?ﬁﬁtt(gfl@ée‘{}]g% %’ﬁ'eﬁ?elf‘ﬁléesgﬁ‘?’lf‘i}%"émp]ﬁ}=ét§%nt in
all the terniléba:issl'yitsrdiiﬁﬁfdﬂleﬁﬂoces&ﬁﬁél{tibﬁedadbﬁi/é}iaﬁ&ratiVe procedures are
therefore requi rgfg Furt her npr e ith the devel gpnent of the intepet

network, it is dedPtUiBPRerpigrspleamingthe qnsratigs mode of #piecs of spfiware MaitteR Br ni nal s

renotely, Vi theldbighages RehEed 8604 fdkes thoikhee HeRMaphtal in@HEdEs aifdf Protocol s
used in the Iatdégiié?gS@ne solutions of this type have been proposed.
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However, thed#! R eperatarspst thepedre ge sppe cwhich eqn entail additienel
essentially paike it necessary to download or install in the termnal, for

each denonstration application, a specific piece of software known as a
It must be added that if several terminals are used for demonstration purposes,

the aforementioned drawbacks are repeated for each of these terminals; in particular, it is
necessary to load the same program x times, if x is the number of terminals, and the latter
can be quite remote from one another. Even if procedures for downloading from a
central server are used, it is still necessary to make sure that the version of the software
present in all the terminals is identical. Specific administrative procedures are therefore
required.

Furthermore, with the development of the internet network, it is desirable to be
able to control the presentation terminals remotely, via this precise network, using
standard transmission protocols used in the latter.

Some solutions of this type have been proposed. However, these solutions are not
free of drawbacks, either. They essentially make it necessary to download or install in
the terminal, for each demonstration application, a specific piece of software known as a
"plug-in," generally written C language or C++, so that the terminal can communicate
with the smart card via a smart card reader. The aforementioned pieces of sofiware
suffer from the same problems as those mentioned above: voluminous code that must be

installed or downloaded prior to each demonstration, non-standardized graphical
2



"plug-in," generally witten C |anguage or :«C++, so that the term nal can

communi cate w th the smart card via a smart card reader. The

aforenmenti oned pieces of software suffer fromthe sanme probl ens) ®gynheee

menti oned above: vol um nous code that nust be installed or downl oaded

prior to each denonstration, non-standardi zed graphical 2 25 JUN 2004

i nterfaces is essenti al i le to in

pl ug-in once%réerﬁféc?sbetc 'Iﬁobe%rg’l ffégssﬁﬂ VHP?Oéf‘Léﬁ%g‘th"ﬁEQ WgWHE‘ﬁ@Hai t onI y

on the type mﬁcehhmlaﬁerrspemﬁmybe;ienmahﬁly oB [ thseadfivedwdepidRg, e bRt rated and

t he versmnsapﬁ t gtrol npgg%ggls The i entlog seeks to elimnate the

dr awbacks of 2R 8alr?5t ﬁ'8§ CARFG CIFTSIONGRL e FOIOLPHOET A e of whi ch have

just been menti orBd inwhiibiesearab Ienguia&&h@mdﬁadkbaﬁthbﬁié&lodﬁéddﬁﬁ%cesﬂie obj ect

of the mven&ll on is tog Vi a nmethod andg -a system archltecture for
s

control | i ng AePEPARII™ VRIUsHPegn meptigned afiie megting thengedebaheve ed in a

conventional arisey to an internet-type network, particularly in order to
perform denonstrglthl ons of t | east one application stored in the smart

card. To this en é’@l‘?&?%f iy SR I8 QEWE e method andrasystem jagchiectyrp for

invention, t&muenag ﬁiﬂnmxﬁDécquﬁé@w&Hﬁ@ﬂnﬁﬂt GarH fea88GHd 6nnkbied HaBRRhficl ON
appllcatlons I s hosted by a renpte web ype server connected, also in a

convent i onal V#aY, ant‘?fe’i“ﬁ'etyl’?ﬁ%?"ﬁrét Pq{%‘i%’ﬁl&“ orfigetotrs iR demonsirations of & equi pped

with a partibdtafe ﬁppﬁgﬁlogfsto‘féaflh\ﬂ@‘sﬁw}t%}d wi Il hereinafter be called
"specialized.” Wthin the context of the invention, the term "specialized"

used for this pikcliserd.aseqrdiae fo anessentialobaraptedstiv of tetinventions the comsrol st andar d
pi ece of sof{yRnk %Qé}ﬁc Bakh Qﬁtge H&ﬁ%rﬁ{r ) a!RBlbéaHSns 1?%5%@?}% @Bta%h]' n any

case that it is specific to application”being
contrary, t hiyge gsireas gomgfecicdfalspdn a cofventnaheay i the intémeatinetyodkf. Tha terminal

application, ;i.&: ' ter,
mat t er what Ilt%eﬁ‘ilsg%%r&léﬁz\l}g?%%%@o ?cneg{)%tso anoﬁﬁg}“ﬁ%‘%ﬁ%ﬁ? ‘if’h'é act er| st ic,
the size of ‘tsp@iqi»iizeh'é%mm thofantext of the gquentied, the rerinespeeializediratel forfthis r easons

linked to th devol ve '
expl ai ned be]i‘?1 E&aéfge@%%é indi te% ﬁleretly it ‘5%“%‘&“?%@[@11’%&%%@1 'Qﬁtdmfsbg all in
the termnal maalitdnmﬁnedemnm,rtmtpﬁnmmwasd Wit it kiific t6 gripplicadsd beingdl t eri ng

the co t g I e f to the term i ncl ud S nenor
capaC|t;rPup:31r |°€ﬁﬁ§a§?‘{§)?l%P$€? I Iﬁ‘t‘stpé?ceo W%ﬁ@?ﬁ@r“t?g"éﬁg’%"ftm d

application, is entirely generic and is independent from the latter, no matter what it is.

Moreover, according to another important characteristic, the size of the piece of
software required can be very small, for reasons linked to the nature of the functions
devolved to it, which will be explained below. Because of this, it can be installed once
and for all in the terminal and reside there permanently, without significantly altering the
computing resources specific to the terminal, including its memory capacity, particularly
if the latter is used for other tasks.

The invention therefore offers many advantages, including the following:

- simplified updating of the demonstrations, since only the programs hosted by
the remote server need be modified; specific intervention in the terminals is no longer
necessary; _

- a fast and simple configuration of the terminal, which can be a standard type of
microcomputer equipped with a browser, which can also be of a common type on the
market, often pre-installed, for the same reasons as mentioned above (the data specific to

the demonstration itself being located in the server);
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The invention therefore offers many advantages; including the follow ng: -
sinplified updating of the denonstrations, .since only the prograns hosted
by the renote server need be nodified; specific intervention in-t%ﬁ
termnals is no |l onger necessary; - a fast and sinple configuratzi UHfm{"he
term nal, which can be a standard type of m croconputer equipped with a

browser, which can, al sg .be.of .a co n type on the. nmarket, often
pre-install ed, fo’p‘h? %&%&ﬁéﬂ%‘@é&&@%&nﬂ%ﬁwgﬁ% B qrevideddy thebraweseci fi ¢
to the denomhbseahiracteristisehid dpeidngy hoaah@darhiflart th theSertedrlof th3 t@minktN 2004 -
t he graphi cal inrtctﬁrlaace i s also standardi zed, since it is provided by the
browser, wh8¥8 LR 445 BRhhaxe Ay PapisulenproAR MR OGP exResise a3t he
operator of the t-ahdmdiell cost@®ihe ifcrdabinl cBinpRkinFARS o Mls E@Héjpr‘aﬂyioﬁad'ft icul ar
progranm ng Qr .conput er exgﬁtl,se; and - the added c_os? and the increase in
conpl exi ty dtféM¥Et W%’b"@é‘ %S‘B?edb%f’rr@)@“‘éﬁd to useoneringaiatirhofarpieasof| i gi bl e,

since they asgciladeefwire of 45ill RRCak MSHRILAWLRR & mBrddb&GCEndRf ceriieCi al i zed
software of small size, an_instal [ation which can nor eover, under certain

ci r cunst anceSrCupstanesss by ppsfermstcencg aed fosallal | . 1t fol lows that the present

system of fers_gr anollyfi MRt 68picktht sPehF ST ok TRy o MRl b POTT Orm
an a

all of an enterprise's or a conpany's denonstrations; no matter t he

smart card t U ReERER kel an saierpiiey ok & pempany’s dumpnstraticnamottivster whater be of
a standar di ﬁl@gmﬁﬁfQ;ﬁd%@b@ﬁregéﬁtela,ethggﬁ?%t)ﬁm& B@i&é}h&trﬁ% ]Et?e[r@e %fL’ whi ch itself
is outside the strict scope of the rnvention. e system al So provides
great reli abftindardizegigpe g jap toshefjompatile with ghejtervimal,i wrichi isseld isvattsidedhd or r enot e
control of agHs8EoralsAl - | -1 k. said user station
bei ng. equi ooy i a eivente? 180 sy ERR Aol R BE R, 7, Ut

communi cati on pr oihgdein sibjackof thainyention ista moethal foerrdeie cotrplrdfaiussy statiors econd
conmuni cati o |, .St 1S Al mart. card c ising a third
comuni cat i oﬁagl? gl:téggégpr}t%%rggﬁdé%r%éﬁg%h%l%?%uéqqegﬁgﬁlﬁé é:ﬁrdsrﬁ"i“{?r user
station and and compoising 8 &rsv eommoningivhgotbel stadkr saiesmamt bardrdd@eompndieat i ons
bet ween sai d tati . .and _ sali mart .card viag said.smart card reader,
said user sta |§é\d§"§3ﬁngo Ppgqt%calﬂ@%r@ds?‘gfm@%ﬁ@ SOmARsEA i o
transmtted twnmaiichtive pmtecobsackedllowiipanagiudichd®@d betwebhaid iisbr SHORAASBELES

remote server connected to said network and communications between said user station

and said smart card via said smart card reader, said user station also comprising means
for generating requests transmitted to said remote server, characterized in that it
comprises:

- a first preliminary phase for storing in said remote server data and/or
instructions allowing the generation of specific commands upon reception of specific
requests originating from said request generating means and their transmission to said
user station; :

- a second preliminary phase for loading into said user station a piece of
specialized software forming an interface between said first and second protocol stacks,
and designed to translate said specific commands received by said user station into
commands that conform to a first given communication protocol;

- and at least the following steps:

a/ the transmission to said remote server of at least one specific request:



- a first prelinminary phase for storing in sdid renote server data and/or
instructions allowing the generation of specific¢ commands upon reception of
specific requests originating fromsaid request generating neans g% t%lr
transm ssion to said user station; - a second prelimnary phase3 N

| oading into said user station a piece of specialized software form ng an
interface between sgjd first. and secon rotocol stacks, and designed to
transl ate said spec?&‘@%g%ﬁ(?%ﬂags?g&eﬁ %ge%?"g’ﬁpﬁecﬁg@“ Qgts%\cthiaorﬁq‘feﬁﬁﬁte
commands t hat conf ontiedsboe dfiskid tsp@iifibcionmoamatifHdandit SahsMiseibe €0daid use@nd at

| east the follow ng ts.(iaf!os: a/ tk}@ transm ssion to said renote server of at

| east one specific F%% S L{NE a5ecrng ey CopTRnIsAanRIogeter ati on by said remote
server, upon recept itthe akestioniof said gdifis comfand Afsaid @86ristaBRE i@ interadptlospeci fi c
commands and their &r am;rri ss(iﬁon tag. Sq"li user _.station using a second given
communi cation pr ot ofHF¥d RIPCY HSPRPER] Fdhvag andifsfransjatiqnrinto sgig s ger n sai d
user station, its i oémosipiticaprotbyplsai d pi ece of specialized software, and.
its translation i ntg,q?lai d first gi ven c?m'runi cation protocol; d/ the
transmi ssion of sai &f ¥ HAEFUSIE © B‘TJr&rH aes commapnd fesaid searbrand psng seii d

first given communi fisst gioéh @ehefedtion piaodRivih saidBidart @ ddedRAGaE: and e/ the
activation by said '%fﬁﬁnsl_at ed command of at |east one given function of at

| east one appl i cat i HrinGEVaLPn by salditpngdatad porpmpnd ofjapleast gae siven fyestion pfn sai d

control . ANOL her Subliet o apbiichibh MeriiGhid Sndt B LSRR & kS e 01
i npl ementing this nethod. re particularly, the 'invention applies to the
application of the fRIYR6d and t he systemarchitecture to a smart card
denonst rat or . Theadd®ee B5tj& otihk knvBRnhe bRt el @ld DY
referring to the attacheél dr awi ngs, ni na\%ﬁ?%: Qﬁfé I g.ﬂf&g%ﬁérra Tglgl |y
illustrates E'ﬁthésl-errpl ary smart card-based application systemarchitecture

according to the gbleQanfiifarly, the invention applies to the application of the method and the

system architecture to a smart card demonstrator.

The invention will now be described in greater detail by referring to the attached
drawings, in which:

- Fig. 1 schematically illustrates an exemplary smart card-based application
system architecture according to the prior art;

- Fig. 2 illustrates in greater detail the logical architecture of such a system; and

- Fig. 3 illustrates an exemplary architecture for the remote control of a smart-
card based applicaﬂon system according to the invention.

Hereinafter, without in any way limiting its scope, we will concentrate on the
preferred application of the invention unless otherwise indicated, i.e., its application to a
smart card demonstrator.

First of all, let us briefly review the essential technical characteristics of a smart
card-based application system. It generally includes the following main elements:

- a smart card; .

- a host system constitufing the aforementioned terminal; _

- a communication network i.e. the internet network in the preferred application;

- and an application server connected to the internet network.

Fig, 1 schematically illustrates an exemplary architecture of this type. The

terminal 1, for exarhple a personal computer, includes a smart card 2 reader 3. This
5



- Fig. 2 illustrates in greater detail the logical architecture of such a
system and - Fig. 3 illustrates an exenplary architecture for the renote
control of a smart- card based application system according to BeJUI“ 200k

i nvention. Hereinafter, without in any way limting its scope, W _
concentrate on the preferred application of the invention unless otherw se

1 t .c de rator. First of
al ret us (SRR SRt he MBe PR R R de O A Dl PRE R of a
smart  car d- basgritesqnihiegated oty whose inpugenputabinéctions bppasor Hesrakd owi ng
mai n eIerrents st systemconstituting the

af or ement i on&dtt Sggﬁaﬁ%f’ as f6 ﬂg(‘,‘jcﬁﬁ‘r'ﬂﬁly (9£PIF‘3H RV EAGPK compunicaions with theet

network in tfeemjnaier Er‘hé Edexacrm{prﬁ@stdlmﬂrxs 11- foﬁditféeﬁﬁ’o ﬂzﬂmtérﬁ@rtrﬂe%rﬁ%\éﬁﬁa
connected to.the i nt t netwark V%ﬁg schematically illustrat es an

exenpl ary ar tH%? %Eﬂ? %m PT OANECTRE fpea swrighed telephang lipe qr arriptegtated sevises,
personal conpigita hetworlC{ISDN}, f@r éxmple Rdrdn®reBRHAEe providbd (Br ISP JUN 2004

reader 3 nmay or not. ically integrated into the terminal 1. The
smart card 2 r@%’ agﬁ nf“'r‘r‘%/"i’ér‘;a‘?‘@’aseéﬁlrlg’ﬁr"tm%ﬁ afh elgments Fquired fopiiy

connecti ons amaﬁh which £ nSthepREtedah ofde?to%é@ﬁih'é%hﬁwﬁ@mﬁ?let Qnithl ow a supply
of electric power and. communications with the term nal The |l atter

conpri ses ci PROGISEY; fandom gecessand seadrqgly mamones dnsgmetindskwpss storage.sliskae

i nvol ve a nmogemic-rROBNEEEL kg to a switched tel ephone Iine or an
integrated services di ital network (ISDN), for exanple via an |nternet
service provi der Numajishe termipaltlds alsnenngetediostanddrg periphoralss which rlay bhe

circuits andyg) Eéf%@tuﬁeérﬁtgﬁ”sﬁa{jﬁfeocgs ScrefP§ ra"’\{ 89 Shrd ¥40LE p&hter noL,

represented in,order to ke€ep t ng si centra proc’essor random
access and reeam BovEenori es, magnetic drsk mass storage, diskette and/or

CD-ROM dr ve.. ot g NP e b ch 3 8Plnc i) 98 SAPRERY by o ancard
peri pheral s, c may or nay not’ be Suc lhs?fﬁ ay screen
5, a keyboar@l‘lﬁmdﬁldlaaﬂlpdbmpmaﬁqn ¢mrbepenfemplde a mouse. In the field of the

e o emmnss v G HTdel f ot b iEedi Sy LRmEROREE Ml W@ cbiiERard M 2! S
network R/, one of which 4 is illustrated in Fig. 1. The access circuits 11 place the
terminal 1 in communication with the servers 4 using a particular piece of software 10
called a browser. The latter makes it possible to access various applications distributed
throughout the network R/, generally in a client-server mode.

Normally, communications in networks take place in accordance with protocols
that conform to standards comprising several superposed software layers. In the case of
an intemet-type network R/, communications take place using protocols that are specific
to this type of communication, but that also comprise several software layers. The
communication protocol is chosen based on the application specifically intended: web
page queries, file trénsfers, email, forums or news, etc.

The architecture of communication networks is described by various layers. For
example, the OS] (Open Systems Interconnection) standard defined by the ISO
comprises seven layers, which go from the so-called lower layers (for example the so-
called physical layer that supports the physical transmission) to the so-called upper
layers (for example the so-called application layer), passing through intermediate layers,
including the so-called transport layer. A given layer offers services to the layer

immediately above it and requires other services from the layer immediately below it,
6



The termnal 1 can be placed in comunicati'on with servers connected to the
network R, one of which 4 is illustrated isn Fig. 1. The access circuits 11
place the termnal 1 in conmunication with the servers 4 using

particul ar piece of software 10 called a browser. The latter n%ﬁ%é”ﬂ@““
possi ble to access various applications distributed throughout the network

R, generally,i I.ent< serxer, node. Nornally, co ni.catigQns in networks
take place i%ﬁa gl;cb(g%?r%%n%{e%rf\?\ﬁets‘h kﬁg%%egccgpgnw%gtby&wﬁﬂwugqsa X 8

conpri si ng sascetoaimsiaeryidslagkrs of thaveahe: 1wy, dh Sertakark iR ciRsS Sorefor nidfe of

[ nternet-typtgesggg work Rl . communi cations take place using protocols that
are specifi coe SVPRiTaYRSBROGISISO i cat | or, - but that also conprise several
sof tware |ayers. IiBeincomsneimioaineanthpietir@fia) Jajess, 6loaSracids @8inp Koke
application sggalgi fi &?bloﬁ[)i r]t ended: b. {)ag;e ueries, file transfers,

emai |, forungP G dotpr lavprdheanprrations tayes (Ritp, BeAmail etadi thiransetbr ks i s
descri bed bylapea(TCR)Sthe ay@iosk addedss 1age<ra(lm,l e dith inlRYer (RIPE RIEYSHE PAR the

| nt er connect i on% ?t andard defined by the 1SO conprises seven |ayers, which
go fromthe RBSEAAYEY | ower |ayers (for exanple the so- called physi cal

layer that supporwewih®wduaiteah gieéﬁﬂ&éﬁjﬁﬂyﬁﬁh ekBmpIBSf FParchitecRlk t4PREr
application |layer), passing through

| ayers (for exanple th )-cal |l e _ _ ) _

i nt er medi at é‘qa&%‘g?“e‘f?ﬂ’ﬁ&ﬁioﬁéﬁﬁma@@@%ﬂ todhp rrios Ad.pHwith refesgnse to Big g ven
llayer of f er sMsRIspeERAY, Mib Aeurk A¥RFibes BRMEAS BhikalaR®KEthde and requires other
services fromthe layer jmmediately belowit, 6 .2 5 JUN Mvia appropriate
interfaces. The ITR§Er®inabhfmrisas &e sicuitsdhdorgrcess forthe nepeerk Rineliicean  al so

communi cat e dbdath th@weﬁsdﬂwa}myém?m{detyzedoneérgan@iﬁg? {oAhQaRfLltnliGRlur es, one or
nore of these layers nay be nonexistent. In an Tntenmet environment, there
are five | aybyscal apd datplikdpyess.y  going fromthe top layer to the bottom
| ayer, the appli agl LAaYSE gg&fbl Jaecthe transport | ayer
(TCP), the network a rseess Ia‘alytg!?t'l ),IJytErﬁgg a a4?qr%&§qn§§1 rOF]ﬁIBE},WO ip, etc.)
and the phyadieas (IP)zand transpert(L'CP) lnyers. dbe oppemeost apmiicetidndryet @itipi fip,a t ypi cal

exanpl e of r chi mart-card based | catign system
mcoordi g t Loyl AEh saErefieh 8 o ep Bt (5 a7 Bt peEb|r IR cal 1y,
this figure Sdbis@rthtb_msrkbhe | ayered | ogical architecture. The termnal |
conprises the ci The inttesrfalce LetINgén 86 fower lz;[ygrstC?gncp 8} a‘i‘ﬁrtée 1|1:\1>)1p’er ig’%rg PJ; and C,

is constituted by a software layer 15 generally called a lower layer driver. The upper

layers C; and C, are supported by this interface and are implemented by means of
libraries of specific functions or network libraries 14, with which they correspond. In the
case of the Internet, TCP/IP is implemented by means of libraries called "sockets."

This organization allows the browser 10 to present requests 10 to a remote server
4, in order to consult web pages (HTTP protocol), transfer files (FTP protocol) or send
email (email protocol).

The terminal 1 also comprises the smart card reader 3, which may or may not be
integrated. In order to communicate with the smart card 2, the card reader also contains
the two lower layers CC (physical layer) and CC; (data link layer), which play a role
similar to the layeré Ci and C,. The software interfaces with the layers CC, and CC; are
described, for example, by the PC/SC specification (“part 6, service provider"). The
layers CC; and CC, themselves are described by the ISO 7816-1 and 7816-4 standards.



contain the |l ower software |ayers C, and C2 corresponding to the

af orenenti oned phy~ical and data |ink |ayers. Aso represented are the
upper layers C3 and C4 corresponding to the network address (I opos
transport (TCP) | ayers. The uppernost application |ayer (http, p, enail,
etc.) is represented by a web browser 10 of any type, pref erably a standard

andthe upper | ayad R8s sbiRate Bt 1 5id B Wictoes S Bt ameltiieger 1570
general |y calayerw inditatedehy thea;mte reiferanes 16 'Eheﬂiep@,edfr 1aybam.an@ecamd1e%@r e
sperti ot unbbPihIeBhOEL BT B £ mlbraRRermai o medgm cor reepond. I n
the case of the Thetaechitedture BERfeltEiniiral il RipcBbRNGLE thY pSBAS SntRfly kbRfdhi €S

cal l ed "socket " . Thi Sg or%gm zation all ows fhe br er 10 to present

requests 10 %n S Priok a8 Beplyniepresents, fp yyplfn lings, ap additignal elerment §qwaich £ =

protocol ), t wﬁl’i&:fcmﬂecfa $resialid qdultpe & spedific HARSinvafiBh. |Th(lﬁﬁ@dl{le pisot ocol ).
The term nal

nm mart card reader 3, which may or may not
be integrat @33057"1?1 e‘rt{:‘et% 5'Ir‘h‘?ﬂ?]1 é’ﬂté"f%etlﬁ Thedfuagtign of thigraodule willdec ar d
reader al so egnimdnslowt he two | ower |ayers CCl (physical layer) and CC2
(data l'ink |ayer) %Chp y arole simlar to the layers C1 and C2. The
software interfacds ’["Fl”ic 2 endeing otgenizatipg ivgmilgte thagefths tepainal ¥, or

exanpl e, by inbladlﬁ %r&@&%‘JfM@Wﬂlaﬁz Pq'ﬁfereﬁ%eds(gt?]\/(pﬁgtg%;@{t%‘ﬁ%{ dec, The

| ayers CC, an t hensel ves are deScrib and’ 7816- 4
st andar ds. 7(d2§ lipklayoncas well as auintsrage ayerdBt WFN@Y stonjlento e layer &8. s i nt er f ace
bet ween t he I n and
Che | over | ayon 20 SR @Ran IR Soh A R R p BB B E TR 1
is a mul ti pl&diong et appl¢ation ke umpresented ithe femudfiasiplamedwd t he ter ni nal
1 described MRriifedfss point is entirely coomon in the prior art. Fig. 2
al so represents, in )roken fines, an additional elenent 8 which wll be
cal | ed a -speci al iGoamvrcitibes mueansthsqemﬁhﬂilcanﬂdwtshmrﬂdammk@placem}i s nodul e 8

is di sposedmpﬁgwge ol I%%ﬁrba% and the interface 13. The function of

this nodule w al ne OW. On the smart-card 2 end, the
organi zation is sVamiohaprotogols ey bebisadhmchidingitheabllchying non-exhaustive

examples:

- the ETSI GSM 11.11 recommendation;

- the protocol defined by the ISO 7816-3 standard, in character mode T=0;

- the protocol defined by the ISO 7816-3 standard, in block mode T=1;

- or the protocol defined by the ISO 3309 standard, in HDLC (for High-Level
Data Link Control procedure) frame mode.

Within the scope of the invention, the ISO 7816-3 protocol is preferably used, in
block mode.

In an intrinsically known way, each protocol layer is associated with a certain
number of primitives that allow data exchanges between layers of the same level and
from one layer to another.

In the current state of the art, it is not possible to place the smart card in direct
communication with a remote server 4 via the intemnet network RJ. Also, as noted, in
order to perform a demonstration of one or more applications stored in the smart card 2,

it has been proposed in the prior art to either implement specific pieces of software in the



i ncl uding the presence of two | ower Iayers,_ ref erenced CC, (physical

| ayer) and CC 2 (data link layer), as well as an |nterface | ayer 23,
entirely sinilar to the layer 13. This |ayer 23 provides an i nt2eF J4Ne2004
bet ween the af orenenti oned protocol |layers CC, and CC 2 and one or nore
application |ayers, represented in the formof a single nodule referenced

26. Communi cat.| het we ermnal 1 and. the smart card t ake pl ace
by means of %grkuglfgllsdlaro{jfi%vé“ tﬁ%k&?avg}c’t%ﬁg"eb}ndp fogn of piwg &d,

i ncl udi ng t heoldtmink haviemgpang drewbatial s hick Gaveeti@ady R en menﬂdﬂ@d ETS' GSM 11. 11
reconmendat i on; %tehe"ﬁ)rot oco{6 defi ned b t-he IS&E -3 standard, in
character node T=t Wil iqW, desgy ?%géenbeé?}]‘ g AFer Mo At andard, in
bl ock node Tmhkes-it pissibleeo @flﬂhﬁeﬂiesdﬁﬁw&ﬂﬁs bﬁﬂltrbﬁreh&QO )3 standard, in HDLC

(for High-Level procedyre) ‘frane npde. Wthin t he scope
of the invention, ‘Qﬁg’eleﬁﬁgﬂB ﬁ?eﬁlﬁ&%‘?‘“ﬁ‘%‘sﬁf@%‘w&%‘l‘% g @fphitgqiure p| ock

node. In an pmientedsn Bial mm««aagenﬂamdfd%@mhwh@yc%ﬁﬁgﬁa@%@ﬂg@t ed with

a certain E ‘géldﬁf pr.i t hat al | ow data exchanges between | ayers of
the same | eveft 5% PR atrage WAispeReable 1ojg nroper sndergandingrofthe of t he
art, it is nmbemﬁajel}laﬁeéeﬁteﬂlM@ﬁob&ethsfaaxhhoﬁere%eh@ oﬁﬂaéﬁecﬁ &5 REFERE Ccation
vmtharem)te seryer 4 via.the internet network . Al so, as noted, in

order to per Y85 reﬂé??@ﬁgf"i‘lé?’i'lbheEﬁ'd‘?ﬁF@eéra-“W@a%fppl i cations stored in the
smart_card 2, it RsldeebeRIARpaRitdbd (R IR/iO afd 2 &&s‘lﬁbttlja&tﬁre | ement

specific pieces of software in the 8 25 JUN 2004 term na wnl oad
t hem from a #ERBHAN Jop geRmuRicataas befveerothe gimmipal hand trnlager takseplacei oris have

many dr awbactsg privdire Rsikeine sétk bEasaRERA HRRLELANE ﬂhaw)@b bicchgyy describe a

system architecture according to the invention t es I't ‘possible to
el i m nate thésseribedanbacks, with-reference to F|g 3 Wth the exceptlon of

e SIeeL 1 PR Wl AN s PN LB RBRTSN o e
layers, intrinsically common in the prior art, are not represented.

According to a first important characteristic of the invention, the essential
information and codes required to perform a demonstration of a particular smart card,
and more generally, to control such a smart card, are located not only in the terminal 1,
in whatever form, (program or specific plug-ins downloaded), but in the remote server 4.

According to a second important characteristic of the invention, a specialized
module 8 is provided in the terminal 1. However, it should be clearly understood that the
term "specialized" has a specific meaning within the scope of the invention. The module
8 is disposed between the layer C, of the protocol stack of the terminal 1 and the
interface 13 (see Fig. 2), as indicated above. It is advantageously constituted by a piece
of software and its essential functions are to provide an interface between the internet
network RJ and the smart card reader 3,and to tﬁmslate commands received from the
server 4 via the internet network R/ into standardized commands that conform to the
aforementioned ISO standards. In this sense, the ﬁlodule 8 is "generic" in nature, since it
is completely independent from the application or applications stored in the smart card 2.
Moreover, given the functions devolved to it, the quantity of code required is very small

in practice.



| and 2. Also, only the elenents that are indi'spensable to a proper
under st andi ng of the invention are represented. Mreover, the conmon

el enents of these figures have the sanme references and wll onzg BN 2004
re-descri bed as necessary. It should also be clearly understood that the
smart card 2 does not require any adaptation. The communi cati ons between

the termnal | a t l.atter take place, as iin the prior art, using the
sets of standardirﬁzlea cgfdrfgrt%ltrlle swz{yhgjter %@tgs%r&%(r? @i?cc(?F‘rli’E‘fquIJOfEP@Q}Pﬁ%bed_ Al so,
in order to kawpntiona cdmpwiendats propéssing tieens(astirepieseARNUNHTED E@ferRO@EOCOI

| ayers, intringj noR. L n e Lor art,.are not represented.
Accor di ng to&é;%fsﬁéljtagel C?EF%%)CP t gh%“dc‘i%g?"&@i’é‘ﬂ%%{f"&%lv begndreprsirafd;separatelie
essential i nfor nafirsostompeldodaen magsitpeskitlonResrd gkphydpAeimastinati on of a
parti cul ar sl[@rnt_e ﬁard.. +an nnrelgerﬁ_[iﬁlldlc?/, to control such a smart card,
are |ocated NOCeqA?§° isitien o EEFRIR B HEML qr angther format CRME§tc-)- pr ogr am or
speci fic plug-i nsTieaesundamesgy detics, réflrehdtd 4268RioRe FRAEMNBIlyHesifcadsding to a
second inporttant ‘ga?ar act er.i s%i c of tgtgra i nvention, a speciallzed nodule 8
i s provided TR &R EPTHHLNE e cppiGels af the srark easd, piye taggy qupiegtiaer st ood

that the tedemémspaivhal'aRdt cahdSorlex¥TIEE dprdeRANIN Medblytirtd BncaRRe of the
I nvention. Tt}eﬂém)dul e 8 f’ﬁs lqi osed between the |ayer "C4 of the protocol
stack of the®{"&F ML seRveniyel fhhs spast ga5t eordext earmpnises;, fpr epgmplaghe Yeasiemat ed

above. It i smafberof deopsating GARE CbittdIRh RY sarPiLE The Sor3plibnad & AQd its

essential functions are to provide an interface between-the Internet
network Rl aRAKESHPOSTUE to Bore data ok structiongthat maketknoasitle tegenerntesarattoft ecei ved

fromthe segpé@iic fotindndsEqidll firaed daf&%ﬁl\éﬂﬁdﬁeﬂm%géﬁﬁl %H%ﬁ&ﬁhﬁﬁ&ﬁdﬁ%ﬁ{gﬂnds

that conformto the aforenentioned |SO standar S sense,
nodul e 8 is SPgeifiereramands withbeintercepreddy thespediaizebmpdwe 8 hyd irandieedsolthat f r om

gi ven {he 1 ungl e RRGAPaLEPS sHARb Y 2 ek ey B RRE <Fqui rea 1< very
smal | in practi dde ngpgepskitteagethddacaondingdo thetimichtioh anaesciitid bewot € ser ver
(not repr esent oc™ R, Conyer B SRl RO Bomi RS R e Bl P8 "
42, whi ch hate@owebip thasinhy cirdevia the pmes eatlechdechand ike/gendraflly, kG inithligy age
device 41 Mook brRRSH PlsGne BetliRes nlatR'sWatBIIES ub Mol soibit cardS by
means of a script executed in the remote server 4. The web browser 10 makes it possible,
in an equally conventional way, to present requests to the remote server 4, via a modem
11 or a similar device, 2 conventional transmission channel 100 (a telephone line or
another type) and the intemet network RI. The transmission path normally passes
through a service provider, possibly a firewall and/or a so-called proxy system (not
represented). For example, the request presented makes it possible to display the home
page of a web site on the screen 5, and then to navigate this site through successively
displayed pages based on the options presented.
The request transmitted to the remote server 4 can also make it possible to
display pages in HTML language related to the smart card 2, pages associated with the
current demonstration and stored in the storage device 41.
In a way that is more specific to the invention, the request transmitted to the
remote server 4 results in the generation by the latter of a set of specific commands

designed to control the smart card 2 during the demonstration.
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referred to as "static," for exanple in HTM. or .another format (XM, etc.).
The second storage device, referenced 42, is nore particularly designed to
storing data representing the contexts of the smart card or car@$ JORt2004 e
subject to a denobnstration. A "smart card context” is a representation in
menory of the smart card 2 at the renpte server level 4. The smart card

context conpri sesy efRhccCXRIR Heci ' Jnber of .the operating system
controlling the smgrt c(?érd. gmfg{]gerqggﬁessa!égf\}ﬁ%%ﬁjz%gasa?uggbyﬁg@@erizfo361 ssi bl e
to store datare@rocessed aLparti afithe cohtekt ofathesmart @odstoll in the dgedeetzalienat ket of
specific co | I tioned spart.card 2

deronst 1 at | onet SRABReh L srtapfeall £l TERM, RS il i Hcropyrinaye

speci al i zed ¢iobesmearBeaghd, tyruaing|tiset oecalied RESET sipimbyf thaluthie under st ood by the

smart card 2 whe Bt ed to it. The pmin steps of the method
according to theq?%ent | %ﬁli}a&rogo%{ggéélivﬁéd'g%g?’}?#;‘m Pﬁgﬁﬁ"q”f%‘%%’?‘i{ﬁf’ y
convent i onal byhy servéredOtcen resulbfroms plecéxetut@inlof a K €Sorhihop Gakilftkface) gpoOVer up

the smart ¢ LA TRGL € QL reader 3,..an re gene ly,. to
initialize aslrc pt. %frgést%ﬁggl Sar wieﬁ kpgwy e°n§|5]é'@7‘g‘f‘int§ee"dt ‘ﬂ@&ﬁe@l %tycil‘ﬁ‘&t pOwVEr S
up the smar tsecar dofimuitiyatiometinaugh fthecintetet. [For exsaply, @dlen Mfdinalafyay®d 4§ server 4.
The web bI’OV\Pe possi b

r 10 makes it po le, . In an vally conventional way, to
pr esent requeglfeésr’Ll & a?%ﬁ?detﬂﬁt%e% &k it lﬁt,m\?f“gtegg’ﬁﬁﬁ#waﬁo BAreptey i | ar
devi ce, a comvrmally eilad "det-BinS i wiftORrigRAR Wored Afle Gata FRLBIRP 8B/ thi ne or
anot her type%ﬁﬁuqd t he i t]ﬁr net. network Rl . The transm ssion path normally

n :
passes thro IONOL P PRTUENIFSGURIRLT TetrpRrautiad throysh the esyarse path andtentiodhs: cal | ed
proxy syst enligmicthat traggniasht eshhesti0thieXaeT Be fdrMQrsRARThbmBA8eNt ed makes
it possible tto‘disHIa the hpne page of a web site on the screen 5, and
then to navi GRPE"FHI'S F?E‘“‘Fﬁ}-ough successivel y displayed pages based on
the options preseiiweder, 191R1dde the @fifart chAMS¢Hnh §t@Hm! Ql%dirséﬂlg:tuam%ﬁé ver 4 can
al so make it, possible to display pages in HTM. | anguage related to the
smart card 2ntePghRivakdy andtin garicyuley, eananeitherteesive, nps pferdioridaterpret thed st or ed
in the storagenieuh Gensthlted!th e WRkr b HnekeScITRh bl fvention,
t he request transm’ttesd t.eo b?he rerrrpt'zlthggee??/er %dgggglf’%ﬁlyﬁ%"gﬁa%ﬁeration
by the | att efacksts, shedestingtionsWeasidresebeingthatrod she tosinay ik, the cliemt kibéwitd)e smart
card 2 duri tnat N. 200 n sence, certain
specific re&%é%?gs%giéﬁﬁgg%tn*ggaﬂégdﬁgﬁ HgE)oyWSF‘nfap’ ghgl’l%%f: Cappotgegmunicate

directly with the smart card 2.

The specialized module 8 forms an interface, on a first end, with the upper
protocol layers of the terminal 1, i.e. C4 (see Fig. 2). The specific commands received by
the terminal 1 are intercepted and "understood" by the module 8 to be intended for it.
According to one of the essential characteristics of the invention, the latter translates
them into a set of commands that conform to the aforementioned ISO standards. The
other commands re-ceived are not processed by the module 8, and are transmitted, in
conventional fashion, to the browser 10. The server 4 has a separate connection 80 with
the specialized module 8. This connection can be secure and can support an encryption
of the so-called SSL (Secure Socket Layer) type.

Schematically, in order to better illustrate the method specific to the invention,
the communication established between the interet network and the module 8 is
illustrated by a separate channel 80, represented in dotted lines. However, it should be

understood that all the communications pass through the usual communication channels,
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are processed as part of the context of thei'smart card stored in the device
42. 1t nmust be noted that the context of the smart card 2 is updated; for
exanpl e during the powering up of the smart card 2, by using t25 SUNCHN ed
RESET signal of the latter. In an intrinsically conventional way, the
generation of the commands generated by the server 40 can result fromthe

execution of ypq.18 (ORI, { [ This is a
process that Is v'\s/eqﬁceknoym t(l)l%qﬂ‘;rlltgl s{saggﬁplézgnclﬁgﬁs{%glg% fo(&fcﬁﬁi(??éeﬁmeql?j of
client- servECP/Bbferihsisperidlisedsmbdule 8 ghd HAEP forttke retvser0). exanpl e, when a

formulary type ofy,.ned ' sm.td ed a b server, it i
transmtted via z;rhaat ev&?%l%)sfg | relgate%)fégle’ 0'&1% eﬁﬁiﬁvdcg}tﬁlﬁ'ﬁm%i@%i n" in

whi ch scri ptrsader 8. Bengedtitranfimgs thathalattesthie tommadds drhat eeecivakadutandnedf a

parti cul ar ' retransm tted through the. reverse, pat ngd, sent to
the client S?Lég‘?é%@g%sdrsﬁ et%ég’ﬁ?ae lt‘renéaa‘ﬁséaﬂ ﬁg{}fﬁﬁ'f'ﬁ}sge%'é@é“ﬁi ﬁallsﬁée%f ™ of

speci fi ¢ conarathis undarstarsiable be thetsmattivard 2 Iméssaice, hfteHeansution, thaSomeaiaeds, t he
smart card uni cat irectly wiith th | rn network Rl and,
T part cul AT aB e3P IR 4ol Uit kst e e 1 DS Bt ssomrands
transmitted thyrefonecamraiibie Wit theldvaapurianioR fdde aded besdhk Ymirt 2438 Radbed in

packets, the3 gn%sthéga# on EP address being that of the termnal 1, i.e. the
client. Likewse, %agg a specialized plug-inis installed in the browser

10, the l-atter camheebmaandsihusCrinemitidi (ehE kitadbdrd 2toke PREdIbLIEFHD 2. The
specialized nodule 8 forns,an interface, on.a first end, wth the upper

prot ocol | ay@REPiSt LOROLEE UR fhe jmprt ard;2, and fe Activatathe-application of Rplicatians f i ¢

comends r ecsiré@h thylattthfor eRmiBIOR orlierad exdelie PaRR M LANARSs arisias 3d,g0d" by
the nodule 8 taq i ntended for it. According to one of the essenti al

b
characteri stsiPE“éﬁ‘bﬁlef ﬁ%‘eﬂﬁb’é‘ﬁﬂqﬂé’ﬂ,{“{eﬁgﬂ{tﬁ? $raart ¢ary A fppsmits to thpspacialigest a set  of
comends ththmm,thmnmgmafr&ae@%fnﬁﬁﬁ&% :Jngfalrﬁﬁ;@ﬁl%ﬁﬁ%ﬁat it Ot her
e nodul e 8, an

commands received are not processed by t _ are transmtted,
i N convent i R9sHblefin g1sRlsaquenbsiei éo dismasay the ScrecTifevasionsadata spetifistosthg epar at e

connection ] SRSk | | on can-be secure
and can sup%%ﬁ“égﬁu 2efr)mr pti _g]%‘]ﬂt%dfz ﬁ?@%ﬁb%g??Igﬁg@fﬁ%ﬂﬁﬁuﬁggﬁ%@rﬁayer)
type. Schendtanglatefl py terspesialieed modye 81 wansinitied 3¢ thaserveérdeandeethrnsinittpd i fi ¢ t o

the i nventi T[] i st abl i shed between the i ntenet network
o teghlil PEIBHRLAPLE

and the nodu by a separate channel 80, represented in
dotted |ines. Hovikseepecializedshadulad8 e servadefithe TOBVIR tyat that decditee TEOPARUNI cat i ons

pass throug r.l'e&lni:@ts ldﬁgi%tin%mgéc%% éx%Qutg‘P %%]eesle%er 40. The communication with the

specialized module 8 is inserted into a request between the browser 10 and the server 40.
This script is responsible for executing a series of commands addressed to the
specialized module 8. The latter then acts like a TCP/IP server and returns a response for
each TCP/IP command received from the server 40. The aforementioned script, which
can use a process of the so-called CGI (Common Gateway Interface), or Java Servlet
(registered trademark) type, processes all of the TCP/IP responses from the specialized
module 8. Then, it formats an HTTP type response transmitted to the browser 10. Thus,
a user (not represented), for example the holder of the smart card 2, can interact with this
smart card 2 by means of the browser 10, scripts associated with the server 40, the
specialized module 8 and the smart card reader 3.

The browser 10 makes it possible to display the contents of the smart card 2.

It is therefore clear that the smart card 2 is actually directly controlled by a CGI

type process and a card context stored in the server 4. Everything therefore takes place
12



11 25 JUN 2004 and take place in conformty wth standardized transmn ssion
protocols (for exanple TCP/IP for the specialized nodule 8 and HTTP for
the browser 10). The nodule 8 also forns an interface, on a secpBd/ A&k
with the smart card reader 3. Hence, it transmts to the latter the
commands it has received and translated. These commands are decrypted if

i I | LS ure nd. transl.at.ed. . The are then
inder st andaii e HedhalRaRPREEln SR SO-RRRNEES wi o BLTeSeion, ¢ he
commands r atquesss friotrt thelintendt hetwsriekRX card 2, via the reader 3, are in thed
| SO 7816-4 f d. ar t herefore, co i bl,e with the co ni_cati on node
used bet vee no'[ gtrg ﬁlg“rsfrgtg i}ecf °P°ee§§elp ordgr %ﬁ”ﬁg %ﬁz‘&h tlﬂﬁtzi’f ?JdOZ?ﬂ’%'@ % B¥mands
t hus transnirddett § typichldy lsisasize 6BSTKB. nakrEbé?lb?]qu&&b:tlie%tc}r{igérmeaﬂ%@ﬁp: e, EQ

th nmar ar.d nd to tivate the a i cati.on or applications
g? \glre;dugon tﬁggrfasa?fl{egf‘,“ﬂ? B’ﬁjcggﬁﬁfﬂrﬁ"ﬁ? ‘%‘?rﬂ‘é‘ﬁe‘{ H‘%i&@‘ﬁﬁ'@”ﬁé?@?’emsﬁu%nct i ons
and/ or to reat quigkdChy essoh iof iSvesi aniakideNby MGarlsdF h BisketteTor RhMPR, ot NE sMArt
card 2 transmts tog the s ecia.izeﬁ‘élt tgul e 8, via the snart card reader 3,
commands and/°St arf”n‘ﬁ‘??ﬁ?:ct"f‘g?%m? up- Qgp B sarpfysasopy ibcanalsodedfbregidenint st ep,
to display orithiotieany @iseévanbagaspified df iriedl BadPRfdut Serdifcahideburdsmidhear d 2 being

denonstrated. However, these comuands and/or instructions are first
transl at ed B§EOLHeeEs %‘}%% fegringle BarHE Y Ydisgtorage gpsonices. dgaindy aepsosefitiemall and

retransmitt ffeliPis alsBPobstildioibwnibad erdnPih REMAE WSS JI%OC%P% FREGHAR! | zed
module 8 is a server of the TCP/IP type that recelvés P~ requests
ori gi nat i ng SEVemWithsthe pystenbieelnglogifs] gyen whers wsingsy simple Smedmhm?@ml on wi t1 g
t he speci aly,z 63)] e [ reque 2 rowser
and thg ser vﬂgfls 8%gi1ﬁh|&%ﬁ§jc6‘r¥f)’pt | s&a?g‘éég’%g?%P@??%r&%%e@E‘}é?ﬁ‘gy %evgrea?i es of
comands addesoE eatonds. Thie metyod bagthe adxantagel of dwsys havieg ihafdtest atdileble act s | i ke

a TCP/IP Serv\éﬁfon%%eflsﬁ%éﬁl#}t?d @rr?%n | &g&guéngt}l%{%%&aﬁg@/ | P conmand recei ved

fromthe server af or one I'ch can use a process of
the so-cal |l ed CAtig @sytoosee Gat i wwanpt hevessafydorthe oparatdatehaGeany lpatticular egi st er ed

maul e . TRE T RRGRRRES e enitd b ot R Rt 18R b oveer
10. Thus, avhichemn @dentageprslydentvedknofanypesalipinahd erkbiplsdatireyffamiiar Smar t
gg; Id ptzs 222 6('2: F{ﬂe_r Cl{ﬁew ﬁﬁl? hlaon)lg &e&%&%&t&adﬁ%&%ﬁz thé3 %ebngt%qg wﬁIcth ?nulgtr owser 10,
connect, an address which can be pre-stored in the browser 10, in a list of so-called
"favortes" or similarly named elements, generally known as "bookmarks."
Since the sefver 4 can store, as indicated, so-called static pages in HTML
language, the various steps of the demonstration to be performed can be displayed in the
form of a menu constituted by hyperlinks, the operator selecting one of the options
presented by means of the keyboard 6, or clicking on them by means of the mouse 7.
However, in order to further facilitate the funning of the demonstration, and to
make it more automated, it is also possible to download into the browser 10 an applet,
for example in the form of a piece of software in JAVA language whose size is very
small. This applet makes it possible to control the running of the demonstration by
transmitting the necessary requests to the server 4, which in turn generates commands
specific to the specialized module 8, then transmits the result of calculations it performs
to the browser 10, in the form of an HTTP response. In this case, the essential work of
the operator can be summarized as connecting to the server 4 and possibly, if necessary,

in an initial phase, by loading or downloading the piece of software constituting the
13



specialized nodule 8 and the smart card reader 3. The browser 10 nakes it
possible to display the contents of the smart card 2. It is therefore clear
that the smart card 2 is actually directly controlled by a Cd gy@ﬁ "
process and a card context stored in the server 4. Everything t% r o?@
takes place 12 2 5 JUN 2004 as though the smart card 2 were in direct

comuni cat i og,eWafifrg | Vi request s .fromthe internet
network Rl . %bg 1] utslﬁgitezgt %fﬁéh%%céogfeg%d ‘%‘Pﬂ‘g%‘re&'@ﬁ%te‘omgé’f@fﬁ fﬂs‘f’rﬁeg lFaas ks t hat
are devol vedsmat ¢ard 2iiethemeaflat 2 8 typically has a size of 50 KB. It can be
| oaded into the (not_ _ represented) wt i ch. the term nal |
i s provided pri oféb{)%gét ﬂgtggﬁe’ o egsydtgﬁ%%@?t%? ’r“-ker‘\",“o“ &5% ﬁgﬁeﬁ%l"gﬁ by reason
of its very ebredtsetforih, by neans of a diskette for exanple, or from any

ot her recording [ t. for the.sane reason, it can also be |left
resident wit houtnLﬁl gﬁg‘%f%&?ﬁ% o JERIE 2Py p%ﬁm?' A1'¢ emonsgatien tegming) gan

si gni fi cant | e dumaiemmpgtet betd on éeanarkaor akintilaeddvivenit Bodsn't RYhid &yl arly its
storage resoyrg I,n_by, reason,of its smal i ze, i.t |s alsq possible
to downl oad W&?%%é?ﬂ%ﬁfl ee#%?'e eeWe?onﬁtfm‘HrSPWg&ﬁPiWnWH‘é‘}“mhméféii:ver.
Wth the curiténmertleabresiangbémd, avestelivhiany phiseda fled oTRbBwEYbE ShAdiZE el ephone
| ine having a_fast de 56 doynl oadi program of this size requires
only several P‘e%ee"f]fé"%#")”%g}@gﬁa@fe‘f Ht p%@ﬂbﬁoqﬂﬁ‘é‘ appleation ofiplifetions sirgthy s
having the Iiattleasstrnmécafd agingadegfosétﬁﬁo@fAstiﬁmcﬁaﬁﬁﬁsadié&%@lsﬁv@ﬂé & be f
constituting t nodu . It is easy tg see that it is not necessary for
t he oper at o?lo?‘ge%t?g\%arﬁﬁr?r ‘ﬂ'akttciaﬁ ﬂs%ge Xﬁb‘?"&i%%"ﬁ’g‘hé%ﬁéﬁ“{t petworkr Hdoliwiphi cal
interface, whiatahe ¢anfipivafionadf atdeon@Rtib Qxviflis rdfuced WisGinflaPeaLuabh ageous! y
be a well -knlgqv)%smfltlyge.sol d on the market, is entirely famliar to him He

need only kn PleqYiteann BT tckif exRertiss Which alse sorgributes tg mgkingfherrmethods t
connect, an @EMUURES edbtogticatan be pre-stored in the browser 10, in a list of
so-called "favorites" or simlarly named el enents, generally known as
"bookmarks. " Si nddegrphisalintgtace igfemikiar ¢ any operatonchinsaitdsithe one zsaodiaetl st at i ¢
pages i n HTMth 4 R8O HAYUR h '[R,g,?t nstration to be
performed can be displ a@régﬂﬁ%nxﬂ% _ gﬁqﬁgib% ‘r:r(%[%o%gﬁg‘t I tuted by
hyperlinks, the Jpemethed alewegreatrflpxibildy afd greet unipesadits In facedendaad by neans
of the keyb r | cKi . .means of the pouse. 7. wever,
in order ‘toq?_gg{i g)r&feggHol{%%ﬁgm?ﬁ%oégﬁﬁog%ﬁ% TYe 3raY fed Fa???@ie,oand to
being used by a large number of stations. The updating of a given demonstration and/or

the addition of one or more demonstrations can be done very simply, since only the
remote server storing the data and the programs required for these demonstrations is
involved.

The method also allows an interactive mode between pages, for example of the
HTML type, provided by the remote server, and information and data originating from
the smart card, under the control of commands and requests originating from this same
server, and transmitted, after translation, to the smart card by the piéce of specialized
software, via the reader.

It should be clear, however, that the invention is not limited to just the exemplary
embodiments explicitly described, particularly in relation to the architecture illustrated
by Fig. 3.

Finally, although the method and the architecture have been described in detail in
the case of a smart card demonstrator, the invention is not in any way limited to this
particular application.
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make it nore automated, it is also possible’to download into the browser 10
an applet, for exanple in the formof a piece of software in JAVA | anguage
whose size is very small. This applet makes it possible to codt¥ JuN 2004

t herunni ng of the denonstration by transmtting the necessary requests to
the server 4, which in turn generates commands specific to the specialized
nmodul e 8, t hen trﬁ@Waﬁ@orF@@pﬂh@é\’d{é th&fevgradng%ﬁﬂEé t%%%nﬂrc}l a%l,ealilgororrlﬁ ishg the
browser 10, in the form of response T RE"EE éntla
work of the? §pBpaiad aéﬁlﬁrtQ@ds@ndﬁnwiazt@ﬂnwsnecorrmmﬂun@etaﬂnemm«semm 4 and
possi bly, ifedigggssary, in an initial phase, by |oading or downl oading the
pi ece of software constituting the 13 25 JUN 2004 speci alized nodule 8
after having powered up the termnal 1 and having inserted the snmart card
2 into the reader 3. By reading the above, it is easy to see that the
invention clearly achieves the objects set forth. The smart card does not
requi re any adaptation. The denonstration termnal can be a m croconputer
sold on the narket or a simlar device. It doesn't require any particular
adaptation either. The only constraint specific to the invention is very
limted: it is nerely necessary to load, in a prelimnary phase, a piece
of software of small size, a piece of software that is entirely

i ndependent fromthe application or applications stored in the smart card
during a denonstration. As indicated, this piece of software can be | oaded
once and for all. It can al so be downl oaded fromthe internet network. It
follows that the configuration of a denonstration station is reduced to
its sinplest expression and does not require any particul ar expertise,

whi ch al so contributes to naking the nethod particularly econom cal. The
graphical interface is famliar to any operator, since it is the one
associated wth a web browser, which can advantageously be a common type.
The nethod allows great flexibility and great universality. In fact, the
data specific to one or nore denonstrations is stored in a renote server
and is capable of being used by a |arge nunber of stations. The updating
of a given denonstration and/or the addition of one or nore denonstrations
can be done very sinply, since only the renote server storing the data and
the prograns required for these denonstrations is

15



i nvol ved. The nethod al so allows an interactive node between pages, for
exanple of the HIM type, provided by the renote server, and information
and data originating from the smart card, under the control of commuands
and requests originating fromthis sanme server, and transnitt@d® JHN{Z04
translation, to the smart card by the piece of specialized software, via
the reader. It should be clear, however, that the invention is not limted
to just the exenplary enbodinments explicitly described, particularly in
relation to the architecture illustrated by Fig. 3. Flnally, al t hough the
met hod and the architecture have been®48¥¢%¥ibed in detail in the case of a
smart card denonstrator, the |nvent|on is not in any way limted to this

parti cul ar appl i cat Il\é) %% 5 JUN 2004 The invention is applicable
whenever one wi'shes Mehedhior Fesmoty ceptgl ioha usersiatoni(hhvia é"ﬂ@?rﬁﬁh’é{Pe BRWOH snar t

card readqry, sdiduidratdiivh ‘bémgteq(]fpféd anal s?rliart ¥PE rétlden &) Y& domniuMidaBRE vith
extranet. 15 25 J N 2004 d for renote control of a user

station (B STAkCY ?rﬂ"@rcﬁg’cp”fs‘\?ﬁé‘ fH@tW”"@?P')‘ prafegolsigsle saghsmarberdei ng

equi pped \Maédlar%)%thsﬁ@%@*eb@ﬁdj&ﬁmhﬁhlcétﬂfn (T E1OBbI SkAoR tnB Gl Snflart Garg(Br t card
(2) and co |5| ngﬂﬂfﬁf[l rst conmuni cation G’2rotocol stack, said smart card
|

reader (3)c H’EJ'PQ PR RRIIONHAGRP! S olloping: capyNURicatioRs Rawesa Saids mar t

card (2) wengatic (nga;edaPerﬁ@kecseméum)%hhévtbdotb%taMMémRb,anal | owi ng
conmuni cati ons bei ween sai d user station rennte server (4

connect ed PENUG@IGRS befren paid Uaﬁrostatmrhmﬂdc%am 8ﬁ§rt gatd{eLya saidsmagtsard
station (kpadbngB)sedid ugématmqnﬂalé@);ompﬁmgamear%mo; fof gékbrafiRpdgliedtsd) . said

R LT M BN RO e TN
- a first preli- mfm@trgrelwﬂaé@ pfh@ge for @fdriRg (447 sdid rérﬁd;td SERRPLA daRy dfVor( 4) data
and/or instructi o s all rgeratlon %nerlleat I on of specific conmmand upon
recepti on reﬁt Qtﬂf&? a‘J pying the ge pecific command upon reception of specific

requests originating from said request generating means (10) and their transmission to

said user station (1);

- a second preliminary phase for loading into said user station (1) a piece of
specialized software (8) forming an interface distinct from a web browser between said
first and second protocol stacks and designed to translate said specific commands
received by said user station (1) into commands that conform to a first given
communication protocol;

- and at least the following steps;

a. the transmission to said remote server of at least one specific request;

b. the generation by said remote sewer (4), upon reception of such a request,
of at least one of said specific commands and their transmission to said
user station (1) using a second given communication protocoi;

c. the reception of said specific command in said user station (1), its
interception prior to the uppermost application layer represented by a web
browser by said piece of specialized software (8) and its transtation into
said first given communication protocol;

d. the transmission of said translated command to said smart card {2) using
said first given communication protocol, via said smart reader (3); and

e. the activation by said translated command of at least one given function of
at least one application {26) stored in said smart card (2), in order to
perform said control.
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requests originating fromsaid request generating nmeans (10) and their
transm ssion to said user station (1); - a second prelimnary phase for

| oading into said user station (1) a piece of specialized software (8)
formng an interface distinct froma web browser between said #%5 (ggN 200
second protocol stacks and designed to translate said specific conmands
received by said user station (1) into commands that conformto a first
given comuni cation protocol; - and at |least the foll ow ng steps; a. the
transm ssion t sal renpte server of at |east one specific request b. the
generation by M%BW&Q teﬂa'mdp%fafé%rgﬁgwbwa $aid datg agd 4°équest of

at | east onmuefortsaat&eamegaua rémé1e FERRE &) aRd alldwihg tHdg’ﬁih%Fﬂt@ﬁloPQpécﬁlcsal d user
station (1 u5|rr@g a second gl ven comrg ni cation protocol; c. the receptlon
& €rd &P

of said sFEFINMINGS COMRHRRISE-AASS sparkeard spapxtaiata. $pid Goptext belp@Acept i on pri or

to the uppepredsritatitopin thaepiory ayedid Fiste Serveed)f saiddkart &Hr@ (B9rediit inai d

pi ece of ecialized ftvvare(8) and its translation into said first
gi ven comﬁ%m%&f?éﬁ fﬁt ocol; d. the transm ssion of said translated

command to said smart card (2) usi ng said first given comuni cation
d e. the activation by said

protocol, via ald rt. reader (3); an
transl ated co @%d Feequdin é’?é}%m\?eﬁh?’@ﬁ'@f'?%"omat gaid|sEiE caph @)

appl i cati cm|r(q2cﬁ>)1trallealrt!?,(hn operatirg assdERtddaith 4 Veriof @urmiber, sBRIdofitem sai d
control. 16 25 J | ([) ﬁ Met ho acc rdln to claim1, characterized in
that said 85{‘335%&1 /RSt Spl é’FFﬁﬁT"‘Bﬂ%er BleRperaling sysePenpt e server (4) and

all owi ng the generat I on of speC| fic comands conprise so-called smart card
cont ext dat a, s te e representation, in the nenory of said
remote server @%M?chfdéﬂ&%%ﬁ”a T shargriguzst injthat 'tsaésr%c%”é‘g'rse tation
(1). 3. “@Jbﬁﬁhlﬂﬁﬁﬁ@dld‘@tmﬂmﬂaepmazleaghal’ acterized in that, said smart card
(2) being controlled b temassom ted vmth a versi

t
nunber, said cont &xt? s%é?ﬂ?:}riagg’g"r@ﬁ& ‘I?%%?g /gLingryrlipas Sﬁh"’ﬁﬁﬂﬁ@' A sgrart geed (2 )

operating system and said terminal (1), via said smart card reader (3), said transmission
being performed using said first given communication protocol;

g. a step for the translation of said data and/or instructions by said piece of
specialized software (8) and its transmission to said remote server (4),
using said second given communication protocol;

h. a step for the processing of this data and/or these instructions by said
remote server (4},

i. a step for the generation by this server (4) of data characteristic of a
configuration of said smart card (2) andfor of an application stored in said
smart card (2), and for the transmission of said characteristic data to said
terminal (1) using a third given communication protocol; and

j. astep for the display, on a display screen (5) connected to said terminal
(1), of said characteristic data.

5. Method according to claim 4. characterized in that, said request generating
means being constituted by a web type browser (10), it comprises a third preliminary
phase consisting of storing in said remote server (4) data constituting so-called static
display pages, and subsequent steps comprising the transmission, using said third given
communication protocol, upon reception of specific requests generated by said browser
(10), of all or some of this data to said terminal in order to display pages of information
associated with said smart card (2) on said display screen (5).
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4. Method according to claim1l, characterized in that it al so conprises,
subsequent to said activation step, at least: f. a step for transmtting
data and/or instructions between said smart card (2) and said e‘h@]{ %g
(1), via said smart card reader (3), said transm ssion bei ng

using said first given comrunication protocol; g. a step for the

transl ation of said data and/or instructions by said piece of specialized
software (8) and its transmission to said renote server (4), using said

second gi ven cogmuni ai_liagn protocol; h. a step for the processing of this
data and/or theSe | AFEHding {0 elaimys, Crhéfﬂﬁ%'zg‘éﬁ\/@?t 'KQBmPWSGSQf%‘{@p f or

the gener girélpfindty phBéScsrRistifg o{g’éne@étm@ d)amﬁﬁﬁsf SCaff l')r%ﬁvhé‘r (@), @ particular

configuration of said spart card an application stored

said smartduest ganspyitted o fegiote ﬁ%"’f’fr%ﬁ‘ﬁﬁ?@% Fw'%mt@awe@ﬁ%rké&)emoscteir@ dat a

to said tdewiicadla ;ialct)cmﬁlpn&e@fbwﬂe%w&rbrpgﬂwmsaﬁé SowBEQHOEQbas@d | . a
step for the dis i spl ay screen (5) connected to said terninal

(1), of sﬁ“@%ﬁ?ﬁ@?’é‘ﬁ%?f?'@é‘@&s asthroghhod according to clai m 4.
characterized in that, sai d request generating neans being constituted by

a web type browser (1%, nprises a third prelim naaé% phase consi sting
of storing in shid %a%}r%s t‘{@?'"ﬂ%t%afﬁﬂ%'t??@ i thalsaihappiel igyridenini ¢

di spl ay pages (refidlerdt haaeman) |a$1bg9?;e_conpr| sing the transm ssion, using said
third given conmunication protoco upon reception of specific requests

generated by said browser (10), of all or sonme of this data to said

terminal in ordgr tw&hawb&br&ﬁg@ﬁcla‘iﬂrﬁh@m&éﬂz@@m AEELAA @;Se%ﬁ.c\laoh%aﬁabd
smart card %ﬁ-@ ?Hlﬁs%l di splay screen (5). 17 25 JUN 2004 6. Met hod
I'§

accordi ng ¥ th%%qca&? pf 3 C6l [vpe shrat in %a'emm?tﬁeeelea("r ourth
prelim nary phase consisting of generating, by neans of said browser (10),
a particular r quesl\jI hransmtted to, a renote server connected to said

i nternet networ Pt agrading tclalgh lwAngrastesizad i that $aie pisce eksnseialized; war e

called an s@ﬂWhl%t(S) @tksadehentbrs.amer §thflon (13 Gudy $4d ikt braiRirRnPphase! fr§REe Of
sai d step t hr ou 7. Method according to claim®6, characterized in

t hat sai d % egerding 'E"i”en in

10.  Method according to claim 1, characterized in that said piece of specialized
software (8) is downloaded into said user station (1) during said first preliminary phase,
from a remote server, via said internet network (R/).

11.  Method according to claim 1, characterized in that said first given
communication protocol is of the TCP/IP type.

12.  Method according to claim 1, characterized in that said second given
communication protocol conforms to ISO standards 7816-1 through 7816-4.

13.  Method according to claim 4, characterized in that said third given
communication protocol is of the HTTP type.

14, Method according to claim 1, wherein said piece of specialized software (8)
forms an interface with upper protocol layers of the user station (1) and Intercepts said
specific commands received in user station (1) at a upper layer C, corresponding to the
transport (TCP) layer.
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JAVA (registered trademark) | anguage. 8. Method according to claiml,
characterized in that said specific commands are the result of the
execution of a CE type script in said renote server (4). l\fghm 00
according to claim1l, characterized in that said piece of spec &
software (8) is loaded into said user station (1) during said first
prelimnary phase, froma data recording nmedium 10. Method according to
claim1l, characteri zed in that said piece of specialized software (8) is

dovvnloadedlnto user s.t'on 1) during said first i m nar hase,

froma remote st %yséﬂbarggfl% LF?IF‘%F%’QP%@"&B‘H% AURFY Statiqp(ﬁfé‘?ﬁ&d”tﬁ\é@grdi ng

to claima1l, tmmmawbmr(m)esbm nséﬂkﬁtloﬁqnﬂbegmg é@u;medlemh aCQrﬁl ﬁﬂ#ﬁar@&bitadﬁi(@)rfgi ocol

is of the TCPLIP t cor to claim characteri zed in

Lhar sard S cenimErisEBe Wil 5 i e PO ke Sur B R PG Al SEP RIS ar de

7816- 1 t hr oustpek/&did srhart Lard rihfhﬂérqd) aﬁ'ﬁ@fsd'lg@sé@ne|c@r¥1muﬁtcaﬁ6rﬁ|5TPr@§Hc@rét5@cd in
jis,.of the

h d third at t ocol .
}\/E? Loga:accorablr r‘?a%lt%ﬁ%f %Wﬁ]@uco\'/v(r:?é'ﬁ'ggnﬁ tgﬁﬁgﬁgrﬁﬁ%'[?@atdﬁ” @B@E?'aﬁt’q‘%@@m& ware (8)
forms an i nteenragdcatibhdbetppen said @Eacﬂbttdrﬂyl?éﬁd gterhdte suiser (43 canneedd) and

' f d t t
| ayer OF corPl SRR AT BB Al ABEER peuer Sglon (R a o EhedGoR 15,

Syst em ar chi(2pvia eard sfriart daedmEadec@N gal] u statios @) als a@mprrsu(glmeum@foan
i nt er net -

t d tio ped with a
smart card ?@Qﬁ'@ g gﬁsqu]egt]s( @Jﬁﬂ%’ﬁ'f@&ﬁ? ﬁa'd\%ﬁ?’ﬂ{éasg@%%% %%’%Fq diﬂH‘at
conpri sing aafd reertote:mmemnpateqmpp@d aitb efragesinasnis, (4sa42; f@rrﬁvcsrtngv@ltaiamcﬁ@der

il R T

conmuni cat i cumdsemmmlsglfrdmm regiliestigenefating arrdn&(10¢ 6RE me‘ir&fa‘v‘lemlsésn%h to L
et o Bpe e? AR e TP AR 8 ahabudbledy, L
(1) also corqaﬂedsspe@ahmthmoﬁme gemin@hn lirgerlfamumh& foh@a webarewidribetlvdep sai d
et e s Sk O Sl k! 13 ogBbh TRk Je T elidhed &

intercept pnor to the uppermost application layer represented by a web browser said

specific commands received by said user station () and translate said specific

commands in conformity with a first given communication protocol, into commands

that conform to a second given communication protocol, in order to transmit them,

using said second given communication protocol, via said smart card reader (3) to said

smart card (2}, so as to activate at least one given function of at least one application

stored in said smart card (2).

16. System architecture according to claim 15, characterized in that said
remote server (4) comprises an HTTP server (40), first storage means (42) for storing said
data and/or instructions allowing the generation of specific commands, and second

storage means (41) for storing data constituting display pages in HTML language.

17.  System architecture according to claim 15, wherein said piece of
specialized software (8) is designed to form an interface with upper protocol layers of the
user station (1) and Intercept said specific commands received in user station (1) at a
upper layer C,4 corresponding to the transport (TCP) layer.
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instructions allow ng the generation of specific conmands upon reception of
specific requests originating fromsaid request generating neans (10) and
their transmssion to said user station (1), and in that said gge !?%ﬁ ion
(1) is equipped with an additional so- called specialized nodul (éB
formng an interface distinct froma web browser between said first and
second protocol stacks, said additional nodule (8) being designed to
intercept prior to the uppernost application |ayer represented by a web
browser said specific commands received by said user station (1) and
translate said specific conmmands in conformty with a first given

comruni cati on pﬂpt0CR%MmhﬂﬁﬂﬁQﬂﬂ§ﬁﬂ9ﬁanﬁﬂé&uﬁﬁﬁk&@ﬁbﬁ@c%wﬁQGQﬂﬁka&ﬁBn
ocol, in order to transmt them —using said second given

communi cati.on pr ot
conmmuni catdf Bﬁ"%r"b‘iaé‘é gemonsiratar42)y saigmser staliqn (1 deeraprising)a displgypereer (Rfer car d
(2), so asigpmydfy da‘t@irﬁne’?l‘ﬁﬂté&ﬁ?éale 'Péingt'e\é%ﬂvef {1?‘1?6 500 a@diticHal S5GRREMANSry

application stored. in sai smart card sten1arch|tecture

accor di ng "tug &) ﬁPQSharéﬂﬁFﬁE’t‘E BiCPBEeX] ‘?f %ahﬂa@hlganart cargia}, isieg @taird giggn
conpri ses camnilhidAtisf prtdcol, 48k chbidctdristit Qé@%ldﬁlag%'ﬂéraﬁédzﬁy $0d reth QL sBSepal d

dat a and/or instructions allow ng the generatlon of specific commands, and

second st'GrURPS 'ResRtien chdata sapt té‘t%’r'q spa sard (EbNsing saidisegon @y pages in
HTM. | anguanunicatioPprdteds, Waﬁﬂbfe@%y”sfaﬁi ﬁ%@nﬂﬂn’f&y%@dl%rﬁdl Fodate ( Ei‘ﬁh’oe' n said

pi ece of speC|aI|zed software ( 3 i S designe forman interface with
upper pr ot'GE8Mitieg\fe fhis omaiegerversé U%ﬂ%ﬁﬂ@ﬁ“ﬁEweﬁﬁamﬂhméﬁ@@bwﬁgﬁpb specific
commands received in user station (1) at a upper |layer C4 corresponding to
the transport (TCP) layer. 19 25 JUN 2004 18. Application of the system
architecture according to claim15 to the creation of a smart card
denonstrator (2), said user station (1) conprising a display screen (5) for
di splaying data transmtted by said renote sewer (4) to said additional
suppl ementary nodule (8) and characteristic of a context of said chip
smart card (2), using a third given comrunication protocol, said
characteristic data being generated by said renote server - (4) upon
reception of data sent by said smart card (2), using said second given
comuni cation protocol, translated by said suppl enentary additional nodul e
(8) and transmtted to this renpte server (4) using said first given
communi cati on protocol. 20
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