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anong aut horized el enents 30 April 2003 only, both horizontally and
verti calidikg phiteal peddigdg met hod di scl osed nminim zes security exposure and
mai nt ai ns ?he integrity of the cryptographic service. FIG 1 |s an exanpl e
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otherwise. This is anal ogous to an upwards request in a nmandatory integrity
pol i cy cordaiunicdtienser ver 108 forwards, over an authenticated channel 112,
the request to the divisional units 110 and may also first negotiate which
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practices (for instance in banking and mlitary applications) dictate the
use of secure hardware nechani sns to enhance security protection. If
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inputs are submtted to the device. They, however, can protect the |ongterm
private keys. Through the use of auditing, nonitoring, virus detection,
intrusion detection, proactive security jOY, HIJKY], etc., an attacker on
sof twar e sygcpmt eheh distriveted etectriric dedicewyf thesabgroup, gesdratingteer m af f ect,
which is acceptable in sonme scenarios. Folding or incorporating the shared

r andonmgagorashie 08ing i@ dhkrevdlié® the conputation nodifies the original
conputation by furthéer random zing it. By incorporating shared randomess

into the conputafi o I t T n Nofo) nts in
the. conput anibntl sa VR BT sBoBtE S g SRehse B o IR ey s o e
typically used for encryption or authentjcation, hut here they are used as
comput GeNGTRTSR A re8hhdar titsgRtaDTaRBICAPMPWETHR SIS A STEte A 08 o

| ocation can be accounted for at another |ocation or via conputations done
at t hatcryptagraphic waluerand atdeast g ehsaid randennalugseedBased Secure

Di stributed RSA I ncorporating SharedRandommess A first enbodi nent of the
present i nvda)icompulingr adiretl aesalhdoe the alistdibutedscryptograptiiar cbmapatatioased
secure distributed RSA system Secure distributed RSA is optim zed by using
shar ed Lrsa—fgj?gpti@emgmgput ation and achi eves security in operation as |ong as
no quorum of the divisional units is conprom sed. The el enents signed by
the software are allowed to grow relative to the size of the public key
block (1 is the nunber of units, L = 1!, t-out-of 1 are needed to produce a
signature). In the exanple QﬁLgﬁ:ther§ isfgo &istjnction bet ween har dwar e
and software. The protocols ' W n hardware tokens are
not incorporated into the architecture. Let PRF, t(-) denote a pseudorandom
function indexed by the key. k. Pseudorandom functions are used herg by way
of "exanpl e i REBReRt et i IeSBSH beb July Teferdie Hhdhe
foIIomﬁnP one tine setup.is performed for shared values k. Cenerate an RSA
funct | attached dawingsdniwhigly (e, n) and a private key d. Due to the
extended Euclidean algorithm the dealer can conpute P, x s' such that 1
eP+ ~2 s' wge 1H=Isycal( drawyingThllusikadingr hotizoptad aepanatiom ©d| distrithuted A( x)
Ao +Al x+ - - ~ +A~ | x""1, such that A(0) =Ao = L2 ~ k' and A~ a R{O L, -
-, 2L 3rcrypdto§rhid serice<architedtugé.he pol ynomi al is over a subset of the

i nteger nunbers: 2). Entity i with public interpolation point x, =
recei ves secret shadow st = A(x~) a Z and the Server receives public point
P. Each pair of entities (i,~~ jointly generate a shared secret key for
generating shared randommess a ,,~ = a ~,, for the pseudorandom generator.
This can be perfornmed via D ffie-Hell man key exchange [DH (w th added

aut hentication) or sone other shared randommess generation techni que. The
above key generation and share distribution is based on co-pendi ng patent
application no. 081842,080, filed April 28, 1997, titled Optim

Resilience, Proactive, Public-Key Cryptographic System aad Method ("Optina
Resilience"), which is hereby incorporated by reference in its entirety.
Usi ng [ BF97] and co-pendi ng patent application no. 09l 315,979, filed My
21,1999, titled Robust Efficient D stributed RSA-Key Generation, which is
hereby incorporated by reference in its entirety, one can enploy a _ g _
30 April 2003 distributed deal er procedure anong the hardware devices to
produce a distributed trust of this sharing; hence not relying on any
single entity. Operational Phase: Let n where ~ A~ =1t be the divisional
units designated to participant in the signing (they are available to the
systeml s managenent at this point). The nanagenent Server notifies the
menbers of A what Ais. Signing is used as an exanple of incorporating
shared randommess conputation, but shared randommess nmay be used with other
cryptographic functions {e.g., decryption). Entity j conputes s' ",,tn =
sl ~z~, n+{ ~~~ ~~tsign(j - v)4bPRFQ (M} where ~r zj ~ =11 "" ~u
(xJ - xy) (o - xy).

vt



"Entity j transmts S',,t~, = m" nod n and transmts the result to the
Conbi ni ng Server. The Conbi ning Server conputes signature of m S,/" inp ~
rj~E~ S~ ,,~ nmd n The Conbining Server may "validate inplicit

hand- shake" and checks that: z (Sm)" =n({nod n). The above Rt 8003r oduces
a secure and correct signature of a nessage m corresponding to public key

(e, n). The shari nBRIEFDES@EMW’PHE@KEFEFM)MGUIM dware units
and their invocation 1n e conpuiafron generates a W Se nd shake"
anong the hardware cEﬂpglmevne'usrlamnghedmese compeinents, arexplicks “endotpeend/ wher e
t he absenc f S ted a | e al S
resent . ThEakel By SEREHEE Bk Bl R BB nE Aol el P b ponent
and soft vvawedexmaﬁmcem mﬁdaamﬁﬁxdehﬁaﬂ@ﬁlpnmlﬁtﬁbmawanhw phoride rrdal
software as djscussed bel ow. Moreover, the, shar |wg of the pseudorandom

functions Xemfisationsthatinersase systsmjategrity, availabiity.iapd secusity [A¢ BESHr When e
practi cal t | nge
Prue randomny e Opuiolls 8tk Brb ) bonfPeald shliPhandBMRELCllv focRiiad )
(attacks) dﬁeqnlyO\Ardmpltm mahnm pmiﬁxtanog of hard welrervmits ovhictscompslies twitlr the

conprom se and har?l om se d]gstl ngﬂmlhed usi ng shared

r andomess YerRf@Rd o techr 1570t BRSOTYCE CPRRVENIAE e enar i o
agai nst anpadgrsary whi ch attacks a Si ngI e device, the device is protected
against timng attacks (due to exponentlatloa ti me channel being a

pseudor andom f uABtY nlldtepdndzilhﬂnd)ﬂhalfs X wiasenvers andethe seftwary units tha conngst

ttacks b d f - 10

30 Aor 11 o5 PSSR iaR Bncetifhyel GRUEHDE Rl W Ry bRl Rl e

go St tngUl slhighgeMt‘m-énﬂNWthmaﬁm&%MItﬂ? @etéltxealdhwrss :mwb?dmr% t. o
eratl ona Se er n~- = e e I VI S| Ona uni ts e e

to partici gls fimaph@r@pﬁh P@?ewmuwm afr@nas%mnaﬂﬁvef @mia

system s - EY t%\ endw HﬁﬁuveTJb%s é! ﬁ datd ks add'e

menbers of 1~ |gn| 'S used as an exarrp I ncor porating
shar ed ranchn"preudeemdrmjemdseomtytantheschmmna}mnt‘.ormess may be used with ot her

giypt 97 aph| ¢ fﬂlﬂge%%g g.'(,g%-e%d s\ygt?rftg'?é%g' O%a%%@tilftoﬁglrxgcygspe% comqufatlcahar o

~~) ( XJ - Xbehuﬂ:éments erdwaEnﬁnd sofiwaiesiveney be addedasitl reldtivelysmadgival added
~~~~r1,r nod n where r y be, (pseudo) pndom bit string of

| engt h po|9qsro&%99;°$h%{s®°tsm evsyb% 15 ISOCE CPREFIRERRCANSeng on
har dwar e c ﬁfenﬁfdmmﬁggicw gogp rﬁm fokens are'o enriﬂnesan"“ , m nod n
r e om t

based on t e | nput It har dwar e an transmts the result
t o t he Conpénefatign'Scomputing divice®yrthe t1m¢gh8earescrtxﬁodpuln edditionymwt ell bawdivany S,

;ngp cheLksd?Vﬁcef mYesacc)alrerDragorc ;Eg %e rve %Q&E%g %S%tg{s{grét{d“g’hﬁggéshake

nore of t hgeceleraporichi)s ailemnqﬁevalédwoa@yesm&y By bé r¢luced by I@seragethe Si nce it
can authorize the signature request to the hardware tokens. It is assuned

that har dvifCErIY FRENCteMF.8- Halpg 2 sl Gomposiie BS A, H eslied sRCUFiS BATBRIBIF I | ed

devi ces. g@@ qf,,@,g r t he

har dwar e tA\(l)IEJen rrayﬁ%e Inclu g‘a&eéb avo”ﬁungﬁtsﬁﬁe‘gl zg%ﬁ%ﬁ&g@g&by t he | ocal
or di vi si ofidrefors, therél' hlamqadmw:dhtasbalmsdounty pratedtion withperfoorhancer A have

to be conpy ocatjons, whic S an i oprovepent . over a sSingle
odul e ReATeroih etied RRNuatsRectarp e oo ALyhe cORBIE ARGEE SoRvHg wht of

conputing ﬂ'l@'cémp(ﬁﬁﬁ&mﬂeﬁe@% % PC) Berfoiifin® HRYBRLs heetRA! 1 Berfal] it hfh-1 he

situation where the adversary is assurred to break into "alfost all" of the
system t hendzdousity,cadditional compatianshonld bmbrgted)(suwedhc budgetinbows thrvi ces

P 2 husiRisendBéafoPti oL dehices 16 b pAGHAL PRl e ARloBefonirtaf iRl aet Bene;
token suff p&ﬁﬁm&&m i Gbty sebite BURMABE token layed. L The n{éamaaldéy £Q4Ged herein

balances computational efficiency concerns.

j

Shared randomness is achieved between two or more entities by sharing a
common key and applying a pseudorandom function or a pseudorandom number

generator to generate a value that is common among the entities. Methods for sharing .
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This is an extrenely strong adversary and strong assunptions are necessary
to provide for both efficiency as well as security. It is a plausible
assunption that sone bits of d are known to be hard (hard to guess, as hard
as finding d itself) even whien the rest of the d is known. 39 APfik2083suned
that a fraction of the Iow order bits of d are hard. O her assunptions can
be dealt wkeys, pseatargodorh funcéiens)apd pseudorandor numberSgdneratars aed procpducey amd-
(log n)e nost, significant bitg does,. npt rev d. (Note: when is snall

t he upper Hﬁ‘l‘?nsd’?f“e#‘?f§?%‘ﬁg’9t?§‘°§%§ﬂmcgﬁmg‘f F‘g“tatﬁﬁy,"l,}l%x le, ﬁgfeaq s applied

chooses a Eﬁi&gﬁﬁ%ﬁq{mﬁéd&o%s% iéd%?%@gﬁdé? e eatélilgtidns\BRETIERIAC, Whi ch
e o el

may force an increase In the s fromwhi ch the exponents are
dr awn. Suc hlgorithme aThe RSAdteymyserptos praduceswtivolargSrandom-prirmoes my and phjandsecurity

araneter. The protocol can be a ffjcient ! t he nuber of . playsihle bit
o e i compHBySsRRotite % Lo, A G Byt Stisa orkion PP s 2@ 2 15! Bo© P 1S
mul ti plicaty : i n
nei ght (S apfEffink B saSioHKE, tud QBRI hbodth ridFin BhbdE AN fhat Bod @AY N0
si ze of the isHEequbliPkey ikar addosmck dtat ed =1hithod ${(n)). pTheoreewap thatd)adicketionies,

for exanple, using the sanme one way function-based on DES with publicly
speci fi ed RERSAmeaddnideerypiien on signature of a messagg &)iin Je Faw @mad n),Twhereas thei ng

ot The 1 mpAgle BRE) ire o (uied i EoftBHAR 2 S HRERRn ATAREFDE L ttieily' 00"
deduce t hewhishremeiimshare will fail. The reason for such failure is the

bl endi ng of the_pseudorandonness, which _varies between nessages and the
random extracti °B\S%@ﬁ“@k’ﬁéﬂ’é‘ﬂf‘@gt@%efbﬂmF?F“FPaWéW&?‘SeWheFﬁFI? creates a
"random ke ?&ﬁd | &gﬂ,l | ' 71 cks.
Robust Corr%(tij‘feat | oﬁgﬁ \(/)\nt t%e uc%&rﬁu%y?aétg}% tliér%gj %R%Fglgﬂ%aaﬂg%samess

Anot her emmsttictions orothe tigutpires,schnseni plaiatext encryption; thadomgiiaintexttorhesignedons

wi th reduced conmuni cation using shared randommess. If a server m sbhehaves,
t here may 8% no practicable way to determ ne who acted incorrectly. Trying
all subsets of gtharghsldaies 5 bof Systeéih ERGlentsi s distihguistied FHaironfd! akd t 00
expensi ve s/e.g. when finding a subset of sizet = 1/2 +1 of honest parties
out of 1 i¥ertisal-d be exponential in T). In these cases Robust Threshold

RSA, in which tpgy | Hbdiflescdil{QE thd cl‘ﬁiéchﬁéﬁﬁ ﬂﬁ%ﬁ%%ﬁ% drafdd' ti €s

are adversarial, may be required. Robust Thres - I nt r oduced
in [ FGY, Gitrii} domaime!’yTheRbdmains atiadesives ffom3he organizatiariall streckiire, whichrdahny

which is qui onput abl nd able to verifiy the infgtmtion while
provi di ng E%ﬁ%ﬂ%x%mﬁﬁﬁgﬁfgf%gn@%gw ABW“F'% YN K Cr der to veri fy
that an acThi@trictinealefinesithd Lppétlevel laj@t that Pifoides brganivdtibnal gblicf @hdseWi ng

e

operation is perfornmed with server i. The shared val ues added to
conput at i ofelationshipnaed preferably; fits withinexisting mapagemgpt Wakfloderuni cation i s

the procedure Cvgﬁigéﬁgé).n‘lﬂo%%& Qﬁﬁd@&e%ﬁ@ﬂ&éﬁt@%ﬁ&s%?#clﬁﬂ?@gy b difies:080

("Optimal Resili ecal | System setu eac system

publ i shes petwork interfadesy netwouks ErewallSand pycedncornitio) ggtes,apatatingisystemis,val ue keys
Q,~=a~~".0Q  ~. . . a)~ r 1. Sjp <1 ) pMth ., an lish
Cormi ¢ ment WPRYgAtion pftyare, nd hardyare {ghenseS ah srample of B HeBBS Roter o1

di screte | asingnesits sBétFas ndhs (Altheriation b bpétators)] Fifysital Shfity, Endawdling 2
message mby 1~ Entity i publishes R~ ~ g~ f"~"~" (gi) ~~'"~""~ nod n, and
U ~ ~s~ (gidadministration-systemsestich as logging,) tracing,jsgeire sznog-;ommﬂqn, andregovery,

ot her wi se.  EREGR "4 hii ki in B Adenk oPlhe RERIS REF Bhgeindhe( 91 ) E
system can be found at [RFLW].
Combining the horizontal and vertical components into a working architecture
involves two basic design aspects -- separations and bindings. Separations divide
horizontally into divisional (organizational) modules and vertically into components in a

divisional module. Bindings assure smooth collaboration among authorized elements



“or j need to publish and the other needs to verify). A dispute
declaration: if there is a dispute between i and j, then they open up their
commtments to a r~ and a;~ and one is renoved (with an outl ook, this
renmoval is until a refresh for proactivization, as discusséff A 2003 Each
server | verifies the transition froma poly-share to a sumshare, nanely
t hat for abhlyjbath Rofizdntdlly arslrverticallylUThe binding methéd disclosddaninitdizes secuyien(r)
(0 -xy~ ~d Y1 -~~~3~(r. ~Xr -X~'" |If e verification does not pass then a
di sput e r eS¥ROSHIESH 'F@%QWFMEFEE%O ¢ GPIOSInNIG ARk d and a new A is
chosen to perfo t i Lidr ﬁ%ﬁ § hah = s (g9~ )
~a~.r 1"'y nod ﬁf@ 1;"?6?88 ‘g oEr't]%e e ggﬁg#ﬁ?ﬁg sd%@%?éﬁ%%p@gﬁdggg gl is
perfornmed savide seyuesterd 04ris phEGhy@iore drititicp whichi issuesirefuests tSithercentiatizeds f er abl e

f b fficjent "ideal bash"). - 13 30. April 2003 Us
ngﬁst ﬁggs"‘%f‘%ﬂelf‘ﬁtﬁﬁ?“’f@#r %‘%ﬁ@ﬂ or@gﬁp%%stﬁ*cw#gm@%%g Wi t ness ©
g=:.a. ~tr ~icx§ypto“graphichrﬂ@éi The tétest anﬁtﬁ%ﬁﬁfc}?ﬁ@%&@& 108. ThesYeGudse feer f orm t he

above, it has stopped in‘the m e of the entire protocol, it is

el i mi nat edingtagce carbe foriissuinghe omganization: s sighefure on geperifiedunessagelascat e

cheaters if,_signi . SUm shar . .t h an outl ook, as
part of thec%gﬁ? \%ﬂ'e l%’a’tg{?gmca. o7 )" p?r ﬁ?e\gl aéﬁ%?ﬁﬂg)r?g I%{Slgcsk\é”é%g.ggamlﬂﬁhe-

el i m nat i ngiddleheieayyprograpliit sevicefrequessaatheriticated,aishisity with therefaestdr’s r ee
case (e.g.,, all parries, are’ hgnest and active i,n a rouynd

) ) s
"noni nt er adignasare or 9EsEVises Thiss anglogpusito %Bpwgdﬁmqaﬁté%agmgﬂtm weeritihen
the Fiat- oy h ' ; Eﬂgﬁ o bl
bur den, ifp??yrné@dngﬂ#éﬁvmsq?ﬁg&g?s%?em E@x%ﬁ&%@? out glrglbzﬂgénrg Fotto
testing. COhegivisionalanjts d & andingy atsofustinegbtiaté which divisionaluinits witl pertipipatéoul d
t he robust ness, enhancenents be.incarporated to.el.lmnaje cheaters.
Proact i ve. 1 REFPPEIH RERtErIHaY eh aatrne YL sndlor abBBE 18 of ¢ e
present i nygaddinpatithe/divistshabufit Rvel)] Wited verifyirdpithe dalifity sithé ogptapeaphicsi N9
shared randonness. A proactive inplepentati on of the conmunjcation nodel is

di scussed $aivicereqRest and hasedonheis spacifiedsgoyrity policyrdhasdivisinnal yiitscH0ar e

det er m ned Yol Fzﬂﬁf
time peri O%é}gogfr?gh?%t@ omé‘%s”ﬁg‘?{mg%ﬁg{%é‘g‘gﬁg“s‘&'ﬁ%g ' F?&?a\ﬁgl CEC?%C‘eS%lFeers
engage i n phivatginforaation.e The divisional eniss 19 theh forwardthd oufputhvertant hey hol d new
shares (in_fact. a.new s | N of t S et After the.updgte, there is
a function® 5@7&%’5’1‘%&1 ?ﬁ%ﬂ@em % SRR C 8t h %"e?lgwgeﬁegf%:afﬁ'f‘ﬁgaium%nded
secr et - keyregpotidathe gerves 1 0Ristabld to cotiplete therBquissted cBfptopraphid séwicel ThenaHE S -
The adversary i.s_copput ati onal Ity bounded, and jt can corrupt servers at any
server 108 will grant the result to the requester 104, either in plain form or, if security is

(=

required, e.g., a decryption service, encrypted under the requester’s key.

The divisional units 110 have a built-in redundancy when the number of divisional
units required to perform the service is smaller than the total number of divisional units.
Servers and cryptographic service requesters may be added to the system if high
availability is required. Various maintenance procedures may be executed internally in
the system, e.g., a secure time synchronization.

The horizontal units in the present example jointly perform RSA signing. Such
distributed signing has been shown possible aigorithmically (at some level of distribution
or another) [B88, F89, DF91, DDFY, FGY, GJKR, FGMY, FGMY2]. An organization
(centralized management), which is externally one entity, possesses an RSA signing
public key, PK. The cryptographic objective of a distributed RSA function sharing
system is to distribute the RSA signing capability so that any i or more units
corresponding to divisional units can sign a message that is verifiable by PK, yet an

adversary, with at most ¢ — 1 divisional units, cannot sign. This is the same protection as
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“nmonent during a tinme period by viewing the nmenories of corrupted servers
and/ or nodifying their behavior. One nodel does not differentiate malicious
. faults from"normal" server failures (e.g., crashes). But, when an
adversary intruding bn a shareholder is found it is "renovelAgris 2003

t hrough a reboot procedure) before the sharehol der is nmade operational. The
r eboot opeimsscont sg&‘iqge[BﬂoS but imnthid iexaneplg, the signingropetation maydhe repéatadsast r om

h | d it ] durj dat e., W {hi
b oact 1 ve. iepechs tngKeis Vel ARalgpinsud diy Bnr ke mech IS iy BRICH e
rej oi ni ng (htdinal Srg@kzARA sigafird hpproval BRucthfedhBEld ofleH be tRABspHIGH 36 baBHAI

processor is not necessarlgﬂy considered "faulty" in the nmalicious sense. -

14 30 Agntities2 Juanspareney servesghien pymosest (hogrdernalpasiiesrprelgonetdiess which i s

added into raj i i [ i =
proact i ve GeaTEer et AR BRI BRgbAheiRe Rul ReRind Bt ¥bollel oY BB, O
]LOS e ;.IdO \r/ﬁndm{mﬁipmicy gﬂﬁuﬁ'ﬂh&d fctebﬁ?l.reﬁﬁtimﬁﬁin?;h ft?ﬂp@igﬂfy;&ﬂdpﬁﬂddnpdﬁmesa I n
act, en .t he pseudorandom functions are firs ated, a new share

r andomess inteAbRTISHrE mﬂﬂans%s iBrintermabsirucnire; and 3} sinea exiemek endities dnaol
remai n unc i : } « duced, in: : : of
reprlesegt a??gﬁ%&%%?’o@gﬁfn@%%w%u@foﬁ oﬁg*'g?%{#lﬂta%glg@g?tgwm‘gcribed
i {1 copendi m@tssquj igtmai)tﬂorgaﬂ&hﬂ?ﬁsaﬁ&yt isrmairtsin t' q:zbwﬂlinln'lndrzry(iﬂli)pdmgtfoasertmt 'wol
steps are not peede e, -t 0-sum Qr.ot oc e suntt 0- po
based on r OTRAREAITRA, B N sty ol i e KA Gtitiaie Rsiag el
I nteracti ogCry) 'ﬁﬁﬁ]ﬁfbhﬁplé”@egﬁ'cﬁﬂﬁ@ﬂ pb?@i}kﬂnl%&{.«? %i{)@r?%tdﬁeﬁ% the WPHRbSaplib €

total nunber of servers may be change , and the threshold may

be changed uhitohe physiaal kenstioldjelgetramielkeys andether infommation andmust be inserted e
| tl . QV.e i i d
funct | ons. SPHe dipiceEh 8ffest, Bifpriltl oA Gliplobs HRMRNIR o REsliRGHE"" 11O

usi ng Di e réradtt components that drve hidden hsidei différent veetical xainponsnthaiddeenott he
parties. Since the .8arti es share randommess, they can also performwhat is
called a cb‘?’i??ﬁ@é‘ﬁ’t‘ 'R€y exchange based on the Diffie-Hellmn key exchange
by incorporati nSe&H@hﬁ@w&?&l@%ﬁe@évid%mﬁ@a@diﬁm roté&fog'?igﬁ?ac%, fie. g9 a

generator of large prime order of a subgroup of Zp, an be a shared

random key practi¢esi(for igstaneg in hankingaisbmilisary applications)glictatedheusenef secwrend gb
nod P and i i . . A
Cont i ngont PRAARmbaRRa Y ebhantd bl oREAGET R HRyatY 1dihy a6 nBiYanE

kK("A", rag, theimmanprotestedii® bethveeh userand hatdoase toklustand 3ndst dadog theytcaBnstends
6+PRFr (" B" ta where tag is,an agreed upon nonce.. Sinilagly, it is
easy to( seBmE‘%‘FéPg”gJ'Stg’BﬂaB’ég D6 ﬂ%fhaw%%gxe aﬁﬁ@"% me‘?"b‘.cl:‘s" @"'&gl& )éorrput e
atPR k (" (unanthbAged) Ripuss dre s@bmiticddd e devite! They, howdVer @am protect iR IbRY- | S

used, e.g., for _encryption, it can be determ ned i f both agreed on the sane
key. Proaetermipriveteieys ahhiough thedise of ayditing, aaonitpring dvisssideteotioncinpusionhes (vi a

dat ipiti . i ddi i
Focent iy uieEticy) BoBbA ORI RBRA TR Y) (il DR ol SRNLHAATA I, | 1
by deci di ngrell ngintpined hiagthanpbnly o shortstbmi effedtpwhichiesceptabledd soimeh t he

recently updated parties. This is an access - 15 30 April 2003 control
functi on t?F&P"“éQﬁ’rput es on keys (anal ogous to "control vectors" acting on

DES keys [M). ﬁ%sd*r- =0 d j j easily
achieved with s éllfie ra"ﬁcg)(m%é?{%?‘%Hgﬁg?ggm%%g%&sgﬁgdsﬁg&éﬁ%mg

cr edent i al egmpuditionardodifiesithe originat somputatien by Gurtifeo raridemizingtit By e. g.

noni toring, which parfies caqll aborate, This ke Qnt.rol can be ed to
prevent ag“’@ﬂfﬂofax}‘ 8&‘?‘5& w%ﬁgms%*rlawhacm%ﬁ@%h%%m% ¥ f or ned.
For exanpl gresdrice 6Pccﬁfﬁ‘¢(&feﬁérib{d§@c°o thttt! i€ AssArPwitRSut fllthdrThBAaRg. P Rard P

prevent that server om col laborating 1n a signature before

proact i vi zeanidom keyhane dypicdllyl useg foraemciyption ef authbmtinationf but heret they anehised aool s
is needed to assure that past corruptjion menofLes. | earned, i n.the past)
are T or got FERRRAORgAEerd fos e e e e PRt on oL FF Meatiom Eart o1rs
can be_useghobited &P pldifidr 1behtioh Br G dotiuttfbhs GBRO B thhESther Tobatigaast - - Thi s
is done by forward refreshnment of the keys for shared values. This wll
ease the sinulation argunents as the "pseudorandom past" becones random
This can be achi eved by updati ng the pseudorandommess based on "current
round information” and in a non-interactive fashion. Atag (e.g., date or a
counter which can be agreed upon) and prgvious randommess is used to
generate a new pseudorandomess for shared values to add to conputations as
foll owed by an update. This can sonetinmes be extended to a full proactive
update . Using the above technique with [FGW], fault-free non-interactive
(e.g., all parties are honest and active in a round) full proactivization

o, N . .




- is 30 April 2003 PRFQr~ (tag) Publication of commtnent to PRFQX ~
(tag) is provided by i using say &, J = g Entities i and | may now di spute
. if they disagree and value is opened if necessary (one will be wong and
renmoved). Each i also publishes g'' for the next round usi r3p Ané2@0#are, and
the followng verification is made by each v within a famly, with dispute

phase if ~s~cr-HirdoarsBased &cmebnsmbutedkggltﬁggomtmgﬁmed Ranﬂémn& di sput e,

S; is now used. As. in ~eW1 [FGW2] that 1 can be converted t ' ar]d t can

be converted to Afirstembodimentiof the PresenthiByeniPndpeArprAlSs § ‘A‘HB
appl i cabl o Fonifiart Babitange nb%'iéﬁal‘&‘[l)\‘ég 345 SERe 4R ESAS bilhoh

0 chene
sum shar i ndy wing shédell tandoim kéy ¢anpitation.andfachieves seairity m/e;beyatmwdsl lomg:ﬁ ) )

S ST e T e

can be perf ol[[Eged fb gfdWire SI%WEsle%ftﬂefﬁibﬂafc@ybfo@ﬁ(ﬁ@ﬁfeﬁﬁn{lﬁ?gp{m s does

not need to be incorporated into the exponent é@ a an
PRF(tag) g' d b&dhb@u&rgéblmmecded to@mdungemgnauﬁh &-&elemple lomethieresis ndur i ng

the operati e 0 dlstr ed_ signin S I NU 1 W4l

ot end par ¢ PindBOR REohen Ravn® bid e, " AL bRfbebld el ok el inen®
operations ot her thanhadehdeitokens are Bt i mahxtshia@ehteaﬁd@nness

techni ques. For instance, if a di strlbuted function is """ nmod P

by conputing Vr Let](R&‘k(‘)denotempeq:@omdamgﬁm MedbuébEWa'f ed randommess

her o n_ar o PPoRCOdn hclonf e jsp By O mple PR T SparS Ry eRehs °C

appr eci at eghaylbetusgdiny vari ations are possible wt h| n the scope and spirit
of the invention, -_ 17 30 April 2003 CLAIMS 1 n§t hod of distributed
crypt ograpﬁf’%‘l’c0"@51.&’!4??’6\5q!‘§|t¥i’§e 190 i§ Pg PW’W@?@Y Wsdel el ectronic

devi ces, said ngthod | f&l?b)tl ggpm I nown
and agr eed cont ext gaég shaglrlgg ot el ng bﬁ@ﬁ%&gﬁ%ﬁ&%@g@e%k&?*

di stinct subseteof tDaepd theadxtdndedEuclidetn alpotitin,adhedédlervan compuedy; (b) at
each of a plurality of the distri but ed el ectronic devices, generating a

random s’ such that 1 = eP+ %—-s where H = gcd(e,L). The dealer chooses a random

J»-)

polynomial A(x) = Ao + Ayt - - +4,.x", such that 4(0)=Ag=L* -k’ and 4;
€n{0,L, - - 2L%7**%t} for 1 < j < ¢~ 1 (the polynomial is over a subset of the
integer numbers: Z).
o Entity 7 with public interpolation point x; = i receives secret shadow s; =
A(x;) € Z and the Server receives public point P.

. Each pair of entities (i, /) jointly generate a shared secret key for
generating shared randomness o ;; = o ;, for the pseudorandom generator.
This can be performed via Diffie-Hellman key exchange [DH] (with added
authentication) or some other shared randomness generation technique.

The above key generation and share distribution is based on co-pending patent
application no. 08/842,080, filed April 28, 1997, titled Optimal Resilience, Proactive,
Public-Key Cryptographic System and Method (“Optimal Resilience”), which is hereby
incorporated by reference in its entirety. Using [BF97] and co-pending patent application
no. 09/315,979, filed May 21, 1999, titled Robust Efficient Distributed RSA-Key

Generation, which is hereby incorporated by reference in its entirety, one can employ a



“val ue using said shared values; (c) at each of a plurality of the
distributed el ectronic devices, generating a partial result for the

. distributed cryptographic conputation using at |east one of said random
val ues; and (d) conputing a final result for the distribut&®Anige&yr aphic
conputation using partial results. 2. The method of using distributed
crypt ogr apQiseritaft¥c déaferppsdeigré abong!thd RardwareldeviRes toprodiics Aatistdbinad uast off e
random keys. 3. The nethod of using distributed cryptographic keys as
recited by this sharing; henee net i¢lydng en ampsingle galities are derived from a
cryptograply.c bl ondd d_ i Nl ' I C
keys as relg? qeggﬁgé/aq i fen\}h‘%‘éﬂr%% ms ai;){’ac ﬁgﬁ%%@wgﬁéféM%#E&%C t
crypt ogr aphi cal liiy theignihge(thest dre dvaifablexto fige Yistein’s Pidhspdneny st thigrpeblt). CTkeys as
recited by claim1, further conprising the step of inplementing a
re-represent at | RANGEeIBERt Perver Bofifies. thamembersiaf & what sis, Jigping isiuserd asan

crypt ographic k ' | 'nr;brﬁﬁ' r il may
i ncl ude i ncorre%%égt\r}gll% %f?ﬁoh%&atﬂi%%%a%?% eiogé os?} 0 r{’][gd?’#g&és

di stributed crymiaydreaphd sitheylser @syptegraghic fumgtichss(e.g,|decryptios). n sai d st eps
(a)-(d) are perforned iteratively. 8. The method of usi ng?di stributed

crypt ogr aphi ¢ kaysEstityj sempelgs By med Fisrmi7a +{ds teveusigbtipr ) HRG | clvahgihete sai d
shared val ues after said step of generating an output based on said partial
result. 9. The nethpe Hf_n i(qugj"@#k‘l).ut ed cryptographi c keys as recited by
claim 3, wherein said cryptographic protocol is a cryptographic function

i nvol vi ng exponent Egtitiy§transhhits S8 o8 and itragsmiitsthe irésultad tieg ypt ogr aphi ¢

keys as recited by clajm3
Combining Server.

¢ The Combining Server computes signature of m, Sp=m’ - [T, ., Smyamod 7.

veEA

e The Combining Server may “validate implicit hand-shake” and checks that:

Sn)* ;m(mod n).

The above protocol produces a secure and correct signature of a message m
corresponding to public key (e,n). The sharing of the pseudorandom functions among the
hardware units and their invocation in the computation generates a “¢-wise hand shake”
among the hardware components This creates a self-awareness property where the
absence of a unit is detected as long as a single original unit is present. The distribution
of the computed exponent into hardware exponent and software exponent has achieved
the balancing between hardware and software as discussed below. Moreover, the sharing
of the pseudorandom functions allow the protocol to be non-interactive, where the
previous practical scheme of this nature required initial interaction to exchange true
random bits.

A balancing between efficiency and adversarial sefting (attacks) is provided by
incorporating shared randomness. Software compromise and hardware compromise are
distinguished using shared randomness.

Another embodiment of the present invention provides a scenario against an
adversary which attacks a single device, the device is protected against timing attacks
(due to exponentiation time channel being a pseudorandom function dependent but
exponent independent), as well as attacks by an adversary performing I/O queries into a

single device.

- 10 -



wherein said cryptographic protocol is an RSA function. 11. The iret hod of
using distributed cryptographic keys as recited by claim1l, wherein said
shared val ues are stored in a hardware device in at |east one of said
distributed electronic devices. 12. A method of distributed9&PPRWOGr aphic
conput ati on using a cryptographic value shared anong a plurality of

di stributed el edtmodificatitnofthesopesatioahphaboallovsfor distingpishing beteieert i ng a

subgroup of devices t erform.the distributed cryptographic conmunication
(b) conput F‘?Fé‘wé’ﬁﬁaﬂ’é(f°&§${%9§a Wsiomallifiiyn and agreed context, each val ue
bei ng shar eghepastthl Phie: { LBCA wiid < belthe divsHal W< gxﬁ{eﬂ k) Partidipant

el ectroni ceg)eevi ces; (c) at each ﬁ‘g{iri buet ed electronic eg Vi ce OP thg’an
subgr oup, gener it thagigaingaitherdivisional wnits arg availabls tocthe sy steth isengnagethenttat eac h

devi ce of the syhgrau t he distri.buted ectroni ¢ deyic engrating a
par t1 8l Cresurt HTPOHD. dhemascmam: Setvsr puiiek B Rtpeg ok nof o35 SR
crypt ographi ¢ vad wed afgh etamié st in@&@oﬁiing shdled Andomhas|cofputatiosl, but® 30
April 2003 (e) conputing a final result for the distributed cryptographic
conput ati on usi Reareshrendemness suayrbe used withipthersrypérgrephicifunctions (e

crypt ogr aphi c cagaglg hon as recited by claim1l1, wherein each of a
plurality of shared vafues is shared anobng a pair of the distributed

el ectroni c devi ge i hod of. . gi sty b iy PLyP9 hi nput ati on
as recited by cl aiqarﬁﬁ%ﬁ, C&\Aﬁgﬁ?‘;ﬂ "e"’('a;\ch}jog’lna %}Edrg%\%%tl%f ws)hgrng%i'v\(/(glgges S
shared anong a pair, of therdistrj] buteq e;‘ictroni c devices. 15. The net hod
of distributed cry%lfebﬁ?féﬁh wO( et @n%ds recit ed by claim1,

e Entity j hardware provides to its software §' ,, , , = m ™A™ r mod n where »

may be (pseudo) random bit string of length poly(log(n)) or zero (0). Use of
zero may be preferred depending on hardware constraints.

o Entity j now transmits Sp, sn= m ™A™ " mod n based on the input it

received from the hardware and transmits the result to the Combining Server.
¢ The Combining Server computes signature of m, Sy=m’ - I1 ., Smva mod .
e The Server may “validate implicit hand-shake” and checks that: (S, )°

;m(mod n).

If an adversary has access to f or more of the computing devices, the adversary
can sign any message, since it can authorize the signature request to the hardware tokens.
It is assumed that hardware tokens only have 1/O interfaces through software controlled
devices. A signature interface between the Server/requester and the hardware tokens may
be included to avoid unauthorized requests by the local or divisional unit. This protocol
assumes both hardware and software have to be compromised at many locations, which is
an improvement over a single module RSA, in which the adversary has only to
compromise a single computing unit.

Another embodiment of the present invention addresses the situation where the
adversary is assumed to break into “almost all” of the system, the adversary has access to
the memory of v <t hardware devices and all 7 software units. This adversary gets hold
of all software units. It is thus necessary to ensure that the software retained within a
hardware token suffices for hiding the exponent d.

- 11 -~



“wherein each of a plurality of shared values is shared anbong a distinct
pair of the distributed el ectronic devices. 16. The nethod of distributed

. cryptographic conmputation as recited by claim 12, wherein each of a
plurality of shared values is shared anong a distinct pair 39Arih&003

di stributed el ectronic devices. 17. The nmethod of distributed cryptographic
conput ati on as rihis isad eltremelyistrong advieesay andestoing @ssumpgions atei negessryshar ed

calves T GRS Bk S e TR
verificati Qf dQfre REFWEE! tiRAfusd (HardtoRResd, 4 hard ey |ﬁndin§81 itsElTy eve WRsh BE rest of

di stributed cryptographic conputation as recited Dy claim12, wherein each

of a pl ur althe § 1¢noytmaleis agsumedshata fraction lof thedowrasdey bits of diarebard s Qithest  of

di stributed_el ectraonic, devic n used to generate a partial result in
a way that aﬁsé (i‘lo \‘/:%If"’?&e@;tt\%gh%g?oé’g%lyéct ness of a partial result. 19. The
net hod of dissimpdion: e Foz 0yt a1 aeléating dogi -qLogat)® Afost Sigdifictht Bits Abey vt 12

wherein the random val ues depend. upon theé f';r)ért,i cul ar devi ces sel ected for
t he subgr odpveal do(Notgp whsn gjis smadbthe yp 19his qagrtogPIPRIY ut ed

cryptographi c ¢l t,;\%@xﬁti@%ﬁ%ﬁeﬁ%hm‘s a3 ok WGH& 0 t he cryptograph
guhent, an £h

conputation is based o an ar e generated random val ues are

based on sdn theragaeht' > 2% © Thehere o€, which sy foltd taf dncreasp i tHeaiidi of
conputation as, recited bé) claim 12 wherein_ the crypt,oagir aph co&eut ation is
based on arlomaifiam:whigh theiexpongatsare, deawn: e incredsg dsalwags pessible with RS A

oL QU e BT ki b o 0 o0 comput 1 on e
signing. 23. Thdhegrétocblehn te a4 effibiehtaks the npmbgr afyilausitle bjtsi whichanustber eci t ed
by claim 1%ﬁdden; Smj. —r can be chosen to minimize the multiplications the hardware token must
perform. For example, a low hamming weight (small number of 1’s in the string) or a
short string (say, % the size of the share).
Pseudorandomness is uniformly produced by the devices, for example, using the
same one way function-based on DES with publicly specified keys where its performance
is message independent. Thus, timing attacks do not apply. Due to the
pseudorandomness, an adversary which looks at the timing of the hardware device and
tries to use the time channel to deduce the permanent share will fail. The reason for such
failure is the blending of the pseudorandomness, which varies between messages and the
random extraction of each exponents to be done in hardware. This creates a “random key
schedule” at each execution and thus foils timing attacks.
Robust Computations with Reduced Communication Using Shared Randomness
Another embodiment of the present invention provides robust computations with
reduced communication using shared randomness. If a server misbehaves, there may be
no practicable way to determine who acted incorrectly. Trying all subsets of shareholders

until a correct signature is computed is too expensive (e.g., when finding a subset of size ¢
= [/2+1 of honest parties out of / it would be exponential in /). In these cases Robust
Threshold RSA, in which the combining effort is efficient even when up to ¢ parties are
adversarial, may be required. Robust Threshold RSA was first introduced in [FGY,
GJKR]. Namely, Robust Threshold RSA may provide safe assembly which is quickly
computable and able to verify the information while providing isolation to the shares.

- 12 -



“wherein the cryptographic conputation conprises digital signing. 24. The
met hod of distributed cryptographic conmputation as recited by claim1l

. further conprising a step of using generated random val ues to detect

m sbehavi ng devices. 25. The method of distributed cryptogr3@@aré2003

conputation as recited by claim1 further conpris a step of using random
val ues or shar elp erderteyerify that ancacting servpii ¢ ﬁgfeqe“«/YPé% feSP#e t hod of

di stribute i I

conpri si ng%aﬁw&g%&g&dggg&%d%{gga |n(j gﬁéécr %‘?3‘7 0 rap cﬁ‘va] 08 used
in the cr yﬁieeeﬂablhure wild save tabbuitinlf ¢¥the ddiemuBicétivsh xﬁfthabrewdubub@ﬂpared with
cryptograp iC corrputatlon as recited by claim1l fuﬂhher Lonprising a step

of " proact i thet 9f esppendingppRlicationaio. P3/3AL,880 G Ontienal Besiliengel i n t he

cryptographi ¢ conputation. -21 AS. AY.
. Al . AFF. ANe. Ayus ARResallSystern setup Foreach Athestystempuhlistes 427 - AmoAyul Ayul @Pav

n~ysnhc” XS] ca caj] caV]ca] caV] ca] ca caV] caV] ca] ca] caV] ca] ¢a ca ca
cg] c)a] cRa] ca} ca}/] éﬁ]’-]&ff"g) ]”.1‘,1& e V]%"&%]"EI&V]]‘ YSVA' i L °J]l U\{.]/ !’Qﬂ feal
I'Q Rr]ft Fb&3~ysni cAYSV] ca] ca] caV] ca] ca] caV] ca] ca] gaV],cal ga} ca\/] ca] caV] ca] ca

V] ca] ca] ca] ca] caV]lcs]jcaV) withcafdmibish cem]mm]eua]ga'\’/]gia g g,/ where g, g1
Mcz9dL<pE+r zupj e ZUV] ] caV] ca] ca] caV] ca] ca] caV] ca] ca] ca\/] ca] ca] caV] ca] ca] caV
] ca] ca] ca] caV] ca] @& ander and-diserstedog oy hasg g1 unkn

>7 #U/> &&&EN N***

Jeatcaca oy TR R RRER ol el <8
+f++ C,,’, 9 ll.& m N kf \

e i T PRRRRERCR, B i L1 el e
ca] ca] ca] ca

F:P: S\ o <<<<<=. ThischlbandguL Qﬁ{%‘\/(\l/\%]‘WMik% resudicr W\ 90/ er @t da) cav cal ca

] c~a] ca] ca] ca] ca] sga] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caV] ca] caV] ca] caV]c
a]ca\/]ca]ca Z[['] PTZTUITILIII NN\ VMoV ] ] ~rzr e
" ztoj e ZUnhcMXkfa\W ] caU] ca] ca] ca] ca] l,cnigl\/](gg] ca%ca(] caU] ca]caV] ca]caV]ca]ca

V] ca] caV] ca] caVe CEHntiby i or j publishes Ry = g ) e () g Ry (in each pair, only i
V] c"aVv] ca] caj cal caV] ca caV£ca] ca " 8bCbdbbb bbbbbbbbbcc>cKcRc[ c_cbcdccc
d&d{ vpj e [Vnhc’\kaoaX wﬁt@a’}l hgh:a]dcthwptb&vp@qéwm .caV] ca] cal] ca] caV] ca] caV

kikbic: ke kakkkEKEKETPRE R aoR iR Sl AR O TS L Y S oo
W] caV] ca] caV] ca] We\ﬂ @oﬂaﬂfﬂeﬁ@ks@/] f&ﬂh‘%ﬂ\/]&ébﬁéw xeaabeed/{m abaddokadia] caj c
a] ca] caV] ca: mivhiPnrRmmmopqqqvr Xrrr YssTs é} ssssssssttt~ysnhc] Xnhc/ Xkf a\ W V] ]

]ca\/] ca] ca}q cia] ca\/]rera]maw mﬁammmaMWMWMWwp] caV]ca]ca] ca
caljca]calca]ca ca] catt uyxx>y#z*zHzJz

ETTT O S 1111174 Beh Sy en s K Seeopiian S0P DY sihernp o pEsoce ¥R ca
] caU] ca] ca] ca] ca] qﬂq&]&;p,{& ﬁa‘]gp] caV] ca] caV] ca] ca] ca] c”a] ca] caV]ca

FM\ gi | nxzt oi d’\YShc"XSkf U] ca] caV] ca] caV] ca] caV] ca] caV] ca] cal] ca

.U\/] cal] ca] ca] caV] c(g.])cg\(}f;ﬂiwk’a):aa)yzc%]l&glﬂ ca]FF A((:l}a(b a]j:&l\g] pa] caV]ca(t

$*, @K buw
&+7CE] kzupkf " [ Unc”rXSkf U] V] ca] caU] ca] ca] ca] ca] ca] cal] ca] caV] cal] ca] cal] ca] ca

] caU] caU] caV] ca] cagga] cal] ca
WV] caV] ca] ca] cal] cﬂa,]\mg‘] cék}~y{ ~~xsnhb] Whc"XSkf U] V] V] ca] caV] ca] caV] ca] caV

LUl oa] caDkoUat b ibE e aRFER GRS MviESS ek f AL PR RSN E L] ca
server i is removed and a new A is chosen to perform the signature.

o Shareholder j publishes Q= [ ., (&) ™ . ™) mod n.

e A proof of knowledge of the discrete log O; base g is performed as described
in [FGMY2]. (In practice a Fiat-Shamir transferable proof can be sufficient
based on “ideal bash”).
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‘W] caV]ca WV] caV] cal] ca] caV] ca] caV] ca] caV] ca] cal] ca] caU] ca] cal] ca] ca

WV] ca] caV] ca] cad LQ ;

. *,.lzuoj e ZWkf]]caV] ca] ca] cFa] cal] ca] ca] caV] ca] caV] ca] caV] ca] cal] ca] ca] ca]c
a]J caV] ca] caV] ca] caV] ca] ca] ca] ca] ca] ca] caU] ca] ca 30 April 2003

[\ kKZ" hs} c=HYzupkfa\ Wkf]]]ca]ca] ca] ca] ca]ca] ca]ca]ca]ca]ca]ca]ca]ca]calcalc

aV] ca] caV] ca] caV] coicrdblithés3 hipdHitA b FHGP] & ¢foYk&f® primes), using witness

Ye9sMk™ 9YLZI i } xsni d_Z] ] c] ca] cal ca] ca] ca] ca] ca] caJ ca] ca] ca] ca] caJ ca] ca] ca] ca

&al 'FN dx3B_;
l/fgi\lg?igﬁ? ga]Z]Cﬂ:]ng] ca égamq%q?g%?ca]c?gf?gfga] cal )éa] ca] cal ca] ca] cajcalc
Oa/% g%fi]sﬁﬂjcg] ]:?] ca}lcg] %lﬁ?]}nﬁ &ﬁ} ?ﬁ%g)]‘-@(?ca%] ca'fca caogg‘] ca ca] calcalc
Tl 1Tl et e« et iy
) S! it (12)%& (B & & qgg %gés/gp «.3(rzne %5%%% %}sngnmgvvl the surh shares went ong

M 10%& f#11 & 109& ()-f# & 109%&
Y() - f#" ()100%{()# 1010>G! 5dEn%‘% m%ﬁ%ﬁ/e&éq{ég() 0

Y* 1 1098 () - Fy* ! Thésgoperationds mﬁ(l)n clhnmaums(b)ehmn&pme& Kurtifenapregisf t bbdl

ve 0@ () PSR el g oot ot gy on

109& () -F lftedictive” rbbisaidsStHdoking of 868 suir shareks k@ﬂ&t@n’ ((when the Fiat-Shamir
109%& ()-$s! 109&' ()-! 10% ()-! T0%&: () - ExnbCl & 109 F109%&' ()- 10 10
10, <10%& ( ynethodl is gmplayed). 06 100& ()-11' ! 109&' ()-' z##98624C 10F9' " 10%& () -

1735 RS 0y it e

'10% & () - SithbGefoBhthesSEsting y Wit propersigrtatir® hils for 8 partidtat\iriesdape G

10% & 0% & Llo%
10% & 8 Mflg@ﬁ‘gﬁ’%)m{"]#'ms é‘%{?&@@%ﬁ& to elimyinatg ghoaters. g » 1004 &' () -y
%0% & ()-#S10% & () -f F{Q%t&'efgrséfbﬁ‘eﬁﬁﬂt With SHereRanHeinness

Another embodiment of the present invention involves a proactive distributed

RSA methodology using shared randomness. A proactive implementation of the
communication model is discussed in [HIJKY]. The time is divided into time periods
which are determined by the common global clock (e.g., a day, a week, etc.). Each time
period consists of a short update phase, during which the servers engage in an interactive
update protocol, at the end of which they hold new shares (in fact, a new sharing) of the
secretd. After the update, there is a function computation phase, in which the servers
perform the intended secret-key operation using their current sharing of d on numerous
inputs.

The adversary is computationally bounded, and it can corrupt servers at any
moment during a time period by viewing the memories of corrupted servers and/or
modifying their behavior. One model does not differentiate malicious faults from
“normal” server failures (e.g., crashes). But, when an adversary intruding ona
shareholder is found it is “removed” (e.g., through a reboot procedure) before the
shareholder is made operational. The reboot operation is performed immediately when
attacks or deviations from the protocol are detected, and it is overcome during update.

Within the proactive model, a period for processors to fail by stopping and then
rejoining (fail-stop and rejoin) may be allowed. Thus, an unavailable processor is not

necessarily considered “faulty” in the malicious sense.
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10t 10t18

10% & () - 34510% & ()-2"10% & ()-y/ 10% & () -- L10% & () - **2+f ++, C, dEYNC" 10%
y10%& ()-y" 10% ()-S |

109&' () -yS109%&' ()- @@L0%&' ()-!10%& ()-C,,,,-'-mdEYNC' 10% 30 April 2003

SI 109%' ()-y10%' ()- SLO%&' ()-Sy 10% ()-y

910%& () - S10% (Drekl dre mriis o Fortve AU hkofinos v Sk ERSRaEdmiclO 10
10Y9 10%& ()- y#él)fgg%: 163 -'3“'6‘}%‘(2); 7 s¥s§?’§5‘§‘¥%‘%°§‘é‘¥“1‘8‘9‘{%“s(“déd i Higedrnic’
10Y=10% ( yotmpirtationessndielp inredotive B fysterss. Hullgazctiye epdtd Oeny dres* 888F:
D<<<=} [ <PE:

|11 10% () Persibleq faaddition tojsharezeshgripg, the psepdorppdom functiongshould bereplaged ) —

>K@AAAAA} OMEM'S ﬁhri&é—@gdh%s. In fact, when th?:faseudorandom functions are first updated,
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pending application 08/842,080, may be performed. (Noting last two steps are not
needed). The poly-to-sum protocol followed by a sum-to-poly based on renewed shared
randomness, is a secure protocol with reduced interaction compared to the original poly-
to-sum sum-to-poly update. The total number of servers may be changed from / to 7, and

the threshold may be changed from f to ¢ during an update.

Some dynamic updates that are less costly may be employed. One such change is
updating the pseudorandom functions only. This can be done interactively between the
parties, e.g., using Diffie-Hellman with either authenticated key exchange between the
parties.

Since the parties share randomness, they can also perform what is called a
contingent key exchange based on the Diffie-Hellman key exchange by incorporating
shared randomness. As an example, let P be a prime, g a generator of large prime order
of a subgroup of Z,, and & be a shared random key. Diffie-Hellman key exchange is 4
send g” mod P and B send g’ mod P and the key is g”* mod P, which can be computed by
both 4 and B. A contingent Diffie-Hellman key exchange incorporates the share

¢+PRFk(" 4", tag)

randomness into the transmissions. Thatis 4 and g and B sends

+PRF, 5", 1a5) , o 5
g where fag is an agreed upon nonce. Similarly, it is easy to see that g”

can be computed by both 4 and B, e.g., B can compute

a+PRF {" A", tag PRF {"A",1ag
k ( )/ g * ( ))". As soon as the key is used, e.g., for encryption, it can

(g
be determined if both agreed on the same key.

Proactivization can be used to dynamically add and remove parties (via an
update). By limiting the operation to adding and removing from the recently updated
group of parties, proactivization can also be accomplished by deciding to employ/not-
employ the shared randomness shared with the recently updated parties. This is an access
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collaborate. This key control can be used to prevent an entity from signing before a
proactivization step is performed. For example, if an adversary has corrupted a server, it
is possible to prevent that server from collaborating in a signature before proactivization.

Whereas full proactive refreshment of cryptographic tools is needed to assure that
past corruptions (memories learned in the past) are forgotten (namely erased and become
irrelevant), “simpler” mechanisms can be used to assure that future corruptions cannot
learn the past. This is done by forward refreshment of the keys for shared values. This
will ease the simulation arguments as the “pseudorandom past™ becomes random. This
can be achieved by updating the pseudorandomness based on “current round information”
and in a non-interactive fashion. A tag (e.g., date or a counter which can be agreed upon)
and previous randomness is used to generate a new pseudorandomness for shared values
to add to computations as followed by an update. This can sometimes be extended to a
full proactive update .

Using the above technique with [FGMY], fault-free non-interactive (e.g., all
parties are honest and active in a round) full proactivization is achieved. This is the first
time that such non-interactive maintenance is possible. It can be derived from [FGMY]
by sharing pairwise affixments wherein each committee in a family one affixment adds
and the other affixment subtracts using new locally refreshed pseudorandomness. The
locally refreshed pseudorandomness is derived from the old key applied to a global tag
which can be the global public state of this round. The new affixment keys generate new
shares, followed by a non-interactive verification. The following is an example based on
[F89], in which the secret key d = sy+. . .+ 5, similar to [FGMY]. The new shares now

become §; =5, + oL J-Laels sign(i - 7) PRE,, (tag). Before changing the 5';, a signature

for some tag can be tested with the new shares. For [FGMY] there are many such sets s;,
. .+ » Sy (held by a family of servers) such that they sum up to d, and more than one server
can possess S

For robustness of the update, a commitment to o, is published as before.

Moreover, the distributor (a single dealer or a distributed one) had published g* .
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Entities i an j may now dispute if they disagree and value is opened if necessary (one

will be wrong and removed). Each i also publishes g* for the next round using his share,

and the following verification is made by each v within a family, with dispute phase if

( PRE,, , () )lisn(l-l)

necessary: g =g* senil\ & . Ifno dispute, s, is now used. Asin

[FGMY2] that / can be converted to /' and ¢ can be converted to £'.

The efficiency gained by applying shared randomness into computations in
updates of proactive systems, say, are definitely applicable to the scheme in [R] as well as
to the scheme of “parallel sum-sharing” of [FGMY]; which is very useful in relatively
small scale systems. Other (non-RSA) distributed public-keys can employ this new
primitive.

The description herein is exemplary and the notions described can be performed in
multiple ways. For instance, the shared randomness does not need to be incorporated into
the exponent, e.g., PRF(tag)g” and PRF(fag)g” can be used in the contingent Diffie-
Hellman, as well as during the operational phase of RSA distributed signing (using
instead partial signature S, ,, = ([Im\u}PRFoL.( ) nU-l))":.,M mod n. Algebraic
operations other than addition can be used with shared randomness techniques. For
instance, if a distributed function is ¥V, = g“* mod P by computing

= (V1.) " where Vy= g, one could use shared randomness as

Vi= (Vl-l) o n"'l"""”‘”" ( "1/ (tag )}‘F(’ h

The embodiments described herein are intended to be illustrative and not limiting.
It will be appreciated that many variations are possible within the scope and spirit of the

invention.
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(a) computing shared values over a known and agreed context, each shared value
being known by each member of a distinct subset of the plurality of distributed electronic
devices;
(b) at each of a plurality of the distributed electronic devices, generating a random
value using said shared values;
(c) at each of a plurality of the distributed electronic devices, generating a partial
result for the distributed cryptographic computation using at least one of said random
values; and
(d) computing a final result for the distributed cryptographic computation using
partial results.
2. The method of using distributed cryptographic keys as recited by claim 1,
wherein said shared values are random keys.
3. The method of using distributed cryptographic keys as recited by claim 1,
wherein said shared values are derived from a cryptographic protocol.
4. The method of using distributed cryptographic keys as recited by claim 1,
wherein said shared values are derived cryptographically.
5. The method of using distributed cryptographic keys as recited by claim 1,
further comprising the step of implementing a re-representation of a function.

6. The method of using distributed cryptographic keys as recited by claim 1,

wherein said partial results may include incorrect values.
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wherein said steps (a)-(d) are performed iteratively.

8. The method of using distributed cryptographic keys as recited by claim 7,
further comprising changing said shared values after said step of generating an output
based on said partial result.

9. The method of using distributed cryptographic keys as recited by claim 3,
wherein said cryptographic protocol is a cryptographic function involving exponentiation.

10.  The method of using distributed cryptographic keys as recited by claim 3,
wherein said cryptographic protocol is an RSA function.

11.  The method of using distributed cryptographic keys as recited by claim 1,
wherein said shared values are stored in a hardware device in at least one of said
distributed electronic devices.

12. A method of distributed cryptographic computation using a cryptographic
value shared among a plurality of distributed electronic devices, said method comprising:

(a) selecting a subgroup of devices to perform the distributed cryptographic
communication

(b)_computing shared values over a known and agreed context, each value being
shared among a distinct subset of the subgroup of distributed electronic devices;

(c) at each distributed electronic device of the subgroup, generating a random
value using said shared values;

(d) at each device of the subgroup of the distributed electronic devices, generating
a partial result for the cryptographic computation using a share of the cryptographic value

and at least one of said random values; and
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electronic devices.

14.  The method of distributed cryptographic computation as recited by claim
12, wherein each of a plurality of shared values is shared among a pair of the distributed
electronic devices.

15. The method of distributed cryptographic computation as recited by claim 1,
wherein each of a plurality of shared values is shared among a distinct pair of the
distributed electronic devices.

16.  The method of distributed cryptographic computation as recited by claim
12, wherein each of a plurality of shared values is shared among a distinct pair of the
distributed electronic devices.

17. The method of distributed cryptographic computation as recited by claim 1,
wherein each of a plurality of shared values is (a) shared among a distinct subset of
distributed electronic devices and (b) used to generate a partial result in a way that permits
verification of correctness of a partial result.

18.  The method of distributed cryptographic computation as recited by claim
12, wherein each of a plurality of shared values is (a) shared among a distinct subset of
distributed electronic devices and (b) used to generate a partial result in a way that permits
verification of correctness of a partial result.

19.  The method of distributed cryptographic computation as recited by claim 12

wherein the random values depend upon the particular devices selected for the subgroup.
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values are based on said argument.

21.  The method of distributed cryptographic computation as recited by claim 12
wherein the cryptograph computation is based on an argument, and the generated random
values are based on said argument.

22.  The method of distributed cryptographic computation as recited by claim 1
wherein the cryptographic computation comprises digital signing.

23.  The method of distributed cryptographic computation as recited by claim 12
wherein the cryptographic computation comprises digital signing.

24,  The method of distributed cryptographic computation as recited by claim 1
further comprising a step of using generated random values to detect misbehaving devices.

25, The method of distributed cryptographic computation as recited by claim 1
further comprising a step of using random values or shared values to detect misbehaving
devices.

26. The method of distributed cryptographic computation as recited by claim 1
further comprising a step of proactively updating a secret cryptographic value used in the
cryptographic computation.

27.  The method of distributed cryptographic computation as recited by claim 1

further comprising a step of proactively updating a secret cryptographic value used in the

cryptographic computation.
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