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2. Description of Related Technology

There are presently several proposals for pushing infopma.tion to a
wireless communication device in an Internet Protocol (IP) based wireless
network. In these networks, wireless devices are not provided with

15 permanent identifiers, but instead are dynamically assigned an IP address
from a pool of available addresses. Each time the wireless device makes a
ﬁetwork connection, a different IP address is typically assigned to the wireless
device.

Thus, for services attempting to push information to the particular

20 wireless device, it is difficult to addréss the information since the IP address is
not permanent. These proposals do not adequately deal with the problems of
how to address the wireless device when pushing information to it, and how
to bridge the solution to futur(_é third-generation (3G) wireless networks, such

as a General Packet Radio Service (GPRS) network. The solutions provided
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i nvol ve either creating a proprietary Persona
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or trying to use a phone nunber (or simlar permanent
identifier) of the wireless device to _contact i{ over
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ness%gjn%qservice 5 (SMbB) .over a circuit-swtched
Identifieraion Nypker AN forepeh wikelpss Feviconsr &iRg ¥o esglaphape
the desire to inplenment such systens using | Pv6
nagtier6sisigilalvperynanehivsieksifier) dof dbe mdedess tdelvice s econtaet
addresses and do not support |IPv6 addressing. Such
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service provider. Although ideally all 10 networks and
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occur_in actual practice. In.the nmeantjne, saqlutions
o o Wibetiatrkening Riscitiom Siore GHECHEP (o AlepEe (BypPlement
addressing in _systens that push information to

sugdhr gisteses weingIRV e addsasinge \Wars nhEverks apdr dryices tstillyse
addr-esses. 15 SUMVARY In the present application, two

Ihvel addrdsseP\uhdt do By Guppolit dPs6 dddaersinigi 0Biietg networks and
nmet hodol ogi es for systens that push information to

AWiERI RSP be 6RITANHE AbhidH HAeHAS Flofidies m‘hl@agh iddally all
general’, an I Pv6 serving network is 20 used to

o R i PO bR o Lok A0 PE bl e,
wi.r el ess .conmuni cat.j qn. devi ces, The _first
a&@e?ﬁﬁ%aﬁ%gﬁﬁe%e@@w QCOUT BhacBRY Prgftigene In the
serving network; that is, a
meantime,g solutions are needed for the transition from IPv4 to IPvé6

addressing in systems that push information to wireless communication

devices having permanent IPv6 addresses.

SUMMARY
In the present application, two related IPv4-to-IPv6 address
transitioning methodologies for systems that pgsh information to wireless
communication devices are described. In general, an IPv6 serving network is
used to facilitate the communication of user information between a plurality
of host computers and a plurality of wireless communication devices. The
first technical aspect relates to a “front end” of the serving network; that is, a

host computer’s entry point and connection to the serving network. The
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host conputer's entry point and connection to the
serving network. The 2 WO 2004/ 049668

WOEDACMEH2/ 002012 second techni cal aspect rePEr/€a2i00/002012

a "back end" of the serving network; that is, the exit

poi t he s rving n ” rel es . .
seb S UERBHE SR ES 10 2 AGh o e PG pork thatis,
techni cal aspect, the IPv6 serV|ng network includes a
the exitppint &ony heserving delyarls tap avireless gpapprjeastonydeviss|
servers for 5 facilitating the comruni cati on of user
i nf cxavatding tbethee érsthieshnicanpapteet, sthe NIPvbPsetving network
comuni cati on networks and the wirel ess devices. The

m@l%ﬁ@@ b KnBRBAY entPP g'c‘ﬁntd(fé'(z'lé‘eeaﬂcﬁ a Qgfadity VE tluthellise®ets for
plurality of tunn requests fromthe host conputers

h
B

tunnel caonnections with host . c ters and t
By P RN ORI e OB SETCTn  ShBR SRk entry
between them and their associated w rel ess devices.
péintdevicmiseperdivede direc phuraliipraitimeel requestsriremihghost
dynam c routing protocol (DRP). The DRP is utilized
cdmputepdatthagunel kavats incudistriputebhanher. r Bédheithnelesstyer
establ i shed tunnel connections and for broadcasting

is lﬂ)gglaatti%g té Qé{%lﬁ,ﬂ dn@lthginkdh QAR b&hebQord WRR hobiidputers

rvers When a host conputer detects a connectlon

th the serV|n
i, ﬁacc?rt“% \% R S T e
through the network entry poi nt device, i ch dlrects

thegr @%O%eévwekeg sevises- dvBnelasreer; e OpSFAvE to
In accordance with the DRP, the new tunnel server

perfiom apdgaams jousing gpralocoldiiRg Tha BIRP wndilized dercepdading
updated routing 20 table information to the other

a lotanedutsRy MbleSto defletthhevipaitablichiderrinel vaetectioeyawk for
are quickly and easily reestablished after a failure

biadtsbing El'bagéﬁqghﬁng table information to other tunnel servers.

When a host computer detects a connection failure with the serving
network, it initiates a new connection with it by sending a new tunnel request
through the network entry point device, which directs it to a newly selected
and available tunnel server. In accordance with the DRP, the new tunnel
server then updates its local routing table and broadcasts updated routing
table information to the other tunnel servers. In this way, routes between
devices are quickly and easily reestablished after a failure occurs. Preferably,
the DRP utilizes “link state advertisements” (LSAs) and is based on an Open

Shortest Path First (OSPF) standard. As apparent, the front end of the
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the DRP utilizes "link state advertisenents” (LSAs)

and i s based on an Qpen Shortest Path First (OSPF)
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2004/ 049668 PCT/ CA2002/ 002012 network is suitably
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| Pv4-to-1Pv6 address_transitiopj ng nmechanism .
weltoP GG ats@nteﬁf@ds‘@:%?ﬁél-t@-é%\‘ﬁﬁ&PSS&?&@E%QW&@GFWM
serving network facilitates communications between a
hostAccamnimg ¢o thadeamd feBnicalr aspests tise %A eervisygenetmonly
in an I Pv4 wirel ess network. \Wen the wirel ess device

fa8itRdsScdhRiuhRéfioMd behRes Q@ibﬂoé&n%%ﬂée anBvdn WPvé e fetess
network identifies a tenporary |IPv4 address for the

Wi rel ess,. . ro t ;
Ao BIRIRE S 35 PR, By, "wlIRG B WRE s ePiee
identifjes a, fenporary | address for, the wreles
entes] e, IFBAcRPEBT JereT (BrB Ay e Rob s he™

assigned to the wrel ess device has the tenpor a{)y | Pv4
tegpiray IPvé addugsrelor whe wingles devige. Jradditian, @gpyler between

i npl enentation, a request for the tenporary |IPv6
thadtires sedvingradewbyk tdnel whe dPes switeless enedfvbek irdentifies a

recei ves the tenporary | Pv4 address through the

Kipvh HRIrd S MBP KR Witelid RURE e FrefcaligNthedetipdra
te\?\ﬁoﬁﬁ?gptv%e dr%lequest and subsequentl|y used?{]or porary
ter,m ni_ng the, t Iy

e apdendl i BENAEARE {R ne L Eo A I ees

Tunnel Addressing Protocol (ISATAP) standard for
ergbedded Withig ' he tenporary | Pv6 address and

facilitating communications between the |IPv6 servin

net vior dneapartichlar | implempniatiensa mequest kKor e EmproraelPv

tenporary I Pv6 address is assigned and received, the
adMired BS®ade by the wireless device after it receives the temporary IPv4

address through the network; this temporary IPv4 address is sent along with
the request and subsequently used for determining the temporary IPv6
address. The router may operate in accordance with an Intra-Site Automatic

Tunnel Addressing Protocol (ISATAP) standard for determining the

_temporary IPv6 address and facilitating communications between the IPv6

serving network and the IPv4 wireless network.

Once the temporary IPv6 address is assigned and receiviad, the wireless
device sends the temporary IPv6 address to a home agent in a virtual home
network. The home agent stores the temporary IPv6 address in association

with the permanent IPv6 address of the wireless device as its Care-Of
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devi ce sends the tenporary |IPv6 address to a hone
agent in a virtual home network. The hone agent

wat@noethe tenporary | Pv6 address in associ at POICAMORA02012

t he permanent |Pv6 address of the wireless device as
i.ts - 4 WD 2004/ 049668 PCT/,CA2002/ 002012
S T G R T e S B
devi ce rra be referred to as a "Binding Update"
tores sagBinding: riépdate’  mogsege- t HEndientterageien thay bompuesenty
recei ves data packets addressed to the permanent |Pv6
subdeliuently refeitdsalam petlessadtiesseé to ithe pemntdeas Bd$ dddeess
data packets with the tenporary | Pv6 5 address of the

ofthé ®/iRSSs a@wc@ 8t fe@ﬁdfe@égs'tﬂéditﬂ iRl Wi thEYEnS&aY 96

network. \When the router receives the data packets
AR e PR A 0P e

th the tenpora I.Pv4 address, for ng to th
Whieh dhe SSu gk G2 <t ho dgft parkets pdlresipd i b bt cn P
Accordingly, |IPv4-to-IPv6 address transitioni n
adriretsaf mwsraletsa@mce,fﬁrensmm theae dotes na¢11¢tSowmﬁt then
to wireless communi cati on devices are advantageously
tepiprhrgeily4 Blddindss BESesritp faNheFwitélessDRAMNBTolgh BledPva
is an'illustration of a comunication systemin which

W@efeggﬁémoggchnl cal aspect of present application nay
be enbodi ed, which part| cuI arly highlights a front

end gcag%%gllryb Zﬁgtlapoﬁ% V, ?ssfq‘g%rll cf’m.r% f&e%ﬂar%s%%rsm’cable
comTunl cation of user | nfor mat | on betvveen a haqgst,
fog givplemmsr thah Puse InEYERtIGREM W%& ép@%uresaﬁwnﬁ%‘aﬁ%ﬁe

devi ce through the serving network of FIG 1,
advantageously provided.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an illustration of a communication system in which a first
technicai aspect of present application may be embodied, which particularly
highlights a front end of a serving network;

FIG. 2 is a flow diagram which describes a method of facilitating
communication of user information between a host comp'uter and at least one
wireless communication device through the serving network of FIG. 1;

FIG. 3 is another flow diagram associated with FIG. 2 which describes a

continued method of facilitating communication of user information between
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FIG 3 is another flow diagramassociated with FIG 2
whi ch describes a continued nethod of facilitating

W@ oomimge6Rt i on of user informati on between 5 REX/CA2002/002012

2004/ 049668 PCT/ CA2002/ 002012 the host computer and

the wreless co ni cation devi ce. through.th {1 0g
e gy R andyther paee; SRt QT i hgp gt the

communi cation systemin which a second technical
sepdpgaetwsirkOh ElGprlesent applicati on may be enbodi ed,

which 5 particularly highlights a back end of a

ser FIQg! isstnidhistrafidnGof & commautitadion systegr Bmwhich a second

illustration of a wireless network and a w reless
te@BNEE Cadpokf biC BRI SRt espplithao hmalte bl ebedied, which
ene*t wor ké;mFl G 6is afl oi\%vpﬁdi agram whi ch describes a

{ fact | i [ | catiogn of user

P %qﬁ?@f%ﬁ%ﬂ%h%%glést%%%egg%gg co%pu%gro and at |east one

10 wireless jcatiQ evi ce through the seyvij

et Mok Sob itk aiiogreen HhustBiaRcot Bropgsy Hr oG R e

related to FIG 6 which describes a continued nethod
wistlegsadaviger wihich gomentnipdtesthreghothe yEEsless feBV ot | on

between a host conputer and the wrel ess

COMAIBI &aisi rflge\diggratrhndiigh dedeibee rav ineghodh of viesilkitagihg
FIG 4; and 15 FIG 8 is a particular message format
cdrthuhfdGoREALES ThiBEmWMabC Peti¥n kafhostlédxhlb@tgﬂ ah®ht leBg one

system described in relation to FIGs. 4-7. DETAILED

CRI PTI ON. OF _THE .P E%gﬁ&) Mfigé) p{g_w frPresent

W%@F? e\ C%P%? g‘élc%?o r éalgat e émet ogg-gFogclp'eé for

20 facilitating the comunicatjqn o ser .i.nfqr ion

fr orfil- gl léra&’}qr&l‘%? fg‘?wﬁg‘%mnb 6%%‘1?3&0512 Ith éwﬁ\lﬂ‘l’ gF%e%fa

W rel ess communi cati on devices through a servi n%
continued method of facilitating communication of user information between
a host computer and the wireless communication device through the serving
network of FIG. 4; and

FIG. 8 is a particular message format for IPv6 addressing which may be

utilized for the system described in relation to FIGs. 4-7.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present application relates to two related methodologies for
facilitating the communication of user information from a plurality of host
computers to a plurality of wireless communication devices through a serving
network. The first technical aspect relates to a front end of the serving

network, ie.,, a host computer’s entry point and connection to the serving
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network. The first technical aspect relates to a front

end of the serving network, i.e., a host conputer's
wepinp49es Nt and connection to the serving 6 REI/CA2002/002012

2004/ 049668 PCT/ CA2002/ 002012 network. This first

as ct..i.s_described belowin detajl .gn relatio 0
cBVpE TR AisfRpedt e %ﬁﬁiﬁﬁqe‘%mﬁ%&c ehrinad e 13
back end of the serving network, .. the exit point
Thfersgaonch techaicel aﬁ@eﬁetemms@tadoaakwmdaféh% SEBHARATYAEY dR-
device. This second aspect is described belowin

thd ekipointrfrorel the sanitgndtveBk tela irdesshrobrhesikatiaradevice.
aspect provides an |Pv4-to-1Pv6 address transitioning

THE Q&%ﬂﬂ%e& i H@&&ma@a bloWw B ddtafl O r8¥SdEFICRAL-7p URldh
| n or mat | on tO W re €SS conmuni cati on devi ces.

tecr:] Eeétﬂ% o 5 e{iqﬂlttg N a%sﬁfaﬁgﬁl%kﬂ% ﬁt%ﬁ & a A

In t e sane syst
P ferabl ut|I|zed in cqnbi natj on rvin
swsﬁmﬂft&a%xmf%ﬁ £ St 0 b ednotgaRgE oo | BT
to FIG 1, an illustration of a conputer system 100
comtrinohicatiby idevighs. s Althoughrthe fist and e becsad| methrdologiest
techni cal aspect of the present application, which

nde€@ll AbteBe tdnploged abydthg hethosking syktenmt thepdire peferably
shown. Conputer system 100 generally includes a host

wSYAHER QBN 3n SRS %HNH nBRIIMRIK o061t Whdif Advantages.
comuni cate through a pu%llc network 104 to provide

comtRrEnsion Boyced e Ein @l Fodbien 1ppunicn
h 108 h k 110.
g g GRBF ERHR G i 178 B RR SRR o OBEAEn

host conputer 108 and wi rel ess communi cation device
apBlation, f wbidhi tedetesd tq o seyings petwanly'sidransrendf @ shown.

Communi cat i ons bet ween host system 102 and serving 20
ChbWeirksytfen mey f’éﬁexfaﬂytlﬁduﬂéﬁ auglst aystomy &Y andal serving

flremall 112 and public
network 106 which communicate through a public network 104 to provide
communications for at least one wireless communication device 130.

Host system 102 includes a host computer 108 coupled within a host
network 110. In general, communications of user information between host
computer 108 and wireless communication device 130 is facilitated through
serving network 106. Communications between host system 102 and serving
network 106 may be routed through a conventional firewall 112 and public

network 104, which may be the Internet. In the present embodiment, host

network 110 is an IPv4-addressed network. Public network 104 (e.g. the



network 104, which may be the Internet. In the present

enbodi nent, host network 110 is an | Pv4-addressed
woeamoudess Publ i c network 104 (e.g. the 7 WO PCT/CA2002/002012

2004/ 049668 PCT/ CA2002/ 002012 Internet) nmay al so be

oo S LA R SRR o

IPv6 addr essi ng. Host conput er 108 has _an .application

(eygr Tayttens) thet avedtosiyel qdt to hapdley [Rup pddressifgcessi ng
the user information, and displaying the processed 5
i nf dioshtdompitter 16 mgwmapplicame piograr nfon rieediviog neey
be recei ved at host conputer 108 by, for exanple,

infERHARonE BEdcksdihy eeOhsc iIKRYRQEEH, &id didpliyiis Elie processed
sui tabl e |nterface device in host system 102. This

5 infhRAHIR! o Me TRY. RE: VIAURLLY insl £+o?1k1%9y iga RAst, dSXtSBSéP

on a COITpUt er nonitor or t Prefer

the a |on ram associ ed Wi ut er
comp PL TSP Fonepe el BRE LG Cenel hECBROL & t'i“%a}l%erf

a cal endar/ scheduling program For exanple, the
suitapld intarfasn dpviey rralmw’r«?mgp%rdféhxs Aefopmation gy be visually

Exchange(r) program available from M crosoft

displaped @i host, systent hE2 dot usmiotestiv)it@r agthartikeaxefesdlly
fromthe Lotus Devel opnment Corporation. Mcrosoft

th%x RARLA )(%ﬂograrﬁ ds8tiadb e elh tHaf ebBput@l 10e an e-mail
soft oration, and the, Lotus Notes(r) 15

10 e%sl\\/fg}% 2 C%r%ggaﬁétea{nogol* f agﬁgﬁ‘cﬂ‘r/ Qéhehﬁﬁ\i%g;rki ram. For

conputer oper at es
to send such_user infornmati on el
RN ﬁaeatapshcaal@v. RRBHD ThY daERAEde: TRt Brenss®

More particularly, when new and/or gdat ed
piagrammeraildrie fwm dbeosei Qoyparhtionyspithe befus ANotpy® gregrpm
host conputer 108 operates to "push" user informtion
atQlabie Rb@She 2 toDBEIbmatntcbopevition. Nirédofidixghange® is
serving network 106. Conversely, host
a registered trademark of the Microsoft Corporation, and the Lotus Notes®
15 program is a registered trademark of the Lotus Development Corporation.
Host computer 108 operates to send such user information to wireless
communication device 130 through serving network 106. More particularly,
when new and/or updated information is received by the application
program, host computer 108 operates to “push” user information to wireless
20 communication device 130 through serving network 106. Conversely, host
computer 108 operates to receive new and/or updated information from

wireless communication device 130 and to accordingly update the application

program for the end-user. Preferably, wireless communication device 130

8
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wap@4teesxcor di ngly update the application

conmputer 108 operates to receive new and/ or updated
information from wreless communi cation device 130

the end-user. Preferably, wreless conmunication
devi;ce 130 1.8 WO 2004/ 049668 P /%2002/1005012 .
OBFatt B *RRUHHON 2B (hBogramt eBIgor salRRAT amRfjsation)
cal endar application) simlar to the programon host
sig g e dhe et ogurdst computeif 198 rmnd @rp% hat information is
synchroni zed between the devices in real-tine.

syRrcbf @riadyl Betwieers theoaviuet &x rehB8mies configured to act on
behalf of a 5 plurality of end-users, each of which

IS aBgeghiyethold EdmpuRRartoscidl &nfiput&l @ %ct on behalf of a
conmuni cation device. For exanple, a plurality of

| . . o
pﬁlg'%w eﬁl‘-’&@%&’é &L, 6F %luchrﬁ‘éyas?o%ka‘igd‘ DREL S %ﬁ%tgcl}]lli]aqz&al;‘elfzﬂsn

0 and access a networ server

t he appl.ication ogram ( e. the e-nmail - program or
c °R e"iﬁeo%{oé%ﬁm eft %Mﬂﬂsznaf/ REseftispRguters (PC)
information fromthese prograns is 10 received, host
maynRfucEmesBd topeashmetverk iuaid aedepsainetwerkasdrver which
the appropriate wreless conmunication device through

&g sim theneppitvakiod Ghograit €é.gr dtel y-mdilopiogeanport edleddiing
initiates the pushing of information substantially in

pF&Rhm}.| Weherpfel Nadl/0f %Eaaieaqmdr&a&i%ﬁef}aﬁﬁqhwe ,i_s&rag?élﬁéi is
Simlarly, host conputer 108 operates to recelve user

' ' h_. f Lhe wr. L
réggfvga,n'?&)éto Qo&%ﬁ@reﬁ)% o%%rgte gt%u gﬁlééheegﬁ% r&gﬁqgflﬂ% to the

miuhi cat I on* devi ces a

appropri ate._end-user for the ,appLJi_sqca i on program
aw?'@ﬁaab%wme% ORI CRIQy device b ‘-‘&%‘I eeving Bgiwork 106.

clarity, additional host systens |ike host system 102
Praferablyi chowt wiotripuderh el08wiiniglates s the opmshing avf oimfolawd trms

t hrough serving network 106 as well. Such a host
substantially in real time, as the information is received or updated.
Similarly, host computer 108 operates to receive user information from each
one of the wireless communication devices and to update data for the
appropriate end-user for the application program.

Although not shown in FIG. 1 for simplicity and clarity, additional host
systems like host system .102 communicate with other wireless
communication devices through serving network 106 as well. Such a host
system or host computer may be part of a private network or, alternatively,
part of a public network.

Referring now to serving network 106 of FIG. 1, a “front end”

subnetwork 124 includes a network entry point device 114, a plurality of

9
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20 system or host conputer nmay be part of a private

network or, alternatively, part of a public network.
woRedoeud6ng) now t o serving network 106 of - FlI GCICA2002/002012

"front end” subnetmork 124 includes a network entry

t devi a ral 4 04966
PV R R PJ§%‘%\F&“§“%T$°£% JA% s o
126. Front end subnetmork 124 is coupled to a "core"
a$eore| pRFVGIWEWRIK 188 thrpughgieutesJ2er Neosorksf iy gintetrvise
poi nt device 114 and devices in front end subnetwork
11R#hd éevdcestin firvelt eﬁé sulemetwdile] 24afea. pamtel safenstid6) ammypabie
referred to as a "host access network"”. Core network

of%Bat Ady el rEf%n‘&ﬁrfs a8 WOIRSH Socedshethisrice tdra he6P6& 108, as
serV|ng netmor 106 which helps facilitate the

5 1’% n'?armén&%%egtgﬂlsg{h\?ucse%rfggf)){%a o%éé‘ﬁﬂxgt ety e?léfslg)g %ch\er{e?ﬁ‘ss

comuni cati on network (not shown in FIG .1). e,
faglipigi HRp .semurﬁatw@eﬁg fRer (RGTTSgRY lihdrginom Wireless
remai ning part of serving network 106 is marked b
comutvencatipg, dewkrieck3Orthraugh 4 Ovisedeannonyarnisatéorbaeiyea (not
front end subnetwork 126 and core network 128. In
sie®ah rias FIG.o1hosTheneiwiding Hhdidt dsedween phblfrentnehdvormid the
104 serving network 106 (which includes core network

dew i égspﬁp of S4bingdiReaethens hRkéd bRbRE ko6 RiHiYh RAItEY

114 1s any devi ce which serves the front end
of servin t |
o cGRinol PR Aot pt By r Tt blind EEheR PR AL 1
poi nt device 11 riately dir conmuni cat i on
B4R bR PPEEH T8 PE P WO RRIOTO K S EEGROrk 06
servers 116. In sinplest form network entry point
(whichdeclides quegnéteork é3Rds asIBy6 asidiressed neiveshikhel ps to
facilitate multiple connections between hosts and
Network entry point device 114 is any device which serves the front
end of serving network 106 in order to at least receive and handle initial host
15  requests. Network entry point device 114 appropriately directs
communications between devices in public network 104 and tunnel servers
116. In simplest form, network entry point device 114 may be viewed as a
switch which helps to facilitate multiple connections between hosts and
servers. Preferably, network entry point device 114 is a traffic directing
20  device which receives requests from multiple hosts, distributes the requests

amongst multiple servers in the network, and directs subsequent traffic to and

from them appropriately.
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servers. Preferably, network entry point device 114 is
atraffic directing 20 device which receives requests

wo e@aiomshs | pl e hosts, distributes the request SPCEHEARYSH02012
multiple servers in the network, and directs

subseguent traffic to.and fromthe ppropri.ately. 10
w0 S50 Birseal et PRAHE I B rapet aieyior. A
network entry point device 114 is a |ocal director. A
loggt sliregior ég taotraffic ireetier devige relich rjstaibuitesehoiii reguests
di stributes host requests anongst nmultiple servers of
ahivagpietwtiifde iservard ofadthebstandenh ardwatebalan@kl mgnnértaking
account the availability/ unavailability of the

Pl ¥&bant @E@_aﬁr@i@d‘tﬁ@t&‘}/ﬁﬁa@iﬁbﬂ@ﬁ?& theaddrérs! ananghefdafiey
them appropriately. "Load bal anci ng techni ques evenly

r [ X ti \Y) LM
et So ARG A%, AEHOPRARY. 1008 BN bR
congesti on or use,, One | ocal .director which be
eHeu dsriblite EascHERt B ot PUEPIRTEETE P SBNE PHOERFS 8
Cisco Systens, Inc., of San Jose, California, U S A
thape|sarvers wiithethadeast amebotipheengestiat abrfe. edne yoqabdirector
device 114 is a domain name server (DNS) which uses a
widch ehayolhd nseb Bi @ hoedDireeohdedide whith igevidiable, fromudigco
robin DNS al so distributes connection | oads across

sng;ﬂsj%@., 0BS5S CaliforhNtrgat to a local director
t hodol ogy, round robin works on a rotating basis

suchpt hat N8, SeLYBhalfeRAAL &35! & NANded qub: 8N4y 55 4
pl aced “at et tsoback of 4 he addres st € next
server |P addrzﬁs s handed out and pl aced at

Rjeh

t he,

AOMAUN BTSSR U5 G BRIHHIBRURT S G Heehnique.

nunber of servers being used. This is performed in a
I ganéralioorsnd i PAéhilemdistritaites camedioralosigaeress multiple

fairly rigid and does take into account the actua
se@el. Mg htrasiclo skealadirator methodology, round robin works on a
rotating basis such that one server IP address is handed out and placed at the
back of the address list, the next server IP address is handed out and placed at
the back end of the list, and so on depending on the number of servers being
used. This is performed in a continuous loop fashion; the order of assignment
is fairly rigid and does take into account the actual loading of each server or
its availability.

Tunnel servers 116, which may or may not be co-located, provide

access points into serving network 106 for host computers and may be

referred to as access servers. Tunnel servers 116 are shown in FIG. 1 to

include three (3) tunnel servers 118, 120, and 122 (denoted tunnel servers 1, 2,
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its availability. 20 Tunnel servers 116, which may or
may not be co-located, provide access points into

wa esniosgesiet wor k 106 for host conputers and nmaRCDEA2002/002012
referred to as access servers. Tunnel servers 116 are

shown in, .Fl to .include.three. (3) tunnel _server
-5 Rapevelfy, g ehofit: BatHinAgrtsE vt Be peied by,
2004/ 049668 PCT/ CA2002/ 002012 N, respectively), -
systepho Jissh dpneluseraey éltisreperafing toeestablish za¢ meintain a
system Each tunnel server 116 is operative to
Trass$ratskion HCartcbl Rabtucal (TEP) chnaegionswithrhoSoadmpliters when
Protocol (TCP) connection with host conputers when

suHGMoANERHIAGS tdRMdsted thRAA B0t ErRHOPoIREHMAEK 1 RNt
poi nt device 114. Each 5 tunnel server 116 is also

tuglggg g%r;kfg 158 i? end P %@e?&tfvg 2{6? bGP regttﬁ%tgnltlirfgg hﬁ%ttocol for

sni ng unnel *conne ns Wt ers 1n

response to tunnel . requests received.therefrom
. Z el SOTRECHRT A R SRR &7 dSTBPTE thdunnel

two networks that use different and oftentimnmes

refresiiisacived thegefivrmini cati on protocols. 10 Tunneling
typically involves encapsul ati ng data packets at a
sourluemnding sea hietlotbohednmmukichting data sktweemnpab irztw oiky
when delivered through the other network to a

thele sk NAtbRAL 38V 6RentiiBS enddnth RBIK ebSnAtBcARMABMbaIST
to reveal the underlying data packets. In

0 ni.cat i.an. tem 1 nnel npection is. .
T R S B Da B Tk o SRR b PRSP diedn
.15 conmputer 108 for conpecting the front end_of
O PGIVHG <nit RETASL GB™PRA iy vilten, defivsred gt dee other

network) to host network 110 (which is an |Pv4
nefwdrle tse destingtion dieyice,Gnbere she padkets e deeapsitkhtebicaryveal

and a tunnel connection is
the underlying data packets. In communication system 100, a tunnel
connection is established between one of tunnel servers 116 and host
computer 108 for connecting the front end of serving network 106 (which is
an IPv6 addressed network) to host network 110 (which is an IPv4 addressed
network). Once a tunnel server is selected and a tunnel connection is
established between a host and the selected tunnel server, network entry
point device 114 (e.g. as a local director) performs a Network Address
Translation (NAT) function between the host and the tunnel server to
facilitate ongoing communications therebetween.

Preferably, each tunnel server 116 is operate to establish and maintain

secure tunnel connections in accordance with a Secure Shell (SSH) standard.
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est abl i shed between a host and the sel ected tunnel
server, network entry point device 114 (e.g. as a

WO owal46s ect or) perfornms a Network Address 20PCT/CA2002/002012
Transl ati on (NAT) function between the host and the
twnnel server to. facjlitate ongoing co | cat |

SUer aaRiiEdnotsPh Fbabt Paseben % TR Sorvidl CErEHS o
oper at %o establish and maintain_ secure tunnel
alispaéely Brsgd on ar PP aRtlestondard gaked (MpenSd|develogpy by
standard. 12 WD 2004/ 049668 PCT/ CA2002/ 002012 Such a
thee OpenBSD pPujast dBerkdgy (Softhase Mistribative) siuoch af CRBHESHr
SSH2, or alternatively based on an open SSH st andard

Vé&ionsk, Raendsbloote VEL@p 8 Dyurhba SReREIP£iwRiiBble on SSH,
(Berkley Software Distribution) such as OQpenSSH

. i : Becag 0 r r ; p

it oo, ST cSsiE g oeHlE' ey P OMIREY Bl by
entjtled " - _The cyre el.)], The finitive i de"

Dwe&ng%rlret?sl;@r raé"tdts?{‘%ﬁ}fS1 %ha#d' CERar i genespl %ré“h a
In general, SSHis a software tool and protocol for

soffavare é0ql and aotoseli far erceire yearake fagin over natyeke dt provides
encrypted term nal "session with strong authentication

aroéndrppied sermuimnl sesdionokitle Btronig ianitheptibdticer &feyoth server and
cryptography. The features supported with SSH 10

clieR€ lidB BuMBE-k&f Yrfitoph@Bhy AUTRE ThdtG AL Q{béfﬂ?ieao%h SSH

u

tunnel ing arbitrary connections th gh the SSH
: o0, QLo i.n . [ ur.e_pr.ot ocqgl. h
SR Qe e AR, B P8 R BRI AR B TP
coPBF PRI o R TP AL AR ORI RBTA Y s rereriaprocol

external authentication nethods, (including Kerberos
(sagit as Inteswet UYIRib)Applivatier Fuptecdli dreINARh ehdr allowing secure
particular, a first |evel of SSH authentication allows

- pasygehthsdughofirewalls; automatic forwarding of X Windows connections;

support for external authentication methods, (including Kerberos and
SecurID); and secure file transfers.

In particular, a first level of SSH authentication allows any host to
connect to a SSH server as long as the password of the account at the server is
known. This procedure will encrypt traffic sent via SSH, but it does not in
itself provide a strong mechanism to authenticate the host. A second level of
SSH authentication relies on a security key mechanism: a key pair is created
and the public key is provided to the server. When connecting to an SSH
server, the host sends a request to the server for authentication with use of the

security keys. The server looks up the public key in a remote home directory

13



connect to a SSH server as |ong as the password of the
account at the server is known. This procedure wll

wenanpptees raf fi c sent via SSH, but it does notPECTCA2002/002012

_itself provide a strong nmechanismto authenticate the

host. A second |l evel, of 2 SH aut henticatiqn I es,

at ¢ ssrecsanitcoypesss ik R ahPoh spays ShpiEfoedl diflches
and the public key is provided tQ the server. Wen

to terinesttwiigh i deay e at s hest Withhtherpyivate keypand s bagls ¢
to the server for authentication with use of the

to Becdervdry keys. The server | ooks up the public key in a
renote hone directory 13 WO 2004/ 049668 :

PCTAGAZ002004Q%2t0 B5H! RECHS @il SelerC DTS opelate to .
keys. It then sends an encrypted "challenge” to the

5 es{}g?}gl’gﬁ%ﬁ] igrgaﬁ?ga%h g(gc%%/ gi\?%l %nﬁegﬁo&oﬁt aégjr)]f 2 EQ il Wfﬁia?

e server. As ternative to

SSH, each_tunnel server J1 operate.t 5 .
PrBtbBR e E s SEl BOVURRE TeaAnanes BReT
accordance with Virtual Private Network (VPN?J;
Pdischrirgliog Préocol (PEERhAdager hbynnelioglgetogord2hF) #ad IP
Poi nt Tunneling Protocol (PPTP), a Layer 2 Tunneling
SRR IeR)col (I2SER), as sditte bAmBecur e Protocol (I Psec), as
sone exanples. Preferably, host conmputer 108 and

ek %Jﬁfef‘a%‘i}y, %o é':)l’xgq\?céxel(%l a3 tORREIAkINes 116k Qlso operative
encapsul at’e the dat agram protocols based on a

Poi nt - t.o- Poi nt __Prot ocol PR tan 5005 &l
10 to, SRR ot BERU FOROPHE HRET RSBoT A Bacrt bed
"The Poi nt-to-Point_ Protocal (PPP).", Request For
(PEBimstondlsrd: RG] XaBBE, (6 SEBamH b9 hoped G9atEymefgdolosy
| nternet Engineering Task Force ii:eETF)' In general
d&PRbat ovi The Poaut e Phind Prabrcold REBY s Reguesh For eoagreatis (Rler
serial links 15 so that, for exanple, a PC nay connect
1462, tsbed Bt RIHEDIL By aHgMnt@riietFagh@asng Task Force (IETF). In
general, PPP provides a method for encapsulating datagrams over serial links
15 so that, for example, a PC may connect to the Internet through a telephone
line with use of a modem. PPP also provides a Link Control Protocol (LCP)
for establishing, configuring, and testing the data-link connection, as well as a
family of Network Control Protocols (NCPs) for establishing and configuring
different network-layer protocols. PPP session establishment also utilizes
20 three phases which include a link establishment phase, an (optional)

authentication phase, and a network-layer protocol phase, which use known

methodologies. Together, as apparent from the above-description, the
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line with use of a nodem PPP al so provides a Link
Control Protocol (LCP) for establishing, configuring,

wara4nesbs ng t he data-1ink connection, as wel | PEECA2002/002012

famly of Network Control Protocols (NCPs) for
establ i shing and, confjgurin di reat network-| ayer-
PR G e FeBESOHo Pl MR B Pzt
three phases which include a |ink establishment phase,
”hmeéﬁzﬂa&?%ﬁml)%fﬁm%@?ﬁ I cgrneiiophase, and a w
net wor k-1 ayer protocol phase, which use known
met Tadnaélogéresrs Thgahteroutas 12ppas ealdo bpermtivheto perform
above-description, the 14 W) 2004/ 049668
dyRERiCARRARL 0R2REEns MoeT18E albAt GARNSEt dicorinBehumaik hoos,
conmputer 108 and a tunnel server is a "tunneled PPP

oven. S ver .. " '
Pl R e SRRE e FHIRR BBy Bhno o (RS
routing functigns for the front, eng of,servi.ng network
utfged in %OPP gresumey O’ikﬁége CPB&?rit%?&aﬁ&frPct YBREF Ealigs °4
dynam c routing protocol (DRP) utilized in front end
daga tmegh reknatpeprk @xplpita tthe diksplijoodathed yie APRroprigin Phbeshf
data through a network exploits the |ikelihood that

rotihefoa Redipg i date patkebaisdtweso tive devices thrdigly adetwork may
packets between two devices through a network may

chﬁﬁg@ QR eP \Rhe.t | ABdyrAnfly N8ty Bt i) b 0p:QRb! idilided in
protocol utilized in 10 network routing devices for

utgmatical | y_and regu .def er nini _updaLting.
oG e e PRy VPP Aot By font P8k ARing
appropriaté or best routes are betwe etwork .
URRAFNGe and LOMIAURICIHNES wﬁ?% EheegetmﬁrL B’%ﬁ%}s ARRR AR 814
packets are sent through the network. For use in
besb noweies aumbetitern triebw ORPdevdeashs@ Huat dheseuroniéds may peruped
116 and 15 router 126 has a local routing table in
whé$ dARPAcKetdhicClnbgsottlathe hetmodk?

For use in connection with the DRP, each one of tunnel servers 116 and
router 126 has a local routing table in its memory which associates an IP
address of a destination device with an IP address of an appropriate or best
adjacent routing device. Per the DRP, when connections change, updates are
made to the local routing tables through broadcasts by the routing devices. If
a new tunnel connection is established between tunnel server 118 and host
computer 108, for example, tunnel server 118 updates its local routing table to

reflect the new relationship. It then broadcasts the updated routing table

information to the other tunnel servers 116 and router 126 so that, for
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address of a destination device with an I P address of
an appropriate or best adjacent routing device. Per

w0 b@4DRBs8 when connecti ons change, updates ar ePCHadeoo2002012

the local routing tables through broadcasts by the
roufing deyices. 1Lf a new tunnel copnection.is
exauBplep FoLRB 0 sthattect fiiarisiPver FIRREhiP AgY, Sosgputer
conput er 108, for exanple, tunnel server 118 updates
108 thyopgle finnebservergliBabl e to reflect the new
relationship. It then broadcasts the updated routing
t abPeeferablyp the DRIist lmsed encarh ElpenBiwetesis Bathelisst {OSPEhd
router 126 so that, for 15 WD 2004/ 049668
staRdat LCAGHISH QOB Uee TEIFANDSEEF iy edllyldfssiidd astir Bfibrnal

user informati'on destined to host conputer 108 through

u e .Pr.e Ly . IS, .
G GrEBRICTaRLE, ERTL AR RGN 3 RE TR,
the 1ETF. OSPF is generally classifie an | nterpal
belyesat EQBEFIPPbOCRIEN FEOROT ST oo UEa R § Lnkshate
di stribute routing information between routers of a
algiritpnewhichopecifiessa elpsat efrmesssges daled linkqglate pdifestisements
al gorithm whi ch specifies a class of nessages called
(LbAs)kwhicht reachedriy senestts ufdabAsachnbiheh aboet theetktyprk

routers to update each other about the network |inks.

]in\h:h.n k1l bR WROALLHeBdRe® 11Ph 86p 10 dhRBRIOFHicH oABASLa

ich contains a 10 representati on of every link and

router..in the netywork. . CHIT e
rep@Seaipionof &feeh B 3 p SRSl ko R RE ke Bhari

in RFC 1247, July 1991, ich i ereby i ncor por
fop(SPEfe OSRES %@P@?ﬁe‘feﬁ%%ﬁﬁ I%EP m@;@’qsam Wg&f&

routing tables are made periodically (e.g. every 30
1267, Julye®P1, wiiched heralsy inirerpaaated by refeaenye hereinbYeingstch n

the network. 15 Although use of OSPF is advant ageous,
a BRP, @ d16s Ubliakt eabldsradimade periodically (e.g. every 30 minutes)
as well as when a link change is observed in the network.

Although use of OSPF is advantageous, any other suitable dynamic

routing protocol may be utilized. A Routing Information Protocol (RIP) or a

Border Gateway Protocol (BGP), as examples, may deemed suitable

- depending on the implementation. In contrast to OSPF, RIP utilizes a

distance-vector algorithm where each router precomputes the best links and
broadcasts its entire routing database periodically (e.g. every 30 seconds) to
all other routers in the network. One current standard for RIP is RIP Version
2 developed by the IETF and documented in RFC 2453, November 1998,

which is hereby incorporated by reference herein. One current standard for
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routing protocol may be utilized. A Routing

I nformation Protocol (RIP) or a Border Gateway
wee@ioewhs (BGP), as exanpl es, nmay deened suit abCBCA2002/002012

dependi ng on the inplenmentation. In contrast to OSPF

BGTb i bich ok JOSR ed THE TECHC) PIRE. SRuobg b daupashels
its entire routing database perjodically (e, g. every
Sysioms ADRAS). it SOV prswrvbevopet by £ TERE aet doramentiih

current standard for RIPis RIP Version 2 devel oped
n RFCt17&1.1 ETF and docunented in RFC 2453, Novenber 1998,
whi ch is hereby incorporated by reference herein. One

cur ERtY, 2S4r@Ngl ardflde diagkBrm¥EV RO A4 OARBB describe a method
PCT/ CA2002/ 002012 BG°, which is based on a nost

of FRTUE BRBh B SRt R or Rl BE R Een RYESEYRAR:
ocunented in RFC 1771, FIGs. 2 and 3 are f| ow
an & g BRE AP B e iggadevies fisogefioe sy oo ouch
facilitating comunication of user information between
methhds tmago fpp it lizedaind cenivickien agih dinsieanwatero0% sgrdes.
t hrough a serving network. Such nethods may be

nettvbild 206 hid cwirelest canmiirtidntioastedes a0 esf B, 1. More
serving. network 106, and wi rel ess conmuni cati on

padlgMiigy 18&.0) rBlafes b alihRial RBARdEBhAdYp Detweer?a host

relates to an initial connection setup between a '

host 10 eqnputer an SRFViaN rk. 5,43 T el s
e R e e T
. ¢communi cation failure, and a,cogn ctiondre- .

TRHPTs RREEREOH & v SAMIAERIRRHQD %ﬁﬁ&t BRd o Joppsetion re-

serving network. Such nethods may be enbodied in a
estabtipunent betogen rthe hoducomphier ndntheuzpesing nedweput Such

storage nedi um and conputer instructions stored on the
méEBBRY ety be embodied in a computer program product which includes a
computer storage medium and computer instructions stored on the computer
storage medium, where the computer instructions can be executed to perform
the methods.

In the following description of the flow diagram of FIG. 2, F1Gs. 1-2 are
referred to in combination. Host computer 108 initiates a connection to
serving network 106 by sending a tunnel request to network entry point
device 114 (step 202 of FIG. 2). Network entry point device 114 receives this
request from host computer 108 and, in response, selects one of the plurality
of tunnel servers 116 to which to direct communications with host computer

108 (step 204 of FIG. 2). In the present example, network entry point device
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15 storage nedium where the conputer instructions can

be executed to perform the nethods. In the follow ng
wale@anigpss on of the flow diagramof FIG 2, FIBEST/CA22/002012

are referred to in conbination. Host conputer 108

initiates a.connection to rving network 106 by .. :
114 Gy SelFR R A L RO <BBFHagsions
device 114 (step 202 of FIG 2). Network entry point
witle hostecomphiea i viamnehsever Hi§ueseives i osel reanprideam
108 and, in response, selects one of the plurality of
hdstionaputee 10 tisrohdh nebvedki arliryt poidt devite ¢ bhisbep 206 dOFSs.
with host conmputer 108 (step 204 of FIG 2). In the

2)pﬁ?§€%géns@@6meﬁhin HevahKelaBatidst, RO s8&¥H T8 prblidé®any
2004/ 049668 PCT/ 002/ 002012 114 particularly

S el..ser I gh j

ned G e R G ER A L D" 2 Eliihes o e
118 recei,yes this tunnel uest fr hqst conput e

coppectiogy &Géhs}wé‘t RO UL F?f{ gg‘ﬁntﬁ%\‘?? Gy 73 %%SPEJE“& e
of FIG 2). In response to receiving the tunne

autbeniwetion isipmaedssfubr ver 118 provi des any 5 necessary
aut hentication (step 207 of FIG 2) and establishes a
t unngthougbnd@etibah abdid ad dstolcingpubieglel BEst (Sngmt2O 80&)f
FIG 2) assuming the authentication is successful

stéhd HEYabs desetibhe dnak@YBordStol TYQ! Vi Nde Baiid1G! eiRSined
onputer 108, steps 202-208 described in relation to

FIG 2 are actuall erf c [ N
contsmedernly hearr AL Spplar SRR RREBRR: St
over sone peri.od of time, send a plurality of tunne
OVeE SO PETIPH 06 HY $radhfol KAl 10? 9111&4 gy fhegugh getwork
Accordi ngly, network entry point device 114 perforns
erggt grintodevice al unndtcosdinglyy netwerle endiy4 pointadewan ekl4
such that al

performs selection of a tunnel server in step 204 in a manner such that all
tunnel connections are distributed amongst all tunnel servers 116 (using, for

example, a round robin DNS or a local director). ‘Preferably, the distribution

is performed in a substantially evenly or equal manner amongst all tunnel

servers 116 that are available (using, for example, the local director). This

selection may be performed in network entry point device 114 utilizing
conventional load balancing techniques.

The tunnel connection established in step 208 is a “long live”
connection which is utilized to facilitate the communication of user
information between host computer 108 and wireless communication device

130, as well as between host computer 108 and any other wireless
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tunnel connections are distributed anongst all tunne
servers 116 (using, for 15 exanple, a round robin DNS

worooa/okweml director). Preferably, the distri be€T/0n2002802012

performed in a substantially evenly or equal manner

anongst . all, tunnel server. 6 that are_avail abl
copRIHG IR et Garsocaish g AN rpRce iy pRie? th tost
sel ection may be perforned in network entry poin .
systexn ¥R. dn4heiprasenti evgbodizenbibe Hrmel ranugciien ﬁ%#é‘?lf%ed n
techni ques. 20 The tunnel connection established in
steit 208 1268 @ohsectiot lpoirgs ht hvast compnired08 end wmirgh s¢ryer 118 for
utilized to facilitate the conmunication of user

cohRE TR Js PRetRR: 1 80 (O 4 G ET ndibrRNGD the TRIN@ 8Ad of

comruni cation device 130, as well as between host
t 0 "W :
L R L R R e B S A
B N R e

connection established in step 208 has connecti on

‘thpmight suratel serster c¥p ihe tunndingnaratoemeat Bestveampuier 1108

connecting host network 110 (an.|Pv4-addressed
in06lkv e r'kyrappirietieod reppipseidingf IPwh-sddressed datawpasketOgi.e.
(an | Pv6- addressed network). When sendi ng data packets

{yiRREP U a8 A A8 118G)SwRRIRIPRL GatidBed data
ac{é%%g‘?isé ib{éﬁr ough tunnel sérve?)svils, t he tunneling

| h i I ; Ml
P58kl rBORb SRR e, 40,08 et koA

-addresse

addressed to wireless comuni cation device 1@8) . Wi ﬁhi n
conprizder gHiSe sed tRAINE0 Pﬁ%‘i?ﬁ&t &t (R LIRS LB YEPTFEs

recei ves these data packets from host conputer 108,
“Urtverappingg| drmigcapsatating) the P wiuardvesssd dater packeig tp pepspl/ b

"unwr appi ng" or decapsul ating the | Pv4-addressed data
uRdGKehS IB-dRIeRbd Idath packets. These IPv6-addressed data packets

are subsequently sent to wireless communication device 130 through router
i26 and core subnetwork 128.

Conversely, data packets are also sent from wireless communication
device 130 to host computer 108 through tunnel server 118 over the tunnel
connection. In this case, tunnel server 118 receives IPv6-addressed data
packets (i.e. addressed to host computer 108) from wireless communication
device 130. The tunneling protocol at tunnel server 118 involves wrapping or
encapsulating these IPv6-addressed data packets within IPv4-addressed data
packets. When host computer 108 receives these data packets, the tunneling

protocol at host computer 108 involves unwrapping or decapsulating the
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underlying | Pv6-addressed data packets. These

| Pv6- addr essed data packets are subsequently sent to
woweeloesss conmuni cat i on devi ce 130 through r ouP€r/CA192/002012

126 and core subnetwork 128. Conversely, data packets

are.al so t fromwreless,co nj cat i Vi C 0
1P iR Rl e R or T B g D ik PO recigecs et
the tunnel connection. In this case, tunnel server
paghgs Pew infymationda tess amdgaying drie Ragkety aresubsequently

addressed to host conputer 108) fromw rel ess
divotadufor ciiragmw2®. the \aippeoptBie eithaiseudate|assapiqied twittothaat

tunnel server 118 involves wapping or encapsulating
adidh@se | Pv6-addressed data packets wthin

| Pv4- addressed data. packets. Wien host conputer 108

recejv . k [ I

ot PosqchbEE Bl BIROE Elrdel W) 4B oS, cAhRES o

decapsul ating the 19 WO 2004/049668 PCT/ CA2002/ 002012
PG B HireEEaON s ek kD) MoVRR otesURGBY oY b

| Maddressed data packets. User information in these
Thysdatteryesigplishing Pectvans! egraestiss éysient30§ ofdile & duntedr

storage with the appropriate end-user data associ at ed
sevel 118 hats itadoRR$s .updlafsitslsal rdaathgerbld & redleol the new

tunnel server 118 is also configured to performa

mﬁﬂ&%@iﬁe&ﬁﬂt@e}g 200 6f Lenb). (BRRlpddle {d RGN oHINGEIG K
124. Thus, after establishing the tunnel connection

tu%l.\gela%)egg rz% ﬁfvoﬁeg:‘ stgriné Iua%gﬁ{ ggﬁgers F t%%ﬁglgge%?ﬁxi‘ tlf‘8 E)nRP

e 1ts local rou ore e new
tunnel connection. (step 210 of FIG %&. he_update to
asEGAt OBt P&ﬁ?%loﬂjt’laéldéﬁss ohetisrep ok by Teaad sorver
i nvol ves storing an | P address of tunnel server 118 in
118 sdsocusas thenDRPtth baoatieesti thist ipdntedradingetebletinfdrowtion to
conmput er 108. Tunnel server
all other tunnel servers 116 and router 126. The broadcasting of updated
routing table information may be performed in response to identifying a
newly established connection, or it may be performed periodically over time,
or both. - When updated routing table information is broadcasted from tunnel
server 118 and received at other tunnel servers 116 and router 126, other
tunnel servers 116 and router 126 update their own local routing tables to
reflect the new tunnel connection.
In this way, when a communication of user information intended for
host computer 108 is received at router 126, for example, router 126 examines

its local routing table to identify that tunnel server 118 is responsible for

communications with host computer 108. Thus, router 126 routes the user
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118 al so uses the DRP to broadcast this updated

routing table information to all other tunnel servers
wal®4amdes out er 126. The broadcasti ng of updatBCT/CA2002/002012

routing table information may be performed in response

. to identifyi al e staplish onnection, o

infpimsiie iR ReE dLDat bRt i s AR ERg Aica i
Wien updated routing table information is broadcasted

to hostepmptites|108 guenthe turpel gepneckendi ved at ot her tunne
servers 116 and router 126, other tunnel servers 116
andwitiutter edi?p popaat@nrtehigon nownedtadished orsdin gteadpistate
to reflect the new tunnel connection. 20 In this way,

opBhiEBn g £ATHEIIRHIAReIRfioN &SFIC. Bf BloRBEdrRPulen I G81Eh 0
host conputer 108 is received at router 126, for

EXANDH r 058 orklafighQE 8! ekl kGinlcaioh
PP Fgeﬁé?%§%%§é?gﬁﬁﬁﬁéﬁq%ervé?h%%ghﬁggr%spons e fof
o S oo e TR e AR an ol 8
PCT/ CA2002/ 002012 information to tunnel server 118 so
setvien 18 overehe swmed connetipn(step AT Bt 8)i Tunpelisggter 118
conmput er 108 over the tunnel connection. Wth the
re@iMds YthBoh&W geiyoe atpdated inforsitadn beérethe tasiek connection
~Ssteady-state operation is now described in relation

thidhigh! Rtwork @H&B p;g&ﬂp Ubfite 198 iMinheRb@FeR 118 fadMuates noe

of “new and/ or ated user information (e.g. e-mai

e T e R S

t he tunnel caonnection (step 302 of FIG, 3)..Tu
cogupyRiFationgdeyige d3Y o¥ey &rest%é\ﬁ} prareston, ;S%%l% e°’84T PG 3),
information over the tunnel connection through
expattingrits tenhelingppiobecobiaaridep pramriatglyrraating greiaforppgion.
facilitates the 10 communi cati on of the new and/or
upd @ Reevies helentfre tiffadsivatiert ihe\Wbiutdctioa between host computer

108 and tunnel server 118 may fail or otherwise become unavailable. For
example, tunnel server 118 may be intentionally taken “off-line”, lose supply
power, exhibit a technical failure, or become excessively loaded; or the
communication channel or tunnel connection may itself be interrupted by
interference or some other disruption. Thus, a communication failure or
unavailable connection between host computer 108 and tunnel server.118 may
exist, as is illustrated in FIG. 3 at a point 350.

Host computer 108 is configured to detect such a communication
failure between it and tunnel server 118 (step 306 of FIG. 3). This detection

may be performed in any number of suitable ways. For example, after host
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conmmuni cati on device 130 over the tunnel connecti on
(step 304 of FIG 3), executing its tunneling

w@r@ioewbs and appropriately routing the inforPEl/iCan02/002012

However, there are tines when the connection between
host cqopputer 108 agnd tunnel server 118 may fai r.
compRtsr D8 Bl e TaiA Hores BEpIesctiihe ik o 106
server 118 may be intentionally taken "off-line", |ose
magu pistect powaly | 2 esdridition ainy aespareal 19 afailinge  too regpde ni
excessively | oaded; or the comrunication channel or
acknbwledigenaitest irespormy ort ssebifvirige ai fidestinapoe dJimpachable”,
interference or sone other disruption. Thus, a
“ NabliRBal1eY| 8 es@ier WIRAVATIAAD! endeageCtADanother
hﬁ%%%%eglﬁost %onputer 108 and tunnel ser@%f-llS may
20 exjst, as is j.klu | " g ¢
extpel® binsaRbr oS iR Fauin fubiinth BhRpBRx T ikl
conmuni cat i on f@ilute between it..and tunnel seryer o
to Tee@iYes PR OBFROKSF heartbeady” orhKeery i PEFPasRR{Fopk tuine
performed in any nunber of suitable ways. For exanple,
senfer &18 Whirh ar@ othapvise 0egadp espRETHEAYFR!- 002012
conmputer 108 attenpts to send data packets through
ser i R@pbRianerdetdling thé corynutiédaéion faitioh, lBost oomiptiten A08 n
response to failing to receive an acknow edgenent or
atf| @3@9 o ‘Fei[hﬁ%t BF GbidbBsR o dRnbIRL W ddnviaaGlealbe’ 106.

sage el 1verable”, or "Server Unavailabl e"

nmessage. anot her exanpl e, 0
SR R AT SR i RS
recei ve one or nore "heartbeats"” or "keep aliye"
enfyspeigbdevicp 4 (FaRed08 Adiler)- 1%%?%@%%?& Hgssthe
regularly or periodically sent. In response to
sagtel Eotdse getfhenedimatep 202 HfFAGE 2i Netveorkieadty raamfdavige 1168
attenpts to reinitiate or reestablish a connection
reWhilEs B8 MRSt RSt dffputer 108 and, in response, selects one of

10

the plurality of tunnel servers 116 to which to direct communications with
host computer 108 (step 310 of FIG. 3). In the present example, network entry
point device 114 particularly selects tunnel server 120 (not tunnel server 118
where communication is no longer possible) to which to direct
communications with host computer 108.

Thus, tunnel server 120 receives this new tunnel request from host
computer 108 through network entry point.device 114 (step 312 of FIG. 3). In
response to receiving the tunnel request, tunnel server 120 establishes a
tunnel connection with host computer 108 (step 314 of FIG. 3) after

performing a successful authentication procedure. The tunnel connection
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10 Host conputer 108 does this by sending a tunne
request through network entry point device 114 (step

wWa@4049668 G 3). In general, this step 308 useRCT/ha2002/002012

same process perforned in step 202 of FIG 2. Network
ent.ry .point devjce 114 receives this request .f.rom
esEBLEegO b AE: Sibé andons N EasiEhettirt s &R HE Grligy ke
the plurality of tunnel servers 116 to which to direct
copwmrirtioa elorssr Wformatombriwes hesk ompger 10§ ayl witgless
FIG 3). In the present exanple, network entry point
cotemimtieatioiddedrd i180)|aarwsil se betyesnt ursh eompenrtare081261 ampt
tunnel server 118 where communication is no | onger
otR@SSHikliel tomMlfibhtion CetREd asSOIARAI 6athi QRS Hpplitahiorst
conmput er 108. Thus, tunnel server 120 receives this

fromhost 20 conputer 108 through
Prﬁ%%g%ﬁ%ﬁ?isﬁ%g.ﬁ%t device 114 (step 312 of FIG 3).

In response to receiving the tunnel- request, tunne
& or oS B ot el Aot e R Ehprak B A S ot RS
conputer 108 (step 314 of FIG %bﬂ:fter perforninq a
to eetosmsthgl DBEtiRrantcandi sbngiierkdiide. Thyse tappgl sprver 120
connection 22 WD 2004/ 049668 PCT/ CA2002/ 002012
usesita DR hedpdate $tsdpcad tdutirgy @bld ongfledtvib newhynestblshed
used to facilitate the communication of user
tuhREIROARIHRR (Deh Wee Bf FICS B). CONEMS Eite iDfheabEl VbuitalgEEBle at
conmuni cati on device 130, as well as between host
nng:?élpé’etr%r %ﬂ?uﬂ%‘?vegné/to{iﬁg%ﬁ iy %Sid?eﬁ o‘?foﬂiﬁll&{gf CaVLPR20 in
evi ces associated w the application programin
host . system 102. As with each one of tu | _.servers
SHFRLPLRIG P e Rion R S o oBtp OB TR B v
DRP in front end subnetwork 124. Thus, tunnel server
1202050 weee she ORIDORPbrogdegst apdatetdsrontng table inforgatiemiteal o
reflect the newly established

 other tunnel servers 116 and router 126 (step 318 of FIG. 3). The broadcasting

of routing table information may be performed in response to identifying a
newly established connection, or it may be perfofmed periodically over time,
or both. When updated routing table information is broadcasted from tunnel
server 120 and received at other tunnel servers 116 and router 126, the other
tunnel servers 116 and router 126 update their own local routing tables to
reflect the new tunnel connection. In general, steps 312-318 of FIG. 3 use the
same processes as steps 206-212 of FIG. 2, except that steps 312-318 are shown
as being performed by tunnel server 120 rather than tunnel server 118.

In this way, when a communication of user infprmation from wireless

communication device 130 for host computer 108 is received at router 126, for
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tunnel connection (step 316 of FIG 3). The update to
the local routing table at 10 tunnel server 120

WO pawalovess st ori ng an | P address of tunnel servRCT/CA0002/02012

association with a destination | P address to host

conputer 1 Tunnel .server 20 ,al.sq uses. P t
xEPBRERLET A0St SRS 4o gL aBREE S diraiy ffabhne?
other tunnel servers 116 and router 126 (step 318 of
seiwpG12@Ys nawereppensiide sen epmmynicationg watht hest computer 108.

informati on may be perfornmed in response to
Thiug,erduitéty i 26 reut:d thewksr Fdominticphed tworheetvieori20 so that
may be perforned periodically over tinme, or both.

i ReHRE ADE ehdyorrhRdnicai! i€ th RH&T IBRipRBr 108 b¥RaHe asivep

rom t'unnel erver 120 and received at other tunne

f
.MEr.S te 2 t I . [

esGEEEGh0 SPRebRE, Phispefont PPt oS b HEp BRENR 2
, tables to reflect the new tunnel connection. .In .
pg&}as ZP? neypd/ 8 Spagd GEeTHTIR e g Tl dpration)

processes as steps 206-212 of FIG 2, except that
to grisqless3eniBugicatien shvigh 13& 8y rendiggpuichdnfasgabpn e &

server 120 rather than tunnel server 118. In this way,

tuifie Redre€ ODMUVEICHAL it@ihed Eonusetion.nTanneltsenrer 2@ raceiveetlds s
comruni cati on device 130 for host conputer 108 is

nefye Gy B %ﬁdd’t@djtﬁor;r%@ionf BVer 4Re MEnAR046RARBBR through
PCT/ CA2002/ 002012 exanple, router 126 examnes its

ocal routin abl e to.,dent] th upjpel . .8erver
ne%‘ﬁﬁﬁlﬁ Fow I?%‘s‘%o‘%’svimﬁ g“?"or ig‘élf‘rrl%(r%ms‘%%? % o%ﬂsb V\fﬁa%lﬁ%ﬁecasstthe
comput er 108. . Thus, r8 ter %26 routes _the user |
cOPRRERIARHGTH AT the tigkh en Z‘éfr yerlatedousey pfpymatipiefvireless
server 120 may conmuni cate it to host conputer 108
cooveunitdtiomaéetige 139 avet thisltiishel donuentioh, e@antng itpinnalisg
host conputer 108 may again initiate a "pushing" of
pro@oBRAH eppugsaliest ros@ig ihefinformniion (e.g. e-mail
information) to wreless conmunication device 130 by

sendiiigusHCthel RleBldMRE 4QLPQYiM Felation to FIGs. 2 and 3 are

described as being performed in connection with a single host computer 108
and tunnel server 118 /120, each ene of tunnel servers 116 is actually
configured to contemporaneously maintain other tunnel connections with
other host computers in the same manner and use, as well as perform the
DRP. Also, the methods are contemporaneously performed between other
host computers of other host systems and other tunnel servers 116 in serving
network 106.

As apparent from the description of FIGs. 1-3, the front end of the

network is advantageously configured to provide for scalability and fault
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tunnel server 120 over the tunnel connection. Tunne
server 120 receives this new and/or updated

WO pdoafosssbs on over the tunnel connection througPCI/0A2002/002012

network entry point device 114. Tunnel server 120

[ h Leati.on of the d/
o e P Y o o ATV R T e b ol RO baped

devi ce 130 over the tunnel connection, executing its
SYBifRMel i ng protocols and appropriately routing the

i nformati on. Al though the nethods described in

rel dilGort tip @8 @Hust@tiandof aarcemnimideier ishetemad0® eivhigh

performed in connection with a single host conputer

hiABghtd ntle lcdfipRdhesBlieslvadd of D se@@dNteOfcAlashbnG the
servers 116 is actually <configured to

pﬁgﬁeggﬂ%ﬁgg{mw&m@i 8 afdh @grgmsg;?#gtw&&%n o6 i0BRa”.

conputers 1nt manner ~and "USE,
as_wel.l as performthe P. _Also, .the net hods are
BRI ERERRotar 90 rresn iR drdei o otk FERPRGF B @nd at
conmputers of other host systens and other tunnel
leastr Qre swireless gomwrwrieasionn devise ki0Bosvhigls coppavwicatef nean
the description of FIGs. 1-3, the front end of the

infriematiok theougth\vesetegg aaisvorkdoaf Host @thitept@uhaerdsite in
scalability and fault 24 WO 2004/ 049668

arRiFbk CORRAM 038 Hrdugh ah P M eSmnAfidioh RSwbA, In addition,
| Pv4-to-1Pv6 address transitioning, for push-based

F [ i t.Lon of C njicat i.on
ho3 b EBRes A5 ity S e b beRe SR SR C
f.or the seco techni cal aspect of 5 present
Pl el oTG sachae o ThErartdaor shews im BTG H Detathp bost
"back end". Conmuni cation system 400 generallya
compRutet 482 hahdhe seoensuvispraent andl fanctionality as described in

relation to FIG. 1 (host computer 108).

Serving netwofk 404, which is an IPv6 communication network,
includes a host access network 412 and a core serving network 420. In
simplest form, host access network 412 includes any means for providing a
host computer with access and connectivity to serving network 404.
Preferably, host access network 412 includes a network entry point device and
tunnel servers as described above in relation to FIGs. 1-3 (network entry point
device 114 and tunnel servers 116 of FIG. 1). Core network 420, as its name
suggests, is the central core of serving network 404 which helps facilitate the

communication of user information to and from wireless communication
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| east one wireless conmuni cati on device 408 which

communi cate user information through a serving
wWoeamoude68104. Host conputer 402 may reside in PEndAR002/002012

comuni cat e through an | Pv4 comruni cati on network. In

addi tj.on, 1Q host conputer 402 comunj cate w th
a5 Al PRE 26 TRIGGHS! 2reTe) SRR R nEMTTSs

an Internet (not shown in FIG 4). Preferably, host
4lé¢onmput er 402 has the sanme environnent and

functionality as described in relation to FIG 1 '

( ho§he phualityeof Wid€pss 1Bewoiksgtldesheenkin &, 4 wlwde fwo @)

| Pv6 comruni cation network, 15 includes a host access

wiEbO rdonfhidnid¥brd AW BISEr Hérﬂglyﬁ ed V\@Eﬂéleﬁéz Ocorhfhunication
sinplest form host access network 412 includes any

ne%@ﬁ(séld@arndpa{ QI;IIl.JeﬂliS'g] &rﬁmuﬂ?c%%ioﬁ ?\ER%%?ALBW&%AE@S&E Sﬁ’n%ﬁ%g t

connectivity to serving netwo eferably,

GO TR RGO CRALERFB AP | W ieless

relation to FIGs. 1-3 (network entry point 20 device
netwarksHi$ hagrivid¢ast ema/ease sfatongflOpng a ggograpite corerags dea
420, as its nanme suggests, is the central core of
414 evithiin gviiel wivelesd 8dvivdi8mhe bqanfumddaktd With®atdistation 410.
comruni cation of user information to and fromwrel ess

SRR N WG Rlldsd MetvorV@32 A04/ B4 RE68 oRCTH 662000820 1ad a

devi ce 408 through one of a plurality of wreless
eRRIT SRR A et RGP et Gebice" i oREL
R oo MBS e SE S s s

communi cation network 432 are shown. Wrel ess network
nef@erkrédt bee able to homenumettadniormition rteleasls otleri theouph8a
roz\:err i|26e ivshich is coupled to core network 420. Similarly, wireless network
432 and serving network 404 are able to communicate information to each
other through a router 430 which is also coupled to core network 420.

In the embodiment described, wireless network 406 is an IPv6 wireless
data communication network and wireless network 432 is an IPv4 wireless
data communication network. Preferc;xbly, wireless networks 414 are packet-
switched data communication networks. For example, wireless networks 414
may be General Packet Radio Service (GPRS) networks. Although only two

wireless networks are shown in FIG. 4 for clarity and simplicity, a large

number of wireless networks exist in actual practice.
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network 406 has at | east one base station 410 and a
geogr aphi c coverage area 414 within which wreless

waolewito®6d®8 may comruni cate with base stati on BADCA2002/002012

Simlarly, wreless netmork 432 has at |east one base

i ChIR SR A dsa a0t RGBT “REaThRRe cae%lih

base statlon 434. VVreIess net wor k 406 nd servi
41y RSV e ivorkdOin Core BeReiAl and &l O REHORD 16
each other through a router 426 which is coupled to
arecaietoeiwarnkica2onfosnatibaid sachwitherlthesighat oty 4283 amd
serving network 404 are able to conmuni cate

altéﬂi‘l%ﬁ(fé"@& rhi@orE d6fuallored Retwdrkraae ahd honisgint 439 are
is also coupled to core network 420. In the

TR g R e
t 432 | I I d X
or HatBIE e BrEiEr BAryoreoP BeEe rerdE oS HH 3 é%%ge%%
swi t ched data conmuni cati on networks. For exa

whiy witeless devieoris 19 Diisxe RajisHeones AefERTk mér?i%naaw
Service (GPRS) networks. Although only two wreless

netdy todiekonagyedsb ovireléss delice 488.f or clarity and
sinplicity, a large. number of wireless networks

exi 8iG igisaChIdad AREAGH Iof felevidht \Wor 20426168 network 406
PCT/CA2002/002012 Also showmn'in FIG 4 is a honme

b f I
3R ol LR ML B0 B
of { St gy elemt el o et whith Sviie ésggdteacee% qhher

configuration, virtual home network 416 and hone agent
cotpurirage 5 W@nelq@amh@fvrks 404 iimaludiast basekstation 4 mhﬂ%@g
are outside of serving network 404 or within |IPv6
anvérin@l to®er)N & basy dad&6 corttioiier 83& it netd®rk sontsalter ®A6, and a
accessed
server 522. Server 522 may be any component or system connected within or
to network 406. For example, server 522 may be a service provider system
which provides wireless communication services to wireless device 408 and
stores data required for routing a communication signal to wireless device
408. Server 522 may also be a gateway to other hetworks, including but in no
way limited to a telephone network, a local area network, or a wide area
network, such as the Internet. Those skilled in the art to which the instant
application pertains will appreciate that although only a single server 522 is

shown in FIG. 5, a typical communication network may include further

additional network storage, processing, routing and gateway components.
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when wirel ess device 408 is outside of its hone

network and informati on needs to be conveyed to
woweeloesss devi ce 408. FIG 5 is a bl ock di agr am@€DCA2002/002012

rel evant portions of vvi rel ess network 406 10 and

ess. devi ce 4 Fl 4. Wreless network 406 |s

A sSePikaaHEle g2 Pormelh dpngje apugas R RErREnidtd

t hrough which wirel ess device 408 may _conmunij cate.
signplsgheosghrmetwerk4Q0® 3 Aestinaden isieyice é%ﬁh riwigelgss device

(including antenna tower), a base station controller
40§19n the nextetr ¢f a:pmlqebbWﬂcheﬁiZéhmmudicatiom eetreork5a%h as a

Server 522 may be any conponent or system connected

GPHY Bdded Hetkork, QeRREMOEdOtANRY 5O im @3¢ ATHMrEhind QF We4ticaler
be a service provider system which provides

may
V. 8
adwrea? oE B SHERALE Tl e BEVIL SR8 shfe JC%%E%% piita
Sj to wirel ess device 408 Ser
deyicg, QFQH&K'/ ORS OLRIRET IHEERAF RYChes P @Vf@ d eﬁgwaa
limted to a tel ephone network; a local area netvvork
a e gtatioddsugheas bave mtioer £10) servinga NEREOTKGYETREE. AITh B e
skilled in the art to which the instant application
whié thei wiseleds| devivefis eatrattly lobeted.al t hough only a single
server 522 is shown in FIG 5, a typical

CONBYY G@atib10eiPK £Bdcihted! derollby BIgpropddi irerad
net wor k storage, processing, routing and gat eway

~SEBRTECEIn L 500 RSP SRR g e
,_communi cation signals thr ou h net work &&?
clbst Bagk pBHoR A0 cleansimiE, ¢ @flegsﬂ § &R an%o%ﬁ)@ﬂ.ve&i n

the context of a packet-sw tched conmuni cation
commwnicdtionsaigtnla rom wieRSs avices withiwitk celh #ianhelantenna.
controller 520 nust deternmine a location or 5 address

Baé stdtord@s) i mabially peifednes Sudeviupetiard as ombaulasiok etrsd
for the wirel ess

possibly encoding and/or encryption of signals to be transmitted to the

obe

mobile device in accordance with particular, usually predetermined,
communication protocols and parameters, under the control of base station
controller 518. Base station 410 similarly demodulates and possibly decodes
and decrypts, if necessary, any communication signals received from wireless
device 408 within its cell. Communication protocols and parameters may
vary between different networks. For example, one network may employ a
different modulation scheme and operate at different frequencies than other

networks.
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devi ce through one or nore routers or sw tches (not

shown) and eventually to a base station (such as base
wGet@iiogmsesl10) serving a network coverage area POT/Cai02402012

the wireless device is currently |ocated. Base station

410_and t ed troll 8 I

1o PP Eb ar D5 oo ﬁf;'%sé?eﬂa?a o b pel

commonly referred to as a " ". Base statlon 410
witeless seiwerkaornineluda ht@rdrgd@ﬂfaqegsrteédaﬁéwﬁ'éébiS\?é@’ed ya

communi cation signals fromwrel ess devices within its
digtieket basa sthigorandomtrvdler BAs cbase astation 4410 reodndtangceiver,
performs such functions as nodul ation and possibly

de?&ﬁﬁﬁ%%?oﬁﬂﬁé QlesiHE by&h %R}t[)@ﬁsesdfg{é@s’vﬁrll €wWeage. All base

rans ted to the 15 nobile device in accordance w th

artlc
R i &%L%ssﬁ TR S B Pt SO HINGR llches
station con IIer Bas tation 410 ml arl
and aitn @obshor gqiéﬁ;ﬁme trlg netyragk ag%ﬁrélﬁﬁr% ohjy dne
necessary, any connunlcatlon signal s received from
of wihig mshownanide. 40§imilarty, ms idescriber|abovy iraeleesdratyark
protocol s and paraneters may 20- vary between

406 nfdyei eihclnet wyslisalityof seexasplZ indudingddomedakmptaytorage,
enploy a different nodul ati on schene and operate at

roid Saégsﬁgsﬂag%vag bhgjonehdier  networks. 28 WO
2004/ 049668 PCTFCA20 2/0 2012 Those skilled in the

art,er}qn]é hﬁg reﬂy %tr?a b gwor 7 % egf‘h%x%ﬁ{"fé Jl%fteq}le fixed

of which is served by a istinct base stati

poztions: of thernefwegrk, blaéﬁ*déft%%‘% OFRIEEE Vel AP HHECe ge%?r station
dependi ng upon the desired overall expanse of netmcrk

contvlierageetwairk shiarees, Bindt servays conmactest faethe neftvayks elhose
stations may be connected by multiple swtches

skilled in the art will appreciate that a wireless network may be connected to

other systems, possibly including other networks, not explicitly shown in FIG.
5. Such a wireless network will normally be transmitting at the very least
some sort of paging and system information on an ongoing basis, even if there
is no actual packct data exchanged. Although the wireless network consists
of many parts, these parts all work together to result in a certain behavior at
the wireless link.

Wireless communication device 408 preferably has a display 508, a
keyboard 510, an possibly one or more auxiliary user interfaces (UI) 512, each
of which are coupled to a controller 506, which in turn is connected to a

modem 504 and an antenna 502. Wireless device 408 sends communication
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and routers (not shown), controlled by nultiple
network controllers, only one of which is shown in

WO Bo&E04%68 Si mi | arly, as descri bed above, w rel BEGECA2002/002012

network 406 may al so include a plurality of servers
522. .1ncludi ng for exanple storage out i.ng,

SIBfiEls 42 81 Jeves F2rutAT R BRBE Srorgh Hielest negwodk 46
"W reless network” is used herein to denote the fixed
oprWirglass Ltk 4levip antpeng 507 nRadigimerlemir 504 nerdemns amstions
anplifiers, base station controllers, network
sigéglavert®, #mgeseolvebssecontrtioned4tly tineludatgrorfsr Exasele
skilled in the art will appreciate that a wirel ess

ndeliulriol / AeyioBElaGieANEe Gindd tSossBIIET efdbEiRsRlecBRBS! Plahd
i ncl udi ng ot her networks, not explicitly shown 'rn FIG

: N i I e
ety pior el H SR NehI faith thardEATY Y4 Ry perform
and stem inforation on .an ongoi basis, even if
cfiiip BISHER i adiian P bt PoLeE FEORRRG LY Bass g
the wirel ess network consists of many parts, these
Where sheainfogppation Byetaearmericatiosysignalnotapacket & eonfidential
behavior at the wireless link. 20 Wreless

and nanube datrypteddendy e aAdBtipatdrerrabily deaive afodiesphnple, BAR,
a keyboard 510, an possibly one or nore auxiliary

stdE6Hi 4104y hat&fr{yh d reedided BaGRt whlchMOhEdInPinfornPHRh e at

to a controller 6, which in turn is connected to a
oW el devi cg 408

NEBEARARY A AL E 08 B BB 5e0Beue

PCT/ CA2002/ 00201 jgnals to and recejves
e%%mﬁsﬂi‘%ng%?%i Etn%{ﬁtg% PRRAGEM Wﬁ%ﬁeé@%ﬁwﬁ leriyibgt the

over wireless link 412 via antenna 502. Radi o modem
raii medetroyih be adeptedris thepaiticalar wireldse setwérkbarseetworks

station 410, including for exanple nodul ation/
inthehizH tthatvirelesadelvipo4ts ib intedwiodiopgiatelecodi ng and

In most modern communication devices, controller 506 will be

embodied as a central processing unit or CPU running operating system
software which is stored in a mobile device memory component (not shown).
Controller 506 will normally control overall operation of the wireless device
408, whereas signal processing operations associated with communication
functions are typically performed in the modem 504. Controller 506 interfaces
with device display 508 to display received information, stored information,
user inputs and the like. Keyboard 510, which may be a telephone type
keypad or full alphanumeric keyboard, possibly with auxiliary input

components, is normally provided on wireless devices for entering data for
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5 encryption/decryption. It is also contenplated that
nmodem 504 may perform certain functions in addition
wo eoolemes t hat are performed by base stati on 4ROT/CA2002/002012
Where the information in a conmunication signal or
acket,,is caonfidential and can be decrypted_onl t a
stoffe o VO RS Ao ton P oo Bieg vy ielesy,
410 may not encr¥pt a received. packet which contains
deyige & tha nefwarkaa telephone reeher fe dRiassas rall Brey therwigeless
whereas the radi o nodem may decrypt such encrypted
deviné,cronehamds. tol e aelcliteleorafhearizelesst devtidey evd Possiblydother
the art that the radio nodemw || be adapted to the
or BfckéritWsad inplukse! €ss network or networks in which the
wirel ess device 408 is intended to operate. In nost
ggdgﬁ 6&&@%%0%&81%%‘19 Vi6@8 is GRRY r&kéﬁ"mﬁ?&%&é &%

led as a centra processing unit

wiSER RS BN System, SaL uere whLoh Lo, oL orad 1

_Controller 506 will normally control overall operation

single pRid Gidhe pe $isdefaveaemuniationserisas asielnlir tplepbersiang
operations associated with conmmuni cation functions

mudtipletfupeib@al cgmpemniaation deviae ttith diatel @nd 5@dce Comhoichtion
506 interfaces 20 wi th device display 508 to display

capfieiese hri @i@ﬁ%a,t l20Berssh&ll BftitaDf@5iBRh QPDA)USRIbIBGE S
and the |ike. Keyboard 510, which may be a tel ephone

3 oA B, b TNt B,

auxi Yy Provi
on,mﬁrgless devi ces I entering.data f

f.0 or .30 WO -

mAOEB RS PERPEROI 0B 1PTILTRE P R LR PGP RS s

device, information for transm ssion fromthe wireless
componends tipcludingnettnor ko waytlinisgrhtma campier eroothemdeviee

call fromthe wireless device, commands to be
comneetudt toth wirelebeniidesl. daghelanietss davide plagk idid gramt JfEHIG.
5, for example, modem 504 and antenna 502 may be implemented as a radio
modem unit that may be inserted into a port on a laptop computer, which
would include display 508, keyboard 510, possibly one or more auxiliary Uls
512, and controller 506 embodied as the computer's CPU. It is also
contemplated that a computer or other equipment not normally capable of
wireless communications may be adapted to connect to and effectively
assume control of the radio modem 504 and antenna 502 of a single-unit
device such as one of those described above. Although only a single device

408 is shown in FIG. 5, it will be obvious to those skilled in the art to which

this application pertains that many devices, including different types of
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worimloeecHMTuni cat i on devi ce.

or different user inputs. 5 Thus, the term"w rel ess
device" is used herein in reference to a wreless

consist of a single unit, such as a data

conmuni ¢ t|o devi ce, | ul ar el ephone
AP BrE BB S ShoR G i PoRiralsSt SERReriFRgp aetrRrk
voi ce conmuni cation capabilities for exanple, a
atp@ydBR@al digital assistant (PDA) enabled for 10
Wi rel ess communi cation, or a conputer incorporating an
i nt &lGal 6 andl@myre oty drgyenawhihcrbased na desapibe anmeiliod
unit, conprising a plurality of separate conponents,

of ﬁ@ﬂlﬂbﬁihfggcdiﬂﬁmh&aﬂgn WA Yisbi THFG@Ghtid BetGRBR Wl Kdst %r@h?&r
device connected to a wreless nDden1 In the wirél ess

| G2y f r
%S} "ég%?éﬁ%%%%%" Slepi; gl e EAREPM A oBl i
n1un|t th be |n erted.i ort on.a .
Foes s, Elize et Pt e Bg03 Gesrving
keyboard 510, p035|bly one or nore auxiliary Us 512,
nefw@rk Mdr antewinirss cepvairigation desice #SUPEFIS. dPUMepre
is also contenplated that a conputer or other
patigularipnt Fiabt 6naeladds! to capablitialofsetu r @ esstablishment of
communi cati ons may be adapted to connect to and

cSthi@RicaMh Ybetleds SUNBrellf tdofmBhichiiéh 'R mﬁmé%g

and antenna 502 of a single-unit device such as one

f b b
ne vt %g ggﬁg@&f W %te% 93/ %{3_.? éo%gugl?at?o yofbessel(li Bg‘xlf%raréatlton

those skjlled in th rt to,which hi s appl tion
bejwiepn s L?ﬂe??"l?éﬁ fhessTving petyeRTig ichth tbﬂ s PRpds

of 31 WD 2004/ 049668 PCT/ CA2002/ 002012 devi ces, may
erpbodied iiv @ compuprr rabgranviprodiuat whighrintledes & compuier storape
network at any tine.
medium and computer instructions stored on the computer storage medium,
where the computer instructions can be executed to perform the methods.
In the following description of the flow diagram of FIG. 6, FIGs. 4 and
6 are referred to in combination. The method begins with wireless device 408
operating within and through IPv6 wireless network 406 of FIG. 4. Since
wireless device 408 is mobile, however, it is eventually moved to a different
location outside coverage area 414 of IPv6 wireless network 406. Wireless
device 408 scans all compatible and available wireless networks within which
to operate in its new location. Eventually, wireless device 408 determines that

it should operate within coverage area 436 of IPv4 wireless network 432 and

maintain communications with base station 434. Thus, wireless device 408

.32
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FIG. 6 and 7 are flow diagrans which are used to
describe a nethod of facilitating conmunication of

was@d/ougsbor mat i on between a host conputer 5 apdI/@A2002/002012

wi rel ess comruni cati on device through a serving
. hetwork. Such net hod be utiljzed in copnecti.on
it TP e R o A5F o ke s RRORR S HIC )

w rel ess communi cati on device 408 of FIG 4. More

- Wiraless davige 1408 asacdeigets dhatt #shasoswiitctiedi to Hiis $Rvdipritpless

establ i shnent of communi cati on between a wrel ess
networku(stanb04Hn Wenelese danide 408 emasi detedtOthietivaigl; byasignals
_FI G 7 r_eI ates to the comuni cati on of user _
avh516 IREHOR reR8 Na&DrE, H6r é}@%{pw,qngp gl_E\%Ee 809 dAGnARE W9 |
e

network. Such nmethods nmay be odied in“a computer
it REOQHHEP EPOQH&Beli/\@o de’rn%ﬂgl'? o r%ug Echesrt 268 %r, the
nmedi um and conptter i nstructions s ored on the

conmput er storage nedi u wher e .t he comnput er L
devicst FRfE EGHES By By ERPNeEHREF 18r APteHBMAe YR is

15 In the follow ng description of the flow di agram of
suppated, FIGs. 4 and 6 are referred to in conbination.:

The nmet hod begins with wirel ess device 408 operating

W t Wheraneirdlbgsodegficd ROS anitdre| 1058 Wity hedO&kod3 X 11Gv4
4. Since wreless device 408 is nobile, however, it

wirSle@VeMveak Wy 5RNed agsq%gng Iof tta_ﬁl{p%%ry Ll %HE&%% g&we@&s

coverage area 414 of 1Pv6 w reless networ

W rel-ess~20 devi 408 scans_all. conpat j;bl e and
aeflkUB ORCL AEEREE (RFGET BVicin RATRAL I Eaiofory Jpus
inits new |ocation. Eventually, wreless device 408
addaess hrame [Ty Wieless ROk (A TGIEB ALt FICE GrerhgdP v

area 436 of IPv4 wirel ess network 432 and nmaintain
addoeayiasbigntrieoh snayi behpérdarenest asingnfod @amplen s, Dynangk ddest

device 408 32 WD 2004/ 049668 PCT/ CA2002/ 002012
Corfighedtion PRytbcoll (HEPS seeienor BEEI2 if ar welMABWinC pdt6ds

(step 602 of FIG 6).

which uses a defined pool of IP addresses (ie. a “scope”) which are
temporarily assigned or “leased” to clients. Addresses are leased for limited
periods of time such that an IP address that is not used lease duration is put
baék into the unallocated pool. Not only are IP addresses handed out, but all
related configuration settings like the subnet mask, default router, DNS
server, that are required to make TCP/IP work correctly.

Wireless device 408 then transmits a request for a temporary IPv6
address through TPv4 wireless network 432 (step 608 of FIG. 6). This request

is delivered to router 430 of serving network 404 which handles the request.

In response, router 430 identifies or determines a temporary IPv6 address to
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Wrel ess device 408 al so detects that it has sw tched

to this IPv4 wireless network (step 604). Wreless
walewuoecd®8 nmay detect this change by signal s PCT/CA2002/002012

avai lable in the wirel ess network, for exanple, the

devi ce y determ.ne that 5 roa t 0, anot her
asgigHip anere espyslenice é%f 9 %ﬁi@h@ iﬁmﬁrr‘%@ pendsipgresponse
devi ce can request IPV6 and | Pv4 connectivity to
mesage o wirelehs déviresd08swipiph inadudes\thismewily ességreddemipoeary
408 enters I Pv4 wireless network 432, I1Pv4 wreless
IPREavAardss &3 62ast HIQ. @ssi gning a tenporary | Pv4 address
to wireless 10 device 408. Once assigned, wrel ess

devi r t r h
IR R H s

Ae‘g\ﬁl‘?‘?pfogd%éf% s?]a 7 grl}@gnbasg ¥ guT at arfo&ﬁ%? oc%ﬁdf%gﬁ)

server.. is a well-kngwn protocol whjich uses a
wiekest, éavxs%éPS fM@qs %?aa?@ééger%tere%oad@t@%ﬁé  IRRPORRLY

are 15 tenporarily assigned or "leased" to clients.
IP&d cardelresssbia embleddmgathe demipordry el v4 peldiresd swithint additienah

that an | P address that is not used | ease duration is

IRt ddBas knfofthtidh ETHRAMHGA: ReéhTRQly. IPNe hd @ftky fR veirdlEss
addresses handed out, but all 'related configuration

SRSl MRS BREL P oo R
tl 20, Wr el d 408 th t
- oqSte PisteabermuRary THess Hdrid 5‘%%%{5‘% o %vrz-slte
wi rel ess network 432 (step 608

Amtapate: Tuivel doiweal Frejorch A T ABDSGrdekh sachdonsiine ik

404 which handl es the request. In response, router
ted§rayelPvb faiddsess in debedanica egthalSATHIdr Beferdingy ® Bldd Bete

to 33 WO 2004/ 049668 PCT/ CA2002/ 002012
format of a temporary IPv6 address 802 using the ISATAP is shown. The
format of temporary IPv6 address 802 includes a prefix data field 804, a suffix
data field 808, and another data field 806. Suffix data field 808 is for an IPv4
address, which in this embodiment is the temporary IPv4 address previously.
assigned to wireless device 408 through IPv4 wireless network 432.

In general, ISATAP provides for the connection of IPv6 hosts and
Q

routers within IPv4 sites. More specifically, ISATAP provides a transition
mechanism for enabling an incremental deployment of IPv6 by treating an
IPv4 site's IPv4 infrastructure as a Non-Broadcast Multiple Access (NBMA)

link layer. As described, ISATAP mechanisms use an IPv6 interface identifier

format that embeds an IPv4 address (and tunneling an IPv6 payload in an
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assign to wirel ess device 408 (step 610 of FIG 6).
Rout er 430 sends a response nessage to wireless

waleawuoe6d®8 which includes this newy assi gnedPCT/CA2002/002012

tenporary I Pv6 address (step 612 of FIG 6).

Prefe ly, royter 430 id AN r._ determines a .
Py ek, Hippatls aamast Rb iied sl yBe vt g sie

based on the tenporary |Pv4 address of wreless
whisherc thatobte wss eglpbalby-assigaefyor povater Fydoadlresseni ndse a

tenporary |Pv6 address by enbedding the tenporary
ddcRurdnadiiidssxplaihdrile @dthicol onddtail isPhe ISATAESaternet-Draft,

i nformati on. Thus, the new tenporary |Pv6 address for

dribili &k 83 BandRMIap44Q8 oPF ef@iisik, Y8 PgYilbbe. t enporary | Pv4
address enbedded within it.” 10 More preferably, router

430 [ i n._agco ne. ' ra-Site .

aut SAREHEE Fhck dp "B R S0 FRg e e Y Y devign %84

and igenti ies, a tenporary.|Pv6 address in ccord%pge
regiyes tSATKE, asRePer fSTIgOREY Hive adgress from FitRRt20dpteR 01

tenporary | Pv6 address 802 using the | SATAP i s shown.
of Fife. 6)f dvfteareasivingitpoiraleys dexia: 49%@?@@%& BE@ssaga &P ngely the

prefix data field 804, a suffix 15 data field 808, and
nednoilef itstadva ténsdraryBIPe 6 a8dfdss XstelabBe ¢fi RGA6)3 (Mthis mebsage

an | Pv4 address, which in this enbodinent is the
mh P BP VAL ¥ refR¥Adadds Qs’%hﬁfiﬁ% atey (BUR Sk ed The Bindin

Wi rel ess device 408 throug Pv4 wirel ess network 43%.

I eneral , . | SATAP provi. far npect | 6
OGP G posteruofpt iR dhe hBSRBEHLRecivel

specifically, | SATAP provides transitio 0 )
hapee RgeRts i o %’ﬁealé’%geﬁg 453, stores %ﬁ%rapora@b ﬁlsvﬁeﬂérea? in

| Pv6 by treating an IPv4 site's IPv4 infrastructure as
assodigivnBvghdbe permarient PP abdresssof(Wigtheys deviieekd08gtep.618s

descri bed, | SATAP nechani snms use an | Pv6 interface
of IFIENé)L fTihek, the esmBdratnEveekidess ofwileR¢d devids 4GFbdcamnds a

tunneling an I Pv6 payload in an 34

Care-Of Address (COA) of the device at home agent 418.

The method continues using the flow diagram of FIG. 7, where the
description makes reference to FIGs. 4 and 7 in combination. The method
continues where a communicating device, such as host computer 402, has
particular information (e.g. .e-mail information) to be pushed to wireless
device 408. With its connection to serving network 404 already established,
host computer 408 sends data packets addressed to the permanent IPvé
address of wireless device 408 (step 702 of FIG. 7). The data packets
addressed to the permanent IPv6 address of wireless device 408 are

intercepted and received at home agent 418 in virtual home network 416 (step
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WD 2004/ 049668 PCT/ CA2002/ 002012 | Pv4 packet); this
enabl es automatic I Pv6-in-1Pv4 tunneling within a

W@ 2a0a/04966het her that site uses gl obal | y-assi gnedr/on2002/002012
private | Pv4 addresses. One docunent which explains

76411 Sffﬁ@%f Cﬁ'om{e”ag%rgtt SE} gte%%drtﬁgs%f. Sé%él' Pta:jg]a} %r netﬁtlh thel(féare-
Céprll &ﬁ Referrlng back to the fIOM/dlagran1of
gddgess \(FP4etsterddVs ©& Higs V) r whighyissin Hais rmgplligation the
assigned tenporary | Pv6 address fromrouter 426 (step
tegnporagyf Ivb@ddeyss ganeratedrfeariwirelessi deviaeid08 lopemticig\h Tlov4
408 sends a nessage to notify the network of its new

Wi ity otlPu82 adtfi@s sthe Sd29 atRet9fark! foad @esselNindth the
nessage may be what is referred to as a "Binding

t Iﬁ%@d&@@ﬂ%ﬁue@? dBhipd! 45% ﬁg gQRfj gﬁtﬁ fo'i[eciseivgryat

sent t’hrough virt hone net and receive

ent 8. Home ‘Agent 418 stores the tenporary
VW¥M§S§%H$%§ "in association wth the permanent |Pv6
address of wrel ess device 408 éste 618 of FIG 6).
ThusRouige43hreseivay the daie padgteaddisssed todhe sempenairy 8v6
408 becones a Care-O Address (COA) of the device at
afdirees Gtpprf084EFIG1D. Ruertered30athcamnldtenibesdidata patkeas iiw
diagramof FIG 7, where the description nmakes

tHeetepiRIG8 110/4Fd Bresst 0P MBrelesh e RIEDAORAS 4@ bus] §ss o

contlnues where a communi cating device, suc ost
4
FARYAc RS 900 BACLAEHTo EPLAT H00,  TR

4%%&8? hﬁﬁ%é’?%%%ﬁ%%& 5%@%%%%‘&”3%51“” Vaarlpmaebrerk

addressed to the ggrnanent_vaG address of wrel ess
3o (stere 7408  Praferpblyp shisfsten ¢ peyformed inlaiceordandeetsth the
addressed to the permanent |Pv6 address of wirel ess
ISAeFAR e TAOBviadless devicer4i8peeadveantie rdaee puedtaiddresiedagant
418 in virtual honme network 416 (step
temporary IPv4 address and processes the information (e.g. the e-mail
information) contained therein.

When wireless device 408 leaves IPv4 wireless network 432 and returns
to IPv6 wireless network 406, for example, no longer needed are the
temporary IPv4 address, the temporary IPv6 address, and Care-Of-
Addressing. In IPv6 wireless network 406, wireless device 408 typically
receives data packets addressed directly with its permanent IPv6 address.

Router 426 (which facilitates communication between serving network 404

and IPv6 wireless network 406) performs conventional routing functions, and
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w@2a00a/0@&66Addr ess ( COA)

35 WD 2004/ 049668 PCT/ CA2002/ 002012 704 of FIG 7).
Honme agent 418 readdresses these data packets with the

in this application the tenporary |IPv6 address

enerated fromw re|] ess, _device 408 operating in |Pv:
a5 et fof GRS 5% "SRR R R R i af Drdghgt With

readdressed with the 5 tenporary | Pv6 address of :
IS{4IAd) ess devi ce 408 and sent out for delivery to

wi rel ess device 408. Router 430 receives the data

pac ket sppagines sted “back hendt’ewp oseaving | Revorkddfse ssrofsleep

708 of FIG 7). Router 430 encapsul ates these data

adRARKSES W A TPRLd-BAROIAYiHORY naBdhRes OFTHA helesise’
devi Ce 408 previously assigned to 10 wirel ess device

4 g i ¢ el r { st 710. F .
e bR Il b2 ERRIGREN OB tolirbl By Kuhechiiusf
through | Py4 wirel es etwork 432 (step 710). .
cOPRPERALI TARGT: o T BRts Br e ERabARS Na
the |SATAP.. The wirel ess device 408 receives the data
Broaddest Muldighe Sxaseisst NBMS) tashpiguas, ythePwirelgsd rlids ismpt
processes the information (e.g. the e-mail 15
ovierthatdemdd with overiteat he dedoheneddte fONBN4-to-TBIEtBEN sk, Ce
408 | eaves | Pv4 wirel ess network 432 and returns to

| PV @il e HRS oREEND r(#xc;@@e? 0l 18X ARk end NPIELAAB  of the
needed are the tenporary |Pv4 address, the tenporary

| Rv [ nd re- - Addressing. hn
seyife pERES R ess R babRI R e LELTRIL B BB e Ao
recei ves data packets addressed directly with its
bransEtpRRA N SERIEME ddp b oysh doEmation 3 WiReEsh caeTUniqaEPR s
comuni cati on between serving network 404 and | Pv6
daemices] ess network 406) perforns conventional routing
functions, and

It is to be understood that the above is merely a description of
preferred embodiments of the invention and that various changes, alterations,
and variations may be made without departing from the true spirit and scope
of the invention as set for in the appended claims. None of the terms or
phrases in the specification and claims has been given any special particular
meaning different from the plain language meaning to those skilled in the art,
and therefore the specification is not to be used to define terms in an unduly

narrow sense.
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encapsul ate data packets or operate in accordance with
WO TAP66As apparent, the "back end" of servi nECTYEAMIZH02012
404 provi des advantages as an |Pv4-to-1Pv6 transition
mechani sm The inventive 5 methodol ogi es may be
enpl oyed in connection with existing network
conponents and nethods. In the preferred
Isedmedtifon usi ng Non- Broadcast Miltiple Access
(NBMA) techniques, the wireless link is not
Cong¥viBur dened with overhead to accommodate for
| Pv4-to-1Pv6 transition. Finally, the front end (FlGs.
1-3)1.and A hethal ot enslithfihéR. cobnBhnRbtiéd@f ndék ﬁ\%r‘ﬁ‘\d?ﬁm

netmork together provide a superior solution for

5 bét@éﬁ . or s tn.?;g.gc&te ARd .at r1 o‘illeq/oirglgsé 9?1'3&%? 101;1 c{aetvme

o wre ss conmuni cati on
‘ .S t be un erstood that the above is nerely a
“HEB%??%B?B%:%W preferred embodi nents of.the invention
and that various changes, alterations, 15 and
var itaediving by thaneleeveni 1 Hownel deguaast ifvegn far kovst chmputare
spirit and scope of the invention as set for in the
thappgngdadwadriensy potieledfcef he ternms or phrases in the
specification and clains has been given any speci al

par tdstlighing MBaRhALoHhédRh 8k tHBst U@mﬁh@r fin k@geﬂé)egt%
nmeaning to those skilled in the art, d therefore

ation is not to be used to define terns in
10 thaeﬁsun‘*g?%/ 0 narrow sense. 37 WD 2004/ 049668
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Oézatmg a local routing table to reflect the newly established tunnel

connection;
broadcasting updated routing table information which reflects the
newly established tunnel connection; and |
15 facilitating a communication of user information between the host
computer and a wireless communication device through the tunnel

connection.
2. The method of claim 1, wherein the tunnel server is coupled

20  within an IPv6 communication network and receives communications from

the host computer through an IPv4 communication network.
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What is clained is: CLAIMS 1. A nethod of
facilitating a communi cati on of user information 5

wheimoersea host conputer and at | east one wi r ePEFEA2002/002012
conmuni cati on device conprising the acts of:

receivin at t.unpel .server, a.tupnel .request, f.r a
host" con‘gh‘? e‘i“e&‘f’ﬂr 859“#“51 Het WBFHe % ?ya%o?ﬂ#acdféﬁn&g?l
establ i shing a tunnel connection wth the_ host, .

copunpication f rwsepomdermagion] gompsesy gl (afpymetion being
updating a local routing table to reflect the newy

pushediftans tieel hbstnreehputeotinget atdeast imeadirelstd egnupdiraddn
routing table information which reflects the newy

d&sdeabl i shed tunnel connection; and 15 facilitating a
comuni cation of user information between the host

5 conputer and a w rel ess comruni cati on devi ce through

the tunnel connection. 2. The nethod of claim1,

wher ei n e tupnel .server i.s coupl,ed 20 w.thin an..

v comnmaRPO! Bt kAt bHEEE TR RTRRr TS

from the host conputer through an | Pv4 conmmunication
usedt worierfaaming the0agte 406 6pdpaTs Gheobrabaonting tableTpad

met hod of claim11, wherein the act of facilitating a
brogdidadting did wpdaéd taeingitafle infatmatorconpri ses e- mai |

i nformati on being pushed fromthe host conputer to

the at | east one wireless comunication

10 5. The method of claim 1, wherein a dynamic routing protocol
based on an Open Shortest Path First (OSPF) standard is used in performing
the acts of updating the local routing table and broadcasting the updated

routing table information.

15 6. The method of claim 1, wherein the act of facilitating a
communication of user information comprises providing for secure
communications over the tunnel connection based on a virtual private

network (VPN) standard.

20 7. The method of claim 1, wherein the act of facilitating a
communication of user information comprises providing for secure
communications over the tunnel connection based on a Secure Shell (SSH)

standard.
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device. 5 4. The nethod of claim1, wherein a dynamc
routing protocol is wused in performng the acts of

waip@anigses t he | ocal routing table and broadcarti/og2doRe02012

updated routing table information. 10 5. The nethod of
claim1, wherein a dynam c routing protocol based on
an Qpen Shortest Path Fi rst (OSPF) standard is used in
perform ng_ the acts of dati ng the local routing
t abl e8and Bhomethast ofidpirhle funthiertcothprising thagctsalfl e
i nformati on. 15 6. The nmet hod of claim1, wherein the

act ofedetning atreew fghreel repRLbdahe GdsDiorS@er, after the host
i nformati on conprises providing for secure

CORIPHIECRIE RS cOMBIurkidd@ioh YA ¢l HAnRARN 2
vi rtual prlvatg neutwor0 (VI Hﬁl)gvg?gﬂ?l%ard 20 7. qs)I' e

nmet hod of claim 1, wherein the act of facilitating a

comuni cation , of user information conprises

provi ding for ure conmuni i ons_over the tunnel
Agaggd i

conne€t i onfdg Sh Pystupg grpaibpépnmation from ey plrendityj of ygt
WO 2004/ 049668 PCT/ CA2002/ 002012 8. The met hod of
cloripwtars @ phwality orfprirelessgcarmmuataionfdevices epmpriging the
new tunnel request fromthe host conputer, after the
hgtof: conput er detects a conmmunication failure with
the tunnel connection. 5 9. A nethod of pushing e-mail
i nf or pR&Yi@hel OB ARInKaBbh { ¥etRforkORhich includes a front end
subnetwork and a core network, the front end subnetwork including a
plurality of tunnel servers coupled to a network entry point device and a
router coupled to the core network;

receiving, at the network entry point device, a plurality of tunnel
requests from the host computers;

distributively sending, by the network entry point device, the plurality
of tunnel requests to the tunnel servers;

establishing, by the tunnel servers, a plurality of tunnel connections
with the host computers in response to the tunnel requests;

performing, by each tunnel server and the router, a dynamic routing
protocol (DRP);

updating, by each tunnel server according to the DRP, a local routing

table to reflect newly established tunnel connections;
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conputers to a plurality of wireless comrunication
devi ces conprising the acts of: providing a

wa@ ormsgeesmt i on net wor k which i ncludes a front POTHCA1©2/002012
subnetwork and a core network, the front end
subnef work i.ncl udi ng a lLurality of.tunn /€r s
coupl é@aflﬁasgnﬁe Magh é}’ﬁ”?‘i; o Tt E}/C&‘é’i?lﬂ% t%ﬁfae W Jthdgted
coupled to the core network; receiving, at the network
spiting ableinfaraition whiclyreflegisineywlp pstablishefl tupeed gernestions
fromthe host conputers; 15 distributively sending, by
tthethee tiarek s@némsyngahatoudayawe, the plurality of
tunnel requests to the tunnel servers; establishing,

by t hgycliained tﬁ@rﬁﬁﬂﬁm% BofPlehaill | fn¥orefatiornBetween the host
connections “with the host conputers I n response to

5 S5obi9Cl] SPS3 yr RORSII s DR ANBE v

updathng, by each tunnel server according to the DRP,
SONRRCAPT$-outing table to reflect newy established
tunnel connections; 40 WO 2004/ 049668

PCT/ CA2002/ 002012 broadcasting, by each tunnel server
according to the DRP, updated routing table

i nfor o®t | oMhevhetHodr & fclaémtos finevdryorptriagt shed t unnel
connections to other tunnel servers and the router;

and f achlvitAthnehd RERIR NG Pbine-dfRice, h MW FBAdDFequest
between the host 5 conputers and the wirel ess
10 CfPonnTirlJo%ie %?ttf;leo ﬂosdcec\cl)imcp% er‘é I%l?lglg trlag Bgte&‘éﬁ %eéomﬁgﬂﬂgﬁ$ﬂ Pitire
with one of the tunnel servers;
selecting and directing, by the network entry point device, the new
tunnel request to a new one of the tunnel servers;
éstablishing, by the newly selected tunnel server, a new tunnel
15 connection with the host computer; and
performing, by the newly selected tunnel server, the DRP for updating

the local routing table and for broadcasting updated routing table

information.

20 11. A communication network for facilitating communications
between a plurality of host computers and a plurality of wireless
communication devices, the communication network comprising:

a network entry point device;
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10. The nmethod of claim9, further conprising:
recei ving, by the network entry point device, a new

whi ch has detected a communication failure wth one

of the tunnel rvers: selecting and directing, by the
IHra{iﬁ% Oé%nﬁlF SELYAT

net wor ik en %e, the new tunnel request to
a new one of the tunnel servers; establishing, b%/ t he
new y the eyl entiyRginkdevies being apgrativa e direqisa plurality of
connection with the host conputer; and perform ng, by
t fuanelerelyesie froot e glunalityedf beat wemputdre tORR pluralitpddttivgel
the local routing table and for broadcasti ng updated

rRudrith 4 abBbutbdbbAesi on. 20 11. A conmuni cati on
network for facilitating comruni cati ons bétween a

plur alehEHhﬂﬁeh&?{zer%[%ﬁ&%étim e@’{aﬁiiéﬁ Ad Iﬁéﬂ?ﬁg .2 O%Iurality

Wi rel ess comuni cati Vi ces, e communi ca

net wor k. conpr j.si ng:, network entry point device;, 41
b B85 SATBEEORCT A EAB OB £OBAE2 Inyrehperss) Py (rngl reduests
tunnel servers; the network entry point device being
Jpesied therefepmdi rect a plurality of tunnel requests
froma plurality of host conputers to the plurality of
t unneleaclsBmwel server bairgj qiaratbie te dadiltiatees corhmeaithtib bheder
server being operative to establish and nmaintain a

Ahigralatibh befwdeHNB&dh URBNEGARE: Malihd10S truhRAP Wbk tion
in response to tunnel requests received therefrom
established therewith and at least one wireless communication device; and
each tunnel server being operative to perform a dynamic routing
protocol for updating a local routing table to reflect newly established tunnel

connections and for broadcasting updated routing table information to the

other tunnel servers.

12. The communication network of claim 11, wherein the
communication network comprises an IPv6 communication network and at
least one host computer communicates through an IPv4 communication

network.

13. The communication network of claim 11, wherein each tunnel

server is operative to facilitate a communication of user information
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each tunnel server being operative to facilitate a
conmmuni cati on of user information between each host

W@ 0vp0i®wss havi ng a tunnel connection 10 estabbCEoaeh02/002012

therewith and at | east one w rel ess comuni cation

devi ce; and each tunnel. server, being operative to. ..
ORPRNG £ B AR ADT HRE FSGLAT o BIeIrat SPmRycation
| ocal routing table to reflect newy established

tlevio®l connections and for broadcasting updated
routing table information to the other tunne

servers. 15 12. The communi cati on network of claim 11,
wherein the conmunication network conprises an | Pv6
comu{y, catfiRNeJAehRicktiGde@borkl FRHIMOTE WIREENCIOERIEH®Ork
communi cat es through an | Pv4 conmuni cati on network.

20 13..The connunicat i ; of claim1l, wherein
SE%KF?HﬁE%Vme§§F1éﬁe%é&%6g$%%$%g to facilitate a
comuni cation of user information 42 WO 2004/ 049668
PCT/ CA2002/ 002012 conprising e-mail information being
pushed to a wirel ess comuni cati on device. 14. The
conmuih. c at Thencarewpicktion netvaen of claimh &} evhereieths dafyprk
5 entry point device conprises a local director. 15.
They ¢emnael katboprise s dabobi démaihhamerereirfDING.
network entry point device conprises a round-robin
domai n nane server (DNS). 16. The contuni cati on
network of claim 11, wherein each tunne

16. The communication network of claim 11, wherein each tunnel
server is operative to perform a dynamic routing protocol in accordance with

an Open Shortest Path First (OSPF) standard.

17. The communication network of claim 11, wherein each tunnel
server is operative to perform a dynamic routing protocol in accordance with

an Routing Information Protocol (RIP) standard.
18. The communication network of claim 11, wherein each tunnel

server is operative to provide secure comrhunications with host computers

over the tunnel connections.
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server is operative to performa dynam c routing

protocol in accordance with an Open Shortest Path
WO-R2008104966PF) st andard. 17. The communi cati on PET/aaed02/002012

of claim 11, wherein each tunnel 15 server is

aCcor et SRRt TR T o T S BREREE srd rrpy!

standard. 18. The conmunication network of claim 11,
whrveeinoperetive tpeovide spqrap cPRMFRFAHONG Vi (}WBG?T&BUferS
secure comuni cations with host conputers 20 over the
fovtenidl tearsh ecineatisns MR cWDI20@4w DK @Gegure Shell (SSH) standard.
PCT/ CA2002/ 002012 19. The communi cati.on network of
claim 11, wherein each tunnel server is operative to
provi de secure communi cations with host conputers

over e tannel ' ' ' @i o
Socur &0Snol 1 Pauf LRG0 A5, o R 0POFAR FRTRIM conghiing:

network of claim 11, further_.co I,si.ng: each. h .
conpufdsh st AeMBHET DeMECRBatE @gciet%d CorRinreat ﬁ%ﬁl failure
failure wth a tunnel server; and each host conputer
beiting topel sgriverand send a tunnel request for a new
tunnel connection through the network entry point

devi c@adlihdse sp@pater beingldpetetvectisagd tHencdmmyuwest furiaomew
failure. 21. The conmuni cati on network of claim11,

fhhiforn@fRi Sblzh e RUVEIK ehitp Podutt @évibeiimgesponse to
operative to route comruni cations to the tunnel 15

servers;. and the.router. ing operative to performthe
o Rg pefimgRisearh e

21.  The communication network of claim 11, further comprising:

- a router;

the router being operative to route communications to the tunnel

15 servers; and

the router being operative to perform the dynamic routing protocol

with the plurality of tunnel servers.

22.  The communication network of claim 11, further comprising:
20 a router;

a front end subnetwork which includes the plurality of tunnel servers

and the router;

a core network;
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with the plurality of tunnel servers. 22. The
comruni cati on network of claim 11, further conprising:

wQe0d/0uwes er; a front end subnetwor k whi ch i ncP@€a2t0R©02012
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plurality of tunnel servers and the router; a core
networ k; 44 WD 210 4/8149668 PCT/.CA2002/ 002012 the

r out eCCBRSE SARIE FhEC SR TELHSr k; the router being
operative to performthe dynam c routing protocol

wi t h teeropiterr being psrativarinaperfapy dhes dymamis ronting; prgtpcol
of establishing communications for an | Pv6 wirel ess
qatfheiptatalignofdevihesetvecat ed in an | Pv4 wirel ess
comuni cation network conprising the acts of:

creating a tenporary |IPv6 address for the wreless
conmuni cation device based on an' | Pv4 address

assi gned t ' i 1€l ' ¥ i .
t hr ougﬁ t h‘g I%‘%gﬂwv(\{freegﬁggsélﬁﬁ%t wor E; %\aggmcsz ggrs?[ﬁgbﬁgﬂeless
tenporary | Py6 address to be stored in associ tiontW X
WPERRURIC g AR [oRire ol Jee BErelese CRipEfEEation networ

communi cation device. 24. The nethod of claim 23,
foompisingdtbapetsofing the acts of: 15 receiving a request
for the tenporary I Pv6 address fromthe wreless
conmmuBieatihg QN telaporaey IPWe addopseSor ithe widilesy ¢dremunication
tenporary I'Pv6 address; and creating the tenporary
| RVRAMLEE TR bR 1068 RAASEs tBsikA&] 6 AHE Shirelbd¥Scommunication
device through the IPv4 wireless network; and

causing the temporary IPv6 address to be stored in association with a

permanent IPv6 address of the wireless communication device.

24.  The method of claim 23, further comprising the acts of:
receiving a request for the temporary IPv6 address from the wireless
communication device, the request including the temporary IPv6 address;

and
creating the temporary IPv6 address in respdnse to the request, the

temporary IPv6 address including the temporary IPv4 address.

25.  The method of claim 23, further comprising the acts of:
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tenporary | Pv6 address including the tenporary |Pv4
address. 20 25. The nethod of claim 23, further

w@ommpnissg the acts of: 45 WO 2004/ 049668  PCT/CA2002/002012
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20

PCT/ CA2002/ 002012 receiving a Bindi ng Update nessage
fromthe wireless c ni_cation. device.. th indi .
Updat @C‘?ﬁé%a?géml%ﬁtg ﬁ%ﬁ Tﬁéageefﬁ%%lr%‘ré W lf%% nggl?%@%}hm

and causing the tenporary IPv6 to be stored in
dewigortbe Binding Hépdith anesepsesngydins testemppary i vo-pddress;
met hod of claim 23, wherein the act of causing the
tedporary | Pv6 address to be stored conprises the
further act of assigning the tenporary |IPv6 address a

Car e- QuspdonRsenigharty Pvei tb e sibredo AMHEpeAdd @NthelBinding
device. 27. In a wréless communication device having

%(g%%geni%gses eI Pv6 address, a nethod of establishing
cenmmuni catrons for the wirel ess conmmunication device
within an I Pv4 wirel ess communi cati on network 15
conprising the acts of: receiving, through the |IPv4

w reless network, a tenporary |IPv4 address which is
assi gied tBhe meethpd eple sinimevd cavhereinethy gt of heisig the
the IPv4 wirel ess network, a tenporary |IPv6 address
\Wthpbrakp IFBGSidghesd tb be slueedrdompess thiefirter acimf agdgning the
transmtting, through the IPv4 wreless network, a

& 9191?{/ Wi d Ba diels b wdes Grhed d R8P alrahy wWikMBssadahiasfich@dn

assocliation wth the permanent |Pv6 .

device.

27.  In a wireless communication device having a permanent IPv6
address, a method of establishing communications for the wireless
communication device within an IPv4 wireless communication network
comprising the acts of:

receiving, through the IPv4 wireless network, a temporary IPv4
address which is assigned to the wireless device;

receiving, through the IPv4 wireless network, a temporary IPv6
address which is assigned to the wireless device; and

transmitting, tﬁough the IPv4 wireless network, a message which
includes the temporary IPv6 address for association with the permanent IPv6

address of the wireless device.
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address of the wirel ess device. 46 WO 2004/ 049668
PCT/ CA2002/ 002012 28. The nethod of claim 27, further

w@erpiisbig the act of: transmtting, through PEECARNWA/002012

10

15

20

wirel ess network, a tenporary |IPv6 address request;
and receiving the_t orary | Pv6 address.in fesponse
to tr%hsnﬂ%ﬁﬂﬁﬂh9ﬂéﬁggu?2%ﬁ6?§¥ympﬂggm§ﬁgpé§go equest .
29. The nethod of claim27, wherein the tenporary |Pv6
addr esansmiittiig)dboughethec Bydr wirgleppngtvierky astempayaryplPvo
The met hod of claim 27, further conprising:

ha@Rsdicgibdtgand hrough the I Pv4 wirel ess network, a
tenporary I Pv6 address request which includes the

t eNPofaL;¥ir! %etgﬁgig?at%ﬁgpa@ danhes &l RespBfisd TRARRMLH

addr ess assi gn wi rel ess device includes the
te orarﬁ,hgﬁé address, 15 31. The nethod of claim 27,

TR Foor &> Py address has a format
according to an Intra-Site Access Tunneling Protoco

(1 SATAP) standard. 20 32. The nethod of claim 27,

wherein the act of transmtting the nessage cq&grises
t rans?f.t t i The miethaveskegin 23, whiarai the)éempeigre dPebpddugss
the tenporary |IPv6 address as a Care-Of Address. 47

WRILAQ4MO A5 RADVEAIARR4.002012

30. The method of claim 27, further comprising:
transmitting, through the IPv4 wireless network, a temporary IPv6
address request which includes the temporary IPv4 address; and

wherein the temporary IPv6 address assigned to the wireless device

includes the temporary IPv4 address.

31.  The method of claim 27, wherein the temporary IPv6 address

has a format according to an Intra-Site Access Tunneling Protocol (ISATAP)

standard.

32. The method of claim 27, wherein the act of transmitting the
message comprises transmitting the message to a home agent to establish the

temporary IPv6 address as a Care-Of Address.
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33. A wireless comunication device, conprising: an
antenna; a receiver coupled to the antenna; a

WO ca@ndmets er coupled to the antenna; 5 one or POT/€A2002/002012

processors coupled to the receiver and the
transmtter; the receiver bgk@ﬁkoperatlve to receive a

t enpotdar y 4 mireless gopaumiqagio SO BRI N r el ess

network; the receiver being operative to receive a
t enpodrasnyteiy6 address through the 1Pv4 wrel ess
network; and 10 the transmtter being operative to

t r ansgidceeBAgAGRIONNE ahteing] udes the tenporary | Pv6
address through the I1Pv4 wirel ess network for

assocj at l.0g: . i nt | Pv6 address of the
o or B bl gpact o

Vi ce. e wrel ess device of claim 33,

wherein the transmtter | furt. Lve:t Q.

t r ansiitt OW%(?F%FPVSICBI\%%géé r%ées}séc‘grlg‘gl{fé@tpt %tE ﬁﬁagﬁrg#ﬁe?he

| Pv4d wirel ess network, and wherejn the recei vg{y i Sdd
furt hite sgseivar {Reing GPPECIEVE T4RESt BniSBIPSTSY) By address
address in response to the tenporary |IPv6 address
requghtan 1P04 @helcbhpemiork] ess devi ce of clai m 33,
wherein the tenporary IPv6 address includes the

t eNPOfR YedeRNed Gl &peratid. tol Beceiver &l Rapatiayi Bveohddress
claim33, further conprising: 48 WO 2004/ 049668

E‘%‘l 075-200042¢s YLl Anihe transmitter is further

( ive'to transmt a tenporary |Pv6 address request
whi Chtkltengrlagsqr?i e}: gmtgeor{})e%’c%frey ’coI t?élr{"sn%g grrﬁggaééjmmnﬁﬂﬁes

the temporary IPv6 address through the IPv4 wireless network for associating

it with a permanent IPv6 address of the wireless device.

34, The wireless device of claim 33, wherein the transmitter is
further operative to transmit a temporary IPv6 address request through the
IPv4 wireless network, and wherein the receiver is further operative to receive
the temporary IPv6 address in response to the temporary IPv6 address

request.

35. The wireless device of claim 33, wherein the temporary IPv6

address includes the temporary IPv4 address.

36.  The wireless device of claim 33, further comprising:
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| Pv4 wirel ess network; wherein the tenporary |Pv6
address assigned to the wireless device 5 includes

wo b@4egspor ary | Pv4 address; and wherein t he neCHag2002/002012

conprises a Binding Update (BU) nessage. 37. The

wirel ess device of claim3 wherein th enpar ar

P WL Fatsrniteh i B COGRAY 1 CRN o By

Access Tunneling Protocol 10 (| SATAPR) st andara;g 38. A
Phgh the

istérastiireds regeest wihigh Wmglugspimicamorayd Pyt agldress
bet ween an | Pv6 conmuni cati on network and an | Pv6

WPl ieless wawdi cati on device | ocated i-n an | Pv4
W rel ess conmmuni cati on network, 15 the wirel ess

CoMMUieAkd @i BE¥) S8rP EPviladbisb0aRt At BNMeairledsPidvice
address 1 n the I'Pv4 "wirel ess conmuni cati on net wor Kk,

5 w{:iu%%trtgggeég%g{#mﬂ@gd{ﬂ]egs.%g s of: receiving, from

ni catror device, a request for a

tenporary | Pv6 address; 20 identifying, jh.response to
the rw&gER f‘hedn?%ﬁ%"o?oé’i‘lglnﬁe@@%%%‘&g%%@)fﬂﬁggage’

W rel ess communi cati on device; routing a nessage from
the wirel ess conmunication device to a hone agent,

t he nessage including the tenporary | Pv6 address which
i s stgr.ed Dye wARklddD RONE/ FAA6iIGS 3BCVhEARD 0R¢ dORPd2ry tTHeb
home agent in association with a pernmanent |Pv6

%2872 IEaMab&Ir88S £ AMHRh-Sab | AkesbeVitiRiling Protocol
I‘%gg[éel%\%i r?g adat aapgckét E%addr essed to the tenpor argy | Pv6

10 ?M’.[e&ﬁ) s?a]:ncfalg&

38. A method of facilitating communications of information
between an IPv6 communication network and an IPv6 wireless
communication device located in an IPv4 wireless communication network,

15  the wireless communication device ioeing assigned a temporary IPv4 address
in the IPv4 Wireles:; communication network, the method comprising the acts
of:

receiving, from the wireless communication device, a request for a
temporary IPv6 address;

20 identifying, in response to the request, a temporary IPv6 address for
_ the wireless communication device;
routing a message from the wireless communication device to a home

agent, the message including the temporary IPv6 address which is stored by
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wi rel ess communi cati on device; and 5 encapsul ating the
data packets with the tenporary | Pv4 address for

w0 e@aiogeedy t he wirel ess comuni cati on devi ce POT/0AY192/002012

the IPv4 wirel ess conmmuni cation network. 39. The
net.hod of claim 38, wherein the od | erforned
fhe gne agangis asoCIAHAB ik A BR AL F 38R et B TP EHE
act of identifying the tenporary |IPv6 address
canpringasion device;f yi ng a tenporary | Pv6 address having
the tenporary | Pv4 address within it. 15 41. The
et hoge&fingl ditanp 3éketsnnbdressad tth ¢hatempafranyodlivb mg drdse of the
nessage conprises routing a Binding Update nessage.
%%ﬁ@é%t'%dékfﬁbfﬁ&l& wherein the act of
?é%g%g?%g the d%ta 20 packets conprise receiving data
packets having e-mgil in ' f L4 §HARSs f
CommurceRiT e e ael Bih e hpbify 1L SufRSs for

conprising: 50 WO 2004/ 049668 PCT/ 00 /go % an,
reRewptc ivEERIP SN CRTREBNGRLOR deyifee Fhrppgh E;Zjl%i%’ gireiess
between the | Pv6 comruni cati on network and an |Pv4
womededsatioometwodat i on network within which a wirel ess
comuni cati on device may conmuni cate; 5 the router

bei ng - operative to identify a tenporary |IPv6 address
which may be used to conmunicate to the wrel ess

c om“rugé.c at ﬂ?ean&\HdC&; claim 38, wherein the method'is performed by a

router.

40. The method of claim 38, wherein the act of identifying the
temporary IPv6 address comprises identifying a temporary IPv6 address

having the temporary IPv4 address within it.

41.  The method of claim 38, wherein the act of routing the message

comprises routing a Binding Update message.

42.  The method of claim 38, wherein the act of receiving the data
packets comprise receiving data packets having e-mail information for the

wireless communication device.

43. A communication system, comprising:
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a honme agent; the home agent being operative to:
receive the tenporary | Pv6 address; 10 store the

WO eovpotwsy | Pv6 address as -a Care-OF Address PCT/CA2002/002012

10

15
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associ ated with a permanent IPv6 address of the

Z%I ézormunl caf’ll on devl( recei ve data packets
addr e§§ VY EREN 8 RSN FPy6 address of the

wi rel ess communi cati on device; 15 readdress the data
pack eBgower Foranapiingpeien thelRy6emmaaricationgetorlk and an
being further operative to: receive the data packets
ditdd essizelesso  thmntiatigadioar ynétiotk asithissswladd a  wireless
encapsul ate the data packets with the tenporary IPv4

%%%ﬁﬁﬁcat%&&@ﬁcérﬁgfbmﬂuéaﬁe@ Wi rel ess conmuni cati on

device through the 1Pv4 wreless conmunication

net work, mﬁ&er\/ggn%?éérgﬁ?é @?1&%&%&%&%% adtte s-l;t)ﬁich

conmuni cati on t'he T out
IS Oﬁgratlveln accor dance Wlth anlntr@ls{{ré\
AREDRAETES HPERMETITNGRE &2 ergire lessseguprnies ice;
standard. 5 45. The communi cation system of claim 43,
wher eiafonipeageptit er is operative in accordance with a
Non- Broadcast Multiple Access (NBMA) standard. 46.
The ceabwthe agérabeBigsdpepatdfe tol ai m 43, wherein the
router is
receive the temporary IPv6 address;
store the temporary IPv6 address as ‘a Care-Of Address
- associated with a permanent IPv6 address of the wireless
communication device;
receive data packets addressed to the permanent IPv6 address of
the wireless communication device;
readdress the data packets with the temporary IPv6 address;
the router being further operative to:
receive the data packets addressed to the temporary IPvé6
address; and
encapsulate the data packets with the temporary IPv4 address

for receipt by the wireless communication device through the IPv4

wireless communication network.
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10 operative to identify a tenporary |Pv6 address
whi ch embeds the |Pv4 address within it. 47. The
w@e ormsieest i on system of cl aim 43, wherein t heP@DE®2002/002012

agent is operative to receive the tenporary |Pv6

address in a Bindin
Wi rel4dss di ﬁ-,ﬁgpﬁpgélﬂlg%tﬁ?dat ?ecpé 0?5‘.3;388 SwhéRR €:10uter is

operative in accordance with an Intra-Site Automatic Tunnel Addressing

Protocol (ISATAP) standard.

5 45. The communication system of claim 43, wherein the router is

operative in accordance with a Non-Broadcast Multiple Access (NBMA)

standard.

46. The communication system of claim 43, wherein the router is

10  operative to identify a temporary IPv6 address which embeds the IPv4

address within it.

47. The communication system of claim 43, wherein the home agent

is operative to receive the temporary IPv6 address in a Binding Update

15 message from the wireless communication device.
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